PYKOBO/ACTBO IMOJIb3OBATENA
MoaAv/iA AYTEHTUODUKALIUN MYDSS

HacToawmim AOKYMEHT COAepXUT PYKOBOACTBO MOJib30BaTes MoAy s ayTeHTUudmnKaumm
myDSS. B naHHOM pyKOBOACTBE OMMUCaHbl criegyrowme sTanbl:

» Co3paHue yyeTHol 3anucu Monb3osatens DSS (cm. paspen 1),

» [lony4yeHue KJO4a U HACTpoMKa ayTeHTUdMKaumm ans mcnonb3oBaHms myDSS (cm
pasgenbl 2-3),

> Bbinyck ceptudukaTta MNMonb3osatensa DSS (cMm. pasgen 5),

> ©®opMmupoBaHusa 3l fOKYMeHTa M MNOATBEPXAEHME AaHHOM onepauuu Npu MoMoLLn
MO6MNbHOro nNpunoxeHnsa myDSS (cMm. pasaensl 6-7).

PykoBoacTBO caenaHo Ha npuMepe TectoBoro CepBepa 3nekTpoHHO [oanucwm
«Kpunollpo DSS», goctynHoro no agpecy https://dss.cryptopro.ru/.

Mepea HayanoMm paboTbl ycTraHoBUTE wn3 AppStore MobunbHOE NpUIOXEHME
«Kpuntollpo myDSS».

1. Perncrpauusna Nonb3soBartensn
1.1. B 6pay3epe nepenante no agpecy https://dss.cryptopro.ru/STS/users.

1.2. Ha cTpaHuuye Bxoga B JIMyHbin KabuHeT T[lonb3oBatenss HaXmute KHOMKY
«Perncrpauunsa».
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1.3. 3anonHute nonsa «JlornH» n «Obliee MMs» NO CBOEMY YCMOTpeHUto. MNocne 3Toro
HaXXMUTe KHoMKy «CreHepupoBaTh Naposib». 3aNoMHUTE 0TO6pa3mBLUMINCS Naposib.
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1.4. B 3TOM >Xe OKHe BBeguTe nposepqubm KO4 C KapTUHKUN U HaXMUTE KHOMKY

«3apeructpmpoBaTtb». NMocne aTtoro Bel nonagete B JInuHbin KabuHeT Monb3osatens Ha Beb-
UHTepderice L.

MNpoeepo4HEIi KOA *
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2. HacTtpouka ayTeHTudUMKaumm

2.1. B JlInyHom KabuHete LleHTpa MaeHTudukaumm nepenante Ha BKNagKy «HacTtpoinkm
ayTeHTudburKaumn»,
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KpunTolpo DSS. PykoBoAcCTBO N0/Ib30BaTENA MOAYAS ayTeHTUdUKaunm myDSS CrpaHuua 2 3 13



2.2. Ha BcnnbiBlEeM OkHe «[lloaTteBepxxaeHune goctyna B WHTepHeT» HaxMmute «[da».

3TOT Be6-CANT NBITAETCA BRINOAHMTE 0NEPALIMI € LWGPOBEIM
I_\ CEPTUPUKTOM OT MMEHW NONL30EATENA,

https://simdss.cryptopro.ru/gostidp/Users/UserPrivateCab/Edit
AuthSettings/

BrINONHEHKME TAKMK OMEPALMIA HYXHO PA3PEWETE TONRKD A4
ADEEp eHHEIX B26-(alAT0E.
Brl XOTUTE pa3pelWnTe 3Ty onepauu’?

2.3. ObpaTnuTe BHMMaHMe Ha pasgen «MeToabl NepBUYHON ayTeHTUdUKauum». Ona
yno6CcTBa TECTMPOBaHUA OTKOUMTE MepekovaTteNlb «AyTeHTUduMKauma no napos» Wt
BKJTIOYNTE METOA «TONIbKO UAEHTUDUKALMUS>».

MeToAakl NnepBMYHON ayTeHTURHMKALMN

Tonbko uaeHTHdUKaLMA ~

AyTenTudmKalmMa no napon v

Ayrentudmraumna no ceprudpukary ~ /

2.4.B pa3gene «MeTtoabl BTOPUYHOM ayTeHTUdMKAUUKU> pasBEPHUTE CTPOUKY
«AyTeHTMdUKaLUA C MOMOLLBbI0 MOBUNBHOIO MPUIOXEHUS» N HAXMUTE KHOMKY «3anpocuTb».

MeToakl BTOPUHHOW ayTeHTUMKALMK
Aytentudpmkauma no SMS ~

Homep Tenedrona: He 3agan (& M3mMeHUTb 1

AYTQHTHC‘JMI{&L[HH € MOMOLLK MODUNLHOTO NMPHNOMEHWA ~

Kniouesan unchopmama HEW 3anpocuTs

2.5. BBeanTe B NOSIBUBLLEMCS NoOe aAgpec 3/1IeKTPOHHOM NoYTbl UM HOMep MOBUIBHOrO
TenedoHa, Kyga AO/HKEH NPUATU KOA aKTMBauun, n Haxmmte «OK». Ha skpaHe noasutca QR-
KOA, coAepXXalmi KNy ayTeHTUGUKALUMN N CBEAEHUS O HEM.

AYTQHTHCIJHK&LIH?I C MOMOLLH MODUNLHOIO MPHMNOKEHWA -

OTnpaEWTb CEKPETHLIA KMHY:

® anektponssim ucemom O B CMC-cooBlyeHun

yoda@master jedi 1
w OTMEHHUTD
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3. YcTaHOBKA KJ/lo4Ya ayTeHTUduUKaumm

3.1. 3anyctute Ha MOOWIBHOM YCTPOMCTBE YCTAHOBNIEHHOE paHee TpUIoXeHNe
«Kpuntollpo myDSS».

3.2. Ha rnmaBHOM 3KpaHe HaXMUTe KHOMKY € nsobpaxeHmem QR-koaa.
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&

HayHuTe nogTeepxaeH1e
onepauni

NOATBEPOWUTH
«

3.3. Ha akpaHe cKaHMpOoBaHUA HaXXMUTe KHOMKY «CKaHMpOBaTb».

wilMTSRUS & 18:29 @ 47 % (. )
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3.4. HaBeante kamepy MobunbHOro ycrpomncrea Ha QR-koa, oTtobpaxatowmiica B Beb-
nHTepoerice UeHTpa MaeHTudukaumm n oTCKaHupyimTe Koa.
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HaBepute kamepy
Ha QR-kop,

3.5. [laHHbIN NYHKT 3aBUCUT OT TEKYLIMX HacTpoek cepBepa DSS u moxeT 6bITb
NponNyLleH:

BeeanMte B MOGMIBHOM MPUNOXEHUM KOL aKTMBauWW, KOTOpbIA Obla AOCTaBfeH Ha
YKa3aHHYH paHee NnoyTy uam tenedoH, U HaXMuTe KHOMKY «MpoaonXkuTb».

w!MTSRUS & 18:36 @ 45% @ )

<

NPOAOMXKUTE

3.6. BbibepuTe, kakuM 06pa3oM bGyaeT 3alnLleH KNy ayteHTudukaumm. K npumepy,
NMNH-kopoM (naponem).
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Wil MTSRUS & 18:33 @ 46%m
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Knioy 1

CoxpaHuTe 6e3 napona

Wcnonb3oeaTts Nnaponb

WcnonbsoeaTk Touch ID

3.7. Mo xenaHuto 3agante nMsa katoda (no ymondaHuto «Knwou 1»).

3.8. 3aganTte NMNH-koa (Maponb) ana goctyna K knwdy ayteHtudumkaummn. NMNH-koa HE
OOJIKEH 6biTb kKopode 6 undp. MNostopHo BBeaute MNH-koa (Maponb) U HaXXMUTE KHOMKY
«[1poAo/IKNTL>».
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3.9. MNMocne pernucrpaunm yCTponcTBa Ha cepBepe ko4 6yaeT gobasneH n otobpasntcs
Ha 3KpaHe MOBUIBbHOro NPUIOXKeHUs. 3aKkponTe MObMNbHOE NpuIoXKeHue.
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4. HazHayeHue MeTtoaa ayTeHTUduKaumm

4.1. B lnuHom KabuHeTte UeHTpa UaeHTudukaummn nepengmte Ha Bknaaky «Hactpomnku
ayTeHTudmKaunm».
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k\w LieHTp uaenTudumkaumm Kpuntoripo DSS

NnyHas nHdopmaumn

NuyHbIE OaHHble

Hactpoiikm ayTeHTHMEALMK

Noruu yoda
ST Otob aemMoe HMA
Crpana RU
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4.2.B pasgene <«MeToabl BTOPMYHOM  ayTeHTMdMKauMM»  BKIOUYMTE  MeToA
ayTeHTUdMKaumMn «AyTeHTUDUKAUNSA C MOMOLLbI MOBUNBHOIrO NPUNOXKEHUS».

MeToakl ETOPUMHOW ayTeHTHUMKALMK

AytenTudpmrayma no SMS -

Homep Tenediona: e zagand [ M3meHnTh

A]I'T&HTHI‘]I’II{EI."IH C NMOMOLLHY MobMnLHOMO NPpUNOKEHWA

4.3. B pa3sgene «[oaTBepXAeHME oOrMepaunii» BKIOUYUTE MOATBEPXKAEHME onepauun
«MoANnCb IOKYMEHTa.

MoareepwaeHWe onepaunid

Brimyck maprepa (exog e LIA)
Mognuce QokyMeHTa
Mognuce NnakeTa QOKYMEHTOB

Pacwuippoeanne gokymenTa
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4.4. Boingnte u3 JinyHoro KabuHeta. [ 3TOro B NpaBOM BEpPXHEM Yray CTpaHuupbl
HaXXMUTEe Ha NoruH MNonb3oBaTens -> Bbixoa. 3akpoliTe okHO 6pay3epa.

2 = Brixog
5. Boinyck ceptudukarta knoda nposepku 3 ana NMNonb3oBartensn

5.1.B 6paysepe Internet Explorer nepengute rno aapecy
https://dss.cryptopro.ru/Frontend.

5.2. BBeguTe JIorvH, ykasaHHbIM Npu perncrpaunm, U HaxXMuTe KHonky «[anee». Bebl
nonaaete Ha Beb-nHtepdeic Monb3osaTens.
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5.3. B Beb-uHtepdeiice MNonb3osaTtens nepengmte Ha Bknaaky «Ceptudukarbl».
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5.4. B pazgene «Ceptudukartbl» HaxmmTte kHonky «Co3gaTb 3anpoc Ha cepTudukar».
CepTHEbH KaTkl =+ Cozgate 3anpoc Ha cepTudimMkaT &L YCTAHOBUTL CepTUdMKAT

Cepmvdhmkartsl oTC KOT.

5.5. B cnucke YU, Kk KoTopoMy 6yaeT HanpaBneH 3anpoc Ha ceptudukaTt, BbibepuTte
TecToBbili YL OO0 "KPUMTO-MNPO" (YU 2.0).

CoapgaHune 3anpoca Ha cepTudukaT

C Ha cepTudmrat

TecTosbii YL| 000 "KPUMTO-TIPO" (VL] 2.0) v

5.6. Haxxmunte KHonky «Co3aaTb 3anpoc» BHU3Y CTpaHULbI.

Co30aTh 3anpoc

7

5.7. JoxauTecb cozgaHunsa ceptudukarta. OH oTob6pasnTcsa B TEKYLLEM OKHE.
6. CozpaHue IOl AoOKyMeHTa
6.1. Mepengnte Ha BkNaaky «Moanucatb» B Beb-nHtepdeice Monb3osaTens.

Mognucare

Yoo BepLUEeHCTEOBAT .. NOANHCH

3awuposats

Pacumdpposats

CepTudukaTs

6.2. HaxMnte Ha kHonky «0630p» u BblbepuTe AOKYMEHT Ha CBOEM KOMMbKOTEpE,
KOTOPbIN XO0TUTE noanucatb. JlokyMeHT 0TO6pa3nTCs Ha CTpaHuLe.
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CozpaHue nognucu

[lokymeHT ~
He zagaH

[NokymenT ByaeT oTnpaeneH Ha cepeep.

Ofaop...
dopmat noanucu ~ /
I'Ipoﬁaﬂ 2NeKTpoHHaA NoANKCE

MNapameTpbl NoANMCK ~
Moanues AaHHbX

Ceptngmkar ~
CN=Maructp ﬁo,qa, C=RU

6.3. Hnxe BbibepuTte hopmaTt NoANUCK «DNIEKTPOHHas noanucb B popmate CMS».

$opmMar noanucK -
JnekTpoHHAA nognKce & hopmarte CMS

() MNpocran 3nekTpoHHAaA NOANMCE

(® 3nekTpoHHan nognuck B opmate CMS

O Noanuce XML gokymenTtoe (XML Digital Signature)
O Noanuce aokymentor Word u Excel
) YcoeepweHcTEOBaHHaA noankck (CMS Advanced Electronic Signature)

O Noanucek gokymentoe PDF

6.4. HaxmMnTte KHonky «lflognucaTb».

CDGHEIH We noganwvcuK Moanucats

[OKYMeHT ~
C:\fakepath\new.txd, 20B

NokymeHT ByaeT oTnpaeneH Ha cepeep.

D:\3arovakminew. txt Obaop...

6.5. Ha akpaHe nosBuTca npensioXXeHue noAareepauTb onepauuto. Aoxauntecb PUSH-
yBeaoMneHnsa Ha Bawem mobunbHOM ycTpolictBe 06 onepauunn. Ecnu PUSH-yBeaoMneHune He
NPUXOANT, NPOCTO OTKpoinTe npunoxeHune «Kpuntollpo myDSS».
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BtopHuk, 3 anpens

HaXmuTe KHonKy «JoMoi»,
410o6bI Pa3bnoKUpoBaTh
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7. NMoaTBep>xaeHue onepauvm
7.1. JaHHbIA NYHKT 3aBUCUT OT TeKyWwMX HacTtpoek cepsepa DSS u moxeT 6biTb
NponyLleH:

Mpun Bxoae B MobunbHoe npunoxeHue «Kpuntollpo myDSS» HaXXMuUTe KHOMKY
«lMoaTBepanTb>.

wilMTSRUS + 18:54 @ 43°% @ )

&

Y Bac ecTb @) onepauys
[iNA MOATBEPKAEHNA

MOATBEPAMTH

] A &2

7.2. Beeante MUH-koa (Maponb) AoCTyna K KAYY ayTeHTUdUKaAUMU U HaXMUTE
KHOMKY «[poao/mKnTL>».
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wi!MTSRUS & 18:54 @ 7 43% @ )

X

Beepute naposb
Ong Knova

Knrou 1

[ina B3anmMopeicTBUA C cEpBEPOM
HeobxogMMo BBECTKM Naposb K Balwemy knouy

NPOAOITXKUTE

7.3. Ha skpaHe MO6WnbHOro yCTponcTBa OTO6pasnTCA MOAMNUCLIBAEMbIN LOKYMEHT U
MHpopMaumna o HeM. YbeamTecb, 4TO XOTUTE NOATBEPAMTL NOAMNUCb MMEHHO 3TOr0 AOKYMEHTa
N HaXXMUTe KHOMKy «[oaTBepanTb».

wIIMTSRUS = 18:56 @ 43%m )

X OMEPALIMSA 113 1

Mognuck gokymeHTa. new.txt. Tun
noanucu: CMS. Ceptudukar: Maructp
WMopa.

NOATBEPOUTDL

OTKA3ATbCSA

7.4. Ecnn onepaunsa noATBepXAeHa YCrewHo, Ha aKpaHe NosiBUTCA COOTBETCTBYHOLLee
coobuweHne. Haxxmute «MpoaonxkuTb».
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W IMTSRUS ¥ 18:56 @ 42% @ )

ED

Onepauus ycrnewHo
noaTBepXkaeHa

NPOOOMKKUTE

7.5. B cnyyae ycnewHoro noaTBepXxaeHus onepaunm bpaysep npeanoxXunT ckadaTb Un
OTKPbITb NOAMUCAHHbINA AOKYMEHT. OTKPOMNTE ero nnm CoxXpaHuTe Ha XXeCcTKOM AUCKe.
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