Cnyx06a npoBepku
cepTUPUKaTOB U INTEKTPOHHOM
nognucu

Kpuntollpo SVS

PykoBooctesBo AQMMHUCTPATOPA



AHHOTALNA

HacTosWmnit AOKYMEHT COAEPXKUT ONMCAHME NPOLIECCA YCTAaHOBKM U KOHDUTYPUPOBAHUSA CITyX6bl
NpPoOBEPKN CEPTUGHUKATOB W 3MeKTpoHHON noanucn «Kpuntolpo SVS», npeaHasHadeHHoOW ANnd
YCTaHOB/MIEHUA cTaTyca cepTuduKaTa K/oda MpoOBEepKM 3JIEKTPOHHOW MNOAMWUCU WU BbIMOSIHEHUS
npoueaypbl NOATBEPXKAEHNSA NOATMHHOCTU 3/IEKTPOHHbIX NMOANUCEN OKYMEHTOB pa3sin4yHoro gopmMaTa.

JOKyMeHT npeaHasHayeH Ana8 aAMUMHUCTPaTOpOB KakK pPYKOBOACTBO MO YCTaHOBKE U
KOHpUrypuposaHuio «Kpmntollpo SVS».

NHdopmaumsa o paspabotunke «Kpunrtollpo SVS»:
000 «KPUMATO-MPO»
127018, MockBa, yn. Cywésckuin Ban, 18
TenedoH: (495) 995 4820
®dakc: (495) 995 4820
http://www.CryptoPro.ru
E-mail: info@CryptoPro.ru
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JINCT ncropmmn namMeHeHumn

Bepcus

OonucaHve nasMmeHeHum

1.0.1371

[obaBneHo onucaHMe KOMaHANETOB A/ pa3BopayMBaHMs U HacTpohku CepBuca
Mposepkun Moanucu (pasgen 4).

1.0.1395

HeT nameHeHunmn

1.0.1466

[Job6aBneHa BO3MOXXHOCTb NMPOBEPKN BCEX MOAMUCEN B OKYMEHTE.
PacwmnpeHbl HacTpolikun (pa3aen 4.2).
BeeneHa nuueH3sunsa (pasaen 4.2).

2.0.1555

PaclunpeHbl NnapaMeTpbl NpoBepku ceptudurkaTtos (pasaen 4.2.6).

[JobaBneHa BO3MOXHOCTb aBTOMAaTM4YeCcKOro onpeaeneHus gopmata noanucu ans
nposepku (pa3sagen 4.2.8).

JobaBneHa BO3MOXXHOCTb OTO6paxeHnUsa NpoBepsSieMbIX AOKYMeHTOB (pasaen 4.2.23).
JobaBneHa BO3MOXHOCTb KacToMmsaumm Beb-nHtepdenca cepsnca npoBepKn NoanncCHK.

[JobaBneHa BO3MOXHOCTb NPOBEPKM CepPTUDUKATOB B KpunTorpaduyeckom coobuieHne
dopmaTa PKCS#7.

JobaBneHa BO3MOXHOCTb HACTPOMKM KOHEYHbIX TOYeK Beb-cepBuca NpoBepKu nNoanucu
(pazpen 4.2.10).

JobaBneH pasgen o AMarHoCTuKe cepBuca nposepku noanucu (pasgen 5).

2.0.1777

YpaneHo TpeboBaHMe HaACTPOMKK cepBUCHOro ceptudukaTa (pasaen 4.2.6).

PacwupeHa oTtobpaxaemas nHdopmaumnsa o noanmcm dopmata CAdES: tun nognwucwy,
BpeMA noanuncu.

2.0.1917

PaclwmnpeHo onncaHue HacTponku SVS 1 yCTaHOBKKU cepTudukaTtos (pasnen 4.4 — 4.7).
JobasneHo onucaHue ytunuTtbl Ana pabotel ¢ TSL (pa3gen 4.8).

PaclwimpeHo onuncaHue gnarHoctukmn owmnbok SVS (pasgen 5.1, 5.2).

PaclumpeHbl HaCTpoOMKK XXypHanupoBaHusa (pasaen 5).

2.0.2040

Job6asneH napameTtp nposepkn CAdES noanucu (pasgen 4.2.6).

2.0.2200

JobaBneHa nogaepxka rnposepku noanucu CM3IB 2.*, 3.*,

JobasneHa noaaepxxka npoBepku npucoeanmHeHHon CMS-noanucm pasmepom 6onee
100Mb.

[o6aBneHa noaaepxka nposepkn CMS noanucu no xel-3HavyeHuto.

2.0.2300

Mopaepxka xpaHunuwa ceptudmkatoB UM CRL NOAYMHEHHLIX YAOCTOBEPSOWNX
LleHTposB.

2.0.2658

JobaBneHa nogaepxka npomsBonbHbix XMLDSig-npeobpasoBaHui
JobaBneHa nogaepxxka (popMaTHO-NOrMYECKON NPOBEPKN CepTUPUKATOB.
Job6asneHa nogaep>xxka REST API.

2.0.3282

O6HoBEHO onMncaHMe NnarvHa nposepkn dopmaTa ceptudukatos (cM. pasgen 4.9).
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1. ApxutekTtypa cepBuca nposepku noanumcu «Kpuntollpo
SVS»

B coctaB «Kpuntollpo SVS» BXOAST cieayloliMe nporpamMMHbi€ KOMMOHEHTbI, Moasexaline
YyCTaHOBKeE:

> Be6-nHtepdeiic NMonb3osaTens,
> SOAP-cepsuc lNMpoeepkun Mognucwu.
> REST-cepswuc lNMpoeepku Moanucu.

JaHHble KOMMNOHEHTbI YCTaHaB/IMBAOTCA COBMECTHO Ha OAHOM cepBepe.
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2. PazsépTtbiBaHue Kpuntollpo SVS

2.1. Tpe6oBaHMA K annapaTHOMY M NporpaMMHOMy obecneyeHunro

MuHuManbHble TpeboBaHua K annapaTHoMy obecnedyeHuto ansa  «Kpuntollpo SVS»
npeacrasneHsl B Tabnuue (cm. Tabnuvua 1).

Ta6bnuua 1. Tpe6oBaHMA K annapaTtHOMY ob6ecneyeHuro

O6opyaoBaHue | MMHMManbHbie Tpe6oBaHuA

eHTpasbHbI . N N .
HenTp 64-pa3psaaHbii ABYXbSAEPHbIM NpoLeccop ¢ TakToBon Yactotom 1,86 Iy,
npoweccop
OnepaTuBHas

P 4 TB O3Y.

namsaTb
Xectkuin anck 4 'b cBoboagHOro mMecra.
CeTeBble OaunH ceTeBoM aganTep, COBMECTUMbIN C ONMepaLMoHHOM CUCTEMOM KOMMbOTEpa,
ajanTtepsbl ANs B3aUMOAENCTBUSA C BHYTPEHHEN CETLIO.

Cnyx6a npoBepku cepTudnKaToB U 3N1eKTPOHHOM noanucu «Kpuntollpo SVS» npeaHasHaueHa
ana dyHkumoHupoBaHusa B OC Microsoft Windows Server 2008 R2 c ycCTaHOBMIEHHbIM MNAKETOM
obHoBneHuns Service Pack 1 n Bbiwe, Windows Server 2012, Windows Server 2012 R2 u Microsoft
Windows Server 2016 Bcex BapnaHTOB UCMNOJSIHEHWUS, KAK aHI0A3bl4HbIX, TaK U JIOKaAN30BaHHbIX.

B kauecTtBe kpunTtonpoBangepa MoxeT 6biTb ncnonbdosaHo CK3MN «Kpuntollpo CSP» Bepcuu
4.0 BapuaHTa ucnonHeHus 2-Base, 3-Base.

Mpn ncnonbzosaHmn OC Microsoft Windows 2008 R2 HeobxoaMMo Hanuuune
ycTaHoBneHHoro Internet Explorer Bepcun He HUxe 9.

2.1.1. Tpe6boBaHue k koMnoHeHtaMm OC Microsoft Windows 2008 R2

Ona Hactpolikn paboTtbl Beb-cepBepa Heobxoammo yctaHoBuTb Microsoft Internet
Information Services 7.5. B MacTtepe pobasneHunsa poner n KOMMNOHEHTOB HeobxoauMo fobaBuTb
cnepyouwme ponu seb-cepsepa IIS:

ASP.NET;

Pacwmnpsaemoctb .NET (.NET Extensibility 4.5);
PacwmnpeHuns ISAPI (ISAPI Extensions);

OunbTpbl ISAPI (ISAPI Filters);

Cratnueckoe cogepxumoe (Static content);
OunbTpaumsa 3anpocos (Request Filtering);

KoHconb ynpasneHus IIS (IIS Management Console).

YV VY VVVYY
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Ecnun yctaHoBka Microsoft .NET Framework 4.6.1 nponcxoanaa gO yCTaHOBKU ponu
IIS, 10 nocne pobaBneHuMs p[aHHOW ponn HeobXxoAMMO B KOMaHAHOM CTpoke
BbIMOJIHNTb KOMaHAY (B O4HY CTPOKY):

$windir$\Microsoft .NET\Framework64\v4.0.30319\aspnet regiis.exe -iru

2.1.2. Tpe6oBaHue kK koMnoHeHtaMm OC Microsoft Windows 2012 n 2012 R2

Ana dyHKuMoHMpoBaHus Bcex KoMnoHeHToB CIIM «KpunTtolpo DSS» Heobxoanma ycTaHOBKa
Microsoft Internet Information Services (IIS) 8. B Macrtepe pobaBneHuss ponen M KOMIMOHEHTOB
Heobxoammo nobaBuTb cneaytowme ponn seb-cepsepa IIS:

ASP.NET 4.5;

Pacwupsiemoctb .NET (.NET Extensibility 4.5);
PacwupeHus ISAPI (ISAPI Extensions);
Ounbtpbl ISAPI (ISAPI Filters);

YKasaHHble ponn HaxoasTca B pa3gene «Beb-cepsep (IIS) - Beb-cepBep - Paspabotka
npunoxennin» (cMm. Puc. 1).

YV V VYV V

a [H] BeG-cepeep (I1S) (¥cranosneno 14 us 43)
4 [H] Beb-cepeep (Ycranosneno 13 us 34)
[m] Besonachocts (Yeranoeneno 1wz 9)
[m] WMcnpasHocTs W gwardoctvka (Yeranoeneno 1 ws 6)
m] OBwwe dyniLp HTTP (Ycranosneno 4 us 6)
b [m
4 [H] Paspabotka npunoxerni (Ycranosnedo 6 us 11)
[] Asp
w| ASP.NET 3.5 [YcranoeneHo
v| ASP.NET 4.5 (¥cTanoeneHao
] cal
[] Bratouenwa Ha cTopone cepaepa (551)
] Whnumanuzauma MPHUAOHEHUA
[] Npotokon WebSocket
¥| Pacwwpenua ISAPI (YcranosneHo

LA IS
T
1
I
4
T
T
T

Puc. 1 — HacTtpownka ponein Beb-cepsepa IIS (1)

» CraTtnuyeckoe cogepxumoe (Static content);

YKasaHHas ponb HaxoauTcs B pasnene «Beb-cepsep (IIS) — Beb-cepBep — O6wme dyHkumm HTTP»
(cM. Puc. 2).
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4 [m] Be6-cepeep (II5) (Yeranoeneno 14 ws 43)
4 [m] BeB-cepeep (Yeranosnero 13 uz 34)
b [M] BesonacHocts (YcranosaeHo 1 1z 9)
b [m] WcnpasrocTs v guarHoctyka (YeranoeaeHo 1 s 6)
PR IRO6wme dyHeumn HTTP (Yoranosneno 4 ws 6)

YMEHT No ymonyaHnie (Yoras

v| Ofzop kaTtanora (YoTaHoENEHD)
v Owmbkm HTTP (YctaHoeneHo
v| Cramueckoe cogepsumoe (YcraHoBneHo

(] Mepenanpasnesue HTTP
] MyGankauna WebDAY

Puc. 2 — Hacrtpowka ponen Beb-cepsepa IIS (2)

> OunbTpauns 3anpocos (Request Filtering);
YKasaHHas posib HaxoauTcs B pasgene «Beb-cepsep (IIS) — Beb-cepsep - besonacHocTb» (CM.

Puc. 3).

4 [m] BeG-cepeep (IIS) (¥cranoeneno 14 us 43)
4 [F] BeB-cepeep (Ycranoeneno 13 us 34)

FIRNEesonachocts (Yoranosneno 1 ws 9
i (¥cTranoen

o HUABTpaUWA 33aNpoCoE | ¥ CTaHOBNEHD)

m

Puc. 3 — Hactpoitka poneii Beb-cepsepa IIS (3)

» KoHconb ynpasneHus cnyx6amm IIS (IIS Management Console).
YKasaHHasa posib HaxoauTcs B pasgene «Beb-cepsep (IIS) — Cpeacrtsa ynpasrieHns — KoHcosb

ynpasrneHus cnyxbamn II1S» (cm. Puc. 4).

4 [m] BeG-cepeep (IIS) (¥cranoeneno 14 us 43)

N IWE=6-cepeep (YoranoeneHo 13 us 34
- [] FTP-cepsep
4 [mH] CpegcTea ynpaenequs (Yeranoeneno 1 us 7)

| KoHcone ynpaeneHus cryscbamu 115 (Yora

Puc. 4 — Hactpowka ponen Beb-cepsepa IIS (4)

Takxe HeobxoamMmo BbibpaTb M YCTAaHOBUTb Clieaylowme KOMMNOHEHTb! IIS: [JononHuTenbHble
cnyx6bl .NET Framework 4.5:

> AkTuBauums no HTTP (HTTP Activation).
YKa3aHHbIl KOMNOHEHT HaxoauTca B pasgene «KomnoHeHTbl - ®yHkumm .NET Framework 4.5 -

Cnyx6bl WCF — AktnBaums no HTTP» (cMm. Puc. 5).

4 [m] Oymrwn MET Framework 4.5 (Ycranosneno 4 us 7)

| NET Framework 4 TAHOBAEHO
w| ASP.MET 4.5 [YcranoeneHo
4 [m] CnyBel WCF (Yeranoeneno 2 ks 3)
| Axtmeauma mo HTTP (¥craHoeneHo

Puc. 5 — Hactpownka komnoHeHTOB Beb-cepepa IIS
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YcTaHOBUTb HE0b6XoAMMblE KOMMOHEHTbI MOXHO Kak 4epe3 [Oucnetuep CepBepa, Tak U C
NMOMOLLBbHO KOMaH,D,HOVI CTPOKW. ,D,J'IFI YCTAaHOBKW YKa3aHHbIX Bbllle KOMMOHEHTOB CepBepa BbIMNOJIHUTE
CNneayroLyto KoMaHAay:
dism.exe /Online /Enable-Feature /FeatureName:IIS-WebServerRole /FeatureName:IIS-
WebServer /FeatureName: IIS-ASPNET45 /FeatureName:IIS-NetFxExtensibility45
/FeatureName:IIS-ISAPIExtensions /FeatureName:IIS-ISAPIFilter /FeatureName:IIS-
StaticContent /FeatureName:IIS-ManagementConsole /FeatureName:IIS-RequestFiltering
/FeatureName : WAS-WindowsActivationService /FeatureName :WCF-HTTP-Activation45
/FeatureName:IIS-NetFxExtensibility45 /FeatureName:NetFx4Extended-ASPNET45
/FeatureName:WAS-ConfigurationAPI

2.1.3. Tpe6oBaHue k koMnoHeHTam OC Microsoft Windows 2016

Ona HacTtponkm paboTbl Beb-cepBepa Heobxoammo yctaHoBUTH Microsoft Internet
Information Services 10. B Mactepe agobaBneHns ponem m KOMMNOHEHTOB HeobxoAnMMO A06aBUTb
cnepytoulee:

KoMnoHeHTbl.

» Cnyxb6a aktuBauun npoueccos Windows:
o Mopgenb npouecca;
o API koHDUrypaumu;
>  OyHkumm .NET Framework 4.6:
o .NET Framework 4.6
o ASP.NET 4.6
> Cnyx6bl WCF:
o AxkTtuBauuda no HTTP
» Tnatcdopma .NET 3.5.

Cny»6bl ponei.

BeneHue xypHana;

Pacwupsiemoctb .NET (.NET Extensibility 4.5);
PacwmnpeHuns ISAPI (ISAPI Extensions);

OunbTpbl ISAPI (ISAPI Filters);

CraTtnueckoe cogepxunmoe (Static content);
dunbTtpaumsa 3anpocoB (Request Filtering);

KoHconb ynpasneHus IIS (IIS Management Console).

YV VYV VYV VYV

YCTaHOBUTb Heob6xoAuMble KOMMOHEHTbI MOXHO Kak 4epe3 [ucnetyep CepBepa, Tak U C
MOMOLLbIO KOMaHAHOM CTPOKW. [N yCTAaHOBKM yKa3aHHbIX Bbill€ KOMMOHEHTOB CepBepa BbIMONHUTE
cneayoLwyo KoMaHay:

dism.exe /Online /Enable-Feature /FeatureName:IIS-WebServerRole /FeatureName:IIS-
WebServer /FeatureName: IIS-ASPNET45 /FeatureName:IIS-NetFxExtensibility45
/FeatureName:IIS-ISAPIExtensions /FeatureName:IIS-ISAPIFilter /FeatureName:IIS—
StaticContent /FeatureName:IIS-ManagementConsole /FeatureName:IIS-RequestFiltering
/FeatureName:WAS-WindowsActivationService /FeatureName :WCF-HTTP-Activation45
/FeatureName:IIS-NetFxExtensibility45 /FeatureName:NetFx4Extended-ASPNET45
/FeatureName:WAS-ConfigurationAPI
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2.2. NocnenoBaTesibHOCTb WWAroB No passéprbiBaHuio Kpunrollpo SVS

PazBépTbiBaHMe «KpunTtollpo SVS» ocylwecTBnseTca B cnegylollem nopsake:

1. YcTtaHoBka Beb-cepBepa Microsoft IIS ¢ Heob6xoanMbIMM KOMNOHEHTaMn (cM. pasgensl 2.1.1-
2.1.3).

2. YcraHoBka Microsoft .NET Framework Bepcuu 4.6.1 (Tonbko ansa OC Microsoft Windows
2008 R2 un Microsoft Windows 2012, ckauaTtb Microsoft .NET Framework 4.6.1 MOXHO no agpecy
https://www.microsoft.com/ru-ru/download/details.aspx?id=49982). CoOTBETCTBYOLLMA
YCTaHOBOYHbIN hann HaxoauTca Ha ANCTPUBYTUBHOM AMCKe.

3. YcraHoBka Windows PowerShell 3.0 (tonbko ansa OC Microsoft Windows 2008 R2, ckauaTtb
JaHHoe obHoBNEeHMEe MOXHO no agpecy http://www.microsoft.com/en-
us/download/confirmation.aspx?id=34595). CoOTBETCTBYOLWNNA YCTAHOBOYHbIN (ansa HaxoamTcs Ha

ANCTpUBYTMBHOM AUCKe.
4. YctaHoBka KpunTtollpo CSP.
5. YcraHoBka KpunTtollpo .NET.
6. YctaHoBka «Kpuntollpo SVS» (cM. pasgen 3).
7. Hactpoinka «Kpuntollpo SVS» (cMm. pasgen 4).
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3. YcTaHOBKa KOMNoHeHTOoB «Kpuntollpo SVS»

3.1. YcTaHOBKaA

Ona ycTaHOBKM KOMMOHEHTOB cepBuca nposepkn noanmcn «Kpuntollpo SVS» 3anycturte
YyCTaHOBKY  rakeTa SVSlInstall.exe, pacnosIoXXeHHOoro Ha KOMMaKT-AMCKeE. YcTaHoBKa
«KpunTtollpo SVS» no/mkHa OCyLLecTBAATbLCSA OT MMEHM MNOoJfb30BaTens C npaBamm agMUHUCTpaATopa.
Mocne KOPOTKMX MOArOTOBUTENbHbIX Mpoueayp Ha 3KpaHe MosiBUTCS OKHO MacTepa YCTaHOBKWU (CM.
PucyHok 6).

PucyHok 6. Mactep yctaHoBku «Kpuntollpo SVS»
x|

Q Kpuntollpo SVS

S vcraHosuTe

B crnepyloweM okHe MacTepa YCTaHOBKM O3HAKOMbTECb C JIMUEH3MOHHbLIM COrflalleHneM Ha
ncnonb3osaHne «Kpuntollpo SVS». Ecnu Bbl cornacHbl cO BCEMW NYHKTaMU COrfaleHus, BblAennTe
NYHKT 1 NPUHUMAKO YCIOBUSA 3TOrMO cornaweHms, n Haxmute flanee (cM. PucyHok 7).

Ha cneaytowiem ware mactepa creayeT ykasaTb AMPEKTOPUIO, B KOTOPY 6yayT yCTaHOBJEHbI
Bbl6paHHble KOMMOHEHTbI (CM. PucyHok 8). BBeauTe NMyTb YCTAaHOBKM BPYYHYIO WM BOCMONb3YNTECH
AnanoroM Bbi6opa nanku, Ans OTKPbITUA KOTOPOro CrieayeT Ha)XaTb Ha KHornky O630p.

Ha cneaytowemM ware ybeantecb, YTO NapameTpbl YCTaHOBKWU 3a4aHbl BEPHO U HAaXMUTE KHOMKY
YcraHoBUTb (CM. PUcyHokK 9).

[Mocne BbIMNOSIHEHMSA BCEX OMMCaHHbIX Waros Mactep ycraHosuT Kpuntollpo SVS, conposoxaas
OencTBna KOMMeHTapuaMu. Mo OKOHYaHWUM YCTaHOBKW MacTep MOKaXeT OKHO C MNOATBEpXAEHWEM
yCMeLwHoM yCTaHOBKW, B KOTOPOM HEO6X0AMMO HaxaTb KHOMKy FoToBo. [ocne 3aBepluieHns yCTaHOBKMU
TpebyeTca nepesarpy3mTb KOMMObKOTEP.

PucyHok 7. JInueH3MOHHOE corjialleHue Ha ucrnonb3oBaHue «Kpunrollpo SVS»
]

MpouTUTE NMUEH3IMOHHOE COMMALIEHHE HA UCNONbL30BaHKWe
nporpammHoro obecneuenms komnanmn Kpunrollpo

BHUMATENBHO O3HAKOMBTECH C MMLUEH3MOHHBIM |4
COMNALEHWEM HA MCNONB30BAHWE M3OENMA

NWUEH3WOHHOE COMALIEHWE

1. TepmuHb v cnpeaeneHus.

. Hacroawee NluuensuonHoe cornawenke aenseTcs obwen odeproi
000 "KPUMTO-MPO" 1 Mons308aTENEM - (BUSHHECKMM UK
OPMAMHECKMM NULOM. HaCTOAWEE JIMULEHIMOHHOE COMNALIEHHE B Cyyas
COMMAcKs, BEIDEXEHHOTD & GOPME MONYEHKA B TEYEHKE 7 OHEN C
MoMenTa npuobpeTerusa Msaenua, 8 cOOTBETCTBMK CO oT. 433 MK PO
WMEST CUNY AOrosopa.

b. TMoa Msaenuem NnoHWMaETCR KoMNNEKS NporpamMM ana 3BM,
BKJTHOHaS HOCUTENH W AOKYMEHTELMIO, KOTOPLIFA RBNAETCR obbexToM
BETOPCKOMG MPAEa W OXDEHASTCA 33KOHOM.

. Besge 5 TEKCTE NOA CNOEOM "A0KYMEHTAUMA" NOAPEZYMEESIOTCR
NEe4aTHEIE MATEPMANs! M HOCHTENW, COAEPXALNE AOKYMEHTALMIO B
SMEKTPOHHOM BMAE. [I0KYMEHTAUMA RENRETCA HEOTBLEMNEMO HacTbio
W=aenma.

d. [faxxoe W3aenue (NporpaMMHbIA NpOAYKT), BKAIOYAA HOCUTENN K j

71 A npmmiman yonoens sToro cornaweris

= Meuam ‘ } |
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PucyHok 8. Bbi6op nanku ana yctaHoBkn «Kpuntollpo SVS»
B
] Bbi6epuTe pacnonoxwexnue daiinos
<
Kpunrollpo SVS Byaer ycraHoan

YT00b! YCTAHOBMTE A3HHLIH MPOf
KHOMKY “0630p" W yKaXuTE 3T0 P

3Ll KOMMLIoTED.
B /IDYrOe PaCNONOXEeHUe, HBKMUTE
ONOKEHME.

C:\Program Files\Crypto Pro\DS5 | | S Obsop

‘ Danez ‘

PucyHok 9. NoatBep>xaeHne napaMeTpoB ycTaHOBKM «KpunTtollpo SVS»

B Xpunronpo Svs x|

MoarBepauTe NapaMeTpbl YCTAHOBKHM

YCTaHaB/IMBAEMbIE KOMIIOHEHTBI

MapameTpbi

AupexTopns C:\Program Files\Crypto Pro\DSS

‘ € Hazan

‘ YeraHosnTe [

3.2. YapaneHue

Onsa ypaneHusa cepsuca nposepkun nognucn «Kpuntollpo SVS» 3anycTuTe yCTaHOBKY MakeTa
SVSInstall.exe, pacnonoXeHHOro Ha KOMMNakT-AuUCKe, UM 3anyCcTuTe YCTaHOBLUMK Ha yAasieHne us
pasaena NMporpaMmmbl 1 KOMNoOHeHTbI Ha lNaHenu ynpasneHus. YaaneHne Kpuntollpo SVS nonxHo
OCYLLECTBAATLCA OT UMEHU MoNb3oBaTeNd C NpaBaMn aaAMUHUCTpaTopa.

Ha cnepylowen ctpaHuue mactepa 6yaeT BbINO/HEHO yAaneHWe pasBepPHYTbIX 3K3EMMNISPOB
Ccnyx6 yCTaHOBMEHHbIX KOMMNOHEHT (CM. PucyHok 10). Ans NnpoAoO/HKEHUS HAXMUTE KHOMKY YAaiuTb.
Mocne 3aBeplUleHNs yaaneHUsa 3K3eMnNsapoB cyx6 HaxxMmuTe KHonky fanee (cM. PucyHok 10).

Mpu vyapaneHun 3sk3emnnspa Cepsuca [poBepku [Moanucu 6yayT yaaneHbl
XpaHWUANLLA cepTUdUKATOB, CO3ZaHHbIE NPU Pa3BoOpPaUNBaAHUM SK3EMNAAPA.

[Mocne BbIMOMHEHUA BCeX OMUCaHHbIX wWaros Macrtep yaanut Kpuntollpo SVS, conposoxaas
OEeNncTBnA KOMMeHTapusMu. 0 OKOHYaHUW yaaneHus MacTep MNOKaXeT OKHO C MNOATBEepXAeHUEM
yCnewHoro yaaneHuns, B KOTOPOM HeE0O6X0AMMO HaxaTb KHOMKY FoToBo.

3.3. O6HOBNEHMe

Ons obHoBNeHUA cepBuca npoeepku nognucm «Kpuntollpo SVS» 3anycTuTe yCTaHOBKY NakeTa
SVSInstall.exe, pacnonoXxXeHHOro Ha KOMNaKT-AWCKe. T[locne nNOoAroToBUTENbHbIX Mpoueayp
oTobpasutca ctpaHuua ¢ nHdbopmaumen 06 obHosneHnn (CM. PUCyHOK 11). Ang NpoAOIXKEHUS HAaXMUTe
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KHonky O6HOBMTb. [locne o6HoBneHus dannos CepBuca lNMpoepkun Moanncn otobpasnTcs cTpaHuMua
Cc o6bHOBNEHNEM pa3BEPHYTbIX 3K3eMMNIApoB cepBuca (cM. PucyHok 12). Ina npoao/XeHUs yCTaHOBKMU
Ha)XMUTEe KHOoNKy OGHOBUTD.

PucyHok 10. YaaneHue skzeMmmnsapos «Kpunrtollpo SVS»

B Kpunrofipo svs

x|
a YnaneHue sk3eMnnapos cnyb Cepeepa lNoanucu
[ [ ——
&) VYnanvm Cepenc Mposepsn Moanuck

| R voam

t Kpuntollpo SVS

PucyHok 11. O6HoBneHue "Kpunrtollpo SVS"

i
pr-v
..j,:“‘ 06HOBNEHHE NPOAYKTa
ObHoBNgEMBbIE KOMITOHEHTbI
Komnonent Bepcna
Microsoft .NET Framework 4.5.1

HeiictBne
Microsoft PowerShell 3.0

He u3mMenATs
He nzmenats
Cepenc Mposepkn Moanuo 1.0.1395.0 OfHoBNEHKE

‘ g Ofroems

PucyHok 12. O6HOBNEHME DK3EMIUJIAPOB CNy»X6

x
=
% 06HoBNeHue 3K3emnnsapos aywb Cepsepa lNMoanucu
| Deicrens Pezynetar ”
0 BoccranosneHwe: Peactp
@ Obroeneme: Obuee

e

HacTpoiika: nmueHznA

| B Obrosvme

XKTAM.00094-01 91 03. KpunTtollpo SVS. PykoBoacCTBO aAMMHUCTpaTopa

13



4. HacTtpounka CepBuca Nposepku NMoanucu

Cepsuc lNMpoeepku Moanucn npeacrtasnset cobon cnyxby Windows Communication Foundation
(WCF), koTopas npeAocTaB/isSieT Nofb30BaTENAM MPOrpamMMHbIi MHTEPGENC AN NPOBEPKN NOANUCK U
ceptndukaTtoB. Takxe Cepsuc lNposepkun lMognucm npegocrasnsieT Beb-mHtepdenc ansa npoBepku
noanucu u ceptudukara.

Cepsuc TllpoBepku [MoanncuM MO3BONASET MPOBEPATb 3MNEKTPOHHbIE MNOAMUCK  CleaYLWMX
dopmaToB:

1. YcoBepuweHcTBOBaHHasa noanucb (CMS Advanced Electronic Signatures, CAdES)
a. [lMpucoeanHeHHas noanucb
b. OtpeneHHas noanuce
2. XML Digital Signature (XMLDSig).
3. 2nektpoHHasa nognucbk NOCT 34.10 - 2001, 34.10 - 2012, RSA.
4. NMoanucb agokyMeHTOB popmaTa PDF.
5

Moanucb gokyMmeHToB Microsoft Office.

Takxe Cepsuc lNMposepku Moanncm No3BonseT nposeputb ceptudukat 3 (cMm. paspensl 4.5,
4.9).

4.1. NocnepoBaTeNnbHOCTb WAros no Hacrpouke CepBuca lMpoBepku
Moanuncun

JaHHbin pasgen PykoBoOACTBa onpejenser MnocaefoBaTefNlbHOCTb WM NOPSAOK AeNCTBUMA MO
pa3BopayMBaHuIO N HacTpolike ak3eMnnapa Cepsuca Nposepku MoANUCU B peXUME «C HYNS».

1. CospaHue ak3emnnsapa cnyxbbl Cepsuca Mposepku Moanucu (cMm. pasgen 4.2.1).
2. Bsoa nuueH3snm Cepsuca lMpoeepku Moagnucu (cMm. pasaen 4.2.15).

3. YcTaHOBKa KOpPHEBbIX CepTUGMOUKATOB M CNUCKOB OT3biBa (CM. pasaen 4.4).

Mpu passopaumBaHmm ak3emnnsipa Cepsuca lNMposepkn MNoanucu 6yayT co3paHbl XpaHuauwa
ceptudpukatoB ¢ wuMeHamm <ApplicationName>-TSL un <ApplicationName>-Ca, rge
<ApplicationName> - nmsa Beb6-npunoxeHuns, ykazaHHoe B koMaHasiete New-VsInstance B napameTpe
ApplicationName. B xpaHunuuwe <ApplicationName>-TSL Heo6xoAMMO YCTaHOBWUTb KOpPHEBbIE
ceptudukaTtbl, B XpaHunuwe <ApplicationName>-Ca HeobxoanMMO YCTaHOBUTb CepTUdUKaThI
NoAYNHEHHbIX YaocToBepstowmx LleHTpoB n cnucku ot3biBa (CRL), koTopble 6yayT MCNOAb30BaTbCA
npyv NOCTPOEHUM LiernoyeKk AoBepus A9 NpoBepku ceptudmkaTos noanmcu (cMm. pasgen 4.4, 4.5).

Mo ymonuaHuio sk3emnngap Cepsuca lposepkn MNoanucu TpebyeT Hanuuma http- mn https-
NpuMBA30K Ha cepBepe npunoxeHun IIS. Ecnu Ha IIS HacTpoeHa Tonbko http-npuBgska, To Heo6xoanMo
OTK/TIOUYNTb KOHEeYHYo Touky Cepsuca Nposepku Moanucu, Tpebytowyto 6esonacHoro coeanHenms. ns
3TOro0 BbINOJIHUTE KOMAHAY':

Disable-VsEndpoint —-Name BasicHttps

MNonpobHee 0 nepenaye AaHHbIX N0 6€30MacHOMY COEAMHEHMIO CMOTPETbL pasaen 4.7.

JononHNUTENBbHO MOXHO HACTPOUTL ClieAyolWne napameTpbl:

> Pexunm npoBepku cepTudmnKaToB Ha OT3biB (CM. pasaen 4.2.6)

» OrpaHnunTb Habop dbopMaToB NOANUCK, AOCTYNHbLIX AN NpoBepku (cM. pasaen 4.2.8)
» ConocrtaBneHune pacwupeHuin gannos ¢ ¢popmatamu nognmcm (cM. pasgen 4.2.8)
» OTobpaxeHne noKyMeHTOB B Beb6-uHTepdelice (cM. pasgen 4.2.23)
» KacTtomusumpoBaTb Beb-uHtepderic (cM. pasgen 4.2.21)

Beb-nHtepdenc Cepsuca [Mposepkm [loanncum MOXHO WHTerpupoBaTb B Beb-uHtepdenc
Cepsuca nognucu Kpuntollpo DSS. Ons gobasneHns cTpaHul NMpoOBEpPKW NOANUCKM U cepTudumKaTa B
Beb-nHTepdenc nognmcn Heobxoammo 3agatb agpec Cepsuca lNMposepku MNognucu yepes KoMaHAaner
Set-DssFeProperties. Huxe npuseaéH npumep KoOMaHAbl:

XKTAM.00094-01 91 03. KpunTtollpo SVS. PykoBoacCTBO aAMMHUCTpaTopa 14




Set-DssFeProperties -VsAddress http://localhost/<ApplicationName>/rest/api

Ecnn mncnonbsyetca Cepsuc lNposepkn ognmucn Bepcumnm Huke, yem 2.0.2636,
KOMaHAMeT A0JIXKEH BbIMMSAAETb NPUMEPHO Crieayowmm obpasom:

Set-DssFeProperties
http://localhost/<ApplicationName>/service.svc

—-VsAddress

4.2. AopMmnHucTtpupoBaHue Cepsuca lNnposepku NMNoanucum

HacTpoiika KOMMNOHEHTa
KoMaHAabl

Windows PowerShell.

«CepBuc T[poBepku [Nognucu» OCYLLECTBAAETCA C MOMOLLbIO

aAMUHNCTPUPOBAHUA BKJTKOUYEHDbI B MoAYyJ1b

CryptoPro.DSS.PowerShell.VerificationService (cm. Tabnuua 2).

Cnucok KoMaHANEToB, BxoAswWwwux B coctaB PowerShell moaynst cepsmca npoBepKu noanucu
MO>XXHO MoJly4unTb, BbIMOJIHNB KOMaHAY .
Get-Command -Module CryptoPro.DSS.PowerShell.VerificationService -CommandType Cmdlet

ans nony4vyeHmnsa cnpaBky no KaXxaomMy mM3 KOMaHAJIETOB BbIMNO/IHUTE KOMaHAY

Get-Help <mMa xoMaHmjieTa>
Hanpumep:

Get-Help Set-VsProperties
unu

Get-Help Set-VsProperties -Full

Tabnuuya 2. CNUCoOK KOMaHAJ1eToB

KOMMNoHeHTa «CepBuc NMposepku NMNoanucn>»

KomaHpner

OnucaHue

New-VsInstance

Co3naét HoBbIN ak3emnnsap Cepsuca lNpoeepku Moanucu.

Remove-Vslnstance

Ypanset sk3emnnap Cepsuca lNMposepku MNoanucu

Get-VslInstance

BbIBOAMT Ha KOHCOJ/Ib CNUCOK 3k3eMmnnsapos CepBuca lNMpoBepku
Moanucu

Update-VslInstance

BbinonHaeT o6bHoBMeHMe KOHUrypaumn aksemnnsipa Cespuca
Mpoeepku Moanucwu.

Get-VsProperties

BbIBOAMUT Ha KOHCOMb HacTponkuM ak3emnnspa Cepsuca
MpoBepkun MNognuncm

Set-VsProperties

3apaét HacTpoliku CepBuca lMNposepku Mognucwu.

Get-VsEndpoint

BbIBOAUT CNMCOK KOHe4YHbIX Tovek CepBuca NpoBepku
Moanwucu.

Get-VsSignatureFormat

BbIBOAUT Ha KOHCO/b HaCTpOl;‘IKM noanaep>xXmBaeMbiX (',bOpMaTOB
noannmcu.

Set-VsSignatureFormat

3a4aéT HacTpoMKM noagaepxumBaemMbix opMaToB NOAMUCH.

Get-VsEndpointGlobalSettings

BbIBOAMT Ha KOHCOJ/Ib HAaCTPOMKM KOHEYHbIX Tovek CeBpuca
Mposepku Moanucwu.

Set-VsEndpointGlobalSettings

3apaéT HacTpoMKM KOHeuHbIX Todyek CepBuca lNMpoBepkun
Moanuncu.

Enable-VsEndpoint

BkntoyaeT KoHeuHble Touku CepBuca lNMposepku Mognucu.
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KomMmaHaner

OnucaHue

Disable-VsEndpoint

OTkntovaeT KoHeuHble Toukn Cepsuca lNMposepku Moanucw.

Get-VslLicense

BbiBOAWT Ha KOHCOJIb MHMOPMALMIO O IMLEH3UN

New-VslLicense

3a8aéT BpeMeHHYo unan HoByro nuueH3snto Cepeuca NpoBepku
Moanwucu.

Update-VsLicense

O6HoBnseT nuueHsuto Cepsuca MpoBepku Moanucu.

Get-VsConverterPlugin

BbiBOA Ha KOHCOMb BCEX 3aperMcTpMpoBaHHbIX NJarnHoB Ans
npeobpaszoBaHnNsa OKYMEHTOB.

Add-VsConverterPlugin

JobaBneHne HOBOro njarvHa ansa npeobpasoBaHus
OOKYMEHTOB.

Remove-VsConverterPlugin

YpaneHue 3aperMcTpmMpoBaHHOro nnarvHa anas
npeobpa3zoBaHnNsa OKYMEHTOB.

Get-VsCustomization

BbIBOAMT Ha KOHCO/Ib HAaCTPOMKKM oTobpaxeHns Beb-
nHTepderica Cepsuca lNpoeepku Mognucwm.

Set-VsCustomization

3apaéT HacTpoliku oTobpaxkeHuns Beb-nHtepdeinca Cepsuca
lMposepku Moanucwu.

Reset-VsCustomization

C6pacbiBaeT HacTponku otobpaxeHuna Beb-uHtepdeica
Cepsuca lMpoeepkun Moanucu.

Add-VsCertificateVerifierPlugin

PernctpupyeT HOBbIW NNarvH NpoBepKn cepTudukaTta Ha
cooTBeTcTBME popme CKIIIM.

Get-VsCertificateVerifierPlugin

Mo3BoNAeT Nofy4nTb MHGOPMALINIO O 3aperncTpUPOBaHHbIX
nnarvHax npoBepku cepTudmKaTa Ha COOTBETCTBUE (hopMe
CKnNari.

Remove-
VsCertificateVerifierPlugin

YpanseT 3aperMcTpnpoBaHHbI paHee niarnH npoBepKu
ceptTudukaTa Ha cooTeeTcTBme popme CKIIM.

Get-VsTracing

BbIBOAMT Ha KOHCOJIb HAaCTPOMKK XypHanuposaHusa CepBuca
MpoBepku MNognuncm

Set-VsTracing

3apaéT HacTpolKKM XypHanupoBaHus Cepsuca NpoBepku
Moanuncu

Enable-VsTracing

BkniouaeT xypHanuposaHue Cepsuca Nposepku MNognucu

Disable-VsTracing

OTkntoyaeT XypHanuposaHue Cepsuca lNMposepku Moanucu

KomaHanet Add-
VsTransformPlugin

Pernctpupyet nonb3oBaTenbckoe XML-npeobpazoBaHue Ha
Cepsuce lNposepku MNoanuncu

KoMmaHanet Get-
VsTransformPlugin

BbIBOAMT Ha KOHCOMb CMUCOK 3aperncTpmupoBaHHbIX
nonb3oBaTenbckmx XML-npeobpasoBaHuil

KomaHanet Remove-
VsTransformPlugin

YpanseTt paHee 3apernctpupoBaHHoe nosb3oBaTenbckoe XML-
npeobpasoBaHue

4.2.1. KomaHanetr New-VsInstance

Co3aaét HoBbI 3k3eMnnsap Cepsuca Mpoeepku Moanucu.
K OCHOBHbIM MapaMeTpaM OTHOCATCS:
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— Ha3BaHue Beb-carTa IIS, Ha KOTOpOM creayeT pa3BepHyTb Beb-npunoxeHne Cepsuca
Mpoeepkun Mognucu.

— oTobpaxaemoe nMsa ak3emnasgpa Cepsuca Mposepku Mognucu.

CuHTaKkcuc:
New-VsInstance -SiteName <string> -DisplayName <string> [-ApplicationName <string>]

Tabnuua 3. MNapameTtpbl koMmaHaneta New-VsInstance

MapameTp Tun OnucaHue
SiteName string HaseaHue Beb-canTa, Ha KOTOPOM C/leayeT pa3BepHyTb Beb-
npunoxenme Cepsuca lNposepku MNoanmcu.
. . HaseaHue Beb-npunoxenuns Cepsuca lNMpoeepku Mognmcn.
ApplicatonName string
Ecnn napameTp He 3ajaH UCnosib3yeTcs 3HadeHne SVS.
DisplayName string | OTo6paxaemoe nms akzemnnsipa Cepsuca lNMposepku Mognucu.
MpumMep:

New-VsInstance -DisplayName SVS -ApplicationName verify -SiteName "Default Web Site"

[JaHHas KoMaHAa pa3BopaumBaeT 3k3emnnasap Cepsuca Nposepku Moanncn Ha Beb-canTe IIS no
YMOM4YaHUIO, CO3AaET xpaHunuwa ceptudukatoB ¢ umeHem verify-TSL n verify-CA ana nokanbHOro
KoMnbtoTepa. Monb3oBaTenn MoryT obpatuTtbcs K Beb-uHTepdelricy Cepsuca lMpoeepku Moanucn no
aapecy: http://<hostname>/verify/. CepsBuc [NpoBepku [Moanucm 6yaer p[ocTtyneH Mo aapecy:
http://<hostname>/verify/rest/api.

Ecnn mncnonbsyetca Cepsuc lNposepkn ognmcn Bepcunm Huke, yeMm 2.0.2636,
Cepsuc NMpoeepku Moanuncm 6yaeTt AOCTyNeH No agpecy:
http://<hostname>/verify/service.svc

4.2.2. KomaHanetr Remove-VsInstance

Ypanset co3gaHHbiln ak3emnnap Cepsuca lNMpoeepku Mognucu.
CuHTakcumc:
Remove-VsInstance [-DisplayName <string>]

Mpn ypaneHnn 3sk3emnnsapa Cepsuca T[lposepkn [TMoanucu 6yayT yaaneHbl
XpaHuUNumLa cepTMdnKaToB, CO34aHHbIE MPU pa3BopavynBaHUM 3K3eMNNspa.

4.2.3. KomaHanert Get-VsInstance
KoMaHAaneT BbIBOAWT Ha KOHCOJ/b CMUCOK COo34aHHbIX 3k3eMnngapos Cepsuca [lpoBepku
Moanucw.

CuMHTaKCuUcC:
Get-VsInstance

4.2.4. KomaHanet Update-VsInstance

KomaHanet ocywecrtenser obHoBneHune KoHdurypaumm sk3emnnaspa Cepsuca [poBepku
Moanuncwu.

CuHTaKcuc:
Update-VsProperties [-DisplayName <string>]
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KoMaHAeT Heob6xoAuMMO 3anyckaTb TOMbKO B C/ly4ae BO3HMKHOBEHMS OWIMG0OK BO
BpeMs WTaTHOro o6HoBneHMs Kpuntollpo SVS yepes yCTaHOBLUMK.

4.2.5. Komanpgner Get-VsProperties

KomaHnanet Get-VsProperties no3sonsier otobpa3ntb 0CHOBHble NapameTpbl CepBuca NpoBepku
Moanuncwu.

CuHTakcuc:
Get-VsProperties [-DisplayName <string>]

4.2.6. Komangner Set-VsProperties

KomaHanet Set-VsProperties nossonser 3agaTb OCHOBHble napaMeTpbl Cepsuca [lpoBepku
Moanwucw.

CUHTaKCUC:
Set-VsProperties [-RevocationMode <string> {NoCheck | Online | Offline}] [-
RevocationFlags <string> {EndCertificateOnly | EntireChain | ExcludeRoot}] [=
UrlRetrievalTimeOut <uint32>] [-DisplayName <string>]] -CadesUseOcspAuthorizedPolicy

<bool>

Ta6bnuua 4. MNapameTpbl kOMaHaneta Set-VsProperties

MapameTp Tun OnucaHue
DisplayName string OTobpaxaemoe nMs aksemnnsipa Cepsuca lNposepku
Moanwucwu.
String Pexxum npoBepkun ceptudmkaTa Ha OT3bIB.

NoCheck - cepTudunkaTbl He NPOBEPSIOTCA HA OT3bIB.
OffLine - cepTudurKaTbl NPOBEPSAOTCA Ha OT3bIB MO
K3LWNPOBaAHHbLIM CMMCKaM OT3bIBa.

JonycTtumble
RevocationMode | 3Ha4deHus:

NoCheck . .

Online Online - aHanornyeH pexmumy Offline, HO B cnyyae

Offline MCTEYEHMS CPOKa AENCTBMA CNUCKa OT3bIBa, 6byner
caesiaHa nonbiTKa ckayaTb akTyasbHbin CRL.

String Pexxmm npoBepKku LLeno4Yykn cepTndukaTos.

EndCertificateOnly — npoBepka Ha 0T3bIB AenaeTcs
TONbKO A1 KOHEYHOro ceptmdukaTa B Lenoyke.
EntireChain — npoBepka Ha OT3bIB AefNaeTcsa ANnsa Bcex
cepTndmKaToB B LienoukKe.

ExcludeRoot - npoBepka Ha OT3bIB AeNaeTcsa Ansa Bcex
cepTMdUKaATOB B LIeno4yKe, KpoMe KOpPHEBOrO.
MakcuManbHoe BpeMs CcKaumMBaHMs 06beKToB MO CETU.
UrlRetrievalTime int Ecnu 3apaHo 3HayeHune 0, TO BpeMsa CKauymBaHUS He
Out OrpaHUYeHHo.

3Ha4yeHne yKasblBaeTCs B CEKYHAAX.

PaspelwaeT ncnosnb3oBaHne rpynnoBon NONTUKU
Kpuntolpo OCSP Client "Cnyx6bl OCSP:
cepTndmKaTbl YNOMHOMOYEHHbIX cryx6 OCSP" npu

JonycTtumble
RevocationFlags 3Ha4yeHns:
EndCertificateOnly;
EntireChain;
ExcludeRoot

CadesUseOcspAu

: - bool o
thorizedPolicy npoBepKe NMOSIHOMOYMIN CNy>6bl aKkTyanbHbIX CTAaTyCOB.
MogpobHee cmoTpeTb B CnpaBoyHuke no Kpunrtollpo
OCSP SDK.
Mpumep:

Set-VsProperties -RevocationMode Offline —-RevocationFlags EndCertificateOnly

JaHHas komaHpa 3agdaét ceptudukat Cepsuca [Mposepkm [loanucu, pexumMm MNpoOBepKU
cepTndurKaTOB Ha OT3bIB.
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http://cpdn.cryptopro.ru/default.asp?url=content/pkisdk/html/OCSP/OCSP_Reference.html
http://cpdn.cryptopro.ru/default.asp?url=content/pkisdk/html/OCSP/OCSP_Reference.html

4.2.7. Komangnet Get-VsSignatureFormat
BbIBOAMT Ha KOHCOJIb HAaCTPOMKK MoaAepXuUBaeMbiX 4519 NpoBepku opMaToB NoAMUCH.
CuHTaKkcumc:
Get-VsSignatureFormat [-DisplayName <string>]
4.2.8. KomaHanet Set-VsSignatureFormat

3a4aET HaCTPOMKM NoAAEPXKMBAEMbIX A5 NPoBepkM (opMaToB NoANUCH.

CUHTaKCmC:
Set-VsSignatureFormat -Format <string> {XMLDSig | CMS | MSOffice | PDF | GOST3410} [-
IsEnabled <bool>] [-Extensions <List[string]>] [-DisplayName <string>]]

Ta6bnuua 5. NMNapameTpbl koMaHanera Set-VsSignatureFormat

MapameTp Tvn OnucaHue
string
JonycTtumblie
3HaYeHus:
Format XMLDSig, dopMaTbl NOAMUCK, KOTOpble ByayT AOCTYMNHbI B BEO-
GOST3410, nHTepdence n Beb-cepence aAns NpoBepKun.
MSOffice,
PDF,
CMS.
IsEnabled bool BkiounTb/0TKNOUMTL DopMaT NOAMUCHK.
Extensions List[string] Cnuncok pacwmpeHnin hainos, CBA3aHHbIX C AaHHbIM
dopmaTom.
Uma sk3emnngpa Cepsuca lNposepku MNMoanucu. Ecnu
DisplayName string 3HayeHuMe He yKasaHo, byaeT ncnosb3oBaH 3K3eMnasap,
Ha3HA4YeHHbIN MO YMOSTHYAHUIO.

®opMaTbl noanucK, AN KOTOpbIX 3HadeHne napameTtpa IsEnabled BbicTaBneHo B false, He 6yayT
oTobpaxaTtbcsi B Beb-UHTepdelice nonb3oBaTens U He 6yayT AOCTYyMNHbl ANsl NMpoBepku 4depe3 Beb-
cepBucC.

Yepes napameTp Extensions MOXHO 3a4aTb CNMCOK paclMpeHUin pannos, CBA3aHHbIX C KaXAbIM
n3 ¢dopmatoB noanucu. Hactpoinka byaetr npuMmeHAaTbCA Ha Beb-MHTepdence cepsuca NpoBepKn Ans
onpegeneHnsa nogxogsawero opMaTta NoAnNUCU AN NMPOBEPKMY.

MpumMmep
Set-VsSignatureFormat -Format CMS -Extensions sig, p7b, p7s

Ecnn dopmaT nognucu He cBsizaH C onpeAenéHHbiM pacwupeHmeMm ddakna, To B CiucKke
paclmMpeHnin Hy>XHO ykasaTb wildcard.

Mpumep
Set-VsSignatureFormat -Format GOST3410 -Extensions *

4.2.9. KomaHpner Get-VsEndpointGlobalSettings

V|CI'IOJ'Ib3yeTCFI A8 BbiBOAA Ha KOHCO/b 06LLMX HaCTpOEK KOHEYHbIX TOYEK CEPBUCaA MPOBEPKU
noanuvcu.

CuHTakcmc
Get-VsEndpointGlobalSettings [-DisplayName <string>]
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4.2.10. Komananert Set-VsEndpointGlobalSettings

Ncnonb3yeTcs ana naMeHeHus obWmnx HaCcTpoeK KOHEYHbIX TOYEK CepBMCa NPOBEPKU MOAMMUCH.
Cnuncok napaMeTpoB KOMaHAbl yka3aH B Tabnuua 6.

CuHTaKCcmcC
Set-VsEndpointGlobalSettings [-MaxRecieveTimeOut <int>] [-MaxSendTimeOut <int>] [-
MaxMessageSize <int>] [-DisplayName <string>]

Ta6bnunua 6. NMNapameTpbl koMaHanera Set-VsEndpoint

MapameTp Tun OnucaxHue

Nma sk3emnnsapa Cepsuca NMpoeepku Mognucu. Ecnm 3HadyeHne He
DisplayName string | ykaszaHo, 6yaeT ncnosb3oBaH 3K3eMMasp, Ha3HAaYEeHHbIN MO
YMOJIYaHMUIO.

MakcuManbHoe BpeMs NoJlydeHust cooblieHms B cekyHaax. Mo

MaxRecieveTimeOut | int
yMmon4yaHuto paseH 30 cekyHz.

MakcuManbHoe BpeMs OTnpaBku cooblieHns B cekyHaax. Mo

MaxSendTimeOut int
yMmon4yaHuto paseH 30 cekyHz.

MakcmManbHbIM pa3Mep cooblieHns B 6anTax. Mo ymMonyaHuo paBeH

MaxMessageSize int 5Mb.

4.2.11. Komananet Enable-VsEndpoint

Ucnonb3yeTca ANns BKAOYEHUS KOHedHbix Touek Cepsuca [lposepku [lMognucn. Cnucok
napaMeTpoB KOMaHAbl yka3aH BTabnuua 7.

CuHTaKcmc
Enable-VsEndpoint -Name <string> [-DisplayName <string>]

Tabnuua 7. MNapameTtpbl koMaHaneta Enable-VsEndpoint

MapameTp Tun OonucaxHue

Mg ak3emnngpa . Ecnm 3HauyeHne He ykasaHo, 6y,u,eT MCnoJsib30BaH

DisplayName | string o
3K3EeMMNAP, Ha3HaYeHHbIV MO YMONYaHUIO.

Name string | IMa KOHEUYHOW TOUKMU.

4.2.12. Komananert Disable-VsEndpoint

Ncnonb3yeTcs Ansd OTKAKYeHUs KoHeudHbix Todek Cepsuca [lMposepku Moanucm. Cnmcok
napaMeTpoB KOMaHAbl ykasaH B Tabnuua 8.

CuHTaKcmc
Disable-VsEndpoint [-DisplayName <string>]

Ta6nuua 8. MNapameTtpbl komaHaneTta Disable-VsEndpoint

MapameTp Tvn OnucaxHue

Nma sk3emnngapa Cepsuca nposBepku noanncu. Ecnn sHayeHne He ykasaHo,

DisplayName | strin .
play 9 6yaeT Mcnonb30BaH 3K3eMMNasp, Ha3HAYEHHbIN MO YMOIUYAHMUIO.

Name string | IMa KOHEYHOW TOYKM.
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4.2.13. Komananert Get-VsEndpoint

Mcnonb3yeTcsa ans BbiBoAa Ha KOHCOJ1b MH(OpPMaLMK 0 KOHeYHbIX Toukax CepBuca Nposepku MNoanucu.
CuHTaKCcuc

Get-VsEndpoint [-DisplayName <string>]
4.2.14. KomaHanert Get-VslLicense

BbiBOAMT Ha KOHCOMb MHMOpMaumMio o nuueH3snm Cepsuca MNMposepku Moanucu.
CuHTaKCcuUc:

Get-VsLicense [-DisplayName <string>]
4.2.15. Komananer New-VsLicense

3a4aéT BpeMeHHYo UM HoBylo nuueHsnto Cepsuca lNposepku MNognumcu.
CuHTakcumc:
New-VsLicense [-DisplayName <string>] [-SN <string>] [-CompanyName <string>]

Tabnuua 9. MNapameTpbl koMaHanetra New-VslLicense

MapameTp Tvn OnucaxHue

DisplayName string OTobpaxaemoe nms sk3emnnspa Cepsuca
lMposepku Moanucwu.

SN string JlnueHsus

CompanyName string HavmeHoBaHMe opraHmsaumu

Mpw Bbi30BE KOMaHAbl 6€3 NapaMeTpoB BBOAUT BPEMEHHYIO JIMLEH3UIO Ha 3 Mecsua.

Bbi3oB KOMaHANETa HGOﬁXO,CI,VIM npn Co3gaHMM KaXaoro HOBOIMo 3K3eMnnspa
Cepsuca lMpoeepku Moanucu.

4.2.16. Komananer Update-VsLicense

O6HoBnseT nmueHsunto Cepeuca MNposepku Moanucu.
CuHTakcumc:
Update-VsLicense [-DisplayName <string>] [-SN <string>] [-CompanyName <string>]

Ta6nuua 10. MNapameTpbl kOMaHanerta Update-VsLicense

MapameTp ™vn OnucaHue

DisplayName string OTobpaxaemoe nms aksemnnsapa Cepsuca
Mposepkun Moanucu.

SN string Jlnuensung

CompanyName string HanmeHoOBaHMe opraHusauymm
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Bbi30B KOMaHAasnieTa Heob6xXoAMM TMpU CO3AAHMU KaXAoro HOBOrO 3K3eMMNspa
Cepsuca MpoBepku Moanucu.

4.2.17. KomaHpanet Get-VsConverterPlugin

[JaHHbIN KOMaHAneT MCNONb3yeTCcda AnAa BbiBOAA HaA KOHCOJIb BCeEX 3aperncrpnpoBaHHbIX
nnarMHOB Ans npeo6paaoBaHM9| AOKYMEHTOB.

CuHTaKcuC:
Get-VsConverterPlugin [-DisplayName <string>]

4.2.18. KomaHpanet Add-VsConverterPlugin

Perncrpaumsi HOBOro njarnHa ans npeobpasoBaHUs JOKYMEHTOB.

CuHTaKCcuC:
Add-VsConverterPlugin [-DisplayName <string>] —FileExtension <string> -Assembly
<string> [-Classname <string>] [-Priority <int>] [-Parameters <Hashtable>]

Tab6nuua 11. Napamerpbl koMmaHanera Add-VsConverterPlugin

MapameTp Tun OnucaHue

FileExtension | string PacwmnpeHne goKyMeHTa.

MonHbIM NyTb A0 danna cbopkn naarmHa.

B kauecTBe 3HaYeHUA AAHHOrO NMapaMeTpa MOXHO YKa3aTb TOJIbKO UMS
Assembly string danna cbopkmn, B 3TOM Cny4dae MosiHbIA NyTb 6yAeT OTCYNTbIBATLCS
OTHOCUTENbHO ANPEKTOPUN:

<MyTb yctaHoBkn>\Plugins\Converters\<Tun nnarvHa>.

Classname string NmMsa knacca, peanusytowero nHtepodenc IDSSDocumentConverter.

MpuopuUTeT NNarnHa OTHOCUTENBHO OCTaslbHbIX 3aperncTpUpPOBaHHbIX

Priority int
AN AaHHOro paclmMpeHust naarnHoB.

Parameters Hashtable | lononHuUTeNbHbIE NapaMeTpbl NnarnHa.

B PowerShell ans 3agaHua napameTpa Tuna Hashtable MoOXHO npuMeHUTb cCneayroLLyro
KOHCTPYKLMIO:
@ {paramName;=paramValue;; paramName,=paramValue;;..;paramNamey=paramValuey}

roe paramNamei, paramValuei - Ha3BaHWe 1 3HaYeHe NnapamMeTpa COOTBETCTBEHHO.

Mpumep perncTpauum npeaycraHOBAEHHbIX MNNarMHOB  Ana  otobpakeHus
OOKYMeHTOB npuBeféH B pasgene 4.2.23.

4.2.19. Komananetr Remove-VsConverterPlugin

YaaneHue 3aperncTpupoBaHHOro njaarnHa ang I'Ip606pa3OBaHVIﬂ.

CuHTaKCuUc:

Remove-VsConverterPlugin [-DisplayName <string>] -FileExtension <string> -Assembly
<string> -Classname <string>
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Tab6nuua 12. Napametpbl koMaHanetra Remove-VsConverterPlugin

MapameTp Tun OnucaHue

FileExtension | string | PaclumpeHne goKyMeHTa.

MonHbIn NyTb Ao danna cbopkm nnarmHa.

B kauyecTBe 3HauyeHUs AaHHOrO NapaMeTpa MOXHO yKasaTb Tosibko nmsa dll
Assembly string | danna cbopkun, B 3TOM Criyyae MosiHbIN NyTb 6yaeT oTCUYMTbIBATLCS
OTHOCUTESTIbHO ANPEKTOPUN:

<MyTb yctaHoBkmn>\Plugins\Converters\<Tun nnarvHa>.

Classname string | ma knacca, peanusywwero nHtepdernc IDSSDocumentConverter.

4.2.20. KomaHanert Get-VsCustomization

JaHHbIN KOMaHANET UCMONb3YETCH AJs BbiBOAA Ha KOHCOJIb BCEX HACTpoeKk oTobpakeHuns Beb-
nHtepdenca Cepsuca lNposepku MNoanmncu.
CUMHTaKCHC:
Get-VsCustomization [-DisplayName <string>]

4.2.21. KomaHanert Set-VsCustomization

[JaHHbIN KOMaHAMET UCNONb3YEeTCs A9 U3MEHEHMSI HacTpoek oTobpakeHus Beb-uHTepdeiica
Cepsuca Mpoeepku Mognucwu.

CuHTaKcuc:
Set-VsCustomization [-DisplayName <string>] [-Title <string>] [-Copyright <string>] [-
LogotypeFile <string>] [-HelpFile <string>] [-MainColor <string>] [-AdditionalColor
<string>] [-FontColor <string>] [-Font <string>] [-FavIconFile <string>]

Tabnuua 13. NapameTpbl kOMaHaNneTa Set-VsCustomization

MapameTp Tun OnucaxHue
Title string | 3aronoBok Beb6-npunoxeHus.
Copyright string | Konupanr.

MonHbIn NyTb Ao danna c NnoroTunom. Pasmep norotuna — Makcmumym 55

LogotypeFile string piX BbICOTY M 220 piXx B WMPUHY.

MonHbIn NyTb A0 danna co cnpaskoi. ®aiin cnpasBku NpeacTasnseT
HelpFile string | cob6or HTML-Aa0KyMeHT.

MapameTp He ncnosnb3yeTcs.

OcHoBHOW UBeT nHTepdenca seb-npmnnoxeHns (MeHto, BblaeNeHHble

MainColor string KHonkwn). LiBeT 3apaetcsa B dpopmaTte HEX.

JononHuTenbHbIN LBET nHTepdenca Beb-npnnoxeHus (BblAeNeHHbIN
AdditionalColor | string | aneMeHT MeHt0, BbiNagatoLWwmMin CMMCOK NoA YYETHOM 3anucbio). LiBeT
3apaetcs B ¢dopmaTte HEX.

FontColor string | LiBeT wpundTa 3aronoBka, NyHKTOB MeHto. LiBeT 3agaetcs B ¢popmaTte HEX.

Font string | Tun wpndrTa.
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MapameTp Tun OnucaHue

MonHbih NyTb Ao danna c favicon. lonycTMMoe paclunpeHune ansa ganna -

FavIconFile string ico

Huxe npueBenéH npumMmep a8 HaCTPOMKM KacToMm3aummn Beb-mHtepderica nonb3oBartens:

Set-VsCustomization -AdditionalColor £37c20 -MainColor 02458d

Set-VsCustomization -FontColor £37c20 -Font Calibri

Set-VsCustomization -FavIconFile E:\Temp\favicon.ico -LogotypeFile E:\Temp\logo.jpg
Set-VsCustomization -Title "CepBep snexTpoHHOM nomnucu Tect" -Copyright "Tect"

Ta6nuua 14. HacTpoiiku oto6paxeHns Beb6-nHrepgenc nonbloBarens

é‘Cepnep NpoBepKA 3AeKT pornoi nognucs Kpuntollpo DSS - Mposepka nognna

— o = | hitp:/flocalhost/sys ver O v | |3 @ Cepsep nposepku snekTpoH... % A
b

s,

' KPMP‘;O

————— FaviconFile

CepBep NPOBEPKM ANEKTPOHKOH NOANMCH KpunTolipo DSS

MpoBepka noanucu MpoespuTs

———————— LogotypeFile

[lokyMEHT MR NPOBSPKM ~
Cillsers) Jeskiop!Kpurmollpo SVS. Pyxosoacreo anmusmctpaTops.pdf

Onpenenés dopuat noames: Moanucs AokymesTos PDF

©OpMaT NOOMKCH ~
AdditionalColor TMoanucs noxymesTos PDF

| )

MainColor T TR,

FontColor

Copyright -

00O KPWITO-NPD" B 2015

4.2.22. KomaHanet Reset-VsCustomization

[aHHbI KOMaHANET UCMOSb3YETCS A BOCCTAHOB/IEHMUS HAaCTPOEK MO YMOSTYaHUIO 0TOBpaXxeHus
Beb-nHTepdeinca Cepsuca lNposepkun Mognucu.

CuHTaKCcuC:
Reset-VsCustomization [-DisplayName <string>]

4.2.23. Komananet Add-VsCertificateVerifierPlugin

PernctpupyeT HOBbI NMiarnH NpoBepku cepTudukara.

CuHTakcuc:
Add-VsCertificateVerifierPlugin -Assembly <string> [-DisplayName <string>] [-Classname
<string>] [-CheckByDefaultRequired <bool>] [-PluginDescription <string>] [-Parameters
<hashtable>]

Ta6nuua 15. NapameTtpbl koMmaHanera Add-VsCertificateVerifierPlugin

MapameTp Tvn OnucaHue

MonHbin NyTb Ao danna co cbopkon nnarnHa.

B kauyecTBe 3HauyeHUs A4aHHOIO NapaMeTpa MOXHO yKasaTb
MosiHbIA NyTb Ao danna co cbopkon, nmbo Tonbko nms dll-
danna cbopku, ecnn naarnH HaXoaMTCa B CreayroLLen
Assembly string AVNpEeKTopUmn:

<MyTb yctaHoBkn>\Plugins\CertificatesVerifiers

[nsa pernctpaumun nnarvHa npoBepku cepTudurkaTta Ha
KBaNMMbOULMPOBAHHOCTb B JaHHOM NMapaMeTpe HYXHO
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yKa3aTb c/leayroLliee 3Ha4YeHume:
SVS.CertificateVerifier.Qualified.dll

NmMs knacca, KOTopbIl peanusyeT nHtepdgeinc
Classname string ISVSCertificateVerifier (cm. XXTSAN.00094-01 94 03.
Kpuntollpo SVS 2.0. PykoBoacTBoO pa3paboTumka).

Mcnonb3oBaTb 1M N0 YMOMYAHUIO MJ1arnH 419 NPOBEPKMU
ceptudukaTa. NMapaMeTp ncnonb3lyeTcs TobKO nNpu paboTte
yepes REST API Cepsuca lNposepku MNognucu. MNpu aTom
CheckByDefaultRequired | bool 3Ha4veHune CertVerifiersPluginslds gonxHo 6biTb paBHbIM
NULL nnn He ykasaHo B 3anpoce kK REST API (cwm.
XTAN.00094-01 94 03. Kpuntollpo SVS 2.0. PykoBoacTteo
pa3spaboTuumka).

OnucaHue nnarnHa, Kotopoe otobpakaertcs Ha Beb-
PluginDescription string nHtepdeiice Cepsuca MNMposepkn Moanucu. Ecnn He
yKa3aHo, UCNONb3YyeTCcHa 3HauyeHue, 3ajaHHoe B nnaruHe.

OTob6paxaemoe nMs aksemnsipa Cepsuca Nposepku

DisplayName string Moanucu

JononHuTenbHble HAaCTPONKK NnaruHa. MNMapamerp

Parameters hashtable
3ape3eBUpoBaH AN UCMOSIb30BaHNSA B ByAyLLEM.

4.2.24. KomaHpnet Get-VsCertificateVerifierPlugin

Mo3sonser nonyuntb MHMOPMAUUIO O 3aperncTtpMpoBaHHbIX MaarMHax npoBepku dopmaTa
ceptudmrkaTta. MoxeT NpuHUMaATbL Ha BXOA TOJbKO MMS 3k3eMnasdpa SVS, ansa KoTtoporo Heobxoanmmo
BbIBECTM MH(OPMaLUNIO O NarMHax NpoBepku ceptTndmrKaTos.

CUHTaKCUC:
Get-VsCertificateVerifierPlugin [-DisplayName <string>]
4.2.25. Komananert Set-VsCertificateVerifierPlugin

Mo3BongeT HacTpouTb NnaruH nposepkun dopmaTa ceptTudmkaTa. KoMmaHanNeT MOXeT NpUHUMaTb
Ha BXxoA4 06bEKT B pexmnme KOHBeKepa.

CuHTaKcuC:
Set-VsCertificateVerifierPlugin -ID <int> [-DisplayName <string>] [=
CheckByDefaultRequired <bool>] [-PluginDescription <string>] [-Parameters <Hashtable>]

[-OverrideParameters]

Ta6nuua 16. Napametpbl koMaHanera Set-VsCertificateVerifierPlugin

MapameTp Tvn OnucaHue

ID int NaeHTudukaTop nnarvHa.

Ncnonb3oBaTb 1M N0 YMONYaHUIO NJarnH A58 NpoOBEepKU
cepTudukaTa. NapameTp UCNOb3YETCHA TOMILKO Npu paboTe
yepe3 REST API Cepsuca lNposepku Moanucu. MNMpu 3ToM
CheckByDefaultRequired | bool 3HayveHue CertVerifiersPluginslds nonxHo 6biTb paBHbIM
NULL wnn He ykasaHo B 3anpoce k REST API (cm.
XKTAN.00094-01 94 03. KpunTollpo SVS 2.0. PykoBoACTBO
paspaboTumka).

OnuncaHue nnarvHa, Kotopoe otobpaxaetcs Ha Beb-
PluginDescription string nHtepdeice Cepsuca MNposepkun MNMoanucu. Ecnm He
YyKa3aHo, UCNosib3yeTcsa 3HavYeHmne, 3agaHHoe B nJaruHe.
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MapameTp Tun OnucaHue

[ononHuTenbHble HAaCTPOMKKN NnarvHa. MNapameTtp

Parameters hashtable
3ape3eBUpoBaH AN UCNOSb30BaHNSA B ByAyLLEM.

Hanuune aToro napameTpa onpeaensieT, nepesanucbiBaTb
NV TEKYLLME HAaCcTPOKKN Npu cneayowem BBOAE NapaMeTpoB

OverrideParameters bool
(Tonbko gob6aBnTb HOBYIO MHMOPMALMIO N Nepe3anuncaTb
napaMeTpbl NOJIHOCTbIO).
. . OTobpaxaemoe nmsa sksemnnsipa Cepsuca Nposepku
DisplayName string P P P P P

Moanwucwu.

4.2.26. Komananetr Remove-VsCertificateVerifierPlugin

Ypanaert 3aperncTpmpoBaHHbIli paHee niaruH nposepku ceptudukara.
CuHTaKCuUcC:

Remove-VsCertificateVerifierPlugin -Assembly <string> [-DisplayName <string>] =
Classname <string>]

Ta6bnuua 17. MNapamertpbl kOMaHaNnetra Remove-VsCertificateVerifierPlugin

MapameTp Tvn OnucaHue

ID int NaeHTudukaTop nnarvHa.

OTobpaxaemMoe nmsa sksemnnspa Cepsuca lNposepku

DisplayName string Moanucy

4.2.27. KomaHpnet Add-VsTransformPlugin

Pernctpupyet nonb3oBaTenbckoe XML-npeobpasoBaHune Ha Cepsuce lNMpoBepku Moagnucu.

CuHTaKCcuC:
Add-VsTransformPlugin -Assembly <string> -Identifiers <stringl[]> [-DisplayName
<string>] [-Classname <string>]

Ta6nuua 18. MNapamerpbl koMmaHaneta Add-VsTransformPlugin

MapameTp Tvn OnucaHue

MonHbIM NyTb A0 danna co cbopkon nnarmHa.

B kauvecTBe 3HaueHUs faHHOroO NapaMeTpa MOXHO yKasaTb
Assembly string nosiHbIA NyTb Ao danna co cbopkon, nmb6o Tonbko ums dll-
danna cbopkmn, ecnun naarmH HaAXoAUTCS B cleayroLen
avnpektopumn: <MyTb ycTtaHoBkn>\Plugins\Transforms

CnuncoK naeHTUdNKaToOpoOB perMcTpupyemMoro

Identifiers string[] npeo6pazosaHus
Classname string Nmsa knacca ¢ peanmsauneinn XML-npeobpasoBaHus.
DisplayName string OTobpaxaemoe nmsa aksemnnsipa Cepsuca Nposepku

Moanwucwu.

4.2.28. Komananert Get-VsTransformPlugin

BbiBOOAUT Ha KOHCO/MIb CMUCOK 3apernctpupoBaHHbiX Ha Cepsuce [lposepku [loanucu
nonb3oBaTenbCknx XML-npeobpa3oBaHuii.

CuHTaKCuUc:
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Get-VsTransformPlugin [-Identifier <string>] [-DisplayName <string>]

Ta6bnunua 19. MNapamerpbl kOMaHanera Get-VsTransformPlugin

MapameTp Tvin OnucaHue

Ecnun 3apaHo, BbIBOAUT Ha KOHCOJ/1b MHCI)OpMaLI,M}O (o)

C nepegaHHbIM VI,CI,eHTMCbMKaTOpOM.

Identifier string nosib3oBaTeNIbCKOM npeobpasoBaHnmn, 3aperMcTpupoBaHHOM

OTo6paxaemoe nmMs sk3emnasipa Cepsuca MNposepku

DisplayName string Moanucu

4.2.29. KomaHanetr Remove-VsTransformPlugin

Yaansert paHee 3aperncTpMpoBaHHOE Nosb30BaTeNbCKoe npeobpasoBaHue ¢ Cepsuca MNposBepku

Moanwucu.

CuHTaKcuc:
Remove-VsTransformPlugin -Identifier <string> [-DisplayName <string>]

Ta6bnuua 20. MapameTtpbl kOoMaHaneta Remove-VsTransformPlugin

MapameTp Tvn OnucaHue

Identifier string NaeHTudumnkatop yaansemoro npeobpasosaHus

OTobpaxaeMoe nmsa sksemnnsipa Cepsuca lNposepku

DisplayName string Moanucu

4.2.30. Komananet Add-VsQualifiedCAThumbprints

[Jo6aBnsieT oTneyaTok ceptudurKkaTa, BblAaHHOMO akkpeanuToBaHHbIM YL.

CuHTaKcuc:
Add-VsQualifiedCAThumbprints -Identifier <string> [-DisplayName <string>]

Ta6nuua 21. NapameTtpbl koMmaHanera Add-VsQualifiedCAThumbprints

MapameTp Tvn OnucaHue

Thumbprint string OTnevaTtok cepTudukaTa.

OTobpaxaeMoe nmsa sksemnnsipa Cepsuca lNposepku

DisplayName string Moanucu

4.2.31. KomaHanet Get-VsQualifiedCAThumbprints

MonyyaeT cBeAeHMa O 3a4aHHbIX oTneyaTkax CepTVId)VIKaTOB.

CuHTaKcuc:
Get-VsQualifiedCAThumbprints -Identifier <string> [-DisplayName <string>]
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Tabnuua 22. Napametpbl koMaHanera Get-VsQualifiedCAThumbprints

MapameTp Tvn OnucaHue

OTobpaxaemoe nmsa aksemnnsipa Cepsuca lNMposepku

DisplayName string Moanucu

4.2.32. KomaHanetr Remove-VsQualifiedCAThumbprints

YaanseT paHee 3apernctpnpoBaHHOE NMonb3oBaTenbckoe npeobpasoBaHue ¢ CepBuca NpoBepku
Moanuncwu.

CvHTaKcuc:
Remove-VsQualifiedCAThumbprints -Identifier <string> [-DisplayName <string>]

Ta6bnuua 23. NMNapameTpbl kOoMaHaneta Remove-VsQualifiedCAThumbprints

MapameTp Tvn OnucaHue
Thumbprint string OTnevaTok cepTudumkara.

. ®dnar, HanuM4une KOToporo yaanseT BCe 3aJaHHble oTrnevaTku
ClearAll switch ! P yAa A

cepTndunKaTosB.

OTobpaxaemoe nmsa aksemnnsipa Cepsuca lNMpoBepkun

DisplayName string Moanucu

4.3. Busyanmsauuma AOKYMEHTOB Npu npoeBepke

Be6-uHtepdeiic Monb3oBatensa npeaocTaBnseT MoJjib30BaTeNssM BO3MOXHOCTb BM3yanunsaumu
JOKYMEHTOB Npu npoBepke noanucu. MoaaepxxmeaeTcs NpocMoTp AOKYMEHTOB c/eayowmx ¢popMaToB:
PDF, DOC, DOT, DOCM, DOTM, DOCX, DOTX, FlatOpc, FlatOpcMacroEnabled, FlatOpcTemplate,
FlatOpcTemplateMacroEnabled, XML, ODT, OTT, OOXML, WordML, RTF, HTML, XHTML, MHTML u TXT.

MnarnHbl, NO3BONSOWME BU3YaNU3NpoOBaTb AOKYMEHTbl AaHHbIX (OopMaToB, HaxoasaTcs B
avpexktopun <MyTb yctaHoBkn>\Plugins\Converters n nmeloT cnegytowime Ha3BaHums:

> DSS.DocumentConverter.PdfStub.dll - oTBeuaeT 3a oTobpakeHne OKYMeHTOB popMaTa
PDF;
> DSS.DocumentConverter.Word.dll - oTBe4yaeT 3a oTobpaxeHune AOKYMeHTOB ¢opMaToB

DOC, DOT, DOCM, DOTM, DOCX, DOTX, FlatOpc, FlatOpcMacroEnabled, FlatOpcTemplate,
FlatOpcTemplateMacroEnabled, XML, ODT, OTT, OOXML, WordML, RTF, HTML, XHTML, MHTML
n TXT.

Ons akTMBaumm BO3MOXHOCTM MPOCMOTPa AOKYMEHTOB HEO6X0AMMO 3aperncTpmpoBaTh HYXHbIE
¢dopmaTbl M COOTBETCTBYOWME nnarnHbl ¢ noMowbtlo Windows PowerShell. [Ing kaxgoro aksemnnaspa
Beb6-npunoxeHmns B aupektopun <Mytb yctaHoBku>\VerificationService co3gaetca cBoi
CO6CTBEHHbIN KOHMUIYypaUNOHHbIN dann C NMeHeM <Wms aK3eMnnagpa Be6-
npunoxeHnsa>_convert.config.

JaHHbIN cueHapuii perncTpupyeTt popMaTbl JOKYMEHTOB, ANs KOTOPbIX BO3MOXEH MNPOCMOTP C
MOMOLLbIO YCTAHOBJIEHHbLIX MJ1AarMHOB.
Add-VsConverterPlugin -FileExtension pdf -Assembly DSS.DocumentConverter.PdfStub.dll

Add-VsConverterPlugin -FileExtension doc -Assembly DSS.DocumentConverter.Word.dll
Add-VsConverterPlugin -FileExtension dot -Assembly DSS.DocumentConverter.Word.dll
Add-VsConverterPlugin -FileExtension docm -Assembly DSS.DocumentConverter.Word.dll

Add-VsConverterPlugin -FileExtension dotm -Assembly DSS.DocumentConverter.Word.dll
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Add-VsConverterPlugin
Add-VsConverterPlugin
Add-VsConverterPlugin

Add-VsConverterPlugin

DSS.DocumentConverter.

Add-VsConverterPlugin

DSS.DocumentConverter.

Add-VsConverterPlugin

DSS.DocumentConverter.

Add-VsConverterPlugin
Add-VsConverterPlugin
Add-VsConverterPlugin
Add-VsConverterPlugin
Add-VsConverterPlugin
Add-VsConverterPlugin
Add-VsConverterPlugin
Add-VsConverterPlugin
Add-VsConverterPlugin

Add-VsConverterPlugin

-FileExtension

-FileExtension

-FileExtension

-FileExtension
Word.dll

-FileExtension
Word.dll

-FileExtension
Word.dll

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

docx —-Assembly DSS.DocumentConverter.Word.dll
dotx -Assembly DSS.DocumentConverter.Word.dll
FlatOpc -Assembly DSS.DocumentConverter.Word.dll

FlatOpcMacroEnabled -Assembly

FlatOpcTemplate —-Assembly

FlatOpcTemplateMacroEnabled -Assembly

xml -Assembly DSS.DocumentConverter.Word.dll
odt -Assembly DSS.DocumentConverter.Word.dll
ott —-Assembly DSS.DocumentConverter.Word.dll
ooxml -Assembly DSS.DocumentConverter.Word.dll
WordML -Assembly DSS.DocumentConverter.Word.dll
rtf -Assembly DSS.DocumentConverter.Word.dll
html -Assembly DSS.DocumentConverter.Word.dll
xhtml -Assembly DSS.DocumentConverter.Word.dll
mhtml -Assembly DSS.DocumentConverter.Word.dll

txt —-Assembly DSS.DocumentConverter.Word.dll

Ecnn npocMOTp 3arpy>XeHHOro AOKYMeHTa noaAepXVBAEeTCHd YCTaHOB/EHHbIMU MaarMHamm u
BbINO/IHEHA perucTpauus B KOHQUrypauuoHHOM danne, To AOKYMeHT oTobpa)kaeTcsa BO BKagke
«3arpy3ka gokyMeHTa» MacTtepa nognucu. (PucyHok 13).
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PucyHok 13. Busyanunsaums 3arpy>eHHOro fJokyMeHTa

KPFMOTO
PHRES

Cepeep NpoBEpkM anesTpoHHo# nognnce Kpenmollpo DSS

MpoBepea nognWcu Mpaz=gem:

MpoEaDHT TG

e D LICKYRESHT ANA NPISSpRH -
Crilsersisatoie DasktopKpamoipa SVE. FyRiannores sssHHCTeTooa ol

Onpaseniy SoDueT noymans Mogaeo. AonyssHTos POF

[c i masone Camiooitmummenios 242, Prasmoscreo mowesn 00500

Hazag En=peg | CTpanemE:| 1 W3 IS
;;::an_::‘ a8 36 £d-re | FETAA DRI-OL M 3

=
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H B
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Cnyxba npoBepKu
cepTUMKaTOR M 3NEeKTPOHHOKN
noanuucmK
Kpuntollpo SVS

BePCwHA 2.0

DOPMET NEQNACH =
Moomech ancaseHToa POF

Ona nopaepxxkn oTtobpa)keHus AOKYMeHTOB 0cobbix ¢dhopmaToB HeobxoAuMMO peann3oBaTb U
3aperncTpmpoBaTb COOTBETCTBYOLWMI NAarnH, oTBeYatowWwmin onncaHHbIiM B PykoBoacTBa pa3paboTumnka
TpeboBaHMAM.

4.4. YCTaHOBKAa KOPHEBbIX CEPTU(PMKATOB U CNUCKOB OT3biBa

Mepen HavanoMm wucnonb3oBaHua CepsBuca [llposepku Toanmcn HeobxoAMMO YCTAaHOBUTb
KOpHeBble cepTuduKkaTtbl, KoTopble 6yayT WMCMONb30BaTbCA MPU MOCTPOEHUMU U MPOBEPKE LEMOYKMU
ceptudukatos nognucu. KopHesble ceptudukatol Cepsuca lMNMposepku Mognmcm ycTtaHaBINBaOTCA B
xpaHunnuue <ApplicationName>-TSL (cm. pasgen 4.2.1).

Ecnn Bo BpeMmsa ucnonb3osaHusa Cepsuca lNposepku Mognnucm CNMCOK KOPHEBbIX
ceptndurkaToB usMeHssica (ceptudukaTtbl 406aBASANCE UAW yaansnumcb), To AN
BCTYN/IEHUS U3MEHEHMUI B CMY HeobxoaMMOo nepe3anyCcTuTb CcepBuc.
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Ceptudwmkatbl  NOAYMHEHHbLIX YL  go/mkHbl  ObITb  YCTaHOBAEHbl B XpaHUAMLLE
<ApplicationName>-CA (cMm. pa3gen 4.2.1) wan B XpaHunuuwe [IpoMexyTo4yHble LleHTpbl
NaoeHTudnkaumm JlokanbHOro KoMnbtoTepa.

Ecnun ans npoBepku CTaTycoB cepTUdUKaToOB He ucrnosib3yetcsa cnyxba OCSP, To Heobxoanmo
yCTaHOBUTbL cnmcknu  oT3biBa (CRL). Cnuckm  oT3biBa YCTaHaBAMBAKOTCA B XpaHuauuie
<ApplicationName>-CA (cMm. pasgen 4.2.1) wan B XpaHunuuwe [lpoMexyTo4dHblie LleHTpbl
NaoeHTudnkaumm JlokanbHOro KoMnbtoTepa.

Mpn 60nblWIOM KOMMYeCcTBE CEpPTUPUKATOB MOAYMHEHHBbIX YL M cnuckoB oT3biBa
pEKOMEHAYETCHA yCTaHaBMBaTb MX TONbKO B XpaHunnwe <ApplicationName>-
CA.

Ecnu cepBep SVS He umeeT goctyna B ceTb Internet, To He06X04NMMO NEepPEBECTN €ro B PEXUM NMPOBEPKMU
ceptudmkaToB Ha oT3biB Offline, To ecTb MO NOKanNbHO YCTAHOBJ/IEHHbIM CMMCKaM OT3biBa. 1
nepekntodeHns SVS B pexmm nposBepkn Ha oT3biB Offline BbiInONHMTE KOMaHAy:

Set-VsProperties —-RevocationMode Offline

4.5. NpoBepka cepTucmkarta noANMCHU Ha OT3biB

Kpuntollpo SVS noaaepxuBaeT cieaylolmne pexnMmbl NPOBEPKM CEPTURPUKATOB MOAMMUCUA Ha

OT3bIB.
> He npoBepsATb Ha OT3bIB
> Offline npoBepka Ha OT3bIB
> Online npoBepka Ha OT3bIB

PexxuMm npoBepku ycCTaHaBNMBaAeTCsa C MNOMOLWbLK KOMaHAaneTa KoMaHaneta Set-VsProperties c
napameTpoM RevocationMode.

B Offline-pexxume npoBepka cepTudumkata Ha OT3blB OCYLWECTBAJETCS MO JIOKaAbHO
YCT@HOBJ/IEHbIM CMMUCKaM OT3blBaHHbIX cepTudumkatoB (CRL). CRL pomxHbl 6biTb YCTAHOBJEHbI B
xpaHunuule <ApplicationName>-CA nnan B xpaHunuue NpomexyTouHble LleHTpbl NaeHTudnkaunm
NokanbHoro komnbtoTepa. [pu npoBepke noanucm CAdES-BES, CAdES-T, PDF, ecnn CRL He
YCTaHOBMEH NOKanbHO U B cepTuduMKaTe noanucu nNpucyTcTByeT pacwmnpeHue CDP, 6yaeT caenaHa
nonbiTka 3arpy3utb CRL no cetu. MNpn npoBepke noanucn apyrmx dopmatos (MS Office, XMLDSig,
HeobpaboTaHHas NoANUCL) MK cepTudmrKaTa UCNOMb3YIOTCA TONLKO N0KaNbHO YCTAHOBMIEHHbIE CMIUCKHN
OT3blBa.

B Online pexunme npoBepka cepTuduKaTa Ha OT3bIB OCYLLECTBASETCS C MOMOLbIO CNy>X6bl
akTyanbHbIX ctatycoB (OCSP) nnu CnMcKoB OTO3bIBaHHbIX CePTUHUKATOB, YCTAHOBMIEHHbLIX JIOKAaNbHO
WNK 3arpyXeHHbIx no cetn. Aagpec cnyxbol OCSP MoxeT 6bITb 3a4aH:

> B pacwupeHun AIA ceptudunkaTta noanucuy,
> B CBOMCTBaX KOpPHEBOro ceptudumkata B XpaHmnuue ceptndukaTos,
> B rpynnoBon nonmtnke OCSP-knueHTa.

B cnyuyae noanucu CAdES-X Long Type 1 npu npoBepke cepTudukaTa noanucum Ha OT3bIB
obpaweHne k cnyxbe OCSP wnu CRL He npousBoAUTCH, BCe HeobxoamMble [AoKas3aTenbCTBa
NOASIMHHOCTM COAEPXATCHA B CAMOW NOAMNMUCH.

4.6. OrpaHuyeHuMe pa3Mepa 3arpyxaemMbiXx AOKYMEHTOB

Mpn pa3BopayunBaHMK 3K3EMNASpa CepBMCa YCTaHaBNMBAaETCH OrpaHuMYeHue Ha pasmep
nepefasaeMbix coobuweHnin B 5Mb. [na naMeHeHns pasmepa coobuieHnit HeobXoaMMO BbIMONHUTb
cneayrouime HacTporKun:

> N3MeHUTb HaACTPOMKM  KOHEYHbIM TOo4yeK cepBuca 4epea KoMmaHgnetr  Set-
VsEndpointGlobalSettings
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lMocne BbINONHEHUA KOMaHANETa A0OMNOJHUTENbHbIE HaCTpOVIKM Ha IIS He Tpe6YIOTCFI.

[JaHHasa HacTpoMKa yCTaHaBAMBAET OrpaHn4YeHmne Ha obwmii pasmMep nepegaBaeMbiX
coobweHnin. [JokyMeHT, KOTOpbIA Nepedaétcs Ha NPoOBEpPKY, AO/DKEH 6biTb MEHbLUE
YCTaHOB/IEHHOI0 3HaveHus Ha 15-20%.

Mpn nepenayve 60NbWNX LOKYMEHTOB MOXET NOTPeb0oBaThCS YBEIMUYUTL OrpaHUYEHNE Ha BpeEMS
npuéma/nepegavn AaHHbIX, MO yMon4daHuio oHo cocTtasnseT 30 cek. [JaHHOe W3MEHeHWe TakKxe
npom3BoAUTCA C MoMoLlbio KoMaHabl Set-VsEndpointGlobalSettings.

4.7. Nepepnaya aaHHbIX N0 6e30NacHOMy coefAMHEHMUIO

Mpu pasBopaudmBaHum aksemnnsdpa Cepsuca lMposepkn Mognucm NO yMONYaHUIO paspelleHa
nepegaya gaHHbIX Kak no http, Tak n no https. [ng Toro, utobbl paspewnTb Nepeaayvyy AaHHbIX TOIbKO
no 6e3o0nacHOMy COeAMHEHUIO BbINOHUTE KOMaHAY :

Disable-VsEndpoint -Name BasicHttp

JaHHas KoMaHAy OTK/to4YaeT KoHeuHyr Touky Cepsuca Mposepku Moanucu, paboTaroLyto no
http.

JononHuTensHO MOXHO HacTpouTb IIS Ha paboTy TONbLKO Mo 6e30macHoOMy
coeanHeHuto nnbo yganue http npueasky, nmbo HacTpoms nepeHanpasneHue c http
Ha https, HanpuMep, Kak oNMCaHo B CTaTbe MO CCbUIKE.

4.8. HacTtpouka SVS npu pa6ote c K3IN

KeanuduumposaHHasa snekTpoHHas noanucb (K3M) co3gaeTcs ¢ nMoMOLbo NOATBEPXAEHHbIX
OCB kpunTorpadmyecknx cpeacts M mMMeeT cepTUdUKaAT OT aKKpeaUTOBaHHOrO yAOCTOBEPSOLEro
LEeHTpa, BbICTYNatowWero rapaHToM MNOAJIMHHOCTM MOAMUCU. DNEKTPOHHbIN AOKYMEHT, MOAMNMCAHHbIN
K3I, BO BCex cayyasx npUpaBHMBAETCH 3aKOHOAATENbCTBOM K OyMaxXHOMy [OKYMEHTYy C
CO6CTBEHHOPYYHOM NOAMUCHIO.

MoaTteepxaeHne noanvHHocTn Il cepTudukaTa, U3AAHHOrO YAOCTOBEPSIOWWMM LIEHTPOM,
BXOASLWNMM B CMNUCOK aKKpeAWTOBAHHbIX YAOCTOBEPSAKOWNX LEHTpOB MuHucTepcTtBa uUudbpoBOro
pa3BUTUSA, CBA3M WM MacCOBbIX KOMMYHUKauMK, M KBanuduumpoBaHHbIX noanucen depes CepBuC
Mposepku NoanMcxM BO3MOXHO NOCAE BbIMOSIHEHUSA CNeAYoLWMX YCNOBUN:

» KopHeBol cepTudukat o/0BHOMO yAOCTOBEPAKOLWEro LeHTpa AO0/KeH O6biTb YCTaHOB/EH B
XpaHunuuie ceptudukatoB SVS.

» CeptudmkaTtbl NOAYMHEHHBLIX YaocTtoBepstowmx LleHTpos: «YL 1 UC TYL», «YL 2 UC TYL»
OOMKeH ObITb YycCTaHoBneH B XpaHunuwe «lpomexyToudHble LleHTpbl CepTudukauymm»
JlokanbHOro KoMnbrOTEpPA

» Ceptudukat akkpeamToBaHHOro YL B pexuMme noguynmHeHUs [oaxeH 6biTb yCTaHOBNEH B
xpaHunuuie «lMpomexyTouHbie LleHTpbl CepTudmkaunm» JIokanbHOro KOMNbOTEPA

» Cepswuc lNMpoBepkn Mognucu Ao/HKEH MMETb BO3MOXHOCTb MPOBEPKN cepTudmKaTa Ha OT3bIB N0
cnucky ot3biBa (CRL) nnn OCSP-oTtBeTy. Ang aToro Heo6xoaAnMo nnMbo yCTaHOBUTbL 1OKASbHO
M perynsipHo obHoBnSATb cnmcok oT3biBa (CRL), nnbo obecneunTb AocTtyn C cepBepa SVS B
ceTb Internet ans Bo3moxxHocTm 3arpy3skmn CRL nnm nposepku ceptudmkaTa Ha oT3biB No OCSP-
oTBETY.

Onsa ynobcTBa yCTaHOBKKM BCeX HEOH6XOAUMbIX CepTUMdUKATOB akkpeanToBaHHbIX YL n cnuckos
OT3blBa B cocTaB YycraHoBku Kpuntollpo SVS BknawdeHa yTtunuta Dss.TsITool.exe. Ytunurta
npegHasHaveHa ans:

» 3arpysku n yCTaHOBKM KOpHeBOro ceptudmkata N0J10BHOro yaA0CTOBEPAIOLWEro LeHTpa

» 3arpyskum TSL

» YCTaHOBKM cepTUdPUKATOB NOAUYMHEHHbIX YL, nepeuucneHHblix B TSL (cepTtudunkatbl
aKKpeanToBaHHbIX YL n ceptudmnkaTbl NnogumMHEHHbIX YLI)
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> 3arpy3kum u ycTtaHOBKWM cnmnckoB 0T3biBOB (CRL) akkpeanToBaHHbIX Y|
» YpaneHnuto CRL akkpeaMToBaHHbIX YLl C NCTEKLWINM CPOKOM AENCTBUS

YTunuta pacnpocTpaHseTcs B caMopacrnakoBbliBatoweMmcss apxuBe DssTsITool.exe, kKoTopblii
ycTaHaBnmBaeTtca B kartanor “C:\Program Files\Crypto Pro\DSS\VerificationService”. Onsa Hauana
paboTbl C yTUAUTON pacnakynTe apxmB (CM. PucyHok 14):

PucyHok 14. YctaHoBkKa ytunauTtbl Dss.TslITool.exe

2 CryptoPro T5L Tool x|

|0| YeranoswTs CryptoPro TSL Tool ?

MyTe YCTaHOBKM:

I C:\DssTsiTool| _l
OK I OTMeHa |

MNMocne pacnakoBKM apxuBa BHMMATE/IbHO 03HAKOMbTECb CO CMPaBKOM K yTunuTe. ns 3Toro B
KOMaHJHOW CTpOKe nepenanTe B KaTasnor, Kyaa 6bi1a pacnakoBaHa yTUINTA, U BbIMOJIHUTE KOMaHAY :

DSS.TslTool.exe —-help

Huxxe npuBoanTcs NnpuMep 6a30BOro MCNOb30BaHUS YTUIUTbI:
1. lepBoHavanbHas yCcTaHOBKa BCEX HEOBXOAMMbIX CEPTUGMUKATOB N CMUCKOB OT3bIBa:

DSS.TslTool.exe --rootstorages SVS-TSL --castorages SVS-CA

Nma xpaHunuwa cepTuduKaToB AN YyCTaHOBKM cepTudukaTa roSI0BHOMO
yAaocToBepsitouwero LleHTpa 3aBucuT oT uMeHu Beb-npunoxenna SVS (cM. paspen
4.1). Nma xpanununwa ceptudukatos m CRL ansg ycrtaHoBku cepTudukaToB
NOAYMHEHHbIX yAOCTOBEpSAOLWMX LIeHTpoB 3aBUCUT OT UMeHn Beb-npunoxeHnsa SVS
(cMm. paspen 4.1).

Mpn obHoBNEeHUN c Bepcuint Mnagwe 2.0.2300 pekoMeHAYeTCS OYUCTb XpaHuauiie
MpomexyTouHble LleHTpbl NaeHTudukaumm JlokanbHOro KoMMbkoTeEpa OT paHee
yCTaHOBMEHHbIX CcepTUdUMKATOB W CMUCKOB OT3biBa. bonbwoe Konu4vecTBo
cepTMdMKaATOB M CMUCKOB OT3blBa B AaHHOM XpaHuLle 3ameanseT Kak paboty SVS,
Tak M cuctembl B uenoM. CepTudukaTtbl NOAYMHEHHBLIX YL M cnuckm oT3biBa
peEKOMeHAYyeTCa yCTaHaBnmMBaTb B xpaHunuuwe SVS <ApplicationName>-CA (cm.
pasgen 4.1).

2. O6HoBneHue cepTUdUKATOB akKpeanMToBaHHbIX YLl U CNMCKOB OT3biBa

DSS.TslTool.exe --skiproot —-removeoutOfdatecrl --removeoutOfdatecert --rootstorages
SVS-TSL --castorages SVS-CA

BbinosHEHNE AaHHOW KOMaHAbl MOXHO A06aBWUTb B niaHMpoBwMK Windows ans
perynapHoro o6HOB/IEHNSA CMTNCKOB OT3bIBA.

B cnyyae ecnu cepBep SVS He MMeeT BbIXO4 B UHTEpPHET, TO cepTUdmMKaTbl aKKpeaUTOBAHHbIX
YU u cnucku oT3biBa MOryT 6bITb yCTaHOBNEHbI U3 danna. [ng 3Toro Ha MalwnHe, UMEKLEN BbIXOA B
NHTepHeT, 3anyCcTute yTUAMUTY CO CneayoWwmMn napameTpamu:

DSS.TslTool.exe —--downloadcrlonly --skipcerts --skiproot

Mocne BbINOAHEHUS AaHHOWM KoMaHAbl B kKaTtanor <dsstsltool_installdir>\tmp 6yayt
coxpaHeHbl TSL n cnuckm oT3biBa. Katanor Ans coxpaHeHus 06beKTOB 3arpy>XeHHbIX U3 CeTU npu
Heo6x0AMMOCTU MOXET 6biTb N3MEHEH.
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Ans 3anycka ytunutel Dss.TsITool.exe Ha apyrom xocte Heobxoanmo Hanunumne .NET
Framework 4.6.1. YcTaHOBOYHbIN dans MoXeT 6biTb B3AT C ANCTPpNOYTUBHOIO AMCKaA.

Janee HeobxoamMMo nepeHecTM KaTanor C 3arpyXeHHbiMn cdannamn Ha cepBep SVS. [Ons
YCTaHOBKN CepTUdMNKATOB akKpeanToBaHHbIX YL n cnuckoB oT3biBa M3 ¢aiina 3anyctute yTUInTy co
cneayowMmn napaMeTpaMm:

DSS.TslTool.exe —--crlfromfolder C:\temp\ --tslfile C:\temp\tsl.xml --castorages SVS-
CA

4.9. HacTpoika npoBepku popmaTta ceptudmkaToB

Cepsuc TMposepkn TMoanuncm «Kpuntollpo SVS» no3sonsieT HacTpOUTb AOMOSHUTENBHYIO
NMpoBEpPKY COOTBETCTBUS MNosiell cepTudukaTa ycTaHoB/eHHOM dopMe, a TakKXe MPOBEPKY TOro, 4rto
cepTuduKaT BblAaH akKkpeanToBaHHbIM YL.

lMpoBepka NpoONCXoaAnT Ha OCHOBaHWM TpeboBaHui, npeactaBneHHbix B MNMpukase ®Cb PO ot 27
Aekabpsa 2011 r. N 795 «06 yTtBepxaeHuun TpeboBaHun K hopMe kBannduumMpoBaHHOro ceptudmkaTta
K/l04a MpPOBEPKM 3MIEKTPOHHOM noaAnMucu» M B COOTBEeTCTBUM C depepanbHbiM 3akoHoM "O6
anekTpoHHon nognucu” ot 06.04.2011 N 63-03.

BoinonHaemaa Kpuntollpo SVS npoBepka cooTBeTcTBus ceptudukata dopme
CKM3M He noapa3symesaeT BblinosHeHnsa BCEX TpebosaHun [lpukasa N 795 u
npegHasHadeHa Ansa BbisaBAeHUs Havbosiee pacnpoOCTpaHEHHbIX OWMBOK B Moasx
ceptudukara.

MNMpoBepka nonei cepTudrkaTa NPoN3BOAUTCA Ha OCHOBE CNeaYHoLLEro crnmucka TpeboBaHuii:

> Bepcusa (version). Bepcusa ceptudumkaTta AomkHa 6biTb HE HMXe 3.
> CepuiiHbIX HOMep (serial number). MpoBepsieTca HanMuMe HOMepa M OTCYTCTBUE B HEM
HeAoNnyCTUMbIX CUMBOJIOB.
> AnroputMm noanucm (signature). B none algorithm, Bxoaswem B coctaB nonsa signature,
AO/MKEH coaepXaTbCa naeHTUdUKaTop UCNob3yeEMOro aaropuTMa noanucK:
FOCT P 34.10-2012 pagna  kawo4ven  gamHel 256 6uT: "1.2.643.7.1.1.3.2",
szOID_CP_GOST_R3411_12_256_R3410
— TOCTP 34.10-2012 and KJO4Yen  AJIMHBbI 512  6wurT: "1.2.643.7.1.1.3.3",
szOID_CP_GOST_R3411_12_512_R3410
— (ansa apxuBHOro xpaHeHus n nposepku noanucu) NOCT P 34.10-2001: "1.2.643.2.2.3",
szOID_CP_GOST_R3411_R3410EL
> UMma naparensa (issuer) — npoBepsieTcs TONbKO Hannume ero B ceptmdukare.
> [lata n BpeMA Hauana aencrteua ceptudpukara (notBefore).
> [laTta n BpeMa OKOH4YaHuA aencTtBua ceptudukara (notAfter).
> Uma Bnapenbua ceptudukarta (subject). B 3aBUCMMOCTM OT KOMMNOHEHTOB uMeHu (CHUJIC,
OrPH, OrPHUMN, NHH) onpepensetca Tun ceptudukata (O, KOJT nanm UM) n BbiNnoAHAETCH
npoBepKa Hannuusa creayLmx KOMNOHEHTOB:
— Ana ¢ousmyeckux avy — ONO, CHUIIC, NHH (CN, SN, G, SNILS, INN).

— Ona UM — o0, OrPHUM (CN, SN, G, OGRNIP).
— [ng opugnyeckux nmy — HaumeHoBaHue, mectononoxenmne, OFPH, MHH KOJT (CN, O
(CN=0), C, S, L, Street, OGRN, INN).

KOMMNOHEHTbI UMEeHN NPOBEPSAOTCA Ha AOMNYCTUMbIE CUMBOJIbI, ANMHY (ecnu Takue TpeboBaHus
nMerTCcs).

> OTKpbITbIX  KNWUY  (subjectPublickeyInfo). [MpoBepsieTca TONbKO HanuMunMe ero B
ceptudmkare.
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> fQononHeHunsa (pacwupeHuna) ceptudukara (Extensions). NpoBepseTcs TONbKO Hanuumne
cnepylowmnx paclwupeHnii B ceptudunkare.
— Authority Key Identifier, OID.2.5.29.35, ngeHtudukartop kawoya YLI.
- Key Usage, 0OID.2.5.29.15, o6nactb MCnonb3oBaHMs Kawya.
— Certificate Policies, OID.2.5.29.32, nonntmnkun ceptudumkaTa. [ns gaHHOro pacwmpeHms
NpoBepseTCs COAEPXUMOe B COOTBETCTBUM C TpebOBaHMAMMU, yKasaHHbiMKU B lMpukase
OCB PO o1 27 aekabps 2011 r. N 795.
— Subject Sign Tool, 0OID.1.2.643.100.111, cBegeHus o cpeactee 3l Bnagenbua
ceptudukarta.
— Issuer Sign Tool, OID.1.2.643.100.112, cBeaeHuns o cpeacteax 2 YL n cpeacreax YL.
- ExtendedKeyUsage, 0ID.2.5.29.37, pacwupeHHOe wucnosib3oBaHme kitoya. Cocrtas
AONonHeHns (pacwmpeHnst) 3aBUCUT OT WH@OPMAUMOHHOM CUCTEMbI, B KOTOPOWM
Ncnonb3yeTcs cepTudumkar.
- CDP, 0OID.2.5.29.31, ToukmM pacnpocTtpaHeHus cnuckos oT3biBa (CRL).
— IdentificationKind, OID.1.2.643.100.114, nageHtudunkaums 3aassmtens.

MpoBepka cepTuduKaTa BbINOMHAETCA NMPW NOMOLLM CNeunanbHOro naarvHa. Onsg aktmeauum
npoBepkun cepTudumKaTtoB HeobxoaMMO 3aperncTpupoBaTb nnarMH ¢ noMowbo  Windows
PowerShell. Mocne ycraHoBkn SVS nnarnH Haxoantcs B agmpektopum <MyTtb yctaHoBkn>\DSS\Plu
gins\CertificatesVerifiers\ v Ha3biBaeTcs SVS.CertificateVerifier.Qualified.dll.

Ona perncrpauuMm n HaCTPOMKM NnarmHa npoBepku dopmaTa cepTUdUKATOB WCMONb3YHOTCS
KOMaHANETbI Add-VsCertificateVerifierPlugin, Get-VsCertificateVerifierPlugin, Remove-
VsCertificateVerifierPlugin.

Ons HacTpOMKW NPOBEPKM TOro, 4YTO cepTuduKaTbl BbIMyLWEHbl aKKpeauTOBaHHbIM YL,
HeobxoAMMO 3a4aTb OTrNeYaTok KOpHEBOro ceptudumnkata MuHmncrepcTsa umMdpoBoro passmuTUs, CBA3MN
N MaccoBblX KOMMYHUKauun PO. PaboTa c oTneyaTkaMm nNpomM3BOANTCHA NMpU NOMOLLM KOMaHaneTos Add-
VsQualifiedCAThumbprints, Get-VsQualifiedCAThumbprints n Remove-VsQualifiedCAThumbprints.
Ecnn oTnevaTkun He 3ajaHbl, AaHHas NpoBepKka CepTUPUKATOB NPOBOAUTLCS He ByaeT.

KopHeBble cepTuduKaTbl AOKHbI ObITb YCTaHOBMIEHbI B BblaesieHHOe xpaHunuue Cepsuca
MpoBepkn Tlloanucu. XpaHunuuie CcO34aeTcs aBToMaTuyecku npu yctaHoBke Cepsuca [MpoBepku
Moanucm n nMeet HaseBaHme Buaa <Ums Beb-npunoxxeHms SVS>-TSL.

Mpumep:

# Perucrpaumus njaarvHa
Add-VsCertificateVerifierPlugin -Assembly SVS.CertificateVerifier.Qualified.dll

# IobGaBieHMre oOTIeyaTKa KOPHEBOTO cepTudbmkaTa MuHUMOPE PO
Add-VsQualifiedCAThumbprints -Thumbprint 4bc6dcl14d97010c41a26e058ad851£81c842415a

Ecnu gaHHbIN nNnarvH 3aperucTtpupoBaH UM HacTpPOeH, Ha Beb-nHtepdeince DSS npu nposepke
ceptudmkaTta 6yaeT BbIBOAUTLCSA AOMNOMHUTENbHAasa MHPOpMaLUUsa O COOTBETCTBUM ero TpeboBaHMAaM K
CKMM2r1. Mpwn nposepke 31 Takxke byaeT ocywecTBnaTbcs nposepka CKI3M.

,U,OI'IOJ'IHVITeJ'IbeIe napaMeTpbl naarnHa:
— LocationCheck - TpeboBaTb 06a3aTe/IbHOr0 HanNMuMs KOMMNOHEHT MMeHn S, L, Street

ana ceptudwukarta tOJ1. Bo3MoxHble 3HaveHus: true, false. 3HayeHue Mo yMon4vaHuio
false;

— OrganizationNameStrictCheck - TpeboBaTb coBnageHusl 3Ha4YeHMEe KOMMOHEHTOB
umeHn CN un O B ceptudukate tOJ1. Bo3MoxHble 3HaveHus: true, false. 3HaueHune no
yMonyaHuto false;

— INNforLECheckMode - pexum nposepku MHH B ceptudurkate topuamyeckoro nuua
(KOJ1). Bo3MoxHble 3HaueHus: Any, Soft, Strict. 3HaueHne no ymonyaHuio Soft.

— Any - Tpebyetca npucytcreue INN n/mnm INNLE;
— Soft - TpebyeTtca npucytcreme INNLE; npucytctene INN gokyckaercs;

— Strict - Tpebyetca npucytcreme Tonbko INNLE.
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4.10. XML-npeo6pasoBaHusa

Cepsuc lpoeepku Moagnucn Kpuntollpo SVS no3BonsieT perncrtpupoBaTb AOMOSHUTENbHbIE
XML-npeobpa3oBaHusl, WCNOb3yeMble MpU MPOBEPKE 3NEKTPOHHOM noanmcn XML-goKkyMeHTOB
(XMLDSig). MNpeobpazoBaHusa sBnsitotcsa 6nbnmorekamm, yCctaHaB/IMBAEMbIMU MO YMOSIYAHUIO B NanKy
C:\Program Files\Crypto Pro\DSS\Plugins\Transforms.

B KpunTtollpo SVS aoctynHbl cneaytwouwme XML-npeobpa3soBaHus:

> XML-Signature XPath Filter 2.0,
NaoeHtudunkartop: http://www.w3.0rg/2002/06/xmldsig-filter2;
> MpeobpazoBaHne, paspabotaHHoe ansa ®degepanbHON TaMOXeEHHOMW cnyxb6bl (PTC).

NaeHTudunkaTop: urn:xml-dsig:transformation:vl.1
Perncrtpauns XML-npeobpa3oBaHuU OCYyLLECTBASETCA NpW MNOMOWM KOMaHAaneta KomaHaner
Add-VsTransformPlugin.

MpumMephbl:
Add-VsTransformPlugin —Assembly CryptoPro.DSS.Xml.Transforms.dll -Classname
CryptoPro.DSS.Xml.Transforms.XmlFssTransform —-Identifiers "urn:xml-
dsig:transformation:v1.1"
Add-VsTransformPlugin —Assembly CryptoPro.DSS.Xml.Transforms.dll -Classname
CryptoPro.DSS.Xml.Transforms.Filter2SubstractTransform -Identifiers

"http://www.w3.0rg/2002/06/xmldsig-filter2"
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5. AmarHocTuka

5.1. XXypHanbl Windows

OcHOBHbIM cpeacTBOM amnarHocTukm Cepsuca MNposepku Moanuncn asnatoTcs KypHanbl Windows.
Mpu co3pgaHum ak3emnsipa cnyxbbl perncTtpmpyloTca asa xxypHana Admin n Operational (cM. PucyHok
15). XXypHan Admin npegHa3HauveH ans aamuHuctpatopoB Cepsuca lNposepku Moanucu. XypHan
Operational npegHa3sHadeH ans cbopa xypHanoB Cepsuca lNposepku Moanmcm npu gmarHoCTMKe U
ncnpasneHnmn CNOXHbIX OWNOOK.

Owmnbkn Ha paHHKMX cTagmax 3anycka Cepsuca lNMpoBepku Mognucm MoryT 6biTb 3anmMcaHbl B
xxypHan MpunoxeHun (Applications). O6blYHO MCTOYHMKaMU cobbiTUA Npu owmnbkax 3anycka Beb-
npunoxenuns asnatotca ASP.NET 4.0.30319.0 n System.ServiceModel 4.0.0.0.

EI NpocmoTp cobbimmii

Taitn  [efcTene

PucyHok 15. XXypHan Cepsuca lNnposepku NMoanucu
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[N AVMarHoCTMKM OWMWBOK MOCTPOEHUS LIENnoYeKk cepTUdUKaToB, NPOBEPKN CEPTUdMKATOB Ha

OT3bIB MOXHO MCMofab3oBaTb xypHan CAPI2 (cM. PucyHok 16). Ona Hayana paboTbl C XXypHasoM ero
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5.2. inarHocTtuka owmnb60kK npu nposepke CAdES-noanucu

Ecnn umHQoOpMauMOHHbIX coobleHnt cepBuca W XypHanoB Windows HepocTaToyHO AN
ycTpaHeHus ownbok npu nposepke noanncu dopmata CAdES, To Heo6Xx04MMO BKIOUMNTL TPACCUPOBKY.
[ns BKIOYEHMNS TPAaCCMPOBKU BbIMOSIHUTE Ccleaytowme 4eACTBUS:

> YcTaHOBUTE  YTUAUTY DbgView, KOTOpPY1O MOXHO cKayaTb no CCblnke

https://technet.microsoft.com/en-us/sysinternals/debugview.aspx.

> Co3panTte 2-a darina c paclMpeHneM reg n COAEPXMMbIM, KaK YKa3aHO HUXE.

CPTrace.reg:
Windows Registry Editor Version 5.00

[HKEYiLOCALiMACHINE\SOFTWARE\Crypto Pro\Trace]
"reprov.dll"=""

"cades.dll"=""

"ocspcli.dll"=""

"ocsp.exe"=""

"tspcli.dll"=""

"tsp.exe"=""

"pkivalidator.dll"=""
"ProcessFlags"=dword:00000002

CPTrace(x64).reg:
Windows Registry Editor Version 5.00

[HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node\Crypto Pro\Trace]
"reprov.dll"=""

"cades.dll"=""

"ocspcli.dll"=""

"ocsp.exe"=""

"tspcli.dll"=""

"tsp.exe"=""

"pkivalidator.dl1"=""

"ProcessFlags"=dword:00000002

> YcTaHoBUTE co3AaHHble dainbl. AN YyCTaHOBKM ABaXAbl WENKHUTE MO HUM, B

OTKPbIBLLEMCS OKHEe NoATBepAnTe YCTaHOBKY Kntoda Peectpa Windows.

> Mepesanyctute IIS.
> 3anyctute ynntuty DbgView ¢ npaBamMn agMMHuUCTpaTopa
> BocnpousseanTe ownbKy.

Mocne 3aBepweHMs AMarHOCTUKM HeobxoaMMo OTKAuUMTbL TpaccupoBky CAdES. [ns
OTK/IIOYEHMS TPaCcCUPOBKKU co3ganTe ann ¢ pacluMpeHueM reg U COAEpP>KUMbIM, KaK YKa3aHo Huxe:

CPTrace.un.reg:
Windows Registry Editor Version 5.00

[—HKEY_LOCAL_MACHINE\SOFTWARE\CryptO Pro\Trace]

[-HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node\Crypto Pro\Trace]

YcTaHoBUTE co34aHHbIA dann. Ons yCTaHOBKM ABaXKAbl LWENKHUTE MO HEMY, B OTKPbIBLUEMCS
OKHe noATBepanTe YCTaHOBKY Kntoda Peectpa Windows. Mepesanyctute 1IS.

5.3. XKypHanupoBaHue ceTeBbiX B3aMMOAENUCTBUMA

Cepsuc T[lpoBepkun Tllognucu rMo3BONSET BECTU >XYpHaJMpOoBaHWE U TMPOTOKOJUPOBAHME
coobuieHnin, koTopbiMm 06MeHmnBatoTCs Be6-KIneHT n Beb-cnyxba Cepsuca lMpoeepku Moanucu.

>KypHannpoBaHue ncnonb3yeTcd 414 BbiBOAA VIHd)OpMaLI,VIVI O NMOTOKE BbIMNOJIHEHUA N OTAEJIbHbLIX
OENCTBUI pa3nyHbIX KOMMNOHEHTOB pacnpeaeneHHoro npunoxXxeHums. MexaHun3m NMpPOTOKONNPOBaHUA
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coobLeHuUln, B CBOKO o4yepeab, NpeAHa3HayeH Ans COXpPaHEHUs COAEPXMMOro coobLieHunid, KOTOpbIMK
obmMeHuMBatloTCa Beb-kNMeHT M Beb-cnyxba.

B CepBuce MpoBepku Moanmcn BO3MOXXHOCTU XKYpPHaNMpPOBaHMS NPpeaoCTaBAsIOTCS TEXHOOMNEN
Windows Communication Foundation (WCF). OCHOBHbIMM WCTOYHMKaMU >XypHanuposaHua WCF
apnaTcd  System.ServiceModel wn System.ServiceModel.Messagelogging. VICTO4YHKK
XypHanupoBaHus System.ServiceModel — Haubonee o6wun UCTOYHUK >xypHanupoBaHus WCF,
3anu1cbiBaloLWKMIA OCHOBHbIE 3Tamnbl NPUIOXKEHMS N0 BCeMy cTeky cBsa3n WCF: oT Bxoaa u Bbixoda m3
TpaHcnopTa A0 BxO4a W BbIXoAa W3 MNONb30BATENbCKOr0 Koaa. WCTOYHMK XXypHanMpoBaHUS
System.ServiceModel.Messagelogging 3anucbiBaeT BCe COO6LEHNSA, MPOXOASILLNE YEpPE3 CUCTEMY.

CepBuc MMposepkn Moanncm nNO3BOASIET HACTPOUTb >XYPHanMpoBaHME W3 BbllleyKa3aHHbIX
WCTOYHWKOB OTAENbHO A1 KaXAoro M3 CBOMX KOMMOHEHTOB. [N KaXAoro W3 MCTOYHMKOB
XXYPHaIMpoOBaHMS MOXHO HACTPOUTb YPOBEHb XYPHaIMpoBaHMS M NyTb K dakny, B KOTOpbIn byaer
3anncbiBaTbCsa XypHan. dannbl XypHanoB MMEKT pacwunpeHue «svclog», u ana npocMoTpa TaKux
dannoB ncnonblyercsa nporpamMma SvcTraceViewer.exe.

HacTpoiika XXypHanuMpoBaHUsS OCYLLECTBAAETCS C MOMOLLbD KOMaHAJIETOB, BXOASLMX B COCTaB
moayns CryptoPro.DSS.PowerShell.VS. Cnncok komaHa npueeaéH B Tabnuua 24.

Ta6nuua 24. CNMCOK KOMaHA A1 HAaCTPOMKM XKXYpPHaIMpoBaHua

Komananer OnucaHune

Get-VsTracing BbIBECTM HACTPOIKU XXYPHaINPOBaHMSI.
Set-VsTracing N3MeHNTb HAaCTPOMKM XXYpPHaANMpoBaHUS.
Enable-VsTracing Br1toUNTb XypHannposaHue.
Disable-VsTracing OTKIHOUYUTL XYpPHasiMpoBaHue.

5.3.1. Komanpner Set-VsTracing

KomaHanet Set-VsTracing no3BosseT yCTaHOBUTb 3Ha4YeHMs NapaMeTpoB XYpHanuMpoBaHUS
Cepsuca lNpoeepku lMognucu.

CuHTaKCcuC:
Set-VsTracing
[-ServiceModellListenerLogFile <string>]

[-ServiceModellistenerSourcelevel <Sourcelevels> {Off | Critical | Error | Warning |
Information | Verbose | ActivityTracing | All}]

[-ServiceModellListenerMaxLogFileSize <int>]
[-ServiceModelListenerCircularFilesCount <int>]
[-ServiceModelMessagelLogginglListenerLogFile <string>]

[-ServiceModelMessagelogginglListenerSourcelevel <Sourcelevels> {Off | Critical |
Error | Warning | Information | Verbose | ActivityTracing | All}]

[-ServiceModelMessagelogginglListenerMaxLogFileSize <int>]
[-ServiceModelMessagelLoggingListenerCircularFilesCount <int>]
[-DisplayName <string>]

Ta6bnuua 25. MNapameTpbl kOMaHANeTa Set-VsTracing

MapameTp Tun OnucaHue
DisplayName string OTobpaxaemMoe nMsa aK3eMnasipa KOMMNoOHeHTa
Cepsepa lMoanuncn. Ecnn 3HadeHmne He ykasaHo, byaer
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MapameTp Tun OnucaHue

MCNOoJZIb30BaH 3K3eMnna4ap, Ha3Ha4YeHHbIN NOo

YMOSTYaHUIO.
ServiceModellListenerLogFile | string MyTb K danny xypHana u3 nctoyHmka ServiceModel.
ServiceModelListenerSource YpOBEHb XYPHa/MPOBaHMNSA U3 NCTOYHMKA
Sourcelevels :
Level ServiceModel.
MakcuManbHbI pa3mep dalina XxypHana us

ServiceModelListenerMaxLog | . ¢ UCcTo4YHMKa ServiceModel (B 6anTax).

s in .
FileSize Pa3smep (aitna >xypHana MoXeT NpUHUMAaTb 3HaYeHne

oT ~5Mb no ~50Mb.

MakcuMasnbHOe KOMMYeCcTBO Cco3haBaeMbiX darnos
XXYPHaNoB OT UCTOUYHMKA

int ServiceModelMessagelogging. Ecnu 3HaueHune
BbicTaBfeHo B 0, TO KONIMYECTBO CO34aBaEMbIX
¢dalnoB XypHanoB He OrPaHMUYEHO.

ServiceModelMessageloggin
glistenerCircularFilesCount

MakcmManbHOe KoMM4ecTBO co3gaBaeMblX (panios
ServiceModelListenerCircular int XXYPHanoB oT UCTOYHMKA ServiceModel. Ecnu
FilesCount 3HayeHune BbicTaBneHo B 0, TO KOIMYECTBO

co3aaBaeMbix alifioB XypHasoB HE OrpaHNYeHo.

ServiceModelMessageloggin
glistenerLogFile

MyTb K danny xxypHana m3 UCTOUYHMKA

string ServiceModelMessagelogging.

ServiceModelMessageloggin YpOBEHb XXypHaanMpoBaHUA U3 UCTOUYHMKA
: Sourcelevels : .
gListenerSourcelLevel ServiceModelMessagelogging.

MakcmManbHbIM pa3mep gaiina xXypHana m3
ServiceModelMessageloggin int ncrtoyHuka ServiceModelMessagelogging (B 6anTax).
glListenerMaxLogFileSize Pasmep daiina xxypHana MOXeT NpUHUMATb 3HAYEHMe
oT ~5Mb go ~50Mb.

Sourcelevels — nepeuncneHme ypoBHEN XypHanmMpoBaHus, npuHuMmatowee 3HadeHus All, Off,
Critical, Error, Warning, Information, Verbose, ActivityTracing. bonee nogpobHyto unHdbopMmaumio o
OAHHOM MepeyYnciieHMn MOXHO y3HaTb Ha canTe MSDN.

MapameTpsbl ServiceModelListenerCircularFilesCount n
ServiceModelMessagelLoggingListenerCircularFilesCount onpegenstoT KOJMYECTBO CO34aBaeMbIX
dannoB >xypHanoB. 3HauyeHue «0» paHHbIX MapaMeTpoB O3HAYaeT OTCYTCTBME OrpaHuM4YeHus Ha
KONM4YecTBO co3gaBaeMbix dannoB XypHanoB. M0 AOCTMXEHWMIO MaKCUMManbHOro pasMmepa danna
(onpenensetcs napaMeTpamu ServiceModelMessageloggingListenerMaxLogFileSize n
ServiceModelListenerMaxLogFileSize) 6ynet co3anaH HOBbIM dann, B KOTOPbIA B AanbHenwem b6yaer
NpoAo/MHKATbCA 3anucb XXypHana. MNpun AOCTUXEHUM MaKCMManbHOrO Kojau4vectBa (ansioB >XypHanos
3annucb BHOBb HA4YHETCS C nepsoro ¢anna.

K MOMeHTY BK/IIOYEHUS XYPHaAUpoBaHWA KaTasor Ans 3anucu ¢darnos XypHanos
AO/MKeH cyuwlectBoBaTb. B npoTuBHOM cnyyae npu 3anycke Cepsuca [lpoBepku
Moanucm NponsonaeT Kputuyeckas owmbka.

YuéTtHolt 3anucu Cepsuca lMpoeepkun Moanucu TpebyeTcsa BblAaTb NpaBa Ha 3anucb
B YKa3aHHbI KaTanor.

5.3.2. Komananer Get-VsTracing

KomaHanetr Get-VsTracing rno3Bonger BbIBECTM HA 3KpaH 3Ha4yeHWs MNapaMeTpoB
XXypHanuposaHua Cepsuca lNpoBepku Moanucu.
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CuHTakKcumc:
Get-VsTracing [-DisplayName <string>]

5.3.3. KomaHanet Enable-VsTracing

KomaHanet Enable-VsTracing aktuBmpyeT XypHanuposaHue Cepsuca lNMpoeepku Moanucw.
CuHTaKcumc:
Enable-VsTracing [-DisplayName <string>]

5.3.4. KomaHanert Disable-VsTracing

KomaHnanet Enable-VsTracing geaktuBupyet xypHanunposaHue Cepsuca lNMposepku Mognmcu.
CuHTakcumc:
Disable-VsTracing [-DisplayName <string>]

5.3.5. Mpumep PowerShell-cueHapua AnNa HaACTPOMKKM HKYPHAJIMPOBAHUSA
CepsBuca lNposepku NMNoanucu

JaHHbIN cueHapuii 3a4aéT HacTpoOnKy XypHanupoBaHusa Cepsuca lNposepku Moanucu.

# HacTpolka DapaMeTpOB XYypPHaJMPOBaHMUS

Set-VsTracing

-ServiceModelListenerLogFile "C:\VsLogs\vs trace.svclog"
-ServiceModellListenerSourcelevel All
-ServiceModellListenerMaxLogFileSize 10000000
-ServiceModelMessageLogginglListenerLogFile "C:\VsLogs\vs msg.svclog"
-ServiceModelMessagelLoggingListenerSourcelLevel All
-ServiceModelMessagelLogginglListenerMaxLogFileSize 10000000
-ServiceModellListenerCircularFilesCount 10
-ServiceModelMessagelLoggingListenerCircularFilesCount 10

# BKJIOUEHME XYPHAJIMPOBAHUS
Enable-VsTracing
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6. NepeueHb COKpalWeHUMN

CsP Kpuntonposanaep (Cryptographic Service Provider)

I1S Internet Information Services

IP LlenTp naeHtudmkaumm (Identity Provider)

URL EanHbin ykasatenb pecypcos (Uniform Resource Locator)
WCF Windows Communication Foundation

B4 basa AaHHbIX

oC OnepauymoHHaga cnucrtema

MK MporpaMMHbIf KOMMNEKC

no MporpammHoe obecneyeHune

CK31 Cpeactso kKpuntorpadmyeckon 3awnTbl MHpopMaunm
can CepBep a/1eKTPOHHOW Mognucu

oaun DneKkTpoHHasa umdpoBas noanuch

Ln LeHTp naeHtudmkaumm

OTP One-time password (ogHOpa30BbIM Naposib)

MOA MHorodakTopHasa ayTeHTUdMKauns

HOTP ANroput™M ayteHTudmKaumm C UCNoNb30BaHMEM OAHOPA30BbLIX Mapofsien Ha OCHOBEe

HMAC (HMAC-Based One-Time Password Algorithm)
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