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JINCT ncropmn namMeHeHumn

Bepcus OnucaHne UsMeHeHUun

2.0.1777 Job6aBneHo onucaHne MeToA0B NPOBEPKM MOAMNUCK, BO3BpALLaOLWNE paCLUMPEHHYHO
o nHdopmauuto (pasgen 1.1.1,1.1.4,1.1.6,1.1.8, 1.4.1, 1.5.3).

JobaBneHo onucaHue MeToAda 4/ NpoBepkn HeobpaboTtaHHOM nognucu (pasaen
2.0.1917 | 1.1.10).

PacwmnpeHo onncaHue cTpykTypbl VerifyParams (cMm. pasgen 1.5.4).

2.0.2714 | JobasneHo onncaHune nHtepderica REST ana pabotbl ¢ Cepsucom lMpoeepkun Moanucu.
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1. Onucanme nHtepcdenca SOAP ana paborTbl C cepBucoM
npoBepku noanucun «Kpunrtollpo SVS»

Be6-cepBuC AOCTyMNeH no aapecy:

> http://<hostname>/<ApplicationName>/service.svc

OnucaHune Beb-cepBmnca AOCTYMNHO MO agpecy:

> http://<hostname>/<ApplicationName>/service.svc?wsdlI

roe <ApplicationName> - nmsa Be6-npunoxenuns Cepsuca lNMpoeepku Moanucm, No yMon4yaHuo
nmeet 3HayeHue VerificationService.

OnucaHne uHTepderica cepBuca Haxoautca B bmubnuorteke CryptoPro.DSS.Common.dll, nms
nHtepdeiica CryptoPro.DSS.Common.Service.IVerificationService.

NHuTepdelic IVerificationService npegocraBnsieT cneayrowme MeToabl:

VV VYV YV VYV YV YV VYV VYV

VerifySignature
VerifySignatureEx
VerifySignatureAll
VerifyDetachedSignature
VerifyDetachedSignatureEx
VerifyDetachedSignatureAll
VerifyDetachedSignatureAllEx
VerifyGost34102001
VerifyRawSignature
VerifyCertificate
GetSignersinfo

GetPolicy

1.1. ®DyHKUMM ANA NPOBEPKU NOANMUCHU

SOAP-nHtepdenc ana paboTbl C CEpPBUMCOM MPOBEPKMU
npeaoCcTaBnsaeT cnegyowme GyHKUUN Ans NpoBepPKN NOAMUCK:

>

YV V V V YV VYV VY VY

VerifySignature
VerifySignatureEx
VerifySignatureAll
VerifySignatureAllEx
VerifyDetachedSignature
VerifyDetachedSignatureEx
VerifyDetachedSignatureAll
VerifyDetachedSignatureAllEx
VerifyGost34102001
VerifyRawSignature

1.1.1. ®dyHkuuma VerifySignatureEx

noanmcu

OyHkuna VerifySignatureEx nposepseT npncoegMHEHHYO NOANUCH.

VerificationResultEx VerifySignatureEx (SignatureType signatureType,

Dictionary<VerifyParams, string> verifyParams)

MapamMeTpbl:

>
>

signatureType - dopmaT nognucu SignatureType,

document - foKyMeHT C nognucbLo B BUAe Maccmea 6aunT,
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> verifyParams - cfnoBapb [AOMOSHUTENbHbLIX MapaMeTpoB MNpPOBEpPKM MNOAMNUCHK
(onunoHanbHbIM NapameTp). TUnbl A4ONONHUTENBbHBIX NAapaMeTpPoOB YyKa3aHbl B MepeyncsieHnn
VerifyParams v pasgene 1.6.

Bo3Bpaliaemoe 3HaueHue: VerificationResultEx.

Ona dopmatoB noanncn CMS mn CAdES nognucb MoxeT 6biTb NepenaHa B
BMAe MaccmBa 6anT, Tak n B kogmpoBke Base64. Ecnu nognuck 6bi1a nepegaHa B
Koanposke Base64, oHa aBToMaTuyeckm byaeT gekogmpoBaHa B Maccms 6anT ans
NpoOBEPKMU.

1.1.2. ®dyHkuma VerifySignature

dyHkums VerifySignature npoeepsieT NpUCOEANHEHHYIO MOANUCD.

VerificationResult VerifySignature (SignatureType signatureType, byte[] document,
Dictionary<VerifyParams, string> verifyParams)

MapameTpbl:

> signatureType - dopmat noanucu SignatureType,

> document - goKyMeHT C nognucbio B BUAe Maccua 6anT,

> verifyParams - cfoBapb [AOMOSHUTENbHbLIX MapaMeTpoB MNpPOBEpKM MNOAMNUCHK

(onunoHanbHbIN NapameTp). TuUNbl AONOJHUTENbHBIX NAapaMeTpoOB YKa3aHbl B MepeyncsieHnn
VerifyParams vn pasgene 1.6.
Bosspalwaemoe 3HayeHune: VerificationResult.

Ona dopmatos nognucu CMS n CAdES nognucb MoXeT 6biTb NepegaHa B
BMAe Maccma 6aiT, Tak U B KoanmpoBke Base64. Ecnu nognuck 6bina nepepaHa B
Koanposke Base64, oHa aBTOMaTuyeckm byaeT gekoampoBaHa B Maccms 6anT ans
NpOBEPKMU.

1.1.3. ®dyHkuuna VerifySignatureAll

oyHkumsa VerifySignatureAll nposepsieT npncoeanHEHHY0 NMoanuch.
IList<VerificationResult> VerifySignatureAll (SignatureType signatureType, bytel[]
document, Dictionary<VerifyParams, string> verifyParams)

MapameTpsbl:

> signatureType - ¢popmaT noanucu SignatureType,

> document - JOKyMEHT C MoANUChLID B BUAE MaccmBa 6awnT,

» verifyParams - cnoBapb AOMNOMHUTESNIbHLIX MNapaMeTpoB  MNpPOBepKM  MNOAMNUCHU
(onunoHanbHbIN NapameTp). Tunbl AONOMHUTENbHbIX NApaMeTPOB yKa3aHbl B MepeyncrieHnn
VerifyParams. [lapameTp He uWCNonb3yeTcs W 3apesepBupoBaH ansa byayuwero
Ncnonb3oBaHus. B kavecTse 3HaueHns nepeaasatb null.

Bo3BpallaeMmoe 3HaueHme: IList<VerificationResult>.

Onsa dopmaTtoB noanmcn CMS m CAdES noanucb MoxeT 6bITb nepenaHa B
BWAe mMaccuBa 6alT, Tak U B KogmpoBke Base64. Ecnu nognuch 6bina nepenaHa B
Koanposke Base64, oHa aBToMaTuyeckmn byaeT gekogmpoBaHa B Maccme 6ant gns
NpoBEPKMU.

1.1.4. ®dyHkuuma VerifySignatureAllEx

OyHkuna VerifySignatureAllEx nposepsieT NnpncoegMHEHHY0 NOAMNUCH.
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IList<VerificationResultEx> VerifySignatureAllEx (SignatureType signatureType, bytel]
document, Dictionary<VerifyParams, string> verifyParams)

MapameTpsbl:

> signatureType - dopmaT noanucm SignatureType,

> document - goKyMeHT C nognucbio B BUAe Maccua 6anT,

> verifyParams - cfnoBapb [AOMOSHWUTENbHbLIX MapaMeTpoB MNpPOBEpPKM MNOAMNUCHK

(onunoHanbHbIN NapameTp). Tunbl A4ONONHUTENBbHBIX NAapaMeTpPoOB YyKa3aHbl B MepeyncsieHnn
VerifyParams. MNapaMeTp He MCMo/b3yeTcs M 3ape3epBupoBaH ana byayuwero ncnonb3oBaHus.
B kauecTBe 3HayeHns nepegasaTb null.

Bo3Bpaliaemoe 3HaueHme: IList<VerificationResultEx>.

Onsa dopmaTtoB noanncn CMS mn CAdES nognucb MoxeT 6biTb nepenaHa B
BMAe Maccma 6ainT, Tak U B KoanmpoBke Base64. Ecnu noanuce 6bina nepepaHa B
Koanposke Base64, oHa aBToMaTuyeckmn byaeT gekogmpoBaHa B Maccms 6anT ans
NpoOBEPKMU.

1.1.5. ®dyHkuuna VerifyDetachedSignature

dyHkuunsa VerifyDetachedSignature nposepseT oTkpennéHHyo NoAnuCh.
VerificationResult VerifyDetachedSignature (SignatureType signatureType, bytel]

document, byte[] signature, Dictionary<VerifyParams, string> verifyParams)
MapameTpbl:
> signatureType - dopmaT nognucu SignatureType,
> document - gokyMeHT B Buae maccmea 6anr,
> signature - nognucb B BUae maccmea 6anr,
> verifyParams - cfoBapb [AOMOSHUTENbHbLIX MNapaMeTpoB MNpPOBEpKM MNOAMNUCHK

(onuMoHanbHbI NapameTp). TuMbl AONOSHUTENbHbLIX NapaMeTpoOB YyKa3aHbl B NepeyvyncrieHnu
VerifyParams v pasgene 1.6.
Bosspalwaemoe 3HayeHune: VerificationResult.

JonyctuMble 3HauyeHuMss napameTpa signatureType: CMS, CAdES (cm.
npuMeyaHme K nepeuncneHuto SignatureType)

1.1.6. ®yHkuuna VerifyDetachedSignatureEx

oyHkumsa VerifyDetachedSignatureEx nposepsieT oTKpenéHHYO0 NOAMUCH.
VerificationResultEx VerifyDetachedSignature (SignatureType signatureType, bytel]

document, byte[] signature, Dictionary<VerifyParams, string> verifyParams)
MapameTpsbl:
> signatureType - dopmaT noanucu SignatureType,
> document - JoKyMeHT B Buage maccmsa 6anrT,
> signature - nognuce B BMAe Maccmea 6anT,
> verifyParams - cnoBapb [AOMNOSHUTENbHbLIX MapaMeTpoB MNPOBEPKM MOAMNUCHK

(onunoHanbHbIN NapameTp). Tunbl AONOMHUTENbHBIX NAapaMeTpoOB YyKa3aHbl B MepeyncrieHnn
VerifyParams vn pasgene 1.6.
Bo3Bpallaemoe 3HaueHune: VerificationResultEx.
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JonyctuMmbie 3HayeHMs napameTpa signatureType: CMS, CAdES (cm.
npuMmevyaHue K nepeumncrenunto SignatureType)

1.1.7. ®dyHkuma VerifyDetachedSignatureAll

oyHkumnsa VerifyDetachedSignatureAll npoBepsieT oTkpenaéHHyO Noanuck.
IList<VerificationResult> VerifyDetachedSignatureAll (SignatureType signatureType,

byte[] document, byte[] signature, Dictionary<VerifyParams, string> verifyParams)
MapameTpsbl:
> signatureType - dopmaTt noanucu SignatureType,
> document - goKyMeHT B BUAge maccmsa 6anrT,
> signature - nognucb B Buae maccmea 6anr,
> verifyParams - cfnoBapb [AOMNOJHWUTENbHbLIX MapaMeTpoB MNpPOBEpPKM MNOAMNUCHK

(onunoHanbHbIN NapameTp). TuUNbl AONOJHUTENbHBIX NAapaMeTpoOB YKa3aHbl B MepeyncsieHnn
VerifyParams. MNapaMeTp He MCNONb3yeTCs U 3ape3epBUpoBaH Ans OyaAyLlero UCrosib30BaHUs.
B kauecTBe 3HayeHus nepegasaTb null.

Bo3Bpaliaemoe 3HaueHue: IList<VerificationResult>.

JonyctuMmblie 3HayvyeHMs napameTpa signatureType: CMS, CAdES (cm.
npuMedyaHume K nepeuncneHuto SignatureType)

1.1.8. ®yHkuunna VerifyDetachedSignatureAllEx

dyHkumsa VerifyDetachedSignatureAllEx npoBepsieT OTKpen/IEHHYO NOANMUCH.

IList<VerificationResultEx> VerifyDetachedSignatureAllEx (SignatureType signatureType,
byte[] document, byte[] signature, Dictionary<VerifyParams, string> verifyParams)

MapameTpsbl:

> signhatureType - dopmaT nognucu SignatureType,

> document - fjoKyMeHT B BUAe maccmsa 6anT,

> signature - nognucb B BUAe Maccmea 6anT,

> verifyParams - cfioBapb [AOMOSHUTENbHbLIX MapaMeTpoB MNpPOBEpPKM MNOAMNUCHK

(onumoHanbHbIM NapaMeTp). Tunbl AOMOMAHUTENbHbLIX NAapaMeTPOB yKa3aHbl B NepeyvyncieHum
VerifyParams. MapamMeTp He MCNonb3yeTcs U 3ape3epBMpoBaH aAnsa 6yaylwero Ncnosib30BaHUS.
B kauecTBe 3Ha4YeHns nepegasaTb null.

Bo3Bpallaemoe 3HaueHme: IList<VerificationResultEx>.

JonyctuMmbie 3HayeHMs napameTpa signatureType: CMS, CAdES (cm.
npuMmevyaHue K nepeuuncnenuto SignatureType)

1.1.9. ®dyHkuuma VerifyGost34102001

OyHkumna VerifyGost34102001 nposepseT HeobpaboTaHHyto nognucs FOCT P 34.10-2001.

VerificationResult VerifyGost34102001 (byte[] certificate, byte[] signature, bytel[]
data, Dictionary<VerifyParams, string> verifyParams)

MapameTpsbl:

> certificate - ceptudumkart kno4ya NnpoBepkn NoanncK,
> signature - nognuce B BUAe maccmea 6anT,

> data - nognucaHHble gaHHbIe B BUAe Maccuea 6anT,
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> verifyParams — CcnoBapb AOMOJIHUTENbHbLIX MNAapaMETPOB MNPOBEPKKM noAnMnCuU
(OI'ILJ,VIOHa}'IbeIM napaMeTp). Tuvnbl AONOAHUTENbHBLIX NapaMeTpPoB YyKa3aHbl B NepedyncneHunm

VerifyParams.
Bo3Bpaliaemoe 3HaueHme: VerificationResult.

1.1.10. dyHkumna VerifyRawSignature

OyHkuma VerifyRawSignature nposepset HeobpaboTaHHyto nognucb TOCT P 34.10-2001, TOCT
P 34.10-2012, RSA n 1.n.

VerificationResult VerifyRawSignature (byte[] certificate, byte[] signature, bytel]
data, Dictionary<VerifyParams, string> verifyParams)

MapameTpsbl:

> certificate - ceptudunkaTt kno4a NpoBepkM NOANKUCH,

> signature - nognucb B BMAe Maccuea 6anT,

> data - nognucaHHble gaHHbIe B BUAEe Maccmsa 6anT,

> verifyParams - cnoBapb AOMOSHUTE/NbHbIX MapaMeTpoB MNpOBepKM nognucu. Tunbl

AOMOSIHUTENbHbIX NapaMeTpoB YKa3aHbl B nepeuncneHunm VerifyParams.
Bosspalwaemoe 3HayeHune: VerificationResult.

B cnoeape AOMONHWUTENbHBLIX NapaMeTpoM HeobxoAMMO 3aaaTb MapaMmeTp
HashAlgorithm. Cnncok AonycTuMbIX 3Ha4YeHU napaMmeTpa npuBeaéH B Tabnuya

1.2. dyHKUMM NS npoBepku cepTtucdmkara

1.2.1. dyHkuua VerifyCertificate

dyHkuma VerifyCertificate npoBepseT gencreutenbHOCTb cepTudumkara.

VerificationResult VerifyCertificate (byte[] certificate)
MapameTpsbl:
> certificate - ceptudukar B Buae maccua 6anT.

Bo3Bpallaemoe 3HaueHme: VerificationResult.

CeptndukaTt MoxeT ObiTb NepegaH Kak B BuMAe MaccuBa 6alT, Tak u B
Koanposke Base64 c/6e3 3aronoskoB. Ecnu ceptnudunkaTt 6b11 NnepesaH B KOAUPOBKE
Base64, oH aBTOMaTM4yeckn 6yaeTt nekoaMpoBaH B MaccmB 6anT AN NpoBEpPKM.

1.3. Apyrue pyHKUMUMN

1.3.1. ®yHkuuna GetSignersInfo

OyHkuma GetSignersInfo Bo3BpawaeT MHpoOpMaUNO 0 HaNAEHHbIX B LOKYMEHTe No4MNUCSX.
SignersInfo GetSignersInfo (SignatureType signatureType, byte[] document)

MapameTpbl:

> signatureType - dopmaT nognucu SignatureType,

> document - nognMcaHHbIN JOKYMEHT.

BosBpallaemoe 3HaueHune: Signersinfo.
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1.3.2. ®dyHkumna GetPolicy

OyHkumna GetPolicy Bo3BpauwiaeT HacTponku Cepsuca MNposepku Mognucwy.
VsPolicy GetPolicy ()

Bo3Bpallaemoe 3Ha4veHune: VsPolicy.
1.4. Tunbl AaHHbIX

1.4.1. SignatureTypeDescription

Knacc coaepXxuTt onncaHue rnoanep>XXuBaemblX d)OpMaTOB noanmncu.

Ta6bnuua 1. Nonsa knacca SignatureTypeDescription

Nma T™vin OnucaHune

lMepeuncneHne, copepxatee

SignatureType SignatureType BO3MOXHble (popMaTbl Noanmcu

FileExtensions IList<string> CBsi3aHHblEe pacwmnpeHns gainnos

1.4.2. SignersInfo

Knacc onuceiBaeT MH(OpMaLmio 0 HallAeHHbIX B AOKYMEHTE noanucsax. OnncaHune nonen knacca
npuBeaeHo B Tabnuuya 2.

Ta6bnuua 2. OnucaHme nonen knacca SignersInfo

Nma Tun OnucaHue

NHdopMaumnsa o HanaeHHbIX

SignerlInfoList IList<SignerInfo>
noAnMcax

1.4.3. SignerInfo

Knacc onuceiBaeT nHdopMaunto o noannucn B AokymeHTe. OnmcaHue nonen knacca npuseaeHo
B Ta6bnuua 3.

Ta6nunua 3. OnucaHue nosnen knacca SignerInfo

NUma Tvn OnucaHue

Id string NoeHTudunkaTtop y3na
noanucu.
NaeHTudunkaTop

Parentld string poOAUTENbCKOro y3/a
noanucu.

MopsaKoBbI HOMep y35a
Index int noanucu. MNMopaakosbii HOMepP
HaynHaeTtcd c 1.

Dictionary<CertificateInfoParams, | OTtobpaxkaemble AaHHbIe O
string> ceptTudukare.

SignerCertificateInfo
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1.4.4. VsPolicy

Knacc onucbiBaeTr HacTtpoiikm Cepsuca [Mposepkn [Moanucn. OnucaHue nonen knacca
npuBeaeHo B Tabnuuya 4.

Ta6nuua 4. OnucaHue noneu knacca VsPolicy

Uma Tvn OnucaHue
AllowedSignatureTypes IList<SignatureType> Cnucok popmaTos noanucy,

AOCTYMHbIX AN MPOBEPKMW.
SignatureDescriptions IList<SignatureTypeDescription>

1.4.5. VerificationResult

Knacc onuceiBaeT pesynbTaT NMpoBepku noanucu unm ceptudukaTta. OnncaHve nonen knacca
npveeneHo B Tabnuua 5.

Ta6nunua 5. Onucanue noneun knacca VerificationResult

Nma Tvin OnuncaHune

CyMMapHasg nHdopmMaums o

Message string pe3synbTaTax NpoBepKMU
noAnucu.

Result bool PesynbTat npoBepkKMm.

SignerCertificate byte[] CepTndukaTt noanucu.

Dictionary <CertificateInfoParams, | Habop cBeaeHui o
string> cepTudmrKaTe NOANUCK.

SignerCertificatelnfo

1.4.1. VerificationResultEx

Knacc onucelBaeT pesynbTaT NMpoBEPKW NoAnucu unu ceptudukata. OnucaHuve nonen knacca
npueeaeHo B Tabnuua 5.

Ta6bnunua 6. OnucaHue noneun knacca VerificationResultEx

Nma Tvn OnuncaHune

CyMMapHasg nHdopmMaums o

Message string pe3sysibTaTax NpoBepKMU
noanucu.

Result bool PesynbTat npoBepku.

SignerCertificate byte[] Ceptudukat nognucu.

Dictionary <CertificateInfoParams, | Habop cBeaeHui o

SignerCertificatelnfo string> cepTudurKaTe NOANUCK.

Dictionary<SignaturelnfoParams,
string>

Signaturelnfo Habop cBeaeHurt o noanmcu.
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1.5. NepeuncnMbie TUNbI AaHHbIX

1.5.1. SignatureType

MepeumncneHre coaepXuT Bo3MoXHble dopMaTbl MOAMUCH.

Ta6bnuua 7. Nona nepeuncneHunn SignatureType

NUma OnuncaHune

XMLDSig Moanucek aokymeHTa B ¢opmate XMLDSig
GOST3410 311%(30:';3?1%%%53 no NOCT P 34.10- 2001
CAdES gzs»:z;(:jsz:::ae;:d:EBsEs, T, XLT1

PDF Moannce PDF AoKyMeHTOB

MSOffice Moanucb gokymeHToB MS Word n Excel

CMS Moanuce popmata CAJES-BES

B pamkax Cepsuca lNposepku Moanucm 3HavyeHnsa CAdES n CMS asnawTcs
3KBMBANEHTHbIMW N B3aUMO3aMEHSEMbIMU.

1.5.2. CertificateInfoParams

MNMepedncneHne coaep>XXnT BO3MOXHbIE 3HAaUYeHUa oTobpa)kaeMbliX AaHHbLIX O cepTudukaTe.

Ta6nuua 8. NMNonsa nepeuncnenunna CertificateInfoParams

Uma OnucaHue

SubjectName X500 umsa cybbekTa cepTudumkaTa
IssuerName X500 vmsa nspatens ceptudumkaTa
NotAfter OkOHYaHMe cpoKa AencTeus ceptudmkaTa
NotBefore Havano cpoka gencreua ceptudukaTta
SerialNumber CepuitHblh HOMep cepTuduKaTa
Thumbprint OTnevyaTok cepTudukarta

1.5.3. SignatureInfoParams

lMepeuncneHne cogep>XnT BO3MOXHble 3HAYEeHUS OTO6pa)KaeMbIX AdHHbIX O cemechKaTe.
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Ta6nuua 9. Nonsa nepeuncneHnsa SignatureInfoParams

Nma OnuncaHune

®opmaTt nognucm CAdES.

CAdESType
P Bo3MoXHble 3HadeHusa: BES, T, XLT1

SigningTime Bpemsa (UTC) noanmcu n3 wramrna BpeEMEHM Ha NOANMUCH.

Bpemsa (UTC) noanucu no sioKanbHbIM YacaMm KOMMbOTepPa, Ha KOTOPOM

LocalSigningTime 6bln1a co3gaHa noanucb. 3HadeHne 6epértcs m3 atpubyTa SigningTime.

1.5.4. VerifyParams

MNepeuyncneHme CcoAepXUT BO3MOXHble 3HAUYEHWUS AOMOSIHUTENbHbIX MapaMeTPoOB MPOBEPKMU
noanucu.

Ta6bnuua 10. NMNona nepeuncneHunna VerifyParams

Uma OnucaHue

Hash B kauvecTBe AaHHbIX AN NPOBEPKM NOoAMUCK NnepeaaéTcs XaWw-3HayeHne oT
NCXOAHOIo AOKYMEHTa.

Signatureld NaoeHTudunkaTtop nognmcu.

SignatureIndex MopsakoBbln HOMep noanucu (HavynHasa ¢ 1).

VerifyAll [MpoBepuTbL BCE NOAMNUCU B AOKYMEHTE.

NpoeHTudmKaTop anropntMa XewmpoBaHus.
JonycTuMble 3Ha4YeHus:

GOSTR 34.11-94

GR 34.11-2012 256

GR 34.11-2012 512

SHA-1

SHA-256

SHA-384

SHA-512

MD5

HashAlgorithm

YV V V YV VYV V VY

VerifyPKCS7 ®dnar, ykasbiBaloLWwmin Ha TO, 4TO B napameTpe document nepegaH PKCS#7

dnar, ykasbiBaloWwmin Ha TO, 4TO Heobxoanmo BepHyTb Content

ExtractContent npucoeanHeHHon CMS-noanncu

1.6. Yka3aHue noanucum Asig NpoBepKu

oyHkumm VerifySignature n VerifyDetachedSignature no3BonsitoT ykasaTb NoAMUCb, KOTOPYHO
TpebyeTtca npoBepuTb. YKasaHue noaAnuMcuM AN MPOBEPKM OCYLECTBAAETCS 4epe3 CfioBapb
JononHuTenbHbIX napameTpoB verifyParams. YkasaTb NoANMCb ANs MPOBEPKU MOXHO NO eé
naeHTudmKaTopy WM rnopsaakoBoMy Homepy. Ecnm B gokyMmeHTe HanaeHo 6onee ogHow nmoanucu, a
C/floBapb AOMONHUTENbHbIX NapaMeTPoB C YKa3zaHMeM Noanucu He nepefaH, To CEPBUC BEPHET owmnbKy.

XKTAN.00094-01 94 03. Kpuntollpo SVS 2.0. PykoBoacTteso paspabortumnka 13




1.6.1. Yka3zaHue noanucu bopmarta MSOffice

Moanuck popmaTa MSOffice MOXHO yka3aTb Yepe3 e€ nopaakosbit HoMep (Signaturelndex) nnu
no wuaeHtTudukatopy (Signatureld). B kauvectBe 3HayeHus Signatureld Heobxogmmo nepepaTtb
3HayeHue aTpubyta Id y3na Signature. NopsakoBble HOMepa U MAEHTUHMKATOPbLI NOAMUCEN MOXHO
nony4ymTb, Bbi3BaB MeTon GetSignersinfo.

1.6.2. Yka3zaHue noanucu cbopmaTta XMLDSig

Moanuce dopmata XMLDSig MOXHO ykasaTb 4yepe3 e€ nopsiakoBbii HoMep (Signaturelndex)
nnn no maeHtudukatopy (Signatureld). B kauectBe 3HayeHusa Signatureld Heobxogmmo nepepaTb
3Ha4veHue aTpmbyTa Id y3na Signature. MNMopsakoBble HOMeEpa U MAEHTUHMKATOPbI NOAMNMCENR MOXHO
nony4ymTb, Bbi3BaB MeTon GetSignersinfo.

1.6.3. Yka3zaHue noanucu popmata PDF

Moanuce popmaTta PDF MOXHO yKasaTb yepe3 eé nopsakosbin HoMep (Signaturelndex) nam no
nMeHn (Signatureld). MopsakoBble HOMEpa UM MMEHA NOAMUCEN MOXHO MONY4YUTb, Bbi3BaB MeTOA
GetSignersinfo.

MpuMep nposepkn PDF nognmncu no MMeHu:

SignersInfo results = srvClient.GetSignersInfo (SignatureType.PDF, signature) ;

SignerInfo si = results.SignerInfolist[0];
VerificationResult verifyResult =
srvClient.VerifySignature (
SignatureType.PDF
signature,
new Dictionary<VerifyParams, string> ()
{
{ VerifyParams.SignatureId, si.Id }
1)

1.6.4. Yka3zaHue noanucu popmata CMS

Moanuce ¢dopmata CMS MOXHO ykas3aTb Mo e€é nopsakoBoMy HoMmepy (Signaturelndex).
MopsaKoBbIN HOMep NoAnucKn nmeet dopMaT: Xi,X2, FAe X1 — NOPSAKOBbIA HOMEP POAUTENBLCKOrO y3a
noanucu, X2 — NOpPsSAKOBbLIN HOMEP Y3na NoANMUCU, KOTOPbIN TpebyeTcs npoBepuTb. [MopsaaKOBbLIA HOMeEpP
noANMCM MOXHO MONyuuTb, BbI3BaB MeTon GetSignersinfo. Ecnun TpebyeTcs npoBepuTb MoAnuchb
NnepBOro ypoBHS,, TO B 3HadYeHUM NOPAAKOBOro HoMepa noAnMcnm HeobxoamMmo nepefaTb TOSIbKO
nopsaAKOBbIN HOMEp NoAMuUCKU Xa.

Mpumep nposepkn CMS noagnucm no nopsaKOBOMY HOMepY:
SignersInfo results = srvClient.GetSignersInfo (SignatureType.CMS, signature);

string sigIndex = string.Empty;
SignerInfo si = results.SignerInfolList[0];
if (string.IsNullOrEmpty(si.ParentId))
{
// TlpoBepseM MNOANUCHL MEePBOTO YPOBHA.

sigIndex = si.Index.ToString() ;
else

// VmeM B pesyybTaTax pasbopa INOKyMEeHTa y3eJ C UIEHTUIMKATOPOM POIUTEJILECKOTO
y3ia

List<SignerInfo> parents = results.SignerInfolist.Where(x => x.Id ==
si.ParentId) .ToList () ;
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2. OnucaHue nHrepdeinca REST gna pab6ortbl C cepBMcom
npoBepku noanucun «Kpunrtollpo SVS»

REST-uHTepdeiic npenoctaBnsieT KOHEYHblE TOYKW AN AOCTyNa K caeaywuM dyHKUUMSM
Cepsuca lNposepku Moanucu:

» T[lpoBepka 31 oOKyMeHTa;

> [lpoBepka cepTudukaTa;

» Tlony4yeHue nHdopmMaumMmn o NnoanmcaHTax;

» TMonydyeHune nonntnkun Cepsuca lMNposepkun Mognucu.

B pamkax REST API B3aummogerictBune c Cepsucom [lpoBepku [Moanmcm ocCyLlecTBAseTcs
nocpeacrtsoM HTTP-3anpocos.

O6uwmin npedukc ans BCEX KOHEYHbIX TO4YeK cepsuca:
https://<hostname>/<ApplicationName> /rest, rae

» <hostname> - agpec cepBepa, Ha KOTOPOM PACMOSIOXKEH IK3EMMASAP NPUIOXKEHUS
Cepsuca lNpoeepku MNoanucw,
» <ApplicationName> - Ha3BaHue Beb-npunoxeHnsa Cepsuca lNposepku MNoanucu.

2.1. ®opmMaTt BXOAHbIX U BO3BpaLWaeMbliX 3HAaYEHUMN

BxoaHble napaMeTpbl MOryT NepenaBaTbCs B Tesle CaMoro 3anpoca. Bce obbekThl nepeaatotcs
n Bo3BpawatoTcs B popmaTe JSON, cnmncku Bo3BpallaroTcs B Buae maccmeoB JSON 06bekToB. MaccuBbl
6arToB nepeaatoTcsa B BUAE CTpoK B Koanposke BASE64.

2.2. KOHe4yHble TOYKM cepBMucCa NpPoOBEpPKM NOANMUCHU

2.2.1. KoHeuyHas Touka Certificates

[JaHHas KoHe4YHas TouKa NO3BOISIET NOAYYUTb AOCTYN K DYHKLMU, OCYLLECTBASIOLWEN NMPOBEPKY
OENCTBUTENBHOCTU cepTudunkaTa.

Ta6nuuya 11. KoHeuyHan Touka Certificates

HTTP meTopa Myt OnucaHue
POST api/certificates Mpoeepka cepTudmkaTa
Tvn OnucaHue
MapameTpsbl
Certificate O6bekT, coagepxawmm ceptudmkaTr
Tvn OnucaHue
Bo3Bpauwjaemoe
3HaueHue
VerificationResultRest Pe3synbTaT npoBepkun ceptudunkarta

anMep BbIMNOJIHEHNA METOAA.
3anpoc
POST http://simdss.cryptopro.ru/verify/rest/api/certificates HTTP/1.1
Content-Type: application/json
Cache-Control: no-cache
Postman-Token: 2487016b-2e14-4763-85fa-c00a88214a18
{
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"Content":
"MIIIgDCCCC+..49Ei5YNWEBYytFwvzPOigdlrJjpHMWFGPVRvOmMaLlh9dZXAiImx7tEm4=""

}
OTBeT
{

"Message": null,

"Result": true,
"SignerCertificate": "MIIIgDCCCC+ .. ZXAiImx7tEm4=",
"SignerCertificateInfo": {
"SubjectName": "SN=lBaHOB, G=lBaH lBaHOBUY, I=U.U., T=VHXeHeD

TexHuueckom mnonmepxku, STREET=\"yn. CyméBckuit Baji, mn. 18\", CN=TeCTOBHIM IOJIL30BATEJb
simdss, OU=Ormen TecTtupoBanms, O0=\"000 \"\"KPUITO-IIPO\"\"\", L=MockmBa, S=77 Mockea,
C=RU, E=ivanov@cp.ru, MHH=334567890110, CHMIC=33456789011, OI'PHMII=334567890110000,
OI'PH=3345678901111",

"IssuerName": "CN=\"TecToBem YII OO0 \"\"KPUIITO-IIPO\"\" (YII 2.0)\",
0=\"000 \"\"KPUITO-IIPO\"\"\", C=RU, L=MockBa, E=infoQcryptopro.ru, MHH=007717107991,
OI'PH=1037700085444",

"NotBefore": "2018-01-31T13:50:34",

"NotAfter": "2018-04-30T14:00:34",

"SerialNumber": "124D455D1500D780E8117506E333DDF4",
"Thumbprint": "FD4598DBEOCAC5AA697998106C364A9ED8D2CB47"

2.2.2. KoHeyHas Touka Policy

JaHHas KoHeyHas TO4YKa NO3BOASET MOMAYYUTb AOCTYN K nonutuke (Hactporikam) Cepsuca
Mpoeepku Moanucwu.

Ta6bnuuya 12. KoHeyHasn Touka Policy

HTTP meTon Myt OnucaHue

. . MonydyeHne nonutmnkn Cepsuca
GET api/policy Mposepkun Moanucu
MapameTpbl Tun OnucaHue

MapameTpbl He TpebytoTcs

Tun OnucaHue

Bo3Bpauwjaemoe

3HauyeHue , Monutuka Cepsuca lNposepkn
VsPolicy Moanucy

anMep BbIMNOJIHEHNA METOAA.
3anpoc
GET http://simdss.cryptopro.ru/verify/rest/api/policy HTTP/1.1
Cache-Control: no-cache
Postman-Token: f£d7121ce-c03c-4d12-b01c-29b9441828c7
OTBeT
{
"AllowedSignatureTypes": null,
"SignatureDescriptions": [
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"SignatureType": "PDF",
"FileExtensions": [
"pdf"

"SignatureType": "MSOffice",
"FileExtensions": [

"docx"

"SignatureType": "XMLDSig",
"FileExtensions": [

"w Xml "w

"SignatureType": "CMS",
"FileExtensions": [
"Sig",

"Wk n

"SignatureType": "GOST3410",

"FileExtensions": [

IR

2.2.3. KoHeuHas Touyka Signatures

JaHHasa KoHeyHas Touka No3BosseT NOAYUYUTb AOCTYN K PYHKLUMK, OCYLLeCTBASIOWEN NPpOBEPKY
3l pokyMeHTa.

Ta6nuua 13. NMpoBepka 3N

HTTP meTop Mytb OnucaHue
POST api/signatures MpoBepka 3l AOKYMEHTa Un
ceptudumkaTta
Tun OnucaxHue

MapameTpsbl
JokymeHT, 3l KoTOpOro Heo6xoanMMo

SignedDocument
npoBepuUTb

™vn OnucaHue
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BosBpawaemoe VerificationResultRest PesynbTaT npoBepku 31 unm
3HaueHue ceptndumkaTa

anMep BbIMNOJIHEHNA METOoAA.
3anpoc
POST http://simdss.cryptopro.ru/verify/rest/api/signatures HTTP/1.1
Content-Type: application/json
Cache-Control: no-cache
Postman-Token: 547f407e-4eel-43fa-8336-3ffdeb53151b

"SignatureType": 2,

"Content": "MIIFpAYJKoZIhvcNAQ .. 4JXgpw="
}
OTBeT
[
{
"Message": "He ymanoce nposepmThb nomgnmck CAJES-BES. Oumbka: [He ymaercsa
IIOCTPOUTE LIENOUKY CepTUOMKATOB HOJS HOBEPEHHOT'O KOPHEBOTI'O LeHTpa]. Koxm:

[0x800b010a] .He ymayoch HOCTPOMUTH LIENOUKY IJisd cepTudmMkaTa, Ha KI0OUE KOTOPOI'O
NOANMCAaHO coobumeHue.",

"Result": false,

"SignerCertificate": "MIIDEjCCAsGgAwIB .. QCUHA==",
"SignerCertificateInfo": {

"SubjectName": "CN=TecTupoBumk",

"IssuerName": "CN=CRYPTO-PRO Test Center 2, O=CRYPTO-PRO LLC, L=Moscow,

C=RU, E=support@cryptopro.ru",

"NotBefore": "2017-11-14T13:35:27",

"NotAfter": "2018-02-14T13:45:27",

"SerialNumber": "120022992D15DD6D649786F4C800000022992D",

"Thumbprint": "BFDCO90703E8CD7A242681BC32C22CCDATDE15556"
}y
"SignatureInfo": {

"CAdESType": "BES",

"LocalSigningTime": "2018-04-24T10:08:59"

2.2.4. KoHe4yHasn Touka SignersInfo

Ta6nuua 14. NonydyeHne nHpopmMmaLmm o nognucaHTe

HTTP meTop Mytb OnucaHue
POST api/signatures/signersinfo Monyuekne unpopmaumm o
noanucaHTte
Tun OnucaHue
MapameTpbl

JokymeHT, 3l KoTOpOoro Heo6xoanMo

SignedDocument
npoBepuUTb
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™vin OnucaxHue
BosBpawaemoe

3Ha4yeHune

Signersinfo NHdopmaumns o noanmcaHTe

MpuMep BbINOHEHUS MeToAa:
3anpoc
POST http://simdss.cryptopro.ru/verify/rest/api/signatures/signersInfo HTTP/1.1
Content-Type: application/json
Cache-Control: no-cache
Postman-Token: d37881lfe-£f5c6-4dc7-9262-566b0ddaa3c9

"SignatureType": 2,

"Content": "MIIFpAYJKoZIhv .. u34JXgpw="
}
OoTBer
{
"SignerInfolList": [
{
"Id": "o",
"ParentId": "",
"Index": 1,
"SignerCertificateInfo": {
"SubjectName": "CN=TecTtupoBmmk",
"IssuerName": "CN=CRYPTO-PRO Test Center 2, O=CRYPTO-PRO LLC,
L=Moscow, C=RU, E=support@cryptopro.ru",
"NotBefore": "2017-11-14T13:35:27",
"NotAfter": "2018-02-14T13:45:27",
"SerialNumber": "120022992D15DD6D649786F4C800000022992D",
"Thumbprint": "BFDCO90703E8CD7A242681BC32C22CCDATDE15556"

1,
"AdditionalInfo": {
"Content": null

2.3. Tunbl AaHHbIX

2.3.1. SignedDocument

O6beKkT coaepXuT AoKyMeHT, 3l KoToporo Heo6xoANMO NpoOBEPUTD.
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Ta6nunua 15. OnucaHue cBocTB 06bekTa SignedDocument

CBOMCTBO

Tvn

OnuncaHune

SignatureType

SignatureType

®opmaT noanuncu SignatureType.

Obs3aTenbHbIN NapameTp.

Source

byte[]

McxoaHbi AOKYMeHT. Micnonb3yeTcsa TONbKO
Ans npoeepku noanucu dopmata GOST3410 um
otaeneHHon nognucm dopmatos CMS u
CAdES.

Certificate

byte[]

CeptudukaTt nognucaHTa.
Ncnonb3yeTcs TONbKO A1 MPOBEPKN NoAMUCH
dopmaTta GOST3410.

Content

byte[]

MoAnMcaHHbIN AOKYMEHT WM 3HAYeHue
noanucu ans npoeepkun. ObssatenbHbIn
napameTp.

VerifyParams

Dictionary<VerifyParams,

string>

Cnosapb AOMOJIHUTENbHbIX NMapaMeTpOoB
npoBepku noanucu. HeobsszaTtenbHbIN
napamerp.

CertVerifiersPluginsIds

List<int>

Cnncok naeHTMdUKaTopos NaarMHoB An4
OOMOSTHUTENbHbLIX NMPOBEPOK cepTudmkaTta,
MCNoNb3yeMOro npu NOANUCH.

Ecnun CertVerifiersPluginslds He nepenaH B
3arnpoce uau gBHO ykasaH kKak NULL, To npu
nposepke 6yayT MCNonb30BaTbCA NAArnHbl, y
koTopbix CheckByDefaultRequired = true.

Ecnu CertVerifiersPluginsIds
NPOMHULMANN3NPOBaH, TO 4SSt MPOBEPKM
6yAyT MCNonb30BaHbl MaarnHbl C yKasaHHbIMU
naeHTudmkatopamu. Ecnm cnmcok nycrom —
AOMNOJIHUTENIbHas NMpoBepKa He BbIMOJIHAETCS.

2.3.2. Certificate

O6beKkT coaepXuT nHpopMaunto o ceptTudunkarte, ctTaTtyc KOTOPOro Heo6xoaMMo NpPoOBEpPUTh.

Ta6bnunua 16. CeBoicTBa

o6bekTa Certificate

CBOMNCTBO Tvn OnucaHue
Content byte[] CepTtudwukar.
Cnncok naeHTnduKaTopoB naarnHoB ANst A4O0MNOSHUTENbHbIX
npoeepok cepTudukara.
Ecnu CertVerifiersPluginsIds He nepepaH B 3anpoce uian SBHO
ykasaH kak NULL, To npu npoBepke 6yayT UCNoNb30BaTbCA
CertVerifiersPluginsids | List<int> nnaruHbl, y kotopbix CheckByDefaultRequired = true.

Ecnu CertVerifiersPluginsIds npovHuumManMsupoBaH, To 414
npoBepku 6yayT UCNOMb30BaHbl NAArMHbI C YKa3aHHbIMU
naeHTugukatopamu. Ecnm cnucok nycror — AONOSHUTENbHAs
npoBepKa He BbIMNOMHSAETCS.
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2.3.3. VerificationResultRest

O6beKT coaepXnT NHbopMaLnio o pesyfbTate npoBepkn I nnu ceptndukara.

Ta6bnunua 17. CBoincTBa o6bekTa VerificationResultRest

CBoOMCTBO ™n OonucaHue
CyMMapHas nHgopMaums o
Message string pe3ynbTaTax NpoBepKu
noAanucu.
Result bool Pe3ynbTaT npoBepku noanucm
nnu ceptudukara.
SignerCertificate byte[] CepTtndukar.

SignerCertificateInfo

Dictionary <CertificateInfoParams,

string>

Habop ceegeHuin o
noanuvcaHTe.

Signaturelnfo

Dictionary<SignatureInfoParams

JononHuTenbHble CBEAEHNS O
noanucu.

2.3.4. VsPolicyRest

0O6bekT coaepxut nonntmnky Cepsuca lNMposepku Moanucu.

Ta6bnunua 18. CeoiicTBa 06bekTa VsPolicyRest

CBOMCTBO

Tvn

OnuncaHune

SignatureDescriptions

IList<SignatureTypeDescription>

dopmaTbl NoanncK, KoTopble
MO>HO MpPOBEPUTD.

CertificateVerifiers

List<CertificateVerifier>

3aperncTtpmpoBaHHble
nnaarvHel Ans
OOMNOJSTHUTENbHbLIX NMPOBEPOK
cepTMdmnKaTOoB.

2.3.5. SignatureTypeDescription

O6BbEKT COAEPXUT ONncaHue noaaepxmnBaemMbix ¢hopMaToB NOAMUCH.

Ta6bnunua 19. CeoicTBa 06bekTa SignatureTypeDescription

CBOMCTBO

Tun OnucaHue

SignatureType

SignatureType

MepeuncneHue, cogepxauwee
BO3MOXHble dopMaTbl NognucK.

FileExtensions

IList<string>

CBsa3aHHble pacwmnperus dainos.

2.3.6. SignersInfo

O6BbEeKT coAepXUT cBefeHMs 060 BCEX MOAMUCAHTaX, a TakXXe AOMNOSHUTENbHYI0 MHdOpMaunio

O NognnMCaHHOM AOKYMEHTE.
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Ta6nunua 20. CeBoicTBa 06bekTa SighersInfo

CBOMCTBO Tun OonucaHue

NHdopMaunsa o HaNngeHHbIX

SignerInfoList IList<SignerInfo> NOAMNUCSIX.

JononHutenbHas MHdopMaLums

AdditionalInfo AdditionalSignedDocumentInfo
0 NOANMNCAHHOM [OKYMEHTE.

2.3.7. SignerInfo

OnucaHune ceoicTe obbekTa npeacraesneHo B Tabnuuya 3.

2.3.8. AdditionalSignedDocumentInfo

Ta6nuua 21. CeoicTBa 06bekTa AdditionalSignedDocumentInfo

CBOMCTBO Tvin OnucaHune

Copepxumoe npmcoeanHeHHON

Content byte[] noanucu B dopmate CMS.

2.3.9. CertificateVerifier

Ta6bnunua 22. CeBoincTtBa o6bekTa CertificateVerifier

CBOMCTBO T™vn OnuncaHune

ID int NaeHTudukaTop nnaruHa.

MMs kKnacca, KoTopbii peanusyeTt nHtepdenc

ClassName string ISVSCertificateVerifier.

MonHbIM NyTb A0 danna co cbopkon nnarmHa.

B kauecTBe 3HauYeHNs AaHHOrO NapamMmeTpa MOXHO
yKasaTb NonHbIM NyTb A0 danna co cbopkon, nmbo
Tonbko uMsa dll-parna cbopkn, ecnu nnarnH
HaxoauTcs B cneaytowen anpektopmn: <MyTtb
yctaHoBkun>\Plugins\CertificatesVerifiers

OnucaHue nnaruHa, KotTopoe oTobpaxaeTcs Ha
Be6-nHtepdeice Cepsuca Nposepku MNMoanmcu.

AssemblyName string

PluginDescription string

Mcnonb3oBaTb JIM NO YMOYAHUIO MJiarnH angd

CheckByDefaultRequired | bool
npoBepku cepTudukaTa.

Dictionary<string,

Parameters .
string>

JlononHuTenbHble HACTPOMKK NiaruHa.

2.4. Nepeuncnumbie TUNbl AaHHbIX
2.4.1. SignatureType

MepeuncneHve coaepxuT nogaepxusaemble CepsepoM lNMposepku NMoanucu popmMaThl NOAMUCH.
OnucaHue sanemMeHTOB NpuBeaeHo B Tabnuua 7.
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2.4.2. CertificateInfoParams

MepeyncneHne cCoAepPXWUT BO3MOXHble 3HA4YeHUs oOTobpa)kaeMblXx AaHHbIX O cepTudukaTe.
OnucaHune anemeHTOB NpusBegeHo B Tabnunua 8.

2.4.3. SignatureInfoParams

MepeyncneHne coAepXWUT BO3MOXHble 3HA4YeHUS OTobpa)kaeMmblXx AaHHbIX O cepTudukaTe.
OnucaHune anemeHTOB NpuBegeHo B Tabnunua 9.

2.4.4. VerifyParams

MepeuncneHne coaoep>XUT BO3MOXHbIE 3HAYEHUS AOMOSIHUTENbHbLIX MapaMeTpoB MNpPOBEPKHU
nognucu. OnucaHme anemMeHTOB NpmeeaeHo B Tabnuua 10.
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3. Co3aaHuMe n HacTpoiMka Moayna ANA AONOJIHUTENIbHOM
npoBepku ceptudmnkaToB

Moaynb ons AONONHUTENbHOW NMpPOBEpPKM CepTMdMKATOB AO/IKEH NpeacTaBnsaTb coboi cbopky
.NET. C6opka AOJIXKHA cogepxaTtb ny6nYHbIN Knacc, peanusyowmni MHTepdenc
ISVSCertificateVerifier. NHTepdeiic ISVSCertificateVerifier onmcaH B cbopke
CryptoPro.DSS.Common.dll.

public interface ISVSCertificateVerifier: IDSSPlugin

{
string PluginDefaultDescription { get; set; }

int ID { get; set; }

CertificateVerificationPluginResult Verify(byte[] certificate,
VerifyCertificateArgs args) ;
}

NHTepdelic IDSSPlugin npegocTasnseT MeToq Initialize, KOTOpPbIN OOKeH
MHNUMannM3npoBaTb HO,ClKﬂIOHaeMbIVI MoAy/lb NO NapaMeTpaM, nepegaBaeMbIM Ha BXO4 AaHHOIO MeToAa
B BMAe C/oBaps.

public interface IDSSPlugin
{

voilid Initialize(IDictionary<string, string> parameters);

}

Cnncok A0oNoNHUTENbHbLIX MapaMeTpoB 3a4aéTCs Npu perncrpauum nnarvHa C MOMOLLbHO
koMmaHaneta Add-VsCertificateVerifierPlugin. (cm. XTAKW.00094-01 90 09. Kpuntollpo SVS.
PykoBoacTtso AgMmMHUCTpaTopa).

MeTtoa Verify npuHmuMaeTt cnegyowme napaMeTpbl:

> certificate - ceptudukart ans nposepkun B BuAe maccmea 6anT;

> args - 06beKkT, B KOTOpbIM 6yAyT 3anmcaHbl AONONHUTENbHbIE NapaMeTpsbl.

Mpwn ycnewHoM 3aBeplueHnn paboTbl METOA BO3BpaLLaeT pe3ynbTaT nNpoBepkun ceptudurkara.

Knacc VerifyCertificateArgs onucaH B c6bopke CryptoPro.DSS.Common.dlIl.

public class VerifyCertificateArgs
{

public IDictionary<string, string> Parameters;

}

Mpu 3aBepweHnn paboTbl MeTona Verify Heo6xoanMMo 3anosiHUTb BO3BpallaeMoOe 3HadeHue
CertificateVerificationPluginResult:

public class CertificateVerificationPluginResult

{
[DataMember]
public bool bResult;

[DataMember]
public List<string> ErrorsList;

> bResult — cogepXxuT pe3ynbTaT NpoBEPKN cepTudukaTa;
> ErrorsList — coaepxut coobueHns 06 owmnbkax Npu NnpoBepke cepTudurkarta, ecnm oHu
€CTb.

XKTAN.00094-01 94 03. Kpuntollpo SVS 2.0. PykoBoacTteso paspabortumnka 25




Ta6bnuua 1.
Ta6bnuua 2.
Ta6bnuua 3.
Ta6bnuua 4.
Ta6bnuua 5.
Ta6bnuua 6.
Ta6bnuua 7.
Ta6bnuua 8.
Ta6bnuua 9.

Ta6nuua 10.
Ta6bnuua 11.
Ta6bnuua 12,
Ta6bnuua 13.
Ta6bnuua 14.
Ta6bnuua 15.
Ta6bnuua 16.
Ta6bnuua 17.
Ta6bnuua 18.
Ta6bnuua 19.
Ta6nuua 20.
Ta6bnuua 21.
Ta6bnuua 22.

XT5AKN.00094-01 94

4. NepeuyeHb Tabnuy

Mons knacca SignatureTypeDescription...............ccioiiciee 10
OnucaHue nonen knacca SignersInfo ... 10
OnucaHue nonen knacca SignerInfo...............ooiiiiiiiiiiii 10
OonucaHme nosie KNacca VSPOIICY ... 11
OnucaHue noneu knacca VerificationResult ...................cc 11
OnucaHune noneu knacca VerificationResultEX.................ccoeiiiiiiiiinn, 11
Mons nepeuncrsieHn SignatureTyPe......ccoov it 12
Mons nepeuncnenunna CertificateInfoParams................cccoiiiiiiiiinnns 12
Mona nepeuncnenuns SignatureInfoParams ...............ccceiiiiiiiienn, 13
Mona nepeuncneHnsa VerifyParams..............oooiiiiiiiiiiiiccic e 13
KoHeuHas Touka Certificates ... 16
KoHeUYHas TOUKA POlICY ... ... 17
Lo 2o = =T s 1 7= 0C 1 1 PP 18
MonyuyeHne NHPOPMALIMM O MOANMMCAHTE .....c.oiviiniiniiiiiniitaaneaneaneaneanens 19
OnucaHue cBOMCTB o6bekTa SignedDocument.............c.cvvvevviniiinnnnnn. 21
CBoicTBa o6bekTa Certificate...........ccooiiiii i 21
CBolicTBa o6bekTa VerificationResultRest ....................coiciinn, 22
CBoicTBa 06bekTa VsPolicyRest ... 22
CBoicTBa 06bekTa SighatureTypeDescription ..., 22
CBOMCTBA 06DbeKTaA SignNersINfo...........ccooviiiiiiiiiic 23
CBoiictBa o6bekTa AdditionalSignedDocumentInfo.....................eeeee. 23
CBoiicTBa o6bekTa CertificateVerifier..............ccooviiiiiiiiiie 23

03. Kpuntolpo SVS 2.0. PykoBoacTBo pa3paboTumka 26




	1. Описание интерфейса SOAP для работы с сервисом проверки подписи «КриптоПро SVS»
	1.1. Функции для проверки подписи
	1.1.1. Функция VerifySignatureEx
	1.1.2. Функция VerifySignature
	1.1.3. Функция VerifySignatureAll
	1.1.4. Функция VerifySignatureAllEx
	1.1.5. Функция VerifyDetachedSignature
	1.1.6. Функция VerifyDetachedSignatureEx
	1.1.7. Функция VerifyDetachedSignatureAll
	1.1.8. Функция VerifyDetachedSignatureAllEx
	1.1.9. Функция VerifyGost34102001
	1.1.10. Функция VerifyRawSignature

	1.2. Функции для проверки сертификата
	1.2.1. Функция VerifyCertificate

	1.3. Другие функции
	1.3.1. Функция GetSignersInfo
	1.3.2. Функция GetPolicy

	1.4. Типы данных
	1.4.1. SignatureTypeDescription
	1.4.2. SignersInfo
	1.4.3. SignerInfo
	1.4.4. VsPolicy
	1.4.5. VerificationResult
	1.4.1. VerificationResultEx

	1.5. Перечислимые типы данных
	1.5.1. SignatureType
	1.5.2. CertificateInfoParams
	1.5.3. SignatureInfoParams
	1.5.4. VerifyParams

	1.6. Указание подписи для проверки
	1.6.1. Указание подписи формата MSOffice
	1.6.2. Указание подписи формата XMLDSig
	1.6.3. Указание подписи формата PDF
	1.6.4. Указание подписи формата CMS


	2. Описание интерфейса REST для работы с сервисом проверки подписи «КриптоПро SVS»
	2.1. Формат входных и возвращаемых значений
	2.2. Конечные точки сервиса проверки подписи
	2.2.1. Конечная точка Certificates
	2.2.2. Конечная точка Policy
	2.2.3. Конечная точка Signatures
	2.2.4. Конечная точка SignersInfo

	2.3. Типы данных
	2.3.1. SignedDocument
	2.3.2. Certificate
	2.3.3. VerificationResultRest
	2.3.4. VsPolicyRest
	2.3.5. SignatureTypeDescription
	2.3.6. SignersInfo
	2.3.7. SignerInfo
	2.3.8. AdditionalSignedDocumentInfo
	2.3.9. CertificateVerifier

	2.4. Перечислимые типы данных
	2.4.1. SignatureType
	2.4.2. CertificateInfoParams
	2.4.3. SignatureInfoParams
	2.4.4. VerifyParams


	3. Создание и настройка модуля для дополнительной проверки сертификатов
	4. Перечень таблиц

