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1. O6wme ceBeaeHmnn o Kpunrtollpo SVS

1.1. HazHauyeHnue Kpuntollpo SVS

KpunTtorpadumyeckas 3awmrta wnHbOpMauMM B COBPEMEHHbIX CUCTEMAxX OCYLIECTBASETCA C
NCrosib30BaHMEM CepTUMMKATOB OTKPLITbIX KJ/OYEN Ha OCHOBE MHMPACTPYKTYpPbl OTKPbITbIX KJIOUEN
(MOK, PKI). 3apauvenn NOK saBnsieTca onpeneneHne MNoOJNTUKW BbiNycka LMEPpPOBbIX cepTUdUKaToB,
Bblja4ya UX W MpeKpalleHne OencTBUsi, XpaHeHue uHdopMaumm, Heobxoammon Ans nocneayrLledn
MpoBEpPKM MNpaBUAbHOCTU cepTudukaTtoB. B umcno npunoxeHuin, nogaepxuBawowmx MOK, BxoasT:
3alMLUEeHHas 3/1IeKTPOHHas no4yTa, NPOTOKOJblI MNaTeXeWn, 3NEKTPOHHbIE YEeKWN, 3/1EKTPOHHbIN obMeH
nHdopmaumen, s3awmta AaHHbIX B CeTAX C npoTokosnoMm IP, anekTpoHHbie OpMbl U OOKYMEHTbl C
3N1eKTPOHHOM noanucbio (3M).

Onsa ypoctoBepeHus dakTta MNpUMHaAANEXHOCTU K/OYEBOW Mapbl onpeaeneHHoMy cybbekTty
(06bekTy) B MOK cnyxnT ceptudunkaT Karo4va NpoBepkn — NognucaHHbliii DI 3N1eKTPOHHbIN LOKYMEHT,
coaepxalmnn nHhbopMaunto 0 BnagesnbLe KN4YeBon napbl U K4 npoBepku. MNoanmce cepTudukaTos
OCYLLEeCTB/SETCS AOBEPEHHON TpeTbel CTOpOHOW - YaocTtoBepswwmm ueHTpom (YU). [dosepue K
KntodeBol nape YL Tak)xe OCHOBbIBAETCS Ha ero cepTudukarte, KOTOpbIA MoXeT 6biTb noanmMcaH nmMbo
BbllwecTosawmm YU, nméo camum YU.

B npouecce ynpaeneHuss kawoYamMm YL MMeeT BO3MOXHOCTb OT3biBa BbIMYLEHHbIX WM
cepTMdnKaToB, YTO HEOBXOANUMO AN AOCPOYHOro MpeKpalleHnst nx AeWCTBUS, HanpuMep, B Ciyvae
KoMnpoMeTauum kntoda. lMpouenypa nposepku 3 npegycMmaTpyBaeT MOMUMO MOATBEPXAEHUS ee
MaTeMaTUYeCKON KOPPEKTHOCTU ele M MOCTPOeHWEe, W MNpOoBepKy Lernoykn cepTudukaTos Ao
JoBepeHHoro YU, a Takxxe NpoBepKy CTaTyCcoB CEPTUHUKATOB B LEMOYKE.

Takmm ob6bpa3oMm, nMpoBepka CTaTyCOB CepTU@UKATOB BaXXHa KakK Af9 TMPUIOXEHUN,
ncnonb3yrowmx MOK, Tak M nNpu BeAeHUM AOKYMeHToobopoTa C ucrnonb3oBaHuMeM 31, MOCKONbKY,
HanpuMmep, NpuHATME K o0bpaboTke nognucaHHoro 31 AOKYMeHTa, COOTBETCTBYHOLMN cepTudukaTt
KJ1l0o4a NpOBEPKU 31EKTPOHHOW NOAMMCKM KOTOPOIro npekpaTtun AeNcTBMe, MoXeT 6biTb BMOCIeACTBUM
OCMOPEHO M NPUBECTU K PUHAHCOBLIM NMOTEPSIM.

Ona BbINONHEHWMS npoueayp Bepudukaumm cepTudmukaTa Kada MNPOBEPKU 3S1EKTPOHHOWN
noaANMUCU W TMOATBEPXAEHUS MNOAJIMHHOCTU 3MIeKTPOHHbIX MNOAMUCEN [AOKYMEHTOB MoXeT ObITb
ncrionb3oBaHa Cnyx6a npoBepkn cepTUd@UKaTOB U 31eKTpOoHHOM nognucn «Kpuntollpo SVS» (nanee
— Kpuntollpo SVS), koTopas KpoMe yaA0ob6HOro nosib3oBaTenbCKoro nHTepderica npenocrasngeT Takxke
nporpaMmmHble MHTepdelncel Ha ocHoBe Beb-cepeucos (SOAP, REST).

1.2. Tpe6oBaHUNA K KJIMEHTCKOMY pabouemMy Mmecty

Onepaunn Bepudukaunmm ceptTudukaTa Kaoya MNPOBEPKU 3SNEKTPOHHOM noanucu U
NOATBEPXAEHUSA MOA/IMHHOCTU 3NEKTPOHHbIX MoAMNUCEN [AOKYMEHTOB BbINOJHAKTCA Ha CTOpPOHEe
cepBepa, 4YTo He TpebyeT yCTaHOBKM Ha KOMMbIOTEP KAMEHTa CneunanusnpoBaHHOro NMporpaMMHOro
obecneveHns (Hanpumep, Kpuntollpo PDF, Kpun-tollpo Office Signature, KpuntoAPM). Bcs pabota
knmneHTa ¢ Kpuntollpo SVS npoussogntcs yYepes Beb-6pay3ep.

Onsa obecneueHna aoBepusa K oTBetaM cepsuca Kpuntollpo SVS B3anMoaencTBME C HUM MOXET
npon3BoaAnNTbLCA No NpoTokony TLS.

1.3. NMoaaep>xmBaeMblie (hopMaTbl 3/IEKTPOHHOM NoANUCH

KpunTolpo SVS noaaepxusaeT cneayowme gopMaTtbl 31EKTPOHHOM NOANUCK:
» TMoanwncb ¢dopmata CMS (PKCS#7/CAdES BES, cMm. [RFC5652])

» [llpucoeanHeHHas Noanuchk;
» OTpeneHHas noanuce;

» YcoBepuweHcTBoBaHHasa noanucb (CAJES-T, CAdES-X Long Type 1);
» [llpucoeanHeHHas Noanuck;

» OtpeneHHas noanucs;
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» Moanncbk XML-pokymeHnTOB (XML Digital Signature, XMLDSig);

> HeobpaboTtaHHas (4ucTtas) anekTpoHHas noanuce NOCT P 34.10-2001, N'OCT P 34.10-
2012;

» Moanwucb gokymeHToB PDF (CAdES BES, CAdES-T, CAdES-X Long Type 1);

> Moanuncek nokymeHToB Microsoft Office (Word n Excel).

1.4. BoamoxxHocTtu Kpuntollpo SVS

Ha cepBepe, obecneumBatowem paboty Kpuntollpo SVS, ycTtaHaBnmBalTCcs cleayrolime
KOMMOHEHTbI:

> Beb-uHtepderiic Monb3oBartens,
» SOAP-cepBuc lNpoeepku MNMognucy,
» REST-cepsuc lNposepku Moanucwu.

HacTponka KoHdurypaumm n adAMMHUCTPUPOBaHMe cepBmnca NpomnssoamTcsa ¢ nomowbo Windows
PowerShell.

Kpuntolpo SVS ucnonb3yeT BCTPOEHHbLIN B OC MexaHM3M NPOBEPKU LENOYKM CEPTUPUNKATOB,
ncnonb3ys cob6CTBEHHOE XpaHUAULLE KOPHEBbIX cepTudukaTos YL. 3To o3HayaeT, 4To Heob6xoamMble
Ang noctpoeHns uenodvkun ceptudmkaTbl, CRL nnn OCSP-oTBeTbl 6epyTCs N3 CUCTEMHbIX XPAHUAULL, NN
CKa4yMBalOTCs aBTOMaTUYECKMW.

Beb-mHTepdenc Kpuntollpo SVS MOXHO MCNO/Ab30BaTb HE TOSIbKO KaK CaMOCTOSTeNbHbIN
cepBuUC, HO U MHTerpmpoBaTb B Beb-nHtepdeinc Cepsuca NMoanucm B coctaBe CIM «Kpuntollpo DSS».

Mpu npoBepke AO0KyMeHTOB B Beb-uHtepdence Kpuntollpo SVS B 6paysepe MoxeT
oTobpaxaTbCs coaepXnmoe AOKYMeHTOB. lMoagaepxuBaroTcs cnegyowme popmaTbl 4OKyMeHTOB: PDF,
DOC, DOT, DOCM, DOTM, DOCX, DOTX, XML, FlatOpc, FlatOpcMacroEnabled, FlatOpcTemplate,
FlatOpcTemplateMacroEnabled, ODT, OTT, OOXML, WordML, RTF, HTML, XHTML, MHTML un TXT.

Habop oTtobpa)kaeMbiXx AOKYMEHTOB MOXeT 6biTb pacwumpeH NyTéEM HanucaHus NaarMHoB Ans
HY>XHbIX dopmMmaToB (CM. AOKYMeHT «XTAW.00094-01 94 03 Cnyx6bl YL, 2.0. Kpuntollpo SVS.
PykoBoacTBO paspaboTumnka»).

B kauyectBe kpuntonposangepa MoxeT 6biTb ucnonbsosaHo CK3U «Kpuntollpo CSP» Bepcuu
4.0 BapuaHTa ncnonHeHunsa 2-Base nnn 3-Base.

B kauvectBe OCSP-cepsepa MoxeT wucnonb3osatbcs Kpuntollpo OCSP Server unu ppyromn
COBMECTUMbIN COOTBETCTBYHOLWMUN TpeboBaHnsaM RFC 6960.
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2. BapunaHTtbl ucnonb3oBaHua Kpunrtollpo SVS

KpunTtolpo SVS no3BonsieT opraHn3oBaTb Mpoueaypbl Bepudukaumm ceptudukaTta kawoda
NpPOBEPKN 3NEKTPOHHOW MOAMNUCUA WM MNOATBEPXKAEHUS MOAJIMHHOCTM 3JIEKTPOHHbLIX MoANUCE AN
K/IMEHTOB U BCTPOUTb DYHKLMOHANIbHOCTU 3TUX NpPoLeayp B pas/iMyHble MPUIOXKEHUS.

1. O6paweHune Monb3osaTtensa K Kpuntollpo SVS npoucxoanTt og4HMM 13 cnocobos:

a. NMonb3oBaTenb Kpuntollpo SVS 3anpawwvBaeT y cepsepa NpoBepKy ceptudukaTa
nnun noanmcum vyepes Beb-mHtepdeinc Kpmuntollpo SVS;

b. Monb3oBaTenb obpawaetcs k Kpuntollpo SVS uepes npunoxeHue, peasnsoBaHHOe
¢ ncnonb3oBaHmeMm SOAP-cepBuca nNpoBepKn NoAnnucu.

2. Ecnu 3aTtpeb6oBaHa npoBepka noanucu, NpoBEPSETCA MaTeMaTUYeCcKass KOPPEKTHOCTb
noAnucu, 3aTeM npoBepsieTcs cepTudurkar.

3. [Ansa npoBepku cepTudunkaTta CTpomTCs Lenoyka A0 A0OBEPEHHONO KOpHEBOro YLI.

4. Cepsep Kpuntollpo SVS onpegensiet ctaTyc npoBepseMoro ceptudukaTta n BCen Leno4kmn
no ceptudmnkaTta KopHesoro YL 0AHMM M3 BapMaHTOB:

a. obpauweHnem k CRL, KOTOPbI XpaHUTCS Ha 3TOM CEpBEPE U PEryfsipHO
obHoBnseTCS;

b. obpaweHnem HenocpeacTBeHHO K cepBepy YL, npegHasHadeHHoMy ang nybnamkaumm
akTyanbHoro CRL;

c. obpaweHnem kK OCSP-cepsepy no npotokony OCSP.

5. OTBeT BO3BpallaeTcs nosab3oBaTesnio.

Cxema ucnonb3oBaHuna Kpuntollpo SVS npeacrasneHa Ha PucyHke 1.

PucyHok 1 — - Cxema ncnonb3osaHus Kpuntollpo SVS
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3. KnoueBble ocobeHHocTu KpunTtollpo SVS

Cnyx6a npoBepkun cepTUDUKATOB M 3NEKTPOHHOM noanucu Kpuntolpo SVS uMeeT cneayoume
K/1l0UEBbIE 0CO6EHHOCTU:

>

PeannsyeTr npoBepKy cepTU(PUKATOB M 3NEKTPOHHOM MNOAMNMCKM C YYETOM WMCMNOSb30BaHUSA
POCCMNCKNX KpMNTOrpadmnyecknx anropntMos.

Mcnonb3yeT BCTPOEHHbIN Beb-cepBep Microsoft IIS, noaaepxuBarwLmnn pasnnyHble METOAbI
ayTeHTMdmKaumm n npotokon TLS (SSL).

MoanepxunBaeT pa3BEPTbiBaHME HECKOSIbKUX 3K3EMMISIPOB CNYy»X6bl HAa 04HOM KOMMblOTEpE.
MoxeT nony4yatb MHPOPMaUMIO O CTaTyCcax CepTUPUKATOB U3 CNeAYOLWMNX NCTOYHNKOB!

» JlokanbHO yCTaHOBJIEHHbIE CNUCKM OT3biBa cepTudunkaTtos (CRL);

» CRL, gocTynHble No ceTu;

» Cepsucbl OCSP.

Mpouecc NpoBepKU CTaTycoB cepTudumkatoB peanmdyetca cpeactBamm OC Windows wu
cpeactBamm Kpuntollpo SDK (cM. gokymeHT XTAWM.00094-01 90 10. «Cnyx6bl YL.
Kpuntolpo PKI SDK. PykoBoacTBo pa3spaboTumka»).

YctaHaBnuBaeTcsa ¢ nomouwbio Windows Installer.
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4. NepeyeHb COKpaLWeHnn

CSpP Kpuntonposanaep (Cryptographic Service Provider)

IIS Internet Information Services

IP LlenTp naeHtudmkaumm (Identity Provider)

URL EanHbin ykasatenb pecypcos (Uniform Resource Locator)
WCF Windows Communication Foundation

B basa AaHHbIX

0]® OnepauymoHHaga cnucrtema

MK MporpaMMHbIf KOMMNEKC

no MporpammHoe obecneyeHune

CK3u Cpeactso kKpuntorpadmyeckon 3awnTbl MHpopMaunm
can CepBep a/1eKTPOHHOW Mognucu

aun DneKkTpoHHasa umdpoBas noanuch

Un LeHTp naeHtudmkaumm

OTP One-time password (ogHOpa30BbIM Naposib)

MOA MHorodakTopHasa ayTeHTUdMKauns

yu YpoctoBepsawwmnn LleHTp

HOTP ANroputM ayteHTuduMKaumm C UCrMoNb30BaHMEM OAHOPA30BbLIX Mapojien Ha OCHOBE

HMAC (HMAC-Based One-Time Password Algorithm)
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