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1. O6wme nonoxeHund

Cpeacrtso npMMeHeHus aneKTpoHHon nognucn «Kpuntolpo SSF» npegHasHadeHo ans obopy-
[O0BaHMS aBTOMaTU3MPOBaHHbIX paboumx MecT nonb3oBaTener NporpamMMHbIX MPOAYKTOB, MOCTPOEH-
HbiX Ha nnatdopme SAP Netweaver ABAP (SAP ERP, SAP SRM, SAP CRM, SAP SCM), n BbICTynaeT KaK Mpo-
rpaMMHas «0bepTka» NpuUKIagHbIX AaHHbIX, MPUMEHSIOWMXCA B Pas3/IMYHbIX CLUEHapuax ANs 3awuTbl
OAHHbIX N OKYMEHTOB C MCMOSIb30BAaHMEM MEXaHM3MOB Ha OCHoBe cepTudunkatoB X.509 1 a1eKTpoH-
HOW NOAMNUCK:

e UAEHTMdUKALMA NONb30BaTENEN N NPOLECCOB CUCTEM IOKYMEHTO060pOTa;

e 3JIEKTPOHHAs NOAMUCb NMPUKMIAAHbIX AaHHbIX, 06pabaTbiBaeMbiX B pelieHuax SAP;
e XpaHeHWe AaHHbIX B 3alMLeHHOM dhopMaTe;

e 3allMLLEHHas Nepeaaya laHHbIX Yepes Ny6/InYHbIE CETH;

e [apaHTUpPOBaHWME aYTEHTUYHOCTU N LLESTOCTHOCTUN AaHHbIX.

MporpaMMHoe cpeaCcTBO NpUMEHEHMSs 3eKTpPoHHOM noanucu «Kpuntollpo SSF» npeacrtaenset cobomn
MoAy/b AMHaMn4yecku nogrpyxxaemon é6nbnunotekn (dil), peanmsytowen nHtepdeic (API) «Secure
Store & Forward (SSF)» n obecneumnBatowlen B COOTBETCTBME C 3TUM BbINOJIHEHUE CeayoWnX 3aaay:

e (dopMMpOBaHME W MPOBEPKY YCWUIEHHOM KBanU@PUUUPOBAHHOW 3/1EKTPOHHOW MOAMUCH
AaHHbIX;

e llundpoBaHme 1 paclundpoBaHMe AaHHbIX;
e BbluMcneHune 3HadeHne xew-pyHKLUNK;

o T[ogaepxky ¢opmata kKpuntorpadpumuyeckmux coobuweHunn cornacHo RFC 3852
"Cryptographic Message Syntax (CMS)" ¢ ydetom RFC 4490 "Using the GOST 28147-
89, GOST R 34.11-94, GOST R 34.10-94, and GOST R 34.10-2001 Algorithms with
Cryptographic Message Syntax (CMS)";

o [lloppepxky dopMmata Kpuntorpaduyeckmx COobLEHMA YyCOBEpPLUEHCTBOBAHHOM 3M€K-
TpoHHOM noanucu - CAdES X Long ("CMS Advanced Electronic Signatures") ¢ dukca-
uMen BpeMeHM MoAnuMcaHMs 3NEeKTPOHHOro AOKYMeHTa MOCpeACTBOM peanusaumm npo-
Tokona TSP cornacHo pekomeHpauusaM RFC 3161 («Internet X.509 Public Key
Infrastructure, Time-Stamp Protocol (TSP)») n coxpaHeHueM nHdOpMaumm o cratyce
ceptudukaTta kntoda npoeepku 31 noanMcyYMKa Ha MOMEHT BpPEMEHW MNOAMNMCAHUS
2NEeKTPOHHOro AOKYMEHTa NoCpeAcTBOM peanusauum npotokona OCSP cornacHo peko-
meHgaumaMm RFC 2560 («Internet X.509 Internet Public Key Infrastructure Online
Certificate Status Protocol - OCSP») n xpaHeHneM Bcex AoOKa3aTeNIbCTB MOASIMHHOCTHU
3TOI 3NEKTPOHHOM NoaNucHK;

Mpn 3TOM obecneunBaeTcsa MUCMosib3oBaHue KBa}'IVICbVILl,MpOBaHHbIX CepTMCbVIKaTOB Knoyen npo-
BEPKU 31'IeKTpOHHOl7I noanncun, n3rotaBJinBaeMblX U BblAaBae€MbIX YAOCTOBEPAKOLWNMHN LEHTPaAMN.

CpeAcTBO NMpUMEHEHUS 3MEKTPOHHOM MOAMNMUCU MCMNONb3yeT CPeacTBO Kpuntorpaduyeckon sa-
WKUTbl MHpopMauum (CpeacTBO 3/1EeKTPOHHOM noanucu), obecneumBarollee BbIMOSHEHME clenyowmx
OCHOBHbIX PYHKLUNNA:

e reHepauuto n ynpaBneHue KtoueBor nHdopmaumen;

e (dopMMpOBaHME I1EKTPOHHOM MOAMUCU SNEKTPOHHOIO AOKYMEHTA B COOTBETCTBMU C
FOCT P 34.10-2001, TOCT P 34.10-2012;

e NoATBepXAeHWe NOANMHHOCTU 21EeKTPOHHOM MNOAMNUCK 3NEKTPOHHOIo AOKYMeHTa B
cooTtBeTcTBUM C TOCT P 34.10-2001 n rOCT P 34.10-2012;

e roAcYeT 3HadeHus xew-dyHkumm B cootBeTcTBMM € TOCT P 34.11-94 n FOCT P
34.11-2012;

e wundpoBaHMe 1 paclwndpoBaHng AaHHbIX B cooTBeTcTBMKU ¢ FTOCT 28147-89;
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e (hopMMpOBaHME 3aKPbITbIX U OTKPbITbIX K/OYEN 31EeKTPOHHOW Moanucun v wudpo-
BaHUS;
e unaeHTMdMKaUUO, ayTeHTUdUKaumo, WwudppoBaHme, MMUTo3awmnTty TLS coeauHe-
HUA.
CpeanctBo kpuntorpaduyeckon 3awmtbl WHGopMauum (CpeacTBO 3/1IEKTPOHHOM MOAMUCK)
OOJIKHO COOTBETCTBOBATb KpuntorpaduueckoMmy wmHtepdency komnaHum Microsoft - Cryptographic
Service Provider (CSP).

Cpeactso kpuntorpaduyeckonm 3sawmTbl MHGOpMaumm (CpeacTtBo 3S/EKTPOHHOW MNOAMUCK)
DosmkHo peanusoBbiBaTb TOCT P 34.10-2001, TOCT P 34.10-94, TOCT P 34.11-94 n IT'OCT 28147-89
c ydyetoM RFC 4491 "Additional Cryptographic Algorithms for Use with GOST 28147-89, GOST R
34.10-94, GOST R 34.10-2001, and GOST R 34.11-94 Algorithms".

Cpeactso kpuntorpadumyeckonm 3sawmTbl MHGOpMaumm (CpeacTtBo 3S/EKTPOHHOW MNOAMUCK)
OO/DKHO noAadepXxuBaTb cepTuduKaTbl OTKPbITbIX Ko4ven ctaHaapta X.509v3 cornacHo RFC 5280
"Internet X.509 Public Key Infrastructure. Certificate and Certificate Revocation List (CRL) Profile" c
yuyetoM RFC 4491 "Using the GOST R 34.10-94, GOST R 34.10-2001, and GOST R 34.11-94 Algo-
rithms with the Internet X.509 Public Key Infrastructure Certificate and CRL Profile".

Cpeactso KkpunTorpaduyeckon 3awuTbl WH@oOpMauum (CpeacTBO 3/1eKTPOHHOW noAnucK)
OO/MKHO nogaepxmeaTtb opmaTt kpunTorpadumyeckmnx coobuweHnin cornacHo RFC 3852 "Cryptographic
Message Syntax (CMS)" ¢ yyetom RFC 4490 "Using the GOST 28147-89, GOST R 34.11-94, GOST R
34.10-94, and GOST R 34.10-2001 Algorithms with Cryptographic Message Syntax (CMS)".

MporpaMMHoe CpeACTBO NMPUMEHEHMS INEKTPOHHONM noanucu ansa obopyaoBaHMs aBTOMaTU3N-
pOBaHHbIX pabounx MecT nonb3oBatenem GyHKUMOHUPYET B 32-yX U 64-n pa3psagHbiX cpegax cne-
AyoLwnx onepaumoHHbIX CUCTEM:

e Microsoft Windows 2000 / XP / 2003 / Vista / 2008 / W7 / 2008 R2 /2012;
e OC cemerictBa Linux, yaosnetsopstowmx LSB 3.1 v Bbiwe;

e FreeBSD 7.X 1 BbllWe;

e AIX5.3un6.x;

e Solaris 10 u BblILLE.
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2. NHctannaunga NO «Kpuntollpo SSF»

2.1. YcraHoska CK3U Kpuntollpo CSP.

Ons dyHKUMoHMpoBaHusa moayns «Kpuntollpo SSF» HeobxoanmMo, 4YTO6bI Ha LE/eBOM KOMMb-
toTepe 6bi10 NpeaBapuTenbHo yctaHoseHo CK3U Kpuntollpo CSP (Bo3MOXHO ncnonb3oBaHne CK3U
Kpuntolpo HSM). CBeaeHns n MHCTPYKLUMK MO yCTaHOBKe, yKa3aHHbiXx CK3W npuBeneHbl B COOTBET-
CTBYHOLLEN AOKYMEHTALWM HA AaHHble NMPOAYKThI.

2.2. YcrtaHoBka auctpmbytuea Kpuntollpo SSF
YctaHoBka anctpmbytmea Kpuntollpo SSF goskHa Npou3BoaMTbLCA MoJib30BaTeNeM, UMEKLWMM
npasa agMMHUCTpATOpa.

Ons ycTaHOBKM nporpamMMHoro obecneyeHms 3anycTtmte YCTaHOBOYHbLIA MSi MOAYSb, COOTBET-
CTBYIOWMNI pa3pagHocTu uenesoit OC, nnu moaynb SSFSetup.exe ¢ amctpmbyTuBHOro amcka. MNpu
3TOM bygeT 3anyuweH MmacTep yctaHoBkM Moayns «Kpuntollpo SSF».

4 Kpunrolpo SSF .

Bac npHBETCTBYET NporpaMMa ycTaHoBKH
Kpantollpo S5F

MporpaMmMa BeINONHKT YCTaHoeky KpunTolpo S5F 1.00.0008
Ha KOMMBKOTEP. [NA NpOOoTHEHMA HEHKMMTE KHOMKY “fdanee”,

MPEAYTIPEAR AEHWME: [aHHaA NporpamMMa SalMuLeHa 3akoHaMM

g T | off BETOPCKMX MPEEAX M MEXAYHAPOAHEMY COrMALLEHHAMH,
I‘a__,fr LT | _JTLJ

QQE

LY j"l. D

azan Lanee = ] | OTMeHa

B cneayrouweM okHe MacTepa YCTAaHOBKW O03HAKOMbTECh C JIMLEH3NOHHbIM COrflalleHneM Ha uc-
nono3osaHue MO KpunTtollpo SSF. Ecnu Bbl cornacHbl cO BCEMU MyHKTaMU COrnalleHus, BblaenuTe
NYHKT «5 MPpUHUMaO YCI0BUS NIMLEH3NOHHOIO CornawleHmnsa», n Haxvute danee.
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ﬁ Kpwnrollpo SSF — I ﬁ

NMuuEHINoOHHOE COrnaleHne

HDH{EJ'I'!,I'ﬁL_l'Er BEHMMaTENEHO NPOYTHTE CNEQYHIWEE NMUEHSHMOHHOE
cornaeH4e,

BEHUMATENEHD C3HAKOMETECE C NMUEHIWCHHEIM »
COMAWEHWEM HA MCNONE3OBAHWE W3OENMA

NUUEH3WOHHOE COrMALUEHME

1. TepMWHElI W CNpeasneHK A,

1.1. HacroAwee IMUEH3SWOHHOE CornaweHne ABnAeTcA obwen odeproi
000 "Kpunto-MNpo" W Nonb3oBaTtenem - U3UYeckiM Mnu
HIPHMAWYECKMM NHUCM. HacToAwee JIMUWEH3IMOHHOS CornalweHne B
CNY4Y3E COrNAacKA, BoIpaMEHHOrD B GOopME MONYAHKA B TEYEHWE 7 -

'@ A NpUHKMMEKD YONOBWMA NMUEHSWOHHOrD COrNaweHMa

k : | Ane MPpAUHKMaKD YCNoOBMA NMUEHZMOHHOrD CornaleH A

KPHMTOIPO

[ < Hazag ][ Lanee = ] [ OTmeHa ]

Onsa panbHenwen yctaHoBkn Kpuntollpo SSF HaxmuTe Oanee. Crneaywowmm warom Heobxo-
AVMMO BBeCTU MHMOPMaLMIO O Mosb3oBaTesie, NPOM3BOASLLEM YCTaHOBKY, OpraHM3aumMn n npeaocras-
JIEHHOW NTNLUEH3MM Ha NCMNOoMb30BaHME MOAYNS.

1’{‘;‘ Kpuntollpo SSF I et S|

CBeOEeHnA 0 NoNbL30BaTENE

YKEmHMTE CBeaeHua o cebe,

Mones30EaTENk:

|ME:aH HMeaHoB

OpraHvsauma;

|}(pb1nTu:| {lpo

CepuiiHBIA HoMEP:

BEEAMTE CEPMIMHEIN HOMED, COOTBETCTEYHOLLMIA NMUEHSMOHHOMY COr NALWIEHMKD,
BEs 3a30aHHOMD CEPMIAHOND HOMEDA CPOK ASACTEMA NPOAYKTa 30 oHENA,

KPAMTOIIPO

< Hazan ][ HDanee = ] [ OTMeHa

Ecnu He BBOANTL CepuiiHbliA HOMEp NuueH3un, To byaeTt yctaHoBneHa BpeMeHHas (Ha 3 mecs-
La) o3HakoMmuTenbHas AnueH3ns. CepuiHbIi HOMEpP JIMLEH3UN MOXHO OyaeT BBECTU Mo3xe, C UC-
No/Sb30BaHMUEM KOHCONWU ynpasneHus nuueHsmamu Kpunto-Mpo (cm. n. 3.1 BBoag cepuiHbIX HOMEPOB
nvueHsunn ansa moaynen «Kpunrtollpo SSF»).
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Mocne HaxaTusa KHOMKKM [lanee nporpaMmma yCTaHOBKM O0TO6pasuT AManoroBoe OKHO, B KOTO-
poM HeobxoamMMo BbibpaTb BUA YCTAaHOBKMU.

ﬁ Kpunrollpe 55F LX)

Ban ycTranoBKH

BbIEEII:I Haubonee NoAXOAALLEND BU0S YCTAHOBKH,

BrIDEpMTE BUA YCTAHOBKM,

@ Monxwan

ByayT YCTEHOBNEHB BOE KOMNOHEHTEI NporpamMmel. {TpebyeToa
RONbWE BCErD MECTE Ha AMCKE. )

Buibopounan

EI:-IEI:ID HEOBXOOMMEIX KOMNOHEHTOE nporpaMMel M NankM
YCTEHOBKMW, PECC4MTEHa Ha onbITHBIX MoNL0BaTENEN,

KPHMTOIPO

| < Hazan H lanee = ] | OTMeHa |

BbibopouHas ycTaHOBKa MO3BONSIET BbibpaTb MecTo B KaTasore, Kyaa HeobxoAMMo yCTaHOBUTb
moaynb Kpuntollpo SSF.

Cnenywlllee OKHO MacTepa CNyXWUT ANS NOATBEPXIAEHUSA yCTaHoBKU. [Mpn HeobxoammocTu
MOXXHO BEPHYTbCSl Ha3aj M nepeonpenennTb NnapaMeTpbl YCTaHOBKM.

B naHHoM peanunsaumn dpopmata CADES He ponyckaeTtcs ncnonb3osaHme OCSP oTeeToB, Y KO-
Topbix none ThisUpdate (BpemMsa Hauana gencteus OCSP oTBeTa) MeHblUe BPEMEHM, YKa3aHHOM B
wraMne BpeMeHu. T.e. nHpopmaumsa o6 oT3biBe cepTudmKaTa A0KHA 6biTh «CBEXeN», Aabbl UCKIIO-
UMTb WMCMNONb30BaHME HEAOCTOBEPHOW WHpOpMaUMK O cTaTyce cepTudukata Ha MOMEHT MNOAMUCK.
Kpome aTtoro npu otcytcteum B OCSP otBeTe nons NextUpdate (Cpok OKOHYaHUSA AENCTBUSA UHGOP-
Mauum o0 cTtatyce ceptudukata B AaHHOM KOHKpeTHOM OCSP oteeTte), 3HadeHue nons ThisUpdate He
OO/DKHO MpeBbilaTh BpeMsl, yKa3aHHOe B WTaMne speMeHn 6onee yem Ha 5 MUHYT. MNMo3TOMy Heobxo-
ONMO CreguTb 3a CUHXPOHM3AUMEN BpeMeH yKasaHHbix cnyx6 (TSP, OCSP), ocobeHHO, ecnu OHMU
pacrnonaraltTcsl Ha pa3HblX CepBepax.

Mpu popmupoBaHum coobueHmn 2N no dopmaty CADES B TOM cnyvae, ecnn moaynb «Kpun-
TolMpo SSF» monyuyaetr OCSP otBeT oT cnyx6bbl OCSP co 3HayeHneM BpeMeHeM B none ThisUpdate
MEHbLLMM, YEeM B MOJSIYYEHHOM LUTaMMe BpeMeHun, oH byaeT npogosmkaTb nocbiiate OCSP 3anpockl ¢
HEKOTOPbIM MHTEPBANIOM A0 TEX MOp, NOKa 3TU BPEMEHA HEe CTaHYT, XOTS Obl paBHbIMU.

B cnyuae, koraa ansa dopmupoaHma I no dopmaty CAdES mcnonb3yloTcs NporpamMmMmHble
CpeacTBa ApYyrux MpousBoAUTENen, KOTOpPble B 3TOT MOMEHT He MPOBepsioT pacXoXAeHue BpeMeHu
wTamna speMeHn n OCSP oTBeTa, MOXeT BO3HUKHYTb CUTyaums, KOrga OKpyrieHHoe 40 CeKyHpn Bpe-
M OCSP oTBeTa OKaXeTCs MeHblle HEeOKpyrneHHoro BpeMeHu wtamna (ao 0.5 cek). Moagynb Kpun-
TolMpo SSF npu npoBepke I TakmMx coobLEHNI MOXET BblaaTb owunbKy. [na npeaoTBpalleHns Taknx
CUTyaumn MoxeT ucnonb3oBaTbca napameTp AllowedExceedingTSPoverOCSPTime B HacTpolikax noau-
Tukn moayna CAdES («[onycTMMoe npeBbllleHNE BPEMEHW LUITaMMNa Ha4d BPEMEHEM Hayasa AencTBuS
(ThisUpdate) OCSP otBeta B CAdES coobuweHuax. Ot 0 go 10 cekyHa»). 3HayeHmne AaHHOro rnapa-
MeTpa MoxeT b6biTb 3agaHo npu yctaHoBke Moayns Kpuntollpo SSF Ha npeactaBNeHHOM HuMxke
3KpaHe. B pe3ynbTaTe yKasaHHOe 3HaudyeHne 6yper 3aHeceHO B Peectp Windows B Kkatod
HKLM\Software\Policies\Crypto-Pro\CAdES\.
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ﬁ Kpwnrollpo SSF

|

MoTOBa K YCTAHOBKE NpOrpaMMbl

MporpaMmMa roToBa K HaYany YCTSHOBKH.,

HaHMUTE KHOMKY "YCTaHOBWTE , YTobbl HEYETE YCTAHOBKY.

YUrobbl NpOCMOTPETE MAK M3MEHWTE MAPAMETPEI YCTEHOBKM, HEMMMTE KHOMKY "Hazan"™.
HaMuTe KHoMKy "OTMEHE"™ ANA BRINOAE M3 NPOrpaMMel,

(ThisUpdate) OCSP oteeTa B CADES coofwenuax, OT 0 oo 10 cekyHa.

KPHMTOIPO

JonycTUMoe NPeBLILEHWE BDEMEHK WTAMNE HAA BpEMEHEM Ha4ana nEdCTEMA |I:|_

[ < Hazag ][ ¥CTaHOBWTE ] [ OTmeHa

[na noaTeepXAeHNa HaXXMUTE KHOMKY YCTaAaHOBUTD.

lMocne BbINONMHEHMS BCeX OMNMCaHHbIX WaroB Mactep yctaHasnmeaeT MO Kpuntollpo SSF, co-

npoBoXaas hencrems KOMMEHTapUusaMn.

[ ———
ﬁ Kpunrollpe 55F I el

¥Ycranosxka Kpuntollpo S5F

YCTaHaBNME3MDTCA Elblﬁl:lElHHblE KOMMNOHEHTEI NPOrpaMMel.

|E|_ JoaWTeCh OKOHYaHKMA YCTaHoBKK KpunTollpo S5F,. 3To MOKET 3aHATE
7 HECKONEKD MAHYT.

CocToAHKe:

KPHMTOIPO

1o OKOHYaHUKM YCTAHOBKM MacTep MokKa3biBaeT OKHO C MoATBEepXAEeHUEM YCHeUJHOVI YCTaHOB-

KU1, roe Heo6xoanuMo HaxaTb KHorky FoToBoO.
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ﬁ Kpwnrollpo SSF Liz-,l

MporpammMa ycraHoekn "Kpuntollpo SS5F
FaBepueHa

YrTaHoBKa KpunTollpo S5F” yonelHo sageplieHa. HammMuTe
kHoMKyY “ToToB0"™ ANA BEIXOAE M3 NPOrpaMMEl .

o R
& t‘:, I JJ[LJ

| )

et
e
LI

-~

Mpn nepeyctaHoBke/yganenmnn auctpubytmea Kpuntollpo SSF cneayet nepeycraHosutb 1 MO
Kpuntollpo CSP.

2.3. YcraHoBka auctpmbytuea Kpuntollpo SSF B OC UNIX/Linux
B OC cemencrtea UNIX/Linux auctpnbytmebl npoayktoB Kpunto-lpo npeacrasnsitor cobon
YCTaHOBOYHbIe NaKeTbl, 06LWenpuHATbIE AN Kaxaon KOHKpeTHon OC.
Hanpumep, anga OC Linux - 310 rpm nakeTbl, ang OC Solaris - .tar.gz nakeTbl U T.4.
[nga ycTaHOBKM MCNOMAb3YOTCA CTaHAapTHble ycTaHoBLwukn OC.

Onsa dyHKUMoHMpoBaHua moayns «Kpuntollpo SSF» Heobxoanmmo, 4To6bl Ha LEeeBOM KOMMb-
toTepe 6b110 NpegBaputTenbHo yctaHoneHo CK3UW Kpuntollpo CSP (Bo3MOXXHO ucnosb3oBaHne CK3U
KpuntolNpo HSM) Bepcun 4.0 u crapwe. CBeAeHUS U MHCTPYKLMW NO YCTaHOBKe, yKa3aHHbIXx CK3U
npuBeAeHbl B COOTBETCTBYOLWEN AOKYMEHTauMn Ha AaHHble NPOAYKThI.

Janee Heobx0ANMO yCTaHOBUTbL NM60 3 OTAENbHbIX NakeTa B YKa3aHHOM MNopsaKe:
- KnueHT cnyx6bl LUTaMNOB BpEMEHU

- KnueHt cnyx6bl OCSP

- CADES SDK

nmbo yctaHoBuTb Habop «Kpuntollpo 3UIM» Bepcum 2.0 nnn HoBee cornacHoO AOKYyMeHTaumu
Ha AaHHbIA NPOAYKT.

lMocne ykasaHHbIX Waros HeobxoanMo ycTtaHoBUTb nakeT «Kpuntollpo SSF»

Hanpumep, B OC Linux no nepBoMy BapmMaHTy HEO6XOAMMO BbIMOMHUTb KOMaHAbI:
rpm —ivh Isb-cprocsp-tsp-util-64-4.0.0-4.x86_64.rpm

rpm —ivh Isb-cprocsp-ocsp-util-64-4.0.0-4.x86_64.rpm

rpm —ivh Isb-cprocsp-cades-64-4.0.0-4.x86_64.rpm

rpm —ivh Isb-cprocsp-sapssf-64-4.0.0-4.x86_64.rpm

11
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B OC Solaris nakeTbl CHa4ana pa3apXnuBUpPYHOTCS:
gzip -d <mnmsa naketa>.tar.gz

tar —xf <uma naketa>.tar

MoToM ycTaHaBnmBatoTcsa KomaHgon pkgadd:
pkgadd -na ./admin -d . CPROTSPutlx

pkgadd -na ./admin -d . CPROOCSPutx

pkgadd -na ./admin -d . CPROCadesx

pkgadd -na ./admin -d . CPROssfx

lMpwn ycTaHoBKe MakeToB aBTOMAaTU4YECKU MPOMUCbIBAIOTCA BPEMEHHble O3HAaKOMUTESbHbIE N-
ueHsuu (ansa knmeHta TSP, OCSP v ana moaynsa Kpuntollpo SSF), aencTByowmne B Ted4eHne 3-x me-
CSIUEeB C MOMEHTa MNepBON YCTaHOBKMU.

Mo ncreyeHnun Tpex MecsiueB MCNOMb30BaHWe AaHHbLIX Moaynen 6yaeT Bo3BpalwaTb ownbky. B
XXYpHane oHa MoOXeT 6biTb naeHTMdUUMpoBaHa no koay ownbkm — 0x8007064A.

AN yCTaHOBKW NOCTOSIHHbIX SINLEH3UI HEOH6X0ANMO BOCMNO/b30BaTbCA KOMaHAaMMU:

- 4onsa knmeHta TSP:

/opt/cprocsp/bin/<npoueccopHas apxutekTypa>/tsputil license —-s <Homep nuMueH3Nn>
- onsa knmeHta OCSP:

/opt/cprocsp/bin/<npoueccopHas apxutekTypa>/ocsputil license -s <HOMep AUUEH3NN>
- ana moaynsa Kpuntollpo SSF:

/opt/cprocsp/bin/<npoueccopHas apxutekTypa>/ssflicense <HoMep nuueH3nn>

12
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3. Hactpowuka MO «Kpuntollpo SSF»

3.1. BBOA cepuiHbIX HOMEpPOB NNUeH3nn ana moaynen «Kpuntollpo SSF»

Mpwn ycTaHoBKke nporpaMMHoro obecneueHuns «Kpuntollpo SSF» 6e3 BBOAA /INLEH3NM NONb30-
BaTeNl0 MpenoCcTaBnseTcs J/MUEH3Uss C OrpaHW4YeHHbIM CpPOKOM AeWUCcTBuA. [Ons WCnosb30BaHUS
«Kpuntolpo SSF» nocne okOHYaHMs 3TOro CpokKa Mofib30BaTeslb AOJIXKEH BBECTU CEPUINHbIN HOMEp C
6naHka JlInueH3nu, Nosy4YeHHOW y opraHusaumm-paspaboTymka mnam opraHusaumu, MMelowen npasa
pacrnpocTpaHeHuns npoaykTa.

Lna BBoga nmueH3nu BblrnosHuTe [lyck -> [lporpammsl -> Kpunto-llpo -> YnpasieHue -
ueHzusamu Kpunrtollpo PKI. B ocHacTke YrnpasneHue nnueH3nsammn Kpuntollpo PKI Bbibepute npoayKT,
JINLEH3UI0 Ha KOTOPbIN Bbl XOTUTE BBECTU. B KOHTEKCTHOM MEHIO BbibepuTte Bce 3agaumn - Beectu ce-

DUIAHBIN HOMEP.

& DVD-cryans Windows

& Internet Explorer (54-paspagHeiii)

E Internet Explorer admin

# Windows Media Center

@ Konnekuws ragxetos paBouero crona JoxymeHTs
@ Mporpamme! Ne YyMoAYaHU

|3 Npourpriatens Windows Media Vzobpaxerna

-+# CpegcTteo npocmoTpa XPS
(5 ®akcer v ckanmpoeadne Windows il
Ej UenTp cBHoenerna Windows

§ Asrosarpysra Komnetotep

L Wrpe

MaHens ynpasneHmna
. Kpunto-Mpo o

|2 Kpunrolpo CSP
= Kpuntollpo PEI

YcrpoicTea v npuHTEpHI

@] Copamiman) Mporpammbl NO YMOAHaHAH
W Ynpaenedne nuuerzuamn Kpuntollpo PEI

. OGonywmneaHue Cnpaeka u nogaepxka
. CraHaapTHblE

Hazag

o - [ ——— —
Halmu npozpames U galia [ 3asepiuenwne paboTol |

KpoMe ucnonb3oBaHWs NULIEH3MW Ha MCnosb3oBaHue moaynsa «Kpuntollpo SSF», B cnyuae
HeobxoaAnMMOCTM B (POPMUPOBaHUM YCOBEPLUEHCTBOBAHHOM 31eKTpoHHOW noanucu (dopmat CADES),
Heo6Xxo0ANMO TakXe BBECTU CcepuiiHble HOMepa JIMLEH3MA Ha UCNOoNb30BaHne KianeHToB cnyx6 OCSP un
TSP.
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& ¥npasne nwe avue Hawamu Kpuntollpo PKI Q@E|

KoHcone  fdedcTeMe  BHa

PR 2E &

¥MPagneHHe NHLEHZHAMH

2 KpunToMpo C5P
"J FKpunTolpo S5F
FKpunTolpo WinLogon
_-j] FpHnToMpo TSP Client

EE Kpunrolpo OCSP Client

Crnpagtka

MNpoayeT
IE2 KpmnToNpo CSP
él{pnnmﬂpu S5F
%I{pnnml‘lpo WinLogon
ﬁl{pmnml‘lpo TSP Client
KpunTolpo OCSP Client

BepcHa
3.6.7777
1.00.0008

NHueHzHA
CepeepHan
D3HAKOMHTENEHAA

CTaHAapTHAA
CTaHAapTHaA

==l x]

Cpok AEACTEWA
HearpaHi4eH
25.06.2014

FK.AHEHT HeorpaHu4e., ..
19.04,2014
19.04,2014

3.2. BBoa cepuiHbIX HOMepoOB nNuueH3nn ana moaynen «Kpuntollpo SSF» ans

OC UNIX/Linux

Mpwn yctaHoBke ANCTpMbYTUBHbIX nakeToB B OC cemerictea UNIX/Linux aBTOMaTM4ecku npo-
NMUCbIBAOTCA BPEMEHHbIE 03HAKOMUTENbHbIE NnueH3nn (ans kaneHta TSP, OCSP n gna moayns Kpun-
Tolpo SSF), gencreytowme B TeHeHne 3-x MecsueB C MOMEHTa NepBO YCTaHOBKM.

Mo ncreyeHnn Tpex MecsueB MCNOMb30BaHWe AaHHbIX Moaynen 6yaeT Bo3BpalwaTb ownbky. B
XYpHane oHa MoXeT 6biTb naeHTuduUUMpoBaHa no koay owmnbkn — 0x8007064A.0nsS yCTaHOBKKM MNO-
CTOSIHHbIX NIULEH3MN HEO6X0AMMO BOCMONb30BaTLCA KOMaHAAMMU:

- 4onsa knmeHTa TSP:
/opt/cprocsp/bin/<npoueccopHas apxutekTypa>/tsputil license -s <Homep nuueH3nn>
- 4nsa knmeHta OCSP:
J/opt/cprocsp/bin/<npoueccopHas apxuTtekTypa>/ocsputil license —s <HoMep AMUEH3NN>
- ana moaynsa Kpuntollpo SSF:
/opt/cprocsp/bin/<npoueccopHas apxutekTypa>/ssflicense <HoMep nuueH3nmn>

CoOTBETCTBEHHO, MPOCMOTpPETb VIHdDOpMaLI,VIIO 06 YCTAQHOBJIEHHbIX NTMUEH3NAX MOXHO MpU No-
MOLKN KOMaHA:

/opt/cprocsp/bin/<npoueccopHas apxuTtektypa>/tsputil license

/opt/cprocsp/bin/<npoueccopHast apxutekTypa>/ocsputil license

/opt/cprocsp/bin/<npoueccopHas apxutekTypa>/ssflicense
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3.3. HacTpoiika napaMeTpoB yCOBEpPLUEHCTBOBAHHOM 3/IEKTPOHHOW NOANUCH

CoobuieHns Ha ocHoBe dopmaTa «CADES» npeacraBnsitoT cobon coobueHms yCcoBepLIEHCTBO-
BaHHOW 3nekTpoHHOW nognucn (3M) - CAdES X Long Type 1("CMS Advanced Electronic Signatures").
dukcauma BpeMeHn noanncaHmsa 31eKTPOHHOIro AOKYMeHTa B AaHHOM dopMaTte peanusyeTcs nocpea-
CTBOM BKJ/IIOYEHUS B COO6WEHMS WTAaMNOB BPEMEHU COrflacHo pekoMeHaauussm RFC 3161 («Internet
X.509 Public Key Infrastructure, Time-Stamp Protocol (TSP)»). CoxpaHeHune nHdopMaumm 0 cTaTyce
ceptudukaTa Katoda nposepku Il nognucymMKa Ha MOMEHT BPEMEHU MoANMMCaHuUsa 3NEKTPOHHOIro A0-
KyMeHTa obecrneuymBaeTcs MOCPEeACTBOM BKJ/IOYEHUS B COOOLLEHME NOAMMCAHHOrO OoTBeTa CNyXO6bl
OCSP, dopmupyemoro cornacHo pekomeHpgaumaMm RFC 2560 («Internet X.509 Internet Public Key
Infrastructure Online Certificate Status Protocol — OCSP»). KpomMe 3Toro B coobuieHue BK/IOYaAOTCH
BCE NpoymMe AoKa3aTenbCTBa NOAJIMHHOCTU KOHKPETHOM 3NEKTPOHHOM NOAMNCH.

Ons dopMupoBaHma cooblieHnn ycoBeplleHCTBOBaHHoOM 3O HeobxoamMm aoctyn K cnyxbe
LUTAaMMOB BpeEMEHU U cnyxbe akTyanbHbIX CTaTyCcoOB cepTUdUKaToB. [aHHble CNyX6bl 06bIYHO pa3Bo-
paumMBaloTCs B MHGPACTPYKTYpe yAOCTOBEPSIOWMX LEHTPOB M MNPeAoCTaBASOT OTKPbITbIA AOCTYM K
cBouM cepsucam. [loctyn, B 60/bLLUMHCTBE Clly4yaeB, OCyllecTBaseTcs no npotokony HTTP(s). Bpems
Ha cepBepax cnyx6 AonXHO 6bITb CMHXPOHM3MpOBaHO. Hanpumep, ®opmat Il cades npn dopMupo-
BaHMKM Dl He AONyCKaeT pacxOoXAEeHWs BpeMeHMW LiTaMmrna M BpeMeHu ocsp-oTeeTa 6onee yem Ha 60
cek.

Ecnu agpec cnyx6bbl akTyanbHbiX cTaTycoB ceptudukatos (OCSP) mssnekaetca us ceptndm-
KaTa, To agpec cnyx6bbl WTaMNoOB BpeMeHU HeobX0AMMO yKa3biBaTb MPUIOXKEHUAM SIBHO Yepe3 BO3-
MOXHble dalnbl KoHbDUrypaumm uam yepes NporpaMmMHbIi MHTEpPdENC.

Moaynb «Kpuntollpo SSF» ncnonb3yeT Ana 3Toro HaCTporku rpynnoBbix nonutuk B OC Win-
dows. Auctpmbytme «Kpuntollpo SSF» yctaHaBnmaeT wabnoHbl rpynnoBbiX MOAUTUK KIANEHTOB
cnyx6 OCSP u TSP. [lna aoctyna K HUM 3anyCTUTe KOHCOMb YrnpaBAeHUs rpyrnnoBbIMA MOANTUKAMMU
OC Windows npu nomoLim KOMaHAabl:

gpedit.msc

Ha 64-pa3psigHblX MalwWHaX C yCTaHOBMNEHHOW 32 pa3psaHON Bepcuen Moayns HeobxoauMo
3anyckaTb KoOMaHAay:

mmc -32 gpedit.msc
B OTKpbIBLLUENCS KOHCONN:
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-
=] PepakTop nokansHo# rpyNNOSo NoAMTHKK

="

@ain  Jeficteme Bug Cnpaska

e 1@ =z HE 7

=] Meautuka "MokankHelid komnsoTep” -
4 A KoHdurypaums komneroTepa
|| Kondumrypauma nporpamm
> || Kondurypauyna Windows

4 [ AQMHHWCTPaTUBHBIE WABAOHE

- || Komnonextel Windows

»

MNaHens ynpaeneHua
MpuHTEpEI
CeTe
Cucrema
Knaccuyeckne agmuHNCTRATHE
~| KPUOTO-NPO
| Kpwnrelpe CSP
~| KpuntoMpo QCSP Clien
| Kpwuntolpo TSP Client
'z Bce napamerpel

" rrrryee

m

4 i, Kondurypauma nonssosatens
|| Kondumrypauma nporpamm
> || Kondurypauyna Windows
4 [ AQMHHWCTPaTUBHBIE WABAOHE

s KomnoHentel Windows
Menro «[Tyck= n naHene 3agau
QOBwme nankn

Manene ynpaeneHun
PaBouwii cton

Cete

Cuctema

Knaccudeckne agMUHNCTRATHE

(O R B R ) )

~| Kpunto-Mpo
| KpuntoMpo OCSP Clien|
| KpuntolMpo TSP Client

Bce napamerpel -
1 | &

CocToaHue

\iz| Monce: BkntoYaTeE None ‘nonce’ B 3aNpoc No YMonYaHue
\i=| Monce: sanpertnTe HENons30BaHUE NONA 'Nonce’ B 3anpocax
\iz| Nence: pazmep nona ‘'nonce’ B 3anpocax

/i£] Monce: TpeBoEaTe MCNOABICEAHME NOAA NONCE' B 3aNpOCax
| ANropuTMEL 2NTOPUTI X3LLMPOEAHNA MO YMONYaHWID

| AnropuTMEl 3aNPELLEHHBIE ANMOPHTME] X3LLWPOBAHWA

| AnropuTMel: paspellEHHbIE AAMOPHTME! X3LLWPOBAHWA

i=| AyTenTudnkayna (NpoKcH-cepBep): 3aNpeLLEHHbIE THMEBI

==

2| AyTeHTudnkauna (NpokcH-cepeep): 3anNpeLLEHHBIE THIB (C .

2| AyTeHTudmkauma (NpokcH-cepeep): TUN NO YMONY3HUHE

2| AyTeHTudukaumua (NpokcH-cepEEp]): TUN NO YMONY3HARS (C ...

[iE| AyTeHTUMKALMAL 3aNPELLEHHBIE TUMEI

[i=| AyTEHTUMKALMAL 3aNPELLEHHBIE TUNBI (€ MENOAE30BAHWEM. .,

| AyTEHTUGMKALMA: TN NO YMOIY3HUHE

=

| AyTeHTUMKALMA: TUM N0 YMONHAHWHD (C MCNOABDEIHHEM ..,
2] 3anpoc: TpeBoEaTe HANWYNA CEPTUGNKATA CNyKEBEl B LUTAM...
=] MoanTuen: gonycTUMEIE MAEHTUDUKATOPEI NOAWTHKK B 33M..,

=]
=]

iz MNpokcu-cepBepsl: 3Apec NPOKCH-CEPEEDA N YMOAYaHWHD
iz Mpokcu-cepBepbl: paspeELLEHHEBIE NPOKCU-CEPEEREI

=] CnycBil witamnos MS: agpec cnyxBel LUTAMMNOE BPEMEHN ...
=] CyscBil witamnoe MS: paspelwedtsie cny#Bsl LUTAMMDE B...

lE_E, Lramn: mMakcumaneHoe PACHOMAEHNE BQEMEHK NONYHEHNA...

=| Monutakm: JANPETUTE 380aHNE H,ﬂ,EHTHﬂtIMKETEIFIE MNOAWTHEN ...

i) Moaumuen: naeHTUGUKaTop NOANTMEN B 3aNpoOce No yMoad...

CyBbl LUTaMNOB: 3gpec cmy>xbbl LUTAMMNOE BPEMEHN NO Y...

Cny#Bbl LUTEMNOB: paspelUeHHble CNy#Ebl LUTAMNOE BREM...

CocToAaHue
He 3apaHa
He zagaxa
He zagaxa
He zapaHa

He zapaxa
He zapaHa
He 3agaHa
He zagana
He zagaxa
He zapaHa
He zapaxa
He zapaHa
He zapaHa
He zagana
He zagaxa
He zapaxa
He zapaxa
He 3apaHa
He zagaxa
He zagaxa
He zagaxa
He zapaxa
He zapaxa
BnroueHa
He zagaxa

He zagaxa

PaclunperHbiit ;‘\CTEHﬂ,EpTHbIﬁ/

Bblbepute BeTBb «AAMUMHUCTPATUBHbIE WABNoHbI» -> «Knaccuyeckme agMMHUCTPATUBHbIE WabnoHbI»
-> «KPUMNTO-MPO» -> «KpunTtollpo TSP Client» n 3agante 3HayeHmne napamerpa «Cnyx6bl LUTaMMoB.:
aapec cnyxo6bl LWUTAaMNOB BPEMEHM MO YMOJIYAHUIO» :
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r T —— N
: =
A CoywBol wramnos: agpec cnyokbel WTAMNOE BPEMEHN NO YMOAYAHWHD -l

E Cy#Bbl WTaMNOE: 3Apec CAy#Bbl WTAMNOE BPEMEHKM N0 YMOMHEHWH

Mpegwaywmi napameTp ‘ ‘ Cneayrowni napameTp

He 3aa3Ho Kemmentapuii .
@ BramuuTe
CTintounTe i
MoapaepsueasTtca: !
MapameTpr: Cnpaeka:
Beeawre URL: Onpegenset agpec cnyxbbl LUTAMNOE BPEMEHN MO YMOAYEHWIG, | *
http://www. cryptopro.ru/tsp/tsp.sri| Dopmar agpeca: "< npotokons:/

[«nonesceatens>:<napone> @]<cepeep> [nopT][/nyTe]". 3aece
E KAYECTEE NPOTOKDAA MoXHO ykazate "http" wnwn "hitps".

Mpw ykazaHuu UMEHW NONBE30EATENA M NAPOAA B 3apece cnyEel
LUITAMMOE TAKHKE CAEAYET 330aTh COOTEETCTEYHILLMEA TUN
BYTEHTUMKALMN B NOANTMKE "AyTEHTMQUKALKMA: TUN No
yrMonYaHu" uan "AyTeHTHEWKILNAT TUI Mo YMONYaHUH (C
WncnonbsoeaHuen 550"

Ok l I CTaeHa

Beeaute URL, ncnonbsyembin 4ns goctyna K ueneson cnyxbe.

Ong naMeHeHns rpynnoBbIX NOMTUK B NPOCTPAHCTBE MOSNTUK «JlOKaNbHbIA KOMMbOTEP» Tpe-
6ytoTcsa npaBa AAMMHUCTPATOPOB JIOKaAbHOM MawuHbl. [pyM 3TOM AaHHble HAaCTpOMkK 6yayT AENCTBO-
BaTb AJ15 BCEX MONb30BaTeNel 4aHHOro KOMMboTepa.

Cnyx6bl YL Kpuntolpo noagaepxuatoT 6anaHCUPOBKY Harpysku. T.e. MOXHO pa3BepHYTb He-
CKOJIbKO cepBepoB cnyx6, npu 3ToM obpallascb K HUM NO O4HOMY ajpecy.

B cnydae, ecnn Tpebyerca obecneymTb HaAeXHOCTb (PYHKUMOHMPOBAHWUS CUCTEMbI, MyTeM
pa3BepTbiBaHUA HECKOJIbKNX CNyxX6 TSP, K KOTOpbIM 06palleHne oCyLecTBISeTCS C UCNOJSIb30BaHUEM
pa3HbIX aApecoB, AOMOSHUTESbHbIE aApeca TakMX CNyxX6 MOXHO yKa3aTb B NMEPEMEHHON OKpPYXeHUs
WAKn B 3HadeHMU napameTpa danna HacTtpoek ssf.ini - CP_SSF_ADD_TSP. Aapeca cny»6 npu aToM
pasgenstTca cumBosiom ;. Hanpumep,

CP_SSF_ADD_TSP=http://testca.cryptopro.ru/tsp/tsp.srf;http://testca.cryptopro.ru/tspl/tsp.srf
Mpn aTOoM npoueaypa noanucy 6yaeT nbiTaTbCa CHadana obpawaTbCs MO OCHOBHOMY aAapecy
cnyx6bl, yKazaHHOMY B OCHacTKe rpynrnoBOM MOJIMTUKK, a B C/ly4yae Heyaayu, NoBTopATb nMpoueaypy

C UCMOJIb30BaHMEM afpecoB CNy>6 yKa3aHHbIX B MePeEMEHHON OKPYXEHUS UM B 3HAYEHUM MapaMeT-
pa danna HacTpoek ssf.ini.
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3.4. HacTpoitka napaMeTpoB YCOBEPLUEHCTBOBAHHON 3NEKTPOHHOW MoAnucU B
OC UNIX/Linux

MapameTpbl yCOBEPLUIEHCTBOBAHHOW 3/1EKTPOHHON MOAMMUCU, ONMUCAHHbIE B NpeAblAyLeM MyHK-
Te, B OC cemerictea UNIX/Linux nponuceiBaloTcs B kKoHburypaumoHHoMm darine CK3U Kpuntollpo
CSP:

/etc/opt/cprocsp/config[64].ini

MapameTpbl kneHTa TSP ykasbiBatoTca B cekummn [cades/tsppolicy], knneHta OCSP B cekunmu
[cades/ocsppolicy]. Hanpumep:

[cades/tsppolicy]
DefaultTSPURL = http://www.cryptopro.ru/tsp/tsp.srf

MoNHbIA CNUCOK MONMUTUK, KOTOPble MOXHO 3afaBaTb, ONMCaH B AOKyMeHTauum Ha Kpuntollpo
3N SDK (cades).

3.5. Hactpounka NO SAP ansa ncnonb3oBaHusa moaynsa «Kpuntollpo SSF»

Cuctema SAP fonkKHa MMETb BO3MOXHOCTb A0CTyna K dyHKUMaM Moaynsa «Kpuntollpo SSF».
Ons sToro Heo6xoAMMO yKkasaTb pacnosioXeHWe MOoAyNs Ha LeneBOn MalluMHe U UCMNOJib3yeMble UM
anroputMbl. Ha KIMEHTCKUX KOMMblOTEpax 3TO OCYLECTBASAETCS 4yepe3 KOHMUrypaumoHHbIN dann
ssfrfc.ini nAn yepes nepemMeHHble OKpYyXeHMsA. Ha cepBepax NpUIOXEHMn 3TO 3ajaeTca vyepes napa-
MeTpbl NPOPUNA NNU NEPEMEHHbIE OKPYXEHUS.

Ha 64 pa3psaaHbiX BEpCUAX OMepauMOHHbIX CUCTEM CnefyeT NpaBuiibHO YKa3biBaTb UMSA MOAY-
nsa cpsapssf.dll B ssfrfc.ini (nin B nepeMeHHON OKpyxeHus). He ncnonbsyinte 64-paspsagHyto BEPCUIO
61MbnunoTtekn, ecnn Bbi3biBaTh €€ byaeTe n3 32-x paspsigHOro npunoxeHusa. Micnonb3synte ans aTtoro
Bepcuto 6mbnuotekn, yctaHoBNeHHYK B kaTtanor ..\Program Files (x86)\... SAP npunoxeHus Ha
K/IMEHTCKUX KOoMMbloTepaxX 06bi4HO 32-X pa3psaHblie!

MHdopMaumns o nonb3oBaTenisX, 3a4eMCTBOBaHHbIX B MHdpacTpykType PKI, Takxe posxHa
6bITb KOPPEKTHO OTpa)eHa B cuctemMe SAP, B 3aBUCUMOCTU OT Mcnosb3lyemMoro ABAP npuioxeHus.

CBeneHuns Mo HaCTpoKMKe AaHHbIX NapaMeTpoB CM. B AOKYMEHTauMu Ha COOTBETCTBYOWME NPO-
OYKTbl SAP.

HekoTopble napameTpbl paboTtbl Moaynsa Kpuntollpo SSF MOXHO WM3MEHATb B MNepeMeHHbIX
OKPY>XEHUA UNn B KOHPUrypaumoHHoM datine ssf.ini.

Moaynb «Kpuntolpo SSF» mnwet dann ssf.ini B katanorax %commonappdata®%\Crypto Pro\
(obwmn kaTtanor ans Bcex nonb3oBaTtenen) u B katanore %localappdata%\Crypto Pro\ (dain B ka-
Tanore AppData Tekywero nonb3oBaTesis, N04 YYETHbIM MMEHEM, KOTOPOro paboTaeT NpuioxeHume).

[lononHuTenbHble MapaMeTpbl CHayasa M3BNEKalTCs M3 obllero Ans BCex Nosib3oBaTesnen
darna %commonappdata®%\Crypto Pro\ssf.ini, ecnu dain oTcyTCTBYEeT MK B HEM OTCYTCTBYET Tpe-
6yeMbln NapaMeTp, TO MPOU3BOAMTCS MNOMbITKA HaWTW 3Ha4veHue Tpebyemoro napameTpa B daine
%localappdata%\Crypto Pro\ssf.ini. Ecin n TaMm napaMeTp OTCYTCTBYET, TO MPOM3BOAMTCH MOMbITKA
NoOaY4YuUTb 3HAUEHNE MapaMeTpa U3 NepeMeHHON OKPYXEHUS.

CnuMcoK AoNoSIHUTENbHBLIX NapaMeTpoB npueeaeH B NpunoxeHne. CNNCOK NepeMeHHbIX OKpY-
XXeHUS 1 napaMeTpos ssf.ini.

MpumMep copepxmmoro darina HacTpoek:

[cpsapssf]

CP_SSF_USERID=CERT_HASH
CP_SSF_ADD_TSP=http://testca.cryptopro.ru/tsp/tsp.srf;http://www.cryptopro.ru/tsp/tsp.srf
CP_SSF_ASK_PIN_WHEN_EMPTY=1

#CP_SSF_VERIFYCERTFLAGS=0x40000000

NmMa cekumm [cpsapssf] — obasaTtensHo.
MocnegHwit napaMeTp B AaHHOM MpUMepe 3aKOMMEHTUPOBaH.
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3.6. Hactpounka NO SAP ans ucnonb3osaHua moaynsa «Kpuntollpo SSF» B OC
UNIX/Linux
B OC cemenictea UNIX/Linux moaynb Kpuntollpo SSF ycTaHaBnvMBaeTCs KakK pasjensiemas
6mubnnoteka /opt/cprocsp/lib/<npoueccopHas apxutektypa>/libcpsapssf.so.1.0.0.

MMeHHO 3TOT NyTb CneayeT MponucbiBaTb B HacTpoilkax SAP ansd poctyna K Hen B danne
ssfrfc.ini Ha SAP knneHTe nnu B napametpe ssf/ssfapi_lib HacTpoek cepsepa SAP. Hanpumep,

ssf/ssfapi_lib = /opt/cprocsp/lib/sparcv9/libcpsapssf.so.1.0.0
ssf/ssf_md_alg = GOST3411

ssf/ssf_symencr_alg = GOST28147

ssf/name = CPSAPSSF

B OC cemeiictea UNIX/Linux napametpbl moaynsa Kpuntollpo SSF 3agaloTcs TONbKO 4vepes
rnepeMeHHble okpyxeHus. ®annos ssf.ini, trace.ini — HeT.
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4. Peanusauus nporpaMMHoro nHtepdemnca SSF moaynem «Kpuntollpo
SSF»

Moaynbe «Kpuntollpo SSF» peanusyeT nporpaMMHbIi MHTepdenc Secure Store & Forward
(SSF) B COOTBETCTBMM C TEXHUYECKOW AOKyMeHTaumen «Secure Store & Forward (SSF). API Specifica-
tions (Version 1.0)».

BbinosiHeHWe kpunTorpadunyecknx GyHKUMn MoAYy/ieM OCHOBAHO Ha MUCMOJIb30BaHUN cepTudun-
KaToB KJlOUelr MpoBEPKWM 3MeKTPOHHOM noanucu ctanHpgapta X.509v3 cornacHo RFC 5280 "Internet
X.509 Public Key Infrastructure. Certificate and Certificate Revocation List (CRL) Profile" c yuetom
RFC 4491 "Using the GOST R 34.10-94, GOST R 34.10-2001, and GOST R 34.11-94 Algorithms with
the Internet X.509 Public Key Infrastructure Certificate and CRL Profile".

MporpamMmMHbIn Moaynb «Kpuntollpo SSF» npeactaBnsetr cobolt AMHaMUYECKN MNOArPYyKaemyto
6mnbnnoteky onepaunmoHHom cuctemol Windows, nmeet HasBaHue cpsapssf.dll n HaxoguTcs B KaTano-
re, 3aBucsLLEeM OT MecTa, BbIbpaHHOro Npu ycTtaHoBKe AUCTpubYyTMBaA M yCTaHaBAMBAEMON KOHDUry-
pauun (win32 unn x64) (TunoBas ycTaHoBka konupyeT dann B katanor C:\Program Files\Crypto
Pro\SSF\ (Ha 64-x pa3psgHbix OC 32-x 6uTHas Bepcus moaynsa - C:\Program Files (x86)\Crypto
Pro\SSF\)).

4.1. KpaTtkni 0630p

B cooTtBeTcTBMKN ¢ SSF API Mmoaynb «Kpuntollpo SSF» peanusyet 17 pyHKUM: 10 OCHOBHbIX U
7 BTOpOCTEMNeHHbIX (B OCHOBHOM MpeAHa3HayeHHbIX A8 COo34aHusa U yaaneHns o6bLeKToB, UCMOSb3y-
€MbIX B OCHOBHbIX (DYHKLMNAX).

OcHoBHbIE QYHKIUH:
SsfEncode
SsfDecode
SsfSign
SsfAddSign
SstVerify
SsfEnvelope
SsfDevelope
SsfDigest
SsfVersion
SsfQueryProperties

Bropocrenenusie GyHKINN:
SsfDELSsfOctetstring
SSsINEWSigRcpSsflnfo
SsfDELSigRcpSsfInfo
SsfINSSigRcpSsfInfo
SsfDELSigRcpSsfInfoList
SsfPRISigRcpSsfInfo
SsfPRISigRcpSsfInfoList

4.2. CuMBONbHble 0603HAYEeHUd

4.2.1. dopmaTbl kpunTorpadumyeckmx coobLLeHuin

Moaynb «Kpuntolpo SSF» peanusyeT aABa ¢opmaTa kpuntorpadumyecknx coobieHnin, nMeto-
WMX cneayrolme CMMBOJIbHblE 0603HaYEHMUA:
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e «PKCS7»
¢ «CADES»

HanmeHoBaHne PKCS7 rosopuT camo 3a cebsa. CooblieHus aaHHoro dopmaTta GopMupytoTcs
no npaswuiaM MexayHapoaHoro dopmaTta PKCS#7 ¢ HEKOTOPbIMW AOMNOAHEHUsIMU cornacHo RFC 3852
"Cryptographic Message Syntax (CMS)" c yyetom RFC 4490 "Using the GOST 28147-89, GOST R
34.11-94, GOST R 34.10-94, and GOST R 34.10-2001 Algorithms with Cryptographic Message Syn-
tax (CMS)".

CoobuweHnsa Ha ocHoBe dopmaTta «CADES» npeacrasnatot cobor coobLueHmst ycoBepLUIEHCTBO-
BaHHOW anekTpoHHoW noanucu (2M) - «CAdES X Long Type 1»("CMS Advanced Electronic
Signatures"). ®ukcaums BpeMeHM NOANUCAHUSA 3/TIEKTPOHHOIO AOKYMEHTa B AaHHOM dopMaTte peanu-
3yeTcsa NOCpeAcCTBOM BKJ/IOUYEHUS B COOb6LEHUMS WTaMnoB BPEMEHWU COrfacHo pekoMeHaaumsam RFC
3161 («Internet X.509 Public Key Infrastructure, Time-Stamp Protocol (TSP)»). CoxpaHeHune WH-
dopmaumn o crtatyce ceptudukaTta kaova nposepkn I noanMcyYMKa Ha MOMEHT BpPEMEHM noanuca-
HUS 3NEKTPOHHOIo0 AOKYMeHTa obecneymBaeTcs NOCPEACTBOM BKJ/IHOUYEHMS B COObLEHME NOAMNCAHHO-
ro oreeta cnyxb6bbel OCSP, dopmupyemoro cornacHo pekomeHgaumam RFC 2560 («Internet X.509
Internet Public Key Infrastructure Online Certificate Status Protocol - OCSP»). Kpome 3TOoro B coob-
LLeHMEe BKJIKOYAOTCA BCe NpouMe AOoKa3aTesbCTBa MOAJIMHHOCTU KOHKPETHOM 3/1eKTPOHHON NoAMUCH.

Ona coBMeCTMMOCTW C MOAYNSMU APYrux npoussoauTenein BesefeHbl CUHOHUMbI 0603HaYeHUs
dopmata CADES. NMoMnmMo ykasaHHoro maeHtndukatopa «CADES» MOXHO MCNOAb30BaTb MAEHTUDN-
kaTop «PKCS7_CADES». B HEKOTOpbIX C/yyasiX 3TO NO3BOASET MCMOMb30BaTb OANH U TOT Xe KOHMU-
rypaumnoHHbln dpann ssfrfc.ini.

B npoueaype npoBepkn DI MOXHO Takxe MCnonb3oBaTb maeHTUdukatop «PKCS7_ANY». B
OAHHOM cniydae moaynb byaeTr aBToMaTMueckn onpeaenaTb dopMaT nepefaHHOro emy Kpunrorpadu-
yeckoro coobueHuns (PKCS#7 wnn CADES) u 3anyckaTb COOTBETCTBYHOLWY 06paboTky. ITO no3Bo-
nsiet obpabartbiBaTbh coobLieHNs, He 3Has 3apaHee NO KakoMy TUMYy OHO 6b110 COPMMPOBAHO KOHTP-
areHToM.

4.2.2. XaW anropuTMsl

Moaynb «Kpuntollpo SSF» noanep>XXvMBaeT BbIUMC/IEHNE X3 3HAYEHWUI MO CNEeAyLWMM anro-
pUTMaM:

- MD2
- MD5

- SHA1

- TOCTP 34.11-94

- TOCT P 34.11-2012 (256 6uT)
- TOCT P 34.11-2012 (512 6uT)

CuMBONbHbIMW 0603HAaYEHUAMU AaHHbLIX afropuTMOB, NepefaBaeMblX B KadecTBe napaMeTpoB
bYHKLUMIA, 9BASKOTCS COOTBETCTBEHHO:

- «MD2»

-  «MD5»

-  «SHAl»

- «GOST3411»

- «GO0ST2012-256»
- «GO0ST2012-512»

[Ona cCOBMECTMMOCTW C MOAYNSMU APYrux npoussoauTenein sesefeHbl CUHOHUMbI 0603HayYeHus
anroputmoB. Ana FNOCT P 34.11-94 noMmMo yKasaHHOro maeHtudukatopa «GOST3411» MOXHO uC-
nonb3oBaTtb naeHtudunkatop "GOST-R-34.11-94". Ona NOCT P 34.11-2012 (256 6uT) noMnmMo yka-
3aHHOro naeHtTudmnkatopa «GOST2012-256» MOXHO ncnosab3oBaTb naeHtTndukaTop " GOST-R-34.11-
2012-256". Ana NOCT P 34.11-2012 (512 61T) noMMMO ykasaHHOro maeHtudukatopa «GOST2012-
512» MOXHO mcnonb3oBaTb MaeHTUdukatop " GOST-R-34.11-2012-512".B HEKOTOpbIX Cly4dasix 3TO
Mo3BONSIET UCMOIb30BaTbh OAMH U TOT Xe KOHMUrypaunoHHbin gann ssfrc.ini.
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[aHHble 0603HavYeHns UCNosb3YKTCAS B OCHOBHOM B (yHKUMK SsfDigest, koTtopass cnocobHa
BblUMC/INTb M BEPHYTb X3W 3HayeHne no AwboMy M3 yKasaHHbIX anropmtmMoB. T.K. MoAy/b
«KpunTtollpo SSF» ncnonb3yeT B OCHOBHOM Poccuiickne kpuntorpaduyeckme anroputmol, B QGyHKLM-
ax SsfSign, SsfAddSign Henb3s ykasaTb SiIBHOE WCMNOSb30BaHWe x3aw anropmtmos “MD2”, “*MD5” un
“"SHA1"”. Ucnonb3oBaHMe X3W afirOPUTMOB TECHO CBA3aHO C TEM, KakKOW ajirOpUTM OTKPbITOro Kiw4a
npeacTtaBNneH B COOTBETCTBYHOLWEM cepTUdUKaTe KAK4a 3MeKTPOHHOM noanucu. [o3ToMy AaHHble
(dYHKUMN B TeKyllen peanusaumm MOAy/S CaMU BbIYMCNAIOT, KakoW M3 aAropMtMoB WCMNONb30BaThb,
NCXoAs M3 NpeAcTaB/IieHHOro anropuTMa OTKPbITOro Kfk4da B cepTudukaTe. D70 B NpUHUMMIE MNO3BO-
nsiet popMMpoBaTh 3/1EKTPOHHbIE MOAMUCK HE TONbKO No cTaHaaptam MOCT, Ho n RSA.

4.2.3. CMMeTpUYHbIE anropuUTMbl WNQpPOBaHUS

B kauvecTBe CMMMeTpM4YHOro anroputma wudpoBaHmsa B Moaynie «Kpuntollpo SSF» ncnonb3y-
eTcsa Tonbko anroput™ NOCT 28147-89, nmerowmnin cMMBosibHOe npeactaBneHmne «GOST28147». NaH-
HOe CMMBO/IbHOEe 0603HauYeHne anropuTMa ncnonbsyetcsa B pyHkuum SsfEnvelope.

Onsa cOBMeCTUMOCTM C MOAYNSMU APYrnx npoussoauTenein BeBeaeHbl CUHOHUMbI 0603HAYeHUs
anroputMma NOCT 28147-89. MNMoMnMO yKasaHHOro naeHtndpunkartopa «GOST28147» MOXHO MCMNONb30-
BaTb naeHtndukatop "GOST-28147-89". B HEKOTOPbLIX C/yyasX 3TO MO3BOASET UCMO/b30BaTb OANH U
TOT e KOHPUrypaumoHHbin dainn ssfrfc.ini.

4.3. WpeHTndukaTtopsbl, 3alMLLEHHbIE npodunnn " aApecHble KHUMN
nonb3oBaTenemn

Moaynb «Kpuntolpo SSF» ncnonb3yet MexaHnaMbl 6€30MNacCHOCTU M pa3rpaHUYEeHUs AocTyna,
BCTPOEHHbIE B OMEpPaLMOHHYIK CUCTEMY. DTO O3HA4YaeT, YTO KaXAbl Nonb3oBaTeslb, OTKpbiBas pabo-
Yyl CEeCcCuo onepaumoHHOM CUCTEMbI, MPOXOAS MPW 3TOM BCTPOEHHbIe npoueaypbl ayTeHTUdmnKaunm
(HanpuMep, BBOAS MpPWM 3TOM CBOW JIOTMH W Napoiib WIN NpPeaoCTaBUB CBOK CMapT-KapTy), Mojiyyaer
npu 3TOM 3alUMLLEHHOE, U30/IMPOBaAHHOE OT APYrnx nosib3oBaTesien NMpPOCTPaAHCTBO, rAe MOXET Xpa-
HUTb CBOM NINYHbIE AaHHble (CBOM CepTUdUKATbI KIOYEH NPOBEPKM I/IEKTPOHHON NOAMUCKU, aapPEeCHYIO
KHUTY 1 nNpoyee).

B onepaumoHHon cucteme Windows Takoe MpPOCTPAHCTBO Has3blBAeTCS «MPOCTPaHCTBOM TeKy-
wero nonb3oBatens» (Current User space). Kpome aToro cyulecreyet ewwé n obliee npocTpaHCTBo —
«MpPOCTPAHCTBO NOKanbHOro komnbtoTepa» (Local Machine space), rae Moryt xpaHuTbcs obline gaH-
Hble BCeX nosib3oBaTtenen, NMbo AaHHble, KOTOpble AO/MKHbI ObiTb AOCTYMHbI CUCTEMHbLIM CEpPBUCAM,
KOTOpble He NPOXOASAT SABHbIM 06pa3oM npoueaypy ayTeHTUuduKaunm. O6bIYHO AaHHble B TaKOM Mpo-
CTpaHCTBE AOCTYMHbl TONIbKO MPUBUIErMPOBaHHbIM y4YeTHbIM 3annucam (AaMuHucTpatopam, LocalSys-
tem n nogobHbIM). B TakoM MpoCTpaHCTBE MOryT XpPaHUTbCA cepTuduKaTbl Ka4den nposepku Il un
aApecCHble KHUIMM CUCTEMHbIX CEePBMCOB, MOAMUCHIBAOWNX, NPOBEPSIOWNX SMIEKTPOHHY NoAnNucCb, a
Takxe WudpyrLwWwmnx n pacwmdpoBbiBaloWmMX cO0bLLEHNS B aBTOMAaTUYECKOM pexunMme.

3aKkpbITble KAO4UM NOnAb30BaTenelr, C NOMOLWbIO KOTOPbIX OHW MOANMCHLIBAOT man pacwundpo-
BbIBAlOT COO6LWEHMS, XpaHATCA 06bI4HO MOA 3aWMTON COOTBETCTBYIOLLEro cpeacTsa Kpuntorpadpuye-
CcKoM 3awmTbl nHdopmaunm (CK3UM). dusnyeckn, ob6bIYHO, OHM pacronaratoTCss Ha OTYYXKAAEMbIX HO-
cuTensx.

Ceptudukarbl knoven nposepkn M B OC Windows NpUMHATO XpaHUTb B CneumasnbHbIX XpaHu-
nvwax ceptnduKaToB Ha SloKanbHOM gucke. MNpu 3TOM CyLeCcTBYET HECKOSIbKO XpaHunul, pasnuya-
FOLWMXCSA N0 NPUHAANEXHOCTU U Ha3Ha4YeHMIo cepTUdMKaTOB.
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Kpannnuiie [oEepeHHsle KOPHEBBIE LEHTPEI CEpTUdHKALMN cogepxnT 382 cepTiduraTos.

XpaHunuuwe «My» (BHewHee MMa - «JInuHoe»), NnpeAHa3HavyeHo AN XpaHeHUs NUYHbIX cep-
TudukaTtoB nonb3osatens. Ceptudukatbl B HeM, 06bI4YHO, fiexaT BMECTe CO CCbIJIKOW Ha 3aKpbITbil
KJIH04, MO KOTOPOM NpUNoXeHUs 1 0bpalLatoTcs K KOHTEMHEPY 3aKpbITOro Kakua.

XpaHunuwe «Root» (BHewHee uMs — «[loBepeHHble KOpPHEBbIE LIEHTPbl CEpTUdUKALUN») CO-
AepXuUT, 0bbluHO, cepTuduUKaTbl YAOCTOBEPSOWNX LEHTPOB, KOTOPbIM AaHHbIA MNonb3oBaTesb abco-
noTHO gosepsieT. CepTudukaTbl XpaHATCA 6€3 CCbINIOK Ha 3aKpbITble KIIOYN.

XpaHunuuwe «Ca» (BHewHee nMA - «[IpOMEXYTOUHblE LEHTPbl CEPTUPUKATOB») COAEPXKMUT,
06bI4HO, cepTuUdUKaTbl YAOCTOBEPSAOWNX LEHTPOB, KOTOPbIM ANS 3aBepLUeHUs LEno4vYKku AoBepus
TpebyeTca cepTudmnkaT M3 XpaHunuwa «Root». B 3TOM Xe XpaHunulie coaepxaTcsd U ChNUCKU OTOo-
3BaHHbIX cepTudunkato. CepTnudunkaTtbl XpaHATCA 6€3 CCbINOK Ha 3aKpbITblie KUK,

XpaHunuwe «Addressbook» (BHewHee uMsa — «[pyrne monb3oBaTenmn») CoaepXuT, 06bIYHO,
cepTudmkaTbl NOAb30BaTENEN KOHTPaAreHToB, Tpebytowmecs ans NnpoBepkn nxX 31EeKTPOHHOM Noanucu,
nvbo onsa wndposaHMsa B ux agpec coobuweHnii. CeptudumkaTbl 3TUX NONb30BaTENIEN TaKXKe XPaHATCS
6e3 CCbIJIOK Ha COOTBETCTBYIOWME 3aKpbITble KUK, JaHHOe XpaHuauLe COo34aeTCd NOYTOBbIM Kn-
eHToM Windows (Hanpumep, Microsoft Outlook). Ecnu Ha Bawel MawKnHE OHO OTCYTCTBYET, €ro MOX-
HO cOo34aTb BpYy4HYto, Ao6aBmB B cnctemMHbin peectp OC Windows pa3gensi:

[HKEY_CURRENT_USER\Software\Microsoft\SystemCertificates\AddressBook]
[HKEY_CURRENT_USER\Software\Microsoft\SystemCertificates\AddressBook\Certificates]
[HKEY_CURRENT_USER\Software\Microsoft\SystemCertificates\AddressBook\CRLs]
[HKEY_CURRENT_USER\Software\Microsoft\SystemCertificates\AddressBook\CTLs]

BHuMaHmne. [MpaBka CUCTEMHOro peecTpa AOJIKHA OCYLWeCTBNATbCA KBanuduumMpoBaHHbIM
nonb3oBatenem OC Windows.

B aapecHoM npocTtpaHcTBe Local Machine (koMmnbloTepa) — CBOM XpaHunuua cepTndukaToB C
TEMU Xe HauMeHoBaHUAMU. [OCTyn K 3TUM XpaHuauLiaM obbIYHO TpebyeT crneuunanbHbiX NpaB AOCTY-
na (npae aAMMHUCTpaTopa).
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Moaynb «Kpuntollpo SSF» ncnonb3yeT Ha3BaHWUSA XpaHUNULL, C OAHO CMMBOJIbHbLIM NMpeduKCcom
ANs yKasaHusa MecTa, B KOTOPOM uckaTb TpebyeMble ceptudukaTol. [Mpedukc «u» ncnonblyercs ans
yKaszaHusa xpaHunuwa, pacnonoxeHHoro B Current User npocTpaHCcTBe, NpeduKCc «m» MUCNOsb3yeTCs
ANa yKasaHusa XpaHunuuia, pacnonoxeHHoro B Local Machine npoctpaHcTBe. Hanpumep, ansa ykasa-
HMa 3awmuweHHoro npodunga nonb3oBatena (Security Profile), nognucebiBatowero coobweHne (B
dyHKkumn SsfSign, SsfAddSign), paboTaloLwero B MHTEPAKTUBHOM pexuMe (C BO3MOXXHOCTbIO BblAauu
OKOH Ha BBOJ Maporsisi) MOXHO yKasblBaTb «UMy», a Ana cepsuca, NOANUCHIBAKOLWEro coobleHns aB-
ToMaTMyeckm — «mMy». [1na yKkasaHua «aApeCHOW KHUIM» NOMb30BaTesisi, BbIMOMHAOWEro NpoBepKy
noanucu, mnu wudpoBaHue cooblleHMn B aapec Apyrux nonb3oBatenen (B dyHkuum SsfVerify,
SsfEnvelope), nMetlowero JIMYHYI agpecHyl KHUMY, MOXHO yKasbiBaTb «UAddressbook», a ansa cep-
Buca - <«mAddressbook». CoOTBETCTBEHHO cepTuduKaTbl MNOSIb30BATENEN KOHTPAreHTOB OO0JIXKHbI
6bITb MOMELLEHbl MMEHHO B 3TU XpaHuUNMLLA.

Ona coBMeCTMMOCTU C MOAYASAMU APYrMX NPOU3BOAUTENEN MOXHO yKasblBaTb HaWMeEHOBaHWS
xpaHmnuuw, 6e3 npedukco “u” vanm *m” (HanpuMmep, nNpocto «My»). B aToM cnydae 6yayT OTKpbI-
BaTbCA XpaHwauWa, Haxoasiwmecs B aApecHOM npocTpaHcTtBe nonb3oBatens (Current User). B
HacTpoikax MoAynen HEKOTOPbIX NMPOU3BOAUTENEN Nepel UMEHEM XpaHUNULLA MOXET BCTPeTUTbCH 14
cuMBOSIbHOe o6o03HaveHne gatbl (YYYYMMDDHHNNSS), Hanpumep «20140919120000My>» (dbopmu-
pYeTCs HEKOTOPbLIMU MPUNOXEHUAMU, KOTOPbIM nepefaetca umsa «<TIME>My»). Moaynb Kpuntollpo
SSF npocto otbpacbiBaeT 3Tn nepsble 14 undp, HUKaAK MX He obpabaTbiBas, a NPOCTO UCMNOMb3yeT
cnepyoouwee 3a HUIMM HaMMeHOBaHWe XpaHuauLia.

B HeKOoTOpbIX Cny4yasx 3TO NO3BOJISIET NCNOAb30BaTb OAHM U Te Xe HacTpoinku SAP npunoxe-
HMS NPU NCNOSb30BaHNM MOAYNEN pa3/INYHbIX Npon3BoaUTENEN.

B OC cemenctea UNIX/Linux cepTudunkaTtbl KaO4Yern NpoOBEPKU MOAMUCU TaKXe AOJIKHbI ObiTb
yCTaHOBNEHbI B COOTBETCTBYHLMNE XpaHunuwa cepTudunkatoB nonb3osatenen (Current User) wnnm
cuctembl/komnbtoTepa (Local Machine). TunoBble MMeHa XpaHuauL, Te Xxe camble, 4yto 1 ana OC Win-
dows:

My - INYHble cepTUdUKaTbl;
root - KOpHeBble JOBEPEHHbIE cepTUdUKaThI;

ca - cepTuduKaTbl NMPOMEXYTOYHbIX LEHTPOB CEpPTU@UKALMKN, @ TaKXe CMUCKU OTO3BaHHbIX
ceptudmnkaTos;

addressbook — cepTudunkaTbl KOHTPAreHToB;

Ceptudwmkatbl, mcnonblyemble npu QopmmpoBaHum DI nam pacwndposaHmum coobuieHni
AOJKHbI 6bITb YCTaHOBMEHbI B XPaHU/INLLE CO CCbIIKOM Ha 3aKpbITbIA K/OY.

[0ns BbINOAHEHMS onepauunn ¢ ceptudmkatamm n xpaHunuwamm B OC cemencrtea UNIX/Linux
MOXXHO MCNoNb30BaTb YTUNNTY n3 cocCTaBa CK3un KpunTollpo CSP - certmgr
(/opt/cprocsp/bin/<npoueccopHas apxuTekTypa>/certmgr).

B kauecTtBe wugeHTudukatopa nosnb3oBaTensi/ceptudukata, Tpebyemoro ans noanucm unm
pacwndpoBkn cooblueHunsl, ncnonblyetca «otanumTenoHoe nms» (Distinguished Name), ncnonbsye-
Moe B cepTudukaTte. B gaHHOM BepcuM MOAyns MOXHO yKasblBaTb He BCE MMS, @ NUWb YacTb 3TOro
MMEHWN, HO OHa AO0/HKHA YHWKanbHO maeHTUdUMUMpPOBaThL MonAb3oBaTens/ceptudukaT nosb3oBaTens.
Hanpumep, ecnun B cepTudmnkaTe TakMM yHUKaNbHbIM aTpnbyTOM MMeEHU BbiCTynaeT e-mail nonb3oBa-
Tens wnM WHH, TO MOXHO YyKasbiBaTb TOMbKO CTPOKYy Buaa <«E=userl@company.com» unu
«INN=000000000000». Mo pAaHHbIM aTpubyTaM B yKa3zaHHOM XpaHunuuie byaet HanaeH Tpebyembin
ceptudmkaTt, W  WUMEHHO C HuM 6ydeT  BbINOMAHATLCA  3ajaHHas  onepauns  noanu-
cn/wmndpoBaHus/paclumndpoBaHns/npoBeEPKN NOANUCH.

K naeHtudurkaTopy nonb3oBaTens npeabsaBnsaoTcs cneayowmne tpebosaHums:

- NAEHTU(HUKATOP MOXET MCNOJb30BaTh JIOKaNM30BaHHbIE MMEHa B HaLUMOHaAbHON KOAMPOBKE,
HanpuMmep B koamposke CP_1251 (kupwunnuua), npu 3TOM He gonyckaetcsa dopMupoBaHue AaHHOMU
CTpokun u3 cumBosioB Unicode. MoXHO MCNonb3oBaTb MMS B BUAE escape MNociefoBaTebHOCTU
Unicode npeacraeneHn cuMmBonoB. Hanpumep, B Buae:

C=RU, CN=\u0422\u0435\u0441\u0442 \u041A\u0440\u0438\u043F\u0442\u043E-\u041F\u0440\u043E \"SSF\"

- 3HauyeHue oTAenbHOro aTpmbyTta MMEHU AOSHKHO 3aKN4aTbCA B ABOMHbLIE KaBbIYKWM, €C/u

BbINOMHAETCSA XOTH 6bl OAHO U3 CeayLWnX YCNOBUN:

o 3HauyeHue coaepXUT NMNANPYIOLWME NN XBOCTOBbIE Npobesbl
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o 3Hau4yeHue CcoaepXuT XoTS 6bl 0O4NH 13 cneayrumnmx cMMmBoJ10B

3andaTtas (,)

Mntoc (+)

3Hak “paBHo” (=)

O6paTHbIn cnaw ¢ nocneayowmm cumosom n (\n), obosHavatowme nepesos
CTPOKM

3Hak “MeHble” (<)

3Hak “6onble” (>)

3Hak “Homep” (#)

Touka c 3anaTon (;)

- Ecnn 3HaueHune atpubyTta copoepxxuTt BHYTpu cebs CMMBOMbI «ABOMHas KaBbluka» ("), To
OHW AOMXKHbI 3KpaHUPOBaTbCHA CUMMBOSIOM «obpaTHbin cnaw>» (\”), n"Mbo BTOpOI ABOMHOM
KaBblukon ().

- MaeHTuduMKaTop NONb30BaTENS MOXET COAEPXaTb Crieayolme MMeHa aTpubyToB:

Umsa oID MossicHeHune

CN 2.5.4.3 COMMON NAME

L 2.5.4.7 LOCALITY NAME

] 2.5.4.10 ORGANIZATION NAME

ou 2.5.4.11 ORGANIZATIONAL UNIT NAME
E,EMAIL 1.2.840.113549.1.9.1 Email agpec

C 2.5.4.6 COUNTRY NAME

S, ST 2.5.4.8 STATE OR PROVINCE NAME
STREET 2.5.4.9 STREET ADDRESS

T, TITLE 2.5.4.12 TITLE

G, GIVENNAME 2.5.4.42 GIVEN NAME

I, INITIALS 2.5.4.43 INITIALS

SN 2.5.4.4 SUR NAME

DC 0.9.2342.19200300.100.1.25 DOMAIN COMPONENT

INN 1.2.643.3.131.1 NHH

OGRN 1.2.643.100.1 OrPH

OGRNIP 1.2.643.100.5 Ol'PH nHamemayaneHoro npeanpuHuMaTens
SNILS 1.2.643.100.3 CHUNC

PS 2.5.4.65 MceBAOHUM

Ecnn y aTpubyTa OTCYTCTBYET KOPOTKOE MMS, TO BMECTO Hero AO0/IKEH yKasblBaTbCs 06bekT-
HbI naeHTUdUKaTop. TakXxe, BMECTO KOPOTKUX MMEH MOXHO MCMOJ/Ib30BaTb UX OOBbEKTHbIE WUAEHTU-

dunkaTopsl.

Mopsanok cnepoBaHWsl MAEHTUMOUKATOPOB UM UX 3HAUYEHWUI He 06s3aTenbHO AOJ/IKEH COOTBET-
CTBOBaTb NOPSAKY B COOTBETCTBYIOLEM cepTuUdmMKaTe Kiova nposepkn 3.

Mpumepobl:

CN=WBaHoB MBaH MBaHoBUY, L=ropoa CaHkT-lNeTepbypr, C=RU
CN=WBaHoB VMBaH NeaHoBNY, L=ropog \"CankTt-MNeTepbypr\”, C=RU

CN=WBaHOB

MBaH NBaHoBuY, L=ropog \"CaHkTt-lMeTepbypr\”, C=RU

CN=" WMeaHoB MBaH NBaHoBMY", L=ropoa CaHkT-MNeTepbypr, C=RU
CN="WBaHoB VBaH, cbiH NBaHa”, L=ropoa \"CaHkT-MeTepbypr\”, C=RU
CN="XeHs + Cawa = nto6osb”, L=ropoa \"CaHkT-lMeTepbypr\”, C=RU

2.5.4.3=")XXeHsa + Cawa

nobosb”, L=ropoa \"CaHkT-MeTepbypr\”, 2.5.4.6=RU

2.5.4.3="XeHsa + Cawa = nwboseb”, L="ropoa \"CaHkTt-MeTtepbypr\” ”, 2.5.4.6=RU
C=RU, CN=\u0422\u0435\u0441\u0442 \u041A\u0440\u0438\u043F\u0442\u043E-\u041F\u0440\u043E \"SSF\"
C=RU, CN="\u0422\u0435\u0441\u0442 \u041A\u0440\u0438\u043F\u0442\u043E=\u041F\u0440\u043E \"SSF\""
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B onepaumu npoBepku MNoanucKU MOAYNb 3anofiHAeT none wuaeHTudukaTopa nosib3oBaTens
NOJIHbIM OT/INYUTESNIbHBIM MMEHEM, B3STbIM M3 cepTMdUKaTa kda nposepkn 1. [pu 3TOM no BO3-
MOXXHOCTWM MCMONb3YIOTCSH KOPOTKNE MMeHa aTpnbyToB. [1s KOHBEpTauMm JI0KanM30BaHHbIX CTPOK UC-
NoNb3yeTCs KoAOBas CTPaHMLA «MNO YMOMYaHUIO», MpUHATaAs OJ19 CeaHca TeKylwero nosb3oBaTens
SAP B onepaunoHHomn cucteme (CP_ACP).

Heo6xoaAnMMO OTMETUTb, YTO OYEHb YacTo Y MoJib30BaTeNs NoABASETCS HECKONbKO cepTudmnka-
TOB C O4HWM M TEM XE€ OT/IMYMTENbHBIM MMeHeM. Hanpumep, Npu NjaHOBOW CMEHEe K/k4a yAoCToBe-
PAOWWA LEeHTPp nepensgaeTt ceptmdumKaT C HOBbIM 3HAYEHWEM OTKPbITOrO K/K4a, HO C TEM Xe CaMbIM
OT/IMYNTENBbHBIM MMeHeM Bnagensua. Moaynb «Kpuntollpo SSF» genaer BCE BO3MOXHOE, YTOObI B
nogobHol cutyaumm BbibpaTb nNpaBuiibHbIN cepTudmkaTt. Hanpumep, npu nomcke Tpebyemoro ceptu-
duKaTa B XpaHuUIMLLE, MOUCK HE MpeKpaLllaeTcs A0 TeX MNop, NoKa C NOMOLb YKa3aHHOro napons He
YAACTCS «MPOrpy3nTb>» 3aKPbITbi KAKOY, COOTBETCTBYOLWMI CBA3AaHHOMY C HUM cepTudukary.

YT106bI M36EeXxaTb BCEX HEraTUBHbLIX MOMEHTOB, CBSA3aHHbIX C KOANPOBKOM DN cTpoku ceptudm-
KaToB, B KOTOPbIX UCMONb3YOTCA HaLUMOHasbHble A3bIKW ANS npeactaBneHns atpubyTtoB UMeHU, B Ka-
yecTBe uAaeHTMdUKaTopa nonb3oBaTens/ceptudurkaTta MOXHO Mcnonb3oBaTb SHAL xaw 3HadeHue
ceptudukaTa («otnevatok» unu «fingerprint») suaa «55 20 fe ff bf a3 ad ba 55 6c 67 6f 28 52 da
69 f6 e3 51 4d», KOTOpPbIA MOXHO MPOCTO CKONMpOBaTb C rpadunyeckoro otobpaxeHus ceptudunkarta
B OC Windows.

Ecnn npu 3TOM yKasaTb B MEpPEMEHHON OKPYXEHUs UM B 3HadeHun napameTpa danna
HacTpoek ssf.ini CP_SSF_USERID 3HaueHne “CERT_HASH” (CP_SSF_USERID=CERT_HASH), To B
onepauun NpoBepku NoanuMcu Moaynb 6yaeTt 3anofHATb None uaeHTudukaTopa nonb3oBaTens Takxe
3Ha4YyeHMeM «oTrnevyaTka» cepTudukaTa, Mcrnonb3oBaslierocs aAns nposepku DI, MNpunoxeHne MoxeTt
COMOCTaBATb 3TOT OTNeYaToK C MMEHEM MNOoJsb30BaTessl, XpaHsawWmnMcs B ero 6ase gaHHbIX.

Onsa OC Windows npu ¢bopMmMpoBaHUM NOAMNMUCK Ha CTOPOHE K/IMEHTa B KayecTee ngeHtuduka-
Topa nonb3oBaTens/ceptudmkaTta  MOXHO TaKXe YyKasaTb CchneumanbHoe K4YeBoe C/10BO
$SELECT_CERTIFICATES$ . B atoM cnyyae npu dopMupoBaHmuu 3 nnm pacwmdpoBaHnm cooblieHus
Ha 3KpaH 6yAeT BblAaH CMNCOK BCEX AEMCTBYMOLWMX CEPTUDPMKATOB U3 YKas3aHHOro XpaHunuuia,
MMEKLLMNX CCbIJIKY Ha 3aKpbITblA KJ1HOY MOAMNUCH.

Bezonacqocte Windo ﬂ

Buibop ceptndukata

LIMANCEVY AUDIT

=
- Mzgarene: test-ca
Aeticteutened ¢ 15.08.2011 no 15.0...

[pocMmoTpeTs CEONCTEE CERTUHNK..,

| TEST-RSA-006
Mzgarens: TEST-RSA-006
Aeticteutened ¢ 23.03.2016 no 01.0...

| Jlvmanuee ALK
Mzaatens: ¥ KPOTO-MNPO
Aetictentened ¢ 03.09.2012 no 03.0...

[ QK l | CTmena

Monb3oBatenb caM Ao/KeH 6yaeT BbibpaTb M3 NpeAcTaBNEHHOro CnNMcka cepTuduKaT Kada
nognucum, nNpm nomowm Kotoporo é6yaet dopmmposatbcs 1.
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Kak yxe 6bl110 yKasaHo, Mo yMOMYaHUIO B AaHHbIA CIMCOK MonagalT cepTudukaTbl U3 yKa-
3aHHOM0 XpaHunuLia, npolleawne npocTyo NpPoBepKy Mo CpokaM AenCcTBua cepTudmKaTa BCex cep-
TUHOUKATOB B LIENOYKe U MNOAMUCK KaXAoro cepTudumkaTa B Lenouke. [JaHHasa npoueaypa He BKYa-
€T NpoBepKy CepTUdMKATOB Ha OT3bIB.

Ons Toro, 4tobbl BKAOUMTL B Mnpoueaypy NpoBepky cepTudumKaToB Ha OT3biB, Heob6xoammo
yKasaTb B TMEpEMEHHOW OKpYyXeHUs WaM B 3HauYeHUM napameTtpa danna HacTtpoek ssf.ini
CP_SSF_VERIFYCERTFLAGS_ONSELECT cooTBeTcTBYlOWEE 3HayeHue, Hanpumep, 0x44000000 (cm.
onucaHme aHanoru4yHoro napamerpa CP_SSF_VERIFYCERTFLAGS).

Ho Hago nMeTb BBMAY, YTO eC/iM Yy Nosib3oBaTesid B JaHHOM XpaHWIULLE HAaXOAUTCA MHOIo cep-
TUdUKaToOB 1 NpU 3TOM NpU NPOBEpPKe Ha OT3bIB 3a4encTByloTCA cepBucbl OCSP mnnn cepsuc nonyde-
HUS aKTyaslbHOro CrMcKa oT3biBa, TO npoueaypa otbopa cepTuduUKaToB B CNMCOK MOXET 3aTAHYTbCH.
B 3TOM cnyyae pekoMeHAYyeTCs CneauTb 3a XpPaHWInWeM cepTU@PUKATOB U AOCTYMHOCTbIO YKa3aHHbIX
cepBucoB. He cnepyeT XpaHUTb HeHyXHble cepTudukaTtbl, HanpMMmep, CpOK AeNCTBMSA KOTOPbIX 3a-
KOHYMICA U T.M.

lMpy uncrnonbL30BaHMM [AHHOIO MexaHu3Ma >XenaTeflbHO A0BEPUThb 3amnpoc MNapons K K4y
noanucu takxxe moaynto Kpuntolpo SSF (cM. n. 4.4).

Heo6xoANMMO TaKXe MOMHUTb, YTO IaHHbII MEXAHM3M MOXET NPUBECTM K OLINOGKAM, CBA3aHHbIM
C 4YyenoBeYeckuM (hakTopoM, Koraa Nosib3oBaTeNb Cy4YailHO UM HaMepeHHO MOXET Bbl6paTb He TOT
cepTudUKaT, KOTOPbIA AO/IHKEH UCMOIb30BaTbCS AN MNOANUCAHWUS AAaHHOMO BMAA AOKYMEHTOB.

4.4. T[laponn poctyna K 3aluULeHHbIM MPoUIsaM U agpecHbIM KHUFam

Maponb Ha AOCTYN K aApecHOW KHWUre Mnosb3oBaTenst He ucnonb3dyetcs. Moaynb «Kpuntollpo
SSF» Mcnonb3yeT MexaHn3aMbl 6€30MacHOCTM U pa3rpaHUYeHUss AOCTyMna, BCTPOEHHble B ONepaLuoH-
HYl0 CMCTeMy. DTO 03HAYaEeT, YTO KaXAbll Mosb30BaTeNb, OTKPbIBasi pabouyto ceccumio onepaLmoHHOM
CUCTEMbI, NMPOXOAS MPU 3TOM BCTPOEHHbIE Mpoueaypbl ayTeHTUdMKaumm (HanpuMmep, BBOASA Mpu 3TOM
CBOW JIOFMH W Naposib UM NpeaoCcTaBMB CBOK CMapT-KapTy), Mosy4YaeT npu 3TOM AOCTYN K JINYHbIM
XpaHunuuiam ceptudmnKaToB.

0ns goctyna K XpaHunuuwiaM B npoctpaHcTBe Local Machine ucnonb3yinTte npasuna pasrpaHu-
yeHus goctyna OC Windows.

Ona goctyna K 3awuuieHHoMy npoduato nonb3osatens (dhakTuyeckn, Ansa A0CTyna K 3aKpbi-
TOMY Ktouy) Tpebyetca naponb. Moaynb «Kpuntollpo SSF» n ncnonbsyemoe MM CpeacTBO KpUMTO-
rpacmyeckon 3awwmTbl MHDOPMALMN MMEET BO3MOXHOCTb CaMOCTOSTE/IbHO 3anpalimneatb Naposb A0-
CTyna K CEeKpPeTHOMY knto4y (BbIBOAUTbL HA 3KpaH OKHO 3anpoca napons). MNpu 3ToM AencTByeT npa-
BWIO: €Cnn ANMHa nepefaHHoro B pyHKUMIO naposs MeHble nmbo paBHa TpeM CMMBOJSIaM W NEPBbIN
CUMBOJ ABASETCH CMMBOJIOM «!» (BOCKNMUATENbHbIM 3HaK), TO MoAyfb 6yaetr paboTaTb B MHTepak-
TUBHOM pexume, u cam byaeT 3anpawmBaTtb BBo4 napons (3T1o TpeboBaHme cneumdumkaunm SAP ansg
moaynen SSF). B npotuBHOM cniyyae Moayib 6yaetr pabortatb B «MonyanuBoMm» (silent) pexume wm
NporpaMMHbIM NyTEM yCTaHaBAMBaTb Naposb, NEpeAaHHbli B apryMeHTaxX Bbl3biBaEMOM QyHKLUMN.

HekoTopble yXe cyllecTBylowme NpUnoXeHns He noanepXuneatT 3To TpeboBaHue cneumdu-
kKauum SSF API, nepepaBas B KayecTBe Naposid NyCcTy CTPoKy. [JNns COBMECTUMOCTU C HUMWU B MOAY/Ib
«Kpuntollpo SSF» 6bina pobasBneHa AOMONHUTENbHAsA  onuusi/mepeMeHHasl OKPYXeHust -
CP_SSF_ASK_PIN_WHEN_EMPTY.

[JaHHas nepeMeHHass ucnonb3yetcsa B QyHkumax SSF, roe Tpebyetcs AOCTyn K 3aKpbiTOMY
Kntouy nonb3oBaTtens (SsfSign, SsfAddSign, SsfDevelope). Ecnu 3HayeHWe AaHHOW NepeMeHHOW paB-
HO «1» mnn «YES» wnmn «TRUE», To B criyyae, Korga npunoxeHue rnepegaet moaynwo «Kpuntollpo
SSF» NycTylo CTPOKY B KayecTBe MNapons A0CTyna K KOHTENHepy 3aKpbiTOro Kik4a, Moaysb byaer
pacueHuBaTb 3TO KaK yKasaHWe Ha BbIBOA OKHAa AN 3anpoca naposisd A0CTyna K 3aKpbiTOMY KWy
(ecnn Ha KOHTeMHep yCTaHOB/IEH NApoSb).

Cnuncok [ononHUTeNbHbIX napaMeTpoB npuBeneH B «[lpunoxeHne. CnMCOK nepeMeHHbIX
OKpPY>XeHUs 1 napameTpoB ssf.ini».
4.5. XypHan pabotbl Mmogyna Kpuntollpo SSF

Moaynbe «Kpuntollpo SSF» BeaeT TpacCMpPOBKY MCMOAb30BaHMS Bbi30BOB (dyHKUWMI. JaHHas
TpaccupoBKa MoMoraeT pa3obpaTbCsd NpuY BO3HUKHOBEHWM OWMOOYHBLIX cuTyaumi. OHa A[OCTyrnHa
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CpeAcTBaM OTNaAKM nporpamm. [na 3anucy TpacCUpoBKM B dain Hy>XHO HacTpouTb dain Trace.ini,
KOTOPbI MOXET pacrnonaraTbCs B KaTasorax:

%commonappdata®%\Crypto Pro\
%localappdata%\Crypto Pro\

Moaynb «Kpuntollpo SSF» uweT napaMeTpbl TPacCMpPoOBKM cHadana B danne %commonap-
pdata%\Crypto Pro\Trace.ini (obwmnii dann ansa scex nonb3oBaTenen). Ecnn dann oTcyTCTBYET MIn
TaM OTCYTCTBYET HYXHbIA MapameTp, TOo npojoskaeTr uckatb B danne %localappdata%\Crypto
Pro\Trace.ini (darn B katanore AppData Tekylwero nonb3oBatens, nNog y4eTHbIM MMEHEM, KOTOPOro
paboTaeT NpuaoXeHne).

MpumMep danna HacTpoeK TPacCUPOBKMU:
[Trace]
ProcessFlags=2

cpsapssf.dll=4
cpsapssf.dll.Logfile=cpsapssf.log
cades.dll=4
cades.dll.Logfile=cpsapssf.log
tspcli.dli=4
tspcli.dll.Logfile=cpsapssf.log
ocspcli.dll=2
ocspcli.dll.Logfile=d:\temp\ocspcli.log

[aHHble NapaMeTpbl 03HAYaloT:
- Bknawountb Tpaccuposky ansa moayns cpsapssf.dll ¢ cambiM geTanbHbIM ypoBHeEM (4)

- 3anuceiBaTb TpaccmpoBky Moayns cpsapssf.dll B daiin cpsapssf.log, kotopbin 6yaer co-
30aH B kaTtanore %commonappdata%\Crypto Pro\LogFiles\, a npun HeBo3MOXxHoCTn (OT-
CYTCTBMM MpaB AocTyna) — B kaTanore %localappdata®%\Crypto Pro\LogFiles\. Ecnn daiin
y>Ke CyllecTByeT, To nHdopmaumsa B Hero 6yaeTt 4ONUCbIBATbCS.

- BknwounTb TpaccupoBky ans moaynsa cades.dll ¢ caMbiM AeTanbHbIM YPOBHEM (4)

- 3anucbiBaTb TpaccuposBky moayns cades.dll B daiin cpsapssf.log, koTopbiii 6yaeTt co3aaH B
kaTanore %commonappdata%\Crypto Pro\LogFiles\, a npn HeBO3MOXHOCTM (OTCYTCTBMMU
npas gocrtyna) - B katanore %localappdata%\Crypto Pro\LogFiles\. Ecnu ¢ann yxe cy-
LecTByeT, TO MHpOpMauus B Hero 6yaeT AONUCbIBATbCS.

- BknwounTb TpaccupoBky ans moayns tspcli.dll ¢ cambiM getanbHbIM ypoBHeM (4)

- 3anuceiBaTb TpaccupoBky moayns tspcli.dll B dpann cpsapssf.log, koTopbin 6yaneT co3gaH B
kaTanore %commonappdata%\Crypto Pro\LogFiles\, a npn HeBO3MOXHOCTM (OTCYTCTBMMU
npas gocrtyna) — B katanore %localappdata%\Crypto Pro\LogFiles\. Ecnu dann yxe cy-
LecTByeT, TO MHpopMauusa B Hero 6yaeT AONUCbIBaTbLCS.

- Bknwountb Tpaccuposky ang moaynsa ocspcli.dll ¢ yposHeM getanusauunm 2.

- 3anucbiBaTb TpaccupoBky Moayns ocspclidll B  dann ¢ abContoTHbIM  MMEHEM
d:\temp\ocspcli.log. Ecnn dann yxe cywectsyeT, To nHdopmaumsa B Hero 6yaeT AONUCHI-
BaTbCs. [paBa Ha co3gaHme/3anncb B AaHHbIN dain AOMKHbI 6blTb COOTBETCTBYOLWMM 06-
pa30M yCTaHOB/EHbl aAMUHUCTPATOPOM.

YpoBeHb TPacCUPOBKU MOXET NpuHMMaTb 3HaveHue oT 0 go 4. 0 — TpaccupoBKa OTCYTCTBYET,
4 — caMbli AeTanbHbll YPOBEHb TPACCUPOBKMU.

MapameTp ProcessFlags oTBe4daeT 3a AONONHUTENbHYIO MHPOpMauumio, oTtobpaxaemon AN
Kaxxaon CTpoku. Ecnu yctaHoBneH 6UT 2 3Ha4yeHUa AaHHOro napameTpa, TO KpoMe coAepXaTenbHOoro
TeKkcTa B cTpoke 6yaeT oTobpaxaTbcsa MHMOpPMaLMs O MecTe, B KOTOPOM BO3HWUK/IO CObbITUE Tpaccu-
poBku (MMa dyHKUMK, nmsa danna Koga, HoMep CTPOKK B danne McxogHoro koga). OTO MOXET No-
MOYb B BbisiBNIeHUM Npobaembl pa3paboTynmkoM Moayns.
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NMa darina xxypHana MoxeT 6biTb 3aaHO KaK OTHOCUTENbHbIM (TO/IbKO MMS U paclumpeHue),
Tak 1 abCoNoTHLIM, BKKOYas MOJHbLIA NyTb A0 danna.

Ecnn nma oTHOCUTENbHOE, TO CHayasa NMpou3BOAWUTCS MOMbITKa CO34aTb/OTKPbITL (hann B Ka-
Tanore obwem gna Bcex nonb3oBaTtenen %commonappdata%\Crypto Pro\LogFiles\, a npu oTtcyT-
CTBMM MpaB AOCTyNa Ha AaHHYlo onepauuio — B KaTtanore nonb3oBatens %localappdata%\Crypto
Pro\LogFiles\.

NmMa cekumm [Trace] — obsa3aTesnbHO.

4.6. XypHan pabotbl Mogyna Kpuntollpo SSF B OC UNIX/Linux

B OC cemeinctea UNIX/Linux Moaynb «Kpuntollpo SSF» MOXeT BeCTM TpacCUPOBKY TOJIbKO B
cucTeMHbIn xypHan (syslog). Onsa atoro Heobxoanmo B cekumm [debug] kKoHduUrypaumoHHoro daina
CK3U Kpuntolpo CSP /etc/opt/cprocsp/config[64].ini nonncaTb MMeHa Moaynen, noanexawmx Tpac-
CnpoBKe cneaytowmm obpasom:

<Wmsa moayna>=63
<WNmsa mopgyna>_fmt=57
Hanpumep:
cpsapssf=63
cpsapssf_fmt=57

ocsp=63
ocsp_fmt=57

tsp=63
tsp_fmt=57

cades=63
cades_fmt=57

4.7. OnucaHme OCHOBHbIX pyHKUMI SSF API

B naHHOM pasgene npuBeaeHbl IMb HEKOTOPblE 0COBEHHOCTM peanunsaunn yHkumin SSF API.

MoapobHoe onucaHne MHTepdenca npuBeaeHoO B TEXHUYECKON AOKyMeHTauum SAP - «Secure
Store & Forward (SSF). API Specifications (Version 1.0)».

4.7.1. SsfVersion

Mpwn ycnewHoM 3aBeplieHMK Bo3BpawaeT cTpoky "Crypto-Pro SSF library for SAP Version
1.01".

4.7.2. SsfQueryProperties
Q)YHKLI,MFI BO3BpallaeT 3Ha4yeHNAa noaaepXmBaemMbiX MOAYTEM CBOMNCTB:

HanMmeHoBaHuMe cBoncTBa | 3Ha4YeHuUe

PROPERTIES "FORMATS; HASHALGS; ENCRALGS; SSF_POPUPS"

FORMATS "PKCS7;CADES; PKCS7 CADES; PKCS7 ANY"

HASHALGS " SHA1;GOST3411;GOST-R-34.11-94;GOST-R-34.11-2012-256;GOST-R-
34.11-2012-512;G0ST2012-256;G0ST2012-512;MD2;MD5"

ENCRALGS "GOST28147;GOST-28147-89"

SSF_POPUPS "
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4.7.3. SsfEncode

DYHKUMS HE KOAMPYET KakuM-nnbo obpa3oM BXxogHble AaHHble. BbixogHble AaHHble SBASOTCS
TOUYHOI KOMUEN BXOAHbIX AAHHbIX.

MunHuManbHO HeobxoauMMoe KoAMpoBaHWE BbINOAHSAETCa  dyHKUMAMKM, HOPMUPYHOLWLNMU
PKCS#7, CMS coobwenunsa (SsfSign, SsfAddSign, SsfEnvelope, SsfDigest). McxogHble gaHHble npwu
dhopMmnpoBaHMKM NOANMCAHHOIO/3aWndpoBaHHOro coobleHns, cooblleHmnsl, cogepallero BblYMUCIEH-
HOe X3W 3HayeHue, ecnu Toro TpebyeTt API BKkNaablBalOTCA C aBTOMATMYECKON KOAMPOBKOM B opMmaT
PKCS#7 - DATA.

4.7 4. SsfDecode

DYHKUMS He AeKkoaMpyeT KakuM-nbo obpa3oMm BXxoaHble AaHHble. BbixogHble gaHHble SBNS-
IOTCS TOYHOWM KOMMEN BXOAHbIX AAHHbIX.

MunHMManbHO HeobxoaMMoe AeKoAMpOBaHMeE BbINOSHAETCA aBTOMaTU4eckn YHKUMSAMKU, AeKo-
anpyrwmnmmn ncxogHole PKCS#7, CMS coobuweHus (SsfVerify, SsfDevelope).

4.7.5. SsfSign

OyHKuMs dpopMmpyeT n Bo3BpawaeT coobuieHne B ykasaHHOM cdopMaTte, coaepikalime snek-
TPOHHbIE NOAMUCK OA4HOro unn 6onee «NOANUCAHTOB>.

Kak 6b1510 onmcaHo B N. “®opMaTbl Kpuntorpadmnyeckmx coobLieHnin” Bo3MoXHO GopMupoBsa-
HMe MNPOCTOM W YCOBepLUEHCTBOBaHHOW 31, BKAl4YaloWeln BCe AoKa3aTesbCTBa MOA/MHHOCTU KOH-
KpPETHOW 3/1eKTPOHHOM nognucu. Ons dopMrUpoBaHmMa NpoOCTON NoAnNMCKU ncnonb3lyetcs dopmaTt C CUM-
BOJIbHbIM 0603HaueHneM «PKCS7». Ons dhopMMpOBaHMS yCOBEPLUEHCTBOBAHHOW MOAMUCU UCMONb3Y-
eTcsa dopmaT € cMMBOJIbHBbIM 0603HauveHneM «CADES» nnmn «PKCS7_CADES».

3HayeHMe napaMeTpa C uaeHTudukatopoMm Hash anropmtma He aHanusupyetca. Ana dopmu-
pOBaHUS KOHKPETHOM MOAMUCU MUCMOJIb3YETCA X3LW anaroputMm Hambonee COOTBETCTBYHOLWNNA NpeacTas-
NIeHHOMY B cepTuduKaTe Kar4da nposepku Il anropuTMy OTKPLITOro KK4Ya M MCNOAb3yeMoMy Anis
storo CK3W.

dopMmnpyeMoe coobliueHMe MOXET BK/IOYaTb MM He BKOYaTb B cebs cepTudukaTbl KaK4en
nposepkn 31 B 3aBMCUMOCTU OT 3HAYEHUS COOTBETCTBYMOLWEro napameTrpa ¢yHkumn. CoobweHns B
¢dopmate CADES aBTOMaTtnyecku BKIOUAKOT B cebsa cepTudumkaTbl U BCe Apyrue Heobxoammble aoka-
3aTenbCTBa NOANMHHOCTU AaHHOW DI1.

dopMumpyemoe coobuieHmne MoxeT BktodaThb (attached) wnn He Bknouath (detached) B cebs
ncxodHble (NOAMUCLIBAEMbIE) AaHHble B 3aBUCMMOCTM OT 3HAUYEHUSI COOTBETCTBYHOLLErO NapameTpa
dyHKUNN.

PesynbTaT (NnognncaHHoe coobuieHne) popMmnpyeTcs Aulb B TOM Cy4yae, ecnin cepTudukarsl
BCEX <«MOAMMUCAHTOB» HaMAEHbl, BCE 3aKpbITble KOYM AOCTYMHbI, BCE MapO/iM K K/oYaM YyKasaHbl
npasunbHO. T.e. Koraa NoAMMCUM BCEX YKa3aHHbIX B CMUCKe «MNoAnucaHToB» ycnewHo chopMmpoBa-
Hbl.

Anst Kaxnoro «noanucaHTa®» yKasblBaeTCs ero MaeHTUduKaTop, XpaHuauwe cepTudukaTos,
Kak ykasaHo B M. «MaeHTuduMKaTopbl, 3aliMLLEHHblE NPOdUIN U aapecHble KHUMM Monb3oBaTenein», a
TakXe Maposib AOCTYMa K 3aKpbITOMY KJO4Uy, Kak ykasaHo B n. «[laponuM gocTyna K 3alUlieHHbIM
npoduasM N afpecHbIM KHUram».

Bonee nogpo6bHO nNapaMeTpbl M BO3BpallaeMblie 3HAYEHMS YKa3aHbl B TEXHWYECKOW AOKYMEH-
Taumm «Secure Store & Forward (SSF). API Specifications (Version 1.0)».

4.7.6. SsfVerify

OyHkumsa SsfVerify ocywiecTBnsieT NpoBepKy BCEX 3NEKTPOHHbIX MOANWMCEN B MNepeaaHHOM
noAnMcaHHoM coobueHnmn u GopMUpYET CNMCOK BCEX «MOAMUCAHTOB» AaHHOro coobueHus, BKAKYa-
wWnin ceptndunkaT Kaoda nposepku I, naeHTndukatop «nognucaHta» (none Subject x.509 cep-
Tudunkarta knwda npoeepku II), Bpems dopmmpoBaHus I (SigningTime). Ecnu B coobweHun co-
AepxaTcs ucxogHole (noanucbiBaeMble) AaHHble, TO PYHKUMS MNPpM YCMNELWHOM 3aBepLlUeHMNn BO3Bpa-
LWaeT TakXe M 3TK AaHHble. Ecnm cooblieHne coaepXuT npucoegmHeHHyto 3N u npu 3TOM AONOAHU-
TeNIbHO YKa3bIBAKOTCA WMCXOAHble (NOAMUCLIBAEMbIE) AaHHble, TO AOMOSHUTENbHO OCYLLEeCTBASEeTCS
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npoBepka Ha WAEHTUYHOCTb MOAMUCAHHbIX AaHHbIX, COAEPXALUMXCA B NPOBEpPSAEMOM COO6LIEHUMN, C
nepefaHHbIMU UCXOAHbIMU AaHHbIMW. ECnn 3TW AaHHble OT/IMYAOTCA, TO BO3BpallaeTcs cooblieHune
06 ownbke.

PesynbtaTt (NnognmucaHHoe coobuieHne) hopMmpyeTcs Nnb B TOM Cny4ae, ecnu cepTudukart
«nognucaHTa» HahAeH, 3aKpbiTbin katod DI A40CTyNeH, Naposb Ha AOCTYN K KAKYY yKa3aH npaBusib-
HO.

Ona ocyuwecTBieHMs NpoBepKy noannucn HeobxoAMMO NpaBusibHO nNepeaaBaTh 3HaveHue dop-
MaTa coobuweHuns, mcnosb3oBaswerocs npu gopMmuposaHmnm (MNOANMCU) UCXOAHOro coobeHuns. Kak
66110 onucaHo B n. “®opmaTbl Kpuntorpadunyecknx coobuleHnin” napameTp opMata MOXET NPUHU-
MaTb ABa 3HayeHusa: «PKCS7» - ana npocton 3N n «CADES» («PKCS7_CADES») - anga ycosepLueH-
CTBOBaHHOM 2I1.

MoXHO ykasaTb 3HauyeHue dopmata «PKCS7_ANY». B naHHOM cny4dae moaynb 6yaer aBToMa-
TU4Yeckn onpenensitb GopmaT nepeaaHHoro emy kKpuntorpadudeckoro coobuweHuns (PKCS#7 wnu
CADES) n 3anyckaTb cooTBeTCTBYHOLWYO 06paboTky. DT0 no3sonsieT obpabaTbiBaTh coobuieHns, He
3Has 3apaHee No KakoMmy TuUny OHO 6b1s10 CPOPMUPOBAHO KOHTPAreHTOM.

3Ha4yeHMe napamMeTpa UCMoJIb3yeMON aApeCHOM KHUIMM noJib3oBaTtesns A0/KHO hopMMpoBaTbCS
B COOTBETCTBMM C MpaBuiaMu, ONUCaHHbIMKU B N. «NaeHTudmKaTopbl, 3aWumLieHHble npodunm n aa-
peCHble KHUIU MoJib30oBaTesnen».

dopMmpyemMoe cooblueHMe MOXET BK/IOYaTb MM He BKOYaTb B cebsa cepTudukaTbl Ka4en
nposepkn 3l B 3aBMCMMOCTM OT 3HAYEHUA COOTBETCTBYHOWero napamerpa gyHkumn. CooblieHns B
dopmaTe CADES aBTOMaTMueckn BKJOYaloT B cebs cepTudukaTbl U BCe Apyrme Heobxoammble aoKa-
3aTenbCTBa NOAMHHOCTM AaHHon DI,

PesynbtaT paboTbl pyHKUWM, 3anonHeHME nosien npoduna «noannucaHToB» (GOpMUPYIOTCS B
COOTBETCTBMM C MpaBuiaMu, ONUCAHHbIMU B TEXHMYECKON AOKyMeHTaumum «Secure Store & Forward
(SSF). API Specifications (Version 1.0)».

B paHHOM Bepcum Moayns napameTtp dyHkumm bUseCerts (ucnonb3oBaTb M Npu NpoBeEpKe
cepTuduKaTbl BIOXEHHbIe B COObLLUEHNE) He aHanm3upyeTcs. Peanm3aums UCNonb3yeT BCE BO3MOX-
HOCTM AN nomucka ceptudunkaTa Koda NpoBepkn KoHKpeTHow 3. Ecnn cepTudumkaT npucyTCTBYET B
COOb6LEeHMN, TO OH MCMNONb3YeTCs, eC/In HET, TO cepTUdUKaAT ULLETCS B YKA3aHHOM XpaHuauuwie cep-
Tndukara.

lMocne npoBepkn Kaxaon NOANUCU MO YMOSYAHUIO OCYLLECTBASETCA U NpoBepka cepTudukara
kno4ya nposepkn M. Mpu 3TOM NPOBEPSETCH BCA LEno4vka cepTUdMKaToB, BKIOYAs MNPOBEPKY Ha
OT3bIB Kaxaoro ceptudukaTa, 3a UCKJIIOYEHNEM KOPHEBOTO.

Ecnm HeobxoauMO OTKIO4YUTbL MpoBepKy cepTudmKaToB Ha OT3blB B coobuieHnax PKCS#7
MOXHO YKa3aTb B MEpPEeMEHHOM OKpYXEHUS WM B 3Ha4YeHMW napameTpa ¢anna Hactpoek ssf.ini
CP_SSF_VERIFYCERTFLAGS 3HaueHune 0 (CP_SSF_VERIFYCERTFLAGS=0). B gaHHoO nepeMeHHOMn
MOXHO YKa3sblBaTb U ApYrne 3HadeHusl, CBA3aHHble C NpoBepkoli cepTudmkaTa. 3HaueHne npeacras-
naetca 16-puvyHbIM 3HadeHneM 6uUTOBOM Mackm dnaros QyHKUNMK CertGetCertificateChain
(http://msdn.microsoft.com/en-us/library/windows/desktop/aa376078(v=vs.85).aspx).

3HayeHMe AaHHOro napaMeTpa pacrnpoCcTpaHAETCs TONbKO NPy NpPOBEpPKe 3/1eKTPOHHbIX NoAMNu-
cei, cpopmmpoBaHHbIX no dopmaty PKCS7. Ona dopmata CADES Bcerga nposepsieTcsa NoAnuCb U
CepTVICbI/IKaTbI no CaMbiM CTpOrmMMm npaBuiaMm, onMCaHHbIM B COOTBETCTBYOLWLEM CTaHAApPTE.

HeobxoanMo OTMETUTb, YTO B AaHHOW peanu3aumm dopmata CADES He gonyckaeTrcs ucrnosb-
3o0BaHne OCSP oTtBeToB, y KoTopbiXx none ThisUpdate (Bpems Hadana geiicteua OCSP oTBeTa) MeHb-
e BPEMEHW, yKa3aHHOM B WTaMne BpeMeHu. T.e. uHdbopmauma o6 oT3biBe cepTudmkata LOSKHA
ObITb «CBEXel», Aabbl UCKIIOYNTb NCMOIb30BaHME HEAOCTOBEPHOM MHMOpPMauMM o ctaTyce ceptndm-
KaTa Ha MoMeHT noanucun. Kpome storo npu otcytctBum B OCSP oTteBeTe nons NextUpdate (cpok
OKOHYaHua gencteusa mHdbopMaumm o cratyce ceptudmkata B AaHHOM KoHkpeTHoM OCSP otseTte),
3HadeHune nonsa ThisUpdate He fo/MKHO NpeBbiaTh BpeMsl, yKa3zaHHoOe B WTaMne spemeHun 6onee yem
Ha 5 MWHYT. MoaToMy HeobxoaAMMO cneanTb 3a CUHXPOHM3aUMeln BpeMeH YyKasaHHbix cniyx6 (TSP,
OCSP), ocobeHHO, ecnu oHWM pacnosiaratoTCa Ha pa3HbIX cepBepax.

Mpu popMupoBaHum coobeHmn 2N no dopmaty CADES B TOM cnyvae, ecnn moaynb «Kpun-
Tolpo SSF» nmony4daetr OCSP otBeT oT cnyx6bbl OCSP co 3HavyeHneM BpeMeHeM B none ThisUpdate
MEHbLUMM, YEeM B MOJIYYEHHOM LUTaMMe BpeMeHu, OH 6yaeT npogosmkatb nocblnate OCSP 3anpochkl C
HEKOTOPbIM MHTEPBANOM A0 TeX MOop, NOKa 3TU BPpEMEHA He CTaHyT, XOTS 6bl paBHbIMU.
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B cnyuyae, korpa ansa dopmuposaHua Il no ¢dopmaty CAdES mcnonb3yroTcs nporpaMmmHble
CpeacTBa ApYyrux Mpou3BOAUTENEN, KOTOPble B 3TOT MOMEHT He MPOBEepsioT pacXoXAeHue BpeMeHu
wTramna spemeHn n OCSP oTBeTa, MOXET BO3HUKHYTb CUTyauUs, KOrAa OKpyr/ieHHoe A0 CEeKYH. Bpe-
Ma OCSP oTBeTa OKaXeTCs MeHblle HEeOKpYyrfieHHoro spemeHn wramna (go 0.5 cek). Moaynb Kpun-
Tolpo SSF npu npoeBepke II1 Takmx coobLLeHnI MOXET BblaaTb owmnbKy. [na npeaoTBpalleHns Taknx
CUTyaumn MoxeT ucnonb3oBaTbca napameTtp AllowedExceedingTSPoverOCSPTime B HacTpolikax noau-
Tnkn moayns CAdES («[donycTumoe npeBbllEHNE BPEMEHW LUITaMMna Haj BpeMEHeEM Hadana AencTBus
(ThisUpdate) OCSP oteBeta B CAdES coobuweHunax. Ot 0 go 10 cekyHa»). 3HayeHmne AaHHOro napa-
MeTpa 3ajaeTcs npu yctaHoeBke moaynsa Kpuntollpo SSF (cM. n. «YcTtaHoBka anctpmbyTtmsa Kpunro-
Mpo SSF»), n 3aHocuTtcs B Peectp Windows B kntou HKLM\Software\Policies\Crypto-Pro\CAdES\.

4.7.7. SsfEnvelope

OyHkumsa SsfEnvelope dopmupyer 3awmndpoBaHHoe coobuleHne (UndpoBOM KOHBEpPT-
ENVELOPED DATA) Ans HecKoOJIbKMX YKa3aHHbIX nonydatenein. Ond wudpoBaHMa WMCNOMAb3yeTcs
TONIbKO CUMMETPUYHbIN anroput™m wmndgposaHna FTOCT 28147-89. CeptudukaTtbl nonyyatenem snek-
TPOHHOrO COObLLEHNSA TaKXe AOMKHbI CoAepXaTb OTKPbITble KAOYM U NOANUCU CHOPMUPOBAHHbLIE C
ucrnosib3oBaHmeM anropntmos NOCT.

MapameTp «dopmaT» B AaHHOM (DYHKUMM MOXKET NpUHMMATb Kak 3HadeHne «PKCS7», Tak u
«CADES» («PKCS7_CADES»). Kakon M3 HMUX MCNO/b30BaTb — HE MMEEeT HMKAKOro 3HadeHusd. Ha
dopmMaTt ntorosoro coobuieHns 3ToT BbIGOp HNUKAK HE BIIUSET.

3HayeHMe napaMeTpa WCMNOSb3YEMOM aAPECHOM KHUIMM MNOSb30BaTesNd, a TaKXe 3HadeHus
MAeHTU(PUNKATOPOB MosiyyaTenen B CNMcKe nosyvyatenem AomkHbl OpMUpPOBATLCS B COOTBETCTBUU C
npasBmiaMu, ONMUCaHHbIMK B M. <« aeHTUdUKATOPbI, 3alMLLEHHbIE NPOMUIM N aapPeCHble KHUIMM MOoJlb-
30BaTenen».

NTorosoe 3awmndpoBaHHoe coobuieHne GopMUPYETCS MWL B TOM Cilydae, ecnm BCe Mnosiyda-
TeN N3BeCTHbl, UX CEPTUdUKATbI HaNAEeHbl B YKa3aHHOW aApecHO KHUre n AoCTynHbl. Koabl BO3Bpa-
Ta QyHKUMM M pe3ynbTaTa 06paboTkmM Kaxaoro u3 nosydatenem GopMUpPYOTCS B COOTBETCTBUM C
npasuniamMmm, ONMCaHHbIMU B TEXHUYECKOW AOKYyMeHTauunm «Secure Store & Forward (SSF). API Speci-
fications (Version 1.0) ».

4.7.8. SsfDevelope

OyHkumna SsfDevelope pacwwudpoBbiBaeT coobueHne, 3awmndposaHHoe dyHkumen SsfEnve-
lope, AN oAHOro ykasaHHOro nonaydatens. [Ana pacwmdpoBaHns COOOLEHNS NUCMONb3YETCS 3aKpbl-
TblA K04 nony4datensd. MNonsa 3awmuweHHoro npoduns nosyyartens Ao/KHbl 6bITb 3aN0/IHEHBI B COOT-
BETCTBMM C NpaBuiaMm onmncaHHbiMu B nn. «MaeHTudukaTopbl, 3awmieHHble Nnpoduan 1 agpecHble
KHUIM nosb3oBaTtenen» un «MNaponm AocTyna K 3alneHHbIM NpoduisM U agpeCcHbIM KHUram».,

MapameTp «dopmaT» B AaHHON DYHKUMWM MOXKET NMpMHUMaTb KakK 3HadeHue «PKCS7», Tak u
«CADES» («PKCS7_CADES»). Kakoh M3 HWX MUCMNONb30BaTb — He MMeeT HWMKaKoro 3HayeHusa. Ha
cdopmMaT NTorosBoro coobuieHns 3ToT BblI6Op HUKAK HE BAUSET.

3HayeHne NapaMeTpa MCMoSIb3YEMOM aipeCHON KHUIMM MONb30BaTeNs AO/IKHO (OPMUPOBATLCS
B COOTBETCTBUW C MpaBuiIaMu, ONMUCAHHbIMK B M. «MAeHTUdMKATOpbI, 3allMLLEHHbIE NPpOodUaN U aa-
pPeCcHble KHUMM MOoJb30BaTeNENn>.

B cnyuae ycnewHoro 3aBepweHns GyHKUNN BO3BpaLlaeTcs pacundpoBaHHoOe coobLieHMe.

Koabl Bo3BpaTa pyHKUMM K pe3ynbTaTta 06paboTku Kaxxaoro n3s nonydarenen popMmnpyroTcs B
COOTBETCTBMU C MpaBusiamu, ONUCaAHHbIMKM B TEXHUYECKOM AOKyMeHTaumum «Secure Store & Forward
(SSF). API Specifications (Version 1.0) ».

4.7.9. SsfAddSign

B otnmume ot dyHKUMM SsfSign gaHHasa dyHkumsa dopmupyeT gobasnsaeT ewé ogHYy 31eKTPOH-
HYI0 MOAMMCb K yXe NoAnMCaHHOMY coobueHMi0 B yKa3aHHOM dopmaTe, 1 Bo3BpallaeT coobuieHune,
BK/ItOYAlOLLEee BCE 3/IEKTPOHHbIE MOAMUCU - BHOBb A06aB/IEHHYIO0 W COAEp)KaBLUMECA B MCXOAHOM
(nognucbiBaeMOM CoobLLeHnn).

Tun HoBoro coobueHus (attached nmbo detached) dopmupyeTcs B 3aBUMCMMOCTM OT TuUMa MUC-
XOA4HOro NOAMNUCLIBAEMOIO COO6LLEHNS.
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Kak 6b110 onucaHo B n. “®opMaTbl Kpuntorpapuyeckmux coobeHnin” BoamMoxHo dopMuposa-
HME MNpPOCTOM U YCOBEpPLUEHCTBOBaHHOM 3[1, BKJOYAKOWeEN BCe AOKa3aTenbCTBa MOAJIMHHOCTU KOH-
KPETHOM 3NEeKTPOHHOM noanucu. na ¢opMmMpoBaHMsa NPOCTOM NOAMNMCKM Mcnonb3yeTcs ¢popMaTt C CUM-
BOJSIbHbIM 0603HaueHnem «PKCS7». Onsa dbopMnmpoBaHMa yCOBEPLUEHCTBOBAHHOW MOAMUCU MCMNOSb3Y-
eTcs opmaT € CMMBO/bHLIM 0603HauveHnem «CADES» («PKCS7_CADES»).

3HadyeHne napameTpa C naeHtudukatopom Hash anropmtma He aHanuaupyetcsa. OAna ¢dopmu-
pOBaHUSA KOHKPETHOW MoAMMCKU UCMOJSIb3YETCS X3LW anropmMtMm, Hambosiee COOTBETCTBYHOWMNA NpeacTas-
NleHHOMY B cepTudukaTe Kaw4a nposepkn DI anropuTtMy OTKPbLITOrNO KJ4Ya UM MCNOoSib3yeMoMy Afs
aToro CK3W.

dopMmpyeMoe cooblieHne MOXET BK/IOYaTb MM He BKI4YaTb B cebsa cepTudukaTbl Kao4en
npoeepkn 3l B 3aBUCMMOCTM OT 3HAYeHUA COOTBETCTBYHOWero napametpa ¢dyHkuun. CooblieHns B
¢dopmaTe CADES aBTOMaTU4YeCKM BKIOUAKT B cebs cepTudukatel U BCe Apyrve HeobxoamMblie AoKa-
3aTenbCTBa NOAMHHOCTY AaHHon DI,

PesynbtaT (NnoanucaHHoe coobuieHne) dopMmpyeTcs Anb B TOM ciydae, ecnu ceptudumkart
«rnoAnucaHTa» HahAeH, 3aKpbITbii KoY 3l AOCTyneH, Naposib Ha AOCTYMN K K04y yKasaH nNpaBuW/ib-
Ho. Ecnu coobeHne coaepxXnTt npucoeanHeHHyto 3 n npn 3TOM AOMNOSHUTENbHO YKa3blBaKOTCA UC-
XoAHble (noanucbiBaeMble) AaHHble, TO AOMOSHUTENbHO OCYLLEeCTBASETCS NpoBepKa WAEHTUYHOCTb
NOAMUCbIBAEMbIX AAHHbIX, COAEpPXaLMXCS B NoAnncbiBAEMOM COOBLEHNN C NepeaaHHbIMU UCXOOHbI-
MU AaHHbIMW. ECnn 3Tn AaHHble OT/INYAOTCH, TO UTOroBOe cooblleHne He dopMupyeTcs.

3HayeHns Nnonein 3almieHHoro Npoduns «NoANUCcaHTa» yKasbliBaloTCA B COOTBETCTBUU C MNpa-
BWJIaMU, U3JTOXKEHHbIMM B NMN. «NaeHTUdMKATOpbl, 3aliMUeHHble NPOdUIN U aapecHble KHUMM MNoJb-
3oBaTenen» n «Maponu gocTyna K 3alMeHHbIM NPpodUisM U aapecHbIM KHUMaM» .

Bonee nogpo6bHO nNapaMeTpbl M BO3BpallaeMblie 3HAYEHMS YKa3aHbl B TEXHUYECKOW AOKYMEH-
Taumm «Secure Store & Forward (SSF). API Specifications (Version 1.0)».

4.7.10. SsfDigest

JdaHHasa dyHKUMA mncrnonb3yetca ANns BbluucieHus Hash 3HauyeHns nepefaHHbIX WCXOAHbIX
AaHHbIX MO YKa3aHHOMY anroputMy. B pesynbTaTe popmupyetcsa coobueHne dopmata PKCS#7 Di-
gestData.

Tun HoBoro coobueHuns: attached nnb6o detached, popmupyeTcs B 3aBUCUMOCTM OT 3HAYEHUS
COOTBETCTBYOLWEro napamMeTpa GyHKLUNN.

MapameTp «dopmaT» B AaHHON DYHKUMW MOXET NMpUHUMaTb KakK 3HadeHue «PKCS7», Tak u
«CADES» («PKCS7_CADES»). Kakon M3 HWX MUCMNONb30BaTb — He MMeeT HWMKaKoro 3HadyeHud. Ha
dopmMaTt nToroBoro coobueHns aToT BbIGOp HUKAK HE BJIUSET.

3HadeHne napaMeTpa MCNOSb3yeMOro X3l asiropMTMa MoOXeT NpMHUMaTb O4HO M3 CleayLwmx
3HaYeHUn:

- «MD2»

-  «MD5»

- «SHA1l»

- «GOST3411»

-  «GOST2012-256»

- «GOST2012-512»

[ns coBMeCcTMMOCTM C MOAYNSIMW APYrnX Npou3BoAUTENeil BBeAeHbl CMHOHWMbI 0603HaueHus
anroputmoB. Anga TOCT P 34.11-94 noMmMo ykasaHHoro mgeHtndumkatopa «GOST3411» MOXHO uC-
nonb3oBaTtb maeHTudukatop "GOST-R-34.11-94". na NOCT P 34.11-2012 (256 6uT) nomMnumo yka-
3aHHOro naeHTndmkaTopa «GOST2012-256» MOXHO MCNoONb30BaTbh naeHTUdunkaTop " GOST-R-34.11-
2012-256". Ona TOCT P 34.11-2012 (512 61T) NOMMMO yKasaHHOro unaeHtndpukatopa «GOST2012-
512» MOXHO ucnonb3oBaTb MaeHTUdUkaTop " GOST-R-34.11-2012-512".B HEKOTOPbLIX CAy4Yasx 3TO
NO3BOJISET NUCMOb30BaTb OAMH N TOT Xe KOHMUrypaumoHHbli dann ssfrfc.ini.

Koabl Bo3BpaTta pyHKUMM (POPMUPYIOTCS B COOTBETCTBUM C NpaBuiaMn, OMUCAHHBbIMU B TEXHU-
yeckom goKyMeHTaumm «Secure Store & Forward (SSF). API Specifications (Version 1.0) ».
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5. MpunoxeHne. CNNCoK NepeMeHHbIX OKPYXeHUs 1 napameTpos ssf.ini

[nga ykasaHug JonosHUTeNbHbIX HacTpoek moayns Kpuntollpo SSF MOXHO ncnosb3oBaTtb cne-
Aylolwne nepemMeHHble oKpyXeHusi/napameTpbl daina HacTpoek ssf.ini:

HanmeHoBaHue

3HayeHune

CP_SSF_USERID

Kakoe npeacTaBsieHne MCNonb3oBaTb AN 0603HAUEHUS WAEHTU-
dukaTtopa ceptmudukaTta, Npu NoMowwm KoToporo 6bisla NpoBepeHa
oM.

Mo yMonuyaHuio Bo3Bpawaetrca «OTnnumMTenbHoe MMsa» Bnajenbua
ceptudmkata. Ecnm ans paHHOM nepeMeHHOW yKasaTb 3HauyeHue
«CERT_HASH», To 6yaet Bo3Bpawartbcd SHAL1 X3 3HavyeHue «oT-
nevatka» cepTtudumkaTa.

Mpumep:

CP_SSF_USERID=CERT_HASH

CP_SSF_ADD_TSP

Cnucok AONOSIHUTENbHbIX aApecoB CNyX6 LITaMNoB BpeEMEHW, pas-
[E/TIeHHbIX CUMBOJIOM «;»

Mpumep:
CP_SSF_ADD_TSP=http://testca.cryptopro.ru/tsp/tsp.srf

Mpn 3ToM npoueaypa noanuvcu 6yaeT MNbiTaTbCa CHadana
obpawatbCca No OCHOBHOMY ajpecy Cciyx6bbl, yKa3aHHOMY B
OCHacTKe rpyrnnoBOM MOJIMTMKK, a B C/llydae Heyaauum, noBTOpSATb
npoueaypy € UCNoab3oBaHWEM afpecoB CyX6 yKasaHHbIX B nepe-
MEHHOW OKPY>XEeHUs.

CP_SSF_VERIFYCERTFLAGS

[JaHHas nepeMeHHass WCNOMb3yeTCcsa TONIbKO npu nposepke Il
cdhopmmpoBaHHon no craHpapty PKCS#7. lMpu npoeepke 3Il,
ccopmmupoBaHHbix no craHaapty CADES, ceptudwukatbl Ha OT3bIB
NpoBepsTCA BCeraa, B COOTBETCTBUM CO crneundukaumnen CAdES
X Long (no BKAOYEHHbLIM B cooblleHne aoKa3aTeNbCTBaM aKTyasib-
HOCTK cTaTyca cepTudukata — OCSP oTeBeTam)

Ecnn HeobxoanMO OTKNIOUNTL NpoBepKY cepTUdUKaToOB Ha OT3bIB B
coobueHnax PKCS#7 MOXHO yKkasaTb B AAHHOW NepeMeHHOW 3Ha-
yeHue 0 (CP_SSF_VERIFYCERTFLAGS=0).

B paHHOM nepeMeHHOM MOXHO YKa3sbiBaTb U ApYrue 3HaudeHus,
CBsAi3aHHble C NPOBEpPKON cepTudmkaTta. 3HaueHue npeacTaBrisieTcs
16-puvyHbIM  3HadeHneMm 6utoBOWM Macku dnaroB  PyHKUUU
CertGetCertificateChain (http://msdn.microsoft.com/en-
us/library/windows/desktop/aa376078(v=vs.85).aspx).

3HayeHWe AaHHOro napaMeTpa pacnpoCTPaHAETCH TO/IbKO Mpw
NpoBepKe 3/1eKTPOHHbIX noanucen, copMMpoBaHHbIX NO dopMaTy
PKCS7. Ona ®opmat CADES Bcerga nposepsieTcs noAnuUcb U cep-
TUdnKaTbl N0 CaMbiM CTPOrMM MpasuiaM, ONUCaHHbIM B COOTBET-
CTBYIOLLEM CTaHaapTe.

Mpumep:
CP_SSF_VERIFYCERTFLAGS=10000000

Mo ymon4yaHuio ncnonb3lyeTtcs 3HadeHne 0x40000000
(CERT CHAIN REVOCATION CHECK CHAIN EXCLUDE ROOT)

CP_SSF_ASK_PIN_WHEN_EMPTY

[JaHHas nepemeHHas ucnonb3yetcs B dyHKUumnsax SSF, rae Tpebyer-
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Cq [OCTyn K 3aKpbITOMy Kiawdy nonb3oBaTtens  (SsfSign,
SsfAddSign, SsfDevelope). Ecnu 3HayeHne gaHHOWM NepeMeHHOU
paBHO «1» unn «YES» unn «TRUE», To B ciyyae, Korga npuaoxe-
Hue nepepaet moaynto «Kpuntollpo SSF» nycTyk CTpoKy B Kauye-
CTBE Naponsa AOoCTyna K KOHTEeMHepy 3aKpbITOro Kaw4a, MOAy/b
6yneTt pacueHmMBaThb 3TO KaK yKa3aHWe Ha BbIBOA OKHa ANns 3anpoca
napons AOCTyrna K 3aKpbITOMY KN4y (ecnm, KOHe4YHo, Naposib Ha
OAHHbIM 3aKpbITbIN K104 YCTAHOBJIEH).

CornacHo cneuudmkaumm SAP Ha SSF API, moaynb AO/KEH BbIBO-
AvTb NonobHoe OKHO, ecnn B KadecTBe MepBOro CMMBOSA, nepe-
JAHHON eMy CTpPOKM napons, naet «!» (BoCKAuMuaTesnbHbIA 3HaK).
Ho HekoTOpble yxe CyLecTBYoLWmMe NPUNOXKeHUs BMECTO 3TOro ne-
penatT NyCcTyk CTPOKY, MO3TOMY ANs COBMECTUMOCTUM C HUMMWU B
moaynb «Kpuntollpo SSF» 6bina nobaBneHa AaHHas onuus.

CP_SSF_VERIFYCERTFLAGS_ONSELECT

[JaHHasa nepeMeHHass MCMNONb3YETCA TOAbKO MpM MpOBEpKe cepTu-
dukaTtoB B npoueaype otbopa mx B crnmcok Bbibopa cepTudukarta
noanucu. B HacTpolikax nonb3oBaTens B KayecTBe naeHTudunkaTo-
pa ceptudmkaTta Kawo4da nposepkn I, npn NoOMOLWMKM KOTOporo Hy-
aet dopmuposaTbcs Ol1, MOXHO YyKasbiBaTb KJ/HOYUEBOE CJIOBO
$SELECT_CERTIFICATES$ (3Hauku $$ - obs3aTtenbHbl). B aTtoM cny-
yae Ha 3KpaH byaeT BblAaH CNMUCOK cepTudmkaToB. lNonb3oBaTesnb
caM BblbMpaeT M3 3TOro Cnucka - Kakon cepTudmkaT UCNONIb30-
BaTb. Kaxabin ceptudmkaTt, nonagaemMbln B CNMCOK, AOIXKEH NPOW-
TWU MPOBEPKY B COOTBETCTBMW C driaramu, ykasaHHbIMW B AaHHOWN
nepeMeHHol. Bo3MOXHble 3HayeHUs dnaroB aHanormM4yHbl nepe-
MEHHOI CP_SSF_VERIFYCERTFLAGS.
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cspP

ocC

CK3HK

Sl
MognucaHT

Mony4aTens

6. NepeyeHb CoOKpalleHU

Kpuntonposangep (Cryptographic Service Provider)
OnepaunoHHas cucteMa

CpeactBo kKpuntorpadunyeckomn 3awmnTtbl MHDOPMaumn
DNeKTpoHHasa noanuck

(Signer) Bnapeney 3akpbIiTOro Kjw4ya U cepTudukaTta kiwoda nposepku I, npwu
MOMOLLM KOTOpPbIX (hopMMpoBanach 31eKTpoHHasa Noanuch

Bnageneu 3akpbITOro K4ya M COOTBETCTBYIOLLErO CEPTUGMMKATA OTKPbLITOro Koua,
B aApec KoToporo wudpoBanock coobuieHne. CepTuduMKaT OTKPbLITOro Kkoua uc-
NnoNb3yeTcs ANs BblpabOTKM CECCMOHHOMO K/toya WndpoBaHus.
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