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Komnanua «KPUMTO-MPO», 2019-2021. Bce npaBa 3awWmLLEHbI.

OTOT AOKYMEHT BXOAMT B KOMMIEKT NOCTaBKMU U3aenuna. Ha Hero pacnpocTpaHAOTCA BCe YCA0BUA
NINLLEH3MOHHOIO  cornaweHua. be3  cneumanbHOro  MUCbMEHHOrO  paspelleHnA  KoMMaHum
«KPUNTO-MPO» 3TOT AOKYMEHT MM €ro 4acTb B NMeYaTHOM WM SNEKTPOHHOM BUAE HE MOTYT ObiTb

noABeEPrHyTbl KONNMPOBAHUIO U Nepegade TPpeETbUM SIMLLAM C KOMMEp‘-IECKOVI Lenbto.

MHdopmaums, coaepskalanca B 3TOM AOKYMEHTE, MOXKET 6biTb M3MeHeHa pa3paboTunkom 6e3
CNeumanbHoOro yBeAOMJIEHMA, YTO He ABAAETCA HapyleHMem o00653aTeNbCTB MO OTHOLWEHWIO K

NO/Ib30BATE/IO CO CTOPOHbI KomnaHum «KPUMTO-MPO».

000 «KPUNTO-MPO»
Appec 127018, r. MockBa, yn. Cyuiesckunii Ban, nom 18
Tenepon +7 (495) 995-4820
e-mail info@cryptopro.ru

Web Www.cryptopro.ru
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ABTOMATM3MPOBAHHAA MHPOPMALMOHHAA CUCTEMA
ABTOMaTM3MpOBaHHOe paboyee mecTo
ABTOMATM3MpPOBAHHaA cMcTeMa

3aMKHyTaa nporpammHas cpeaa

NHbopmaumoHHasa cuctema

HecaHKLMOHMPOBAHHbLIN AOCTYN

OnepauMoHHana cuctema

MporpammHO-annapaTHbIM KOMNAEKC

Mogcuctema Kpuntorpadumyeckon 3awmnTbl HGoOpMmaLmm
MporpammHoe obecneyeHune

MpuknagHoe nporpammHoe obecneyeHume

CpeacTBO MK cUCTEMA 3alUnTbl MHGOopMaLUK
CpeacTBo KpunTorpaduyeckom 3awwmtbl MHGOpPMaLUK

CpeAcTBO XpaHeHUA KoHbUAeHUManbHon nHdopmaLmm
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1. BBeaeHnue

[aHHOe pyKoBOACTBO NpefHa3HAYeHO ANA aJMUHUCTPATOPOB CPeACTBa 3aLLMTbl MHPOPMaLUM
«KpuntolMNpo SPR» Bepcus 4.0 (coKpaleHHble Ha3BaHua nsgenma — SPR 4.0). B pykoBoacTBe cogeprKaTtcs
cBefeHus, Heobxoanmble afMUHUCTPATOPAM A1A HAaCTPOMKN U YNPaB/ieHUA OCHOBHbIMW MEXaHM3MaMu

3aLLUUTI.
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2. OCHOBHBbIE NNOCUCTEMBI

dyHKumoHnposaHune C3M SPR 4.0 onupaeTca Ha cnegyrowme noacucTemsl:

e [loacuctema ynpaB/ieHMA NOJUTUKAMU;

e [loacuctema AoBepeHHoON ayTeHTMdMKaLUNK;

e [loacuctema ANCKPELIMOHHOIO pa3rpaHMyYeHmna AoCTyna;
e [loacucTema 3almTbl KPUTUYECKUX PECYPCOB;

e [loacuctema KOHTPOASA A4OCTyNa K YCTPOMUCTBAM;

e [loacuctema maHaaTHOro WUdpPoBaHUS;

e [loacMctema 3aMKHYTOM NPoOrpamMmHON cpeapbl;

e [loacuctema KOHTPOAA 3aMycKa CUeHapuUes;

e [loacuctema ayamTta 6esonacHoCTy.

[aHHoe PyKkoBOACTBO OMNUCbIBAaeT NOPAAOK HACTPOMKKU creaylowmx Noantuk 6esonacHocTu
OCHOBHbIX nogcuctem, peanunsyembix C31 SPR 4.0:

e loacucrema ayamTa 6€30MacHOCTH.

OnucaHMe nopsaKa HacTPOMKKM MOAUTMK 6e30nacHOCTM, He BXOAALWMX B AaHHOe PyKoBoAcCTBO,
COAEPKMTCA B COOTBETCTBYHOLLMX AOKYMEHTaX B cocTaBe gokymeHTauuu [1], [2], [3] v [4].

3. Ynpagsienue ayautom coobiTuii C3U SPR 4.0

Mpn NnepBoHavabHOM YCTAaHOBKE cpeacTBa 3awwmTbl Hdopmaumm «Kpuntollpo SPR» sepcua 4.0
pPerucTpupyeTca oTAesNbHble NpoBanaepbl COObITUI ANA Kaxaol u3 nogcuctem B pasgene «ypHanbl
NPUIONKEHUN U CNYKO»:

e CryptoPro-SPR-CriticalResourceProtection — gna nogcucremol 3aLWMTbl KPUTUYECKMX PECYPCOB.
e CryptoPro-SPR- DevicesAccessControl — ana nogcucremsl ynpaBaeHus 40CTyNa K yCTPOMUCTBaM
e CryptoPro-SPR-EnchancedEfsPolicies — ans nogcucremsl pacluMpeHHbIX NoanMTuk EFS.

KypHanbl NPUAOKEHUIA U CNYKO MCNONB3YIOTCA NPUIOKEHUAMMN U CAyKbamu gna perncrpaymm
cobbITMI, cBA3AHHbIX C MX paboToi. [ns ynpaBneHWs KypHanamu cobbITUA MOXKHO WMCNO/Ib30BaTb
OCHACTKy «[1poCcMOTp cOBbITUIA» UAK NPOrpamMMy KOMAHAHOM CTPOKM «wevtutil».

B OC Windows 7 1 bonee ctapwunx nHPpacTpyKkTypa, obecneuymBaroLwas pernctpaumnto cobbitum,
ocHoBaHa Ha ¢opmaTte XML. JaHHble 0 Kaxaom cobbiTnn cootsetcTBytoT XML-cxeme, 4To nossonser
nonyuuTb goctyn kK XML-koay noboro cobbituAa. Kpome Toro, MoXHO co3gaBaTb OCHOBaHHble Ha XML
3anpocbl 415 NONYYEHUA AAHHbIX U3 XKypHanoB. OcHacTKa «MpocmoTp cobbiTUiA» NpeaocTaBAAET NPOCTOM
rpadpuyeckmin HTepdeinc ana A4ocTyna K STMM BO3MOMKHOCTAM.

Mpu nepBoOHa4anbHOM YycTaHoBKe SPR 4.0 CnNUCOK nNpaBua  3alUMTbl  Ka*KAOW MNOAUTUKMK
6e30nacHOCTM NyCT, NO3TOMY aKTUBALMA NONUTUK HE NPUBOAUT K 6NOKMPOBKE MOANPUKALMKN KaKNX-TMBO
obnacteit dpamnoBoi cuctembl. Bce nonntmkm SPR 4.0 BKAOYEHDBI B peXKUMe «AyauT» - 4ONOAHUTENbHbIX
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AEeUCTBUIA  AnA akTuBauum cbopa cobbITUI nNoacuMcTeM, BXOAALMX B COCTAB CPEeACTBA  3aliuUThb
nHoopmaumnm SPR 4.0 He TpebyeTcs.

3.1. CoGBbITHS MOACUCTEMBI 3aALUTHI KPUTHYECKUX PECYPCOB

Mmsa kaHana: CryptoPro-SPR-CriticalResourceProtection

Tab. 1. CobbITMA NnoacucTeMbl 3aLWUTbl KPUTUUECKUX PEeCypCcoB

ID KaHan YpoBeHb OnucaHue

100 Admin UHdpopmaums 3anyLleH LUK pacvyeTa KOHTPOAbHbIX CYMM 3aLUuLLaeMblX
daiinos.

101 Admin MHd)OpMaLI,Mﬂ 3aBepLleH UMK pacyeTa KOHTPOJIbHbIX CYMM 3aLMLLAEeMbIX
daiinos.

NHpopmauma o unkne:
Ob6paboTaHHble daitnbl: %1
OwnbKU: %2

102 Admin MHd)OpMaLI,MFI 3anyLeH UMK NPOBEPKN KOHTPO/IbHbIX CYMM 3aLMLLLAEMbIX
daiinos.

103 Admin NHdopmauma 3aBepLleH UMKA NPOBEPKU KOHTPOJIbHbIX CYMM 3aLLULLAEMbIX
¢daiinos.

NHbopmauma o umkne:
MposepeHHble dparnbl: %1
HapyweHue uenoctHocTn: %2
OwmnbKkn:%3
104 Admin NHbopmaLuums BbInosHEHa NoMNbITKA NOAy4eHUA A0CTYNa K ayanpyemomy
0b6beKTy.
CeepeHuns 06 obbekTe:
Tun: %1
Umsa: %3
CBeaeHus o npouecce:
NaeHTuduKaTop: %4
Nma danna: %6
CBeaeHus o0 3anpoce Ha AoCTyn:
Macka goctyna: %7
Joctyn: %8
105 Admin NHbopmaLums BbinosHeHa nonbITKa co3aaHma ob6bekTa pananoBoM CUCTEMDI
TmMna hard link, KoTopbI# ccbinlaeTca Ha ayaAnpyemblii 0O beKT.
CeepeHus 06 obbekTe:
Tun: %1
NUma: %3
CBeaeHus o npouecce:
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NpeHTuduKaTop: %4
NUma paiina: %6
106 Admin MpepynpexaeHue BbiNOJHEHa NOMbITKa NOAYYEHWA AOCTYNA K 3alLMLIAEMOMY

06DBEKTY.
B cOOTBETCTBUM C HACTPOMKaMM NOAUTUK AOCTYN 3anpeLLeH.
CeepeHus 06 obbekTe:

Tun: %1

NUma: %3
CBeaeHus o npouecce:

NpoeHTudukaTop: %4

Nmsa danna: %6
CBeaeHuA 0 3anpoce Ha gocTyn:

Macka goctyna: %7

Joctyn: %8

107 Admin MpepynpexaeHue BbiNosHeHa NonbiTKa co3aaHnsa obbekTa $GaitI0BoR CUCTEMDI

TmMna hard link, KoTopbIi ccbilaeTca Ha 3aLLULLLAEMbIA OOBEKT.
B cOOTBETCTBUM C HACTPOMKAMM NOAUTUK AOCTYN 3aMnpeLLeH.
CeBepeHus 06 obbekTe:

Tun: %1

NUma: %3
CBeaeHus o npouecce:

NaeHTndumkatop: %4

Nmsa danna: %6
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3.2.

CoObITHUA MOACUCTEMBI YIIPABJAE€HMA J0CTYNA K YCTPONCTBaM

Mma ncrtouHmka: CryptoPro-SPR-DevicesAccessControl

Tab. 2. CobbiTUA NnogcucTembl yrnpasieHUA A0CTYNOM K YCTPOMCTBaAM

ID

200

201

202

203

204

KaHan

Operational

Operational

Operational

Operational

Admin

YpoBeHb

NHopmayma

NHdopmayma

NHopmayma

NHdopmayma

NHdopmauyma

OnucaHue

AKTUBMPOBAHO KOHTPOJ/IMPYEMOE YCTPOMCTBO.
CBeaeHus 06 ycTponcree:

Knacc: %2

Tun wuHbl: %4

OnucaHue: %6

SKk3emnaap: %8

KoHTponnpyemoe ycTponcTBo yganeHo.
CBeaeHuns 06 ycTponcrse:

Knacc: %2

Onucanue: %4

JKk3emnaap: %6

CMOHTMPOBaAH TOM Ha KOHTPOJMPYEMOM CbEMHOM HOCUTENE.
CBegeHua o Tome:

NUma: %2

MeTKa: %4

dannosas cucrema: %5

Sk3emnnap: %7

PaSMOHTMpOBaH TOM Ha KOHTPO/IMPpyEMOM CbEMHOM HOCUTENE.

CBegeHusa o Tome:
Knacc: %1
SK3emnnap: %2
OnucaHue: %3
BbIHOIJHeHa NonbITKa NOAYYEHUA 40CTYNA K ayaupyemomy
YCTPOMCTBY.
CsepneHus ob ycTpouncrse:
Knacc: %2
OnucaHue: %4
dKk3emnnap: %6
CsepgeHua o npouecce:
NpoeHtTuoukatop: %7
Nmsa danna: %9
CsepneHunsa o 3anpoce Ha JoCcTyn:
Macka goctyna: %10
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Hdoctyn: %11
205 Admin MHdopmauma BbimonHeHa nonbiTka nony4YeHnsa Aoctyna K 061beKTy dannosom
CMCTEMbBI Ha ayANPYEMOM YCTPOMCTBE.
CsefieHusi 06 obbekTe:
Tun: %1
Uma: %3
CsepgeHunsa o npouecce:
NpoeHtTudumkaTtop: %4
Uma panna: %6
CBefeHus 0 3anpoce Ha JocTyn:
Macka goctyna: %7
JDoctyn: %8
206 Admin OwmnbkKa BbII'IOIlHeHa NonNbITKa NOAYYEHUA 4OCTYNA K KOHTPOIMPYEMOMY
YCTPOWMCTBY.
B COOTBETCTBMM C HACTPOMKaMM NOANTUK AOCTYN 3aMNpeLLEH.
CseneHus 06 ycTponcrse:
Knacc: %2
OnucaHue: %4
dk3emnnap: %6
CsepgeHunsa o npouecce:
NpoeHtudukatop: %7
Nmsa dainna: %9
CBepgeHunAa o0 3anpoce Ha A4OoCTyn:
Macka goctyna: %10
Jdocryn: %11
207 Admin OwwubKa BbinonHeHa NonbITKa NOAy4YeHUA A0CTyNa K 06beKTy daiiioBomn
CMUCTEMbI Ha KOHTPOMPYEMOM YCTPOMCTBE.
B cOOTBETCTBUM C HACTPOMKAMM MOSIUTUK AOCTYN 3anpeLLeH.
CsesieHus 06 obbekTe:
Tun: %1
Uma: %3
CsepgeHus o npouecce:
NpoeHtnounkatop: %4
Uma dainna: %6
CsepneHusa o0 3anpoce Ha JocTyn:
Macka poctyna: %7
Joctyn: %8

3.3. Co6bITHA NOACHCTEMBI paclIupeHHbIX NOJAUTHUK EFS.

Mmsa ncroyHmka: CryptoPro-SPR-EnchancedEfsPolicies.
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Tab. 3. CobbiTa nogcucrembl pacluiMpeHHbIX NoauTuk EFS.

ID KaHan YpoBeHb OnucaHue

300 Admin WHbopmaumsa BbiNosHeHa NonbiTKa Nony4YeHns 4oCTyna K HesawndposaHHOMY
¢daliny Ha ayanpyemom yCcTpomncTee.

CsefieHust 06 obbekTe:
Tun: %1
Uma: %3
CseaeHua o npouecce:
NpoeHtTudmkatop: %4
Uma panna: %6
CBefeHus 0 3anpoce Ha JocTyn:
Macka goctyna: %7
Ldoctyn: %8
301 Admin OwunbKa BbInonHEeHa NoNbITKa NONyYeHMA AOCTYNa K He3awndpoBaHHOMY
daliny Ha KOHTPOAMPYEMOM YCTPOMCTBE.
B cOOTBETCTBUM C HACTPOMKAMM NONUTUK AOCTYN 3anpeLLeH.
CsesieHusi 06 obbekTe:
Tun: %1
Uma: %3
CseaeHua o npouecce:
NpoeHtnoukatop: %4
Nma danna: %6
CBefeHus 0 3anpoce Ha JocCTyn:
Macka poctyna: %7
LHoctyn: %8
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