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AUC ABTOMaTU3MpPOBaHHAA MHPOPMALMOHHAA CUCTEMA
APM ABTOMaTU3MpPOBaHHOE paboyee mecTo

AC ABTOMATU3NPOBAHHAA cMCTEMA

3Mnc 3aMKHyTaa nporpammHan cpeaa

nc NHopmaumoHHas cuctema

HCA HecaHKLMOHMPOBaAHHbIN A0CTYN

ocC OnepaunoHHaa cmctema

NAK MporpammHO-annapaTHbIM KOMNAEKC

NK3U Mogcuctema Kpuntorpadmyeckon 3awmnTbl MHGOPMaLmm
no MporpammHoe obecneyeHune

nno MpuKnagHoe nporpammHoe obecneyeHune

Cc3n CpeacTBo MAM cucTeMa 3alnTbl MHGOPMaLLIUK

CK3u Cpepactso Kpuntorpadpmyeckon 3almnTbl MHGOpMaLnm
CXKU CpeacTBo XxpaHeHUs KoHbMAeHUnanbHoM nHdopmaumm
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1. BBegeHue

JaHHOe pyKoBOACTBO MpegHa3Ha4yeHO ANA agMWHUCTPATOPOB CPeacTBa 3alUTbl MHPOPMaLUK
«Secure Pack Rus» Bepcua 3.0 (cokpalleHHble Ha3BaHuA nsaenuns — Secure Pack Rus 3.0 uaum SPR 3.0). B
PYKOBOACTBE COAEpPKaTCcA CBeAeHUA, Heobxogumble aAMWHUCTPATOPam A8 YCTaHOBKM CUCTEMDbI

3alLUNTbI, ee 0OHOBNEHMA, UCNPABIEHUA N yaaNneHus.
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3. YcTaHoOBKa

3.1. YcTaHOBOYHbBbINA KOMIAKT-AUCK CUCTEMbI

MporpammHoe obecneyeHme v aKcNayaTauMoHHas 4oKymeHTaums SPR 3.0 HaxoauTca Ha
YCTaHOBOYHOM KOMMNaKT-aAncke. CTPYKTypa KaTa/loroB AMCKa npeacTtasneHa B Tab. 1.

Tab6. 1. CtpykTypa KaTtanoros aguctpubyrtusa SPR 3.0

®aiinbl U Nanku guctpmbytusa OnucaHue

Certs Manka coaeput cepTuduKaTbl cooTBeTcTBUA HA SPR 3.0 1 Ha NpoAayKTbl
BXOAfALLMNE B €ro COCTaB.

\Editions 1, 2 Manka cogepXut  cepTudmMKaTbl cooTBeTctBMA Ha SPR 3.0
(ncnonHeHua 1, 2) u Ha CK3U KpunTolpo CSP 3.6.1.

\\Editions 3, 4 Manka cogepXut  cepTudmMKaTbl cooTBeTcTBMA Ha SPR 3.0
(ncnonHeHua 3, 4) n Ha CK3U KpunTtolpo CSP 3.9.

\\Editions 5, 6 Manka coaep»uUT cepTudmkatbl cooTBeTctBMA Ha SPR 3.0
(ncnonHeHua 5, 6) n Ha CK3U Kpuntolpo CSP 4.0.

Distribs Manka cogep*ut amuctpmbytmebl SPR 3.0 1 NpoayKTOB BXOAALWMX B €ro
COCTasB.
\CAN Manka cogepxut auctpnbytusbl SPR 3.0.

\CAN\spr-3.0 (editions 1, 2)\1 (AK3) Manka cogepxut auctpnbytnsbl SPR 3.0 (ncnonHeHue 1)
\CAN\spr-3.0 (editions 1, 2)\2 (AK2) Manka cogeput auctpnbytnsbl SPR 3.0 (McnonHeHue 2)
\CAN\spr-3.0 (editions 3, 4)\3 (AK3) Manka cogeput anctpmbytmssl SPR 3.0 (ncnosnHeHue 3)
\CAN\spr-3.0 (editions 3, 4)\4 (AK2) Manka cogeput anctpmbytmssl SPR 3.0 (McnosnHeHue 4)
\CAN\spr-3.0 (editions 5, 6)\5 (AK3) Manka cogeput auctpnbytnsbl SPR 3.0 (McnonHeHue 5)

\CAN\spr-3.0 (editions 5, 6)\6 (AK2) Manka cogeput auctpnbytnsbl SPR 3.0 (McnonHeHue 6)

\CryptoPro Manka coaep»Kut gucTpmnbyTnebl NpoaykToB KomnaHum KPUMTO-MPO,
BxogAwmx B coctas SPR 3.0.

\CryptoPro\csp-3.6.1 Manka cogepxunt anctpmbytusbl CK3U Kpuntolpo CSP 3.6.1, BxoAadALlero
B cocTas SPR 3.0 (ucnonHeHua 1, 2).

\CryptoPro\csp-3.9 Manka cogepxut anctpmbytmebl CK3U KpuntolMpo CSP 3.9, Bxoasdulero B
cocrtas SPR 3.0 (ncnonHeHusa 3, 4).

\CryptoPro\csp-4.0 Manka cogepxunt anctpmbytmebl CK3U Kpuntolpo CSP 4.0, BxogAwero B
cocrtas SPR 3.0 (ncnonHeHua 5, 6).

Docs MNanka coaep*uT AoKymeHTaumto Ha SPR 3.0 1 Ha NpoAayKTbl BXOAALWME B
ero cocTas.

6/26

EAPM.5090005.032-03 90 02 (pegakuma 73 o1 04.12.2016)
CpeacTBo 3awmThl HPopMaumm «Secure Pack Rus» Bepcua 3.0
PyKkoBoAcTBO agMMHUCTpaTopa 6e3onacHocTU. YCTaHOBKa.



\CAN

\CryptoPro

Microsoft Updates

\\KB3033929

ReleaseNotes.pdf

MNManka cogep*uT AoKymeHTauuto Ha SPR 3.0.

Manka comepnt ¢anmn readme.txt ¢ yKasaHMEeM aKTya/ibHOM Mamnkwy,
coaepauen JDOKYMEHTauuto Ha CK3K KpunTtollpo CSP
COOTBETCTBYIOLLLEN BEPCUN.

Kpome 3TOro nanka cofep:Kut AONOAHUTENbHbIN dain msi-readme.txt,
COoAEeprKalMiA  ONUCaHUe [OMNOAHUTENbHBIN  KAOYEH  WHCTAANALMU
anctpmnbytmea CK3U Kpuntollpo CSP.

Manka cogep*uT yHeobxoammble ana yctaHoBkM SPR 3.0 ob6HoBMeHMe
6e3onacHocTu Microsoft.

Manka coaepuT obHoBneHne 6e3onacHoct Microsoft ana OC
Windows 7, Heobxogumoe gns yctaHoBKK SPR 3.0 (McnonHeHus 5, 6).

dDaiin coaepKUT CNMCOK NocaeaHNX USMEHeHU u gonoaHeHmn SPR 3.0
M NPOAYKTOB BXOAALIMUX B €r0 COCTaB.

3.2. YcraHoBKa B rpaduuyecKoM pexume

3.2.1.YcranoBka CK3U Kpunrtollpo CSP

MonHaa MHcTpyKumMAa no yctaHoBke CK3W Kpuntolpo CSP 3.6.1, Heobxoammoro gna SPR 3.0

(ncnonHeHuns 1, 2), npusegeHa 8 (1)

MonHaa MHcTpyKums no yctraHoBke CK3W Kpuntollpo CSP 3.9, Heobxogumoro ana SPR 3.0

(ncnonHenus 3, 4), npueeneHa B (2).

MonHaa MHcTpyKkumsa no yctraHoBke CK3W Kpuntollpo CSP 4.0, Heobxogumoro ana SPR 3.0

(ncnonHenwnsa 5, 6), npuseaeHa 8 (3) u (4).

3.2.2.YcranoBka CKXH Kpunrollpo EFS

Ona yctaHoBkn nonHon Bepcum CKXU  Kpuntollpo EFS Heobxogmmo 3anyctutb dainn

efs-win32.msi nnn efs-x64.msi ¢ yctaHoBo4YHOro gucka. Cneayiite MHCTPYKUMAM MacTepa no yCTaHOBKE

(Puc. 1- Puc. 9). Ha cTpaHMue BBOAa AaHHbIX O CEPUMHOM HOMEpe OCTaBWUTb MNoje MyCTbiM, T.K.

nnueHsua Ha ucnonb3oBaHue CKXWM Kpuntollpo EFS BkatodeHa B coctaB CK3W Kpuntollpo CSP,

YCTaHOB/IEHHOrO Ha Npeapblaywem 3tane. MNocne 3aBepLleHMA YCTAHOBKM NPOU3BEANTE Nepe3arpysky.
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Puc. 1. OKHO npuBeTcTBMA ycTaHOoBLWMKA KpunTtollpo EFS

j{{‘;—‘ Kpuntollpo EF5 52|

Bac npueeTcreyeT nporpamma InstallShield Wizard
ana Kpantollpo EFS

Mporpavma Installshield(R) Wizard BeINoHWMT yoTaHoBKY
KpunTolpo EFS 1.0.0913 Ha koMnsoTep. [na npoaomkeH s
HaMMTE KHonky “lanee”,

MPEAYTIPEAAEHME: [aHHasA nporpaMmMa 3allMULEHS 3aK0oHaMK
0 AETOPCKMX MNPABSX M MEMAYHIPOAHEIMA COMMEWEHWAMK,

KpunTol Ipo

e
LJd I
L

< Hasan [ lanee = ] OTMeHa

Puc. 2. OKHO AMUEH3NOHHOro cornaweHua ycraHosLwmka Kpunrtolpo EFS

j{{‘;—‘ Kpuntollpo EFS @

NuueH3noHHOS CornaweHne

HDPKEI.I'I'E.I'[&L_FE, EHMMATENEHD NPOHTUTE CNedydlWes NMUEHSMOHHOE
CornaweHHe,

BHMMATENEHD O3HAKOMEBTECE C MULUEHZIWOHHBIM -
COMMALWEHWEM HA MCNoONB30BAHWE M3OENMA

NAUEHZWOHHOE COMrNALMEHMWE

1. TepMWUHEI U CcNpeasneHKs.

1.1. HacroAwee NMMUSHIMOHHOE CornaweHke AEnAeTcA obweil odepTtoi
Q00 "Kpunto-Npo" 1 MNonb3oBaTtenem - UIMYECKMM 1K
HPMAMYECKKHM AMUOM. HacToAawee NIMUEHIMOHHOE COrNalleHus B
CAYYSE COMNACKA, BEIPAMEHHOMD B GOPME MONYEHWA B TEUSHKME 7 -

(@) i NPMHMMAEND YCNOBMA NMMUEHZMOHHOND COrNAlLeHMS;

k | A He NPMHMMEKD YCNOBWA NMUEHIMOHHOMD CorNaWeHrA

< Hazaa ﬂ[ lanee = H OTHeHa
e

KPHMTOIPO

8/26
EAPM.5090005.032-03 90 02 (pegakuma 73 o1 04.12.2016)
CpeacTBo 3awmThl HPopMaumm «Secure Pack Rus» Bepcua 3.0
PyKkoBoAcTBO agMMHUCTpaTopa 6e3onacHocTU. YCTaHOBKa.



Puc. 3. OKHO cBeaeHuii 0 noab3osaTtene yctaHoswmKa Kpuntolpo EFS

j{{‘;—‘ Kpuntollpo EFS @

CeeqeHnA O NoNL30BaTene

YHEMMTE CBeaeHWA o cebe,

Monez0BaTEND:

|LISEF

OpraHvzawaa:

CEpUIAHEIN HoMEP:

BEeauTe CEpUIHEIM HOMED, COOTBETCTEYHOLLMIA MMLEHZMOHHOMY COrNELWEHMID,
Bez 3a0aHHOrD CEPMIAHOND HOMEPE CPOK OSACTEBMA NpoayKTa 90 oHeR,

KPHMTOIPO

< Hazaa ﬂ[ lanee = H OTHeHa
b

Puc. 4. OKHO BMAa yCTaHOBKM ycTaHoBLWMKa KpunTtollpo EFS

j{{‘;—‘ Kpuntollpo EFS @

Bua yCTaHOBKMH

Eblﬁl:ll:l Haubonee NogXo4ALLErD BMOS YCTAHOBKM,

BrifepuTE BUA YCTAHOBKM,

ByayT yCTaHOBNEHs! BCE KOMMOHEHTRI Nporpamtel. (TpefyeTca
fonelWwe BCero MECTa Ha AWCKE., )

| Bibopounan

Bhifiop HeoBX0AMMBIX KOMNOHEHTOS NPOrPaMMBl M NankK, B
KOTOPOM OHW BYAYT YCTaHoBNEHk!, PACCHMTaHa Ha onbITHBIX
NonNE30EETENENA,

KPHMTOIPO

< Hazaa [ Lanee = OTMeHa
M
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Puc. 5. OKHO roTOBHOCTM K YCTaHOBKe ycTaHoBLMKa Kpuntollpo EFS

ﬁ! Kpuntollpo EFS

MoToBa K YCTAaHOBKE NporpaMMel

MporpaMMa roToBa K HAYany YCTaHoBHM,

Ha#MUTE KHOMKY “¥CTEHOBKMTE ", YT0DEI HEYATE YCTAHOBKY.

YTofbl NPOCMOTPETE MK M3MEHMTE NEPEMETDEl YCTEHOBKM, HEKMWTE KHOMKY "Hasaa ™
HamuTe kHonky "OTMEHE™ ANA BoINOLE M3 NPOrpaMMel,

KPAMTOTIPO
< Hazaa ¥CTaHOBMTE OTMeHa
Puc. 6. OkHo UAC ycraHoswuKa Kpuntollpo EFS
'@ KoHTpons y4eTHbX 3anncel nons3ceaTenci @

@] PaspellTh ciedytollei NporpaMMe yCTaHOBMThE

nporpaMmmHoe obecneyeHne Ha 3TOM I(DMI'II:I'DTEPE?

Wma nporpammer: Kpuntallpo EFS
MpoBepeHHEIR N3AaTENE: Crypto-Pro

WecToynuk darna: KecTkmi gMCK KoMNetoTEpa

{' MokasaTte nogpoBHOCTH Az ] [ Her J

Hactpoiika Bbiaaum TaKwx yBEA0MAEHNEA
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Puc. 7. OKHO nporpecca MHCcTanaaumm ycrtaHoswmka Kpunrtollpo EFS

j{{‘;—‘ Kpuntollpo EFS

Ycranoska Kpuntollpo EFS

¥CTaHaBNWBaKITCA BblﬁpaHHblE KOMNOHEHTEI NporpaMMiel.

o anTecs OKOHYaHMA YCTaHoBKK KpunTollpo EFS. 3To MOXET 3aHATE
HECKONBKD MAHYT.

CocToaHKe:

— |

KPHMTOIPO

< Hasan fanee = OTMEHE

Puc. 8. OKHO 3aBeplueHUA UHcTannauum yctaHoswmka Kpunrolpo EFS

j{{‘;—‘ Kpuntollpo EFS

=)

Mporpamma InstallShield Wizard zaeepuena

Mporpamma InstallShield Wizard yonewHo yoTaHoBuna
KpunTolpo EFS. HaxmuTe kHonky ToToBD"™ ANA BbIN0O4E M3

MporpaMMel,

KounTol Ip

|Z(__.

< Hazan [oToBO

[«
il

-

——
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Puc. 9. OKHO nepe3arpy3Kku yctaHosLwmKa Kpuntollpo EFS

‘ﬂi’;‘ Ceegerna o nporpamme yeradoskn Kpunmollpo EFS 23

A InA yH4eTa M3MEHEHWIA B HECTPORKEX ONEPELMoHHON
'0' CMCTEMEl TREQYETCA NEPESArPYSKE CUCTEMBIL.
= Hawmute kHonky “fa°, 4Tobbl nepesarpysuTe
KOMMBHITED ceYac, mbo kHonky "HeT", yTobkl
BLINOMHKTE NEPESArPYSKY MOSHME BPYYHYHD.

3.2.3.YcraHoBKa noysiHou Bepcuu SPR 3.0

Onsa yctaHoBkM nonHon Bepcum SPR 3.0 Heobxoammo 3anyctutb ¢ann m3 guctpubytnsa
COOTBETCTBYIOLWMIA LenesBon nporpammHon nnatpopme (x86 unm x64) n Heobxogmmomy Knaccy C3U
(AK2 nnun AK3). Mocne 3anycka nosBuTcA OKHO npueeTcTeuA (Puc. 10).

Puc. 10. OkHO npuBeTcTBUA YcTaHOBLWMKA SPR 3.0

1’{‘;‘ ¥cranoska Secure Pack Rus 3 AKS L= =]

Bac npUBeTCTBYET MacTep YCTaHOBKK
Secure Pack Rus 3 AK3

MacTep YCTaHOBKM YCTaHOBWT Secure Pack Rus 3 AK3 Ha
KOMABKITEPE, HaskmuTe kKHonky “fdanee”, yTobsl
NPOACITHKMTE, MM KHOMKY TOTMeEHa", 9Tobbl BEIMTH M3
MaCTepa YCTaHOBKM,

I OTHEHA

Mocne HaxatTMA KHOMKWM «J[Janee» NOABUTCA OKHO C JIMLUEH3WOHHbIM cornaweHnem ob
ncnonb3zoBaHuu SPR 3.0 (Puc. 11).
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Puc. 11. OKHO NMLEH3NOHHOro cornaweHnsa ycraHoswmka SPR 3.0

-
j{{‘;‘ Yeranoska Secure Pack Bus 3 AK3 I El_lﬁ

NuueHzwoHHOE cornaweHne

BHUMaTEeNLHO I'IDEI‘-IMTEI[&TE cnegywwee NMUEHSMOHHOE COrnaleHWe

JMUEH3WOHHOE COMMAIIEHWUE -

m

1. TEpMHHBI W ONpedeneHna

B HacTtoAwem [MUEH3IMOHHOM COMAaWeHW (ganee - CornaweHwe)
WCNONb3YITCA CNedyKWKMe TEPMUHLL
1.1. Hagenwe - KONWA MNporpammel ONA SNEKTPOHHB BEIMWCOWTENEHBIX
mMawnuH - (3BM), BKMKYAA OOKYMEHTAUWK B 3MNEKTPOHHOM  BWOE,
WCKMIOYWTENBHBIE NpaEa Ha KOTOpbIe npuHagnesar 000 "CU3IA3HT, u
KOTOpele ABMAKTCA O0LEKTOM [pa#OaHcKOro npaea W OXpaHAKTCA
JAKOHOM.
1.2, [MOKYMEHTAUMA - MNEeyaTHele mMaTepuankl M HOCWTENW, COOQepH#alwme ™

[¥]:3 npuHMMaKD YENoBMA MMUSHIMOHHOT O COrNALICHUA:

Mevyatb ] [ Hazan ][ Hanee ] [ OTMeHa

Y106bI npoAo/1IXKNUTb YCTAaHOBKY, Nocne npoyYteHnAa NNUEH3NOHHOINo cornawleHna ¢ HUM HYXXHO
COrnacuTbCA, OTMeTUB noJsie «f NPUHUMAKD YCNI0BUA NNLLEH3UOHHOTO COMalleHnAa» N HaxKaTb «[anee».

MoABUTCA OKHO BblbOpa AMPEKTOpUN, Kyaa byaeT yctaHosneH SPR 3.0 (Puc. 12).
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Puc. 12. OKHoO Bbl6Opa Nanku ycTaHOBKM ycTaHOBLWMKa SPR 3.0

-
ﬁ‘;‘ Yeranoeka Secure Pack Bus 3 .&.F- ! El_léj

KoHeuHan nanka

HamuTe kHonky “Janee”, 4Tofkl BRINONHKMTE YCTEHOBKY B NaNKe No yMo...

YCTaHoBKMTE Secure Pack Rus 3 AK3 B:

|C: \Program Files\CAMN\SPRY

MzmeHuTE. ..

[ Hazan ]l danee i [ OTHEHa ]

BbibpaB AMPEKTOPUIO YCTAaHOBKN U HaxKaB «J[lanee» noABMTCA OKHO MOATBEPXKAEHUA YCTaHOBKMU
(Puc. 13).
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Puc. 13. OKHO noaTBEepKAEHUA YCTAaHOBKM ycTaHoBLWMKa SPR 3.0

j{{‘;‘ ¥cranoska Secure Pack Rus 3 .&.I- @_Iﬁ

Bce roToBO K yCTaHOBKe Secure Pack Rus 3 AK3

HamMuTe KHOMKY “YCTaHoBMTE ", YTolbl HEYaTE YCTAHOBKY, HawMuTe kHonky "Hazan™,
yToBkLI MPOBEPUTE MK MSMEHMTE MNaPaMETPEI YCTAHOBKKM, HaMMUTE KHOMKy "OTMeHa",
yTofbl BLIATH M3 MBCTERA.

Hazan ][ '&'YcraHuBMTb ] [ CTHEHE ]

Mocne HaxKaTus KHOMKM «YCTaHOBWUTbY», €C/IM B OMEPaLMOHHOM CUCTEME BKJIIOYEH KOHTPO/b
YYETHbIX 3anuncei nonb3osaTenem, NOABUTLCA OKHO paspeLleHuns ycTaHoBku (Puc. 14).
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Puc. 14. OkHo UAC ycraHoBwumKa SPR 3.0

"y KonTpons yueTHbix 3annceli nonssosatenei @

. Paspewmwts BHECEHWE MSMEHEHWIH Ha AaHHOM
KOMMNBHOTEPE CIEAYHOWENR NPOrpaMmMe HEW3BECTHOMO
M3aaTena’

Mras nporpamme: Ch\Users\usertest..\spr-win32-ak3-rus.msi
Mzgarens: Heuzeecrho
MecTounme gaina: HKECTEWA JNCK KOMMNBHITERE

™) Mekasate nogpoBHoOCTM

HacTpoika BhIAAYN TAKHK VEEAORAEHW A

,ﬂ,ﬂﬂ npoaoaxXeHwuma, HeO6XO,£I,MMO pa3pewnTb BHeECEHNE M3MEHEeHMN Ha AdaHHOM KOMMNblOTEpPE
HakaB «[a».
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Puc. 15. OKHO nporpecca nHcTannaumum ycrtaHoswmka SPR 3.0

j{{‘;‘ ¥cranoska Secure Pack Rus 3 .&.K- El_léj

YcraHoBKa Secure Pack Rus 3 AK3

MogoAWTE, NOKE MACTED YCTAHOBKW YCTaHaBNMEaeT Secure Pack Rus 3 AK3,

CocToaHue:

e ——— ]

Hazan Nanee OTMeHa

Mo OKOHYaHWMM YCTAaHOBKM MOABMTCA OKHO 3aBeplueHua. B aTom okHe oTobparkaetcs pesynbraTt
YCTaHOBKM, eCu MpPOoLECcC YCTaHOBKM npolen 6e3 ownboK, To OKHO byaeT Kak Ha Puc. 16. Ecam B
npouecce YyCTaHOBKM BO3HWUKAW OWWNOKM, TO B OKHe byaeT oTobparkeHa umetrowaaca MHpopmaums o
BO3HUKLLMX Npobaemax.
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Puc. 16. OKHO 3aBepLUeHUa MHCTaANALUN ycTtaHoBLwmKa SPR 3.0

1’{‘}' ¥crarnoeka Secure Pack Rus 3 AI‘- El_léj

YeraHoBka Secure Pack Rus 3 AK3
2aBeplleHa

HammMuTe KHoNKY “ToToEn”, J4ToBk! BEIMTH M3 MACTEPa
YCTEHOBKM,

Hazan loToBO OTMEH

m
[+1]

Mocne HaxaTua Ha KHOMKy «FoToBO» noasuTca auanor (Puc. 17), npeanaratowmin nepesarpysutb
KomnbloTep.

Puc. 17. OKHO nepe3arpys3Ku ycraHosLwmka SPR 3.0

ﬁ ¥cranoeka Secure Pack Rus 3 AK3 g

[nA BCTYNNEHMA B CUNY M3MEHEHWN, COENEHHKIX B
“Secure Pack Rus 3 AK3", HeoOxX0AMMO NEPE3ErPYIMTE
= KoMnbhoTep. YTobbl NepesarpysMTE KOMOBKOTED
CEMYEC, HERMUTE KHoMKyY “[la", YTobkl BRINOMHWTE
MEPEIErPYEKY MOZME BPYYHYHD, HEHMMTE KHOMKY
Het"™.

Her

[lnAa 3aBepLlueHnn yCTaHOBKM HEOBXOAMMO NepesarpysnTb KOMNbIOTEP, HaXKaB KHOMKY «da».

3.2.4.YcTraHoBKa ocHAacTOK HacTpouku SPR 3.0

Ona  ycTaHOBKM  OCHacToK  HacTpoihikm  SPR3.0  Heobxoaumo  3anyctutb  dann
spr-win32-snapins-rus.msi 1MaAn spr-x64-snapins-rus.msi C YyCTaHOBOYHOro Aucka. [anee npouecc
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YCTaHOBKK MNOBTOpPAET npouecc onucaHHbIM B N. 3.2.3 3@ UCKAOYEHUEM TOro, 41O B 3aKakO4YeHue

YCTaHOBKM He TpebyeTca nepesarpyskn Komnbtotepa.

3.3. YcTraHOBKa B pexxuMe «6e3 OKOH»

[Onsa ycTaHOBKKU B pexmme «6e3 oKOH» (yCcTaHOBKa He byaeT BMAHa NOJib30BaTes1t0) Heobxoanmo
BbINONHUTL C/ieAytolme KomaHapbl B KoHconn CMD, 3anyLieHHOW ¢ npaBamu agMuUHUCTpaTopa:

1. [naycraHoBkn CK3U Kpunto Mpo CSP BbINOAHUTL:

«msiexec.exe /i “[[MonHbIli nyme 0o MSI-gatina]\ csp-win32-kc2-rus.msi ” /qn /norestart».
2. [OnaycraHosku CXKU Kpuntollpo EFS BbINOAHUTD:

«msiexec.exe /i “[[onHbili nyme 0o MSI-¢ghatina]\ efs-win32.msi ” /qn /norestart».
3. [Ona ycraHosku SPR 3.0 BbINOAHUTD:

«msiexec.exe /i “[[MonHbili nyme 0o MSI-gatina]\spr-win32-ak3-rus.msi” /qn /norestart».

Mocne 3aBeplleHMA YCTAaHOBKM B GOHOBOM pexMme HeobXoAMMO BbINONHUTL Mepes3arpysky
KOMMNblOTepa 1 3aN0NHUTb NOAA CEPUNHBIX HOMEPOB NIMLEH3UIA ANA ycTaHoBAeHHoro MO.

Puc. 18. Mpumep KOMaHAHOM CTPOKM 3anycKa ycTaHOBKU SPR 3.0 B pexxume «6e3 OKOH»

e

BN KomangHan cTpoka o |- E @

Microzoft Windows [Verszion 6.1.76011]
Cc?» Kopnopauuna Makkpocootr (Microsoft Corporation?, 2009. Bce npasa SawMuweHb .

Cislserssdmitriy_ti*msiexec.exe 1 "Cisspr—wind2-akd-rus.ms1i" Aoan_

3.4. YcTraHOBKa B JOMEHHOU cpeae

[nAa aBTOMaTM3auUMKM YCTAHOBKM B AOMEHHOM CPeAe MOXKHO MCMNONb30BaTb LUTaTHOE CPeacTBO
ycTaHoBKM MO ¢ npumeHeHMEeM MexaHM3Ma AOMEHHbIX NOAUTMK. [nA aBTOMATUYECKOW YCTAHOBKM
HeobxoAMMOo co34aTb AOCTYMHYHO A1A BCEX KOMMbIOTEPOB AOMEHA, YHaCTBYIOLWMX B YCTAHOBKE, 06LLytO
CEeTeBYIO Manky ¢ NpaBaMu Ha YTeHMeE, NOC/IEe YEro CO34aTb HECKOIbKO OOBEKTOB rPynnoBOM MOJIUTUKM,

COOTBETCTBYIOLWMX YCTAHABIMBAEMOMY KOMMOHEHTY.
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Ana co3pgaHua obbeKkTa rpynnoBbiX NOAUTUK HEOBXOAMMO OTKPbITb OCHACTKY «YnpaBneHwe
rpynnosoi nonmtnkos» (Myck - AamuHuctpuposanue) (Puc. 19).

Puc. 19. 3anyck oCHacTKU ynpassaeHUa rpynnosbiMyU NOJIUTUKaAMMU

Cny#0bl yoaneHHbI paboduny cTonos r
Active Directory - AoMeHbl 1 A0BEpHE

Active Directory - NoNL30BaTENK M KOMMNEKOTEDEI

Active Directory - caiTel M cnyxbiel

DMS

Windows PowerShell Modules

BpaHamMaysp Windows B pesMe NOBLILUEHHDA DE30NacHOCTI
AucneTyep cepsepa

MHMWaTop iSCSI

McToyHMK AaHHen (ODBC)

K OHMr YPaLIA CUCTEMBI

HE DS BEe B L8

NokansHasA NonMTHEE BesonacHocTH

MacTep HacTpoiki DesonacHoCTH

Mogyne Active Directory gna Windows PowerShell
ObozpeEaTENE XPaHMMMLLL

MNEHUPOBLLME 38 0&HMIA

AAMHUHWCTPaTOP

MpocMoTp coBbmiMi

LoKyMeHTEI PenakTipoBaHue ADSI

CWUCTEMA apXMBaLMA daHHB Windows Server

KoMnetoTep CHCTEMHBIN MOHMTOR

Cny#0bl KOMOOHEHTOE

F@FNEOH BB

u
.

Cetb

!

MaHens ynpagneHMa

B

Y¥NpaBneHWe rpyNMNoBoiA NonMTIKoR

YCTPOIACTEAE M MPMHTEPEI

YMPEENEHWE KOMMEIOTEPOM

YMpaEneHWe ofLLMMI DECYDCEMM M XPEHMIMLLEMM
AQMUHWCTPUPOESHME

o B B

LleHTp aaMuHucTprposaHka Active Directory

CnpaBka v NoALepKEa

BeinonHMTE. ..

HeobxogmMmo BbiOpaTb TEKYLWMIA AOMEH M C034aTb HOBbIA OOBEKT rpynmnoBOM MNOAUTUKK C
nomoulbto mactepa (Puc. 20).
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Puc. 20. Co3gaHue o6beKTa rpynnoBoii NOAUTUKU

3k ®aidn  [Jeficewe Bua  Okno  Cripaska
es | 2mal0cdHE
|5k ¥npasneHme rpynnosoil NonMTHKoR test.local

= _i\_ Nec: test.local
= (5 LomeHs:

=== I 1
5 = BbErT I
= CosaaTe ofbeKT rpynNoBoi NONMTIKK B 3TOM AOMEHE 1M CBA3ETE Ero... Defat
au

CeAsaHHEIe 0B bEKTEI FPYNNOB0MH NONMTAKK

B 21D Cessate CYLLECTEYIOWMIA OOLEKT FPYTINOB0M NOMATHKH. ..
i  BNOKMPOBATE HACNenosaHMe
BZo .
~  MacTep MOAENMPOBaHMA MPYNNOB0H NOMUTHRM, ..
—  Co3naTs NoapasaensHie
) £ Haiit...
F @ CwenuTh koHTponnep AomeHa...
. _ E H YaanuTe
E Caifel Active Directory - NoNb30B3TENK W KOMNLKOTEPHL. . .
six Moaenvp
£ PesyneTz Bua »

Hosoe okHo oTOOAE

OBHOBUTE

CeolcTES

Cnpaeka

BbibpaB pexMm pefakTUpoBaHUA co3gaHHoro obbekTa (Puc. 21) HeobxoguMmo co3paTb naket
AN ycTaHOBKM Tpebyemoro komnoHeHTa (KoHdurypauma komnbtotepa - Monutukmn - KoHoburypaumsa
nporpamm -» YctaHoBKa nporpamm) (Puc. 22 - Puc. 23).
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Puc. 21. PepgakTupoBaHue o6beKTa rpynnoBoi NOJUTUKHU

E—= YnpasneHne rpynnosoi NonuTHKOH

_§£ dalin  [fdeficteme Bua  OwkHo  Cnpaeka
& | Hmad X HE

_§£ Y¥NpaBneHKe rpynNoBoiA NOAKMTHKORA

install CSP
= _ﬁ J'In_au:: test.local O6nacTs |Tal5nv|u.a I MapameTps
B (£ AomeHs
= -JF'j test.local Censn

i Default Domain Policy

J MNoKasaTe CEASW B PACcMoNoXEHAN:
2 | Domain Controllers

[=l :=.; OfbEKTEI FPYNNOB0A NONMTHKA C GPO ceAsaHL cRegyowmwe cai Tl
_Ej Default Domain Controllers Palicy =
- ) ) A3MELLEHME  *
|=[ Default Domain Policy
S install G52

o
& OunsTpe HM3MEHWTE. ..

E HauanbHer  COCTOAHWE OOBLEKTE rpYMNOB0H NONMTHKK  F

T Caiirel
_,|;.. MoaenupoBaH1e r
(¢ Pe3yneTaTH rpynr

ADXMEMDOBATD. ..
BOCCTaHOEMTE M3 3pXMEAE. ..
MMNopT NapaMeTpos. ..
CoXpaHWTbE OTHYET...

Buao *
HoBoe okHO oTCHDAS

KonvpoBaTh
YaoanuTe
MepeMeHOBaTE
OBHOBWUTE

Cnpaeka
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Puc. 22. Co3paaHue nakerta ycraHosku MO

B Pepaktop ynpasneHHA rpynnosbiMH NOARTHKZMK

Tann  [flelicteme  Bua  Cnpaska
&= |7FEE <= HE

=[ Monutika install CSP [DC.TEST.LOCAL] | | HassaHwe | Bepata | Cocrosime pas... | Merousc
[ A KoHWrypaumMa KoMnsTepa
B[] Nonumikm
Bl ] KoHdMrypawa nporpamm

YTaHOBKa NPorpaMM
| KoH$mrypaLw1;| Winjows

HeT anemeHToE ana oTobp

| AgmuHrcTpaTHBHbe wabnoH: MakeT...
~| Hactpoiika
B ?, KoHburypaws nons3osaTens Bcrasute
| Momumitan DBHOEMTE

| HacTpoika Bun N

YNoOpAAOYHTE 3HEYKK P
BEIpOBHATE 3HaYKM
CeoiicTBa

Cnpaexa

Puc. 23. Bbi6bop TMna pa3sepTtbiBaHua MO

PazBepTbiBanne NporpamMmM ﬂ

BrifiepuTe METOL pPaSEEDTHIEGHUA:

£ myBAUHHEE
% HasHaYEHHEIA

" ocobwii

BrifepnTe 3TOT NEpaMETP ANA HEZHAYEHWM ADNGIKE NPUACKEHID
Ges nsMeHeHHA.

QK I Cmaena

Mocne co3gaHusa naketa (Puc. 24) HeobxoaMmo npeaocTaBUTb MPaBO Ha 4YTeHWe Ob6bekTa
rPynnoBoi NOAUTUKM AN KOMMbIOTEPOB, Y4aCTBYOLWMX B ycTaHOBKe (Puc. 25).
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Puc. 24. NMaket yctraHoBku NO

Qain  flefictewe Bua  Crpaeka
e Rl N ERENE AN 7 N

_EJ' MonuTiaka install CSP [DC.TEST.LOCAL]
= A KoHdMrypaws KounsoTepsa
B [ Noammism
B [ KoHdurypawa nporpamm
¥CTaHoBKa NporpamMm
(] Kofdar ypaws wndons
[ AQMAHMCTPETHEHBIE WatinoH:
[ Hactpaoika
= ﬁ_\, KoHfwrypawma nonksoBaTens
[ NomaTiku
| Hactpoiika

KpMnToI'Ipo C5SP

-

Ha3HEYEHHEIA

Wdo\disrtib\csp 3.9.8171\Windows\csp-win32-kc2-rus.msi

Puc. 25. YnpaBaeHue npaBamu A0CTYNa K 06beKTy rpynnoBoii NONIUTUKK

‘E YnpasnexHne rpynnosoi noamT Ko
=, ®aiin  fleficeme  Bug  OkHo  Crpaska

=1
g
Rkl 2 ] s W 7
|2, ¥npasnenme rpynnosoi nonuThkoi install CSP
=] _ﬁ Nec: test.local
= _‘% Lowere OBnacts |Ta§nnu.a| MapameTpol | Henernposanne
El 3 test.ocal Censu
i Default Domain Policy T D .
pacnonexern: [iog jocal -
i/ installcsp liestiocal |
= = Domain Controllers C GPO ceasaHe cremyoume caiTel, AOMEHEI U MOADESAENEHUA:
=/ Default Domain Controllers Policy EeTeE - I m
= ,::;r OfberTEI FpYNNOB0A NONMTHKK ﬁl&a]ocal H
=[ Default Domain Controllers Policy

DMHY A TENBHBIA I CeAsh s8AACTEOBaHA I IyTh
et [Oa
gmain Policy

test local
n HaYanbHble ofberTel FPYNNOB0iA NOAMTIKIA

[ Caiirel

¥ MogenuposaHie rpynnosoil NonuTIKN

|_[£ PesynbTaTel rpynnosoii nonuTHKkM

<

| i
ﬁ’urlﬂpu BesonacHocTA \
MapameTpbl AaHHOMD 0 bEKTa rPYMNOB0H NOMMTHIKN NPMMEHATCA TONBKO
angA rpymn. i TENEN 1 KOMMBIOTEPOS:
Wma = |
(R:ARMS (TEST\ARMS) :

52 Mpoweawwe nposepky

[pBaenTs... Ynanume

CEalicTES
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B npouecce ouyepenHoi nepesarpyskn OOBLEKT rpynnoBoi MNOAUTUK OyaeT NpUMEHeH K
KOMMNbIOTEPY U NPOU30IAET aBTOMATUYeCcKas ycTaHoBKa MO (Puc. 26).

Puc. 26. NMpouecc ycTaHOBKKU NO Ha Nosb3oBaTenbckuia MK

1 Moxxanyvicra, MOACXKAUTE...

A B npouecce yctaHoBkM [0 mokeT noTpeboBaTbcA nepesarpyska OC, KoTopas 6yaet
A BbINO/IHEHA aBTOMaTMYecKM. [lo MOMEHTA MO/IHOTO 3aBeplieHMA npouecca yctaHoBku MO

paboTa nonb3oBaTens Ha APM 6yaeT HeEBO3MOXKHa.

Mocne yctaHoBkn [0 Heobxoaumo 3aduKcMpoBaTb cepuitHble Homepa MO Ha APM
nosb3oBaTenen.
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CMCOK J1uTepaTyphl

1. Komnanusa "KPUNTO-MPO". PykoBoACTBO aAMMHUCTpaTOpa 6e3onacHOCTM. Mcnonb3oBaHue
CK3U nog ynpasneHmem OC Windows. Cpedcmeo Kpunmoezpaguyeckol 3auwumel UHopmMayuu
«Kpunmolipo CSP» sepcus 3.6.1. KTAN.00050-03 90 02-08.

2. —. PykoBOACTBO aAMUHUCTPaTOpa 6esonacHocTu. Mcnonb3oBaHue CK3W nog ynpasneHnem
OC Windows. Cpedcmeo Kpunmoepagu4yecKkoli 3auwjumesl uHgpopmayuu «Kpunmollpo CSP» sepcus 3.9.
KTAN.00083-01 90 02-01.

3. —. PykoB0oACTBO agMMUHMCTpaTopa be3onacHocTu. Mcnonb3osaHue CK3U noa ynpaBneHmem
OC Windows. Cpedcmeo Kpunmoepagu4yeckoli 3aujumel uHgpopmayuu «Kpunmollpo CSP» sepcus 4.0 3-
Base. KTAN.00089-01 91 02.

4. —. PyKOBOACTBO agMuHUCTpaTopa b6esonacHoctn. NMcnonb3sosaHne CK3U nog ynpasneHnem
OC Windows. Cpedcmeo Kpunmoepagu4deckoli 3auwumel uHgpopmayuu «Kpunmollpo CSP» sepcus 4.0 2-
Base. }KTAWN.00088-01 91 02.

5. Komnanua "Cnditdn". OnncaHume npumeHeHuns. Cpedcmeo 3awumel UHopmayuu «Secure
Pack Rus» sepcus 3.0. EAPM.5090005.032-03 31 01.

6. —. Popmynap. Cpedcmeo 3awumel uHghopmayuu «Secure Pack Rus» sepcus 3.0.
EAPM.5090005.032-03 30 01.
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