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KomnaHua «Cn3iidH», 2011-2016. Bce npaBa 3aLlLULLEHDI.

ITOT AOKYMEHT BXOAWUT B KOMMNEKT MOCTaBKM n3aenuns. Ha Hero pacnpocTpaHsatoTca Bce YCA0BUSA
JMUEH3MOHHOrO cornaweHuns. bes cneunanbHOro MMCbMEHHOTO paspeLlleHns KomnaHum «CuIUIH» 3ToT
AOKYMEHT WAM ero 4aCTb B MNEYATHOM MWW 3SNEKTPOHHOM BMAE He MOryT ObiTb MNOABEPrHYTbHI

KOMMPOBaHMIO U Nepesaye TPETbUM INLLAM C KOMMEPYECKOW LeNblo.

NHpopmaums, coaeprKawanca B 3TOM AOKYMEHTE, MOXET bbiTb M3MeHeHa pa3paboTumkom bHes
CNeuManbHOro yBEAOMNEHUA, UYTO He ABAAETCA HapylleHMem o0653aTenbCcTB MO OTHOLWEHUID K

No/ab30BaTE/O CO CTOPOHbI KOMMAHUU «CUINIH».

Komnauua «Cu3nIH»
Appec 107140, r. MockBa, MocKkoBcKo-KasaHckui nep., a. 11-15
TenedoH +7 (495) 666-5606
e-mail info@cansec.ru

Web www.cansec.ru
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HCA HecaHKLMOHMPOBaAHHbIN A0CTYN

ocC OnepaunoHHaa cmctema

NAK MporpammHO-annapaTHbIM KOMNAEKC

NK3U Mogcuctema Kpuntorpadmyeckon 3awmnTbl MHGOPMaLmm
no MporpammHoe obecneyeHne

nno MpuKnagHoe nporpammHoe obecneyeHune

Cc3n CpeacTBo MAM cucTeMa 3alnTbl MHGOPMaLLIUK

CK3u Cpepactso Kpuntorpadpmyeckon 3almnTbl MHGOpMaLnm
CXKU CpeacTBo xpaHeHUs KoHbMAeHUnanbHon nHdopmaumm
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1. BBegeHue

JaHHOe pyKoBOACTBO MpegHa3Ha4yeHO ANA agMUHUCTPATOPOB CPeacTBa 3alUTbl MHPOPMaLUK
«Secure Pack Rus» Bepcua 3.0 (cokpalleHHble Ha3BaHuA nsaenuns — Secure Pack Rus 3.0 uaum SPR 3.0). B
PYKOBOACTBE COAEPKATCA CBEAEHUA, HeobxoaMMble afAMUHUCTPATOPAM AN HAaCTPOMKM U ynpaBAeHUA
MeXaHM3MaMM ayTeEHTUPUKALMM NONb30BATENEN.

HactoAawmin OOKYMEHT COAEpPXMT OnucaHMe Mpouecca HacTPpOMKM cpeacTBa  CeTeBOW
ayTeHTUOMKauMnm B AOMEHHOW WMHOpACTPyKType nog ynpasneHnem Microsoft Window Server 2003
R2/Server 2008 R2 " pabounmu CTaHLMAMMU noa, ynpasneHnem ocC
Microsoft Windows XP/Windows 7/8/8.1/10.

Ana dyHKkumoHmpoBaHua Kpuntolpo Winlogon TpebyeTtca, utobbl 6b11M NPaBUAbHO HAaCTPOEHDI
pabouyas cTaHuUMA ANA BXo4a, AOMEH W KOHTpoaaepbl pgomeHa. [lomeH [O0/KeH [0BepATb
Yaoctosepswuwemy LeHntpy (YLU) ayteHTUdMUMpoBaTb No/sib3oBaTeNenM C MNOMOLLbIO cepTUdUKaToB
AaHHoro YL Pabouas cTaHuMA gnsa BXOAa M KOHTPOANEpPbl AOMEHA AO/XHbl 06/1a4aTb NpaBUIbHO
HaCTPOEHHbIMU CepTUPUKATaAMM.

Kak n B ntoboit peannsaumm MOK, BCe y4aCTHUKMU O0NKHbI A40BepATb KopHeBomy YL, KoTopbin
nognucan ceptuéoukat sbinyckatrowero YL,. KoHTponnepbl gomeHa un paboune crtaHumMm pnsa Bxoda
OOKHbI A0BEPATb KOpHesomy YLI.

YcTaHoBKa M0 1 HeobxoaMMble HAaCTPOMKKU ANA BbINOAHEHMA YKa3aHHbIX TpeboBaHUI ONucaHbl B
nocneaylowmnx pasaenax.

1.1. IloaaepxKuBaeMble KIl04YeBble HOCUTEIN

Kpuntolpo Winlogon KaneHT nogaepmBaeT cnegyowme Tunbl CMapT-KapT:

® pOCCUMCKME WHTennekTyanbHble KapTbl (PUK1, Ockap) ¢ vcnonb3oBaHMEM cyuTbiBaTeNew
CMapT-KapT, noagepxusatowwmn npotokon PS/SC (GemPlus GCR-410, Towitoko, Oberthur
OCR126 v ap.);

® 3/1EKTPOHHbIN KNtoud ¢ MHTepdeincom USB.

Kpuntolpo Winlogon KDC gna xpaHeHUA ceKpeTHoro Knatoda KDC moxkeT Mcnonb3osatb ntoboin
KNto4YeBOM HocuTenb, nogaep»kmuBaemolii Kpuntollpo CSP.
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1.2. TlopsaaoK HACTPOMKH CUCTEMbI
1.2.1.HacTpoiika JoMeHa npeanpUuaTUs

1.2.1.1. JoBepue Kk Y1

KoHTponnepbl AomeHa n paboumne cTaHUMM A0MKHbI foBepAaTb YU, ana obecneyeHmna BO3MOXKHOCTH
BXOAa NONb30BaTeNel No CMapT-KapTam.

Ecnn paccmatpmsaemblit YL, BbinycKatlowmin cepTUdMKaTbl SNA BXOAA CO CMAPT-KApTOW, ABAAETCA
KOpPHEBbIM, TO ero cepTUdMKaT A0/MKeH ObiTb YCTaHOBAEH B XpaHuauwa JosepeHHble KOpHesble
UeHmpol cepmuguKayuU yKa3aHHbIX KOMNbOTEPOB. Ecam e aaHHbIM YU, aBnaeTca NnogYMHEHHDBIM, TO B
3TO XpaHWAuLLEe HeobxoaMMO YCTaHOBUTb cepTUdMKAT KopHesoro YL, Ha KOTOpOoM 3aKaHYMBaeTCs
Lenoyka cepTMdUKaToB BbinycKatowero YL,

OnucaHHy npoueaypy PeKoOMeHAYeTCA BbIMNONHUTL C UCMOJ/Ib30BAaHMEM BO3MOXKHOCTEM rpynnoBbIxX
nonntnk gomeHa Windows. [lna 3toro B ocHacTke [pynnoBble NOAUTUKM Ha KOHTpOs/epe AOMEHa B
y3ne KoHgpueypayus komnsromepa — KoHepuzypayua Windows — [lapamempesi 6e3onacHocmu —»
MoaumuKku omkpeimoz2o Kaw4a — JlogepeHHble KOpHe8ble UeHMpbl cepmu@uKayuu BbINONHUTE
nmnopT Tpebyemoro ceptudmKkara.

CnenyeT OTMETUTb, 4TO Gala MMNOPTUPYEMOTO cepTUDMKATA He AOJIKEH coaeprKaTb B cebe
uenoyek ceptndmkatos n COC.

Mocne nNpUMeHeHMA HACTPOEHHOW TakMM 06pasoM rpynnoBOM MOJIMTUKU HA BCEX KOMMblOTEpax
AOMEHA laHHbI cepTUPUKAT NOABUTCA B XpaHUauLe JosepeHHble KOpHEBbIe YeHMpbl cepmuduKkayuu.

1.2.1.2. Paspemenue ayreHTUPUKaLUU 0 ceprudukaram Y1

YT106bI CepTdUMKaTbl YL, MOran ncnonb3oBaTbCca A4 ayTEHTUOUKALMM B JOMEHE M BXOAA CO CMApPT-
KapToW, JIOMEH A0/IKeH ABHO aosepATb atomy YL. na storo B Active Directory B xpaHunuuwe NTAuth
OONXeH bbITb NponucaH ceptuduKat atoro YL,

Y106bI NomecTUTb cepTudMKaT YL B 3TO XpaHWauwe, coxpaHutTe ero B ¢alil M BbINOAHUTE
CNeAyioLLY0 KOMaHAy:

certutil —-dspublish -f<filename>NTAuthCA

3aechb <filename> — nma painna c ceptTndmkaTom.

Mporpamma certutil ycTaHaBnuMBaeTca BMmecTe CO cayxbamu cepTudumkaumm Microsoft Ha
Windows 2000, a TaKxe npucytctByeT B ntoboi noctaske Windows Server 2003. [ns ycnewHowm
nyb6ankaumMm Heobxogmmo, 4ToObl Y4ETHAA 3anMcb, NMoOA, KOTOPOM BbINOMAHAETCA KOMaHAa, BXxoauna B
rpynny aaMmMHUCTPATOPOB AOMEHaA.
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Bonee noppobHo npoueaypa nomelleHMA KopHeBoro ceptudumkata YU, B xpanunuuwe NTAuth
onucaHa 3aechb http://support.microsoft.com/kb/295663.

1.2.1.3. O6ecneyeHue JOCTYNMHOCTU cepTudukaTta Y1J

Echn paccmatpusaemblnt YL, BbinycKkatowmin ceptudumKaTtel ANA BXOAA CO CMAPT-KapTOW, ABNAETCA
KOpPHEBbIM, TO ero cepTUdMKaT [0/MKeH ObiTb YCTaHOBAEH B XpaHuauwa JosepeHHble KOpHesble
UeHmpol cepmuuUKayuu KOHTPOINEPOB AOMEHA U pabounx cTaHuui ans Bxoaa. Ecam ke gaHHbi YU,
ABNAETCA NOAYMHEHHDBIM, TO BOSHWMKAET He0HXOAMMOCTb MOMCKa ero cepTUdUKaTa AN NOATBEPKAEHNA
LLenoYKM.

[nsa aToro pekomeHayeTcs BKAoYeHMe ocoboro pacwwupenua AIA (Jocmyn K uHgopmayuu o
ueHmpe cepmugurkayuu) B cepTuduKaTbl Noab3oBaTeNEN, BbINyWEHHblE 3TUM LEHTPOM. PaclimpeHue
AlABkntouyaeTt B cebs nyTb K dainy ceptudmkata AaHHOIO LEHTPa cepTUdMKALUMU, KOTOPbIA AO/XKEH
ObITb AOCTYNeH AnA Bcex nosb3oBaTenen cuctembl (ObiTb ONyb6/MKOBAHHbIM MO AOCTYMHOMY AJA
nosb3oBaTenei agpecy B ceTm npeanpuaTna no npotokonam LDAP, HTTP).
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http://support.microsoft.com/kb/295663

1.2.2.HacTpoiika KOHTPOJLJIEPOB JOMEHA

1.2.2.1.

Boinyck ceptudpukarta K/, ucnoansysa Kpunrtollpo Y1

[na Bcex KOHTPONNEepoB AOMEHa HeobXOAMMO BbINYCTUTb CEPTUPUKATbl OTKPbITbIX KAKOYEW,

KoTopble ByayT MCMONb30BaTbCA KOHTPOA/IEPAaMM ANA aYTEHTUDUKALMMU U 3aLUTbl COeAUHEHUA.

[na BbiNycKa cepTUdMKATa M YCTAaHOBKM cepTUdMKATa KOHTPO//epa AOMEHa Heobxoaumo

BbINO/IHNTL CheAYyHOLWYO NoCnenoBaTe/IbHOCTb ,Cl,eﬁCTBMl;‘II

1. Y3Haiite DNS-uma u wuaeHtudukatop GUIDKoHTponnepa AomeHa. [aa 3Toro Ha

KOHTpO//Zlepe [AOMeHa B MNAHeNM yNpaBAeHUA KOMMbOTEpPA 3anycTute MaHenb
Kpunmollpo CSP v Ha Bknagke Winlogon Haxmute KHONKy JKcrnopmuposame. Hy»KHasA
nHdopmauma 6yaet nomelieHa B bypep obmeHa. CoxpaHuUTe 3T AaHHble, Hanpumep, B
TEKCTOBbIN Pain n nepenguTte Ha KomnbtoTep APM AgmuHuUcTpaTtopa.

B APM AdmuHucmpamopa Kpunmofllpo YL co3paiTe nonb3oBaTens, KOTopbi byger
COOTBETCTBOBATb KOHTPONEPY AOMEHA. 3a4anTe A0oNoNHUTeNbHble NapameTpbl DNS-uma
n GUID gna storo nonb3osatens (y3en Ce8olicmea B KOHTEKCTHOM MEH!I0).

B APM AdmuHucmpamopa Kpunmolipo YL co3pgainte HTML-dopmy gna aBTOHOMHOM
paboTbl NONb30BaTENs, COOTBETCTBYHOLLErO KOHTPOAIEpPY AOMeHa (y3en Bce 3adavyu —
Co30amb — HTML-¢hopmy 0718 aemoHOMHoOU pabomesl B KOHTEKCTHOM MeH10). B Kayectse
TUNA 3anpoca Ha cepTUOMKAT yKaxute Cepmugukam KoHmposnepa domeHa(winlogon).
Ob6paTtuTe BHUMaHWe, 4YTO B popMe A0KEH ucnonb3oBatbea Kpuntolpo CSP.

MNepeHecuTe co3gaHHyto HTML-popmy Ha KOMNbIOTEP KOHTPOAEPA AOMEHA U 3anycTUTe
eé. [lna KoppeKTHOM paboTbl GopMbl HEO6XOAMMO pa3pewnTb 0TObpaKeHne aKTUBHOIO
CoAEepKMMOro B HacTpomkax Internet Explorer. Co3gaite B popme 3anpoc Ha cepTudumKaTt
(cm. PucyHok ). Manouky Modnucame 3anpoc CTaBUTb HE HYXHO.

Ob6patnte BHMMaHWe, 4YTO MPU CO3AaHUM 3anpoca Ha cepTuduKkaT ¢ nomolubo HTML-
dopmbl OHa 06A3aTeNbHO A0MKHA ObITb 3aNyLLEHA U3 IOKA/IbHOMO KaTa/iora KOMMNbOTEPa,
Ha KOTOpOM MJaHMpyeTca eé 3anosiHeHue. [laHHoe TpeboBaHMe 06ycnoOBAEHO
orpaHunyeHmnamm 6esonacHoctu Internet Explorer.
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& ABTOHOMHDBIA BE B-KMe HT Kpunmollpo Y1 g@

Marin  [paeka Bua  MzOpaHHoe  CepEMc CNpaeka ﬂ'

Yaocmoeseparouiutl Uaekmp Kpunmolipo YU

CDE,HHHIIE 3aripoca I IT0JEI0E AT eJid.

CH=zerl

Hua pafina
CACerRequestsyrequestpl 0|

[Tlognucats sanpoc
[ CozaaTe Zanpoc ]

Veranoepka cepriudHKaTa B XpaHiuUnane:

Hua hatina:

[ HCTEHOBMTE CERTHMGIMKAT ]

PucyHok 1. HTML-cdbopma anst aBTOHOMHOWM paboTbl nosb3oBaTens.

5. B npunoxkenunu naHenun ynpasnenus Kpunmollpo CSP Ha Bknagke Winlogon Heobxogmmo
OTMETUTb raNouKy Mcrionbzosames anzopummesl Kpunmollpo CSP Ha KDC.

6. NepeHecuTte 3anpoc Ha ceptudukat Ha APM AgmuHMCTpaTopa M BbiNycTUTE ANS
COOTBETCTBYHOLEro N0OAb30BaTeIA cCepTUPMKAT NO 3anpocy.

7. MNepeHecnTe cepTUPMKAT Ha KOMMbIOTEP KOHTPOAJEPA AOMEHa M YCTaHOBUTE ero C
nomoubto Ton ke HTML-popmbil.

8. Ypanute apyrune CepTVId)MKaTbI KOHTpPO//1EPa AOMEHa, e€C/In OHU €eCTb, U3 XpaHuaulla
Jlu4HbIe NOKaNbHOro KOMNbIOTEPA U MepesarpysunTe ero.

OnucaHHble ,EI,GVICTBMFI NnoOBTOPUTE 414 BCEX KOHTPO/1€POB BaLlero 4OmMmeHa.

Echv B Bawem JomeHe eCcTb WAW MNJIAHUMPYETCA pPa3BePHYTb LEHTP cepTudukaumm
Microsoft B pexxume LUC npeanpuatmna (Enterprise CA), To HeobxoaMMO NPesoTBPaTUTb
aBTOMATUYECKUIN BbINYCK CepTUPUKATOB KOHTPONIEPOB [OMEHOB, KOTOpble MOryT
nomelwaTb pabote Kpuntolpo Winlogon. [1na atoro B ocHacTke LleHmp cepmughuxkayuu
yaanuTte wabnoHbl ceptudukatos KoHmponnep OdomeHa w [Iposepka nodauHHocmu
KOHmMposnepa OOMeHd W3 ChnWcKa WwabnoHoB (cM. PUCYHOK ) € uenbto 3anpeta

ABTOMATUYECKOMN BblA4a4vyn CepTVI(I)I/II-(aTOB no JaHHbIM wabnoHam.
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r@ LUenTp ce prudmraunn g@w

FKoHoone  JdeficTewme  Bma  Cnpaeka
& = @@ 2

% LeHTp cepThdmkalimi (NokaneHs@) || 1wa

= @ CADC F'.rEHT BOCCTAHOBENEHKA EFS

(L] OTo3BaHHbIE CEpTHEHKATEI BdBasos0e wHdposarke EFS

(L BelaaHHbIe CepTHAMKATE 7 [

(L1 3anpock! B oxkAaHK l{nmnbh:uTE

(L1 HevaauHele sanpock: nDnmeaTF;nb

3 LafinoHe) cepTHbHEATOE | e .
B noaumHenHeIi weHT copTHBMHEALLMK
.ﬁ.ﬂMHHHchaTDp

PucyHOK 2. CNUCOK A0oNyCTUMBbIX WabaoHoB cepTuduKkaTos LleHTpa cepTudmKaumm.
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1.2.3.HacTpoiika no/ib30BaTe/J1bCKUX Pa004YUX MECT

1.2.3.1. BbInycK moJib30BaTe/IbCKOro ceprtudukara , ucnosib3dyss Kpunrollpo
yh

Kaxagbl nonb3oBaTenb Ao/xkeH obnagate cmapTt-kKapton (Mam USB ToKeHOM), copepikallen
3aKPbITbIN KNOY U cepTUUKAT JNA ayTEHTUDMKALUKN B OMEHE.

TpeboBaHuA K cepTUdMKaTy BXOAa CO CMAPT-KapTol 1 paboyeit cTaHumu:

e CepTudMKaT Nosib3oBaTeNsA AO/IKEH COAep:KaTb NpaBuabHOE UMA YY4ETHOM 3anucn (User
Principal Name) B none Subject Alternative Name cepTudukaTa.
e Ha pabouel CTaHUMM oA BXOAA CO CMapT-KapToM A0NXKHbI 6bITb YCTAaHOBAEHbI ApaliBepbl
ANA YCTPOMCTBA YTEHMA CMAPT-KApT, 3TO YCTPOMCTBO U UCMONb3YEMbI HOCUTENb AOIXKHbI
6bITb YCTaHOBNEHbI B NaHenn ynpasaeHma Kpuntolpo CSP Kak cunTbiBaTENb U HOCUTEND,
B CBOMCTBAX HOCUTENA AO/KHA ObITb yCTaHOBAEHA ranoyka «Mcnonb3oBaTb ANA BXo4a B
OnepaunoHHY0 CUCTEMY», ecin TakoBas umeeTca(cm. [OwmnbKa! UCTOUHUK CCbIIKKU He
HangeH.]).
Bbinyck Takmx cepTudukatoB ocyuiectensaetca Ha APM AdmuHucmpamopa Kpunmofllpo Y.
CyuwiecTByeT ABa pPas3/IMYHbIX BapuaHTa BbiNycKa cepTudMKaTa NONb30BATENA AN BXOAA CO CMApPT-
KapToit:

e CospgaHue cepTudukarta ¢ nomoubto HTML-dopmbl, aHaNorMyHo cosgaHuno ceptuduKkaTa
KOHTpOJIIepa AOMEHa.

e Co3paHue cepTuduKaTta HenocpeacTBeHHo Ha APM AamuHuctpatopa Kpuntollpo YU.

Ob6paTuTe BHUMaHWE, YTO NPU CO34aHMM 3anpoca Ha cepTudmMKaT ¢ nomowbto HTML-bopmbl OHa
06M3aTeNbHO A0/MKHA OblTb 3anylieHa M3 JIOKAZbHOFO KaTasiora KOMMbiOTEepa, Ha KOTOPOM
naaHupyeTca eé 3anonHeHue. [JaHHoe TpeboBaHWe 06YyCI0BAEHO OrpaHMdYeHMAMM Be3onacHOCTH
Internet Explorer.

Co3spanue cepTudukaTa nosib3oBaresisa ¢ nomoibio HTML-¢gopMmbl.

1. B APM AdmuHucmpamopa Kpunmollpo YLl co3pgaiiTe HOBOro nosnb3osatens. [pu

CO34aHunu nosib3oBaTenA YKaXkute O0NONIHUTENbHbIN napameTp UPN
(UserPrincipalName). 3ToT napameTp TaKXKe MOMKHO 33a4aTb WAM  U3MEHUTb Y
CyLLecTBytoLLero nonb3osartesns (ysen Ceolicmea B KOHTEKCTHOM

MeH0).UPNMo/ib30BaTeNsi MOXKET OT/IMYATLCA OT MMEHW YYETHOM 3aMnUCK, UCNOb3YEMOM
ONA BXoAa B KOMMbIOTEP, HO 4awe Bcero oOHW cosBnagatoT.UPNumeer dopmar
userl@domain.com.

2. B APM Agmunuctpatopa Kpuntolpo YL, cospaite HTML-popmy Ana aBTOHOMHOM
paboTbl nonb3osatensa (ysen Bce 3a0ayu — Coz0ame — HTML-cpopmy 015 a8mMOHOMHOU
pabomesl B KOHTEKCTHOM MeHI0). B KayecTBe TMMa 3anpoca Ha cepTUPUKAT yKarkute
Cepmughukam exoda co cmapm-kapmodl. ObpaTute BHUMaHME, YTO B dopme AOJIKEeH
ncnonb3osatbca Kpmuntollpo CSP.
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3. MepeHecuTe co3aaHHyto HTML-popmy Ha pabouyto CTaHUMIO ANA BXOAA CO CMapT-KapTown
n 3anyctute eé. [1na KoppeKkTHOM paboTbl GopMbl HEOBXOANMMO paspelnTb oTobparkeHme
aKTMBHOTO COAEPKMMOro B HacTpoikax Internet Explorer. Co3gaiite B dopme 3anpoc Ha
cepTudUKar.

4. MepeHecute 3anpoc Ha ceptuduKat Ha APM AgmuHuUcTpaTopa W BbiNycTUTE ANA
COOTBETCTBYIOLLLEro N0Nb30BaTeNA cepTUdMKaT No 3anpocy.

5. MepeHecute cepTuduKaTt Ha pabouyo CTaHLMIO ANS BXOAA CO CMAPT-KAapTOM U yCTaHOBUTE
ero ¢ nomoupto HTML-popmbl.

Co3paHue cepTuduUKaTa NoJib30BaTeass HA APM AgMuHHCcTpaTopa
Kpunrollpo YII.

Ha paboyem mecTe nNpuMBUAErMPOBAHHOrO MOJIb30BaTeNs, BblMyCKalowWero ceptuduKatbl Ana
no/sib3oBaTenen ¢ ucnonb3oBaHnem APM AgMUHUCTPATOPaA, AOXKHbI ObITb YCTAHOBAEHbI ApanBepb! A4
YCTPOWCTBA UTEHUS CMapPT-KapT. IJTO YCTPOWMCTBO M WCMNO/Ib3YEMbIA HOCUTENb AONXKHbI  ObiTb
yCTaHOB/MEeHbl B MaHenu ynpasneHua Kpuntolpo CSP Kak cuMTbiBaTeNb M HOCUTENb, B CBOMCTBaX
HOCUTENA A0/KHA BbITb YCTAHOBAEHA rano4yka Mcrnosb3oeams 0718 8X00a 8 OMNepayuoHHYy cucmemy,
ecnu Takosasa numeetca (cm. [OwmnbKa! UCTOUHMK CCbINIKU He HallgeH.]).

Ona BbiNnycka cepTuduMKata NoONAb3oBaTeNs C wUcnonb3osaHnem APM  ApgmuHuUcTpaTopa
HEeob6Xx04MMO BbINOJHUTL C/IEAYIOLLYIO NOC/1eA0BaTeNIbHOCTb AENCTBUN:

1. B APM AomuHucmpamopa Kpunmollpo YL co3paiite HOBOro nosb3osartensa. [Npu

CO34aHunu nosib3oBaTenA YKaXkute O0NONIHUTENbHbIN napameTp UPN
(UserPrincipalName). 3ToT napameTp TaKXKe MOMHO 33a4aTb WAM  M3MEHUTb Y
CyLLecTBytoLLero nonb3osartens (yzen Ceolicmea B KOHTEKCTHOM

MeH10).UPNMo/ib30oBaTeNss MOXKET OTIMYATLCA OT MMEHW YY4ETHOM 3annCK, UCMOIb3yeMOom
ONA BXoAa B KOMMbOTEP, HO 4awe Bcero OHW cosBnagatoT.UPNumeer dopmart
userl@domain.com.

2. Bbinyctute ceptuduKaT Aaa AAHHOTO NoO/b30BaTeNdA, rAe B KayecTse TWMa 3anpoca Ha
ceptuduKat vykaxkute Cepmugukam 6xo0a co cmapm-kapmoil. Knwouyesyo napy
CreHepupyinTe Ha CMapT-KapTe U YCTaHOBUTE CepTUPUKAT B KOHTEHEp.

Mocne 3Toro cMapT-KapTa MOXKET UCNONb30BaATLCA AN ayTeHTUdMKauumn B fomeHe Windows.
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CMCOK J1uTepaTyphbl

1. KomnaHnua "CudndH". OnucaHne npumeHeHua. Cpedcmeso 3auwumesl UHGopmayuu «Secure
Pack Rus» eepcusa 3.0. EAPM.5090005.032-03 31 01.

2. —. ®opmynap. Cpedcmeo 3awjumel uHpopmayuu «Secure Pack Rus» eepcusa 3.0.
EAPM.5090005.032-03 30 01.
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