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1. BBegeHue

JaHHOe pyKoBOACTBO MpegHa3Ha4yeHO ANA agMUHUCTPATOPOB CPeacTBa 3alUTbl MHPOPMaLUK
«SecurePackRus» Bepcus 3.0 (coKpalleHHble Ha3BaHuA usgenuns — SecurePackRus 3.0 namn SPR 3.0).B
PYKOBOACTBE COAepKaTca cBeAeHUA, HeobxoaMmble aMUHUCTPATOPaM A5 HAaCTPOMKM U ynpaB/ieHus

OCHOBHbIMN MEeXaHU3MaMM 3alLUTHI.
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2. [lo/IMTUKM 3a1UThl KPUTUYECKUX PECYPCOB

2.1. 3amuTa 06beKTOB ¢ailJIOBOM CUCTEMbI

Mocne nepsoHayanbHOM ycTtaHOBKM SPR 3.0 nonuMtuMKa 3awmuTbl 06bEKTOB daiinoBoi
CUCTeMbl BKAlOYEeHA B pexume Ayaut. KoHTponb pAoctyna nosnb3oBarteneit
KKpUTUUYECKMM 0b6bekTam ¢painnoBoii cuctembl He nponssoautcal

Mpu nepBoHavYanbHoOM yctaHoBKe SPR3.0 cNMCOK npaBuA 0CTyna K CbeMHbIM HOCUTENSIM MYCT,
MoO3TOMYy aKTMBaLMA NONUTUKN MPUBEAET K MOAHOW BNOKMPOBKE BCEX K/IACCOB CbEMHbIX HOCUTENEM.
Mocne yctaHoBkM SPR3.0 M co3gaHua 6asosoro Habopa npaBun goctyna HeobXoAMMO BKAOYUTH
KOHTPO/b 32 MOAK/IIOYEHNEM CbEMHbIX HOCUTENEN.

Mpwn nepBoHa4yanbHOM ycTaHoBKe SPR3.0 cnnucok npasun 3awmTbl 06beKTOB $GanaoBOM CUCTEMDI
NycT, NO3TOMY aKTUBaLMA NOJUTUKU HE NPUBOAMUT K BNOKMPOBKE MoANDUKALMM KaKUX Inbo obnacten
$alinoBoOM CUCTEMBI.

Ana nsmeHeHuA pexnma pa6OTbI NONNTUKU HeO6XO,CI|MN\OI

® PACKpbITb B KOHCO/NW YMpaBieHMA MOAUTUKAaMK chaeaylowmnim nytb: KoHguaypayus
komneromepa —>lonumuku —>KoHgpuzypayus Windows—>lapamempsi 6e3onacHocmu
—>Monumuku SecurePackRus—>3auwjuma Kpumuveckux pecypcos—>@alinosasa cucmeman,
Bbl3BaB MeEHIO, BblOpaTb pagen «CBOMCTBa»N B OTKPbIBLUEMCA OKHE OTMETUTb MyHKT
«AKTMBMpPOBATL AelcTBme npasun» (puc.1)

Obuwwe | PaclumpeHns Kputudeckux ainnos I KoHTponb LUenocTHOCTH |

= _’ OnpeaenuTe obme napameTpbl QYHKLMOHMPOBAHMA NOACMCTEMbI.

L
[ AkTuBMpoBaTh neiicTeMe Npasun

[V BrniounTe ayaut

OK “ OTMeHa I [[IPHMEHNTE

Puc.1
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[na nameHeHus Habopa pacmMpeHnin KpuTnyecknx Gannos HeobxogmMmo:

® PACKpbITb B KOHCO/MM YNpaBAeHWUA NOAUTUKAMWU chaeaylowmin  nyTb:KoHpuaypayus
Komnsromepa —»lMonumuku -»KoHgpuzypayua Windows—>Mapamempsl 6e3onacHocmu
—>lMonumuku SecurePackRus—>3auwjuma kpumuveckux pecypcos—> @alinosasa cucmeman,
Bbl3BaB MeHIO, BblbpaTb pagen «CBOMCTBa», B OTKPbIBWEMCA BblOpaTb 3aKNaLKY
«Pacwmpenuns Kkputnuecknx dannos» (puc. 2)

CeoiicTBa: PainoBan cicreMa . i ﬂl‘

Obwme Pacwmperus KpuTudeckux dainos I KOHTPONb LENOCTHOCTH I

[

1L

OnpeaenuTe oblume NnapamMeTpsl QYHKLMOHMDOBAHUA NOACUCTEMDI.

Paclmperna dainos:
Pacwupexne | Tvn | - NobasuTb
mexe MpUnoXeHMe
[ com Mpunoxenune MS-DOS Yaanutb
|%|dll PacwmpeHie npunoxeHns
|%)| ocx SnemeHT ActiveX s
%) cpl SNEMEHT NaHENW ynpasneHna
% sys CucTemHbIi daiin Ll

OK || OTMeHa I [lPMMEHUTE

Puc.2
Ona nsmeHeHUA NapameTpoB KOHTPOAA LLENOCTHOCTM KpUTUYecKux ¢aiinioB Heobxoanmo:

® pPacKpbITb B KOHCOAW YMNpaBieHUA MNOAUTUKaMWU cneayrowmin  nyte:KoHguzaypayua
Komnetomepa —>llonumuku —>KoHguaypayua Windows—>lapamempsi 6e3onacHocmu
—>Monumuku SecurePackRus—>3auwjuma kpumuveckux pecypcos—>@alinosasa cucmeman,
Bbl3BaB MeHI0, BblbpaTb pagen «CBOMCTBa», B OTKPbIBWIEMCA BblIOpaTb 3aKNaLKy
«KoHTponb uenoctHoctn» (puc. 3)
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Obuwe l Pacwmperus KpuTuieckux dainos  KOHTponb uenocTHocTy I

| OnpeaenuTe oblume NapaMeTpsl QYHKLMOHMPOBaHWA NOACMCTEMDI.

L)

Meproa KOHTPONA LUeNoCcTHOCTH (MUHYTHI): I 3:

OK Il OTMeHa I [IPHMEHUTE

Puc. 3

2.1.1.Co3aHMe IpaBuJI 3allIMThl 00bEKTOB (pailJIOBON CUCTEMBI

MpaBuaa 3aWnUTbl KPUTUYECKUX 0O6bEKTOB $ailNoBOI CUCTEMbl MO3BOAIOT aAMUHUCTPATOpPam
3a4aBaTb ANPEKTOPUMU, COAEPKUMOE KOTOPbIX ByAeT 3alMLLIEHO OT MOAUPUKALMM U KOHTPOIMPOBATLCS
Ha LLe/IOCTHOCTb.

[na HAaCTPOMKM NpaBuaa 3aWmUTbl KPUTUYECKNX 0O6BbEKTOB PainIoBOM CUCTEMbI HEOHXO4MMO:

® pPACKpbITb B KOHCO/NW yNpaBAeHUA MONUTUKAaMKU caepylowmi  nytb:  KoHguzypayus
komneromepa —lloanumuku —KoHepueypayua Windows—Illapamempsl 6e3zonacHocmu
—[lonumuku SecurePackRus— 3awjuma Kpumuueckux pecypcos—»>®alinosaa cucmemaw,
BbI3BaB MeHI0, BbIbpaTb pagen «Co3aaTb HoBoe npasuno»(Puc. 4);

e Bbibpatb TMN aenctBua npasuna  «bnokuMpoBatb MOAMOUKALMIO U KOHTPOAMPOBATL
LeNoCTHOCTb painnosy;

e BgecTu HeobA3aTeNbHOE ONMUCAHWE NPaBUNa;

e [lepeliTn Ha cneaytowyto cTpaHumuy (Puc.5)

e BBecTu nyTb, KOTOpbIN ByAeT ABAATbL 06nacTblo AEUCTBMA AaHHOro npasuna. MNyTb moxet
6bITb BBEEH KAK B ABHOM BUAE, TaK U BUAE NEepeMeHHON cpeabl.

e Haxatb KHONKy «[oTOBO»
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oeume X

7% BolbepeTe TN ASCTEMA AaHHOrO NPaBMAa 1 NP1 HEoBX0AUMOCTH, BESAUTE ONUCaHME

Q] npasuna.
DeiicTene:
(¢ BROKMPOBaTh MOAMDUKALIIO M KOHTPONMPOBATL LENOCTHOCTL (aiinos

" WexniounTb 06nacTs AiCTBIUA Npasuna us 0BRacTi ASMCTBUA BCEX NPasin BROKMPOBKM

OnmcaHme (He obazaTensHo):

Mpasuno 3awuThl CUCTEMHOM ﬂMDEKTOthll

= Hazazn I lanee > I OTtMeHa

Puc4

MyTsb - x|

—

s u BoifepeTe nyTh, KOTOPbLIN AENAETCA 0ONaCTLIO ASMCTEMA AaHHOM0 NPaBuna.
\

MyTb:
l %SYSTEMROOT %

Ob3op nanok ...

< Hazaa loToso OTMeHa

Pucs

Mpu Bo3BpaweHnn B MMCKOHCONb ANnAa 0OHOBAEHMA BU3yann3auMW CAMCKA NPaBUA HaxkKmuUte

KHONKY F5.

[N HacCTPOMKM UCKAOYEHUA M3 MPaBUA 3aLUUTbl KPUTUYECKMX 06bekToB $HalinoBON CUCTEMDI
HeobxoAMMmo:

® pPACKPbITb B KOHCOAM YNpaBAeHUA MOAUTUKAMKM chedylowmnii  nyTe:  KoHgueypayus
komneromepa —lloanumuku —KoHepueypayua Windows—Illapamempsi 6e3zonacHocmu
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—[lonumuku SecurePackRus— 3awjuma Kpumuyeckux pecypcos—»®alinosaa cucmemaw,
BbI3BaB MeHI0, BbibpaTb pagen «Co3aaTb HoBoe nNpasuno»(Puc. 6);

e BbibpaTb TMN aenctBus npasuna «Mcknwoumtb obnactb aenctsma npasuna ms obnactu
OEeNcTBUA BCex NpaBua 61O0KMPOBKMY;

e BBecTu HeobA3aTenbHOE ONMCaHWE NPaBUNa;

e [lepeliTn Ha cneaytowyto cTpaHumuy (Puc.7)

e BBecTu nyTb, KOTOpbIN ByaeT ABNATb 0bnacTblo AEMCTBUA AaHHOro npasuaa. MyTb MmoxKeT
6bITb BBEZEH KAK B ABHOM BUAeE, TaK U BUAE NepeMeHHON cpeabl.

e HaKaTb KHOMKY «[0TOBO»

CES— X

"% BolbepeTe TWN ASCTEMA AaHHOMO NPaBMAa 1 NPK HeoBX0AMMOCTH, BESANTE ONMCaHWE

@ npasuna.

DeiicTene:
(¢ BROKMPOBaTh MOAMDUKALIIO M KOHTPONMPOBATL LENOCTHOCTL (aiinos
" WexniounTb 06nacTs ASCTBIUA NpaBuna us 0BRacTH ASMCTBUA BCEX NPaBun BROKMPOBKM

OnucaHue (He obazaTensHo):

MpaBuno 3aUMTEI CUCTEMHOM AUPEKTOoPMM|

= Hazazn I Oanee > I OTMeHa

Puc6

x

—

. l/ J BoifepeTe nyTh, KOTOPbLIN RENAETCA 0ONaCTLIO ASMCTEMA AaHHOM0 NPaBuna.

MyTb:
| %SYSTEMROOT %

Ob30p Nanok ...

< Hazaa loToso OTMeHa
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Puc7

an BO3BpaweHnn B MMCKoHconb Aana obHOBNEHUSA BU3yain3aunnm CnnUCKa npasBua HaxmuTte

KHonMKy F5 (puc. 8).

e1aKTOp yNPaBneHna rpynnoBbiM1 NOAMTHKAMK

in [feiicteue Bua Cnpaska

=10ix|

# [ 2alEe 2B

] AaMMHUCTpPaTHBHBIE WabnoHs!: onp
71 HacTpoiika
%, KoHburypaws nonbsosaTens —

_’; MonuTiky =
= 2 - =|

7 MonuTytkin yueTHsIx 3anmcei 4 |
JNoKanbHble NOAUTUKK
KypHan cobeiTuit
Mpynnbl € orpaHU4YeHHbIM AC
8 CQuctemHbie cnyxbol
8 Peectp
®daitnoBas ccTeMa
MoAUTHUKIM NPOBOAHOI CETH
| BpaHamaysp Windows 8 pex
[ 7] MonuTuky aucneTuepa crnc
gﬂ MonuThkyn BecnpoBoaHoit ce
| MoAUTUKK OTKPBITOro KO-
| MoAMTHKM OrPaHUYEHHOTO ¥
(7] 3awwTa aocTyna K ceTi
=l ¥ Momuryky Secure Pack Rus
[E 7 3awmTa KpUTUYECKMX P
[7] waiinosas cucrema
a MoAMTUKK KOHTPONS A0
) MonuTitku 3aMKHYTOI N
A PacwmpetHble MoauTyki
7| MonuTHKM ynpasneHusa npu
g MonuTiky IP-GesonacHocT
| KoH@MrypaLs pacumpeHHc
wlll QoS Ha ocHose nommTIKN

feiicTene | nanka | Onucarme

'{Séﬁnomposa'rb %SYSTEMROOT % MpaBMno 3alMThl CUCTEMHON AMPEKTOPHMN

&Ij PasBnokmpo... %SYSTEMROOT%\Temp MpaBKno UCKNKOYEHUA AN BPEMEHHOM NaNKM CUCTEMHOM AMPEKTOPMK

< | 2

Puc. 8
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3. [lo/IMTUKM KOHTPOJISI AOCTYNA K YCTPOHCTBAM

3.1. YnpasisieHue JOCTYNIOM K Cb€MHBIM XpaHU/INIIAM JAaHHbIX

Mocne nepBoHavyanbHOM ycTaHOBKU SPR 3.0 noAnTMKa A0CTyNa K CbeMHbIM HOCUTENAM
BK/OYEHa B pexxume Ayaut. KOHTponb AocTyna nosnb3oBaTtened KMHGopmauuu Ha
CbeMHbIX HOCUTENAX B JAaHHOM peXume He npoussoauTcal

Mpu nepBoHa4YanbHOM ycTaHOBKe SPR3.0 cNMCOK NpaBuA AOCTyNa K CbeMHbIM HOCUTENAM MyCT,
NO3TOMY aKTMBAUMA NONUTUKU NMPUBEAET K NONHOM BNOKMPOBKE BCEX KNACCOB CbEMHbIX HOCUTENEM.
Mocne yctaHoBkn SPR3.0 u co3gaHuAa 6a3oBoro Habopa npaBun AoOCTyna HeobXoAMMO BK/OYUTH
KOHTPO/1b 32 NOAKNOYEHNEM CbEMHbIX HOCUTENEN.

Ona nsmeHeHua pexxnma paboTbl NOAUTUKK AOCTyNa HeobxoaMmo:

® PACKpbITb B KOHCO/AW YMpaB/ieHMA MOAUTUKAMM cieaylowmii nytb: KoHgueypayus
Komnetomepa —>llonumuku —>KoHgueypayua Windows—>llapamempsi 6e3onacHocmu
=>llonumuku SecurePackRus—>[llonumuka KoHmpona OJocmyna K ycmpolcmeam
- CvemHsble ycmpolicmea W1, BbI3BaB MeHto, BbibpaTtb pagen «Csoncrea» (Puc. 9)

eaKTOp ynpasneHna rpynnoBbiMH NOMMTHKaMI ;_[_I;IJ}_I
in [feiicteue Bua Crpaska
s Al RERENN ? Bo:

Zaff MonuTuky Becnposoaroit ceTu (IEEE 802.11) S I |

~| MoAMTUKM OTKPLITOrO KAKoYa # CbeMHble AMCKH

~| MOAMTUKM OrPaHNUYEHHOTO MCTONb30BaHUA NPOrpar «* CD-ROM 11 DVD aucku

[ || 3awmTa nocTyna K ceTh 14 ribkite marHuTHBIE AMaHM

S ) nf'"”T”K“ Secure Pack Rus “% [leHTOYHbIE HAKONUTENM

[} 3almnTa KpUTUYECKMX PECYPCOoB

Bl MonuTuku KOHTPONA AOCTYNa K YCTPOMCTEEM
5 » EeT————
# CobemHble AUCKK
«* CD-ROM 1 DVD auckmn
Lj MbKie MarHMTHblE AMCKK
“% [leHTO4YHbIE HAKONMTENN
[ i CeTesbie XpaHUAMLE AGHHBIX
[+ @& NpuHTepsl
%] MoBunbHble yCTpoitcTEa
# @ Moaembl
&% MNopTtel (COM 1 LPT)
[F MonuTiku 3aMKHYTOM NPOrpamMMHoit cpeas!
(A PacwmpenHsie MonuTiky LLnbposaHHoi ®aiino
~| MoAMTUKKM YNPEBNEHNS NPUACKEHNUAMIA
‘g, MonuTukk IP-BesonacHocTv Ha "Cnyxba kaTanoroe
| KoHdurypaLms paciumpeHHoi NoONMTUKKM ayanTa
[+ .J] QoS Ha 0CHOBE NONUTUKK
_| AQMUHUCTPaTHBHbIE WabnoHbl: onpeaeneHna nonuTuk (AD
_| Hactpoitka
, KoHdurypauma nonbsosaTens
_| MonnTukm
_| HacTpoitka =

| 2

FEer

Pucynok 9 - UsmeHenne pe;kumMa padoThl MOJIHTHKHA

® B OTKPbIBLUEMCA OKHE OTMETUTb MYHKT «AKTUBMPOBATb NPOBEPKY paspeweHnin» (Puc. 10)
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CeoitcTBa: CheMHbIe XPaHUINLA AaHHbIX ' 21 x|

Ofwme I

a OnpeaenuTe ofiume napamMeTpsl QYHKLMOHMPOBAHMA NOACUCTEMDI,

[~ AkTHBMpOBaTL NPOBEPKY pPaspeLleHMi

[V Brniounte ayaut

| OK I OTMeHa [[IPMMEHUTE

Pucynok 10 - AkTHBanusi NOJTUTHKHA

AKTMBaAUMA MPOBEPKU paspelleHnit npu AocTyne no/sib3oBaTeNei K CbeMHbIM HOCUTENsM
3anpeTtut noboe aeiicTBMe, He paspelleHHOe agMUHMUCTPATOPOM MpPaBUAaMM AOCTyNa K CbeMHbIM
HOCUTENAM.

3.1.1.Co3aaHMe IpaBUJI AOCTYIA K Cb€MHbIM XpPaHU/IMLIAM JAHHbIX

MpaBuna JocTyna K CbeMHbIM HOCUTENAM MO3BOAKT aAMUHUCTPATOPAM 3aZaBaTb Pas/nyHble
paspeleHua AnA nonb3osaTenen v rpynn 6esonacHocTn Npu paboTe ¢ pasInuHbIMK KNAcCaMM CbeMHbIX
HocuTenen nHpopmauymu.

[na HacTpPOMKM npaBua AOCTyNa K CbeMHbIM HOCUTENAM HEOOXOAMMO PACKPbITb B KOHCOAM
yrnpaBneHWa  NOAUTUKAMWM  chepytowmii  nyte:  KoHgueypayua  Komnetomepa  —>[loaumuku
—>KoHeppueypayua Windows—>lapamempsl 6e3zonacHocmu —->[llonumuku SecurePackRus—>[lMonumuka
KoHmMponaa docmyna K ycmpolicmeam—» CoemHbie ycmpolicmea (Puc. 11).
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e1aKTOp yNpasAeHna rpynnosbiMi NOMMTHKIMN 3 = |E||_5|

in [eiictee Bua Cnpaska

;_‘31' Monutukn becnposoaHoit ceT (IEEE 802.11) ;I PaspeleHns | Monb3oBaTenu U rpynnbl
| TOAMTUKM OTKPLITOMO KNKYa :.,; [locTyn Ha YTeHue
‘ MoAMTHUKI OrPaHMHEHHOT0 MCNONb30BaHUA NPorpar ’S, [flocTyn Ha 3anuce
_| 3awwTa gocTyna K ceTm ‘:-2. JOCTYN Ha UCMonHeHe
= ¥ MonuTuky Secure Pack Rus
7 3aWwmTa KPUTHUHECKUX PECYPCOB
= a MOAMTUKKM KOHTPONS AOCTYNA K YCTPOIHCTBaM

[F #” CobeMHble XPaHUNWLLE AaHHBIX
B g CoeMHbIE AUCKK
+* CD-ROM 1 DVD auncku
84 rubive marnuTHsIe ancm
“% [leHTO4YHbIE HaKONUTENM
EE CeTeBble XPaHUNULLE AaHHBIX
& MpuHTeps!
%] MobunbHele ycTpoicTea
w2 Moaembl
% Moptel (COM 1 LPT)
[ MonmTukm 3aMKHYTOI MporpaMMHoii cpeas
{7} PacwmpenHsie MomuTiku LLndposarHoi daiino
| MonUTHMKM YNpaBneHna NPUACKEHUAMA
S MonuTuky IP-6esonacHocTv Ha "Cnyxba KaTanoroe
| KoHdurypaLws pacluMpeHHoi NOAMTMKKM ayanTa
)i QoS Ha ocHose nonuTHKN
| AaMMHMCTpaTHBHbIE WabnoHs!: onpeaeneHita noanTuk (AD
| HacTpoitka
KoHdmrypaLya nonbsosaTens
_| MonuTmkm
“| HacTpoitka =

| o 4l i H

EEPE

Pucynok 11 - Tunsl pa3pemenuii poctyna

SPR3.0 pasnunyaeT cnegyrowme KNaccbl CbeMHbIX XPaHUAULL, AaHHbIX:

® CbeMmHble AUCKK
e CD-ROMunDVDauckmn
e [MBKMEe MarHUTHble AUCKN

e JleHTOYHbIe HakonuTenn

Kpome Toro, AnA AaHHbIX Ha KaXAOM K/aacce YCTPOMCTB MOMKHO YKasaTb paspelleHHbl Tvn

A0CTYNa K HUM:

e YteHue
e 3anucb

e lcnonHeHune

Ana Toro, uto O6bl [aTb paspelleHMe MNOAb30BATEND WAM rpynne 6e30nacHOCTM  Ha
onpeaeneHHbI TUN JOCTYNa K AAHHbIM Ha ONpeae/ieHHOM Knacce CbeMHbIX YCTPOMCTB Heobxoammo
A06aBUTb 3TOrO NOMb30BATENA UKW TPYNNY B COOTBETCTBYIOWMIA NYHKT FPYNNOBON NOAUTUKW. O18 3TOro

Heob6Xx04MMO BblAEIUTb MYHKT FPYNMNOBON NOAUTUKK, BbI3BaTb MEHIO 1 BblIOpaTh NyHKT «CBOMACTBAY.

B OTKpbIBLIEMCA OKHE BbINO/IHUTL AeilcTBue «[1o06aBuTb» U BbibpaTb NOAb30BATENN UAW TPYMNY

6e3sonacHocTu (Puc. 12).
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CeoitcTBa: [1oCTyn Ha YTeHue 3

Monb3oBaTenu U rpynnel I

“¥ = BoibepeTe nonbsosaTeneil U rpynNbl KOTOPLIE MMEIOT NPABO YMTaTb AaHHbIE U3 aItNos,

% PACrIONOXKEHHBIX Ha ChEMHBIX ANCKEX.

CrmncoK nonb30BaTeneit u rpynn:

21|

TEST \TestUser

NobasuTb ...

Yaanutb

OTtMeHa

Mpwnerrs |

Pucynok 12 - Cincok wieHOB MpaBUJjia

MNocne npuMmeHeHnA NOIMTUKN, YKa3aHHble USMEHEHUA BCTYMNAT B CUAY.

EAPM.5090005.032-03 90 01 (pegakumsa 55 ot 04.12.2016)
CpeacTBo 3awmThl HGopMaLmm «SecurePackRus» Bepcua 3.0
PykoBoAcCTBO agMunHKUCTpaTopa 6esonacHoCTH.
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4. HacTpoiika npaBuJI MaHAATHOTO IIUPPOBAHUA AAHHBIX HA
CbE€MHbIX HOCHTEJIAX

4.1. YcTraHOBKAa pexxvMa padoo0Thbl NOJUTUKUA MaHAATHOTO IIMPPOBaAHUSA

Nocne nepBOHauyanbHOM ycTtaHoBKM SPR 3.0 nonautuka maHaatHoro wugposaHua
BKNOYEeHa B pexume Ayaut. MaHpaTHoe wWudppoBaHME AAHHBIX HA  CbEeMHbIX
HocuTenAax MHGopmaLuum B 4aHHOM peXKMme He nponsBoaunTcal

Mpwn nepBoHa4yanbHOM ycTaHoBKe SPR3.0 CNMCOK NpaBuA NOAUTUKM MAHAATHOro WKdpoBaHMA
MycT, NO3TOMY aKTUBaLMA NONAUTUKMN NPUBEAET K 6NOKMPOBKE A0CTyNa K He3awndpoBaHHbIM palinam Ha
CbeMHbIX HOCUTENAX AN Bcex nosb3oBarteneit. MNocne yctaHoBkM SPR3.0 n co3pgaHua 6asoBoro Habopa
npaBuA MaHAATHOTO WKWGPOBAHNA HEOOXOANMMO AaKTUBMPOBATb MNOIUTUKY Pa3peLLeHUN.

Ona UsmeHeHUsa pexknma paboTbl NOIMTUKN MaHAATHOTO WKNPPOBAHUA HEODBXOAUMO:

® PACKpbITb B KOHCOAW YyMNpaBieHUA MOAUTUKaMM caeayrowmii nytb: KoHguzypayus
Komnetomepa —>llonumuku —>KoHgueypayua Windows—>llapamempsi 6e3onacHocmu
—>MonumuKku SecurePackRus—>PacwupeHHble nonumuku wugposaHHol ¢alinosol
cucmemeol (EFS) ->MaHOamHoe wugposaHue—->CoeMHble ycmpolcmea W, BbI3BaB MEHHO,
BblOpaTb pagen «CeolicTBa»

® B OTKPbIBLUEMCA OKHE OTMETUTb NMYHKT K AKTMBMPOBATb NPOBEPKY paspeLleHnii» (Puc. 13)

" Obwme l

_ | OnpeaenuTe obiume NnapaMeTPbl GYHKLMOHUPOBAHUA NOACUCTEMDI.
\ l 0

[~ AkTuBMpOBaTL NPOBEPKY paspelueHuii

V' BrniounTe ayaut

| OK I OTMeHa I !"irmraemrwl

PucyHok 13 - AKTHBaIMs MOJTUTHKH

AKTMBAUMA MPOBEPKU paspelleHnit npu [ocTyne nosib3oBaTesnert K ¢aisam Ha CbeMHbIX
HOCUTENAX 3anpeTuT Noboe AelcTBMEe, He paspeleHHOoe aAMMHUCTPATOPOM MpPaBUIaMU MOAUTUKK
MaHZaTHOro WKdpPOBaHUSA.
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4.2. Co3jaaHue NpaBWJI NOJIUTUKU MAaHAATHOrO LIMPPOBAHUSA

Mpasuna NOAUTUKM MaAHAATHOrO WKUGPOBAHMA NO3BONAIT AAMUHUCTPATOPaM 3a4aBaTb
pasfMYHble paspeLleHna AN Noib3oBaTtesei U rpynn 6e3onacHoOCTM npu paboTe ¢ He3aWndPOBAHHbIMM
[AaHHBIMM Ha CbEMHbIX HOCUTENAX MHPOPMaALMMK.

[nsa HacTpPOMKM npaBuA AOCTYyNa K CbeMHbIM HOCUTENAM HEeOOXOAMMO PaACKPbITb B KOHCOAM
yrnpaB/ieHUs  NOAUTUKAMKM  ciegyowmii  nyte:  KoHgueypauyua  komneomepa  —>[loaumuku
> KoHeppueypayusa Windows—>IlTapamempsl 6e3onacHocmu —>lNoaumuku SecurePackRus->PacuwupeHHsie
noaAUMUKU wugposaHHoli ¢atinosoli cucmemol (EFS) >MaHOamHoe wugpposaHue —>CbemHblie
ycmpoticmea(Puc. 14)

E13aKTOPp yNpasneHns rpynnosbiMi NOMMTHKaMH i ;lglll

in  feiictee Bua Cnpaska
o | #=E =[5
j_—‘_i MONMTHMKM YHETHBIX 3anMcei ;] PaspelueHns I Monb3osaTeny u rpynnsl
j NokanbHble NOAMTHKK (] focTyn Ha uTeHMe ans HesawMdPOBaHHBIX Balinos
j XKypran cobbrwit ) [ocTyn Ha cosaaHue $aitnos W 3annce ANS He3aWMdPOBaHHDI. ..
4 Ipynnbl € orpaHu4eHHbIM A0CT YoM ] focTyn Ha BhINONHEHWe ANA He3aWNdPOBaHHLIX (aitnos
2 CucTemHbie cnyxbl
4 Peectp
4 Daitnosas cucTema
i;{’ MonuTikK NposoaHoi ceTu (IEEE 802.3)
_| BpaHamay3p Windows B pexuMe nosbiweHHoi beso
| MonuTuKM ANCNeTHepa CNucKa ceTelt
-ﬂd MonuTtiky GecnposoaHoit cety (IEEE 802.11)
_| MonMTHKM OTKPLITOro KNto4a
| MOAMTMKM OrPaHUYEHHON 0 MCMONL30BaHMA NPOrpar
~| 3aWwmTa A0CTYNa K CETH
¥ MonuTuky Secure Pack Rus
# [ 3awmTa KpUTUHECKMX PECYPCOB
;j MOAMTUKM KOHTPONA AOCTYNa K YCTPONCTBaM
[+ % MOAMTHMKM 38MKHYTOI NPOrpPaMMHON Cpeakb!
A PacwmpenHbie MonuTiky LLnbposaHHoi aitno
B {7 MaHaaTHoe wndposaHue
e CoeMHbIE HOOUTENM

HEREREE®EE

DEEEH

[+

m

# [ MonuTuKky ynpasneHna NPUnoKeHnamin
= ."_i;, MonuTukk IP-BesonacHocTv Ha "Cnyxba kaTanoroe
[# [ ] KoHdwrypalyia paciumpeHHoi NonMTHKKM ayanTa
&3] d] QoS Ha ocHOBE NONUTUMKK
# || AamHucTpaTueHble wabnoHs!: onpeaeneHina nonuTtik (AD_|
_| HacTpoiika
1%, KoHdurypawis nonbsosaTens =
~ | sk 1 >

Pucynok 14 - Tunsl pa3penieHuii 1ocTyna

SPR3.0 pasanyaet Tpu TMNa A0CTyna ¢ He3awmnPpoBaHHbIM paniam Ha CbEMHbIX HOCUTENAX:

® YTeHue
® YyTeHue 1 3anuncb

® UCNOJIHEHUE

Ona Toro, 4to Obl AaTb paspeleHMe MoAb30BaATEND WAM Tpynne 6e30nacHOCTU  Ha
onpeneneHHbl TMN AOCTYyNa K He3alwuPpoBaHHbIM A3HHbIM Ha CbEMHbIX YCTPOMCTBaX Heobxoanmo
[06aBUTb 3TOrO NO/L30BATENA UK TPYNMNY B COOTBETCTBYOLWMIA NYHKT FPYNNOBON NOAUTUKK. 1A 3TOro
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HeobXxo4MMO BbIAENUTb NYHKT TPYNMNOBOM MOAWTUKKM, BbI3BaTb MEHIO M BbiOpaTb NYHKT «CBOMCTBa»
(OwmnbKa! UCTOUHUK CCbINIKU He HalgeH.).

B OTKpbIBLUEMCA OKHe BbINOAHUTL AelcTBue «[1o6aBuTb» U BbibpaTb NOMb30BATENA UK TPYNNY
6e3onacHocTn (Puc. 15).

CeoitcTBa: [loCTyn Ha uTeHne AnA HesaumppoBanHbiX Gaiios 21 x|

Monb3oBaTenu u rpynnbl l
~{ | BolbepeTe nonb30BaTENEI M FPYNMbI KOTOPLIE MMEIOT MPABO YNTaTb AaHHLIE W3
'\L { } He3aWnbPOBaHHBLIX DEIN0E, PACNONOXEHHBIX Ha CHEMHBIX AMCKAEX.

CnMcoK Nonb30BaTeneil u rpynn:

LobasuTsb ...

YAanuTE

OK OTMeHa MpuMeHnTb

Pucynok 15 - /lo6aBienue moJib30BaTeJisi UJIH IPYNIbI

Mocne BbINOSIHEHUA OMWCaHHbIX Bbllle AENCTBMA B CMMCKE MOAUTUKU [OOJXMEH MNOABUTHCA
YKa3aHHbI anemeHT (Puc. 16).

CsoiicTBa: [loCTyN Ha YTeHne 1A HesawndposannbIX Gannos

Monb30BaTenu U rpynnb! I

~{ | Boibepere nonb30BaTENEI M FPYNMbI KOTOPLIE MMEIOT NPABO YMTETb AaHHbIE U3
‘\L { ] He3awndbpoBaHHbIX HAIN0B, PACIONOXEHHBIX Ha CHEMHBIX AWCKAX.,

CrucoK nonb3oBaTeneit u rpynn:

TEST\TestUser NobasuTb ...

Yaanute

I OK I OTmMeHa [IpHMEHNTE

PucyHok 16 - CnMCOK 4IeHOB NpaBuja
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lNocne npUMeHeHUA NONNTUKU, YKa3aHHble U3MEHEHUA BCTYMAT B CUNY
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5. HacTpoiika npaBuJ1 KOHTPOJIS 3aMycKa ClleHapHueB

5.1. YcraHOBKa pe:KumMa pa60Thl NOJIUTUKH KOHTPOJISI BbINOJTHEHUA
cLeHapueB

Nocne nepBoHavyanbHOM ycTaHOBKMU SPR 3.0 NOAUTUKA KOHTPOAA BbINOJIHEHUA
CueHapueB BKAOUYEHA B pexxume AyauT. NposepKa BbINOJHAEMbIX CLLeHapueB B
OAHHOM peXXume He npoussogurcal

Mpu nepBoHa4anbHoOM ycTaHoBKe SPR3.0 cNMCOK paspeLleHHbIX K BbIMOJIHEHWUIO CLLEHApUMeB MNycCT,
NO3TOMY aKTMBAUMA MONUTUKM NpuBeAeT K ONOKMPOBKE BbINOJHEHUA BCEX CLEHaApWeB ANA BCeX
nonb3oBaTenen. [ocne yctaHoBkM SPR3.0Heobxoammo onpeaeneHHoe Bpems Ha oby4veHue
NOACUCTEMbI KOHTPO/A BbINONHEHUA cueHapues. ocne yeroHeob6xoAMMO MMMNOPTMPOBATbL CMMCOK
BbINO/IHEHHbIX3a BpeMs 06y4YeHUs CLEHAPUEB U BKIOYUTDL PEXUM BIOKMPOBKM.

Ona nsmeHeHUaA pexknma paboTbl NONUTUKU KOHTPOIS BbINOJIHEHUSA CLUEHapUeB Heobxoamnmo:

® pPacKpbITb B KOHCONM YNpPaBNeHUA MOAUTUKAMU chnegywowmin nyTb: KoHguzypayua
Komnetomepa —>llonumuku —>KoHgueypayua Windows—>llapamempsi 6e3onacHocmu
—>Monumuku SecurePackRus—>Monumuku 3amKHymodU npoz2pammHol cpedbl-»>KoHmpose
8bIMOMHEHUA CUeHapues W, BbI3BaB MeHI0, BbibpaTtb pagen «Csonctea» (PucyHok 17)

a B Noaurnkn Secure Pack Rus
B 33MTa KPUTHYECKUWY PECYPCOE
J MoAuTHEN KOHTPRAA 4OCTYNE K YCTRORCTEM
4 [ Nonwmakn samknyToii nporpammuoi cpeak:

o KoHTpOonk BEINOAHEHWA = r=rmean

[A Pacwmpentbie Moawtikn L Bce zagaqm
| Meoautnen ynpaeneqna npunos Bug .
: @ MoawuTuen IP-BesonacHocT HaE

| KoHdmrypauna paclumpeHHod OBHOEUTE

3KCNOPTHPOEATE CIIMCOK..,
CeoWcTea

Cnpaeka
Pucynox 17 - U3MeHeHue pesxuMa padoThl MOTHTHKH

® B OTKPbIBLLUEMCS OKHE OTMETUTb MYHKT «AKTUBMPOBATb PEXUM BNOKMPOBKU CLLEHApUEB»
1, NpY HEOBXOAMMOCTUN, OTMETUTb NYHKT «Pexum aobaBneHma noanTuk» (PucyHok 18)
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- |
Ceolictea: KoHTpoAbL EBINOAHEHWA CLEHAPWES liléj

Obwme

I-""ﬁ';. OnpegendTe oblWwMe NapaMeTpel GyHKLWOHMDOBaHMA NOOCICTEMEI,
|

AKTHBMPOBETE PEXMM DNOKMPOBKK CUEHEPWES

| BRAKOYWTE ayauT

PeskiM 0obaBneHMA NonMTHE

Ok ] | OTHMEHE PHMEHWUTE

Pucynok 181 - AkTHBanus MOJUTHKH

AKTUBaUMA 6I'IOKMpOBKMCLI|eHapMeB 3anNpeTuT BbINO/IHEHUE NobbIx CueHapumeB, KOTOpPbIX HET B
CMUCKe pa3peLleHHbIX.

AKTMBaUMA pexmma pobaBneHua NOAMTUK NpuBedeT K TOMy, 4TO MpM MMNoOpTe NpaBun
3anyLWeHHbIX CueHapueB OHW ByayT A06aBNATLCA K YXKe CYLLECTBYHOWMM NPaBuaam (€CAN PeUM He
aKTMBMPOBaAH, TO BCe Npasuia byayT 3ameLLeHbl HOBbIMM).

5.2. UMIopT 4 yaaJieHre NPaBUJI MOJTUTHKH KOHTPOJIS BHINOJTHEHM S
ClleHapueB

[ns umnopTa NnpaBua ¢ KOMNbIOTEPOB AOMEHA HE06X0AUMO, YTO6bI HA ITUX
KOMMNbloTepax B NnapameTpax pabouyero noakntoueHUs 6bin YCTAaHOBNEH KOMMOHEHT
«Cnyx6a gocryna K ¢paitnam u npuHtepam ceteit Microsoft». Kpome Toro,
KOMMNbIOTEPbl AOMEHA A0/13KHbI 6bITb A0CTYNHbI ANA NOAKAOUYEHUA
agMuUHUCTpaTopa.lo3aTomy, HacTpoiiku 6e3onacHocTU «LOCTyNn K KOMNbIOTEPY U3 CETU»
n «OTKa3s B A,OCTYNE K KOMNbIOTEPY M3 CETU» A0JIXKHbI 6bITb YCTaHOB/IEHbI TAKUM
06pasom, UTo6bl He OrpaHUYMBaATb AOCTYN AAMUHUCTPATOPA K KOMNbIOTEPY.

Mpasuna NONUTUKM KOHTPOAS  BbINONHEHWA CLEHapueB MO3BONAIT AAMUHUCTPATOPAM
MMNOPTMPOBATbPA3PELLEHHbIE AN BbINONHEHUA CLEHAPWUKM, KaK C IOKA/NbHOrO KOMMbIOTEPa, TaK M C
KOMMNblOTEPOB AOMeHa. [paBuaa NOUTUKN NPUMEHRAIOTCA 1A BCEX NOMb30BaTe1elt KOMNbloTepa.

[na vmnopTa NpaBua NONUTUKU KOHTPOAA BbINONHEHUA CLEeHapueB HeobXoAMMO PaCKpbITb B
KOHCONWN YNpaBAeHMA MOAUTMKAMM caeaylowmnin nyte: KoHgueypayua komnstomepa ->[lloaumuku
—>KoHgpueypauua Windows—>Mapamempsl 6e3onacHocmu ->loaumuku SecurePackRus—>[MoaumuKu
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3aMKHymol npozpammHoli cpedbi—>KoHMponab 8bIMoAHEHUA cueHapuesw, Bbi3BaB MeHIO, BblbpaTb
pagen «Bce 3agaun—>Mmnopmuposams npasuna ...» (PUCYHOK )

a B Moawmakn Secure Pack Rus
+ [F 3awmTa KpUTHYECKNY pECYPCOB
» -;j MoAUTHKW KOHTPONA 40CTYNA K yCTpoicTEam
4 [ Moautukn saMkHyTol NporpaMmHoil cpegpl
" KoHTpone BEINOAHEHWA CLEHAPWEE
» A Pacwupennbie Monutien Wndpor Bce zagaun k WMmnoptupoeate npaewna ..

+ ] Monutuen ynpaeneHna NpuioxeHnan Y4anuTs BCe Npasuna

Bug r

. g Monutuen IP-BezonacHocT Ha "fMoka)

|| KoHdurypauma pacluMpeHHoR nonnTe
- burypauna p P JBHOBNTE

JKCNOPTUPOEATE CINCOK..,

CBOWCTES

Cnpaeka

Pucynok 19 — Ilynkr menio « AMnoprupoBarh npaBujia»

® B OTKPbIBLUEMCA OKHE, B CMMCKE KOMMbIOTEPOB A9 MMMNOPTA NO YMONYAHUIO HAXo4uMTCA
NIOKanbHbIM KomnbloTep. [Ana pobaBneHMAa KOMMNbIOTEPOB M3 AOMeHa Heobxogumo
BbIMONHUTL gencTeue «JobaBuTb» U BbIOpaTb KOMMbIOTEPbLI B JOMEHE, C KOTOPbIX byaeT
npousBeeH MMNopT MHGopmMauum 0 3anyLeHHbIX cueHapuax (PUCyHOK ).

HunopT wHhOpMaLHH O 3anyIEHHbBIX CLIEHD PHAX El

CNpeasnMTE CNMCoK KOMNEKOTEROE, C KOTOPEX HEODX0AMMO MMNOPTHPOEATE
i E MHDOPMALMKD O 3EMYLLEHHEIX CLEHADMAX.

CNMCoK KoOMMBHITEpOoE:

NobaenTs ...

Yaanite

<Hazanm MoToBo OTMeHa

Pucynok 20 - /lo6aBjieHue KOMIBIOTEPOB M3 TOMEHA

® oc/ie BbIMONHEHWNA OMUCAHHbIX Bbile AEUCTBUIA B CMUCKE MOAUTUKMN AOKHbI MOABUTHCA
KOMNbIOTEPbI, C KOTOpbIX 6yaeT npousBegeH MMMOPT MHPOPMALMM O 3aNyLLEHHbIX
cueHapusx.
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e nocne pobaBneHUs KOMMbIOTEPOB, C HUX OygeT npousBeseH WMMNOPT MNpPasBun
paspeLleHHbIX CLLeHapueB, 1 3TK NpaBuaa byayT npuMeHeHbl (PUCYHOK ).

_é Mapamerpel BesonacHoot Ne

Kaw
> £g Monnmwen yuerron sanucei '@ CATDEAR2-6352-4AF9-808B-DTEEIAADIEDT F491147EC4355AABD4FSCO0CCESBA2BCAFISEIMDER. .

e - s & 3AFT060E-8FAD-44FC-BOOF-306F1FDE5085  4C1F34DBBEF205A0482DCBICAB0AS0254DFOSBBOSF ...
~ DPanAMEy3p TINCOWs & PEKMME NOSBILLSHHOW BEONA | o phE) AFFS-31F1-4D0C-AS3E-03FC6BCES6A8 FTESBEOFE4FFETDOCCEOF4ALS0F2075A615BBCTEZSC. .
H| HDHWTMKM AWCNETHEPA CNWCKE CETEW

: & EB26C9BF-A4CL-4C94-9EB1-4ADTT6B2B5] 246F6B5D5C3ADDIIEL DAEAET CDOT48EF65D2L F3FST...
- I-IDJ'W‘TM‘(M DTKprTDrD KnHoya

> Q JNokaneHele NoAWTUEK

; Monutukn CrpaHWHYEHHOro NCNONB30BAHWA NPOrpaMm
a [ Monutukw Secure Pack Rus

> [ 33WMTa KpUTUYECKWUX peCypCoB

> & Monutukn koHTpona gocTyna K ycTpolicTean

4 [ NoanTukw 3amkHyToil NnporpammHoil cpeas

4" KoHTpone BeinoAHEHNA CLUEHApUER

> ] Pacwmpennbie Moanrukn Wndposannoii Gaiinoso

| MonuTikn yNpasneHis NpuioxKeHnamm
> g Monutukw IP-GesonacHocTh Ha "flokanbHeIR KOMMBHOTE

| KoHdurypauna paclunpeHHoii noantukm ayauTa

Pucynok 21 - IIpaBujia pa3penieHHbIX K BBITOJHEHHIO CLIEHAPHEB

[ns ypaneHua npasua NOJUTUKM KOHTPOJIA BbIMNOJIHEHUA CLEHapueB HeEOHXOAMMO PaCKpbITb B
KOHCONM ynpaBAeHUs NOAUTUKAMKU chepyowmin nyTb: KoHguzypauyusa Komneomepa —»[loaumuku
> KoHeppueypayus Windows—>lapamempsl 6ezonacHocmu —>[lloaumuku SecurePackRus—>[Moaumuku
3amMKHymol npoz2pammHoli cpedbi—>KoHMpoas 8bINOMAHEHUS CUEHApuesw, Bbi3BaB MeHlo, BblibpaTb
pagen «Bce 3agaun—>Yoanumes ece npasuna ...» (PUCYHOK ).

4 B Nonwmakn Secure Pack Rus
[ 3awwTa KpUTHYECKUY PECYPCOE
» .d MoAWTHEW KOHTPOAA A0CTYNE K YCTpoicTEamM
4 [ Monawtukn samkHyToll nporpammMHoil cpeae

-;1 KDHTFIEIJ'II: BEINONHEHWA CLUEHAPKWEE

|
+ 1[4 Pacwnpenneie Moantuen Bee zapaun 2 Mmnoptupoeate Npaenna ...
| Meautuew ynpaeneHna npun
> ynp pr . R ¥4anuTe BCE NPAEWNE ...
. &, Monwmikn IP-BesonacHocTw + na

[ KondWrypauma pacluiperdHo
puryp P P JBHOBWTE
IKCNOPTHROBaTE CIINCOK. .

CrofcTrRA

PucyHok 22 - YajieHue Bcex IpaBuI
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6. BoiBo A rpadpuyeckux okoH cepBucoMm Kpunro-Ilpo CSP KC3

B npouecce paboTtbl cepsuc CSP Kpunto-Mpo MOXKeT BbIBOAWUTb rpadMyeckne OKHa Aann
B3aMMOLENCTBMA C nonb3oBaTesemM: WHOOPMAUMIO O KAKOYEBbIX HOCUTENAX, NpUrialeHne Ha
reHepaumio NocaeaoBaTeNbHOCTEN CAyYalHbIX Yncen gna GopmMmMpoBaHMA KIKOYEBOro MmaTepmana u T.4,.

B cBA3M C U3MEHEHUAMM B NoACUCTEME 3aLLUUTLI NoNb3oBaTenbckux OC cemeictea Windows 7 / 8
n cepsepHbix OC cemerictBa Windows Server 2008 / 2012 ansa BbiBoaa rpadpuyecknx okoH CSP Kpunto-
Mpo ncnonb3yeT HOBbIM cepsuc OC, B CBA3M C YeM BO3MOXKHbI OLUMOOYHbIE AeMCTBUA NOAb30BATENA NPU
paboTe c aTMMM OKHamu. HuKe onucaHa npoueaypa paboTbl Nnosb3oBaTensa ¢ okHamm CSP Kpunto-Mpo n
ycnosua, Heobxogumble ANA UX KOPPEKTHOro otobparkeHusa B cepBepHblx OC cemeinctea Windows
Server 2008 / 2012.

6.1. Hacrpoika cepBepHbix OC Windows Server 2008 / 2012

[nsa KoppeKTHOro otobpaxkeHua okoH MHbopmaumnm cepsmncom CSP Kpunto-MNpo B OC gonKHbI
6bITb aKTUBMPOBAHbI HEOHXOAMMbIE KOMMOHEHTbI, KOTOPble Peann3yloT BbiBOA MHPOPMALUM C YPOBHSA
cepBuca Ha ypoBeHb nonb3osBatens. B nonb3osatenbckmux OC cemeicta Windows 7 / 8 Bce
HeobXxoAMMbie KOMMNOHEHTbI aKTUBMPOBAHbI MO YMO/I4aHUIO, HO ans cepsepHbix OC cemenctea Windows
Server 2008 / 2012 TpebyeTca 4ONONHUTENbHAA HAaCTPOMKa.

[na KoppekTHoro otobpaxeHns okoH CSP Kpunto-Mpo B OC cemelictea Windows Server 2008 /
2012 HeobxogmMmo aKTMBMpoOBaTb «Cny»Kbbl pykonucHoro BBoga»: Myck - AQMUHUCTPUpOBaHWE —>
OuncneTyep cepepa - KomnoHeHTbl = [06aBUTb KOMNOHEHTLI (pUc. 23)

1]

@aiin  Jeidcteve Bua  Cnpabka
&= E
I e |

5 Pomu

T TTOC T E‘ MPOCHOTP COCTOAHMA YCTAHOBNEHHEIX HA CEPEEPE KOMMOHEHTOE, A0GaBNEHHE U

= A3NEHWE KOMNOHEHTOE.
Gift Kordwrypawya 33” Y
=5 Xparmmae

*! (B0AKa KOMNOHEHTOB E CnpaBKa No CBOAKE KOMNOHEHTOB

*! Komnonenthi: 0 us 42 ycraHosner s [NofiaBNTE KOMNOHEHTEI

o
£l | I _I %4 Mocneanee obHoBnenme: CeroaHs B 8:17PM  HacTpowTs oBHoBREHIE

-

Puc.23 — lobaBneHne KOMMNOHEHTbI
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B cnucke [OCTYNMHbIX KOMMNOHEHT BblbpaTb «CnyXbbl PYKOMUCHOro

YCTaHOBKY (puc. 24 — 27).

Macrep gobasneHns KOMNOKERTOB

ﬁ% Bbl60p KOMNOHEHTOB

Biifiop 0AHOMO KM HECKONBKIMX KOMIOHEHTOB NS YCTAHOBKW Ha CEPEED.

I

MopTEEpHoEHME KoMnoHeHTI: Onmcatine:
a Crywil DYKONMCHOro BEOAA
Xoa BeNONHERNA [] Noacicrena ans UNIX-npuacseHmi ;I bl DYKOMMCHOT) BBO.A3
On S TCPIP BKNIOYET CPEACTES
PesyneTatsl POCTEIE CyAHOE] DOANED¥KY M DACND3HAEAHNA

|:| Pacwupermre WinRM IIS

|:| Cepsep SMTP

D Cepsep oyl MMeH xpaHnnaw, VHTepHeT
[[] Cnywfia axTusawm npousccos Windows

[] Cnyxfiz GecrposoaHoii nokansHoi ceTH

[] Cpencrsa yaanenHoro anMuHMCTprposaH
[] Cpencrao oTrasoycToRMBOCTH KNACTEROE
|:| CpencTso npocMoTpa XPS
[] ¥nanerroe pasHocTHoe oraTue
[] ¥aanenHbii noMowsme
[] ¥npaenerme rpyrnosoii nomuTikoit

[[] ®otosas mHTennexTyanbHas crywbia nepe,
[7] Wicposanme aucka BitLocker

4| | »

LononHuTensHele CEEAEHIN 0 KOMIOHEHTAX

< Hazan | Lanee > I YEraHoEHTE

[] nporokon PHRP DYKOMMCHOT 0 BEOAA.

OTmena

Macrep gobasnenns komnonentos

ﬁ%l NoareepmaeHne BbIBPAHHBIX 3NEMEHTOB [N YCTAHOBKK

KomnoHeHTEl

kHonky "YoTaHosrTs",

¥on BenonHens (i) 1udopmaLyonHoe coofluerie BHUSY

I

Yrobil YCTEHOEMTE CNEnYHOWME PO, Cyxbbl PONEi M KOMNOHEHTEI, HEKMATE

PesynsTatsl
cepeepa.

*! Cnywbel pykonnchoro ssona

Moaaep#Kka pYKONHCHOro BB0a
PacnosnasaHne PYKONURCHOIO BBOAA3

Mocne 3a5EPWEHNA YCTAHOBKI MOXET NoTPeDOBATHCA NEPEsarpysKa 3Toro

MeYaTh, OTNPABKE N0 INEKTPOHHON NOYTE MW COXPEHEHME STUX CEEAEHMI

< Hasan fanee = | YCTaHOBMT I

Otmera

BBOAA»

M 3aBeplwnTb
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Macrep nobasnenns KOMNOHERTOB
ﬁ#l Xopf BbINONHEHWA YCTAaHOBKM

KOMAOHEHTEI YCTEHABNMEAIDTCA CNEAYIOWME DONM, CyKGk! PONei W KOMNOHEHTI:
MoaTeEEpMAEHHE

Cyxb1 pyKonucHoro ssofa

MONHEHUA

PezynbTatel

3_

YCTaHoBKa. ...
< Hazan | Lanee > | YCTaHosTE | OMeda |
Macrep nobasnennn KOMNOHERTOB 2
ﬁ#l Pe3ynbTaThbl yCTAaHOBKKW
KoMioHeHTb! . .
Of1Ha Wi HECKOMbKD CNEAYIOWMX ponef, cnykb ponei uni KoMNoHEHToE TpebyroT
MonTEepMaeHue MEpPEsarpysKi:

Xof BENONHERNA /1. lnpegynpexaatolles coofilleHe BHUSY

PesyneTatsl

#! Cnywebol pywonnchoro 6eoaa /1) OMMAAHWE NEPE3arpy3HN

1\, JLnA 33BEpLWEHUA NPOLIECCE YETEHOBKM HeofiXoAMMD NepesanycTUTE 3ToT
~ cepsep.

MeYaTh, OTNPSEKS N0 INEKTPOHHOR NOMTE WM COXPAHEHWE 0TYETa 0f YCTaHoBKE

< Hasan Harnee > | 3aKpeITE I OMeda

Macrep nobaBneHna KOMNOHERTOB

I@I Me g bCA ceifyac?
L1 pesarpysuT ?

[ANA 33BEPWEHNA NPOLIECCA YCTaHOBKK Heofixoaumo
NEPE3ANYCTUTL 3TOT cepeep. HenbsA AoGasuTL K
YAANUTb APYTHE PONM, CNy#Bbl PONei M KOMNOHEHTI, NOKa
He ByaeT nepesanywen cepsep.

Puc.24 — 27 — YcTaHOBKa CNy»K0Obl

Mocne nepesarpyskm OC 6yaeT npoaoKeHa yCTaHOBKa CyXbbl (puc. 28).
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Bosobxosut b pabory macrepa sacrpoitkn

ﬁ Pe3ynbTaThl yCTAHOBKH

BosobHOBREHME HECTPORKK

I

YOEWHO YCTEHOENEHE! CIEAYIOWME PONK, CTyXOb PONEil 1 KOMNOHEHTEI

Xop BbINoAHEHIS

[ —— ~) Cnyu6ei pykonnchoro ssopa () Ycranoska npowna ycnemso

Creayioumre KoMNOHEHThI YCTEHOBNEHKI:
Mognepxka pYKONHCHOrO BEOAA
PacnosHaBaHWe PyKONWCHOTO BBOAA

[eYaTh, 0TNPSEKS N0 3NEKTPOHHOM NOYTE WM COXPEHEHME 0TYeTa 0 yeTaHoBKE

< Hazaa danee > | 3aKpbiTo I OTMens

Pnc.28 — YcTaHOBKa Cy»Kbbl

6.2. Pao6ota c okHamu cepBuca Kpunto-Ilpo CSP KC3

MNpu paboTte nosnb3soBaTens cepsuc CSP Kpunto-MNpo moxeT BbIBOAUTL coobuieHus AanAa
B3aMMOAEMNCTBMA C NONb30BaTeIeM — NPUMeEP TaKoro cooblieHma npeacrassieH Ha puc. 29 - 30.

= test amenenua: 01.08.2013 18:29
TekcToBbIA JOKYMEHT Pazmep: 0 bait

Puc. 29 - 30 — CoobuieHune cepsuca CSP Kpunto-lpo

BO3HMKHOBEHUM TaKoro coobueHMs o03Ha4vaeT, 4To KpunTtorpaduyeckonm noacucTeme
HeobxoaMMO B3aummopgencTeMe C nonb3oBatesnem. [lonb3oBaTenb [AOMKEH NEeperlTM B OKHO
npurnawexuns (puc. 31 - 32) u BbibpaTb AeicTBue «MocmoTpeTb cooblieHne», NOcaAe Yero BbINOAHUTb
HeobxoanMble AeNCTBUA (Hanpumep, reHepaLmio Nocie0BaTeNbHOCTM CAyYalHbIX Yncen — puc. 33).
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2, OBHapyXEHNE NHTEPAKTUEHBIX CIYKE @

Mporpamma, 2anyLeHHan Ha 3TOM KOMMNbIOTEPE, NEITAETCA
oTobpasuTb cooblieHne
BosmoxHo, nporpamme TpeByroToR CBELEHNA MKW Pa3pELLEHNE HA 3aBEPLUEHNE

234aHNA.
Douemy 310 nponcioguT?

< [llpocmoTpeTs cooblueHne

2 CnpocyTh No3xe

(v [lokazate CEEAEHWA O NpOrpamMmMe

OBHapy#EHWE MHTEPAKTHMEHB CNyxE

BephyTeca k pabodemy crony Windows

Ecnu nporpamma ece ewye TpeByeT BHUMaHWA, Huke ByaeT
oToBpaskeHo OTAENBHOE OKHO.

Mo 3aeepLueHn paBoTel WAKM NPK HEOBXOAMMOCTH BEPHYTECA
Ha paboqni cTon HaxmMuTe KHonky "Bosepat”.

< BepuyTe ceiiuac

Kpuntollpo C5P ﬂ
0:09:38
BHONOrMHeckiil AaTHMK CTYYaHHBEX YAcen

HammMaiTe Knasnwm unm nepemeltainTe yKkasaTens
MbILLW HAA STHM OKHOM A0 TEX NOop, MoKa KoY He ByaeT
CO3AEH. ..

|HET

OTHEHE

Puc. 31 - 32 — OKHo B3anmopaeictema c cepsucom CSP Kpunto-lpo
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Kpuntolpo CSP ﬂ
0:08:49
BHONOrMHECMinl AETHMK CNYHERHBIX Sucen

HEMMERTE KNSBMLLM MK I'IEFIEHELU.EII:HTE YKE3aTENE
MbILLK H3A 3TKMM OKHOM A0 TEX NOP, NOKA KNHOY HE 6YD.ET
Co34aH. ..

OTMeHa

Puc. 33 — BbiNoNHeHMe AeNCTBUIA B OKHE cepBumca

Mocne BbINONHEHUA OENCTBMA B OKHE CepBMCA ANA BO3BpaTa B PeXUM paboTbl ¢ paboumm
ctonom Windows nonb3oBaTenb L0ONXKEH BblOpaTh AelicTBne «BepHyTb ceiyacy (puc 12).

OBHapy*EHNE NHTEPKTUEHBX CAyE

Mporpamma yxe He TpeByeT BHUMaHWA

BozmoxHo, coobBulenne He TpeGoeano JelicTEMA, Kak,
HaNpUMER, CNEPATMEHOE YEELOMAEHHWE O COCTORAHMH,
Windows wseecTut Bac, ecnn npobaema NoABNTCA BHOE.

Puc.34 — 3aBeplieHune B3anmogaencrtama c cepsmcom CSP Kpunto-Mpo

B3aumopgeiicreue c cepsucom CSP Kpunto-Mpo MmoXKHO OTAOXKUTb, HE Nepexoan B OKHO
npurnaweHua. Tem He meHee, eCN NONb30OBaTeNb NepeLlen B OKHO NPUrnalleHunsa, Ho
Bblbpan peictBue «CnpocuTb No3¥Ke», 3anpoc cepsuca CSP Kpunto-Mpo 6yper

3aBepLueH ¢ owunbKoii. lna noBTOpHOro B3aumogeiicrema c cepsmucom CSP Kpunro-Mpo
MOXeT noTpeboBaTbca nepesarpyska APM.

7. lono/IHUTE/IbHbIE TPe6oBaHUA K 3KcItyatauuu SPR 3.0
ucnoHeHusa 1 u 2.

K AUC, ncnonbsytowmnm SPR 3.0 ucnonHenma 1 n 2 npeabAsAAKOTCA pAL, AONONHUTENbHbIX
TpeboBaHMN TEXHNYECKOrO M OPraHM3aLMOHHOrO XapaKTepa:
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e 3anpeuiaeTca co3aaBaTb (OTKPbIBaTb) CUCTEMHbIE OOBEKTbI C UMEHAMM, COBMAAAOLWMNUMMU C
npegonpeaeneHHbIMM UMEeHaMM cNyKebHbix 06bekToB OC;

e 3anpelaeTca BbINOAHATb CLLEHAPUM, HanpAMYIO Bbi3blBasa nogcmctemy Windows ScriptHost;

e [lpu akcnnyataummn AUC gonkHa 6bITb UCKAOMEHA BO3MOMKHOCTb NOAK/to4eHus K [9BM USB
HaKoNUTenNemn, peanunsyowmnx MHTepdenc coCTaBHONO CbeMHOIO YCTPOMCTBA.
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