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KomnaHua «Cn3ndH», 2011-2016. Bce npaBa 3alLMLLEHbI.

ITOT AOKYMEHT BXOAMUT B KOMMNEKT MOCTaBKM n3aenuns. Ha Hero pacnpocTpaHsaoTCa BCe YCA0BUSA
NIMLEH3MOHHOr0 cornaweHuns. bes cneunanbHOro MMCbMEHHOTO paspelleHns KoMnaHum « CU3M3H» 3ToT
AOKYMEHT WAM ero 4aCTb B MNEYATHOM MWW 3SNEKTPOHHOM BWAE He MOryT ObiTb MNOABEPrHYTbI

KOMMPOBaHUIO N Nepeadye TPETbUM Nnam C KOMMep‘-JECKOl\/‘I uenbto.

NHpopmaums, coaeprkawanca B 3TOM AOKYMEHTE, MOMKET BbiTb M3MeHeHa pa3paboTumkom bHe3
CneuManbHOro YBEAOMNEHUA, UYTO He SBAAETCA HapylleHMem o0653aTenbCcTB MO OTHOLWEHUI K

No/b30BATE/IHO CO CTOPOHbI KOMMAaHUN «CUDNIHY.

Komnauua «Cu3ndH»
Agpec 107140, r. MockBa, MockoBcKko-KasaHckui nep., 4. 11-15
TenepoH +7 (495) 666-5606
e-mail info@cansec.ru

Web www.cansec.ru
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CnMCOK COKpaleHu i

AUC ABTOMaTU3MpPOBaHHAA MHPOPMALMOHHAA CUCTEMA
APM ABTOMaTU3MpPOBaHHOE paboyee mecTo

AC ABTOMATU3NPOBAHHAA cMCTEMA

3Mnc 3aMKHyTaa nporpammHan cpeaa

nc NHopmaumoHHas cuctema

HCA HecaHKLMOHMPOBaAHHbIN A0CTYN

ocC OnepaunoHHaa cmctema

NAK MporpammHO-annapaTHbIM KOMNAEKC

NK3U Mogcuctema Kpuntorpadmyeckon 3awmnTbl MHGOPMaLmm
no MporpammHoe obecneyeHne

nno MpuKnagHoe nporpammHoe obecneyeHune

Cc3n CpeacTBo MAM cucTeMa 3alnTbl MHGOPMaLLIUK

CK3u Cpepactso Kpuntorpadpmyeckon 3almnTbl MHGOpMaLnm
CXKU CpeacTBo xpaHeHUs KoHbMAeHUnanbHon nHdopmaumm
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1. BBegeHue

B HacToAlee BpemA O4HOM U3 CaMbIX PACNPOCTPAHEHHbIX Npobnaem B obnactn 6esonacHoCTM
MHOOPMALMM KOPMNOPATUBHBIX KOMMbIOTEPHbBIX CUCTEM ABNAAETCA KOHTPO/Jb HAagh WCNONAb30BaHWEM
CbeMHbIX HocuTenen nHpopmaumu.

Cnyyan yTepu (Kpaxku) CbEMHbIX HOCUTENer C KOHPMAEHUManbHOW WHPopMaumnen, cayyau
NCNO/Ib30BaHNE CbeMHbIX HOCUTE/IEN ANA 3/1I0HAMEPEHHOro BbiHOca 6o/blWwKX 06bemoB UHPOpMaLMK,
pacnpocTpaHeHMe BMPYCOB M 3aKNafOoOK 4Yepe3 CbeMHble HOCUTEeNN ABNAIOTCA B HacToAllee Bpems
Cepbe3HbIMU Yrpo3ammn 6e30MacHOCTU KOPNOPATMUBHbIX CETEMN.

B HacToAwee BpemA B obnactu KOHTPONA Hah WCNO/Nb30BaHUEM CbEMHbIX HoCUTEeNen
MHd)OpmaLI,MM MMEIOTCA Ba OCHOBHbIX NoAxo4a.

MepBbli NOaxo4 NpeacTaBaseT cobon NONAHbIN 3anpeT Ha UCMONb30BaHUA CbEMHbIX HOCUTENEN
MHbOPMALMM  BHYTPM KOPMNOPATUBHOIO cermeHTa. Yacto 3710 peanusyerca nytem ¢Gu3nMyecKon
6nokmnpoBkn USB nnu FireWire nopTos.

Mpy BTOPOM NOAXOAE UCNONb3YHOTCA PeleHus, NO3BOAOWME YNPABAATb A4OCTYNOM K CbeMHbIM
Hocutenam. lMpumepom peanunsaumm JaHHOrO nogxoda CAyXuT nogcuctema Windows Removable
Storage Access, peannsosaHHana B OC Windows HaumnHas ¢ Windows Vista.

B cucteme 3awmtbl MHPOPMALMM Ha CbEMHbIX HOCUTENAX, NOoAyuymBlLel Ha3BaHWe SPR Device
Security, coBMeLleH KaK TPaAMUMOHHbIX MOoAXond YrnpaBAeHMs [AOCTYNOM K YCTPoMCTBam, TaK W
peanin3oBaH HOBbIM NOAXOA, K 3almTe MHGOPMALUM Ha CbEMHbIX HOCUTENSX.

2. PaciuupenHsblie nosiuTUKHA EFS

HoBbI noaxon, nNpeaioXKeHHbIM KomnaHmelt CUOMIH, OCHOBAH HA MCMO/1b30BaHMM NOACUCTEMDI
dannosoro wneposarHuna OC Microsoft Windows Encrypting File System (nanee - EFS). Peannsyemas B
paMKax AaHHOro MnoAaxo4a NOoACUMCTeMa Ha3BaHa PacwwupeHHble nonnTtuku Wndpyowert dainoson
Cuctembl (Enhanced Encrypting File System (EFS) Policies) (aanee - EFP).

MPUHUMN NPeasoXKEHHOTo NoAXoAa COCTOMT B TOM, YTODbl He OrpaHMYMBATL MONAb30OBaTesNel
KOPNOpaTUBHOM CETU B BO3MOXKHOCTU GU3NYECKOTO UCMO/Ib30BaHMA CbEMHbIX HOCUTenen MHGopmauuu.
OpHako npu 3TOM  AAMWHWUCTPATOPY MNPeAoCTaBAAETCA BO3MOMKHOCTb MaHAATHOrO yNpaBaeHUA
atpubytammn wudposaHua ¢aiinoB (aanee - maHgaTHoe WWUGPOBAHME) HA CbEMHbIX HOCUTENAX
nHoopmauun. TepMnH MaHAaTHoe (obAsaTenbHoe) WKudpoBaHME O3HAYaeT, YTO HeobXoAMMOCTb
WNdpoBaHUA MHGOPMALMM HA CbEMHOM HOCUTENIE ONpPeaenseTcs aAMUHUCTPATOPOM, @ HE KenaHUeM
WNW He KenaHMeM Nonb3oBaTens.

Mo ymonyaHuio, BCe MNO/b30BATE/IM UMEIT paspelleHne paboTaTb TONbKO C 3alwndbpoBaHHOM
nHpopmaumen. [ina Toro 4ytobbl NONb30BaTENb MOAYYMA AOCTYN (Ha YTeHWe, 3anucb, UCMONHEHUE) K
He3awndppoBaHHON MHPOPMaLMM AAMUHUCTPATOP AO/IKEH AaTb €My paspelleHMe COOTBETCTByHLLee
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paspelweHue. B pamkax ynpaBieHUsa MaHAATHbIM WKdpPOBaHMEM ONpeaenseTcs TpM TMNa paspeweHui
(permissions), KOTopble aAMUHUCTPATOP MOXKET Ha3HaYMUTb NO/b30BaATENAM:

Pa3spelweHne yntaTb He3awndpoBaHHble pai/ibl CO CbEMHbIX HOocuTenen nHbopmaumun. JaHHoe
paspeleHne AaeT Mo/ib30BaTeNtl0 MPaBO OTKPbIBATb Ha uYTeHMe ¢ainbl, Haxoasawmeca Ha CbeEMHOM
HocuTene MHGopmauum, n He 3awndpoBaHHbIe € MomoLbto EFS.

Pa3peleHmne co3gaBaTtb He3alwmMppoBaHHble Gaiibl U 3aNUCbiBaTb B He3alwndpoBaHHbie dainbl
Ha CbeMHbIX HocuTenax uHbopmaumun. [aHHoe paspeleHne AaeT No/Ab30BaTesNto BO3MOXKHOCTb
€034aBaTb Ha CbeMHbIX HocUTensax MHpopmaummn dannbl, He 3alWwMdPpoBaHHbIe ¢ nomowbio EFS. TaKkke
AaHHOEe pa3pelleHne gaeT No/b30BaTe/t0 BO3MOMXKHOCTb OTKPbIBaTb HAa 3anuncb ¢ainbl, HaxoaalMeca Ha
CbeMHOM HocuTene nHpopmaumu, n He 3alndpoBaHHbIe C MomMmolLbto EFS.

PaspelleHre WUCMONHATb He3awundpoBaHHble ¢alinbl CO CbeMHbIX HOcUTeNel WHPopMaLMUK.
[aHHoe pa3spelueHne aeT No/b30BaTeNt0 NPaBO OTKPbIBATb Ha MCNONHEHUe ¢dalinbl, HaxoaAalmMeca Ha
CbeMHOM HocuTene nHGopmaLmm, U He 3alndppoBaHHbIe ¢ momoLlbto EFS.

Takmm ob6pasom, ycTaHaBNMBaA [AaHHble paspelleHusa, agMWHUCTPATOP MMeeT BO3MOMKHOCTb
co3gaTtb «b6enblM» CNUCOK No/Nb30BaTenei, KOTOPbIM paspelleHbl Te WAW UHble onepaumm C
He3awmndpoBaHHbIMK patNnaMmn Ha CbeMHbIX HOCUTENAX MHPopMaLmu.

Monb3oBaTenn, He BHECEHHble B paspelwuTesbHble CMUCKU, WMMET MpaBo MpPOBOAMTL
COOTBETCTBYIOLWME PaiinoBblie onepaLmnmn TONbKO C 3aMdpoBaHHbIMM ¢ NomoLbto EFS dalinamu:

1. MNonb3oBaTenu, He MMelOWMe paspelleHna YMTaTb He3awudpoBaHHble ¢alinbl CO CbEMHbIX
HocuTene WHPOPMaUMKM, MMEIOT MPaBO OTKPbIBATb Ha uYTeHWe ¢alabl, HaxoAAlMecs Ha
CbeMHOM HocuTene MHGOopPMaLUK, TONbKO 3alMdpOoBaHHbIE C NoMowbto EFS.

2. Monb3oBaTtenu, He MMetOLME paspeLleHNsa co34aBaTb He3awndpoBaHHble $Gaisbl HAa CbeEMHbIX
HOCUTENAX MHPOPMALMM, UMEIOT NPABO CO34aBaTb Gal/ibl HA CbeMHbIX HOCUTENAX, HO NPU STOM
BHOBb CO34aHHble alnbl b6yayt 3awuébpoBaHbl ¢ nomouwpto EFS. YcrtaHoBka aTpubyta
WHPPOBaAHMA MPOUCXOAUT B MPO3PAYHOM pexuMme. TaKKe NONb30BaTeNIN, He WMerwme
paspeleHna 3anncbiBaTb AaHHble B He3awWdppoBaHHble ¢alinbl, UMEIT NPaBO OTKPbIBATb Ha
3anuchb To/1bKO $alinbl, 3aWnMdpoBaHHble ¢ nomoubio EFS.

3. Monb3oBaTtenu, He MMeOWMe paspewleHna UCNONHATbL He3awndpoBaHHblie Ganibl CO CbeMHbIX
HocuTene WHPOPMaLMM, WMMET NpPaBoO OTKPbIBAaTb HA WCMNOJIHEHME TOAbKO dalinbl,
3aWwmndpoBaHHbIe ¢ nomolbto EFS.

Takmm o06pasom, MCNoNb30BaHWE MAHAATHOrO WWPPOBAHUA AaeT BO3MOMKHOCTb peann3oBaTtb
KpunTorpapuyeckyo n3onsaumnto MHGopMaLmnm B KOpnopaTUBHOM CETH:

1. Monb3oBaTenam nNpeAoOCTaBAAETCA BO3MOMXHOCTb CBOOOAHOIO MCNONL30BAHUA CbEMHOTO
HOCUTENA B OTKPLITOM pexmme Ana nobbix Leneit BHe KOPNopaTUBHOM CETH.
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2. Mpwn paboTe BHYTPM KOPNOPATUBHOM ceTU, He3awmndpoBaHHble $ainbl, KOTOpble NONb30BaTE b
3anMcan Ha CbeMHbI HOCUTENb BHE [JaHHOM ceTn, byayT emy He AOCTynHbl (Kpome
No/ib30BaTe/NeN C ABHbIM Pa3peLleHneMm).

3. Mpwu paboTe BHYTPU KOPNOpPaTMBHOM ceTn Bce dalinibl 3anmncaHHble No/b30BaTeNeM Ha CbeMHbIe
Hocutenu byayT 3aWwmndpoBaHbl B NPO3PAYHOM pexume. ITO CHMMAET Yrpo3y KoOMnpomeTauum
AaHHbIX NpU yTepe (MK Kpake) CbeMHOro HoCUTeNs BHE KOPMNOPaTUBHOM CETU.

4. BbibopoM MOJUTUKN UCNO/Ib3YEMbIX KAOYEBbIX HocuTenei ana pabotbl ¢ EFS, agmuHuctpaTop
MMeeT TaKKe BO3MOXHOCTb MWHMMM3MPOBATbL BEPOATHOCTb NPEeAHAMEPEHHOW  KpaxKu
MHPOPMALMM C UCNONb30BAHNEM CbeMHbIX HocuTenen. OgMH U3 NOAXOA0B K PeLleHU0 AaHHOM
npobaembl COCTOMT B XPaHEHWM KOHTEWHepa ceKpeTHoro Knwouva EFS HenocpeacTBeHHO Ha
KOMMNblOTEPE KOPNOpPaTMBHOM ceTu. ITo obecneymMBaeT HEBO3MOXHOCTb A4 MOJ/b30BaTens
camocTosTeNbHOro pacwmndposaHuna GpaitioB BHE KOPNOPATUBHOM CETMU.

5. Mpo3spayHoe wucnonb3oBaHne EFS pgaeT BO3MOMHOCTb MONAb30BATENAM KOPMOPATUBHOM CETU
6e3onacHO obmeHmBaTbCA 3alndppoBaHHON WHPOPMAUMEN APYr C APYrom MocpeacTBOM
CbeMHbIX HocuTenen. ITo peanusyerca 6narogapAa BO3MONKHOCTM, nNpepoctaBnsemon EFS,
KoTopada MO3BONAET ABHO 3a4aTb CNUCOK MoOJib3oBaTenen, KoTopbim  byaeT  AaH
KpunTorpadpuyeckmn 4octyn K 3awmndpoBaHHoOMy daiiny.
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