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CnMCOK COKpaleHu i

AUC ABTOMaTU3MpPOBaHHAA MHPOPMALMOHHAA CUCTEMA
APM ABTOMaTU3MpPOBaHHOE paboyee mecTo

AC ABTOMATU3NPOBAHHAA cMCTEMA

3Mnc 3aMKHyTaa nporpammHan cpeaa

nc NHopmaumoHHas cuctema

HCA HecaHKLMOHMPOBaAHHbIN A0CTYN

ocC OnepaunoHHaa cmctema

NAK MporpammHO-annapaTHbIM KOMNAEKC

NK3U Mogcuctema Kpuntorpadmyeckon 3awmnTbl MHGOPMaLmm
no MporpammHoe obecneyeHne

nno MpuKnagHoe nporpammHoe obecneyeHune

Cc3n CpeacTBo MAM cucTeMa 3alnTbl MHGOPMaLLIUK

CK3u Cpepactso Kpuntorpadpmyeckon 3almnTbl MHGOpMaLnm
CXKU CpeacTBo XxpaHeHUs KoHbMAeHUnanbHoM nHdopmaumm
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1. BBegeHue

JaHHOe pyKoBOACTBO MpegHa3Ha4yeHO ANA agMUHUCTPATOPOB CPeacTBa 3alUTbl MHPOPMaLUK
«Secure Pack Rus» Bepcua 3.0 (cokpalleHHble Ha3BaHuA nsaenuns — Secure Pack Rus 3.0 uaum SPR 3.0). B
PYKOBOACTBE COAEPKATCA CBEAEHUA, HEOOX0AMMbIE aAMUHUCTPATOPaM A4 YpaBAeHMA MeXaHU3Mamm

3aMKHYTOM NPOrpaMmmHON cpeapbl.
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2. [losiuTHKA ynpaBjieHUA npuioxxkeHussmMmu (AppLocker)

MNonutumka ynpasaeHnAa nNpunoxeHnamm no3BosAeT agMUHUCTPATOPaM OrpaHmn4mBaTb 3anyCK

nonb3oBaTesIAMN HeXXenaTe/ibHbIX UM HeHaAeXHbIX ﬂpVIﬂO)-KEHVIl\/‘I Ha cepBepax u pa60lw|x CTaHUMUAX,

paboTatoWmx KaK B CLLEeHapUM AOMEHA, TaK 1 B paboueli rpynne.

2.1.

HacTtpoiika aBTOMaTH4Y€CKOTI0 3alycKa CJIYK6

[na BHegpeHMA NpaBua NOSIUTUKN Heobxoanma paboTa cnyXKbbl yAOCTOBEPEHUA MPUIOKEHUN

(ApplicationldentityService). Mo ymonyaHuto cnyxba yaoOCTOBEPEHUIM MPUIOKEHUI He 3anycKaetca

aBTOMATUYECKU. [NA HaCTPOMKM KOPPEKTHON paboTbl CcnyxKObl yAOCTOBEPEHWUM MPUNOKEHUN Ha

paboyel CTaHUMM MU cepBepe B pexkmme paboyelt rpynnbl HEOOXOAMMO MCMONbL30BATb AUCNeTYep

ynpasneHua cnykbammu (ServiceControlManager), 4To6bl yCTaHOBMTb TWMM 3anycka Ana CAyK6bl

YOOCTOBEPEHUN TMPUJIOKEHUM B aBTOMATUUYECKUN PEXUM,

a 3aTeM 3anyctutb 3Ty Ccayxby (

. Cnyx6bl (nokansHbie)

A

Yaocrosepenne npunoXenns Wms

3anycTuts cnyxby

Onucanne:

Onpeaenser n nposepser
YAOCTOBEPEHME NPUNOKEHUSA,
OTtkntoueHne aaHHol cnyxBel genaer
HEBO3MOXKHbBIM MPUHYAUTENBHOE
npumeHeHne noautukn Applocker.

% CnyxxBa cnucka cetei

% Cnyxba ysegomnenns SPP

% CnyxBa xpannnuwya

+; CnyxBa WNt03a ypoBHA NPUNCKEHNA
& Cnyx6bl kpunTorpagpum

‘. Cnyx6bl yaaneHHbix paboynx cTonos
‘. Cmapr-kapTa

" ConocraenTens koHeuHbix Towek RPC

. Tenedorua

" Tembl

; TeHeBoE KONUPOBaHWE TOMa

% Tononor KaHaNLHOTO YPOBHA

“+: Yaanennoii eoizoe npouegyp (RPC)
. YaanenHbiit peectp

. Y3en cucTembl AMarHocTukn

" Y3en cnyxkBel gnarHocTikn

" ¥3en ynueepcanshbix PNP-ycTpoiicte
“: YNpaBneHne NpuaosKeHnaMM

" Ycranoewmk ActiveX (AxdnstSV)
., Ycranoewwmk Windows

PucyHok 1).

«: Cnyx6a perncrpauyumn ownbok Wind...
% Cnyx6a pecusepa Windows Media C...
«: CnyxBa cBeaeHIit 0 NOAKNIOHEHHDIX ...

“: Cnyx6a TexHonorwit aktnsayum Win...

" Cny>xBa yBeAOMNEHNA O CUCTEMHBIX ...
" Cnyxba yaanenHoro ynpasnernuna Wi...

" Cnyx6a wndpposanna auckos BitLoc...

Cpe,qc‘rso NOCTPOEHWA KOHEYHDBIX TOY...

Onucanne

Paspeluaer oTnpaeky oT4eTos 06 ownbkax B Cydae npekpaterns paboTer ur
Cnyx6a Windows Media Center gna npuema TB u FM-nepegau

CoBupaeT n CoxpaHAET CBEAEHNA © KOHOUMypaLMK CETH U YBEAOMAAET Nporpa
Onpeaenser cetn, K KOTOPbIM NOAKNHOYEH KOMNBIOTED, COBUPAET 1 XpaHWT Aar
Beinonxenune npoeepku Windows 7.

OBecneyeHne akTMBaLMN N YBEAOMAEHWI NMLEHSMPOBAHWA NPOrpaMmMHore of
Beper HabntoaeHmne 33 CUCTEMHBIMM COBBITUAMK W YBEAOMAAET MOAMMCHMKOB (¢
Cnyx6a yaanenHoro ynpaenenus Windows (WinRM) npumenser npotokon W!
MpuMEHAET rpynNoByH NOANTUKY ANA YCTPOICTE XpaHeH!a

BDESVC npegoctaenser cnyxby wndpoeanua gucka BitLocker. Wndposarue,
OBecneunBaeT NoAAEP>KKY CTOPOHHErC NPOTOKOAa ANA 0BLLEro A0CTyNa K Noa
MpeaocTasnaer YeTbipe cyxBbl ynpasneHna: cayxBy 6as gaHHbIX KaTanora, K
PaspeluaeT NoNb30BaTENAM UHTEPAKTUBHOE NOAKIHOYEHNE K YANEHHOMY KOM
¥npaenser 40CTyNoM K yCTPOMCTBaM YTEHWA cMapT-KapT. Ecan 31a cayxba oc
OBecneunsaet paspewenne naentudukaropoe nHtepdeiicos RPC a0 koHeuHE
¥npaenenune ayauoyctpoiicteamu ana cnyxbel Windows Audio. Ecau 31a cny>
O6ecneunsaer noagepxky Telephony API (TAPI) gns nporpamm, ynpasastoLuy
YnpaeneHue Temamu opoprMaEHUS.

¥NpaBnser co3AaHNEM TEHEBBIX KONUIA (KOHTPONBHBIX TOYEK COCTOAHUA) ANCKO
Co3aaer KapTy CETW, COAEP3KALLYYIO CBEAEHMA O TONOAOMMN KOMMNBIOTEPOB U YC1
Cnyx6a RPCSS - 310 gucnetuep cnyx6 gna cepsepos COM u DCOM. Oxa ebin
Mo3B0NAET yAaNEHHBIM NONL30BATENAM WSMEHATE NAPAMETPbI PEECTPA Ha 3TOI

*31YnocTosepenme NpunoxXeHns Onpeaensaer n NnpoBepseT yaocTosepeHmne npunoxerna, OTo4eHe AaHHON

o Ynpaenenue cepTudukaTamm u KNOY...

¥3€n cucTeMbI ANArHOCTUKM NCNONB3YETCA CYKB0M NOANTUKN ANArHOCTUKY 4,
¥Y3en cnyxBbl ANarHOCTUKN NCNONL3YETCA CNyKBON NOANTUKN AN3rHOCTUKN AF
Mossonsaer pasmewats ycrpoiictea UPnP Ha 3Tom komnetotepe. Ecan 3Ta cayx
OBpaboTka 3aNPoOCOB Ha YCTaHOBKY, YA3/IEHME U NOCTPOEHUE CIMCKOB AN NpC
MpeaocTaenser ceptudukar X.509 u cnyxBy ynpasneHua KAOYaMmu ANa areHTe
OfecneunBaeT NPoBEPKY KOHTPONA YHETHLIX 3aMNMCEN ANA YCTaHOBKN 3/IEMEHT!
Moseonser 4o6aBNATL, MSMEHATL UAW YANATE NPUNCXKEHWUSA, NPEACCTABNEHHDI
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* Cnyx6el (nokaneHble)
Ypocrosepenue npunoxenms Wma Onucanne
% CnyxBa pernctpaunn owmbok Wind... Paspewaer otnpaeky otuetos o6 ownbkax B ciy4yae npekpateHns pabotel ur
Sanycrus cyxBy % Cnyx6a pecusepa Windows Media C... Cnyx6a Windows Media Center gna npuema TB u FM-nepegau
: CnyxBa ceegeHnii 0 NOAKNIOYEHHDBIX .. COBMPAET N COXpaHAET CBEAEHNA O KOHOUIYPaLMK CETU U YBEAOMAAET Nporpa

Onucanue: S Cnyxba cnucka cereit Onpeaenser CeTH, K KOTOPbIM NOAKNHOYEH KOMNBIOTEP, COBMPAET 1 XpaHuT Aar
Onpepenset n nposepset ., CnyxBa texronornit aktueayuun Win...  Beinonnenue npoeepku Windows 7.
YAOCTOBEPEHNE NPUNOKEHNA, ¢ 5

o «: Cnyx6a yeegomnenna SPP Obecneyenmne aKkTMBaLNK N YBEAO0MAEHNI NTNLEHSNPOBAHWA NPOrpaMmHoro of
OtkntoueHue gaHHOM cnyxBbl genaer
HEBO3MOSKHBIM NPUHYAUTENBHOE «: Cnyx62 yBEAOMNEHNA O CUCTEMHBIX ... BEAET HaBNOAEHNE 33 CUCTEMHBLIMK COBBITUAMM W YBEAOMANAET NOANMCHUKOB (¢
npumeHenme noautku Applocker. " Cnyx6a yaanenHoro ynpaenenua Wi... Cnyx6a yaaneHHoro ynpasnenua Windows (WinRM) npumenser npotokon W!

% CnyxBa xpannnuwa MpUMEHAET rpyNNOBYHO NOANTUKY ANS YCTPOMCTE XPaHEHNA

" Cnyx6a wndposanna guckos BitLoc... BDESVC npegocrtasnser cnyx6y wudposanuns gucka BitLocker. Wudposanue,
i Cnyx6a wnto3a ypoeHa npunoxenna  OBecneunsaer NoaaepkKy CTOPOHHENO NPOTOKOAA 418 0BLLEro 4ocTyna K nog
5+ Cnyx6bl kpunTorpagum MpeaocTasnset YeTbipe cnyxkBbl ynpasneHua: cnykBy 6as AaHHbIX KaTanora, K
"+ Cnyx6bl yaaneHHbix pabounx ctonos  Paspeluaer nonb3oBaTENSM MHTEPAKTUBHOE NOAKAOYEHNE K YAZNEHHOMY KOM
% Cmapt-kapTa ¥npaenaer 40CTyNoM K yCTPOMCTBAM YTEHWA cMapT-KapT. Ecan 31a cayxba oc
" Conocraeutens koHeuHbix Touek RPC  OBecneunsaer paspewenune naeHtudukaropos nntepdeiicos RPC go koHeuHE
“: CpeacTBo NOCTPOEHMA KOHEYHBIX TOY... YNpasneHune ayauoyctpoicteamu gna cnyx6el Windows Audio. Ecau 3ta chy>

. Tenedonua O6ecneunsaer noagepxky Telephony API (TAPI) gns nporpamm, ynpasastoLuy
oo Tembl ¥npaenenue Temamu odopmneHus.

+: TEHEBOE KONUPOBAHKME TOMa ¥NpaBnseT cO3AaHNEM TEHEBBIX KONUI (KOHTPONBHBIX TOYEK COCTOAHUA) ANCKC
% Tononor KaHanbHOTC YPOBHA Co3aaeT KapTy CETW, COAEP3KALLYYIO CBEAEHMA O TONONOMMN KOMMNBIOTEPOB U YC1
“: Yaanennoiit eoizos npoueayp (RPC) Cnyx6a RPCSS - 310 gucnetuep cnyx6 gna cepsepos COM u DCOM. Ona ebin
% Yaanennbiit peectp Mo3B0NAET yAaNEHHBIM NONL30BATENAM W3MEHATE NAPAMETPbI PEECTPA Ha 3TOI
-'J.'s, Onpeaenser n NnpoBepseT yaocToBEpeHNE npunoxeHna, OTIO4EHNe AaHHON
" Y3en cuctembl AnarHocTukn ¥Y3€n cucTeMbI ANArHOCTUKM NCNONB3YETCA CYKB0M NOANTUKN ANArHOCTUKY 4,
" Y3en cnyxkBel gnarHocTkm ¥3en cnyxBel AMarHOCTUKKN NCNONb3YETCA Cyk60i NOANTUKN AN3rHOCTUKN A8
" ¥3en ynueepcanshbix PNP-yctpoiicte  Mossonaer pasmewate ycrpoiictea UPnP Ha 3tom komnetoTepe. Ecau 3ta cayx
i YnpasneHne npuaosKeHNaMm OBpaboTka 3anpoCoB Ha yCTaHOBKY, YAZNEHUE N NOCTPOEHME CNCKOB AN NpC
% Ynpaenenue ceptudukatamm u knrod... Mpegoctasnaer ceptudukar X.509 n cnyxBy ynpasneHna KNo4amm Ana areHT:
4 Yeranoswmk ActiveX (AxdnstSV) OBecneynsacT NPOBEPKY KOHTPONA YHETHBIX 3aMNUCENR ANA YCTAHOBKW 3NEMEHT!
% Ycranoswmk Windows Moseonser 4o6aBNATL, MSMEHATL AN YA3NATE NPUNCKEHWUSA, NPEACCTABNEHHDI

Pucynok 1 — 3anyck ciy:k0bl HAeHTH(PUKALMY NPHIOKEH U

Mpu pasBepTbiBaHWMM MOAUTUKM B AOMEHE NPeAnpUATUA O aBTOMAaTM3aLMM 3anycka Cay»Kobl
yA06HO MCNONb30BaTb CMMCOK CUCTEMHbIX CY3K6 Ha ypPOBHE rPynmnoBoi NOAUTUKU. CUCTEMHbIE CAYKbBbI
pacnonoeHbl No cneaytowemy nytu: KoHourypauma komnbtotepa | Hactporikm Windows | HacTpoiku
6e3onacHocTM | CucTeMHble CyXbbl B ApeBe rpynnoBoi NOAUTUKM (PUCYHOK 2).

Pucynok 2 — CucremMHuble CJIyKObI IPYNIIOBOIi MOJUTHKH

2.2, HacTpoika no/JIMTUKM ynpaBJeHUs NPUI0KEHUAMU

YnpaBneHne NONUTUKOM OCYLLECTBNAETCA Yepe3 KOHCONb pefakTopa rpynnosoin\N1oKanbHOM
nonuTukM 6esonacHoctn: KoHourypaumsa komnototepa (ComputerConfiguration) | Hactpoikn Windows
(WindowsSettings) | HacTtpoiikn 6e3onacHoctn (SecuritySettings) | MNonuTukmM  ynpasneHus
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NPUNOKEHNAMMU (ApplicationControlPolicies) | AppLocker(

3 Mapameipor Gesvnacnucin

.Ei PyHkuma ApplLocker nozBonseT ynpaenaTe OOCTYNOM K NPUIOXEHUAM

b 4 Monnutuky yuetHeix 3anuceit

» 4 JlokanbHble noanTrkm

> || bpanamaysp Windows B pexxume noBbILLEHHOM B | Mpuctynaa r paote -
| MonAuTnkn aMcneTyepa cnncka ceTei

C nomolubto npasun 1 ceoitcTs dainos Applocker nossonseT NpUnoxXeHUAM
—ce YNpaennTe ACCTYMOM. EOﬂVl Npaesnna NPUCYTCTEYIOT B KONNSKLYM, BbINONHSHWS
b | MonuTukn OrpaHNHEHHOro NCNONB30BAHMA NPOTE GyneT paspeweHo ToNbKo ANA BKNIOYEHHbX B HWX dainos. [pasuna AppLocker
> BR 1loautukn Secure Pack Rus NPMMEHAKTCA HE KO BCEM Bbinyckam Windows.

I || MonnTuku oTKpLITOro KoY

4 || | loAMTUKK yNpaBAEHNA NPUAOKEHNAMN
4 ﬁ AppLocker g MoapobHee o pyHKwm ApplLocker
MCI‘IOJ‘IHReMbIe npasu.na
ﬂ Mpaenna ycranoswmka Windows
=/ Mpasuna cueHapues
[#] Nparuna DI |

&, Noantuku IP-BesonacHocTu Ha "flokanbHbIi Komr §.  AOns cobnioperma nonnmkyn AppLocker Ha komnbioTepe fomxHa
= o £ [g BbINONMHATLCA CMyX06a yAOCTOBEPEHUA NPUNOXKEHUA.
b | KoHdurypauma pacLuMpeHHOR NOAUTUKKN ayAnTa e

g Kakue seinyckn OC Windowe noaaspxueaoT Applocker?

HactpouTte npumeHeHue npasun -

v

Ina kawaoit <oNNekLwa NP3sn ONpeasnTe NPUHY AUTENEHOS NPUMEHEHIAS 1N
ayamT npasur. Ecnu napameTp He Bbin HACTPOEH, NPaBMNa Mo yMonyaHuio ByayT
MPUMEHATECF NPUHY AMTENBHO .

B [iinsTrante. nenmeHeHe. ARamma..

MoApoSHES O NPUMEHEHWN NPEBuN

OGsop.

[@] Mcnonusemsie npasuna

Mpaeuaa: 2
MpUHY MTENEHOE NPUMEHEHWE HBCTPOEHO: BBINONHAETCA 3y aUT NPasun

]_é | lpasuia yctaHoswmKa VWindows

Mpaeuaa: 3

MpuHy s TENEHOE NPUMEHEHWE HBCTPOEHO: BLINONHAETCA aYAUT NPasun
[@] Mpasuia cuenapues

Mparuia: 3

[MpuHy B TENEHOE NDUMEHEHWE HBCTPOEHO: BLINONHAETCA ayauT Npasun
[®] nMpasuia DLL

Mpaeuaa: 4
| IpMHY M TENEHOE NPUMEHEHWE HACTPOEHO: BLINONHAETCA ayAUT NPasun

PucyHok 3).
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7 Mapameipor Gesvnacnucin

b 8 Moantuku yuetHbIx sannceil

& @ /lokaneHble NoANTUKN

> || bpanamaysp Windows B pexxume noseilerHoi 61| | Mpucrynas ¢ pafiore A
| MonuTnkn gMcneTyepa cnucka ceTeit

73 :_] MoanTtukn OTKPLITOrc KAio4a

.E quHKLLMH AppLocker NMOZBONAET YNpPpaenAaTh AOCTYNOM K NPpUoXeHWAM

C nomolubto npasun 1 ceoitcTs dainos ApplLocker nossonseT NpUNoXeHnamM
7= ynpaennTe acctynom. Ecnv npaeuna npucyTCTEYIOT B KONNSKLUAM, BbINONHSHUS
b || MonAnTukn orpaHN4eEHHOro MCNONB30BaHNA NPOTE GyneT paspeweHo ToNBKO ANA BKNYEHHbI B HVX daitnos. Mpasvna Applocker

> B® I lonutukw Secure Pack Rus MPUMEHRIOTCA HE KO BCEM Bbiryckam Windows.
4 | | loANTUKN yNpaBeHna NpUoKEHNAMM
P @ AppLocker B Momposee o pyHkwm AppLocker

MCnOﬂHREMbIe npasuna

ﬁ Mpaenna ycranoswmka Windows
=/ Mpasuna cuenapues

Mparuna DI

S. Monutuku IP-BesonacHocTn Ha "flokanbHbIi KoM §.  [ns cobnonerna nonmiki Applocker Ha KomnbioTepe AOMXHE
—= 3 £ l& BbINONHATLCA CNyx0a yAOCTOBEPEHWUIA NPUNOXKEHUA.
b || KoHndurypauma pacluMpeHHOi NOANTUKK ayanTa pe——

n Kakue eeinyckn UC Windowe noaaspxueaoT Applocker?

Hactpounts npumerenue npasun - |

Ina kawaolt conneku NPasn oNpeasnMTe NPUHY QMTENEHOS NPUMEHSHIUE 1Nk
aymuT npasur. Ecnu napameTp He Bbin HaCTPOeH, NpaBuna no ymonyaxuio GyayT
NPUMEHATLCS NPUHY AMTENBHO.

o B e g =

MoapotHee 0 NpUMeHeHU Npasun

O6sop

[@] Vcnonusemsie npasuna

Mpaeuaa: 2
MpUHY IMTENEHOE NPUMEHEHNE HACTPOEHO: BbINONHAETCA ayaMT NPasun

E | lpasuia yctaHoswwWKa VWindows

Mpaeuaa: 3

MpuHy s TENEHOE NPUMEHEHWE HBCTPOEHO: BLINONHAETCA aYANT NPasun
[@ Npasuia cuenapues

Mparuia: 3

MpuHy M TENEHOE NDUMEHEHWE HBCTPOEHO: BLINONHAETCA ayauT NPpasun
Ii Mpasuia DLL

Mpaeuaa: 4
| IpMHY M TENEHOE NPUMEHEHWE HACTPOSHO: BLINONHAETCA ayAUT NPasun

Pucynok 3 — Ynpasienue nojauruxoii AppLocker
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2.3. WHMIMau3anus KoJJIeKIMA NPaBUJI

[na HaCTPOMKM MONUTMK HeobxoAMMO BblIOpaTb MNYHKT “Hacmpoume npumeHeHue npasun”.
Kaxgoe npaBuno MoXeT ObiTb  OTHECEHO K OOHOM M3  cnefylowmx — Konnekuui

~ \

Ceovictea Applocker @

E e —
{ | MpumeHenne | DononHuTensHo |

Ykaxute, npumeHsiTCA nu npasuna ApplLocker
NPUHYAMTENBHO ANA KEXA0M KONNeKLAW Npasun.

MpaBuna UCrONHAEMbIX PaANos:
[¥] Hactpoeto

f [Toano ayamT v

Mpasuna yctaHoswmka Windows:

[¥] Hactpoero

[Tonbxo ayamT v

Mpasuna cueHapues:
[¥] Hactpoeto

[TOIIbKO ayauT v}

Mpasuna DLL:
[¥] Hactpoeno

f ToneKo ayamT v

MoapofHee 06 06A33TENBHOM NPUMEHEHMA NPaBUN

[ oK ][ Omvena ] MpumeHnTs

PucyHoK 4):

npasuaa UCNoaHAemMbIX ¢annos;
npaBuaa yctaHoBwmKa Windows;
npasuna cueHapues;

npasuna DLL.

K wucnonHaembim ¢annam oTHocAaTcA ¢anbl C paclmMpeHnsMn exe uU com, K dannam
YCTaHOBILUUKA- msi u msp. MpaBuia cueHapuaes yunTbiBatoT ***** 3 npasuna DLL — daiinbl bubnumorex.
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Ceoictea Applocker
MpumeHerve | DononHuTEnEHO

YkaxuTe, npumeHsaiTCA nit npasuna Applocker
NPUHY AMTENBHO ANA KaXA0M KONNEKLWAM Npasun.

Mpaswna UCronHAEMbIX PEIAN0B:
HacTpoeHo

I [TOJ'IbKO aymT v

lNpaeuna yctaHoswmka Windows:
[¥] Hactpoeto

[TO]'IbKO ayamT v

Mpaeuna cueHapwes:
HacTpoeto

[Tonbxo ayauT v

Mpasuna DLL:
HacTpoeHo

f [TOﬂbKO aymT v]

MoapotHee 06 06A33TENEHOM NPUMEHEHIM NPEBKN

[ OK ] [ Otvena ] | MpumernTs

Pucynok 4 — Komnexuun npasua AppLocker
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MpaBuno Koanekumm DLL oTKAo4eHO no-ymon4daHuio. [Ins BKAOYEHUA OTOOParKeHusa 3Ton
KonnekumMm B obwem cnucke HeobXxogMmo OTKPbITb BKAAAKY “ZononHumesnsHO” v OTMETUTb MYHKT

-

P

Ceoincrea Applocker @

Ykaxute, BknioyeHa nu konnekua npasun DLL.

! lMNpasuna DLL moryT cimsum
L% NPOMSBOAMTENLHOCTL CUCTEMBI

MNepen eknioyexuem npasun DLL BHMMaTENBHO NpoyMTE
AOKYMeHTaLMI0 no eyHKLam Applocker. B cnyyae
HenpasunsHoro npumereHna npasuna DLL moryT chHuauts
NPOM3B0AMTENEHOCTE CUCTEMBI M CAENaTE £€ paboTy
HENpeacKasyemon.

[] Bxntounms konnexwato npasun DLL

ononHuTensHbie ceeaeHuna o npasunax DLL

[ 0K ] L Omvena ] [I'Ipumenwn:

“BKnroyumes Konnekyuro npasusa DLL” (

PucyHok 5).
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Ceovictea ApplLocker @

1 Mpumererie [ononHuTensHo

\
ViaxuTe, BKnioyeHa nu konnekwa npasun DLL.

! MNpasuna DLL moryT ctmsuts
"  NPOMSBOAMTENHHOCTL CUCTEMBI

MNepen eknioyernem npasun DLL BHumaTensHo npoutiTe
‘ AOKyMeHTaLmo no eyHkwam Applocker. B cnyyae
HenpasunsHoro npumereHna npasuna DLL moryT chHuaum
NPOM3BOAMTENBHOCTE CUCTEMBI M CAENATL e€ paboTy
HEnpeacKasyeMon.

("] Bxniounms konnexwao npasun DLL

HononHuTensHble ceeasHua o npasunax DLL

[ OK | [ Omvera ] I [Mpumernms '

PucyHnok 5 — Briarouenne kosiexkuuu npasui DLL

2.4, [lepeBo A KOJIJIEKIMIA B pEXKUM ayAUTa

KoHuenuma MCnonb30BaHMA MNOAUTUKM  YNPABAEHMA  MPUIOKEHUAMM  3aK/IOYaeTcA B
NPUMEHEHUN NONIUTUKMN 3anepeLleHna 3anycka No-yMoI4aHUIO, YTO O03HAYaeT BEPOATHOCTb HapyLleHUA
paboTtbl OC U ee NPUNOKEHMN B Caydae HEBEPHON HACTPOMKM MOAUTUKU. OCOBEHHOCTbIO MOAUTUKMK
aBnaeTca ee 6e3ycnoBHan paboTta Npu HaMUYMKM XOTA Obl OAHOTO NPaBMAA B CMIMCKE NPABU KONNEKLMM,
HEe3aBMCMMO OT TOro, OTMeYeH Nu NyHKT “HacmpoeHo” pna paHHOM Konnekumu. [na mMUHUMM3AUMK
PWUCKOB HapyLleHnsa paboTbl cUCTeEMbl BBUAY HEBEPHOM HAaCTPOMKM NapamMeTpoB MNONUTUKM HeoHXo4MMO
NepBOHaYaIbHO ABHO BK/IIOYMTb BCE KOMIEKLMU M 334aTb NpaBuia paboTbl Mo yMONYaHUio, f06aBuUTb
npaBufa paspeLleHna 3amnycka NPUNOKEHWUA, MPOBEPUTL XKyPHaAbl ayAUTa Ha NpeaMeT KOPPEKTHOCTU
PaboTbl 3343aHHbIX MPABWA, MOCAE YEro BKAKOYUTL WTATHbIN PEXUM PaboTbl MOJUTUKM.

Ona nepeBoda MOAUTUKU B OTNAAOYHbIA PEXMM HEODXOAMMO B OKHE CMUCKA KOANeKuui
OTMETUTb NYHKT “HacmpoeHo” v BbIGpaTb pexxnum “Tonbko aydum” Ans Kaxaoi Konnekummn us cruncka.
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2.5. Co3aaHue npaBuJj NOJIMTHKHU B PYYHOM pexxXume

Mo YMOANYAHWUIO CMWUCOK MNpPaBWUA ANA KaXKOoM KOANeKuuu nyct u nepes GOpMUpPOBaHUEM
paspelalowmx noib30BaTeNbCKUX NpaBua Heobxoaumo chopmupoBaTb MpasBuaa MNOAUTUKM MO
YMOJIYaHMIO: BbIMOJHUTL BXOZ, B Ka*KAYK KOANEKUMIO NpasBua U B MeHio “/elicmeus” BblbpaTb NMyHKT

“Co30ameb npasuaa rno ymoa4aHuro”.
B KaKa0# KONNeKkuMmM MOXKHO co34aTb NpaBu/ia Ha OCHOBAHUM TPEX KPUTEPUEB:
npasuaa ana nyTeu;
npasuaa ana ceptuduKara;

Xaw-npasuna.

[nsa co3pgaHuA npaBuna B KOAMEKUMM Heobxoaumo B meHio “/Jelicmeus” BbibpaTb MNYHKT
“Co30amb Hosoe npasuno”. 3anycTUTbCs MacTep co3gaHus npasuna. B paspene “Paspewerus”
YKasblBaeTcs TWN CO34aBaeMoro npasuaa (paspewwnTtb\3anpetutb) M obnactb ero Aencrsva
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(nonb3oBaTenb\rpynna) (

(e

COSAaTb n(nOIIHHEMble npaswna

Paspewenna

Mepea Hauanom paGorsl BoibepuTe ncnonbsyemoe AeiCTBUE, @ TAKOKE NONL30BATENS WK rpynny, K

PBpemenm KOTOpbIM AC/I2KHO NPUMEHATLCA 3TO NPaBnao. Paspeu.narou.me W 3anpeuiarowmne

y Npasuna paspeLuaoT  3anpeLLatoT 3anycK 3aTparneaemelx daiinos
Cnosus

COOTBETCTEEHHO.
Wzaatens
Wcknrouerna %
Jenctene:
Wma

© Paspewwmts

) 3anpetuTs

ﬂOﬂbSOBBTEIIb wnu rpynna:

Everyone Bribpare...

MoapobHee o paspelueHnsax Npasnna

ey e
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PucyHok 6). B pasaene “Ycnosusa” 3apaetca Kputepuit paboTbl npasuna (nyTb\M3gaTenb\xauw-

(

3HaueHue)

P

Cospate Vicnonnaemblie npasuna

fi ]

YcnoBua

Mepea Hawanom paboTel
Paspelwseruns
Wzaatens
Wcknrovenna

Wma

BbI6EpMT§ TUN OCHOBHOrO YCNOBWA, KOTOPOE CNEAYET CO34aTh.

@ Wspatens

Bb|6epvn'e 3TOT NapaMeTp, eCIn NPUIOKEHWNE, ANA KOTOPOro CO343ETCA NPasnno,
Be10 nNoANMCaHO N3A3TENEM.

! Myte
Cosganue npasuna Ans NyTu K onpeaeneHHomy daitny uam nanke. Mpu sbibope
nanku npasnnc GyAeT NPUMEHATLCA KO BCEM (aiinam, COAEPKALLNMCA B HEW.

| Xewmpyemblit painn

Bbl6epMTE 3TOT NapaMeTp, eCn NPUAOKEHWNE, ANA KOTOPOro CO3A3eTCA Npasnno,
HE NoANWUCaHO.

MoapobHee 06 ycnosuax npaenna

< Haszag H [anee > ]

B

OtmeHa

-

PucyHoK 7). B cnyyae ncnonb3oBaHMS B KAYeCTBE KpUTepUa NyTu K daiiiy nam noanucu nspatensa

BO3MOXHO TaK € 3a4aTb WCKAKYEeHWUA, nonagarvuwune nopa o6m,ee onncaHune npasnaa, HO He
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noanexaume

e

ero

obpaboTke(

CO3AaTb Wcnonnaemeie npaswna

Ucknouennna

Mepea navyanom paboTel
Paspewwenns
Ycnosua

MyTs

Wmsa

OcHosHoe ycnosue:
%PROGRAMFILES%\*

JoBaenTe NCKNOYEHNE:

[ Wzaatens

Wcknrouerus:

Wcknroyerune

Tun

[Jobasutb...

MoapobHee o co3aaHmn MCKAOYEHWI NPaBWaa

=l

m

[ < Hazapg J[ Jdanee > ][ Cozgate ][ OTmena ]

o

PucyHoK 8). MexaHM3M MCKAOYEHUI MO3BONAET PaCWMPUTL CMUCOK paspelleHuid 4yepes

COo34aHune 3anpewatrowmnx npasna ¢ UCKNKOYEHNAMMN. KpMTepMM ana onncaHunAa WUCKNIOYEHUI coBnaaakT C

KpuUTepmammu ana npasua. B pasgene “Mmsa” 3agaeTca yHUKaNbHOE MMA NPaBWUIa U ero onucaHue (
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pr

Cozgate Vicnonnsemelie npaswna

Mma n onucaune

Mepea Hayanom pabotel

Beeaute ums, onpeaenstoLLEe 3TO NPasuo,
Paspeluerna
Ycnosus
Myts WNmsa:
T %PROGRAMFILES%:\*
K

Onuncanne: (HeobazatensHo)

Hanee > Cozgate J[ OTtmeHa ]

PucyHoK 9).
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Cosaats Vicnonnaemele npaenna @

Paspewenna

Mepea Hauanom paGotel BoiBepUTE NCNONB3YEMOE AEICTENE, 3 TAKOKE NONL30BATENS UAN FPYNNY, K

PBBPEU.IEHM KOTOpPbIM AC/2KHC NPUMEHATLHCA 3TC NPaEnno. Paspewarou.me W 3anpewaroumne

Npasuna paspeLuaroT 1 3aNpeLLatoT 3anycK 3aTparusaemolx Gpaiinos

Ycnosua COOTBETCTEEHHO.
Wspatens
Wcknrouerna 4
Jenctene:
Wma

© Paspewwmts

(C) 3anpetute

MNonbzoeatens unun rpynna:

Everyone Buibparts...

MoapobHee o paspelLeHnsax Npasuna

[ < Hasap ][ Janee > ]

Pucynok 6 — Pa3pemenusi npaBuja
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Cosaats Vicnonnaemele npaenna @

Ycnosua

Mepea Hayanom paboTel

Paspeluenus BbiBepuTe TN OCHOBHOIO YCNOBWUA, KOTOPOE CNEAYET CO3AaTh.
Wzpatene )
Wcknrouerna @ Usparens

BeibepuTe 3TOT NnapamMeTp, ECAKM NPUIOKEHNE, ANA KOTOPOro CO3A3ETCA NPaBuo,

Wma BbI10 NOAMMCAHO N3ATENEM.

( : ) nbe
Co3sganne npasuna Ana NyTh K onpeaeneHHomy daitny nam nanke. MNpu sniGope
nanku npasunc GyAeT NPUMEHATLCA KO BCEM Daiinam, COAEPKALLMMCA B HEM.

() Xewmpyemblit daiin

Bb|6epm'e 3TOT NapaMmeTp, ecnn NPUIOKEHWE, 4NA KOTOPOro Co3A3ETCA NPasnno,
HE NoANNCaHO.

Moapobree 06 ychosuax npaenna

[ < Hasap ][ Janee > ]

PucyHnok 7 — YciaoBusi npaBsuiia
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. COSMTb‘ chommeuble npaswnia

Ucknouenna
\
Mepea Hauanom paboTsl e e -~
Paspewenns %PROGRAMFILES%\*
" Ycnosma
MyTe Job6aenTe uckNtoYeHNE: =
I Vo I r— 5
Wms

Wcknrouerus:
Wcrknrouerune Tun JobasuTe...

1

MoapobHee o co3aaHun NCKAFOYEHKIT NPaBuna

[ < Hasag ][ lanee > J[ Cospate ][ Otmena

Pucynok 8 — UckJ/loueHusi npaBuia
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Cosgate Vicnonnaemele npasuna

[ ]

Nma n onncanme

Mepea Hayanom paboTel
BeegnTe umsa, onpeaenaoLLEe 3TO NPaBUo,

Paspewserna
Ycnoeus
Myts Wms:
s %PROGRAMFILES%6\*

DT onucanme: (Heosasarensio)

< Hasag | Co3pate H OTtmena

Pucynok 9 — Onucanue npasujia

2.6. Co3paHue nNpaBuJI NOJIMTUKYA B aBTOMAaTUYE€CKOM pexume

[Ons ynpoweHus M aBTOMATM3auMM nNpouecca COo34aHuA MPaBUA MOJUTUKU  ynpaBaeHUA
NPUNOXKEHNAMM BO3MOXKHO MCNO/Ib30BaHME MAcTepa aBTOMATMYECKOro co3aaHuaA npasua. [ns 3anycka
MmacTtepa B KOJ/eKUuMn Heobxoammo B MeHto “/elicmeus” BbibpaTb NyHKT “Co380ames npasuna
asmomamuyecku”. MacTep no3BosseT co3faBaTb NpaBuaa Ana Bcex $aiinoB B yKa3aHHOW ManKke Ha
OCHOBaHMK UMPPOBOI NoANUCK, a B C/Iy4ae ee OTCYTCTBUSA, YKa3blBaTb B KayecTBe napameTpa ans ¢ainna
NyTb K HEMY WAKN €ro Xaw-cymmy. Kpome TOro, MOMKHO ABHO YKasaTb X3lW-Cymmy ¢daina B KayecTse
napameTpa A4na co3aaHua npasuna (

PucyHok 10). Mocne 3aBeplieHns paboTbl macTepa byaeTt BblgaHa MHPOPMaLMA O KO/MYECTBE
CO3aHHbIN NpaBua u nx tune (

PucyHok 11).
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'
Cozpaeate aeTomatnyecku VicnonHaemele npasuna ==

| Napametpei npaBun

Beibepute Tun cosaasaemoro npasuna. MNpasuna x3wa $aitnos cNeayeT Co34aBaTh TONLKO NpU
HeoBxogumocTw, MNpasuna xawa daiina Tpebyerca 0BHOBNATL NOCNE KaXA0ro U3IMEHEHNA daiina,
No3ToMy BONBLUOE KONMYECTEO TAKUX NPABUA MOXKET CHU3UTL MPOM3BOANTENBHOCTD CHCTEMBL.
©@ Co=zpaTb Npaewna u3naTtens 4AnA ¢pannoe ¢ UdgppoBoi NoanuckR

Ecnu daiin He nognucan, co34aTe NPasMN0C CNEAYHOLLIErO TUNA:

© X3w ¢aiina: npaeuna co3aar0TCA C MCNONB30BAHNEM X3LUa daiina

() MyTe: Npaenna co3aaroTCa C MCMONL30BAHNEM NYTH K panny

) Co=zpaTtb NpaBvna xawa cpaiina ana Bcex ¢painos
[¥] Cpynnuposate cxoxue npasuna (4Tobbl yMEHBLUWTE KOAWYECTEO NPaBu)

MoapobHee o napamMeTpax npasun

] ) o

PucyHok 10 — MacTtep aBTOMaTM4YeCKOro co3gaHna Npasun
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(
COSABBBTb asTomatnyeckn Vicnonnaemele npaswna @

l Mposepka npasun

1l

AHanus nanku EbINO/IHEH; CAEAYHOLLIME NpaBnna 6yA)’T AO6BB}1€HbI B NOJINTUKY.

Twn npasuna MNpasuna Paiins
Wspatens 8 44

MyTe 2 2
Bcero 10 46

7 [pocmoTp NnpoaHanuznpoBaHHbIX (ainoe

ﬂpCCMCTpETb dETOMATU4HECKW CO3A3BaEMDbIE NPaBENAa

Haxmure kHonky "Cosaate”, 4ToBbl 3aKpbiTe MacTEp U CO34aTe NPasnna.

< Hazap ’ Cozaate J[ OTtmena

Pucynok 11 — Ot4er 0 co3aaHHBIX NPaBUJIaxX

2.7. [lepeBoA, KO/IJIEKIIMI B LITAaTHBIN PeXUM PabdOThbI

Mocne co3gaHuA NpPaBUN MOJUTUKM M NMPOBEPKU KOPPEKTHOCTU UX pPaboTbl B pexume ayauTta
HEeob6X04MMO NMOMEHSTb PEXMM PaboTbl NOAUTUK Ha LITATHLIN: B OKHE CAMCKA AN1A KaXK4oM Konnekumn
BblOpaTb pexum “MpuHydumensHoe npumeHeHue rpasun” (PUcyHok 4).

bonee noapobHble cBeAeHMA O HACTPOMKe WM onucaHue GYHKUMIM MNOAUTUKM YNpaBAeHuUA
NMPUNIOXKEHUAMM MOXKHO HaWTM Ha cante 6ubnamoTekn Microsoft http://technet.microsoft.com/ru-
ru/library/dd723678%28WS.10%29.aspx

2.8. Tpe6oBaHUA K 6a30BbIM HACTPOMUKAM.

B [OononHeHMe K HacTpolKam npegnaraembim noacuctemoin Applocker no ymonuaHuio,
HeobXxoAMMO 3anpeTuTb A4S BCEX rpynn nosib3oBatesniei Kpome AAMUHUCTPATOPOB 3aMyCK CAeayHoLLMX
nporpamm: %WINDIR%\system32\regsvr32.exe, %WINDIR%\system32\rundll32.exe,
%WINDIR%\system32\subst.exe, %WINDIR%\system32\mklink.exe,
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http://technet.microsoft.com/ru-ru/library/dd723678%28WS.10%29.aspx
http://technet.microsoft.com/ru-ru/library/dd723678%28WS.10%29.aspx

3. [lo/IMTUKHU OrpaHUYEHHOI'0 UCI0JIb30BaHUs nporpamMm (SRP)

MoNnTUKa OrpaHUYEeHHOro Wucnonb3oBaHuMa nporpamm (SRP  — SoftwareRestrictionPolicy)
Nno3BONAET aAMMHUCTPATOPaM OrpaHMUYMBaTb 3aMyCK MNONb30BATENAMU  HEXKeNaTeNbHbIX UK
HEHaZeXKHbIX NMPUJIOKEHUN HA cepBepax M Paboumx CTaHUMAX, paboTalolWmMX Kak B CLEHApUM OOMEHa,
Tak n B paboueit rpynne. [loctaBnsetca B cocTaBe onepauuoHHolh cuctembl (OC) HaumHas ¢
MicrosoftWindows 2000.

3.1. HacTpoiika noJIMTUK OrpaHUYEHHOI'0 UCI0/Ib30BaHUA IPOrpaMM

YnpaBieHne NoNUTUKOM OCYLLECTBAAETCA Yepes KOHCO/b peaKTopa rpynnosoii\/JIoKanbHOM
NOAUTUKM Be3onacHocTu: KoHdpurypaums komnototepa | HacTpolikn Windows | MapameTpbl
6e3onacHocTK | MONUTUKM OrPaHNYEHHOrO UCMO/Ib30BaHUA NPOrPaMM.

[na akTMBALMM NOSIUTUKM OrPaHUYEHHOrO UCMOAb30BaHMA NPOrpamm Heobxo4MMO Bbi3BaB
MeH!0 BblbpaTb NYHKT «Co34aTb HOBbIe NOAUTUKM» (PUCYHOK 12).

@ MapareTpEl GE30NacHICTH

+- [ MonMTHEM YUeTHEL 3anMoei

+-[_ NokaneHsls NOMMTHIH

-] MonMTHEM OTKPEITOrD KAMYa

& | [0MMTHIEM OrpaHMYEHHOMD MEMOMES0EaHMA MPOrpat
lg ManMTHIH BesonacHocTH IP Ha "TokansHER Komnbro s s s e Y

' 'j MonuTHKK orpaHH4eHHOND MC
L

Henoooe ACTEEHHD B 3TOH MEYNNOEOH Mo
MomHD onpeaE
INpeAeneHHEE

+

Bre zaaaqum k

HEM OrpaHr4eH
Cnpaeka 3Tk HOBBIE MO

|

Pl/lcyHOR 12 - C03]_'[a]-[l/le HOBOM MOJIUTHKH OIrpaHHYCHHOI'0 UCIIOJIL30BAaHUA NMPOrpamMm

Mpwu co34aHNMN NONUTUKN OHA NEPEXOAMUT B COCTOSIHME «HeorpaHMYEHHbIN», TO eCTb He
3anpeLLaeT Huyero. BHyTpu KoHconn byaet 5 06bekToB (PrcyHoOK 13):

e YpoBHM 6€30NaCHOCTU — onpeaensieT OCHOBHOM YpOBeHb 6@30MacHOCTU NOJIUTUKK MO
YyMOYaHuto.

e [lononHutenbHble NPaBuaa — 34eCb 334a0TCH UCKAOYEHNA A5 YPOBHS MO YMOYAHUIO.

e [lpuHyAuTENbHbIN — OKHO A4 BbibOpa cTeneHn AeACTBMA NONUTUKM.

e HasHauyeHHble TuNbl PaliNIoB — OKHO yNpaB/ieHUA CMUCKOM paclunpeHuin ¢paiinios,
KOTOPblE NPOBEPAOTCA MPABUIOM MO YMOHYAHUIO.

e [loBepeHHble U3gaTtenun — NpeacTaBAAET HACTPOMKM YNPaBAEHMA CNUCKaMN A0BEPEHHbIX
NoANMCYNKOB ANA NPUTOKEHUN U CKPUNTOB.

25/31
EAPM.5090005.032-03 90 04 (pegakuma 33 o1 04.12.2016)
CpeacTBo 3awmThl HGopMaumu «Secure Pack Rus» Bepcua 3.0
PykoBoacTBO agMMHUCTpaTopa 6e3onacHoCcTU. MOANTUKM yNpaBAEHUA NPUIONKEHUAMM.



@ MapaMeTpel AEZ0NACHOCTH TN oBLeKTa
[ MonMTHEM YJeTHELX 3anMced
+-[_ NokaneHels NOMMTHH
(7] MOMMTHEM OTKPEITOrO KNMYa
R 1 10 MHTHEM OrpaHMHEHHIrD MENONE

(L1 ¥poEHW BezonacHoCTH
(£ AononHMTENEHEIE NpaEHNa
,g MoAMTHEK BesonacHoc T IP Ha “NokaneHe A KoMneHOTER"

(¥ poerm BesonacHocTH

(] AononHHTensHEE npasHna
ﬂpHH':.-'.ﬂ.HTEJ‘IbeIﬁ
Ha3Ha'—IEHHbIE THNEI haknos
,ﬂ,uaepEHHble MZAATENH

SOEIHMA MNPporpamMs

+

Pucynok 13 - BHemiHuii BUA KOHCOJIM YNIPaBJIeHUs MOJUTHKON

Crauana uzer pasznen «YpoBuu 6e3onacHocTny. [Tonmutuku SRP nmerot 2 ypoBHs 6€3011aCHOCTH:

e He paspelueHo — 3anpeLeHo BCE, KPOME UCKAOUYEHNI B JONONHUTENbHbIX NPaBUIaXx.
e HeorpaHWueHHbI — pa3peLLeHo BCE, KPOME UCKAOUYEHMI B JONONHUTENbHbIX MPaBuaax.

[anee naet pasgen «[ononHUTeNbHbIE NPaBUaa». B aTom pasgene cocTaBAAOTCA BCe
UCKIOYEHUA AN AEUACTBUA NOAUTUKM NO YMONYAHNI0. MOKHO HCTIOIh30BATh CICAYIONINE THITHI

JIOTIOJTHUTEIIBHBIX MPAaBUWII € YIETOM Mopsiaka ux npumeHenus (PucyHok 14):

e [paBuno gna ceptuduKara — NpaBuIo ans ceptmdumkatos. JaHHbI TUN NpaBuna
NCNONb3YyeTCA TONbKO ANA NOAMUCAHHBIX MPUNOXKEHUIN U CKPUNTOB. MOXHO pa3pewmnTb
WK 3aNPeTUTb 3aNyCK NPUNOXKEHUI, KOTOPbIE NOAMUCAHbI CEPTUDMKATOM
onpeaeneHHOro nsgaTtens, BHe 3aBUCMMOCTU OT UX PACMONOXKEHUA.

e [paBuno ana xawa— Npasuao xawa. [0 Kax4oro NpuaoxKeHua Tpebyetcsa co3gaHme
OTAeNbHOro nNpasuna. MoxHO paspeLllnTb UAK 3anpeTUTb 3anyCK NPUNOKEHUA NO ero
xawy. [laHHOe NpaBmI0 NONE3HO ANA 33 MTbl NONb30BaTeNeN OT 3anyCcKa NOAMEHEHHbIX
WA MHOMUMPOBAHHbIX BUPYcOM paiifioB, Tak Kak B 060mMx caydasax xaw camoro ¢panna
WU3MEHMUTCA M He nognagéT nog npasuao xawa nonmtuku SRP n 3anyck ero byaer
HEBO3MOXEH.

e [paBuno anAa 3oHblI UHTEepHeTa — NpaBUNO 30HbI ceTu. B Windows peannsoBaHo
HECKOJIbKO 30H CeTU, KaK «MHTepHeT», «HagerHble y3abl», «OrpaHUYEHHbIE Y31bI» U
«MecTHaa nHTpaceTb». [JaHHbIN TUMN NPaBUA PEryInpyeT, KakMe yCTaHOBOYHbIE MaKeTbl
paspelleHbl A8 CKaYMBaHUA NCXOAA U3 YCI0BUA NX pasMeLLeHnA.

e [lpasuno ana nyty — npasuao nytu. Mpasuna JaHHOrO TUMNA NO3BOAAIOT YKa3blBaTb
pa3smeLleHne NpUAoKeHU 1 Gannos, KoTopble ByayT paspelueHbl UK 3anpeLLeHbl AN
3anycka. 10 ymon4aHuio yKe co34aHbl YeTbipe paspeLuatowmx npasmaa 4aa CUCTEMHbIX
nanok. bnarogapa sToMy NPUAOKEHNA U3 AAHHbBIX NANOK 6yAyT paspelleHbl ANA 3aMnycKa,
€C/IN He yAaNIUTb MPaBu/a BPYUHYIO.
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.
=+ (0 Mok arpakir-erHoro Menone30saHyA nporpan CE) %HKEY_LOCAL_MACHINEYSOFTWARE Micrasoft\Windowsl Currentversion\PragramFil...  MyTe

(L3 ¥poBHK BezonacHocTH
=3 AAONonHHTENEHEE NpEBHAE
g MEAKTHIEK BE3onacHocTH IP Ha "NoKEEHEI KoMnETep”

CoZ4aTE MPEEMND ANA cepTHikKaTa. ..
Co5AaTE MPEBHAD ARA XEWA, ..
COZAaTE MPEEMND ANA S0HE MHTEpHETA. ..

C034a8Th NPAEHN0 ARA MY TH...

Ece zaaa4mn 4

OOHOEHTE
SKCNOPTHROBATE CAHCOK. .,

Bra 4

¥NOpASOYHTE SHAYKH 4
BprDBHﬂTb SHa|KH

Cnpaska

Pucynok 14 - MeHI0 10TIOJTHUTeJIbHBIX MPABUJI

Hanee npet o6veKT «MpUHyanTenbHbI» (PucyHoK 15).

CrohcTea: [IpHHYOMTE IbHBIH

O6wme

anMEHFlTb NOAWTHEK OrpaHH4eHHOr D HCNone308aHKA

(*)iko BCem palinam nporpar, kpome GutnuoTes, [Takus kaxk DLLF

() k0 BCem Palinat Nporpar

MpuraeyaHHe; Ecnl ypoBeHE MO Yr0N4aHKWID YCTAHOENEH '3anpeweHn’,
TO MPHMEHEHHE NMONMTHE OFPEHHYEHHOMD MCNOAES0ESHUA NPOrpatdt K
AUAAMOTEKAM NOTPEAUET UCTAHOEMTE MNPAEMNa 007 Boey GHEAWOTEE,
WCNONESYEBIE 3TOMA NPOrpakak0f, NPEKLE YEk B CTAHET BOSOMKHD
BOCMONESOESTBCH.

anMEHFlTb NOAMTHEK OrpaHKHHYeHHOr D MCNone30EaHKHA Nporpaeds gna
CAEAYKOW MY NONL30ESTE NN

(%) [na scex nonssosaTensi

() [nA BCEX NONE30BATENSH, KPOME NOKANEHEX SIMUMHHCTRATOPOE

] ]I OrraeHa

Pucynok 15 - OxkHo o0bexTa "IlpuHyANTEILHBIH"
B 3TOM OKHE MOXHO NMPUHYONTENTbHO NPUMEHUTb NOTNTUKN HE TOJIbKO K UCMOJTHAEMbIM d)aﬁnaN\,
HO U K CBA3aHHbIM C HUMU bubanoTtekam DLL, a Takxe BbIbpaThb K Kakol rpynne («Bce», «Bce, Kpome
JNOKaJibHbIX a,EI,MMHVICTpaTOpOB))) no/sib3oBaTenem NMPUMEHATb NO/TNTUKN.
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Mocne naet o6bekT «HasHavyeHHble TUnbl dpannos» (PUcyHok 16).

CeolcTea: HaaHauye HHble THNbI haklaos

Dew e

MNepEYHC NEHHEIE HIHE TUMEl PAMN0E DNPELENAKIT, YTO CYMTSETCA
HCNOAHASHEIM EOLOoM. JHH AENAKTCA 40N0AHEHHEM K CTaHLAPTHEIM
MpOrpattaHelt TIHNar dainoe, Takue, kak EXE, DLL nWBS.

H ASHAYEHHEIE THMNEl PAHNOE:

PacwmpeHie Tun dalina ~
= ADE Paiin "BDE"
= aDP Paiin "BDP"
BAS Paiin "BAS"
BAT MakerHei ain M5-D0S
@ CHHi CroranumMpoBaHHEE HTML-pain cnpaeeu
ChiDr K.oraHOHEIA cUeHapui Windows MT
@ COwd Mpunoskenye M5-005 3
< >

Urotbl goBaeuTe THA $aMna, BEELHMTE Ero
PACLMPEHHE 14 WenkHUTe kHomky " odaeuTe".

PacwupeHue:

OF. H OTiieHa l

Pucynok 16 - Hacrpoiika Tunos ¢paiisioB

B AaHHOM OKHe nepeYmncsieH CNUCOK paclinpeHmnin pannos, KOTOPbIE KOHTPOIUPYHOTCS
NONIMTUKAMM OTPAHUYEHHOTO UCMO/Ib30BaHMA NPOorpaMmm. [aHHbI CIMCOK MOYXKHO PeaaKkTUPOBaTb NOA
CBOW yC/IOBUA.

MocneaHUM NYHKTOM MAET 06beKT «JloBepeHHble nsgatenm» (PucyHok 17).
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CeolcTea: floBe peHHbIE H3JaTeaH

Dewme

PEISI:IELIJEITI: Cnegyral Mk NoNEZ0EITENARM BblﬁHDaTb
AOEEPEHHBIR ST ENSA:

(%) i0BEMHEIM N0NBS0BATENANE

() A0MHHMCTPETOPAN NOKANEHOMD EOMAEHTERS

HnA ONPeQENeHHa, He OTOSEAH N 3TOT CepTURMEAT, Neped Beldaqvel
AOEERMA W30 ATEND NPOESPHTE:

[] camoro pzaatens

[ ] wrarn eperderm

OF. H OTiieHa l

Pucynok 17 - Hactpoiika 1oBepeHHBIX H3aTeeii ceprupukaTon

B 3TOM OKHe peryanpyroTca HaCTPOWMKKN AOBEPEHHbIX U3aaTenein cepTudmKaToB, KOTOPbIMMU
NOAMNMUCLIBAOTCA NPUNONKEHUA. [laHHOE OKHO aKTya/IbHO, TO/IbKO €C/IN UCMNONb3YHTCA NpaBuna ans
cepTUdUKaTOB.

[na npumepa co3gagmm nNpasuao 408 NyTU 3anpeLatolee 3anyck NpuaoXKeHNs MrHOBEHHOTO
obmeHa coobueHnammn MicrosoftMessenger. [1ns sToro Heob6xoaMMOo Bbi3BaB MEHIO B paboyeit obnactu
pasgena «lonosHUTEeNbHbIE NpaBUAa» BbIbpaTb NYHKT MmeHto «Co3aaTtb NpaBuao Ana nytm»(PUCyHOK
18).
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Ceomctea: C:\Program Files\Messengerimsmsgs.exe |E|rz|

QA me |

MNpaeuno 4nA NyTK

Oyre:

C:%Program FileshM ezzengerimamags. exe | [ Oézop...

HpoEeHE GEE0NACHOCTH:

He pazpeweHn "

HeorpaHuyeHHEIR

OnucaHue:

JanpelweHre Wonone3soEaHKA MSMessenger

HareHeHo: B peratpa 20011 r. 12:30:54

ak. ] [ OTtieHa

Pucynok 18 - [Ipumep HAacTpOWKH MpaBHJIA MYTH

e B cTpoKe «[lyTb» yKa3aTb NOJIHbIN NyTb A0 3anyckaemoro ¢anna. Beibpatb B cnvcke
«ypoBeHb 6€30MacHOCTU» NYHKT «He pa3spelueHo» 1 HaxkaTb «OK».

Mocne aToro cosgaHHoe npaBuao byaeT co3aaHo B paboyeit obnactu.

5P NapareTpe fesonackoch VA

Thn Y/poBEHS GEsonatHoETH | Oncarie
TIOAHTHKN Y4B THeI: 3anHCer 8] 9LHKEY_LOCAL_MACHINE|SOFTWARE Microsoftiwindaws NT|CUrrentVersion SystemRoot% MyTe HeorpaHiusHHE i
MoicaneHeIE naATHH ) %HKEY_LOCAL_MACHINEYSOFTWARE Microsoftiiindows NTCUrrentVersionSystemRoot %* exe MyTe  HeorpaHudeHHbii
8 g:ﬂ:z:ﬁ: ::::::fg:ﬂ';:r:?mnbm ) sHKEY_LOCAL_MACHINEYSOFTWARE\Microsoftiiindows NTLCUrrentVersion|SystemRoot %System32y*, exe MyTo  Heorparmehiii
(] ¥poei BesonatrocTh ) sLHKEY _LOCAL_MACHINEYSOFTHWARE \Microsoftyindows\Currentversion!ProgramFilesDir % Myte  Heorpaniensi
(] [ ——— 3] C AProgram Files\Messengerimsmsas.exe MyTe He paspeweto Sanpelwenme ncnonesosaHnA MSMessenger

&, Nonvrakn GesonacHocT IP Ha "Moke

Pﬂcy}lOK 19 - Co3nannoe npaBuJio, 3anpemarmee 3anyCK nNpujaoKeHust

[na npumeHeHMa N3MeHeHU HeobxoaMmo NMbo nepesarpysnTb KOMNbIOTEP, NGO BbINOAHUTD
KoMaHAay «gpupdate».
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