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102
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1. Co6bITHA NOACUCTEMbI 3aALIUTHI KPUTUYECKHX PECYPCOB

Mma nctouyHuka: SPR-CriticalResourceProtection

YpoBeHb
cobbiTua

NHbopmauus

NHbopmauusa

NHbopmauusa

NHbopmauus

NHdopmauma

TeKcr

3anyLeH LMK pacyeTa KOHTPOJIbHbIX CYMM 3aluuiiaembix ¢aiinos.
3aBepLUEH LUK pacyeTa KOHTPO/IbHbIX CYMM 3alumiiaembix ¢aiiios.
NHbopmauma o umkne:

ObpaboTaHHble dalinbl:%1

OwnbKn:%?2

3anyLweH UMKA NPOBEPKU KOHTPOIbHBIX CYMM 3alimuiaembix Gpannos.

3aBepLUeH LMK NPOBEPKM KOHTPOJIbHbLIX CYMM 3aLumLaemMblx Gainos.

NHbopmauma o umkne:
MposepeHHble dparnbl:%1
HapyweHue uenoctHocTnN: %2
Ownbkn:%3

BbinonHeHa NonbITKAa NONly4eHUA A0CTYNA K 3alMLLaeMOMy OO beKTY.
CeBepeHus 06 obbekTe:

Tnn:%1

Nma:%2

CBeaeHua o npouecce:

NpeHtTndumkatop:%3

Nma dpanna:%4

CBeaeHuA 0 3anpoce Ha AocTyn:

Macka goctyna: %5

HocTtyn:%6
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2. CoGbITUSA MOACUCTEMbI YIIPaBJI€HHUA AOCTYIA K YCTPOMCTBAM

Mma nctouyHuka: SPR-DeviceAccessControl

ID YpoBeHb Tekcr
cobbiTna
200 NHdopmauma BbinonHeHa NonbITKa akTMBALMWN KOHTPOJIMPYEMOTrO YCTPOMCTRA.

CsepgeHuA 06 ycTpolicTBe:
Knacc:%1

Tvn WnHbI: %2
Onucaxne:%3

Jk3emnnap:%4

201 NHudopmauma KoHTposnpyemoe ycTpoiicTBo 6bi10 yaaneHo.
CBeaeHus 06 ycTponcree:
Knacc:%1
OnucaHne:%2

dk3emnnap:%3

202 NHdopmauma CMOHTUPOBAH TOM Ha KOHTPOAMPYEMOM CbEMHOM HOCUTENE.
CBeseHUs o Tome:
Uma:%1
MeTka: %2
dannosas cucrema: %3

dk3emnnap:%4

204 NHdopmauma BbinonHeHa nonbITKa NOAyYeHUA AOCTYNA K KOHTPOIMPYEMOMY YCTPOMCTBY.
CeeaeHuns 0b ycTpouncrse:
Knacc:%1
Onuncanne%?2
dk3emnnap:%3
CeeneHua o npouecce:
NpeHTndukaTop: %4
Nma dpanna:%5
CBeaeHuA 0 3anpoce Ha AocTyn:
Macka goctyna: %6
docTtyn:%7

205 NHpopmayms BbinonHeHa NonbITKa NoAy4YeHMA A0CTyna K 06beKTy paiinoBoi cuctembl Ha
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KOHTPOIMPYEMOM CbEMHOM HOCUTENE.
CeepeHus 06 obbekTe:

Tnn:%1

NUma:%2

CBepneHuna o npouecce:
NpeHtTndmkaTop:%3

NUma dainna: %4

CBeaeHuA 0 3anpoce Ha AocTyn:
Macka goctyna%5s

HocTtyn:%6
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3. CoobiTHSA MMOoACUCTEMBI KOHTPOJIA 3dllyCKad CLI€eHapHueB

Nma ncrtoyHmka: SPR-ScriptControl

WUpeHTndukatop

Tun

HUcTouyHUuK

OnucaHue

1

[Ipeaynpex/enue

SPR-ScriptsControl

CobbITHE 3amycKa CleHapus.
[TapameTp: X311 BbINTOJTHEHHOTO
CleHapusl.

[Ipenynpex/jenue

SPR-ScriptsControl

Co6bITHE GJIOKUPOBKHU ClIeHAPUSI.
[TapameTp: X31113a6JJ0KHPOBAHHOTO
CleHapusl.

[Ipeaynpex/enue

SPR-ScriptsControl

CobbITHE pa3pelieHHOT0 K 3aMyCKy
cueHapus. [TapameTp: Xam
pa3pelleHHOro0 K 3alyCKyCLieHapus.
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4. HacTpoiika aBTOMaTU3UPOBAHHOI'O COOPA COOBITUM )KYPHAJIOB
ayauTa

Ona  ypobctBa  aAMMHUCTPUPOBAHMA  MPOrpamMmHbIX  npoayktoB  SecurePackRUS  wu
CBOEBPEMEHHOro OOHapy)KeHua GaKToB HapyweHus nonutuk WB pekomeHayeTca HacTpouTb
aBTOMATU3NPOBAHHbIA cOop COObLITUI KypHANOB ayauTa C paboumx CTaHUMI B CETU Npeanpuatus.
ABTOMaTU3MPOBAHHbIN COOP COOLITUIM ayauTa NO3BOAET aAMUHUCTPATOPY FPYNNMPoBaTb MHGOPMaLINIO
060 Bcex MHunaeHTax Ub B ceTn Ha ogHol Touke (APM agmuMHUCTpATOpa), YTO AaeT eMy BO3MOMKHOCTb
aHaNM3MpoBaTb MPOLECCbl B 3aBUCMMOCTAX, @ TaK e ynpollaeT npouecc ynpaBaeHUa cobpaHHbIM
MaTepuanom (oTyeTbl, pe3epBHOE KONMPOBaHME).

[laHHaA WMHCTPYKLMA onucbiBaeT cnocobbl HACTPOMKM aBTOMATM3MpOBaHHOro cbopa cobbiTui
ypHanos ayguta gnsa OC cemeictea WindowsXP/2003 n Windows 7/2008, yuuTbiBas pasnuuma no
[0CTYNMHOMY QYHKLMOHANY.

4.1. OrpaHU4YeHHS HA MCNOJIb30BaHUE CJIYKOGbI C60pa OLIUGOK

Cnyxba cbopa OWMBOK MCNONb3YET KAMEHT-CEPBEPHYIO MOAEeNb B3aUMOAEWCTBUA: B CETU
npeanpuATUs pacnosiaraeTca KomnbioTep - cbopluuk owmnbok (collector) n octanbHbie paboune cTaHUMM
— WUCTOYHMKM (source) oTCblNaldT emy coobLlEeHUss B COOTBETCTBMW C OMUCaHHbIMU Ha cbopuimke
npasuMnamu. Ha KomnbtoTepe-cOOpLIMKE MOMKHO C€034aTb HECKO/NbKO HabopoB npaBWA-NOANUCOK
(subscriptions), onpeaenus rpynnbl CTaHUWIA-UCTOYHMKOB, KOTOPbIE MOAYMHAIOTCA 3TUM NPaBMAaM.

B Tabnvua 1 npuBeaeHbl  BO3MOXHble  pPoAM  Ana  pasaundHbix  Bepcuit OC
cemeimcteaWindows XP/Server2003 n Windows 7/Server2008 R2

Ta6sinua 1 - Posu coy»k661 c60pIivKa oMKN60K B pa3IMIHbIX Bepcusix OC

Tun OC UcTouHuK (source) C6opuukK (collector)

Windows Server 2003 SP1 o 3

Windows Server 2003 SP2

Windows Server 2003 R2

Windows Server 2008

Windows XP SP2

Windows Vista

Windows Vista SP1

L1444 4 44
414 | X | X |4 4| X

Windows 7
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4.2. HacrpoiKa ciyk06bl coopa oliu60K (eventcollector)

Mpwu HacTpoiKe cnyxbbl cbopa owmbok (eventcollector) BO3MOXHO MCNONb30BaHME ABYX CXEM,
OT/IMYatOLLMXCA MO cnocoby B3aMMOAENCTBMA KomnbtoTepa-cbopuka (eventcollector) n kKomnbtoTepa-
WCTOYHMKa (eventsource): coeguMHEHUE MHULUMMPOBAHO KOMMbIOTEPOM-COOPLLMKOM MO0 MCXOAHbLIM
KOMMbIOTEPOM (MCTOYHMKOM). B JaHHOM AOKYMeHTe paCCMOTPEH MepBbii BAPUAHT HAaCTPOMKMU CNYKObI
cbopa owunbok, T.K. OH npeanoyTuteneH npu pabore B ceTM nNpeanpuATMA, NO3BOAAET
aBTOMATU3NPOBATb NPOLLECC HACTPOMKM UCNONb3yA rPynnoBble NOAUTUKM AOMeHa. PaccmatpuBaemblii
HWXXe CUeHapuii pa3BepTbiBaHUA CAyK6 cbopa ownboK npesycMaTpMBaeT Ha/nuMe KOHTpoAaepa
[OMEHa, pa3BepHyTOM [OMeHHOW ceTu, paboyen ctaHumMm nom ynpasneHnem OC Windows 7,
BBEAEHHOM B AOMEH, A5 UCNO/Ib30BaHMA ee B KaYecTBe KomnbtoTepa — cbopLimka oWwnbOoK KypHanos
ayauTa, a TaK e paboumx CTAaHUMW-UCTOYHWMKOB OLIMOOK KYPHA/NOB ayauTa TaK Ke ABAAIOLWMXCA
yneHamu pgomeHa, pabotalowmux noa ynpasneHnem OC cemeiicte Windows XP/Server 2003 u
Windows 7/Server 2008 R2.

Bo3amo)KeH BapuaHT HaACTPoOMKM cnyxkb cbopa owunbok ana cpeabl paboyent rpynnbl
NPeAnpuATMA, @ TaK Ke NPU UCNOAb30BAHUMN B KAYecTBE KOMMbOTepa-coopLLmMKa paboyyto CTaHUMIO C
OC Windows Server 2003. 9T0T cueHapui TpebyeT py4yHON HACTPOMKM NapaMeTpoB ayTeHTUDUKALUM U
CO34aHMA, TEKCTOBbIX $GaNN0B-KOHPUIypauMmM s ONMCAHMA NAPaMeTPOB KOHKPETHOM Mnoagnucku. 3a
AOMOJIHUTENbHOW nHopMauueln cnegyet o6pallaTbca Ha caT KomnaHum Microsoft.

4.2.1.HacTpoMKa C/Jy>K0bI C60pa OLUMO0K HA KOMIIBIOTEPAX, PA0OTAIOLIUX MO/,
ynpasjeHueMm OC Windows 7

Ona HacTpoliku cnyKbbl cbopa owmnMboK HeobxoaMMO BbINONHUTL CAeayoLWMe AEACTBUA:

e Ha KomnbioTepe - cbopuimke (collector)BbinoNHUTL akTUBaUMIO CNyK6bl WInRM, BbINOAHMB KOMaHAy
winrmgc —q. Ya0cToBepuTbea UTo cny»kba 3anyuweHa (cm. puc. 1).

e Ha KomnbioTepe - cbopumke (collector)BbinONHUTL aKTMBaUMIO CAyxbbl noanucku EventCollector,
BbINOJIHMB KOMaHAy wecutilgc(cm. puc. 1).

B Agmunuctpatop: C:\Windows\system32\cmd.exe =N l

Microsoft Windows [Uersion 6.1.76011]
(c> Kopnopauus Maikpocoor (Microsoft Corp.>,. 2009. Bce npaBa 3auMueHH.

m/»

C:\Users\agmMuHucTparopowinrm gc —qg
[Cayxea WinRM yxe HacTpoeHa Ha npueM 3anpocoB HA KOMNbKOTEpPE.
Cayxea WinRM yxe HacTpoeHa Ha paspeweHUe YAAAEHHOr O YNPaBAEHUA KOMMNbIOTEPOM.

C:\Users\agmuHucTparopowecutil gc

PexxuM 3anycka CAYKEH 6YneT W3MEeHEeH Ha 3anyck c 3apnepxkow. lMpopoaxure <Y — pa. N
HeT)?y

Cayxea ceopuMka coemTui Windows ycnewHo HacTpoeHa.

C:\Users\anmuHucTparop>_

PucyHok 1 - AkTUBauus cayK06bl yAaA€HHOTO yIpaBJIeHUS
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HactpouTb npaBuna cb6opa ownbOK M3 KypHANOB ayamTa yAaNEHHbIX KOMMboTepoB: MycK->

AOMuHUcmpuposaHue -> [Tpocmomp cobeimuli -> Modnucku (cm. puc. 2-3).

P

MpocmoTp coBeimuit

& ' Ans paBoTel ¢ nognuckammn cnyxkba cbopuimka coberruit Windows
' AonkHa BbITe HACTPOEHa U 3anyLUEHa. 3anycTuTe c1ykBy U HacTpouTe

€€ Ha aBTOMAaTU4ECKWIA 3aMyCK NPW NEpe3arpyske KOMNbroTepa’l

Aa ] [ Her

PucyHok 2 - Co3zjaHre HOBOU MOANIUCKHU

A< YnpaeneHne KOMNbIOTEPOM (10OKaNbHBIM) -
4 |} CnyxeBHble nporpamme ‘ ’
4 @ MnaHupopLLIMK 33naHWIA

Bu6ng‘ OTKpbITh COXpaHEHHBIN XKyp
\
4 @ ﬂ‘pocmon‘ Co3zaate HacTpaneaemMoe np:
- Hactg "
v 1 MMOPT HACTPaNBaEMOro n|
4 n )Kypnf‘
& n Co3aaTe NOANUCKY...
&b
= yci Bua
i CM O6HoeuTb
g N
> :v )Kypn! Cnpaeka
. 3 MoanweckwT {7

4 3 Obwwe nanku {3
22 OBwwme pecypcebl
2| Ceancebl
2| OtkpbiTbie daiinbl
- &% NokaneHeie nonb30BaTENN U rPYNNLI

> @ MnouziRNAMTENRHOCTH
< | 1] |

PucyHok 3 - Co3/iaHHe HOBOU MOAIKCKU

BbibpaTb Co30ame nodnucKy v 3apatb Tpebyemble napameTpbl: MMA, TUN KU cobupaemsble B

paMKax NoAnucKM cobbiTUA, COrNacMBLUUCH C 3aMyCKOM CNyXbbl cbopa nepecbinku (cm. puc. 4)
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Ceoiictea nognmcku - Test [

Wma noanuckm: I Test I
Onucanne: -
KoHeunbii xypHan: [nepenanpameﬂuble cobbiTna v ]

Tun NOANNCKN M MCXOAHBIE KOMMNBIOTEPBI
) ViHnummposaHo cbopLumkom

3tot KOMMBHOTEP CBA3bIBAETCA C UCXOAHBIMW KOMNBLIOTEPAMWU U NPEACCTABNAET NOANUCKY.

© VIHMUMMPOBaHO MCXOAHBIM KOMMBIOTEPOM BriBpath rpynnbl KOMNLIOTEPOE... ]

McxoaHbIE KOMMBIOTEPDI B BbIBPaHHBIX rPYNnax A0/KHbI BbITe HACTPOEHEI C MOMOLLIBIO MOUTHKIA MAN
NOK3NBHOM KOHPUIyPaLMK Ha YCTBHOBNEHNE CBA3N C AGHHBIM KOMMBIOTEPOM W NMOMYHEHNE NOAMNCKM.

Cobupaemble cobbitna: <WUNLTP HE HACTPOEH> l
Boibpate cobbiTua.., 184

Hacrpoiika A0N0oNHUTENbHBIX NapaMETPOB:

[ JononHuTensbHO... ]

PucyHok 4 - Tunbl cobupaeMbIX COOBITUH

e [locne YKa3aHMA NapaMeTpoB NOoANMUCKa NOABNAETCA B CNUCKE C YKa3aHMEM TeKyulero

KOZIMYEeCcTBa MNOAKAOYEHHbIX CTAHLMN-UCTOYHUKOB (CM. puc. 5).

s Coctoanne Tun Wcxopr... XKypHan Hako.. Onn

e
/ Test AxtusHbit  VicTouHKMK 3anyLueH 0 T[lepenanpasne...

<£ LU 3

PucyHok 5 - CIMCOK TEKYLIMX NOAIHCOK
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Ona KoppekTHoU pabotbl caybbl cbopa OWKMOBOK npu CcO3m4aHMM MNOANUCKU ANs
KOMMNbIOTEPOB-UCTOYHUKOB noa ynpasneHnem OC WindowsXP / Server 2003
Heob6Xxo4MMO oTMeuaTb NYHKT U3MeHUTb 3anpoc Bpy4YHylo BO BKAagKe XML, co3paHHOM
NoANUCKM (cm. puc 6).

e o

DuneTp 3anpoca @

| Dunetp | XML

Y7066l oprannsoeate uneTp coboituii B popme XPath, ycraHosuTe pnaxkok Huxe.

|« QueryList>
<Query Id="0" Path="Application">
<Select Path="Application">*[System[(Level=1 or Level=2 or Level=3 or Level=4 or
Level=0 or Level=5)]]</Select>
<Select Path="System">*[System[(Level=1 or Level=2 or Level=3 or Level=4 or Level=0
or Level=5)]]</Select>
</Query>
</QueryList>

[¥] Wzmenue 3anpoc epyunyto

! oK | { Otmena

PucyHok 6 - ®opMupoBaHUe TEKCTA 3alpoca MOJMMCKU BPYYHYIO

MNpu BblbOpe TMNA CcO6bLITUA KypHana be3onacHocmb npu HeobxogmumocTn ero
nepegaun Ha KOMMbIOTEP-COOPWIMK TpebyeTca AONO/HUTENbHAA HACTPOMKa Ha
KOoMnbloTepe-UcTouHuKe. Heobxoammble WarM No HacCTpoiike KOMNbIOTEPA-UCTOUHUKA
npeAcTaBneHbl B COOTBETCTBYHWOLWEM pasgene nyHkta 2.3. bonee noppo6bHo 06
ocobeHHOCTAX npoueaypbl cbopa owMOOK KypHana be3onacHocms MOXHO Y3HaTb Ha
caurte KOMNaHun Microsoft:
http://blogs.technet.com/b/otto/archive/2009/06/22/forwarding-security-events-
from-windows-xp-server-2003-and-vista-server-2008.aspx
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4.2.2.HacTpoiiKa rpynnoBbIX NOJUMTHK AJIs1 Pab0ThI CJAYKO0bI CO0Opa OLIUOO0K

Mocne co3aaHuMA HOBOM NOAMUCKM Ha KOoMMbloTepe-cbopuKke Heobxoanumo 0603HaUYUTb ero Kak
cepBep-cbopLmK cobbITUIN ayaMTa B /IOKaNIbHOM CETU AOMEHA:

e Ha KOHTponnepe AoMeHa 3anycTUTb pPeaaKkTop T[PynnoBOM  MOJIMTUKM, BbIMNOJAHUB
KomaHaygpedit.msc. B BeTke KoHgpueypayus Komnoiomepa -> AOMUHUCMPAMUBHbIe
wabaoHsbl -> KomnoHeHms! Windows ->llepecoinka cobbimuli (cm. puc. 7) 3agatb napameTp
SubscriptionManagers, yka3as B Ka4yecTBe napameTpa MMs KoMnbloTepa-cboplumka (collector)
B dopmarte “server=FQDN:5985” (cm. puc. 8)

R HacTpouTs 3Apec CepEepa, MHTEPBaN OBHOBNEHNS U LiEHTP, BBIAAIOLLNI CEPTUONKAT AN8 ANCMETYEPE NO... = | =)
E} HacTpouTe agpec cepeepa, MHTEpEan OBHOBAEHUS U LEHTP, BLIAAIOLANA CePTUOUKAT ANS AUCMETHEPE NOANMCKY
Mpeatiaywnii napanerp
) He 3aaaHo KommeHTapuit: =
9 Braouute
| OTRAKOUMTE i
MoAREPKMBIETCR: Lo e Windows Vista

Mapametpei: Cnpaeka:

SubscriptionMariagers | oo 3TOT NapaMeTp NOAUTUKKM NO3BONAET HacTpOUTS aApec cepeepa, |
WHTEPBaN 0GHOBAEHUA U LEHTP, BbIAAFOLLMIA CepTUMKAT Ana
avcneryepa noanucku. JucneTyep nognucky - 3To KOMNLIOTE,

Ha KOTOpbIif NepecbinaoTcs cobbiTna.
Wcnonbsoeanune: Option=Value[, Option=Value]* =
Mapamerpen:
Cepeep (06a3aTenbHo) - 3apeC KOMMBIOTEPS, Ha KOTOPbIIA
HeobxoaumMo nepeceinate cobeitua. Ecan cepeep ucnonesyer
TpaHcnopTHelit npotokon (HTTP) u nopr (5985), npumeraemele
N0 YMON4aHWNIO, BEEAUTE SErver= <uMa_cepeepa>, rae
<UMA_cepeepa> - nonHoe gomeHHoe uma (FQDN). B npotuerom
cnyu4ae, ykaxute nontbiit URL-agpec. Hanpumep, npu
[ OK 1 [ Otmena ] [ MpuneruTs }
PucyHok 7 - OnpedeneHue domeHHOL noaumMukKu
Buisoa cogepxanna o ||=E
SubscriptionManagers
3Hauerune
7 server=FQDN:5585
*

[ ) [opes ]

PucyHok 8 - 3adaHue adpeca komnblomepa-coopwuxa
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HacTpoiku cepsepa cbopLiMKa OWNOOK 3agat0Tca gNa AOMeHa, Takum obpasom, obecneunsas
aAMUHUCTPATOPa YAOOHOM TOYKOM PacnpoCTpaHEeHUA HACTPOEK B C/lydae CMeHbl afpeca KomnbioTepa
cbopuimKa.

YKasaHue nopta nocne FQDN-umeHu cepBepa cbopuwmka Heobxogumo pans
KOppPEeKTHOM paboTbl cnyKbbl cbopa cobbiTuii ayauTa ¢ paboumx ctaHumii, paboTtarowmx
nog OC Windows XP / Server 2003. 310 cBA3aHO C pa3s/MuMem B BepcUAX NPOTOKONA
WinRM, wucnonb3yembix B 3Tux OC. 3HaueHMe nopTa NO YMOJYAHUIO ANA CAYXKObI
WinRM B OC Windows XP/Server 2003 yctraHoBneHo 80, XOTA NOPT NO YMO/YaHUIO ANA
cepsBepa cbopwmka nop ynpasneHnem OC Windows 7/Server 2008 R2 ycraHoBneH
5985. Takum o6bpasom, 6e3 yKaszaHUA NOPTa B HACTPOMKAX AOMEHHOW NOJNUTUKM,
CnyXbbl cbopa owmnmbok ¢ pabounmx craHuuMi nop ynpasneHunem OC
Windows XP/Server 2003 pa6oTaTb He 6yayT.

B cnyyae ncnonb3oBaHUA KOHTpoOJ/iepa AoMmeHa nog ynpasneHnem OC Windows Server
2003 BO3MOKHO oOTCcyTCcTBME pasgena [MepecbinKa cobbiTmii. B gaHHOW cuTyauuu
Heob6Xo4UMO BOCNO/Ib30BaTbCA CPEACTBOM YAANEHHOrO ynpas/ieHUuA cepBepom Ans
ynpaBneHua AOMEHHOI NOAUTUKOM C pabouelt cTaHUMK-COOpLMKA Noa ynpaB/ieHUEM
OC Windows 7. bonee nogpo6Ho npo CpeacrtBa yAaNeHHOro agMWHUCTPUPOBAHUA
(RSAT) MOXHO npoyunTaTb Ha caiite KOMnaHuu
Microsoft:http://www.microsoft.com/download/en/details.aspx?id=7887
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http://www.microsoft.com/download/en/details.aspx?id=7887

4.3. Hacrpoiika c1y>K0b1 OTIIPAaBKH OLIMOOK (eventsource)

4.3.1.HacTpoiKa c/1y>K0bI OTIPABKH OLIMO0K HA KOMIILIOTEPAX, Pa60TaAOIIMX
noz ynpasjeHueM OC Windows XP/Server2003

[na HacTpolikn cnyx6bl aBTOMaTM3MpoBaHHOro cbopa ownbok B OC cemeictea Windows XP /
Server 2003 Heob6xoaMMO NpeaBapUTENIbHO YCTaHOBUTb KOMNoHeHTbl WS-Management v1.1 (He BxoguT
B Komnnekt noctaBkM OC). CKayaTb 3T KOMMOHEHTbl MOXHO C cailTa Komnauuum Microsoft:
http://www.microsoft.com/downloads/en/details.aspx?FamilylD=845289ca-16cc-4c73-8934-
dd46b5ed1d33&displaylang=en.

Mocne ycTaHOBKM KOMNOHEHT RemoteManagement HeobxoaMma UX HaCTPOMKa:

e Ha KomnbloTepe - UCTOYHMKE (source) BbIMONHWUTL aKkTUMBaUMIO Caykbbl WIinRM, BbiNonHMB
KomaHAy winrmqc —q. Y40cToBepUTbCA YTO c/1y»Kba 3anyuieHa (cm. puc. 8).
e Ha KomnbloTepe - MWCTOYHWMKE (source) BbINOAHUTb aKTMBALMIO CAYKObl NOAMNUCKK

EventCollector, BbinonHns KomaHay wecutilge (cm. puc. 9).

B Agmunuctpatop: C:\Windows\system32\cmd.exe =N l

Microsoft Windows [Uersion 6.1.76011]
(c> Kopnopauus Maikpocoor (Microsoft Corp.>,. 2009. Bce npaBa 3auMueHH.

m/»

C:\Users\agmMuHucTparopowinrm gc —qg
[Cayxea WinRM yxe HacTpoeHa Ha npueM 3anpocoB HA KOMNbKOTEpPE.
Cayxea WinRM yxe HacTpoeHa Ha paspeweHUe YAAAEHHOr O YNPaBAEHUA KOMMNbIOTEPOM.

C:\Users\agmuHucTparopowecutil gc
PexxuM 3anycka CAYKEH 6YneT W3MEeHEeH Ha 3anyck c 3apnepxkow. lMpopoaxure <Y — pa. N

HeT)?y
Cayxea ceopuMka coemTui Windows ycnewHo HacTpoeHa.

C:\Users\anmuHucTparop>_

PucyHok 9 - AkTHUBaLUs C1yK06bl yAAJIEHHOTO yIpaB/IeHUSs

Mocne BbINONHEHMA OMUCAHHbIX AEWCTBUIM B CMUCKE XYPHANOB Ha KOMMbOTEPE-UCTOYHUKE
nosBuTbca ypHan Microsoft-Windows-Forwarding (PucyHok 10), B KoTopom 6yayT ¢duKcupoBaTbCA
cobbiTMAa paboTbl cny:kbbl NOAMNUCKK, a B XypHane Ha KomnbioTepe-cbopuimke (collector) byayr
dUKcMpoBaTbCA cobbITUSA, onpeaeneHHble B panne KoHpUrypaumm.
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Pucynok 10 - XKypuasn Microsoft-Windows-Forwarding

Dna KoppekTHoi paboTtbl cnyXKbbl c6bopa owMOOK npu co3gaHuM NOANUCKU ANA
KOMMNbIOTEPOB-UCTOYHUKOB  nog, ynpasneHnem OC  Windows XP/Server 2003
Heob6Xxo4UMO oTMeyaTb NYHKT U3MeHUTb 3anpoc Bpy4HyK BO BKAagKe XMLco3paHHOM
nognucku (cm. n. 2.2.1).

4.3.2.HacTpo¥ka c60pa OLIMOOK »KypHaJia 6e30MaCHOCTb HA KOMIILIOTEPAX,
paooTawuux noj ynpasjieaueM OC Windows XP/Server 2003

HacTpoiKn no ymonyaHuio He No3BOJIAKT HAaCTPOUTb COOp OWMOBOK U3 KypHana be3onacHOCTb.
310 obycnosneHo 6onee BbICOKMMM TpeboBaHMAMM 6E30NACHOCTU U COOTBETCTBEHHO 60N€Ee BbICOKUM
YPOBHEM A0CTyNa, Tpebyembim A1 YTEHUA COAEPKUMOTO daina KypHana.

Y1o 6bl NONYYMTb BO3MOXKHOCTb MepecblnaTb cobbITUA U3 XKypHana besonacHocTb Ha paboumx
CTaHumax nog ynpasneHnem OC Windows XP cnegyeT M3MeHUTb NOPAAOK 3amnycka CAyKobl
WindowsRemoteManagement (puc. 11) oT umeHn JloKanbHOro agmuHuUcTpatopa. [Ana 3Toro
HeobXx04MMO BbINOJHUT:

1. [yck -> AdmuHucmpuposarue -> Cayrcbbl
2. Cnyx6a Windows Remote Services -> Cgolicmsa
3. B cBowcTBa 3anyck om umeHuU yKasaTb JIOKaNbHbI agMUHUCTPATOP.
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Windows Remote Management (WS-Management) (/lok... @

D6wwe | Broa & cucTemy | BoccraHosnenue | 3aeucumocTu

‘ Bxog B cucTemy:

(%) C cucTeMHOI YyeTHOM 3anuckio

[] Paspewwre B3aumogeiicTeMe © patiounm cTonom

(O C yyeTHoi 3anuckio:; ‘ 7 ‘

‘ ‘
MO3KHO PasSpPeLMTE MKW 3aNPETUTE 3TY CAYKEY ANA NEPEYUCAEHHBIX
HUKE NpodUnelt 060pYLOBaHUA:

| Mpogune oSopynosaHua Cnyx6a
| Profile 1 BrnwoyeHa

[ 0K ] [ OTMeHa ] [ pUMEHMTE

PucyHok 11 - HacTpoiika 3anycka ciyx06bl

[JaHHaA HacTpoMKa ABAAeTcA NOTeHuManbHO HebesonacHou. Cnepgyer ocobeHHO
BHMMATE/NIbHO OTHOCUTbCA K OMNMUCAHHOW Bbille BO3MOXHOCTU, T.K. OHa B/eyeT
CyliecTBeHHble PUCKM MHPOPMALMOHHOM 6e30nacHOCTy.

Y10 6bl MONYYMUTb BO3ZMOMKHOCTb MepecbiiaTb COObITUA U3 KypHasia besonacHocTb Ha cepBepax
noa ynpasneHnem OC Windows Server 2003 Heobxoaumo Ao6aBuTb Katod peectpa CustomerSDco
3HayeHuem ”0:BAG:SYD:(A;;CC;;;NS)”"no agpecy
HKLM/SYSTEM/CurrentControlSet/Services/EventLog/Security, BbinonHns KomaHay regedit (puc. 12).

Ma ] Tvn l 3HaqeH1e ]
‘(.!10_. yMondaHua) | REG_SZ {3Ha4eHHe He NPHCBOEHD)

AutoBackuplogFiles REG_DWORD 0x00000000 (0)

L‘,’_’:]CustomSD REG_S5Z 0:BAG:SYD:(D;;0xF0007;;; ANYD; ;0xF0007; ;;BG)(A;;0... l
L‘,’.’]DisplayNameFile REG_EXPAND_SZ %eSystemRoot%\System32\els. dll

DisplayNameID REG_DWORD 0x00000101 (257)

E'_’] File REG_EXPAND_SZ %SystemRoot %\ System32configiSecEvent. Evt
MaxSize REG_DWORD 0x08000000 (134217728)

PrimaryModule REG_5Z Security

RestrictGuestacc... REG_DWORD 0x00000001 {1)

Retention REG_DWORD 0x00000000 (0)

Pucynok 12 - Co3zaHure 3anMcu peecTpa
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4.3.3.HacTpoiiKa c/1y>K0bI OTIIPABKH OLIMO0K HAa KOMIIBIOTEPAX, Pa6OTAIOLIUX
noz ynpasjaeHueMm OC Windows 7 /Server 2008 R2

Ona HaCTPOMKKM cnyKbbl OTNPaBKM OWMOOK HEOBXOAMMO BbINONHUTL C/ieaytolmne AencTBUS:

e Ha KomnbloTepe - UCTOYHMKE (source) BbIMONHUTbL aKTMBaLUMO cayxbbl WinRM, BbinonHMB
KOMaHAy winrmqc —q. Y40CTOBEpPUTbCA YTO C/yK6a 3anyuieHa (cm. puc. 13).

e Ha KomnbloTepe - UCTOYHWMKE (source) BbINONHUTbL AKTMBALMIO CAYKObl NOANWUCKK
EventCollector, BbinonHnB KomaHay wecutilqc(puc. 13).

EX Agmununctpatop: C\Windows\system32\cmd.exe (|- {

Microsoft Windows [Uersion 6.1.76011]
(c> Kopnopauus Maikpocoor (Microsoft Corp.>,. 2009. Bce npaBa 3auMueHH.

m/»

C:\Users\agmuHucTparopowinrm gc —qg
iCaykea WinRM yxe HacTpoeHa Ha nNpueM 3anpocoB HA KOMNbROTEPE.
Cayxea WinRM yxe HacTpoeHa Ha paspeweHUe YAAAEHHOr o YMNpPaBAEHUA KOMNbOTEPOM.

C:\Users\agmuHucrTparopowecutil gc
[PexumM 3anycka CAYKEH 6YNeT W3MeHeH Ha 3anyck c¢ 3anepxkow. [lpopoaxutn <Y — na. N

HeT)?y
Cayxea ceopumka coemTui Windows ycnewHo HacTpoeHa.

C:\Users\agMuHucTparop>_

PucyHok 13 - AKTHUBaLUA c1yK0bl YaJI€HHOTO yIpaBJeHUs]

Mocne BbINONHEHWUA OMUCAHHBLIX AEWUCTBMIA B CMMCKE KYPHA/NOB Ha KOMMbIOTEPE-UCTOYHUKE
noasuTbca XypHan Microsoft-Windows-Forwardings kKotopom 6yayT ¢pukcnmpoBaTtbca cobbiTuA paboThbl
CNyX6bl NOANUCKK, a B KypPHase Ha KomnbtoTepe-cbopuumke (collector) 6yayt dukcmpoBaTbea cobbITUA,

onpeaeneHHble B Gpaitnie KOHPUrypaLuu.

4.3.4.HacTpoiiKka co6opa OIMOGOK KypHa/ia 6€30NaCHOCTbh Ha KOMNIbIOTEPaAX,
pa6oTawmux noa ynpasiaeHueMm OC Windows 7 /Server 2008 R2

HacTpoiKn no ymon4aHuio He NO3BONAIOT HACTPOUTbL cOop OWMBOK 13 KypHana besonacHoCTb.
310 obycnosneHo 6onee BbiICOKMMM TpeboBaHMAMM 6E30NACHOCTN M COOTBETCTBEHHO 60JiE€ BbICOKMM

YPOBHEM A0CTyna, TpebyemMbim AN1A YTEHUA coaepKMMoro daina *KypHana.

Yto 6bl NONYYUMTL BO3MOXKHOCTb MepecbliaTb cobbITUA U3 XKypHana besonacHocTb Ha paboumx
cTaHumax nog ynpasneHnem OC Windows 7/Server 2008 R2 Heobxoanmo:

1. OTKpbITb KOHCOb YNpaBaeHne KoMmnboTepom
2. B pa3gene nonb3oBatenn u rpynnbl BbibpaTb Mpynnbl -> YTeHue KypHanos ayguTa ->

CsolicTBa
3. Jobasutb cybbeKT gocTtyna “CeteBoli cepsuc” B rpynny goctyna (puc. 14)
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Event Log Readers Properties @
General

.'k Event Log Readers

Description: Members of this group can read event logs from local
machine

| 22 NT AUTHORITYNETWORK SERVICE (5-1-5-20)

Changes to a user's group membership

Add.. Remowve are not effective until the next time the

user logs on.

A1)
]

| 0K || cancel Appy Help

PucyHok 14 - HacTpoiika rpymnmnbl 6€300acCHOCTH J0CTYIa K )XypHaJslaM ayAuTa.

2.4 IIpoBepka pa6GoOThI CJ1y»KObl COOpaA OLIMOOK

Ona KOHTpons 3a paboTtoi cayxbbl cbopa cobbiITUIM ayauTa Ha KOHEYHbIX paboumx mecTtax
aaMUHUCTPATOPY cneayeT ob6paTnTbea K cobbiTuAM *KypHana Microsoft-Windows-Forwarding.

Mpn OTCYTCTBMM HA KOMMblOTepe-cOopLUnKe AAHHLIX O COObITUAX C KOMMbHOTEPA WUCTOYHMKA,
paboTtatouero nog ynpasneHnem OC Windows XP / Server 2003, cneayeT nNpoBepuTb HACTPOMKY
Py4Horo ynpaBneHua 3anpocom B pasgene XML B cBONCTBE NOANUCKN.

Mpy NosBAeHUM OWMBOK, CBA3AHHbLIX C NpPaBamu AOCTyna, NPY MOMbITKE MOAYYUTb AOCTYN K
)KypHany be3onacHocTb, HEO6XO04MMO NMPOBEPUTL BbINOSHEHUE TPeBOBAHMIA, ONUCAHHbIX B N.M. 2.3.2,
2.3.4.

B cnyyae owmbOK CBA3M C KOMMbIOTEPOM-COOPLUMKOM HEOBXO0AMMO NPOBEPUTH HACTPOMKMK
Moanucku (cm. n. 2.2.1) n napameTpbl, onpeaensaolime cnocob B3anmoaencTama ¢ Hum (cm. n. 2.2.2).

Mocne cMeHbl HacTPOeK CleayeT BbiNoNHATbL KOMaHAy gpupdate /force Ana Nony4eHuUa HOBbIX
3HaYEeHMUI NOZIMTUKN C KOHTPOAIEPA AOMEHa.

B cnyyae wraTHOM paboTbl ciy*Kbbl cbopa cobbITUiA ayaMTa BO3HMKAKOT CAeayoLLme 3anmcu (puc.
15-18) B xypHane Microsoft-Windows-Forwarding:

20/24
EAPM.5090005.032-03 90 05 (pegakuma 37 o1 05.12.2016)
CpeacTBo 3awmThl HGopMaLmm «SecurePackRus» Bepcua 3.0
PykoBoacTBO agMMHUCTpaTopa 6esonacHocTn. AyauT.



Ceoncrea: CobbiTHe

Cofibmue ‘

Dara:  EROEEER  Mcrounuk:  EventForwarder-Operatio 1+ |
Bpema: 10:23:47 Kareropua: Ortcyrcreyer

Tun:  Yeepomne | Kog (ID):

106 x |

MNonezosarens: H/
Komnetorep:  ARM

OnucaHue:

Forwarder is adjusting its subscriptions

4aubscriotion policy has changed,
according to the subscription manager(s) in the updated policy.

HononHUTENEHEIE CBEAEHWA MOXKHO HAMTW B LEHTPE CMPaBKU W
nogaepxku, 6 "http://go. microsoft. com/fwlink /events. asp".

0K ][ Otmena ] MpureHUTS

Pucynok 15 - [lonuTuka ycnemHo o6HoBieHa (koz 106)

Ceoncrea: CobbiTHe

Cofibmue

Nara: 18.01.2012 MWerounuk:  EventForwarder-Operatio 1+ |
Bpema: 10:23:45 Kareropua: OTtcyrcreyer

Tun:  Yeeaomne | Kog (ID):

04
|

MNonezosarens: H/L
Komnetorep:  ARM

OnucaHue:

The forwarder has successfully connected to the subscription manager at

TEOOTESS SUanZ. Spriocal 5900

HononHUTENEHEIE CBEAEHWA MOXKHO HAMTW B LEHTPE CMPaBKU W
nogaepxku, 6 "http://go. microsoft. com/fwlink /events. asp".

oK ][ Otmena ] MpureHUTS

Pucynok 16 - CoeiuHeHMe C KOMIIbIOTEPOM-COOPIIMKOM YCIELIHO YCTaHOBJIeHO (kox 104)

EAPM.5090005.032-03 90 05 (pegakumsa 37 o1 05.12.2016)
CpeacTBo 3awmThl HGopMaLmm «SecurePackRus» Bepcua 3.0
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Ceoncrea: CobbiTHe

Cofibmue

Bpema: 10:23:45 Kareropua: Ortcyrcreyer

MNonezosarens: H/O
Komnetorep:  ARM

OnucaHue:

Nara: 18.01.2012 MWerounuk:  EventForwarder-Operatio 1+ |

Tun:  Yeeaomne IKQQ (D 100

The subscription Test is created successfully.

JlononHUTenbHbIE CEEAEHUA MOXHO HaITU B LEeHTPE CrPaBKU W
noaaepskku, B "hitp: //qo. microsoft. com/fwlink /events. asp".

[ oK ][ Otmena ] MpureHUTS

PucyHok 17 - [lognucka ycneuHo npuMeHeHa (koz 100)

Ceoncrea: CobbiTHe

Cofibmue

DNara: 23122011 Werownuk:  EventForwarder-Operatio 1+ |
Bpema: 17:26:21 Kareropua: Ortcyrcreyer

Tun:  Yeepomne |Kog (D) 103

MNonezosarens: HA
Komnetorep:  ARM

OnucaHue:

AThe subscription A3 is unsubscribed.

JlononHUTenbHBIE CEEABHUA MOXHO HaITU B LEeHTPE CrPaBKU W
noaaepskku, B "hitp: //qo. microsoft. com/fwlink /events. asp".

[ oK ][ Otmena ] MpureHUTS

PucyHok 18 - I[lognucka ycneuiHo oTkiarveHa (kog103)

EAPM.5090005.032-03 90 05 (pegakumsa 37 o1 05.12.2016)
CpeacTBo 3awmThl HGopMaLmm «SecurePackRus» Bepcua 3.0
PykoBoAcTBO agMuUHKCTpaTopa 6esonacHOCTU. AyauT.
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5. [Ilpuinoxenue 1

XML-dpaiin ana popmmnpoBaHMA 3anpoca K KypHany ayamta M aBTomatusaumm cbopa owmnbokK
(cnepyeT ncnonb3oBaTbh Ha 3Tane HacTOMKKU NOAUTUKKU NOAMUCKU Ha KOMNbloTepe-cboplumke n.n. 4.2.1).

JaHHaA KOHd)MI'ypaLI,Mﬂ noannCKM NoO3BoNAET CO6MpaTb cobbITuA cnegyrowmnx nOUTUKI

v" Secure Pack (8 .T.u.

e SPR-CriticalResourceProtection

e SPR-DeviceAccessControl

e SPR-ScriptControl
v’ Software RestrictionPolicy

e Windows-Software-Restriction-Policy
v CryproPro( BT.4. CryptoPro EFS)

<QuerylList>
<Query Id="0" Path="Secure Pack Rus">

<Select Path="Secure Pack Rus">*[System[(Level=1 or Level=2 or Level=3 or Level=4 or
Level=0 or Level=5)]]</Select>

</Query>
<Query Id="1" Path="Application">

<Select Path="Application">*[System[Provider[@Name="Microsoft-Windows-
SoftwareRestrictionPolicies'] and (Level=1 or Level=2 or Level=3 or Level=4 or Level=0 or
Level=5)]]</Select>

</Query>
<Query Id="2" Path="Application">

<Select Path="Application">*[System[Provider[@Name="Software Restriction Policies'] and
(Level=1 or Level=2 or Level=3 or Level=4 or Level=0 or Level=5)]]</Select>

</Query>
<Query Id="3" Path="Application">

<Select Path="Application">*[System[Provider[@Name="cpcsp'] and (Level=1 or Level=2 or
Level=3 or Level=4 or Level=0 or Level=5)]]</Select>

</Query>

</QueryList>
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Pack Rus» eepcusa 3.0. EAPM.5090005.032-03 31 01.

2. —. ®opmynap. Cpedcmeo 3awjumel uHpopmayuu «Secure Pack Rus» eepcusa 3.0.
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