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1. AHHOoTAUMSA

HacToawmin p[OKyMeHT coaepXuT PykKoBOACTBO aAMUHMUCTpaTopa AOMNOJAHUTENbHOWN
KOMMOHEHTbI «LleHTp cTtatnuctnkm» (ganee — CepBUC CTAaTUCTMKKW) M3 cocTaBa [porpaMMHOro
komnnekca «Kpuntollpo PKI-KnacTtep».

[JOoKyMeHT BKIto4aeT B cebss onuMcaHWMe MpouUecCcOoB pa3BOpayYMBaHMS U HACTPOMKM
OCHOBHbIX MpPOrpaMMHbIX peweHnin CepBuca CTaTUCTMKM M nNpefHasHadeH ANns CUCTEMHbIX
aagMmHuctpaTtopos n AammHuctpatopoB Kpuntollpo PKI-Knactep kak pyKoBOACTBO MO YCTaHOBKe
1 KoHdurypmposaHuto Kpuntolpo PKI-Knactep.

[aHHbI AOKYMEHT, BKItOYas Noabop v pacnonoxXeHne WANKCTpauuni n Mmatepnanos B HEM, SBASETCS 06bekToOM
aBTOPCKMX MNpaB W OXPaHSAETCA B COOTBETCTBMM C 3aKoHoAaTenbCcTBOM Poccuiickonn ®epepaumn. Obnapatenem
UCKTIOUUTENBHbIX aBTOPCKMUX U UMYLLECTBEHHbIX NMpas fsaseTca 000 «KPUMTO-MPO». Ucnonb3oBaHne aTUX Matepuanos
nobbiM cnocobom 6e3 NMCbMEHHOro paspelleHus npasoobnagartens 3anpeweHo M MOXET MOB/eYb OTBETCTBEHHOCTb,
npefyCcMOTPEHHYI0 3akoHoaaTenbctBoM P®. WHdopmaumsa, npuseaéHHas B AaHHOM AOKYyMeHTe, npefHasHadeHa
WCKIOYMTENBbHO ANS 03HAaKOMJIEHWS W He SBASeTCA ucyepnbiBatowen. CocTtaB MPOAYKTOB, KOMMOHEHT, UX (YHKUUK,
XapaKTepuCcTUKN, Bepcuu, [AOCTYMHOCTb W Mp. MOryT ObiTb M3MeHeHbl KoMmnaHven OO0 «KPUMTO-MPO» 6e3
npeasapuTenbHOro yseaomneHuns. Bee ykasaHHble AaHHbIE O XapaKTePUCTUKaxX NPOAYKTOB OCHOBaHbl Ha MeXAYHapOAHbIX
WIN  POCCUMCKUX CTaHdapTtax W pe3ynbTatax TeCTUPOBaHWS, TMOJIyYEHHbIX B HE3aBUCUMMbIX TECTOBbIX WU
cepTudUKaunoHHbIX nabopatopusax, NM60 Ha NPUHSATLIX B KOMNAaHUW MeToAMKax. B aaHHOM gokymeHTe koMmnaHus OO0
«KPUMTO-MNPO>» He NnpeaoCTaBnsieT HUKaKMX HWU SBHbIX, HXW NOAPa3yMeBaeMbIX rapaHTuii. BnagenbueM ToBapHbIX 3HaKOB
Kpuntolpo, KPUATO-MPO, norotmnos 1 npasoobnagatenemMm UCKAIOUYUTENbHbIX NMpaB Ha MX AU3alH U UCMNONb30BaHMKeE,
naTeHTOB Ha COOTBETCTBYOWME NpoaykTbl asnsetcs OO0 «KPUMTO-MPO». Ha3zBaHMS NpoYnX TEXHOMOTMUI, NPOAYKTOB,
KOMMaHWI, yNOMUHAKLWMXCSA B AAHHOM AOKYMEHTe, MOryT SIB/ISiTbCA TOBAPHbIMU 3HAKaMW CBOMX 3aKOHHbIX BriajenbLes.
CeefeHuns, npuBedéHHble B [AHHOM [JOKYMeHTe, aKTyasbHbl Ha pAdaty ero nybnukauwmn. [lpu nepeneyatke w
MCNOSb30BaHNM AaHHbIX MaTepmanoB Nnbo nbon nx yactn ccoiiikm Ha OO0 «KPUMTO-MPO» obs3aTenbHbl.

© 2000-2022, 000 «KPUNTO-INMPO>» Bce npaBa 3aluMLLEHbI.
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2. CucrteMHble TpeboBaHusA

2.1. Tpe6boBaHusa K annapaTHOMy obecne4yeHuto

AnnapaTHble TpeboBaHMA K TexXHUMYECKMM CpeAcTBaM, Ha KOTOPbIX pa3MewarTcs
NporpaMMHble KOMMNOHeHTbI CepBMCa CTaTUCTUMKKN, 3aBUCST OT KOSIMYECTBA 3aperncTtpmMpoBaHHbIX
Monb3oBaTtenen u TpeboBaHUN MO NPOU3BOAMNTENIBHOCTM BCErO KOMIJIEKCA.

Tabnuua 1. TpeboBaHmnsa K annapaTHOMY obecneyeHuo

O6opypoBaHue MuHunManbHble TpeboBaHus

LleHTpanbHbI 64-pa3psagHbii ABYXbAAEPHbIN Npoueccop C TakToBon yactoton 1,86
npoueccop My
OnepaTuBHas
P 4B 03y
namsTb
XKecTkumin anck 4 I'b cBoboaHOro mecra
OauH ceTeBOW apanTep, COBMECTMMbIA C OMNEepaLMOHHOW CUCTEMOW
CeTeBble aganTepbl < N
KOMMblOTEpa, 418 B3auMOAENCTBUSA C BHYTPEHHEN CeTblo

2.2. TpeboBaHusa K nporpaMMHOMY obecneuyeHuto

B Tabnuua 2 ykasaHbl NpeabsBisieMble K NporpaMMHOMYy obecnedeHunto TpebosaHus.

Tabnuua 2. TpeboBaHUA K NporpaMMHOMY obecrneyeHuto

KoMnoHeHT HaunMeHoBaHue

OnepaumonHas Windows Server 2012 R2/2016/2019 (x64)
cncrtema
Cyba PostgreSQL
Internet Information Services,
Be6-cepsep MpuMeHeHMe [AONYCTUMO B COOTBETCTBMM C  3KCMyaTaLMOHHON

AOKyMeHTauuen Ha CK3U

AHTMBUpYcHoe 0 B cooTBeTCTBUM C 3KCNyaTauMoHHOM AoKyMeHTaumen Ha CK3U

CK3un KpunTtollpo CSP 5.0 R2
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3. PazBepTbiBaHue CepBuca CTaTUCTUKMU

B AaHHOM pas3pene OnMUCbIBAeTCs MNopsaoK pasBepTbiBaHus CepBuca CTaTUCTUKKU. [ns
BbIMOJIHEHMS pa3BepTbiBaHMa CepBuca CTaTUCTUKN HEO6X0AMMO BbINOAHUTL CNeAyowme waru:

» YcTtaHoBka n noarotoska OC:
> YcrtaHoBKka Beb-cepBepa IIS;
» YctaHoska .NET Core;
> YctaHoBka CYb[;
» YctaHoska Kpuntollpo CSP.

A\

Pernctpauusa B PKI-Knacrtep Toyek Bblaauu;

> Co3gaHune n permcrpaums ceptmdmnkaToB onepaTopos;
» PasBopaumBaHune Cepsuca CTaTUCTUKN:

>
>
>
>
>

PaszeBopaunBaHune B[ CepBuca CTaTUCTUKMU;

Pernctpauuns nonb3oBatenen CepBuca CTaTtuCTUKK;
Hactpoika obMeHa aaHHbIMK ¢ KpunTollpo PKI-Knactep;
Hactpoiika Kpuntolpo PKI-Knactep;

HacTpoiika npunoxeHun B 1IS.

> HacTpoika kapTbl Poccum ans cTpaHuubl C TOUKaAMKU BblAauu.

3.1. YcTaHOBKa v noarortoska OC

Huxe npuBenéH npuMepHbIn Habop AeNCTBMI ANs NOArOTOBKK KOMMboTepa C 64-6utHomn
onepaunmoHHon cuctemomn cemenctea Windows Server.

Bce nyTn oTCUMTBIBAOTCA OT KOPHS YCTaHOBOYHOrO (anctpubytmeHoro) ancka Kpuntollpo
PKI-Knactep CepBuUC CTaTUCTUKMN.

3.1.1 YcTraHOBKa Beb-cepBepa IIS

YcTtaHoBKa Beb-cepBepa IIS ocyuwecTBaseTcs nocpeacTBoM [ucnetdyepa cepeepa NyTeM
nobasneHns ponn «Beb-cepsep (IIS)» ¢ HabopoMm cnyxb Beb-cepBepa No yMON4YaHuULo.

B cnyvae otcytcTtBus goctyna kK DNS-cepBepy gononHutenbHo notpebyeTtca nponucaTtb
IP-agpec cepsepa CepBuca ctaTuctukun un cepeepa Kpuntollpo PKI-Knactep B daiin «hosts».

3.1.2 YcTtaHoBKa .NET Core 3.1

YcTaHoBka nakeTta pasMeweHna .NET Core 3.1 ocyLlecTBnsieTcs ¢ yCTaHOBOYHOro AMCKA.

C:\> E:\dotnet-hosting-3.1.9-win.exe

3.1.3 YcTraHoBka CYb/[

Onctpnbytne CYB/[ PostgreSQL Heob6xoanMO MoNy4YmTb CaMOCTOSTENBHO.
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YcTaHOBKa M HACTpoOMKa BbIMNOSHAETCSA COrfacHO 3KCnayaTauMOHHOW AOKYMEHTauunm Ha
CYB/[ PostgreSQL. lNpuMep ycTaHOBKMW:

sudo apt-get install postgresqgl

3.1.4 YcTtaHoBka KpunTtollpo CSP

OnctpnbytnB HeobxoamMMO MoNy4nTb camocTtosTenbHo. Mpu yctaHoBke Kpuntollpo CSP
HeobxoanMo BKNOUUTL onumio «KpunTtonpoBanaep YpoBHA sapa OC».

Mpn wncnonb3oBaHum auctpmbytTmea CSP KC2 Heob6xogMMo NOMHUTbL, 4TO TpebyeTtcs
yCTaHOBKa anmnapaTHOro JaTtyvMka Cay4YalHblX 4ducen wn paga Apyrmx Mep, OMMCAHHbIX B
AOKyMeHTaumm Kk CSP.

3.2. Pernctpauusa B PKI-Knacrep Touek Bbiaaum

B uensax obecrneyeHnss BO3MOXHOCTK cb6opa cBeAEHWUI O CO3AaHHbIX KBann@uumMpoBaHHbIX
cepTndumkaTax, 3anpocax Ha cepTudukaTbl, cpopMmmpoBaHHbiX nocpeactsom Kpuntollpo PKI-
Knactep, a Takxe cBeaeHu o6 aHHynupoBaHHbIX cepTudukatax B Kpuntollpo PKI-Knactep
Heo6XxoAMMO BbINOAHUTL perncTpaumio KoaoB Touyek Bblaadun onepatopos ®HC Poccuun u
AosepeHHbIxX nmy ®HC Poccuu.

Koa Touku BblAauym MOXET COCTOSATb U3 HECKONbKUX YmMcen, pa3aeneHHbliX Toukon (dopmaTt
OID'a), HanpuMep, «1.52.7711.1», U1 TEKCTOBOr0 ONWUCAHUSA, HanpuUMep, «MoHC M1l r.MoCKEH,
APM Nl». B 3anmcm «1.52.7711.1» nepsBoe 3Ha4YeHWEe A0 TOUKU COAEPXKWUT KOA4 MNOAYMHEHUS
Toukun Bblgaun (®HC Poccun), BTOpOoe 3HaueHmne — 0603Ha4YeHne permoHa ans toyek ebigaum ®HC
Poccun nnbo koa, npeaHasHa4vYeHHbIn ANa onpeaeneHns aosepeHHbix nuy ®HC Poccunun, TpeTbe
3Ha4yeHue - Ko KOHKpPETHOW HanoroBoM WMHCNeKuuMnm wunm aosepeHHoro nuua ®HC Poccun, a
yeTBepTOE — NOPAAKOBLIA HOMep paboyero Mecta TOUKM BblAauu.

Perncrpaumsa kopos Touek Bblaavu onepatopos ®HC Poccmn n gosepeHHbiX nuy OHC
Poccmun ocyuectengeTca B cooTBeTCcTBUM C AokyMeHTOM Kpuntollpo PKI-Knactep PykoBoacTtso
aAMUHUCTpaTopa.

3.3. CospaHue n perncrpauymna ceptudpumkartoB onepaTopos

CoszpaHune ceptudUKaToB OCYLLECTBAAETCS LWTATHO C NpUMeHeHneM KoHConn ynpasneHuns
LP n3 coctasa MNAK «Yaoctosepsaowmin ueHTp «Kpuntollpo YL».

Pernctpaums onepaTopoB W Ha3Ha4yeHue AN HUX CcepTUdMKATOB OCYLLeCTBNSEeTCS B
cooTBeTcTBMU C gokyMmeHTOM KpunTtollpo PKI-Knactep PykoBoacTtso aaMmMHUCTpaTopa.

3.4. PazBopaunBaHue CepBuca CTaTUCTUKMH

Onsa pa3ssopaumBaHusa CepBuca cTaTUCTUKM noTpebyetca co3pgaHne BA Cepsuca
CTaTUCTUKM, YCTAHOBKaA W HACcTpoVkm Moaynein CepBuca CTaTUCTUKKU, obecneyunBatowmx
nonydyeHune ceegeHnn n3 Kpuntollpo PKI-Knactep, a TakxXe npenocTaBfsioWwmMX BO3MOXHOCTb
AocTyna K gaHHbIM CepBuca CTaTUCTUKWN Yepes CeTb.
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Huxe npeacTaBneHbl pasfenbl, OnNucbiBalolMe ocobeHHoCcTU cosaaHua B Cepsuca
CTAaTUCTMKM, @ TaKXKE YCTaHOBKY M HACTPOWKY yKa3aHHbIX MOAY/EN.

3.4.1 PazBopaumBaHue B[] CepBuca CTaTUCTUKM

Ons passBopaymBaHusa 6a3bl AaHHbIX CepBMCa CTaTUCTMKN HEOBXOAMMO NMepenTn B Katanor
pkica yCTAaHOBOYHOro goucTpmbytnea, 3agatb B KOHPUrypaumoHHoOM ¢aine appsettings.json
ANna paspena «StatDatabase» MapaMeTpbl NoAKMAOYEHUS K B[ 1 BbINOMHUTL CAeayLWYHO
KOMaHAy OT MMEHW Y YETHOW 3anucu agMUHUCTpaTopa:

pkica stat db new

Mocne co3paHus B CepBuca CTaTUCTUKUM HEOO6XOAMMO 3aMOSIHUTb CMPaBOYHUK TOYEK
BblAAuM, a TaKXe CnpaBOYHUKM deaepanbHbiX OKpYyroB, cybbekToB Poccuiickonn depepaumun um
aoBepeHHbix nmy ®HC Poccum nyTeM BbINOJHEHUS CKPUMNTOB W3 MNPUBEAEHHbIX HMXe dalinoB
CTPOro B yKasaHHOM nopsiake:

insert federal districts and subjects.sgl

insert issuer points.sql
add partners.sql

Ona murpaummn cywectBytowen 6asbl gaHHbix CepBMCa CTAaTUCTMKM Ha HOBYIO BEPCUIO
Heo6Xx0ANMO CO34aTb €e pPe3epBHYH KOMUIO U BbIMOJHUTL CIeAYHOLLY KOMaHAY:

pkica stat db upgrade

3.4.2 Perncrpauyms nosb3oBartesieir CepBuca CTaTUCTUKMU

Onsa pernctpaumu nonb3oBaTtenen CepBuca CTaTUCTUKM HEOBXOAMMO MNepenTu B Katanor
pkica M BbIMNOAHUTb KOMaHAY <«pkica stat wuser add» OT MMEHM Yy YeTHOM 3anucu
agMuUHUCTpaTopa. NpuMep UCNOb30BaHUA KOMaHAbI:

pkica stat user add --login TestUser -p password -1 VBauos —-f VBau -m VBaHOBUY

rae «TestUser» - JIOTMH MNOJS1b30BaTeNIA, @ «password» - Maposib.

Maponb AO/MKEH UMeTb ANMHY He MeHee 6 CMMBOJIOB U YA0BNETBOPSATh
TpeboBaHMSAM K CNOXHOCTWU: CoAep)XaTb 3arsiaBHble N CTPOYHble 6yKBbI
aHrnmickoro andasuTa, a Takxe XoTs 6bl 04NH CreucMmMBoOI.

[ns yaaneHue paHee 3aperMcTpMpoBaHHOI0 NoJjib30BaTeNsl CleAyeT BbINOJHUTL KOMaHAY

pkica stat user delete --login <JIOTMH IOJIbE30BATEJIS>.

3.4.3 Hactponka o6meHa paHHbiMu ¢ KpunTtolpo PKI-Knacrtep

Mony4yeHne ceegeHninn Cepemcom ctatnctukm na Kpmntollpo PKI-Knactep ocylwiecrtensiercs
nocpeacTsoM cepeuca nuts-streaming - cucrembl obMeHa coobuieHusaMn, Kotopas obecneunsaet
obMeH pgaHHbiMM  Mexay Kpuntolpo PKI-Knactep wn Mogynem 3anucm  cepTudukaToB
(CryptoPro.Stat.Service). CepBuc nuts-streaming passopaumBaeTca kKak Ha Kpuntollpo PKI-
KnacTtep, Tak 1 Ha cepBepe CepBuca CTaTUCTUKMN.
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CepBuc nuts-streaming yctaHaBnnBaeTcs NpoCTbIM KONMPOBaAHMEM U cnocobeH paboTaTb
KaK oTZeNbHOE NPUIOXEHME, TaK U Kak ciyxba OC Windows.

Ona pa3BepTbiBaHUA nuts-streaming Ha cepBepe CepBuca CTaTUCTUKM HeobxoamMmo
nepeHecTn COAEpXMMOEe KaTanora «nuts-streaming» C YCT@aHOBOYHOrO AMCKA B KOPHEBOW
pasaen cepsepa CepBuca CTaTUCTUKK, HanpuMep, B «C:\nuts-streaming». [lanee nepentu B
KaTanor «C:\nuts-streaming» M B panne «nuts.conf» octaBnTb TONbKO cneaywwme 610Ku:

# NATS

listen: stat-rDMZ:1433 # mMmsa cepBepa CTaTUCTUKM M HOPT OOMeHa MHboOpMaLMEN
#c Kpunrollpo PKI-KmacTtep (1433)

max payload: 20Mb

# NATS Streaming

cluster id: "pkica-cluster-rDMZ" # yHuMKaJbHOE MMS kJjlacTepa CepBMCa CTATUCTUKU
store: "file"
dir: "C:/nats-streaming/pkica-cluster—-store"

store limits: {

max channels: 50
max bytes: 5GB
max_age: "720h" # 30 muen

}

yKasaB B CTpouKe «listen:» MMA cepBepa CepBuca CTaTUCTUKM M NOPT «1433» (yKa3aHHbIN NopT
paspelueH 4n4 oTnpaBKKW AaHHbIX U3 CETEBOro cermMeHTa c cepsepamun Kpuntollpo PKI-Knactep B
cerMeHTbl C cepBepamMn CepBuca CTAaTUCTUKKW), a TakKXe yHUKanbHoe mMmsa knactepa Cepsuca
CTaTUCTUKKU, HanpuMep, «pkica-cluster-rDMZ>».

3anyck cepBuca nuts-streaming B KauyecTtBe NpuaoXeHuns MoXeT ObiTb OCyLLeCcTBNEeH U3
KOHconu cmd nyTeM BbIMNOJHEHUA CJ'IELI,YI-OLLI,eﬁ KOMaHAbl:
C:\nats-streaming> nuts-streaming-server.exe -sc nats.conf
,U,J'IFI pernctpaummn mn yaganeHud CJ'Iy>K6bI MOXHO BOCNOJ1Ib30BaTbCA cCneayrounmm
KOMaHAaMW:
sc.exe create EcpFnsNatsStreaming start= auto binPath= " C:\nats-streaming\nats-
streaming-server.exe -sc C:\nats-streaming\nats.conf"

sc.exe description EcpFnsNatsStreaming "Cayx6a NATS Streaming CepBMcCa CTaTUCTUKU
OHC"

sc.exe start EcpFnsNatsStreaming
Ona pernctpaumm wn  yganeHums cnyxbbl MOXHO BOCMOAb30BaTbCA CleayoWwmMMm
KOMaHA4aMn:
stat-nuts-delete.bat - ynangeT perucTpaumio cJyxOs NATS.

Mpun HeobxoanmMocCTH NMOBTOPUTb YKa3dHHbIE AeNCTBMS ANs AONOSIHUTENbHbIX cepBeposB
CepBuca CTaTUCTMKKU, yKasaB MNopT «1433» U yHUKanbHoe uMa knactepa CepBuca CTaTUCTUKK,
HanpuMmep, «pkica-cluster-iDMZ».
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Moaynb CryptoPro.Stat.Service nonyyaet cBeaeHus OT cepBuca nuts-streaming,
yCTaHOBAEHHOro Ha cepBepe CepBuca CTaTUCTMKKM, NO CO3A4AHHLIM W AHHY/IMPOBaAHHbLIM
cepTndumkaTaM, a TakxKe BbINONHAET UX 3anucb B bl CepBuca ctatuctuku. Moaynb 3anucbiBaeT
B B[] ToNbKO cepTndmKaTbl, 419 KOTOPbIX YKa3aHbl KOA TOYKM BblAa4n U NOSS, MO KOTOPbIM MOXHO
onpeaenutb TMN ceptudmkata (MHH, OrPHNM).

Moaynb ycTaHaB/IMBAETCSa MPOCTbIM KOMMPOBaHMEM M cnocobeH pabotaTb Kak oTAeNnbHOEe
NpuIoXxeHne, Tak n Kak cnyxba OC Windows.

Onsa ycTtaHoBKM Moaynst HeobxoAMMO C YCTaHOBOYHOro AncTpubyTuBa nepeHecTn nanky
CryptoPro.Stat.Service Ha cepBep CepBuca CTaTUCTMKU M 3a4aTb B KOHPDUrypaumoHHOM daine
appsettings.json 3HaueHua ang creanyrowmx napaMeTpoB:

» «ConnectionString» B 6noke «Database» - cTtpoka nogkntoveHus Kk B[ Cepsuca
CTaTUCTUKMK;

> «Url» B 6noke «Stun» - URL nogkntodeHus Kk cepBucy nuts-streaming (B gaHHOM
npumepe: «stat-rbMZ:1433»);

» «ClusterID» B 6noke «Stun» - yHuKanbHoe mMsa knactepa CepsBuca CTaTUCTUKMK,
3aflaHHOEe paHee B KOHUrypaumoHHoM danne nuts.conf cepBuca nuts-streaming
(«pkica-cluster-rDMzZ»);

» «ThreadCount» B 6noke «StatOptions» - konmuyecTtso NoOTOKOB-06paboTUMKOB
(ecnn 3apgaHO 3HayeHMe MeHble 1, TO KOAMYEeCTBO NOTOKOB 6yaeT paBHO
KONIMYECTBY JIOFMYECKMUX NPOoLLEecCopoB);

» «IdempotencyPeriod» B 6noke «StatOptions» - nepmnoa, B TeyeHME KOTOPOro
obecneumBaeTca  MAeMnoTeHTHas obpaboTka cobbiTMIA 0O co3gaHun WU
aHHYNMpoBaHuUM cepTudukaTtoB. BHOBb npuwealine cobbiTua CTaplie 3Toro
Bo3pacTta MoryT 6biTb 06paboTaHbl NOBTOPHO (NapaMeTp yKa3blBaeTcsa B opmaTe
npomexyTka BpeMmeHu dd.hh:mm:ss, rae dd - gHu, hh - yacbl, mm - MUHYThI, SS -
CeKyHabl);

» <«CommandTimeout» B 6n10ke «StatOptions» - TaliMayT BbINOJIHEHMS OnepaLun C
B CepBuca CTaTUCTUKK (3HaYeHMe HeobX0ANMMO yKa3blBaTb B CEKYHAAX).

Takxe B 6noke «Serilog» KOHUrypaunoHHOro danna MOXHO W3MEHUTb YPOBEHb
XXypHanupoBanusa (Error, Warning, Information, Verbose). Mo ymonuaHuto nor (okypHan)
nuwetca B dann C:\log\CaStat.Service I'TTTMMIIN.log, rae <«[TITMMAA» coaepxuT
COOTBETCTBEHHO CBEAEHMUS O roge, MecsiLe n aaTte cosgaHus nor-gaina.

Moaynb MoxeT 6bITb 3anylweH KakK OTAeNnbHOe npuioxeHue, nnbo kak cnyxba OC
Windows.

Ona HavanbHOro 3anycka W OTnagkun yaobHO W3MEHUTb YpPOBEHb
XypHanuposaHuna Ha Information u 3anyckaTb MoAynb Kak oTAesbHOE
npunoxenme (nHdbopmauma o pabote mMoaynsa 6yaetr BbIBOAUTCH B
KOHCONbHOM OKHe). He 3abyabTe nocne OTNaAKM M3MEHUTb YPOBEHb
XXypHannposaHusa Ha Warning.

3anyck Moayns B KayecTBe MNpUIOXeHUs MoXeT 6biTb ocywecTBneH u3 KoHconm cmd
nyTem BbinonHeHus darna CryptoPro.Stat.Service.exe 6e3 napameTpoB 3anycka.
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Ona peructpaumm wn yaaneHus cnym6b| MOXXHO BOCMNOJZ1b30BaTbCA C/leAYOLWNMU
CKpuntTamun:
stat-service-create.bat - BrNoOJNHsAET permcTpauuio CJayxOel StatSrv;

stat-service-delete.bat - ymamnser permucTpaumio CJayxOu StatSrv.

Cnyxba 3anyckaetcsa noA CUCTEMHOWM YJYeTHOM 3anucbilo. Pa3pewnTb cnyxbe
B3ammogencteoeaTtb C B[l CepBuca CTaTUCTUKM MOXHO C TMOMOLLbIO Cneaylowero CKpunTa
(BbimonHATL Ha B CepBuca CTaTtUCTUKK):

CREATE USER [NT AUTHORITY\CUCTEMA] FOR LOGIN [NT AUTHORITY\CUCTEMA]
ALTER ROLE [db owner] ADD MEMBER [NT AUTHORITY\CHUCTEMA]

3.4.4 HacTtpouka Kpuntolpo PKI-Knacrep

HanpaBnenne ceeaneHnn CepBUCY CTaTUCTUKWM CO CTOPOHbI knactepa Kpuntollpo PKI-
Knactep ocyuwecTBnsieTcs MocpeacTBoM cepBuca nuts-streaming. [ns ero HaCTpoWKu
HeobxoAMMO NpOBEpUTbL NOAK/IOYEHNE K CepBUCY huts-streaming, pa3BepHYTOMY Ha OAHOM WK
Ha Heckonbkux cepsepax CepBuca CTAaTUCTUKKU, MYTEM BbINOAHEHUS CAeaylolwen KoMaHabl Ha
KaxxaoM y3sne knacrtepa Kpuntollpo PKI-Knacrtep:

telnet hostname 1433

rae B KayecTBe «hostname» yKa3blBaeTcs uMsa cepsepa CepBuca CTaTUCTUKKU («stat-rDMZ»).

[Nanee pobaBuTb B paiN «appsettings.json» NPUNOXKEHUS «CryptoPro.Ecp.Service»
Ha nepsBoM y3ne knactepa Kpuntollpo PKI-Knactep cneaywowunn pasgen:

"Routing": {

"NatsConnections": [
{
"Alias": "InsideNats",
"Url": "nats://n5001-cas021:4222", // n5001-cas021 - wmMa cepeepa

//KpunTollpo PKI-KjacTep
// uactpoixku TLS

"Secure": false, // BripouUMTe TLS
"Thumbprint": "371c86e32d6ef4f7d3c70a86862601d36f7e9a721", // ormeuaTok
KJIIMEHTCKOTO CepTrubmraTa
"StoreLocation": "CurrentUser" // "LocalMachine"
}’
{
"Alias": "iDMZNats",
"Url": "nats://stat-iDMZ:1433",
// HacTporku TLS
"Secure": false, // Bxiwouurs TLS
"Thumbprint": "371c86e32d6efd4f7d3c70a86862601d36f7e9%9a721", // oTmneuaTox

KJIMEHTCKOTO CepTudMUKaTa
"StoreLocation": "CurrentUser" // "LocalMachine"
}I
{
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"Alias": "rDMZNats",

"Url": "nats://stat-rDMZ:1433",
// HacTporku TLS
"Secure": false, // BxmounuTb TLS
"Thumbprint™: "371c86e32d6ef4f7d3c70a86862601d36f7e9a721",
KJIIMEHTCKOTO cepTubmxara
"StoreLocation": "CurrentUser" // "LocalMachine"
}
1,
"StanConnections": [
{
"Alias": "InsideStan",
"Url": "nats://n5001-cas021:4222",
"ClusterID": "pkica-cluster",
"ClientID": "pkica-router-service",
// HacTporku TLS
"Secure": false, // BrmouuTh TLS
"Thumbprint": "371c86e32d6ef4f7d3c70a86862601d36f7e%9a721",

KJIIMEHTCKOT'O CepTudMUKaTa
"StoreLocation": "CurrentUser" // "LocalMachine"
b
{
"Alias": "iDMzZStan",

// oTIedaTok

// oOTIeuaTok

"StartAt": "2021-12-28T00:00:00+03:00", // BpeMsa cTapTa cOopa CTATUCTUKH

"Url": "nats://stat-iDMZ:1433",

"ClusterID": "pkica-cluster-iDMZ",

"ClientID": "pkica-router-service",

// uactpoixku TLS

"Secure": false, // BripouUMTe TLS

"Thumbprint”: "371c86e32d6ef4£7d3c70a86862601d36f7e9a721",

KJIMEHTCKOTO cepTubmxarTa

"StoreLocation": "CurrentUser" // "LocalMachine"
b
{

"Alias": "rDMZStan",

// oTmedaTok

"StartAt": "2021-12-28T00:00:00+03:00", // BpeMs cTapra ctopa CTaTUCTUKU

"Url": "nats://stat-rDMZ:1433",

"ClusterID": "pkica-cluster-rDMzZ",

"ClientID": "pkica-router-service",

// nactpoiiku TLS

"Secure": false, // Bxiwouurs TLS

"Thumbprint": "371c86e32d6ef4£f7d3c70a86862601d36£7e9%9a721",
KJIMEHTCKOTO CepTudMUKaTa

"StoreLocation": "CurrentUser" // "LocalMachine"
}
1,
"Routes": [
{
"From": "InsideNats",
"To": "iDMZNats",
"Subjects": [

Kpuntollpo PKI-Knactep
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s

Onsa BToporo ysna knactepa Kpuntollpo PKI-Knactep B dann <«appsettings.json»
BHOCWUTCS aHanoruyHbin pasgen,
napameTpa «ClientID» TpebyeTcs yKasaTb YHWKaNbHbIA MAEHTUdMKATOP, HanpuMmep «pkica-

NMPpUNOXeHn4A

{ "Subject": "pkica.ra

"From": "InsideNats",
"To": "rDMZNats",
"Subjects": [

{ "Subject": "pkica.ra
1
"From": "InsideStan",
"To": "iDMZStan",
"Subjects": [

// B CepBep CTaTUCTUKA

{ "Subject": "pkica.ra
{ "Subject": "pkica.ra
{ "Subject": "pkica.ra
1
"From": "InsideStan",
"To": "rDMzZStan",
"Subjects": [
// B CepBep CTaTUCTUKU
{ "Subject": "pkica.ra
{ "Subject": "pkica.ra
{ "Subject": "pkica.ra

router—-service2».

Mocne atoro notpebyeTca nepesanyckK MPUAOXKEHUN «CryptoPro.Ecp.Web.service» U

«CryptoPro.Ecp.Service»

.command.settings.changed" }

.command.settings.changed" }

.command.certrequest.received"

.command.certificate.issued"
.command.certificate.revoked"

.command.certrequest.received"

.command.certificate.issued"
.command.certificate.revoked"

«CryptoPro.Ecp.service» NYTEM BbINONHEHNA CNEAYOLWNX KOMaHA:

sudo systemctl restart CryptoPro.Ecp.Web.service

sudo systemctl restart CryptoPro.Ecp.service

3.4.5 Hactpounka npuno>xeHmu B IIS

ans
CryptoPro

HaCTPOMKN  MPUITOXEHUN

.Stat.Web.Api W CryptoPro.Stat.Web.Ui
CTaTUCTUKM M3 COCTaBa YCTaHOBOYHOro amctpubytmeBa B Katanor Beb-cepsepa IIS (no

CepBuca cratuctukmn B IIS

yMonyaHuto katanor IIS - c:\inetpub\wwwroot) U NepenTn B Heé.
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NS yKasaHHbIX ManoK gaTtb NMpaBa Ha 4YTeHMe WM BbiNOAHeHWe ans nosnb3oBaTens IUSR.
[ns 3Toro cneayet Ana KaXxAaow U3 nanokK KAWKHYTb MPaBOM KHOMKOW MbIlWMK, U3 KOHTEKCTHOrO
MeHI0 BblbpaTb «CBoOMCTBa», Nepentn BO BKNIaAKy «be3sonacHocTb» M AobaBuTb Mosb30BaTeNs
«IUSR» ¢ npaBaMy Ha CNMCOK COAEPXMUMOro nankuy, YTEHUE, YTEHNE N BbIMOJSIHEHUE.

Ona 3awmnTel caita CepBuca CTaTUCTUKN U ayTEHTUPUKALMOHHBIX AaHHbIX MOsb30BaTenemn
CepBuca CTaTUCTUKN Ha CTOPOHE CepBepa NpUMEHATCA ABa cepTudmkaTta:

> CepTtudukat Beb-cepBepa;
> CepTndukaT 3alnTbl ayTEHTUPUKALNOHHbBIX AaHHbIX MOJSib30BaTENEN.

YKasaHHble cepTudunkaTbl HE06X0ANMO NOArOTOBUTb U NepeHecTn Ha CepBUC CTAaTUCTUKM
3apaHee. TpeboBaHuMsa K cepTudmkatam npueeneHsl B Tabnuue 3.

Tabnuua 3. TpeboBaHusa Kk cepTudmnkaTam

HasHaueHue Anroputm Tpe6oBaHus
pacwmpeHue «[lononHuTensHoe umsa cybbvekta» (SAN)
Ceprugukar  Beo- RSA /TOCT P ﬂggﬁ:oec:v?;pf;:bq?JJNei_:bT; le}?zizal(EKU) OJIXXHO
cepBepa 34.10/11-2012 | Pacup Y A
cogepxatb «[lpoBepka MOA/IMHHOCTN  CepBepa»
(1.3.6.1.5.5.7.3.1)
Ceptndumkar
3aumel pacwmpeHmnn «Mcnonb3oBaHue knwoda» (KU) gomxHo
ayTeHTudmKaumoH FOCT P
copepxatb Ludposas noanucb, HeoTpekaeMocCTb,
“HbIX AanHbix | 34.10/11-2012 WundposaHue kntoven, LWndposaHne aaHHbIX
(noanucu jwt- P ! P A
TOKEHA)

CepTudukaTbl yCTaHaBIMBalOTCS B XpaHunuuwe <«JIMYHOe» B KOHTEKCTe JI0KaNbHOro
KOMMbloTEpa.

B Oucnetuepe cnyx6 IIS:

e ans canta (no ymonydaHuto Default Web Site), Ha koTopom 6yayT co3aaHbl BE6-npunoxeHus
CepBuca CTaTUCTUKKW, HACTPOUTb WCMOJSIb30BaHue cepTudukaTa Beb-cepsepa Ana Tuna
npueasku https;

e nepentn B «[lynbl NpUAOXEHWI» UK co3daTb Nya npuioxeHun «StatWebApi» 6e3
ynpasnseMoro koga. [1519 co3gaHHOro nyJsa oTKpbITb AONONHUTESbHbIE NapaMeTpbl U yKa3aTb
yAocToBepeHune nnM4HocTu «LocalService»;

e yepe3 MyHKT KOHTEKCTHOro MeHw «[peobpa3oBaTb B NpuUioXeHue» npeobpasoBaTb nanky
«CryptoPro.Stat.Web.Api» B npunoxenue IIS, ykaszaB Ansa npunoxeHusa nyn «StatWebApi».
B napameTpax co34aHHOro npuaoxeHus nepentn B «lMapameTpbl SSL» n ykasaTb ranky
«TpeboBaTb SSL». PagumokHonky B nogpaspene «CepTudukaTtbl KAWMEHTa» OCTaBUTb B
nosioxeHnn «NrHopnpoBaTb>»;

e B KaTanore «CryptoPro.Stat.Web.Api» OTKPbITb KOH®bUIYypaLUNOHHbI dann
«appsettings.json», B 6noke «Database» ana napametpa «ConnectionString» ykasaTb
AaHHble ans nogknaodeHus k b1 CepBuca ctaTUCTMKKM U BHeCTU B dhann cnegytownii 61ok:

"StatWebOptions": {

// LocalMachine | CurrentUser - Tun XpPaHUIMIEA, B KOTOPOM YCTAHOBJIEH CepTUdMKAT
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"StatAuthCertStoreLocation": "LocalMachine",
// oTmeuaTok cepTubMKATa IS4 NOANUCU JwWt-ToKeHa

"StatAuthCertThumbprint": "60£8787e3a0b91116c73360892bdd040baal0024"
// false | true - onpemesyieHMe HEOOXOOMMOCTM MCIIOJIL30BAaHMUA https
"RequireHttps": true,

}y
rae B nosie «statAuthCertThumbprint» yKas3aTb OTNeYaTOK cepTudukaTa, CO34aHHOMO B
COOTBETCTBMM C  Kpuntorpadunuyeckmum anropmtMvom [OCT P 34.10/11-2012 wn
npefHasHayeHHOro Ana 3awWuTbl ayTEHTUMUKAUMOHHBLIX AAaHHbIX MNofnb3oBaTenen Cepsuca
CTaTUCTUKKM (NoANUCK jwt-TOKEHOB);

e yepe3 NYHKT <«YrnpaBfieHMe 3aKpbITbIMM  KJKYaMU..» OCHacTkn «CepTudukaTb»
npefocTaBUTb AOCTYN K Kaouy I (NpegHa3HayeHHOMY AM1S 3aWMThl ayTEHTUMUKALNOHHbIX
AaHHbIX NOAb30BaTeNeNn) AOCTYN CO CTOPOHbI YYETHOM 3anucu, oT KOTopon 6yaeT 3anyuweH
nyn «StatWebApi» («Local Service»);

e nepentn B «[lynbl NpuioXeHMnM» KW co3daTtb Nyn npunoxeHnn «StatWebUi» 6e3
yrnpasfisiemMoro Koaa;

e yepe3 NYHKT KOHTEKCTHOro MeHko «1o6aBuTb npunoxeHne» nobaeutb B IIS npunoxeHne ans
camTa, ykasaB B KayectBe ero ncesgoHuma «CAStat», dwusnyeckuit nyTb K nanke
«CryptoPro.Stat.Web.Ui» u nyn npunoxenun «StatWebUi». B napameTpax CO34aHHOro
npunoXeHns nepentn B «MapameTtpbl SSL» n ykasaTtb ranky «TpebosaTb SSL». PaanokHonky
B nogpa3sgene «CepTudunkaTbl KIMEHTa» OCTaBUTb B NONOXeHUN «ArHOpnpoBaTb»;

e B daline «config.js» nanku «CryptoPro.Stat.Web.Ui» 3amMmeHnTb nmsa «fns-stand» Ha DNS-
UMSA MallWMHbI, HA KOTOPOM 6bin onybnmkoBaH caT CepBuCa CTaTUCTUMKKU, ANS NapaMeTpoB
API_HOST un API_AUTH_HOST;

Mocne npoBeAeHUs YKasaHHbIX HAaCTpoOeK 3anyCcTuTb canT CepBuca CTaTUCTUKM MO agpecy
https://fns-stand/CAStat/login.html, roe Bmecto «fns-stand» mcnonb3oBaTb MMS MalUWHbI, Ha
KOTOpoW canT 6b1n onybnmnKosaH.

Ha CTpaHMnue C npeagnoxeHneMm BBOAa JIOFMHa W Naposasa nosib3oBaTena YyKa3aTb
ayTeHTudMKauMOoHHbIE AaHHble paHee 3aperncTtpupoBaHHoro nonb3osaTtens Cepsuca
CTaTUCTUKMN, HaXkaTb KHOMKY «Bxoa» n npoBepuTb OoTO6pa)keHMe OCHOBHbIX pa3fesioB camTa
CepBuca CTaTUCTUKMU.

3.5. HacTtpounka kapTtbl Poccun gns cTtpaHuubl C TOYKaMM
BblAaauun

Onsa HacTponkn kapTbl Poccun ansa ctpaHuubl canta CepBuca CTaTUCTUKM Heobxoammo
CKOMUpOBaTb U3 YCTAaHOBOYHOro AMCTpMOYTMBa Manky russia tiles png Ha cepBep Cepsuca
cTaTucTuku. [aHHas nanka 6onbwas no o06bémy. [pu Hannuum AocTatovyHoro obbema
cBoboaHOro Mecra Ha aucke C, nomectute eé€ B nanky C:\intepub\wwwroot. B kadecTBe
anibTepHaTMBbI AOMYCTUMO pa3MeLleHne nankm B MHOM KaTaJsiore, rnpu 3ToM Ana Takoro KaTtanora
notpebyeTca NpeAoCTaBUTb Te Xe npaBa AO0CTYyNa, YTo M A1 Nanku wwwroot.

B AuncneTtyepe cnyx6 IIS B KOHTEKCTHOM MeHI0 OT «[lyfnbl NPUNOXEHUN>» BblbpaTb MYHKT
«[JobaBnTb Nyn MNpUIOXeHW» U yKasaTb B KadectBe uMeHW <«RussiaTilesAppPool». [Ong
CO34AaHHOr0 nysa npuNoXeHuin Bbi6paTb W3 KOHTEKCTHOrO MEHK MNYHKT <«[OononHUTENbHbIE
napaMmeTpbl» W ANa napameTpa «YAOCTOBepeHue» BblbpaTb BCTPOEHHYK YYETHYHO 3anucb
LocalService.
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https://fns-stand/CAStat/login.html

Onsa co3paHns NpuUNoXeHMsa NepenTy B Nanky calnTa, HaXaTb NpaBoOi KHOMKOW MbIWW Ha
Default Web Site n BbibpaTb NyHKT «[o6aBUTb NpunoXxeHue». YKasaTb WUMS NPUSTOXEHUS
russia_tiles_png, BbibpaTb nyn npunoxeHnin «RussiaTilesAppPool» n HaxaTb Ha KHonky OK.

OTkpbiThb dann config.js B nanke «CryptoPro.Stat.Web.Ui» n B cTpoke c napameTpom
PATH_MAP_TILES 3ameHuTb 3Ha4veHune fns-stand Ha MMs MalwnHbl, HA KOTOPOK Oblal pa3BEPHYT

CanT:

const PATH MAP TILES = 'http://fns-stand/russia tiles png';
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