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1. MakeTHaa ob6paboTka AOKYMEHTOB C UCMNOJIb30BaHUEM
Kpuntollpo PDF

«Kpuntolpo PDF» npeaoctaBfasieT crneaytowmne BO3MOXHOCTM Anst paboTbl C makeToM AOKy-
MeHTOB PDF:

e CO34aHue 3NeKTPOHHbLIX noanucen Ang Bcex AokyMeHToB PDF, Bxoaswmx B NakeT;
e MpOBEpPKY 3/IeKTPOHHbIX NOANUCEN BO BCeX AOKYMeHTax PDF, Bxoaswux B naker.
Co3zpaHune n nposepka Il B nakeTe AOKyMeHTOB PDF MoryT 6biTb npou3seaeHbl Npyv noMoLm
MacTepa nakeTtHoin pabotbl ¢ 3 (cppdfwizard.exe), npn NOMOLWM YTUAUTLI KOMAHAHOM CTpokn (cppd-
futil.exe) nnun npu camocToATeNbHOM MHTErpaumu.

Onsa ncnonb3oBaHUS MacTepa nakeTHon paboTbl ¢ M M yTUAUTBI KOMAaHAHOW CTPOKMU
TpebyeTcsa yctaHoBuTb nporpammy Adobe Acrobat Standard nnu Adobe Acrobat Pro.

MakeTHas nognuMcb He AOCTyMNHa B 3aWMWEeHHOM pexume B Bepcusix Adobe Acrobat
2020 n DC. Ansa co3naHus MakeTHON NOoANUCK TpebyeTcs OTKAUYUTL 3aluMLLEeHHbIN
pexuMm B HacTponkax Adobe Acrobat.

Ona yctaHoBku «Kpuntollpo PDF» Tpebyercs Hanuume ycCTaHOBNEHHOW 32-
pa3psaHoin Bepcun Adobe Acrobat Pro nnn Adobe Acrobat Reader.
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1.1. MacTtep nakeTHon paboTbl C 3NEKTPOHHOM MOAMUCHIO

1.1.1. Co3aaHune 3neKTPOHHbIX MOANUCEN

War 1. Hauano pa6oTbl MacTepa

Ona co3paHus 21 B nakete gokyMmeHToB PDF 3anyctute mMactep nakeTtHom paboTbl C anek-
TpoHHOM noanucbio (Myck = Bce nporpaMmmbl = KPUMNTO-NMPO = MakeTHas noanucb AOKY-
meHTOB PDF). Ha akpaHe nosBuTcs okKHO MacTtepa (CM. PucyHok 1). [Ons nponycka 3TOro wara npu
cnepytoweM 3anycke macrtepa, Heobxoammo noctaesmTb dpnar He nokasbiBaTh 3Ty CTPaHULUY.

HaxMuTe Ha kHonky [lanee, 4yTobbl NPOAO/IXUTbL paboTy MacTepa.

ra !
MacTep nakeTHoR paboThl C 3NEKTPOHHON NOANWCEHD I&

MacTep NaKeTHol pafoTel © 3NEKTPOHHON NOAMWMCEKD B
nokymeHTax POF

3TOT MACTEP NOMOraeT:

* CO30aBaTh INeKTPOHHYID MOANKCE ANA HECKONbKMX
nokyMeHToe PDF.

# CO303BaTh CEPTHOMUMPYIOWL YD INEKTPOHHYID NOANKCE
ONA HECKONBKKMX aoKyMeHTos PDF,

® [IpOBEPATL SNEKTPOHHYID NOANWMCE U
CEPTHMRULMPYHIWLYHD 3NEKTPOHHYHD NOAMMCE B NaKeTe
nokymeHTos FOF,

CoznaHKe unk npoeepka 30 anAa nakeTta
pokymeHToE POF Takske MoryT DbiTe SanyweHs!

\-_-/. M3 KOMaHOHoM cTpokK, MoapofHes oM, B
AOKYMEHTELMM,

i e o [ Yim

LW g T |

oy ;.—JJ[Q' [
TYEE

I He NoKasbIBaTe 3TY CTRAHMLY

AnA NpoAcMHKEHAA HEKMATE KHonky "danee”,

< Hazag Hanee > ] l OTMeHa

PucyHok 1. Mactep nakeTHo# paboTbi C 3/1EKTPOHHOM MOAMNCHIO
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LWar 2. Bbi6op aeincTBUA C NaKETOM AOKYMEHTOB

B aTOM OokHe MacTepa BblibepuTe onuuio Co3gaHue 3/1eKTPOHHOM MNMOANUCKU B AOKYMEHTaX
(cM. PucyHok 2) n HaxxmmTe Ha KHonKy [Aanee.

-

-
MacTep nakeTHoi paboTel C 3NEKTPOHHOW NOANWMCERD [iz-,l

Beibop qedcTENA C NAKETOM OOKYMEHTOB
YKEHMTE, KAK0E OEACTEME C NEKETOM OKYMEHTOE TPEOYETCA BRINOMHMTE,

BribepuTe HEoRXDAMMOE QEMCTEME C NaKEToM goKymeHTos POF:
@ CosgaHWe 3NEKTPOHHON MoANHMCcH B AOKYMEHTEX

MpoBEpKa SNEKTPOHHOA NOANWOY B A0KYMEHTAX

< Hazan || lanee > | | OTMeHa

PucyHok 2. Bbl6op A€iCTBUS C NaKETOM JOKYMEHTOB

LWar 3. Bbi6op AMpPEKTOPUIA NPU NaKEeTHOM CO34aHUU 3JIEKTPOHHbIX noagnucen

Ha sTom ware mactep otobpasunT gnanoroBoe okHO (CM. PucyHok 3), B KOTOPOM Heob6xoanmo
yKasaTb AupeKkTopuun Ans paboTbl C NakeToM AOoKyMeHTOoB PDF:

e [npexkTopuMs C AOKYMEHTaMM Ha noanuchb. McxogHash AMPEeKTopusi, B KOTOpOW
OOJIKHbI cogepXaTbCs AoKyMeHTbl PDF, koTopble HeobxoamMmo noanucaTtb. Bce goky-
MEHTbl B 3TON AMPEKTOPUMN OCTAHYTCS HEU3MEHHbIMMU.

e [AupexkTopua ANS NOANMUCAHHbIX AOKYMEHTOB. [IMpeKkTopusi, B KoTopyt 6yayT no-
MeLLEeHbl MOAMMCaHHbIE KOMUWN BCEX AO0KYMEHTOB PDF 13 AMpPeKTOpUN C JOKYMEHTAMM Ha
NoAnuChb.
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s ™
MacTep nakeTHoi paboTel € 3NEKTPOHHOW NOANWCERD [&J

Buibop aupeKTOpWil
YKEHMTE QMPEKTOPMIA ANA pE00TEI C NAKETOM AOKYMEHTOE,

YKaEmWMTe QMPEKTOPKK ANA gokyMeHTos POF:

AWperTopA C AOKYMEHTEMA Ha NOAMNMCL:

C:\oKyMEHTRI Ha NOANKCH Cfzop...

AWpexTopyA ANA NOANWMCEHHLIX J0KYMEHTOE:

C:VognucaHHele AoKyMEHTEI Cbzop...

JdononHUTEensHD

< Hazan |[ Janes = ] | OTHEHE |

PucyHok 3. Bbl6op ANPEKTOPMIA rNpyv NakeTHOM cosgaHum i1

Mpn HaxaTUM Ha KHONKY [JQONOMIHUTENIbHO MOSBUTCSH OKHO C AOMNOSIHUTENbHLIMU HAaCTPOMKaMm
(cM. PucyHok 4).

B 3TOM OKHE MOXHO YKasaTb C/ieflylolMe HAaCTPONKMU:

e [vpexkTOopua ANA XXYPHanbHbIX (pannoB. B faHHYO OMpPEKTOpUIO ByaeT noMelleH
¢dann c oT4eTOM 0 X0A4€ NOAMUCKU NaKkeTa AOKyMeHToB PDF.

e [AupexkTopusa ANS AOKYMEHTOB, KOTOpble He yAaJsioCb nognucaTtb. B gaHHyo au-
peKkTopuio 6yAyT MoOMeLLeHbl KON BCceX AO0KYMeHTOB PDF M3 AupeKTopun C AOKYMEH-
TaMu Ha NOAMNUCb, KOTopble He 6blSIv MOoANNCAHbI.

e MepesanucbiBatb pannbl C OAMHAKOBbIMM MMeHaMW. [pn co3gaHuun danna B au-
pekTopun Anga noAnnMCaHHbIX AOKYMEHTOB WM B AUPEKTOPUN ANnAa AOKYMEHTOB, KOTO-
pble He yAanocb NMoAanumcaTtb, Y)Xe MOXET CylecTBoBaTb dala C TakMM Xe nmeHeM. Ec-
NV paHHasa onuus BKJIKOYEHa, TO Mpu coBnageHum umeH dann bygeT nepesanucaH Ha
HOBbIN. Ecnn AdaHHaAaA onuuma OTKNIK4YEHa, TO Npu coBnageHnMnM MMeEH npouecc co3gaHuna
noanucu aokymeHte 6yaeT npepsaH.

e Mpopomkarb pa6boTy Nnpu BO3SHMKHOBEHUM OowWMBOK. Ecnn gaHHas onumsa OTKItO-
yeHa, TO NpM BO3HMKHOBEHMW OWKNOKM NporpaMmma npekpaTuT npouecc co3ganus M um
ocTaBliuMecs AokyMeHTbl PDF nognucaHbl He 6yayT.
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=

-
JononnuTensHble HACTpORKK @

OMpeKTopMA ANA ¥YPHaNBHLIX hafinos:
C:\Wsers\AppData\Local\Temp\CryptoProPDFY,

AWpexTopA ANA AOKYMEHTOB, KOTOPEIE HE YOAN0 NoOAMMCETE!

C:\He nognvcarHsiE|

[] NepesanucsiEaTe daink © 0AMHAKOBEIMM MMEHSMN

MNpoaom#aTe paboTy NP BOSHUKHOBEHMKM OLWMBOK

Ok ] [ Cancel

PucyHok 4. [JonosiHnTesIbHbl€ HaCTPONKU

HaxMuTe Ha kHonky [lanee, 4Tobbl NPOAO/IXUTbL paboTy MacTepa.
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Lar 4. Bbibop cepTucmkarta nognmcu

Ha gaHHOM 3Tane mactep otobpasmT okHO Bbibopa cepTudukata noanncu (CM. PucyHok 5).
CepTudukaT, Ha KOTOpOM crnepyeT co3aaTb I, MOXHO BblbpaTbh M3 XpaHunmuwa «JIM4Hbie» TeKyLero
nonab3oBaTess NMpu HaxaTun Ha KHoMKy Bbi6paTb M3 xpaHuauwa nan M3 KoHTelHepa nNpu HaxaTtum
Ha KHOMKy Bbi6paTb U3 KOHTelHepa.

MpocMoTpeTb BbibpaHHbIN cepTUdMKaT MOXHO NMpu NoMoLmM KHomnkn MpocMoTp.

MacTep nakeTHol paBoTel € 2NEKTPOHHCA NoOANWUCERD >

Beibop ceprndukaTa nognuck
YHEHMTE CEpTUDMKET, Ha KoTopoM BYAET COZAEHE NOAMKCE, CepTUhMKaT
AOMHEH MMETh CCBINKY HE 3aKPBITHIN KoY

BrifepuTe cepTUhMKET ANA NOAMKMOA AOKYMEHTOE:

KoMy BelnaH: 000 POMALLIKA A
KemeelgaH: CRYPTO-PRO Test Center 2

BriOpaTe W3 KOHTERHEPS
OefictemTened o 10 mapTa 2021, 14:03:47

= MoKas3aTh CEpTUEMKET. ..
HewcterTened no: 10 moHA 2021, 14:13:47 B

PIMN-0g sakpemoro knioda (ecn Tpebyetca):

< Hazan OTMEHE

PucyHok 5. Bblbop cepTtugukata rnognucm
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War 5. Bbibop Tvna nognucu.

Ha atom ware mactepa (cM. PucyHok 6) HeobxoamMmo ykasaTb TMMN CO34aBaeMOn MNOAMUCHK:
06bl4Hasa nnu ceptTuduumpyoLas.

Onsa coszpganunsa nognmcm B dopmate CAdES T Heobxoanmo BbibpaTh onumio Jlo6aButb WiTaMn
BpeMeHu. [1ns cosgaHma nognucu B dopmate CAdES-X Long Type 1 HeobxoamMmo Takxe BblbpaTb
onumio flo6aBuTb AOKa3aTeNbCTBa NOANIMHHOCTU. Ecnn HM ogHa u3 onuuin He BbibpaHa, To byaeT
cosfaHa noanuce, cooTeeTcTByowas popmaty CAdES BES.

Mpw co3paHnm yCoBEPLUEHCTBOBAHHOM MOAMNMCK AO/MKEH ObITh YKa3aH agpec CNyXo6bl WTaMnos
BpeMeHu B none Cny»x6a wraMnoB BpeMeHu. Ecnn agpec cnyxbbl LWITAaMNoOB BpEMEHWN He 3ajaH, TO
OH MOXeT 6bITb B3AT U3 rpynnoBoOi NOAUTUKMN.

Takxe HeobxoaMMoO BblbpaTb, Kakme AENCTBUS C AOKYMEHTOM 6yayT pa3spelleHbl nocae nog-
nucanusa. Ecnm cosgaetcs obblyHas NoAnMMCb, TO MOXHO 3abslokMpoBaTb AOKYMEHT nocnie noanuca-
Husl. Ecnn co3paeTcs cepTudunumnpytowas noanmcb, To MOXHO Bbi6paTb 04HY M3 HAacTpoek:

e pa3pewnTb 3anosiHeHne HGopM N UCNOosb30BaHUE LN@POBLIX NMOAMUCENR;
e paspewunTb KOMMeHTapuu, 3anonHeHne GopM 1 Mcnosib3oBaHne UM pPOBLIX NOAMUCEN;
e 3anpeTuTb BHOCUTb U3MEHEHUS.

MacTep nakeTHol paGoTel C 3NEKTPOHHCA NOANWMCERD -

Tun nognucu
BrifepuTe THR NognWoA

PopMaT NoOAMKCK
[] AofiaenTs wramn spemeHi
Anpec cny#6kl WTEMNOE BPEMEHM:
http: /. cryptopro.ruftsp M3MEHWTE
[00EEMTE AOKAZATENLCTES NOANMHHOCTI

Tun nognmau
(®) OBLIuHEA NoAMUCE

() CepTHdMUMPYIOWEA NoAMMCE

] BnokupoBaTE AGKYMEHT MOCHE MO AMMCEHMS

< Hazaa OTMeHa

PucyHok 6. Bbibop Tmina nognucm

10
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LlWar 6. HacTpoiiku BU3yanmsaumm nognmucum
Ha 3ToM ware mactepa MOXXHO HacTpouTb cnocob oTobpa)keHns NoANUCK B JOKYMEHTE.

Ona co3pgaHus nognucm, cooTBeTcTBYyowen TpeboBaHmna 63-®3, Heob6xoanMo BbibpaTb onuuto
B cooTBeTcTBMM € 63-BP3, yKaszaTb HOMep CTpaHuMuUbl U pa3Mepsbl WTamna nognucu. KoopamHatel X u
Y OTCUMTBIBAOTCA OT HWMXHEro NeBOoro yrna crpaHuubl. JIorotmn ykasbiBaeTcs OMuUMOHANbHO, MpwU
3ToM hann ¢ nsobpaxeHnem B bopmaTe JPEG aonkKeH MMeTb paclunperHme *.jpeg nnam *.jpg.

Mpy 3TOM MOXHO yKasaTb HOMEp CTPaHWUubl, Ha KOTOpyto 6yaeT AobaBneHo BM3yasibHOE MNMpea-
CTaBfieHMe noanucu. [ns oTcyeTa HOMepa CTpaHMuUbl C KOHUA AOKYMEHTa HOMEp CTpaHWMubl AOSIXKEH
6bITb YKa3aH CO 3HAaKOM MWHyC. Hanpumep, ecnu TpebyeTcs NpocTaBUTb MOAMNUCH Ha MNoCneaHeln
CTpaHULE KaXaoro IOKYMeHTa U3 nakeTa, To B nosie Homep cTpaHMubl HY)XHO yKa3aTb 3HAUYeHue -
1.

Ecnu B noanucbiBaeMOM [AOKYMEHTE He OKaXeTCd CTpaHuubl C YKa3aHHbIM HOMEPOM WUMn
wTaMmn noaAnnMcn BbIXoAUT 3a FrpaHMLbl CTPaHULbl, TO BEPHETCA owmnbka.

MacTep naketHoi paBoTel © 3NEKTROHHOR NOANKCERY >

OTobpaMmeHne NOONKCH B OOKYMEHTE
YKEMMTE NEPEAMETPE! 0TODDEMEHMA NOAMMCA B AOKYMEHTE

BI-'13':.I'EI.I'IL'13ELU"1F| noanKcA

() OTcyTcTRYET
@ B cooTBeTCTEBMM C 63-P3

() Mo npeaycTaHosneHHomy wabnomy

HomMep CTpaHuubl:

[+ ]

KEIEIFID,MHEITI:I HIHHEND NEBOrD Yrna noaniicA.

X:lwo | Yiliwo |
LLpuHa: BricoTa:
NoroTwn:

| MzmMeHMTE...

< Hazan OTHeHa

PucyHok 7. Busyanuzauus rnognncm B COOTBETCTBUM C 63-O3

11
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"\
[ AOKYMEHT NOANWMCAH
SNEKTPOHHOW NMNOANMCLIO

Ceprudgurar: 120050FBEACC40B1204ETCE81F00010S0FBEA
Brnapeney: OO0 "POMALLIKA"
Dedctewrensd: ¢ 10.03.2021 go 10.06.2021

. J

PucyHok 8. lpumep Busyanunsauymm 31 B cooTBETCTBUM C 63-O3

-
Tor [IOKYMEHT MOAMMCAH

e SNEKTPOHHOW NOAMNCHIO

H

Ceprudwrar: 120050FBEACCA40B1204E7CS951 FOD010050FBEA
Bnageney: OO0 "POMALLKA"
DewcteuTensd: ¢ 10.03.2021 oo 10.06.2021

. J

PucyHok 9. lpumep Bnu3syanunsaumm 31 ¢ 10rotmrioM B COOTBETCTBUN C 63-D3

Onsa co3paHusa no cobCTBeHHOMY MpeAyCTaHOBNEHHOMY wWwabnoHy TpebyeTcs BbIGpaTb MyHKT
Mo npepycraHoBNeHHOMY Wa6sOHY, yKasaTb HOMep CTPaHWubl, pa3Mepbl WTamMna nOAMNUCH,
Ha3BaHue wabnoHa. KoopanHaTtbl X U Y OTCUYMTBLIBAOTCS OT HMXXHEro NeBoro yrna crpaHuubi. Cosaa-
Hue wabnoHa noanuMcu onucaHo B pasgene 3.5 Hactporika wabnoHa opopMaeHns BUAMMON NOANUCHK
XKTAK.00064-01 90 01. Kpuntolpo PDF. PykoBOACTBO MO 3KcnayaTauum.doc.

Ecnn B noanucbiBaeMOM [OKYMEHTE He OKaXeTCcs CTPpaHuubl C yKa3aHHbIM HOMEPOM Wn
WwTaMn noanncKu BbIXOAUT 3@ rpaHMLbl CTPaHWLbl, TO BEPHETCS OolwnbKa.

12
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MacTep nakeTHol paGoTel C 3NEKTPOHHCA NOANWMCERD -

OTobpamenne NOONKCH B QOKYMEHTE
YiKEHMTE NapaMeTpel 0TODPEMEHWA NOAMMOA B AOKYMEHTE

BW3YanW3aLMA NoAnMo
(::l OTCYTCTEYET
(_)B cOOTBETCTEMM € 63-03

@ Mo NpeayCcTaHOBNEHHOMY WahnoHy
HoMep CTpaH UG

KDDDD.HHETI:-I HIHHEND NEBOro Yyrna Noaniod.
X:lwo | Y:lwo |

LLkprHa: BricoTa:

MA wabnoHa:

| Fanu:y| |

< Hazan OTMeHa

Lar 7. BBoa napaMeTpoB noaAnucu
Ha aaHHOM LWware Mactepa MOXHO yKa3aTb AOMOSIHUTENbHY MHMOPpMaUnO O NOAMUCK:

e MPUYMHY NoanncaHnsa (MOXHO BbIGpaTb U3 CMNCKA WM BBECTU BPYUHYIO);
e  MECTOMONOXEHUE;
e KOHTaKTHYIO MHdOpMauuio.

Ons 3anycka npouecca co3gaHma DI B BbibpaHHbIX AoKyMeHTax PDF, HaXMuTe Ha KHOMKY
3anyck.
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s N
MacTep nakeTHoi paboTel € 3NEKTPOHHOW NOANWCERD l&

NapaMeTpbl NOONMCH
SANONHUTE DONOMHMTENEHYHD MHDOPMELMID O NOAMACH,

AononHUTENEHAR MHDOPMALIMA
MpHYMHE NOANMCEHKA:

Mognuce AoKYMEHTE -

MecTononoseHme:

|I'~"I|:u:|cE=a, yn. Cywésckiia gan, a.18

KoHTaKTHAA MHPOPMELYARA;
|+:r' 495 995-43-20

< Haszan ][ Janyox ] [ OTMeEHE

PucyHok 10. lNapameTpbi nogrnucu

LUar 8. Co3aaHMe 3N1eKTPOHHOM NoANnUCHU
Ha pgaHHOM 3Tane MacTep HaudHeT co3gaBaTb IOl B Bbi6paHHbIX AOKYMeHTaX, oTobpaxas xoa
npouecca nognucanmsa B Tabnuue (cM. PucyHok 11).

Ecnu onumsa Mpopgonmxartb pa6oTy Nnpy BOSHUKHOBEHUU OWMBOK (CM. PuCyHOK 4) OTKIO-
YeHa, TO NpU BO3HMKHOBEHMW OWMOKM NMporpamma npekpaTuT npouecc cosgaHus 3l n ocTaBlimnecs
AOoKyMeHTbl PDF He 6yayT nognucaHsbl.
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s N
MacTep nakeTHoi paboTel € 3NEKTPOHHOW NOANWCERD @

Mognuch QOKYMEHTOB
Co30aHME 3NEKTPOHHONA NOANKOA B BeIODaHHEIX OOKYMEHTEN,

BeINonHAETCA NOANKMCE AOKYMEHTE 3 M3 4

Ama dalina PESYNETET OMNEPELYAM

OokymeHT 1.pdf Yomex

OokymeHT 2.pdf Yonex

OokymeHT 3.pdf ObpabaThiBaeTCA. ..

F 1 3

PucyHok 11. lNpouyecc co3gaHuns Il B BbI6GpaHHbIX JOKYMEHTaX

Mocne TOro, Kak 3aKOHYUTCS Npouecc co3aaHmsa I, mactep oTobpasunT cnnucok o6paboTaHHbIX
OOKYMEHTOB M pe3ynbTaTbl co3gaHusa II1. [nsg nepexoaa K NocnegHen CTpaHuue Macrtepa HaXXMmTe Ha
KHonky fanee.

LWar 9. 3aBepwieHne pabotbl MacTepa

Ha nocnepHen cTtpaHuue Mmactepa 6yaeT BbiBeaeHa nHdopmaunsa o6 obliem KonnyecTse AOKy-
MEHTOB, KOJIMYECTBE yCMNeLwHO NOAMUCAHHBLIX U HE NOAMUCAHHbIX AOKYMEHTOB (CM. PucyHok 12).

[na npocMmoTpa noapobHoi nHdopMauum o paboTe MacTepa Npu NoAnNUCaHMM AaHHOro naketa
[OKYMEHTOB, HaXMUTE Ha kHonKy MpocMoTpeTb XXypHan.

[nsa 3akpbITUg Mactepa, HaXXMUTe Ha KHoOMky FoToBo.
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s B’
MacTtep nakeTHol paboThl C INEKTPOHHOW NOANKUCEID Iﬁ

3aBepweHne macTepa NakeTHoON
paboTkl ¢ 3NEKTPOHHON NOANUCEED.

:ﬁih\j PafoTa MacTepa yomelWwHo SaBEplUEHa,
h el 4

Beero poxkymenToe POF: 4
YMewHo nognucaHo: 4
He nognucano: 0

MpocMoTPeTE #ypHan

CryptoPro

l:.‘l =
L/
Y7ofkl 3EKPEITE OKHD HEWMWTE KHOMKY ToToBo",
L A

PucyHok 12. 3aBeplieHue paboTbl Macrepa

1.1.2. MpoBepka 3/1eKTPOHHbIX NoAnucen

War 1. Hayano pa6otbl MacTtepa

Ona npoBepkn Il B nakete AokyMeHTOB PDF 3anyctute mactep nakeTHoW paboTbl C anek-
TpoHHOM noanucbio (Myck = Bce nporpaMmmbl = KPUMNTO-NMPO = MakeTHas noanucb AOKYy-
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meHTOB PDF). Ha akpaHe nosasutca okHO MacTtepa (CM. PucyHok 1). [Ans nponycka 3TOro wara npu
cnegytoweM 3anycke macrtepa, Heob6xoammo noctaBuTb pnar He nokasbiBaTbh 3Ty CTPaHULY.

HaxMuTe Ha kHonky [lanee, 4ytobbl NPOAO/IXUTbL paboTy MacTepa.

LWar 2. Bbi6op aeiACcTBUA C NAaKETOM AOKYMEHTOB

B aTOM OKkHe MacTepa BbibepuTe onunio MpoBepka 3NEKTPOHHOM NOANUCU B AOKYMEHTaX
(cM. PucyHok 13) u HaxxmuTe KHonky fanee.

-

.
MacTep nakeTHol paboTal C 3INEKTPOHHON NoANKCEIS [ﬁj

Bribop gedcTENA C NAaKETOM OOKYMEHTOB
YKEHMTE, KaKoe OeHCTEWE C NaKETOM AOKYMEHTOE TpelyeToA BeINONHKTL.

BeibepiTe HeobxoOMMOE AEMCTEME C MAKETOM AOKYMEHTOE PDF:
Co30aHWE SNEKTPOHHOM NOANMCH B AOKYMEHTEX

@) MpoBepka SNEKTPOHHOA NOAMNMOK B A0KYMEHTEX

< Hazaa |[ Janee = ] | OTMEHE

PucyHok 13. Bbibop A4evicTBMSI C NakeToM JOKYMEHTOB

LWWar 3. Bbi6op anpekTopnit Npm nakeTHou nposepke I

Ha gaHHOM ware mactep otobpa3nT AnManoroBoe okHo (CM. PucyHok 14). B none QupekTopus
C AOKYMeHTaMu ANns npoBepKn Noannucu HeobxoamMo ykKasaTb ANPEKTOPMIO C AOKYMEHTaMu 4ns npo-
BEPKM NOAMNUCK. DTO MCcxoaHash AMPEKTOPUS, B KOTOPOWN AOJIXKHbI CoAepXaTbCa AoKyMeHTbl PDF, koTo-
pble HeE06X0AMMO NMpoBepuUTb. Bce AOKYMEHTbI B 3TON ANPEKTOPUN OCTaHYTCS HEU3MEHHbLIMMU.
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i '
MacTep nakeTHol paboThl C 3NEKTPOHHOR NoOANKCEID [-zh,l

Buibop aupeKTOpHIA
YKEHMTE AMPEKTOPMIA ANA padoTel C NAKETOM AOKYMEHTOE,

YKSHWTE OMPEKTODKK ANA AoKkyMeHTos POF:

[WpexTopMA C AOKYMEHTAMK ANA NPOBEQKM NOAMMCOA:

C:\oanMcaHHBIE AOKYMEHTEI Cfzop...

| HdononHKWTEnEHD

< Hazan ” Jdanee = | | OTtmena |

PucyHok 14. Bbibop AnpeKTopusi rnpu nakeTHou rnposepke 31

Mpy HaxaTun Ha KHOMKY JONOMIHUTENbHO NOSIBUTCS OKHO C AOMOSIHUTENbHLIMU HAaCTPOMKaMu
(cM. PucyHok 15).

B nosBuBLUEMCSA OKHE MOXHO yKasaTb cnejyroLiue HaCTpOVIKVII

e [unpexTopus ANA XXypHanbHbiX pannosB. B gaHHy aupekToputo 6yaeT nomelleH
dann c oTyeTOM 0 X0A4€E NOAMNUCK NakKeTa AOKyMeHTOB PDF.

e [OupexTopua Ansi AOKYMEHTOB, NOANMUCb KOTOPbIX NMpPOBEepUTb He yaasnocb. B
OAHHY0 AMpeKTopuio ByayT nomelleHbl Konum Bcex AokyMeHToB PDF u3 gmpektopum c
OOKYMEeHTaMu Ans nNpoBepku noanucu, 3 B KOTOpPbIX NMPOBEPUTbL HE yAanoCb UM OHa
6blna Npu3HaHa HeLENCTBUTENIbHON.

e [AupeKTopua C NPpOBEepeHHbIMU [QOKYMEHTaMMU. JTO ANPEKTOPUS, B KOTOpylo 6yayT
NMOMELLEHbI KOMNK BCEX AOKYMEHTOB PDF 13 AMpPEKTOpUM C AOKYMEHTaMMU A8 NPOBEPKN
noanucu, 3 B KOTOPbIX 6bIN YCMELIHO NPOBEPEHbI M NPU3HAHbI AENCTBUTETbHBIMU.

o MepezanucbiBatb ¢ainbl C OAMHAKOBbIMM UMeHaMMU. Npu co3gaHun daiina B au-
PEKTOPUN AN NPOBEPEHHbIX AOKYMEHTOB WU B AWPEKTOPUWN AN AOKYMEHTOB, KOTO-
pble He y/Z1a/ioCb NPOBEPUTb, YXKE MOXET CYLLECTBOBAThL haifl C TaknUM Xe MMeHeM. Ec-
NN JaHHas OonuMs BK/IlOYEHa, TO MpU coBMaAeHuu uMmeH dain 6yaeT nepesanuncaH Ha
HOBbIN. ECnn AaHHaa onuusa OTKAOYEeHa, TO NMpU COBMaZEHUN UMEH MPOLIECC CO3AaHunsA
noAnuMcK OKyMeHTe 6yaeT npepBaH.

e [Mpoposmkatb paboTy Nnpu BO3SHMKHOBEHUM owmnbok. Ecnn gaHHas onumsa OTKILO-
yeHa, TO NPy BO3HMKHOBEHMKN OWKNOKKM NporpaMmma nNpekpaTuT npouecc co3gaHus M um
ocTaBlIMecs AokyMeHTbl PDF nognucaHbl He 6yayT.
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=

JononnuTensHble HACTpORKK

S

OMpeKTopMA ANA ¥YPHaNBHLIX hafinos:

C:\Wsers\AppData\Local\Temp\CryptoProPDFY,

C:\He npoBepeHHbIE

AvperTopia ANA A0KYMEHTOE C NPaBMABHOA NOAMMCEHD:

C:\poEEpeHHEIE

[] NepesanucsiEaTe daink © 0AMHAKOBEIMM MMEHSMN

MNpoaom#aTe paboTy NP BOSHUKHOBEHMKM OLWMBOK

Ofzop...
AvperTopia C AOKYMEHTEMK, NOAMWCE KOTOPEIX NPOBEPMTL HE YAANOCh:

Ok ] [ Cancel

PucyHok 15. [JonosiHUTeIbHbIE HACTPOKM

LWar 4. Bbi6op napaMeTpoB NoanNucu

Ha gaHHOM 3Tane Heob6xoAMMO yKasaTb napameTpbl noanucu (cM. PucyHok 16). B kaxaom u3
AokyMmeHToB PDF 6ypeTr npoBepeHa TO/MbKO OAHA MOAMUCb, MapaMeTpbl KOTOPOW COOTBETCTBYIOT 3a-
OAHHbIM, NpX 3TOM OCTasibHble NOAMWCKM He NPOBepAtoTCs. ECin B AOKYMeHTe HEeT NoANMCK C yKasaH-
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HbIMM NapameTpamu, To 6yaeT Bo3BpalleHa owmnbKa 0 TOM, YTO NOAMNUCL He HalaeHa. Ecnm noanuck ¢
YKa3aHHbIMU NapaMeTpaMu CYLLECTBYET, TO 6yAeT BO3BPaAllUEH pe3ynbTaT NMpoBEPKM.

Mownck 3M npoumnseoaunTcd no cneayrwnMm napaMeTpam:

e Twun noanucm (o6bbiyHasa nnu ceptudmumpyrowas);

¢ Hanuume wrtamna BpeMeHM. [1na yKkasaHus AaHHOro napameTpa Heob6xoaMMo nocTa-
BUTb dnar NMpoBepAaTb HaMYMe WITaMna BpeMeHMU. B aTom cnydae 6yaeT nposepe-
Ha He TOJIbKO AeNCcTBUTEeNbHOCTbL II1, HO K cooTBeTCcTBUE ee dopmaTy CAdES T.

¢ CooTBercTBME ycoBepLleHCTBOBaHHOMY cdopmaTty. [ yKasaHusa AaHHOrO napa-
mMeTpa HeobxoamMmo noctasuTb dnar MpoBepATb Hanuuue wWTaMna BpeMeHU U
MpoBepATbL HaZIMUME AOKa3aTesIbCTB NOAJIMHHOCTU. B 3TOM cnyyae 6yaet npose-
peHa He TONbKO AencTBuTenbHOCTb DI, HO n cooTBeTcTBUE ee bopMmaTy CAdES-X Long
Type 1, onncaHHoMy B cTaHgapTe «CMS Advanced Electronic Signatures», ETSI Stand-
ard, RTS/ESI-000040, TS 101 733».

e CepTudukart, Ha KOTOPOM AOJHKHA 6bITb cchopMmmpoBaHa II. CepTndnKaT MOXKHO
BblibpaTb 13 XpaHunuuwa «JInyHble» Tekyllero nonab3osatens. nsa Bbibopa cepTudmka-
Ta HeobxoAMMO HaxaTb Ha Ha KHOMKy Bbi6patb M3 xpaHunuwa. [NpocMOTPETb Bbl-
6paHHbIl cepTMdMKAT MOXHO Npu Nomowwm KHonku MpocmoTp.

Onsa 3anycka npouecca nposepkn DI B BblibpaHHbIX AokyMeHTax PDF, HaXMuTe Ha KHOMKY
3anyck.

MacTep nakeTHol paBoTel C INEKTPOHHOA NOANKCERD >

MapaMeTpbl NOQNHCH

YiEmTe TpedyeMelil BUG NOANMCM: CEPTUOMLMDYIOWEA MK 0DbiuHaA, Tatoke
MOHHD YKE38Th AONONHKTENEHBIE KOMTEPMA ANA NOMCKE NoarMod,

Tun noanMoi
(®) OfbivHaR NoanMe

() CepTUMLMPYHOLLEA NOAMWE

] MpoBepATE HaNM4ME WTEMME BPEMEHM

|:| MNpoBepATE HANKHKE AOKASETENECTE NOANMHHOCTH
MNposepATe 3N KOHKPeTHOr D NMUE:
KoMy Belgan: 000 POMALLIKA™

BeIOpaTE M3 XPEHMIMLLE

Kem Belgad:  CRYPTO-PRO Test Center 2

. MokazaTe CEpTHDPMKET. ..
OewcreuTteneH o 10 mapTa 2021, 14:03:47 B

OeicrenTtened no: 10 wioHA 2021r. 14:13:47

< Hazang OTmeHa

PucyHok 16. Bbibop Tuna rnognucu n ceptugunkaTta

LlWar 5. NMpoBepka 3/1IeKTPOHHOM NoOANUCH

Ha paHHOM Lware MacTepa 3amnmyCKaeTCs Npouecc NpoBEepKM NoAMUCUM B BbIGpaHHbIX AOKYMEH-
Tax PDF. Ecnu onumsa MpoposnmxkaTtb paboTy npyM BO3SHUMKHOBEHUM owNMb60OK (CM. PucyHok 15) oT-
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KNto4YeHa, TO Npu BO3HUKHOBEHMWN OWMBKKM nporpaMMa npekpaTuT npouecc nposepkn 31 1 ocTaBLUn-
ecsl nokyMmeHTbl PDF npoBepeHbl He 6yayT.

Mocne Toro, Kak 3aKOHYUTCS MpoLEecC MPOBEPKWM Moanucein B NakeTe AOKYMEHTOB, MacTep
oTo6pa3unT nepeveHb 06paboTaHHbIX AOKYMEHTOB M pe3ysbTaTbl npoBepkn 3 (cM. PucyHok 17). Ons
nepexoja K NocCneAHen cTpaHuue Mactepa HaXXMmTe Ha KHONKy [danee.

i i
MacTtep naketHol paboThl C 3MEKTPOHHOR NoANKCEID lﬁ

MNposepka QOKYMEHTOB
MpoEEPKE SNEKTPOHHOM NOAMKCA B BeIBPEHHLIN OOKYMEHTEN,

MpoBepka NnakeTa aoKyMmeHToE PDF zaeepweHa

MmA daina PEsyNLTET ONEPELIAM
OokymeHT 1.pdf Yonex
OowkymenT 2.pdf Yonex
OowkymenT 3.pdf Yonex
OowkymeHT 4.pdf Yonex
4 1 3
< Hazan Jdanee = ] [ OTtmena
L y

PucyHok 17. Pe3ynbtatsl rnpoBepku 31

Llar 6. 3aBepweHmne pabotbl Macrepa

Ha nocnegHen ctpaHuue mactepa 6yaet BbiBegeHa nHdopmaumns ob obwem KonnyecTtese AOKY-
MEHTOB, KOJIMYECTBE YCMNELIHO NMPOBEPEHHbIX N HE NMPOBEPEHHLIX AOKYMEHTOB (CM. PucyHok 18).
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Ona npocmoTpa noapobHoi nHdopmaumm o paboTe MacTepa npu NpoBepKe AAHHOro nakerta
OOKYMEHTOB, HaXXMUTe Ha KHonky NMpocMoTpeTb XXypHan.

[na 3akpbITMa Mactepa, HaXXMuTe Ha KHonky NoToBo.

-

.
MacTep nakeTHoR paboThl € 3NEKTPOHHOW NOANWCED Iﬁ

3aBepweHne macTepa NakeTHoON
paboTkl C 3NEKTPOHHON NOANUCEED.

1)

§ | PaboTa MacTepa yoMelWHo SaEeplleHa,
i

Bcero pokymedToe PDF: 4
YnewHo nposepeHo: 4
He nposepero: O

MpocMOTPETE #YypHan

CryptoPro
l:l 3 =

Y7ofkl 3EKPEITE OKHD HEWMWTE KHOMKY ToToBo",

< Hazag loToBOD OTMEH

m
(5T

PucyHok 18. 3aBepuieHne paboTbl mactepa ripu riposepke 31

1.2. MporpamMmma KoMaHaHoOW cTpoku cppdfutil.exe

MporpaMMa KoMaHAHoM cTpoku cppdfutil.exe npeaHasHauyeHa NS co3aaHusa Uaun nposepku Il
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B rnakerte OOKYMEHTOB PDF. MporpammMa yCTaHaBMBaeTCA B KaTanor
% ProgramFiles(x86)%\Crypto Pro\PDF.

1.2.1. Co3paHue 3/1eKTPOHHbIX noanucemn

Onsa 3anycka npouecca co3gaHnsg 3M B nakeTe AokyMeHTOB PDF, BbINoOsIHUTE CneayroLwyo Ko-
MaHay:

> cppdfutil.exe sign [mapaMeTpsl]
Cnuncok napaMeTpoB KOMaHAbl sign npuseaeH B Tabnuue (cMm. Tabauya 1).

Tabnunya 1. OnucaHne napamMeTpoB KOMaHAbl sign

MapameTp OnucaHue

O6si3aTe/ibHblE NapaMeTpbi:

in-dir AnpekTopust C AOKYMEHTaMM, KOTopble HeE06X0ANMO noanucaTb. Bce AOKYMEHTHI
B 3TOW AMPEKTOPUM OCTaHYTCS HEU3MEHHbIMU.

out-dir OvipekTopumn Ans NoAnucaHHbIX AOKYMEHTOB. B gaHHY0 aAnpekToputo 6yayT no-
MELLEeHbl NoANUCaHHbIE KOMUK BCEX AOKYMEHTOB PDF 13 AMPEKTOPUN C AOKYMEH-
TaMu Ha NoAnNuCh.

certificate ®ann ceptudmkaTa, KOTopbin 6yaeT ucnosb3osaH ans cosgaHusa 3. Ceptudu-
KaT AO/HKEH 6bITb YCTAHOBNEH B XpaHuauLle «JIMyHble» TeKYLWEro nosjb3oBaTtens
N MUMETb CCbUIKY Ha 3aKPbITbIA KJHOY.

Heob6s3aTtesnbHble napameTpbl:

err-dir MyTb K AMPEKTOPUN ANs AOKYMEHTOB, KOTOpble He yAanocb noanucatb. B AaHHYyO
AVpPeKTopuio 6yayT NoMeLLeHbl KONMK BCex AoKyMeHToB PDF 13 anpekTopun c
[IOKYMEHTaMM Ha MOAMWCb, KOTOPbIE HE YAaN0Ch NoANMUCaTb.

report-dir OnpekTopus ons xypHanbHbiX danios, B KoTopyto 6yaeT nomeweH dann oTyeTta
0 XoAe noanucu naketa AokyMeHToB PDF. o yMOn4aHuio XypHanbHble dalinbl
coxpaHsitoTca B anpektopumio Y%eTEMP%\CryptoProPDF\.

pin PIN-koa ons nocryna K 3aKpbiTOMY KJltody.

cades 3HaueHMe, nokasbiBatollee YTo Tpebyetca co3naHue noanucu B popmate CAdES-
T nnn CADES-X Long Type 1. be3 ykasaHus 3Toro napaMeTtpa 6yaert co3gaHa
noanuck B dopmate CAdES BES.

cades-format ®opmaTt CAdES noanucu. Bo3MoXHble 3HAYEHUS:
- t - ¢popmat CAdES-T;
- xlIt1 (no ymonuaHuiwo) - ¢popmat CAdES XLT1.

url URL cnyx6bl wiTamMnos BpeMeHn ansa co3gaHusa noanmncu B popmate CAdES-T un
CADES-X Long Type 1.

appearance Tun oTobpakeHns noanucu. Bo3MoxxHble 3HaYEHUS:

- “no” (No ymMOn4aHu) — HEBMANUMASA NOAMUCH;
- “law” - oTobpaxeHne noanmcKm B COOTBETCTBUM C TpeboBaHMsaMKU 63-D3;
“template” - oTobpaxeHue noanncu No npeaycraHoBNeHHOMY WabioHy.

page Mcnonb3yeTcs npu 3HaYeHWM napameTpa appearance law nnu template.

Homep cTpaHuLbl, Ha KOTOPYIO HaAo NOCTaBUTb NoAMnuck. [N oTcyeTa HoMepa
CTpaHWLbl C KOHLI@ JOKYMEHTA HOMEpP CTPaHMULbl A0/XKEH 6bITb YKa3aH CO 3HAaKOM
MUHYC. Hanpumep, ecnu TpebyeTcs NpocTaBUTb NOAMUCH Ha NOCNEAHEN CTpaHuue
KaX4oro AOKYMeHTa M3 nakeTa, TO HYXHO yKasaTb 3HadeHue -1.

X Ncnonb3yeTcsa Npu 3Ha4YeHUM napaMeTpa appearance law unu template.
MonoxeHne NeBon CTOPOHbI NPAMOYrOfiIbHMKA NOAMNMUCUM OTHOCUTESNTIbHO CTPaHMLbl.
Mo ymonyaHuto 3Ha4veHune 100.
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MapameTp

OnuncaHune

Y

Mcnonb3yeTcs npu 3HaYeHUU napameTpa appearance law nnu template.

MonoXxeHne HUXHeNn CTOPOHbI NPSAMOYroJibHMKA NOANMUCU OTHOCUTENbHO CTPaHU-
ubl. Mo ymonyaHuto 3HadyeHue 100.

width

Mcnonb3yeTca npu 3Ha4YeHUM napaMeTpa appearance law nnum template.

LnpunHa npaMoyrosibHMKa C 0To6paxxeHMeM noanucu. Mo yMosyaHuto 3HaYeHme
200.

height

Ncnonb3yeTcsa nNpu 3Ha4YeHUM napamMeTpa appearance law nnun template.
BbicoTa nNpsAMOyrosibHMKa C oTobpaxeHneMm noanmcu.
Mo ymonyaHuto 3Ha4veHune 100.

template-string

Mcnonb3yeTcs npy 3HaYeHUU napameTpa appearance template.
MMsa npeayctaHoBneHHOro wabnoHa Ans ohopMIeHUsa Noanucu.

logo Ncnonb3yeTcsa nNpu 3Ha4YeHUM napamMeTpa appearance law

MyTb K danny c norotmnoM. Jlorotun gonxeH 6biTb B popmaTe JPEG.
sigh-reason MpunynHa nognucu.
location-info MecTononoxeHue.

contact-info

KoHTakTHasa nHdopmMaums.

certify

Mpu3Hak co3gaHus cepTudmumpytowen noanmncu.

lock

Mpu3Hak 6/10KMpoOBaHUSA AOKYMEHTa Nocse co3aaHms obbluHOM NOANMUCHK.

perm

[encTBMa C JOKYMEHTOM, pa3peLléHHbIE NOCNE Co3AaHusa cepTuduumnpyoLlen
noaAnucu. JaHHblii NapaMeTp MOXET NPUHMMaTh CeayloLline 3HAUYEHUS

Nno — U3MeHeHUs 3anpeLleHbl;
fillforms - 3anonHeHne GOpM M UCNOMb30BaHUe UMb POBbLIX NOAMUCEN;

comments - KOMMeHTapum, 3anosiHeHne HopM 1 NCNoSib30BaHUe LMdpo-
BbIX MOAMUCENR.

Mo yMon4yaHuio 6y,1:|,eT MCNOJZIb30BAaHO 3HA4Y€HMUE No.

skip-errors

Ecnv gaHHbIN NnapaMeTp He yKasaH, TO Npy BO3HWUKHOBEHMM owmnbKM nporpaMma
npekpaTuT npouecc co3gaHuns 3l n ocTaBwunecs AokyMeHTbl PDF He 6yayT noa-
MMCcaHobl.

overwrite-files

Ecnu ykasaH gaHHbIM napamMeTp, TO Npu COBNageHnn MMeHM cosgaBaemMoro ga-
na c ogHUM 13 MMeH B aupekTopusax out-dir mnnu err-dir, cywiecTsytowmn damn
6yneT nepesanncaH Ha HOBbIN.

help

BbI30B cnpaBku No KoMaHA4e sign.

1.2.2.

MaHAay:

> cppdfutil.exe verify

MpoBepka 3/1EeKTPOHHbIX Noanncen
[nsa 3anycka npouecca rnposepkn Ol B nakeTe gokyMeHTOB PDF, BbINONHUTE cnefyloLwyro Ko-

[mapamMeTp:!]

Cnncok napameTpoB KoMaHAbl verify npuseneH B Tabnuue (cM. Tabanya 2).

Tabnunya 2. OnncaHue napamMeTpoB KoMaHAabl verify

MapameTp

OnucaHue

O6si3aTesibHbIE apaMeTpbl:
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MapameTp

OnucaHue

in-dir

AVpeKkTopus C AOKYMEHTAMM AN NMPOBEPKM noanucu. Bce AOKyMeHTbl B 3TOW Au-
PEKTOPUN OCTAHYTCSH HEM3MEHHbIMMU.

Heobsi3aTesibHble napameTpbl:

out-dir

[ApekTopun C NpoBepeHHbIMM A0KYMeHTaMu. B aaHHyto gnpektoputo 6yayTt no-
MelleHbl KONMN AOKYMeHToB PDF 13 gnpektopum ¢ JOKYMEHTaMu ANns NpoBepKu
NnoAnncK, B KOTOPbIX BblNa HanaeHa yCnewHo NpoBepeHHas n AencTBmMTenbHas
3M, napaMeTpbl KOTOPOWM COOTBETCTBYIOT 3a4aHHbIM.

err-dir

OvpekTopusa ana AOKYMEHTOB, MOAMUCb KOTOPbLIX NPOBEPUTbL He yaanockb. B aaH-
HYIO AMpeKToputo byayT NoMeLLeHbl KONnK Bcex AokyMeHToB PDF 13 gupektopum
C AOKYMEHTaMu Ans NpoBepKu Noannucu, B KOTopbix DI B KOTOPbIX NPOBEPUTL He
yAanocb nnm oHa 6bina npusHaHa HeaencTBUTEeIbHOMN.

report-dir

OvpekTopus ans »XypHaibHbIX GaiioB, B KOTOpPYI byaeT nomeweH daiin otyeTa
0 Xo4e npoBepku naketa AokymeHToB PDF. Mo yMOn4aHUIo XypHanbHble dalisbl
coxpaHsitotcs B anpektopuio % TEMP%\CryptoProPDF\.

req-certificate

®dann ceptudukaTa, Hanmume n 4eNCTBUTENbHOCTb 3l KOTOPOro creayeT npose-
puTb B AOKYMeHTax PDF. ECin yKasaH AaHHbIM napaMeTp, TO BO3BpallaeTcs CcTa-
TyC NOANUCK, cAeNaHHOW Ha AaHHOM cepTuduKkaTe, NpM 3TOM OCTalibHble NOANU-
CU He NpoBepATCS.

reqg-cades

Ecnu ykasaH gaHHbIV napameTp, To 6yAeT npoBepeHa TOIbKO NOAMNUCh, COOTBET-
cTBytowas ycosepweHcTtBoBaHHOMY dopmaTty (CAdES-X Long Type 1, onucaH-
HoMy B cTaHaapTe "CMS Advanced Electronic Signatures", ETSI Standard,
RTS/ESI-000040, TS 101 733).

req-certified

Ecnn ykasaH gaHHbIM napaMeTp, TO B KaxaoM AokyMmeHTe PDF 6yaeT nposepeHa
TONbKO cepTuduumpyrowas nognumcob, Npu 3ToMm obblyHbIE NOANMCKM HE NpOoBeps-
HOTCH.

skip-errors

Ecnn paHHbIA NapaMeTp He yKa3aH, TO NMpu BO3HUKHOBEHUN OWMOKKM nporpamma
npekpaTuT npouecc nposepkun Il n ocTtaswmnecs AokyMeHTbl PDF npoBepeHbl He
6yayT.

overwrite-files

Ecnn ykasaH gaHHbI napaMeTp, TO Npu COBMagEeHMN MMEHU co3gaBaemoro dan-
na Cc oO4HUM 13 UMeH B anpekTtopusax out-dir nnu err-dir, cywecTsyowmnii pann
6yneTt nepesanmcaH Ha HOBbIN.

help

Bbi30B cnpaBku no KkomaHae verify.

MpumeuvaHue. B kaxaoMm u3 gokymeHtoB PDF 6yaeT npoBepeHa TONbKO OAHA MOAMWUCb, NapameTpbl
KOTOPOM COOTBETCTBYIOT 3a4aHHbIM, NPW 3TOM OCTajlbHblE NOAMNCU He NpoBepsatoTca. HanpuMep, ecnum
0AHOBpPEMEHHO YKa3aHbl NnapaMeTpbl reg-cades, reqg-certified, reqg-certificate, To B AJOKYMEHTE ULLETCS
yCOBepLUeHCTBOBaHHas ceptuduumpytowas 3M, caenaHHas Ha AaHHOM cepTudukaTe, 1 nposepseTcs

ee JeNCTBUTENbHOCTb.

25




XKTAN.00064-01 90 02. KpunTtollpo PDF. PykoBoACTBO N0 aBTOMaTU3auUMM CO34aHMNS U NPOBEPKU
3/IEKTPOHHbIX NOAMUCEN.

2. ABTOMatusaumnsa co3gaHnsa u NpoBepKU Noanucu

2.1,

B nporpamme Adobe Acrobat MMeeTcsi BO3MOXHOCTb MCNOAb30BaTb cueHapuu JavaScript ans
dopmmnpoBaHms u nposepku DI. C nomMoLbio CLEHApUEB MOXHO 0b6ecneynTb aBTOHOMHY paboTy C
3N 6e3 npuBneyeHns rpacnyeckoro Nosb3oBaTesIbCkoro nHTepdelica.

[na BKAKOYEHUS BO3MOXHOCTU UCMNOb30BaHUA CLEeHapueB JavaScript, Heob6xo4nMO BbINOJI-
HUTb cneaywuine OEeNCcTBuS:

1. OTtkpownTe rnaBHoe OKHO nporpammbl Adobe Acrobat.

2. Bbibepute B pasgene PepgaktnpoBaHue (Edit) nyHkT YcTtaHoBku (Preferences).

3. B oTkpbiBwWeMcs OkHe (cM. PucyHok 19) Bbibepute Bknaaky JavaScript n HaxmuTe
dnar AktuBnposaTb Acrobat JavaScript (Enable Acrobat JavaScript).

Mo ymonuyaHuio AaHHas onuus akTuBMpoBaHa npu yctaHoske Adobe Acrobat.

ABTOMaTM3aumnsa ¢ ucnosnb3osaHuem Adobe JavaScript

' ™y
YcTaHoekW lﬁj

KaTteropun: JavaScript

Bug crpanuue - v:mslnposaTbAcrobatJa\raScript

Bo Beck 3kpaH

JokymeHTel BesonacHocTe cueHapua Javascript

Kommentnposanue .

o AKTHEWPOEATE NYHKTbI MEHHKD MO NOJHOMOYMAM H3 MCNOAHEHNE cLeHapwa JavaScript
CHOBHBIE

| BentounTe cTpaternto BesonacHocTi rnoBankHbix cBBEKTOR

30 n MynsTmegna

Aucnetuep goeepns

Juncnetuep LeeToE

EAMHWLEI M3MEPEHNA W HANPABAARILLME
Jawmra

m

3awmTa (NoBLILLEHHBIA YpOBEHS)
HMzmepenne (20)

Wamepenue (30)

WMamepenne (Geo)

WMucnexrop

MHTepHET

Karanor

JNuuHble cBEgEHUA

MacTep cnepaumi
MynsTumegna (ynacnes,)
HagewHan mynsTumeana (yHacnes.)
Moanuck

Mownck

Mpaecnucanne
MpecBpasoeanne 8 PDF
MpecBpasoeanne ns POF

Paclumpenteii goctyn

OTnaguwn JavaScript

Brnrouate oTnagunk JavaScript nocne nepesarpyskn Acrobat

CoxpaHaTe Toukn octaHoea B PDF-dafinax

3 MNponycTuTe MpocneguTe MNpepeate

Brnrouate WHTEQAKTUEHYHD KOHCOME

[NokasbiBaTe KOHCONE CLUNBOK W CcooBLLEHMIA

PegakTop JavaScript

@ Wcnonesosate pegaktop Acrobat JavaScript

WpndT: | Courier New -

WMcnonezoeate BHEWIHWA pegakTop JavaScript

Pazmep:

12 A

oK

| | CtrenHa

dannbl ¢

PucyHok 19. Hactpovika JavaScript B Adobe Acrobat

Mpu 3anycke nporpamMmbl Adobe Acrobat 6yayT aBTOMaTtMueckm 3arpyeHbl BCE AOCTYMHbIE

paclwnpeHmem

*.js

U3 AUpPEKTOPUN

<nyTb YCTaHOBKM npunoxexHusa Adobe

Acrobat>\Acrobat\Javascripts. Kog JavaScript, KkoTopbili cogepXxuTcs B AaHHbIX dannax, byaer
AOCTYyrneH ans ucnosiHeHus B nporpamme Adobe Acrobat.
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2.1.1. MpuMmep koaa ansg GopMUpoBaHUSA SNEKTPOHHOM Noanucu

Hwxe npuBeaeH npumep koda JavaScript, ocywecTtensowmn dopmmpoBaHue Hesnanmon II1 B
OOKYyMeHTE:

// OOBEKT TeKyleTro NOKYMEHT

var doc = this;

// co3maTe OOBEKT HEBUAMMOM TONIINUCU

var f = doc.addField('MySignature', 'signature', 0, [0,0,0,0]);
// momyumThb oBpaboTumk Kpunrollpo PDF

var engine = security.getHandler ('CryptoPro PDF');

// 3arpy3smuTb cepTuOmMkaT m3 odannma c:\path\mycert.cer

var ¢ = security.importFromFile ({ cType:'Certificate',
cDIPath:'/c/path/mycert.cer', bUI:false });

// VHMIMAaIM3aund

engine.login({ oParams:{ oEndUserSignCert:c } });
// OomoJIHUTeJsibHas MHGoOpMaLMs

var s = { reason: 'MyReason', location: 'Moscow' };
// BHUucieHue 3II

f.signatureSign({ oSig: engine, oInfo: s, bUI: false }))

2.1.2. TpwuMep Koaa ANS NPOBEPKMN SNEKTPOHHOM NOANUCH

Huxe npuBeaeH npuMmep koza JavaScript, ocyLwecTBNAIOWMNIA NPOBEPKY U BbIBOA MHGOpPMaLmn
06 3I B AOKyMeHTe:

var doc = this;

// TNOJNyuYUThb OOBEKT CYNECTBYIWEN IOININCH
var f = doc.getField('MySignature') ;

// npoeepuThb Il

var res = f.signatureValidate();

// aHammM3 peyJbTaTa OPOBEPKM

switch (res)

{

case -1: console.println('Not a signature field'); break;
case 0: console.println('Signature is blank'); break;
case 1l: console.println('Unknown status'); break;

case 2: console.println('Signature is invalid'); break;

case 3: console.println('Signature of document is valid, identity of signer
could not be verified'); break;

case 4: console.println('Signature of document is valid and identity of
signer is valid'); break;

default: console.println('Undefined result) ;
}
// BEBOI mMHOOPMALMM O MHOLNUCU
var sinfo = f.signaturelnfo();

console.println('Signer: ' + sinfo.name + ' ' + sinfo.contactInfo);
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2.1.3. OTtnagka un BbinonHeHMe koaa JavaScript B nporpamme Adobe Acrobat

Ona oTnagkn n BbINOAHEHUS cueHapusa JavaScript MOXXHO BOCMO1b30BaTbCs OTNAAYUMKOM

JavaScript.

[Onsa 3anycka otnagumka JavaScript, Heo6xoanMMo BbINOMHUTL CleayLwmne 4encTems:

1. OTtkpownTe rnaBHoe OKHO nporpammbl Adobe Acrobat.
2. Bbibepute B pasgene NMpocmortp (View) nyHkT UHcTpyMeHTbl (Tools), 3atem Ja-

vaScript (cM. PucyHok 20).

3. B rnaBHOM okHe Adobe Acrobat nosiButCs BKnagka, Ha KOTOpOn Heo6XoAMMO HaxaTb
Otnapuuk JavaScript (JavaScript Debugger).

Ona oTKpbITUa oTnaguuk JavaScript ¢ noMowblo KnaBuaTypbl, HaXMUTE KOMBMHaAUMIO KiasuL

CTRL+].

Okro  Cnpaeka

MoeepHYTE BUA

Haewrauwa no crpannuam

Bug cTpanuue

Macwrad

HaBopel nHcTpyMeHToR

MNognucanne

Kommentapun

MNokazaTe CrpbiTe

7| PEsKWM UTEHKMA

@ MoaHo3KpaHHEBIA pEXMM

Ctrl+H
Ctrl+L

[Br Whcnexrop...

YreHne oy

CpaBHUTE AOKYMEHTEL.,

PegakTnpoBaHne CoAEpHMMOro
CTpanuysl

MuTepakTHEHEIE 0BREKTEI
DopMel

Macrep onepauypni
PacnosHaeaHwe TekcTa

almTa

OEpaboTka AoKyMEHTE

ﬂ,DI'IE'-I dTH3A NoAroToEKS

PECQHFIEHHI:I%,&,DCT_‘,I’I‘I

AHanuz

PucyHok 20. 3anyck otnagymka JavaScript

Ons BbinonHeHUs CTpoku koga B JavaScript Debugger, Heo6xo0aMMO NOMECTUTb Kypcop B 3Ty
ctpoky u HaxaTtb CTRL+ENTER (cM. PucyHok 21).
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Crrnagume JavaScript @
=2 E] E] T’} {1} {ﬁ'} BeizeaTe Habop: :
CueHapum MpoeepuTe:
= Folder-Level [Mer:thle nepeMeHHE v]
= App

5 & CPPDFDSigijs

anonymous Mepemernan 3Ha4eHKe

4 1 | I

S [N (&

MpocmoTp:
KoHoone -
BepcHA Acrobat JavaScript Debugger Functions 11.0 -
BepcuAa Acrobat EScript Built-in Functions 11.0 I
AZcrobat SOARP 11.0
CPPDFDSig script wversion 1.6 was loaded.
console.println(l + 1)};
2 8

E @

Folder-Level:App: CPPDFDSIg s

PucyHok 21. Otnaguuk JavaScript

MonpobHoe onmucaHue ucnonb3oBaHua JavaScript B Adobe Acrobat mMoxHO HalTuM Ha canTe
Adobe B pasgene ans pa3paboTumkoBs
http://www.adobe.com/devnet/acrobat/?view=documentation.
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Tabnunya 3. Kpatkunii 0630p ¢pyHKUmi JavaScript ans pabotel ¢ Kpuntollpo PDF

HasBaHue
MeToaa

OnucaHue

security.getHandler

DyHKUMSA nonyyaeT o6beKkT ANs B3aUMOAEWCTBMS C KpunTorpaduyeckmm
MoAyneM.

MapameTpbi:

cName - WNma kpuntorpaduyeckoro moaynsd. OAna moayna «Kpuntollpo
PDF» 3HaueHue f0mkHO 6bITb «CryptoPro PDF>».

Bo3BpalwjaeMmoe 3HauyeHue:
Bo3BpalwlaeT 06bekT SecurityHandler.

SecurityHandler.login

OyHKUMSA naeHTMdUKaunMm nonb3oBaTens.
MapameTpbi:

oParams - O6bekT LoginParameters, KOTOpPbIA COAEPXUT NapaMeTpbl ANnS
naeHTuduKaumn nonb3osaTens.

bUI - YcraHaBnuBaetcs true, ecnn B npouecce naeHTuduKaummn rnonb3o-
BaTens AO/HKEH UCMONb30BaTbCa rpadpunyecknin nHtepdenc. B npotmeHoOM
cnyyae yCTaHaB/MBaeTCs 3HaueHue false.

Bo3BpalwaeMoe 3HayeHue:
Bo3BpallaeT true npu ycnewHon naeHtndumkaummn, nHade false.

Field.signatureSign

OyHKkumna dopmupoaHmns 3I B cO34aHHOM MNosie AOKYMEHTA.
MapameTpbl:

0Sig - O6bekT SecurityHandler cBsizaHHbI ¢ KpunTorpaduyeckmm moay-
nem. Ecnu paHHbIM napameTp OTCyTCcTBYeT, TO 6yaeT BbibpaH MoAynb,
yKasaHHbIi B HacTponkax Adobe Acrobat nnmn 6yaer npeanoxeH Bbl6op
Moaynsa yepes rpaduyeckun nHtepdenc (ecnu napamerp bUI nmeet 3Ha-
yeHwue true).

oInfo - O6bekT Signaturelnfo c nHpopmauuven o6 1.

bUI - ®nar, onpefenstowmnin Hy>KHO M NOKasbiBaTb rpaduyecknii nHTep-
deinc Bo BpeMsa popmupoBaHus Il. ECnm yCcTaHOBIEHO 3Ha4veHue true, TO
ANS 3anosiHeHMs nonen ananoros GopMmMpoBaHMS NOAMUCU NCMOMb3YyeTCs
06bekT olInfo. Ecnn ycTaHoBneHO 3HaudeHuwe false, npouecc noanucaHus
npoucxoant 6e3 rpaduyeckoro nHTepderica.

Bo3BpawjaeMmoe 3HaueHue:

BosBpawaet true, ecnn noanucb 6blna cosgaHa yaadHo. B npoTMBHOM
cnydae Bo3Bpawlaert false.
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Tabnunya 4. Kpatkunii 0630p 06bvexkToB JavaScript a1 pabotsi ¢ Kpuntollpo PDF

HasBaHue
obbekTa

OnucaHwue

LoginParameters

MapameTpbl Ans MLI,EHTM(t)MKaLI,VIM noNb30BaTeENA:

oEndUserSignCert — O6bekT Certificate, cogepxawmn ceptudunkaTt nosb-
3oBaTens ansa gopmuposaHusa 1.

cPassword - PIN koA Ana A0CTyna K KOHTEMHEpPY 3aKpbITOro Ktoua.

Signaturelnfo

CeownctBa nognucu:

appearance - Bug noanucu. YkasbiBaeTcs O4HO WMMS U3 TeX, KOTOpble
yCTaHoOBNEHbI B HacTpoikax Adobe Acrobat B pasgene 3awura.
certificates — MaccuB, cogepXalinin nepapxmio ceptndunkatos (06bekToB
Certificate), koTopble MaeHTUPUUMPYIOT Nonb3oBaTtens. MNepebin cepTudu-
KaT B 3TOM MHOXEeCTBe — 3TO cepTudukaT nonb3oBaTens, nocneayrwme
ABNAOTCA cepTudurKaTamm ya0CTOBEPSIOLWLNX LLEHTPOB.

contactInfo — [JononHuTenbHas KOHTaKTHas MHdoOpMauns O nosb3oBaTene
(TenedoH, agpec un T.M.)

date — ObbekT Date. lata nognucaHus.

dateTrusted — 3HayeHune, NokasbiBatoLLlee NofyyeHa v AaTta U3 AOBEpeH-
HOro UCTOYHMKa (MMeeTCs WTaMn BpeMeHn). 3HadeHue false — ecnu gaTta
He ABNAETCS AOBEPEHHOW W B35iTa C JIOKANIbHOro KOMMNbIOTEpPa MOJSib30Ba-
Tens.

handlerName - Umsa kpuntorpaduyeckoro metoaa.

mdp (Madification Detection and Prevention) - 3agaet gonyctumble nsme-
HEHWS B AOKYMEHTe nocfie ero nognuvcaHuvsa. MoxeT npuHUMaTb Creayto-
LWKMe 3Ha4YeHunsn:

allowNone - 3anpewarTcs Kakme-nmbo naMeHeHus;
allowAll - ponyckaeTcs peaakTMpoBaHue AOKYMEHTa;
default - pa3spelwaeTcs peaakTMpoBaTb Noast GOpMbl U CO3haBaTthb
oM,
defaultAndComments - pa3pelwaetcsa pegaktupoBaTb nons dop-
Mbl, co3gaBaTb 3l 1 fob6aBnsaATb KOMMEHTapuu.

name - Mg nognucasLliero nosib3oBaTens.

reason - lNpunynHa nognucaHunsg.

status - CraTtyc npoBepKun aNn, BbIMOJIHEHHOM dbyHKUMen
signatureValidate.

statusText — CoobuweHne c pe3ynbTaToM npoBepku DI, BbINOJHEHHON
dyHkumen signatureValidate.

timeStamp - URL cepBepa wTamnos BpeMeHU. Ecnn gaHHbIM napameTp
3ajaH, TO Cco3J4aeTcs ycoBepLlleHCTBOBaHHasA 31 B COOTBETCTBUM CO CTaH-
naptom CAdES («CMS Advanced Electronic Signatures», ETSI Standard,
RTS/ESI-000040, TS 101 733).
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2.2. ABTOMaTM3aums c ncnosib3oBaHueM iText

iText — aTo 6GUbNMOTEKA C OTKPbLITHIM UCXOAHBIM KOAOM AN reHepalnn, aHanuMsa u UsMeHeHus
AokyMeHTOB B popmaTte PDF. M3HauvanbHO 6mubnuoteka iText 6biia paspaboTaHa ans s3bika Java, a
3aTteM noptupoBaHa noa nnatdopmy Microsoft .NET Framework B Buae 6ubnmotekmn iTextSharp,
HanucaHHou Ha C#.

Mo3xe nosiBunacb 6mubnmnoteka iTextSharp, HanucaHHas Ha C# u npeacrtasnswowas cobom
nopt iText noa nnatdopmy Microsoft .NET Framework.

Bonee noapobHyto MHGpOPMaLKIO O AaHHbBIX NPOAYKTAX MOXHO HAaWTX Ha calTe KOMNaHum iText
Software Corp.:

http://itextpdf.com/product

2.2.1. Pa3paboTka Ha s3blke Java

Ons aBTOMaTusaumu cosgaHms m nposepkn DIl Ha a3blke Java HeobXxoAMMO MCMNoNb30BaTb
6nbnunoteky iText coemectHo ¢ Kpuntolpo JCP.

MoapobHyto nHbopMaumto n Nnpumepbl NPOrpaMMHOr0 Koaa MOXHO HalTn Ha dopyme KPUMTO-
MPO no appecy:

http://www.cryptopro.ru/forum2/default.aspx?g=posts&t=4205

2.2.2. PazpaboTka Ha nnatdopme Microsoft .NET Framework

Ons aBTomMaTtusauuum cosgaHmsa u npoeepkn 2 Ha nnatdopme Microsoft .NET Framework
Heobxoanmo ucnonb3oBatb 6ubnuoteky iTextSharp coBmecTHO ¢ npoayktamm Kpuntollpo CSP u
KpunTollpo .NET.

TeKCTbl NPpUMepoB NPOrpaMMHOro koaa Ans GopMMpOBaHMSA U NMPOBEPKM SNEKTPOHHOM noanm-
cn npeactasneHbl B coctaBe Kpuntollpo .NET SDK (daiin Simple35.zip, KOTOpbIi Mo yMon4YaHuio
pacnonaraeTcs B kaTanore %ProgramFiles(x86)%\Crypto Pro\.NET SDK\Examples).

MoapobHyo nHdOpMaUNO MOXHO HanTn B AokyMeHTauumn KPUMTO-MPO cneaywowmm agpecam:

http://cpdn.cryptopro.ru/default.asp?url=content/cpnet/html/a6189c38-f349-40f0-bdf0-
0a620d91efbb.htm

http://cpdn.cryptopro.ru/default.asp?url=content/cpnet/html/d5da1068-67b6-4247-bb41-
4dibd1le77774.htm
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2.3. ABTOMaTu3aums c ncnonb3osaHuem JavaScript n OLE

MnarnH «Kpuntolpo PDF» copepxuT cueHapuii JavaScript ons aBTomMatMsaunm Co3gaHus m
npoBepkn noanumcu B aokymeHtax PDF. [aHHbll cueHapuin cogepxuntcsa B ¢aine CPPDFDSIig.js, ko-
TOpbIX NOCNE YCTaHOBKWM MfarMHa HaxoauTCs B AUMPEKTOPUM <MNyTb YCTAaHOBKWU MNPUIIOXKEHMUS
Adobe Acrobat>\Acrobat\Javascripts.

B CueHapun npeacrtaBfieHbl ABa METoAa: AN Co3AaHuUA noaAnnucu CPSign WU AN NMPOBEPKU
noaAnNncKU CrhPVerify

CPSign (
certificateHEX,
pin,
pdfLockMode,
signReason,
signLocation,
signContactInfo,
timeStamp,
bShowCertificatesDialog,
bShowSignDialogs,
appearance,
cadesType
) ;
OnucaHune
OyHkuma nognuceiBaeT PDF AoKyMeHT.
MapamMeTpbl

Tabauya 5. MNapametpbl pyHkumn CPSign

NapameTp Tvin OnucaHune

certificateHEX String O6s3aTenbHbIi napameTp. Maccme 6anT cep-
TudukaTa, UCNONb3yeMoro Ans co3gaHusa oM, B
BWAE CTPOKMW LeCcTHaguaTepuyHboix ungp. Cep-
Tudukat fomkeH 6biTb YCTaHOBAEH B XpaHU-
nnuwe «JInyHble» TeKkyllero nosb3oBatens wu
UMETb CCbINIKY Ha 3aKpbITbIA KJIt0u.

pin String PIN-koa onsa AoCTyna K 3aKpbITOMY KoYy,

pdfLockMode Numeric Yucno, xapakTepusylollee TWUM CO34aBaeMoW
noanucu wm AOeWCTBUS, paspelleHHble C AO0KY-
MEHTOM nocne noanmcaHu4a:

0 — o06blyHaA noAMUCb, W3MEHEHUS
paspelleHbi;

1 — o6blyHaa noanucb, AOKYMEHT 3a-
6nokunpoBaH;

2 — ceptuduumpylowas noanucb, U3s-
MEHEHMS 3anpeLleHbl;

3 — ceptuduumpytowas noanmcb, pas-
pellaeTcs 3anosiHeHMe nonen ¢GopMm u
co3aaHue JI1;

4 — ceptuduumpyowas noanuce, pas-
pewaetca pobaBneHMe KOMMeHTapues,
3anoJIHEHME MOoJieNn dopm un cosga-
Hue 3JI1.
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signReason String MpnunHa noanucu.

signLocation String MecTononoxeHune.

signContactInfo String KoHTakTHas nHdpopmaums.

timeStamp String URL cnyx6bl WITaMnNoB BpeMeHU A8 CO34aHus
noanuncu B ¢opmate CAdES-T n CADES-X Long
Type 1.

bShowCertificatesDialog Boolean ®nar, ykasbiBalowwuii 6yayt nam otobpaxkeHbl
Avanor co CrMCKOM cepTudukaToB W auanor
Ans ssoga lNMH-koaa.

bShowSignDialogs Boolean  ®nar, ykasbiBalowmn 6yayT nu oTobpaxkeHsbl
Avanor ¢ napaMeTpaMmu NoAmnuUcKM u avanor Ans
coxpaHeHus danna.

appearance Object O6beKkT, onpepensawWMii  napaMeTpbl nons
noanucm m ero cogepxumoe (cMm. pasgen 3).
Ecnn napameTp He 3agaH, To 6yaeT co3paHa
HeBMaMMas NoAnmuch.

cadesType Numeric Ywucno, 3apatowee dopmaT NOAMNUCHK:
1 — CADES BES;
5 — CADES-T;

93 — CADES-X Long Type 1.

Bo3BpalwjaeMoe 3HauYeHune

lMpu ycnewHoM noAnMCcaHMM AOKYMeHTa BO3BpallaeMoe 3HayeHue paBHO true. NHaue
BO3BpalLlaeTcsa CTpoKa C ornnMcaHueM owmnbKun.

CPVerify (
reqCAdES,
reqCertified,
certificateHEX,
bShowVerifyDialogs
)

OnucaHue
OyHKUKMSA npoBepseT noanuck B PDF aokyMeHTe.
MapameTpbl

Tabnunya 6. MNMapametpb pyHKUnn CPVerify

MapameTp Tun OnucaHune

reqCAdES Boolean dnar, ykasblBalLWMi [O/HKHA M npoBepsieMas
NoOANMCb COOTBETCTBOBATb YCOBEPLUEHCTBOBAHHO-
My dopmarty.

regCertified Boolean dnar, ykasblBalLWMi [O/HKHA M nNpoBepsieMas

noanuck 6bITb CepTUDULNPYIOLLEN.

certificateHEX String Maccus 6anT cepTudukaTa, Hananume U AEnCTBu-
TenbHoCTb 31 KOTOpOro crneayeTt NpoBeEpPUTb B A0-
KyMeHTax PDF, B Buae CTpOKM LuecTHaauaTepuy-
HbIX UNdP.
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bShowVerifyDialogs Boolean dnar, ykasbiBatowWwmn 6yaeTt nn otobpaxeH avanor
CO CMNUCKOM cepTudunKaToB.

Bo3BpawaeMoe 3Ha4YeHune

Ecnu noanuck € 3a4aHHbIMM NapaMeTpaMu CyLLEeCTBYET U BepHa, TO BO3BpallaeMoe 3HayeHune
paBHO true. B oCTanbHbIX C/lyyasix BO3BpalLlaeTcs CTpoKa C ONMcaHueM ctaTyca noanucu Uam owmné-
KW.

JaHHble MeToAbl MOXHO MCNOMb30BaTb B CBOMX CUeHapuax JavaScript, a Takxe npu B3auMo-
OENCTBUM CTOPOHHMX npunoxeHun n Adobe Acrobat ¢ nomowbto TexHonorum OLE. Bonee nogpobHyto
nHdopMaunto 06 3TOM MOXHO HaWTW B AOKYMeHTauuun Adobe:

http://livedocs.adobe.com/acrobat sdk/11/Acrobatll HTMLHelp/IAC DevApp OLE Support.
101.13.html

MpuMepbl Ha BbINONHEHME cueHapueB JavaScript M3 NpUIOXeHUI, HanMCaHHbIX Ha A3blkax
Visual Basic, C++, C#, moxHo Hantu B Acrobat SDK B nanke InterAppCommunicationSupport.
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3. HacTpoinka odpopMieHnss BuaMMon nognncu

C nomowbto cueHapus JavaScript, cogepxawerocs B ¢arine CPPDFDSig.js, MOXHO 3aaaTb
pacnosioXeHue BUAMMON MoANUCK, yKa3aTb NpenycTaHOBNEHHbIV WwabnoH odopMaeHns uamn cosgatb
HacTpamBaeMmoe odopMaeHne BMAMMON nopanucu. [ns 3Toro HeobxoAMMO MNPOMHULMANN3NPOBATb
06beKT appearance W NnepeaaTtb €ro B Ka4yectse napamerpa B yHKUNIO CPSign.

Tabnuua 7. OnucaHme o6bekTa appearance

CBOMCTBO Tun OnucaHue

pageNumber Integer Homep cTpaHuubl Ans co3gaHus Nofs NoaAnMcu HauvmHas C
0. Ecnu napameTp He 3agaH, noanucb 6yaeT otobpaxkatb-
CSl Ha NMepBOW CTpaHuue.

coords Array MaccuB M3 YeTblpex uucen, onpeaensiolmx KOOpAUHATHI
nona noanucu. KoopauHaTtbl AO/MKHbI 6bITb yKasaHbl B
CNeayloweM Mnopsaake: KpaHsas neBas Tovyka Mo OCU X,
KpaliHaa BEPXHSASA TOUKa MO OCU Y, KpallHASA npaBas Touka
Mo OCU X, KpamHAA HMXKHASA Touka no ocu y. KoopauHaTthl
nons MNoAMnuMCKU 3a4altTCs OTHOCUTENIbHO NIEBOIO HUXKHErO
yrna ctpaHuubl. Ecnn koopauMHaTtbl He 3adaHbl, TO 6yaer
co3zlaHa HeBuAMMas NoAMNUCh.

appearanceFilter String HasBaHune odopMneHmns noanmcn ¢ GUKCUpoBaHHbIMK MO-
nammn, cospgaHHoro yepes Acrobat (cMm. pasgen 3.1). Mpwu
MCMNosib30BaHNKU AaHHOro CBOWNCTBA, CBOMCTBO
customAppearance AOJIXKHO OCTaTbC4
HENPOMHNLNANN3NPOBAHHbIM.

customAppearance QObject O61beKkT, coaepXalwmii HacTponkm odopMaeHnUs noanucuy,
MO3BONIAIOLWLNI HacTpanBaTb OdoOpMAEHME MO NOAMUCK:
KOJINYECTBO TEKCTOBbIX MONEN, UX COAEPXKUMOE, BU3Yyalb-
Hble XapaKTepucTukm nons nognucu (cMm. pasgen 3.2).
Mpn u“Cnonb30BaHMM  AAHHOIO CBOWCTBA, CBOWMCTBO
appearanceFilter OOJIXKHO ocTaTbCA
HEeNpOMHNLNANTN3NPOBAHHDIM.

3.1. Ncnonb3oBaHne NpeaycTaHOBIEHHOrO 0hOpMAEHMS NOANUCH

Ons ncnonb3oBaHnsa npeaycraHoOBAeHHOro opopMmieHMsa nognnucu, Heob6xoammo:

1. Co3paTtb oopMieHMe NOAMNUCK C HYXHbIMWU 3/IEMEeHTaMMu.

Ons atoro B MeHto Adobe Acrobat BbibpaTe nyHkT PepaktupoBaHue (Edit) -> YcraHoBku
(Preferences). [lanee BbibpaTb Bknaaky Moanucm (Signatures) -> Co3zpaHue n odopm-
neHue (Creation & Appearance) -> YcTtaHOBKM co3gaHua un ocpopmnenus (Creation &
Appearance Preferences), HaxaTtb kHONky "Co3gaThb..." (Create).

2. CoxpaHuTb co3gaHHoe odopMIieHMe, yKasas 3arosoBok (CM. PucyHok 19).

3. MponHuumMannsanpoBatb CBOMCTBA Ob6beKkTa appearance: pageNumber, coords, ap-
pearanceFilter.

4, Mepenatb 06bEKT appearance B PYHKUMIO CPSign () B Ka4yecTBe napameTpa.

Huxe npuBeAeH NpuUMep MHMUMANM3aUMN 06beKTa appearance:

var myAppearance =

{
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pageNumber: 0,
coords: [122, 539, 422, 439],

appearanceFilter: "Fancy" // 3arojioBOK

Hacrpoika enaa nognncu

3aronceck: |FEI'1C}f

OBpazey,

BBEeAUTE 3eCb Bepcusa Adobe
Acrobat DC:

obLlee UMA  2015.006.30096

Hactpoika rpagmen

Mokaseieats: () He nokaswigats rpadmky Wmnoptuposate rpaduky us:
() Mimnoptupoeantyto rpadmky Daiina
(®) Wpan
Hactpoiika Tekcra
Mokaseieate: [ Mma ] Pacnonoxerne (] OtnuamntentHoe nma ] Norotan
Oy Olpwny & Bepenn Adobe A
CEOMCTEa TEKCTE
Hanpaenenne Texcra: (8 AsTo (C) Cneea Hanpago (C) Cnpaea Hanego

Ungpe: | 0123436729 e

PucyHok 22. Hactpoiika ogpopmsieHus1 nognmcum

3.2. Co3gaHune HacTpanBaeMoro opopMaeHmsa noanmcu

C nomowbto s3biKka cueHapues JavaScript MOXHO co3gaTb HacTpamBaemMoe odopMieHMe BUAN-

[na HacTponkn oopmneHms nognnucu Heob6xoammo:
1.

tomAppearance.
2. BbizBaTtb pyHkumto CPSign ¢ gaHHbIM napamMeTpoM.

MponHuymannsnposaTb 06bEKT appearance CBOWCTBAMU pageNumber, coords, cus-

MOW MOAMWCU C HEOBXOAMMBbIMU BU3YasibHbIMW XapaKTEPUCTUKAMKU, KOJIMUYECTBOM TEKCTOBLIX MOMEN,
NX COAEpPXUMbIM. BMayanbHble XxapakTepnucTukn opopMaeHns npeacTaBnaoT coboi wpudT, Tun, uBeT
M TONLMHY FpaHuLbl Monsa noanucu. TekCToBble MoAs MOryT coAep)XaTb TEKCT, MosydYeHHbId 13 cep-
TudurkaTa noanncu/napaMeTpoB NoAnucK, NN NPon3BONbHbLIN TEKCT, 3aAaHHbIl MO/b30BaTE/IEM.
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Tabnunya 8. OnncaHne obbekTa customAppearance

CBOMCTBO Tvn OnucaHue

font String CTpoka, cogepxawas HasBaHue wpudTta. Ecnn wpudTt C
YKa3aHHbIM Ha3BaHMeM He cyllecTByeT, To 6yaeT ncnonb-
30BaHO 3Ha4YeHMe MNo yMOSIHaHMIo.

borderStyle Keyword OnpenenseTr TMN rpaHvubl BOKpYr nons noanucu. Bos-
MOXHblE 3Ha4YeHus:
border.s - cnnowHas rpaHmua;
border.b - cnnowHas rpaHMua CO CKOWEHHbIMM KpasiMu,
border.d - nyHKTUpHas rpaHuua,
border.i - cnnowHasa rpaHnUa Co CKOLWEHHbIMU BHYTPb
KpasiMun;
border.u - rpaHMuUa ¢ nogYepKMBaHMEM MO HUXHEMY Kpato
nonas NoAnucK.

borderColor Array / Maccus, coaepxawmin 1, 2, 4 uan 5 anemeHTOB. NepBbIi

keyword 3N1EMEHT ABMSIETCA CTPOKOW, 3ajalollen LBEeToBOEe Mpo-

cTpaHctso ("T", "G", "RGB", "CMYK"), cneaywuwime ane-
MEHTbl 3a4al0T KOMMOHEHTbl LBeTa. TakXe MOXHO uC-
nofb3oBaTb KJ/OYEBOe C/I0BO, OnucbiBawlwee LUBeT.
Hanpumep, knawo4eBOe CMOBO AJ19 KpacHoOro uBeta -
color.red, cootBeTcTBYtOWMIN MaccuB - ["RGB", 1, 0, 0].
bonee nopgpobHo cM. JavaScript for Acrobat API
Reference.

borderWidth Integer LLinpuHa rpaHunubl. Bo3MOXHbIe 3HaYeHUs:
0 - rpaHuubl HeT;
1 - ToHKas;
2 - cpepHsas;
3 - ToncTag.

textFields Array Maccne obbekToB textField, copepxawux napameTpbl

OTOBpaXXeHNA TEKCTOBbIX MONEN.

Tabauya 9. OnncaHmne obbekTta textField

CBOMCTBO Tun

OnuncaHme

text String

CTtpoka, cogepxalas TEKCT ans otobpaxeHus B AaHHOM
none. MoxeT coaepXaTb CMMBObI Tabynaumu. CnyxuT
ANa 3aflaHusa TecTOBbIX MOfien C Mpou3BOJIbHBIM CoAep-
XXMMbIM, 3aronoBKoB. [pu MCNOAb30BaHUM AAHHOMO CBOM-
CcTBa, CBOMCTBO type OO/KHO ocTaTbCA
HENPOUHNLNANU3NPOBAHHbIM.
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type String OnpenenseT CoAepXUMOe TeCTOBOro noss, kotopoe 6e-
peTcs u3 ceptmdukaTa noannucm Uan AONOSHUTENbHbIX U3
napamMeTpoB noanucu. Tpu WCNOAb30BaHUW AAHHOIO
CBOWCTBa, CBOWCTBO text  JOJ/DKHO  OCTaTbCH
HENPONHNLNAMTN3NPOBAHHDIM.
BO3MOXHbIe 3Ha4YeHUA:
"CN" - Bnageneu ceptudunkara;
"DN" - cybbekT;
"ValidityPeriod" - cpok aencremsa ceptudukara;
"SerialNumber" - cepuinHbIn HOMep cepTudukaTa;
"Reason" — Npu4YMHa NOAMNUCH;
"Location" — MecTomnosioxeHue.

coords Object O6beKkT, coaepXxalwuin KoopAauHaTbl TEKCTOBOro Moss.
3Ha4YeHNs KOoOpAMHAT 3a4alTCs OTHOCUTENIbHO J1EeBOro
HMXKHEro yrna nons noanmcu.

fontSize Integer Onpepenset pa3mep wpudTa. MoXeT NpUHUMATL 3HaYe-

HUa ot 0 go 32767 BKAOUYUTENbHO. ECnn 3HauyeHue He
yKasaHo wnau pasBHo 0, To 6yaeT MCNonb30oBaH MaKCu-
ManbHbIM pa3mep wpudTa, NpU KOTOPOM TEKCT MNOJSIHO-
CTbKO MOMECTUTCA B AaHHoe rone.

Huxe npuBeaeH npuMmep MHUUMaNM3auMmM ob6bekTa myAppearance, KOTOPbIM HEO6XoAMMO Me-
penaTb B kKayecTBe napaMmeTpa B MYHKUMIO CPSign () :

var myAppearance

{

pageNumber: 0,

coords: [122, 539, 422, 439],

customAppearance:

{
font: "Calibri",
borderStyle: border.s,
borderColor: color.black,

borderWidth: 1,

textFields:

[

text: "

coords:

IOKYMEHT MOINUCAH \n3JIEKTPOHHOW MNOANMUCHI",
[50, 100, 250, 60]

type: "CN",

coords:

[10, 60, 300, 401,

fontSize: 11
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type: "SerialNumber",
coords: [10, 40, 300, 207,
fontSize: 11

{ text: "KomMmanmsa: OO0 \"KPUITO-IIPO\"",
coords: [10, 20, 300, O],
fontSize: 11

AOOKYMEHT NMNOANMMNCAH
3NEKTPOHHOWM NOAMUCHIO

Bnapneney Meanos MeaH MeaHoBMY

Ceptudurar 12000B5938D68DF92002087D5B0000000B5938
Komnauwua: 000 "KPUNTO-NPO"

PucyHok 23. lpumep HacTpanBaemMoro opopMAEHUS Nogrnncu

3.3. Co3gaHune oopMneHns nognmcu B COOTBETCTBUU C 63-D3

Ons co3gaHmsa odopMeHnMs Noanucu B COOTBETCTBUM C 63-O3 HeobXxoaMMOo BbINONAHUTL AeN-
CTBUSA NO aHanoruu ¢ pasgesnom 3.2. lNpu 3TOM nNpu nHMUManunsaumm customAppearance HY>XHO yKa-
3aTb CBOWCTBO appearanceType CO 3Haye€eHWEM 4 U OMUMOHANbHO 3HadeHue logoFile. lMpumMepsbl
BM3yanusaumm noanucu npeacrtaBneHbl Ha PucyHok 8. lNpumep Bu3syanunsaummn 1 B COOTBETCTBUN C
63-®3 n PucyHok 9. lNpumep Busyannsaumm [ ¢ 10roTMNoM B COOTBETCTBUN C 63-@3.

Huxe npueBeaeH npuvMep WHULManM3auum obbekTa myAppearance, KOTOPbIM Heo6XxoAMMO ne-
pefaTb B KayecTBe napameTpa B MYHKUMIO CPSign () :

var myAppearance =
{
pageNumber: 0,
coords: [122, 539, 422, 439],
customAppearance:
{

appearanceType: 4,

logoFile: "C\\ Pictures\\Desert.jpg"
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CK3W
cly
IAC
PDF

TSP

4. NepeyeHb coKkpalleHnmn

CpeacrtBo kpuntorpadunyeckon 3awmtbl MHGOpMaLun
DNeKTpoHHas noanuch
Interapplication Communication

Portable Document Format, nnatdopmMoHe3aBnucumMbin bopmaT 3/1EKTPOHHbIX AOKY-

MEHTOB
Time-Stamp Protocol
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5. lNepeyeHb pUCYHKOB

PucyHok 1. Mactep nakeTHov paboTbl C 371EKTPOHHOU MOAMUCHID .....uneseraeeaeeieeienaeeaeaaeanenns 5
PucyHok 2. Bbib60Op AEACTBUSI C MAKETOM LOKYMEHTOB ...ueeeaieaaaaaaeeaeaaeeaeaaeaaeeaeraeeaeaneanens 6
PucyHok 3. Bbibop ANPEKTOPUI rnpu NaKETHOM CO3AAHMM DT ...t een 7
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