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Kpunrollpo LieHtp MonuTtopuHra (Windows)

HaCTOFILLI,VIVI AOKYMEHT COAEPXUT ONMncaHne, a Tak>xxe pyKoBOACTBO MO yCTaHOBKE U HaCTpOVIKe NporpaMMHOro KomMmniaekca

«Kpunrollpo LleHTp MoHuTOpUHra».

MporpammHeIn komnaekc «Kpuntolpo LleHTp MoHuTopuHra» — petueHune knacca Network Performance Monitoring and
Diagnostics (NPMD), npegHa3HayeHHOe AN MOHUTOPWHra paboTocnocobHocTn UT-mHPpacTpyKTypbl CUCTEMbI 31€KTPOHHOM
MOAMNCYA 1 YA0CTOBEPSAIOLLIErO LeHTpPa, Bkatouatowen CIM «Kpuntollpo DSS», MAK «Kpuntollpo YL», MAK «Cays6b! YLL», KCMK
«Kpuntollpo NGate» n MNAKM «Kpuntollpo HSM» 1 onepatnBHOro yBesomMaeH s aZMMHUCTPATOPOB O BbIABAEHHbIX COOSX,

owwmnbKax GyHKLMOHMPOBAHNA W MPOYMX HELUTATHBIX CUTYaLsX.
B aTom gokymeHTe:

Obuee onuncanue LieHTpa MoHWTOpUHra
JnueHsnposaHue LleHtpa MoHUTOpPUHra
MpuHUKMn paboTbl LieHTpa MoHUTOpUHra
XypHan cobbituin LleHTpa MoHuTOpUHra
CuncreMHble TpeboBaHMA 1 NpaBa J0CTyna

YcTaHoBKa, yaaneHve n obHoBneHue LieHTpa MoHuTOpurHra

Hactporika LleHTpa MoHuTOpurHra

XKTAN.00109-01 91 01 Kpunrolpo LieHTp MoruTopuHra. PykoBoacTBO Mo ycTaHoBke 1 HacTpoiike (VWindow s) Crpanuua 3 13 81
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O6wee onucaHne Kpunrolpo LleHTp MoHutopuHra

MporpammHebIn komnnekc «Kpuntolpo LleHTp MoHuTopuHra» — peluenune knacca Network Performance Monitoring and
Diagnostics (NPMD), npegHa3sHayeHHoe A1 MOHUTOPWHIa paboTocnocobHocTn MT-nHGpacTpyKTypbl CUCTEMBI 31€KTPOHHOMN
MOAMMUC 1 yA0CTOBEpPSAtOLLLEro LeHTpa, Bkatouatowen MAK «Kpuntolpo DSS», MAK «Kpuntollpo YL» Bepcun 2.0, MAK «Cay>6bi
YLI» (OCSP, TSP, SVS), KCTK «Kpuntollpo NGate» n MAKM «Kpuntollpo HSM» 1 onepaTBHOro yBeAoMAeHA aMUHUCTPaTOPOB

O BbISIBJIEHHbIX COOSX, OLIMOKax q)yHKLl'I/IOHVIpOBaHVIFI N NPOYUX HeWTaTHbIX CUTyaunax.

Kaxxablli ak3eMnaap nporpaMmmHoro komnaekca «Kpuntollpo LieHTp MoHUTOpUHIa MOXeT NpuHaanexaTb K O4HOMY M3 ABYX

TUNOB:

e Cepsep MoHutopumnra "Kpuntollpo LieHTp MoHutopuHra" (sanee — Cepsep MoHUTOpPWMHra)
e AreHtbl "Kpuntollpo LeHTp MoHuTOopuHra" (ganee — AreHthbl). B HacTosLwee BpeMa J0CTYMHbI cregytowme AreHTbl:
o AreHT KpunTtollpo LleHTp MoHutopuHra gna DSS;
Arent Kpuntollpo LleHTp MonutopuHra ana Lentpa Ceptudunkaumm YU,
AreHt Kpuntollpo LeHTp MoHuTopuHra ana Lientpa Perncrpauum YL,
Arent Kpuntollpo LleHTp Monutopurra s Kpunrtolpo TSP Server;
AreHT Kpuntollpo LeHTp MoHuTopuHra ans Kpuntolpo OCSP Server;
Arent Kpuntollpo LleHTp MoHutopuHra gaa Kpunrtolpo SVS;

o

o

o

o

o

o ArenT Kpuntollpo LleHTp MonuTopuHra ana PKI-Knacrep;

o AreHt Kpuntollpo LleHTp MoHutopuHra ans CepBuca obecneueHus pa6ortbi Onepatopos YLL;
o AreHT KpunTtollpo LieHTp MoHutopuHra gnsa CepBuca npoBepok;

o AreHT Kpuntollpo LleHTp MoHuTopurHra ans CepBuca B3aumopgeirctems c YL;

o AreHt Kpuntollpo LleHTp MoHuTopurHra ans CepBuca B3aumopgeiicteusa ¢ ELLM YL,

o

ArenT Kpuntollpo LleHTp MoHuTopuHra ansa LleHTpa ctaTUCcTUKM.

Ha pucyHke HuKe npescTaBneHa cxeMa B3avmMogzenctaus komnoHeHToB MK «Kpuntolpo LeHTp MoHuTopuHrax. [ns yaobcrsa
npeacraBneHus Ha cxeme ans Cepsepa MOHWTOPUWHra BbifeneHa oTAesbHas paboyan cTaHLus, a AreHTbl pacnpeseneHbl no
cepBepaM B COOTBETCTBUM C pa3MeLLeHeM NporpaMmmMHo-anmnapaTHbIX KOMMAEKCOB, MOHUTOPUHT KOTOPbIX HE06X0A1MMO
ocyLecTBaATb. [laHHaa KOHPUrypaLma He ABAAETCA e4NHCTBEHHBIM BapMaHTOM pa3MelleHnsa komnoHeHToBs MK «Kpuntollpo
LieHTp MOHWTOpPWHIra» 1 MOXeT 6bITb M3MeHEeHa B COOTBETCTBUM C TPeOOBaHMAMM K MCMEKTUPYEMbIM MPOorpaMMHO-annapaTHbIM

KoOMMJieKcaMm.
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Kaxgbin skzemnasap Kpuntollpo LleHTp MOHUTOpPWHTa, BHE 3aBUCUMOCTM OT TOrO, ABAsieTcs i oH CepBepoM MOHUTOpPUHIa nan

O4HUM U3 AreHTOB, MeeT OAI/IHaKOBbIIz npuHUMN pa6OTbI, CNCTEMHDbIE TpE6OBaHI/IFI M nopAaaok HaCTpOI7IKI/I CornacHo HacrodAwemy

L OKYMEHTY.

[MpumeuyaHue

OcHOBHbIM pa3nnyvem ak3emnasapos (Cepeepa 1 AreHtoB) Kpuntollpo LieHTp MoHWTOpWHra ABAseTca anLeH3ns,

onpeaenarollan pojb 3K3eMrjigpa B NporpaMMHOM KOMMAeKce.

NvuensuposBaHue Kpunrtollpo LeHTp MoHuTtopuHra

CepBep MoHuTOpUHTa

Cepeep MoHuTopuHra "Kpuntollpo LieHTp MoHUTOpMHra" BbINONHAET CiejytoLme 3ajauu:

L] MOHI/ITOpI/IHF cepBepoB C NOMOLLbHO yAa/leHHbIX TECTOB;

o LleHTpann3oBaHHbIN c6Op MHOPMaLMM 06 yAaneHHbIX TecTax 1 NpoBepKax, BbinoaHaembix AreHTamu «Kpuntollpo LieHTp

MoHuTOpUHra»,

e Paccbiika NoyToBbIX yBegomaeHn n CMC-coobLueHmi 06 owmnbkax 1 npeaynpexXaeHunsx;

L] HEPEAaHa MHTErpmpyemMbiM CUCTEMaM pPe3y/ibTaToOB YAaJIEHHbIX MPOBEPOK U MPOBEPOK, BbIMOJ/IHAEMbIX AreHTamu;

® VlHTerpaums c banaHCMpPOBLLMKaMW AN ONpeseneHns AoCTYNHOCTY 0OBbEeKTOB MOHUTOPWHIa Mo pe3y/ibTaTam TeCTOB.

Momumo nepe4vyncieHHoro HeO6XOAVIMO OTMETUTb, UTO CepBep MOHI/ITOpI/IHFa o6na,u,aeT BO3MO>XHOCTbHO BbIMOJIHATbL JIOKa/IbHblE

TeCTbl (B C/lyyae, eciv Kakme-1mbo o6bekTbl MOHUTOPUHIA PacroioXeHbl BMECTE C HUM Ha OZHOM paboyein cTaHumn).

Cnuncok gocTynHbix TectoB A5 Cepepa MoHWTOpWHTa onpegensietcs antensneli Ha Kpuntollpo LieHTtp MoHuTopuHra.

AreHTbl

AreHTbl, dyHKLMOoHMpytowme B coctaie MK «Kpuntollpo LileHTp MoHWUTOpWHra», BbINOAHAIOT CefytoLLme 3ajaun:

° MOHI/ITOpI/IHF cepBepoB C NOMOLLBbH NOKaNbHbIX N yAaN€HHbIX TECTOB B paMKax ,D.el;lCTBytOLLI,eﬁ JNINLEH3NIK;
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e Paccbinka noytoBbix yBegomaeHni n CMC-coobLueHnii 06 owmnbkax 1 npeaynpexXaeHunsx.
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NTnuyensuposBaHue LleHtpa MoHuTOpuHra

NMpnmeyaHune

B gaHHOM pa3gene onvcaHbl TUMbl anLeH3nid ans Kpunrtollpo LieHtp MoHuTopuHra B OC Windows, 1x 0COBEHHOCTY 1 BAUSIHWE
Ha paboTy nporpamMmmHoro komriekca. [poueaypa BBOAa MLEH3MM OnncaHa B pa3gene "Beoa avueHsun".

Tvin avuen3un Kpuntolpo LleHTp MoHuTOopuHra onpeaenser 4oCTynHOCTb paboTbl € 3K3eMMIspaMm TeCTUPOBaHMWS Y
3K3emnaapamu Tectos. Ecam avLeH3nsa He BBeAeHa UM UCTeKA, CTAaHOBUTCA HEAOCTYMHbIM CO3JaHMe HOBbIX 3K3eMMaApOB
TECTUPOBaHWs, HacTPOMKa TEeCTOB M TecTupoBaHye. CyLLecTBYHOT ciesyrolume Buabl anueHsmii Ha Kpmuntollpo LieHTp
MoHuTOopwUHra:

JinueHsna no ymonuaHuto. [laHHas AMLEH3MA He UMeeT OorpaHyeHns B paboTe C aK3eMnispaMm TeCTUPOBaHWA 1
3K3emMnaspamMmn TecToB. AKTUBMPYETCA aBTOMaTMyeckn npum yctaHoske Kpuntollpo LieHTp MoHuTopuHra v gelictByeT 3 Mecsua ¢
MOMEHTa NepBOro 3arnycka ocHacTku. Mocne BBOga MLLeH3UM Nt060ro g4pyroro Trna JIMueH3na no yMoa4aHUio OTKIOYaeTCA.
Mocne yaanenus ns ocHactkm Kpuntollpo LieHTp MoHWTOpWHra BCex AnLeH3mi o60ro Trna JIMLeH3ms no yMoa4aHuo
BO3BpaLLaeTcs.

NpumeuaHune

Cpok gencrems JILEH31mM No yMOAYaHMIO OTCYUTBIBAETCA C MEPBOro 3arycka OCHACTKM U He MPUOCTaHaB/INBAETCA NMPW BBOAE
APYron AMueH3nn. VIHbIMu cioBamu, ec/in UCMob30BaTh ApYrve NULEH3NN 3 MecsLLa, @ MOTOM BEPHYThCA K JIMLLEH3MK NO
YMOJIYaHWIO, OHa OKaXKEeTCs MCTeKLLEN.

JlnueHsuna Ha npaso ucnonbsosaHuna MK «Kpuntolpo LleHTp MoHuTOpUHra» Ha ogHOM cepBepe. [laHHas ML EeH31s He
MMeeT OrpaHNYeHni Ha paboTy C 3K3eMMNAAPaMU TECTUPOBAHNA 1 SK3eMMASPaMu TECTOB. B IMLLEH3MK ABHO NpomnuncaH Cpok
OKOHYaHus gericteua. Mpn BBoAe 3aMeHsAeT JINLLEeH3MI0 MO YMONYaHWIO.

JlnueHsuna Ha npaBo ncnoabsoBaHnA «AreHT Kpuntolpo LleHtp MoHuTtopuHra». [laHHasa AvLeH31a MeeT OrpaHnyeHmns
Ha paboTy C aK3emnaspamm TECTUPOBaHNA 1 3k3eMnaspaMm TecToB. [pu BBoAe 3aMeHseT JIULLEeH3MI0 MO YMONYaHMIO.

OAHOBPEMeHHO Ha O4HOM cepBepe MOXEeT 6bITb BBeZeHO HECKO/IbKO J1I/ILI,€‘H3VII7I Ha npaBo NCMONb30BaHWA pa3J1VIHHbIX AreHTOB.
BHumaHue!
ﬂ,nﬂ pa6OTbI HeKOTOprX TecToB MOI'yT I'IOTpe6OBaTbCF| AONOJIHUTEIbHbIE NTNLLEH3NWN!

e Kpunrollpo TSP Client n Kpuntolpo OCSP Client 3 cocrasa Cayx6 YL 2.0;
e Kpuntollpo CSP 5.0.

B Tabanue 1 ykazaHbl OCTYMNHbIE A/ KaXKA0M ANLLEH3UN SK3EMAAPbI TECTUPOBAHWS U TECTbI.
HacTtpoiika ak3eMnasapoB TeCTUPOBaHUA
Hacrtpoiika TectoB

Ta6auua 1 — CoorBeTcTBUE NnueH3uii Kpuntolpo LleHTp MoHUTOpUHra u A0CTYyNHbIX 3K3€MN/IAPOB TECTOB

AOCTYMNHbIE 3K3EMMNNAPDI

BUA NNLEH3UN TECTUPOBAHUA AOCTYMHbIE 3K3EMMIAPbI TECTOB
Mo ymonyaHuto Bce Bce
Kpuntollpo LUeHTp MonuTopuHra Bce Bce

Tect nnuen3un Cepsuca Moanmcn DSS

Tect amueHsum LieHtpa Naentndumkaumm DSS
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BUJA NULLEH3UN

AreHT Kpuntollpo LeHTp MoHuTopuHra ana DSS
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AOCTYNMHbIE 3K3EMNAPbI
TECTUPOBAHUA

HetununsunposaHHbIi
aK3eMnaap,
DSS

TectoBas ayTeHTUPUKaLMA
OOCTYMHbIE 3K3EMMAPbI TECTOB
TecToBas nognucb

Tect kpunTonpoBaiigepos Cepsuca Moanucu
DSS

TecT KOHeuHbIx Touek DSS

Tect goctynHocTn obpaboTumka YL,

Mposepka ceptndrkatoB Bedb-nHTepdeica DSS
Mpoeepka ceptndpmnkatos Cepsuca Mognmcn DSS
Tect nogkatouenns Kk b/l Cepsuca Mognucn DSS

MpoBepka ceptndmrkatos LieHTpa
VaeHtTndukaumm DSS

Tect nogkatouenus Kk b/l LieHTpa
VaeHtTndwmkaummn DSS

Tect Cepsuca Mposepku Moanmcm

Tect TSP-cny»6bl

3arpy3ska >ypHanos HSM

TecT yka3aHHOro KpunTOnpoBagepa

Tect ykaszaHHoro ceptudukara

Tect yka3aHHOW 6a3sbl AaHHbIX

Tect yka3aHHON Cy>Obl

TecT fOCTYNHOCTM YKa3aHHOWN Be6- 1y bbl
Tect CRL

Tect cpoka gencreus CRL

Tect OCSP-cny>6bl

MpoBepka 1Crosb3yeMow onepaTBHON NaMsaTh
MpoBepka 1cnonb3yemoro Mecra Ha Ancke
[MonyueHune xypHanos AreHTa MOHUTOPWHra

TecT cocToaHMA yaaneHHoro AreHta
MoHuTopuHra

Tect nnuen3nmn HSM

Tect coctosiHua HSM

BbINnosHeHwWe yKasaHHOro ckpunTa
MOHWTOPUHI cYeTUMKa NPOU3BOANTENBHOCTM
Tect nposepku cpoka aencrems ClientSecret

Tect kpunTonpoBarigepos Cepsuca Ayauta DSS
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AOCTYNMHbIE 3K3EMMNAPDI
BUA NNUEH3UN TECTUPOBAHUA AOCTYMHbIE 3K3EMNNAPbI TECTOB

Tect CRL

Tect cpoka aencreus CRL

TecT yka3aHHOro KpunTonpoBaiaepa

TecT yKasaHHoro ceptdmkaTa

Tect yka3aHHOWM 6a3sbl AaHHbIX

TecT fOCTYNHOCTN YKa3aHHOM Cy6bl

Tect fOCTYNHOCTM YKa3aHHON Be6-C1yKbbI
MpoBepka 1cnonb3yemoin onepaTMBHOM NaMATH

. MpoBepka 1Cnoab3yemMoro Mecra Ha Aucke
AreHT Kpuntollpo LeHTp MoHuTopuHra ansa LleHTpa HeTnnuanposaHHbIv poBep y

Ceptndumkaymm YL, 3K3emnas
pTvo P MonyyeHne xypHanos AreHta MoHWUTOpUHra

Tect coctoaHMA yaaneHHoro AreHta
MoHuTopuHra

Tect nnueHsnin HSM
Tect coctosiHma HSM
BbinosHeHWe yka3aHHOro ckpunTa

Tect nogkntouenns k bl LieHtpa Ceptudumkaumn

yu
MOHMTOPVHF CYeTUMKA MPOU3BOANTENLHOCTM

3arpy3ska >ypHanos HSM
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AOCTYNMHbIE 3K3EMNAPbI
BUA NNUEH3UU TECTUPOBAHUA AOCTYMHbIE 3K3EMNNAPbI TECTOB

Tect CRL

Tect cpoka aencreus CRL

TecT yka3aHHOro KpunTonpoBaiaepa

Tect yka3aHHOro cepTvpukara

Tect yka3aHHOWM 6a3sbl AaHHbIX

Tect yka3aHHON cy>Obl

Tect fOCTYNHOCTM YKa3aHHON Be6-C1yKbbI

TectuposaHue csasm ¢ LieHTpom Ceptudukaumn

yu

Tect komnoHeHTa ServiceBroker LleHTpa
Perncrpauun YL,

AreHTt Kpuntollpo Lertp MoruTtopuHra ana LlerTpa HetununsunposaHHbIi

MpoBepka KoaMyecTBa COOBLLLEHUI B CUCTEMHbIX
Perncrpaumnn YL aK3eMnaap

ouepegsax LP YL,

Tect coctosHusA ouepenein LleHTpa Perncrpaumn

yu

Tect nogknroverusa Kk b/l LieHTpa Perncrpaumn

yu

MpoBepka 1Cnob3yeMon onepaTMBHOW NaMsATH
MpoBepka NCnonb3yemoro Mecra Ha Ancke
[Monyuenne xypHanos AreHta MOHUTOPWHra

TecT coctoaHmA yaaneHHoro AreHta
MoHuTopuHra

BbinonHeHwne YKa3aHHOro ckpunrta

MOHVITOpVIHF CYEeTYMKa Npon3BoANTENIbBHOCTU
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AOCTYNMHbIE 3K3EMMNAPDI
BUA NNUEH3UN TECTUPOBAHUA AOCTYMHbIE 3K3EMNNAPbI TECTOB

Tect cpoka gencreus CRL

Tect CRL

Tect OCSP-cny»6bl

Tect yka3aHHOro ceptvpukara

TecT yka3aHHOro KpunTonpoBaiaepa
Tect yka3aHHOWN 6a3sbl AaHHbIX

Tect yka3zaHHON cy>Obl

T 1 Beb- 6
Arent Kpuntollpo Lentp Monutoputra ana OCSP HeTvnusunpoBaHHbIi ECT AOCTYNHOCTV YKA3AHHON BEL-CAYXGe!

Server 3K3emnas . .
P MpoBepka 1cnonb3yemoin onepaTMBHOW NaMATH

MpoBepka NCNonb3yemoro Mecra Ha Ancke
[Monyuenne xypHanos AreHta MOHWTOPWHra

Tect coctoanmA yaaneHHoro AreHta
MoHuTopuHra

BbinonHeHve ykasaHHOro ckpunta
MOHWTOPWHT CHETUMKA MPON3BOANTENBHOCTM

TecT cHXpOoHM3aLMm BpeMeHn cyx6 TSP n
OCSP
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BUJA NULLEH3UKN

AreHT Kpuntollpo LeHTp MoHuTopuHra ana TSP
Server

Arent Kpuntollpo Lientp MonutopuHra gaa SVS
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AOCTYNMHbIE 3K3EMMNAPbI
TECTUPOBAHUA

HetununsunposaHHbI
aK3emMnasap

HeTunusnposaHHbIii
aK3emMnasp

AOCTYMHbIE 3K3EMNNAPbI TECTOB

Tect TSP-cny>«oel

Tect yka3aHHOro cepTvpukara

TecT yka3aHHOro KpunTonpoBaiaepa

Tect yka3aHHOWM 6a3sbl AaHHbIX

TecT yka3aHHOW cy>6bl

Tect fOCTYNHOCTN YKa3aHHON Be6-C1yKbbl

Tect CRL

MpoBepka 1cnonb3yemon onepaTMBHOM NaMATH
MpoBepka 1Cnoab3yemMoro Mecra Ha Aucke
MonyyeHne xypHanos AreHta MoHWUTOpUHra

TecT coctoaHMA yaaneHHoro AreHta
MoHuTopuHra

BbinonHeHve ykasaHHOro ckpunta
MOHWTOPUHT CHETUMKA MPON3BOANTENBHOCTM

TecT cHXpOHM3aLmMm BpeMeHn cyx6 TSP n
OCSP

Tect CRL

Tect OCSP-cny»6bl

Tect yka3aHHOro cepTvipukara

TecT yka3aHHOro KpunTonpoBaiaepa

Tect yka3aHHOWM 6a3sbl AaHHbIX

Tect Cepsuca Mposepku Moanmcm

TecT fOCTYNHOCTM YKa3aHHON Be6-C1ybbI
TecT fOCTYNHOCTN YKa3aHHOM Cy6bl
MpoBepka 1cnonb3yemon onepaTMBHOM NaMATH
MpoBepka 1Cnoab3yemMoro Mecra Ha gucke
MonyyeHne xypHanos AreHta MoHWUTOpUHra

Tect cocToaHMA yaaneHHoro AreHTta
MoHuTOpWHra

BbinosHeHve yKasaHHOro ckpunta

MOHVITOpVIHF CcYeTyMKa NpPonsBOANTE/IbHOCTA
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Hacrpoiika nuueHsun

BHuMaHme!

KpvnTollpo LieHTp MoHWTOpYHra He NMoaAep>KMBaeT AnLLEH3UK, NPUOBPeTEHHbIe 415 APYTOii OrnepaLYioHHO CUCTEMBI.

Hacrpoika anuensum ans Kpuntollpo LieHTp MoHWTOprHra oTHocuTcs K pasgeny «KoHdurypawms TecTupoBaHus», HO
NPUBOAUTCA B Hauae HaCTPOWKM, Tak KakK NNLLeH3Ws onpeseneHHOro Tuna HeobxoAnMa AAs faibHenwen paboTbl

NPOrpaMMHbIM KOMMMJIEKCOM.

BBoa nvueH3nm ognHakoB kak aAna Cepsepa MoHWUTOPUWHra, Tak v Ans atoboro 13 AreHToB MoHUTOpWHra. [lns BBOAA NNLLEH3UM
3anycTute ocHactky Kpuntollpo LieHTp MoHuTOpuHra (koMaHAa cp.dss.ru.msc), iMbo obaBbTe OCHACTKY «YnpaBaeHue
KpunTolpo HealthMonitor» B koHconn ynpasnenus (MMC), u nepeiiante K pasgeny «KoHdurypauns TectupoBaHus». Mepengute

Ha BKJaZaKy «JIMLLeH3us» B MPaBol YacTh OCHACTKM.

@ain  [efictene  Bug  Cnpaska

= xnE HE

E HealthMonitor OCHOBHBIE HECTROMKIA I Be CnywGa I HacTpoiika nouToBol pacchinkia |

4 ;' SK3EMMIIAPEI TECTMPOBAHMA HacTpoitka CMC pacesinku | HacTpoiika morwTopuera skypranos | Tusnsus
[ {25 JKIEMNNAPEI TECTOB

SN o ot e A Knioy maueHzmm MuueHsua K DEACTEMA

HM100-X0020-00TET-GWIDE-... Cepsep MoHMTO) a 13.02.2013

1 2

HoBaenTs || YoanuT

[ns nobaBneHns HOBOW INLLEH3MN HaXKMUTE KHOMKY «/106aBUTb» 1 BBEAUTE JIMLEH3VOHHBI KJIHOY B MOSIBMBLLEMCS OKHE.
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KpunTolpo HealthMonitor = =] =
@ain  [efictene  Bug  Cnpaska
| 2

E HealthMaonitor
[ B JKIEMNNAPEI TECTHPOEAHNA

OCHOBHBIE HECTROMKIA I Be CnywGa I HacTpoiika nouToBol pacchinkia |
Hactpaiika CMC pacceinki I HacTpolika MoHWTOPKMHNE XYDHaNOE | MueHsnA

b 24 Jkzemnnapsl TecTos

=
L% KoHburypauna TECTHPOBAHKMA
‘% purypany L Knioy maueHzmm MuueHsua Cpok geficTena

HM100-X0030-00TET-GW1DE-... CepEep MOHWTOPMHIE 13.02.2019

* [otaeuTs || Yoants
i

A

O6sa3aTesibHO coxpaHuTe KOHCI)I/IpraLI,I/IFO nyTeM Ha>katuna KHOMKK «COXpaHMTb». I'IOTpe6yeTc;| nepes3anyck oCHacTku, AN Yero

HaXkmuTe KHoMKy «/la» B MOABMBLLEMCA OKHe ¢ npeaynpexgaeHnem. OcHacTka aBTOMaTUYeCcKy nepesanycTuTcs.
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KpunTolpo HealthMonitor = =] =

@ain  [efictene  Bug  Cnpaska

3 25 HE

E HealthMaonitor
[ S JKIEMNNAPEI TECTHPOEAHNA
b £ 3kzemMnnapbl TecTos

% KoHpurypauma TECTUpOBaHNA

OCHOBHBIE HECTROMKIA I Be CnywGa I HacTpoiika nouToBol pacchinkia |

Hactpaiika CMC pacceinki I HacTpolika MoHWTOPKMHNE XYDHaNOE | MueHsnA

JTMueHINA MoHHUTORUHTE Belna namenéna. Jna BcTynaeHna MIMeHeH i
B CHY HEOBXOAMM NEPESANYCK OCHACTKN U CTyKEEl MOHUTOPUHTA.

MepesanycTWTe 0CHACTKY? (BCE HECOXPAHEHHEIE M3MEHEHNA By ayT

Knioy maueHzmm MuueHzue Cpoi peficTenA
HM100-X0030-00TET-GW1DE-... CepEep MOHWTOPMHIE 13.02.2019

NoTEpAHBI)

[otaeuTs || Yoants

powereo |

Ob6sa3aTenbHO nepesanyctute clyx6y Kpuntollpo Health Monitor MpW MOMOLLM CUCTEMHON KOHCOAW ypaBAeHWs Cyxxbamu,
MBOo Yepes OCHACTKY, MOC/IE Yero MOXHO HauMHaTb PaboTy.
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MpvHuun pabortbl LileHTpa MoHuTOopuHra

Kaxabiti akzemnasp Kpunrtolpo LieHTp MOHUTOpUHIa BHE 3aBUCMMOCTU OT TOTFO, CEPBEP 3TO WU areHT, COCTOUT 13 Tpex

KOMMOHEHTOB!

e QOcHacrtka Kpuntollpo HealthMonitor;
o ®aiin KoHdpurypauuy;
e Cnyxb6a Kpuntollpo HealthMonitor.

3TN KOMMOHEHTbI CBA3aHbI MeXAyY CObOW cnesyoL M obpasom:

F

v Daiin Kondurypaumm

Cnyxba Kpuntolpo HealthMonitor OcHactka Kpuntollpo HealthMonitor

V3 npeacTaBneHHoM cxembl ciegyeT, uto OcHacTKa SBHO He B3auMogencrayet co Cayxboi. OcHacTka MOXET TO/IbKO 3arnmncbiBaTb
n3meHeHus KoHourypaumm B Paiin Kondburypaumm. NMocne Toro, kak Paiin KoHdburypaumm 6611 nepesanmvcaH, Tpebyercs

nepe3anyck Cny>6bl, 4UTOObI OHa UCMO/b30Basa B MOCIEAYIOLLIEM TECTMPOBaHUM HOBYO Bepcuto Palina KoHdurypauuu.

MNpumeyaHune

Mocne BHeceHNs n3MeHeHU BHYTpW OCHaCTKN HeobxoaMMO
nepeuutaTtb KOHGUrypauuto nav nepesanyctutb Cayxoy, UTobbl BHECEHHbIE M3MEHEHWS OTPa3WINCh Ha MOCAeaYOLLEM

TecTMpoBaHUN.

Mepesanyck Cay»6bl MOXET ObITb MPOM3BEAEH NPV MOMOLLM CUCTEMHOM KOHCOM YrNpaBaeHus cayxbamu, ambo yepes

OcHacTky.

OcHacTka

OcHactka Kpuntollpo LleHTp MoHuTopuHra npeactasaset cobor KoHcob ynpasaeHus Microsoft (Microsoft Management
Console, MMC) v no3sosieT ynpasasTb Npu NoMoLLm rpaduryeckoro nHtepdelica HacTpoKamu TECTOB 1 SK3EMIJISPOB
TeCcTMpOoBaHWs, a Takxxe obwmmn HacTporikamu Cepsepa/AreHTa MoHuTOpUHra. OcHoBHOE OKHO OCHACTKM COCTOUT U3 CEAY FOLLMX

2/1eMEHTOB:

o 3K3EMI'I}'IF|pr TecTMpoBaHMA — 34€eCb HaCTPanBarOTCA IK3eMMIApbl CUCTEM, TECTUPOBaHWE KOTOPbIX MPOM3BOANTCA NPU

nomoum Kpunrtollpo LeHtp MoHnTopuHra.
® SK3eMMaApbl TECTOB — 3/eCb HAXOAATCA TECTbl, CO3AaHHble U3 LLabI0HOB TECTOB M HAaCTPOEHHbIE NMOJ, 3K3eMMNAAPbI
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TeCTUupoBaHUA.

o KoHdurypaLms TecTUpoBaHus — 34eckb pacrnonararotcs obume Hactponku Kpuntolpo LleHTp MoHuTopuHra.

[ Kpuntolpo HealthMonitor == [

Qarn  [edictene Bug Cnpaska

= = HEE

fal HealthMonitor Wra

4 3emnanpe TecTuposatna B 3icemnnnpe Tecruposarng
4 5 Bksemnnapel TECTOB £ Juzemnnapel TecToR

‘4 Kongurypauua tectuposanng "4 Kondmrypauma TecTuposaia

[ns yno6cTBa HaCTPOWMKM TECTUPOBAHMS BO3MOXHO BPYUYHYHO BbIMOJHUTL TECTbI U MOJAYYUTb Pe3yAbTaThl UX BbIMOJHEHNS
HernocpeacTBeHHO B OcHacTKe, 04HaKo MHPOPMaLLMA O pe3ysibTaTe BbINMOAHEHWS 3TUX TECTOB He By eT 3anuncaHa B XypHan
COObITUN.

Mpw paboTe ¢ OcHacTKkoM HeObXOAMMO ObpaLlaTb BHUMaHWE Ha ciesyroluee:

o [lpu BHeceHUn JIKOBbIX n3meHerwui BHyTprn OcHacTKM TpebyeTcs CoXpaHaTb UX MyTeM HaxaTus KHoMKu «CoxpaHnTb». be3
3TOro B HEKOTOPbIX C/TyYasx HEBO3MOXHO ByeT NpofomKNTb HacTpoliky. KHomnka «CoxpaHUTb» NPUCYTCTBYET B KaXA0M
OKHe C HaCTpOIKaMm TECTOB 1 3K3EMMIAPOB TECTMPOBAHUS.

e [1py BHECEHUN HEKOTOPbIX M3MeHeHUI BHYTpU OcHacTkn NoTpebyeTcs ee nepesanyck. be3 aToro B HeKOTOpbIX Cayyasx
HEeBO3MOXHO ByAeT NPoAOMKUTL HacTpoiiKy. MpeaynpexaeHne o nepesanycke BbIBOAUTCA OCHACTKOW aBTOMaTNYeCKM B
MOZabHOM OKHe.

NpumeyaHune

OcHacTka He MOXET CaMOCTOATENbHO OCYLLECTBAATb MNONHOLLEHHbIA MOHUTOPWHT. BHeceHWe n3MeHeHWn BHyTpu OCHaCTKM U KX
COXPaHeHWE TONbKO NMPOM3BOAUT 3anuck B Paiin KoHdburypaumn.

®aiin koHbuUrypaumm
Hacrporiku ak3emnaspa Kpuntollpo LleHTp MoHuTopuHra coxpaHstoTcs B cegytowne ®annsl KoHdurypawmm:

e DefaultModeConfig.xml — cosepxuT cBegeHus 06 3K3eMnisipax TECTOB 1 3K3eMMIspax TECTUPOBaHWS 41 PEXUMA
MoHuTOpuHra Default (cm. pasgen 5.4.1);

e MinModeConfig.xml — cogepxut cBegeHns 06 3K3eMnIspax TECTOB U IK3EMMISPaX TECTUPOBAHMWSA 418 PEXUMA
MOHUTOpPWHra Min (cMm. pa3zen 5.4.1);

e CryptoPro.DSS.MonitoringTool.exe.config — coaepxut obLume HacTpoikn sk3emnaspa LieHTpa MoHWUTOpWHTa,
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BK/1HO4Yaa cBeageHna o MU eH3nu;

e SmsConfig.xml — cosep>xut HacTponku, BHeECEHHble Ha 3Tane HacTpoku CMC-paccbiiku (cM. pasgen 5.4.4).

MpumeuvaHue

Bce nepeuncieHHble Oarinbl KoHbUrypaLmm co3aroTcs v M3MEHSOTC B aBTOMATUUECKOM pPexnMe (Mpyi BHECEHWN U3MEHEHWIA
yepes OCHACTKy) ¥ He NoAexaT PeAaKTUPOBAHWIO BPYYHYO.

Vi3meHeHws, BHeceHHble agMuHucTpatopoM Kpuntollpo LleHTp MoHutopuHra B OcHacTke, 3anucbiBarotcs B @ainn KoHdurypaumm.
®ainnbl KoHdurypaumm ncnonbsytotcs npu padote Cnyxcbon Kpuntollpo HealthMonitor.

NMpnmeyaHne

®ann KoHpurypaLmm nepesanmncbiBaeTcs Npv COXPaHEHNM N3MEHEHWIA, BHECEHHbIX B HAaCTPOMKM npu pabote ¢ OcHacTko. Mpw
31oM Cy>k6a MOHUTOPWHra NPOAOJIXKaeT paboTaTh ¢ Bepcven daina, akTyaabHOW Ha MOMEHT ee 3amycka. /15 paboTbl C HOBOM

Bepcuen daiina HeobxoaMMO nepeunTaTb KOHOUrypaLumo niv nepesanyctutb Cny>x6y.
Cnyxba

Cny>x6a MmoHuTopuHra «KpunTollpo HealthMonitor» pa3 B 3agaHHbIN Nepuos BbIMOAHSAET 3aMyCcK TecToB cornacHo Paiiny
Kondurypauum, cdopmmpoBaHHomMy npu nomotn OcHacTkn MoHUTopurHra. Ciyx6a pabotaet ¢ Bepcvent Paina KoHburypauuny,
aKTya/lbHOW Ha MOMEHT 3anycka.

MNpumeuyaHue

Mocne Toro, kak ®ain KoHdurypaumm bein nepesanucaH, Tpebyetca nepesanyck Cay>xObl an nepeunTatb KOHPUrypaLuto,
YTObbI OHa MCMO/Ib30Basa B Aa/bHENLLEM TECTUPOBaHUM HOBYHO Bepcuto Parna KoHdurypawiuu.

Mo YMOJIHaHUO Cny>K6a 3anycKaeTca noj nosib3oBaTtesiemM «Cucreman. yHETHyPO 3anuncb, oT KOTOpOI7I 3anyckaeTtca Cny>|<6a, MO>XHO

M3MEHUTb B €e HacTpoliKax B KOHCONM yrnpaBieHns cayxbamun Services.msc.

B HekoTopebIx cayuasx Ciyxbe MOXeT He xBaTaTb NpaB (Hanpumep, Npu TecTupoBaHum b/l kakoli-nmbo cuctemsl). Toraa B b/
TECTUPYEeMOW CMCTEMbI HEOBXOAMMO BblZaTb NpaBa YYeTHOW 3anuncy, Noj KoTopoi 3anyckaetca Cayxx6a, cmbo obecneuntb

Cay>x6y MUHUMaNbHBIMU NPaBaMu.

CoobueHnsa o pabote Cnyx6bbl «Kpuntollpo Health Monitor» 3anuceiBatoTcs B aBTOMaTMyeckn co3gaBaemMblvi npu ycraHoske MK

>KypHan cobbITUI.
YnpaBneHue Cnyx6oii

Mocne Toro, kak ®ain KoHdurypaumm bbin nepesanucaH, Tpebyetca nepesanyck Cayx6bl. ns nepesanycka cny>x6bl Kpuntollpo
Health Monitor Bocnosb3yiTech KOHCO/bIO YNpaBaeHWs ciy>Kb6aMmn Services.msc, MO0 HAXXMUTE NPaBOV KHOMKOW MbILIN Ha

KopHeBOM a/1emeHTe HealthMonitor B OcHacTke 1 BbibepuTe nyHKTbI «Bce 3agaumn» - «[epesanyctuts ciyxby» (1).

Ecnn TpebyeTcs NpuMeHUTb HOBble HACTPOVKM TECTOB M 3K3EMMISIPOB TECTMPOBaHWsA 6e3 nepesanycka Cay>x6bl (K npumepy, Ans
obecrneyeHns HeNPepbIBHOCT MOHWUTOPWHIA), MOXHO BOCMOJ/Ib30BaTbCS MyHKTOM MeHH0 «Bce 3agaumn» - «lepeuntatb
KOHpUrypauuro» (2).
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Bece zagaun

JKCNOPTUPOEATE CINCOK...

Cnpaexa

: 4
-"% Kondurypauma Tect poﬂy

3anycTuTe cyBy
OcTaHoBnTE Chyxby
MepesanycTuTe cayGy

MepeunTaTe KOHDUYpaLMHD

5 Kondurypauna Tectnpoeanna

3anyck Cny>6bl K ee OCTaHOBKA MPOM3BOAATCA TakXXe MPW NMOMOLLY KOHCOIN yNpaBaeHns ciy>kb6amu Services.msc, imbo B

kKopHeBoM 3neMeHTe HealthMonitor B OcHacTke: «Bce 3agaun» - «3anyctutb cny>kby/OcTaHOBUTb Cly KBy ».
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XypHan cobbituin Kpuntolpo LileHtp MoHutopuHra
BHumMmaHue!

[ns ycTtpaHeHus HenonazokK Npw perucTpawmm xypHana cobbitnin LleHTpa MoHUTOpYHIa HEOBXOAMMO BOCMO/b30BaThCA
MHCTpYKUUen 13 gokymeHTaumm k Kpuntollpo DSS.

CoobueHns o pabote Cayx6bl Kpuntollpo LieHTp MoHUTOpKHra 3anncbiBatoTCA B aBTOMaTUYECKU CO3aBaeMblil MPU yCTaHOBKE
MK >xypHan cobbituii CryptoPro-DSS-HealthMonitor\Admin. 3anycTuts KOHCONb MPOCMOTpPa COBBLITNIN MOXHO C MpaBaMu
NIOKaNbHOro aMMHUCTPATOPa, BbINOAHMB KOMaHAy Win+R — eventvwr.

=) MpocmoTp cobuITwi = =] =

Qain  [efictene  Bug  Cnpaska

&= 7o

& ITIpocuoTp cobeimui (flokaneHeIA) Neiictena
- Hactpaneaemele npegcTaenequa :
b f'+ P . pea YposeHe ~| | Admin .
b & Kyprane Windows
4 L SKypHans! npunoserii n cyad %CBEAEHHH = OTKpBITE COXPaHEHHBIA XypPHa..,
4 [ CryptePro Ceeaerua ¥ Co3paTe HaCTPaMEIEMOE NPELCTAENEHHE, ,
a4 7] Dss @CEEAEHHH :
“| Analyti ':DCEE,{I,EHMH MmnopT HacTpaneaemoro NpeAcTaBAEHHA
b nalytics
p [ Frontend @CEEAEHHH OuncTuTe *ypHan..
4 [ HealthMoniter @CEEAEHHH T (DUNLTP TEKYLLIETD KypHANa...
=] Admin @CEEAEHHH .
D CeolicTea
% ':DCEE,&,EHMH =
b (] SignServer @CEEAEHHH OTintounTs sy pHan
Q Internet Explorer ':DCEE,{I,EHMH % Haiitu...
2 Mi ft
b si Tlllcrzs.oLn. L. Ceenerig ¥ i H CoxpaHuTs Bce coBBITUA KaK..
= BuinonumTe - MpWBAZaTE 33434y K Ky PHAMY...
Bug 4
= BeeguTe UMA NporpaMuel, Nanku, AoKYMEHTa MKW pecypca {6 OBHosuTs
_ WMuTepHeta, koTopele TpebyeTcA oTKpLITE.
Cnpaexa 2
OTkpbITh: 1 W )
P | CobBritve 108, HealthMonitor -
B Ceoicrea coBeimuii
—‘2—"* oK | | Orwaena | | O630p.. | _@ MpweazaTe 33434y K COBBITUID. . ~

Kaxkgoe 13 cobbITuiA, co3gasaembix Cay>K601 415 KypHana cobbITUA MOHUTOPUHTA, aBCTPaKTHO MOXHO CrpymnnMpoBaTh Mno:

® rpynne;
® TUny,

® KozaMm.
Kaxxgoe 13 cobbITUA MOXET MMETb OAMH U3 TPEX TUMOB, NPeACTaBAeHHbIX B Tabauvue 2.

[Ans cobbITU TUMOB e 1 w MOXET BbITb HaCTPOEHO OMoBeLLeHMe agMUHUCTPaToOpa NPOrPaMMHOro KoMmriekca no noyte. [

CobBbITWI BCex TUMOB (1, w, e) MOXeT HbITb HACTPOEHO OMOBeLLeHNe agMUHUCTpaTopa nocpesctBoM CMC-coobLeHWii.
HacTtpoiika Email-onoBewieHus
Hacrtpoiika CMC-onoBeLieHus

Tabnunuya 2 — OnucaHune TMNOB CO6bLITUN
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TWUN COBbITNA

CeeseHus
(Information)

OBO3HAYEHUE OMUCAHUE

Mpepynpexaexne

(Warning)

Owmbka (Error)

HdopmaLmoHHoe coobLueHve, MNOCTPUPYOLLEe BaXKHbIE MOMEHTbI B paboTe Ciy>obl.

CoobLLieHWe ¢ BaxXHOM MHGOpMaLel, Npeaynpexatolen 0 HeObXoANMBbIX AENCTBUAX C

CUCTEMOW BO M3bexkaHue NosBAeHNs OLLIMOOK.

CoobuieHmne 06 owmbke.

['pynmnbl COBLITWRA, UX TUMbI K KOAbI NpegcTaBaeHbl B Tabanue 3. OcTanbHble XapakTePUCTUKK COBbITUI (faTa, BPeMs 1 Mpoy.)

ABNAKOTCA TUNOBbIMU N OTO6pa)KaI-OTCF| B XXYypHasne COOBITUN B KOHCOAN npocMoTpa CcobbITUI.

Ta6auua 3 — CobbiTus xxypHana LleHtpa MoHuTOpUMHra

Koz
COBbITUA

100

101

102

103

104

105

106

107

108

109

110

111

112

113

114

115
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T™n
COBbITUA

HA3BAHUE

UHpopmaumoHHble cobbitua Cayx6b1 (100-199)

HetunusunposaHHoe nHPopMaLmoHHOe coobLLieHne

3anyck cepBuca: Havano

3anyck cepBuca: KOHeL,

TecTbl ycrelwHo cKoHUIyprpoBaHsbl

OcraHoBka cepsuca: Ha4asio

OcraHoBKa cepBuca: KOHeL,

Oxwpaetca 3aBepLueHne TectoB

3anyck TectoB

TecTbl 3aBepLUEHbI

PesynbTaT BbINONHEHMS TECTOB (TeCTbl 6€3 OLWMNOOK)

Pe3ynbTaT BbINOAHEHWS TECTOB (O4Ha WM HECKO/IbKO OLUMBOK B TecTax)

OTnpaBKa OTYETOB YCMELIHO CKOHMUryprpoBaHa

Beb-cny>ba ycrelHo ckoHGUryprpoBaHa

Otnpaska oT4eToB o SMS ycneLHo ckoHpUrypuposaHa

O6HoBNEHNEe KOHbUIYpaLIK TECTUPOBAHNSA

OtcnexxuBaembiin Tect [{0}] ana [{1}] BHOBb yCreLLHO 3aBepLuUéH (Nocie 3aBepLUEeHMs C OLLNMOKOW)

Ownbkm pabotbl Cny>x6bi (200-299)

Crpanuua 21 us 81



Koz ™n

COBbITUA COBbITUA HA3BAHVE
200 e HeTvnmsunposaHHas oLwmnbka
201 e Owwnbka Npu YTeEHNN KOHPUrypaLmmn TeCTOB
202 e Owwbka Npv MHULIMaNM3aLmm TecTtoB
203 e He yaanock HacTpouTtb paccblaky no Email
204 e He yaanock 3anycrutb TamMep 415 3amycka TecToB
205 e MpowuzoLuna owmnbka npu otnpaske Email
206 e He yaanocb HacTpouTtb Be6-Cy by
207 e Owwnbka npw otnpaske SMS
208 e Owwbka npw HacTpoiike SMS-onoBeLLeHus

PaspelwieHune c6opok DSS (400-499)
400 i ObLuee coobLLieHMe C TPacCMpPOBKOW
401 i PazpelueHuve cbopkm
402 e Owwbka pa3speLLeHns cOopkm
403 i Ycnex paspelueHus cbopku

Ownb6kn tectos (500-599)

500 e HetunusunposaHHas owmbka Tecta DSS ¢ (id cobbITs No ymonyaHuio)
501 e Owwbka Tecta AuthenticationTest (Tectoas ayTeHTUdMKaLWSA)
502 e Owwbka Tecta ComplexSignatureTest (TectoBas noanmcy)
503 e Owwbka Tecta CryptoProviderTest (Tect kpuntonposarigepos Cepauca Mognucy DSS)
504 e Owwbka Tecta EndpointTest (Tect kKoHeuHbIx Touek DSS)
505 e Owwbka Tecta EnrollsTest (Tect goctynHoctn obpabotunka YLI)
506 e Owwbka Tecta FeCertificateValidationTest (MpoBepka ceptndukartos Beb-nHTepdelica DSS)
507 e Owwmbka Tecra OcspTest (Tect goctynHocTw cny>x6bl OCSP)
508 e Owwbka Tecta SsCertificateValidationTest (Mposepka cepTudukatos Cepsuca Mognmcy DSS)
509 e Owwnbka Tecta SsDataBaseConnectionTest (Tect nogkntouenms k b, Cepsuca Mognucy DSS)
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Koz
COBbITUSA

510

511

512

513

514

515

516

517

518

519

520

521

522

523

524

525

526

527

528

529

530

531

532

533

T™n
COBbITUA

HA3BAHUE

Owwmbka Tecta StsCertificateValidationTest (Mposepka cepTudukatos Lientpa VigeHTndukaumm DSS)

Owwnbka Tecta StsDataBaseConnectionTest (Tect nogkntoueHuns k b/, cepsuca LieHTpa VaeHTndvkaumm
DSS)

Owwbka Tecta SvsTest (Tect Cepauca Mpoepku Mognucm)

Owwnbka Tecta TspTest (Tect TSP-cay»x6bI)

Owmnbka Tecta CriTest (Tect CRL)

Owwnbka Tecta HsmlLogTest (3arpy3ska xypHanos HSM)

Owwbka Tecta SimpleCryptoProviderTest (TecT ykasaHHOro KpunTonpoBaligepa)

Owmwmbka Tecta SimpleCertificateTest (Tect ykazaHHOro cepTudukara)

Owwbka Tecta SimpleDataBaseConnectionTest (Tect yka3aHHOM 6a3bl AaHHbIX)

Owwmbka Tecta SimpleServiceTest (Tect ykazaHHOWN cy>6bl)

Owwbka Tecta SimpleHttpAvailabilityTest (Tect ykazaHHOW Be6 cnyx6bl)

Owwbka Tecta CriVerificationTest (Tect cpoka gencraus CRL)

Owwbka Tecta PingCaTest (TectupoBaHwe cBsizun ¢ LieHtpom Ceptudumkaumm YLI)

Owwbka Tecta RaServiceBrokerTest (Tect komnoHeHTa Service Broker LleHTpa Perncrpaumn YLI)

Owwbka Tecta RaQueuesOverflowTest (MpoBepka KonMyecTBa COOBLLEHWI B CUCTEMHBIX Ouepesel LIP

yu

Owwbka Tecta RaQueuesStateTest (Tect cocTosHma ouepeseit LieHTpa Pernctpaumm YLI)

Owwnbka Tecta RaDataBaseConnectionTest (Tect nogkntoueHns k b/, Lientpa Perncrpauum YLI)

Owwmbka Tecta StsLicenseTest (Tect anueHsnn LieHtpa VigeHTndunkaumm DSS)

Owwbka Tecta SslicenseTest (Tect mueH3nii Cepsuca Mognucy DSS)

Owwbka Tecta UsedMemoryTest (MpoBepka Mcnob3yeMoi onepaTnBHOM NaMsTh)

Owwnbka Tecra UsedDiskSpaceTest (MpoBepka ncnonb3yemoro Mecra Ha AWCKe)

Owwbka Tecta GetLogsTest (Monyyerve >xypHanoB AreHta MoHUTOPUHTa)

Owmnbka Tecta HsmStatusTest (Tect coctosiHns HSM)

Owwbka Tecta GetlLastTestStatusTest (Tect coctosiHMA yaaneHHoro AreHta MOHWUTOpWHra)
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Koz ™n

COBbITUA COBbITUA HA3BAHVE
534 e Owwbka Tecta SimplePowershellTest (BbinonHeHve ykasaHHOro ckpurnTa)
535 e Owmnbka Tecta NGateTest (Tect NGate)
536 e Owwbka Tecta CaDataBaseConnection (Tect nogkntouenus k b LleHtpa Ceptudukaupmm YLI)
537 e Owwbka Tecta PerfomanceCounterTest (MOHUTOPWHT cYeTUMKA MPOV3BOAUTENBHOCT L)
538 e Owwbka Tecta StsCryptoProviderTest (Tect kpunTonpoBaigepa LieHTpa ViaeHTndukaupmm DSS)
539 e Owwbka Tecra AuditCryptoProviderTest (Tect kpunTonpoBaiigepa Cepsuca AyaunTa)
540 e Owwbka Tecta ClientSecretTest (Tect npoBepkm cpoka gericteus ClientSecret)
541 e Owwnbka Tecta TspOcspTimeTest (Tect cMHXpOHM3aumK BpemeHu cyx6 TSP n OCSP)
542 e Owwbka Tecta DssOperationStatisticTestError (Tect c6oiHbIX ornepaLmii)
543 e Owwbka Tecta SimpleCryptoContainerTest (TecT yka3zaHHOrO KpUNTOKOHTEMHepa Ktoya)
544 e Owwbka Tecta SimpleShellTest (BbinonHeHwe ykasaHHoro Bash ckpunta)
545 e Owwbka Tecta MyDssCryptoProviderTest (Tect kpunTonpoBaiigepos myDss)
546 e Owwbka Tecta GammaCryptoProviderTest (TecT ocTaBWMXCA KAOUEW yKazaHHOrO KpUNTonpoBaraepa)
553 e Owwmbka Tecta HsmlLicenseTest (Tect avueH3nin HSM)
MpepynpexxaeHus tecros (600-699)
600 w HetunusunposaHHoe npeaynpexaeHuve Tecta DSS (id cobbiTva No ymonyaHumto)
603 w MpeaynpexaeHne Tecta CryptoProviderTest (Tect kpuntonposaigepos Cepauca Mognucy DSS)
606 w MpeaynpexaeHne Tecta FeCertificateValidationTest (nposepka ceptudmrkato Bed nHTepdeica DSS)
608 w MpeaynpexaeHne Tecta SsCertificateValidationTest (nposepka ceptudmkatos cepauca nognucy DSS)
610 w MpenynpexaeHne Tecta StsCertificateValidationTest (nposepka ceptudukatos LI DSS)
617 w MpeaynpexaeHue Tecta SimpleCertificateTest (Tect ykazaHHOro ceptudukara)
622 w MpeaynpexaeHne Tecta PingCaTest (TectnposaHwe cszu ¢ LleHtpom Ceptudmkaumm YLI)
627 w MpeaynpexaeHve Tecta StsLicenseTest (Tect mueHsnii Lentpa VigeHTndunkaumm DSS)
628 w MpeaynpexaeHne Tecta SsLicenseTest (Tect anueH3uin Cepsuca Moanmcn DSS)
631 w Mpeaynpexaenve Tecta GetLogsTest (MonydeHmne xxypHanos AreHta MoHWUTOpUHra)
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Koz ™n

COBbITUA COBbITUSA HA3BAHME

632 w Mpeaynpexaenne Tecta HsmStatusTest (Tect coctoaHna HSM)

640 w MpeaynpexaeHne Tecta ClientSecretTest (Tect npoBepku cpoka gencreus ClientSecret)

643 w MpeaynpexaeHne Tecta SimpleCryptoContainerTest (TecT ykazaHHOrO KpUNTOKOHTEMHepa Kkouya)
645 w MpeaynpexaeHne Tecta MyDssCryptoProviderTest (TekcT kpunTonposarigepos myDss)

MpeaynpexaeHne Tecta GammaCryptoProviderTest (Tect ocTaBLIMXCA KAOUeW yKa3aHHOMO

646 w o
KpunTonposangepa)

653 w MpeaynpexaeHne Tecta HsmLicenseTest (Tect avueHsmin HSM)
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CucremHble TpeboBaHnA

CucremHble TpeboBanuma k Kpuntollpo LieHTp MOHWUTOpMHIa OCHOBBIBAOTCA Ha CUCTEMHbIX TpeboBaHusX, NpeabasasemMblx K CIM1
«Kpuntollpo DSS».

B cyyvae, ecim LLeHTp MOHVITOpVIHFa yCTaHaBAMBaETCA Ha OT,qu'IbHOVI MalWlnHe, NpeabAaBAA0TCA Chejyrol e OCHOBHbIE

TpeboBaHus:

OC Windows Server 2008 R2/2012/2012R2 (x64)/2016;

Microsoft NET Framework;

Kpuntolpo HSM Client (ans nogkntoueHms k Kpuntollpo HSM);

Kpuntollpo CSP (Heobxoanm, ecam Tectnpyembli Kpuntollpo DSS ucnonb3yet mexcepsucHble ceptudukatbl FOCT);
Kpuntolpo TSP Client n3 cocraBa Cny>x6 YL 2.0;

Kpuntolpo OCSP Client 13 cocraBa Cny><6 YL, 2.0;

Kpuntollpo .NET (Heobxoaunm, ecm Tectupyembii DSS ncnonbsyet mexxcepsucHble ceptudukatel FOCT).

MpumeuvaHue

Kpuntollpo LleHTp MoHUTOpWHra He MeeT cO6CTBEHHOM Ba3bl AaHHbIX, XOTA U MOXET UCMOb30BaTh TECTLI, KOTOPbLIM TpebyeTcs
nogkatoveHmve k bl Kpuntolpo DSS nan apyroni cuctemsl. B cBA3u ¢ 3tum, TpebosaHms k CYB/], B HacTosILLEM L OKYMEHTE He

npeabABAAKOTCA.
HacTtpoiku npas poctyna
NpumeyaHune

[Jna koppekTHon pabotbl Kpuntollpo LieHTp MoHuTOpUHra pekomeHayetca 3anyckatb Ciyxo6y Kpuntollpo HealthMonitor ¢

npaBamMu JIOKaNbHOIO aZMUHKCTpaTopa.
B cnyuae npegoctaneHns Ciyxx6e MUHUMaIbHOTO Habopa npasB HeOH6XOAUMO:

® BbINO/HWUTB CeAyHOLLY0 KOMaHAY B KOMaHZAHOW CTPOKe.

netsh http add urlacl url=http://+:8080/monitor/ user=[DOMAIN]\[username]

rae [DOMAIN]\[username] — cepBMUCHasa y4YeTHas 3anncb HENPUBUAETNMPOBAHHOIO NO/Ib30BaTeNS.

® BbigaTb npaBa «4TeHne n BoinonHeHne», «CNMCOK COAepP>XKMMOro nankm», «4TeHne Ha nanky»
C:\Windows\System32\inetsrv\Config u C:\Program Files\Crypto Pro\DSS\HealthMonitor yueTHOW 3anucw, n3-nog

koTopoli 3anyckaetca Ciyxba Kpuntollpo HealthMonitor.
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file:///D:/SVN/DSS_new/trunk/Sources/Doc/CryptoPro.DSS.Documentation/_site_pdf/_raw/_site_pdf/adminguide/sysrequirements/intro.md
https://cryptopro.ru/products/csp
https://cryptopro.ru/products/pki
https://cryptopro.ru/products/pki

BesonacHocTe

Mra oBvexra:  CA\Windows\System 32%inetsn\config

Tpynine! MK NoNL30BaTENM:

2, dssadmin (D55LAB dssadmin1)
H2,CO3OATENL-BNANETEL

82, CMCTEMA

& dssadministrator (DS5LAE dssadministrator)
%AUMHHHCTpEITODbI (DSSLAB \AgmuHmcTpaToper)
52 Trusted nstaller

|J1o§aamh|| Yoanute |

Pazpewena ana rpynnel "dssadmin1”
Pazpewnte ZJanpemrms

L)

TR
MzmeHeHWE

UTeHWe W BEINONHEHWE
CrvcoKk coaepaxmmMoro Narnkm
Yrerne

3anwce
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YcraHoBKa, yaaneHne n obHoBseHne LleHTpa MoHuTopuHra

MpoLiesypa yCTaHOBKW, yaaneHus nav obHosneHns LleHTpa MoHUTOpWHra og1HakoBa 415 F060ro 13 3K3emraspoB — Kak
LLEHTPaNbHOIO CepBepa, Tak 1 areHToB.

YcraHoBKa
Yaanernue

[ ]
[ ]
o O6HOBNEHNE
[ ]

CoBmecTuMocTb Bepcuin DSS u LleHTpa MoHuTOpWHra
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YcraHoBka LleHTpa MoHuTOpuHra

[ns ycranosku MO «Kpuntolpo LleHTp MoHuTOprHra» HeobxoaMmo 3anycTuTb ycTaHoBOUHbIV dann HealthMonitorinstall.exe.

HealthMonitorinstall.exe

OTkpoetcs Mactep yctaHoBKM. Ecim 3anyck ycTaHOBOYHOrO daiina Npon3BogMACA He C MpaBamMu JIOKaNbHOMO ajMUHWUCTPaTopa
pabouyen cTaHL MKW, HaXKMUTE KHOMKY «YCTaHOBWTb» 1 MOATBEPAUTE BHECEHME U3MEHEHWI. B ciydae, ecam npaB 40CTaTOYHO, Nocie

3anycka MacTepa yCTaHOBKM NPOU30IAAET aBTOMATUUECKMIA NMePexos K CIeAyoLLeMy dTary.

Kpuntollpo
| HealthMonitor

'@ YcraHoBWTh

O3HakoMbTECh C JINLLEH3NOHHbIM COralleHneM. ,U,J'IFI npoAO/HKEHUNA YCTAHOBKM NMOCTaBbTE rajiouky «f NPVHKMaKo yC10BMA 3TOro

cornaweHunsa» n Haxmute «[lanee».
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MpouTtuTe NMLEH3WOHHOE CornalleHWe Ha UCNoNb30BaHKe
nporpaMmHoro obecnedyeHna komnadum Kpuntollpo

BHWMATE/NEHO O3HAKOMETECE C JIMUEHZMOHHEIM | A |
COMNALWEHWEM HA MCNONb30BAHWE M3OENNMA ||

JNHUUYEH3HWOHHOE COrMALUEHWE

1. TepMuHBI M ONpPEASASHKA.

a. Hacroswee NIMUEHSHOHHOE CoOrNaweHwe sEnAeTca obwei odepTon
000 "KPHUMTO-MPO" 1 Monb30BaTENEM - HHIMUECKHM MAKW
HPHUOMYECKMM TMUoM. HacToAwee NMIMUEH3MOHHOE COTNAWEeHHE B ClyYae
COrNacud, BEIPAMEHHOMS B (opMe MONYaHHA B TEHEHWE 7 OHEN ©
MOMeHTa npuobpeTesua M3aenusa, 8 COOTBETCTBMM Co CT. 433 MK P@
WMMEET CWNY ACrosopa.

b. Moa W3penwem NOHWMAETCH KOMMNEKC NporpaMM ana 3BM, exnwouyan
HOCHMTENK M AOKYMEHTALMIO, KOTOPLIM AENAETCA 0DbLEKTOM aBTOPCKOrO
npaga W OXPAHAETCA 3AKOHOM.

c. Besage B TexcTe noa cnosomM "ASKYMEHTAUMA" NOAPE3YMEBACTCH
NEYATHEIE MATEPMENHI M HOCHUTENW, COAEDAALWE AOKYMEHTALMIO B
SMEKTPOHHOM Buae. JOKyMEHTAUMA AENAETCH HEQTHEMIEMON YaCTLID
Wznenua.

d. [OanHoe Mzgenve (NporpaMMHsIi NpOAYKT), BKNHOYER HOCHTENW W hdl

NPpHHKMaRK YCIOBWA 3TOTO COrnalledHna 2

Ykaxute gupekTopuio, kyza byaet ycraHosneH Kpuntollpo LleHTp MoHUTOpUHra, n HaxkmuTe «[Janee».

Bbibepure pacnonoxeHve ¢annos

Kpuntallpo HealthMonitor 6yaeT ycTaHoBASH Ha Ball KOMNBHOTEP.
Yrobbi yETAHOBMTE AaHHBIA NPOAYKT B APYToe PacnoNOMeHHE, HEXMUTE
kHonky "0630p" 1 YKEKWTE 3TO PACNOADKEHWE,

s @

y6eAVITECb, yTo Bbl6paHbI BepHble NapaMeTpbl yCTAaHOBKU N HaXXMUTe «YCTaHOBUTb».
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MoaTEepAUTE NapameTpbl YCTaHOBKM

YcraHaBnMBaeMble KOMNOHEHTHI

MapameTpbl
Aupektopua CAProgram Files\Crypto Pro\DSS

[ ‘ Hazag ] YCTaHOBWTE E’l

B cnyuae ycrewHowm yctaHoBkM nosiButcs okHo «Kpuntollpo Health Monitor ycnelwHo ycraHoBaeH». [as 3aBepLueHuns paboTbl

MacTtepom ycTaHOBKM HaxkmuTe «[ 0TOBO».

Kpunrollpo HealthMonitor ycnewHdo ycraHoeReH
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Ypanenue Llentpa MoHutopuHra

[Ans ynanerus NO «Kpuntolpo LleHTp MoHuTOpuHra» HeobxoaMmo 3anycTuTb ycTtaHoBouHbI dainn HealthMonitorinstall.exe.

HealthMonitorinstall.exe

OtkpoeTcs MacTtep yctaHoBKW. Ecav 3anyck ycTaHOBOYHOTO daiina Npomn3BoANACS He C MpaBaMu IOKabHOrO agMUHUCTpaTopa
pabouyeli CTaHL UK, HaXXMUTE KHOMKY «YCTaHOBUTb» W NMOATBEPAMUTE BHECEHVE U3MeHEHUI. B ciyyae, ecam npaB 40CTaTO4HO, Mocie
3anycka MacTepa ycTaHOBKM NMPOU30MAET aBTOMaTUYECKMI NEPeXos K CleqyroLiemMy Tany.

=) Kpwntolpo HealthMonitor x|

Kpuntollpo
HealthMonitor

¥y Ycranoeuts

yAaneHme KpVII'ITO”pO Ll,eHTp MOHI/ITOpI/IHFa NPOn3BOANTCA aBTOMaTUYECKN. B Cclydae ycnewHoro yganeHuna noasutca OKHO

«Kpunrollpo Health Monitor ycnewHo yaanen». [lna 3aBepluerHns pabotbl ¢ MacTepoM yCTaHOBKM HaxkmuTe «[ 0TOBO>.

NpnmeyaHne

Mocne yaanenus Kpmntollpo LleHTp MoHuTOprHra Tpebyetcs nepesarpyska pabovei cTaHLuu.
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MNpoayxr Kpuntollpo HealthMonitor ycnewxo yaanéu
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O6HoBneHne LleHTpa MoHuTtopuHra

[ns o6HoBneHws MO «Kpuntolpo LleHTp MoHUTOpUHra» Heobxo4MMOo 3anyCTUTb YCTaHOBOUHBIA Gaiin

HealthMonitorinstall.exe.

HealthMonitorinstall.exe

Otkpoetca Mactep ycraHoBKM. Ecam 3anyck ycTaHOBOUYHOTO daina Npon3BoAgMACA He C NpaBaMu JIOKalbHOTO agMUHWCTPaTopa
paboueli CTaHL WK, HaXKMUTE KHOMKY «YCTaHOBUTb» 1 NMOATBEPAMWTE BHECEHWE 3MeHEHUI. B ciyyae, ecv npaB 40CTaTOYHO, Moc/e

3anycka MacTepa ycTaHOBKM NPOU30MAET aBTOMaTUYECKWI Nepexos K ciesytoLiemMy aTany.

Kpuntollpo
HealthMonitor

'@ YcTaHoBWTE

O3HaKoOMbTECh CO CMNCKOM nognexawyunx OBHOB/IEHNHO KOMMOHEHTOB U HaXXMUTe «OBHOBUTb».
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@ O6HoBAEHWE NpoAyKTa

OBHOBNAEMBIE KOMMNOHEHTLI

Komnonent Bepcua Nelictene

MNetix461Full He uzmenate
Microsoft PowerShell 3.0 He uzmeHaTs
HealthMonitor 2.0.2629.0 OBHoeneHwe

OT0O6pasnTCs OKHO C AENCTBUSAMM, HEOHXOANMBIMY 1S MOAFOTOBKM K O6HOBAEHMD. O3HAaKOMbTECh CO CMIMCKOM 3TUX AENCTBUN U
HaXmuTe «BbINosHUTL». [oc/ie 3aBepLUeHWs AENCTBUIA MO NOATOTOBKE K OBHOBAEHMIO HaxXMuTe «[lanee».

MoarotoBKka K obHOBNEeHWIO

o Mposepra cnyxbel HealthMonitor
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MoarotoBKka K obHOBNEeHWIO

o Mposepra cnyxbel HealthMonitor BrinonxeHa yonewso

O6HOBNEHME MPON3BOAWTCA B aBTOMAaTUUECKOM pexkime. Nocne ero okoHYaHus byAeT npesnoxeHO NPOV3BECTU 3anycK cayXbbl
MOHUTOpPUHra. 115 aToro Haxkmute «O6HOBUTBL>. [ocne 3anycka cyx6bl HaxmuTe «[lanee».

O6HoBneHue HealthMonitor

| o ¥TUnuTa MoHWTOPWHrE: 3anyck cnyswbbl
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s O6HoeneHme HealthMonitor

o ¥TunuTa MoHUTOpKHra: 3anyck cayxbel BrinonxeHa yonewso
.
.

B cnyuae ycnewwHoro obHoBieHns nosiButca okHo «Kpuntollpo Health Monitor ycnewHo obHoBneH». [lns 3aBepLueHmns paboThbl ¢

MaCTepOM YCTaHOBKW Ha>XXMuUTe «[oTOBOY.

Kpuntolpo HealthMonitor ycnewxo oBHoeneH
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CoBmectumoctb Bepcuit DSS n LleHTpa MoHuTOpuUHra

[Mpwv BbINONHEHWM TecTOB, YHUKanbHbIX Ans Kpuntollpo DSS, LleHTp MoHuTOpurHra vyBcTBuTeneH kK Bepcum DSS. B cBa3n ¢ aTum,
npv CUAbHOM PacxoXKaeHun Bepcum ak3emnaapa LieHTpa MoHuTopuHra n tectupyemoro nm DSS moryT okasatbcea

Hepa6OTOCI'IOCO6H biIMU Csiegyroline TecTbl:

Tect kpunTonposaiigepos Cepsuca Moanmcm DSS;

Tect goctynHocTm obpaboTumka YL;

Tect anueHsun Cepsuca Mognuncn DSS;

Tect avueH3nm LlenTtpa Vigentndurkaymm DSS;

Mposepka cepTndukatos Beb-nHTepderica DSS;
Mposepka ceptudurkaros Cepsuca Noanuncm DSS;
Mposepka ceptudmkatos LieHTpa NaeHTndumkaymm DSS;
Tect nogknroueHmns k 6aze gaHHbix Cepsuca MNognucn DSS;

Tect nogkntoueHus k 6ase gaHHbIx LieHTpa VigeHtudumkaumm DSS.

NpumeuaHune

CnepytoLye HaCTPOVK HEOBXOAMMO BbIMOJIHATbL TOBKO B CllyYae HepaboTOoCNOCOBHOCTU NMepeUnCIEHHbIX TECTOB (NMPW yCI0BMY,
YTO OHVM PaboTann KOPPEKTHO paHee).

Mpw o6HoBAEHUN 3k3emrisipa KpunTtollpo LieHTp MoHWTOpWHra B ANpeKTopmm
<NyTb ycTaHoBku>\Crypto Pro\DSS\HealthMonitor aBTOMaTMuecKW cO3faeTcs nanka Tests, cogepkallas dainn
CryptoPro.DSS.MonitoringTool.DssDependantTests.d1l v nanku c 63kanom(-mu) atoro daina u3 npeabiayLmx sepcuin LieHTtpa

MoHuTopuHra. MNanku nMeroT Ha3BaHWs, COOTBETCTBYOLLME cTapoi Bepcum LieHTpa MoHutopuHra (n Kpuntollpo DSS).
Mpwvmep:

, 2.0.2665.0
(%) CryptoPro.D55.MonitoringTool DssDependantTests.dll

[lns BOCCTaHOB/IEHWSA PabOTOCMOCOBHOCTY NepeuncieHHbIX Boile Tectos CKOMMPYMUTE C 3SAMEHOW daiin
CryptoPro.DSS.MonitoringTool.DssDependantTests.d1ll W3 nNanku C MMeHeM, COOTBETCTBYOWMM Balueli Bepcumn Kpuntollpo

DSS, B nanky <MyTb ycTaHoBku>\Crypto Pro\DSS\HealthMonitor\Tests.
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Hacrpowika Kpunrollpo LieHtp MoHuTopuHra
Hactporika Kpuntollpo LleHTp MOHUTOpWHIa COCTOMT 13 TPeX OCHOBHbIX Pa3ZesoB:

® 3JK3eMMAApbl TECTUPOBaHMA — 3/,eCb HaCTPamBatOTCA IK3eMMNIAPbI CUCTEM, TECTUPOBAHME KOTOPbIX MPOU3BOANTCA NpW
nomoum Kpunrtollpo LeHTp MoHuTopuHra.

® SK3eMMApbl TECTOB — 3/4eCb HAXOAATCA TECTbI, MOJyYEHHbIE 13 LWabJ0HOB U CreLmasbHO HaCTPOEHHbIE NMoJ, 3K3eMMNAsApbI
TeCTUPOBaHUA.

e KoHdurypaLma TecTMpoBaHus — 34ecb pacrnonararotcs obume Hactponku Kpuntolpo LleHTp MoHuTopuHra.

Hactporiky ntoboro akzemnnspa Kpuntollpo LleHTp MoHUTOpKWHra, BHe 3aBUCMMOCTU OT Tuna anueHsun, BAXKXHO ocyliectBaath B
cnejyroliemM nopsake:

1. Hactporika aveHsum.
2. OCHOBHble HaCTPOMKHW.
3. Hacrpoiika ak3emMnasapoB TeCTMPOBaHWA.
4. HactpoWika 3K3eMMnispoB TECTOB.
5. [obaBneHune TeCTOB K 3K3EMMIAPY TECTMPOBaHMS.
6. Hactporika CMC-onoBelleHns 1 email-onoseLeHus.
7. [Opyrve HacTponku:
o [leprog, pexunm 1 wabaoHbl TECTUPOBaHWS;
o HacTpolka MOHUTOPWHTA >KYPHaOB;
o Beb-cnyxoba.
MNpumeyaHue

Bce yka3aHHbIe HAaCTPOMKN MOTYT U3MEHATLCA/AOMONIHATHCA BMECTe C HOBbIMU Bepcusaimu Kpuntollpo LieHTp MoHuTopuHra.
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Hacrpoiika 3k3eMnasapoB TecTUpoBaHNA

B HacToswee Bpems B KpunTtollpo LieHTp MOHUTOpPUWHIa 4OCTYMHbI A1 TECTUPOBaHMUA ABa TWMNa 3K3eMMNAAPOB:

e DSS;

® HeTvnu3npoBaHHbIA 3K3eMnsp.

[Ans sx3emnnspa DSS B Kpuntollpo LieHTp MOHUTOpWHIa AOCTYMHbI 40MOJHUTE/IbHbIE HACTPOMKK, B TO BPEeMs Kak A
HETUMN3MPOBAHHOIO 3K3eMMJIfipa Kakme-anbo AONoAHUTE/bHbIE HACTPOWMKM OTCYTCTBYHOT.

MpumeuvaHue

DK3eMMsp TECTUPOBaHUSA HeOHA3aTeNbHO COOTBETCTBYET OAHO3HAYHO MHCMEKTMPYEMON CUCTEME. DK3EMMISAAP TECTUPOBAHMSA
03HayaeT onpegeneHHbI Habop TecToB 1 (B ciyyae ¢ 3k3emmnispomM Tuna DSS) Habop HacTpoek.

Mepes co3gaHnem 3K3emmaspa TeCTUPOBaHUSA y6eanTech, YTO BbIGpaH NpaBuabHbIN pexkim paboTsl Kpuntolpo LieHTp
MonuTopuHra (Default nam Min). Jns nobaBneHns HOBOro aK3emnasipa TeCTUPOBaHUA HaXKMUTE NPaBo KHOMKOW MbILLW Ha
pa3gen «3K3eMnispbl TECTUPOBaHWA» U BblibepuTte «J06aBnUTb».

®ain  Jeiicteme  Bug  Cnpaexa

I EEN

ld HealthMenitor Mra
u Jkzemnn
7 isemnn JNobasnTe

-'_1}-",;. WJBVH 4 3

3kcn OPTUPOBEATE CNWMCOK..

Cnpaexa

B okHe gobaBneHus 3Kk3emMnsipa TECTUPOBaHMUS OTKPONTE BbiMaatoLLniA CMUCOK 1 BbIBEpUTE TUM 3K3EMMIAPA, KOTOPbIN
HeobxoaMmo 406aBnTh B paboTy — DSS mam HetunusnposaHHsbIi sk3emnsp (1). Haxmute «/1o6aButb» (2).

£ AoBaEuTb 3K3eMNAAP TeCTMPOBaHWA -

"-lhc. “II -

E) [JoBaBuUTE 3K3eMNAAD TECTUDOBAHKWA -

=MNORSHHEIA

K3EmMO080

1

HeTMNW3EMpoBaHHEIA SK3eMnnA

2 —Jpt et |

HoBbit 3k3emnasp ByaeT oTobpaxaTbcs B pasgene «3K3eMnaspbl TECTUPOBaHUs». VIMA co3AaHHOro 3K3eMnaspa TeCTUPOBaHMS
MOXHO V3MEHUTb, BbIAE/INB €ro U HaXkaB NeBOl KHOMKOM Ha ero nms, bo npu NoOMOLLM KOHTEKCTHOrO MeHIO (HaxkaTue npaBo
KHOMKOW MblLwK — MNepermMeHoBaTh). [0 yMonuaHUio BCe HOBbIE CO3AaBaeMble 3K3eMMAPbl UMetOT nMeHa DSS nam

HeTtunusumposaHHbIN 3k3emnanp. [lybavpoBaHne MMeH 3K3eMMISPOB HEBO3MOXHO, MO3TOMY MNpu A06aBaeHNM 3K3eMnasapa ¢

MMEHEM, KOTOPOE yXe eCcTb B CMWCKE, K UMEHW HOBOrO 3K3eMrispa 406aBUTCA ero HoMep no nopsaaky (Hanpumep: DSS, DSST,
DSS2...).
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] |§ BEEMI'LJ'IRF}I:I TECTUPOBEIHWA

i Dss
i, Dss
l, Dss2

Mocne gobasneHns ak3emnaspa HeOOXOANMO J06aBUTb TECTbI, KOTOPbIE ANA Hero ByAyT BbIMOAHATLCA. [ 3Kk3emnaapa
TecTnpoBaHus Trna DSS HeobXOAMMO AOMOAHUTENBHO BbINMOJHUTD PAZ HACTPOEK.

Ona KOMMPOBaHWA 3K3emMnaapa TeCtTupoBaHUA HaXKMUTE Ha HEro npaBoﬁ KHOMKOWN MbILWW 1 Bbl6epMTe <<KOI'IVIpOBaTb>>. By,a,eT
AO6aB]’IEH HOBbI 3K3eMriap TeCctTupoBaHuA C MAEHTUYHbIMU HaCTpOI?IKaMIA, OAHaKO K €ero UMeHU B KOHLLE ,ﬂ,O6aBI/ITC$| HOMeEpP no

nopaaky (cm. BbiLle).

A}'Iﬂ YAaneHna 3K3emniapa TeCTnpoBaHNA HaXXMUTE Ha HEro I'IpaBOI‘/‘I KHOMKOW MbILWW © Bbl6epI/ITe «Y,u,anmb». BHumaHwume:

yAaneHune aKk3emnaapa TeCTMPOBaHUA He TpebyeT NOoATBEPXKAEHMS.
MapameTpbl 3k3emMnasapa TectupoBaHua DSS

[ns 3afaHns NapameTpoB 3K3emnispa TecTvpoBaHus DSS B pasgene «IK3emnaspbl TECTUPOBaHUS» BbiGepuTe CO34aHHbIN paHee
ak3emnasapa tvna DSS (1) n nepelignte Ha BKkaaKy «MapameTpbl DSS» (2). 3anonHuTe npeaioxeHHble Noas Ha BKAagKe
«[MapameTpbl DSS». BbibepuTe cnocob B3anmogenctaus ¢ DSS (3 nam 6) 1 3anonHUTe COOTBETCTBYHOLLME eMy NapaMeTpbl

noakatouenmsa (4 nam 7).

OnwucaHune napamMeTpoB DSS Bkatovas napamMeTpbl NOAKAHOYEHNA B 3aBUCMMOCTU OT Bbl6paHHOFO cnocoba BSaMMOAeVICTBMﬂ B DSS

(RestApi, WCF) npectasneHo B Tabavue 4.

Mocne BbINONHEHNA BCEX HACTPOEK HaXMMUTe KHOMKY «CoxpaHuTb KoHUrypaLmnto» (5).

Qaiin  Jefictene  Bug  Cnpaeka
«= 7

fd HealthMenitor [] Brnwounts TecTHpoEaHMe

4 W 3xeunnapei recruposanna [] MHaMBMayansHLIA NEpMOR TECTUROBAHWA

. g Ds5 Mepwon TECTMPOBAHWE, MUHYT I:I

EMANAPEI TECTOE

BeinonHeHWe yKasaHHOro CKpK Mapametpel D55

5 TecT komnoHeHTa Service Broke

pong30E3TENA |

-
4k, Kondurypauma TECTUpOBAHWA

MNapone Tecfoedro NonesosaTena |

Anpec DSS |http:/Aocalhost

Wmn caita DSS | 1/Defautt Web Site

Wrag npunoxcerina Cepewca Mogrmon |SignSenrer

Wma npunoxenna Uentpa MasHmidukaiym |STS

Wrag npunoxerina BeG4Htepdeica | Frontend

Wrag npunoxerina Cepewnca Aymuta |

WaeHmMduKaTop NpoBepAIOWER CTOPOHB! |

Cnocof szawmogeicTewa ¢ DSS

MapameTpel oAk MoYeHuA 3

Clientld

Client Secret
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Kpwntollpo HealthMonitor

Jeictene

@ 7

Daiin Bug Cnpaeka

ld HealthMenitor
P H JKIEMNAAPEl TECTUPOBAHNA

i, Dss

4 £5 3KEEMNAAPEI TECTOB

£ BeINoAHEHWE yKa3aHHOTD CKpW
£ Tecr komnonenTa Service Broke

)

&% KoHgurypaumna TECTMPOEaHKMA

Brniounte TecTMpoBEHWE
] MHavenayansHsii nepuon TECTMPOBaHMA

Mlapomerpe OS5

Wamenero

Wm# TecTosoro nonssosatens

Maponk TecToBoro NonLsoEaTens

Appec DSS

Wmn cainta DSS

WMra npunoxxerina Cepenca MNoanmci

Wrp npunoxxerina LieHtpa MoeHmWcrkaLam

WMrp npunoxerina BeGHTeppelica

Wrag npunoxerina Cepewnca Aymuta

WaeHmMduKaTop NpoBepAIOWER CTOPOHB!

Cnocof szawmogeicTewa ¢ DSS
MapameTpel oAk MoYeHuA

KoHeuHan Touka Cepeuca McK

KoneuHan Touka LieHtpa MoeHTMepkaLm

|http:ff’|oca|host

| 1/Defautt Web Stte v

|STS

| Frontend

|
|
|
|
|SignSer\ter |
|
|
|
|

WCF v

Hestﬁi

|loken

MNepesarpysuts
TOMICK

| Active sve

CoMpaHTE KOHDWMMYDELMo |

MpumeuvaHue

ObpaTnTe BHYMaHMe Ha 3HaYOK OKOJIO MMEHW 3K3eMnaspa TecTupoBaHus. Korga B KOHGUrypaL Mo ak3eMnispa BHOCATCA

M3MEHEHNA, OKONO HEro NoABaAEeTCA 3Ha4YOK C KpaCHbIM KPEeCTOM. CoxpaHeHme KOHq)Ml'ypaLI,VII/I NPUBOAUT 3K3EMIJIAP B rOTOBOE K

TEeCTUPOBAHUIO COCTOAHKME, O YEM CBUAETENbCTBYET 3HAaYOK C 3€J/1eHOV raslouKon.

Ta6nuua 4 — MapameTpbl 3K3emnaApa TectupoBaHua DSS

NMAPAMETP OMUCAHUE

Mmsa TectoBoro
nosb3oBaTens

[Maponb
TecToBOro

I/IAEHTVI(I)VIKaLI,VIFI», AaHHOE MnoJie MOXXHO OCTaBUTb MYCTbIM.

NnoJsib30oBaTesida

JlornH Monb3osatens Ha LeHTpe VigeHTudmkaumm DSS. BHuMaHwme: ans gaHHoro Monb3oBatens fomkHa bbiTh
HacTpoeHa ayTeHTUdMKaLma MO NOrMHY 1 Napoo UM TONbKO UAEHTUdPUKaLMA.

Maponb Monb3oBatens Ha LleHTpe NaeHTndukaumm DSS. Ecam ans MNonb3oBaTtens HasHauyeH MeToZ Bxoaa «ToNbKO

Agzpec cepBepa, Ha kotopom pacnonoxeH Cepsuc Mognucn MAK «Kpuntolpo DSS». 3HaveHne no ymonyaHuo —

Appec DSS
cepsepe.

Wmsa carita DSS

http://localhost. BHUMaHue: ans TeCTMpoBaHNUs BCe KOMMOHEHTbI DSS A0/1KHbI ObiTb Pa3BepHYTbI Ha OAHOM

COOTBeTCI'ByeT MMEHN CaVITa, Ha KOTOPOM pPa3BepHYTO Be6—npw10>KeHme. VM calita MOXHO Bbl6paTb 13 BblMNajakoulero

cnmcka. Moayuntb 3HayeHe MOXHO Npu NomoLn koMaHaneta Get-Dss..Instance (napamerp -SiteName).
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NMAPAMETP
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NPUNOXKEHNS
Cepsuca Ayauta

VipeHTndumkartop
npoBepstoLLeit
CTOPOHbI

Cnocob
B3aUMOAEeNCTBums
c DSS

OMUCAHUE

CooTBETCTBYET MMeHW Beb-npunoxeHns Tectnpyemoro Cepsuca Mognucy DSS. MonyunTb 3HaueHe MOXHO npu
nomoLLn KoMaHgneta Get-DssSignServerInstance (napametp -ApplicationName).

CooTBeTCTBYET MMeHW Beb-npunoxeHus Tectmpyemoro LeHtpa VgeHtudwkaumm DSS. Moayunts 3HaueHne MOXHO npu
nomoLLn KoMaHaneTa Get-DssStsInstance (napamerp -ApplicationName).

COOTBETCTBYET MMEHW Beb-NPUNoXeHNs TecTupyemMoro Beb-uHtepdeiica DSS. MonyunTb 3HaueHne MOXHO npu
nomoLLm KoMaHgneta Get-DssFeInstance (napametp -ApplicationName).

CooTBeTCTBYET MMeHW Beb-npunoxeHus Tectupyemoro Cepsuca Ayanta DSS. MonyunTb 3HaueHne MOXHO npw
noMoLLn komaHaneta Get-DssAnalyticsServiceInstance (napametp -ApplicationName).

Vaentndukatop Cepauca Mognucy Kak npoBepsitoLLLeli CTOPOHBI. Eciv He 3anonHeHo, ByAeT NogCTaBaeHo CiedytoLlee
3HaYeHue Mo YMOAYAHWIO:

urn:cryptopro:dss:signserver:<Uma npunoxexHua Cepeuca Moanucu (Kak B mapameTpe Bblue)>

. MonyunTb 3HaYeHne MOXHO Npu NOMOLLM KOMaHANeTa Get-DssRelyingPartyTrust.

PekomeHayeTcs BblbupaTh RestApi. Cnocob B3anmogeinctms yepe3s WCF aBasetcs ycrapeBLUMM 1 UCMOAb3YeTcs ANs

obecrneyeHns COBMECTMMOCTU C npegbiayLnMmy Bepcnammn DSS. Onuncanue napamMmeTpoB NMNOAKNHYEHUA U KOHEYHbIX
TOYeK npmBeLeHo HUXKe.

ﬂapameprlnoAKnmquMﬂ

® RestApi.PekomeHayeTcs BbIbUpaTh AaHHbIN CNOcob B3aumogencTeums ¢ DSS. MNpu 3TOM HEOBXOAMMO 3amMoHUTb
ciegyrolme napameTpbl MOAKAOYEHNS:
o C(ClientId

O (ClientSecret

[ns 3anonHeHns faHHbIX NapameTpoB Tpebyetcs creHepupoBaTtb B Kpuntollpo DSS gaHHble ans goctyna k DSS no npotokony
OpenlD Connect 1.0.

# leHepauua cekpeTa
Add-DssClient -Identifier HealthMonitor -Name HealthMonitor -AllowedFlow ResourceOwner -GenerateSecret -
SecretLifetime ©

# lMony4deHne creHepupoBaHHOIro cekpeTa
(Get-DssClient -ClientId HealthMonitor).ClientSecrets

MpumeuvaHue

lMpw co3paHnm cekpeta Bbla UCMOIb30BaH NapaMeTp -SecretlLifetime ©.B gaHHOM cayyae ByAeT co3gaH KANEHT C
6eccpoyHbIM cekpeToM. MapamMeTp NO3BOASET YKa3aTb BPeMs AeNCTBUSA cekpeTa. Ecin napameTp oTcyTCTBYET, CPOK AENCTBMISA
cekpeTa No yMoaYaHuto coctaBuT 1 rog.

® WCF./laHHbIN cNocob B3aMMOZENCTBMA UCMONb3YETCA A COBMECTUMOCTM C NpeablayLimmm Bepcuamm DSS. Mpu s3Tom
HeobX0oAMMO 3aMOAHUTb CesyoLL e KOHEYHbIE TOYKM:
o KoHeuyHas Touka CepBuca Mognucwm.
o KoHeuHas Touka Lientpa Upaentndpunkaumnm.

Haxxmute kHomMKy «lepe3sarpy3nTb», YTOObI MONYUNTb CMNCOK AOCTYMHBIX KOHEUHbIX TOYEK.
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https://openid.net/specs/openid-connect-core-1_0.html

CepBuc Moanucu: [na ycnewHoro TecTMpoBaHus HeObXOAMMO BbIGpaTb KOHEYHYHD TOUKY, COOTBETCTBYHOLLYHO BbIOpaHHOMY
npoTokony Baumogencrans LleHTpa MoHutopuHra n DSS (https nam http)*. PekomeHzyeTcs cnob30BaTb KOHEYHYH TOUKY
Issuedtoken/transport/nosc./ns atoro B agpece DSS gomkHO BbIThb 3anuncaHo nms y3na ¢ DSS TouHo Tak Xe, Kak B

cepTudukate ero Beb-cepsepa. Ecm HeT BO3MOXHOCTY yKa3aTb UMS Y3713, UCMO/b3YMTe KOHEYHYO TOoUKy issuedtoken/nosc.

LlenTp NpeHTudukaumn: MNone ncnonblyercs Ans Tecta ayTeHTUdMKaL M. s yCnewHoro TecTMpoBaHms HeobXo4MMOo BbIbpaThb
KOHEUHYH TOUKY, COOTBETCTBYHOLLYHO BbIBpaHHOMY NMpoTOKoy B3aumogercteus LieHTpa MoxuTopurra un DSS (https nam http).
PekomeHayeTcsa npu ayTeHTUdMKaLLMK C UCNOAb30BaHMEM NpoTokona TLS BbiGupaTh KOHEUHYHO TOUKY username/transport, 6e3

TLS — active.svc.

MpumeuvaHue

Mocne n3ameHeHWs napametpoB DSS HEOBXOAMMO COXPaHUTL M3MEHEHWS MYTEM HaxkaTUs KHOMKMU «COXpaHWUTb» 1 NepesanyCcTuTb
Cny>x0y MOHUTOPUH .
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Hacrpoiika 3xk3emMmnnsapoB TecToB

Jk3emnaspom Tecta B Kpuntolpo LieHTp MOHUTOpUHra Ha3biBaeTcs TeCT, CO3aHHbIV 13 WabaoHa TecTa, U HaCTPOeHHbIN (Mpu

Ha/IM4YnM HaCTPOEK).
B aTom pasgene:

° Co3p.aHme TECTOB 13 WaboHa

e OnucaHe BCex TeCTOB 1 UX MapamMeTpoB
o [lobaBneHe TeCTOB K 3K3eMMAApy TecTpoBaHUA
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Cos,anMe IK3emMniadapa tecra s wabaoHa TecToB

Mepes co3zaHveM ak3emnasipa Tecta ybesuTech, UTo JIMLEH3Ns Ha OnpeseneHHbIv 3k3emnasp LleHTpa MoHUTopuHra BBezeHa U1
BbIOpaH npaBubHbIN pexkumM paboTtsl Kpuntollpo LleHTp MoHutopuHra (Default nan Min).

YT06bI 06aBUTL 3K3eMMNIAP TecTa M3 LWabaoHa, HAXKMUTE NPaBO KHOMKOW MbILLY Ha pa3gen «JK3eMrispbl Tectos» (1) 1
BblibepuTe «/lo6aBnTb» (2). Mocne aToro BbibepuTe 13 BbiNagatoLLero cnucka (3) wabnoH TecTa, KOTOPbIN HY>XXHO J06aBUTb, U
HaxxmuTe «[Job6aBuUTb» (4).

)

Qain  [efictene  Bug  Cnpaska

== = H =

i'ﬂ HealthMaonitor
1> ﬂ JKZEMNNAPEI TECTHPOBAHUA =} NoBaeuTe TecT -

I

JKIEMNNAREI TECTOR

durypad [Jobasute

1 /' ' Bug, . |Barp','3r:a *ypHanos HSM 3 v|
2 IKCNOPTUROEATE CAMCOK...
Cnpaeka 4 W

HoBbIli TecT byaeT oTobpaxkaTbCst B passene «K3eMnaspbl TeCToB». /IMA CO34aHHOIO TeCcTa MOXHO U3MEHUTb, BbIAENNB €ro 1
Ha>kaB JIEBOM KHOMKOW Ha ero nMs, imbo npv MOMOLLM KOHTEKCTHOTO MeHH0 (HaxkaTve NpaBol KHOMKOW Mbllimn — [NeperMeHoBaTh).
Mo ymMonyaHWIo BCe HOBble CO3/jaBaeMble 3K3eMMspPbl UMEKT MMeHa Kak B LabnoHe Tecta. lybanpoBaHmne MMeH TecToB
HEeBO3MOXHO, MO3TOMY NMpwu A0b6aBAEHNM TECTa C UMEHEM, KOTOPOeE Y>Ke eCTb B CMUCKE, K MMeHV HOBOTO 3K3eMrispa A06aBuTcs
ero Homep no nopsagky (Hanpumep: Tect CRL, Tect CRL1, Tect CRL2...).

g Tect CRL
g Tecr CRL1
g Tect CRL2

Bbinonnute HaCTpOVI Ky AO6aB.ﬂeHHbIX TeCToB.

MpumeuvaHue

Mocne n3meHeHus napametpoB DSS HEOBXOAMMO COXPaHUTb M3MEHEHWS MYTEM HaXaTus KHOMKM «CoOXpaHUTb» 1 Nepe3anyCcTuTb
Cny>k6y MOHUTOPWH a.

lMNpnmeyaHne

napameTpbl TECTa BHOCATCA NSMEHEHUA, OKOJIO HEro NOoABJIAETCA 3HAaYOK C KPpaCHbIM KPECTOM. CoxpaHeHme KOHq)MI'ypaLl,VIVI
NPMBOAUT TECT B TOTOBOE K TECTUPOBAHUIO COCTOAHUE, O YEM CBUAETENbCTBYET 3HAa4YOK C 3e/1eHOV raJlouKoMN.

s KonmpoBaHMs aK3eMrifpa TecTa HaXKMUTE Ha Hero NpPaBoi KHOMKOW MbIlww v Bbibepute «KonvposaTb». bygeT gobasneH

HOBbIM 3K3eMnAap 1ecta C UAEHTUYHbIMW HaCTpOVIKaMVI, O HaKO K ero MMeHun B KOHL,e AO6aBI/ITCF| HOMeEP Mo nopaaKy (cm. BbiWwe).

AN yaaneHns sk3emnaspa Tecta HaxXMUTe Ha Hero NpaBoli KHOMKOM MbILLKN 1 BbibepuTe «YaannTe». BHUMaHMe: yjaneHne
3K3emMnaspa Tecta He TPebyeT NOATBEPXKAEHNS.
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A obaBneHue Tecta K 3K3eMMNIAPY TeCTUPOBaHUA

Mepesn fobaBneHneM TecTa K 3K3eMMAAPY TECTUPOBaHWA YOeANTeCh, YTO INLLEH3MS Ha OnpeaeseHHbIn dk3emnasp LieHTpa
MoHuWTOpUHra BBEAEHA, BbIbpaH NpaBuibHbIN pexxum paboTel Kpuntollpo LeHtp MoHuTopuHra (Default nan Min), a Takke

AO6aBJ’IeHbI M HacTpoOeHbl BCe HeO6XO,CI,I/IMbIe 3K3eMriApbl TECTUPOBAHUA N 3K3EMNNAPLI TECTOB.

Mepengunte K pasgeny «3K3emMnaspbl TECTUPOBAHUA» 1 HAXKMUTE Ha 3k3emnasp (1), K KOTOPOMY Hy>HO A06aBUTb TECTbI
(Hanpumep, DSS). ABTOMaTUUeCKM OTKPOEeTCs BKAajKa «/JobaBieHHble TeCTbl» B MpaBoi YacTy OCHACTKM MOHUTOPUHTA.
OBA3ATEJIbHO nocraBbTe yekbokc «BkaounTb TecTupoBaHme» (2). Mpn HeobxoAMMOCTI 3azaTb ANS JaHHOrO 3K3emnaspa
TeCTUPOBaHWs COBCTBEHHbIV MepUog TECTUPOBAHNA, MOCTaBbTe YekboKC «/IHANBUAYaNbHBIV Neprog TeCTUpoBaHUA» (3) 1 3aganTe

3TOT Nepuos B MUHyTax (4).

= Kpwntolpo HealthMonitor -|[ofx]
®ain  Jeiicteme Bug  Cnpaeka
&= 7[F]

i'ﬂ HealthMaonitor

4 [l 3zemnnape Tectuposanus 2

| Brniounts TECTMROBaHWE MamMeHEHWA CoXpaEHEHE!

ETI."II'II."ISI."IFJDEEHHbIﬁ BIGEMI'IJ'IHF/

JKZEMMAAPEI TECTOR 3 HofaenetHsie TecTsl | Mapametpe D55 |
e KoHfurypaumua TECTUPOBAHNA
LocTynHele TECTE Crcok goSaBneHHBD: TECTOE

Jarpyska xypHanoe HSM ~
Mposepka ucnonesyemoro MecTa Ha o
MpoBepKka MCNonssyeMoii NepaTHEHOIA
Mposepka cepmupmkatos BeG-uHTepde
Mposepka cepTignkaTos Cepenca Moa =
Mposepka cepmuemkatos Uentpa MaeH —
Tect CRL

Tect OCSP-cnywGe

Tect TSP-cnyxisl

Tect aocTynHocTk ofpatomumka Y1

TecT AOCTYNHOCTH YKaSaHHOM BeG-cryw
TecT koHeuHeo: Tover D55

TecT niueHzwii Cepewca Mogrck DSS
Tect muenzwi Uentpa MasHmadbukai
TecT nogknioueHnA k B Cepewca Mogr
Tect nogmouerua K B Lentpa MasH
Tect Cepewca Mpoeepky MNoarmci

TecT cpoka aehcTems CRL

TecT yKasaHHOro KpMNTonpoBaiaepa
TecT yKasaHHOro cepTudMKaTa

TecT ykasaHHoI B3361 AaHHBL

TecT ykasanHoR cryxbt

TecToBaR ayTEHTURMKALMA

TerT knunTnnnneai nenne Ceneaca Mo

£ 1] >

[#][3] (@)

| JanycTiTe TECTsI |

| CoMpaHUTE KOHPUYDELMKD |

B obnactu «/JocTynHble TecTbl» OTObpaXkaroTCs J06aBAEHHbIE M HAaCTPOEHHbIE TECTbI, MOAXOAALLME A5 BbINOAHEHWS C BbIOPaHHbIM
3K3eMMIAPOM TeCTUpPOBaHus. Eciv HekoTopble TecTbl 6bin 406aBAEHbI NOCAE OOHOBEHUS HACTPOEK IKIEMMANAPA, OHW MOTYT BbITb

He BUAHBI. [l NoayYeHns akTyaabHOro Crncka JOCTYMHbIX TECTOB HaXKMUTe Ha 3HauoK "OBHOBUTL" Haj, 3€e/1€HON CTPEsIKON.

COXpaHI/ITe KOHq)VIpraLI,VII-O 3K3eMniapa nepes AO6aB]’IeHVIeM/yAaIIeHVIeM TEeCTOB NyTEM HaXXaTuAa KHOMKN <<COXpaHI/ITb

KOHpUrypauunto». B npoTMBHOM Cyyae BHOCUTb M3MeHeHNs ByeT HeBO3MOXHO.

Ans po6aBneHUs TECTOB K 3K3EMMAPY TECTUPOBaHWSA HEOBXOANMO BbIAENTL OAUH UIN HECKO/IbKO TECTOB B 061aCTH
«[loCTynHble TeCTbl» M HaXaTb Ha 3HAaYOK C 3eNeHON CTPeNKoN. BoibpaHHbIe TecTbl NepeMecTaTca B 0b6nacTb «Cnncok AobaBaeHHbIX

TECTOB».

,ﬂ,!’lﬂ yAaneHUa TeCToB UX 3K3eMIJiApa TECTUPOBaHNA HGO6XO,CI,I/IMO BblAe/INTb OA4NH NN HECKOZIbKO TEeCTOB B obnactu «Cnuncok

AO6aB}'IEHHbIX TECTOB» M HaXaTb Ha 3HAa4YOK C KpaCHOI7I CTpe}'IKOI‘/JI. Bbl6paHHbIe TEeCTbl 6yAyT YAaneHbl N3 3K3eMnaAapa TeCTUpPOBaHUA.

PaboTocnocobHOCTb 06aBAEHHbIX TECTOB Y KOPPEKTHOCTb MX KOHGUIypaL MM MOXHO NMPOBEPUTb MPU MOMOLLM KHOMKM
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«3anycTuTh TecTbl». B 3ToM cnyuae npounsoiiger EAMHOBPEMEHHDIN 3anyck TecToB, HaxoaaWwmxcs B 061acTy «Crncok
£8,06aBNEHHbIX TECTOB», 1 ByAeT BbiBegeHO MHGOPMALMOHHOE OKHO C pe3y/ibTaTaMu UX paboTbl. B JaHHOM ciyyae TecTupoBaHue
npowussoauntca OCHaCTKOW MOHUTOPWHIA, MO3TOMY Mepe3anyck cayx6bl He TpebyeTca. Ho Ans ocyLecTBAeHMA NOAHOL,EHHOrO
TecTupoaHusa npw nomotm Kpuntolpo LieHTp MoHWTOprHIa HEOBXOANMO BbINOHUTb YKa3aHHbIE HUXKE JeNCTBUS.
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MNMepeueHb TeCTOB U UX NapaMeTPOB

B Tabanue 5 npmBoauntcs onncaHve Bcex goctynHbix B Kpuntollpo LieHTp MoHWUTOpWHra TECTOB, a TakXKe X NapaMeTpoB.

MpumeuyaHue

CRncok TecToB, 4OCTYMHbIX B pexkumax Min nav Default, npvsoauntca B passene "OcHOBHbIE@ HACTPONKK .

Ta6nunua 5 — nepeueHb TeCTOB U X NapamMeTpoB

TECT OMUCAHUE

Tect BbINOAHSAET yKa3aHHbIA powershell-ckpunT. Mpun ykasaHuu nyTv Heob6XoANMO
yKasaTb MOJHbBIA MyTb K CKPUMTY. TECT 3aBepLUaeTcs yCreLHo, eCan YKasaHHbIM
CKPUMT 3aBepLUnACH 6e3 NCKIFOUEHWS.

BbinonHeHve
yKa3aHHOro ckpurTa

MOHI/ITOpI/IHF Tect CpaBHMBaET CpejHee 3HaveHre YKa3aHHOro CMcteMHoro CYETUMKA C NOpPOroBbIM
CcyeTuMKa KPUTUYECKUM 3Ha4YeHNEM. Ecnm NOPOroBoe 3Ha4yeHne cYeTymKa CTaHOBUTCA
Npon3BOAUTENBHOCTU BbIUJe(HI/I)Ke) A0nyCcTMOro, TeCT 3aBepLuaeTca C OLLUMBKON.

MpwW ncnonHeHMW Tecta BbIMOAHAETCA 3arpy3ka >KypHana ayAuTa 1 XypHana cobbiTuin
3arpyska >ypHanos HSM. TyTb AN coxpaHeHMs XypHaNoB AOMKEH CyLlecTBoBaTh. [epunoa 3anycka
HSM TecTa, NyTb A8 COXPaHEHWA XXyPHaN0B W NapamMeTpbl nogkaodeHns K HSM 3agatotca
B HacTpowikax TecTa. TecT He npoBepseT xypHaabl HSM Ha Haanume owmnbok.

Tect nposepaeT Hain4due OLIMBOK 1 npep,ynpex(,a,eHMl?l B XypHajiax Ha y,qaneHHon

Monyuenve MalLLlVHe C YCTaHOBEHHbIM areHTOM MOHWUTOpPWHra. 15 KoHUrypaLummn Tecta

>KypHanoB AreHTa HeobxoAMMO 3aaTb afpec CyXbbl yAaneHHOro areHTa 1 XypHabl, CObbITUS C

MoHuTopuHra KOTOPbIX HEOBXOAMMO NosyyaThb. B cnyvae obHapy>KeHWs OLIMOOK B yaneHHOM
XypHane TekcT owmbkm ByAeT 3anmcaH B pesyabTaT TecTa.

[Mposepka o o ..

. TecT BbINOJHAET NMPOBEPKY 0NV UCMO/b3yEMOW ONnepaTUBHON NaMATU 1 BbIAAET
UCMO/Ib3yeMOoNn R
- oLwMBKy NPV NPEBbILLEHMN 3aZ@HHOTO nopora. MNopor npeaynpexaeHns 3a4aéTtca B

onepaTMBHOI y npu np 4 p por npeaynpexi, 4
MPOLiEHTaX.

namsT
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MAPAMETPbI

* MyTb K Ganny ckpunTa

* Kateropua cyetumka
* OBbeKT cyeTumnka

* Ima cyetumka

* Kputunyeckoe 3HaveHne
—«<» WMN «>»
<4ucno>

YcpeaHATb 3HaveHns
<KONn4ecTBO>
3aryckoB

Mepvoa onpoca
cyeTumKa <4Mcno>
CeKyHZ,

* Aapec HSM

* Bepcnst HSM (HSM 1.0/
HSM 2.0)

* OTnevatok
ceptndmkaTa aygmtopa
HSM

* MNepwrog TectTnpoBanua
- <KO/JM4ecTBO>

yacos/aHen/mecsaues/net

* Appec Be6-cy>k6bl
MOHWTOPUHra

* CAMCoK XypHanos AnA
MpoBEPKU (KypHasbl 1
KOZAbl MCKHOYAEMBbIX
cobbITHI f06aBAAHOTCA
aHaJIOTMYHO HacTpoike
MOHMWTOPWHTa >XypHanoB.)

* Mpeaynpexaatb Npu
npeBbILUEHNM — J,0NA
MCMosb3yemMoit
onepaTVBHON MamsATyh B
npoLeHTax
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TECT

MpoBepka
NCMO/Ib3yemoro
MecTa Ha Ancke

[Mposepka
KOJIMYecTBa
COOBLLEHN B
CUCTEMHBIX OYepeasx

up yu,

MpoBepka
ceptudukaton Beb-
nHtepdeiica DSS

OMUCAHUE

TecT BbINOAHAET MPOBEPKY AOAM UCMONb3YeMOro MecTa Ha yKa3aHHOM Ju1cKke U1
BblZa&T OLIMOKY NpW NpeBbILLEHNM 3a4aHHOro nopora. Mopor npeaynpexzaeHuns
3a/1aéTCA B NPOLIEHTaXx.

Tect npoBepsieT KONMMUECTBO coobLLLeHM B ouepeasx LieHTpa Pernctpaumm YL, Ecm
KOJIMYECTBO COOBLLIEHNI B KaKOW B0 ouepean NpeBbILLaeT 3afaHHOe 3HaYeHe,
TeCT 3aBepLUAETCA C OLLNOKON.

TecT BbINONHAET NPOBePKY cepTudukaToB Beb-uHtepderica DSS. B cnncok
npoBsepsiemMbIx cepTUdUKaToB BXOAUT: cepTudurkat Beb-uHtepdelica Monb3osatens,
TLS-cepTudukat cepepa npunoxenuin (11S), cepTudukaTbl AOBEPEHHbIX U3aaTenei
MapkepoB H6e3onacHOCTW. TecT Takxe OrnoBelL,aeT O CKOPOM UCTeHeHUK cpoka
aencreus ceptndmkatos. [Nepros BpeMeHn J0 UCTeYeHUs cpoka JencTBus
cepTduKaTa, a TakKke Habop HeOBXOAVMBIX TECTOB 3a34aETCA B HAaCTPOMKax TecTa.
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MAPAMETPbI

* Bblbop Aucka — BbIGOp
NIOKaNbHOTO AMCKa, Ha
KOTOPOM MPOV3BOANTCA
MOHUTOPUHT

* Mpegynpexaats npu
MpeBbILLIEHNN — LO/IA
1CMosb3yeMoro Mecra B
npoLeHTax

* MakcmManbHO
LONyCTMOE KONNYECTBO
CoobLLLEeHWIA B ouepean

TLS-ceptudpukar

* MNposepka cpoka
Aencrens (4ekbokC)
* MNposepka neproga
[eNCTBUA 3aKpbITOrO
Karo4va (UekboKc)

* MNposepAaTb
aHHy/vpoBaHue
cepTudukaTa (4ekboKc)
CepBUCHbIA
ceptudunkat

* MNposepka cpoka
Aencrena (4ekboke)
* MNposepka nepuoga
[eNCTBUA 3aKPbITOro
Karo4va (Uekbokc)

* MNposepAaTb
aHHy/VpoBaHue
ceptndmkata (4ekbokce)
MpoBepka
ceptudmkaToB
AOBEPEHHbIX
nspartenen

* MNposepka cpoka
Aencrens (4ekboke)
* MNposepka nepuoga
[,eACTBUA 3aKPbITOrO
Karoua (Uekbokc)

* MposepAaTb
aHHy/MpoBaHue
ceptndmkata (4ekbokce)
* CoobLatb 06
ncTeyeHum 3a
<KONNYecTBO>

yacos/aHen/Mecaues/net
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TECT OMUCAHUE MAPAMETPbI

TLS-ceptnudpukar

* MNposepka cpoka
Aencreua (4ekbokc)
* MNposepka neproga
[ eNCTBUA 3aKPbITOrO
Karo4va (Uekbokc)

* MposepAaTtb
aHHy/IMpOBaHVe
cepTudukarta (4ekboKc)
CepBUCHbI
ceptudpukat

* MNposepka cpoka
Aencrena (4ekbokC)
* MNposepka neproga
[ eNCTBUA 3aKpbITOrO
Karo4va (UekboKc)

* MNposepatb

aHHy/MpOBaHue
cepTudukata (4ekboKc)
MpoBepka
Tect BbinonHsaeT nposepky ceptudmkaros Cepsuca Moanmen DSS. B cnncok
ceptudpunkaTos
nposepaembix cepTrdmKaTos BXOAUT: cepTudukar Cepsuca MNMognucy, TLS-
[MpoBepka o AOBEPEHHbIX
CepTHdUKaTOB ceptudukat cepepa npunoxenui (11S), ceptudukatsl obpabotunkos YL, nspaveneii
P ceptudmkat kaoda gocryna K MAKM «Kpuntollpo HSM», ceptudukatsl JoBEPEHHbIX .
Cepsuica Moanucn N MpoBepka cpoka
n3satenein MapkepoB 6e3onacHoCTU. TeCT Takxe OMOBeLLaeT O CKOPOM UCTEUEHNM o
DSS Aencrens (4ekbokC)

CpoKa AeicTBusA cepTnduKaToB. MNepurog BpeMeHN 40 UCTEUEHUs CpOKa AeicTBUS

. . * MNposepka nepuoga
cepTuduKaTa, a Takke Habop HeObXOAMMBbIX TECTOB 33JaETCA B HACTPOWKaxX TecTa.

[,eNCTBUA 3aKpbITOro
Karo4ua (UekboKc)

* MNposepAaTb
aHHy/VpoBaHue
cepTudukata (4ekboKc)
MpoBepka
ceptudmnkaToB
onepartopos YL

* MNposepka cpoka
Aencrens (4ekboke)

* MNposepka nepuoga
[LeNCTBUSA 3aKPbITOrO
Kroua (Uekbokc)

* MNposepAaTb
aHHy/MpoBaHue
ceptndmkata (4ekbokce)
* CoobLatb 06
ncTeyeHum 3a
<KONNYecTBO>

yacos/AHen/MecsaLeB/net
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TECT

[Mposepka
cepTudVKaToB
LleHtpa
ViaeHtndukaummn DSS

Tect CRL

OMUCAHUE

Tect BbiNnoAHAET nposepky cepTudmkatos LieHTpa Naentndumkaumm DSS. B cnncok
nposepaembix cepTndUKaToB BXOAUT: cepTudumkar LieHtpa Vgentudpurkaumm, TLS-
cepTudukat cepepa npunoxxeHui (11S), cepTudumkaTbl NPOBEPSAHOLLNX CTOPOH,
cepTuduKaThbl JOBEPEHHbIX M3AaTenell MapkepoB 6e3onacHocTW. TecT Takke
OroBeLL,aeT O CKOPOM UCTEUEHWUM CpOKa AenTcBUA cepTudmKaToB. MNepunos BpemeHm
[0 NCTeUeHns cpoka AencTBus ceptudurkaTa, a Takke Habop HeObXOAMMbIX TECTOB
3a/1aéTCA B HaCTpoliKax Tecra.

TecT NnpoBepseT JOCTYMHOCTb TOYKM PacrpoCTpaHeHNA CMCKOB aHHYIMPOBaHHbIX
ceptudmkatos (CAC). MposepsaeTca TONbKO ceTeBas JOCTYMHOCTb Touku. Ecmn
TpebyeTcs NpoBepsATb AOCTYNHOCTb Heckonbkx COC, To HEOBXOAMMO co3aaThb
HeCKO/IbKO 3K3eMMIAPOB AaHHOrO TecTa.
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MAPAMETPbI

TLS-ceptudpukar

* MNposepka cpoka
Aencreua (4ekbokc)
* MNposepka neproga
[eNCTBUA 3aKPbITOrO
Karo4va (Uekbokc)

* MposepAaTtb
aHHy/IMpOBaHVe
cepTudukarta (4ekboKc)
CepBUCHbIA
ceptudpukat

* MNposepka cpoka
Aencrens (4ekbokC)
* MNposepka neproga
[ eNCTBUA 3aKpbITOrO
Karo4va (UekboKc)

* MNposepatb
aHHy/vpoBaHue
cepTudukata (4ekboKc)
MpoBepka
ceptudpunkaTos
AOBEPEHHbIX
nspartenen

* MNposepka cpoka
Aencrens (4ekbokC)
* MNposepka nepuoga
[,eNCTBUA 3aKpbITOro
Karo4va (Uekbokc)

* MNposepAaTb
aHHy/VpoBaHue
cepTudukata (4ekboKc)
MpoBepka
ceptudmnkaToB
npoBepALLMX
CTOpPOH

* MNposepka cpoka
Aencrens (4ekboke)
* MNposepka nepuoga
[,eACTBMA 3aKPbITOrO
Koua (Uekbokc)

* MposepAaTb
aHHy/MpoBaHue
ceptudmkata (4ekbokce)
* CoobLatb 06
NcTeyeHum 3a
<KONNYecTBO>

Yyacos/aHen/Mecaues/net

* AApec Toukm
pacnpoctpaHeHna COC
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TECT

Tect OCSP-cny>6bl

Tect TSP-cny>x6bl

Tect goctynHocTm
obpaborunka YL,

Tect goctynHocTn
yKasaHHoOW Beb-
Cyx6bl

Tect KonnyecTBa
OCTaBLUMXCA KHOYel
yKasaHHOro
KpunTonpoBaligepa

OMUCAHUE

Tect nposepseT goctynHoctb OCSP-cnyx6bl. Mpun TeCTUpoBaHUM NPOUCXOANT
co3jaHvie 3anpoca Ha NosyYeHve craTyca cepTudrkata U nposBepka
cootBecTBytoLLero oTeeTa. Ecm agpec OCSP-cny>kbbl He yKasaH, TO UCMo/b3yeTcs
CNIefy oL @NrOpPUTM: MPOW3BOAATCA MOMBITKW MOAYYUTL CTaTyC cepTudmrkaTa y
OCSP-cny>«6, agpeca KOTOpbIX yKa3aHbl B paclumpeHunmn AlA-ceptudukata (ecam ecb).
Ecim no Kakoi-ambo npuumnHe 3To cAenatb He yAanoch, UCNob3yeTcs afpec no
YMOJIHaHUIO 3 TPYMMOBOM NOAUTVKK (eCIM OHa cyLecTByeT). Ecm oaHa 13 ciyx6
BEPHyJ/1a OTBET, KOTOPbIV MPOLLEN MPOBEPKMU, TO AasbHelLIMe MOChIKY 3anpocoB
npekpatarorcs. Ecm Tpebyetcs npoBepsTb 4OCTYNHOCTb Heckobknx OCSP-cyxb,
TO HEOBXOAMMO CO3/aTb HECKO/ILKO 3K3EMMIAPOB JaHHOrO TecTa.

Tect npoBepsieT A4OCTYNHOCTb CY>Obl WTaMMoB BpemeHu (TSP-cy>6bl). Mpwu
TeCTMPOBaHUM MPOUCXOAUT CO3AaHMe 3anpoca Ha NONyYeHVe LTamna BPEMEHN 1
npoBepKa noJyyYeHHoro wramna. Ecam Tpebyetca npoBepATh AOCTYNMHOCTb
Heckonbkux TSP-cny>6, TO HEOBXOAMMO CO3AaTb HECKObKO K3EMMAAPOB JaHHOTO
Tecra.

Tect npoBepsieT AOCTYNHOCTL 06paboTumka YaocTosepstowero LieHTpa.
NaeHtudurkatop obpaborurka YL, MOXHO nonyumntb Npu NoMoLLm kKoMaHaieta Get-
DssEnrollment. Ecim TpebyeTcs npoBepuTb AOCTYMHOCTb HECKOIbKUX
YpocroBepstoLmx LieHTpoB, HEO6X0ANMO A06aBUTH COOTBETCTBYHOLLLEE KONMYECTBO
3K3eMMIAPOB AaHHOTO TecTa. TecT ocyLecTBaseT nogkatodeHne k Cepaucy Mognucn
DSS ¢ yuyétHbIMU faHHbIMU [Nonb3oBatens DSS, utobbl NpoBepuTb Haanuve
obpabotunka YL B HacTpoikax sk3emrisipa Cepsuca Mognucy DSS.

BHumaHme: Y MNonb3osatens DSS go/keH 6bITb XOTA 6bl OAUH AEACTBUTENbHBIN
cepTnduKaT 1 HacTpoeHa ayTeHTUdMKauwms B DSS no NorvHy/napoto nam ToabKo
naeHTndmKauma.

TecT NnpoBepseT JOCTYMHOCTb yKaszaHHON Beb-cnyxbbl. MNpoBepaeTca ToNbKO ceTeBas
[OCTYMHOCTb C1y>KObl. TecT 3aBepLUaeTcs ycnewHo, ecam nonyyveH orset HTTP 200.
Ecnm Tpebyetca npoBepsATb AOCTYMHOCTb HECKOIbKUX CYXO, TO HEOOXOAMMO CO3AaTb
HEeCKO/IbKO 3K3eMMIAPOB TecTa. TecT Tak>Ke MOXET ObiTb MCMO/Ib30BaH A5 MOAyYeHNs
pe3ynbTaToB yza/leHHbIX MpoBepok AreHToB MOHUTOPUHTa.

TecT NpoBepsEeT OCTaToOK raMMbl AJ/151 yKa3aHHOTro Kpuntonposaigepa HSM. B ciyyae
eI OCTaToK raMMbl MeHbLLIE YKa3aHHOro B NapameTpe 3Ha4yeHWa - TeCT 3aBepLumTca
¢ npeaynpexaeHneM. Ecin octaTok raMMbl HEAOCTaTOUEH A1 reHepaLmmn Karoua -
TeCT 3aBepLUNTCA C OLUNBKON.

XKTAN.00109-01 91 01 Kpunrolpo LieHTp MoruTopuHra. PykoBoacTBO Mo ycTaHoBke 1 HacTpoiike (VWindow s)

MAPAMETPbI

* NImsa xpaHuauLia
cepTudukaTos
(Moarpy>xaetca
aBTOMaTNYeCKM)

* PacnonoxeHne
XpaHwnLa
cepTMduKaTos (
Current User/
Local Machine)
* OTneyaTok
ceptudukata
(noarpy>kaetca
aBTOMaTUYeCKM B
3aBMCMMOCTY OT
BblOpaHHOro
XpaHUANLLA)

* Appec OCSP-cny»6bl

* Appec TSP-cnyx6bl
* Anroputm
X3LUMpOBaHM (
FOCT 34.11-2001,

FOCT 34.11-2012
256 6uT

1

FOCT 34.11-2012
512 6ut

, SHA-1, SHA-2,
SHA-3 256 6uT,
SHA-3 512 6uT)

* |D obpabotuuka YL (B
b/, Cepsuca MNognucn
DSS)

* A pec cy>Obl

* Vims
KpunTonpoBaiaepa
*Tun
KpunTonpoBaigepa

* Mpepynpexaatb 06
NCTEeYEHMM raMMbl 3a
<KONMYecTBO> GaT

* MpocmoTpeThb TekyLne
napametpbl (npu
HaNMYNM 3aMONHEHHbIX
OCTaNbHbIX NMapaMeTPOB)
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TECT

Tect KOMMNOHeHTa
ServiceBroker LleHTpa
Perncrpauunn YL

TecT KOHeUHbIX Touek
DSS

Tect
KpWMNTONpOBaiaepoB
myDSS

Tecr
KpVMNTOMpOBanaepoB
Cepsuca Ayanta DSS

Tect
KpunTonpoBaviZepoB
Cepsuica Moanmcm
DSS

Tect
KpWMTOMpPOBanaepoB
LleHTpa
VpeHntndunkaumm DSS

OMUCAHUE

Tect npoBepsieT cocTosHMe KoMMoHeHTa Service Broker LieHTpa Perncrpauum YL
Ecm KOMMOHEHT aKTVBMPOBaH, TECT 3aBEPLUAETCA YCNeLHO.

TecT NpoBepSAET JOCTYMHOCTb CYXX6 HEKOTOPbIX 3k3emMnaspoB DSS. TecT BbINoAHAET
3arpy3ky metagaHHbix Cepsuica Mognucn n Uentpa VigeHTndumkaumm, Tem cambiv
NpoBePAs CETEBYO AOCTYMHOCTb UIY>KO ¥ akTUBaLmIO Cyxb.

TecT npoBepsieT AOCTYMNHOCTb 3aperncTprpoBaHHbIX B myDSS kpunTonposalizepos.
Bo Bpems Tecta NnpoBepsAeTca JOCTYMHOCTb TO/bKO KPUMTOMPOBaAEPOB B COCTOSHNN
"Bksitouen". Mpw TeCcTMpoBaHWM rpynbl KPUNTONPOBANAEPOB TECT 3aBepLUAETCA
yCneLHo, ecn XoTs 6bl OAVH KPUNTOMNpPOBaiAep U3 rpynrbl AOCTYMEH.

TecT npoBepseT AOCTYNHOCTb 3aperncTpupoBaHHbix Ha Cepauce Ayauta DSS
KpvnTonpoBangepos (B Tom umcie n HSM). Bo Bpems Tecta npoBepsietcs
AOCTYMHOCTb TO/IbKO KPUMTOMPOBaNAepoB B COCTOAHUM «BkatoyeH». Mpwu
TeCTVPOBaHWUM rPYNMbl KPUMNTOMNPOBAMAEPOB TECT 3aBEPLUAETCA YCMELLHO, UIN XOTA
6bl OAMH KPUMNTONPOBaKAEP W3 rPynrbl 4OCTYMEH.

Tect nposepseT AOCTYNHOCTb 3aperncTpupoBaHHbix Ha Cepsuce Mognucn DSS
KpunTonpoBsaiigepos (B ToMm uncie n HSM). Bo Bpems Tecta npoBepseTca
AOCTYMHOCTb TO/IbKO KPUMTOMPOBanAepoB B COCTOAHUM «Bkatoyen». Mpu
TeCTVPOBaHWUM rPYNMbl KPUMNTOMNPOBaAEPOB TECT 3aBEPLLAETCA YCMELLHO, U XOTA
6bl OMH KPUMNTOMPOBaAEP W3 rPYNMbl JOCTYMeH.

Tect npoBepseT AOCTYNHOCTb 3aperncTprpoBaHHbIX Ha LieHTpe MaeHTudurkaumm DSS
KpunTonpoBaiaepos (B Tom umncie n HSM). Bo Bpems Tecta npoBepsieTcs
AOCTYMHOCTb TO/IbKO KPUMTOMPOBaNAepoB B COCTOAHUM «BkatoueH». Mpu
TeCTVPOBaHUM rPYMMbl KPUMNTOMPOBAAEPOB TECT 3aBEPLUAETCA YCMELIHO, EUIN XOTS
6bl oanH Tect coctoaHna HSM u3 rpynnbl AocTyneH.
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MAPAMETPbI

* TectvposaTb rpynmbl
KpunTonpoBanaepoB
(uekbokc)

* TectmpoBaTb nepunog
aencreua Mactep-kitoya
(uekbokc)

* CoobLatb 06
ncTeyeHum 3a
<KO/INYECTBO> AHeN

* CoobLuaTtb 0 nepexoge
B ctatyc Read-Only 3a
<KO/IMYECTBO> AHEN

* He coobuwatb 0
nepeseseHHbIX B Read-
Only (4ekb0kc)

* TectvposaTb rpynmbl
KpunTonpoBaiaepos
(uekboKC)

* TecTpoBaTb Nepuog,
aencreuna Mactep-kitoya
* Coobuiatb 06
NCTeYeHn 3a
<KONNYecTBO>
yacos/aHen/mecsaueB/net

* Tectnposatb rpynmbl
KpVMNTONpOBaiaepoB
(uekbokcC)

* TectnpoBatb Nepunog,
aencrema Macrep-kitoya
* CoobLatb 06
NCTeYeHn 3a
<KO/IM4yecTBO>

yacos/AHen/MecsaLeB/neT

* TectmpoBsaTb rpynnbl
KpunTOnpoBanaepoB
(uekboKc)

* TectmpoBaTb nepuog
aencreua Macrep-kitoya
* CoobLatb 06
ncTeyeHum 3a
<KONNYecTBO>

yacos/aHen/mecsaues/net
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TECT OMUCAHUE

TecT npoBepseT KONMYECTBO M CPOKMN AencTBus anueH3uni Cepsuca Mognmecn DSS.
Heobxoanmo ykasaTb cpokun npeaynpexaeHvs ob eé ncredeHnn. Ecm Heobxogmmo
TeCTMpOoBaTh JNLIEH3MN HECKOBKMX TUMOB, HYXHO CO3/aTb HECKO/IbKO 3K3eMMNAApOB

TecT anueH3nm
Cepsuica Moanmcm

DSS
A aHHOro TecTa.

TecT NpoBEPSET KONMYECTBO W CPOKM AENCTBUA AnLeH3ni LieHTpa ViaeHTndunkaumm
DSS. HeobxoaMmo ykasaTb B napameTpax Tecta TUM TEeCTUPYEMOW JINLEH3MN U CPOKU
npeaynpexaeHvs ob eé ncreyeHnn. Ecim HeobxoaMMO TeCTUpPOBaTb ANLIEH3UM
HeCKO/IbKMX TUMOB, HY>HO CO3AaTb HECKO/IbKO 3K3eMMIAPOB AaHHOrO TecTa.

TecT nnueH3nn

LleHtpa
VipeHtndukaummn DSS

TecT NnpoBepsAeT CPoKM AencTBmA anueH3nii HSM. B ciyyae ncredenns anueHsnm tect
3aBepLUaeTCa C OWMOKOW. [lNs OTCNIeXNBaHMA CKOPOTrO UCTEYEHMA AMLIEH3UN MOXHO
HacTpouTh NpeaynpexaeHve Yepes napaMeTpbl TecTa.

Tect nnueH3nn HSM

Tect nposepset goctynHoctb b/l Cepsuca Moanucy DSS. CTpoka nogknoueHns K
SQL-cepBepy 3anonseTca aBTOMaTUYeCkM 13 HacTpoek ak3emnaspa Cepsuca
Moanwucwn. Ecam ncnonssyetca Windows-ayTeHTudurkaums, To nogkatoveHme Kk SQL-
cepBepy 6yaeT ocyLLecTBAATLCA C yUETHBIMU AaHHbIMU cy>6bl HealthMonitor. Ecam
ncnonbsyerca SQL-ayTeHTUdMKaLMa, nogkatoveHne K SQL-cepeepy byaet
OCYLLLeCTBAATLCA C YUYETHBIMM JaHHbIMY, YKa3aHHbIMW B CTPOKE MOAKMOUEHNS.

TecT nogknroueHns K
B/l Cepsuca
Moanucn DSS

Tect nposepset gocrynHoctb b/, LleHTpa VaeHTndukaumm DSS. Ctpoka
noaknoyeHns k SQL-cepBepy 3anonHAeTCA aBTOMaTUYeCKM M3 HacTpoeK 3K3eMnisapa
UeHTpa NaeHtTuedmkaumm. Ecm ncnonbsyerca Windows-ayTeHTrdukaums, To
noakntoyeHve k SQL-cepeepy ByseT OCyLLECTBAATLCA C YUETHBIMU JaHHBIMU Cy>KObl
HealthMonitor. Ecam ncnonb3yetca SQL-ayTeHTUdMKaLmMs, To nogkaroueHme k SQL-
cepBepy byaeT OCyLLecTBAATLCA C YUETHBIMU AaHHbIMW, YKa3aHHbIMUN B CTPOKe

Tect nogkatoueHms K
B/, LleHTpa
VpeHntndukaumm DSS

NOoAKNHYEHUA.
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MAPAMETPbI

* Coobuatb 06
NCTeYeHnn cpoka
LencTBuA 3a
<KONU4ecTBo>
yacos/aHen/mecsaues/net
* CoobLatb 06
OKOHYaHUN uncia
[ OCTYMHbBIX
nosib3oBaTenel 3a
<KONn4ecTBO>
nosb3oBaTenei

* Tun anueHsum (
CloudCSP/
MobileAuth/SimAuth
)

* CoobLatb 06
NCTEeUYEHMM CpoKa
JencTeus 3a
<KOnu4yecTBO>
yacos/aHein/Mecaues/net
* Coobuiatb 06
OKOHYaHUN Yncia

[ OCTYMHbBIX
nosb3oBaTenei 3a
<KOnu4ecTBO>
noJsb3oBaTesen

* Aapec HSM

* OTneyaTok
ceptndmkaTa aygmtopa
HSM

* CoobLatb 06
NCTEYEHNN cpoka
JlencTend 3a
<KONU4ecTBO>

yacos/AHen/MecaueB/net
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TECT

Tect noaknroueHns K
B/l LeHTpa
Perncrpauunn YL

Tecr NOoAKNHYEHUNA K

B/, LleHTpa
Ceptudukaumm YL,

TecT npoBepkyn cpoka
AencTBns
ClientSecret

TecT cOoMHbIX
onepaui

Tect Cepsuca
[Mposepku Mognuncn

TecT cMHXpOHM3aLMn
BpemeHn cy>6 TSP
n OCSP

OMUCAHUE

Tect nposepset goctynHoctb b/l LieHTpa Perncrpaumn YL Ctpoka nogkaoueHns K
SQL-cepBepy 3an0NHAETCA aBTOMATUYECKN 13 13 HacTpoek LleHTpa Perncrpauun.
Ecm ncnonbsyercs Windows-ayTeHTudurkaums, To nogxarodeHve k SQL-cepsepy
6yaeT OCyLecTBAATLCA C YUETHBIMU AaHHbIMK C1y>K6bl HealthMonitor. Ecn
ncnonbsyetrca SQL-ayTeHTMdMKaLMA, TO NoAkatodeHne K SQL-cepeepy byaeT
OCYLLLeCTBAATLCA C YUYETHBIMM JaHHbIMY, YKa3aHHbIMW B CTPOKE MOAKMOUEHNS.

Tect npoBepseT J0CTyNHOCTb 6a3bl AaHHbIX LieHTpa Ceptudukaumm YL, Ctpoka
nogktoueHns k SQL-cepBepy 3anosHAETCH aBTOMaTMYeckun 13 13 Hactpoek LieHTpa
Ceptndukaumm. Ecm ncnonssyerca Windows-ayTeHTUMKaLMA, TO MOAKIOUEHME K
SQL-cepBepy ByZeT OCyLLECTBAATLCA C YUETHBIMU AaHHbIMU Cly>6bl HealthMonitor.
Ecm ncnonbsyetcs SQL-ayteHTUdMKaums, To nogkatodeHme k SQL-cepsepy byaet
OCYLLLeCTBAATLCA C YUYETHBIMM JaHHbIMY, YKa3aHHbIMY B CTPOKE MOAKMOUYEHNS.

Tect npoeepsiet cpokm aeincraums ClientSecret ans 3apernctprposaHHbix OAuth-
knneHToB DSS. Ecm y kmneHTa npucyTcByeT XoTs 6bl OAWNH AeCTBYHOLLUIA
ClientSecret, i oTcyTCBYHOT BOBCe — TeCT 3aBepLUaeTcs ycrneLHo. Ecm y kaneHTa
HamngeH ucrekarowni ClientSecret — TecT 3aBepLuaeTcsa € NpeaynpexaeHnem.

Tect npoBepsAeT KONMYECTBO COOMHbIX OnepaLmii 3a ykasaHHbI MHTepBaa BpeMeHU 1
BblAaeT OLIMOKY NPV NpeBbILLEHNM MOPOrOBOro 3HayYeHUsA. 3HaueHre CTPOKM
NoAKIOUYEHNS HEOOXOAUMO B3siTb U3 BbIBOAA KOMaHAbl Get-DssStsProperties
napametp OperationsDbConnectionString.

Tect nposepset goctynHoctb Cepauca Nposepku Moanucn (SVS). Mposepsetca
TO/IbKO ceTeBas AOCTYNHOCTb cepauca. Ecan TpebyeTtcsa npoBepATh AOCTYMHOCTb
HecKobKUX SVS, TO HEOBXOAUMO CO3AaTh HECKOIBKO 3K3EMM/IAPOB AaHHOrO TecTa.

TecT NpoBepsAeT CUHXPOHM3aLMIO BpeMeHn cnyx6 TSP n OCSP nyTém cpaBHeHuWA
BpemMeHU B oTBeTax cyxb. [pn TecTpoBaHMM MPONCXOANT CO3AaHMe 3amnpoca Ha
nosyyeHune cTatyca ceptudukaTa h NpoBepka COOTBETCTBYOLLLEro oTeeTa. Ecim agpec
OCSP-cny><0bl He yKasaH, TO UCMONb3yeTCA CeAy oL A airopUTM: MPOU3BOAATCA
nonbITKM NoayunTb cTatyc ceptudukata y OCSP-cnyx6, agpeca KOTOPbIX YKasaHbl B
pacmpennmn AlA-ceptudukara (ecam ectb). Ecm no kakoi-ambo npuyunHe ato
cAenatb He yAanoch, UCrosb3yeTca agpec Mo yMOAYaHNIO U3 TPyMNMnoBOV MOANTUKM
(ecnm oHa cyLectByeT). Ecin ogHa 13 cry>k6 BepHyna OTBET, KOTOPbIA NPOLLEN
NpoBepKK, TO AasbHewLLVe NOCbIAKM 3anpoCcoB npekpaLyatotca. Janee nponcxoaut
CO3/4,aHVe 3anpoca Ha NoayYeHve WTamna BpeMeHn 1 NpoBepKa noy4YeHHOro
WwTaMna. 3aTeM NPOUCXOAWT CPaBHEHMeE Noel BpeMeHW B oTBeTax oboumx cayxb. Ecm
pasHuLa Mexzay BpeMeHaMu 60/blue yka3aHHOW J0MyCTUMOW TOUHOCTU - TecT
3aBepLUaeTCs C OLUMOKON.

XKTAN.00109-01 91 01 Kpunrolpo LieHTp MoruTopuHra. PykoBoacTBO Mo ycTaHoBke 1 HacTpoiike (VWindow s)

MAPAMETPbI

* CoobLatb 06
NCTeYeHN 3a
<KOJIM4ecTBO>

yacos/aHen/mecaues/net

* OKHO (MUH)

* MpoueHT owmnb0okK (%) \
Konnyecrso owmbok

* Vlcnonb3oBatb
abCoNOTHOE KOAMYECTBO
onbok (Uekbokc)

* CTpoka nogKaoveHms
K nposepsiemolt b/,

* Aapec SVS

* Nma XpaHnamiwa

* Pacnonoxexune
XpaHuamua

* OTnevatok
ceptudukata

* Appec OCSP-cayx6bl
* Appec TSP-cny>6bl

* Anroputm
X3LUMPOBaHWS

* [llonycTMas TOYHOCTb
(B cekyHAax)
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TECT

Tect coctosiHna HSM

Tect cocTosHus
ouepegen LIP YL

Tect cocroAHmA
yzaneHHoro AreHTa
MoHuTOopUHra

Tect cpoka pencraus
CRL

Tect ykazaHHoOro
KPWNTOKOHTelHepa
Ko4Ya

Tect ykasaHHoro
KpunTonpoBaligepa

OMUCAHUE

Tect nonyuaert TekyLee coctosHne HSM v npoBepsieT Haanume cBO6OAHOrO MecTa Ha
XKECTKOM Ancke HSM 1 KoanM4ecTBO OCTaBLLEroca KAKOUYeBOro matepuana (rammbl).
Ecam konmyectBo ramMmbl MK ocTaBlueecs cBOBOAHOE MECTO Ha ANCKE MeHbLLIE
3a/laHHOro 3HayeHWs - TeCT 3aBepLUaeTcs C OLWNOKOW. Ecim HacTpoeH HacTpoeH
MoHUTOPUHT RPC-ceccuin - HEOBXOAMMO yKasaTb UMs 1 TUM KpUnTonpoBaidepa
HSM, a Takxe ncnonb3osaTtb oTnevaTok ceptudurkara agmumHmcTpatopa HSM. B
NPOTMBHOM C/ly4ae MOXHO 1CMo/b30BaTh cepTudmkar ayantopa HSM.

TecT npoBepsieT AOCTYNHOCTL CUCTEMHbIX ovepeselt LieHTpa Pervcrpaumn YL, Ecn
OfjHa 13 ouepeseli He MPYHMMAET COOBLLLEHUS, TECT 3aBEPLUAETCA C OLUMOKOM.

TecT 3anpaluvBaeT y yKa3aHHOro areHTa MOHUTOPWHIa Pe3ybTaT NOCIeHEro 3amycka
TecToB. TeCT 3aBepLUaEeTCa YCreLHo, eUI NOCIEAHWIA 3anyCK BCEX TECTOB areHTa
3aBepLUNAICa ycrewHo. Em Heobxo4MMO TeCTUPOBaTb HECKO/IbKO 9K3eMMASPOB
TECTUPOBAHWS WM areHTOB - HEOBXOAMMO CO3AaTh HECKObKO 3K3eMM/IIPOB TecTa.

Tect npoBepseT gocTynHOCTb U cpoku aencteus CRL. CRL MoryT 6bITb 3arpy>keHbl 13
yKa3aHHOW Narnku no ykasaHHOMY CETeBOMY aJpecy WM 13 yKa3aHHOTO XpaHWAMLLa.
Mpu BbLINONHEHUW TeCTa NPOV3BOAMTCA NMPOBEPKa CPOKa AeNcTBrA noaydeHHbix CRL
Ha TeKyLLMin MOMeHT. [Mpwn ykazaHWn XpaHnauLLLa Kak nctouHmka CRL MoxHO
OorpaHn4YmnTb TectTmpoBaHue Tonbko ana CRL ykasaHHoro nsgatens. Ecm nma nsgatens
He 6b1710 yka3aHo, 6yayT npoTtectnposaHbl Bce CRL B xpaHuaunLe.

Tect nposepaeT Haim4vme n CpokK ,a,eﬁcrsvm 3aKpbITOro KNo4a B YKa3aHHOM KAHOYEBOM
KOHTelHepe. Bo Bpems Tecta AOCTYMHOCTb MPOBEPSAETCA MyTEM CO3AaHNSA KOHTEKCTa
KpVNTOMpoBaiaepa U OTKPbITUA YKa3aHHOrO KOHTelHepa.

TecT npoBepsieT AOCTYNHOCTb YKa3aHHOTO KpUMTonpoBaiaepa (B ToM uncie HSM).
Mpu OTCYTBMM UMEHW KpUNTOMpOBaligepa ByAeT NCMoNb30BaH KPUNTONpPOBanaep
yKa3aHHOro Tvna no ymoa4aHuto. Bo Bpems Tecta 4OCTYNHOCTb NPOBEPAETCA MYTEM
CO3laHNA KOHTEKCTa KpUNTOonpoBariAepa 1 NoayyYeHns ero napaMmeTpos.
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MAPAMETPbI

* Aapec HSM

* OTneyatok
ceptudukata
agMuHuctpatopa HSM
* Mpeaynpexaatb 06
NCTEUYEHUM ramMmMbl 3a
(kntouen)

* MNpepynpexaatb 0
3aKaHuMBaroLLLEMCS
MecTe 3a (M6awnt)

* Mpeaynpexaatb 06
ncreyeHnmn ymcna RPC
ceccuni 3a (Koanuectso
ceccui)

* Nma
KpunTonpoBsaiaepa
*Tun

KpunTonpoBsaiaepa

* Aspec Beb-cnyx6bl
areHTa MOHWTOPWHra

* Vima ak3ennapa
TeCcTMpoBaHuA (Ha areHTe
MOHWUTOPWHTa)

* Tun ncrouHmka CRL (
URL /Nanka /
XpaHunuue
cepTudpukaToB

)

* MyTtb k CRL

* ima n3patens

* MposepaTb gaty
cnepytoLent nybankaumm
(uekbokc)

* Vims
KpunTonposansepa
*Tun
KpunTonposasepa
* YHuMKansHoe nms
KOHTeHepa

* XpaHuavie
NIOKaNIbHOrO
KoMnbtoTepa (4ekboKc)
* CoobLatb 06
NCTeYEHNM 3a
<KO/INYECTBO> AHEN

* Vima
KpunTonposarigepa
(TekcTtoBoe)

*Tun
KpunTonpoBsaiaepa
(uncno)
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TECT

TecT ykaszaHHOro
ceptudmkaTa

Tect ykasaHHON 6a3bl

JaHHbIX

Tect ykasaHHoOM
ayx6bl

TectnpoBaHue cBA3mn
¢ LleHTpom
Ceptudukaumm YL,

TectoBas
ayTeHTUdMKaumA

OMUCAHUE

TecT BbINOJHAET NPOBEPKY YKazaHHOro cepTudukaTta. TecT Takxe OrnoBeLLaeT O
CKOPOM UCTEUEHWN CPOKa AeicTBrA cepTUdUKaTOB. Meprog BpeMeHn A0 NCTeYeHNs
CpoKa feicTBUA cepTudmKaTa, a Takxke Habop HEOBXOANMbIX TECTOB 334aETCH B
HacTpolkax Tecta.

Tect npoBepseT AOCTYNHOCTb 6a3bl AaHHbIX. CTpoka nogkatoyeHuns Kk SQL-cepsepy
yKa3blBaeTcA B Napametpax Tecta. Ecam ncnonbdyerca Windows-ayteHTudukaums, To
noakntoyeHve k SQL-cepeepy OyseT OCyLLECTBAATLCA C YUETHBIMU JaHHBIMU Cy>KObI
HealthMonitor. Ecan ncnonb3yetca SQL-ayTeHTUdMKaLMs, TO nogkatoueHme Kk SQL-
cepBepy 6yaeT oCyLLecTBAATLCA C YUETHBIMU AaHHbIMW, YKa3aHHbIMUN B CTPOKe
NOAKAOYEHMS.

Tect npoBepsieT cTaTyC yKa3aHHOWM JIoKaNbHOW C1y>kbbl. Ecn coctosiHne cy6bl
OT/IMYAETCH OT «BbINONHAETCA», TECT 3aBEPLUAETCA C OLUMOKON.

Tect nposepset cea3b LieHTpa Perncrpaumn ¢ LeHtpom Ceptudumkaumn. Ecam caasb
npucyTeyeT, Ho LleHTp CepTudukaumm He MOXKeT BbinyckaTb cepTudurKaThl,
BbIBOAUTCA NpeaynpexzaeHmne. Ecm cBAzb OTCyCTBYeT, TECT 3aBepLUaeTCs C OLUIMOKOW.
Ecim nma LIC He 6b110 3agaHo, ByAeT NCNoNb30BaHO 3HaYeHWe Mo YMONYaHMIO.

Tect ayTeHTudumKaumwn. [1na BbINOAHEHWA TecTa HEOOXOANMO HaCTPOUTb
nogkatoyerve Kk LieHtpy Vaentnduvkaumm DSS (B napameTpax ak3emnaspa
TecTnpoBaHus DSS); 3aaaTb yUYéTHble faHHble (lorMH/naponb) Monb3osatens, ot
MMeHU KOToporo ByAeT nponsseseHa ayTeHTuduKaLmsa. Tect MCnonb3yeT yUETHble
AaHHble nosnb3oBatens LW, ana koToporo HacTpoeHa ayTeHTUdmKaums no
JIOTVIHY/Napoto MW TONBKO UAEHTUPUKALIMA.
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MAPAMETPbI

* NImsa xpaHuauLia
cepTudukaTos
(Moarpy>xaetca
aBTOMaTNYeCKM)

* PacnonoxeHwne
XpaHwnLa
cepTMduKaTos (
Current User/
Local Machine)
* OTnevatok
ceptudukata
(noarpy>kaetca
aBTOMaTUYeCKM B
3aBMCMMOCTY OT
BblIOpaHHOro
XpaHWUANLLA)

* MNpoBepaTb Nepros,
[ eNCTBUA 3aKpbITOrO
Karo4va (Uekbokc)

* MNpoeepatb
aHHy/MpOBaHve

cepTudumkata (4ekboKc)

* CoobLatb 06
NCTeYeHNM 3a
<KOJIN4ecTBO>

yacos/aHen/mecsaues/net

* CTpoka nogKkaoveHms

K B/,

* /IMa nokanbHoM
Windows-cy><6bl

* Nma UeHTpa
Ceptudukaumn YL,
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TECT

TecToBas nognuce

OMUCAHUE

Tect co3gaHms nognucy. TecT NPoBepsEeT KOPPEKTHOCTb BbIMONHEHWUs OrnepaLii B
DSS no co3AaHuio 31eKTPOHHbIX MOANUCER Ciesyolmx GopMaToB:

1. YcoBepLueHcTBoBaHHas nognuce (CMS Advanced Electronic Signatures, CAJES);

2. XML Digital Signature (XMLDSig);

3. dnekTpoHHas noanuce FOCT 34.10-2001, FOCT 34.10-2012;

4. Moanwnce gokymeHToB ¢popmata PDF;

5. Moanuvce gokymeHToB Microsoft Office;

[ns BbINONHEHMA TecTa HeOBXOAMMO HacTPoUTb NoakatodeHne K Cepaucy Mognucn n
LeHTpy NaeHTndurkaumm; 3aaatb YYETHbIE AaHHbIE (IOTMH/Mapob) NoNb30BaTeA OT
MMeHW, KOToporo ByAeT co3saHa TecToBas MOAMUCH (B MapameTpax sk3emnaspa
TectnpoBaHua DSS). TecT ncnonbsyert yuéTHble gaHHble noab3osatena LW, ana
KOTOPOro HacTpoeHa ayTeHTUPUKAaLIMA MO JIOTMH/Mapoto WK TONbKO
naeHtTndmkaums. Ecm naeHtndurkatop ceptudurkara He ykasaH, byaet
MCNOb30BaTbCA CepTUPMKAT MO YMOAYAHWIO.

Ecnm TpebyeTca npoBepuTb HECKONBKO POPMaTOB MOAMMCH, TO HEOBXOAMMO CO3AaTb
COOTBETCTBYHOLLIEE KOIMYECTBO 3K3eMMAAPOB JaHHOro TecTa.
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MAPAMETPbI

* Tun nognuem (
XMLDSig/GOST3410/
CAdES /PDF /
MSOffice/CMS)

* MapameTpbl NOANUCH
Ana XMLDSig:

- Enveloped

- Enveloping

noanucb MNo wabnoHy
FOCT 34.10 2001 u
FOCT 34.11-94

noanucb Mno wabnoHy
FOCT 34.10 2012 c
OJIMHOW X3W-KoAa
256 6uTt

noanucb MNo wabnoHy
FOCT 34.10 2012 c
OJIMHOW X3W-KoAaa
512 6uTt

Ana CAdES:
- CAdES-BES
- CAdES-T

CAdES-X Long Type
1

Ansa PDF:
- CMS
- CAdES-T

CAdES-X Long Type
1

* Aapec TSP-cnyx6bl
(Tonbko ana CAAES-T un
CAdES XLT1)

* NipeHTndurkatop
ceptndmkata
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OcobeHHOCTM TecTa "3arpyska >xypHanos HSM"

NMpnmeyaHune
TecT He NpoBepseT XypHaabl HSM Ha Hannume ownboK, a TONbKO BbIrPy>KaeT UX.

[ins KoppekTHOM paboThl TeCTa HEOBXOA MM COOTBETCTBYHOLLMI cepTudukat goctyna k HSM — ceptudukar Ayautopa. Tonbko
NPVBUAErMPOBaHHbIN NOAb30BaTeb C NpaBaMy AyanTopa MMeeT BO3MOXHOCTb MPOCMOTPA W BbIrPY3KM XKYpPHaIOB ayauTa 1
cobbiTnii HSM. CepTrdukaT NprBUAErMPOBaHHOTO NOAb30BaTeNs ¢ NpaBaMu Ayantop HSM fosikeH 6biTb YCTaHOBIEH B

XpaHuaue «JINYHbIE» NOKANBHOrO KOMMbrOTEpPa C FlpI/IBﬂ3KOI‘/II K 3aKPbITOMY KNHO4Y.

MoapobHoe onmncaHve No Co3aaHuIo NPUBMAETMPOBaHHbIX Nonb3oBaTteneit B MTAKM HSM onucaHo B gokymenTe "XTAK.00046-02
91 01 Kpuntolpo HSM. VIHCTpyKLMA MO NCNONb30BaHWIO".

BaxkHOW 0COBEHHOCTbIO TECTa ABASETCA HEOBXOAMMOCTb COXPaHUTb MapoJib B CUCTEME A/t TOTO, UTOObI NocaeayroLLme
BbIMOJIHEHWSA TECTa MPOUCXOA NN aBTOMATMYeCKM. [lns 3TOro co3zanTe 1 HacTpoKTe 3K3eMrnfp Tecta «3arpyska XypHanos HSM»,
f06aBbTe €ro K 3K3eMnsapy TECTUPOBAHMSA, COXPaHUTE KOHOUIypaLLMKO 1 3anyCTUTe TECT BPYYHYHO MPY NMOMOLLM KHOMKM
«3anycTutb TecTbl». B npoLiecce BbINOsHEHNs TecTa NOTPedyeTCs B MOABMBLLEMCS OKHE YCTAaHOBUTb YeKboKC «CoxXpaHUTb NapoJib
B cucteme» (1) n HaxaTb KHomky «OK» (2) ans npogomkenHua. Ecam TecT 3aBepLumnTca yCnewHo, B NoCAeAyHoLWmnX TeCTUPOBAHMAX
OH ByZeT BbINOJHATLCA aBTOMATUYECKU.

OkHO ayTeHTMOMKaUUK -

Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider 3anpawmeasT NMH-Koq
ana ayTeHTMPUKAUMK Ha HOCHTENe

CyuThIBaTEND: Gemplus USB Smart Card Reader 0

Hocurtene: MAGISTRA_7230A662

HocuTtene: MAGISTRA_7230A662

BeeguTte NUH-KoA: AL LT L]
V|CoxpanuTs napons g cucteme

|| Cnpawneats Naponk Ha Kaxaylo onepaumio

2/' OK OTmeHa

Ecnun Bce HacTpoiikum 3asaHbl BEPHO, MOC/E BbINOJHEHMS TecTa B yKa3aHHOM narke nossatca daribl

auditlog_<pmata u Bpems> " ueventlog_<paata v Bpems> .
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Darn [nasHan MogennTeca Eug

@ - 4 |j b 30T komneroTep b SlokaneHeid guck (C:) » HSMs_log W (‘_’,| | Mowck: H5Ms_log

fad

T} WzBpaHHoe ]
.j. 3arpy3sku D auditlog_20180124134631 bt 25.01.2018 13:.46 TekcToBRIA ADKYM... 2KB
(E HegaeHwe mecta | D eventlog_20180124134631 .ttt 25.01.2018 13:46 TekcToBBIA ADKYM... 6012 Kb
B PaBouwii cton

e
Mra [Jata usmeHeHnA Tun Pazmep

18 3707 KoMABKTED

?! Cets

InemeHToB: 2
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KoHdwurypauusa tectupoBaHuns

Paspen «KoHourypaums TecTUpoBaHma» NO3BOAET HACTPOUTbL 0bLLME MapaMeTpbl TECTUPOBaHMA, OMOBELLEHNE U
nnueHsnpoBaHve LleHTpa MoHWTOpWHra. JaHHble HaCTPOMKW NpeacTaBaeHbl Clesy WM BKIaAKaMu:

OCHOBHble HacTpPOViKY;

HacTpolika nouToBOIN pacchbinky;
Hactpoika CMC-paccbinku;
HacTpolika MOHUTOpPWHTa >KYpPHasoB;
JlnyeHsuns;

Beb-cny><ba.
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OCHOBHbIe HaCTPOUKM

[ins BBoga ocHoBHbIX HacTpoek Kpuntollpo LieHTp MoHuTOopurHra B pa3gene «KoHburypauus TecTupoBaHus» neperanTe Ha

Bkiagky «OcHOBHble HacTporik» (1). s HaCTPOVKN JOCTYMHbI ClesytoLe napaMeTpsbl:

e [lepuopg TecTUpOBaHUA MO YMOJIYaHUIO (2) — MHTEPBaJ BPEMEHUN B MUHYTaX, Yepes KOTOPbIM ByAyT 3amnyckaTbcs

HacTpoeHHble B pasgene 5.3 TecTbl 1 paccblnatbes noytosble 1 CMC-coobLuyeHus.

e Pexxum moHuTopuHra (3) — Default (MO yMOAYaHWIO) AU Min (MUHWMAabHbIN).

Pexxum Default ncnonb3yetcs, ecam sk3emnasp LieHTpa MoHWTOpWHIa pa3BepHYT Ha OAHON paboyelt cTaHL MK ¢ 06bEKTOM(-amu)

MOHWUTOPWHIa 1 BbIMOJIHAET NMPOBEPKK 3K3EMNAAPOB TECTUPOBAHNA NOKaJIbHO.

Pexxm Min ncnonb3yetca B Tex cayyasx, korga skdemnasp LleHTpa MoHUTOpWHra ycTaHoB/IEH Ha OTAeNbHOM OT 06beKTOB

MOHWUTOPWHIa cepBepe W BbIMOJHAET TONbKO YA aleHHble NPoBePKM. B MYHNMaAbHOM pexme AOCTYMHO OrpaHNYeHHOe YN0

TectoB. CNXCOK TECTOB, AOCTYMHbIX B MUHMMa/IbHOM peXunme, npeacraBieH B Ta6n|/|u,e 6.

Ta6bnuua 6 — YganeHHble NpoBepKu

SK3EMNAAP TECTUPOBAHUA

DSS

AOCTYMNHbIE B MMUHAMAJIbHOM PEXXUME TECTbI

MOHUTOPUHT CHETUMKA NMPOUN3BOANTENLHOCTU
BbinonHeHve yka3aHHOro ckpunta

3arpy3ska >ypHanos HSM

MpoBepka MCcNonb3yemoro mecra Ha Ancke
MpoBepka NCnoib3yemMon onepaTUBHOW NaMsTH
Tect CRL

Tect OCSP-cny»6bl

Tect TSP-cnyx6bl

TecT fOCTYNHOCTM YKa3aHHOWN Be6-C1y>kbbI

Tect kOHeuHbIx Touek DSS

Tect Cepsuca Mposepku Moanmcm

Tect cpoka gencraus CRL

TecT yka3aHHOro KpunTonpoBagepa

Tect ykaszaHHoro ceptudukara

Tect ykaszaHHoM B/1

TecT yka3zaHHON cy>6bl

TectoBas ayTeHTMUKaLMA

TectoBas nognunce

Monyyenne xypHanos AreHTa MOHUTOPWHra
Tect coctoaHma yaaneHHoro AreHta MoHWUTOpYHra
Tect coctosHmsa HSM

Tect cvHxpoHu3aumm Bpemenn cnyxd TSP n OCSP
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IK3EMNNAP TECTUPOBAHWA AOCTYMHbIE B MUHUMAJIbHOM PEXXUME TECTbI

MOHWTOPWHT CYeTHMKa NPON3BOANTENLHOCTM
BbinonHeHve ykaszaHHOro ckpunra

3arpy3ska >ypHanos HSM

MpoBepka UCMo/b3yemMoro MecTa Ha gucke
MpoBepka 1crnoab3yemoii onepaTMBHON NamATK
Tect CRL

Tect OCSP-cny»6bl

Tect TSP-cnyx6bl

TecT fOCTYNHOCTN YKa3aHHON Be6-C1yKObI

Tect Cepsuca lMposepku Moanmcm

Tect cpoka pencreus CRL

Tect yka3aHHOro KpMnTonposazepa

Tect ykazaHHoro ceptudukara

Tect ykasaHHon b/}

Tect ykazaHHON cy6bl

MonyyeHue >xypHanos AreHta MOHUTOPWHra

Tect cocroaHua yaaneHHoro AreHta MoHuTopuHra
Tect cocroaHuna HSM

Tect Ngate

Tect cHXpoHM3aLmm BpeMenn cayx6 TSP n OCSP

HeTunumanpoBaHHbIN 3k3emnasp

DefaultModeConfig.xml MinModeConfig.xml
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@ain  fedictene  Bug  Cnpaska
= xz @

E HealthMonitor | Hactpoiika CMCpacceinkm I HacTpoiika MoOHWTOPMHIE KYpHEN0E IﬂHLI.EHSHﬂ |
4 g FK3EMNNADEI TECTHPOBAHMA OEHbIB HACTROAKN | Be@-cnyxfa I Hactpolika nodToso#H pacceInkKm |
b 24 Jkzemnnapsl TecTos

& Kongurypauua TEU“POMH“V Fepnon TECTMROSIHAATO 75 | 2
YMONUEHMIO, MUHYT

Pexaam MoHMTOpMHNRE | Default W | 3

| ZarpyswTe wabnoH |

MsMeHeHMA coxpaHeHLl

e KHonka 3arpy3utb Wwabsi0H — No3Bo/feT 3arpy3nTb Habop NpPeAHaCTPOEHHbIX (YaCTUYHO) TECTOB W 3K3EMMAAPOB

TECTUPOBaHUS C y>Ke HaCTPOEHHOWN KOHPUrypaLinei n fobaBneHHbIMY TecTaMu. 10 yMoNYaHMIO AOCTYMHbI WabAOoHbI
Tectuposarua DSS, P YL, n LUC YL,

[Ans 3arpy3ku WwabsoHa TeCTUPOBaHWA nepenaunTe B pasgene «KoHourypaums TecTupoBaHus» Ha BKAagky «OCHOBHbIe
HaCTPOMKW» 1 HaXKMUTe KHOMKY «3arpy3uTb WabnaoH» (1). B okHe «3arpy3utb wWabioH» BbIbepUTe U3 BbiNajaroLLero Crmcka

HEOOXOAVMBIN LLIaBAOH TECTUPOBaHUA (2) 1 HAXXMUTE KHOMKY «3arpy3untb» (3). B saHHOM ciyyae coxpaHeHne KOHUrypaLum
Heobs3aTeNbHO, HO obsizaTeneH nepesanyck Cayx6bl Kpuntolpo HealthMonitor.
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| Kpwntolpo HealthMonitor - |8 X

Qain  fedctene  Bug  Cnpaska

| 7
i'ﬂ HealthMaonitor

| HacTpoiika CMCpacceinkm I HacTpolika MoHWTOPWHNE XYDHEN0E I IMaueHznA |

b ,ﬂ FKIEMNNIAPEI TECTUPOEHUA OcHoBHeIe HACTPOIKW | BefcnyxBa | HacTpoiika noutosoit pacceini |
JK3EMNAApEl TECTOB
‘4% KoHdurypauma TECTUpOBAHNA Mepwoa TeCTMpOBEHWA MO |15 |
YMONUEHKKD, MAHYT
Pexim MoHMTOpKHN E | Default W |
| ZarpysnTe wabnoH
(o 3arpysuTh WabaoH - 1

BrifepuTte WabnoH Lne SarpyskM KoHOUYDawM TeCTUDOBEaHMA.
CToSpaxanTch ToNEKD WABNoHEl COBMECTAMEIE C TEKYLLMM
PEXMMOM MOHMTOPWHIA.

Bece HecoxpaHEHHEIE WSMEHEHWA By ayT NOTEPAHBI.

Wabnon Tecwposarma 0SS W

IatinoH Tectvposatwe D55
WaGnoH TecTvpoeanue LIP YL 2
Watnon Tecvposarma LIC YL

Wamererns coxpaHeHi ConpaHnte

= 3arpyauts WabnoH x|

BeiGepuTe wafnoH ANA 3ErpysKM KOHMUIYDELMK TECTMDOBEHWA.
OToBpaxaoTcA Tonkbio WalnoHe! COBMECTUMEIE C TEICYLLMM
PEKMMOM MOHUTOPMHIE.

Bce HecoxpaHéHHeie n3meHeHWA GyayT NoTepAHe!.

WaBnoH Tecposarue DSS W |

e KHonka MmnoptupoBaTbh KOHGUrypaLmio — no3sonset 3arpy3ntb Oaiin KoHduUrypaLmm, nepeHeceHHbIV ¢ 4pyroro

Cepsepa (AreHTa) MoHUTOpWHra.

NMpnmeyaHne

Ecam npu nmnopte koHourypaumm B Tekyem daiine KoHdurypawmm cyLectBoBaam 3K3emMnaspbl TECTUPOBAHWUSA WM TECTOB C
aHaNOrNYHBbIMU MMEHaMK, HOBbIE 3K3eMMIAAPbI TECTUPOBAHWA UK TECTOB ByayT A06aBNEHbI C U3MEHEHHBIMN Ha3BaHUAMY
(Hanpumep, Tect1, Tect2 n T.4.).

Jna nmnopta koHpUrypaumm Haxmute «/inoptuposate KoHbUrypaumto» (1). O3HakoMbTeCh € NpeaynpexaeHnem 06 n3MeHeHnn
KOHUrypaLmm TecTupoBaHms 1 HaxxmuTe «[a» (2). Boibepute B OTKpbIBLLUEMCS OKHE MMMopTUpyemblin ann KoHdurypaumm
HaxxmuTe «OTKpbITb» (3).
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Kpwntolpo HealthMonitor - |8 X

@ain  [efictene  Bug  Cnpaska

&= @ 3
'd HealthMonitor | Hactpoiika CMC-paccsinku I HacTpoiika MOHMTOPMHIE KYPHANOS IﬂHLI.EHSHﬂ |
b g IKIEMANAPEI TECTHPOBAHMA OCHOBHBIE HACTPOMIN | Bef-cryxba I HacTpoiika nouTosi pacohinikm |
b 24 Jkzemnnapsl TecTos
T4 Kondurypauma TecTupogarua Mepvo TECTMPOBEHKMA Mo |15 |
YMOMYEHWID, MUHYT
Pexaam MoHuTOpMHra | Default v |
| ZarpyswTe wabnox |
1 MrMnopmvpoBaTe KoHDMrypawa |
| JKNOPTUPOEETE KOHBMIYDELMID |

KoHdurypauua TecTUpoBaHna ByeT usmenera, [na BcTynnesna
M3MEHEHMIT B CUY HeoBXOZMM NEpE3anyCK OCHACTKM W CTyBbl
MOHWTORWHrE,

MpoaenxuTe? (BCe HECOXPAHEHHEIE M3MEHEHKNA BydyT NoTEpAHEI)

+ a b IT0T... ¥ JlokanbHBIA .. F ] (‘_',| | Mowcek: NokaneHelid guck () 2 |
Ynopagounte *  Co3gate nanky = < m 7]
< VsBparoe A Mima Jata nameHeHna Tun
j 3arpyzku — | Gamma 29.10.2018 18:03 I'Iamca
E.—ﬂ'_ HeaaeHwe mecTa | inetpub 24.10.2018 13:26 I'Iamca
B PabBouwii cton I PerfLogs 22.08.2013 18:52 Manka
- L\ Dranram Eilac 25 10 2018 15:35 n,.w,
JEE - i' < I n | | > |
WMran pafina: | v| |CDaﬁr|b| koHburypauun (*Confi 'V|

~
H OTepbITE | | Otmena |

B nossuBLIEMCA OKHe MMMOpTa BblbepuTe 3K3eMMAAPbI TECTUPOBAHMSA U TECTOB, KOTOPble HEOBXOANMO NepeHecTn 13
nmnoptupyemoro ®aina KoHdurypaumu, n Haxxmute «ImnopTtnposatb» (4).
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| Wrnopmapoeat:  |MmA sisemnnapa

MmnopTpoBaHHoe MMA SKseMInApa
DsS

ETUNMEMPOBEHHEIA 3K 3EMNNAD HeTMnnaMpoBaHHeIi SKsemnnAp

Twun TecTa

Wrnopmapoeat: A Tecta MrMnopTvpoEaHHoe uMAa TecTa

rpyska xypHanos HSM 3arpyzka xypHanoe HSM HsmLog Test

[#] POBEPKE MCNONBSYEMOro MecTa Ha ... | [poBepka Mcnone3yemora MecTa Ha ... | UsedDiskSpace. .
[#] I'Ipoaepua WCNoNE3YEMOI onepaTveH.... | [poBepka Mcnonesyemoi onepamied... | UsedMemaory Test
[#] I'Ipoaepua KOonMYecTEa coofieHnid & .. | [poBepka KonwuecTea coobiwenwid B ... | RalueuesOwverl. .
[#] I'Ipoaepua cepTipukaTos BeGvHTtep... |lNpoBepka cepmiamkaTtos Bed4aHtep. . | FeCertfficateValid. ..
[#] I'Ipoaepua cepmipukaTos Cepenca [N... | MNpoeepka cepmiamkaTtos Cepewca ... | SsCertificateValid...
[#] I'Ipoaepua cepmipukaTos LieHtpa Mo, .. | MNpoeepka cepmigimkaTtos LUentpa Wa... | StsCertificateVali ..
¥l TecT CRL TecT CRL CrTest

~ Tect OCSP-cnyxbe: Tect OCSP-cyxfiel 4 OcspTest

e KHomnka dkcnopTupoBaTh KOH$uUrypaumtro (5) — No3BosieT BbIrpy3nTb TekyLwmin ®ann KoHpurypaLum B BbIbpaHHYyHO

narky.

[ns skcnopta KOHGUrypaumm HaxkxmMmute «KCNopTUPoBaTb KOHGUrypaLuuto» (1). B oTKpbiBLLEMCs OKHe BbibepuTe, kyAa Oyaet
COXpaHeH COOTBETCTBYIOLWMNIA pexxnMy (Default, Min) Ha MOMeHT 3kcnopTa Paiin Kondurypauum, n Haxmute «CoxpaHutb» (2).
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Kpwntollpo HealthMonitor

Qarn  fedictene Bug Cnpaska

e nmHE

fd HealthMonitor
Pl g JKIEMNAAPEI TECTHPOEAHNA

i, Dss

E HeTunusnpoeanHelil 2kzemnnap
[ £5 3kzemnnapel TecTos
e
*.% Kongurypaumua TecTMposasna

| Hactpoika CMC-pacceimkm I Hactpoika MoHMTOpWUHra XypHanoe IﬂHLI.EHSHﬂ |

OcrosHeie HacTpoltw | Be6-cmyxba I HacTpoiika noytosoi paccbinii |

Mepwon TECTUPOEEHWA MO |15 |

YMOMUEHWID, MAHYT

Pexaar MoHUTORIMHMRE | Default W |
| 3arpyzvTe wabnoH |
| MMNopTMPOBaTE KOHDWMYDELUAD |

T |a ¥ 3ToT.. » JlokansHeld guck (C:)I 3

W 0| | Mowck: Nokaneeiid guek (C) 2 |

Ynopagouwte *  Co3gate nanky

g PaBounii cron | A Mg

am -
iy [loKaNEHBIR gHCK

[ata nsmeHeHnA

Tun daiina: |¢'aﬁnb| koHpurypauun ("Configxml) (*Config.amnl)

D . Gamma 29.10.2018 18:03 Manka c dail
L inetnuh 2410201813 7R MNanwa r dhaid hd

€l Cems v <] m >
WMms daiina: | DefaultModeConfigxml v|
vl

i;?) CrpbITe Nankm
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V CoxpaHuTs | | Otmena |
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HacTpoiika nouTtoBoM paccbuiku

[J.ns HacTpoWiKM NOYTOBOW pacchblikn B padgene «KoHPUrypaL s TecTMpoBaHns» nepengute Ha BkaaaKy «Hactpoiika nouToBow

paccbiikm» (1).
YT06bI HacTpOlika MOYTOBOWN PaCChIIKW CTana JOCTYMNHOW, BKAOUMTE YeKOOKC «BKIIOUNTL OTNPaBKy OTUETOB» (2).
OnucaHve NapameTpoB MOYTOBOW PacCblkL NpescTaBaeHo B Tabauue 7.

Ta6auua 7 — MapameTpbl NOUTOBOM PaCcCbUIKU
NAPAMETP OMUCAHUE

Mcnonb3osatb SSL

( 6 ) YcraHoBka AaHHOro yekboKCa O3HaYaeT MCrosib30oBaHNe NpOTOKO/1a SSL npu oTnpaeke COO6LLI|eHVII\/'IA
4eKOOKC

n Mepurog, pa3 B KOTOPbIA MPOUCXOAUT Pacchblika NOYTOBbIX COOBLLEHUI O cOBbITUAX TUNa W (MpeaynpexaeHye).
epuog, paccbLIKu . -
BHuMaHwme: pa3 B 3aaHHbIli NEPYOZ PaCcCbINakoTCA TObKO NpesynpexaeHus, noayyeHHble Cay>K60i B TeueHve

npeaynpexzaeHu -
nocneAHero nepej OTCbIAKOW Nepuoja TecTMpoBaHuA.
3aronoBok .
nncoma TekcT, ykasaHHbIV B JaHHOM none, byseT oTobpaxaTbCa B TeMe MUCbMa C OMOBELLIEHNEM.
Appec
B faHHOM nosie HeobxoAMMO ykasaTb afpec OTNPaBUTENA MUCEM C OMNOBELLLEHUEM.
oTnpasuTens
Azpec
HonvuaTens B gaHHOM none HeobXxoAMMO ykasaTb afpec noayyatens nucem ¢ ornoeeleHneM. MoXHO yka3aTb HECKOIbKO afipecoB
y yepes «».
paccbIakm

Yycno nonbIToK

otrpa KonnuectBo nonbITOK OTNpaBKM M1CbMa C OMOBELLEHNEM, MO AOCTUXEHNS KOTOPOro ByAeT BbiBeAEHO COObLLEeHne
TNPaBKu

. 06 oLubke.
coobLeHni
Aapec SMTP-
AZpec MoYTOBOro cepsepa, C KOTOPOro OTMNPAaBAAKTCA MMUCbMA.
cepsepa
Mopt SMTP-
MopT NOUTOBOrO CcepBepa, C KOTOPOro OTMPABAAOTCA MUCbMA.
cepsepa
Tun Tvin ayTeHTMdUMKaLMM Ha YKa3aHHOM MOoYTOBOM cepsepe (Windows-ayTeHTudukauma /
ayTeHTudmKaumm MmMA nonb3oBaTenAa u naposb/Be3 ayTeHTudukaumm).
Nmsa
rno/sb3oBaTens JlorvH nonb3oBaTens (OTNpaBuTens) 415 NOAKIHOUEHUS K MOUTOBOMY CepBepy.
(oTnpasuTens)
Maponb
Maponb nonb3osatena (OTApPaBUTENS) ANA MOAKNOYEHNA K MOYTOBOMY CepBepY.
(oTnpasuTens)

[Mepuog, paccbinkm
yBELOMJIEHWI 06
aKTMBHOCTM

Mepwvog, paccbiikv yBeAOMAEHUI 0 paboTocnocobHocTv Cayx6bl MOHUTOPWHTA. Ecin Ciy>ba akTVBHa, YBEAOMAEHWS
6yayT pacchbiiaTbCs C yKa3aHHbIM MHTEPBAIOM (B MUHYTaXx).

MpoBepwTb BBEAEHHbIE HACTPONKM MOXHO MPW MOMOLLM KHOMKK «OTNpaBUTb TeCTOBOE NUCbMO». B ciyuae ycnexa Ha
yKazaHHble B NnoJse «AZpec noayyatens» agpeca NpuaeT NMCbMO € TEKCTOM «Ecav Bbl BUAMTE 3TOT TEKCT, pacchlika NOYTOBbIX
COODBLLIEHN HaCcTPOeHa BEpHO.»
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®ain  [fleiicteme  Bug  Cnpaska

= sE B

i HealthMonitor HacTpoika CMC-pacceinicun |Hacrpn|ikannm a anoe | IuusHsna |
[ g JKIEMMAAPDLI TECTUPOBAHUA OcHoBHBIE HACTDOMKK | Beficnyxfa | H NOYTOEON PACCHINKH
b EF BBeMnmlphl TECTOE
’% Kondurypauua TecTMpoBaHUA [v] BrnwunTs ompasky o

[] Wcnonssosam SSL

e g L | (e

JaronoBoK NuceMa |Mom1'opt-|—r D55
Anpec oTpIEMTENA |user@cryptopmru

Appec nomy4aTena pacceinki |user@cryptopmm

Yncno nonsimok |1
0TNPEBKK COOBLLEHMA
Anpec smtp cepsepa |pegas.cpm

MopT smtp cepeepa |25

Tin ayTEH TSIk [Ees ayrermiimcaLym
WMA nonesoeaTeEnA
0mpasMTENRA |

Mapons ompaenTena |

Mepwon paccbinkm
yoenomnewA o6 akrverocy || |
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Hacrpownka CMC-paccbinkm

[ns Hactpoiikn CMC-paccbinku B pasgene «KoHdurypaLms TeCTupoBaHus» nepenaute Ha Bkaagky «Hactporika CMC-paccbinkm»
(1). AkTBMpYyTE Yekbokc «Bkarounte CMC-onoBeLLeHre», UTOObI MPOAO/IXKUTL HACTPOINKY Paccblaky (2). 3aganTe Homep(-a)

TenedoH(-oB) (3), Ha koTopble Heobxoanmo goctasnaTb CMC-coobueHna. Homepa TenedoHoB MOryT BbITb NepeymncieHsbl Yepes

«».

¥ Kpwntolpo HealthMonitor -|[ofx]
Qarn  [edictene Bug Cnpaska
I

fd HealthMonitor

b B 3emnnape tecuposanna

| ClcHoBHEIE HACTROAKK I Bed Cnyxa I Hactpoika noytoeoi paccaina |
Hactpoitka CMC pacceinkmn | Hactpoika MoHMTOpWUHra XypHanoe I TMueHsua |

£ Jsemnnapel TECToB
b P Brenounte CMC onoselweHue

1 TenedoHe! nonyyatensi |
MnarkH hopmMaTMpoBaHMA |CryptoF‘ro.DSS.MessageForrnatter.SMSForrnaﬁer.DSS.I‘u

1 2 MnarisH CMC |CryptoPro.DSS.SmsSem'ce.SmppPIugin.SmppF‘Iugin,DS|

4,
4y Kondurypauna TecTuposama

OmpaenTs TECTOBDE

STiTELTE BriGop nnaruHos

Wra napameTpa | 3HaueHWe NapameTpa

Key Walue

KypHane! ANA MOHWTOPKMHE Kopn coBbiman  OnucaHwe cobbimin

3anuncu xypHanoB MOHUTOPUHIa MOTyT HbITb Npeobpa3oBaHbl U gocTaBiaeHbl B CMC-coobLLeHNN TOAbKO Noc/ie HacTPONKM
naarvuHa ¢popmaTMpoBaHUs 1 TPAHCMOPTHOTO N1aruHa. lNo ymonyaHuto B Kpuntollpo LleHTp MoHUTOpUWHra moryT
OTCYTCTBOBaTb HEOOXOAMMBIE MarnHbl. [oaToMy nepes Hayanom HacTporikn CMC-onoBeLyeHns HEOH6XOAMMO NOMECTUTb

naarvHbl B manky <MyTeb ycTaHosku>\Crypto Pro\DSS\HealthMonitor\Plugins.Ecau nanka Plugins OTCyTCTBYeT, co3aaliTe ee.

PekomeHayeTcs MCnonb30BaTh BCTPOEHHbIN NaarvH GopmMaTvpoBaHus coobLeHnn DSS.MessageFormatter . [py 3TOM TEKCTOBKM

COBBITUI MOTYT BbITb HACTPOEHbI NP A00ABAEHNM XXyPHAIOB MOHUTOPUHTA (CM. HUXE AaHHbIN pa3gen).

[Jonyckaetcs ncnoab3oBaTb COOCTBEHHbIN niarnH aAns CMC-onoBeLleHus.

NMpnmeyaHune

Mons «MnarvH dopmaTnpoBaHus» u «IMaarmH CMC» MoryT 6bITb MO YMOYaHMIO 3amnoHeHbl. 9To HE 3HauuT, UTo naarvHbl yxxe
f06aBeHbI Y Ucnonb3yoTca. HeobXoANMO NoATBEPAUTL X MCMONb30BaHME MPU MOMOLLM KHOMKW «Bbibop maarnHoB».

Hacrpoiika naarMHOB MPoV3BOAMUTCSA MPU MOMOLLM KHOMKK «Bblbop naarnHoB». MNocne HaxaTus NoABUTCA OKHO «Bblbop naarvHa».
BbibepunTe 113 BbiNagaroLLero cnuncka naarvH gopmatnposaHua (1) n TpaHCNOPTHBIV NaarvH (2). JocTynHble naarnHbl U3 nanku
<MyTb ycTaHoBku>\Crypto Pro\DSS\HealthMonitor\Plugins mogrpy>aroTcs B BbinagaroLime Cnnckun aBTomaTnyecku. lNMocne
BblGOpa NAarnMHOB HaXxkMuTe KHomMKy «/JobaButb» (3).
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£ BriGop naarkHa x|

BriGepuTe NnarvHel ANA GOpMaTMPOEaHMA W pacceiniki CMC yeegomneHnli. CHopki NNarkHOE 0o MmkHs! BeiTe
npeasapuTEneHo nomeweHel & nanky "Plugins”, HaxoaAwytocs B katanore yotaHosky HealthMonitor, Ecnm takan
NaMKa He CYLLECTEYET - 88 HeoBXoMMO COSAaTE.

IC::.'ptoPro.DSS.MessageForrnatter.SMSForrnatter.DSS.MessageForrnatter | W I

Mnarwd CMC
lC::.'ptoPro.DSS.SrnsSenrice.StubPlugin.SmsStub.DSS.SmsSer\rice.StubPlugin '=| W l

Mocne BbiGOpa M1arMHOB HEOBXOAMMO HacTPOUTL nogkatoueHne k CMC-Lwto3y, ¢ KOTOporo ByeT NPOM3BOAUTLCA pacchlika
coobLLeHNH. [lns 3TOro ncnonb3yetcs 06aacTb MapamMeTpoB, NpeAcTaBastoLwas cobol Habop nap «/ms napameTtpa — 3HaueHue
napametpa». [Jna Toro, 4Tobbl 406aBUTL HOBbIV NapamMeTp, HaXXMUTe KHOMKY «/Jo6aBnTb». [Ina n3MeHeHWs nan yaaneHus

napamMeTpa BblAenTE 3TOT NapaMeTp B CMNCKE N HAXXKMUTE KHOMKY «13mMeHnTb» nan <<y,ﬂ,aﬂI/1Tb>> COOTBETCTBEHHO.

Mnma napameTpa 3HaueHWe napameTpa

Key Value

Mocne HaXkaTus KHOMKN «/J06aBUTb» AN «/I3MEeHNTb» OTKPOETCS OKHO HaCcTponkn napametpoB CMC-wwinto3a. 3anonHuTte
HeobxoaMMbIMK 3HaveHuaMM noas «Vma napametpa» (1), «3HayeHWe napameTpa» (2) 1 HaxXMuTe KHOMKy «/lo6aBnTb//I3MeHNTb»

(3). HoBble napameTpbl NoABATCA B Tabauue.

[ NoBaBuTh/M3MEHMTE 3HAYEHWE -

3 * Hofaeute. Nametnte

YT06bI MPOBEPUTL KOPPEKTHOCTb BbIMONHEHHbIX HACTPOEK M1arnHoB 1 Wwto3a CMC-onoBeLLeHns, CoXpaHnTe KOHGUIypaLLmio npu
NOMOLLM KHOMKW «COXpPaHUTb» N HaXXMuTe KHOMKy «OTnpaBuUTb TECTOBOE CO0bLLeHMe». Ecan npeablayLlme HaCcTPONKM BEPHBI, Ha

TenepoHbl nonyyatenen npuget cooblueHne «Paccblika HacTpoeHa KOPPEKTHO.

Cnepytolymm 3tanom Hactporikn CMC-onoBelleHVs ABAAETCA HAaCTPOVKa MOHUTOPWHTA XKy PHaI0B, O COBBITMAX U3 KOTOPbIX MOTYT

6bITb pazocnaHbl CMC-coobLueHus.

MpumeuvaHue

OCHOBHbIM OT/IMYMEM HACTPOMKM XKYPHaNOB MOHUTOPUHra A CMC-onoBeLLeHs OT XXYPHaI0B MOHUTOPWHIA NMOYTOBOM
PacChbIIKN ABNAETCA HACTPOMKa COBbITUIA. [N NOUTOBOW PacChbiIKM HACTPanBatOTCA UCKIOYEHNS, T.H. <4EPHbIA CMINCOK», a A1A
CMC-paccbinku — «6esnblil CMNCoK».

s Toro, 4To6bl 406aBUTL XXYpPHaN ANA MOHUTOPUHIA, HAXKMUTE KHOMKY «/l06aBUTb».

JKypHaNL! ANA MOHUTOPKMHIE Kop coBeiman Onucanve cofieiman
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Mpw fobaBneHWN XypHana MOHUTOPWHTIA yKaxXuTe Tun xypHana (1) (BbibepuTte 13 BbiNajatoLwero cnmcka) u cobbiTus ans
paccbiiku (2) (kozbl cobbiTuia, o kotopbix HYXKHO onoselats). CObbITMS yKa3blBatOTCH MPY MOMOLLM KOAOB COObITUN

onpegesnieHHOro XypHaJsna, 3anvcaHHbIx Yepes «;» (Hanpumep: 1;128;1024).

Mo »xenaHuo 3aganTe onvcaHme cobbiTns (4) (faHHbIN TekcT byaeT nomelyeH B CMC-coobLueHre) 1 HaXxKMUTe KHOMKY
«[106aBuTb» (5).

5 JoBasuTb xypHan x|

HazeaHue xypHana
CryptoPro-055-HealthMaonitor/ Admin

JlocTynHble TUMbl XyPHAN0B MOHUTOPWHTa:

® JKypHan yTuanTbl MOHUTOPUHTa;

XKypHan Cepsuca MNMoanncu DSS;

KypHan Uentpa igeHtudumkaumm DSS;
XypHan Beb-nHtepoderica DSS;

XKypHan Cepeuca Ayguta DSS;

KypHan myDSS;

XKypran Cepsuca lNMposepku Moanucy;

XypHan npunoxennit Windows (MpwunoxeHue);
XKypran OCSP-cny>6bl;

XypHan TSP-cnyx6bi;

Mpoun3BoNbHbIN XXypPHa.

MpPOWN3BONBHbIN XYPHa MO3BOAAET HACTPOUTL CUUTBIBAHME CODBITMI M3 Nt0BOro XKypHana cobbituii Windows. B sTom ciyyae none

«Ha3BaHuve XKypHana» CTaHOBUTCA AOCTYMNMHbIM Npn AO6aBﬂeHl/IVI, nmero HeO6XOAVIMO 3anOJIHUTb BE€PHbIM Ha3BaHMeM XXypHana.

5 JoBaBuTh XypHan -

Twun xypHana

l MpoKSE0NEHBIA *ypHanN I W l
HaseaHue XypHana

CofbITWA ANA PECCHINKW

Onwcanwe cofibimis

——
_5__ [ofaenTs

i

AJ’IFI M3MEHEHUA N yaaneHnAa XypHasia MOHUTOPKHIa BblAENNTE 3TOT XYPHaa B CNUCKE N HaXKMUTE KHOMKY «13mMeHnTb» nan

«Ypanntb» COOTBETCTBEHHO.

MpumeuaHue

B npoLiecce n3MeHeHWs >ypHaaa MOXHO BHOCUTb M3MEHEHNSA TOIbKO B nosie «CobbITuA A5 paccbiiku». CobbiTua A

YKa3bIBakOTCA NMpv NnoMoLLn Ko40B CobbITU onpeseneHHOoro XypHana, 3arnmcaHHbIX Yepes «;» (Hanpwmep: 1;128; 1024).
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[MpumeuyaHue

Mocne n3meHeHms Hactpoek CMC-onoBeLLeHN HEOBXOANMO COXPaHUTb U3MEHEHUS NMYyTEM HaXkaTusa KHOMKN «COXpaHUTb» U
nepe3sanyctutb Cay>6y MOHUTOPUHTa.

[Tocne BbIMOMIHEHMSA BCEX OMMCAHHbIX Balle HaCTPOEK Ha TeJ'qu)OHbI YKa3aHHbIX I'IO]'Iy‘-IaTe]'Ief;I Ha4YHYT NPUXOAUTb CMC-COO6LLI,€HI/IF|

(0] CO6bITI/IFIX, KOZAbl KOTOPbIX YKa3aHbl B HaCTpOI\/’IKaX AO6aB.ﬂeHHbIX >KYypHasioB MOHUTOPWUHTa.

Ans >xxypHana «XXypHan yTUanTsl MOHUTOPMHra» CMC-coobLLeHne BbITASAWT CeAy oMM obpasom:

<MmMA XypHana MOHUTOpUHra>:<Koh cobbiTna> <OnucaHue cobbiTnA> .

[ns Bcex ocTanbHbIX XXypHanoB CMC-coobLiieHne BbIFNAANUT CeAy oMM 0Opa3oM: <M XypHana MOHUTOpMHra>:<Kog cobbiTua> .

MpumeuyaHue

CMC-co0obLLeHMs MOryT MPUXOAUTb C HEGObLLION 3aep>KKo. Mepuog paccblikm CMC-coobLeHmin 3aBUCHT
NCKJTFOYUTEJIbHO ot nepuosa TeCTUpOBaHUsA MO YMOAYaHWUIO, HACTPOEHHOTO Ha BkaZke «OCHOBHbIe HACTPOMKIN>»
pasgena «KoHdurypaumsa TecTupoBaHuna».

Co3paHune cobcTBeHHOro nnarnHa paccbinkm CMC-coobuieHni
MoakntouaeMble MOAyNU

Bce nogkntouaemble Moayau, ncrnonbayemslie B Kpuntollpo LleHTp MoHUTOpWHTa, J01KHbI NpeacTaBasTb cobon cbopky .NET un
peann3oBbiBaTb UHTepdenc IDSSPlugin, ONMCaHHbIN B cbopke CryptoPro.DSS.Common.d11 .

NHTepdeiic npegocTaBaser MeTo Initialize, KOTOPbIA AOKEH NHULNAAM3MPOBATD NOAKIOYAEMBIA MOAYIb MO NapaMeTpam,

nepejaBaemMbiM Ha BXO4 4aHHOro MeToja B B4 e ChoBapA.

public interface IDSSPlugin

{

void Initialize(IDictionary<string, string> parameters);

OnucaHue Moayns otnpaBkn CMC-coobueHunit

Mogy b OTnpaBKn KOPOTKMX TEKCTOBbIX coobLieHnr (CMC-cooblueHunin, SMS) pomkeH npescraensts cobor cbopky .NET. C6opka
[,0/1KHa cofepyKaTh eANHCTBEHHbIN MYBANYHBIN Knacc, peanvsyrolmin nitepdeiic ISmsPlugin. NHTepdelic ISmsPlugin onucaH B

cbopke CryptoPro.DSS.Common.dll.

VHTepdeiic, KOTOpbIN NpeAocTaBAsieT MeTos, SendSms , NpefHa3HayveHHbIn Ans oTnpakn CMC-coobLueHunin, onpesenéx

cnesyroLMm obpasom:
public interface ISmsPlugin : IDSSPlugin

{

void SendSms(string message, string phone);

MeTog SendSms MPUHMMAET CleAyoLMe NapaMeTpbl:

® message — TEKCTOBOe COO6LL|,eHVIe}

® phone — HOMep TenedoHa;

CnnCcoK AOMONHUTE/bHBIX MapamMeTpoB 3aZaeTcsa npu nomowm OcHacTkM B 061acT NapaMeTpoB, NpeAcTaBastoLLein coboin Habop
nap «/ms napametpa — 3HaueHune NnapameTpa.

I'Ip|/| BO3HWKHOBEHWM OLLMOKN B npoLiecce BbIMOJHEHUA MeToAa SendSms HEO6XOAI/IMO creHepunpoBaTb NCKAKOYEHNE

SmsException.
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Mpumep rotoBoro moayns otnpaBkn CMC-coobueHwnit

B naHHOM pa3gene npuseseH npumMep Moayas otnpaskm CMC-coobLeHumin.

using System.Collections.Generic;
using System.Web.Services.Protocols;
using DSS.Common.ExternalUsage;

namespace DSS.SmsService.DevinoSms

{
public class DevinoSmsPlugin : ISmsPlugin
{
public void SendSms(string message, string phone)
{
try
{
SmsService smsService = new SmsService();
string sessionID =
smsService.GetSessionID(smsLogin, smsPasswd);
Message smsMessage = new Message();
smsMessage.Data = message;
smsMessage.SourceAddress = sourceAddress;
smsMessage.DestinationAddresses = new[] { phone };
smsService.SendMessage(sessionID, smsMessage);
}
catch (SoapException ex)
{
if (ex.Message.Contains("Invalid destination address"))
throw new SmsException("HeBepHbiii Homep TenedoHa", ex);
throw new SmsException(
"Mpousowna ownbka npu oTnpaBke SMS", ex);
}
}
public void Initialize(IDictionary<string, string> parameters)
{
smsLogin = parameters["login"];
smsPasswd = parameters["password"];
sourceAddress = parameters["sourceaddress"];
}
}
}
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Hacrpoiika MOHUTOpMHIa >XypHa/ioB

HacTpolika MOHWUTOpPWHra XypHaioB SBASETCA NOAHACTPOMKOM NOUTOBON pacchbiikv 1 goctyrnHa TOJIbKO npu BkatoueHHOM

yekbokce «Bknrountb OTMpaBKy OT4eTOB» Ha BKJlajgKe «HaCTpOVIKa NMoYTOBOM PacCbIIKnN».

Ha paHHoOW BknagKe ykasbiBatoTcs XypHaabl Windows, n3 kotopbix Kpuntolpo LleHTp MoHWTOpWHra cuntbiBaeT cobbiTus nocne
MPOXOXAEHWA TECTOB 1 OMOBeLLaeT aZMUHUCTPATOPa O COOLITUAX TUMOB e U w MOCPeACTBOM email-coobLLeHNI, HaCTPOEHHbIX Ha
BKk/1asKe «HacTpoiika NouToBOM pacchblikun». o ymonuaHuto yxke gobasneH cobcTBeHHbIN XypHan Kpuntollpo LieHTp
MoHuTOpuHra CryptoPro-DSS-HealthMonitor/Admin.

YT06bI 4,06aBWTb HOBbIN XYPHa MOHUTOPUHTA, HaXXMUTe «/l06aBUTb».

@ain  [efictene  Bug  Cnpaska

= nE

fd HealthMonitor

CcHoBHEIE HACTROAKK I Bef CryxBa I Hactpoiika noymosoit pacceinkm |

a EEMHHRPH TECTHPOEAHNA Hactpoitica CMC paCChlﬂK.Hl HacTpoiika MOHUTOPIHIE XKYPHANOE | MuueHsuA
D55
E D351 JKypHane! ANA MOHWTOPKMHIE WcknioueHWR
i, Dss2 CryptoPro-DSS-HealthMaritor/ Adrin

£4 kzemnnApel TecTos
*.,% Kongurypaumua TecTMposasna

Dofaeum MzmeHnTs

—

Mpw fobaBneHWN XypHana MOHUTOPWHTIA yKaxuTe TUn XypHana (1) (BbibepuTte 13 BbiNajatoLwero cnmcka), UCKarueHns (2) (koabl
cobbiTui, o kotopbix HE HYXKHO onoBgelaTtb) 1 Haxkmute kHonky «/1o6aButb» (3).

Tun *ypHana
l)KrpHan YTUINTEI MOHMTOPMHI @ Vl
HazsaHue *xypHana 1

|CryptoPro-DS5-HealthMonitor/ Admin |

WeknioueHua

—_ )
5

Onwcanwe cofibims
| l

3 Notasus

JlocTynHble TUMbl XyPHA0B MOHUTOPWHTa:
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XKypHan yTuanTbl MOHUTOPUHTa;

XKypHan Cepeuca Moanncn DSS;

XKypHan UeHTtpa VigeHTndmkauymm DSS;
XKypHan Beb6-nHtepdelica DSS;

XKypHan Cepsuca Ayauta DSS;

XKypHan myDSS;

XKypHan Cepsuca lNMposepku Moanucy;
XKypHan npunoxxenunii Windows (MpunoxeHue);
CucremHbii XxypHan Windows (Cuctema);
XKypran OCSP-cnyx6bi;

XypHan TSP-cnyx6bi;

MpounzBoNbHLINA XXypHan.

MpPOKV3BO/IbHbBIV XY PHa NO3BOSET HACTPOUTb CHUTbIBaHKE COBLITUI 13 IOOOTro XypHana cobbitnii Windows. B 3Tom ciyyae none

«Ha3BaHue >KypHania» CTaHOBUTCA AOCTYNMHbIM NPU AO6aBJ’IeHl/II/I, nero HEO6XOAI/IMO 3ano0JIHUTb BEPHbLIM Ha3BaHWEM XYypHana.

Twun xypHana
ll'bousmru-bﬁ KypHan 1 W I

HaseaHwe xypHana

WexnoueHna

( ich

Onmcanwe cofibims

YT00bl M3MEHUTbL UK YAAAUTb XXypHan MOHUTOPWHIa 13 CNcKa, BblAENNTE ero N HaXXMuTe «/I3MeHUTb» nm «yﬂ,a}'IVITb»
COOTBETCTBEHHO.
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Be6-cny>xba

Beb-cnyxxb6a MOHUTOpPUHTra NpesHa3HaveHa 418 0bMeHa faHHbIMK O TeCcTUpoBaHUn Mexay Cepsepom MoHWUTOpUHra U AreHTamu
MoHuTopuHra. HactponTb Beb-cny>6y Bo3amMoXKHO Ha ntob6om sk3emnnspe Kpuntollpo LleHTp MoHUTOpWHTa, 0fHaKO OCHOBHOM
BapuaHT MCMO/Ib30BaHWsA NoApa3yMeBaeT ee HacTPOMKY Ha AreHTax, KOTopble C ee MOMOLLbIO CMOTYT OTMNPAaBAATb MHGOPMaLMIO O
Tectax Ha CepBep MoHuTopuHra. Cepsep MoOHWUTOPWHIa Nosyyaet cBegeHuns oT Beb-cay>6bl mpu nomowwm Tecta coCToAHNSA

yAaneHHoro AreHta MoHUTOpuWHra.

MpumeuyaHue

[nsi KoppekTHOW paboTbl Beb-cny>6bl Cayxkb6e MOHUTOPUHFA HEO6XOAMMbI COOTBETCTBYOLLVE NMpaBa.

[ns BknroueHns Beb-cyxbbl B pasgene «KoHburypaums tectuposaHms» (1) nepenaute Ha Bkaagky «Beb-ciyxba» (2) n
BKJIHOUMNTE YeKBbOoKC «BktounTb Beb-cnyxby» (3). MNpn HEOBXOAMMOCTU CKOPPEKTUPYITE nose «Afpec ciyxbbl» (4) n HaxxMuTe

KHOMKy «CoxpaHnTb» (5).

= Kpwuntolpo HealthMonitor |- [ =[]

®ain  Jeiicteme  Bug  Cnpaexa

o X
'd Healtthmtor Hactpoika CMC pacceinim I HacTpofka MoHWTOpKMHNa XypHaNoe I MuueHsua |
4 H ;;emnnnpm TECTMPOBAHIA CcHoeHEIE HACTROMA G Cnyxia | HacTpoiika noutosoi pacceimic |
Dss
#, D331
% D52 BrnioudTe 826 cyxdy
£7 Demnnnpsi TecTos :3;". Agpec cryxGel http:/Aocalhost: 8080/ monitor/ l
i KoHMrypaLms TECTMpoBaHIS
“ ® 2 Cryx6a MOHWTOPMHN @ NPeaoCTABNAST CNEYIOWWE METOAE!
1 GET <Agpec cryxBbl>/<uMA siKsemnnapa Tecvposarvnax/GetLast Test Status -
gosspawaeT ko 200, ecn nocneaHWi pesyNETAT 3aMnycKa TECTOE YCNELHEIA .
Wraue 500.

[nA nonyyeHA pesyneTaToE TECTMPOBEHWA Ha NOKENEHOM MOHUTOPWHIE C
YAANEHHOrO MOHUTOPMHIE © BKMKUEHHO cryxGoit Heofxommo aofaBnTs TecT
yKasHHOR Be6 cryxBbl H3 NOKANEHOM MOHMTOTMHIE, YKa38E B aApECce MyCTh K
KoHeuHo Touke (Getlast TestStatus cnywGbl yAaNEHHOr0 MOHWTODMHIE.

Wamerero ConpaHnte

MpumeuvaHue

[Mocne n3meHeHwms HaCTpOeK Be6—cny>|<6b| HEO6XOAI/IMO COXPaHUTb USMEHEHUA MYTEM HaXXaTUA KHOMKN «COXpaHI/ITb» n

nepesanyctutb Cay>K6y MOHWUTOPVIHIa MW NepednTaTb KOHPUrypaLuto.
B3anmogericteure c Beb-cny>kboi ocylecTBaseTca nytem otnpaski K Heit GET-3anpoca Buga:
GET <Agzpec cnyx6bi>/<Vma sk3emnnapa TectposaHusa >/GetlLastTestStatus
Mpumep 3anpoca:
http://win-srv:8080/monitor/DSS/GetLastTestStatus
Bo3moXHbI fBa BapnaHTa oTBeTa Beb-Cny>KObl:
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http://win-srv:8080/monitor

e HTTP 200 (ycnex);
e HTTP 500 (owwbka).

Beb-cny>6a BepHet HTTP 200, ecim B npeablAyLLeM 3anycke TeCTOB Ha AreHTe, K KOTOPOMY ZienaeTcs 3anpoc, AN yKa3aHHOro
3K3eMnaApa TECTUPOBAHMWSA HE MPOM3OLLIO OLLINBOK.

Beb-cnyx6a BepHet HTTP 500, ecim B npeablAyLiLemM 3anycke TeCTOB Ha AreHTe, K KOTOPOMY JeflaeTcst 3anpoc, bbiav ownbku. B
JaHHbIN OTBET NMOMELLLArOTCS CBEAEHUS O pe3yibTaTax NoCaeHEro 3anycka TectupoBaHus B popmate JSSON (cm. Tabavua 8).

Ta6aunua 8 — OtBeT Be6-cy>k6bi

NONE ™n ONMUCAHUE

DetailedInformation List<string> Cnncok pe3ynbTaToB NMOCIEAHErO 3amnycka TecToB

Kpatkoe onvcaHue owmnbku. Jonycrumble 3HaUYeHUs:
ErrorMessage String * TectnpoBaHue 3k3emnaspa [VIMa ak3emnaapa] ele He NPOBOANAOCH;
* OZ\VH UM HECKO/IbKO TECTOB 3aBEPLLNINCG C OLLIMGKON.

Time String Bpems dopmatnposaHus gaHHoro coobuueHus B UTC.

Mpumep oTBeTa:

{"DetailedInformation":
["DSS -> TecToBas ayTeHTUdMKAUMA -> YyCMEWHO 3aBepwéH",
"DSS -> TecToBaAa MOAMUCbL -> yCMeWHO 3aBepwéH",
"DSS -> TecT kpuntonposaitfepos Cepsuca Moanucu DSS -> ycnewHo 3aBepwéH”,
"DSS -> lpoBepka cepTudpukatoB Beb uHTepdeiica DSS -> ycnewHo 3aBepwéH",
"DSS -> [MpoBepka cepTupukaToB cepsuca LN DSS -> 3aBepwéH c owunbkon",
"DSS -> [poBepka cepTuPuKaToB cepBUca noanucu DSS -> ycnewHo 3aBepwéH"],
"ErrorMessage":"DSS: OAMH WM HECKOJIbKO TeCTOB 3aBepwuiucb C ownwbkoW.",
"Time":"2019-01-29T710:18:04Z"}

Bo3moXHO Takxke NONYy4YUTb pe3ynbTat NodiegHero 3anycka Ana HeCKOJIbKUX 3K3eMMJIAPOB TECTUPOBAHUA. OtBer CoAepPXunT
CMNCOK CTPYKPYP, aHaN0rn4vHbIX Ta6n|/|u,e 8, ANA KaXKA0ro 13 3anpoLleHHbIX 3K3eMMNAAPOoB. Ecnm xots 6bl ANA O4AHOro 3K3emMnaspa B

pe3y/bTaTe NOCNeAEHEro 3anycka TecToB 6bln 0BHapyeHbl owmnbkuy, Cny>xba BepHET pesynbTat 500, nHaue 200.

B3anmogericteume ¢ Beb-cny>k60oi ocylecTBaseTcs nyTem oTnpasku K Heil GET-3anpoca ¢ pasgenvrtenem suja

HUXHee_noayépKkuBaHue @ HUXHee MnogyepKuBaHue :

GET <Agpec cnyx6bl>/aggregate/<VIms ak3emnaspa tectupoBaHusa 1>_@_</ma 3xk3emnispa TeCTUpoBaHus
2>/GetLastTestStatus

Mpumep 3anpoca:
http://win-srv:8080/monitor/aggregate/dss_@_nte/GetLastTestStatus

Mpumep oTBeTa:
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{
"DetailedInformation": [
"DSS -> TecToBas MOAMWUCb -> YCMEWHO 3aBepuwéH”,
"DSS -> TecT KOHe4HbIX To4ek DSS -> ycnewHo 3aBepuwéH”,
"DSS -> TecT cpoka peicTtBua CRL -> 3aBepwéH c ownbkon"
1,
"ErrorMessage": "DSS: OAMH WM HECKONIbKO TeCTOB 3aBepuuincb c ownbkow.",
"Time": "2020-06-09T10:16:35Z"
Ts
{
"DetailedInformation": [
"nte -> TecT cpoka pgeicTtBua CRL -> 3aBepwéH c ownbkon"
1
"ErrorMessage": "nte: OAWH WM HECKONbKO TEeCTOB 3aBepuuincb C ownbkow.",
"Time": "2020-06-09T10:15:52Z"
}

CepBep MOHUTOPWHra Tak)ke MOXET NoJyyaTb pe3y/ibTaTbl TECTMPOBaHWA oT AreHTa MOHUTOPUWHIa npu nomMoLuy Beb-cayxobbl.
st 3TOr0 Ucnonb3yetcs TecT COCTOAHMSA yaaneHHoro AreHta MOHUTOpPYHTa. YKaxuTe cieAyroLme HacTPoOMKM JaHHOrO TecTa:

e Appec cnyx6bi (1) — Agpec ciyx6bl 13 HacTpoek Beb-cyxbbl Ha AreHTe (Hanpumep, http://win-srv:8080/monitor)
e Nwmsa sak3emnasApa TectTupoBaHusa (2) — Vima Tectpyemoro sk3emnaspa Ha AreHte (Hanpumep, DSS).

o CoxpaHuTe HaCTPOMKM TecTa Npu NoMoLLM KHomky «CoxpaHuTb» (3).
Mpumep:

Tect cocTostma yaanéuHoro Arenta Monmtopuira
MsmeHetnA coxpaHeti

Onmcanue TecT sanpalwMBEaeT ¥ YKa3aHHOro areHTa MOHWTOPWHIE PESYNETaT
NoCheAHEro 3anycTa TECTOE. TecT SEBEpWSETCA YOMEIWHD, 8CNM NOCNEAHWA
SanycK BCeX TECTOB areHTa SaBeplunncA yenewHo. Ecnm HeoBxommo
TECTUPOEETE HECKOMEBKO 3K3EMMNADOE TECTWPOBEHWA MW SMEHTOE -
HEoBXDAMMO COSOATE HECKOMBIKO SKSEMNNAPOE TecTa.

Anpec sef-cryxfel SreqTa I http://win-srv: 8080 /monitor J
MOHWTOpMHTE
Wma sKzennApa TEC'MDOEEIHH;‘ D55 2 '

3
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