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Kpuntollpo LieHtp MoHuTtopumHra (*nix)

HacTosLmnin JOKYMEHT COAEPXKMT OMMCaHMe, a Tak>Ke PyKOBOZACTBO MO YCTaHOBKE M HAaCTPOMKe NPOrpaMMHOro KOMrieKca
«Kpunrollpo LleHTp MoHuTOpUHra».

MporpammHeIn komnaekc «Kpuntolpo LleHTp MoHuTopuHra» — petueHune knacca Network Performance Monitoring and
Diagnostics (NPMD), npegHa3HayeHHOe AN MOHUTOPWHra paboTocnocobHocTn UT-mHPpacTpyKTypbl CUCTEMbI 31€KTPOHHOM
MOAMUCA 1 YA0CTOBEPSAIOLLLErO LeHTpa, Bkatouatowen MK «Kpuntollpo Kntou», C3MM «Kpuntollpo DSS», MAK «Kpuntollpo YL»,
MAK «Cny>x6bl YLI» n NMAKM «Kpuntollpo HSM» 1 onepaTuBHOro yBesoMAeHWs aMUHNUCTPaTOPOB O BblBAEHHbIX COOAX,
owwmnbKax GyHKLMOHMPOBAHNA W MPOYMX HELUTATHBIX CUTYaLsX.

B aTom gokymeHTe:

Obuee onuncanue LieHTpa MoHWTOpUHra

JnueHsnposaHue LleHtpa MoHUTOpPUHra

MpuHUKMn paboTbl LieHTpa MoHUTOpUHra

XypHan cobbituin LleHTpa MoHuTOpUHra

CuncreMHble TpeboBaHMA 1 NpaBa J0CTyna

YcTaHOBKa, yzaneHve, pa3sepTbiBaHve n obHoBneHve LieHTpa MoHWTOpWHra
Pa3sepTbiBaHne LleHTpa MoHUTOpUHra

Hacrpolika LleHTpa MoHuUTOpWHTa
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https://cryptopro.ru/products/cpkey
https://www.cryptopro.ru/products/dss
https://cryptopro.ru/products/ca
https://cryptopro.ru/products/pki
https://cryptopro.ru/products/hsm/cryptopro-hsm

O6wee onucaHne Kpunrolpo LleHTp MoHutopuHra

MporpammHebIn komnnekc «Kpuntolpo LleHTp MoHuTopuHra» — peluenune knacca Network Performance Monitoring and
Diagnostics (NPMD), npegHa3sHayeHHoe A1 MOHUTOPWHIa paboTocnocobHocTn MT-nHGpacTpyKTypbl CUCTEMBI 31€KTPOHHOMN
MOAMMUCK 1 yA0CTOBEpPSAtOLLLEro LeHTpa, Bkatouatowen MK «Kpuntollpo Kntou», MAK «Kpuntolpo YL » Bepcun 2.0, MAK «Cay>6bi
YLI» (OCSP, TSP, SVS), MK «Kpuntolpo Apxus» n NMAKM «Kpuntollpo HSM» 1 onepaTBHOro yBeAoMAeHNs aMUHUCTPAaTOPOB O
BbIIBJIEHHbIX CO0AX, OWNOKax PYHKLMOHMPOBAHMA N MPOYMX HELUTaTHbIX CUTYyaLnaX.

Kaxxablli ak3emnaap nporpaMmmHoro kommnaekca «Kpuntollpo LieHTp MoHUTOpUHra» MoxeT npuHaanexaTb K O4HOMY M3 ABYyX

TUMNOB:
e CepBep MoHutopuHra «Kpuntollpo LeHTp MoHuTOprHra» (ganee — Cepeep MoHMTOpKWHTa)
e AreHtbl «KpunTollpo LleHTp MoHuTopuHra» (ganee — AreHtbl). B HacTosLee BpemMsA fOCTYMNHbI ciegyrome AreHTbl:

AreHt Kpuntollpo LeHTp MoHuTopuHra ana Kpuntollpo Knrou;

Arent Kpuntollpo LleHTp MonutopuHra ans Lentpa Ceptudpunkaumum YU,
AreHt Kpuntollpo LeHTp MoHuTOopuHra ana Lientpa Perncrpauum YL,
Arent Kpuntollpo LleHTp MonutopuHra s Kpunrtolpo TSP Server;
AreHT Kpuntollpo LeHTp MoHuTopuHra ans Kpuntolpo OCSP Server;
Arent Kpuntollpo LleHTp MoHutopuHra gaa Kpunrtolpo SVS;

0O 0O 0O O o o o

AreHt Kpuntollpo UeHTp MorutopunHra aaa Kpuntolpo Apxus.

Ha pucyHke HUXe npescTaBieHa cxema B3anmogencteus kommnoHeHToB MK «Kpuntollpo LleHTp MoHuTopuHra». Ans yaobcrea
npegacraeneHns Ha cxeme ana Cepsepa MOHWTOPWHIa BbigeneHa oTAesbHas paboyan cTaHLua, a AreHTbl pacnpegeneHbl no
cepBepaM B COOTBETCTBUM C pa3MeLLeHeM NporpaMmmMHo-anmnapaTHbIX KOMMAEKCOB, MOHUTOPUHT KOTOPbIX HEOBX0AMMO
ocywectBaaTb. OTAebHO Ha cxeme BbigeneH MNAKM Kpuntollpo HSM, AreHT ans KoToporo He Tpebyetcs, Tak Kak MOHUTOPUHT
Kpuntolpo HSM npowunssoauntca B pamkax moHutopuHra Kpuntollpo Katou. [laHHas KoHOUrypauma He ABAAeTCa e4MHCTBEHHBIM
BapvaHTOM pa3merteHuns komnoHeHToB MK «Kpuntollpo LleHTp MoHUTOpUHra» n MoXeT 6bITb M3MEeHeHa B COOTBETCTBUN C

Tpe6OBaHI/IF|MI/I K McnekTnpyemMbiM NporpaMmMHO-annapaTHbIM KOMMaeKcam.
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Kpuntolpo Apxus o O
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Kaxpabiii aksemnasp Kpuntolpo LleHTp MoHUTOpWHra, BHE 3aBUCMMOCTM OT TOro, AiBaseTcs im oH CepeepoM MOHUTOPWHIa nan
OfHVM 13 AreHTOB, UMeeT OZMHaKOBbIV MPUHLMM PaboTbl, CUCTEMHbIE TPebOoBaHMA U NOPAJOK HAaCTPOMKM COrNacHO HacTosALeMy
[OKYMEHTY.

NMpnmeyaHne

OcCHOBHbIM pa3anumnem sk3emnaapos (Cepsepa n AreHtos) Kpuntollpo LieHTp MoHWTOpWHra ABAAETCA AULLEH3MS,
onpeAensatoLLan pob 3K3eMnafpa B NPOrpaMMHOM KOMIeKce.

JinyensnposaHue Kpuntollpo LleHTp MoHuTOpUHra
CepsBep MoHuTOpUHTa
Cepsep MoHutopuHra "Kpuntollpo LleHTp MoHWUTOpWHra" BIMOAHAET CleayroLine 3ajaun:

® MOHWUTOPUHT CEPBEPOB C MOMOLLbIO YAaNeHHbIX TECTOB;

e |leHTpannzoBaHHbIV cOop nHGopMaL M 0b yaaneHHbIX TeCTax U MPOBepKax, BbiNoaHAeMblx AreHTamu «Kpuntollpo LleHTp
MoHuTOpUHra»,

e Paccblika MOYTOBbLIX YBEAOMIEHNI 06 OWMBKaX 1 NPeaynpPexXAeHNsX;

e [lepesava MHTErpMpyembiM CUCTEMaM Pe3yNbTaToOB YAaNeHHbIX MPOBEPOK W NPOBEPOK, BbINMOAHAEMbIX AreHTamu;

e VIHTerpauus c 6anaHCMPOBLLMKAMU ANt ONPEAENEHNS LOCTYNMHOCTY O6BbEKTOB MOHUTOPWHTA MO pe3y/ibTaTaM TECTOB.

MoM1MO nepeyncieHHoro HeobxoaMMo oTMeTUTb, UTo Cepeep MoHWUTOPKHIa 061a4aeT BO3MOXHOCTbHO BbIMONHATH JIOKa/IbHble

TecTbl (B Clyyae, ecm Kakme-nmbo 06bekTbl MOHUTOPUHIa PacrnooXeHbl BMECTE C HUM Ha OAHOM paboyei cTaHLmm).
Cnivcok goctynHbix TectoB Ans CepBepa MoHUTOpWHIa onpegensietcs nvLensnein Ha Kpuntollpo LleHTp MorvTOpurHra.

ATeHTbl

AreHTbl, dyHKLmoHMpytowme B coctaee MK «Kpuntollpo LleHTp MoHWUTOpWHra», BEINOAHAIOT CAefyoLLne 3ajaun:

® MOHUWTOPVIHT CEPBEPOB C MOMOLLbO JIOKa/bHbIX W YA aNEHHbIX TECTOB B paMKaXx AeACTBYOLLEN VL EeH3NY;

® Paccblika NOYTOBbIX YBEAOMAEHUI 1 06 oWMbBKax 1 NpesynpexaeHunsx.

Cnincok AOCTYMNHbIX TECTOB ANA AreHTa onpeaenaerca COOTBeTCTByI-OLLI,eI;I J'IVILI.eHBVIeVI.
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NTnuyensuposBaHue LleHtpa MoHuTOpuHra

NMpnmeyaHune

B gaHHOM pa3gene onvcaHbl TUMbl avLeH3ni ans Kpuntollpo LieHtp MoHuTopuHra B OC *nix, MX 0CO6eHHOCTU 1 BAUAHWE Ha
paboTy nporpammHoro komnaekca. MNpoLesypa BBOAA NMLEH3MN OMNWCaHa B pa3gene Beog nuueHsum.

Tvin avuen3un Kpuntolpo LleHTp MoHuTOopuHra onpeaenser 4oCTynHOCTb paboTbl € 3K3eMMIspaMm TeCTUPOBaHMWS Y
3K3emnaapamu Tectos. Ecam avLeH3nsa He BBeAeHa UM UCTeKA, CTAaHOBUTCA HEAOCTYMHbIM CO3JaHMe HOBbIX 3K3eMMaApOB
TECTUPOBaHWS, HaCcTPOMKa TeCTOB U TecTupoBaHue. CyLLLeCTBYHOT ciesytoLme TUnbl auueHsunii Ha Kpuntolpo LieHTp
MoHuTOopwUHra:

JinueHsna no ymonuaHuto. [laHHas AMLEH3MA He UMeeT OorpaHyeHns B paboTe C aK3eMnispaMm TeCTUPOBaHWA 1
3K3emMnaspamMmn TecToB. AKTUBMPYETCA aBTOMaTMyeckn npum yctaHoske Kpuntollpo LieHTp MoHuTopuHra v gelictByeT 3 Mecsua ¢
MOMEHTa yCTaHOBKW. MNocne BBOAa NnLLeH3MM Ntoboro gpyroro Tvna JIMueH3una no yMoayaHuto oTkatoyaetcs. Nocne yaaneHms
BCEX JIMLLEH3UI NF06Oro TMna JIMLLEH3Us MO YMOIYaHWIO BO3BPaLLLaeTcs.

MpumeyaHue

Cpok aencreums JIMLEH3UM MO YMOIYaHMIO OTCUUTHIBAETCA C MOMEHTA CO3AaHMA 3K3eMMNsipPa CEpBUCa M HE MPUOCTaHaBABAETCS
Npw BBOAE APYrov MNLeH3uW. VIHbIMX CnoBaMu, ECIV UCMOIb30BaThb APYrne INLLEH3UM 3 MecaLa, @ MOTOM BEPHYTbCA K JINLeH3um
MO YMOJYaHWIO, OHa OKaXETCA UCTEKLLEN.

JInueHsuna Ha npaso ncnoabsoBaHuna MNK «Kpunrtolpo LleHtp MoHuTOpnHra» Ha ogHoM cepBepe. [laHHaa AnueH3na He
MMeeT orpaHnyeHnin Ha paboTy € 3K3eMnAspaMu TECTUPOBaHMUSA 1 3K3EMMISPaMM TECTOB. B inLLeH3MN ABHO NponmcaH cpok
OKOHYaHWA genctems. Mpu BBoAe 3ameHsAeT JINLEH3MIO MO YMOAYaHUIO.

JlnueH3una Ha npaBo ncnoabsoBaHnA «AreHT Kpuntolpo LieHTp MoHuTOpUHra». [laHHas AvLeH3MA MeeT OrpaHnYeHmns
Ha paboTy C 3K3eMnaspamMu TECTUPOBaHMA 1 3K3eMnaapamm TecToB. [pu BBoze 3aMeHseT JIMLLEH3MIO MO YMOYaHMIO.

OAHOBpeMEHHO Ha O 4HOM cepBepe MOXXeT 6bITb BBeAEeHO HECKOJIbKO nmu,eH3an Ha npaBo MNCNoONb30BaHUA pa3j1l/l\-IHbIX AreHTOB.
BHuMaHuMe!
[ns paboTbl HEKOTOPbIX TECTOB MOTYT NMOTPEOOBATHLCA AOMOJHUTE/bHbIE JINLLEH3UM:

e Kpuntollpo TSP Client n Kpuntollpo OCSP Client n3 cocraBa Cnyx6 YL, 2.0;
e Kpuntollpo CSP 5.0.

B Tabawnue 1 ykasaHbl JOCTYMHble A5 KaXKA0M JIMLLEH3UM 3K3eMAAPbl TECTUPOBAHMWA U TECTbI.
HacTpoiika 3k3eMnaAsApoB TeCTMpoBaHUs
HacTpoiika TectoB

Ta6auua 1 — CootBetcTBue nuueHsuin Kpuntolpo LleHTp MoHUTOpUHra 1 A0CTYNHbIX 3K3eMN/ISPOB TECTOB

AOCTYMHbIE 3K3EMNAPDI

BUJA NNLLEH3UN TECTUPOBAHMA AOCTYMHbBIE 9K3EMMAAPbI TECTOB
Mo ymonyaHwuto Bce Bce
Kpunrollpo LleHtp MonuTopuHra Bce Bce
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BUJA NULLEH3UN

AreHT Kpuntollpo LUeHTp MoHuTopuHra ans
Kpuntollpo Karou

AreHT Kpuntollpo LeHTp MoHuTopuHra ana LleHTpa
Ceptudukaumm YL,
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AOCTYNMHbIE 3K3EMNAPDbI
TECTUPOBAHUA

HetununsunposaHHbIi
aK3emnaap,
Kpuntollpo Katoy,
Kpuntolpo HSM

HetununsunposaHHbI
aK3emnaap,
Kpuntolpo HSM

AOCTYMHbIE 9K3EMMNNAPbI TECTOB

TectoBas nognucb

Tect kpunTonposarigepos Cepauca Mognucn
Kpuntollpo Knrou

Tect goctynHocTn obpaboTunka YL,
3arpy3ka xypHanos HSM

TecT yka3aHHOro KpunTonpoBsavizepa

TecT ykasaHHoro ceptudumkara

TecT yka3aHHON 6a3bl faHHbIX

TecT fOCTYMHOCTU YKa3aHHOW Be6-C1y>KObI
Tect cpokos gelictms CRL

[MonyueHve xypHanos AreHta MoHUTOpWHra

Tect cocToaHWA yaaneHHoro AreHta
MoHuTOopuHra

Tect anueH3nn HSM

Tect coctoaHna HSM
TecT ykasaHHOro ckpunTa
Tect TSP-cy>x6bl

Tect OCSP-cyx6bl

Tect cpokos gelictms CRL

TecT ykasaHHOro kpunTonpoBaigepa

TecT yka3aHHOro cepTudumKaTa

TecT ykasaHHON 6a3bl AaHHbIX

TecT fOCTYMHOCTU YKa3aHHOW Be6-C1y>KObI
MonyyeHwne >xxypHanos AreHta MoHWUTOpUHra

TecT cocToaHnA yaaneHHoro AreHTa
MoHwuTOpUHra

Tect anueH3nn HSM
Tect coctoaHna HSM
TecT ykaszaHHOro ckpunTa
3arpy3ka xypHanos HSM

TecT cocTosHUs ovepeam nats-streaming-server
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BUJA NULLEH3UN

Arent Kpuntollpo Uentp MonutopuHra ana LieHtpa
Perncrpauunn YL

AreHt Kpuntollpo UeHtp MonutopuHra gaa OCSP
Server

AreHTt Kpuntollpo Llentp MoruTtopwuHra ans TSP
Server
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AOCTYNMHbIE 3K3EMNAPDI
TECTUPOBAHUA

HeTvnusnpoBaHHbIi
3K3eMnaap

HeTvnuanpoBaHHbIii
3K3emMnasap

HeTvnuanpoBaHHbIi
3K3emnsap

AOCTYMHbIE 9K3EMNNAPbI TECTOB

Tect cpokos gelictms CRL

TecT ykasaHHOro kpunTonpoBagepa

TecT yka3aHHOro cepTuduKaTa

TecT ykasaHHON 6a3bl faHHbIX

TecT fOCTYMHOCTUN YKa3aHHOW Be6-C1y>KObI
MonyyeHwne >xxypHanos AreHta MoHWUTOpUHra

TecT cocToaHnA yaaneHHoro AreHTa
MoHwuTOpUHra

TecT ykaszaHHOro ckpunrta

TecT cocTosHUs ouepeam nats-streaming-server

Tect cpokoB gelictBms CRL

Tect ykasaHHoro ceptudukara

TecT ykasaHHOro kpunTonpoBagepa

TecT ykasaHHON 6a3bl faHHbIX

TecT fOCTYMHOCTU YKa3aHHOW Be6-C1y>KObI
MonyyeHune >xxypHanos AreHta MoHWUTOpUHra

TecT coctoaHMA yaaneHHoro AreHta
MoHuTopuHra

TecT ykasaHHOro ckpunrta
Tect OCSP-cnyx6bl

TecT cvHXpOHM3aLmMy BpeMeHn cnyx6 TSP n OCSP

Tect ykaszaHHoro ceptudukara

TecT yka3aHHOro KpunTonpoBaiizepa

Tect yka3aHHOW 6a3bl AaHHbIX

TecT AOCTYMHOCTW yKa3aHHON Be6-Cy>KObl
[MonyueHve xypHanos AreHTa MOHUTOpPUHra

TecT cocToAHWA yaaneHHoro AreHta
MoHuTOopuHra

Tect ykasaHHoOro ckpwunra

Tect TSP-cy>6bl
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BUJA NULLEH3UKN

AreHT Kpuntollpo LeHTp MoHuTopuHra gna SVS

AreHt Kpuntollpo LeHTp MoHuTopuHra ansa
Kpuntollpo Apxus
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AOCTYNMHbIE 3K3EMNAPDbI
TECTUPOBAHUA

HeTvnusnpoBaHHbIi
3K3eMnaap

HeTvnuanpoBaHHbIi
3K3emnisap

AOCTYMHbIE 9K3EMMNNAPbI TECTOB

TecT yka3aHHOro cepTudumKaTa

TecT ykasaHHOro kpunTonpoBaigepa

TecT ykasaHHOW 6a3bl faHHbIX

TecT fOCTYMHOCTU YKa3aHHOW Be6-C1y>KObI
MonyyeHwne >xxypHanos AreHta MoOHWUTOpUHra

TecT cocToaHnA yaaneHHoro AreHTa
MoHwuTOpUHra

TecT ykaszaHHOro ckpunrta
TecT cocTosHMA ovepeAn nats-streaming-server

Tect OCSP-cyx6bl

TecT NOBTOPHOrO yCOBEPLUEHCTBOBaHWA MOAMUCH
Kpuntollpo Apxus

Tect cratyca koHTeiHepa KpunTollpo Apxvs
Tect coctosiHua Elasticsearch

Tect coctosHua ManticoreSearch

Tect coctosHua RabbitMQ
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Hacrpouka nvueHsum

BHuMaHme!

Kpuntollpo LleHTp MoHUTOpWHTa He MoAAep>KMBAET AULLEH3MN, NMPYOBPETEHHbIE 415 APYrOi onepaLMoHHON cnuctemMsl. B cryyae
€C/IN INLLEH3MA He MOAXOAUT WAV NMpeKpaTunaa CBOe AeNCTBMe Mo NPUYMHE HECOBMAAEHNA OnepaLMoHHON CUCTEMbI, HEOBXOAMMO
NproBbpPecTn NNLLEH3MIO Ha O6HOB/IEHME COOTBETCTBYOLLMX AreHTOB 1 CepBepa MOHUTOPWHTa.

Mo ymonyaHwuto nocne ycraHosku Kpuntollpo LieHTp MoHUTOpPUWHIa akTUBMpPYETCA AEMOHCTPaLMOHHas INLeH3ns Ha 3 MecaLa.
OHa nogpa3symeBaeT BO3MOXHOCTb NCMO/Ib30BaHWs BCEX TECTOB, KOTOPbIE BXOAAT B OMpPeAeeHHbI KOMMAEeKT noctaBku. o
NCTEYEHMIN CpOKa AENCTBUS EMOHCTPALLMOHHON nLeH3un Ha CepBepe MoOHUTOPUHTa 1 Ha AreHTax TpebyeTcs BBeCTM
COOTBETCTBYHOLLME NINLLEH3VOHHbIE KU,

BBog smueH3nm ogmHakoB Kak Ans Cepsepa MoHWUTOPWHra, Tak v Ans ato6oro 13 AreHToB MoHUTOpUWHra. s BBOAA ANLLEH3UM
nepeigunte B Beb-nHTepdelic Kpyntolpo LleHTp MoHuTopuHra. HaxkmuTe Ha KHOMKY C MUKTOrPaMMOM LeCTEPEeHKN A/is mepexosa

K pa3zeny obLmx HacTpoek. Boibepute BkaagKy «JluueHsnm». [1ns n06aBAeHNs HOBOW IMLLEH3UM HaXKMUTe KHOMKY «/106aBUTb>.

.
KPUMTOMNPO Health Monitor 3K3EMIAPbI TECTMPOBAHWA 3K3EMMNNAPBI TECTOB
N

OcHoBHOe + JOOBABWTb % 3

MovToBana pacceinka I

no 28.01.2025
MOHUTOPUHI XypHanos oEEER e SR e
NrueHanm 2
Kondurypauwna cnyméol
O [¥] COXPAHMTbL

BBesuTe AMLLEH3WOHHbIN KU B MOSBMBLLIEMCSH OKHE 1 HaxkmMuTe KHorky "lMoateepanTs”.
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[JobaBUTb NMULIEH3UIO

OTMEHA NOOTBEPONTL

O6sa3aTenbHO coxpaHuTe KOHCI)I/IpraLI'I/I}O nyTeM Ha>katunsa KHOMKK <<COXpaHI/1Tb» B MPaBOM HWMXXHEM YTy 3KpaHa.
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MpvHuun pabortbl LileHTpa MoHuTOopuHra

Kaxabiti akzemnasp Kpunrtolpo LieHTp MOHUTOpUHIa BHE 3aBUCMMOCTU OT TOTFO, CEPBEP 3TO WU areHT, COCTOUT 13 Tpex

KOMMOHEHTOB!

e Be6-uHtepderic Kpmuntollpo HealthMonitor;
o ®aiin KoHdpurypauuy;
e Cnyxb6a Kpuntollpo HealthMonitor.

3TN KOMMOHEHTbI CBA3aHbI MeXAyY CObOW cnesyoL M obpasom:

dann
KOHpUrypaumm
b @ &
Cny>x6a Be6-uHTepdeic
Health Monitor LUeHTpa MOHWUTOpPKHra

M3 npeacTaBneHHOM cxembl ciedyeT, uTo Beb-uHTepdeic sBHO He B3aumogeicteyeT co Cny>kboin. Beb-nHtepdenic MoxeT ToNbKO
3anncbiBaTh M3MeHeHus koHoburypauum B ®ainn KoHdurypauun. Mocne Toro, kak ®ann KoHdurypawmm 6bin nepesanmcax,

TpebyeTtcs nepesanyck Cay>x6bl, 4TOBbI OHa UCMO/b30Basa B MOCAEAYHOLLEM TECTUPOBaHUM HOBYHO Bepcuto Paiina KoHourypauum.

lNMpumeyaHne

Mocne BHeceHNs n3MeHeHW BHYTpW Beb-nHTepdeiica HeobxoAnMo

nepesanyctutb Caydk6y, UTOObl BHECEHHbIE M3MEHEHWNS OTPA3UANCh Ha MOCIEAYHOLLEM TECTUPOBAHUN.
Beb-nHrtepdeic

Beb-mHTepderic Kpuntollpo LieHTp MoHUTOpMHra no3soseT ynpasasTb Npv noMoLLm rpaduryeckoro nHtepderica cnyxxbom
cprohm-hmfe , B CBOKO Ouepesb YNpaBastoLLyto HaCTPOMKaMM TECTOB 1 3K3EMMIAPOB TECTUPOBAHMS, @ Tak>Ke O6LL UMY

HacTporikamu CepBepa/AreHTa MoHUTOpUHra.

MpumeuvaHue
Mo ymonyaHuto nocie yctaHoBkin Beb-nHtepdelic byaer goctymneH no agpecy http://localhost:53001/#/app .

Mocne ycTraHoBKM U pa3BepTbiBaHUs LleHTpa MoHUTOpUHra Beb6-uHTepdenc A0CTyneH no caeaytoLlemMy agpecy:
http://localhost:53001/#/app . OcHOBHOe OKHO Beb-nHTepdelica cOCTOUT 13 CaeayoLwmnx 3/1eMeHTOB:

® DK3eMMaApbl TECTVPOBaHNA — 34eCb HaCTPanBaroTCA 3K3eMMNAAPbI CUCTEM, TECTUPOBaHME KOTOPbIX MPOW3BOANTCA MPK
nomotmn Kpmntollpo LleHTp MoHuTopuHra.

® SK3eMMApbl TECTOB — 3/,eCb HAXOAATCA TECTbI, CO3AaHHbIE W3 LLab/JIOHOB TECTOB M HACTPOEHHbBIE MOZ 3K3eMMAAPbI
TeCTUpPOBaHWA.

e OO6LLMe HaCcTPONKN (MMKTOrpamMmma LLecTepeHKN) — 34ech pacrnonaratoTcs obume Hactponkn Kpuntolpo LieHTp
MoHuTopuHra.
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PO Health Monitor SK3EMMNNAPLI TECTUPOBAHWA SK3EMIMNAPBI TECTOB

+

KpvnTolpo Kniou {@} C|:l M
& HeTUnM3npoBaHHbIM 3K3eMnNap ] PUNTOMPo KNiou
TecT BbIKNIOHEH
& KpunTtolpo Kniou
D MHaMBMAOYanbHbIM NepUod TeCTUPOBaHUA
|:| OCTaHOBWTb TECTHMPOBaHME Ha NepPBOW OLLMGKe
Cnncok TecTtoB + [OBABWTb
Cnucok TecToB nycTt
O [¥] COXPAHMTB
Kpuntolpo HealthMonitor 1.0.722--prerelease+27328227ba5ec5cdfba 35

Mpw paboTe ¢ Beb-nHTepdeinicom HeobxoanMo obpallatb BHMMaHWe, 4To npu BHeceHun JTIKOBbIX nameHeHwuit Ha Beb-nHtepderice
TpebyeTcs BbINONHATL CIeAYHOLLME AeACTBUS:

® COXPaHATb BHECEHHblIE U3MEHEHUA NYTEM HaXXaTna KHOMKN «COXpaHI/ITb». be3 sToro B HEKOTOPbIX CiyHaaX HEBO3MOXXHO

6yseT NPOAOCIXKNUTL HAacTPONKy. KHomka «CoXpaHWTb» NMPUCYTCTBYET B KaXKAOM OKHE C HaCTPOMKaMu TECTOB U 3K3eMMAAPOB
TecTUpoBaHMs.

® nepesanyckatb cyx6y MoHUTOpUHra cprohm-hmsrv . be3 3Toro B HEKOTOPbIX ClyUYasx HEBO3MOXHO BYZeT MPOAOIKUTb
HaCTpOMKY.

®aiin koHbuUrypaumm

®ainnbl kKoHPUrypauum Kpmuntollpo LieHTp MoHuTopurHra cogepykat HacTporiku Cayx6bl 1 Beb-uHtepdeiica n pasmeLLeHbl B
CNesyroLnX ANPEKTOPUSX:

® /etc/opt/cprohm/hmsrv - koHpUrypauma Cay>x6sel MOHUTOPUHTa;
® /etc/opt/cprohm/hmfe - kKoHPUrypauma Beb-ciyx6bl Beb-nHTepdeiica.

3zeck 1 panee GainomM koHdUrypaLmm OyAeT HasbiBaTbCs MMEHHO dalin, cosepykallmin cBefeHns 06 3K3eMnaspax TeCToB,
3K3eMnAApax TeCTUPOBaHNA U nLeH3un LleHTpa MoHWTOpWHra, — MonitoringConfig.json.

NMpnmeyaHune

®aiinbl KoHdurypaLmm co3garotca U M3MEHAIOTCA B aBTOMaTUYECKOM pexkuMe (Mpu BHECEHUM M3MEHEHMI Yepe3 Beb-
NHTEPbENC) 1 He MOANEXAT PesakTUPOBAHMIO BPYUHY!HO.

V13meHeHws, BHeceHHble agMuHucTpatopoMm Kpuntollpo LieHTp MoHutopuHra B Be6-uHTepdeiice, 3anucoiBatotcs B Gaiin
Kondurypauun. ®ainnsl KoHdurypaumm ncnonbsyrotca npu pabote Cnyxkboin Kpuntollpo HealthMonitor.

NpumeyaHue

®aiin KoHdurypaL v nepesanmncbiBaeTcs Npy COXPaHEHUM U3MEHEHWI, BHECEHHbIX B HAaCTPOIKM NMpw paboTe ¢ Beb-

nHTepdencom. Mpu 3tom Cyxba MOHUTOPMHIA MPOAO/XKAET paboTaTb € Bepcuelt daina, akTyasbHON Ha MOMEHT ee 3arnycka.
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[ns paboTbl C HOBOW Bepcueit daliia HeObXOAMMO NepeynTaTb KOHGUrypaL Mo v nepesanyctutb Cayxby.

B cnyuae BHECEHWSI U3MEHEHWI B HACTPOVKM Beb-nHTepderica (BbINONHEHE KOMaHA/IETOB HAaCTPOKM) HEOBXOANMO Tak>Ke
nepe3anyctutb cay>6y Beb-nHtepdenca.

Cnyxba

Cny>c6a moHuTopuHra «Kpuntollpo HealthMonitor» pa3 B 3agaHHbIN Nepuog, BoINMOAHAET 3amnycK TeCTOB coriacHo ceoemy daiiny
KoHdurypauwnm. Cayxcba pabotaet ¢ Bepcven Paiina KoHdurypauum, akTyasbHOM Ha MOMEHT 3arycka.

MpumeuvaHue

Mocne Toro, kak ®ann Kondurypaumm 6611 nepesanmncaH, Tpebyetca nepesanyck Cay>c6bl AU nepeunTatb KOHPUrypaLuio,
4YTOObI OHa MCMONb30Baa B Ja/lbHeNLeM TeCTMPOBaHNM HOBYtO Bepcuto Parina KoHdurypaumn.

CoobueHna o pabote Cnyx6bbl «<Kpuntollpo Health Monitor» 3anuceiBatoTca B aBTOMaTnyeckn co3gaBaeMblvi npu ycraHoske MK
XypHan cobbITUN.

YnpasneHune Cnyx6oi

Mocne Toro, kak Paiin KoHburypauum 6bin nepesanucaH, Tpebyetcsa nepesanyck Cayxo6el. Jas nepesanycka cny>6bl Kpuntollpo
Health Monitor ncnonb3yercs cregyrowas komaHaa:

sudo systemctl restart cprohm-hmsrv.service

3aI'IyCK C]'Iy)K6bI nan ee 0OCTaHOBKa NPOU3BOAATCA CieAy WM KOMaHAaMn.

# 3anyck cayxobl
sudo systemctl start --now cprohm-hmsrv.service
sudo systemctl start --now cprohm-hmfe.service

# OcTaHoBKa CAyX6bl
systemctl stop cprohm-hmsrv.service
systemctl stop cprohm-hmfe.service
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XypHan cobbituin Kpuntolpo LileHtp MoHutopuHra

CoobLeHus o pabote Cnyx6 Kpuntolpo LleHTp MoHUTOpWHra 3anmcbiBatoTCA B aBTOMaTUYeCKM Co3/,aBaemMble Npu ycTaHoBKe
XKy pPHasbl COBBITMIA:

e /var/log/cprohm/hmsrv/cprohm-hmsrv*.log (/var/log/cprohm/hmsrv/cprohm-hmsrv*.clef) - Cny>x6a MOHUTOPUHra;

e /var/log/cprohm/hmfe/cprohm-hmfe*.log (/var/log/cprohm/hmfe/cprohm-hmfe*.clef) - Cny>xba Beb-mHTepodelica.
HoBeble daiinbl XXypHana co34aroTcs B KaXAbl BbIOpaHHbI MHTEpBa TECTUPOBAHWSA U 3@ KaXAble CyTKU.

MoapobHee O HaCTPOKe MOHUTOPWHTA XYPHaN0B — B pasgesne MOHUTOPYHT XKy pHasIOoB.

MNMopaeprxmBaembie TUNbI N popMaTbl XKYPHaNoB cobbITUA

B Kpuntollpo LleHTp MoHuTOpuHra peannsoBaHa 3anunce cobbiThin B Gain npu nomolun 6ubavotekm Serilog. Ana darina xxypHana

Cny>x6bl MOHUTOPWHIa NOAAEPXKMBAETCA POTALLMA, @ TakyKe aBTOMaTMYeckoe yAaneHve ctapbix Galiios.

Hacrpoiika >XypHaimpoBaHMA 1 poTaLmm XKypHa/ioB MOHUTOPUHIa

HacTpolika >ypHaa0B MOHUTOPWHIA NPOW3BOAMNTCA MpU NomoLLy komaHaneta PowerShell Set-HmLoggingProperties.

Hactpolika BanseT 1 Ha >XXypHan Cny>6bl MOHUTOPWHTa, 1 Ha XXypHan Beb-nHTepdelica o4HOBpEMEHHO.

HA3BAHUVE CBOMCTBA OMUCAHME
LoglLevel YpoBeHb I0rMpoBaHnA Mo yMOAYAHMIO.
OutputTemplate LLlabnoH coobLueHus. MapameTpbl 1 BUA LWabaoHa MO YMOAYAHMIO OMMCaHbl HUXKE.

3ajaeT YacToTbl CO3aHVA HOBOTO aiina >XypHana. [locTynHbI 3HaueHVs:

RollingInterval . R
Minute, Hour,Day,Month, Year, Infinite. Mo ymonuaHuto nmeet 3HaveHne Day .

MakcManbHbIV pa3mep daiina >xypHana B 6aiitax, Npv 4OCTUXKEHWUWN 3a,aHHOTO pa3mMepa byaeT
FileSizeLimitBytes co3iaH HoBbI daiin. [ns HeorpaHUMYeHHOro pocta HeobxoanMo ykasatb 0. Mo ymonuaHuo nmeet
3HayeHne TMB.

MakcrMasibHOe KONMUYECTBO $aiiioB XypPHaIOB, MPU AOCTUXKEHUN 3TOMO 3HaUYeHUs cTapble Gpaibl
6yAyT yaanatbca. [Ina OTKOUEHUS yaaneHns Heobxoanmo ykasatb 0.

RetainedFileCountLimit

Vcnonb3yetcs i acMHXpoHHas 3anuch B daiis. [JaHHbIN pexmm yCKopseT Npov3BOANUTENbHOCTb, HO

IsAsync

CHMKaEeT HaZeXHOCTb. 1o ymonuanuto false.

Pa3smep ouepesn Ans acMHXpPOHHOM 3anucn. OnpesensaeTca OnbITHLIM MyTeM, MO YMOAYaHNIO UMeeT

. 3HaueHve 10000. CanwkoM 6onblume 3HaYeHNs yBennyaT 06beM 3aHATOW NaMATUA U CHU3AT

AsyncBufferSize

HaZleXXHOCTb 13-3a pricka NOTepATb BCe COAEPXKMMOe oYepean B pesynbTate cbos, CIMWKOM

MaJieHbKMe 3HaYeHNA HYBENMPYHOT NPENMYLLLECTBO aCMHXPOHHOM 3anmncu.

Onpegenser pexumM paboTbl aCVHXPOHHOW 3amnMcn NMpu NMPEBbILLEHWI pa3Mepa oYepesm,
AsyncBlockWhenFull 610K1pPOBaHMe 3amnMCcu HOBbIX COBBITUI MW UTHOPKUPOBaHMWe (OT6PacbiBaHNE He MOMELLLaOLLMXCS

coobLeHnii ¢ nx notepeit. Mo ymonyannio false.
FlushToDiskIntervalSeconds WHTepBsan 3anucn B dpaiin Ha guck. Mo yMoauaHuto 2 cekyHZbl.

MocTpoeHVe TeKCTOBOK 3anuceit XypHana B yA406HO YnTaeMom popmate € y4eTOM NMoACTaHOBOYHbIX
UseRenderedClef napametpos. [1o ymonyaHmto false. PekomeHayeTtca ncnonb3osaTtbh Npu BKAHOUEHUN

CTPYKTYPUPOBaHHOTO XypHannposaHus (napametp UseStructuredlLogging).
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https://serilog.net/
https://learn.microsoft.com/en-us/dotnet/api/system.diagnostics.tracing.eventlevel?view=net-8.0

HA3BAHME CBOMCTBA OMUCAHUE

UseStructuredLogging BkatoueHme CTpyKTyprpoBaHHOMO XypHannposaHus. 1o ymonyanuio false.

EnableDebuglogging MapameTp 3ape3epBrpoBaH A5 Ja/bHENLLEro UCNo/b30BaHWA.

MoaaepXxvBaroTca cieayroLLne BUAbl XyPHaANPOBaHNA:

® TeKCTOBOe (MCMOob3yeTCs MO YMOAYAHUIO);
® CTPYKTypupoBaHHOe XypHannposaHue (JSON).

TekcToBOE XypHa/inpoBaHue

Pexxnm >kypHannpoBaHus NCMOob3yeTCs MO yMOAYaHMIO. XKypHabl COBbITUA MMeLOT pacLumperme *.log. LLiabioH

dopmMaTMpOBaHUA MO YMOAYAHWIO UMEET CeAYIOLLNI BUA.

NpumeuaHue

B cnyyae ncnonb3oBaHWs JaHHOTO cnocoba >KypHaaMpoBaHua (Mo yMOAYaHMo) HEOBXOAMMO NPV HaCTPOWMKe MOHUTOPUHTa

YKYPHaNOoB BbIbMpaTh TUM XXypHana CryptoPro.MonitoringTool.SerilogParser.LogReader.

[{Level:u3}] {EventId}: {Timestamp:o } | {RequestId,22} | {Message:1j} | {Properties:j} |{NewLine}{Exception}
<|

KoMnoHeHTb! WwabnoHa (B ciyyae eciv KOMMOHEHT OTCYTCTBYET, OH ByAeT NpeacTaBasTb cCOboW nycToe 3HaveHne | | :

e {Level:u3} - ypOBeHb NOrMpOBaHVA B BUAE TPeXOYKBEHHOTO COKpaLLleHWs B BepxHeM pernuctpe: DBG, INF, WRN, ERR, CRT.

e {EventId} - MAeHTMPUKATOP COOLITUA MOHUTOPWHTA.

® {Timestamp:o} - MeTKa BpeMeHu B popmaTe YYYY-MM-DDThh:mm:ss.fffffffzzz (ISO 8601).

e {RequestId,22} - yHWKanbHbIA ngeHTUdMKaTop 3anpoca. MNpescraBaset n3 cebs 22 cumeona B Gopmate
ConnectionId:RequestNumber, rae ConnectionId - 370 uaeHTudukatop HTTP coeanHeHus, a RequestNumber - HOMep
HTTP 3anpoca, noayyeHHOro no aHHoMy COeMHEHNIO.

® {Message:1j} - TEKCT COOBLLEHMS.

e {Propertie:j} - AONOAHUTE/bHbIE CBONCTBA COODLLIEHUSA, He BOLLEALLVE B TEKCTOBKY {Message}, B Buge
cepuann3oBaHHOro B cTpoky obbekta JSON.

e {NewLine} - crnewLmasbHOe CBOWCTBO, OTODpaXatoLLiee HOBYHO CTPOKY.

{Exception} - coobuieHne 06 OLINOKe BMECTE CO CTEKTPENCOM (MPU HaNUUNN).

CumBonbl {, }, :u3, :o0, :1j, :j aBasatoTCA CneumnasbHbIMU 31eMEHTaMU CaMOoro LWaboHa, OHW He MonajatoT B
pe3yAbTUPYHOLLMIA BbIBOA. CrieLnanbHble CUMBOABLI | 1 <| obieryatoT ero aBTOMaTU3UPOBaHHBIA Pa3bop, MO3TOMY HacTOATENIbHO
He pekoMeHZyeTCs MeHATb LabNoH, Tak Kak Ha ero popmat opueHTmpyetca Kpmuntollpo LieHTp MoHUTOpUHra Bo BpeMs aHaam3a

>KYPHa/oB.
Mpumep 3anucu:

<|[INF] { Id: 2 }: 2024-10-23T13:16:38.3581225+03:00 | GHN7HSNB5Q8GS:00000002 | Request finished HTTP/1.1 GET
http://hostname:53001/api/Configuration - 200 null application/json; charset=utf-8 ©.5856ms |

{"SourceContext":"Microsoft.AspNetCore.Hosting.Diagnostics", "RequestPath":"/api/Confi$

CTpykTypupOBaHHOe XypHaiupoBaHue

CTpyKTYypupOBaHHOE XYpHaMpoBaHue NpeacTaBaseT cobon 3anunck >XKypHanos cobbiTuin B popmate JSSON. Mepexoa Ha
MCMO/Ib30BaHMeE CTPYKTYPUPOBAHHOTO XY PHaAVPOBaHWA C UCMOJIb30BaHWeM serilog ocyLecTBAAETCA NPW MOMOLLM ClesytoLLei

KOMaHAbl:

Set-HmLoggingProperties -UseStructuredLogging $true -UseRenderedClef $true
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XKypHanbl cobbITUiA MMetoT paclumpeHme * .clef. LLiabnoH dopmaTmpoBaHms MO YMONUAHUIO UMEET CEAY LA BAS,.
KOMMOHEHT  UMA OMVCAHME OBA3ATE/IBHOCTb

. Mertka Bpemeru B dopmate YYYY-MM-DDThh:mm:ss.fffffffzzz (1ISO .
@t Timestamp 8601) O69a3aTenbHbIn

@m Message TekcT coobuueHuns

M LLabnoH cooblueHws. Byaet oTobpaskeH BMecTo nosis Message , e npu
essage

mt
@ Template

HaCTpoliKe CTPYKTYPVPOBaHHOTO XYypPHaNMpPOBaHWs He Obii B3BeseH dnar
-UseRenderedClef $true

OTcyTCTBME O3HaYaeT,
@1 Level YpoBeHb SI0rMpoBaHus 4TObbI COBBITVE ABAAETCA
MHGOPMALMOHHbBIM

@x Exception CoobLueHune 06 oLnbKe BMECTe CO CTEKTPENCOM (MpW Haanumm).
@i Event id NaeHTndrKaTop COBbITUS MOHUTOPYMHTA
MNpumeyaHune

B cnyyae ncnonb3oBaHWs faHHOTo cnocoba >ypHaaMpoBaHUs HEOBXOAMMO NPV HaCTPOMKe MOHUTOPUHIA YKYPHasIoB

BbIOUpPaTh TUM XXYpHana CryptoPro.MonitoringTool.SerilogParser.LoglLineReader .
Mpumep 3anucu:

{"@t":"2024-10-23T13:14:32.2100090Z", "@m" : "Content root path:

\"/opt/cprohm/hmfe\"","@i":"cc26f24e", "ContentRoot":"/opt/cprohm/hmfe", "SourceContext":"Microsoft.Hosting.Lif
etime","ProcessId":21753,"ThreadId":1}

Koabl cobbiTni

Kaxxgoe n3 cobbiTuii, cosgaBaembix Ciyxxb0l A5 XypHana CoObITUA MOHUTOPUHIa, abCTPakTHO MOXHO CrpynnMpoBaTh no
CNesyoLLMM XapaKTepucTUKam:

® rpynna;
® TUM,

e Kog.
Kaxxgoe 13 cobbITUA MOXET UMETb OAMH U3 TPEX TUMOB, NPeACTaBNeHHbIX B Tabauvue 2.
[nsi cOBbITUIA TUNOB e N W MOXET BbITb HACTPOEHO OMOBELLEHME afMUHUCTPaTOPa NPOrpaMMHOro KOMJIEKCa Mo nouyTe.

Tabnunuya 2 — OnucaHme TMNOB CO6bLITUI
TUM COBbITUA OBO3HAYEHVE  OFMMWCAHME

CeeseHuns

. i VHbopMaLmoHHOe coobLeHme, NANKOCTPUPYHOLLEE BaXKHbIE MOMEHTbI B paboTte Cyk6bl.
(Information) bopmayy W prpyroL P Y

MpeaynpexaeHune w CooblLueHne ¢ BaxXHOW MHGOpMaLe, NpeaynpexatoLen 0 HeObXoANMbIX AeNCTBUAX C
(Warning) CUCTEMOW BO M3bexkaHne NosiBNeHNs OWmOoK.
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TN COBbITUA

Owwnbka (Error)

OBO3HAYEHUE ONMUCAHUE

CoobuieHre 06 owmnbke.

I'pynnbl COBLITUI, MX TUMbI N KOAbI NPeAcTaBneHbl B Tabavue 3. OcTasibHble XapakTepuUcTUKN COBLITUIA (AaTa, BPemMs 1 Npoy.)

ABNAOTCS TUMOBLIMU U OTOBPAXKatOTCA B XXypHae COObITUN.

Ta6auua 3 — CobbiTus xxypHana LleHtpa MoHuTOpuHra

Koz,
COBbITUA

100

101

102

103

104

105

106

107

108

109

110

111

112

113

114

115

200

201

T™MnN
COBbITUA

HA3BAHUE

NHdopmaumnoHHble cobbitus Cryx6bi (100-199)

HetunusunposaHHoe nHdopmaLmoHHoe coobLiieHne

3aI'IyCK cepBuca: Ha4ano

3anyck cepBuca: KOHeL,

TecTbl yCrewwHo ckoHGUIyprpoBaHsbl

OcraHoBka cepsuca: Ha4ano

OcraHoBka cepBuca: KoHeL,

Oxkngaetcs 3aBepLUeHne TecToB

3anyck TecToB

TecTbl 3aBepLUeHbI

Pe3ynbTaT BbINOAHEHWSA TeCTOB (TecTbl 63 oLnboK)

Pe3yanaT BbINOJIHEHNA TECTOB (OAHa VAN HECKOJIbKO OLUMBOK B TECI'aX)

OTnpaBKa OTYETOB YCMELIHO CKOHPUTyprpOoBaHa

Beb-cnyxba ycnewHo ckoHurypmnpoBaHa

Otnpaska oT4eToB No SMS ycnewHo ckoHGUrypuposaHa

O6HoBNEHNE KOHOUIYpaLWKN TECTUPOBaHWS

OtcnexxuBaemblin Tect [{0}] ans [{1}] BHOBb yCreLLHO 3aBepLUéH (Noc/e 3aBepLUEHMs C OLLNOKOM)

Ownbkm pabotbl Cny>x6bi (200-299)

HetunusuposaHHas owwbka

OwwwmbKa Npu YTEHNW KOHPUTYpaLMK TeCToB
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Koz
COBbITUSA

202

203

204

205

206

207

208

400

401

402

403

500

501

502

503

504

505

506

507

508

509

510

T™n
COBbITUA

HA3BAHUE

Owwnbka npu nHMUMaAn3aLmmn TectoB

He yaanock HactpouTb paccbiiky no Email

He yAanochb 3anyCcTnTb Taﬁmep ANA 3anycka TectoB

Mpowsowa owmbka npw otnpaske Email

He yaanocb HacTpouTtb Be6-Cy by

Owwnbka npw otnpaske SMS

Owwbka npu HacTpoiike SMS-onoBeLLeHs

PaspeleHune c6opok Kpuntolpo Kntou (400-499)

ObLuee coobLLeHMe C TPacCMpPOBKOW

Pa3pelueHune cbopkm

Owwbka paspeLLeHns cOopkm

Ycnex paspelueHus coopkm

Owunbkn tecros (500-599)

HetvnusuposaHHas owwmbka Tecta Kpuntollpo Katou c (id cobbiTva no ymondaHmto)

Owwbka Tecta AuthenticationTest (TectoBas ayTeHTUdMKaLWSA)

Owwbka Tecta ComplexSignatureTest (TectoBas noanmcs)

Owwbka Tecta CryptoProviderTest (Tect kpuntonposaiigepos Cepauca Mognucy Kpuntolpo Knrou)

Owwbka Tecta EndpointTest (Tect koHeuHbIx Touek Kpuntollpo Karou)

Owwbka Tecta EnrollsTest (Tect goctynHoctn obpabotunka YL

Owwbka Tecta FeCertificateValidationTest (MpoBepka ceptudukatos Beb-nntepderica Kpuntollpo Katou)

Owwnbka Tecta OcspTest (Tect gocrynHoctu cny>k6sl OCSP)

Owwbka Tecta SsCertificateValidationTest (Mposepka cepTudukatos Cepsuca Mognucn Kpuntolpo Karou)

Owwnbka Tecta SsDataBaseConnectionTest (Tect nogkatouenms k b Cepsuca Mognucn Kpuntollpo Knrou)

Owwbka Tecta StsCertificateValidationTest (Mpoepka ceptudumkaros LieHTpa VgeHtndunkaumm Kpmnrtollpo
Knrou)
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Koz
COBbITUSA

511

512

513

514

515

516

517

518

519

520

521

522

523

524

525

526

527

528

529

530

531

532

533

534

535

T™n
COBbITUA

HA3BAHUE

Owwbka Tecta StsDataBaseConnectionTest (Tect nogkntouenns k B/, cepsuca LieHTpa ViaeHTndumkaumm
Kpuntollpo Kntou)

Owwnbka Tecta SvsTest (Tect Cepsuca Mposepku Mognucy)

Owwbka Tecta TspTest (Tect TSP-cay>6bi)

Owwbka Tecra CriTest (Tect CRL)

Owwbka Tecta HsmLogTest (3arpy3ka >ypHanos HSM)

Owwbka Tecta SimpleCryptoProviderTest (TecT ykazaHHOro KpunTonpoBalizepa)

Owwbka Tecta SimpleCertificateTest (Tect ykasaHHoro ceptudmkata)

Ouwmwmbka Tecta SimpleDataBaseConnectionTest (Tect ykazaHHOM 6a3bl AaHHbIX)

Owwbka Tecta SimpleServiceTest (Tect ykazaHHON cy6bl)

Owwmbka Tecta SimpleHttpAvailabilityTest (Tect ykazaHHom Be6 cty><6bl)

Owwbka Tecta CriVerificationTest (Tect cpoka gencraus CRL)

Owwbka Tecta PingCaTest (TectupoBaHwue cssu ¢ Lientpom Ceptudumkaumm YL

Owwbka Tecta RaServiceBrokerTest (Tect komnoHeHTa Service Broker LleHTpa Perncrpaumn YLI)

Ouwwmbka Tecta RaQueuesOverflowTest (MpoBepka KoAMUeCcTBa COOBLLEHNI B CUCTEMHbIX ouepeseit LIP YLI)

Owwbka Tecta RaQueuesStateTest (TecT cocTosiHWA ouepeseit LieHTpa Perncrpauum YLI)

Owwbka Tecta RaDataBaseConnectionTest (Tect nogktovenns k b/, LieHtpa Perncrpauum YLI)

Owwbka Tecta StsLicenseTest (Tect amueH3nn LieHTpa VigeHTndunkaumm Kpunrollpo Kntou)

Owwbka Tecta SslicenseTest (Tect mueH3nii Cepsuca Moanuecy Kpuntollpo Karou)

Owwbka Tecta UsedMemoryTest (MpoBepka Mcnob3yeMoi onepaTBHOM NaMsATL)

Owwbka Tecta UsedDiskSpaceTest (MpoBepka ncrnonb3yemoro Mecra Ha AWCKe)

Owwnbka Tecta GetLogsTest (MonyueHue xxypHanos AreHTa MOHUTOPWHra)

Owmnbka Tecta HsmStatusTest (Tect coctosaHnsa HSM)

Owwnbka Tecta GetlLastTestStatusTest (Tect coctosHWa yaaneHHoro AreHta MOHUTOpPWHTa)

Owwbka Tecta SimplePowershellTest (BbinoaHeHve ykazaHHOrO ckpwnTa)

Owwnbka Tecta NGateTest (Tect NGate)
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Koz ™n

COBbITUA COBbITUA HA3BAHVE
536 e Owwbka Tecta CaDataBaseConnection (Tect nogkntouenus k b LieHtpa Ceptudukaupmm YLI)
537 e Owwbka Tecta PerfomanceCounterTest (MOHUTOPWHT cYETUMKA MPOV3BOAUTENBHOCT L)
538 e Owwmbka Tecta StsCryptoProviderTest (Tect kpunTonpoBaigepa LieHTpa ViaeHTndukaumm Kpuntollpo Katou)
539 e Owwbka Tecta AuditCryptoProviderTest (Tect kpunTonposaigepa Cepsuca AyaunTa)
540 e Owwbka Tecta ClientSecretTest (Tect nposepku cpoka gericteus ClientSecret)
541 e Owwnbka Tecta TspOcspTimeTest (Tect cMHXpOHM3aummn BpemeHu cyx6 TSP n OCSP)
542 e Owwbka Tecta DssOperationStatisticTestError (Tect c6oiHbIX onepaLmii)
543 e Owwbka Tecta SimpleCryptoContainerTest (TecT yka3aHHOrO KpUNTOKOHTEHepa K/toua)
544 e Owwbka Tecta SimpleShellTest (BbinonHeHwe ykasaHHoro Bash ckpunta)
545 e Owwbka Tecta MyDssCryptoProviderTest (Tect kpunTonpoBaizepoB A1 MOBUIBHOTO NMPUIOXKEHNS)
546 e Owwbka Tecta GammaCryptoProviderTest (TecT ocTaBLMXCA KAOUeW yKa3zaHHOroO KpUnTonpoBarepa)
553 e Owwnbka Tecta HsmLicenseTest (Tect avueH3nin HSM)
MpepynpexxaeHus tecros (600-699)
600 w HetunuaunposaHHoe npeaynpexaeruve Tecta Kpuntolpo Katou (id cobbiTia no ymonuaHumto)

MpepynpexaeHne Tecta CryptoProviderTest (Tect kpuntonposaigepos Cepauca Mognucy Kpunrollpo

603
W Kntou)

606 w MpeaynpexaeHuve Tecta FeCertificateValidationTest (nposepka cepTudrkatos Beb nHtepoeiica Kpuntollpo
Knrou)

608 w MpeaynpexaeHue Tecta SsCertificateValidationTest (nposepka ceptudmkatos Cepsuca Moanucy Kpuntolpo
Knrou)

610 w MpeaynpexaeHne Tecta StsCertificateValidationTest (nposepka ceptudukatos LieHtpa ViaeHTudumkaumm
Kpuntollpo Knarou)

617 w MpenynpexaeHne Tecta SimpleCertificateTest (Tect ykazaHHOro ceptudukara)

622 w MpeaynpexaeHne Tecta PingCaTest (TectnposaHwe cszu ¢ LieHtpom Ceptudmkaumm YLI)

627 w MpeaynpexaeHve Tecta StsLicenseTest (Tect mueHsnii Lentpa VigeHTndukaumm Kpuntollpo Kirou)

628 w MpeaynpexaeHne Tecta SsLicenseTest (Tect amnuen3uin Cepsuca Moanmecn Kpuntollpo Karou)

631 w Mpeaynpexaenve Tecta GetLogsTest (MonyudeHmne xxypHanos AreHta MoHUTOpUHra)
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Koz ™n

COBbITUA COBbITUA HA3BAHVE

632 w Mpeaynpexaenve Tecta HsmStatusTest (Tect coctoaHna HSM)

640 w MpeaynpexaeHne Tecta ClientSecretTest (Tect npoBepku cpoka gencreus ClientSecret)

643 w MpeaynpexaeHne Tecta SimpleCryptoContainerTest (TecT yka3aHHOrO KpUNTOKOHTEMHepa Ktouya)

MpeaynpexaeHne Tecta MyDssCryptoProviderTest (TekcT kpynTonpoBaigepoB Ans MOBUAbHOTO

645 w

NPUNOXKEHNA)
646 w Owwbka Tecta GammaCryptoProviderTest (Tect ocTaBLIMXCA KAOYeW yKa3zaHHOroO KpUNTornpoBaraepa)
653 w MpeaynpexaeHne Tecta HsmLicenseTest (Tect avueHsmin HSM)
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CucremHble TpeboBaHnA

B cyyae, ecm LLEHTp MOHVITOpVIHFa yCTaHaBAMBaETCA Ha OTAeJ'IbHOVI MallnHe, NpeabAaBAAOTCA Chejyrol e OCHOBHbIE

TpeboBaHMs K OBLLECUCTEMHOMY U NPUKNaLHOMY MPOrpaMMHOMY obecrneyeHuto.
[ns GyHKLUNOHMPOBaHMA B *nix-cuctemax:

OC CH Astra Linux SE CmoneHck;

Beb-cepBep nginx 1.18.0 1 BbILwE;

Kpuntolpo CSP (Heobxoanm, ecam Tectnpyembli Kpuntollpo Knrou ncnonb3yet mexcepsucHble ceptudumkatsl FOCT);
Kpuntolpo TSP Client n3 cocraBa Cny»x6 YL, 2.0;

Kpuntollpo OCSP Client 13 cocrasa Cny><6 YL, 2.0;

Kpuntolpo HSM Client (ans noakntoueHms k Kpuntollpo HSM).

MpumeyaHue

KpunTolpo LleHTp MoHWUTOpUHIa He MMEET COBCTBEHHOM 6a3bl AaHHbIX, XOTS 1 MOXET UCMOJIb30BaTh TECTbI, KOTOPLIM TpebyeTcs
nogkatoveHme k b Kpuntolpo Knrou nan gpyro cuctemsl. B cBa3m ¢ atum, TpeboBaHms k CYB/], B HacTosLLEM 4OKYMEHTE He

npeabABAAKOTCA.
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YcraHoBKa, yaaneHne n obHoBseHne LleHTpa MoHuTopuHra

Mpoueaypa ycTaHOBKW, Pa3BePTbIBaHWS, YAaNeHNA Uav 06HoBAeHNs LleHTpa MOHWTOpUHIa oAnHakoBa Ans o60ro 13

3K3eMNIAPOB — KakK LLeHTPabHOro cepeepa, Tak 1 areHToB.

YcTraHoBKa
Pa3BepTbiBaHNE KOMMOHEHTOB

[ ]
[ ]
o O6HOBNEHNE
[ ]

Yaanernuve
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YcraHoBka LleHTpa MoHuTOpuHra

NMpnmeyaHune
[ns ycraHoBKku TpebytoTcs npaBa AgMuHnctpatopa OC.

1. YcTtaHoBKa nakeToB M3 cocTtaBa anctpubytusa "Kpuntollpo LleHTp MoHuTOopuHra" Ha cepsep UM un
MHCNeKTUpyeMble cepBepa

tar -xvf cprohm_<XXX>_amd64.tar.gz

sudo dpkg -i cprohm-base_<XXX>_amd64.deb
sudo dpkg -i cprohm-cprokeytests_<XXX>_amd64.deb

NMpumeyaHune

[Jns obecneyeHns paboTbl HEKOTOPbIX TECTOB MOXET NMOTPeboBaThCA yCTaHOBKa A0MOAHUTENbHOTO [M0:

e Kpuntollpo CSP 5.0;
e Kpunrollpo TSP Client n Kpuntolpo OCSP Client u3 coctaBa Cy»x6 YL 2.0 (Tpebyetcs ycTaHOBKa NakeToB
cprocsp-pki-cades*.deb 1 cprocsp-legacy*.deb u3 cocraBa Kpuntollpo CSP).

2. YcraHoBka PowerShell u3 cocraBa auctpubytusa "Kpuntolpo LieHTp MoHuTOpUHIa".

sudo dpkg -i powershell 7.4.1-1.deb_amd64_signed.deb

3. Umnopt mopyneit PowerShell

[Jna aBTomaTmueckol 3arpysku mogyneit PowerShell Kpuntollpo LeHTp MoHuTopuHra Tpebyetcsa cosgate PowerShell-npodunb
nav f06aBUTb B CyLLECTBY LN CeAyoLMe AaHHble:

:/opt/cprohm/powershell/Modules

Katanor c PowerShell-npodunem pacnonoxeH no cieaytoliemy agpecy: /opt/microsoft/powershell/7/profile.psi.B ciyuae

oTcyTcTBUA darina npoduas ero HeobXoAMMO CO34aTb CAMOCTOATENBHO. B 3TOM ciyuae cogepxnmoe dalina AOoIKHO BbIMISAETb
cnegyroLmMm obpasom:

$env:PSModulePath+=":/opt/cprohm/powershell/Modules’

# 3anyck PowerShell:
pwsh

# OTobpaxeHMe crnucka AOCTYMHbIX MoAyfew:
Get-Module -ListAvailable

# B cnucke [OMXHbI MPUCYTCTBOBATb MoAyau € Ha3BaHuem CryptoPro.MonitoringTool.Powershell gna Kpuntollpo UM.

# Bbixog 3 PowerShell
exit

4. MoarotoBka cepsucHon ¥ 3 Kpuntollpo LleHTp MOHUTOpUHTra

[Ans pabotbl Kpuntolpo LIM ncnonb3yetcs cepBucHas yueTHas 3anunce. Bbibop yYeTHOM 3anmncmn 3aBucuT oT TUMna yCTaHOoBKM
Kpuntollpo LIM (Cepsep nan AreHr).

Ona KpuntolMpo UM (Cepsep)
B cnyuae ycraHosku Kpuntollpo LIM (CepBep) pekomeHAYeTCA CO34aTb OTAENbHYH CEPBUCHYHO YUETHYHO 3amnuch:

SERVICE_ACC="<umMA y4eTHoOIh 3anucu>"
sudo useradd -M -G hmsrv,hmfe $SERVICE_ACC

Ans Kpuntolpo UM (AreHT) ¢ ycTaHOBJEHHbBIM BEH-NPUNOXEHUEM
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B cnyuae ycranoskun Kpuntollpo LM (AreHT) Ha cepBepe NpUioXKeHWn HEOHXOAMMO NCMOAb30BaTb CEPBUCHYHO YHETHYHO 3amnuch,

CO3laHHY0 B MpOLLecce pa3BOpaYnBaHNs COOTBETCTBYHOLLEMO MPUNOXKEHUS.

# JlobaBneHue wuMelwencs cepsucHon Y3
SERVICE_ACC="<uMA y4eTHOI 3anucu>"
sudo usermod -aG hmsrv,hmfe $SERVICE_ACC

5. (OnumoHanbHO) HacTtpoiika npaB focTyna Kk KOHGUrypupoBaHuio LleHTpa MoHuTOpuMHTa

/etc/opt/cprohm/hmsrv

/etc/opt/cprohm/hmfe

hmsrvadmin
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PazBeptbiBaHue Kpunrtollpo LleHtp MoHuTopuHra

NMpnmeyaHune

Pa3BepTbiBaHe LieHTpa MOHUTOPWHra BbIMONHAETCA aHalorMYHO A5 H060ro 13 ak3eMnispoB — kak CepBepa MOHUTOPWHra,
Tak 1 Kaxzoro 13 AreHToB. [lns pa3sepTbiBaHWs TpebytoTcs npasa AgMuHucTpatopa OC inbo nonb3osatesns, 406aBAEHHOIO B
rpynny hmsrvadmin.

CospaHue 3k3emniapa cepsuca
s pa3BepTbiBaHMA 3k3eMnasapa cepsuca Kpuntollpo LleHTp MoHWUTOprHra HEO6XOAMMO BbINMOAHUTL CeAYtoLLMe AeCTBUA.

# 3anyck PowerShell
pwsh

# Pa3BepTbiBaHWe >3k3emnnsapa cepsuca Kpuntollpo LM
Install-HmInstance -ServiceAccountName <WmMA y4eTHoOW 3anucu>

AOI’IOJ’IHI/ITe}'IbHO MoryT ObITb YKa3aHbl chegyrome napaMeTpbl:

e -ListenPort - nopt Cnyx6bl MoHUTOpWHTa (Mo ymonyaHumto paseH 53000);
e -ListenConfigPort - nopt Beb-urHtepdeiica MoHnTopuHra (no ymonyanuto paseH 53001);

e -SkipServiceRegistration - dsar, ykasbiBarowwmin, uto permctpayms Ciyxo6sl MoHUTOpUWHra B systemd ByaeT nponyLieHa.
HacTpoliika nonyyeHns nocnejgHero 3anycka TectoB Ha Beb-nHtepdeiice
BHMMaHMe!

B Kpuntollpo LleHTp MoHUTOpWHra OTCYTCTBYET COBCTBEHHAs ayTeHTUdMKaLums npu goctyne K Beb-uHtepdeiicy/Cnyxbe. Mpu
ny6avKaLL MM CEPBMCOB MOXET MOTPeOOBaThCA HACTPOMKa 3aLUMLLEHHOTO COeANHEHMs C ucnonb3oBaHnem FOCT-TLS. B 3Tom
cnyyae Tpebyetca Apyras HaCcTporka NonyyYeHuUs NocieAHero 3anycka TeCTOB.

[J.ns BO3MOXHOCTN OTOBpaXkeHWs cTaTyca NOC/eAHEro 3arnycka TeCTOB HEOOXOANMO BbINOJHUTL HAaCcTPOKKy Beb-nHTepdelica. s
HaCTPOWKM NOyYEHNs CTaTyca NOC/efHero 3arnycka TeCTOB HEOHXOAMMO BbINONHUTL KOMaHZY HUXE, MepesaB B KauecTBe

3HaueHwus agpec Ciyxbbl MoHWTOpUHra. o yMonYaHuio Ncnob3yeTcs 3HayeHre http://localhost:53000.

# ﬂ,O6aBJ‘IeHM€ 0T06pa>|<eva CTaTycCa nocnegHero 3anycka TecCcTOB
Set-HmFeProperties -MonitoringServiceUrl http://localhost:53000

# Bbixop u3 PowerShell:

exit

NpnmeyaHue

Mo ymon4aHuo nocae ycraHoBku Beb-nHTepderic MoHUTopuHra byaeT 4ocTymneH no agpecy http://localhost:53001/#/app.
AKTMBaUMA ¥ 3aMycKk CEPBUCOB

# 3anyck cepBuCOB

sudo systemctl daemon-reload

sudo systemctl enable --now cprohm-hmsrv.service
sudo systemctl enable --now cprohm-hmfe.service

# lpoBepka akTuMBaLUUW CepBUCOB
systemctl status cprohm-hmsrv.service
systemctl status cprohm-hmfe.service
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Hacrpoika 3awmieHHOoro coeamHeHus ¢ ncnosibsosaHmem NrOCT-TLS
YcTaHOBKa M HacTpoliika nginx

sudo dpkg -i cprocsp-nginx-64_5.0.XXXXX-X _amd64.deb #nginx

Hactpoika agoctyna k Beb-uHtepoeiicy LleHtpa MoHutopuHra no npotokony FOCT-TLS c oAHOCTOpPOHHEWN
ayTeHTuduKaume

[lns HaCTpoOWKM HEOBXOAMMO BbIMONHUTL CIEAYHOLLNE AENCTBUS.
1. OTKpPbITb KOHUIYpaLMOHHBIA Gain cpnginx.conf (/etc/opt/cprocsp/cpnginx/cpnginx.conf)
2. lobaBuTtb nogkatoveHve k Beb-nHtepdericy LlenTpa MoHuTOpuHra yepes 443 noprt.

server {
listen 443 sspi;

location /hm {
rewrite /hm(.+) $1 break;
rewrite /hm /hm/ permanent;
proxy_pass http://localhost:<MOPT BEE-WUHTEP®EACA MOHUTOPUHTA>;
proxy_set_header Host $host;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_set_header X-Forwarded-Proto $scheme;

}
location /hmsrv {
rewrite /hmsrv(.+) $1 break;
rewrite /hmsrv /hmsrv/ permanent;
proxy_pass http://localhost:<MOPT CNYXBbl MOHUTOPUHIA>;
proxy_set_header Host $host;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_set_header X-Forwarded-Proto $scheme;

3. OTpepakTunpoBaTb dalin cepeuca cprohm-hmfe (/etc/systemd/system/cprohm-hmfe.service), ,06aBUB B HErO CiesyoLL i

napamerp:
Environment=DSS_APPLICATION_NAME=hm

4. Mepe3anycTuTb CepBUC CPNginX.

sudo systemctl restart cpnginx.service

HacTtpoiika pgoctyna k Beb-uHtepdelicy LleHTpa MoHutopuHra no npotokony FTOCT-TLS ¢ aABycTOpOHHel
ayTeHTUduUKaumen

[ns HaCTPOWKM HEOBXOAMMO BbIMONHUTL CIEAYHOLLNE AENCTBUS.
1. OTKPbITb KOHOUTYpaLMOHHBIA dalin cpnginx.conf (/etc/opt/cprocsp/cpnginx/cpnginx.conf)

2. lobaBuTb NnoaktoueHme Kk Beb-nHtepdeicy LleHTpa MoHuTOpuHra uepes 443 nopr.
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server {
listen 4430 sspi;

location /hm {
set $auth o;
if ( $sspi_client_fingerprint = 'OTNEYATOK CEPUTUOUKATA MOJIb3OBATENA') {

set $auth 1;

¥
if ( $auth = 0 ) {
return 403;

¥
rewrite /hm(.+) $1 break;

rewrite /hm /hm/ permanent;

proxy_pass http://localhost:<NOPT BEBG-UHTEPOENCA MOHUTOPUHTA>;
proxy_set_header Host $host;

proxy_set_header X-Forwarded-For $proxy add_x_forwarded_for;
proxy_set_header X-Forwarded-Proto $scheme;

3. OtpegakTnpoBaTh dalin cepeuca cprohm-hmfe (/etc/systemd/system/cprohm-hmfe.service), ,06aBUB B HErO CiesyOLLNRA

napameTp:
Environment=DSS_APPLICATION_NAME=hm

4. Mepe3anycTuTb CepBUC CpNginX.
sudo systemctl restart cpnginx.service

HacTtpoiika nonyyeHus nocnejHero 3anycka TectoB Ha Beb-uHtepoeiice

NMpumeyaHune

ﬂ,ﬂﬂ BbINOJIHEHWNA AAHHOIO MyHKTa Tpe6yeTc;1 CO3AaHHbII7I K3emMnaap LLeHTpa MOHVITOpVIHFa.

Mocne HacTPOWKKM NGinx, ONUCaHHOW B aHHOM pa3szese, HeOBXOAMMO yKa3zaTb HOBbIN agpec Cay>x6bl MOHUTOPUHTa, Jaxe ecav OH

6bln 3asaH paHee.

lNMpnmeyaHne

Agpec Cnyx6bl MOHUTOpPYHIa UMEET OnpedeneHHbIVi bopmaT (HE0BXOANMO yKasblBaTb /hmsrv Mocie afpeca y3/a).

Set-HmFeProperties -MonitoringServiceUrl <HOST>/hmsrv

# Bbixoa u3 PowerShell:
exit
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Ypanenue Llentpa MoHutopuHra

[Ans ynanerus MO «Kpuntolpo LleHTp MoHUTOprHra» HeobXxoA MO BbIMONHNUTL CIEAYHOLLME AENCTBHS.
sudo pwsh
Import-Module /opt/cprohm/powershell/Modules/CryptoPro.MonitoringTool.PowerShell
Uninstall-HmInstance

exit

sudo apt remove cprohm-base

BHuMaHuMe!

B cydae e NponsBoOAUTCA yAaneHne sKk3emMnaapa AreHTta MOHVITOpVIHFa, HeO6XOAI/IMO TakK>XXe yAainTb COOTBETCTBYHOLNE

NakeTbl MNPy NOMOLLN KOMaHAbl sudo apt remove <umA nakeTa>.
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O6HoBneHue LieHTpa MoHuTOpUHra

[ns obHoBneHus MO «KpuntolMpo LleHTp MoHUTOpUHIra» HeoBX0AMMO BbIMONHUTL CEAYHOLLNe AeNCTBUS.

MpumeuyaHue

B 3aBMCMMOCTM OT Bepcum, O KOTOPOI NPON3BOAUTCA OOHOBNEHWE, HEOBXOANMO YTOUHWUTL MOJIHbIE Ha3BaHUSA YCTaHOBOYHbIX

naketos LLM.
OctaHoBka cnyx6 Kpuntollpo LleHTp MoHuTOpUHra

sudo systemctl stop cprohm-hmfe.service
sudo systemctl stop cprohm-hmsrv.service

PacnakoBka u yctaHoBKa anctpubyTtusa

tar -xzf cprohm_XXX_amd64.tar.gz
sudo dpkg -i cprohm-base_XXX_amd64.deb

NmnopT moayna PowerShell n obHoBneHne
sudo pwsh
Import-Module /opt/cprohm/powershell/Modules/CryptoPro.MonitoringTool.PowerShell
Update-HmInstance

exit

3anyck cnyx6

sudo systemctl start cprohm-hmsrv
sudo systemctl start cprohm-hmfe

NMpoBepka cTtaTyca cayx6

sudo systemctl status cprohm-hmsrv
sudo systemctl status cprohm-hmfe
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Hacrpowika Kpunrollpo LieHtp MoHuTopuHra
Hactporika Kpuntollpo LleHTp MOHUTOpWHIa COCTOMT 13 TPeX OCHOBHbIX Pa3ZesoB:

® SK3eMnaspbl TECTVPOBaHNA — 3/eCb HaCTPavBatOTCA IK3EMMIAPbI CUCTEM, TECTMPOBaHVE KOTOPbIX MPOVU3BOAUTCA NPU
nomoum Kpunrtollpo LeHTp MoHuTopuHra.

® SK3eMMaApbl TECTOB — 3/,eCb HAaXOAATCA TECTbI, NMOyUYeHHbIe 13 LabNOHOB U CMeLMaibHO HaCTPOEHHbIE NMoJ 3K3eMMNAAPbI
TeCcTMpPOBaHUs.

e O6Le HacTpolkn — 3zeckb pacrnonaratotcsa obuyme HacTponku Kpuntollpo LleHTp MoHuTOpuHra.

NMpnmeyaHne

YnpaBsieHne TecTamu 1 3K3eMMspaMuy TECTUPOBaHKS OCYLLLECTBASETCS NpU nomoLm Beb-nHtepderica, gocTynHomy no
cnepyrollemMy agpecy no yMosyaHuio (B 3aBMCUMOCTY OT HACTPOEK NMpPW pa3BepTbIBaHWM aZpec U MOPT MOMIW ObiTb U3MEHEHDI):
http://localhost:53001/#/app/ .

Hactpoliky ntoboro ak3emnaspa Kpuntollpo LieHTp MoHWTOpWHra, BHE 3aBUCMMOCTI OT Tuna antieHsnmn, BAXKHO ocyliectBasTh B

cnefytoLLemM nopsgake:

HacTporika anueHsunm.

. OCHOBHble HaCTpPOVKM.

HacTpoiika 3K3eMnspoB TeCTUPOBaHUS.
HacTtpolika 3k3eMnisipoB TeCTOB.

. ,ﬂ,O6aBJ’I€‘HVI€‘ TECTOB K 3K3eMMAAapy TeCTMpoBaHUA.

I O

. Opyrne HacTpoiku:
o [lepviog TeCTUPOBAHMS;
o Hactporika MOHUTOPWHTa XXYpPHaNoB;

o Beb-cnyxoba.

MpumeuvaHue

Bce yka3aHHble HAaCTPOMKU MOTYT U3MEHATLCA/AOMONIHATLCA BMECTe € HOoBbIMU Bepcusaimu Kpuntollpo LieHTp MoHuTopuHra.
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Hacrpoiika 3k3eMnasapoB TecTUpoBaHNA

B HacToswee Bpems B Kpuntollpo LieHTp MOHUTOPUWHIa 4OCTYMHbI 4151 TECTUPOBaHMNA CefyoLLMe TUMbl SK3EMMNAAPOB:

e Kpuntollpo Kitoy;
® HeTunu3npoBaHHbIA 3K3eMnasp;
e Kpunrollpo HSM.

Ana axzemnnsapos Kpuntollpo Kntou n Kpuntollpo HSM B Kpmntollpo LieHTp MoHWTOpHHra A0CTYMHbI 4ONOAHUTE/IbHbIE
HacTpoMKK (MMKTOrpaMma LecTePeHKM B KapTOUKe 3K3eMnspa), B TO BPeMs KaK A HETUMM3MPOBAHHOIO 3k3eMnaspa Kakme-

nmbo AOMNOJIHNTENIbHbIE HaCTpOVIKI/I OTCYTCTBYHOT.

MpumeuvaHue

3K3eMI'IJ'I$|p TeCTUpOBaHUA Heobs3aTeNbHO COOTBETCTBYET OAHO3HAa4YHO I/IHCI'IEKTI/IpyeMOI‘/'I cncreme. 3K3€MI'IJ'IFIp TecTnpoBaHuA

0O3Ha4aeT onpeseneHHbIi Habop TecToB U (B ciyyae ¢ ak3emnaspom tuna Kpuntollpo Knrou) Habop HacTpoek.

YT06bI ,D,O6aBI/ITb IK3emMnaap TeCtTmpoBaHnsA, nepe|7|p,|/|Te B pa3aen <<3K3eMI'II'IF|pr TecTnpoBaHnA» (Mmn ,D,O6aBbTe HOBbI IK3emMnaap

Ha>kaTuem nuKTorpammbl "+" (2).

Fay
KPUMTOMNPO Health Monitor 3K3EMIMIAPbLI TECTMPOBAHIA 3K3EMIIAPLI TECTOB
N

& Kpuntolpeo Knrou .
. TecT BrAKHEH

& HeTUNW3npoBaHHbIA 3K3eMNNap »

D MI—,E,MHL“J:,}-'E"'I BHBIA neprod TeCTUpoBaHKA

D OCTaHOBWTE TECTUPOBaHWE Ha NepBON oW nbke

[‘fﬁ TecT cpokos aenctemsa CRL £ x

O [¥] COXPAHUTL

B okHe f06aBneHNs 3K3eMnfpa TECTUPOBaHMSA OTKPOMTE BbIMajaroLL i CMMCOK 1 BbIbepuUTe TMMN 3K3eMnaspa, KOTopbIi

Heobxoanmo f06aBuTb B paboty (1). Haxkmute «1obaButb» (2).
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Tun KOHTEMHepPa
HeTUNM3WUpPOBaHHbINA 3K3eMNNap

Kpuntollpo Knioy

Kpuntolpo HSM

OTMEHA 2 OOBABUTH

HoBebi 3k3emMnisip OyaeT oTobpaxkaTbcs B paszgese «IK3eMMIsipbl TECTUPOBAHUSA».

VIM#A co3paHHOro s3k3eMnisipa TeCTMPOBaHMSA MOXHO U3MEHUTb, HaXkKaB Ha Hero 1 Bblbpas nukTorpammy (1) B kapTouke
JK3emMnaapa crnpasa.

Mpw nomoLum Yekbokca (2) MOXHO HaCTPOUTb ANA AAaHHOTO 3K3eMnaspa UHAMBUAYaNbHbIA NEePUOA TECTUPOBaHWA B
MUHYyTax

Mpwn nomoLum yekbokca (3) MOXHO BKIOUNTL HAaCTPOKKY OCTaHOBKM TECTMPOBAHMA 3K3eMrispa Npw NepBol oLmbke.
JlonoaHuTeNbHble HAaCTPOVKIN 3K3EMMAAPA JOCTYMHbI MO HAXATWIO MMKTOrPaMMbl C LLeCTepeHKoM (4). lonoaHuTebHble
HaCTPOMKWN AOCTYMHbI TONBKO ANA 3k3eMnaspoB Tuna Kpuntollpo Katou n Kpuntollpo HSM.

Pe3ynbTaT BbINOAHEHMA TECTOB MOXHO NOCMOTPETb, HaXKaB Ha NUKTorpammy "PesynbTatbl TectoB” (5).

HacTpoiikn TecToB, A9 KOTOPbIX BbIMONHAETCA OTCIEXMBaHME 3amnycka, MOXHO MOCMOTPETb, HaXkaB Ha NMUKTorpammy
"OTcnexkmBaHyie 3anycka TectoB". [laHHas HacTpoWKa CTaHOBUTCA JOCTYMHOW TONbKO NMOC/e TOro Kak co3zaHbl 3K3eMNAspbl

TeCTOB U l06aB/ieHbl K TeKyLLeMy 3K3eMMAspy TeCTUPOBaHUA.
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Pt
KPWUOTOMNPO Health Monitor SK3EMIMNNEPBLI TECTUPOBAHINA AK3EMINEPLI TECTOB
————

PE— PE—
+ KpunTolpo Koy {(:)} C|] M
I— N I—
& Kpunrofpo Kniou " 5 4 1
. TecT BrNOYEH
& HeTUnU3npoBaHHbIM 3K3eMANap .

qzuqyaanu M Nepuof TeCTUPOBaHKA
I D 3 'Ti:BBVITb TECTMPOBAHWE Ha NepBol oWKbKe
Cnucok TecToB + [OBABUTb

Ea TecT cpokos genctaema CRL 3] X

O ] coxPAHUTbL

Mo ymonyaHuto BCe HOBble co3faBaeMble 3k3emnaapbl MmetoT umeHa Kpuntolpo Kntou, KpuntolNpo HSM van
HeTtunusupoBaHHbIN 3k3emnanp. [lybavpoBaHne MMeH 3K3eMMNIsPOB HEBO3MOXHO, MO3TOMY Mpu A06aBaeHNM 3K3eMnsapa ¢
MMeHeM, KOTOpOe Yy>Ke ecTb B CUCKe, K MMeHW HOBOTO 3k3eMnaspa 406aB1TCs ero HoMep no nopsaky (Hanpumep: Kpuntollpo
Kntou, Kpuntollpo Katou (1), Kpuntollpo Katou (2)...).

Mocne gobasneHns ak3emnaspa HEOBXOANMO J06aBUTb TECTLI, KOTOPbIE AN HEro ByAyT BbIMOAHATLCA. [As 3K3emnaspa
TectupoBaHus Tuna Kpuntollpo Knou HeobxoaMMo JOMOAHUTENBHO BbIMOAHWUTL P HAacTpoek (MMKTOrpaMMa C LLIeCTEPEHKON B

KapTouKe 3K3emnapa).

NMpnmeyaHune

lNocnie 3aBepLUeHNs HACTPOMKI 3K3eMMIsipa TECTVPOBAHWSA HEOBXOAMMO aKTUBMPOBaTb Nepektoyatesb “Tect BKAHOYEH", YTOBbI
3anyCcTuUTb TECTUPOBaHMeE.

[ns ynaneHus ak3emnaspa TeCTUPOBaHUSA BbiIOepUTE ero B MEHIO C/IEBa U B KaPTOUKe JaHHOro TecTa (cnpaBa) Bblbepute

MWKTOrpPaMMy KOp3uHbIL. MoaTBepAWTe CBOIN BLIGOP.
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Health Monitor 3K3EMIMNAPLI TECTUPOBAHIMA

+ KpunToMpo Kniod {(5} o m

& Kpunrofpo Kniou (1) »

L Kpunrtollpo Knoy
‘ TecT BrNOUeH

& HeTunUanpoBaHHbBIN 3K3eMnnNap (1) =

D MHaWBMAYaneHEIA Nepron TECTUPOBaHKMA

D OCTAaHOBMTE TECTH PoBaHKEe Ha I'IEpHOI;I oWmKbKe

) Tecr cpokoe aetictams CRL 5 X

O ] coxPAHUTbL

Kpuntolpo HealthMonitor 1.0.722--prerelease+27328227babecScdibas039588ci56208beca0435

@ Yoanute Kpuntollpo Knwoy?

OTMEHA NOOTBEPOWTH

MapamMeTpbl 3k3emnaapa TectupoBaHua Kpuntollpo Katou

[ns 3azaHmsA NnapameTpoB dk3emnaspa TectupoBaHus Kpuntollpo Katou B pasgene «2K3eMnaspbl TECTMPOBaHWs» BbIbepute

co3z.aHHbIV paHee 3k3eMnsp Tuna Kpuntollpo Katou (1) n neperigute B MNapameTpbl (MMKTOrpaMMa LLECTePEHKM, 2).
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.y
KPUMTOMNPO Health Monitor SK3EMIMNAPLI TECTUPOBAHKA 3K3EMINIAPLI TECTOB
N

+ KpwnTtolpo Knioy = @ :l:] m

& KpunTolpo Knou | 1 3

. TecT BKNDHEH

& HETUNW3WMPOBaHHbLIM 3K3eMNNap » : 2

D MI—,E,I/IHV,E‘}-'E,"Ibl—b % nepuod TeCTUpoOBaHKMA

I:’ OCTaHOBWTE TECTUPOBaHWE Ha NepBoK olWKnbre

ff] TecT cpokos Aenctana CRL ) x

O [¥] coxpaHWTB

3anonHnTe NpeasoXeHHbIe MO Ha BKAagke «MapameTpbl KOHTeNHepa». OnvcaHne BCex HacTpavBaeMbIX MapameTpoB
3K3emnaspa npectasneHo B Tabavue 4. MNocne BbINOAHEHNS BCEX HACTPOEK HAXXMUTE KHOMKY «[TpUMEHNUTb».
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MapamMeTpbl KOHTeMHepPa

— Wma TecToBOro Nonb3oBaTtens

JONb TECTOBOMS NONb30BaTeENA

— Agpec KpunTtolpo Knwou

http://localhost

— VIM®R NprnoxeHWs ceperca Noanmcum

SignServer

— Wma nprnokeHna LeHT Pa noeHT ,‘-’.l.'!I/1K§I_|,‘I/I

STS

Mma nprnoxeHus Bed-ce

Frontend

— Wma nprnoxedna C

AnalyticsService

— .’1}J.|'_"-",‘-’.l.‘-/1|<.'-_‘:'-'_1.'3 npoeepalwer CTOpPOHD

urn:cryptopro:dss:signserver:SignServer

I'IapaMeprl NoOOKAKYEeHKA

Clientld
{ ayharuyarey

{ ClientSecret

OTMEHA NMPUMEHWUTb

MpumeuyaHue

Mocsie TOro Kak B mapaMeTpbl 3K3eMMispa TECTUPOBaHNs BHOCATCA U3MEHEHUS, Ha KHOTKe "CoXpaHuUTb" MOABAAETCS XKeNTbI

3HaA4OoK, 03Haqarou.|,w7|, yTo KOH(I)I/IpraLI,IMO HeOGXOAVIMO COXPaHUTb.

NMpnmeyaHne

MNocne 3MeHeHUs MapaMeTpPoB 3K3eMTIAPa HEOBXOANMO COXPAHUTb U3MEHEHWS MyTEM HaXaTusi KHOMKM «COoXpaHUTb» 1
nepesanyctutb Cay>K6y MOHUTOPWH a.

Ta6auua 4 — MapameTtpbl 3k3emnaapa TectupoBaHua Kpunrtolpo Knrou

MAPAMETP OMUCAHUE

Wms TectoBoro JlorvH Monb3oBatens Ha LleHTpe ViaeHtudumkaummn Kpuntollpo Kntou. BHMmaHwme: ans gaHHoro MNonb3osatens
noJib3oBaTess J0KHa BbITb HACTPOeHa ayTeHTUPUKALWSA MO JOMUHY Y NMaPOAK0 UAW TONbKO UAeHTUbUKaLIMA.

Maponb Tectrosoro Maposnb Monb3oBatens Ha LieHTpe VaeHTndukaumm Kpuntollpo Kntou. Ecam ans Monb3oBatens HazHaueH MeTOZ
nosb3oBaTens BXx0Aa «To/IbKO MAEHTUdMKaLMA», JaHHOE MoNe MOXHO OCTaBWTb MYyCTbIM.
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NMAPAMETP OMUCAHUE

Azpec Kpuntollpo Az pec cepBepa, Ha kKoTopom pacnonoxeH «Kpuntollpo Katou». 3HaueHne no ymonyanmto — http://localhost.
Knrou BHUMaHMe: ans TeCTUPOBaHMA BCe KOMMOHeHTbI DSS f0mKHbI BbITh pPa3BepHYTbI Ha OLHOM CepBepe.

VImMs npunoxxeHus CooTBeTCTBYET MMeHU Beb-npunoxeHns Tectupyemoro Cepauca Mognvcn. MoayunTb 3HaUYeHVEe MOXHO Npu
Cepsuica Moanmcm nomoLLn KoMaHgneta Get-SignInstance (napamerp -ApplicationName).

VIma npunoxxeHuns
CooTtBeTcTByeT MMeHn Beb-npunoxxeHnsa Tectupyemoro LieHTtpa Vaentudukaumn. Moayuntb 3HaYeHne MOXHO Mpu

eHTpa 7 7
UewTp nomoLum KoMmaHgneta Get-IdsInstance (napametp -ApplicationName).
ViaeHTndumkaumm
VMs npunosxeHws COOTBETCTBYET MMEHW BeG-NPUNOXKEHNS TecTMpyeMoro Beb-uHTepdelica. Monyumnts 3HaueHne MOXHO npu
Beb-unHTepdeiica NomoLLM KOMaHANeTa Get-FeInstance (mapametp -ApplicationName).
VIMs npunoxeHns CooTBETCTBYET MMeHW Beb-npunoxeHns Tectupyemoro Cepsuca Ayanta. [Moayumntb 3HaueHne MOXHO NpY MOMOLLLM
Cepsuca Ayauta KoMaHaneTa Get-AuditInstance (mapametp -ApplicationName).
y WaeHTndunkatop Cepsuica Mognuncy kak NpoBepstoLLLEen CTOPOHBI. Eciv He 3anonHeHo, byaeT noacTaBaeHo

eHTudpunKaTo

A ¢ . P aiegytolLiee 3HaueHne rno yMONYaHWIO:

nposepAtoLLen . . s .
urn:cryptopro:dss:signserver:<ma npunoxexHusa Cepsuca Moanucu (Kak B mapameTpe Bblue)>

CTOPOHbI

. MonyunTb 3Ha4eHne MOXHO Npu NOMOLLLKM KOMaHaneTa Get-IdsRelyingPartyTrust.

napaMEprIHOAKﬂquHMH

B AaHHOM pa3zesnie JOCTYNHbI 4/ 3aMONHEHWS CliefytoLL e napamMeTpbl:

® (ClientId,

® (ClientSecret.

[na 3anonHeHns napameTpoB TpebyeTcs creHepuposaTh B Kpuntollpo Kntou gaHHble Ans goctyna no npotokony OpenlD
Connect 1.0.

# leHepauua cekpeTa
Add-IdsClient -Identifier HealthMonitor -Name HealthMonitor -AllowedFlow ResourceOwner -GenerateSecret -
SecretLifetime ©

# lMony4deHne creHepupoBaHHOro cekpeTa
(Get-IdsClient -ClientId HealthMonitor).ClientSecrets

MpumeuvaHue

lMpw co3paHnm cekpeta Bbla UCMOIb30BaH NapaMeTp -SecretlLifetime ©.B gaHHOM caydae ByAeT co3gaH KANEHT C
6eccpoyHbIM cekpeToM. MapamMeTp NO3BOAAET YKa3aTb BPeMs AeNCTBUSA cekpeTa. Ecim napameTp oTcyTCTBYET, CPOK AENCTBMISA

cekpeta no yMosyaHuto coctasut 1 rog.
MapameTpbl 3k3emniapa tectuposaHua Kpuntollpo HSM

[na 3agaHna napameTpoB ak3emnaspa TectupoBaHua Kpuntollpo HSM B pasgene «9k3eMnaapbl TECTUPOBaHWSA» BbibepuTe

co3zaHHbIN paHee ak3emnasp Tuna Kpuntollpo HSM (1) n nepeiiante B MapameTpbl (MMKTOrpamMmma LWecTepeHKkH, 2).
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https://openid.net/specs/openid-connect-core-1_0.html

N
KPUOTOMNPO Health Monitor SK3EMNMNAPBI TECTMPOBAHMA IKBEMMNNAPEI TECTOB
SN

+ Kpuntolpo HSM (O)] 2 W
& HETHMAWM3MPOBaHHBIA 3IK3EMNNAD Komntolp

TecT BblKNYEH

& KpunTolpo Knou

D MHD,L‘IBM,D,)-’E:]."IbeIl;I nepwrog TeCTHpoBaHWA

& KpunTofpo HSM
D OCTaHOBKWTE TECTUPOBAHWE Ha NEPBOM OWKBKe
1 CrnucoK Tectos

; y CIIVIKE
TecT AOCTYNHOCTHA YKA3aHHON BeB-cnywobl 2 *

@ (=) TecT ykasaHHom Basw gaHHbIX 5] X

O [¥] coxpaHuTb

3anonHnTe NpeasoXeHHbIe MO Ha BKAagke «lMapaMeTpbl KOHTeNHepa». OnvcaHne BCex HacTpavBaeMbIX NapameTpoB
3K3emnaspa npectasneHo B Tabavue 5. MNocne BbINOAHEHNS BCEX HACTPOEK HAXXMUTE KHOMKY «[TpUMEHNTb».
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MNapaMeTpbl KOHTEMHepa

— Apgpec HSM
https://AQPEC

B

OTneYaTox agMuHncTpaTtopa HS

34583DSLKDSSLKLSEK]2462462677

— Mma xpanunuwa

My

~ PacnonoxeHue xpaHrnuua

CurrentUser

~ Bepcua HSM

Hsm 2.0

— WMma nposanpepa HSM

Crypto-Pro GOST R 34.10-2012 H5M CSP

— Twn nposalpgpa HSM

80

OTMEHA NPUMEHWTb

[MpumeuyaHue

Mocsie TOro Kak B mapaMeTpbl 3K3eMMIspa TECTUPOBaHNS BHOCATCA U3MEHEHUS, Ha KHOrKe "CoXpaHnUTb" MOABAAETCS XKeNTbI
3HaYOK, 0O3HAYaOLLMIA, YTO KOHOUIYPaALMIO HEOBXOAMMO COXPaHUTb.

NMpumeyaHne

Mocne 3MeHeHUs MapaMeTpoB 3K3eMMIAPa HEOOXOANMO COXPAHUTb U3MEHEHNS MyTEM HaXaTus KHOMKM «CoXpaHUTb» 1
nepesanyctutb Cay>K6y MOHUTOPWHra.

Ta6bauua 5 — MapameTtpbl 3k3emnaapa TectupoBaHusa Kpuntolpo HSM

NAPAMETP OMUCAHME

Aapec HSM Aapec ana nogknoveHnsa Kk Kpuntollpo HSM
Otneuatok

ceptudukata Otneuatok cepTudukata ayantopa HSM

ayavnTtopa HSM

ViMa xpaHuavia XpaHuauiue ceptndumkaTos, Kyaa ycraHoBaeH ceptudukar aygmutopa HSM Ha mawumHe ¢ AreHTom MoHWTOpUHra
Pacnonoxenne . .
Tvin xpaHnAMLa (TeKyLLUIA NOb30BaTeb AW NOKa/bHBIV KOMMbIOTEP)
XpaHWAMLL,a
Bepcuna HSM 1.0 nam 2.0 B 3aBMCUMOCTM OT MCNosb3lyemol Bepcin HSM
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NMAPAMETP OMUCAHUE

Vmsa Crypto-Pro GOST R 34.10-2012 HSM CSP - ums kpvntonpoBaingepa UCNosb3yeTcs Mo yMOAYaHUIO A/1A
KpunTonpoBaligepa TecTrpoBaHuaA. AKTyanbHas MHPOPMaLWA O JOCTYMHbIX KPUMTONpPOBaiAepax CoaepXnTca B AokymeHTe XTA.00096-
HSM 0190 01. Kpuntollpo HSM. VHCTpyKLmMA NO NCNOAb30BaHNIO

Tvn 80 - TMN KpUNTOMpPOBaAepa UCMO/b3YETCA MO YMONHAHUIO ANA TECTUPOBaHUA. AKTyalbHas MHPopMaLms o

KpuWnTonpoBaiaepa JOCTYMHbIX KpUNTONpOBaaepax coaepxmtcs B gokymeHTe XTAK.00096-01 90 01. Kpuntolpo HSM. UHcTpykupmsa
HSM Mo MCMob30BaHMIO
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Hacrpoiika 3xk3emMmnnsapoB TecToB

Jk3emnaspom Tecta B Kpuntolpo LieHTp MOHUTOpUHra Ha3biBaeTcs TeCT, CO3aHHbIV 13 WabaoHa TecTa, U HaCTPOeHHbIN (Mpu

Ha/IM4YnM HaCTPOEK).
B aTom pasgene:

° Co3p.aHme TECTOB 13 WaboHa

e OnucaHe BCex TeCTOB 1 UX MapamMeTpoB
o [lobaBneHe TeCTOB K 3K3eMMAApy TecTpoBaHUA
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Cos,anMe IK3emMniadapa tecra s wabaoHa TecToB

I'Iepep, CcO34aHMeEM 3K3eMMasdapa Tecta y6e,q|/|Ter, 4YTO BBEJEHA NPaBW/ibHaA INLLEH3UA Ha OI'IpeAe]'IeHHbIVI IK3emMniap LLeHTpa

MonuTopuHra (AreHT, CepBep).

YT06bl 406aBWTb 3K3EMMAAP TeCTa 13 WabaoHa, NeperanTe B pasgen «3k3eMnaspbl Tectos» (1) 1 fo06aBbTe HOBbIV TECT

HaxxaTuem nukTorpammebl “+" (2). Mocne 3Toro BbIGEPUTE 13 BbiNajatoLwero cnucka (3) wabnoH TecTa, KOTopbIr HY>KHO A406aBUTb,

N HaxkmuTe «106aBnTb» (4).

r
KPUMTOMNPO Health Monitor SK3EMIMNNAPLI TECTMPOBAHMA SKZEMINAPBLI TECTOB

@ TecT cocToaHme HSM >
ﬁj MonyyeHKWe RypHanos AreHTa MoHMTOPKHIa >
@ Tect kpunTonpoeakaepoe Ceperca MNMognuecu KpunTo... >
@ TecT yKazaHHOre KpUAToNpoBanoepa >
@ TecT pocTynHocTk obpaboTymka Y1 >
@ TecT yKa3aHHOrS CKpKUnTa >
EE] TecT ykasaHHOoM Ba3bl AaHHBIX >
@ TecT ykazaHHoro ceptrudrkaTa >
Efj 3arpyska wypHanoe H5M >

O [¥] coxpaHUTb
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Tun TecTa

TecT yKasaHHoro ceptudukata 3

TecT BbiNONHAET MPOBEPKY YKa3aHHOO CepTVI(bVIKElTBA TecT TakyKe 0NaBeLWAaeT 0 CKOPOM
HMCTeYeHWK CPpOoKa nelcrensa CepTMCbI/IKaTOB. MNMepwon BpeMeHn A0 UCTEYSH NS CpoKa asicTema
cep‘rmbma‘ra. aTa K)Kea—@ﬁop HeobXooWMbIX TECTOE 330aETCA B HaCTDOL;IKaX TecCTa.

OTMEHA OOBABUTb

HoBbIi TecT ByaeT oTobpaxaTbcs B pasgene «3K3eMmnaspbl TeCToB». IMs CO3Z,aHHOrO TeCTa MOXHO U3MEHWTb, BbIAEAVB €ro 1
Ha>kaB JIeBOI KHOMKOW Ha ero ums, 6o Npv NOMOLLM KOHTEKCTHOTO MEHHO (HaxkaTne NpaBoi KHOMKOW Mblwmv — [eperMeHoBaTh).
Mo yMonuaHuWto BCe HOBble CO3Z.aBaeMble 3K3eMMIAPbl UMEKT MMEeHa Kak B LWabioHe Tecta. [lybampoBaHue MMEH TeCTOB
HEBO3MOXHO, NMO3TOMY Npu J06aBAEHUM TECTA C UMEHEM, KOTOPOE Y>Ke eCTb B CMINCKE, K UIMEHWN HOBOFO 3K3eMmnisipa A06aBuTcs
ero Homep no nopszky (Hanpumep: Tect cpokos gencteus CRL, Tect cpokos genctusa CRL (1), Tect cpokos genctaus CRL (2)...).

BbINosHUTE HacTpOIKy f06aBAEHHbIX TECTOB.
lNMpumeyaHune

lNoc/ne U3MeHeHVs NapaMeTpPoB HEOBXOAMMO COXPaHUTb M3MEHEHNS MyTeM HaXaTus KHOMKM «CoxpaHUTb» 1 NepesarnycTuTb
Cny>c6y MOHUTOPVH a.

MpumeuyaHue

Mocsie TOro Kak B mapaMeTpbl TeCTa BHOCATCA M3MeHeHMs, Ha KHomKe "CoxXpaHUTb" MOsIBASETCS XXENTbIN 3HAaYOK, O3HaYaoLL M,
4TO KOHOUIypaL Mo HeOBXOAMMO COXPaHUTb.
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)
KPUMTOMNPO Health Monitor SK3EMIIAPbLI TECTMPOBAHMA SK2EMIMNNAPLI TECTOB

+ f
) | TecT ykaszaHHoro ceptmdmkaTa C|] m

@ TecT kpunTonposanaepoe Cepemca Noanuck Kpunrtollp.. h TecT BeINOAHAST NPoBSpPKY YKaZaHHoro ceptudmkaTta. TecT Takme
ONOBELLAET O CKOPOM MCTEYEHMK CPOKa OeRcTBME cepTudukaTos.
Mepvog BpeMeHr A0 MCTeYeHWA CPoKa gercTema cepTidmraTta, a
@ TecT yKazaHHOro KpMNToNpoeanaepa > Take Habop HeobXoAMMbIX TECTOB 3303ETCH B HACTPOMKax TecTa.
—~ F 10MEH Ka
@ TecT QOCTYNHOCTK obpaboTurKka YL, >
Store 4
ﬁa TecT YKa3aHHOMo CKPUMNTa > - H1AKLLA
My @
@ TecT ykasaHHOW 63361 AaHHbIX b — Pacnonoxedue Xpadunuil
LocalMachine =
@ TecT yKasaHHoro cepTudmMKaTa >
— a4y K CepTdDuKa
@ 3arpyska sypHanoe HSM >
D MpoBepaTe
@ TecT COCTOAHMA YAANEHHOM AreHTa MOHUTOPKHIa >
D MpoBepATE OT3LIE C
@ TecToeas noanuce > [ -oobETe Ob MCTEHE

[¥] coxpaHUTH

AnsA yaaneHns sk3emnaspa Tecta BblbeprTe ero B MEHIO C/leBa M B KapTOUKe JaHHOro TecTa (crnpasa) BbibepuTe NMKTOrpaMmMy

KOP3WHbI. [oaTBEpANTE CBOW BbIGOP.

L . _ _ .
KPUNTOMPO Health Monitor 3K3EMIIAPbLI TECTUPOBAHMA SK3EMIMNNAPLI TECTOB
S
+ ; TecT ykaszaHHoro ceptudmKaTa C|] M
@ TecT cocTodHMA HSM >
TecT BuINOMAHAST NPOBEPKY YKa3aHHOTO cepTudmnKkaTta. TecT Takme
OMNOBELLAET O CKOPOM MCTEHEHMM CPOKa AECTBKA cepTUdMKaToB.
@ MonyyeHue wypHanoe Aredta MoHUTOpUHra > Meproa BpeMeHi Ao MCTeveHUa Cpoka AelcTena ceptudmkaTta, a
Takxe Habop HeobXoAWMblx TECTOE 3303ETCA B HACTPOMKaX TecTa.
@ Tect kpynTonpoearaepos CepBMca MNMoanmcew Kpuntollp.. > — PacnonoweHue ceptudmnkaTta
Store A
fﬁ TecT yKa3aHHOro KpunTonpoeangepa > L
My v
@ Tect gocTynHocT obpaboTtymka YU >
~ P 10HEHME XpaHMNMLL
LocalMachine -
@ TecT YKa3aHHOro CKpunTa >
~ eqatok cepTudMka
ﬁj TecT yka3aHHOW Ba3bl AaHHbBIX >
@ Tect yKa3saHHOro cepTudmKaTa 5 D MpoBepATb NEpPMOL ASACTBMA 3aKPBITONO KNKYa
D MpoBepATh OT3bIB cepTduKaTa
ﬁi 3arpyska sypHanos H5M >

1z

[¥] coxpaHUTb
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YpoanwTbe TecT yKaszaHHOro
cepTrdmrkara?

OTMEHA NOOTBEPOWUTL
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A obaBneHue Tecta K 3K3eMMNIAPY TeCTUPOBaHUA

Mepes co3gaHnem 3Kk3emnaspa Tecta yoeauTech, YTO BBEAEHA NPaBUIbHasA JMLLEH3UA Ha OMNpeAeneHHbln sk3emnaap LieHTpa
MoHuTopuHra (AreHT, CepBep) , a TakxXe 406aBNeHbl U HAaCTPOEHbI BCE HEOOXOAMMbIE 3K3EMMIAPbI TECTUPOBaHWS N SK3EMMJISPbI

TeCTOB.

MepelianTe K pasgeny «IK3eMNAApbl TECTUPOBAHMA» Y HXXMUTE Ha IK3EMMAAP, K KOTOPOMY HY>XHO 4006aBUTb TeCTbl (Hanpumep,

Kpuntollpo Kntou). B kapTouke ak3emnaspa cnpasa B pasgene "Crnmcok TecToB" HaxXmute KHonky "JobaButb".

P
KPMNTOMNPO Health Monitor SK3EMMNAPbLI TECTUPOBAHWMA SK3EMI9PbI TECTOB
————
+ KpunTtolpo Knwoy {(:}} C|] m
& HEeTUNM3KMPOBaHHBIM 3K3eMNNap .

TecT BoikNoYeH

& Kpuntolpo Kniou

D MHEI,VIBVIEI,')—'E:IJ'IbeIl;‘I nepyol TecCTHMpoBaHKA

D OCTaHOBMTE TECTMPOBAHWE Ha NEPBOK OWKbke

O [¥] coxpaHWTb

B obnactn «[JocTynHble TecTbl» OTObpaXkaroTcs fobaBNeHHbIe M HAaCTPOEHHbIE TeCTbl, MOAXOAALLME A/ BbINOAHEHNSA C BbIOPaHHbIM
3K3eMMAAPOM TecTMpoBaHus. Ecin HekoTopble TecTbl 6bln 406aBAeHbI NOCe OBHOBAEHUA HACTPOEK 3K3eMMAAPa, OHM MOTYT ObITb
He BUAHBI. 115 noNyYeHns akTyanbHOrO Crmcka AOCTYMHbIX TECTOB HAXKMUTE Ha MKOHKY OBHOB/IEHMS PAAOM C KHOMKOM
"CoxpaHnTb" BHU3Y CTpaHULLbl.

,ﬂ,]’lﬂ AOGaBl‘IEHMﬂ TeCTOB K 3K3eMMnaapy TeCtMpoBaHA HeO6XOAI/IMO BblA€/INTb OAVH NI HECKOJIbKO TECTOB B obnactn

«[loCTynHble TeCTbl» 1 HaxaTb Ha KHOMKy "[lo6aBuTb". BoibpaHHbIe TecTbl NepeMecTaTca B 06nacTb «CrnnMcok TeCTOB».
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[JocTynHble TecTbl

TecT cocToaHMA yaanéHHoro Aredta MoHuTopuHra

TecT cpokoB genctema CRL

TecT ykazaHHoro KpunTonposaniepa

TecT yrasaHHoro cepTudurata

TecT ykaszaHHoN Ba3bl AaHHbIX

]
]
[ Tect ykazanmoro ckpunta
L]
/|

TecToBas nognuch

OTMEHA JOBABUTb

[ns nepexopa K 3K3eMNAsAPY TECTA C LieNIbi0 U3MEHEHMS €ro HacTPoek HEOBXOAMMO HaxaTb Ha nvkTorpammy (1) HanpoTus
NPUCOEANHEHHOTO K 3K3eMMIsipy TecTa.

Ans ypaneHus sk3emnispa Tecta U3 CBA3KM C IK3EMMISPOM TECTUPOBAHNSA HEOBXOAMMO HaxaTb Ha MUKTOrpammy yaaneHus (2)
HaMpOTWB NPUCOEAMHEHHOTO K 3K3eMMafpy TecTa.

[MpumeuvaHue

Mocsie TOro Kak B mapaMeTpbl 3K3eMMispa TECTUPOBaHNs BHOCATCA U3MEHEHUS, Ha KHOTKe "CoXpaHnUTb" MOABAAETCS XKeNTbI
3HaYOoK, O3HaYaroLLMIM, YTO KOHOUIYypaL Mo HEOBXOAMMO COXPaHUTb.
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Py
KPMNTOMPO Health Monitor SK3EMIMNEPBLI TECTUPOBAHIAA SK3EMIIEPLI TECTOB
S~

KpwnTtolpo Knoy {@} C|:] M

& Kpuntolpo Knwoy .
. TecT BHNDHEH
& HeTUNW3WMPOBaHHBIFR 3K3eMNNap L]

MI—,E,I/IHV,E‘}-'E,"Ibl—b n neprod TecCTMpoBaHKMA

15 MUHYT

D OCTaHOBUTE TECTUPOBAHKWE Ha NepBoKr owmnbke

@ TecToBasd NoANWCh

O ] coxPAHUTbL

OTcnexuBaHuMe cTaTyca 3anycka TeCcToB

Mocne gobaBneHns TeCTa K 3K3eMMfPY TECTUPOBAHUSA B CBOWCTBAX AaHHOrO 3K3eMMspa NOABUTCA NMUKTOrPaMMa OTCIEXMBAHNS
3anycka TectoB (1). [Lns KaXk4oro u3 TeCToB, A5 KOTOPbIX BKJIKOUEHO OTCIEXUBaHNe, byAeT Npon3BesEeHO AOMOIHUTENIbHOE
OMOBeLLEHNE aJMUHWUCTPATOPa B CIyYae ecin AaHHbIN TeCT 6bl 3aBEPLUEH C OLUMOKOW, a NMO34Hee BbINOJIHEH YCMELLHO.

[ns no6aBNEHHBIX K 3K3EMMAPY TECTUPOBaHWSA TECTOB, 3aMyCK KOTOPbIX OTC/IEXMBAETCS, aKTMBUPOBAH COOTBETCTBYHOLLWN
nHaunkatop (2).

Kpuntolpo Knwoy (3) “ {C_}} C|:] W

ROMAOTS! PO Ry
TecT BolKAKMEH

D MHAWBKMOYENbHBIM NEpWOL TECTMROBAHKA

D OCTaHOBKWTL TECTUDOBAHKWE Ha NepBon olwrbre

I‘jj TecT ykasaHHoro ceptiduKaTa 2 X

Cl (=) Wect WEsadHon Gaskl QaHHbIX = X
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MNMepeueHb TeCTOB N UX NapamMeTpoB
B Tabanue 6 npmBoaunTCa onmncaHve Bcex AocTynHbix B Kpuntollpo LieHTp MoHWUTOpWHra TECTOB, a TakXKe X NapaMeTpoB.

Ta6nunua 6 — nepeuyeHb TECTOB U MX MapamMeTpoB
TECT OMUCAHME NAPAMETPbI

TecT BbINOAHAET yKa3aHHbIN powershell-ckpunt. Mpu ykasaHuu nyTn
HeobXoAMMO YKa3aTb MOJHbIN NyTb K CKPUNTY. TecT 3aBepLUaeTcs yCreLHo, * MyTb K paliny ckpunTa
e/ yKa3aHHbIM CKPUMT 3aBepLumaca 6e3 NckatodeHms.

Tect ykazaHHoOro
cKpunTa

* Aapec HSM

* Bepcmss HSM (HSM 1.0/ HSM
2.0)

* Otnevatok ceptudmkara

lMpwn ncnonHeHWK Tecta BbIMONHAETCA 3arpy3ka XypHana ayauTa 1 xypHana
cobbITnii HSM. TyTb Ans coxpaHeHWs XypHanoB J0/XKeH CyLL,eCcTBOBaTb.

3arpyska >ypHanos
Mepuog, 3anycka TecTa, NyTb 418 COXPAHEHWA Xy PHAI0B 1 NapameTpsbl

HSM . ayautopa HSM
nogkatodeHus Kk HSM 3agarotca B HacTponkax Tecta. TecT He nposepsaeT N
Mepuog, TeCTMpoBaHMs -
XypHanbl HSM Ha Haanuve owmnbok.
<KONNYecTBO>
yacos/aHein/Mecaues/net
* Agpec Beb-cyx6bl
TecT NpoBepseT Haanyve oWMBOK 1 NPeAYNPEXAEHVI B XKypHaiax Ha MOHWTOPWHra
Monvuenme yAaNeHHOW MaLLMHe C yCTaHOBEHHbIM areHTOM MOHWUTOpWHra. [ * CNncok xypHanos Ans
SlyYeHn
ya o5 ArenTa KOHUrypaLwmmn Tecta HeobXoAMMO 3a4aTb agpec ciyxbbl yAaneHHOro areHTa u NpoBepKU (KypHasibl U KOAbI
HanoB AreHT .
:jlyop o , XKy PHabl, COBLITUSA C KOTOPbIX HEOBXOAUMO MosyyaThb. B cyuae obHapy>keHWs NCKJIFOYaeMbIX COBbITUI
HUTOPWHT
P OLWMBOK B yAaNeHHOM >XypHasie TEeKCT oMbk ByeT 3anuncaH B pesybTaT £,06aBNAHOTCA @HANOMMYHO
TecTa. HacTPoIke MOHWUTOPWUHIa
>KyPHaNoB)

TecT npoBepseT AOCTYMHOCTb YKa3aHHON Be6-c1ybbl. [poBepseTcs ToNbKo
ceTeBas JOCTYMHOCTb Cy>6bl. TecT 3aBepLUaeTca yCrneLHo, e noayyeH oTseT
HTTP 200. Ecnm TpebyeTca npoBepsATb AOCTYMHOCTb HECKOBKUX CyXO, TO
HeobXoAMMO CO3/aTb HECKO/IbKO 3K3eMMIAPOB TecTa. TecT TakXKe MOXET ObiTb

Tect goctynHocTn

yKasaHHoOW Beb- * Appec cy>Obl

cny>Obl
y MCNONb30BaH A/18 NONYyYEHNsA Pe3ynbTaToB y/aneHHbIX NPOBEPOK AreHTOB
MoHwuTOopuHra.

* Tectposatb rpynmbl
KpurnTonpoBsanepos

Teqr TecT npoBepseT AOCTYMHOCTb 3aperncTpupoBaHHbIx Ha Cepauce Mognucn DSS (Yek6oKa)

. KpunTonpoBaligepos (B ToM yncae n HSM). Bo Bpems Tecta nposepsetca .
KpvnTonposanaepos Tectvposatb neprog,

AOCTYNHOCTb TOJIbKO KpMI'ITOI'IpOBaIZAepOB B COCTOSIHUWN «BkaroueH». I'Ipw
TeCcTnpoBaHUU rpynnbl KpMI'ITOI'IpOBaIZAepOB TeCT 3aBepLlaeTca ycnewHo, eain
XOTs Obl O4AVH KpMI'ITOI'IpOBaIZAep M3 rpynnbl AOCTYMNEH.

aeicrems Macrep-kitoda
* CoobLatb 06 ncreyeHunm 3a
<KOJIM4ecTBO>

Cepsuica Moanmcm
KpunTollpo Karou

yacos/AHen/MecsaLeB/neT

TecT NpoBepsieT CPoKM AelCTBUA AnueH3nii HSM. B ciyyae ncreueHms * CoobLuatb 06 ncreyeHnm
. JIVLIEH3MM TECT 3aBepLUAETCs C OLUMOKOW. [lns OTCNEXMBAHMA CKOPOTO CpoKa AeicTBuA 3a
Tect avueHsnm HSM
NCTEYEHNA IMLIEH3MM MOXHO HaCTPOUTL MpeaynpexzaeHne yepes napaMmeTpsl <KO/IM4ecTBO>
TecTa. yacos/aHen/Mecsaues/net
* Agpec HSM
* OTnevatok cepTudpukara
Tect nonyyaert Tekyluee coctosHre HSM v npoBepseT Haanume cBO60AHOrO ayavtopa HSM
Tecr cocrosrms HSM MecTa Ha XECTKOM gucke HSM 1 KonnuyecTBo ocTaBLLIerocs Kar4eBoro * Mpeaynpexaatb 06
MaTepuana (rammbl). ECin konmuecTBo rammbl v ocTabLueecs cBobogHoe NCTeYEeHUM raMMbl 3a (K1roYeld)
MEeCTO Ha JMcKe MeHblle 3a,aHHOro 3Ha4YeHWs - TeCT 3aBepLUaeTCa C OLLMOKOM. * Mpeaynpexaatb 0
3aKaHuMBaroLLLeMcs MecTe 3a
(M6aiT)
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TECT

Tect cocTosaHuA
yAaneHHoro AreHta
MoHuTopuHra

Tect cpokos
aencrems CRL

Tect ykaszaHHoro

KpunTonpoBaiaepa

TecT ykaszaHHOroO
ceptndmkaTa

TecT ykazaHHON 6a3bl
AaHHbIX

OMUCAHUE

Tect 3anpalimBaeT y yKa3aHHOro areHta MOHUTOPUHIra pe3yibTat nocdieaHero
3anycka TecToB. Tect 3aBepLlaeTca yCnewHo, ecm I'IOCJ'IGAHI/II?I 3anyck Bcex
TeCTOB areHTa 3aBepLumnaca ycnewHo. Ecm HEO6XO,U,I/IMO TecTnpoBaTb
HECKO/IbKO 3K3eMMNIAPOB TECTUPOBAHUA NN areHTOB - HeO6XOAI/IMO c0o34aTb
HECKO/IbKO 3K3eMMNIApoB TecTa.

TecT npoBepsieT A0CTYMHOCTb U cpoku aencteus CRL. CRL MoryT 6bI1Tb
3arpy>keHbl 13 yKka3aHHOM Marnku no ykasaHHOMY CETEBOMY ajpecy Uamn 13
yKa3aHHOro xpaHwauLLa. MNpwn BbINONHEHW TecTa MPOU3BOAMTCA NpoBepkKa
cpoka aevicTBus nonyyerHbix CRL Ha Tekywuii MomeHT. MNpu ykasaHum
XpaHuanwa Kak ncrodHmka CRL MOXHO OrpaHn4YmTb TECTMPOBaHWME TONLKO AN
CRL ykazaHHoro vsgatens. Ecav ums usgatens He 66110 ykazaHo, ByayT
npotectnposaHbl Bce CRL B XxpaHuauLLe.

TecT NpoBepseT JOCTYNHOCTb YKa3aHHOro KpUnTonpoBaingepa (B TOM Yncie
HSM). Mpw oTcyTBMM MMeHW KpunTonpoBaigepa byaeT Ncnonb3oBaH
KpunTonpoBaligep yKaszaHHOro Tvna no ymonyaHuto. Bo Bpems Tecta
JOCTYMHOCTb MPOBepseTca NyTEM CO3JaHNA KOHTEKCTa KpMnTonpoBaiizepa 1
noNy4YeHUs ero napameTpos.

TecT BbIMOMHSAET NPOBEPKY YKazaHHOro cepTuduKata. TecT Takxke OrnoBeLLaeT o
CKOPOM UCTEUEHWW CpoKa AelcTBrsA cepTuduKaToB. Mepurog BpeMeHn 4o
NCTeYEeHNs CpoKa AeNCTBUA cepTuduKaTa, a Takke Habop HeEOBXOAVMbIX TECTOB
3a4,a€TCA B HAaCTpoViKax TecTa.

Tect npoBepseT A0CTynHOCTb 6a3bl AaHHbIX. CTpoka nogkatoyeHns K SQL-
cepBepy ykasblBaeTca B napameTtpax Tecra. Ecim ncnonssyerca Windows-
ayTeHTUdMKaLMs, TO NoakatoueHne Kk SQL-cepBepy byzeT OCyLLeCTBAATLCA C
YUYETHBIMU AaHHbIMK cyx6bl HealthMonitor. Ecin ncnonbsyerca SQL-
ayTeHTUdVKaLMA, TO NoakItoueHre K SQL-cepBepy ByAeT OCyLLLEeCTBAATLCA C
YYETHBIMU AaHHBIMW, YKa3aHHbIMW B CTPOKE MOZAK/IFOYEHUS.
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MAPAMETPbI

* Appec Beb-cny>x6bl areHTa
MOHMWTOPWHra

* Ima ak3ennapa
TecTVpoBaHUA (Ha areHTe
MOHUTOPUHra)

* Tun ucrouHmka CRL (URL /
Manka/

XpaHunuwe cepTuduKaToB)
* MyTtb k CRL

* Vims n3patens

* [poBepAThb AaTy CleAytoLL el
ny6avkaumm (4ekbokc)

* Ims kpunTonpoBaigepa
(TekcToBoe)

* Tun KpunTonpoBanaepa
(uncno)

* Mima xpaHuanwa
ceptudumkaros (Moarpyxxaerca
aBTOMaTUYeCKM)

* PacnonoxeHwve xpaHuaviia
cepTMeuKaTos (

Current User/

Local Machine)

* OTneuatok ceptudpukarta
(NOArpy>KaeTca aBTOMaTUYECKM
B 3aBVICMMOCTY OT BblOpaHHOIO
XpaHuanLLa)

* MpoBepATb Nepunoy, AencTens
3aKpbITOro Ktoua (4ekboKC)

* MpoBepATb aHHYAVpOBaHMe
cepTudukarta (4ekboKc)

* CoobLatb 06 UcTeyeHunm 3a
<KO/IM4yecTBO>
yacos/aHen/mecsaues/net

* CTpoka nogknroueHuns kK b/,
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TECT

TecroBas noanuncb

Tect goctynHocTn
obpaborunka YL

Tect noBTOPHOIO
yCOBEPLUEHCTBOBaHNA
noanuecn Kpuntollpo
ApxviB

Tect cratyca
KOHTeNHepa
Kpuntollpo Apxvis

OMUCAHUE

Tect cozpanma nognucy. TecT NpoBepseT KOPPEKTHOCTb BbIMONHEHWUS onepaLinii
B DSS no co3zaHunto 31eKTPOHHBIX MOANUCEN cresytownx GopmaTos:

1. YcoBepLueHcTBoBaHHas nognuck (CMS Advanced Electronic Signatures,
CAdES);

2. XML Digital Signature (XMLDSig);

3. dnekTpoHHasa nognucs TOCT 34.10-2001, TOCT 34.10-2012;

4. Moanuce fokymeHToB popmata PDF;

5. Moanuce gokymeHToB Microsoft Office;

[N BbINONHEHWS TecTa HEOBXOAMMO HacTPoUTb NoAktoveHre Kk Cepsucy
Mognuvcn n LeHTpy ViaeHTudumkaumy; 3agatb yUYETHbIE JaHHble (OrvH/Naposb)
nonb3oBaTens OT MMeHW, KOToporo ByAeT co3saHa TecToBas NoAnmcs (B
napameTpax aksemnaspa Tectuposarus DSS). Tect ncnonbsyert yyétHble
JaHHble nosb3osatens LW, ans kotoporo HacTpoeHa ayTeHTUdMKaLMA Mo
JIOTVH/Mapoto AN TONBKO aeHTUMKauma. Ecm naeHtndrikatop
cepTvduKaTa He yKasaH, byAeT MCnob30BaTbCA cepTUdUKaT Mo YyMONYaHMIO.
Ecnm Tpebyetca npoBepuTb HECKONLKO GOPMAaTOB MOAMUCK, TO HEOBXOAMMO
CO3/aTb COOTBETCTBYHOLLLEE KOJMYECTBO 3K3EMMIAPOB JaHHOrO TecTa.

TecT npoBepseT JoCTyNnHOCTL 0bpaboTtunka Yaoctosepatolero LieHtpa.
VaeHTndukatop obpaboTtumka YL, MOXHO MoayumTb Npy MOMOLLM KOMaHA/1eTa
Get-DssEnrollment. Ecim TpebyeTca npoBepuTb AOCTYMHOCTb HECKOABKUX
YpocroepsatoLux LieHTpos, HeobxoanMo 406aB1Tb COOTBETCTBYOLL e
KO/IMYECTBO 3K3eMMNAAPOB AaHHOrO TecTa. TecT OCyLecTBAAET NOAKAOUEHME K
Cepsucy Moanucn DSS ¢ yuéTHbiMU AaHHbIMK [Tonb3oBaTens DSS, uTobbl
npoBepuTb Haanune obpaboTunka YL, B HacTpolikax aksemnasapa Cepsuca
Moanwucn DSS.

BHumaHume: Y Monb3osatens DSS fo/keH HbITh XOTS 6bl O4WH
[eNCTBUTeNbHBIV cepTUdMKaT U HacTpoeHa ayTeHTUdrKaumsa B DSS no
NOTVIHY/NapOoNKo UAW TONbKO nAeHTUdUKaLmA.

TecT NOBTOPHO YCOBEPLLEHCTBYET MOAMMCU B KOHTENHepe. VigeHTndnkaTop
KOHTeliHepa HeobX04MMO 3aAaTb Yepes napameTpbl Tecta. TecT 3aBepLuaeTcs
YCMeLHO, eC/v BCe MOAMUCK B KOHTEHEPE YCOBEPLUEHCTBOBaHbI MEHee YeM 3a
30 cekyHga,

TecT npoBepsieT cTaTyC KOHTelHepa. VigeHTudunkaTop KoHTeliHepa HeobxoanMo
3alaTb Yepe3 napameTpbl TecTa. TecT 3aBepLUaeTca YCreLHo, eCn KOHTenHep
nmeeT cratyc "ApxmBHOe xpaHeHne".
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NMAPAMETPbI

* Tun nognucm (XMLDSig /
GOST3410 / CAJES / PDF /
MSOffice/CMS)

* MNapameTpbl NOANUCH
Ana XMLDSig:

- Enveloped

- Enveloping

noanucb no wabnoHy FOCT
34.10 2001 wn TOCT
34.11-94

noanucb no wabnoHy FOCT
34.10 2012 c anuHom
X3W-kKoAa 256 6uT

noanucb no wabnoHy FOCT
34.10 2012 c anuvHom
xow-koga 512 6uT

Ana CAdES:

- CAdES-BES

- CAdES-T

- CAdES-X Long Type 1
Ana PDF:

- CMS

- CAdES-T

- CAdES-X Long Type 1

* Agpec TSP-cny»6bl (TObKO
ana CAdES-T n CAdES XLT1
)

* NipeHtndurkatop
ceptndmkata

*|D obpabotumka YL, (8 B,
Cepsuca MNognucn DSS)

* Agpec cny>x6bl admin-api

* MyTb K cepTudukaty B
dopmate PFX

* Maposb o1 cepTndurkara

* ineHTdrKaTop KOHTeHepa
KpvnTollpo Apxvs

* Agpec cny>x6bl admin-api

* MyTb K cepTudukaty B
dopmate PFX

* Maponb ot cepTudukara

* VipeHTdnKaTOp KOHTeHepa
Kpvintollpo Apxve
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TECT

Tect coctosHns
Elasticsearch

TecT cocTosiHUs
ManticoreSearch

TecT cocTtosiHMS
RabbitMQ

Tect cocTosHMA
ouepean nats-
streaming-server

Tect OCSP-cny>6bl

OMUCAHUE

TecT NpoBepsieT cocTosiHWe knactepa Elasticsearch. Tect 3aBepluaeTcs ycneLHo,
€N KNIacTep HaxXo4UTCs B COCTOSHUM Green .

Tect npoBepsieT cocTosiHme cny>kbbl ManticoreSearch.

Tect npoBepsieT AOCTYMHOCTb Cy>6bbl RabbitMQ. B napametpe HostName
[OMKHO BbITb YKa3aHO TObKO JOMeHHOe UMs uan IP-agpec cry>x6bl RabbitMQ
6e3 yKasaHus NpoToKoNa 1 nopra.

TecT NpoBepsieT COCTOsIHWE ouepean nats-streming-service. B ciyuae ecin
pasmMep yKkasaHHO O4Yepesm A/isl YKa3aHHOTO KAMEHTA MNPEBbILLAET NMOPOroBoe
3HaueHue - TeCT 3aBEPLUAETCS C OLUMGKOMN.

Tect nposepset gocrynHoctb OCSP-cny6ebl. [pn TeCTUPOBaHUN NPOUCXOANT
CO3/aHue 3anpoca Ha NoayyeHve cratyca ceptTudurkara 1 nposepka
cootBecTBytoLero oteeta. Ecm agpec OCSP-cny>kbbl He yKasaH, TO
NCMONb3YeTCa CIeAy LM aaropUTM: NPOMU3BOAATCA MOMbITKM MOAYUNTb CTaTyC
ceptndmkata y OCSP-cny>xb, agpeca KOTOpbIX yKasaHbl B pacumpeHunm AlA-
cepTvduKaTa (ecm ectb). Em no kakolr-1mbo npryvHe 310 caenatb He
YA,aN10Cb, UCMO/b3YETCA ajpec Mo YMONYAHWIO U3 IPYMMNOBOV MOAUTUKM (€N
OHa cyuiectByeT). Ecin ogHa 13 aiyx6 BepHy/a OTBET, KOTOPbIV MPOLLEN
MPOBEPKU, TO AajbHeNLLME NOCIKM 3anpocoB npekpalyatotcs. Ecm tpebyetcs
NpoBepATb JOCTYNMHOCTb Heckobkunx OCSP-cy>6, To HeobXoANMO co3aaTb
HeCKO/IbKO 3K3eMMNAAPOB AaHHOro TecTa.
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MAPAMETPbI

* Appec cnyxb6sl Elasticsearch.
3HaueHue Mo YMONYAHWIO:
"http://localhost:9200"

* AApec cyx6bl
ManticoreSearch. 3HaueHue no
YMONYAHWIO:
"http://127.0.0.1:9308"

* Agpec cny>6bl RabbitMQ.
3HayeHne Mo YMONYaHWIO:
"localhost™

* Ima nonb3oBatens
RabbitMQ. 3HaueHwne no
YMONYaHWIO:
"cryptopro_app"

* Maponb nonb3osatens
RabbitMQ. 3HaueHwne no
ymonuanuo: “cryptopro"
* BUpTyasibHbI XOCT
RabbitMQ. 3HaueHwne no
ymonuanuto: "archive”

* Mopt cnyx6bl RabbitMQ.
3HauyeHVe No YMONYaHWIO:
"5672"

* Appec cny>Obl. 3HayeHve No
YMONYaHWIO:
"http://localhost:8222"
* Ima ouepean (kaHana)

* NIms knneHTa (0bpaboTunka
ouyepesm)

* MNoporosoe 3HaveHne
pa3Mepa oyepean. 3HayeHne
no ymonyaruto: 10"

* Yneno vrepaumin ans
ycpesHeHua. 3HadeHre no
ymonuanuo: 2"

* MNepurog onpoca CHETYUMKA,
ceKkyHf. 3HaveHune no
ymonuaxuo: "30"

* Vima xpaHnanwa
ceptudmkatos (Moarpy>kaerca
aBTOMaTU4eCcKm)

* PacnonoxeHune xpaHuaviia
cepTndmKaToB (

Current User/

Local Machine)

* OTneuatok ceptudpukarta
(nogrpy>kaetca aBTOMaTn4eckn
B 3aBMICMMOCTM OT BblBpaHHOIO
XpaHWAWLLa)

* Appec OCSP-cnyx6bl
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TECT OMUCAHUE MAPAMETPbI

* Appec TSP-cny>6bl
* ANropuTM X3LUMpoBaHus (

TecT NnpoBepseT JOCTYNHOCTb Cy>bbl LUTaMNoB BpeMeHw (TSP-cayx6bl). Mpu TEET e LimaEn ]

TECTUPOBaHWV MPOVICXOANT CO3aHMe 3ampoca Ha NoJlyUeHMe LiTaMmna BpeMeHy rocT 34.11-2012 256 6uT
Tect TSP-cny>x6bl 1 NpoBepKa noJsly4YeHHoro wramna. Ecim Tpebyetcs npoBepsaTb AOCTYMHOCTb .

HeCcKoNbKUX TSP-cy>6, TO HEOBXOAMMO CO3AaTb HECKO/ILKO SK3eMMISPOB rocT 34.11-2012 512 6wt

JaHHOTO TecTa. , SHA-1, SHA-2,

SHA-3 256 6uT,
SHA-3 512 6uT)

Tect npoBepseT CMHXPOHM3aLmto BpemeHn cny>xb TSP n OCSP nyTém
CpaBHeHWs BpemeHu B oTBeTax cyb. Mpu TeCTMpOoBaHUM MPOUCXOANT
Co3jaHvie 3anpoca Ha noJslyyeHune cratyca ceptudurkara 1 nposepka

cooTBeTcTBYytOLLero oTeeta. Ecam agpec OCSP-cyx6bl He yKasaH, TO * ima XpaHuaviua
NCMONb3YeTCa CIeAy LM aaropUTM: NPOMN3BOAATCA MOMbITKM MOAYUYNTb CTaTyC * PacnonoxeHne XpaHuwiniya
TecT CUHXpOHW3aLN ceptudmkata y OCSP-cnyxb, agpeca KCiTOprX yKasaHbl B pacumpeHumn AlA- * OTneuatok ceptudpukarta
BpeeH cryx6 TSP ceptudwkara (ecnm ectb). Ecm no kakor-1mbo npuunHe 3T? caenatb He * Appec OCSP-cny»b6bl
s OCSP YAanocb, UCNoJb3yeTca afpec No YMOAYAHMUIO U3 FPYNNoBOW NOANTUKN (ecan * Appec TSP-cny>6bl
OHa cyuiecTByeT). Ecin ogHa 13 aiyx6 BepHya OTBET, KOTOPbIV MPOLLEN * AIropuT™ X3LWMpPOBaHKA
MPOBEPKU, TO AabHelLLIME NOCIIKM 3anpocoB npekpalyatotcs. Janee * [llonycTtMas TOYHOCTb (B
NMPOUCXOAUT CO3ZaHKMe 3anpoca Ha NolyveHne WTamna BpeMeHn 1 Nposepka ceKkyHzax)

MONlyYeHHOTO LWTamna. 3aTeM NPOVNCXOAUT CPaBHEHME NoJel BpeMeHN B
oTBeTax 0boux cnyxb. Ecm pasHula mexxay BpeMeHaMm 60blue yka3aHHOM
[,0MyCTUMOW TOYHOCTU - TECT 3aBepLUAeTCs C OLLUNOKOM.
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O6wue HacTpomnkmn

Pasgen no3sosisieT HacTpouTb 0bLMe NapaMeTpbl TECTUPOBAHWSA, ONOBeLLLeHNe 1 anueH3un LieHTpa MoHuTopuHra. JaHHble
HaCTPOMKW NpesCTaBAeHbl CIeAY LMW BKAAAKAMM:

OCHOBHble HacTpPOViKY;

HacTpolika nouToBOIN pacchbinky;
HacTpolika MOHUTOPWHTa >KypHaNoB;
JlnueHsns;

Beb-cny>«ba.
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OCHOBHbIe HaCTPOUKM

[ins BBoga ocHoBHbIX HacTpoek KpunTollpo LieHTp MoHuTOopuHra B pa3gene «ObLime HacTporiki» (MMKTOrpaMMa LLECTEPEHKM)

neperiante Ha Bkaagky «OCHOBHOe» .
[lns HaCTPOWKYM LOCTYMHbI CIEAYHOLLME NMapaMeTpbi:

e [lepuopg TecTMpoBaHUA NO YMOJIMaHUIO — WHTEPBa/ BPEMEHW B MUHYTaX, Yepe3 KOTopbI ByayT 3anyckaTbCes

HaCTPOEHHbIE TECTbI N PaCcCbiNatbCA NMNOYTOBbIE COO6LLI,eHVIF|.

N
KPUMTOMNPO Health Monitor 3K3EMMNAPbLI TECTUPOBAHWA 3K3EMMNAPbLI TECTOB
N

OcHoBHOE
5 MIHYT
MNo4ToBan paccbinka
MoHWUTOPMHI MypHanos
NMuueHann
Kondurypaumsa cnymbbi
O [¥] coxpaHWTbL
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HacTpoiika nouTtoBoM paccbuiku

[J.ns HacTpoViKM NOYTOBOW pacchlikun B padgene «ObLme HaCcTPONKM» nepengute Ha Bkaaaky «outoBas paccbiika» (1).

YT06bl HaCTpoOKa NOYTOBOW PaCChIIKW CTana AOCTYMHOW, akTUBMPYITe NepekitoyaTeNb «OTnpaBKka OTYETOB BKJIOUEHa» (2).
OnucaHue NapaMeTpoB NOYTOBOW PacChbiikK NpeacTaBaeHo B Tabanue 7.

Ta6bauua 7 — MapameTpbl NOUTOBOW PacCbiIKU

NMAPAMETP

Wcnonb3osatb SSL
(uekb0oKC)

Mepuog paccbinkm

OMUCAHUE

YcraHoBKa laHHOro Yekbokca 03HayaeT 1Crob3oBaHKe NpoTokona SSL npu oTnpaBke COOBLLEHMI.

Mepwvog, pa3 B KOTOPbIV MPOUCXOAWT Pacchbiiika MOYTOBbLIX COOBLLEHMI O COBbITMAX TUNa w (MpesynpexaeHue).
BHMMaHMe: pa3 B 3aaHHbIN Neprog, paccbiiakoTCa TObKO NpeayrnpexaeHus, nonyyeHHsle Cryx6oi B TeueHve

npeaynpexaeHnii -
NMoCNeAHEro nepes OTCbIAKOW Nnepuoaa TeCTMpoBaHMA.
3aronosok .
ovia TeKcT, yka3aHHbI B aHHOM rone, ByAeT oTobpaxaTbCa B TeMe MCbMa C OMOBELLLEHNEM.
n“cbM
Azpec
B AaHHOM none Heo6XoAMMO yKa3aTb aApec OTNpPaBUTENS NINCEM C OMOBELLEHMEM.
oTnpasuTens
Aapec SMTP-
AZpec NoYTOBOrO cepBepa, C KOTOPOro OTMPaBAAKTCA NUCbMA.
cepsepa
[Mopt SMTP-
MopT NoYTOBOrO CepBepa, C KOTOPOro OTAPAaBAAOTCA NUCbMA.
cepsepa
Tun Tvin ayTeHTMdMKaLMM Ha yKa3aHHOM NMOYTOBOM cepBepe (Windows-ayTeHTudukauma /
ayTeHTUdmKaumm Uma nonb3oBaTenA M naponb/bes ayTeHTudukauum).
msa
nosb3oBaTens JlorvH nonb3oBatens (OTNpaBuTeNs) A1 NOAKIHOUEHMA K MOYTOBOMY CepBepy.
(oTnpasuTens)
[Maponb
Maponb nonb3oBatena (OTNpaBUTens) ANA NOAKNOYEHMA K MOUTOBOMY CEpBeEpY.
(otnpasuTens)

Mepuog paccbinkm
yBe0MeHn 06
aKTUBHOCTU

NMpnmeyaHune

Mepurog paccbiikn yBeaoMAeHNI o paboTocnocobHocTn (“HeartBeat") Cay>x6bl MOHWUTOpUWHra. Ecim Cayxba akTviBHa 1
paccblika BKIOYEHa, YBEAOMEHWs ByAyT paccbinaTbCs C yKasaHHbIM MHTEPBAIOM (B MUHYTaX).

Mocne BHeCEHNUSA NBMEHEHNA HEOBXOAMMO COXPaHWUTb M3MeHeHWs (3), 1 nepe3anycTutb Cay>K6y MOHUTOPWUHTA.
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P
KPUMTOMNPO Health Monitor IKBEMINIIAPbBI TECTUPOBAHWA IK3EMITIAPbI TECTOB
N

NvueHsmnn

OcHoBHOE I . OTnpaBka oTYETOB BKNKOYEHa I 2
MouToBanA paccbinka 1
I P I D Mcnonesoeats S5L
MOHWTOPUHI MypHaNos
P yP — [lepyog pacceiNky npegynpexasHm ¢
1 ‘ ‘ OHel 4

Kondurypauwms cny6bl

— Agpec smip cepeepa
— MNopTsmtp cepeepa
25
— b 10NBe30BaTE! TRPasuMTend
o
— TlMepwog paccoinkn yeeaoMneHnin ob akTMBHOCTM

600 \ MUHYT
3

[¥] coxpAHMUTL
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HacTtpoiika MOHUTOpPWHra )XypHanoB

HacTpoiika MOHUTOPWHTa >y pHaN0oB ABAAETCA NMOAHACTPOVKOW NMOUYTOBOM PaCcChbIKM U TPeBYyeT BKAKOUEHUSA NMOYTOBOW Pacchbliku

Ha BKknagKe «[ouToBas paccblika» (akTUBMpPYTe NepekatoyaTens «OTnpaBka OTUETOB BK/IFOUEHa»).

Ha pgaHHOW BkNasKe yKasbIBatOTCA Xy pHabl, 13 KoTopbix Kpuntolpo LieHTp MoHUTOpUWHra cunTbiBaeT cobbiThs nocie

NPOXOX/AEeHWs TECTOB U OMOBeLLaeT aAMUHMUCTPATOPa O COOLITMSAX TUMOB e U W NMOCPesCTBOM email-coobLeHNI, HaCTPOEHHBIX Ha

BKAagke «[loutoBas paccbuika».

BHumaHue!

B LleHTpe MoHWTOpWHra NoALEeP>KMBAROTCA XY PHa/bl CO CTPOro onpeaeneHHsIM (popmaTom.

[Jna Toro utobbl 06aBMTL HOBLIN XYypHan, AobaBbTe NoayyvaTenel B pasgene "Agpec nonyyarens” (1), Haxas KHonky «/lo6aBuUTb»
B l@aHHOM pasgene, 3ano/iHUTe nose «41cao NonbIToK OTNPaBKN COOBLLEHNA» (2) U HaXkMUTe KHOMKY «/Jo6aBuTb» B paszene

«<KypHasbl 419 MOHUTOPUHTa» (3).

.t
KPUOTOMNPO Health Monitor IKSEMMNNAPLI TECTUPOBAHWA IKEBEMMNNAEPLI TECTOB

OcHoBHoe o
1

MovToBasA paccoinka

MOHUTOPUHI MypHanos 1 2

JTMueH3nK — HypHane ANs MOHWTOPWHCE

[+ Rosaevre I Sp e e 3

Kondwurypauwsa cnymbbl

) [¥] coxPaHUTb

Mpw fobaBaeHn XypHana MOHUTOPWHra ykaxuTe Vims xxypHana (1), nonHbin MyTe k dariny XypHana (2), Tun XypHana (
CryptoPro.MonitoringTool.SerilogParser.LogReader ecau 66110 BbIGPaHO XXYpHaAMpPOBaHME MO YMONYaHWIO,
CryptoPro.MonitoringTool.SerilogParser.LoglLineReader eciv 6bl10 BKAFOUEHO CTPYKTYTUPOBaAHHOE XYypHaanpoBaHue) (3),

ncknroueHns (koabl cobbituia, o kotopbix HE HYXKHO onoBeluats, pasgeneHHblie *;*) (4) n Haxkmute KHonky «[loaTBepantb» (5).
CobcTBeEHHBIe XypHabl LleHTpa MOHUTOPUHIa Mo yMONUYaHWIO PacroioXXeHbl B CIEAYHOLLUX AUPEKTOPUSX:

e /var/log/cprohm/hmsrv/cprohm-hmsrv*.log (/var/log/cprohm/hmsrv/cprohm-hmsrv*.clef) - Cry>x6a MOHUTOPUHTa;
e /var/log/cprohm/hmfe/cprohm-hmfe*.log (/var/log/cprohm/hmfe/cprohm-hmfe*.clef) - Cnyx6a Beb-unHtepdeiica.
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— WmMaxypHana
cprohm-hmsrv*

— MyTb oo dbanna xxypHana

Mvar/log/cprohm/hmsrv/cprohm-hmsrv*.clef

— Twn xypHana

CryptoPro.MonitoringTool.SerilogParser.LogLineReader

— Wcknwouerua

N «—4

OTMEHA 5 NOAOTBEPOUTb

YT06bI YAanuTb ajgpec noayvarena nam XypHaa MOHUTOPUHIa U3 Crnncka, HaXkKMuUTe Ha NUKTorpamMmy Kpectrnka pagom ¢ HUM.

NMpumeyaHune

lNocne n3MeHeHUs HaCTPOEeK MOHUTOPWHIA >KyPHAIOB HEOOXOAMMO COXPaHWUTb M3MEHEHUSA NyTeM HaxaTus KHoMku «CoxpaHnUTb»
1 nepe3anyctutb Cy>k0y MOHUTOPUHTA.
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Be6-cny>xba

Beb-cnyxxb6a MOHUTOpPUHTra NpesHa3HaveHa 418 0bMeHa faHHbIMK O TeCcTUpoBaHUn Mexay Cepsepom MoHWUTOpUHra U AreHTamu
MoHuTopuHra. HactponTb Beb-cny>6y Bo3amMoXKHO Ha ntob6om sk3emnnspe Kpuntollpo LleHTp MoHUTOpWHTa, 0fHaKO OCHOBHOM
BapWaHT MCMONb30BaHNA NOApa3yMeBaeT ee paboTy Ha AreHTax, KOTOpble C ee MOMOLLbHO CMOTYT OTNPaBAATb MHDOPMALLUKO O
Tectax Ha CepBep MoHuTopuHra. Cepsep MoOHWUTOPWHIa Nosyyaet cBegeHuns oT Beb-cay>6bl mpu nomowwm Tecta coCToAHNSA

yAaneHHoro AreHta MoHUTOpuWHra.

B3anmogericteume c Beb-cny>kb0oi ocylecTBaseTcs nyTem otnpasku K Heil GET-3anpoca Buga:
GET <Agzpec cnyx6bi>/<VIMa sk3emMnnapa TecTvpoBaHusa >/GetlastTestStatus

Mpwumep 3anpoca:

http://win-srv:8080/monitor/cprokey/GetLastTestStatus

Bo3mo>cHbI Ba BapuaHTa oTBeTa Beb-Cny>KObl:

e HTTP 200 (ycnex);
e HTTP 500 (owmnbKa).

Be6-cny>x6a BepHet HTTP 200, eciv B npeabliayLLemM 3amnycke TECTOB Ha AreHTe, K KOTOPOMY AeflaeTcs 3anpoc, A5 yKa3aHHOro

3K3emnaspa TeCTUPOBaHWA He MPOM3O0LLIO OLLINBOK.

Beb-cny>x6a BepHet HTTP 500, eciv B npeabliayLLemM 3amnycke TECTOB Ha AreHTe, K KOTOPOMY AeflaeTcs 3anpoc, 6bi1v owmnbku. B

JaHHbIN OTBET NMOMELLLArOTCS CBEAEHUS O pe3ysibTaTax NocaeHero 3anycka TectupoBaHus B dopmate JSSON (cm. Tabavua 8).

Ta6aunua 8 — OtBeT Be6-cy>x6bi
none ™n OMUCAHUE
DetailedInformation List<string> Cnncok pesybTaToB MOCNEAHETO 3arycka TecToB

Kpatkoe onvicaHve owmnbku. Jonycrumble 3HaueHus:
ErrorMessage String * TectnposaHue 3k3emnasapa [Ima sksemnnapal ele He NPOBOANNOCE;
* OZVH WM HECKOJIbKO TECTOB 3aBEPLUVNCH C OLLMOKON.

Time String Bpems ¢opmatunposaHus gaHHoro coobuueruns B UTC.

Mpumep oTBeTa:

{"DetailedInformation":
["cprokey -> TecToBaa ayTeHTUdMKaLMA -> yCMewHO 3aBepuwéH",
"cprokey -> TecToBas moAMWCb -> yCMeWHO 3aBepuwéH”,
"cprokey -> TecT kpunTtonpoBaigepoB Cepsuca Moanucu Kpuntollpo Knw4y -> ycnewHo 3aBepuwéH”,
"cprokey -> MpoBepka cepTupukatoB Beb6 uHTepdeiica Kpuntollpo Knwy -> ycnewHo 3aBepwéH”,
"cprokey -> MpoBepka cepTupukaToB cepBuca UN KpunTollpo Knwy -> 3aBepwéH c ownbkon™,
"cprokey -> MpoBepka cepTudukaToB cepBuca noanucu Kpuntollpo Knawy -> ycnewHo 3aBepwéH"],
"ErrorMessage":"Kpuntollpo Knw4: OavH uAu HECKONbKO TeCTOB 3aBepuuancb c owunbkon.™,
"Time":"2019-01-29T710:18:04Z"}

CepBep MOHUTOPWHra Tak)ke MOXET NoJyyaTb pe3y/ibTaTbl TECTMPOBaHWA oT AreHTa MOHUTOPUWHIa Npu nomMoLuy Beb-cayxobl.
[Ansi 3TOro ncnonb3yetcs TecT CoCTOAHMSA yaaneHHoro AreHta MOHUTOpPYHTa. YKaxuTe cieAyroLme HacTPoOMKM JaHHOro TecTa:

o Appec Be6-cny)6bl AreHta MoHUTOpUHra — Azpec cy6bl 13 HacTpoek Be6-cnyx 6ol Ha AreHTe (Hanpumep,
http://win-srv:8080/monitor)
o Nmsa sksemnasapa tectupoBaHua — Vima Tectvpyemoro sk3emnaapa Ha AreHte (Hanpumep, cprokey ).

° COXpaHI/ITe HaCTpOVIKI/I TecTa npun noMoLwm KHOMKN «COXpaHI/ITb».

XKTAN.00109-01 91 02 Kpunrol o LieHTp MoHuTopuHra. PykoBOACTBO Mo ycTaHoBKe M HacT poiike (Unix) Crpanuua 62 13 63


http://win-srv:8080/monitor

TecT cocToaHMA ynanéHHoro AreHta MoHUTOpPUHIa Clj U

TecT 3anpaWEaseT ¥ YKa3aHHOro areHTa MOHUTORWHIa Pe3yneTaT NocnegHero 2anycKa
TecToB. TecT 2aeeplWaseTcq YCNelwHo, ecnm nocneaHnia 2alNycCK BCeX TeCTOE areHTa
IaBeplwnnca ycnewHo. Ecnn HeoBXoaAMMO TECTH POBaTh HECKOMNBKO ZK2eMNNAP0oE
TeCTHUpPOBaHWMA M areHToE - HeoBXoOMMO CO30aTh HECKOMNBKD 3K3EMMNS POB TeCTa.

— Apgpec Beb-cnybbl areHTa MOHWTORWHIE

http://monitoring.agent:53000/monitor

— Kma skzemnnAapa TecCTUpoEaHKA

YKTAN.00109-01 91 02 Kpunrol o Lientp MoHuTopuHra. PykoBoacTBO Mo ycTaHoBKe 1 HacT poiike (Unix) CrpaHuua 63 13 63
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