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1. AHHOTAUUA

Hactosiwmii OOKYMEHT COAEPXWUT MHCTpyKUuMm no obecnevyeHnto WHGPOPMaUMOHHON
6e30MacHOCTM MpW  3KChyaTauMu MnporpaMMHO-annapaTtHOro Kpuntorpaduyeckoro Moayns
(NAKM) «Kpuntollpo HSM» coBMecTHO C cepBepaMn M paboumMmm CTaHUMSMKU NOJSb3OBaTenen,

ncnonbayowmmm kpuntorpapmueckme dyHkumm NMAKM.

[aHHbI [OKYMEHT npeAHasHayeH Ana agMuMHUcTpatopa 6e3onacHoctu CepBepa, CETeBbIX

pecypcoB NpeanpuaTnsa n apyrmx paboTHUKOB CnyX6bl MHOpMauMoHHOM 6e30nacHoCTw.

MHCTpyKUMmn aAMUHUCTpaTopam 6e3onacHocTn " rnonb3oBaTensam pas3INYHbIX
aBTOMATU3NPOBAHHbIX CUCTEM, MCnonb3yoWwmx MAKM «Kpuntolpo HSM» OOJIKHbI

pa3pabaTtbiBaTbCsa C y4eToM TpeboBaHM HacToswero PykosoacTea.
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2. OYHKUMNOHAJIbHbIE CXEMbI MPUMEHEHWSA TMAKM
«KPUMTOMPO HSM»

CepBep

«Kpunrtollpo HSM Client»
nno

Ethernet | (= ——"——

CunTbiBaTENDb

NAKM «Kpuntolpo HSM»

MO CsP
MNo «Kpuntollpo HSM»

N

Ethernet

CumTbiBaTEND

>
o o)

[=

Q=

CMapT-KapTa

PucyHok 1. dyHkLMOHanbHasa cxema npuMmeHeHus NAKM «Kpuntolpo HSM»

C cepBepoM NMpPUJIOXKEHUMN.

B cepBepe UCnonb3yoTca NporpaMMHoO-annapaTHble CPpeacTBa:

M3BM c ycraHoBneHHon OC;

CSP - peanusyer uHTepdenc kpuntorpadunuyeckmx @QyHKUMA A9 B3auMOAENCTBUS
MAKM «Kpuntollpo HSM» c cepBepoM B 4yactu obecrnedyeHnss KOHTPONs LeNoCTHOCTH

OaHHbIX 0obMeHa Mexay HuMM, wndposaHusa MHopMauum B kaHane K, obecneveHus

NpoTOKO/a CeTeBOM ayTeHTUdMKaunu;

MMNoO - npuknagHoe nporpamMmHoe obecneyeHne cepsBepa, B3aumogencrteytowee ¢ MO

«Kpuntolpo HSM», a TakXe C 3/1eKTPOHHbIM 3aMKOM U CUUTbIBATENEM KapT;

D3 — 2N1EeKTPOHHbIN 3aMOK;

Knoun aneKTpoHHOro 3amMka;
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e CuuTbiBaTeNb CMapT-KapT;
e CMapT-KapTbl — K/IlOYEBbIE HOCUTENU;

e JIBC - nHTepdenc ans B3aMMoAeNCTBUS MO JIOKaJIbHOM CETU C BHEWHUMN abOHEHTaMu

nonb3oBatensamu dyHkunmn CK3U;

e K - nokanbHbii 3awmuweHHbln KaHan (J13K). Wcnonb3yetrcs pAans cepeBepoB C

yctaHoBneHHoi OC cemencTea Unix/Linux;

e K2 - nokanbHblM 3awuuweHHblM KaHan, 6asupytowminca  Ha npoTokone TLS.

Ncnonb3yeTtca ansa cepeepos € yctaHoBneHHon OC cemenctea Windows.
B MAKM «KpunTtollpo HSM» ncnonb3yroTcs nporpaMMHo-annapaTHble cpeacTea:
e [12BM c ycraHoBneHHom OC ALT Linux Server 4.0 n TpeMs ONTUYECKUMM CETEBLIMU MaTaMm;
e CSP - kpuntonposangep tvna "Kpuntolpo CSP";

e [IMNO  «Kpuntollpo HSM» - npuknagHoe nporpamMmHoe  obecneveHne TK
«KpunTolpo HSM» gns B3aMMoA4eNCTBUA C CEpBEPOM, a Takxe paboTbl C 3NEKTPOHHbIM

3aMKOM U CYUTbIBATeNEM KapT;
e D3 - 3N1EeKTPOHHbIN 3aMOK;

e  K/oum a3NEeKTPOHHOIo 3aMKa;

e  CuuTbiBaTENb CMApPT-KapT;

e CMapT-KapTbl — K/lOUEBbIE HOCUTENN.

Bsaumopencrtene mexay [MAKM «Kpuntollpo HSM» un cepBepoM oOcCywlecTBAseTca no
cneunanbHO BblAeNEHHOMY OKasbHOMY 3awmuweHHoMy KaHany K (J1I3K, peanunsyeTcs OTAeNbHbIM
cermeHTOM Ethernet) npum ucnonb3oBaHum c cepBepamu, 6asumpyrowmmucs Ha OC cemelncTBa
Unix/Linux, nn6o kaHany K2 ansa cepsepoB n paboumx ctaHumi c yctaHoBneHHbiMm OC cemelncTea

Windows.

Cybbvektamn, obecneumBarowmmm  dyHkunMoHmposaHue [1AKM  «Kpuntollpo HSM»,

ABNSAOTCA:
e Bnagesnewy knato4a 3MM, xpaHsawerocs B NMAKM (HanpuMmep, ynosHOMO4YeHHOe nmuo YLU);

e nNpuBuiaernposaHHble nonb3osatenm NMNAKM «Kpuntolpo HSM» (agMmuHuctpatop MNMAKM,

ayautop NMAKM, aaMnHMUCTpaToOp pe3epBHOro konuposaHusa MNMAKM);

. rpynna AOBEPEHHbIX NNy (LU'IH obecneyeHuns XpaHEHNA U BBOAA KJ1lOYa aKTuBauun B

pasaeneHHoM Buae) — Cynepnonb3oBaTtesnb MAKM.
e aaMumHuctpatop MNMNO cepsepa;

e aaMuHMCTpaTop 6€30MacHOCTU cepsepa.
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YnpasneHue goctynom k NMAKM «Kpuntollpo HSM» n ayaut kpuntorpadunyeckmnx Bbi30OBOB

MAKM «Kpuntollpo HSM» npounsBoanTcs € ¢ yaaneHHoro pabouero mecrta agMuHuctpaTtopa NMAKM.

MpumepHasa cxema nogkntodeHuns NMAKM k cepsepy nsobpaxeHa HUXe.

LLkadp-cTomka

Mepexkntoyatens

2*PS/2+VGA

CwmapT-kapTa

o —
_________ 33
T pam =
/ NAKM ]
) —
—_————————— . P I 33
| \I CwmapT-kapTa -
. = =
| - == 100Base-F * =
| = i | Kanan K/K2 [ (ﬁ@
| ! 192.168.26.1 | | —— = =
| 192.168.26.2 - - APM agmuHmucTpaTopa cepeepa
! = ==
| 33 CwmapT-kapTa I E E
\ / o
N
__________ Cepeep o
CmapT-kapTa I
33
Https/tls — : (ﬁ @

APM agmunucTpatopa MAKM

PucyHok 2. Cxema nogksnroueHmna NAKM k cepsepy

Jonyckaetca wucnonb3oBatb MAKM kak rpynnosoe CK3WU, obcnyxusawlliee HECKOSbKO
cepBepoB. [lpn 3TOM, Kaxablli cepBep AO/HKEH WMMETb OTAESIbHbIN CuYMTbIBaTENlb CMapT-KapT,
ncnonb3yembin ans kapt kKaHana K. Tak kKak BBOA pin-KogoOB MpW  aKTUBaUMWU  KJIOYen
npomnssoantca ¢ LCD naHenu [MAKM, co cTOpoHbl 06cnyXuBalowero nepcoHana AOMKeH
obecneunBaTbCa KOHTPOJIb 3@ aKTMBAUMEN K/HOYEN MNPUNIOXKEHUSAMU cepBepoB (4Tobbl He 6blno
OBYCMbIC/IEHHbIX CUTyauWuid, MWH-KOA KaKoro WMMeHHO Kito4da (Kakoro npuioxeHus/cepeepa)

3anpawmBaeTcs Ha LCD naHenu B AaHHblA MOMEHT).

Takoe noaxknyeHne cepBepoB OCYLLECTBASETCA Yepe3 MaplipyTusaTop. MapuwpyTtusaTop C
MAKM coeguHsieTca CTporo ontuyeckum kabenem, cepsepa C MapLpyTU3aToOpOM COEAMHSAKTCS
nmbo onTtundeckmmun kabenamu, nnbo obblyHOM BMTOM nNapon. [na nepexoga C BUTOM Mapbl Ha

ONTUKY MOXET 6bITb MCNOSb30BaH COOTBGTCTBYI’OLLI,VIVI KOHBEPTOP.
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MpuMepHasa cxema MOoAKJIOYEHUS HecKoNbknx cepBepoB K MAKM mnsobpaxkeHa Ha PucyHok

LLikadp-cToiika
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PucyHok 3. Cxema noaknroueHnna NAKM Kk HeCKOIbKMM cepBepaM.

Mpn wucnonb3oBaHun [MIAKM B KauecTtBe pasgensdeMoro kopnopatmsHoro CK3U
nono3osatenen cetm MNMAKM Bkntovaetcs B NboOM cerMeHT sokanbHon cetu. Paboume crtaHuum
nonb3oBaTtenen B3ammoaencTeytoT ¢ NMAKM no kaHany K2 n MOryT HaxogmTbCs Kak B TOM Xe, TaK 1

B APYrnMX CErMeHTax CeTU.

OaHoBpeMeHHO ¢ paboynMm CcTaHUMAMKM 0BbIYHbBIX Nonb3oBaTenen, knmeHtamm NMAKM moryT
6bITb M cepBepa NpuioxeHun, B3ammogencreyrowmnx ¢ NMAKM no kaHany K2, a Ttakxe pabouas

CTaHUMa, npeaHasHavyeHHaa aAng yaaneHHoro aaMmHuctpmposaHud MNMAKM.
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PucyHok 4. CxeMa noakJiloueHusa paboumnx craHumMi nonb3oBarenen k NAKM.

AaomuHuctpatop [MAKM uMeeT BO3MOXHOCTb ONMcaTb rMpaBuna BCTpoeHHoro B [1AKM
MeXceTeBOro 3skpaHa. lpuM 3TOM Hago uMeTb BBMAY, 4YTO paboume CcTaHUMKW MoJsib3oBaTenen u
cepBepa NpWIOXEHUI, C yCTaHOBNEHHbIMM Ha HMX OC cememnctea Windows obpawatotca k NMAKM
no kaHany K2 c wucnonb3oBaHuMeM nopTa C HoMmepoM 1501; cepBepa c ycTaHoBseHHbiMM OC
cemenctea Unix/Linux obpawatotca k NMAKM no kaHany K c ucnonb3oBaHMEM ropta C HOMEPOM
1502, a MO yaaneHHoro agMmnHuctpupoBaHmns MNMAKM uncnonbsyet nopt 443 Ans B3aMMoaencTBus C
MAKM. [Ons yBenMyeHus npoun3BOAUTENLHOCTU CEPBEPHLIX MPUNOXeHUn, Basupytowmxcsas Ha OC
cemencrtea Windows, nMeeTcss BO3MOXHOCTb OpraHm3oBaTb HewundpoBaHHbii KaHan K2 (K2s) npu

cobnogeHun TpeboBaHuMm no 6e30MacHOCTM, BKJOYAKOWMX OpraHM3auMOHHbIE Mepbl MO
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pa3meweHunto NMAKM un cepsepa B oaHOWM cepBepHol crtoiike. Mpu atom B MNMAKM mcnonb3lyertcs

OTAENbHbIN MOPT ANS BXOAAWMX coeanHeHun 1503.

Ons Kaxaoro KaHana MOXHO YKasaTb KakK KOHKpeTHble IP agpeca, Tak v noaceTtu, C

KOTOpbIX pa3pelweHo obpaweHne K NMAKM Ha yKasaHHbIA NOpT.

KOMMNOHEHTbl MHMOPMALMOHHOW CUCTEMbl MNPeanpuUsTUS  MOryT 6biTb  MOABEPXEHbI
pasnMYyHoOro poja yrposam. Yrposa, peanusoBaHHass C WCMOJb30BaHWEM  YSI3BUMOCTEWN

WH(POPMaLMOHHO-NPOrpaMMHON CUCTEMbI, Ha3blBAETCH aTakoMu.

Ans 6N0KMPOBaHUA BO3MOXHOCTEM HapywMUTenss Mo OCYLIECTBIEHUIO aTak MepcoHany,
obcnyxuBaouieMy CepBepa M NOKaNbHYK CeTb, CAeAyeT MpOBEeCTU psfA OPraHu3aLMOHHbIX U

OpraHn3aunMoOHHO-TEXHUYECKUX MEP.

Ona obHapyXeHus aTak Mofb3YTCH ayAUTOM >XYpHanoB (perncrpauuoHHbIX ¢annos)
06L1ecCnCcTeEMHOr0 U NpUKNAAHOIrO NporpamMMHoro obecneveHns komnnekca CepsepoB (B TOM 4uUChe,
xypHanos [MAKM). Uenbio ayauta sasnsgetca cbop uHdDOpMauum 06 yAauHbiX M HeyaauHbIX
nonbiTKax AoCTyna K obbekTaMm, NpUMEHEeHUW MPUBUAErMA U APYrUX BaXHbIX, C TOYKU 3pEHUS

6630|'|aCHOCTVI, OENCTBUSAX U NMPOTOKOMNPOBAHUE 3TUX cobbITMn ons ganbHenwero aHaamsa.

Komnniekc, BK/OYaOWMIA CErMeHT JIOKaJlbHOWM ceTn, cepBepa, paboume cCTaHuum
rnonb3oBartenen, ucnonbsytowme NMNAKM «Kpuntollpo HSM», MoxeT 6biTb BBEAEH B 3KCMAyaTauuto
nocne nNpoBeAeHUs CreAYyWNX OpraHn3auMoOHHO-TEXHUYECKNX MeponpusaTui No cneuunasbHOMn

3auuTe:
. KaTeropnposaHusa B COOTBETCTBUU C TpeﬁoBaHMﬂMM HOPMAaTUBHbIX JOKYMEHTOB,

. MOHTa>Xa OCHOBHbIX n BCrioMoraTtesbHbIX TEXHNUYECKUNX cpeacTs obbekTa

MHdopMaTn3aunm n Tpebyembix CpeacTs 3awmTbl MHDOPMaLMK;

e aTTecTaumm obbekTa MHDOPMaTU3aLMM YCTaHOBIEHHLIM MOPSAKOM.
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3. OCHOBHbIE CBEAEHMSA OB ANMAPATHOW MNAT®OPME
NAKM N CEPBEPA

YctaHoBka u skcnnyataumsa NMAKM «Kpuntollpo HSM» ocylecTBnsaeTca B COOTBETCTBUU C

AoKyMeHTOM «XKTAM.00096-02 90 01. KpunTtollpo HSM. MIHCTpyKUMA NO UCMONb30BaHUIO».

K skcnnyataumm  MAKM  «Kpuntollpo HSM»  pgonyckawTca  nvua, npoweawme
COOTBETCTBYIOLWYIO  MNOArOTOBKY U  M3YUYMBLUME  3SKCMUIyaTauMOHHYIO  AOKYMEHTauuio  Ha

COOTBETCTBYHOLWLME NPpOrpaMMHO-annapaTHbie CpeacTBa.

AnnapaTHasa 4dactb [MAKM «Kpuntollpo HSM» BktovaeT cregyowme cneunanmsmpoBaHHble

YyCTpPOWNCTBA:

. BCTpOEHHbIVI CUNTbIBATENb CMapT-Kapt And BBOAA/BbIBOAA MHCbOpMaU,VIVI Ha

WHTENNIEKTYasbHYHO KapTy;
e DJIEKTPOHHbIN 3aMOK C dunsnveckmm ACH «Cobonb»;

e ceTeBas nnarta Ethernet c onTnueckum BbIXOAOM ANS MOAKMOUEHUS K KaHanam «K»,
«K2» (B3ammogencreme c cepsepoM) / CerMeHTy AoKanbHoM ceTu (ans8 KaHanoB «K» u
«K2»);

e ceTeBas nnata Ethernet ¢ AByMS onTMYeCKUM BbiIXxoAaMu ANS NOAKIIOYEHUSA K KaHanam
«K», «K2» (B3anMogencreme C cepBepoM) / CEermMeHTy noKajbHOM ceTn (Ans KaHanos

«K» n «K2»)/ynaneHHomy pabouemy mecty agMnHuctpatopos [MAKM;

. naHenb C XUWAKOKPUCTaA/IVTIMYECKMM  3KPaAHOM n KHOMKaMn  ynpaBieHuna Ansd

aaMUHUCTpupoBaHua MNMAKM.
Bce annapaTtHble cpeactea NAKM «Kpuntollpo HSM» pa3MelleHbl B 04HOM Kopnyce.

Kopnyc MAKM «Kpuntollpo HSM» pomxeH 6bITb 3awumileH OT HeCAaHKUWMOHWPOBAHHOMO
BCKpPbITUS (NyTeM onedaTbiBaHWS CUCTEMHOrO 670Ka M pa3beMOB CUCTEMHOro 6510Kka M KOHTPONSA

neyaten aaAMMHUCTpPaATOpoM 6e30nacHOCTH).
CepBepa 1 paboumne cTaHUMKN NOSb30BaTeNen A0KHbI ObITb OCHALLEHbl YCTPONCTBaAMMU:

e BCTPOEHHbIN CYUTbIBaTENb CMapT-KapT ANd BBoAa/BbiBOAA MHGOpMaUMM  Ha
MHTEeNNeKTyanbHytlo KapTy ([4OMNycKaeTca WCNosb30BaHWe ApYrux CcuuTbiBaTenemn

K/t0YEBOM MHMOPMALMM C OTUYXAAEMbIX HOCUTENEN: anckeT, USB TOKEHOB);
e  3JIEKTPOHHbIN 3aMokK € dusndecknm ACY;

e ceTeBasa nnata Ethernet gnsa nogkntoueHns K kaHanam «K»/«K2» (B3ammopelicteme C
M2BM MNMAKM «Kpuntollpo HSM»);

e ceTeBas nsaTta Anda noakntodeHus K JIBC npegnpuatus.
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Bce annapaTHble cpeacTBa A0MXKHbI 6bITb pa3MeLleHbl B 0AHOM Kopryce.

Kopnyca cepBepoB " pabounx  CTaHUMA  OOJIKHbI ObiTb  3alUMLLEHBI oT
HECaHKLMOHMPOBAHHOIO BCKPbITUS (MyTEM oOneyaTbiBaHUS CUCTEMHOrO 6/10Ka M pa3beMOB W

KOHTpPOJIS NeyaTten agMMHUCTpaTopoM 6e3onacHoCTH).

Ona obecneyeHnss (QYHKUMOHMPOBaAHMA cepBepoB M paboumx cTaHumii HeobxoanMmo
YCTaHOBUTb Ha NpeAHa3Ha4YeHHbIX AN HUX KOMMbOTEPAX ONEPALMOHHYO CUCTEMY U NPOrpaMMHble
KOMMOHEHTHI, npeaocTasndOWne  cepsepam " pabounMM  cTaHuUMAM uHTepdenc K

Kpuntorpadpuyecknm gyHkumnam MAKM.

Mepen ycTaHOBKOW cneayeT NpoBepuTb NporpaMMmHoe obecneveHmne Ha OTCYTCTBUE BUPYCOB
M MpOrpaMMHbIX 3aKnagok. Takxke HeobxoAMMO WCKAKYUTb W3 MporpaMMHOro obecrnedeHus

cpeacTBa pa3paboTky U OTNaAKWM NPOrpamM.

MNocne 3aBepweHusa npouecca yctaHoBku [10O Cepsepa/pabouveinn ctaHumu wn [MAKM

«Kpuntollpo HSM» cneayet NpoBeCTU KOHTPOJ1b LENOCTHOCTU ycTaHoBneHHoro 0.

Paspewaetcs mncnonb3osatb NMAKM ana paboTbl ¢ KOHPUAEHUMANBHON MHGOpMauMen npu

cobnoaeHnn HUXxe nepevyncneHHbIX opraHnM3aunMOHHO-TEXHNUYECKNX MepOHpMﬂTMVI.

[JOCTaTOYHOCTb MPUHATBIX Mep 3aWuTbl OnpeAenseTcs Ha 3Tane WHCTPYMeHTaslbHOM
MPOBEPKM B XO0A4€ aTTeCTAUMOHHbLIX WCMbITAHUA WHADOPMALUMOHHOM CUCTEMbI, B KOTOpOM

npuMmeHsetcs NMAKM.
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4. POJIEBAA MOAEJIb AOCTYINA

NMAKM «Kpuntollpo HSM» pa3pabotaH C Yy4yeTOM TOro, 4TO TMPMBUIIErMPOBAHHbIE
nonb3oBatenn MAKM (4neHbl rpynnbl agMUHUCTPATOpPOB, MMEKLME AOCTYM B KOHTPOJIMPYEMYHO
30HY) MOryT SBAATbCA MOTEHUMANbHbIMW HapywuTensaMmu. Npm 3TOM BO3MOXHOCTb CrOBOpa Mexay
HUMU Ucknuyaetca. B cootBeTctBun ¢ atuMm B [TAKM peanunsoBaHa poneBasi MoAdenb AOoCTyna K
pasfMyHbiM OYHKUMAM. IDTO O3HaA4yaeT, 4YTO KaXAOMy OTAENbHOMY 4fneHy aAMWHUCTPATUBHOM
rpynnbl gaeTcsa AOCTYyN TOAbKO K CTPOro onpeaeneHHoMy Habopy agMMHUCTPATUBHLIX QYHKLMRA, He
MO3BONSAIOLWMNX NPOBECTU YCMNELLHYO aTaKy Ha Mofly4YeHne KOHTPOAa Hah Ka4YamMu nosib3oBaTtenen,

xpaHawmmmcsa B NAKM «Kpuntollpo HSM».
MporpamMmMHoe obecrneveHme NMAKM «Kpuntollpo HSM» pasnuyaeT crneayrowme ponu:
e O6bluHbIN Nonb3oBaTenb MAKM «Kpuntolpo HSM»;
o  AAMMHUCTpATOp cepBepa, CepBUCHLI KOTOPOro ncrnonbsyroT NAKM «Kpuntollpo HSM»;
e AamunuHunctpatop NMNAKM «Kpuntollpo HSM»;
e Ayauntop NAKM «Kpuntollpo HSM»;
e  AaMuHucTpaTop pesepBHOro konuposaHusa NAKM «Kpuntollpo HSM»;
e Cynepnonb3oBaTtenb NAKM «Kpuntollpo HSM».

Mpu3HaK TOro, 4To NMoNb30OBaTeNO0 Ha3HadeHa Ta WIN MHas poNb XPaHUTCS B cepTudukaTe
Knwo4ya pocrtyna Kk dyHkumam [MMAKM, kak cneumanbHoe pacwupeHne (Extended Key Usage)
ceptudmkata. Loctyn k [MAKM (foKkanbHbIM WAW  yAANEHHbIN) OCYLLUECTBASETCA TOAbKO C

MCMOJSIb30BaHMEM AaHHOro ceptudumKaTa Kt4da AOCTyna M caMoro Kitoda (CeKpeTHOM ero yacrtiu).

Kntoun n ceptndukar gocrtyna k [MAKM dopmupytotcs NMAKM 1 BblaatoTcd 0O6bIYHbBIM
rnonb3oBatensMm agMmHuctpatopom [MAKM. Knwoum un ceptudumkatr pgocrtyna k [AKM  ans
MpUBWJIErMPOBaHHLIX Mosnib3oBartenen dopmupytotca MAKM mn BblgaloTca Cynepnosib3oBaTeNneMm
MAKM.

Cynepnonb3oBatrens MNAKM - rpynna npuBuAerMpoBaHHbIX MOAb30OBaTeNen, Kak
MUHUMYM U3 3 YesI0BEK, Aep)KaTesien JyacTten pa3aesieHHOro cekpeTa knato4a aktnsaumm NAKM. 3T10
nobblie TpU M3 NATU NUL, XpaHUTENen 4dacTten pasfjesieHHOro cekpeTa kto4a aktuBauum MAKM.
TOoNbKO AaHHadA rpynna nauuy MoXeT JIOKanbHO NosyynTb AOCTYN K pyHKumam NMAKM, no3Bonsowmm
no6aBnAaTb HOBble Y4YeTHble 3anucu MpuBUIErMPOBaHHbIX Mofb3oBaTenen (aaAMUHUCTPaTOpOB,
ayAnToOpoB, aAMWHUCTPATOPOB pe3epBHOro konuposaHus MAKM) u dopMmpoBaTb MM K/OUM U
cepTudukaTbl knw4yen gocryna k dyHkumam MAKM. Kpome 3TOro, cynepnofnb3oBaTeNlb MOXeT
BbINOMHATL Nt0bble dyHKUMM, Npucywme nobor npmBunerMpoBaHHon ponu. Cynepnonb3oBaTenb
coBMelWaeT ponn aaAMWMHUCTPATOpPOB, ayaUTOpPOB, aAMUHUCTPaTOPOB pPEe3EpPBHOrM0 KOMUPOBaHUSA

MAKM. CMeHa pasaeneHHoro knw4da aktmsaumu MAKM, Bkawuyawowas CMeHy kno4va wudposaHus
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MAKM, HeBo3MOXHa 6e3 akTuBaumm CTaporo Kiwya akTtuBauumm, T.e. 6€3 npucyTcTBus
cynepnosib3oBaTens. Cynepnosib3oBaTenu MAKM MOryT ABNATbCA OAHOBpPEMEHHO
NMpUMBUAErMPOBaHHbIMU rnosb3oBaTensiMu MAKM - aAMUHNCTPATOPOM, ayanTopoM,

aAMUHUNCTPATOPOM pe3epBHOro konuposaHus NMAKM.

Jlio60e apyroe coBMeLleHue poJsie NpMBUJIErMpoBaHHbIX nonb3oBatenein NMAKM B

OAlHOM J1MLEe He AOoNnyCKaeTCA.
TonbKo cyneprnofnib3oBaTeno 4OCTYNEH PEXUM MOSTHON OYNCTKK coaepxxumoro MAKM.

O6bIuHbIV nosnib3oBaTenb MAKM He uMeeT nokanbHoro goctyna k MAKM, He MoxeTt
BbIMOMIHATL HW OAHOW aAMUHUCTpaTUBHOM @yHKUMKM TTAKM. TllonydaeT yAaneHHbln A0CTyn K
kpuntorpaduyeckum oyHkumam MAKM «Kpuntollpo HSM» npu nomowm knw4da u ceptudukaTta
K/o4Ya AoCTyna, BblAaBaeMbiX eMy agMuHuctpatopoM MNMAKM. AgMmuHuctpaTtop NAKM nMeeT goctyn

K YY4eTHOM 3anucu nonb3osaTtens B MNAKM.

AaMUHUCTpPATOpP cepBepa, CepBUCHI KOTOporo ucnonb3ytoT NMAKM «Kpuntollpo HSM», ¢
TOYKM 3peHus pocTtyna K dyHkumam [MAKM noytm HuMYeM He oTamM4yaeTcsas OT 06blYHOro
nonb3oBatensa MNAKM, 3a uckawuyeHMeM TOro, 4YTo B cepTudmKaTe KwYa A0CTyna K DYHKUMAM
MAKM nponuckiBaeTcs cneuymanbHoe pacwupenne (EKU) «1.2.643.2.2.34.22». Hanunuue B
cepTudmKaTe TakKoro paclwumpeHus npuBoAMT K TOMY, 4YTO 3anpocbl Ha BBOA PiN-KoAOB AN
K/II0YEN, co34aBaeMbIX MPUNOXEHUSIMU (CepBMCaMM ONepaLuMoOHHON CUCTEMbl CEpBEpPA) Ha cepBepe
BblaatoTcd He Ha paboumn crton pabouer CTaHUMKWM, KaK 3TO MpoucxoauT Aans  O6blYHbIX
nonb3oBaTtenen CK3U, a Ha LCD naHenb MAKM, 4To Ba)HO, T.K. MHOIMe CepBUCbI OnepaLnoHHOMN
CUCTEMbI Ha cepBepe, ucnonb3dywme dyHkumn CK3MN He wmMmeT goctyna K pabouemy crony
(KOHCONM) M He MOryT 3anpocuTb TaM pin-Ko4 Ha AOCTYN K KOHTenHepy kitoda. Kpome 3T1oro
MCMNoNb30BaHME YyKasaHHoro ceptudukata kawda goctyna kK dyHkumam TAKM B npouecce
ayTeHTMdMKaumm, No3BONSET NMPU COOTBETCTBYHLLMX HACTPOMKax OTMEHUTb PEXWUM LWNGpPOBaHUS
kaHana K2, u4t0 MOXeT noTpeboBaTbCA AN MOBbIWEHMSA MPOU3BOAUTENBLHOCTU CepBepa
MPUTOXEHUN, Hanpumep, npu MCNON1b30BaHUn MAKM Ans onepauui
wundpoBaHus/pacwmngposaHns TLS/SSL  Tpadumka cunbHO 3arpyxeHHbix WEB cepBepos.
HeobxoaAnMO OTMETUTb, YTO AaHHbIA cepTudUMKaT K4da AOCTyNa MOXET MCMOSIb30BaThbCA TOMbKO
Ha cepBepax C YyctaHoBneHHoh OC cemeictBa Windows npu opraHm3sauum kaHana K2. Ha
cepBepax c yctaHoBneHHon OC cemencrBa Unix/Linux ncnonb3yetcsa kaHan K, yHacnenoBaHHbIN

n3 npeablaywmnx sepcuin NMAKM «®eHnkc-M», «Atnmkc HSM».

AamuHuctpaTtop NAKM «Kpuntollpo HSM» nMmeeT nokanbHbI U yaaneHHbln (4Yepe3 web

MHTepdenc aAMUHUCTPUPOBaHMS) AOCTYN K CneayowmM pyHKUMaM ynpasnieHus MAKM:

- ynpaBJ/ieHNE YUYETHbIMU 3anuUcsMmM 0bblYHbIX (HENPUBUIETMPOBAHHbLIX) MOJSIb30BaTENEN U
aAMMHNCTPATOPOB CEPBEPOB, BKJItOUasaA DYyHKLMN OOHOBIEHNS UX KITIOYEN N CcepTUMUKATOB KJtOUEN

poctyna K MAKM.
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- 06HOBNEeHNs BHYTpPEeHHUX kodyen n ceptudumkatos MNMAKM (knwoum mn ceptudukartbel TLS

cepBepa, KJ4a nognnucu n camonognmcaHHoro ceptndukarta NAKM);

- ynpasJ/ieHNe HacTpoOMKamMu pexmmoB paboTbl MAKM, uckiwyas HEKOTOpbie HACTPOMKM

paboTbl C XypHanoM ayguTa.
- ynpas/ieHne ceTeBbiMW HacTpomnkamu NMAKM;

- ynpasfieHne HacTpoMKaMn BCTPOEHHOIO MexXceTeBoro akpaHa MNMAKM;

ynpaBneHne cucteMHbiMmn Yacamu NMAKM;

n3MeHeHue coctosaHusa NMAKM;
- BbIFpy3Ka pe3epBHbIX konun MAKM;

- WHMUMauMs npoueaypbl BoccTaHoBneHuss TMAKM u3 pesepBHoW konuu (TpebyeT
NPUCYTCTBMS aAMUHUCTPATOpa Pe3epBHOIN0 KOMUPOBAHWUS C KapTOW C KAYOM LWKdpPOBaHUS

pe3epBHOM KoNumn).

B ceptudumkate knwodva pgoctyna Kk ¢yHkumam [MAKM  pgaHHOM ponu  nponucbiBaeTcs

cneumanbHoe pacwupeHue (EKU) "1.2.643.2.2.34.21".

Ayantop NMAKM <«Kpuntollpo HSM» ocyuwecTBnsieT KOHTPOAb 3a COObITUSIMW, TakK Waun
MHaye CBSA3aHHbIMKU C yHKUMOHMpoBaHueM MAKM. OCHOBHbIMM WUCTOYHMKaMM MHbOpMauMn Ans
Hero cnyxaT BHYTpeHHWe XypHanbl cobbitun CK3UM un ayamta MAKM. Ayautop MAKM wumeet
JNIOKanbHbIA U yAaneHHbIn (4epe3s web MHTepdenc agMUHUCTPUPOBAHMSA) AOCTYN K Cleayowmm

dyHKUmnam ynpasnenuns NMAKM:
- ynpasneHne HacTtpomkamun MNMAKM, cBA3aHHbIMU C PEXMMOM OUYUCTKU XypHana ayauTa;

- ynpasneHue HaCTpomKaMM peErncTpaunm Tex Nanm UHbIX BUOOB cobbITHI B XypHane aygunTa
MAKM;

- ynpasJieHMe NOSIHOTOM oTpaXkeHust cobbiTin B xypHane MNAKM;

- OYUNCTKa XypHana ayauTa (C noarsepXaeHnMeMm AaHHOro ,EI,eVICTBMFI AD,MVIHVICTpaTOpOM
NAKM).

B ceptudukate knwuya pgoctyna K dyHkumam [MAKM  gaHHOM ponn nponucbiBaeTcs

cneuymanbHoe pacwupeHue (EKU) «1.2.643.2.2.34.28».

AaMuHucTpaTtop pesepBHoro konuposaHusa NMAKM «Kpuntollpo HSM» ocyuwecTtBnseT
cosfaHue, ypaneHue pesepBHbiX konuit MAKM. XpaHUT cMapT-KapTbl C KAlOYaMu WKUdpoBaHUs

pe3epBHbIX KOMUA.

He wmeeT npaBa Ha Bbirpy3sky u3 [MAKM pe3epBHbIX KONMMA M Ha 3anyck npoueaypsbl
BoccTtaHoBneHns NMAKM 13 pe3epBHON KOMUK (AaHHbIE peXuMbl AOCTYMNHbI AaMuHUcTpaTopy MAKM

M Cynepnonb30oBaTesto).

B ceptudukate knwuya poctyna K dyHkumam [MAKM  pgaHHOM ponn nponucbiBaeTcs

cneunanbHoe pacwunpenmne (EKU) «1.2.643.2.2.34.27».



XKTAN.00096-02 91 01. Kpuntollpo HSM. PykoBoACTBO agMMHUCTpaTopa 6e30nacHoCTH 15

5. JENCTBUSA NP KOMMPOMETALUUWN KITHOYEW

B cnyyae koMmnpomeTauuu Kioden no dhakTy KOMMNpoOMeTauuu AO/MKHO 6biTb NMpPOBEAEHO

cnyxebHoe paccnegoBaHMe. CKOMMPOMETMPOBAHHbIE KJTHOUM BbIBOASTCA U3 AENCTBUS.

BbiBeAeHHble U3 AENCTBUS CKOMMPOMETUPOBAHHbIE K/IIOUYEBbIE HOCUTENN MOC/E NPOBEAEHUS
CNy>e6HOro paccnefoBaHMs YHUUYTOXAKTCS, O YEM JeNlaeTcsl 3anucb B «XKypHane nosnb3oBaTens

CETU>,
CKOMI'IpOMeTVIpOBaHHbIe K041 nognexat 3aMeHe.

Mpn nepesbinycke KAOYeNn afMUHUCTPATOPOM BbIMOMHAKTCS AENCTBUS, COBEpLUAEeMble NMpu

MNJ1aHOBOW CMEHE KJTIOYEN.

Mpn KoMmnpomeTaumu knwoda nognmcu  [MAKM, ucnonb3yroweroca And  msgaHus
cepTndUMKaATOB Kio4Uen ayTeHTuduKaumn nonb3oBaTenen, nocne cMeHbl Kawda nognucu MAKM

OOKHbI 6bITb nepeBbINyLWEHbI BCE CepTMCIJMKaTbI nosab3oBaTesnen.

Kniou wndpoBaHUa aBTOMaAaTUYECKN MEHSAETCS NpU CMeHe Kto4va akTuBauum NMAKM.
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6. HACTPOUKA AYOUTA

Onsa obHapyxeHuss aTak Ha pecypcbl NMAKM npuMeHsieTcs aHanu3 >KypHasa co6biTui

CK3WU v »xypHana ayamTa.

Mocne yctaHoBkM U HacTpokku [AKM npexae Bcero Heob6xoAMMO BKAKYUYUTL ayauT Ha

obuwecncrteMHbIX KoMnoHeHTax CepBepoB, NOAKAKYEHHbIX K [MAKM.

HacTtpoika ayauTta B NAKM nponsBoanTcsa Npu yCTaHOBKE aBTOMATUYECKMN.

XypHan cobbitmii MAKM «Kpuntollpo HSM» Begetcss cpeacTtBaMuM OnepauyoOHHOM
CUCTeMbl, Nog ynpasneHneMm KoTopon dyHkunoHupyeT NMAKM. Cobbitna OC, noaBepraembie ayanTy
B MAKM:

e CrapTt/ocTaHOB onepaumMoHHOW CUCTEMBI;

e CrapT/0CTaHOB CUCTEMHbIX CEPBUCOB;

e  WNpeHTudukauus/ayTeHTudunKaums/aBTopnsauns noab3oBaTenen B CUCTEME;
e Wcnonb3oBaHue kpuntorpadpunyecknx @yHKUNn;

e 3anyck npoLeccos;

e  MOHTMpOBaHMe/AeMOHTUPOBAHMUE;

e BbI30B CEpPBMCOB MEXMNPOLECCHOr0 B3auMOAENCTBUS;

e OTKas B CO34aHUM AOMOSHUTENbHbBIX NPOLECCOB.

[JononHMUTeNnbHO K wWTaTHbIM cobbiTuam OC B XypHan cobbituin NMAKM «Kpuntolpo HSM»
3@HOCATCSA AaHHblIe 0 COBbITUAX, FreHEPUPYEMbIX NPUKAAAHBIM MPOrpamMMHbIM obecrneveHnem MAKM,
peanusywmM Kpuntorpadudeckme GyHKUMKU. AyauTy noABeprarTca craeaylowme QyHKUum

ynpasnennsa CK3U n kpuntorpaduyeckme onepaumu:
e reHepauus Kn4a;
e Onepaumu NOANUCKU/NPOBEPKM NOAMNUCH;
e onepauunn wndgposaHus/pacwumndpoBaHms;
e Onepauuun aKCnopTa/uMnopTa Kwua;
e  WN3MEHEHWEe CUCTEMHOIro BPeMEHMU.

XypHan ayauta NAKM npegHasHayeH Ana OTpaXXeHus U coxpaHeHus uHdopmauum o
3HAUYMMbIX COBBLITUAX, TaK UNM UHA4Ye MeHsaWwnx coctosHne NMAKM 1 o cobbITusaX, CBA3aHHbIX C
BbinosiHeHMeM CK3W cBoux ueneBbix dyHKUui. XKypHan ayauta BeAeTcs B XPOHOSIOrMYecKoM

rnopsiike BO3HUKHOBEHUS COObITUN.
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Mpwn 3anofIHEHUN MaMSATVM OTBEAEHHOW MOA AaHHble XypHana ayauTa 3Ta NaMsTb AOJSKHA
6biTb  ouMweHa. OumucTKka XypHana ayauTa npousBoauTca M60 MO pacrnopsiXXeHUIo

Cynepnionb3oBaTtens NAKM, nnbo aBTtomatnyeckun (HactpamBaeTtcs Ayautopom MAKM).

Onsa aBTOMATM4YeCKOM OYMCTKM XypHasla ayauTa M34aeTcs crneumasnibHoe pacrnopsikeHue
Ayountopa [lMAKM (Bkntodaemoe B HacTporku [MAKM), B KOTOpPOM YyKa3sbiBaeTCs MaKCuMMasibHoe

KONMYECTBO 3anucen, Npn AOCTUXEHUM KOTOPOro YacTb XypHana ayauTta AoNKHa 6biTb OUMLLEHA.

Ons ncnonb3oBaHUs aBTOMATUUYECKOW OYUCTKWM XypHana ayauta lMAKM B KOHdurypauum
MAKM gosnxHa 6bITb YCTaHOB/IeHa COOTBETCTBYOWas onuns. Ecnm onuusa He ycTtaHoBfeHa, TO npu
nepenosiHEHUN XypHana ayamTta (AOCTUXEHUWN YKA3aHHOMO MaKCUMasbHOMO KOMYecTBa 3anucemn)

paboTa 06bI4HbIX Nonb3oBaTenen ¢ NMAKM 6nokupyetcs.

PyuyHasa ouuncTka >XypHana BO3MOXHa TOJIbKO C LCD naHenu, Tak Kak eé MOXeT BbINOSHUTb

Tonbko Cynepnonb3oBaTtens NMAKM nnu Ayantop coBMecTHO ¢ AaMnuHUcTpaTtopom MAKM.

Onsa ponroBpeMeHHOro XpaHeHns AaHHbIX XXYpHana ayauTa UCMNOMb3YEeTCHA PEeXnM BbIFpy3Ku

XXypHana ayauta un3 MNAKM.

XypHan ayauTta MOXeT CyXUTb Takxe ans cbopa ctaTucTmyeckom nHpopMaummn B paspese
Ka)xgoro nosib3oBaTeNnsi, a N0 HEKOTOpbIM TunaMm CcobbiTMii B pa3pe3e KOHKPETHOM napbl
OTKPbITOro/3aKpbITOro Kjto4a. [na 3Toro Kaxaasl 3arnucb XypHana MMeeT <«KJI4Y», YHUKaNbHO
naeHTUdUUMpyowmn eé cpean Apyrmx 3anucen XxXypHana ayauta, 4Tobbl nsbexaTb BO3MOXHOIMO

aybnupoBaHus nHdopmMaumm Npu BbiFpy3Ke AaHHbIX U UX Nocnenyowen obpaboTke.

MpuBMnernpoBaHHbIi nonb3oBaTtens NMAKM MoXeT NMpoCMOTPETL/BbIFPY3UTb XYpPHaa ayauTa
C Mcnonb3oBaHMeM web-uHTepdenca agMMHUCTPUpPOBaHMS. [lpn MpPOCMOTPE XypHasna WuMeeTcs
BO3MOXHOCTb YKa3aTb pa3/inyHble YC0BUSA MOMcKa TpebyeMblix 3anucen, BkA4Yas MHTepsan AaT
BpeMeHMU cobbITus, CTaTyC  3aBepLueHuns cobbITuS, naeHTudunkatop rnosb3oBaTens,

MHUUMNPOBaBLLENo cobbiTHe.

lMpwn BbIrpy3Ke XypHana MMEeTCs BO3MOXHOCTb yKasaTb AaTy U BPeMs Ha4dana BpeMEHHOro
MHTepBana (KOHeL MHTepBana — TeKyllee BpeMs), 3a KOTOpbl Heo6X0AMMO BbIFPY3UTb 3anucu

XypHana.

MepeyveHb cobbITUI, OTpaxaembix B XypHane ayamta [MAKM, MoxeT 6biTb HAcTpoeH
ayautopom MNAKM, kak ¢ LCD naHenu, Tak 1 € MCNonb3oBaHUeM web-nuHtepdeinca agMmHucTpaTopa
MAKM. Mpwn 3TOM BCe co6bITUS pa3nnYaloTCa M MO CTaTyCy MX 3aBeplueHus. T.e. MOXHO yKasaTb,
UTO HEKOTOpOEe COBbITME AOMKHO OTPaXaTbCs B XypHasie TO/IbKO MPU YCMELHOM 3aBepLUeHUn, nnu

HaobopoT, unn BoobLle He oTpaXaTbCs.

Bbirpy3ska AaHHbIX XypHana ayauTta MOXeT 6bITb ocyuwlectBneHa TOJIbKO C UCNoJib30BaHNEM

web-nHTepderica agMmHucTpaTopa.

CTpyKTypa 3anucu CoOAepXUT cneayowme rnons:
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ID - BHYTpPeHHUN (YNCNOBON) UAEHTUDUKATOP OTAENBbHOM 3anucu XypHana ayauTa,
YHUKaneH B npejenax CywecTBOBaHMSA OTpe3ka XypHana ayaumta OT OJAHOro MOMeHTa
«BOCCTaHoBMEHMsA» B[l >XypHana ayauta AO Apyroro, T.e. Mpu 0Obl4HOM OYMCTKE XXypHana
HyMepauus 3anucer nNpoAO/KAETCHA, a nocne BbINOJHEHUS onepauun BOCCTaHoBAeHuMs B[

HauynHaeTca C eaAnHMULbI.
HSMID - naeHtudukaTop (cepuinHbin HoMmep) MAKM;
UserID - naeHTtndukatop (Homep) nonb3osaTtens B gaHHoMm MAKM, aBTop cobbiTus;
EventTime - gaTta u BpemMs cobbitus;
EventStatus - ctaTyc 3aBepweHunsa cobbitna (0 — ycnex, 1 — Heygaua );
EventType - TMn cobbiTns;

StringData - AOMNONHWUTENbHblE  CTPOKOBbIE  AaHHble  XXYPHaNMpPyeMmMoro  CobbiTusi
(naeHTUdMKaTOp KOHTElHepa/kn4Ya Ha KOTOPOM nMpou3BoAaniack KpunTorpaduyeckasl onepauus

cobbITNSA, KONMYECTBO 3alIN@pPOBaHHbIX/pacluMdpoBaHHbIX AaHHbIX, U T.M.);

BinaryData - AOMOJIHUTENIbHbIE  ABOUNYHbIE AaHHblE - pe3ynbTaT BbIMO/THEHUA

KpunTorpadguueckon onepaunmn (3HayeHne 31, 3Ha4yeHMe CHOPMMUPOBAHHOIO OTKPbLITOro KJo4a).
PaznunualoT cnegytowme TMnbl cObbITU XypHana ayauTta:
EVENT_TYPE_UNDEFINED (-1) - Tun cobbiTMs He onpeaeneH;

EVENT_TYPE_AUTH_ADMIN_LOCAL (1) - MNonbiTka noAknt4eHusa no sokanbHomy (LCD)
MHTepdency aamuHucTtpupoBaHus [TAKM, ycrnewHass winm  HeycnewHas ayTeHTudukauuns

nonb3oBaTengd,

EVENT_TYPE_AUTH_USER_REMOTE (2) - NMonbITKa NogKA4YeHNs Mo yaganeHHoMy (KaHanbl
K n K2, web-uHtepdenc aammHuctpmpoBaHus) wuHTepdency [AKM (TonbKo HeycnewHas

ayTeHTUdmKaumsa nonb3osartens);
EVENT_TYPE_CHANGE_HSM_STATE (3) - I3ameHeHune cocTosiHus MAKM;
EVENT_TYPE_ADD_USER (4) - Peructpauuns HoBoro nonb3osatens MNAKM;
EVENT_TYPE_MODIFY_USER (5) - laMeHeHne nHdopmauunm o nonbsosatene NAKM;
EVENT_TYPE_DELETE_USER (6) - YoaneHue nudopmaumm o nonb3osaTtene NMAKM;

EVENT_TYPE_CHANGE_USER_TOKEN (7) - U3MeHeHMe ayTeHTUDMKALNOHHOM MHdOopMaumm

nosb3oBaTeNns (reHepau,Mﬂ HOBOI'O cemechKaTa);

EVENT_TYPE_CHANGE_USER_STATE (8) - BbnoknpoBaHue/pasbnokmpoBaHue

nonb3osaTtens NMNAKM;
EVENT_TYPE_CLEAR_AUDIT_LOG (9) - OuuncTKka XypHana ayamTa;

EVENT_TYPE_DOWNLOAD_AUDIT_LOG (10) - Bbirpy3ska >ypHaja ayauTa;
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EVENT_TYPE_CHANGE_SYSTEM_TIME (11) - 3aMeHeHMe cncteMHoro spemenmn NAKM;
EVENT_TYPE_CHANGE_HSM_OPTIONS (12) - U3meHeHMe HacTpoek MAKM;
EVENT_TYPE_CHANGE_NETWORK_SETTINGS (13) - N3meHeHune ceTeBbiX HacTpoek MAKM;

EVENT_TYPE_FW_ADD_SUBNET (14) - [obaBneHue KAMEHTCKOM noAceTu B HACTPOMKMK

MEXCETEBOIo 3KpaHa,

EVENT_TYPE_FW_DELETE_SUBNET (15) - YmaneHue K/IMEHTCKOW MNOACETU W3 HaCTpoek

MEXCETEBOIo 3KpaHa,

EVENT_TYPE_FW_MODIFY_SUBNET (16) - WM3MeHeHMe afpecoB K/AMEHTCKOW MNoAceTn B

HaCTpOMKax MexXceTeBOro 3KpaHa;
EVENT_TYPE_FW_RESTART (17) - Nepe3anyck cepBuca MexceTeBoro akpaHa NMAKM;

EVENT_TYPE_CHANGE_HSM_KEY (18) - [TnaHoBass CMeHa Kil4ya noanucu wu

camonognuncaHHoro ceptudgukata NMNAKM, kntoda wndpoBaHUs KoUYeBbIX KOHTelHepoB MAKM;

EVENT_TYPE_CHANGE_TLSSERVER_KEY (19) - MNnaHoBass cMeHa Kfk4a u cepTudmkaTta
TLS cepsepa NAKM;

EVENT_TYPE_CHANGE_USERENCRYPTION_KEY (20) - CMeHa kntoya aktmeauum [MAKM

(knoyva «3-n n3 5-Tn»);

EVENT_TYPE_LOAD_GAMMA (21) - 3arpy3ka K/k4eBOro MmaTtepuana YMoJHOMOYEHHOM

opraHusauuu;
EVENT_TYPE_CRYPT_GENKEY (22) - l'eHepauusa KJtouya nosib30BaTesieMm;
EVENT_TYPE_CRYPT_SIGNHASH (23) - ®opmupoBanme 3l nonb3oBaTtenem MNAKM;
EVENT_TYPE_CRYPT_VERIFYSIGNATURE (24) - MNMpoeepka 3N nonb3oBaTtenem MNAKM;
EVENT_TYPE_CRYPT_ENCRYPT (25) - WndposaHue 6n10Ka gaHHbIX Mosib30oBaTeneM;
EVENT_TYPE_CRYPT_DECRYPT (26) - PacwmndpoBaHune 6aoka AaHHbIX NOJib30BaTeNEM;

EVENT_TYPE_OVERFILLING_AUDIT_LOG (27) - [lepenonHeHne XypHana ayauTta

(>KypHanupyeTcs Co CTaTyCoM - Heyaaua);
EVENT_TYPE_REPAIR_AUDIT_LOG (28) - lNepenonHeHne XypHana ayauTa;
EVENT_TYPE_DELETE_KEY (29) - YaaneHue knwou4a;
EVENT_TYPE_CRYPT_EXPORT_KEY (30) — 2kcnopT 3akpbiToro kato4a (knatoda 30M);

EVENT_TYPE_CRYPT_IMPORT_KEY (31) - WMnopT 3akpbiToro knwo4da (knwda 2I) B

KoHTenHep MAKM;
EVENT_TYPE_CREATE_NEW_BACKUP (32) - co3gaHune pe3epBHON konuu BHYTpu MNAKM;

EVENT_TYPE_DELETE_BACKUP (33) - yaaneHue pe3epBHOM Konun BHYTpu MNMAKM;
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EVENT_TYPE_RESTORE_FROM_BACKUP (34) - BOCCTaHOBNEHME W3 pE3EpBHON KoMumu
MAKM;

EVENT_TYPE_DOWNLOAD_BACKUP (35) - Bbirpy3ka pe3epBHON KOMNUK;
EVENT_TYPE_CHANGE_AUDIT_OPTIONS (36) - nsameHeHne HacTpoek ayauTta;

EVENT_TYPE_MEMORY_ERROR (37) - owunbkm kKoHTpons onepatmsHon (ECC) namsatwu
MAKM;

EVENT_TYPE_UPLOAD_BACKUP (38) - Bbirpy3Ka pe3epBHON KOMNUMU.
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7. AHAJIN3 XKXYPHAJTIOB AYAUTA

PaboTa c xxypHanamu ayguta (u3sneuenme us NMNAKM, ctnpanme B NMAKM, aHanus) sasnseTcs
obs3aHHOCTbO ayautopa [MAKM. Tonbko €My [AOCTYMHbl PEeXWMbl OYUCTKM, BOCCTAaHOBIEHUS

XXYpHana ayauTa, HacTPOMKM OnNuuiA, BAUSIOWMX Ha NPOLECCHl XYPHaIMPOBaHUS.

XypHanbl ayaumta B TEKCTOBOM BuAe NepenucbiBaloTcs Ha pabouylo CcTaHuuio
AoMmunHuctpatopos [MAKM  npu  nomowm  web-uHTepdenca agmuHuctpatopa [MAKM ¢
MCMNOMb30BaHMEM 3alUnLLEeHHOro npoTtokosa TLS. MNpu 3TOM XXypHasibl HE YHUUTOXAKOTCS, OCTalTCs
B [MAKM. T[logobHbIM NpOCMOTP >XYpHanoBs AOCTyneH JoboMy U3  NpUBUAErMPOBAHHbLIX
nonb3osatenen. [nsa AONrOBpEMEHHOro XpaHeHuss u3BnedeHHbix u3  [MIAKM  >xypHanos
NpUBMNErMpoBaHHbIA NOSb30BaTeNb AOIKEH NoANUCATb MX, UCMOMb3YSA CBOM KIOY U cepTudukaT
knova gocryna k MAKM, npu nomowm yTunmTbl CryptCp, BXoaswen B cOCTaB ANCTpubyTuMBa,
ceptudmumposaHHoro CK3UM «Kpuntollpo CSP», yctaHaBnuMBaemoro Ha pabouyen cCTaHumu

yAaneHHoro agMmHuUcTpuposaHumsa MNMAKM.

CtupaHue xypHana ayamta B NAKM gommkHO npounssoanTtbca Cyneprnonb3osaTteneM MNAKM,
nmbo Ayamtopom coBMecTHO ¢ AaMumHuctpaTtopom MAKM, npu ucuyepnaHum cBobogHOro mMecrta Ha
ancke MNAKM (otobpaxaetca Ha naHenu ynpasneHusa NMAKM, B web-uHTepdeince aaMnHmucTpatopa
M B COOTBETCTBYIOWEM MYHKTE MEHIO MPOCMOTPA CUCTEMHbIX XapakTepuctuk Ha LCD naHenu
MAKM). BbinonHeHue onepaumn ctupaHusa xypHanos B NMAKM BO3MOXHO, Kak B aBTOMaTM4YECKOM,

TaK M TO/IbKO B PYy4YHOM pexmMe.

Ona aHanusa xypHanoB ayauta MAKM npumeHswoTcs nwobble cpeacrsa Ansg NpocMoTpa

TEKCTOBbIX ansos.

Ons onepaTMBHOrO aHanmsa nocnegHux cobbitnin xxypHana CK3U agmuHuctpatop MAKM

MOXeT BOCMNO/b30BaTbCsa cpeacTBamMm rnpocMoTpa Ha LCD naHenun MNMAKM.

Ona obecneyveHns 3awWwmTbl CoAepXUMOro ypHanos ayaumta [MAKM oOT wuckaxeHun B
npouecce XpaHeHUs HeOH6XOANMO perynsapHo (He pexe, YeM pa3 B CYTKMW) BbIFpy>KaTb XypHanbl 13
MAKM Ha CepBep unu pabouyto ctaHumio agMmuHucTpatopa NAKM. MNpu 3ToM nepuos, 3afaBaeMblin
ONS CYUMTbIBAHUA 3anucen XXypHana, obssaTenbHO AO0/IKEH OXBaTbiBaTb npeablaylune cyTku (T.e.
AO/MKHO OblTb OpraHM3oBaHO MepeKkpbiTMe npeablaylwero nepuvoaa Mexay CUYUTbIBAHUAMMU

XypHana).
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8. MOPAAOK PABOTbLI C ACAP

8.1. Peructpauymsa gatumka dsrf_ex

Ons pernctpauun gatumka dsrf_ex ans NMNAKM «Kpuntolpo HSM» Hy)XHO nocnenoBaTesibHO

BbINOJIHUTb U3 ANPEKTOPUM, B KOTOPOI pacnosioxeHa yTuanTta cpconfig, cneagyrowme KoMaHAabl:
./cpconfig -hardware rndm -add dsrf_ex -name dsrf_ex -level 0

for i in 'seq 1 8'; do './cpconfig -hardware rndm -configure dsrf_ex -add string
/hdb$i/kis_1 /var/opt/cprocsp/dsrf/hdbs$i/kis_1'; done

foriin 'seq 1 8'; do 'mkdir /var/opt/cprocsp/dsrf/hdbs$i'; done

[anee B kaxayto aupektoputo hdb$i Hy>xHO nonoxntb ceon kis_1. Bce kis_1 gomxHbl 6bITb

pasfNYHbl.

Mocne 3Toro Heo6xo0ANMO Mepe3anyCcTuTb CEpBUC.

8.2. 3anucb nocneposatenbHoctn ACAP Ha SSD-ancku

K npouenype 3anucm nocnegosatenbHoctn [OCOP Ha SSD-guckm npeabsBnseTcs
cneaytouwee TpeboBaHue: ecnm 3anuce nocnegosatencHoctn ACAP Ha SSD-ancku ocylwecTenseTcs
Ha obopygoBaHuMn 3akasumka [1AKM, paHHas npoueaypa AO/HKHA OCYLWECTBAATbCA  Ha
3awmuieHHoMm APM c obecnevyeHmeM KOHTPOSIMPYEMOMN 30Hbl B COOTBETCTBMMU C AOKYMeHTauuen Ha

AaHHbIA APM.
[MpMepbl BO3MOXHbIX TUNOB APM:

e repcoHanbHble DBM B 3awuulieHHOM wucnonHeHun cepum «OBPYY» paspabotku AO
«PHT»;

e CBT «lamma MB-16» pa3paboTtku ®IYM «HMM «FamMma».
8.3. [lononHeHune nocnepnosatenbHoctn ACOP

lMpouenypa nonosiHeHUsa nocnegosatenoHocTn ACAP:

1. ansa NOMoJSIHEHUA nocsieaoBaTesIbHOCTU acap MOXeT MCNoJsib30BaTbCH

cneumanusnposaHHoe N0 n3 coctasa NMNAKM «Kpuntollpo HSM».

2. B pamkax TO nmononHeHWe ramMmbl NMPOU3BOANTCA TeXHU4Yecknmm cneumanuctamm 000
«KPUMTO-MPO».

8.4. OnwucaHune nporpammsbl dsrfcopy

BxoAHble AaHHble pacrionoxeHbl Ha CD-ROM 1 ya0BNeTBOPSOT creayowmm TpeboBaHUAM:

e annbl HasbiBatoTCa Kkis_1 n pacnonoxeHbl B anpektopusax dbl/ n db2/;
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AnnHa dannoB KpaTHa 36 6antam;

dannbl NOMHOCTLIO COBMaAaloT, COBMageHMe rapaHTupyeTcs noctaBwmkom CD-ROM.

BbixoaHble ¢alinbl yA0BNETBOPSIOT CleAyoWmnM TpeboBaHNsAM:

dannbl Ha3bIBaKOTCS kis_1 7 PacrosioXeHbl B ANPEKTOpUAX
/var/opt/cprocsp/dsrf/hdb[1..8]/;

ONWHbI dhannoB coBnaaatoT M KpaTHbl 36 6aiTam;

Bce hainbl NonapHo passnyatoTcs.

Mopsinok paboTbl nporpamMmel dsrfcopy:

CUMTBIBAIOTCA BXOAHble dannbl U MNpOBepseTca MX coBnageHue (AOMNONHUTENbHbIN

KOHTPOJIb);

BXOAHble AaHHble pa3bMBaloTCs Ha 8 paBHbIX YacTen ASIMHOMN KpaTHol 36 6aliTtam;
OTKpPbIBAOTCSA BbIXOAHbIE (haisibl U NPOBEPSIETCS paBEHCTBO UX AJINH;
OOMUCBIBAOTCA YAaCTU BXOAHbIX AAHHbIX W 3aKpbIBAOTCS BbIXOAHbIE (ainsibl;

BCE 4YaCTWU AOJ/KHbI pasnmyaTbCcs Mexay cobon;

BbIXOAHbIE CbaVIﬂbI OTKPbIBAKOTCA, 16 nocnegHmnx 6aMTOB CUMTBLIBAOTCS U NMpoOBEPAKOTCA

Ha HecoBMNnaaeHue.
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NPUJTOXEHWME 1. AKT TOTOBHOCTWN K PABOTE

YTBEPXOAIO

(BOMKHOCTB)

(HanMeHoBaHWe yyYpexaeHus)

(noanuce) (®.4.0.)

AKT
roTOBHOCTU K paboTe C
(HauMeHoBaHuWe y4pexaeHus) (HaumMeHoBaHue nsgenuin)

" " 20__r.

Komuccunsa B coctaBse npeacepartens n

([OMKHOCTDL) (0.1.0.)
4yneHoB, Ha3Ha4YeHHasa , COCTaBuna HaCTOFlLLI,Mﬁ aKT O TOM, 4YTO NoMeLlleHne
3KCNAyaTUpyrouwlero opraHa , pa3MelleHune , XpaHunnuiua
(Ha3BaHue) (o6bopyaoBaHue)

KJTKO4YEBbIX HOCMTEHEVI, OXpaHa noMeLleHnn n NoAroToBAEHHOCTb COTPYAHUKOB K O6CJ'IY)KVIBaHVHO

(o6bopyaoBaHue)

COOTBETCTBYIOT:

(FOCT, MHCTPYKUMS, PYKOBOASILUME AOKYMEHTbI, NpaBuia nosib3oBaHus U T.n.)

KoMuccunsa otmevaeT, 4to nHctannaumsa MO BbiWeynOMSAHYTbIX nspenum npoBeaeHbl B COOTBETCTBUUN C

(MHCTpYKUMK)

BbiBOA: KOMUCCUSA CUUTAET, 06beKT, oTBEeYaeT Tpe6OBaHVIFIM

(Ha3BaHue obbekTa)

(Ha3BaHWe MHCTPyKUUK)

no obecneveHnio 6€30MacHOCTU CBA3MN MO YPOBHIO

lMpencepatens:

M MOXET 6bITb BBEAEH B AENCTBUE.

(noanuce) (0.1.0)
YneHbl KOMUCCUM

(noanuce) (®.1.0)

(noanuce) (®.1.0)

(noanuce) (®.1.0)
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NPUJTOXEHWME 2. XYPHAJT PETUCTPALNK
AOMUHUCTPATOPOB BE30MACHOCTW U MOJIb30BATEJEN

n/mn Opranmzauusa | ®.1.0. IlaHHBIE ITaTa ITaTa [lpuMeuaHne
aIMMHMCTPpaTOpa |perucrpauun perucTpauunu | BEOBTHUA (mosp30BaTeNb,
0es30nacHOCTA aIMMHMCTPaTOP)
IOJIb30BaTeNAa
CHCTEMBL
1 Cumopos A. A. HeT 21.04.2000 AIMMHUCTPATOP
Besz0onacHOCTA
2 VBaHoB WM. M. [IouTOBHM azpec: 01.05.2000 OnepaTop
a.sidorov@acme.ru pacueTHOM
CHCTEeMBL
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NPUJTOXEHWE 3. XYPHAJ NMOJIb3OBATENA CETU

n/n

IaTa

Bpewmsa

©.1.0.
[10JIb30BaTEd

CUCTEMEL

CobriTue

JONOJIHUTEJIBHEIE HOaHHBIE

IIpuMeyaHUe
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