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TEPMWUHbI U ONPEAENEHUA

DSSUser —

DSSDevice —

DSSOperation —

DSSOperation.DSSDocument  —

Document Description —

Document Preview —

Document RawPDF —

DSSCertificate —

O6beKkT, coaepxalnin BClo HEO6X0AUMYO MHOPMaLIMIO
ONS BbINOSTHEHNS OEACTBUIA OT MMEHW Mofib30oBaTens.
CoaepXut B TOM uyucre MHGopMauuo Ans Aoctyna K
ak3emnnapy DSS (url, kopHeBon cepTudukaTt u np.),
"BekTOp ayTeHTuduMKauum" aAns  MNoATBEPXAEHMUS
aencteum 1 np. C To4km 3peHnss DSS pgaHHbIN 06bEKT
ABNSAETCS YCTPOMCTBOM, MOAKAKYEHHbIM K YYETHOWM
3anucu nonb3oBaTtens DSS.

O61bekT, coaepxawmii MHpopMaumio 06 yCTpOMCTBaX,
MOAK/OYEHHDbIX K TOM >Xe YUYETHOW 3anucu, 4Yto wu
obbekTt DSSUser. [aHHbIN 0O6BEKT HE COAEPXUT
"BeKkTOp ayteHTudmkaymn" 7] He MOXeT
MCNO/b30BaTbCA ANA MOATBEPXAEHUA onepauun unm
BbINOJIHEHMS APYITUX AeNCTBUMN.

Onepauus DSS, ans KOTOpOm TpebyeTcs
NoATBEPXAEHNE/OTKIIOHEHME. Onepauus MOXeT
coaepxaTb HECKONbKO OOKYMEHTOB. Mpwn
noATBEPXKAEHNN/OTKIOHEHUN onepauumn BCE
cogepxkalumecs B Hewn OOKYMEHTHI 6yayT

noAanucaHbl/oTKNOHeHbl. Onepauma co3gaeTcs  Ha
cepBepe DSS.

[JOoKyMeHT, BXOASLLNI B ornepauuto, nn6o
obpabaTbiBaeMbIi CAMOCTOATENbHO.

"CHunnet" pAokKyMmeHTa, cHOpPMMPOBaHHbLIN CEpPBEPOM
DSS Ha ocHoBe wabnoHa Ans CHMNMNeTa n coaepXXaHus
[OKYMEHTa.

BusyanusmpoBaHHbIN B 4enoBeKO-yMTaemyr Qopmy
OOKYMeHT, chopMMpOBaHHbIN cepBepoM DSS Ha ocHoBe
wabnoHa 4ng  BU3yanmM3auuMm UK COoAEpXaHus
[OKYMEHTa.

"Cblpoe" cogeprkaHune LOKYMeHTa (Hanpumep,
TekcTtoBoro danna), npeobpasoBaHHoe B dopmaTt PDF.
CeptndukaTt, nMpuBSA3aHHbLIA K KAKYY M0oanNuCcKM B
y4dyeTHoM 3anucu Ha DSS.
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1. Hayano pa6otbl ¢ myDSS SDK

1.1. YcTaHoBka myDSS SDK

Ona pabotbl ¢ 6ubnunotekon Heobxoammbl Xcode Bepcum 11 M HoOBee. YcCTaHOBKa
COCTOUT U3 CNeaytoLmx 3Tanos:

> CkayanTe n pacrnakynTe apxuB U3 peno3nTopus.

» [HobasbTe dperiMBopk myDSSSDK.xcframework B OCHOBHOM MNPOEKT B «Project
Settins -> [Target Name] -> General» B CeKUWUM Frameworks, Libraries and
Embedded Content.

> [ononHutenbHble dannbl (config.ini ©“ RndmBioViewControllerIPhone.xib)
nobaBbTe B MPOEKT U MPUKPENNTE K NPUNOXKEHNIO B «Project Settins -> [Target
Name] -> Build Phases» B CE€KUUU Copy Bundle Resources.

1.2. CeptTndumkatsl

Ons B3anMoaencTena C cepBepamu B pecypcCbl NMPUIOXEHUS HeobxoaMMO NOMEeCTUTb
ABa KopHeBbIX cepTudunkata (PopmaTt PEM).

> development root cert.crt // [Ins B3aMOAENCTBUS C TECTOBbIM CEPBEPOM
> production_root cert.crt // [1ns B3aMMOAENCTBMSA C OCHOBHbIM CEPBEPOM

OaHOBpEMEHHO MOXET 6biTb MCNO/b30BaH TOSIbKO oANH cepTudukaTt. OH yKasbiBaeTCs
METOAOM myDSSSDK. setRootCertificateType (_ type: RootCertificateType):

1.3. UHnumanmzauma myDSS SDK

myDSS SDK npepocTasniseT BO3MOXHOCTb MHUUMaANU3nposaTb 6M6NMoTEKY, BbICTAaBUTb
YPOBEHb JIOFMPOBAHMSA W YyKasaTb WCMOSAb3yeMbli TUM KOPHEBOro ceptudukata. 3ITO
HeobxoaMMO caenaTb nepes BbI30BOM BHYTPEHHUX pyHKuMi myDSS SDK.

#if DEBUG

f#telse

#endif
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2. Ucnonb3oBaHme myDSS SDK. Knaccbl  pyHKUUMN

myDSS SDK npeaoctaBnsieT cneayrline OCHOBHbIe Klacchl Ans paboThl:

A\

myDSSSDK: OcHOBHOM knacc gns pabotel ¢ MyDss SDK (cM. pasgen 2.1).

» DSSUsersManager: Co037aéT W ynpaBndeT YYEéTHbIMWM 3anmMCIMM NONb30OBaTeNs Ha

ycTpoinictee (CcM. pa3sgen 2.2).

> DSSOperationsManager: [lonyyaer wuH@oOpMauui W MoaNUCLIBAET onepaunm u

OOKyMeHTbl (CM. pa3gen 2.3).
> DSSCertificatesManager: YnpaBnser cepTudukataMm nosb3oBaTenemn
pasgen 2.4).

(cm.

> DSSDevicesManager: YMNpaBfsieT yCTPOMCTBaMW, MPUBSA3AHHbIMM K YUYETHON 3anucu

(cMm. paspen 2.5).
» DSSPolicyManager: [Mony4daeTt nHdopmaumio o cepeepe DSS (cM. pasgen 2.6).

2.1. Knacc myDSSSDK

2.1.1. MeTop version

Tekylas Bepcust 6UGANOTEKMN.

public static var version: String

2.1.2. Metoa setLoglLevel

YCTaHOBKA YPOBHS JIOFTMPOBaHUS.

public static func setLogLevel (  logLevel: LogLevels)

MapamMeTpbl:

> logLevel — TpebyeMblil YypOBEHb JIOTMPOBAHMUS.

2.1.3. MeTogp initialize

MHuunanusaumsa 6mnbnuotekn. NHmumanmnsaunsa BKIOYAET B ceb4:

» CUHXPOHM3aLMI0O BHYTPEHHUX Yacos 6ubnuoteku;
>  MHUUManmsauuto kpuntorpadunuyeckmnx yHKUMNI;
» YCTaHOBKY BHELUHEro Buaa nosib30BaTe/IbCKOro nHTepdgenca no yMmoa4aHumio.

public static func initialize()

2.1.4. Metoa setRootCertificateType

YcTaHaBAMBaeT TUMN KOPHEBOIro cepTudunkaTa aAns B3anMoAencTBUS C CEPBEPOM.

Ona pa3paboTkM M TeCcToBOr0 pexumMma peKoMeHAYeTCs WCMonb30BaTb
.development, 415 NOJIHOLEHHOM BepCMN — .production.

public static func setRootCertificateType (
__ type: RootCertificateType)

XTAN.00096-02 97 02-01 KpunTtollpo DSS. myDSS SDK.
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MapameTpsbl:

> type — Tun ceptudmkara.

2.1.5. MeTtog analyzeQR
OnpegeneHne cogepxanuss QR-kopa. lMocne aHanu3a MeTo4 BO3BpallaeT 06beKT C
cogepxunmbiMm QR-koaa.

public static func analyzeOR(
__ source: String) throws -> DSSQRCode

MapameTpsbl:

» source — Cogepxumoe QR-koga B popmate JSON.

AHanu3z QR-koga u co3gaHue obbekTa Tpebyemoro Tuna. [locne aHanmsa MeToA
BO3BpalaeT ob6bekT QR-koaa Tpebyemoro Tvna wau BO3BpalLaeT OWMBKY, ecnu BBOAHbIE
OaHHble He noaAxoAadrT.

public static func analyzeQR<T: DSSQRCode> (
__ source: String) throws -> T

MapameTpsbl:

> source — Cogepxumoe QR-koaa B ¢dopmate JSON.

2.1.6. MeTop activate

AktTmBauma QR-kopa Tuna DSSQRCodeKinit. Bo3Bpawaer 3k3emMnnap QR-koga c
aKTUBMPOBAHHOM KJIlOYEBOW MHPOpMaUMEN.

public static func activate (
grCodeKinit: DSSQRCodeKinit,
code: String) throws -> DSSQRCodeKinit

MapameTpsbl:

» code — Kopg aktmuBauun.

2.1.7. MeTtop initRNG

OTkpbiBaeT okHo ACH.

public static func initRNG ()

2.2. Knacc DSSUsersManager

2.2.1. MeTopa users

MepeuncneHme gOCTyNHbIX 06bEKTOB DSSUser B XpaHWU/IMLLE.

public static var users: [DSSUser] { get }

XKTAN.00096-02 97 02-01 KpunTtollpo DSS. myDSS SDK.
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2.2.2. MeToa rename

MepenMeHoOBaHMe NOAb30BATENS B XpPaHWIMLLE MPOMCXOANT cneaywwmm obpasom.
Mocne nepenMMeHOBaHUSA MepedaHHbI 3K3eMnasap nosib3oBaTtenss (DSSUser) CTaHeT
HEeaKTyaJlbHbIM, O6HOBMEHHbIN aK3eMnnagap MOXHO nony4uTb, UCnonb3yqa
DSSUsersManager.users.

public static func rename (

user: DSSUser,
newName: String)

MapameTpsbl:

A\

user — [lonb3oBaTeNb, Yb€ NMSA HYXXHO NepenMeHoBaThb.
> newName — HOBOe nMsa nosib3oBaTens.

2.2.3. MeTop delete

YaaneHue nonb3oBaTens U3 XpaHunuuia.

public static func delete(
user: DSSUser)

MapameTpbl:

> user — [onb30BaTe/lb, KOTOPOro HEOBXOANMO yAANUTb.

2.2.4. MeToa updateStatus

O6HoBneHMe cTaTyca DSSUser MHMOPMaLKNEN C cepBepa.

public static func updateStatus (
user: DSSUser,

_ callback: @escaping (_ result: Result<DSSUser, Error>) -> Void)
MapameTpsbl:
> user — [lonb3oBaTenb Ans 06HOBNEHUS.
» callback — 3aMblkaHMe BO3BpallaeT pe3ynbTar.

> result — B cnyyae ycnexa BepHeT 3k3eMnnsap o6HOBNEHHOro nosb3oBaTend. MiHave
BO3BpalLaeT owunbKy.

2.2.5. Metop createDSSUserWithInitQR

Co3paHue HenoaTBepXxaeHHoOM ydeTHon 3anucu B Kpuntollpo DSS ¢ nonydeHuem
Ha4vyanbHOrO BEKTOpa ayTeHTUdUKaLMnM K Hell ¢ ucnosb3osaHneM QR-koaa.

public static func createDSSUserWithInitQR (
serviceURL: URL,
name: String,
pushNotificationsData: PushNotificationsData,
deviceName: String,
externalId: String?,
alias: String?,
requirePassword: Bool,
callback: @escaping (_ result: Result<DSSUser, Error>) -> Void)

[ns 3anpoca ucnonb3yeTcsa Kinit, Nony4YeHHbI n3 QR-koaa.

MeTon 3anyckaeT nocsiefoBaTeNbHOCTb 3KpaHoB SDK, BbIMOMHAWMX cneayloulee:

XKTAN.00096-02 97 02-01 KpunTtollpo DSS. myDSS SDK.
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MHANKALUMIO COCTOSIHMSA B3ammoaenctems c DSS;

ckaHunpoBaHue QR-koaa;

3anpoc Koga aktmeauumn (Npu HeobxoanMocTn);

3anpoc napons / oTneyaTka C NPOBEPKOM NaposibHOM NONTUKN:

YV V V VYV

> ecnnm ( (passPolicy == 0) U (false == requirePassword) ), TO
ncnonb3oBaTb BapmaHT "BE3 NMAPONA"

> B NPOTMBHOM C/lyyae ncnosb3oBaTtb BapuaHT "C MAPOJIEM";

> ecm ( 0 == KEYFLAG DENY STORE WITH OS PROTECTION), TO BBE[EHHbIN
naposb npegnaratb coxpanutb "MOL4 OTMNEYATOK";

> peructpauuto Kntoda Ha cepBepe (oTneyaTtok yctponcTtea, PUSH-naeHTudunkartop);
> CcoxpaHeHue obbeKkTa B XpaHuUIuLe.

Mocne BbINONHEHUSA isReadyToSign = false, CO3Z@aHHAA Yy4eTHas 3anucCb MMeeT
CTaTyC Installed.

MapameTpsbl:

» serviceURL — Ajpec cepepa.

> name — VIMS AN8 COXpaHEHUs YY4ETHOM 3anucu.

> pushNotificationsData — [laHHble ans oTrnpaBkn PUSH-yBegomneHui.

» deviceName — OTO6paxaemMoe Apy>XXeCTBEHHOE UMSA YCTPOMCTBaA.

> externalld — BHewHMIn ngeHtndukaTtop.

> alias — VYHMKaNbHbIA YeNOBEKOUYMUTAEMBbIN WMAEHTUDUKATOP, MWCNONb3yEMbIA AONS
noaTeepXaeHus BnageHusa MY nonb3osaTeneM. ECnv gaHHbIN NnapamMeTp OTCYTCTBYET B
3anpoce, TO ero 3HayeHue byaeT cO34aHO aBTOMATUYECKM Ha CTOPOHE cepBepa.

» requirePassword — HYy>XHO N1 yCTaHOBUTb Naposib.

> callback — 3aMblkaHWe BO3BpallaEeT pe3ybTarT.

» result — B cnyyae ycnexa BO3BpallaeT 3K3eMnasgp HenoaTBepXAEHHOro
nonb3oBaTens. VMIHaye Bo3BpallaeT OWnbKy.

2.2.6. Metop createDSSUser

CozpaHue HenoaTBepXxaeHHoOM ydeTHon 3anucu B Kpuntollpo DSS ¢ nonydeHuem
BEKTOpa ayTeHTUdMKaLUMN K HEN.

public static func createDSSUser (
serviceURL: URL,
name: String,
pushNotificationsData: PushNotificationsData,
deviceName: String,
externalId: String?,
alias: String?,
requirePassword: Bool,
callback: @escaping (_ result: Result<DSSUser, Error>) -> Void)

MeToa 3anyckaeT nocsefoBaTeNbHOCTb 3KpaHoB SDK, BbIMONHSAOWMX criegytoulee:

»  WHAMKAUMIO COCTOSIHUA B3aumoaencrteus ¢ DSS;
» 3anpoc naposs / oTnedaTka C NpOBEPKON NapOSIbHON NMOAUTUKU:

> ecnm ( (passPolicy == 0) UM (false == requirePassword) ), TO
ncnonb3yetcsa BapuaHT "BE3 MAPONA"

> B NPOTUBHOM Cny4ae mcnonb3dyetca sapmaHT "C NMAPOJIEM";

> ecin ( 0 == KEYFLAG DENY STORE WITH OS PROTECTION), TO BBE[EHHbIN
napo/jb npeanaraetca coxpaHutb "MOL OTMEYATOK";
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craTyc

YV V YV V V V

VYV VvV

perncTpaumio Karda Ha cepBepe (oTnedaTok ycTpolictBa, PUSH-naeHtndukatop);
coxpaHeHue obbekTa B XpaHunuue.

Mocne BbINONHEHUSA isReadyToSign = false, CO3[aHHAsA Yy4eTHas 3anucCb MMeeT
Installed.

MapameTpsbl:

serviceURL — Ajpec cepsepa.

name — VIMS ANs COXpaHEHMS yYETHOM 3anncu.

pushNotificationsData — [aHHble Ans otnpaskn PUSH-yBegoMneHui.

deviceName — OTo6pa)kaeMoe ApYy>XeCTBEHHOE UMS YCTPOMCTBaA.

externalld — BHewHWn nageHtudmkaTop.

alias — YHWKaNbHbIA YenoBeKOUMTaeMblt MAEHTUHUKATOP, WCNONb3YEMbIA ANs
noaTeepXaeHus BnageHus MY nonb3osaTesneM. Ecnm gaHHbIN napaMeTp OTCYTCTBYET B
3anpoce, TO ero 3HayeHue 6yaeT co3gaHO aBTOMaTU4YeCKM Ha CTOPOHE cepBepa.
requirePassword — Hy>HO 1M YCTAHOBUTb Maposib.

callback — 3aMblkaHMe BO3BpallaeT pe3ynbTarT.

result — B c/yyae vycnexa BO3BpawaeT 3K3eMnasap HenoaTBepXAEHHOro
nonb3osatens. MiIHaye Bo3BpalLlaeT OWnbKYy.

2.2.7. MeTtog createDSSUserWithApproval

Co3gaHue 3anpoca Ha gobaBneHMe HOBOIMO YCTPOMCTBa K y4yeTHol 3anucu DSS.

public static func createDSSUserWithApproval (
serviceURL: URL,
uid: String,
name: String,
pushNotificationsData: PushNotificationsData,
deviceName: String,
externallId: String?,
alias: String?,
requirePassword: Bool,
callback: @escaping (_ result: Result<DSSUser, Error>) -> Void)

Co3paéT HOBOro HernoATBEPXAEHHOMO Nosib3oBaTeNd (user.state = .notConfirmed)

N COXPaHSIeT ero B XpaHunumuie.

3anyckaeT npouecc gobasneHns yCcTpoicTea, rae:

> B OTBET Ha AaHHbIM 3anpoc DSS dopmupyeT "BekTop ayTeHTUdMKaummn" n nepenaér
€ro Ha AaHHOe YCTPOWNCTBO;

> BEKTOp MMeeT cTaTycC "HenoaTBEPXAEHHbIN".
MoaTBepxxaeHue C Apyroro yCTpOMCTBa BbINOJIHAETCH yepes

DSSDevicesManager.listDevices ... DSSDevicesManager.confirm / reject

MapameTpsbl:

» serviceURL — Ajpec cepBepa.

» uid — NaeHTudumkaTop nonb3oBaTensi, K KOTOPOMY HYXHO MOAKAOUYUTb YCTPOMCTBO.

> name — VIMS AN8 COXpaHEHUsI YYETHOM 3anucu.

» pushNotificationsData — [laHHble ansa otnpaBku PUSH-yBegomMneHun.

» deviceName — OTo6paxaemMoe Apy>XXeCTBEHHOE UMS YCTPOMCTBaA.

> externalld — BHewHui ngeHtudukartop.

XKTAN.00096-02 97 02-01 KpunTtollpo DSS. myDSS SDK.
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> alias — YHMKaNbHbIl 4YeNOBEKOYUTAEMbIN WAEHTUPUKATOP, WCMNOMb3yeMbl Ans

noaTeepXXaeHus BnageHnsa MY nonb3osaTesnieM. ECnm gaHHbI napaMeTp OTCYTCTBYET B

3anpoce, TO ero 3HayeHue 6yget co3gaHO aBTOMaTU4YeCKM Ha CTOpPOHE cepeepa.

requirePassword — Hy>XHO 1M YCTAHOBUTb Maposib.

callback — 3aMblkaHWe BO3BpaLLAET pe3yfbTarT.

» result — B cnyyae ycnexa BO3BpallaeT 3K3eMnasp HenoaTBepXAEHHOro
nonb3osatens. MiIHaye Bo3BpallaeT ownbKy.

YV VY

2.2.8. MeTtoa acceptAccountChanges

MoaTeBepxxaeHMe NpUcoeaAnHEHNS MO6MNbHOIO YCTDOVICTBa K yqéTHOVI 3anuncu.

public static func acceptAccountChanges (
user: DSSUser,
callback: @escaping (_result: Result<DSSUser, Error>) -> Void)

BbInosHEHME BO3MOXHO TOJ/IbLKO MPM CTATyce yYeTHOM 3anncu B DSS notVerified.

ﬂepeﬂ BbINO/IHEHUEM HE0b6XoAMMO BbIMNOSHUTL DSSUsersManager .updateStatus And
nony4vyeHmnsa aktyaJibHOro craTtyca yquHoM 3alUCU NoN1b30BaTeNAd.

Mpun Heob6xoaMMoCTH ansa NOATBEPXAEHUA ncnonb3oBaTb QR-kopA
(user.qrVerificationRequired == true) - 3anyckaeT ckaHep QR-koaa.

YyeTHasda 3anucb nosb3oBaTens Ha DSS nepeBoaMTCs B CTAaTyC Active.

MapameTpbl:

A%

user — [lonb3oBaTenb MOBUIBHOIO YCTPOMCTBA

callback — 3aMblkaHWe BO3BpaLlAET pe3ynbTaT

» result — B cnyvyae ycnexa BepHE&T ak3eMnnsap noaTBep>XAEHHOrO Mosib3oBaTesNs.
NHaue Bo3BpallaeT ownbKy.

A%

2.2.9. Metoa checkApprovalStatus

MpoBepka cTaTyca 3anpoca Ha Ao6aBfieHne YCTPOWUCTBa K ydyeTHol 3anucu DSS.

public static func checkApprovalStatus (
unapprovedUser: DSSUser,
callback: @escaping (_ result: Result<DSSUser, Error>) -> Void)

MapameTpsbl:

A%

unapprovedUser-—-ﬂOHbBOBaTenb,Heﬁ CTaTyC HY>XHO NpOBEPUTD.

callback — 3aMblkaHue BO3BpallaeT pe3ynbTarT.

» result — Bo3BpamaeT nosib3oBaTesid, €Csin OH I'IOLI,TBep)KLI,éH. NHaue BO3BpallaeT
owmnbKy.

A%

2.2.10. MeTtoa submitPassword

MNpeabsBneHne nNapons Ha BEKTOp ayTeHTUdUKaLUN.

public static func submitPassword (
user: DSSUser,
callback: @escaping (_ result: Result<Void, Error>) -> Void)

MeToa 3anyckaeT nocsefoBaTeNbHOCTb 3KpaHoB SDK, BbIMONHSAOWMX criegytoulee:

» 3anpoc napons / oTnevyaTka;
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> paclmdpoBaHue BEKTOpa ayTeHTUOMUKALUNN;
» YCTAHOBKY isReadyToSign = true.

MapameTpsbl:

A\

user — [losib30BaTENb, 4719 KOTOPOro NpeabsaBAseTCcsa naponb.
callback — 3aMblkaHWe BO3BpaLLAET pe3yfbTarT.
> result — B cnyyae ycnexa He BO3BpawaeT HMYero. MIHaye Bo3BpallaeT owunbKy.

A\

2.2.11. MeTtoa changePassword

M3MeHeHMe naponsa Ha BEKTOp ayTeHTUdUKaunu.

public static func changePassword (
user: DSSUser,
callback: @escaping (_ result: Result<Void, Error>) -> Void)

MeTopa 3anycKaeT nocnenoBaTesibHOCTb 3KpaHoB SDK, BbINOAHAOWMNX creagyroLlee:

> 3anpoc Tekyuero napons / otneyaTtka (npm HeEO6XoAMMOCTK);
> 3anpoc HOBOrO Maposis / oTneyaTka C NPOBEPKOM NapOosIbHOM NONMUTUKN;
> nepecoxpaHeHue ob6beKkTa B XpaHunuuie.

Mocne BbINONMHEHUS isReadyToSign = true.

MapameTpsbl:

A%

user — [lonb30BaTeNb, AN KOTOPOro yCTaHaB/IMBAETCS HOBbI Naposib.
callback — 3aMblKkaHMe BO3BpallaeT pe3y/bTarT.
> result — B cnyvyae ycnexa He Bo3BpallaeT HMYero. MiHauye Bo3BpaLlaeT OWnbKy.

A%

2.2.12. MeTop revoke

OT3bIB BEKTOpPa  ayTeHTudukauumm Ha cepgepe DSS. [enaetr  BeKTOp
HeAeNCTBUTENbHbIM.

public static func revoke (
user: DSSUser,

callback: @escaping (_ result: Result<Void, Error>) -> Void)
MapameTpsbl:
» user — [lonb3oBaTenb, 4719 KOTOPOro 0T3biBaeTCH BEKTOP ayTeHTUdUKaumm.
» callback — 3aMblKaHue BO3BpallaeT pe3ynbTarT.

» result — B cny4yae ycnexa He BO3BpawlaeT HM4Yero. MIHadye Bo3BpawaeTt owunbKy.

2.2.13. Metoa getOperationsHistory

MonyyeHwne ncropumn onepaumﬁ noNb30BaTeENA Ha CEpPBUCE.

public static func getOperationsHistory (
user: DSSUser,

count: Int = 1,

bookmark: Int?,

operationsCodes: [Int] = [],

callback: @escaping (_ result: Result<DSSOperationsHistory, Error>)
-> Void)
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MapameTpsbl:

user — [lonb30BaTeNb, Ybl0 UCTOPUIO OMepaLMni HYXHO NoKa3aTb.
count — KonmMyecTBo onepaumin ansa nokasa.

bookmark — NaeHTudmnkaTop 3anmcu.

operationsCodes — Koabl onepauunii ans otobpaxeHus.
callback — 3aMblkaHMe BO3BpallaeT pe3ysbTarT.

result — Bo3BpawaeT nctoputo onepaunii nam owmnbKy.

V V V VYV V V

2.3. Knacc DSSOperationsManager

2.3.1. MeTtoa getOperationsList

MonyuyeHne cnucka onepauunii c cepsepa DSS.

public static func getOperationsList (

user: DSSUser,

operationType: String?,

operationId: String?,

callback: @escaping (_ result: Result<[DSSOperation], Error>) ->
Void)

MapameTpsbl:

user — [losib30BaTENb A1 KOTOPOrO HY>XXHO BbIBECTU CMMCOK Onepaunii.
operationType — Tun onepauun (ONULNOHANbHO).

operationId — MaeHTudukatop onepaunm (onuMOHasnbHO).

callback — 3aMblKaHWe BO3BpallaeT pe3ysbTarT.

result — Bo3BpallaeT cNnMcok onepaumin unm owmbky.

YV V.V V V

2.3.2. Metoa confirmOperation — Online

MoaTBepxaeHUe onepauuu.

public static func confirmOperation (

operation: DSSOperation,

user: DSSUser,

signMode: DSSSignMode,

callback: @escaping (_result: Result<DSSApproveRequest, Error>) ->
Void)

3anyckaet Ul ang noannucn AOKYMEHTOB Mo Bbl6paHHOM onepauuu.
isReadyToSign A0OJIXeH 6bITb true.
MapameTpsbl:

> operation — Onepauus Ang NOATBEPXKAEHUS.

user — [losib30BaTe/b, YblO OMepaUnIo HY>XXHO NOATBEPAUTD.

» signMode — peXWM NOAMMUCU: .online UIKN .offline (Npu pexunMme .offline 3anpoc
Ha cepBep DSS He oTnpasnsercs).

callback — 3aMblKkaHMe BO3BpallaeT pe3ysbTarT.

> result — Bo3BpallaeT 3anpoc Ha NOATBEPXAEHUE UIN OLINBKY.

Y

A\
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2.3.3. Metoa confirmOperation — roToBbIX 3anNpocC Ha NOATBEPXAEHMUE

MoAaTBepKaeHMe ornepauum nyTeM OTMpaBKW 3apaHee MoAroTOB/IEHHOro 3amnpoca Ha

noaTBepXAeHUE.

YV V

YV V V VY VY V V

YV V V V

>

public static func confirmOperation (
approveRequest: DSSApproveRequest,
callback: @escaping (_ result: Result<Void, Error>) -> Void)

MapameTpsbl:

approveRequest — 3anpoc Ha NoATBepXaeHue.
callback — 3aMblkaHne BO3BpaLLAET pe3yfbTarT.
result — Huyero He Bo3BpallaeT B c/yyae ycnexa. MiHade Bo3BpallaeT ownbky.

2.3.4. Metog uploadDocument

3arpyska AOKYMeHTa Ha cepBep.

public static func uploadDocument (
documentContent: Data,
title: String,
snippetTemplate: String,
previewTemplate: String,
user: DSSUser,
callback: Qescaping (_ result: Result<String, Error>) -> Void)

MapameTpbl:

documentContent — CoAepXumMoe JOKYMEHTa.

title — Ha3BaHMe AOKYMeHTa C pacwunpeHuneMm. Hanpumep, document. txt.
snippetTemplate — HTML-wabnoH snippet'a nokymeHTa.
previewTemplate — HTML-wabnoH preview AoKyMeHTa.

user — [lonb30BaTeNb-BAageney AOKyMeHTa.

callback — 3aMblkaHWe BO3BpaLLAET pe3ynbTarT.

result — Bo3BpawaeTt naeHTudukaTop AOKYMEHTa Ui ownbky.

2.3.5. Metoa signDocuments - Online

Moanucb LOKYMEHTOB.

public static func signDocuments (

documentsIDs: [String],

user: DSSUser,

signParams: DSSSignParams,

callback: @escaping (_ result: Result<[DSSSignResult], Error>) ->
Void)

3anyckaet UI ans noanucu BblIGpaHHbIX 4OKYMEHTOB.
isReadyToSign A0JIXeH ObITb true.
MapameTpsbl:

documentsIDs — MaeHTUdUKaATOPbl AOKYMEHTOB A8 NOAMUCH.
user — [lonb30BaTeE/Nb, NOANUCHIBAKOLWMA JOKYMEHThI.
signParams — [lapaMeTpbl nognucaHus.

callback — 3aMblkaHWe BO3BpalLaeT pe3ysnbTarT.

result — Bo3BpawaeTt pe3ynbTaTbl NOANUCAHUSA UK OLNOKY.
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2.3.6. MeTtog signDocuments — rotoBbIi 3anpoc Ha noanvcaHune

Moanuce AOKYMEHTOB NyTEM OTNpaBKM 3apaHee noAroTtoBJIEHHONo 3anpoCa Ha
noanuco.
public static func signDocuments (
approveRequest: DSSApproveRequest,

callback: @escaping (_result: Result<[DSSSignResult], Error>) ->
Void)

MapameTpsbl:

A\

approveRequest — 3aMpocC Ha noanuvcaHue.
callback — 3aMblkaHMe BO3BpaLlaeT pe3ybTarT.
> result — Bo3Bpawaer pe3ynbTaTbl NOANMCAHUS UK OWNBKY.

A\

2.3.7. Metog signDocumentsOffline

dopMupoBaHmMe 3anpoca Ha nognmcb 6e3 oTnpaBku Ha cepeep DSS.

public static func signDocumentsOffline (

documentsIDs: [String],

user: DSSUser,

signParams: DSSSignParams,

callback: @escaping (_ result: Result<DSSApproveRequest, Error>) ->
Void)

3anyckaet Ul ang nognucaHusa AOKYMEHTOB NO BblI6paHHOM onepauuu.
isReadyToSign 0/IXeH ObITb true.
MapameTpbl:

documentsIDs — MaeHTUdUKaATOPblI 4OKYMEHTOB 418 NOANMUCH.
user — [losib30oBaTesNb, noanucCbIBaLWLnn AOKYMEHTbI.
signParams — [lapaMeTpbl NoANUCaHUSA.

callback — 3aMblkaHue BO3BpallaeT pe3ynbTarT.

result — Bo3BpaljaeT 3anpoc Ha noanmMcaHue nnm owmnbKy.

YV V V V V

2.4. Knacc DSSCertificatesManager

2.4.1. Metop createCertificate

Co3pnaHue ceptudmkaTta/zanpoca Ha ceptudumkar.

public static func createCertificate (

user: DSSUser,

dn: [String: String],

templateId: String,

cald: Int,

callback: Qescaping (_ result: Result<DSSCertificate, Error>) ->
Void)

Mepen BbINOIHEHWEM user. isReadyToSign A0/1XKEH 6bITb true.
MapamMeTpbl:

> user — [lonb3oBaTenb, AN18 KOTOPOro HY>XHO co3aaTth ceptudumkaTt/3anpoc.
» dn — PasnuuutenbHoe nma cybvekta B dopmaTe [OID KOMMOHEHTa UMEHU: 3HaYeHne

KOMMNOHEHTa UMeHu].
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> templateId — NaeHTudunkaTtop wabnoHa ceptndukaTta.
> cald — WNaeHTndunkatop obpabotumka YL.
» callback — 3aMblKaHMe BO3BpallaeT pe3ynbTar.
> result — Bo3BpallaeT co3aaHHbIN 3anpocC Ha cepTUduUKaT uan ownobky.
2.4.2. Metog listCertificates
MonyuyeHne cnucka cepTndmnKaToB 1M 3anNpocoB Ha cepTudmkar.
public static func listCertificates(
user: DSSUser,
callback: @escaping (_ result: Result<[DSSCertificate], Error>) ->
Void)
MapameTpsbl:
> user — [lonb3oBaTesb, 415 KOTOPOro HY>XXHO BEPHYTb CMUCOK.
» callback — 3aMblkaHne BO3BpallaEeT pe3ybTarT.

> result — Bo3BpallaeT cnmucok unu owmnbKy.

2.4.3. Metop deleteCertificate

YpaneHue ceptudmkaTta/3anpoca Ha ceptudukar.

public static func deleteCertificate (
user: DSSUser,
dssCertificateId: String?,
dssRequestId: String?,
callback: @escaping (_ result: Result<Void, Error>) -> Void)

Mepea BbIMONIHEHUEM user.isReadyToSign AO/IKEH ObITb true.
Hy>xHO nepeaaTb NMb60 dssCertificateld, NMH60 dssRequestId:

> Ecnu nepenatb dssCertificatelId, TO yAanNUTCA U cepTUdUKAT, U CBA3AHHbLIA C HUM
3anpoc.
> Ecnu nepenaTb dssRequestId, TO yAanuMTCs TOJIbKO 3anpoc.

MapameTpsbl:

Y

user — [lonb3oBaTenb-BRageney ceptudukaTta/zanpoca Ha ceptudumkar.

> dssCertificateId — MaeHTUdUKaATOp yaansseMoro ceptmdukarta. YKasbiBaeTcs, ecnm
HY>XHO yAanuTb cepTudukar.

> dssRequestId — VaeHTUdUKaTOp yaansaemoro 3anpoca Ha ceptudumkaTt. YKasbiBaeTcs,

€C/IN HY>XHO YAanuTb 3anpoc Ha cepTudukaTt

callback — 3aMblKkaHWe BO3BpallaeT pe3ybTarT.

» result — B cny4yae ycnexa He Bo3BpallaeT HMYero. MiHaye Bo3BpallaeT owmnbky.

Y

2.4.4. Metop setCertificate

YcTaHoBKa cepTudukarta B DSS.

public static func setCertificate(
user: DSSUser,
certContent: String,
callback: @escaping (_ result: Result<Void, Error>) -> Void)

MNepen BbINOMHEHMEM user. isReadyToSign A0MKEH 6bITh true.
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YV V V V

YV V.V V V

YV V V V

>
>

MapameTpsbl:

user — [lonb3oBaTenb-Bnageney ceptudmkarta/zanpoca Ha cepTudukar.
certContent — Ceptudukar B popmaTe Baseb4.

callback — 3aMblkaHWe BO3BpaLLAET pe3yfbTarT.

result — B cnyyae ycnexa He Bo3BpallaeT Hu4yero. MHaye Bo3BpalwlaeT owmnbKy.

2.4.5. MeTog setCertificateFriendlyName

YcTtaHoBKa oTobpaxaemMoro nmenun ceptudumkara.

public static func setCertificateFriendlyName (
user: DSSUser,
dssCertificateId: String,
friendlyName: String,
callback: @escaping (_ result: Result<Void, Error>) -> Void)

MapameTpsbl:

user — [lonb30BaTeNb-BRageney ceptudukaTa.

dssCertificateId — WaeHTudunkaTop ceptudukaTa.

friendlyName — [JpyXXeCTBEHHOe nMs cepTudukaTta.

callback — 3aMblkaHWe BO3BpalLLaET pe3ynbTarT.

result — B cnyyae ycnexa He Bo3BpallaeT Hu4yero. MHayve Bo3BpalLlaeT owmnbKy.

2.4.6. Metop setDefaultCertificate

YcTaHoBKa cepTudurKaTa no yMosayaHuio.

public static func setDefaultCertificate(
user: DSSUser,
dssCertificatelId: String,
callback: @escaping (_ result: Result<Void, Error>) -> Void)

MapameTpsbl:

user — [lonb3oBaTenb-BAageney ceptudukaTa.

dssCertificateId — WNaeHTudukaTop ceptudukaTa.

callback — 3aMblkaHWe BO3BpaLLAET pe3ynbTarT.

result — B cnyyae ycnexa He Bo3BpallaeT HuM4yero. MHayve Bo3BpalLaeT owmnbKy.

2.4.7. Metop revokeCertificate

OT3bIB cepTuduUKaTa.

public static func revokeCertificate(
user: DSSUser,
dssCertificateId: String,
reason: CertificateRevokingReason = .unspecified,
callback: @escaping (_ result: Result<Void, Error>) -> Void)

Mepea BbIMOSIHEHMEM user. isReadyToSign AOJIKEH ObITb true.
MapamMeTpbl:

user — [lonb30BaTeNb-Bageney ceptndukaTa.
dssCertificateId — WNaeHTudunkaTop ceptmdmkaTta.
reason — [IpnymnHa oT3biBa cepTudmKaTa.
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Y

VYV vV

vV vV

YV V V V

>
>

callback — 3aMblKaHMe BO3BpaLLAeT pe3y/bTarT.
result — B cnyyae ycnexa He BO3BpalllaeT HUYero. MHaye Bo3BpaLlaeT OWNbKY.

2.4.8. Metog suspendCertificate

MpuocTaHoOBKa AeiCcTBUSA cepTudmnKkara.

public static func suspendCertificate(
user: DSSUser,
dssCertificateId: String,
fromTimeStamp: TimelInterval,
toTimeStamp: TimelInterval,
callback: @escaping (_ result: Result<Void, Error>) -> Void)

Mepea BbIMOSIHEHMEM user.isReadyToSign AOJIKEH ObITb true.
MapameTpsbl:

user — [lonb30oBaTenb-BRageney ceptudukara.
dssCertificateId — WaeHTudukaTop ceptudukaTa.

fromTimeStamp — BpeMmsa Hauvana npuoOCTaHOBKU AENCTBUA cepTudukata. MOXHO

ykaszaTb 0 — TOraa BpeMs NpuocTaHOBKM ByaeT paBHO TEKYLLEMY BPEMEHU.
toTimeStamp — Bpems BO306HOBNEHUA AeNCTBUS cepTudmKaTa.

callback — 3aMblkaHWe BO3BpallaEeT pe3ynbTarT.

result — B cnyyae ycnexa He Bo3BpallaeT Hu4yero. MHayve Bo3BpalLlaeT owmnbKy.

2.4.9. Metoa unSuspendCertificate

Bo3o6HoBneHWe aencrens ceptudukaTa.

public static func unSuspendCertificate (
user: DSSUser,
dssCertificateId: String,
callback: @escaping (_ result: Result<Void, Error>) -> Void)

MNMepen BbINOIHEHUEM user. isReadyToSign A0/1KEH 6bITb true.
MapameTpbl:

user — [lonb3oBaTenb-BRageney ceptudukaTa.

dssCertificateId — NaeHTudukaTop ceptudmukaTa.

callback — 3aMblKkaHWe BO3BpaLLAET pe3ynbTarT.

result — B cnyyae ycnexa He Bo3BpallaeT HuM4yero. MHayve Bo3BpalLlaeT owmnbKy.

2.5. Knacc DSSDevicesManager

2.5.1. MeTop listDevices

Mony4yeHne ¢ DSS cnncka Bcex yCTPOMUCTB, NPUBSA3aHHbIX K NOb30BaTENIO.

public static func listDevices (
user: DSSUser,

callback: @escaping (_ result: Result<[DSSDevice], Error>) -> Void)

MapameTpbl:

user — [lofib30BaTENb, K KOTOPOMY MPUBSA3aHbl YCTPOMUCTBA.
callback — 3aMblkaHWe BO3BpalLaeT pe3ysnbTarT.
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> result — [lpy ycnewHOM BbIMOSHEHMM BO3BpaLLlAET CMUCOK YCTPOMUCTB. WHaue
BO3BpaLLaeT owunbky.

2.5.2. Metop revoke

OT3bIB (yaaneHue) yCTpoOMCTBa U COBETYKOLWEro emMy katoda myDSS. lMomedaeT kitou,
COOTBETCTBYHOLLMIA 4AaHHOMY YCTPOMCTBY, KaK yAaneHHbin. Knwoy nepecrtaér gencreoBaTh.
public static func revoke (
device: DSSDevice,

user: DSSUser,
callback: @escaping (_ result: Result<Void, Error>) -> Void)

Mepea BbIMOSIHEHMEM user.isReadyToSign AOJIKEH ObITb true.

MapameTpsbl:
» device — OT3biBaeMoe yCTpOMNCTBO.
» user — [lofnb30BaTeNb K KOTOPOMY NMPUBA3aHO YCTPOMCTBO.
» callback — 3aMblKaHWe BO3BpallaeT pe3ynbTarT.
» result — [lpn ycnewHoM BbIMONHEHUN HEe BO3BpawaeT Huyero. MIHaye Bo3BpalaeTr
owmnbKy.
2.5.3. MeTop approve
MoaTteepxxaeHne aobasneHnsa Kn4da Ha HOBOE YCTPOMUCTBO.
public static func approve (
device: DSSDevice,
user: DSSUser,
callback: @escaping (_ result: Result<Void, Error>) -> Void)
MNMepen BbINOIHEHUEM user. isReadyToSign A0/1KEH b6bITb true.
MapamMeTpbl:
> device — [lob6aBnsiemMoe yCTpOWNCTBO.
» user — [lofib30BaTeslb K KOTOPOMY MPUBSA3aHO YCTPOMCTBO.
» callback — 3aMblkaHue BO3BpallaeT pe3ynbTarT.
» result — [lpu ycnewHoM BbIMONHEHUW HEe BO3BpallaeT HU4ero. MHaye Bo3BpawlaeT
owmnbKy.
2.5.4. MeTog reject
OTkNOHeHMe aobaBfieHns KaK4Ya Ha HOBOE YCTDOI;’ICTBO.
public static func reject (
device: DSSDevice,
user: DSSUser,
callback: @escaping (_ result: Result<Void, Error>) -> Void)
MNepen BbINOMHEHMEM user. isReadyToSign A0MKEH 6bITh true.
MapameTpsbl:
» device — OTK/IOHAEMOE YCTPOMCTBO.

> user — [lofib30BaTeNb, K KOTOPOMY MPUBS3aHO YCTPOMUCTBO.
> callback — 3aMblKaHWe BO3BpallaeT pe3ynbTar.
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> result — [lpy ycnewHoM BbIMOSIHEHUM He BO3BpallaeT Hu4yero. VMiHaye Bo3BpallaeT
owmnbKy.

2.6. Knacc DSSPolicyManager

2.6.1. MeTton getDSSParams

3anpoc napameTpoB cepBepa DSS.

public static func getDSSParams (
serviceURL: URL,

__ callback: @escaping (_ result: Result<DSSParams, Error>) =-> Void)
MapameTpsbl:
» serviceURL — Ajpec cepsepa.
> callback — 3aMblKaHMe BO3BpallaeT pe3ynbTar.

> result — [lpu ycnewHoOM BbINOSHEHMM BO3BpallaeT MNapaMeTpbl cepBepa. WMHaue
BO3BpallaeT ownbky.

3anpoc napameTpoB cepBepa DSS.

public static func getDSSParams (
user: DSSUser,
__ callback: @escaping (_ result: Result<DSSParams, Error>) -> Void)

MapameTpsbl:
user — [lonb30BaTe/lb, C CEpBEpPA KOTOPOro HY>XXHO NOAY4YUTb NapaMeTpbl.
callback — 3aMblkaHWe BO3BpaLLaeT pe3ynbTarT.

result — [IpM ycnewHOM BbINOJHEHMWM BO3BpallaeT MnapaMeTpbl cepsepa. WNHaue
BO3BpallaeT ownbKy.

2.6.2. MeTog getDSSSignServerParams

3anpoc c cepBepa DSS napaMeTpoB NoANUCU: CAUCOK Npodunei NoanmMcu, napamMeTpsl
YpaocTtoBepstowmx LleHTpos 1 T.n.
public static func getDSSSignServerParams (
user: DSSUser,

_ callback: @escaping (_ result: Result<DSSSignServerParams, Error>)
-> Void)

MapameTpbl:

A\

user — [lonb30BaTeNb, C CEPBEPA KOTOPOr0 HYXHO NOSY4YUTb NapaMeTpsl.

callback — 3aMblKaHWe BO3BpalLaeT pe3ysbTarT.

» result — [lpy ycCnewHOM BbINOJIHEHUN BO3BpaLLlAET napameTpbl cepsepa. WHaue
BO3BpaLLaeT owunbky.

A\
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