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1. AHHOTAuuA

JaHHbIN AOKYMEHT COAEPXUT MpasBuia Nnosb30BaHUS NporpamMMHO-annapaTHOro Moayns
(NAKM) «Kpuntollpo HSM», ero coctaB, Ha3Ha4YeHne, MHCTPYKLMUN MO pasMeLleHNto 1 3amThl
ot HCA.

[JOKyMeHT npegHasHadeH AN aAMUHUCTPATOpPOB WHQOPMaLUMOHHOM 6e30macHoCTH
YUYpEeXAeHUN, OCYLEeCTBASKLWNX YCTaHOBKY, 06CnyXuBaHME M KOHTpPOJb 3a cobntogeHneM
TpeboBaHnm K skcnayataumm CK3U, a Takxe ansd agmmHuctpatopos CepBepoB, CeTeBbIX
pecypcoB npeanpuatna un apyrmx paboTHuMkoB cnyx6bl MHbOpMaUMOHHON 6e30nacHOCTH,
OCYLEeCTBAAKLWMX HacTponky pabounx mect ana pabotbl co cpeacteamu CK3N.

WNHCTpyKUMKM  aaMUHUCTpaTopaM  6e30nacHOCTM U Nofib30BaTensaM  pasfinyHbIX
aBTOMaTU3MPOBAHHbLIX  cucteMm, ucnonbsywwmx TAKM  «Kpuntollpo HSM»  oosXHbI
pa3pabaTtbiBaTbCsa C y4eTOM TpeboBaHun HacToswmx Mpasun.
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2. HaszHaudeHue n obnactb NpuMeHeHns
NMAKM «Kpuntollpo HSM» Bepcusa 2.0

MAKM «Kpuntollpo HSM» Bepcus 2.0 — nporpamMmMHo-annapaTHbIN
Kpuntorpapuyecknin Moaynb, NpeAHa3HAYeHHbIA AN WCNOoSb30BaHUS B CeTax/cmcremMax
XpaHeHns n 06paboTkn MHdpopMaunm, He COCTaBNAIOLWEN roCyAapCTBEHHOM TanHbl.

NAKM «Kpuntollpo HSM» npeactaBnsetr coboli ceTeBoe yCTPOWCTBO, MOAK/OYaeMoe
nmbo HenocpeacCcTBEHHO K cepBepy (XOCTy), mchnonb3ylowemy Kpuntorpadumyeckme CepBucChl
MAKM, nmbo B CerMeHT JNOKaJibHOMN CETU uYepe3 CTaHOapTHbIE CEeTeBble YCTPOMCTBA
(koMMyTaTOpbl, MaplpyTU3aTopbl, KOHLEHTpaTopbl) ANnA 06CnyXuBaHWsa rpynn CepBEPOB U
KOMMNbIOTEPOB NOJSIb30BaTENEN CETU.

MAKM MOXeT  b6bITb MCNOJS1b30BaH B KayecTse CK31 B pPas3fINYHbIX
cuctemax/noacucreMax  Kpunrtorpaduyeckon  3awmTbl  MHAOpMauMK, MoAAEPXUBAKOLWMNX
KpunTorpadunueckune nHtepdericol «Kpnntollpo CSP».
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3.

OcHOBHble TexXHMYecKkMe gaHHble N xapaktepuctuku NAKM

MAKM «Kpuntolpo HSM» npeaHa3sHayeH A5 BbINOJIHEHMS crnegyowmnx dyHKUNN:

dopMmpoBaHuns/NpoBepKn aeKTpoHHOM nognucn (3M) noa 6/710KOM AaHHbIX MO
3anpocy nosib3oBaTesien;

wngpoBaHus/pacwumdpoBaHmnsa 6510KOB AaHHbIX MO 3anpocaM rnoJsib3oBaTenen.

Mpwn atom NMAKM «Kpuntollpo HSM» obecneunBaeT:

peanusaumio kpuntorpadpuyecknx GyHKUMA U MHTepdenc B3anmMoAencTBmsa C
cepBepamMun 1 paboymmMu CTaHUUSMWN NOJSb30BaTENEN;

MHTepdEeNC K NpuKNagHbIM KpuntorpapuyeckmuMm QyHKUMAM B COOTBETCTBMWU CO
cneundukaumen Microsoft Cryptographic Service Provider;

BO3MOXHOCTb ucnonb3oBaHusa @yHkumnin [MAKM  «Kpuntollpo HSM» yepes
nHTepdericel Microsoft CryptoAPI;

naeHTUduKaumi U1 ayTeHTUdUKaALMIO NoNnb3oBaTenen npu  JIoKaabHOM U
yaaneHHoM agoctyne kK NMAKM «Kpuntollpo HSM»;

MpoBEpPKY ULENOCTHOCTU KPUTUYHOro K 6e3onacHoMy ¢yHKUMoHUpoBaHuio [0
npu nHnumanusaumm NMNAKM «Kpuntollpo HSM»;

reHepaumio Cny4danHbIX YMCes C UCMOob30BaHMEM annapaTtHoro ACY;

reHepaumio  kntoderr Sl M wWKdpoBaHMA C  WUCMOIb30BAaHMEM UCXOAHOrO
MaTepuana, npeaoCcTaBNEHHOro yrnoJIHOMOYEHHOM opraHmsaumen;

CPOK AeNncTBuA katouden DI, ABASAIWMXCA HEIKCNOPTUPYEMbIMU, COCTaBAsSET He
6onee 3-x net. MakcuMasnbHbIA CPOK AENCTBUSA KAo4ven nposepkun DM — 15 net
nocne OKOH4YaHMSA  CpoKa  AEWCTBMA  COOTBETCTBYMOWero  knwo4va  2ll.
MakcuManbHbIN CPOK AEUCTBUSA OTKPbITbIX Ktoven obmeHa — He 6onee 3-x neT.
MakcuManbHbI CPOK AENCTBUSA HESKCNOPTUPYEMbIX 3aKpbITbiX Kouen obMeHa
coctaBnsieTr He 6onee 3-x net. CpoK AENCTBUSA MHbIX KO4Yel He npesblwaeT 1
roga 3 Mecaues!;

conpshxeHne C cepBepoM/cepBepHON Trpymnnon Mo OTAebHOMY CerMeHTy
Ethernet;

3anuncb creHepumpoBaHHbIX KJlo4Yen Ha MHTENNEKTYal/ibHbl€ KapThbl,
BBOA 3aKpbITOro Kjko4ya C KNKYEBbIX HOoCuTenen Ha MHTeﬂﬂeKTyaﬂbHOVI KapTe,

BbINOMHEHWE YHKUWIA CO3[aHMSA W MNPOBEPKM 3AeKTPOHHOW noanucu (20)
cornacHo TOCT P 34.10-2001 wn TOCT P 34.10-2012 (IOCT 34.10-2018),
Bbluncnenme xaw-dyHkumm cornacHo NOCT P 34.11-94 u TOCT P 34.11-2012
(FOCT 34.11-2018);

wndposaHue U uMmMTosawmTa cornacHo NOCT 28147-89;

onuuoHanbHo, nogaepxky anropmtmoB SHA1, RSA, 3DES B 4actu reHepauum
Kntoyen, popMnpoBaHmsa U nposepkun 3M1;

BO3MOXHOCTb BCTpe4yHom paboTtel [MAKM «Kpuntollpo HSM» ¢ [12BM,
noaaepxusarowmm nHtepdenc «Kpmuntolpo CSP»;

YHUUTOXEHUE KIHoYeEn;
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— COMpsiXXeHMe C YCTPOMCTBOM AOCTyna no KpunTorpaduyeckn 3alneHHOMY
KaHany «K2». KaHan «K2» — floKanbHbIM 3alUULLEHHbIA KaHal, WUCMOob3YyeTcs
Ans 3awmueHHoro obmeHa nHdopmaunen mexay NMNAKM mn ycTtponcteom gocryna
K NMAKM;

— COMpsiXeHue C YCTPOWCTBOM AO0CTyrnma Mo Kpuntorpaduyecky 3awueHHOMY
kKaHany «K». KaHan «K» — nokanbHbIA 3alULEHHbIN KaHasn, UCNoMb3yeTcs ANnd
3awmuieHHoro obmeHa mHdopmaumen mexay NMAKM u ycTpoicTBOM AocCTyna K
MAKM?;

— perucrtpaums cobbiTU B XypHane ayanta kpuntorpadunyeckmnx bizosos NMAKM.

MpnMeyaHusa:

1. Cpokn pgencrteus kntouden Il mn 3aKpbITbiX KAko4Yern obMeHa MOryT YTOYHSTbCA Npwu
nposegeHun paboT nNO OuUeHKe BAMSAHMSA annapaTHbiX, MNpPOrpamMMHO-annapaTHbIX W
NporpaMMHbIX CpeacTts cetn (CMCTeMbl) KOH(UAEHUWANbHOMW CBS3X, COBMECTHO C KOTOPbIMU
npegnonaraerca wraTtHoe dyHKuMoHnpoBaHme [MAKM, Ha BbIMOMIHEHME MpeabsB/IEHHbIX K
MAKM TpeboBaHuin no T3, cornacosaHHoMy ¢ 8 LleHTpom ®CBE Poccuu.

2. KaHan «K» mcnonb3yeTtcs To/bKo B paMkax [0/10BHOMO yAOCTOBEPSIIOLLENO LIEHTpa.

3.1. OnepauymoHHble CUCTEMbI CEPBEPHbIX NpunoxeHun NMAKM

MporpammMHbie cpeacrtea NMAKM «Kpuntollpo HSM» dyHKUMOHMPYIOT Ha 6a3e OC AnbT
Nnnykc CNT 7.0 ¢ 3awmTton sgpa OC cpeacrtBamm naketa GRSecurity.

AnbT JInHykc CNT 7.0 CeptuduumpoBaH degepasnbHON cnyXb6ol no TEXHUYECKOMY W
aKcnopTHoMY koHTpont (PCTIK Poccun). Knaccudpukaumsa no ypoBHIO KOHTPOSS OTCYTCTBUS
HeAEeKTapupoBaHHbIX BO3MOXHOCTEM — 4 ypoBeHb. [lokasaTenuM 3alWMWEeHHOCTM OoT
HECaHKUMOHMPOBAHHOIO AOCTYyNa K MHMOpMaunm — MNo 5 Knaccy 3aliMLLEHHOCTH.

MAKM npepgHa3HadeH pAn8 WUCMNOSIb30BaHWA C CEPBEPHbIMM  MPUIOXKEHNAMU U
NpUNOXeHNAMN nofib3oBatenenn Ha 6asze onepaumoHHbiX cuctem Unix/Linux n Windows,
BKNtOUaa 64-paspsgHble UX UCMOSHEHUSA (CNMCOK oOnepauuoHHbIX CUCTEM TrMpuBeAeH B
ookyMmeHTe <«XTHAM.00096-02 30 01. Kpuntollpo HSM. ®opmynsp»). Ha TexHuyeckux
cpeacteax M3BM, nmetowero nogkntoyeHHoe CK3U MAKM «Kpuntollpo HSM», pomxHa 6bITb
obecneyeHa aHTMBMpPYCHas 3awmMTa NPorpaMMHbIX KoMnoHeHToB NMAKM u CO.

3.2. Kntouesble HocuTenn NMNAKM

KnioueBas cucrema [MAKM «Kpuntollpo HSM» Bkntoyaer B ceba kawum I,
wudpoBaHmsa n obmeHa (aKcrnopTa Kuen).

Kntoun 3N npeacraBnsioTca KAodeBOoM napown: knwd 3N — ana dopmupoBaHus M,
KoY nposepku JI1.

Kntoun wundpoBaHMsl: CUMMMETpUYHbIE KtoUM coobueHuns (nakerta), cnydyanHble wnu
avBepcnduLMpoBaHHble N3 CYy4YamHOro Kjo4a CecCMm Mo OTKPbITOMY 3arosioBKYy COO6LeHUS
(nakera).

Knioun obMeHa CTpoATCs Ha OCHOBE OTKPLITOro pacnpeaesieHus Ki4den no anroputmy
Onddun-XennmaHa Ha 6ase KAOYEBbIX Map 3aKpbITbIM/OTKPLITHIN  KAKOYM  anropuTMa
FOCT P 34.10-2012 (F'OCT 34.10-2018).

Ha knoueBbiX HOCUTENSX KIOUYM XPaHAaTCA B ¢opMaTe KJIUYEBOro KOHTelHepa.
KniouyeBo KOHTeNnHep COAEPXWUT Takxe WHdopMauuio, Heobxoammyr ana obecnedeHus
KpunTorpadunyeckon 3awmTbl KoUen U X LeNoCTHOCTH.
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3aKkpbITble KUK, XpaHawuvecs B namatu NMAKM, wndpyloTca NpsaMoO UM KOCBEHHO
(4epe3 NpoMexXyTOoUHbIe K/ToUYM — KAK4YN WndpoBaHUS) Ha kaode akTuBaumm MAKM.

Kntou aktuBauum NMAKM mncnonb3yeT cxeMy pasfeneHus cekpeTa C BBOAOM KJOYEBOM
nHdpopmaumm ¢ nbbix 3-x (k) ns 5-tn (n) Hocutenenm ans popMmmnpoBaHmsa GyHKULMOHANBHOIO
kntoya. Mpu 3ToM obecneumBaeTcs 3awuTa GYHKUMOHANbHOIO KJ4Ya NpuM KOMMpOMeTauuu
knoyeso uHdbopMauum Ha nwbbix He 6onee k-1 HocuTensax. B cnydae komnpomeTauuu
KNHUYEBOM MH@OpMauMm XoTsa 6bl € 0AHOro HocuTens, Heob6xoaAuMMO nepeBbiNyCTUTbL BCe 5 (n)
KStouen.

UHTennekTyasnbHble KapTbl MOCTaBNSAOTCS C MAKM «KpunTtollpo HSM»
oT(popMaTMPOBAHHbLIMK, C NMpPeayCTaHOBNEHHbIM pin-KogoM «11111111». Mpwu 3anucu Koyen
Ha KapTy pin-kKog Heo6XxoaMMO CMEHUTb.

HoBbIli pin-koa ponxeH BblIGUpaTbCsa cry4vamHbiM 06pa3oM M cocTosaATb u3 8 uudp oT
«0» po «9»,

MepnoanYHOCTb NIAHOBOW CMEHBbI pin-Koga cocTasnaseT 1 mecsu.

Mpu BbINycKe/3anncm KapT C KAYaMM Ha KapTy HaAHOCUTCA TuN KapTbl: HOMep
KOMMOHEHTbI KJ/toYa 3awnTbl, cuMmBon «K» (ans kapTbl ayTeHTMdMKauum AQMUHUCTpaTopa
UNIX/Linux Cepsepa - MNMAK «Kpuntollpo HSM»), cumBon «K2» (ans kapTbl ayTeHTUdUKaumu
Monb3oBaTtens/AamMmuHuctpatop Windows cepsepa - NAK «Kpuntollpo HSM»). Kpome 3T10oro Ha
KapTy 3anucbiBaetcsa damunmns namua (nonb3oBaTens - Bnagenbua), OTBETCTBEHHOro 3a
AAHHbIA KJIIOYEBO HOCUTENb.

Haanucn npoussoadatca pas3bopumBbiM  No4vyepkoM (NpeanodyTUTENbHO MNevyaTHbIMU
6ykBamn), dnomactrepom Tmna Staedtler Lumocolor permanent N2 318 (c BOAOCTOMKMM
Kpacutenem).

OnucaHune KNOYEBON CUCTEMbI U KOYEBLIX HOCUTENEen NpeacTaB/fieHO B AOKYMEHTe
«XKTAKN.00096-02 90 01. KpunTtollpo HSM. MHCTpyKUMA MO UCMONb30BAHUIO».
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4. AnnapaTHaga KoMmnoHeHTa NMAKM

4.1. Komnnektauma 1 NcnonHeHune 1

B kadectBe annapatHon nnatdopmbl [MAKM «Kpuntollpo HSM» Bepcus 2.0
Komnnektaums 1 MWcnonHenme 1 (knacc 3awmtbl KB/KB2) wncnonb3yetcsa cepBepHas
nnatdopma Advantech. Ee coctas oTtobpaxeH B Tabnuue 4.1.

Tabnuua 4.1. CoctaB annapatHon nnatdopmbl MAKM «Kpuntollpo HSM» Bepcus 2.0.
KomnnekTtaumsa 1 MicnonHeHune 1

HaumeHoBaHue Mopenb OnucaHune
Kopnyc ACP-2010MB CepBepHblli npoMmbilWweHHbIM  kopnyc Advantech
ONst MOHTaXka B ctomky 19” Bbicota 2U, rnybuHol
485 MM, C ABYMSI BEHTUIATOpaMM OXJ1aXAEHMUS,
CMOHTUPOBAHHbLIMU BHYTPMU.
Bnok nutaHus DPS-500AB-9B Advantech, Mopenb AC-120B Rev:01, 500 W
ABOWHOM C ropsiyein 3aMeHom
MaTepuHckas ASMB-823I Advantech, 19A6823101-01 Rev.Al, Dual LGA
nnarta 2011-R3
Mpoueccopsl E5-2620V3 INTEL XEON E5-2620V3 2.4 GHz, rHe3go
LGA2011-3 (2 wrT.)
o3y 8G 1Rx4 DDR4 | Mogynb namatn AQD-D4UB8GR21-HZ (4 wrT.)
2133R
BeHTMnATOPHI AVC Cuctema oxnaxaeHnsa 1960055362N001 LGA2011
DS06025B12U (2 wr)
dnew-ancku SQFlash 4GB SATA DOM 530 4G SLC 4CH, SQF-SDMS4-4G-16C
(3 wT.)
LCD-naHenb 2J1IKO SAPIC-E [OByXCTpo4HbIN gucnnen (2x20 cumBonos, 4
KHOMKW ynpasneHusl, uHtepdenc RS-232).
CunTbiBaTENb CardMan 3921 OMNIKEY CardMan 3921 Reader Board
KapT (nHTEepderc USB)
DNEKTPOHHbIN MNAK Cobonb 000 «Kopg bezonacHocTn»
3aMoK
CeTeBas KapTa AT-29 Series | Allied Telesis, gsonHomn (1 wr.)
SX/LC
CuntbiBaTENDb iButton Probe KoHTakTHas nowaaka uaeHTudukaTopa Kiwda
iButton 23 «Cobonb»
3awuTHas P-PANEL 3awmMTHaa naHenb Ha 3adHen 4acTtm Kopryca C
naHesnb KpenneHneMm U3HyTpu

4.2. Kowmnnektauusa 1 VicnonHeHune 2

B kauectBe annapatHonm nnatdopmbl [MAKM «Kpuntollpo HSM» Bepcusa 2.0
KomnnekTtaumsa 1 UcnonHeHue 2 (knacc 3awmtbl KC3) mcnonb3yeTcss cepBepHas nnatdopma
AdvantiX mogenb 1S-201849 (aHanornyHo NMAKM «Kpuntolpo HSM» Bepcua 1.0 UcnonHeHune
2 Moagudunkaumsa 1). Ee coctas otobpaxeH B Tabnnue 4.2.
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Tabnunua 4.2. CoctaB annapaTHoM nnatdopMbl

Komnnektaumnsa 1 McnonHeHune 2

MAKM «Kpuntollpo HSM»

HaunMeHoBaHue

Mopenb

OnuncaHue

Kopnyc

RMC-2F-0-0-00L

CepBepHblli NPOMbILLSIEHHbBINM KOPAYC A1 MOHTaXa
B cTomky 19” Bbicota 2U, C AONOJHUTENbHbIM
oxnaxaeHnem FAN-8032-BR 80x80x32MM

Bnok nutanus R2G-5800V/EPS | ABonHoM 610K nuTaHua MowHocTtbto 800 BT
KaXkabln 6510K.
MaTepuHckas DBS2600CP2 CepBepHas MaTepuHckas nnarta INTEL
nnata DBS2600CP2
Mpoueccopsbl Xeon E5-2630 V2 | UeHnTpanbHbin npoueccop Intel Xeon E5-2630 V2,
rHesgo LGA2011 (2 wrt.)
o3y PC12800 Moaynb namatm 4GB PC12800 DDR3/ ECC REG
KINGSTONE (8 wrT.)
BeHTunaTopbl BXSTS200C Thermal Solution (Combo) BXSTS200C (2 wrT.)
dnew-ancku D150QV SATADOM 2GB, D150QV (DESIH-02GJ30AC1DB)
(3 wT.)
LCD-naHenb SAPIC-E OByxcTpoyHbin  gucrnnen (2x20 cumBonos, 4
KHOMKW  yrnpaBfieHus, uHTepdenc RS-232).

Mpounssoacteo OO0 «3J/IKO TexHonorun Cr6»

CuuTtbiBaTEND CardMan 3121/ | OMNIKEY CardMan 3121 Reader Board
KapT PC Twin Reader | (unHTepderc USB)
Gemalto PC Twin Reader (nHtepdeinc USB)
DNEKTPOHHbIN MAK Cobonb 000 «Kop besonacHoCcTU»
3aMOK
OnTtnueckas EXPI9400PFBLK | Intel E1G42EFBLK897904
ceTeBas KapTa
CuunTbiBaTENb iButton Probe KoHTakTHas naowaaka ans 3/1IeMeHTa
iButton 3HeproHesasmncumon namatu (kawda 33 Cobonb)
3awunTHad P-PANEL_1849 3awunTHaa naHenb ana 1S-201849
naHesnb
Kopnyc RMC-2F-0-0-00L | CepBepHbIii NPOMbILIEHHbIA KOPAYC A8 MOHTaxa
B CToMKky 19” Bbicota 2U, C [ONOAHUTENbHbIM
oxnaxaeHmeM FAN-8032-BR 80x80x32MM
4.3. KomnnekTtaumsa 1 icnonHeHue 3

B kadectBe annapaTHOWM
Komnnektaumsa 1 UcnonHeHne 3 (knacc 3awmtbl KC3) mcnonb3lyeTtcs cepsepHas nnaatdopma
AX61222TB (aHanormyHo [MAKM

Axiomtec m™openb

nnathopmbl

MAKM «Kpuntollpo HSM» Bepcus

«Kpuntollpo HSM» Bepcus

NcnonHeHuwe 1). Ee cocTtas oTobpaxeH B Tabnnue 4.3.

Tabnnua 4.3. CoctaB annapaTHOM
Komnnektaumnsa 1 UcnonHeHune 3

nnaTtdopmbl

MAKM «Kpuntollpo HSM»

HaunMeHoBaHue

Mopenb

OnucaHune

Bepcua 2.0.

2.0

1.0

Bepcmsa 2.0.

Kopnyc AX61222TB CepBepHblli NPOMBbILWIEHHbLIN KOPNYC A1 MOHTaxa B
ctomky 19” Bbicota 2U, rnybuHon 450 mMm c aByms
BeHTUNATOopamMmn oxnaxaeHna 1208BA DYNAEON

CMOHTUPOBAHHbLIMWN Ha nepep,Heﬁ naHenn.
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Bnok nutaHus FSP300- FSP-300-60ATV(PFC)(RC) (ATX 300 W) - 1 wrT.
60ATV(PF) 140 x 150 x 86 mm
O6beanHuTeNnbHan FAB105-V1 CraHgapt PICMG 1.3 pgna kopnycos 2U, 1 cnoT
WKWHa Rev: BO-RC PICMG 1.3, 3 cnota PCI (npou3ssoguntenb Axiomtec).
MpoueccopHas SHB100VGGA | CraHgapTt PICMG 1.3, npoueccopHoe rHe3go LGA775
nnaTa (nponssoguTtenb Axiomtec).
Mpoueccop Core 2 Duo AByxbsgepHbli 64 pa3psagHbIA NMpoueccop C S4poM
6420 Conroe, TakTtoBas 4yactoTa sapa 2,13 'Tu, BHeWwHen
WwnHbl 1066 My FSB, rHe3go PLGA775 (1 wT.)
BeHTunatop Nidec FO9A- | Intel D60188-002 FC813331 1A011Q200 DC 12V
npoueccopa 12B1S2 0,14A Faxconn
OnepaTtuBHas KVR667 Kingstone KVR 667MHz DDR2 Non-ECC CL5/2GB (2
namaTb wT.)
dnew-anckm D150QV 4GB | SATADOM 4[6anT, BepTMKanbHbliil, cepus D150QV,
SLC (3 wT.)
LCD-naHenb SAPIC-E OBYyXCTpO4HbIN ancnnen (2x20 cMMBONOB, 4 KHOMKMU
ynpaeneHus, wuHTepdenc RS-232) Mpon3sBoacTBO
000 «2J1KO TexHonormun Croé»
CunTtbiBaTENb KapT CardMan OMNIKEY CardMan 3121 Reader Board (nHTepdeic
3121/ USB)
PC Twin Gemalto PC Twin Reader (uHtepderic USB)
Reader
DNEeKTPOHHbIN MAK Cobonb | OO0 «Kopg BesonacHocTu»
3aMoK
CeTeBas kapTa DGE-550SX | D-Link DGE-550SX PCI-X 1000BASE-SX (SC) (2
WwT.)
CuuTbiBaTENb iButton Probe | KoHTakTHas naowanka ans 3/1eMeHTa
iButton 3HeproHesaBmcuMon namatu (kada 33 Cobonb)
3alWnTHasa naHenb 3awmTHaa naHenb, 6nokupylowaa  AocTyn K
MHTepdercaM NpoueccopHon nnaTsbl.
4.4, Komnnekrtauua 1 icnonHeHue 4
B kauectBe annapatHoi nnatdopmbl [MMAKM «Kpuntollpo HSM» Bepcusa 2.0

KomnnekTtaumsa 1 UcnonHeHne 4 mncnonb3lyetcs cepsepHas nnatdopma AdvantiX mogenb IS-
201849 (ananormuyHo MMAKM «Kpuntollpo HSM» Bepcus 1.0 WcnonHenme 2). Ee coctas
oTobpaxxeH B Tabnuue 4.4.

Tabnnua 4.4. CoctaB annapaTtHon nnatdopmbl MAKM Bepcmsa 2.0.
Komnnektaumsa 1 UcnonHeHune 4
HaumMeHoBaHue Mopapenb

Kopnyc RMC-2F-0-0-00L

«Kpuntollpo HSM»

OnucaHue
CepBepHblli MPOMbILLMIEHHbIM KOPNYC ANS MOHTaXa
B CToMKy 19” Bbicota 2U, C [ONOAHUTENbHbIM
oxnaxaeHmeM FAN-8032-BR 80x80x32MM
[OBoliHOW 650K nuUTaHMsa MowHocTbio 500 BT
KaXabln 6110K.

Bnok nutaHusa R2W-6500P/EPS

MaTepuHckas S5500BC
nnata

Mpoueccopesbl

INTEL BLUFF/CREEK S5500BC

Xeon E5540 / LeHTpanbHbin npoueccop Intel Xeon E5540 wnu
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Xeon E5630 Intel Xeon E5630, (2 wrT.)
o3y PC12800 Moaynb namatu 4GB PC12800 DDR3/ ECC REG

KINGSTONE (8 wrT.)

BeHTunaTopbl STS100C Intel STS100C (2 wrT.)

dnew-ancku D150QV SATADOM 2GB, D150QV (DESIH-02GJ30AC1DB)
(3 wT.)

LCD-naHenb SAPIC-E OByxcTpoyHbin  gucrnnen (2x20 cumBonos, 4
KHOMKW  yrnpaBieHus, uHTepdenc RS-232).
Mpounssoacteo OO0 «3JIKO TexHonorum Creé»

CuuTtbiBaTENDb CardMan 3121/ | OMNIKEY CardMan 3121 Reader Board

PC Twin Reader | (uHTepdennc USB) / Gemalto PC Twin Reader

(nHTEepderc USB)

KapT

DNeKTPOHHbIN MNAK Cobonb 000 «Kopg bezonacHocTu»
3aMoK
OnTnyeckas EXPI9402PFBLK | Intel EXPI9402PFBLK

ceTeBas KapTa
CuuTbiBaTENDb

iButton Probe KoHTakTHas nnowanka ans 3/1IeMeHTa

iButton 3HeproHesasmncumon namatu (kawda 33 Cobonb)
3awunTHad P-PANEL_1849 3awunTHaa naHenb ana 1S-201849
naHenb
Kopnyc RMC-2F-0-0-00L | CepBepHbIii NPOMbILIEHHbIA KOPAYC A8 MOHTaxa
B CToMKy 19” Bbicota 2U, C [ONOAHUTENbHbIM
oxnaxaeHuem FAN-8032-BR 80x80x32MM
4.5. KomnnekTtaumna 1 MicnonHeHue 5

B kauectBe annapatHonm nnatdopmbl [MAKM «Kpuntollpo HSM» Bepcusa 2.0
KomnnekTtaumsa 1 NcnonHenmne 5 (knacc 3awmntbl KC3) ncnonb3yoTcs cepBepHble naaTtdopMmbl
npoussoacrtea OO0 «KPUMTO-MPOx».

Ona orpaHuyeHnss BO3MOXHOCTM BAMAHUA annapaTHbIX KoMmnoHeHToB CBT Ha
dyHKUMOHMpoBaHue CK3WM Heobxoaumo npoBeaeHue wuccrnegosaHun MO BIOS CBT, Ha
KoTopbiX ycTaHoBneHo CK3WU, Ha cooTBeTcTBME gencteytowmm TpebosaHmam ®CB Poccum no
nccnepgosanuio MO BIOS CBT.
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5. CoctaB koMnoHeHT MO NMAKM

[MporpamMMHag komnoHeHTa NAKM BkloyaeT ABe cocTtaBngowme:
— cucTeMHoe nporpammHoe obecneveHne — OC «AnbT JinHykc CNT 7.0»;
— nporpammHoe obecneyeHune NMAKM (MO MAKM).
LLTaTtHble cpeactea OC «AnbT JlInHykc CMNT 7.0» BkAO4aloT:
- MDD — MexceTeBOl 3KpaH;
— TCP/IP — ctek npoTtokona TCP/IP;
- RPC — npouenypa yaaneHHbIX BbI30BOB;
— SYS Log — moaynb pabotel ¢ log-dannamu;
— ACL — cucTtema ynpaBneHust 4OCTYMoM;
- [Opansep COM-nopTa;

- bwubnunorteka libc, obecneumBatoLwas B3aMMOAENCTBUE npuknagHoro
nporpammHoro obecrnedeHus ¢ nporpamMmmHbiMm cpeacrtesamm OC.

CoctaB ycraHaesnmeaemblXx naketoB OC «AnbT JlnHykc CMT 7.0» npu u3rotoBneHumn
MAKM un HacTtporika OC onucaHbl B fokyMmeHTe «XTSAN.00096-02 94 01. Kpuntollpo HSM.
OnuncaHne npouenypbl C60pKm>».

MporpammHoe obecnedeHne NMAKM BkAo4aeT:
— JXXTAW.00096-02 99 01. KpunTtollpo HSM. basoBble Moaynu;
— XTSAKN.00096-02 99 02. Kpuntolpo HSM. UHTepdencHbie Moayau.

bazoBbie Moaynu [MAKM gBnaTCca COCTaBHOWM 4acTtbio um3genus [MAKM  u
yCTaHaBnumBalTcsa npu narotosneHnn NAKM «Kpuntollpo HSM».

NHTepdelicHble MOAYN NOCTaBNalTCca Ha oTaesnibHOM CDROM u cnyxaT Ansa co3gaHus
cucrteMm, mcnonb3yowmx NMAKM «Kpuntollpo HSM», noacucteM kKpuntorpaduyeckon 3alunThbl
nHdpopMaunm. [aHHble MoAynM  yCTaHaBAMBalTCa Ha DBM, wucnonb3ytowen [MAKM
«KpunTollpo HSM».

B komnnekT noctaBkn NMAKM «Kpuntollpo HSM» Bxoant CDROM «XXT5KN.00096-02 99
02. KpunTtollpo HSM. UHTepdelicHble moaynn».

Ha paHHoM CDROM cogpepxutcs Heobxogmmoe MO ans nnatdopm Windows, LSB-
coBMecCTUMbIX 32/64-pa3paaHbix OC cemeinctBa Unix/Linux, kOoTopoe ycTaHaBnMBaeTCs Ha
MN2BM, ncnonb3yowyto CK3U NMAKM «Kpuntollpo HSM».

Onucanne mnHtepdencHoix moaynen ans OC cemencrea Unix/Linux n nx npuMmeHeHus
MOXHO B fAokyMeHTe <«XTAWN.00096-02 90 02. Kpuntollpo HSM. MWcnonb3oBaHue
NHTepdEeNnCHbIX Moaynen».

OnucaHne wmnHtTepdencHboix mogynenm ana OC cemencrtea Windows M nx npuMeHeHus
MOXHO HantTMm B p[okymeHTe «XTHAM.00096-02 93 01. Kpuntollpo HSM. PykoBoacCTBO
nonb3oBaTens».
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6. WHCTPYKUMSA NO pasMeLLEeHNI0 TEXHUUYECKUX CPeaCTB

Mpn pasMmeweHnn TexHU4YeckKnx Cpeacrts, wuMmewwux B cBoeM coctaBe [1AKM
«KpunTtollpo HSM» (Tabnuua 4.1 dopmMmynsipa XTHAN.00096-02 30 01), cnepyet
PYKOBOACTBOBATbLCS TpebOBaHUSAMN N pEKOMEHAAUMSAMU, NPUBEAEHHBIMU HUXKE.

Mpu akcnnyaTaumn NMAKM Heo6xoauMMo ob6ecneynTb KOHTPOJSIMPYEMYIO 30HY! paanycoM
He MeHee 4 MeTpoB npu pabote C KOHpuMAeHUManbHOM WHOpMaumen 6e3 npuMeHeHus
AOMNONTHUTESbHbLIX Mep crneu3awmTbl.

MNpumedaHue 1: Tlog KOHTPONMPYEMOW 30HOM 34eCb W panee  MOHUMaeTCs
NpoCTpaHCTBO  (TeppuTopus,  34aHuWe, 4acTb  34aHWsA), B  KOTOPOM  WUCKJIHOYEHO
HEKOHTponupyemoe npebbiBaHWe nuu, He MMeKLWKUX MNOCTOSHHOro MW pas3oBoro Aonycka, U
MOCTOPOHHUX TPAHCMNOPTHbIX CPEACTB.

BcnomoraTtenbHble  TEXHMYECKME cpeacTBa WM cucteMmbl  (papuonepeaatyunku,
TenedoHHbIE annapartbl, annapaTtypa OnNepaTUBHO-KOMAHAHOM CBSA3M, MOAEMbl, AaTyMKK
MOXapHOM W OXpPaHHOW CUrHanmsauuu, 6aTapenm UeHTpanbHOro OTOMJIEHUs W A4p.
obopynosaHmne), wuMeloWwMe Uenu, BbiIXoAswWMKMe 3a npeaenbl KOHTPOSIMPYEMOW  30HbI,
Heobxoanmo pacnonaratb oT [MAKM Ha pacctosiHuM He meHee 0,7 M.

Kabenn cBsaAsn TenedoHHbIX annapaToB, anmnapaTypbl CBA3W, MOAEMOB, MOCTOPOHHWE
nposoga W ApyrMe ToKonpoBoAsliMe  KOMMYHMKaUWK,  BbIXOoAdlKMe 3a  npepensl
KOHTPO/IMPYEMON 30Hbl, WIWN MOAK/OYAEMble K paguonepefatolinMm cpeacrsam, Heobxoammo
pacnonaraTtb oT usgenusa NAKM Ha pacctosiHuu He meHee 0,1 M.

JomkHbl 6bITb MPUHATBI MEPbl MO MCKKYEHUIO HECAHKLMOHMPOBAHHOrO AOCTyna B
noMeLlleHmns, B KOTOpbIX ycTaHoBneH NMAKM, MOCTOPOHHUX 1L, MO poAy CBOEN AeATeNbHOCTH
He SABMSAIOWMXCS NMepcoHanoM, AONYLWEHHbIM K paboTe B 3TUX NMOMELLEHMUSX.

BxoAHble [OBEpPU PEXUMHbIX MOMELLEHMIA [O0/MKHbI 6biTb 060pyAOBaHbl  3aMKaMy,
rapaHTUPYIOLMMN HAZIEXKHOE 3aKpbITUE MOMELLEHNI B Hepabouee BpeMs.

OkHa n aBepu A0MXKHbI 6bITb 060pyAOBaHbl OXpPaHHON CUrHanusaumen, CBA3aHHOM C
NyNbTOM LeHTpann3oBaHHOro HabnaeHns 3a cMrHanusauuvent.

dnektponutaHne [MAKM oOT ceTu [AO/MKHO OCYLLEeCTBAATbCS OAHUM U3 criefyrowwmnx
cnocoboB:

— OT TpaHcdhopMaToOpHON MOACTAHUMKN, pasMEeLeHHOM CO BCEMWU HU3KOBOJIbTHbIMU
LensiMm B npeaenax KOHTPOSIMPYEMOWN 30HbI;

— Yepe3 ceTeBble nomexonogasnswouwme ¢uabTpbl, obecneymBatowme 3aTyxaHue
curHanos He MeHee 50 ab B gnanasoHe vactoT 100-1000 MIy;

— OT @aBTOHOMHbIX WCTOYHMKOB 3nekTponutaHusa (6eH30/an3enb-reHepaTopos,
aKKyMynsTOpoOB, WCTOYHMKOB 6ecnepeboiHoro nutaHusa  (OTK/IKOYEHHbLIX OT  CeTun)),
PacrnoJsioXXEHHbIX B OAHOM KOHTPOAMpyeMolh 30He ¢ msgennem NMAKM v He mmewwmnx uenemn,
BbIXOASLWNX 3a npenesibl KOHTPOSIMPYEMOMN 30HbI.

OunbTpbl A0MKHbI pacrnonaratbcsd oT magenusa NMNAKM He paccTtosiHum He MeHee 0,7M.
3aseMsieHne UNbLTPOB AO/KHO MPOM3BOAUTLCA HA KOHTYP 3a3eMJIeHus, PachnosiOXeHHbIM B
npeaenax KOHTPOSMPYEMOW 30HbI.

3aseMfieHMe  u3genust A0/MKHO 6blTb  OCYLLECTB/IEHO Ha KOHTYp 3a3eMJieHus,
pa3MeLLEeHHbI B npeaenax KoHTponnpyemon Tepputopuun. Mpu akcnnyataumm nsaenus NMAKM
AOSKEH 6bITb UCKIOYEH MOCTOPOHHMI, 3@ UCK/OUYEHUEM LUTATHOrO, rasibBaHUYEeCKUI KOHTaKT
N34enuns C LUMHOW 3a3eMsieHus.
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PasmeweHne obopynoBaHus, TEXHUYECKNUX CPpeacTB, NpeaHasHa4YeHHbIX 4719 06paboTku
KOHPMAEeHUNANbHON  MHGpOPMaLMK, AO/MKHO COOTBETCTBOBATb TpebOBaHUAM  TEXHUKMU
6e30nacHoOCTM, caHUTapHbIM HOpMaM, a Takxe TpeboBaHMAM NMoXapHoM 6e3onacHoCTuU.

BHYTpEHHSIS MJiaHMpOBKa M pacronioXXeHne pabouymx MecT B MOMELEHUSIX [ONXKHbl
obecneumBaTb WCMOMHUTENSIM paboT COXPaHHOCTb [OOBEPEHHbIX WM KOHMWUAEHUMNANbHbIX
OOKYMEHTOB U CBEAEHUN.

Mo OKOHYaHMM pabodero [AHS MNOMELLEHUS 3aKpbIBAOTCA W OMeyvyaTbiBalOTCA.
MNMoMelleHnst C onevyaTaHHbIMW BXOAHbIMM ABEPbMU CAAIOTCS MoA OXpaHy oTaeny 6e30MnacHOCTU
UNN AeXypHoOMYy no npeanpusTuio (Mo YyCTAHOB/IEHHOMY MOPSAKY) C YKasaHWEM BpPeEMEHMU
npueMa-caym C OTMETKON O BKJTIOYEHUM U BbIKJIIOYEHUN OXPAHHOM CUrHANM3auuu B XypHane
yyeTa.

Chayy K4Yeh U MOMELeHWIt MoA OXpaHy, TakXe MOoSyYeHUE KIYen U BCKPbITUE
NMOMELLEHMI NMPOM3BOAST COTPYAHMKM, paboTatlolme B 3TUX MOMELLUEHUSX, NO YTBEPXAEHHOMY
PYKOBOACTBOM YyupexaeHusi CnUcKy C obpasuamum noanucer 3TUX COTPYAHUKOB, KOTOPbIN
HaxoAMTCA Y OXPaHbl UKW Yy AEXYPHOrO MO yUYpeXAEHUIO.

Mepen BCKpbITMEM MOMELWEHUA AO/MKHA 6bITb MpoBepeHa LEeoCTHOCTb OTTUCKOB
neyaTte WM WUCNPaBHOCTb 3aMKOB. [lpy O6Hapy>XXeHWW HapyLlueHUsl LenoCTHOCTU OTTMCKOB
neyaten, nNOBPEXAEHUS 3aMKOB WKW APYrMX MNPU3HAKOB, YKa3blBAOWMWX Ha BO3MOXHOE
NPOHUKHOBEHME B 3TW MOMELLEHUS MOCTOPOHHUX /WL, MOMELlEHME He BCKPbIBAeTcsl, a o0
CNy4YMBLUEMCS HEMEAIEHHO CTaBUTCS B M3BECTHOCTb PYKOBOACTBO M 0TAeNn 6e30MnacHoCTy.

B cnyyae yTpaTbl Kak4a OT BXO4HOWN ABEPUN NoMeweHNnAa HeMeaseHHO CTaBUTCA B
NM3BECTHOCTb oTAen 6e30nacHoCTHm yypexageHuma.

Ha cnyyain noxapa, aBapum uaum CTuxmiiHoro 6eactBma AOSXKHbI 6biTb pa3spaboTaHbl
cneunanbHble  WHCTPYKUMKM, YTBEpXAEHHble pPYyKOBOACTBOM yupexAeHusl, B KOTOpbIX
npegycMaTpmMBaeTcs MNOpPSAOK Bbl30Ba aAMUMHUCTpaUWMKM, AO/HKHOCTHbIX JiML, BCKpbITUE
NMOMELLEHMI, o04YepeaHOCTb W TMOopSAOK CrnaceHns KoHduaeHuManbHbIX AOKYMEHTOB W
OanbHENLWEero nx XxpaHeHus.

3anpewaeTca wUcnonb3oBaTb B  MNOMeWEeHUWM, B KOTOpoM pasMeweH [1AKM,
paanoTtenedoHbl U Apyryto pagnoannapaTypy.

3anpewaeTtca pasMmeweHne wusgenma TMAKM B BblaeneHHbIX MOMeWeHusax, rae
LMPKYNpyeT peyeBasl akycTuyeckas mHdopMaumsa, cogeprkawlasi CBeAeHusl, cocTaBaswolmne
rocyaapCTBEHHYIO TalHy UK KOHMUAEHUMANBLHOIO Xapakrepa.

B cnydyae nnaHmpoBaHusA pasMelweHusa cpeacts Il B MOMeEWeHuax, B KOTOPbIX
OTCYTCTBYeT peueBas aKycTumyeckas M Bu3yanbHas WHOOpMauUKUs, coaepxkawas cBeaeHus,
COCTaBAsAOWNE TOCYyAAPCTBEHHYKD TaWHy, M He yctaHoBneHbl AC wn cucTtembl npuema,
nepegayn, obpaboTkn, xpaHeHus n oTobpaxkeHus wnHdbOpMaumu, coaepaller cseaeHus,
COCTaB/ISlOLNE FOCYAAPCTBEHHYIO TallHy peleHne 0 npoBeaeHun nposepok AC MHOCTpPaHHOro
npouM3BOACTBa, BXoAsiWwMX B coctaB cpeactB Ol knacca KB2, npuHuMMaeTca opraHusaumen,
obecneyumBatoLen aKcnayaTauno gaHHblx cpeacTts 3.

Mpun 3kcnnyatauun wuspgenua [MAKM 3anpewaerca BHOCUTb W3MEHEHUs B COCTaB,
KOHCTPYKLMUIO, 2NEKTPUYECKYIO U MOHTaXHyt cxemy MAKM.

Jonyckaetca opraHn3oBaTb HEWNHPOBAHHbLIA U/UAN HE ayTEHTUPULMPOBAHHBIA KaHas
K2s Tonbko npu cobnogeHmnn tpebosaHmii no 6€30MacHOCTM, BKIKOYAKOWMX OpraHn3aunOHHbIE
Mepbl No pa3meweHunto NMAKM n cepBepa B 04HOWM CEPBEPHON CTOMKE.

Mpn wuncnonb3oBaHun WcnonHenmin Komnnektaumm 2 [MAKM  «Kpuntollpo HSM»
(Tabnuubl 4.2-4.4 ®Gopmynsapa XTAN.00096-02 30 01) Heobxoammo obecneunTb BbINOSIHEHUE
cneaywuwmx TpebosaHui:
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M2BM, Ha koTopble ycTaHaBnmeaeTcs «Kpuntollpo HSM Client», [onxHbl 6bITb
AO0nNyLeHbl YCTAHOBIEHHbIM NOpPSAKOM Anst 06paboTkn MHboOpMaumMmM OrpaHUMYEHHOrO AO0CTyna
M UMETb COOTBETCTBYOWMe NpeanmcaHmsa Ha aKCcnayaTaumio.

KaHnanbl cBsizn M2BM ¢ «Kpuntollpo HSM» wu/unn «Kpuntollpo HSM Client»,
BbIXOASIWLME 3@ npenesnbl KOHTPONIMPYEMOW 30Hbl, AO/KHbl 6biTb 3allMWEHbl OAHUMM K3
cnegymowmx cnocobos:

— [pnMeHeHMeM BOSTIOKOHHO-OMNTUYECKUNX JINHNIA CBA3MK;

— [pyUMeHeHMeM ONTUYECKMX pa3BA3bIBAKOWKNX YCTPOUCTB (MeonakoOHBEPTEPOB),
yCTaHaB/MBaeMblX B KaHan nepegayn WHdopMauumm p[nas co3gaHust ONTOBOJSIOKOHHOMO
dparmeHTa ceTu;

— [puMeHeHMeM cneumanbHbiX cepTudununpoBaHHbiX KaHanbHbiX CK3U ansa nepepaun
MHMOpMaLUNM MO KaHanaMm CBA3WN.

Mpn >TOM 3anpewaeTcs WCNoJib30BaHMe paguonepeaarnlmx uHTepdencos Ans
nepegaym 3awndpoBaHHON WHdopMaumm 6e3 npoBedeHUS  OUEHKM  3alMLEHHOCTHU
paguokaHana.

B cnydae nnaHupoBaHus pasMmeweHusa N2BM ¢ yctaHoBneHHbIM CK3W B nomelleHusx,
roe npucyTCTBYeT pedeBas akKycTudeckas W/wau BusyanbHasa MUHopMauusa, copepxalas
CBeAeHUs, COCTaBnsiloWME rOoCyAapCTBEHHYIO TamHy WM KoHdmAeHUManbHOro Xapakrepa,
OOMKHbI 6bITb NMpoBeAeHbl CneunanbHble UCCNefoBaHMsa M crneumanbHas nposepka M2BM B
yCTaHOB/IEHHOM MopsaaKe.

Mpn wncnonb3oBaHun wucnoaHeHun Komnnektaumm 3 TMAKM  «Kpuntollpo HSM»
(Tabnmubl  4.5-4.20 ®opmynspa XTAW.00096-02 30 01) Heobxoammo  obecneunTb
BbINOJSIHEHME crepyowmnx TpeboBaHun.

Mpn skcnnyatauum CK3UW HeobXxoaAMMO BbINOMHEHWE [AENCTBYOWMX B POCCUMCKOM
®epepaumn TpeboBaHUI No 3awmTe MHMOOPMaUNKM OT YTEUKN MO TEXHUYECKMM KaHanaMm, B TOM
yucne, no kaHany ceasu (Hanpumep, CTP-K).

Ona  3aWwuTbl  OTKPbLITOM W KAKOYEBOM WHMOpMaunM, npeaHasHaA4YeHHOW AN
wudpoBaHus, HeobxoamMma peannsauns KaHana B Buae:

— paaunokaHanoB GSM, GPRS, 3G/4G, WiFi, a Takxe ApyrMx COBpPEMEHHbIX KaHasoB
MobunbHOM nnn 6ecnpoBoaHOM CBSA3M, paboTalowmx B AManasoHe 4acToT Hecylwen Bbiwe 800
Mry c undposon MmoaynsaunMen WTaTHOro MHPOPMALMOHHOIO CUrHana;

— BOJIC, Bbixoasiwen 3a npeaesibl KOHTPOMPYEMOI 30HbI;

— MPOBOAHOMO KaHasa CBA3W C YCTAaHOBKOM B HEM BOJIOKOHHO-OMNTUYECKOW Pa3BSA3KU
npu yCcnoBMM pacnosioXXeHmns BbiIxogHOro mMegmakoHsepTepa (BOJIC-Menb) Ha pacCTOSSHUKU He
MeHee 1 M. oT CK3W.

B cnyuae nnaHupoBaHus pasMmeweHuns N3BM c komnoHeHTamm MAKM B nomelweHusax,
roe npucyTCTBYeT pedeBas akycTtudeckas Wu/wnu BusyanbHas MUHopMauusa, coaepxalas
CBeAeHus, COCTaBAsiloWMe rocyaapCTBEHHYH TalHy, [M2BM poskHbl 6biTb NOABEPrHyThl
cneunanbHOM NpoBepKe U cneunasnbHbIM NCCIeA0BaHNUSAM.

MNepepava KOHdMAEHUMANBHOW pedeBON MWHMOpPMauMm C wucnonblosaHnem [MAKM
3anpewaeTtcsa 6e3 npoBeaeHWs UCCnefoBaHWI annapaTHon nnatdopMbl, NOATBEPXKAANLNX
OTCYTCTBME BO3MOXHOCTU YTEUKM peuyeBoi nHhpopmaumm.

BHOC n ucnonb3oBaHne MOOWUIBHONO YCTPOWCTBA C YCTAHOBMEHHLIMWU KOMMOHEHTaMU
MAKM B noMmeweHus, rae UuUMpKyauMpyeT peudeBass aKycTudeckas u/vnuM  Bu3yanbHas
nHdbopMaumsa W/ManM  yCTaHOBJIEHbl aBTOMATU3MPOBAHHbIE CUCTEMbI MNpWeMa, nepeaayu,
06paboTkKn, XpaHeHUss n oTobpaxeHnsa MHdopMauun, coaepxalime CBeAeHUs, CoCTaBnslowme
rocyaapCTBEHHYIO TalHy mnn nHdopMaumio KoHpunaeHumanbHOro xapakrepa, 6e3 nposeaeHus
€ro cneumanbHbIX NCCNefoBaHMM U CcrneunasnbHON NPOBEPKM 3anpeLlaeTcs.
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7. TpeboBaHMs K MCNOMIb30BaHMIO annapaTHbIX KOMMNOHeHT NMAKM

Ona obecneveHns 6e3onacHoro dyHkumoHuposaHma MAKM «Kpuntollpo HSM» pns
BCEX ero aK3eMnnspoB Heob6xoanmo obecneunTb:

e OTCYTCTBME BO3MOXHOCTM 6€eCKOHTPO/AbHOrO (HECAHKLMOHMPOBAHHOIO) BCKPbITUSA
nepcoHanoM Kopnyca C Lenbtd UM3MEHEeHWs cocCTaBa anmnapaTHbIX M MPOrpaMMHbIX CPeAacTB.
BckpbiTMe Koprnyca pAOnNycCKaeTcsas TOJIbKO B NPUCYTCTBMM NpeacTaBuTens
opraHusauum NMNpounssoautens NAKM;

® perynspHbliA KOHTPOJIb 3@ COCTOSIHMEM OMneYaTbiBalOLWNX HaKIeeK;
e perynsipHbii KOHTPO/b 3@ COCTOSIHMEM BCeX KabenbHbIX COeaANHEHWUN;

® UCKJ/IIOYEHME OpraHM3auMoOHHbIMM MepaMW HewTaTHOe U HeCaHKUMOHMpPOBAHHOE
ncnonb3osaHune NAKM;

e ocylwlecTBieHne anekTponuTaHma NMAKM yepes 3alUULLEHHYIO 3NEKTPUYECKYIO CETb,
HanpuMep, yepe3 UBI (ncTtouHnk 6ecnepeboHOro NMTaHUS) C rajbBaHMYECKON pa3BA3KoNn;

e cTporoe cobnoaeHne MHCTPYKLUM NO pa3MeLLeHUto TeEXHUYEeCKUX cpeacTs (CM. pasa.
6 HACTOSILLEro AOKYMEHTA).
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8. 3awwuTta ot HC

CK3N TMAKM «Kpuntollpo HSM», obfecneumMBaeT 3awuTy KOHUAEHUMANbHOMN
MHpoOpMaunm, He coaepxalweh CcBeaeHWN, COCTaBAAKWNMX TOCYyAAPCTBEHHYIO TaWHy, OT
BHELWHEro M BHYTPEHHEro HapyLmMTens, OCyLWeCTB/SOWEro cosgaHmne cnocobos 1 NoarotToBky
aTak C npuBAeYeHneM CneunanncTos, MMeLWmMX onbliT pa3paboTkn U aHann3a KpMNTOCPeacTB.
lMpuBunernpoBaHHble MoJsib30BaTeNIN, WUMeLWwMe [OCTYyN B KOHTPOJIMPYEMYIO  30HY,
oCyuwlecTBAsOWNE TexHudeckoe o06cnyXmBaHue, HACTPoOKKy, KoHdurypuposaHme [MAKM u
yrnpaBJieHMe KJII0YEBOW CUCTEMOM, OTHOCATCS K MOoTeHUMaNbHbIM HapywuTensaMm. Bo3MOXXHOCTb
Crosopa Mexay AaHHbIMW MOoJsib30BaTeNAMU UCKITIOYaETCH.

PoneBasa Mmoagenb gocryna kK dpyHkumam MNAKM

MAKM XTAN.00096-02 pa3pabotaH C Yy4yeToM TOro, 4YTO MPUBUNENNPOBAHHbIE
nonb3osatenu NMNAKM (uneHbl rpynnbl aAMUHUCTPATOPOB, UMEKLLNE AOCTYMN B KOHTPOSIMPYEMYIO
30HY) MOryT SBASATbCSA MNOTEHUMANbHbIMKM Hapywutenamu. Npu 3TOM BO3MOXHOCTb Crosopa
Mexay HUMU UCKTIoYaeTCs.

JaHHoe TpeboBaHWe peann3oBaHO C WCMNOMb30BaHWEM POJSIEBOM MoAenu AocTyna K
pasninyHbiM  dyHkumamM  MAKM. 3To o03Ha4daeT, 4TO KaXAOMy OTAESIbHOMY  uYJieHy
aAMUHUCTPaTUBHON Trpynnbl AaeTcsa AOCTYN TOMbKO K CTpOro onpeaeneHHoMmy Habopy
AAMUHUCTPaTMBHbBIX DYHKUMIA, He MO3BONSAKWMX MNPOBECTM YCMELWHY aTtaky Ha Mnojsy4vyeHue
KOHTPONS Ha4 Kro4YaMu nonb3oBartenemn, xpaHawmmmncs B NMAKM «Kpuntollpo HSM».

MporpamMHoe obecneveHne NMAKM «Kpuntollpo HSM» pasnuuyaeT cneayrowme posnu:
— 06bI4HbIN nonb3oBaTenb CK3U MAKM «Kpuntolpo HSM»;

— aAMUHUCTpaTop cepBepa, cCepBUCbl KoToporo wucrnonbsytT CK3UN TAKM
«KpunTtollpo HSM»;

— aamuHuctpaTtop NMNAKM «KpunTtollpo HSM»;

— ayauTtop MNMAKM «Kpuntollpo HSM»;

— aAMUHUCTpaTop pesepBHoro konvposaHusa NMAKM «Kpuntollpo HSM»;
— cynepnonb3oBaTtenb NMAKM «Kpuntollpo HSM».

lMpu3Hak TOro, 4TO nMONbL30BATENO Ha3HayeHa Ta WM WHaa poJib XPaHUTCA B
cepTudukate kaw4ya aoctyna Kk dyHkumam MAKM, kak cneumanbHoe pacwmpeHue (Extended
Key Usage) ceptudmkata. Joctyn K MAKM (NnokanbHbIK WAW yAANEHHbIA) OCYLLEeCTBASETCS
TOSILKO C MCNOMb30BaHNEM AAHHOM0 cepTudmKaTa Kno4va A4oCTyna U camoro Ki4a.

Kntoun n ceptudukat goctyna Kk NMAKM dopmupytotca NMAKM n BblgatoTcss 06blUYHbIM
nonb3oBaTensaM aaMuHucTpatopoMm [MAKM. Knwouu u ceptudukatr pgoctyna k [MAKM ansa
npuBMNErMpoBaHHbIX nosb3oBatenen dopmupyroTca NMAKM 1 BblAalOTCA cyneprofib3oBaTenem
MAKM.

MoopobHee ponesass Modenb AOCTyna onmucaHa B M. 5 gokymeHTa <«XXTHAM.00096-
02 91 01. Kpuntolpo HSM. PykoBoACTBO agMMHUCTpaTopa 6e3onacHocTm>».

8.1. T[puHUumMnbl 3aWmnTbl MHPopmaumm ot HCA

3awmTta wuHdpopmaumm ot HCL B aBTOMaATM3MpPOBaHHOMW cucTteMe obecrnedymBaeTcs
KOMMJIEKCOM MPOrpaMMHO-TEXHUYECKUX CPeACTB U MOAAEPXKMBAKOLWMX UX OpraHU3auMOHHbIX
mMep. B ux uncne:

— nNpuUMeEHeHME cneunaibHbIX NMpOrpaMMHO-annapaTHbIX CPEACTB 3allnThbl,
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— opraHmsaumst CUCTeMbl KOHTPOS be3zonacHocTn nHdbopmaunum;
— @dwusundeckasn oxpaHa N2BM n ee cpeacTs;

— aAMUWHUCTpUpOBaHME  MHQOPMaUMOHHOM  6e30MacHOCTW, OCHOBAHHOE  Ha
pasgeneHun ponen agMUHUCTPATUBHOM FPynnbl;

— yd4yeT HocuTenen nHdbopmaumu;

— CUrHanmM3auus O MonbiTKaxX HapyLleHUs 3alinTbl;

— nepunoamyecKkoe TECTUPOBAHME TEXHMYECKUX MU MPOrpPpaMMHbIX CPEACTB 3alnThbl;
—  WCMOJb30BaHME CepTUDOMLMPOBAHHBLIX MPOrPaMMHbIX U TEXHUYECKUX U CPEACTB.

3awmTta uHdopmaumm ot HC pomkHa obecneumBaTbCs Ha BCEX TEXHOOMMYECKUX
3Tanax o6paboTku nMHdopMaumm U Bo BCEX pexuMmax PYHKUMOHMPOBAHUA, B TOM 4yucne, npu
npoBeaeHNN PEMOHTHbIX U perfiaMeHTHbIX paboT.

3awmnTta mMHdopmauum ot HCA pomkHa npeaycMaTpumBaTb KOHTPOAb 3 (EeKTUBHOCTMU
cpeacte 3awmtbl or HCA. 3TOT KOHTponb MoxeT 6bitb nAnbo nepuogmueckmm, namnbo
MHULMNPOBATLCS MO Mepe Heo6X0AMMOCTM MOJIb30BaTeNEM MW KOHTPOSIMPYHOLWMMN OpraHamu.

B opraHusauumn, akcnnyaTtupytowen MO MAKM, pomxHa 6biTb BbiNyWweHa MHCTPYKLUS
no 3awute oT HC k cucteme, paspaboTaHHasa Ha 6a3e HacTosLWero AOKyMeHTa, PYKOBOASLLMX
AokyMeHTOB [ocTexkommceum (OCTIK Poccun), AENCTBYIOLWMX HOPMATUBHbLIX [OKYMEHTOB
CaMOW 3KCNIyaTMpYoLWen opraHnsaunm.

B opraHumsaumm - nonb3oBaTesie CUCTEMbl AO/KHO O6biTb BblAeNeHO cneunanbHoe
OO/MKHOCTHOE /MU0 - aaMuMHUcCTpatop 6e30onacHOCTM, (QYHKUMM  KOTOPOro  AOJSTKHbI
3aKn4YaTbCa B BbINOSIHEHUM MNpoueayp yctaHoBku 10, HACTPOMKM CUCTEMHONO OKpYXeHus,
YCTaHOBKM, HACTPOMKK, obcnyxmnsaHmsa n obecnedeHns GyHKUMOHNPOBAHUS CpeaCTB 3aluuThl.

ALMUHUCTpaTOp 6€e30MacHOCTM  AO/MKEH WMETb BO3MOXHOCTb AOCTyna KO BCeW
nHpopmaunm, obpabaTtbiBaeMol Ha paboyeM MecTe, KpoMe KoHdMAEeHUMaNbHOM.

Kaxabli ucnonHutenb paboT Kak nofb3oBaTeflb CeTU KOHMbUAEeHUMANbHON CBS3U
LOJXeH 6biTb 3aperncTpupoBaH y agMUMHUCTpaTopa.

[JomKkHbl 6bITb NPUHATBI MEPbI, UCKAOYatoWwme BO3MOXHOCTb BO3AENCTBUA HapyLIMTens
Ha MAKM no kaHanaM CBS3M, BbIXOASLWMM 3a npeaesibl KOHTPOSIMPYEMOWN 30HbI.

8.2. TpeboBaHusa no 3awmute ot HCA

NAKM «Kpuntolpo HSM» pomkeH coOTBeTCTBOBaTh TpeboBaHMSAM MO  YCNOBUSM
npuMeHeHns  (AokyMeHT «XTSN.00096-02 90 01. Kpuntollpo HSM. WHcTpykumsa  no
NCMOJIb30BaHMIO»).

PeMOHT w©n cepBucHoe obcnyxunsaHme [MAKM ocywecTBnsetrca B opraHmsaumsx,
nmerowmx Jinuensnio ®CTIK Poccnm ¢ npaBoM NpoBeaeHns paboT Mo peMOHTY U CEPBUCHOMY
obcny>xXnsaHu cpeacTB 3alnTbl MHMOPMauMn U Cpeacts UHGOpMaTM3aunMM B 3aLLULLEHHOM
ncrnonHeHun. Mpun askcnnayataumn [MAKM  3anpeliaetca BHECEHME UW3MEHEHUMW B COCTaB
KoMnoHeHT MAKM. MNocne peMoOHTa Npu He0bXoAMMOCTM NPOBOAUTCS CneuunasbHas npoBepka u
cneuwvasnbHble UccnenoBaHnUs OTPEMOHTUPOBAHHOIO 060pyaoOBaHMS.

8.3. [llpumeHaemas MoAesib 3aLlUnThI

Cybbektamy, cBsA3aHHbIMM C  dyHKUMOHMpoBaHmeM Cepsepos/pabounx CcTaHUui,
B3anmogencreyowmx ¢ NMAKM «Kpuntollpo HSM», 1 noTeHUunanbHO MMEKLWNMN BO3MOXHOCTb
ocywecteutb HC/1, saBnsatoTcs:
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— rnepcoHan cnyx6bl 6e30NacHOCTUN - AepXaTenun K/K4Yen;

— npuBuneruvpoBaHHble nosnb3osatenu [MAKM: agmuHuctpatop [1AKM, ayautop
MAKM, aaMumHucTpaTop pe3epBHOro konuposaHua [MAKM  (oCywwecTBNAOT  YyCTaHOBKY,
HacTpoinky MNMAKM «Kpuntollpo HSM» 1 noaaepxky ero yHKLUMOHUPOBaHMUS);

— aaMuHuctpatop 6e3onacHoctn  (OCYWECTBASIET  HACTPOMKY  MOACUCTEMbI
6e3onacHoOCTN cepBepoOB MNPUNOXKEHUN (Hanpumep, YAOCTOBepSIOWero LeHTpa) U noaaepxky
OpraHM3aunoHHbIX, OpraHM3aUMOHHO-TEXHUYECKMX WU TexHU4Yeckmx Mep obecneyeHus
6e3onacHocTK);

— onepaTtopsbl MMO CepsepoB/pabounx cTaHUmMii;
— repcoHan, gonyLweHHblin kK pabote Ha CepBepe/pabouent ctaHuum;

— TexXHW4YecKunih nepcoHan MHOOPMALUMOHHON CUCTEMbI, He AOMYLLEHHbIN K paboTte
Ha MAKM «KpunTtolpo HSM», Ha CepBepax 1 paboumx CTaHUMSAX YUYpeXaeHUs;

— nonb3oBaTtenu JIBC;
— nosnb3oBaTenu rnobanbHOM ceTun.

Ana 3awmTbl oT HC € yyeToM nepeyduncrieHHbIX NoTeHuManbHbIX HaDYUJMTeﬂeVI OOJIKHDbI
Mcnonb30BaTbCqa cnegyrouwmne cpeacrtea n Mepbl:

— wndposaHue Bcen kntodeson cucteMbl NMAKM Ha kntovax wudposaHusa MNMAKM,
KOTOpblie, B CBOI ouyepeab, 3awundpoBaHbl Ha Kawdye akTuBauum [MAKM, pasgeneHHOM Mo
cxeme 3 13 5-Tu. 3awWuTHble KA4YX C pasfefieHHbIMU 4acTaMU CEKPETOB (OpMUPYHOTCS Ha
CMapT-KapTax n pacnpenensawTcs Mexay OTAeNbHbIMU NpUBUNErMpoBaHHbLIMU
NoNAb30BaTENSAMMU;

— Napo/JibHasa 3allnTa KJK4YeBoOro HOCUTeENA Ha CMapT-KapTe,

- naponbHas cuctema Bxoga B OC aAgMMHMCTpaTopa CUCTEMbI, aAMUHUCTpaTopa
6e3onacHocTM, onepaTopa. laponb BxoAa B CUCTEMY AO/DKEH YAOBMETBOPATbH CleAyHLIMM
Tpe6oBaHMSM: ANIMHA Maposis He MeHee 6 CMMBOJIOB, CpPeAM CMMBOJIOB Maposis BCTpedatoTcs
3arnaBHble CMMBOJIbl, MPOMUCHbIE CUMBOJIbI, UMGPbLI M CheuManbHble CUMBOJbI, CPOK CMEHbI
naposisi He pexe O4HOro pasa B Mecsl;

— LWTaTHble cpeacTBa pasrpaHmnyeHuns goctyna OC CepBepoB 1 pabounx CTaHUUI n
BcTpoeHHor OC MAKM;

—  3JIEKTPOHHbLIN 3aMoK «Co60o/b» AN 3alnUTbl OT HECAHKLMOHMPOBAHHOIO BX0Aa B
cUCTeMy;

— poneBoe pa3srpaHuyeHune pgoctyna kK [MTAKM co CTOpOHbl MPpUBUNErNMPOBAHHbBIX
nonb3oBatenen MAKM;

— ayTeHTudukauma Ha TAKM «Kpuntollpo HSM» C wncnonb3oBaHWEM CUCTEMBI
ayteHTudmkaummn kaptel OCKAP (kapTbl kaHana K);

— ayTeHTudukaumsa Ha TMAKM «Kpuntollpo HSM» ¢ wncnosb3oBaHMEM CUCTEMbI
ayTeHTMduKaumm npotokona TLS (peanusaumsa KaHana K2) C nCnonb3oBaHWEM KIlOYen
obMeHa Ha KIH4YeBbIX HOCUTENAX B BuAe cMapT-KapT Marnctpa Ha 6a3e MUKpOKOHTponnepa
ST23L80A, OCKAP, USB-yctponcTts (eToken, ruToken);

— JIOKanbHasa ayTeHTuduMKauusa npuMBUNErnpoBaHHbIX nonb3oBatenen MAKM (u3
rpynnbl agaMMHuUcTpaTtopoB NMAKM) ¢ NCrnonb30BaHMEM CUCTEMbI ayTEHTUDMKALUMM CMApPT-KapThl
MarucTtpa Ha 6a3e MukpokoHTposnnepa ST23L80A, OCKAP (kapTbl kaHana K2);

— wraTtHble cpeactea OC MAKM - ana 3awmTbl OT BO34AENCTBUA CO CTOPOHBI
CepsepoB/paboumnx ctaHuuin ¢ uenbto HC no kaHanam K, K2;
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— MEXCETeBOW 3KpaH 4YeTBepToro Knacca pAns8 3alinTbl OT BO3AENCTBUS MO
rnobanbHoOM ceTun.

8.4. OpraHuM3auUNOHHblE MepbI 3aLUTbI

B paHHOM pasgene npeacrtaBfieHbl OCHOBHblE peKOMeHAauMu No OpraHM3auMOHHbIM
MepaMm 3awutbl ana obecnedeHusa 6esonacHocTn dyHKUMOHMpoBaHusa Cepsepos/pabounx
ctaHumm (MN3BM), nmerowmnx nogkntouerme Kk NAKM «Kpuntollpo HSM».

MpaBomM pgoctyna K [19BM pomxHbl obnagaTte TONbKO  nvua, npoweawue
COOTBETCTBYIOLLYIO MOArOTOBKY. AAMUHUCTPATOp 6€30MacHOCTM AO/IHKEH O03HAKOMWUTb KaXAoro
nonb3oBaTtens C gokyMmeHtauuer Ha MAKM «Kpuntollpo HSM» mn ¢ gpyrmmm HOpMaTUBHbLIMU
OOKYMEeHTaMu, CO34aHHbIMM Ha ee OCHOBE.

AAMUHUCTpPATOPOM 6e30mMacHOCTM AOMXKHO 6bITb npoBeaeHO onevyaTtbiBaHNeE CUCTEMHOIO
6noka M3BM, mncknwoyatouee BO3MOXHOCTb HECAHKUMOHNPOBAHHOIO U3MEHEHUA annapaTHoﬁ
4acTtu.

Mpn Kaxanom BkAYeHMM T[1OBM HeobxoAMMO MpoBepsATb COXPaHHOCTb NevaTen
cucteMHoro 6s1o0ka U pasbEMOB.

AaMuHucTpaTop 6e30MacHOCTU AOMXKEH nepuoauyecku (He pexe 1 pasa B 2 Mecsua)
NPOBOAUTb KOHTPOAb LENOCTHOCTM W NeranbHOCTU YCTaHOBMEHHbIX konuii MO Ha M3BM c
MOMOLLbIO NPOrpamMM KOHTPOSS LLENOCTHOCTY.

B cnyyae o6HapyXeHUs «MOCTOPOHHUX» (HE 3aperucTpupoBaHHbLIX) MNporpamm,
HapyLleHns LenoCTHOCTK NporpaMMHoro obecnedeHus, nnbo BbisiBNeHUs dakTa noBpexaeHus
neyaten Ha cucteMHoMm 6noke paborta MOBM gonxHa 6biTb NpekpaweHa. Mo gaHHOMY daKTy
OO/MKHO O6bITb NpoBeAeHO cnyXxebHoe paccnegoBaHne  cnyx6om  MHGOpMaUMOHHOWN
6e3onacHoCcTM opraHm3aumm-nagensua [M3BM u opraHmsoBaHbl paboTbl MO aHanusy u
NVKBMAAUMN HEraTMBHbIX NOCIeACTBUI AAHHOIMO HapyLUEeHUS.

Monb3oBaTenb [AO/MKEH 3amnyckaTb TOMbKO Te MPUIOXKEHUS, KOTOpblE pa3peLleHbl
aAMUHUCTPATOPOM 6€30MNacHOCTHU.

MO, ycraHoBneHHoe Ha M2BM, He A0/MKHO MMETb BCTPOEHHbIX CPeAacTB pa3paboTku u
oTNnaaKku nNporpaMm.

Maponwu, Ha3Ha4YaeMble Nnonb30BaTesiamMm, AOOJ1KHbI OTBEYaTb TpEGOBaHVIﬂM
COOTBETCTBYHOLWNX MHCTDYKLlMl;‘I M HOPpMAaTUBHbIX JOKYMEHTOB.

Ha TexHunuyeckmx cpeactsax [M3BM A0/MKHO MCNOAb30BATbCA TONbKO JINLEH3MOHHOE
nporpammHoe obecneveHne pupM-nponsBoanTenen.

Heo6xoaMMO MCKNOYWUTL MonagaHWe B CUCTEMY MpPOrpaMM, MO3BOJAOWMX, MOSb3YSChb
owmnbkammn OC, nony4yaTb NpUBUAErMN aAMUHUCTPATOPA.

JomkHbl 6bITb MPUHATBI Mepbl MO WCK/KYEHUIO HECAHKLMOHWPOBAHHOIO A[0CTyna
MOCTOPOHHUX NNL, B MOMELLEeHNs, B KOTOPbIX YCTaHOBMEHbI TeXHUYeckue cpeacrtea MN3BM, no
poAy CBOEN AeATEeNbHOCTU He ABAAWMXCS NepcoHanoM, AoONyLWweHHbIM K paboTe B yKasaHHbIX
noMeLleHunsax.

N3 cocTtaBa cucTteMbl AOMXKHO ObITb UCKIOYEHO BCe 0H6OpyAOBaHME, KOTOpOE MOXeT
cozgasatb Yyrpody 6esonacHoctn OC. Takxe cnegyeT u3beraTtb MCNOAb30BaHUA NOObIX
HeCTaHAapTHbIX annapaTHbIX CPeACTB, MMeKLWMX BO3MOXHOCTb BAWATb Ha HOPMasbHbIA X044
paboTbl kKomMnbtoTepa unn OC.

Ecnn N3BM nopkntoyeHa k o6WeAoCTyNHbIM CETAM CBA3M, AO/KHbI 6biTb NPeanpUHSTDI
LOMNOSIHUTENbHbIE MEepbl, WCK/OYalLWmMe BO3MOXHOCTb HECAHKLMOHMPOBAHHOIMO AOCTyna K
CUCTEMHbIM pecypcaM MCMoJsib3yeMbIX ONEPaLMOHHBIX CUCTEM, K MPOrpaMMHOMY o6ecrneyeHuto,
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B OKPYXEHUM KOToporo ¢yHKUnMoHupyeTr CepBep, M K KOMMOHeHTaM [19BM co CTOpOH®I
yKa3aHHbIX CeTen.

B cnyyae koMnpoMeTaumn Kaodei no pakTy KoMNpoMeTauum A0MXKHO 6biTb NpOBEAEHO
cnyxe6Hoe paccnegoBaHue. CKOMMPOMETMPOBAHHbIE KJTHOUYM BbIBOASTCA U3 AENCTBUS.

BbiBeAeHHble W3 AelCTBUS, CKOMMPOMETUPOBAHHbLIE KJ/IOYEBbLIE HOCUTENW nocse
npoBefeHns CcnyxebHoro paccnefoBaHMs  YHUUTOXKAKTCA, O 4YeM JenaeTcs 3anucb B
«XypHane nonb3oBaTtens cetu» (noapobHee cMm. «XTHAU.00096-02 91 01. Kpuntollpo HSM.
PykoBoacTBO agMUHUCTpaTopa 6e30nacHOCTU»).

HE AONYCKAETCA:
OcyLwecTBnAaTb HECAHKLUMOHNMPOBAHHOE KOMMPOBAHWNE KJTIOHEBbIX HOCUTENEN.

Pasrnawartb conepXuMoe HocuTenen K4deBOoW WMH@OpMauMn uUnvM nepepaBaTb CamMu
HOCMTENM NMuaM, K HAM He AOMYLLEHHbIM, BbIBOAUTb K/OYEBYIO MH(MOPMaLMIO Ha AWUCMNEN U
npuHTEPp.

Mcnonb3oBaTb KJIOYEBOW HOCUTENbL B pexunMmax, He npeaycMOTpeHHbIX WTaTHbIM
pEXNMOM UCMOJIb30BaHMA KTIOYEBOIN0O HOCUTENA.

3anucbiBaTb Ha KJIIOYEBON HOCUTESb MOCTOPOHHIOKO VIHCbOpMaLI,M}O.

OcTaBnATb 6e3 KOHTpO4 YMNO/THOMOYEHHbLIX 1L BblUNCNUTENbHbIE cpeacTBa,
Bxoaswme B coctaB [MAKM/CepBepoB/pabounx craHuuii, MNpyM BKIKOYEHHOM MUTAHUU W
3arpy>XeHHoM nporpaMMHoM obecnedyeHun. [lpu KpaTKOBpeMeHHOM nepepbiBe B paboTe
pEKOMeHAYeTCA MPOM3BOAUTL raleHMe 3KpaHa C BO30OHOB/IEHMEM aKTMBHOCTM 3KpaHa no
naposo gocryna.

Mogkntouate Kk CepBepy u NMAKM pgononHuTenbHble YCTPOMCTBA M COeAMHUTENU, He
npeayCMOTPEHHbIe WTAaTHOW KOMMeKTaumen.

SkcnnyaTtuposate M3BM un MAKM, ecnn BO BpeMsl €ro HauvasbHOM 3arpys3ku He
NPOXOANT BCTPOEHHbIN TecT O3Y.

BHOCKTb Kakne-nnmbo n3MeHeHMs B NnporpaMmHoe obecnedenue NMIBM n MAKM.

N3MeHATb HaCTpPOMKMU, YCTaHOBJIEHHbIE nporpaMmMammu YCTaHOBKM MAKM
«Kpuntollpo HSM» nnn aaMMHNCTPaTOPOM.

Ncnonb3oBaTb CMHXPOMOCLISIKK, BblpabaTbiBaeMble He cpeacTBamm MAKM.
ObpabaTtbiBaTb Ha MN3BM nHbOpPMaLNIO, COAEPXKALLY rOCYAapPCTBEHHYIO TalHYy.

Ncnonb3oBaTtb 6biBWME B paboTe Ko4YeBble HOCUTENN A4S 3anncu HOBOW MHGOpMaunm
6e3 npeaBapuUTENbHOr0 YHUUTOXEHUS Ha HUX KNtoyeBon nHdopmaunm cpeactsamm MNAKM,

OcyLwecTBnsATb HECAaHKUNOHUPOBAHHOE BCKPbITME CUCTEMHbIX 610Kk0B M2BM 1 MAKM.

3anyckaTtb Ha [19BM cepBucbl Ans yAaneHHOro BXoga Nosib3oBaTenen 13 rnobanbHomn
ceTu.

YcTtaHaBnmBaTb cpeactBa paspaboTku n otnaagkm MO Ha MOBM.
MpUHOCUTbL M MCMNONb30BaTb B NMOMELLEeHMN, rae pasmeuweHbl N3BM, paguotenedoHbl 1

APYrylo paavonepeaarolLyto annapartypy.

8.5. OpraHum3aunoHHO-TEXHUYECKNE MepPbI 3aLMThbI

Ha [M3BM pomkHbl 6biITb YCTaHOBJIEHbl MocneaHne O06HOBNEHUS MNPOrpaMMHbIX
NpOAYKTOB, Kacawwmecs 6e30nacHOCTU.
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JomkeH 6bITb peann3oBaH CreagylowWwmnii KOMMIEKC OpraHmM3auMoOHHO-TEXHUYECKUX Mep
3awmTbl oT HCA.

B cucreme pernctpupytotca nonb3oBatenu, obnagawrowme npaBaMmm agMMHUCTPATOPA,
Ha KOTOpbIX BoO3naraetcs 06583aHHOCTb KOHMUIypupoBaTb OMNEpPAUMOHHYK cuctemy [12BM,
HacTpamBaTb 6e3onacHocTb OC, a Takxe KOHpUrypmupoBsaTb obopyaosaHume MNIBM.

Ona  agMuHucTpaTopa BblbMpaeTcsa  HagexHblld  naposib  Bxoda B CUCTEMY,
YAOBNETBOPSOLWNIA cneayowmnM TpeboBaHMaM: AMHA Napons He MeHee 6 CMMBOJIOB, cCpeau
CMMBOJIOB Mapoisi BCTPEYarTCs 3arflaBHble CUMBOJbI, MPOMUCHbIE CUMBOMbI, UUDPbI WU
cneumanbHble CUMBOJIbI, CPOK CMEHbI MapoJsisi He peXxe O4HOro pasa B Mecsil, AOCTYMN K Naposto
[oJkeH 6bITb o6ecneyeH ToNbKO agMUHUCTpPATOpY.

KoHTponb cpokKa MUcnonb3oBaHus katoda I, peanmlyemsblii B BUAE 610KMpPOBKKN paboThl
MAKM B cny4yae nonbITKWM MCMOJIb30BaHMS K/k4a Aofblle 3a4aHHOro cpoka, obecnedmBaeTcs
OpraHn3auMoHHO-TEXHUYECKNMU MepaMu.

BceM nonb3oBaTensaM, 3apeructpmposaHHbiM B OC, agMUHUCTpATOp B COOTBETCTBUU C
NOAUTMKON 6e30MacHOCTM, MPUHATOM B OpraHMsauun, AaeT MUHMManNbHO BO3MOXHble AN
HOpManbHol paboTbl NpaBa. Kaxabin nonb3oBatenb OC, He ABNSOWMACA aAMUHUCTPATOPOM,
MOXET npocMaTpuBaTb U pefakTUpoBaTb TOJIbKO CBOWM YCTAaHOBKWM B paMKax npasB A[ocTyna,
Ha3Ha4YeHHbIX eMy aAMUHUCTPATOPOM.

Ha [12BM vycTaHaBnuBaetca Tonbko ogHa OC. He [0mKHblI  MCNOMb30BaTbCs
HecTaHAapTHbIe, U3MEHEHHbIE UM OTNIafa0uYHble BEPCMU ONEPALIMOHHBIX CUCTEM.

MpaBa pgoctyna k katanoram [M3BM ponxkHbl 6bITb YCTaHOBMEHbI B COOTBETCTBMM C
NONMNTMKON 6€30MacHOCTM, NPUHSTON B OpraHmM3aunm.

JomkHa 6bITb NpoBeAeHa yCTaHOBKa aTpmbyToB 6€30nacHOCTM NMPOLIECCOB M NMOTOKOB B
COOTBETCTBUM C TpeboBaHMSAMM 6€30MacHOCTM BCEW CUCTEMbI B LIEIOM.

B cnyuae noaknwoyeHuna MIBM c yctaHoBneHHbiM MAKM kK 06WenocTynHbIM CeTaM
nepenayn AaHHbIX AO/HKHO 6bITb UCKOYEHO mMcnosnb3oBaHme JavaScript, VBScript, ActiveX n
ApYrux nporpaMMHbIX 06BEKTOB, 3arpy>XaemblX U3 CeTw.

JomkHa O6biTb OTKAOYEHA BO3MOXHOCTb YAANEHHOro agMWHUCTpuMpoBaHus M2BM c¢
ycTaHoBneHHbIM NMAKM, a Takxe CepBepoB 1 paboumnx CTaHUUI ANa BCEX MOJib30BaTesNen.

JonxeH 6bITb 3aKpbIT AOCTYyN KO BCEM HE MCMOJZIb3yEMbIM NMOPTaM.

Mpn ncnonb3oBaHUM yaaneHHoro paboyero mecra agMmHucTtpuposaHusa MNMAKM (pasgen
12 «XXTAKN.00096-02 90 01. Kpuntollpo HSM. WHCTpyKumMsi mo ucnonb3oBaHuUto») pabouyas
CTaHUMS aAMUHUCTpaToOpa [AO/MKHA ObiTb pa3sMelleHa B KOHTponmpyemon 3o0He. CeteBoe
noakntodeHne pgaHHowm paboueir ctaHumm k MNMAKM gonkHO ocyllecTBnsaTbCs Hanpsimyto (6e3
NMPOMEXyTO4YHOro ceteBoro obopyaosaHusi) B cBoboaHbii Ethernet nopt TMAKM. Ecnwm
yaaneHHoe pabouyee Mecto aamumHucTpumpoBaHusa [MAKM He wucnonb3dyetcs, Heobxoanmo
NPOrpaMMHO OTKJ/Il0YATb COOTBETCTBYIOLWMI MOPT MPU MOMOLLM LUTATHbIX CPeACTB HACTPOMKM
MAKM.

[omKHbl  6blTb  UCKOYEHbI WUCMOSIHEHME W  OTKPbITME alIoB, MOMYYEHHbIX W3
06LLenoCTyNHbIX CceTel nepeaaynm AaHHbIX, 6€3 NpoBeAeHMs COOTBETCTBYHOLWMX MPOBEPOK Ha
npeaMeT coAepXXaHus B HUX MPOrpaMMHbIX 3aKaAoK U BUPYCOB.

JomxHbl 6bITb yaaneHbl Bce obwne pecypcbl Ha M3BM, KOTOpble He MCMNOMb3YIOTCS.
MpaBa AocTyna K MCNOfb3yeMblM 06LWMM pecypcaM AO0SKHbl 6bITb 3aZaHbl B COOTBETCTBUU C
NoNMTMKOMN 6€30MacHOCTM, NPUHSATON B OpraHmM3aunm.

JonkHa 6biTb pa3spaboTaHa cMCTEMa Ha3HAYEeHUS U CMEHbI NAposen.
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[o/mKHa MCMNonb30BaTbCs CUCTEMA ayauTa B COOTBETCTBUM C MONUTUKON 6e3onacHoCTy,
NMPUHSATOM B OpraHM3aunun, U OpraHn3oBaH PerynsapHbiiA aHanus pesysbTaToB ayauTa.

JomkeH NpoBOANTLCS perynsapHbii NpoCMOTp coobuieHuii B XypHanax cobbitnin OC,
Mo N3BM un NAKM «Kpuntollpo HSM».

JommkHa ObITb MCK/IIOYEHA BO3MOXHOCTb CO34aHUS aBapuUMHOINo Aamrna onepaTUBHOMN
namatu MN2BM.

Mpn 3arpydke OC Ha [M2BM ponxeH ObITb peann3oBaH KOHTPOJIb LIENIOCTHOCTU
nporpammHoro obecnedeHus N3BM.

CpeanctBammu BIOS pgomkHa 6biITb  WUCKOYEHA BO3MOXHOCTb  OTKJ/THOUEHMUS
nonb3osatensmMu ISA n PCI yCTpoOCTB Npu MCMOJSIb30BaHMN NpOrpamMMHO-annapaTHbIX CpeacTs
3awmTtbl ot HC[, yctaHaBnuBaeMblix B ISA mn PCI pasvem. B BIOS T3BM onpenenstoTcs
YCTAHOBKM, WCKJIIOYaOLWMe BO3MOXHOCTb 3arpy3ku OMepauuoHHON CUCTEMbI, OT/IMYHOW OT
YCTAHOBMIEHHOW Ha XEeCTKOM AMCKe: OTKKYaeTCsd BO3MOXHOCTb 3arpysku C rubkoro aucka,
npmeoga CD-ROM un npouyne HecTaHAapTHble BUAbl 3arpy3kn OC, BKAKOUasa CETEBYIO 3arpysky.
He npumeHstoTca M3BM c BIOS, ncknoyatowmM BO3MOXHOCTb OTK/IIOYEHUS CETEBON 3arpy3ku
OC pna «Kpuntollpo HSM Client».

Bxon B BIOS M3BM ponxeH 6bIThb 3alMuleH NaposieM, K KOTOPOMY NMpeabsBhstoTCa Te
e TpeboBaHMA, 4YTO U K Maposto agMuHUCTpaTopa (ANMHA napons He MeHee 6 CUMBOSOB,
cpean CMMBOJIOB Maposisi BCTPeYaloTCsa 3arnaBHble CMMBO/bI, MPOMNUCHbIE CMMBOJbI, UNDPbI 1
cneuwnanbHble CUMBOJIbI, CPOK CMEHbl Mapons He peXe OAHOro pasa B Mecau). Maponb ans
Bxoga B BIOS pomxeH 6biTb M3BECTEH TOJIbKO aAMUHUCTPATOPY M ObiTb OT/IMYHBLIM OT Maposs
agMuHucTpaTtopa ansa sxoga s OC.

Cpeactsamu BIOS gonkHa 6biTb MCKAKOYEHA BO3MOXHOCTb paboTtbl Ha M2BM, ecnn Bo
BPEMSI €ro Ha4yasibHOM 3arpy3kun He NMpoXoAsT BCTPOEHHbIe TeCTbl.

JomkHO O6biTb peann3oBaHO du3anyeckoe 3aTupaHMe COAEPXMMOro yaanseMbix
¢dannos.

JokHa 6bITb MCKOYEHA BO3MOXHOCTb MCMNO/Ib30BaHMA B cocTaBe N3BM annapaTHbIX
CpeacTB MOAAEPXKM yAaneHHoro aamuHuctpumpoBaHusa (Remote Insight Board/PCI Bcex
mMoampunkauni).

JomkHa OblITb WUCK/IlOYEHA BO3MOXHOCTb MCMNONb30BaHMSA Ha [19BM nporpaMMHoOro
obecneyeHuns, nogaepXxuBarLlero TexHonormw yaaneHHoro ynpasneHuma (Compaq Insight
Manager, Remote ROM Flash Setup Utility, COMPAQ MultiNIC Boot Utility n 1.n.).

8.6. ExecyTo4yHoe Harpy3soudHoe TectupoBaHue NMNAKM

Ona  yMeHblleHUss  BEpPOSAITHOCTM  KpunTorpadmMyeckm  onacHblX  MOCAeACTBUIA
AaMUHUCTpaTop 6e30MmacHOCTM AO/MKEH Mepuoamyeckm MNpoBOAMTb KOHTPOJSb MCMPABHOCTU
annapatHoro moaynsa NMNAKM nyTtem ero nepesarpy3sku U ocMoTpa.

HeobxoanMo BbINOSHATL €XeCyTOYHOE Harpy3o4yHoe TeCcTMpoBaHue, obecneuyuBatlollee
KOHTpOnb paboTtocnocobHoctn [MAKM, KOPPEKTHOro BbIMOJHEHUS  KpuUnTOrpaduyeckmx
GdYHKUMNA, KOHTPOJSIb annapaTtHOM 4acTu BCEN MOACUCTEMbI KpunTorpadmMyeckom 3aluuTbl
MHpopMaumn. TeCcT CBOAUTCS K KPaATKOBPEMEHHOW MaKCUMManbHOM 3arpyske MNoACUCTEMDBI
HabopoM kpuntorpaduyecknx onepauuin 1M nocrneaywowum eé aHanuMsoMm agMUHUCTPATOPOM.
TecT MakcMMarnbHO 3arpy»xaet kaHan K, npoueccop v onepatuBHyto namatb NMAKM.

Ona >3Toro Ha cepBepe wWAM cheuvanbHO BblaesieHHOW paboyen CcTaHuuw,
noakntodeHHbIMK K NTAKM, 3anyckaeTcs crneuuanbHoe 3aaHue, BKIK4YaLlee:

— co3jaHue TecToBbIX KAtodven B NMAKM (BbinonHsaeTcss oanH pas);




XKXTAN.00096-02 95 01. Kpuntollpo HSM. Mpasunia nonb30BaHMs 25

—  BbINOJIHEHWE MpoLeaypbl HArPY304YHOro TECTUPOBAHUSA (EXXeOAHEBHO).

Co3gaHune TecToBbIX KHOYEBbIX KOHTel;‘IHepOB B [TAKM BbINOSIHAETCA C UCMO/Ib30BaHNEM
cneayruwmnmx KoMmaHa:

csptest —keyset —newkeys —provtype 75 —cont "\\.\HSM\a"
csptest —keyset —newkeys —provtype 75 —cont "\\.\HSM\b"

Mpun co3pgaHum kaxaoro knwda 6yaeT BblgaH 3anpoc Ha 3HayeHue pin-koa AN
co3gaBaeMoro knto4va Ha LCD naHenb MAKM wunm Ha akpaH pabouein ctaHumn (B 3aBMCUMOCTHU
OT ncnonb3lyemoro ceptudmkarta kawda gocrtyna kK NMNAKM Ha cmapTkapTte). 3agante ans 3Tux
3HayeHun, HanpuMep, koa 11111111.

Mpoueaypa Harpy3o4HOro TECTUPOBAHUSA 3aMyCKaeTcsa CrieayoLlleli KOMaHaoM:

csptest -perf -sign -hash —encrypt —-data 512 —-cycles
100,100,100,100,100,100,100,100,100,100,100,100 -sender  "\\.\HSM\a" -recipient
"\\.\HSM\b" -thread 20 -repeat 20 -pinsend 11111111 -pinrecip 11111111

NcnonHaembln Moaynb csptest.exe Haxogutcss B KaTanore ..Program files\Crypto
Pro\HSM

Pe3ynbTaT TecTa BbIBOAMTCS Ha CTaHAApPTHbIA BbiBOA4 — KOHCOJIb, KOTOPbIA MOXHO
nepeHanpasuTb B dann gnsa nocneaytouwero aHanmsa. lMonoXuTenbHbIN pe3ynbTaT Tecta -
oTcyTcTBue coobuweHunin 06 owmnbkax Kak B BbIBOAE B OKHO TecCcTa Ha cepBepe, Tak n Ha LCD
naHenu MAKM.

MpuMep ycnewHoro 3aBepLueHns Tecta MOXHO NMOCMOTPETb Ha CNeayoLlemM pUcyHke:

KomMaHgHana cTpoka
Performance statistic results:

OperUsed <0Oper/s> d Oper/s % BandUsed <Kb/s>

ExportPublicKey

ImportPublickey 20
Ge;SessionKeg 20
Ex;ortSessionKeg 20
Im;ortSessionKeg 20
20
20
20
20

20

none
none

Total: SY¥S: 0.094% sec USR: 0.391 sec UTC: 118.406
[ErrorCode: O0x00000000 ]

C:\Program Files\Crypto Pro:\CSP>
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8.7. KOHTpO/b LEeNoCTHOCTH

NAKM «Kpuntolpo HSM» unMeeT BCTpOeHHble (dYHKUMM KOHTpONs uenoctHoctu MO,
KOTOpble BbINOJIHAKOTCA nepuoanyeckn (o0AMH pa3 B CYyTKM) U C KaXabiM 3anyckom [3BM. B
KayecTBe CpPeACTB KOHTPOJISA LeNOCTHOCTU UCMO/b3YIOTCA:

— CpeacTBa 3/1IeKTPOHHOro 3amka «Cobonb»;
— LWITaTHble cpeacTBa nporpaMmHoro obecneveHus MAKM.
KoHTponb uenoctHocTtn MO aBnseTcs 2-X 3TanHbIM.

Ha nepBom 3Tane nNpow3BOAMUTCS MNpoBepka Bcex ¢alisioB Ha 3arpyxaemoMm pasgene
/boot NMAKM «KpunTtollpo HSM» (B gaHHOM pa3sgene pacrnofioXeHbl 3arpyxaemoe s4po OC wu
KoHdUrypaumoHHboie dannbl OC, a ctaxe ¢alabl C KOHTPOJSIbHbIMM CyMMaMu Bcex ¢aiinos
HEM3MEHSEMOr0 WM MOHTMPYEMOro TOJIbKO Ha 4YTeHue pasgena «/») - BbINOAHAETCA
3/1EKTPOHHLIM 3aMKoM «Cobonb» o 3arpy3kmn OC. lNMpoBepKa BbINOJIHAETCSA NYTEM BblYUCNEHUS
KOHTPOJIbHOM CYMMbl U CpaBHEHWEM ee C NpeABblYNCIEeHHbIM 3Ha4YeHMeM.

Ha BTOpoM »3Tane (3arpy3ka OC) cpeacteamm MO [MAKM <«Kpuntollpo HSM»
BbIUMC/ISIOTCA KOHTPOJIbHblE CYyMMbl BCeX (aisioB KOPHEBOro pasgena W CpaBHUBAKTCH C
BblYMCNEHHbIMM B  MOMeHT wusrotosneHus [1AKM, xpaHsawuMmuca B pasgene /boot,
KOHTPOJINPYEMbIM 3/IEKTPOHHLIM 3aMKOM.

KoHTponb uenoctHoctn B NAKM «Kpuntollpo HSM» oxBaTbiBaeT:

MOAYNWN KpunTonposanaepa;

aapo, moaynu aapa OC, nx KoHpUrypaunoHHbie dannsbl;
— MoAy/n KaHana «K», «K2x»;

— [ApanBepbl YCTpOWCTB W nopTtoB BBoaa [M[, cmapT-kapT, com-rnopTa, CeTu
Ethernet;

— [pamnBep 3/1eKTPOHHOro 3amMka «Cobonb».

KpoMe 3Toro npoBepka KOHTPOJibHbIX CyMM balifioB OCYLLECTBSIETCS MO pacrnncaHuio
(oOVH pa3 B CYyTKM).

B cnyuyae, ecnun nposepka pana otpuuartenbHbln pesynbtat, NMAKM ocTtaHaBnuBaeTcs
(BbINONHAETCA Npoueaypa halt).

CepBepa n paboume CTaHUMWM TaKXe WMEKT CPeACTBa KOHTPONsS LESoCTHOCTU. B
KayecTBe CpefCTB KOHTPONA LEeNnoCcTHOCTU Ha N2BM ucnonb3ytoTcs:

— CpeAcTBa 3/IEKTPOHHOIMo 3aMKa;
— cpeactea MO NAKM, obecneunBatowero nHtepdenc k pyHkumam NMAKM.
KoHTposib uenoctHocTn MO aBnseTcs 2-X 3TanHbIM.

Ha nepBoMm 3Tane npousBoaMTCS NpoBepka halfoB CpeacTBaMM 31EKTPOHHOINO 3aMka
Ao 3arpyskm OC (ans ucnosiHeHMn ¢ ypoBHeM 3awmnTbl KC2 n Bbiwe). MNMpoBepka BbIMOJHSAETCA
NyTeM BbIYNCIEHNS KOHTPOJSIbHOM CYMMbl M CpaBHEHMEM ee C NpeABblYNCIEHHBbIM 3HAa4YEHMEM.

Ha BTopom 3Tane cpeactsamu MO MAKM npoBepsAOTCA KOHTPOJIbHbIE CYMMbl (hannos,
BXxoaswux B koMmniekt Cepsepa/paboyert ctaHUuMn. KOHTpPOJSbHblE CYMMbl BbIYUCASOTCA NpuU
N3roTOBMEHUM ANCTPMOYTUBA ANA Kaxaoro danna oTAeNbHO M 3anncbiBalOTCS B €ro 3arosioBoK
no onpeaeneHHoMy cMeleHunio. OH oxBaTbIBaeT:

— [ApaliBepbl YCTPOWCTB U NOPTOB BBOJAA CMapT-KapT, com-nopTa, cetu Ethernet;
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— nporpamMmmbl oTobpaxeHus log-dainos;
— [ApanBep 3/IEKTPOHHOro 3amkKa.

Ecnu B pesynbTaTe NEepMoAMYECcKOro KOHTPOJS LENOCTHOCTM WAM Npu  3arpyske
onepauMoHHON  CUCTEMBI nosBASOTCA  COOOWEeHMs O  HapyLlleHuu LLeSTOCTHOCTH
KOHTponimpyemoro aina, nonb3oBatesb 0653aH npekpatutb paboty m obpatutbca K
aAMUHUCTpaTopy 6e30MacHoCTy.

AaMUHUCTpaTop  6€30MacHOCTW, NpOaHanu3upoBaB  MNPUYUMHY, NpuBeaWwyk K
HapyLweHMo LenoCTHOCTU, Ao/keH nepeyctaHoBuTb [0 Cepsepa/paboyeinr ctaHumm c
anctpmbyTtuea.

8.8. 2DneKTpOHHbIN 3aMOK

CuctemMa DnekTpoHHoro 3amka B MMAKM npeaHasHayeHa ANs opraHM3auuy 3aluuThbl
KOMMblOTEpPa OT BXOAa MOCTOPOHHWUX Mofb3oBaTenei (3awmTta ot HCA). Moa NOCTOPOHHMMMU
nofb3oBaTeNsiMM MOHUMAOTCS BCE SMUa, HE 3aperncTpMpoBaHHble B CUCTEME 3/IEKTPOHHOIO
3aMKa Kak nosib30BaTeNM AaHHOIr0 KOMMboTEpa.

CucTteMa 3MeKTPOHHOro 3aMKa obecrneunBaeT:

- perncrtpauuto nonb3oBaTenen KOMMNbOTEPA M Ha3HaA4Ye€HUE UM MNEPCOHANIbHbIX
M,Cl,eHTMCbMKaTOpOB n naponeﬁ Ha BXO4 B CUCTEMY,

— 3anpoc NepcoHanbHOro naeHTUduKaTopa n Napons nosib3oBaTens rnpu sarpyske
KOMMblOTEPA;

— BO3MOXXHOCTb 6J'IOKVIpOBaHMﬂ BXO4a B CUCTemMy 3aperncTtpnpoBaHHoOro
NnoJsib30BaTEIA;

— BeAEeHWEe CUCTEMHOrO XypHana, B KOTOPOM MpPOM3BOAMTCS permcrpauums
CO6bITUIN, UMEKOLLMX OTHOLUEHME K 6e30MacHOCTU CUCTEMBI;

— KOHTPOJ1b LENOCTHOCTHU (baVIﬂOB Ha XECTKOM AUCKE;
— KOHTpPOJiIb LENTOCTHOCTHU CbM3VIl-IeCKVIX CEKTOPOB XXECTKOro AncCKa,

— annapaTHyl 3aWwumTy OT HEeCAaHKUMOHWPOBAHHOW 3arpysku onepaumoHHOM
cncrtembl ¢ rmbkoro ancka n CD-ROM aucka.

Tak Xe cucTeMa 3NEeKTPOHHOro 3aMKa BK/4YaeT B cebs dusmyeckmin gaTumk
Ccny4anHbIX ymcen, NCMOSb3YyEeMbIl KpunTorpadumyecknmm dYHKUMSAMN MAKM
«Kpuntollpo HSM».

YCcTaHOBKa M HaCTpoMKa 3neKTpOoHHOro 3amka [MAKM npoussoanTcsa npeanpusatTueM-
n3rotosuMteneM. HacTpolika WCKAOYaeT BO3MOXHOCTbL BMellaTeNnbCTBa MONb30BaTeNs B
npouecchbl 3arpy3ku ornepaumMoHHOW cucTeMbl U npuknagHoro MO M NpoBepKM LENOCTHOCTU
NporpaMMHON cpeabl.

Knoun snekTpOHHOro 3aMka, 6e3 KOTOpbiXx HeBO3MOXHa 3arpy3ska [MAKM, [oaxHbl
HaxoAuTbCs B BeAeHMW agMnHUcTpaTopa 6esonacHocTw.

Kntoun aneKTpoHHOro 3amMKa pasfendiTcs Ha 2 Buaa:
—  KJKO4YM aAMUHUCTpaTopa;
— KJKO4YM nonb3oBaTtens (B 3aKa3zaHHOM KOSIMYeCTBe, HE MeHee 2 WT.).

Knoun agMuMHUCTpaTopa WCNOMb3YHOTCA  TOAbKO  COTPYAHMKaMM  NpeanpuaTus-
N3roToBUTENsa ANS OCyLLeCTB/eHUS U3roTossieHnsa (Hactponku) MAKM mn yHUUYTOXaOTCA nocne
3aBepLUeHnNs U3roTOBMEHNSA U3aenmns.
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Kntoun nonb3oBaTens agMuHUCTpaTop 6e30nMacHOCTM  AO/DKEH BblAaBaTb  JMuaM,
BbINOSHAKOWMM paboTy ¢ ucnonb3osaHneM MAKM, ocyllecTBASAOWMM BKIOYEHNE U 3arpysKy
MAKM.

K/toum aN1eKTPOHHOIO 3aMKa OTHOCATCS K KaTeropuu KJ4YeBbIX HOCUTenen, noanexar
COOTBETCTBYIOLLEMY YUETY U XPAHEHMUIO.

8.9. 3awwuTta oT BCKkpbITUA Kopnyca MNAKM

Bce kntoum B NMAKM «Kpuntollpo HSM» XxpaHATCcs Ha gucke B 3awmndpoBaHHOM BuAae.
Kntoun wndpoBaHus, B CBOKO o4vepeab, 3awmndpoBaHbl Ha Kaoue aktmeauum MAKM, a ktou
aKTMBaUWUM, pas3fdeneHHbin no cxeme 3 u3 5-tn cobumpaercsas B MOMEHT BBOAA e€ro 4yacren C
BHELIHNX HOCUTENEN — cMapT KapT. Takmm obpa3oM, npoHUKHoBeHKe B NMAKM, Haxoasiwmiics B
BbIK/IIOYEHHOM/HEaKTUBMPOBAHHOM  COCTOSIHMM, C  LUenbld  KOMMpOMEeTauum  KJ4en

nosib3oBaTeNnen He nNpeacrasnisieT 0cobon yrpossbl.

Mpn aktusBaumm [MAKM, knwoum nonb3oBatenen no Mepe obpaweHnss K HUM
CUNTBLIBAKOTCA B OMepaTUBHYK MaMaTb M TaM pacwundpoBbIBAKOTCA. B TakoM COCTOSAHUMK
CyllecTByeT yrpo3a BCKpbiTUA MAKM, 6bICTPOro u3baTMS M 3aMOpPO3KKM MoAyfein namsatu C
nocneaymwmMm mnccnegosaHmeMm 6aHKOB MNaMsATU Ha nNpeaMeT fnoucka nocnefoBaTeNbHOCTEN,

coaepxawmx obpasbl 3aKpbITbIX KOYEN.

Kopnyc NMAKM «Kpuntollpo HSM» ob6opyaoBaH AaTUMKOM BCKpbITUS Kopnyca. B cnyuae
ero cpabaTtbiBaHUA NPOUCXOAUT MOMEHTasIbHAs OYMCTKA MaMsaTU, UCNOsb3yeMas A OTKPbITbIX
KOHTEKCTOB KJIlOYEeN, B >KypHan 3aHOCUTCA MH@oOpMauMs O AaHHOM cobbitum, u MAKM

BbIK/THOYAETCA.
JanbHelwasn 3arpy3ka NMAKM cTaHOBUTCS HEBO3MOXHOWN.

B cnyyae BO3HMKHOBEHMSI NogobHOM cuTyauum HeobxoaMMO 06paTUTbCA B CNyX6y
NOAAEPXKN KOMMAHUW U3rOTOBUTENS.
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9. Pe3epBupoBaHue n BocctaHoBrieHne NAKM

Ona obecneueHns HagexHoctn [MAKM  «Kpuntollpo HSM» unMeeT BO3MOXHOCTb
pe3epBMPOBaHNS KIOYEBON MHMOPMaUNK N, NPU HEOBXOANMOCTM, €€ BOCCTAaHOBNEHUS.

9.1. XonogHoe pesepsupoBaHue NAKM

[JaHHbI  pexuM npuMeHsIeTCs, B OCHOBHOM, AJ11 COXpPaHeHUs BaXHOW, peako
M3MEHSIOLWENCS  KYeBOM WMHGOpMaunmM, Hanpmmep, Kw4ya YMNOJHOMOYEHHOro uua
YAOCTOBEpSAIOWero LueHTpa, MNpeAHa3HAa4YeHHoOro Ans noAnMCcUM  CepTMdMKATOB OTKPbITbIX
Kto4en nonb3oBartenen.

OCHOBHOI pexuM XO0JIO4HOro pe3epBMPOBaHUSA — BHYTpeHHui. OH nogpasymeBaeTt
cozfaHue pesepBHOM konum coctoaHua [MAKM, Bknwoudasa Hactponkm [MAKM un Tekyuwee
COCTOSIHME BCEW KJIOUYEBOW CUCTEMbI, M CcoXpaHeHue eé€ BHyTpu [MMAKM Ha oTaenbHowm,
cneunanbHO npegHasHayeHHOM 418 XpaHEeHUS pe3epBHbIX KOMui, pasw-gmncke.

B cnyyae mopuu kno4eBOW WMHGOpMaUMM B OCHOBHOM pasgene $annoBoil CUCTEMbI
MAKM, eé MOXHO nonbITaTbCA BOCCTAHOBUTb U3 paHee CO34aHHOM pe3epBHOM Konun. B cnydae
nopum dasW-aAnUcKa C OCHOBHbIM pa3genoM MNMNAKM Takoi, yTo BOCCTAHOB/IEHME HA 3TOM AUCKE
HEBO3MOXHO, TOJSIbKO 3TOT 3W-AMCK MOXHO 3aMeHWTb, MOC/fe 4Yero 3aHOBO pa3BepHYTb
MAKM 1 BOCCTaHOBUTLCSA C pe3epBHON KOMUK.

Ecnu Tpebyetcsa ewé 6onee HagexHoe XpaHeHWe Ki4a YMNOJHOMOYEHHOro nuua,
Hanpumep, B ApPYroM MOMELWEHUN WM [axe panoHe, WMEeTCs BO3MOXHOCTb BbIrPy3Ku
pesepBHON kKonuu n3 NMAKM 1 TpaHCnNOpTUpOBKa €€ B HYXXHOe MeCTo ANns XpaHeHusa. ObpaTHyto
3arpy3ky B MAKM Takoro daina pes3epBHO KOMWUM MOXET BbINOJIHUTL MPUBUNErMPOBAHHbIN
nonb3oBaTesb, KOTOPOMY HasHadeHa poab AAMUHUCTpATOpa pe3epBHOro KONWpPOBaHUSA, Yyepes
nHTepdenc yganeHHoro paboyero mecta AaMmmHucrpatopa NMAKM. Mpu 3TtoM AGMUHNCTPATOPOM
MAKM ponxxeH 6biTb BbiCTaBsieH cneunanecHbii napameTtp NMNAKM «Enable Upload» B 3HaudeHue,
paspellatollee NpomM3BOAUTb TaKylo 3arpy3sky dannos. B uensx 6e3onacHoCTM B 06blYHOM
pexume dyHKunoHnposaHnsa [MAKM paHHbIM napameTp A0MXKeH ObiTb OTKAYEeH. TakuMm
obpasoM, B cucrtemax, Tpebyowmnx o4eHb BbICOKMA YPOBEHb AOCTYMHOCTU, MOXHO M3roTOBUTb
pesepBHblit MAKM 1 B cnyyae BbIXoga M3 CTPOS OCHOBHOrO, 6bICTPO MNepeKkto4YnTbCs Ha
pe3epBHbIi.

3arpy3ka dainna pe3epBHOM KOMNWUWM He O3HAa4yaeT BOCCTaHOoBNeHue. [laHHas onepauums
TONbKO COXpaHseT ¢ain C pes3epBHOM KOMWen B COOTBETCTBYHOWEM pasgene. [Ans
BoccTaHoBneHns NMAKM 13 gaHHOM pe3epBHOM KOMUWM MCMOSIb3YNTE COOTBETCTBYOLWMN PEXNM
LCD meHio MAKM.

Pe3epBHYIO KOMUIO creayeT AenaTb KaXAbli pa3 npu CMEHe KHYeBON WMHdopMaumm
MAKM.

Ons co3paHua pe3epBHOW KOMWK NpefycMOTPeHa posb - «AAMUHUCTPATOP pe3epBHOro
KONMMpOBaHUSA». YTObbl NOAYUUTb AOCTYN K ero pyHKuMsaM, B cepTudukaTe Kya AOoCTyna K
NMAKM  npuBunermpoBaHHOro nosb3oBaTesis  AO/HKHO  MPUCYTCTBOBATb  chneunasibHoe
pacwupeHne (cMm. n. «PoneBas M™ogenb paoctyna K dyHkumam [AKM»  pnokymeHTa
«XKTAN.00096-02 90 01. KpunTtolpo HSM. NHCTpYKUMS MO MCNOSb30BaHUIO» ).

Kpome Toro, 4to BCS kato4veBas MHpopmaums, xpaHsawasacsa B MNAKM sawndposaHa B
KOHEYHOM UTOre Ha pasgeneHHoM Ha 5 yacrtenm knwde aktmsaumm MNMAKM, n MMEHHO B TakoM
BMAEe OHa nonagaeTr B (ain C pe3epBHON Konuen, nosydaembln dann pesepBHO KOonuu
NnoANMCbIBAeTCA AN KOHTPOAS UENOCTHOCTM WM Nocjle 3Toro ewé pa3 wudpyetcsa Ha
YHUKanbHOM ANa AaHHOW Konuu Kno4de, opMUpyeMOM Ha cMapT-kKapTe. Ha OTKpbITbIN KoY
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dopmMmpyeTcs camonoanucaHHblii ceptudukaTt Katoda, nsgaHHbin NMAKM, n Toxe nomewaeTcs
Ha KkapTy. [aHHas cMapT-kapTta @OpMMPYeTCd B MOMEHT CO34aHMs pPe3epBHOM KOMuu
AOMWHUCTPATOPOM pe3epBHOIro0 KOMMPOBAHUA M A0IXKHA XPAaHUTLCS TObKO Yy Hero.

Bbirpy3nTb dann pes3epBHOM KOMUKM U/Mnn 3anyCcTuTb Mpoueaypy BOCCTaHOBIEHUS
MAKM mn3 pe3epBHON KOMNUN MOXET TONIbKO AaMunHucTpaTtop NMAKM, Ho 6e3 kntoda wndpoBaHms
M NOAMNMUCKM pe3epBHOM Komuu (CMapT-KapTbl), XpaHsawencs y AAMUHUCTpATOpa pe3epBHOro
KOMMpOBaHMs, npoueaypa BOCCTAaHOB/IEHUS HEBO3MOXHa. TakuMM obpa3oM, 4yTobbl MpoBecTU
aTaky C WCMoJSib30BaHMEM pe3epBHOW KOMun, HeobxoauMM CroBop, Kak MWHUMYMY ABYX
NpuBUNErMpoBaHHbIX MNosib3oBaTenen kateropum II (MMewWMX AOCTYN B KOHTPOSUPYEMYIO
30Hy). Kpome TOro, BCe nodobHbie onepauuMu oTpaxatTcsd B XypHane ayauTta [AKM,
OOCTYMHOM ANns ouyucTkum Tonbko Cynepnonb3osatento MNMAKM, nnbo Ayamtopy COBMECTHO C
AammnHucTtpatopomM MAKM.

HeobxognMoO MOMHUTb, YTO BOCCTAQHOBJIEHME C pe3epBHOM KOMWM HEe UMEeEeT CMbICNa,
€Cnun yTepsHbl nnm HepaboTocnocobHbl, Kak MUHMMYM, 3 M3 5 KapT C 3aWMTHbIMM KOYaMuU
Kntoda aktmBaumum MAKM, geincrBoBaBLUIEro Ha MOMEHT CO34aHUS pe3epBHOM KOMuu. Takum
obpa3oM, nocne KaxAaoW YyCnewHoW CcMeHbl Kda aktmBaumu [MAKM, Heobxoammo
nepecosaaTb pe3epBHY0 KOMUIO.

Ecnn B pe3epBMpoBaHMM MHGOPMALMM HET Heob6XoAMMOCTM, TO B perfiaMeHTe He
OOJDKHO  6bITb  MPeayCMOTPEHO ponv  «AOMWHUCTPATOpa pPE3EpPBHOr0  KOMUPOBAHMUS».
Monb3oBaTeslb C TAKUMN NPUBUIIETNAMIN NPOCTO HE AOJIKEH CO3/1aBaTbCH.

9.2. Tlopsadee pesepsupoBaHue NAKM

[aHHbI pexuM pe3epBMPOBaHMSA MOXET MPUMMEHSITbCS B CUCTEMaX BbICOKOW CTeneHu
OOCTYMHOCTK C 4YacTO MEHSIOLWENCS KA4eBon MHdopMaumen nonb3oBaTtenen MNAKM.

OH TpebyeT HanuMuus, KakKk  MUHMMYM, OAHOr0  AONoAHuUTeNnbHoro  MAKM
«KpunTolpo HSM» BKAIOYEHHOro0 B K/acTep C OCHOBHbIM [MAKM.

lopsyee pesepsupoBaHue NMAKM «Kpuntollpo HSM» noapasymeBaeT nepeHoC HOBbIX U
N3MEHEHHbIX B OCHOBHOM [MAKM gaHHbiX B pe3epBHbii [TAKM B oHNalH pexume. ®akTUYeCcKH,
n3MeHeHus otobpaxatotca B pe3depBHOM MNMAKM cpa3sy nocne o6HOBAEHMS AaHHbIX B OCHOBHOM
MAKM.

3TO OTHOCUTCA KO BCeM AaHHbIM MAKM (uHbopMaumna o nonb3osatenax MAKM, knoun
nonb3oBaTtenen, cnyxebHbie knwoum MAKM, HacTporku MAKM), 3a MCKAOYEHMEM HacTpoek
ceTeBblX MHTEpPENCOB, HACTPOEK ropsiyero pes3epBUPOBAHUS, KJltOYa aKTMBAUUW WU KIIKOYEN
wndposaHua NMAKM, xpaHunuw, ceptudmkaToB cnyxebHbix katoyen MAKM.

TakmMm 06pa3oM, MOXHO FOBOPUTb, YTO B MOMEHT OTKa3a B paboTte ocHoBHoro MAKM,
pesepBHble TMAKM 6yayT coaepxaTb MHGOPMaUMio MakKCMManbHO 65M3KYyH0 K MHbOpMaLMn
ocHoBHoro MAKM Ha MOMeHT oTkasa. [ns BoccTtaHoBneHuss paboTbl cucTeMbl Heob6xoanmmo
JNIMLWb MepeKoumnTb KIneHTa Ha pe3epBHbin MAKM.

MexaHun3M ropsiyero pesepBMpoBaHMSA OCHOBbIBAETCS Ha MexaHu3Max pennukauum 6as
AaHHbIX. Tpyn 3TOoM ocHoBHOM [1AKM «Kpuntollpo HSM» Ha3sbiBaeTcs MASTER cepsepom
pennukaummn, a NMNAKM-bl ropsauero pesepsa Ha3sbiBatoTca SLAVE cepBepamu.

SLAVE cepBepa oTcrexuBatoT cobbiTMa naMeHeHns aaHHbix Ha MASTER cepsepe 1 npu
nx obHapy>xeHun «3abupatoT» n oTobpaxkaloT BCe U3MEHEHMUS y cebs.

Mexay SLAVE n MASTER cepBepoM co3paetcs WwudpoBaHHbIA KaHas, aHanormyHbli
kaHany K2, T.e. Bce gaHHble nepegatotcs npu nomowm TLS (FOCT P 34.10-2012) npoTtokona ¢
B3aMMHOW ayTeHTUdUKaLmMen CTOpoH Npu NomMoLm ceptTmdmKaToB OTPbITbIX Koven obmeHa.
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Ons opraHusauMm >3TOro KaHana WCNosb3YyHTCS 3aKpblTble KAKYM U cepTuduKaTbl
OTKpbITbIX Kno4ein obmeHa TLS cepBepoB, T.e. Te Xe camble, KOTOpble WCMOMb3YIOTCA ANs
opraHmsaunmn kaHana K2 npu BzanmoaeincTeum ¢ knmeHtamm NAKM.

T.K. 3TV KkAouM 3awndposBaHbl Ha kaw4ax wndposaHusa MAKM, koTtopble B CBOO
oyepeab 3awndpoBaHbl Ha kio4de akTmBauum [MAKM, To MexaHu3M pennmMkaumm MOXeT
pabotaTb TONbKO nocne akTuBaumm MAKM (B pexumax ACTIVE wmnm ADMIN_ONLY). Mpwu
NpaBWIbHO HAaCTPOEHHOM pensinkaumm oHa aBTOMaTUYECKM 3arnyCcKaeTcs npu BXoae B OAMH U3
3TUX PEeXMMOB W ocCTaHasnaueaeTcsas npu nepesoge [MAKM B HeaktuBHoe (INACTIVE)
CoCTOfHME.

M3HauanbHO Mexay AByMS pas3HbiMu [MTAKM HeT HuMKakoro gosepusi, ceptudukatbl
kntoyen TLS cepBepOB HEW3BECTHbI APYr, T.K. U34aHbl pa3nnyHbiMKU (Kaxabli ceBonm) MAKM-
aMMW, YTO He MNO3BONSAET YCTaHOBUTb [OOBEPEHHbIA KaHan Mexay HUMKU, paxe Aans
CUHXPOHM3aUMM  AaHHbIX. [lo3ToMy pAna Toro, 4Tobbl pa3BepHYyTb CepBep ropsyero
pe3epBMpoBaHMA ero Heobxoammo kKiioHMpoBaTb ¢ MASTER cepepa [MAKM, wucnonb3ys
MexaHW3M xonogHoro pesepsupoBaHus NMAKM, onncaHHbIn B NpeablayLlen rnase.

Cpa3y nocne cospgaHus pesepBHon konum MASTER cepBepa, cregyeTr 06bsBUTbL ero
(HacTpouTb) MASTER cepBepoM, co3aaTb nNpasuna gaepsosia, paspellarowme nogknoyeHme K
HemMy SLAVE cepBepoB u4epe3 nopt pernmkaumm (1504) ¢ 3agaHHbIX ip agpecoB u,
nepectapToBaB CeTeBble CepBMUCbl, BKAOYUTb B paboTy (nepesectn B coctosHme ACTIVE).
YpaneHHble NONb30BaTeNN yXe MOryT HauMHaTb WTaTHY paboTy.

Ha SLAVE cepBepax Heob6xoAMMO MPOM3BECTM MHMUMANM3aUUIO OObIYHLIM CMOCO6OM.
BpeMeHHO HacTpouTb Mx TakuMm ob6pasoM, 4Tobbl 6bl1a BO3MOXHOCTb MNOAKIIOYUTLCS K HUM MO
Web wuHTepdency, AONOMHUTENbHO paspelimsB 3arpy3ky @ainioB pe3epBHbIX KOMUIA B HUX.
[Janee HeobxoaMMO BbIrpy3uTb dann pesepsHon konunm n3 MASTER cepBepa n 3arpy3nTb ero
B SLAVE cepBepa, BoccTtaHoBUTb SLAVE cepBepa u3 gaHHOW pe3epBHOM konun. B pesynbTaTe
nonyynMM knoHol MASTER cepBepa Ha MOMEHT CO34aHWA €ro pe3epBHOM KOMUKW, BKOYas
pasgeneHHblr knd aktmeBaumn MASTER cepBepa, KNOUYEBYIO CUMCTEMY MPUBUIIETMPOBAHHbBIX Y
O6bIYHbLIX MONb30BATENEN, CeTEBble HACTPOMKM W HACTpoliku 6paHamayspa. [daHHble
HacTponkn Ha SLAVE cepBepax Heob6xoaumMo u3MeHUTb (Kak MmHMMyM IP agpeca ceTeBblix
MHTepdEeNCcoB), Mocse 4ero BbINOAHUTL MpoUeaypy MepereHepaumn Knw4da n ceptudukaTta
cepeepa (TLS). B HacTpoihkax penavkauumm Heobxoammo ykasaTtb Tun cepsepa (SLAVE),
YHUKanbHbI HoMep SLAVE cepBepa (oT 1 o 9), IP agpec MASTER cepsepa.

Bce HaCTpONKM BbIMOAHAKTCA B COOTBETCTBUM C WHCTPYKUWUSMMU, OMUCAHHLIMU B
AokyMeHTe «XKTAN.00096-02 90 01. Kpuntollpo HSM. NHCTpyKUMSA NO UCNOSb30BaHUIO> .

Ecnu BCE cpenaHo npaBuiibHO, TO nocne aktuBauunm SLAVE cepBepoB BCE U3MEHEHUs
OaHHbIX, npon3owealwmne Ha MASTER cepBepe ¢ MOMEHTaA CO34aHUA Ha HEM pe3epBHOMN KOMuUH,
NCNONb30BaBLUENCS ANs KJIOHMpOBaHMS, oTobpassatca Ha SLAVE cepsepax, a nHdbopmaumsa o
COCTOSIHMKM pennmkaunm, otobpaxkaemas B Web mHTepdelice, He byaeT coaepxaTb AaHHbIX O
BO3HMKLUEN OWnbKe.

He cneayet 6e3 HagobHocTu ncnonb3oBatb SLAVE cepBepa HSM gns wrtaTHo paboThl
C HUMU KAMeHToB HSM. M3MeHeHMa pennmuupyroTca TONIbKO B OAHY CTOpoHY - ¢ MASTER
cepBepa Ha SLAVE cepsepa. Yactoe nepekntodeHne knneHtoB ¢ MASTER Ha SLAVE u
06paTHO, B KOHEYHOM MTOre MOXET MPUBECTU K MoTepe AaHHbiX. SLAVE cepBepa [0/XHbI
NCMoab30BaTbCs TOSIbKO B KadecTBe ropsyero pesepsa.

B cnyyae Heobxoammoctn SLAVE cepBepa MOXHO OCTaHaBnMBaTb, AEaKTUBMPOBAThb,
neperpyxatb. MIX MOXHO MCMoNb30BaTb AJ19 Nepuoamyeckoro cosgaHusa obpasos HSM B Buage
06blUHbIX pe3epBHbIX KOMuiA. TONbKO HEOBXO0AMMO MOMHWUTb, YTO AAHHble pe3epBHble KOMuu
6ynyT cogepxxaTtb MHpopMaunto n o Tune cepsepa (SLAVE) n cOOTBETCTBYHIOLWMX HACTpoOMKax,
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n nocne BoccTtaHoBsieHns MAKM un3 Takol Konum, BO3MOXHO MPUAETCS AaHHbIE HACTPOWMKM
Cpa3y U3MEHUTb.

Mocne aktuBaumm SLAVE cepBepoB Nocsie NpocTosi BCe U3MEeHeHus, npousowlelime Ha
MASTER cepBepe Cc MOMeHTa oOcTaHoBkM SLAVE cepBepa, aBToMaTtuyeckum 6yayT
peninumMpoBaH.bl.

O6beM HakanmBaeMbiX M3MeHeHM Ha MASTER cepBepe orpaHuyeH, MoO3TOMY He
cnepyeT ocTtaHasnuBaTb Hanonro SLAVE cepsepa. YTobbl He 3abuBaTb AWCKOBYK MNaMsATb,
dannbl ¢ HaKoMNJeHHbIMU U3MEeHeHnAMM Ha Master cepeBepe aBToMaTMueckn 6yayT yaanaTbcs
yepes 3 CyTOK nocsie ux potaumm (CMeHbl Ha HOBbIN hann N3MeHeHunn).

M3MeHeHus, CBSA3aHHble CO CMEHOW KJ/4Ya akKTuBauuun, katoda noanucm MAKM, He
pennnuupytoTcs. [lo3ToOMy nocne npoBeAeHUs JAaHHbIX npoueayp HeobxoauMMo 3aHOBO
nepecobpaTb pennukauuto.

Konnuecteso ncnonbsyembix SLAVE cepBepoB auMKTyeTcd TpeboBaHUSAMU K HAAEXHOCTU
cucteMbl 1 6104KETOM aKCMTyaTMpyoWwen opraHmsaumm. B obwem criydyae gocTaTtoyHO OAHOrO
cepBepa ropsdero pesepBa. HeobxoaMmo mMmeTb B BMAy, 4TO OTKa3 obopynoBaHMsA MoOXeT
HacTynuTb U Ha SLAVE cepBepe. W ecnn ucnonb3yetca Tonbko oanH SLAVE cepsep, aAns
BBOJ@ HOBOrO CepBepa ropsyero pesepsa NpuMaeTCa 3aHOBO nepecobpaTtb pennukauuto (ecnam
npowno 6onee 3 CyTOK C MOMEHTa CO34aHMs pe3epBHOM konmu Ha MASTER cepsepe).

B cnydyae cbos Ha MASTER cepBepe (Hanpumep, OTK/KO4YeHMSA NuTaHus), ero 6asa
OAHHbIX MOXeT OKasaTbCa B pa3pylleHHOM cocTosHuM. lporpammHoe obecrievyeHne [MAKM
6yneT NbiTaTbCA OCYLECTBMTb MAaKCUMasibHO BO3MOXHOE BOCCTaHOB/eHMEe AaHHbIX. HO MoxeT
OKasaTbCs TakK, YTO 4YacCTb AaHHbIX byaeT noTepsaHa. B TakoM cnyyae 3TO MOXET CTaTb NOBOAOM
Ans nepekntodeHms pabotbl knineHToB HSM Ha oaunH 13 pesepBHbiX (SLAVE) cepBepoB, paBHO
Kak n oTkas obopynosaHna MASTER cepsepa.

Cpas3y nocne Takoro nepekstyeHns cneayeT OCTaHOBUTbL pernsnkaumio Ha SLAVE
cepBepe W W3MeHUTb ero Tun, caenas MASTER cepBepoM. BbICTpoe nepeksiovyeHune Ha
pe3epBHbI cepBep AAeT BO3MOXHOCTb MNPOAO/IKMUTL WTaTHY paboTy knueHTam MNMAKM. Ecnun
ncrionb3oBanocb 6onee ogHoro SLAVE cepBepa, TO oCcTaBlIMECS cepBepa MOXHO OCTaHOBWUTH.
OHn cTaHoBATCA Mano dyHKUMOHanbHbIMW. HeobxoauMo 3annaHupoBatb paboTbl NoO
HaCTpOMKe HOBOM CWUCTEMbI ropsdero pesepBupoBaHusa. [na 31oro notpebyetcs
KpaTKOBpEeMeHHasi ocTaHoBKa paboTbl kaneHToB [AKM gnsa cosgaHmss Ha HoBoM MASTER
cepBepe pe3epBHON Konuu, Kotopasa byaeTr ncnonb3oBaTbCs ANS KJIOHMPOBaHUS HOBbIX SLAVE
CepBepoB.

B Hactoawmin MomeHT MAKM He nopaepxuBaeT aBTOMATM4YeCKOe MepekayeHune C
OCHOBHOro cesepa Ha pe3sepBHbii. C NMAKM Kpuntollpo HSM MoxeT paboTaTb HECKOSbKO
YCTPONCTB AocTyna (cepBepoB, pabounx CTaHUMN MOMb30BaTesNEN), KOTOPbIE HUYEro HEe 3HaloT
apyr o apyre. OTkas kKakoMy-nmbo ycTponctBy B aoctyrne K MAKM, He o3HauaeT, uto MAKM
HedYHKLUMOHANEH N AaHHOMY YCTPOWMCTBY CreAyeT nepeksi4vaTtbCsa Ha pe3epBHbin [MAKM.
MAKM MoxeT 6blTb MNpOCTO neperpy)XeH B AaHHbIA MOMEHT (MpeBblleHMe Koan4decTBa
COeAVMHEHUN U T.M.) 1 abconoTHoe H60ALLWMHCTBO MoOJsib30BaTeNien ycnewHo paboTaloT € HUM B
OAHHbIA MOMEHT.

Utobbl mM36exaTb noTepu  AaHHbIX, MepeksyeHne Ha  pesepBHbin  MAKM
«Kpuntollpo HSM» [OMXHO OCYWECTBAATLCS CUMHXPOHHO ANa BCeX KAneHToB (YCTPOMCTB
poctyna) MNMAKM.

PaboTocnocobHocTb MAKM gomkHa otcnexmnsatbcss AAMUHUCTPaTopoM MAKM.

Ona ceTteBoro coeguHeHuss Mexay coboin MASTER u SLAVE cepBepoB B uensx
pensiMKkaumMn cnegyeT UCrnosib30BaTh BblAeNEHHbIE ceTeBble MHTepdencol. NMpu HaNMYMM TONbKO
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ogHoro SLAVE cepBepa pekoMeHAYyeTCs noakn4vaTb cepBepa Hanpsmyto. [Npn Hannuum
Heckonbknx SLAVE cepBepoB cnepyeT MCNOSb30BaTb BblAENEHHbIA ONTUYECKMA KOMMYyTaTop,
NCNONb3YySa NPU 3TOM BblAENEHHbIA CErMEHT CETHU.

Hactponkn pennumkauun (IP agpec MASTER cepBepa, Tunbl U HOMeEpa CepBEpPOB
pernyinkaumm, a TakXe HacTpoWKu 6paHAMay3pa, CBs3aHHblE C persiMKauuen) BbINOAHAKTCS
NMpUBUIIErMPOBaHHbLIM NONb30BaTeneM C npaBaMn AamumHuctpatopa [MAKM. Pennukauuio
HEBO3MOXHO c034aTb 6e3 npeaBapuTenbHOMW npouenypbl  KNoHMpoBaHusa [MAKM, a
COOTBETCTBEHHO 6e3  y4yacTus MpUBUNErMpoBaHHOIO rnonb3oBaTtens C rnpasamu
«AAMMHUCTpaTopa pe3epBHOro konuposaHmsa NMAKM».

10. 3awmTa oT BCKpbITMA Kopnyca NMNAKM

Bce kntoum B NMAKM «Kpuntolpo HSM» XxpaHATcs Ha guMcke B 3awmndpoBaHHOM BuAae.
Knioun wudpoBaHmsa B CBOK o4vepedb 3awmdpoBaHbl Ha kaode aktuBauum MNAKM, a kniod
aKTuBauum, pasgeneHHbli no cxeme 3 m3 5-Tn cobupaeTcs B MOMEHT BBOAA €ro 4yacrem C
BHELIHNX HOCUTENEN — cMapT KapT. Takmm obpa3oM, npoHUkKHoBeHne B NMAKM, Haxoasiwmiics B
BbIK/IIOYEHHOM/HEaKTUBMPOBAHHOM  COCTOSIHMM, C  Lenblo  KOMMpPOMETauum  KJo4en
nonb3oBaTenen He nNpeacTaBnsieT 0Cobon yrpo3sbi.

Mpn aktuBaumm T[MAKM, ka4ym nonb3oBatenem no Mepe obpaweHnss K HUM
CUMTbIBAIOTCA B OMepaTMBHYIO NaMsaTb M TaM pacwndpoBbiBaloTCa. B TakoM CoOCTOSHWUU
cywecTByeT yrposa BCKpbITUS [MAKM, 6bICTpOro usbsATMS M 3aMOpPO3KKM MoAynier namsatu C
nocneaywwmm umccnegoBaHmeMm 6aHKOB NaMsaTM Ha npeaMeT MoucKa nocsefoBaTeslbHOCTEN,
copepxawmx obpasbl 3aKpbITbIX KOYEN.

Kopnyc NMAKM «Kpuntollpo HSM» ob6opyanoBaH AaTUMKOM BCKpbITUS Kopnyca. B cnyyae
ero cpabaTtbiBaHMSA NPONCXOAUT MOMEHTaNbHasa O4YMCTKA MaMaTh, UCNOSb3yeMas Ans OTKPbITbIX
KOHTEKCTOB KJ/tlO4eNl, B XXypHan 3aHoCuTCs MWHdopMaums O JdaHHoM cobbitun, mn MAKM
BbIK/IOYAETCH.

JanbHenwasn 3arpyska NMNAKM cTaHOBUTCA HEBO3MOXKHOWN.

B cnyyae BO3HMKHOBEHMSA MNOAOOGHOM cuUTyauum Heobxoammo obpaTuTbCa B Ciyxby
NOAAEPXKN KOMMAHUW U3rOTOBUTENS.
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11. OkcnnyaTtauunsa NAKM

JkcnnyaTauma MAKM  gonxHa npovM3BOAUTbCS B COOTBETCTBMM C  WMHCTpPYKUMER,
cogepxaulernca B gokyMmeHTe «XTAW.00096-02 91 01. Kpuntolpo HSM. WHcTpykums no
NCMOSIb30BaHMIO».

AammnHuctpatop 6e3onacHoctn CepsepoB u NAKM «Kpuntollpo HSM» posnkeH BecTu
cnepytowme XXypHanbl:

e "XypHan perncrpauum aAMMHUCTPATOPOB 6€30MacHOCTU U nonb3oBaTtenen”;
e "XXypHan nonb3oBatens cetn".

OnucaHme XXypHanoB npeacTtaBneHo B AokyMeHTe <«XTHAWM.00096-02 91 O01.
KpunTtollpo HSM. UHCTpYKUMS NO NCMOMb30BaHUIO».

YctaHoBka MAKM 1 ero Bk4YeHMe ONUCLIBAOTCA B AoKyMeHTe «XTAN.00096-02 90
01. KpunTtollpo HSM. NHCTpPYKUMSA MO MCNOSIb30BaHUIO».

AaMuHucTpuposaHue NMAKM n ypaneHHoe agMmHuctpmposaHue NAKM onucbiBaloTca B
nokyMmeHTe «XT5M.00096-02 90 01. KpunTtollpo HSM. UHCTpYKUMSA NO NCNONb30BaHUIO».

MopagokK BbIMONHEHMS TexHu4Yyeckoro obcnyxuBaHma n pemoHTa NAKM onucbiBatoTcsa B
AokyMeHTe «XKTAN.00096-02 91 01. Kpuntollpo HSM. NHCTpyKUMSA NO UCNOSIb30BaHUIO» .

HeobxoanMMO MCnonb3oBaTh YCUEHHbIN KOHTPO/Sb UCMONb30BaHMA Kntoden (cM. n. 4.2
«XKTAN.00096-02 91 01. KpunTtollpo HSM. UHCTpYyKLMSA MO NCMOMb30BAHUIO» ).

YCTaHOBOYHbIE MOAY/NIM  KJIMEHTCKMX KOMMOHeHT Komnnektaumm 3 W KOMMIEKT
3KCNAyaTauMOHHOM OOKYMEHTaLUmMm K HUM MOoryT NnocTaBNATbCA rnosib30BaTesto
YNoAHOMOYEHHOM opraHmM3aumen geyMms cnocobamm:

1. Ha HocuTene (CD, DVD - aucku);
2. NocpencTsomM 3arpy3sku vyepes NHTepHeT.

Ans anctpnbyTuBa M AOKYMEHTaALUMWM pa3MellaeTcs OTAeNIeHHas 3M1eKTPOHHas NoAnuCh,
ONS  NpOBEpKM KOTOPOW HeobXoAMMO WCMosb30BaTb YTUAUTY cpverify, MNony4YeHHyio
NOBEPEHHbBIM 06Pa30oM M CoAEp ALY KoY NPOBEPKU AAHHOW 31EKTPOHHON NOAMNUCH.

YCTaHOBKA KJ/IMEHTCKMX KOMMOHEHT Ha pa60qee MEeCTO Mosib30BaTesnss MOXET ObITb
OCyLleCTBJIEHa TOJIbKO B Ciydae noATBeEpPXAEHUA LENOCTHOCTU NONYYEHHbLIX YCTAHOBOYHbIX
Mon,yneﬁ KJTMEHTCKMUX KOMMOHEHT U 3KCHﬂyaTaLlMOHHOﬁ AOKyMEHTauunu.

1. CpeacTBo KOHTPOASA LenocTHOCTM (cpverify.exe) nepBoHavanbHO AOKHO 6bITb MONYyYEHO
rnosib3oBaTesieM Ha GuU3MyeckoM Hocutene B odpuce komnaHum 000 «KPUMTO-MPO», nubo
y oduumanbHoro agunepa. Takas yTuauTa cuyMTaeTcsl NOJSlyYeHHOW AoBepeHHbiM o6pasom.
[Janee nonydyeHHoON p[oBepeHHbIM 06pa3oM Npu3HaeTCcs o4vepefHass BepCcuUs YTUNUTHI,
nonydyeHHas nwbbim obpas3om, HanpuMmep, CkKadaHHas C canta www.cryptopro.ru, npwm
yCnoBuu, 4To OHa 6blna npoBepeHa APYrMM 3K3eMMAspoOM YTWUAWTbLI, NOSYYEHHbLIM paHee
AoBepeHHbIM 06pa3oM, 1 npoBepka 6bisia yCnewHom.

2. Kntou npoeepku 2I1, a Takxe mHdboOpMaumsa o HeM (AaTa CO34aHMSA, anrOpuTM XaLl-
dyHKUMN, naeHTUdunKaTop anropmtma nognucu) 3anucbiBaloTCss B UCXOAHbIA KOA YTUINTbI
Ha 3Tane cbopku.

3. Ytunuta IpaCheckSum.exe pgomkHa 6bITb NonyyeHa Ha HocuTene, nmbo ckadaHa Wu
NMpoBepeHa C NOMOLLbIO YTUAUTbI cpverify, nonyyeHHON AoBepeHHbIM ob6pasoM.



http://www.cryptopro.ru/
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[ns npoBepKM COOTBETCTBMS CKAYaHHOrO AUCTpUBYTMBA 3TalloHy Heob6xoauMo

BbIMO/THUTb Cneayroulee:

ansa ios
1. Yepes iTunes ckavaTb npunoxeHune Ha lK;

2. C nomouwpbto ytmnutbl IpaCheckSum.exe HeobxoamMMO pacrnakoBaTb MOJSTYYEHHbIN
.ipa dann n nonyuntb 6uHapHble dannbl.

Mpumep Bbl30Ba: IpaCheckSum --task Extractlpa --ipa

E:\Temp\mobile_cs\IPA\CryptoPro.ipa, rae E:\Temp\mobile_cs\IPA\CryptoPro.ipa - 310 nyTb
K CKaudeHHOMY .ipa danny

3. BbuHapHble dannbl  6yayT pa3MeweHbl B kaTtanore: <  IpaCheckSum
>\<IPA_Name>_<Date>\<IPA_Name>_ExtractedBinaries\

4. C nomowblo yTunuTbl cpverify npoBepuTb LEMOCTHOCTb MOYYEHHbIX OGMHAapHbIX
dannos arm_v7_cut n aarch64_all_cut.

5. B cny4dae ycnewHOW MpoOBEPKM C MOMOLWbI iTunes yCTaHOBUTb MPUIOXKEHME Ha
MO6MNbHOE YCTPOMCTBO.

ansa Android

1. BkAOUUTb pexunm paspaboTumka Ha yCTpOMUCTBE.

2. Ckauatb u3 Android SDK ytunuty adb.

3. MNoakntountb MObMNbHOE yCTpOoMNCTBO K MK yepes kabenb.
4

B komaHgHon cTpoke Ha [IK BbinonHMTbL kKoMmaHay adb shell pm path
ru.cryptopro.mydss, KoTopasi BEpHET NyTb K NaKeTy ru.cryptopro.mydss.

5. B komaHgHon cTpoke Ha MK BbinonHuTb KoMmaHay adb pull <MyTb 13 n.4> <nyTsb,
kKyaa Ha MK ckavaTtb apk dann>

Mpumep BbI3oBa: adb pull /data/app/ru.cryptopro.mydss E:\Temp

6. [Ans nonydeHHoro B n. 5 aina c nomMowbi yTuamTbl cpverify Heobxoanmmo
NpoBEPUTb LIENOCTHOCTb.

Mpyn NoaKNYEHUN KIUEHTCKMX KOMMOHEHT K cepBepy Kpuntollpo DSS B pamkax TLS-

coeaAnHeHnA, 3alneHHOro € KUCnoJib3oBaHUEM Ha60pOB mmcbposava, COOTBETCTBYHOLWNX
MeToamnyeckum pekomeHgauuam TK 26, BbIMONHATCSA cnegywoume orpaHMyYeHnsa no ypoBHKO
3alWnThbl:

YpoBeHb 3aWMUTbl  NpWM  UCNOAb30BaHUM  KOMMOHeHTbl «Kpuntollpo DSS» ¢
noAK/lOYEHNEM NO NpOTOoKONy TLS € ABYCTOpPOHHEN ayTeHTuduKaumen onpenensiercs
YPOBHEM 3alUUTbl KJIMEHTCKMUX KOMMOHEHT, WCMofb3yeMblX Ansa TLS-coeauMHeHus ¢
cepsepoM «Kpuntollpo DSS», HO He Bbilwe KC3.

Mpn ncnonbsoBaHmm KoMnoHeHTbl «Kpuntollpo DSS» ¢ noakayYeHneM rno npoTokony
TLS C OAHOCTOpPOHHeN ayTeHTuduKaumen obecneumnmsaeTcs yposeHb 3awmnTtbl KC1. Mpu
3TOM AN9 KOMMAEKTaun oTan4dHbiX oT DSS + myDSS, DSS + AirKey Lite n DSS + SIM
(QES) o06s3aTenbHO OTCYTCTBME nNoAKAYEeHU (NpsSMbIX WM ONOCPeAOBaHHbIX)
KOMMOHEHT K ceTaM obLiero nosb30BaHuS.

MoakntoueHne k cepeepy Kpuntollpo DSS no npoTtokony TLS €O CTOPOHbI KJIMEHTCKNX

KOMMOHEHT 0653aHO OCYyLWecTBNATbCSA C wucrnonb3oBaHmem CK3UW Kpuntollpo CSP (Bepcuit
4.0/5.0) nnm CK3W Kpuntollpo JCP Bepcuu 2.0, uMelOWMUX AEUCTBYIOWMA cepTudukaT
cootBeTCcTBMA ®CHE Poccuu. MogkntoueHue kK cepeepy Kpuntollpo DSS no npotokony TLS
MHbIMK cnocobaMn He aonycKaeTcs.
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B uensx obecneuyeHusi 6e3onacHocTu Heobxoaumo, 4TOo6bl ponu AQMMHUCTpaTOpa,
CuctemHoro AgmmHuctpatopa, Onepatopa n Onepatopa Ayauta Kpuntollpo DSS, a Takxe
aepxatenun pasgeneHHoro cekpeta (Cynepnonb3oBatenn [MAKM), npuHapnexanu pasHbiM
NIAAM, 4YTO WUCKAKOYaeT BO3MOXHOCTb CroBOpa M KOMMNpoOMeTauuun AaHHbiX [lonb3oBaTenemn
Kpuntollpo DSS. Ponn AamuHuctpatopa W CucteMHoOro AAMMHMUCTpaTopa o06s3aHbl
npuHaanexatb npeacTaBuUTeNnsM pasfinyHbIX CTPYKTYPHbIX MoApa3AesnieHnidi opraHusaumu.
[JaHHasa Mepa McKA4YaeT BO3MOXHOCTb peAaKTUpPOBaHUS U/WNN yaaneHus 3anucein XypHana
ayauta AOMWHUCTPATOpOM - JULOM, UMEKLWMUM BO3MOXHOCTb OCYLWECTBUTb HEJIerMTUMHYIO
npuesA3Ky [llonb3oBaTens K K4y B cucTeMe nyTeMm cosgaHus OnepaTtopa. PekoMmeHayeTcs
TakK)Xe Ha3HayaTb YKas3aHHble poSIM MaTepuasibHO OTBETCTBEHHbIM JMuUaM U JuuaMm  um3
pPYKOBOASLLErO COCTaBa opraHmsaumu.

Cpokun pencteusa kntodent 3 TMonb3oBaTtenen Kpuntollpo DSS cooTBeTCTBYIOT
TpeboBaHMAM K CpOKaM AencTBusa Kawden, xpaHumblx B [MAKM «Kpuntollpo HSM» B
cooTBeTCcTBMM C Pasgenom 3.6 ®opmynspa. lNpu XpaHeHun knwouen [lonb3oBaTtenen 6es
nepeHoca nx us Kpuntollpo HSM B B[l Kpuntollpo DSS cpok aencremsl Knw4a coctasnasieT 3
roga. lMpu xpaHeHun knoden [Monb3oBatenen B B[ Ha cepsepe Kpuntollpo DSS (B
3awmueHHoM Buae, 3awundpoBaHHbIMKM Ha MacTep-kntode Kpuntollpo DSS, 6e3 packpbiTus
BHe NMAKM «Kpuntolpo HSM») cpok gencreua knto4da cocrtasndeT 1 rog 3 mecsua.

Ona COK UcnonHeHun «DSS + SIM (QES)», «DSS + SIM (M2M)», «DSS + myDSS»,
«DSS + AirKey Lite», «myDSS SDK», «C6epbaHk myDSS SDK», «DSS Client SDK» A0/mXHbI
BbINOSTHATBCS HUXENEepeUYNCIeHHbIE YCI0BUS.

Ona OC Android:

e Heobxoammo mncnonbzosatb OC Android Bepcuinn 7.0 n Bbiwe (ana UcnonHeHun «DSS
+ myDSS», «DSS + AirKey Lite», «myDSS SDK», «C6epbaHk myDSS SDK», «DSS Client
SDK») 1 OC Android Bepcuin 4.2 un Bbiwe (Ana ncnonHeHnii «DSS + SIM (QES)», «DSS + SIM
(M2M)»).

e [lo/mkHO 6bITb 3anpeweHo ucnonb3oBaTtb Accessibility service.
e MobunbHOE YCTPONCTBO HE AO/IKHO MMeTb root npas.

e [punoxeHnss A0MXHbI (GYHKLUMOHMPOBATb HAa MOOMIIBHOM YCTPOMCTBE TONIbKO
COBMECTHO C TMpPWIOXEHWEM, B COCTaBe KOTOPOro peasun3oBaHa 3awmta C MOMOLbIO
«Kaspersky Fraud Prevention SDK».

e Ob6s3aTenbHa ycTaHOBKa BCEX naTyen o6HOBNEHUN.
e [lomxHa 6bITb 3anpelieHa yctaHoBka MO 13 He4oBEPEHHOIO MCTOYHMKA.
Ona OC iOS:

e C onepaunoOHHONM CUCTEMOM He AOJHKHA 6bITb Npon3BeneHa onepauns «Jailbreak».
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12. PekoMeHaaunmn no ncnosb3oBaHuto NAKM

MAKM «KpunTtollpo HSM» npeaHa3sHadyeH Ans npenocraBneHus nosib3oBaTtesito 4ocTyna
K KpunTorpapuyeckmuMm QyHKUMSaM. [1paBUABHOCTb MOCTPOEHUS YHKUUKA  yrpaBieHus
BO3/1araeTcs Ha crneuyuanucra, ocywecTtengawouwero scTpampaHme MNMAKM «Kpuntollpo HSM» B
KOHKPETHYIO 3alMLaeMyto CUCTEMY CBA3MU.

Mpn KaXkxaoM Mcnonb3oBaHUM Kitoda nposepkun Il (cepTudurkaTa Kaoda nposepku 3M)
unn ceptudukaTa OTKPbLITOro Kfwya obMeHa AoKHa NpPoOBOAMTLCSH MpoBepka MOAWMHHOCTU
knoya (ceptudumkata) M MNOUCK CCbUJIKM HaA JAaHHbIA  KAd  (cepTudmKaT) B  «Cnucke
OTO3BaHHbIX (@HHYNNPOBAHHbIX) cepTudmnKaTos».

Monb3oBaTenb HeCeT MepcoHaNbHYyld OTBETCTBEHHOCTb 3a XpaHeHWe KIH4YeBbIX
OOKYMEHTOB.

Pexxum NpoCTOM 3aMeHbl HeobxoanMo NCNoNb30BaTb TONbKO ans
3awundpoBaHus/paclindpoBaHns KIoUYeBon HbopMaunm.

ANropnTM  OTKPBLITOrO  pacrnpefesnieHnMs  Kiawuyer obecneumBaeT pacnpeneneHue
CeaHCoBbIX K/K4Yen Mexay ydyacTHMKamum uHgopMaunmoHHOro obmeHa, He obecneumBas npu
3TOM ayTeHTU@UKaAUMIO Yy4YacTHMKOB. B cBA3M C 3TUM  AaHHbLIA  anroputM  OOJIXKEH
NCNO/b30BaTbCSA COBMECTHO C MPOTOKOJ/IaMK ayTeHTUdDMKaUNK.

Ons Bcex pexuMmoB anroputMa wudpoBaHMa cnenyetr obecneunTb OTCYyTCTBME
NMepeKpbITUIA KIOYEN.

Kpome TOro, pekomMeHayeTcs:

— Ha OTKpbITble AaHHbIE BbIYNCIATL UMUTOBCTaBKY B cooTBeTCcTBUM ¢ TOCT 28147-
89;

— ¢opMUpOBaHME CUHXPOMOCHLIIKN CcrneayeT Mnpou3BOoAUTb C  UCMOJSIb30BAHUEM
BCTpoeHHoro B NMAKM gaTtumka cny4yamHbliX yncen;

— npeaycMoTpeTb B hopMaTe AaHHbIX, Noanexalux WwnudpoBaHuo, MHbopMaLuto,
3alMLLatoLLyo OT MOBTOPOB paHee nepefaHHbIX COObLLEHUN.
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13. BctpaneaHue NMNAKM

Mpn BcTpamBaHum [MAKM  XKTAN.00096-02 (cobctBeHHo TTAKM,  KaueHTcKas
koMmnoHeHTa MNMAKM «Kpuntollpo HSM Client», «Kpuntollpo DSS») B npuknagHble CUCTEMBbI
HeobxoamMMo no TexHMYeCcKOMY 3afaHuio, coriacoBaHHoMy c 8 ueHTpom OCB Poccuu,
NpoOBOAUTb OLEHKY BSIMSIHUSA annapaTHbIX, NPOrpaMMHO-annapaTHbIX U MPOrpaMMHbIX CPeacCTB
cetn (cncTteMbl) KOHMUAEHUMANbHON CBS3M, COBMECTHO C KOTOPbIMM NMpeanosaraeTcs wraTHoe
dyHKUMOHMpoBaHue NMAKM, Ha BbinonHeHUe NpeabsBieHHbiX K [MTAKM TpeboBaHuii:

— ecnM  MHdOopMauMs KOHMDUAEHUMANbHOrO XapakTepa MoANeXWUT 3aluTe B
COOTBETCTBUM C 3aKOHOAATENbCTBOM Poccuinckon denepaunu;

- npu opraHmsauum KpunTorpadgunueckon 3alWuThbl nHbopmaunm
KoHdMAEeHUMaNnbHOro xapaktepa B deaepanbHbiX opraHaxX WMCNOJIHUTENbHOW BNAacTW, opraHax
NCMoNIHUTENbHON Bnactu cybbvekToB Poccuinickon ®degepaumn (panee — rocyaapCTBEHHblE
OpraHbl);

- npu opraHmsauum KpunTorpadgunueckon 3alWnThbl nHdbopmaunm

KOHdJMLI,eHLLMa}'IbHOFO XapaKtepa B OpraHmdauunax He3aBUMCMMO OT UX OpraHmn3alMoOHHO-
npasoBo ¢GopMbl U (POpMbl COBCTBEHHOCTM MPM BbIMOJIHEHUM MMM 3aKa30B Ha MOCTaBKY
TOBApOB, BbiNOJIHEHWE paboT WAM OKasaHue ycnyr ANs rocyAapCTBeHHbIX Hyxa (panee -
OpraHmsauum, BbiMNOSHAKOLWNE roCyAapCTBEHHbIE 3aKasbl);

- ecnn ob6s3aTtenbHOCTb 3awWwuTbl MHGOPMaUMK KOHMDUAEHLMANbLHOrO Xapakrepa
BO3/1araeTcs 3akoHoAaTenbCTBOM Poccuiickon depepaumn Ha nuy, MMELWMX AOCTYN K 3TOM
nHdopmaumm  MAM  HaAeNeHHbIX  MOJIHOMOYMSAMU  NO  PacCrnopsXKEHWUIO  CBEAEHUSMWU,
coaepXalwuMncsa B 4aHHON nHdopmauum;

- npu obpabaTtbiBaHUu nHdopmaumnu KOHpMAEHUNaNnbHOro XapakTepa,
obnagatenem KOTOpOM SIBNSAIOTCS roCyAapCTBEHHblE OpraHbl UM OpraHusauunm, BbiMNOHSOWME
rocyfapCTBEHHble 3aKa3bl, B C/ly4yae MPUHATUS UMW Mep MO OXpaHe ee KOHMUAEHLNANbHOCTH
nyTeM UCMOb30BAHUSA CPEACTB Kpuntorpadunyeckon 3awnThl;

- npu obpabatbiBaHUM MHPOpPMaLUMM  KOHPUAEHLUMANbHOrO  Xapaktepa B
roCyAapCTBEHHbIX OpraHax WM B OpraHusauMsax, BbIMOSHSAOLWWX rOCyAapCTBEHHbIE 3aKasbl,
obnapgatenb KOTOPOM MNpPUHMMAET Mepbl K OXpaHe ee KOHPUAeHUManbHOCTU NyTeM
YCTaHOB/IEHMSI HEOHBXOANMMOCTM KpUMNTorpaduyeckon 3awmTbl 4aHHON nHdpopMaunn.

B ykasaHHbIX Bbllwe cny4dasx, ecnu BcTpamBaHue CK3U npousBoauTCcs B NpuKnagHbie
CUCTEMBI, B KOTOPbIX (PYHKUNM CO34aHUS U/VUNN MPOBEPKN 3/1EKTPOHHOW MOAMUCU HE SBASIIOTCSA
aBTOMATM4YeCKMMU, B TOM 4ucae HeobXxoAMMO MPOBOAUTb OLIEHKY COOTBETCTBUS MPUKIALHOW
cuctemnl n.n. 8 n/vnn 9 Mpunoxennsa 1 k Mpukasy ®CB PO ot 27 pgekabpa 2011 r. N2 796
«06 yTBepxaeHun TpeboBaHMn K cpeacTBaM 3NEKTPOHHOM noanucnm mn TpeboBaHuin K
CcpeAcTBaM yA0CTOBEPSIOLLErO LeHTpa».

B ocTanbHbIX Cnyyasix peKOMeHAyeTCsi MpoOBOAWUTb YCTAHOBMIEHHbIM MOPSIAKOM OLIEHKY
BAnAHMSA cpenbl @dyHKUMOHMpoBaHMa Ha CK3WM ¢ uenblo oOueHkn 060CHOBAHHOCTM W
OOCTaTOYHOCTM Mep, NMPUHATBIX Ans 3awnTbl nHbopMaumm, obpabaTteiBaemon CK3U.

PaszpaboTka nporpamMmHoro obecnedyeHms Ha ocHoBe «Kpuntollpo HSM Client» c
ydyeTtoMm n. 1.5 ®opmyngapa XTAN.00096-02 30 01 MoxeT Nnpon3BoanTbCS 6e3 co3aaHnsa HOBbIX
CK3M B cnydae umcnonb3oBaHUS BbI30OBOB M3 npuBeaeHHOro B [puioxeHun 1 nepedyHsa B
COOTBETCTBUM C AOKYMEHTaUMEN.

Pa3paboTka nporpaMMHoOro obecnedyeHuss Ha 0OCHoBe KOMMNOHeHTbI «KpunTtollpo DSS» ¢
ydyeTtoMm n. 1.5 ®dopmynsapa XKTAN.00096-02 30 01 mMoxeT npon3BoAnTbLCS 6e3 co3aaHnsa HOBbIX
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CK3M B cny4yae ncnonb3oBaHUs BbI30BOB U3 MPUBEAEHHbIX B [TpUNOXeHNsaX 1 U 2 nepeyHsix, a
TakXxe npu WUCNonb3oBaHuM Bxogswero B coctaB «Kpuntollpo DSS» Beb-uHTepdelica
Monb3oBaTtens, Beb-nHTepdenca ynpasneHns MNonb3osatensamm n seb-nHtepdenca ayauta.

B cnyyae ucnonb3oBaHMA BbI3OBOB, He BXOAAWMX B nepedHu lpunoxeHnn 1 un 2
AokyMeHTa «XTAN.00096-02 95 01. Kpuntollpo HSM. lMpaBuna nonb3oBaHus», Heo6xoaMMO
npousBoanTb pa3paboTky otaenbHoro CK3U Ha 6ase MAKM «Kpuntolpo HSM» Bepcusa 2.0 (c
NPoOBEAEHNEM COOTBETCTBYHOLUMX TEMATUUYECKUX UCCNeAOoBaHWI) B COOTBETCTBMW C AENCTBYHOLLEN
HopMaTuBHOM 6asom (B 4acTHocTu, cC [locTtaHoBneHmeMm [lpaButenbctBa Poccuiickon
®epepaummn ot 16 anpens 2012 r. N°313 u lMonoxeHuem o paspaboTke, NpoOU3BOACTBE,
peanmsaumm KW 3KCnayataumm wudpoBanbHbiXx (Kpuntorpaduyeckux) cpeacrts  3awumThl
nHpopmaunm (MonoxxeHue MK3-2005)).

Cnepytowme npunoxeHuns us coctasa NAKM «Kpuntollpo HSM» Bepcuga 2.0:

—  NpUNOXeHNe KOMaHAHOM CTPOoKM Ans noanmcu u wndposaHus dannos cryptcp;
—  MPUIOXEHNEe KOMaHAHOM CTpOoKM Ans paboTbl ¢ cepTudmrkatammn certmgr;

—  npunoxeHue ansa cosgaHma TLS-TyHHens stunnel.

MOXHO Mcnosib3oBaTb 6€3 npoBeAeHUs OLEHKWU BIMSHUSA YKa3aHHbIX MPUIOXEHUN Ha
nporpamMHbie nHTepdencel NAKM, HO TpebyeTcs npoBefeHMe OLUEHKU BAIUSHUS KOMMOHEHTOB
cpeabl (QYHKUMOHMpPOBaHUA (NpUMKNAAHbIX CUCTEM, MPOrpaMMHbIX MPOAYKTOB W  T.M.),
BbI3blBAOLWMX YKa3aHHbIE MPUIOXKEHUS, HA UX WTaTHOe MYHKLUMOHMPOBaHMe.

MpoBeAeHMe TeMaTUUYECKUX WCCNeaoBaHWUI MPUNOXEHWUIA, YKa3aHHbIX Bbllle, He
TpebyeTcs.
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14. MNopsagok ncnonb3osaHms ncnonHeHunn NMNAKM «Kpuntollpo HSM» ¢
KoMnoHeHTOoM «Kpuntollpo DSS» (3a ucknwodeHnem MicnonHeHus
«DSS + SIM (M2M)») anga paboTbl ¢ KBanMpuumMpoBaHHOM

3ﬂeKTp0HHOl71 noanunCbHo

Monb3oBaTtenb 3aknto4daer ¢ Onepatopom DSS [orosop o6 okasaHunm ycnyr DSS u
nepenaét Onepatopy DSS 3assneHne Ha co3gaHue katoda DI m 3anpoca Ha CKI2I Ha
6yMa>kHOM HocuTesne ¢ cO6CTBEHHOPYYHOW MOAMNUCKID. B 3asBneHnn coaepxuTcs:

— rOpyYeHue uHUUMMpOBaTb reHepaumio knwoda 3 B NMAKM «Kpuntollpo HSM», Kk
KOTOpPOMY nogkndveH KoMmnoHeHT <«Kpuntollpo DSS», ©n ocywecTtBnaTb 3KcnayaTauuio
DaHHOro HSM, B KOTOpPOM HaxoAWUTCS KoY Nosb3oBaTesns, a Takxe komnoHeHTa «Kpuntollpo
DSS» B COOTBETCTBMW C AOKYMeHTauumen Ha aaHHble CK3W (B 4YacCTHOCTM, C y4yeToM 3anpeTta
noakntoyeHmnsa DSS k cpeacteam YLU);

— ropyuyeHue cosaaTb 3anpoc Ha Bbinyck CKI3IM gng lNMonb3oBatens B 3/71€KTPOHHOM
BMAe 1 noanmncatb ero YK3IIT OnepaTtopa DSS;

— nopydyeHne chopMmMpoBaTb U COXPaHUTb K/HOY/BEKTOP ayTEeHTUMUKAUNM Ha JINYHBIN
K1to4YeBon HocuTenb MNMonb3oBaTens.

OTBETCTBEHHbIN COTpyAHMK OnepaTtopa Kpuntollpo DSS ¢ uMcnonb3oBaHMEM LUTATHbIX
cpeactB KOMNoHeHTOB «Kpuntollpo DSS» nocne ayteHTUdMKaumMm no CBOEMY JSIMYHOMY KIIHOYY
OCYyLLeCTBNSET cneayowme 4encTems:

1. Co3paét yuéTHyto 3anuce MNMonb3osatend B B[] komnoHeHTa «Kpuntollpo DSS»;

2. 3anonHgaeT gaHHble onb3oBaTenss Ha OCHOBaHWUW NpefoCTaB/IeHHbIX 3asiBUTEsbHbIX
AOKYMEHTOB,

3. UHnummpyet reHepauunto knwoda 3 B MAKM «Kpuntollpo HSM», Kk KOTOpoMy
noakntodeH KoMnoHeHT «Kpuntollpo DSS» ¢ ¢opMupoBaHMEM 3anpoca B 3/1€KTPOHHOM Buae
Ha co3paHue CKI13M, cooTtBeTcTBYOWEro kao4dy 3l B NMAKM «Kpuntollpo HSM»;

4. CoxpaHsieT 3anpoc Ha CbEMHOM HocuTesne B Buae daiina;

5. C ncnonb3oBaHnem CK3W, ycTtaHoBneHHOro Ha paboyeM MecTe OTBETCTBEHHOIO
coTpyaHuka Onepatopa DSS, co3gaéT Knto4d ayTeHTUdUKAUNMM HA NIMYHOM K/IIOYEBOM HOCuTene
Monb3oBaTensi, perncTpupyeTr AaHHblM KN4y B DSS Kak SIMYHBLIA KNOY ayTeHTUdumKauum
AaHHoro Monb3oBaTens, nepenaér HoCUTESNb C K/KOYOM ayTeHTUdMKaunm Nonb3oBaTento;

6. PacneuaTbiBaeT 3asgBNeHNE Ha perncrpauunio cpeacTsa ayTeHTUdUKaumm, B KOTOPOM
yKa3aH YHUKasbHbIN naeHTudukaTop Ka4a/BekTopa ayTeHTudmkauum MNMonb3osartens;

Onepatopy Kpuntollpo DSS 3anpewaeTcs KOMMPOBaTb KAKOYM ayTeHTUdmKaumm
Monb3oBaTtenei.

Monb3oBaTenb MOANUCHIBAET 3asB/IEHWE Ha Perncrtpauuio cpeacrtsa ayTeHTUdUKaunum
cob6CTBEHHOPYYHOM NOANUCLIO, OCTaBnseT 3asasneHmne Onepatopy DSS.

B cnydae UcnonHenun «myDSS SDK», «C6epbaHk myDSS SDK», «DSS Client SDK» ¢
NMOMOLLBIO YHUKANIbHOIO naeHTUdMKaTopa BekTopa ayTeHTudukaumm, QR-koga (reHepupyeTcs
Onepatopom DSS) unu kBannduumMpoBaHHOro cepTudukaTa OCyLLeCTBNSETCS NoATBEpPXAEHMNE
perncrpauum MobunbLHOro cpeacTea ayTeHTUdMKaLum nonb3oBaTens.

Mpn Hanuuum [lorosopa mexay Onepatopom Kpuntollpo DSS n YL (cywwecTBeHHbIM
ycrioBmeM KoToporo gasnsgetcsa rnopydeHue oT YL, Onepatopy Kpuntollpo DSS ycTaHasBnuBaTb
JINYHOCTL 3adBuTesnid, nocsie 4Yero rnpuHumMaTb Yy 3adBuTend 3asdBUTEesIbHble OOKYMEHThI,
npeaocTaBNeHHble ANA CO3h4aHusa cepTuduKaTa kaoda nposepku M1, n nNpeaocTaBnsaTb 3TU
OOKYMeHTbl B YLl), OTBeTCTBEHHbIN COTpyaHUK Onepatopa DSS nocewaer YU w
npeanocTasrigeT:
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— 3asBNeHMe 0 npucoeamHeHmn Kk [orosBopy Ha obcnyxumBaHme B YL OT uMeHu
Monb3oBaTtens;

— 3aaBneHme Ha Bbinyck CKM3M Ha 6yMaxHOM HoOcuTene, noAnucaHHoe
Monb3oBaTeneM, BMecTe C KOMMJEKTOM HeObXOAUMbIX [AOKYMEHTOB ANs MOATBEPXAEHUS
nHdopmaunm, 3aHocumori B CKM3MM, n nosepeHHoCTbIO MNonb3oBaTens;

— CBbEMHBbIA HOCUTENb, coaepXawmnn 3anpoc Ha CKIM3M lMonb3oBaTtens B 3/1€KTPOHHOM
BUAE;

— WHble AOKYMEHTbI, npeaoctasieHHble [lonb3oBaTenem, NoATBeEpXaaowme ceeaeHums,
3aHocuMble B CKI1301.

B naHHOM cnydae lMonb3oBaTtenb B AanbHenweM nocewaet Onepatopa Kpuntollpo DSS
ONS nonyyeHns 3asBrfieHus O nNpucoeanHeHnu K [JoroBopy Ha okasaHue ycnyr YL ¢ oTmeTkomn

yu.

Mpu otcytcTtBun florosopa mexay Onepatopom DSS u YL (cywecTBeHHbIM YCNOBUEM
KOTOpOro siBngerca nopy4veHue ot YL Onepatopy DSS ycTtaHaBnuBaTb JSIMUHOCTb 3asaBUTENS,
nocse 4ero nNpuHUMaTb Yy 3asaBUTENd 3asBUTEsIbHble [AOKYMEHTbl, MNpeaoCTaBJ/IeHHble ANA
co3gaHusa ceptudukata kawova nposepku Ol1, M NpeaocTaBnNAaTb 3TW AOKYMeHTbl B YL),
lMonb3oBaTenb B COOTBETCTBMM C YCTAHOBJIEHHbLIM MOPSAAKOM, B TOM uucne PernamMeHTtoMm YLl
(AM4YHO mnn TpeTbe NMuUo No AoBepeHHocTu lMosb3oBaTtens), nocewaeTr YU n npegocrasnser
Heobxoammble ans Bbinycka CKIM3M gokyMeHTbl, BkAKYas 3anpoc Ha CKM3M B aneKTpOHHOM
Buae. B gaHHOM cnydae B fasibHenweM nocsae noay4vyeHus oT OTBETCTBEHHOro CoTpyaHuka YL
CKIM3I1 Monb3osaTtenb nocewaetT Onepatopa DSS ansa nepenayn oTBETCTBEHHOMY COTPYAHUKY
OnepaTopa DSS pgaHHoro CKI3M.

Monb3oBaTtenb C WCNoAb3oBaHMeM kKaneHtckoro CK3W (Toli Bepcumu, 4YTO YKasaHa B
ncrnonHeHun DSS Kpuntollpo HSM B ero ceptudumkarte) m kaw4va ayTeHTUduUKaumm Ha ero
CbEMHOM HOCMKTENE OCYLLECTBSIET B COOTBETCTBUM C AOKYMEHTaUMEN ayTEHTUPUUNPOBAHHbIN
AOCTyn K cepBepHbIM koMnoHeHTaM Kpuntollpo HSM/DSS ans ncnonb3oBaHus ceoero K31,

MpuMeuaHune: B cnyydasx ayTeHTUGUKaALUMM NO JIOTUHY M NAPO0 U ayTeHTUdmnKauum
no ceptndukarty Tpebyercss yctaHoBka TLS-coeaMHEHUS C MUCMNOSIb30BAaHMEM asirOPUTMOB .
3.7 ®opmynsapa XTHAN.00096-02 30 01.
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Mpuno>xxeHue 1. NepeyeHb BbI30OBOB, MCMNOJZIb30BaHUE KOTOPbIX NMpU

pa3paboTke cucrem Ha ocHoBe NAKM «Kpuntollpo HSM»>» Bcex

KOMMJ1IeKTauMm c yuyeTtom n.1.5 dopmynsapa Bo3MOXXHO 6e3

AOMNOJIHUTE/NIbHbIX TEMAaTUYECKUX UCC/IeA0BaHUN

QyHKLUMSA

OnucaHue

OrpaHunyeHuns Ha
NCnonb30BaHMe MYHKUNK

DYHKUMM MHULMANN3ALUMUN U HACTPOMKKM NpoBanaepa

CryptAcquireContext

OyHkuma CryptAcquireContext
MUCNonb3yeTcsa ANa co34aHuns
AecKpunTopa KpunTtonposangepa
C IMEHEM KJ/1H04EeBOro
KOHTeNHepa, onpeaenéHHbIM
napameTpoM pszContainer

Mony4YeHHbI AecCKpUnTop
KpunTonposanaepa
Ao/MKeH 6bITb B
o6s3aTenbHOM nopsake
0CBOBOXAEH C NOMOLLbLIO
Bbl30Ba yHKUMHK
CryptReleaseContext (3a
WCKJ/IIOYEHNEM BbI3OBOB C
dnarom
CRYPT_DELETEKEYSET).

CryptReleaseContext

®yHkumnsa CryptReleaseContext
Mcnonb3yeTcs ANnsa yganeHums
AecKpunTopa Kpuntonposanaepa,
co3gaHHoro CryptAcquireContext.

MNepen BbI30BOM AaHHOM
pyHKUMN BCe AeCKpUMNTOopbI
06BbEKTOB K/tO4eEN n
X3WKnpoBaHus, pabora ¢
KOTOpbIMU NMpoM3BOANIACH
COBMECTHO C yaansdembiM
OEeCKpUNTOpOM
KpunTonpoBanaepa,
AOJIKHbI 6bITb YAaneHsbl C
MOMOLLbIO BbI30BOB
CryptDestroyKey u
CryptDestroyHash
COOTBETCTBEHHO.

CryptContextAddRef

YnpaBnseT CYHETUMKOM
AEeCKpUnTopoB CO34aHHOIo
CryptAcquireContext.

CryptEnumProviders

MNepeyncrneHmne ycTaHOBEHHbIX
Kpuntonposaliaepos

CryptEnumProviderTypes

MepeuncneHne yCTaHOBEHHbIX
TUNOB KPMNTOMNpPOBanaepos

CryptGetDefaultProvider

MonyuyeHne KoHTEKCTa
nposangepa, yCTaHOBNIEHHOIO B
CUCTEME MO YMOYaHUIO

CryptGetProvParam

OyHKkuma CryptGetProvParam
rnoJlyyaeT napameTpsbl



http://msdn.microsoft.com/en-us/library/windows/desktop/aa379907(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa379929(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa379930(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa379945(v=vs.85).aspx
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KpuntonpoBanaepa.

CryptSetProvParam

OyHkuma CryptSetProvParam
yCTaHaBnvBaeT napameTpbl
KpunTonpoBanaepa.

FreeCryptProvFromCertEx

OYHKUMSA Ucnonb3yeTcs Ans
yAaneHus geckpunropa
KpunTonpoBanaepa, Co34aHHOro
CryptAcquireContext.

CryptlnstallDefaultContext,
CryptSetProvider,
CryptSetProviderEx,

CryptUninstallDefaultContext

®OYHKUNKN yNpaBieHUSs KOHTEKCTOM
npoBaigepa no yMonyaHuio

dDYyHKLUMM reHepaumm n obMeHa kiouYaMu, co3gaHme KoHUrypuposaHue u yaaseHue

KJo4Yen
MonyyeHHbI AecKpunTop
Kt04Ya AOJIKEH B
obs3aTenbHOM nopsake
OyHkuma CryptGenKey i PAA
. 6bITb YAaNéH C NMOMOLLbIO
reHepupyeT cny4anHble
Bbl30Ba PYHKLUMM
CryptGenKey KpunTorpadumyeckme Ka4Ymn unm
CryptDestroyKey no
KJIlOUEBYHO Napy
(3aKpbITbIN/OTKPbITbIA KAKOYN) BbI30BA (yHKLMM
' CryptReleaseContext ans
pabouero geckpunrtopa
KpunTonpoBanaepa.
OyHkumsa CryptDestroyKey
yAansieT K4y, nepeaaBaeMbiin
yepe3 napameTp hKey. Mocne
CryptDestroyKey P P P y
yAaneHus Kad (Aeckpuntop
KJllo4a) He MoXxeT
MCMoJsib30BaThCSl.
PaspelueHo
MCMoJsib30BaHMe npu
cnenyowmx ycnoBumsx:
1. nepenasaeMblii 06bEKT
dYHKLMN X3WMPOBAHUS
OyHKkuma CryptDeriveKey bbin cosnaH dyHKUMeN
CryptCreateHash c ogHuM
i npousBoANT KpunTtorpadunyeckmne
CryptDeriveKey M3 CUMMBOJIbHbIX

KJTIOUM CECCUM Ha OCHOBE
3HauYeHUs XaW-PyHKLUMN.

apryMeHToB:
CALG_PBKDF2_94_256,

CALG_PBKDF2_2012_256,
CALG_PBKDF2_2012_512;

2. paboTta c nepeaaBaeMbIM
obbekTOM dbyHKUNM
X3LWNPOBaHMS



http://msdn.microsoft.com/en-us/library/windows/desktop/dd433873(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa380213(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa380274(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa380275(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa380878(v=vs.85).aspx
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npomssoamnacb TOMbKO C
MCNonb30oBaHMEM BbI30BOB
PYyHKUMA 13 TeKyLlero
MepeyHs.

OyHKkuma CryptExportKey
MCMoJIb3yeTCs ANs 3KcnopTta
KpunTorpadmyecknx Kntoden ms

PaspeleHo
3KCMOPTUPOBaTb TOJIbKO

CryptExportKey N
KJ1l04EBOIro KOHTEenHepa OTKpPbITblE KJTHOUM
Kpuntonposaigepa, coxpaHas nx | (PUBLICKEYBLOB).
B 3alUULLEHHOM Buze.
OyHkuma CryptGenRandom
CryptGenRandom 3anoniHseTt 6ydep cny4yanHbiMp
6antamu.
CryptGetKeyParam OyHkuma CryptGetKeyParam
BO3BpallaeT napaMeTpbl Kwuva.
MonyyeHHbI AecKpunTop
K/1t04Ya AOJIKEH B
obs3aTenbHOM Nopsiake
OyHKkuma CryptGetUserKey ObITb YAaNéH C NOMOLLbIO
CryptGetUserKey BO3BpaLlaeT AECKPUNTOpP OAHOM Bbl30Ba PYHKLMN
M3 A0/IFOBPEMEHHbIX K/OUEBbIX CryptDestroyKey ao
rnap B KJ/IlOYEBOM KOHTENHepe. Bbl30Ba PYHKLUMMN
CryptReleaseContext ans
pabouero geckpunropa
KpunTonposanaepa.
Pa3pelieHo
MMMNOPTUPOBATb TOJIbKO
OTKpbITblE KUK
(PUBLICKEYBLOB) npwu
Hy/1€BOM 3HauyeHnun
®yHkuma CryptImportKey (naros.
MCrMoJsib3yeTcs Ans uMnopTa MonyyeHHbI AecKpunTop
CryptImportKey KpunTorpadumnuyeckoro Kaw4a m3 K/1t04Ya AOJKEH B
kno4yeBoro 6106a B KOHTEMHep ob6s3aTenbHOM nopsaake
KpunTonpoBanaepa. ObITb YAANEH C MOMOLLbIO
Bbl30Ba PYyHKLMN
CryptDestroyKey go
Bbl30Ba PYHKLUMM
CryptReleaseContext ans
pabouero geckpunropa
KpunTonpoBangepa.
PaspelueHo
®yHkuns CryptSetKeyParam MCMosib30BaHMe TOSIbKO CO
CryptSetKeyParam yCTaHaBnMBaeT napaMeTpsbl cnenyroLwmmMm

KJ1lo4a.

CMMBOJIbHbIMM
apryMeHTaMu:
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KP_CERTIFICATE,
KP_CIPHEROID,
KP_DHOID, KP_HASHOID.

DyHKUMM 06paboTkn Kpuntorpadmyecknx coobLieHun

CryptSignMessage

®yHkuma CryptSignMessage
co3zaeT X3W onpeAeneHHoro
coaepXXaHus, NoOANUCLIBAET X3LW U
3aTeM NpousBoAUT
3aKoAMpoOBaHMe N TeKkcTa
ncxogHoro coobuieHns, m
noanMcaHHoOro xawa

CryptVerifyMessageSignature

dyHKUMA
CryptVerifyMessageSignature
rnpoBepsieT 3N1eKTPOHHO-
undpoByto NoANncCb
noAnMMCcaHHOro coobLieHuns.

CryptVerifyDetachedMessageSi
gnature

OyHKLMSA
CryptVerifyDetachedMessageSign
ature nposepsieT nognucaHHoe
coobuleHue, cogepkawiee
oTcoeamHeHHyto (detached)
noAnucCb UM Noanucu

CryptDecodeMessage

DyHKUNA AeKoaAupYeET,
pacwmdpoBbIBAET N NPOBEPSET
coobLieHune

CryptDecryptAndVerifyMessage
Signature

OyHKUNA feKoanpyeT n
nposepsieT coobuieHne

CryptEncryptMessage

OyHkunsa CryptEncryptMessage
3awndpoBbIBaeT U NpoN3BOAUT
3aKkoampoBaHue coobueHus.
AYTEHTUYHOCTb COOBLLEHNS He
obecneumnBaeTcs.

CryptDecryptMessage

®yHkuma CryptDecryptMessage
MPOU3BOANT packoamnpoBaHue n
pacwmndpoBaHue coobeHus.
[MpoBepka ayTEHTUYHOCTHU
coobLieHns He NpoM3BOANTCS.

NMpnuMeyaHune: He pgonyckaetcs
aBToMaTU4eckun aHanms
pe3ynbtaTta paboTbl pyHKLUMH,
HanpaBJIEHHbI Ha NPOBepKY
KOPPEKTHOCTM CO0bLLIEHUS.

CryptGetMessageCertificates

dyHKUMS BO3BpaALLAeT XpaHUuLie
CepTMdUKATOB N CMUCKK
aHHYJIMPOBAHHbIX CepTUdUKATOB



http://msdn.microsoft.com/en-us/library/windows/desktop/aa379910(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa379914(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa379914(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa379962(v=vs.85).aspx
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n3 cooblieHns

CryptGetMessageSignerCount

DYHKUNS BO3BPaALLAET KOJIMYECTBO
noanucaBLnNX coobLleHne

CryptHashMessage

DYHKUMSA cO34aeT X3WMPOBaHHOE
coobuieHune

CryptSignAndEncryptMessage

®yHKUMSA co3aaeT NoANMCaHHOE U
3aWwmndpoBaHHOe coobleHmne

CryptSignMessageWithKey

dyHKUMS co3aaeT noAnmcaHHoe
coobuieHune

CryptVerifyDetachedMessageH
ash

OyHKUMA npoBepsieT
OTKpEn/eHHbI X3LW

CryptVerifyMessageHash

dyHKUNA NpoBepaeT
X3WnMpoBaHHOEe cooblieHne

CryptVerifyMessageSignatureW
ithKey

®DyHKUMA NpoBepaeT
noanncaHHoe cooblieHne

CryptMsgCalculateEncodedLen
gth

OyHKLMSA
CryptMsgCalculateEncodedLength
BblUMC/ISIeT MaKCUManbHOE
KonmyectBo 6anToB, Heobxoammoe
A5 3aKOAMPOBAHHOIO
KpunTorpadgunyeckoro coobLieHms,
3a[4aHHOro TMNoM coobLueHus,
napaMeTpaMn KOANPOBAHUSA U
obwen gnanHon nHdopmauum,
KoTopas Ao/mkHa bbiTb
3aKo4mnpoBaHa.

CryptMsgOpenToEncode

®dyHkuma CryptMsgOpenToEncode
OTKpbIBaeT KpunTorpaguyeckoe
cooblieHne Ans 3aKoANPOBaHUS U
BO3BpalLaeT AeCKPUNTop
OTKPbITOrO Co0bLLEHNS.

CryptMsgOpenTo-Decode

®yHkumns CryptMsgOpenToDecode
OTKpbIBAET Kpuntorpaduryeckoe
CcoobLLeHVe ANg packoaAMpoBaHus
M BO3BpaLLAET AeCcKpMnTop
OTKPbITOro coobweHus.

dyHkumsa CryptMsgUpdate

CryptMsgUpdate MOMNOJIHAET TeKCT
KpunTorpadunyeckoro coobuieHms.
OyHkumsa CryptMsgGetParam

CryptMsgGetParam rnoJlyyaeT napaMeTp cooblieHuns

nocse Toro, Kak
Kpuntorpaduyeckoe coobuieHne



http://msdn.microsoft.com/en-us/library/windows/desktop/aa380074(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa380203(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa380278(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa380282(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa380996(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa380996(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa381082(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa381092(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa381092(v=vs.85).aspx
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6b1710 packoANpPOBAHO UN
3aKoAMpOBaHo.

dyHkumsa CryptMsgControl

CryptMsgControl BbIMOSIHAET KOHTPOJIbHOE
aencreme.
®yHkumnsa CryptMsgClose
CryptMsgClose 3aKpblBaeT AecKkpunTop

Kpuntorpadunyekoro coobueHus.

CryptMsgDuplicate

®yHkuma CryptMsgDuplicate
aybnupyet geckpunTop
KpunTorpadumyeckoro coobuieHns
NMyTeM yBe/IMYEHUSA CYETUMKA
CCbINIOK

¢YHKL|MM pa60'rb| C aqiIropuTMmamum xX3WLMMpoBaHusA

CryptCreateHash

dyHkumsa CryptCreateHash
MHULUMANM3UpYyeT AeCKpuUnTop
HOBOro ob6bekTa QyHKUNK
X3WMPOBaHMNS NOTOKA AAHHbIX.

PaspeleHo

MCMNosIb30BaHME TOIbLKO CO
cneayowmmm
CUMBOJIbHbIMU
apryMeHTamu:
CALG_GR3411,
CALG_GR3411_2012_256,
CALG_GR3411_2012_512,
CALG_GR3411_HMAC,
CALG_GR3411_2012_256_
HMAC,
CALG_GR3411_2012_512_
HMAC,
CALG_PBKDF2_94_256,
CALG_PBKDF2_2012_256,
CALG_PBKDF2_2012_512,
CALG_SHAREDKEY_HASH.

Mony4YeHHbIN AecKpunTop
obbekTa X3WmMpoBaHMS
AOo/MKeH B o6a3aTenlbHOM
nopsiake 6biTb yaanéH c
NOMOLLbIO BbI30Ba
dbyHKUMNM
CryptDestroyHash go
Bbl30Ba PYHKLMMN
CryptReleaseContext ans
pabouero geckpunrtopa
KpuntonpoBanaepa.

CryptDestroyHash

dyHkuma CryptDestroyHash
yaansietr 06bekT pyHKUMn
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XaWnpoBaHn4.

CryptDuplicateHash

®yHkumns CryptDuplicateHash
CO34a€ET TOYHYIO Konuo obbekTa
dYHKUMN X3WMPOBaHUS, BKIOYas
BCE ero rnepemMeHHble,
onpegensiowmne BHyTpeHHee
COCTOSIHME 0bbekTa PyHKLUMN
X3LWMPOBAHMS.

Mony4YyeHHbIN gecKpunTop
obbekTa XaWnpoBaHus
Oo/mKeH B ob6a3aTtenbHOM
nopsiake 6bITb yaanéH c
MOMOLLBbK Bbl30Ba
dyHKUMM
CryptDestroyHash go
Bbl30Ba PYHKLUMMN
CryptReleaseContext ans
pabouero geckpunrtopa
KpunTonposanaepa.

OyHkuma CryptGetHashParam
BO3BpaLLAET NnapaMeTpbl 06beKkTa

3anpeweHo
MCnoJib30BaHue C

CryptGetHashParam PYHKLUMN X3WNPOBAHUNA U
CUMBOJIbHbIM apryMeHTOM
3HayeHue pyHKLMN
HP_OPAQUEBLOB.
X3LWMPOBaHUS.
dyHkums CryptHashData
CryptHashData nepenaért AaHHble yKa3zaHHOMY
06bEKTY PYHKLMN X3LWMPOBAHUS.
PaspelueHo
MCNOSIb30BaHWe TOJIbKO C
dyHkuma CryptSetHashParam CUMBOJIbHbIMM
CryptSetHashParam yCTaHaBnMBaeT napaMeTpsbl aprymMeHTamm
06beKTa X3WnpoBaHms. HP_HASHSIZE,
HP_OID/KP_HASHOID,
HP_OPEN.
Pa3pelueHo
MCNOSIb30BaHWe TOJIbKO C
CUMBOJIbHbIMU
apryMeHTamm
HP_HASHSTARTVECT (npwu
YyCNoBWUU, 4TO
rnepenaBaembin 06BEKT
®dyHkumnsa CryptSetHashParam PYyHKLUMN X3WNPOBaHUSA
CryptSetHashParam yCTaHaBNMBaET napameTpsl 6bin co3gaH pyHKUMEN

obbeKkTa XaWwmnpoBaHus.

CryptCreateHash c
CUMBOJIbHbIM apryMeHTOM
CALG_GR3411),
HP_PBKDF2_SALT,
HP_PBKDF2_PASSWORD,
HP_PBKDF2_COUNT,
HP_OID/KP_HASHOID,
HP_OPEN.

CryptSignHash

®dyHkumsa CryptSignHash

PaspeleHo
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BO3BpALLAET 3HAUYEHUE
3N1eKTPOHHOM UM poBoOM noanncm
OT 3HaYeHUs PyHKUNK
X3LWMPOBAHMS.

MCNO/Ib30BaHWe TOJIbKO C
KN0YEBbIMU
KOHTElHepamu,
MoOJTlYYEHHbIMWN paHee C
MOMOLLbIO BbI30OBaA
CryptAcquireCertificatePriv
ateKey nnb6o ¢ nomoLbto
BbI30Ba
CertGetCertificateContextP
roperty n3 ceptudukara,
NPOBEPEHHOI0 C NMOMOLLbIO
dyHKUNM
CertVerifyCertificateChainP
olicy

CryptVerifySignature

dyHkumsa CryptVerifySignature
OCYLLEeCTB/SET NPOBEPKY
undpoBon NoanncCK.

PaspeweHo
NCMNOoNb30BaHNE TOJSIbKO C
AecKpunTopamu Kioden,
Nosly4YeHHbIMK paHee C
NMOMOLLbIO BbI30Ba
CryptImportPublicKeyInfo
(CryptImportPublicKeyInfo
Ex) u3 ceptugukara,
NPOBEPEHHOr0 C MOMOLLbIO
dyHKUMM
CertVerifyCertificateChainP
olicy

dyHKUMM paboTbl ¢ cepTudMKaTaMmu, CMMCKAaMU aHHYJIMPOBAHHbIX CEPTU(UKATOB,

XpaHuinuem CepTMCI)M KaToB

CNMUCKM aHHYJIMPOBaHHbIX cepTU(hUKaTOB

CertAddCRLContextToStore

OyHKLMSA

CertAddCRLContextToStore
nobasnset koHTekcT COC B
XpaHunuue ceptndukaTos.

CertAddCRLLinkToStore

DYHKUMSA CO3AAET CCbIIKY Ha
CMUCOK aHHY/IMPOBAHHbIX
cepTMduUKaToB B ApPYroMm
XpaHunuuie

CertAddEncodedCRLToStore

OyHKLMSA
CertAddEncodedCRLToStore
co3gaeT KoHTekcT COC un3
3akoanposaHHoro COC un
nobaBnsaeT ero B xpaHunuiue
ceptndmkaToB. OyHKLUMS co3gaeT
konuto kKoHTekcTa COC nepea
nobaBneHnem ero B XxpaHuauuie.

CertEnumCRLsInStore

OyHKkuma CertEnumCRLsInStore
rnoslydaeT nepBbi Uan



http://msdn.microsoft.com/en-us/library/windows/desktop/aa376012(v=vs.85).aspx

XKXTAN.00096-02 95 01. Kpuntollpo HSM. Mpasunia nonb30BaHMs

50

cneaytowmin COC B xpaHunuiie.
OTa PYyHKUMS MCMNONb3yeTcs B
umMkne gns Toro, 4tobebl
rnocnefoBaTeNbHO MOJYYUTb BCe
COC B xpaHunuLe.

CertFreeCRLContext

OyHkuma CertFreeCRLContext
ocBoboxaaeT koHTekcT COC,
YMeHbLIas CYETYUK CCbINIOK Ha
eanHuuy. Korga cyeTumk CCbIsIoK
obHynsetcs, pyHKuMS
CertFreeCRLContext ocBob6oxaaeTt
naMsaTb, BblAeNIEHHYO Mo,
KoHTekcT COC.

CertCreateCRLContext

OyHkuma CertCreateCRLContext
co3gaeT KoHTekcT COC u3
3akogmposaHHoro COC.
Co34aHHbIN KOHTEKCT He
rMnoMeLLaeTCs B XpaHunuwe
cepTndmkaToB. B cozgaHHOM
KOHTEKCTe (PpyHKLMA pa3MeLlaeT
Konuto 3akoamposaHHoro COC.

CertDeleteCRLFromStore

®OyHKUMS yaanseT Cnmcok
AHHYJIMPOBAHHbIX CepTUdUKATOB
U3 XpaHunuua

CertDuplicateCRLContext

OyHKLUMA
CertDuplicateCRLContext
aybnupyet koHTekcT COC,
yBenmuneas cYeTUYMK CCbISIOK Ha
COC Ha eanHuuy.

CertFindCRLINnStore

®yHkumsa CertFindCRLInStore
HaXoAWUT NEPBbIA UK CNeaYOLWUi
KOHTeKCT COC B XpaHunuue
cepTMdmKaToB, KOTOPbIN
COOTBETCTBYET KPUTEPUIO NOUCKA,
onpeaenseMoMy napaMeTpom
dwFindType n cBsI3aHHbIM C HUM
pvFindPara. 2Ta dyHKUMSa MOXeT
6bITb MCMONb30BaHa B UMKNe Ang
Toro, 4tobbl HanTu Bce COC B
XpaHunumuie cepTndnKkaTos,
yAOBMeTBopsatoWme 3a4aHHOMY
KpUTEpUIO NMoncka.

CertDeleteCertificateFromStore

OyHKLMA
CertDeleteCertificateFromStore
yAansieT onpeaeneHHbIn KOHTEKCT
COC n3 xpaHunuuwa
cepTndunKaTos.



http://msdn.microsoft.com/en-us/library/windows/desktop/aa376041(v=vs.85).aspx
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CertFindCertificateInCRL

DYHKUNSA OCYLLECTBNSET MOUCK
3a4aHHOro ceptTudmKaTa B Cmcke
AHHYNIMPOBAHHbIX CEPTUDUKATOB

CertGetCRLFromStore

OyHkuma CertGetCRLFromStore
rnoJlyyaeT nepsblii Uun
cneaytowmin koHtekct COC gns
onpeaeneHHoro npaTtens
cepTudukaTa 13 XxpaHunuua
cepTndukaToB. IdTa DyHKUMS
TakXXe OCYLLECTB/ISIET BO3MOXHYIO
nposepky COC.

CertSerializeCRLStoreElement

DyHKUNS cepuanmsaumm cnmcka
aHHY/TMPOBaAHHbIX CEpPTUPUKATOB
CO CBOMMU CBOMCTBaAMM

PacuumpeHHble CBOMCTBa cepTudmkKaTta cnmcka otosBaHHbIX (COC) ceptucdpukartos n CTL

CertGetCRLContextProperty

OyHKLUMSA
CertGetCRLContextProperty
rMoJly4yaeT paclMpeHHble CBONCTBA
onpepeneHHoro koHTekcta COC.

CertSetCRLContextProperty

OyHKLMA
CertSetCRLContextProperty
yCTaHaBNMBAET pacClUMPEHHbIE
CBOWCTBa onpeaesieHHoro
KoHTekcTa COC.

CertGetCertificateContextPrope
rty

OyHKLMSA
CertGetCertificateContextProperty
nony4vaet nHdopmaumio,
CoAEepXallycsa B paclUMpPEHHbIX
CBOMCTBaxX KOHTEKCTa
cepTudmkaTa.

CertEnumCertificateContextPro
perties

OyHKLMSA
CertEnumCertificateContextProper
ties no3BongaeT nepeuyncnuTb
MHMOpPMaLMIO, coaepXKalLlytocs B
paclWnpeHHbIX CBONCTBax
KOHTeKCTa cepTudukara.

CertSetCertificateContextPrope
rty

OyHKLMSA
CertSetCertificateContextProperty
yCTaHaBNMBaeT pacClMpeHHbIe
CBOWMCTBa AJ/18 ONnpeaesieHHOro
KOHTEeKCTa cepTudukara.

CertEnumCRLContextProperties

MepeuncneHne pacliMpeHHbIX
CBOWCTB CMUCKA aHHYIMPOBAHHbIX
cepTndukaTos



http://msdn.microsoft.com/en-us/library/windows/desktop/aa376063(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376570(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376051(v=vs.85).aspx
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CertEnumCTLContextProperties

MepeuncneHne pacliMpeHHbIX
ceonicte CTL

CertGetCTLContextProperty

MonyyeHne paclMpeHHOro
ceonictea CTL

CertSetCTLContextProperty

YcTaHOBKa paclUMpeHHbIX CBOMCTB
CTL

CertAddCTLContextToStore

OyHKLMSA

CertAddCTLContextToStore
nobasnser koHTekcT CTL B
XpaHunuue ceptndukaToB

CertCreateCTLContext

OyHkuma CertCreateCTLContext
CO34a€eT KOHTEKCT
3akoauposaHHoro CTL.
Co34aHHbIN KOHTEKCT He
rnoMeLLaeTcs B XpaHunuue
ceptudmnkaTtoB. OyHKUNS aenaeTr
konuto CTL B co3gaHHOM
KOHTEKCTE.

CertDuplicateCTLContext

OyHKLMSA
CertDuplicateCTLContext
aybnupyet koHTekcT CTL,
YBE/INUYMBAS CYETUMK CCbISIOK Ha
CTL Ha eanHunuy.

CertFreeCTLContext

OyHkuma CertFreeCTLContext
ocBoboxagaeT koHTekcT CTL,
YMeHbLIas CYETYUK CCbIIOK Ha
eanHnuy. Korga cyeTumk CCblsiok
obHynsertcs, dyHKuns
CertFreeCTLContext ocsob6oxaaeTt
naMsaTb, BblAeNIEHHYO Mo,
KoHTekcT CTL.

dyHKUUM paboTbl c cepTucdbmnkaTtamm

CertAddCertificateContextToSt
ore

OyHKLMSA
CertAddCertificateContextToStore
nobasnsieT KOHTEKCT cepTudmrkaTa
B XpaHunuuwe cepTudunKaTos.

CertAddCertificateLinkToStore

JobaBnseTr ccblKy Ha
ceptTuduKkaT B pyrom XpaHunuiie

CertAddEncodedCertificateToSt
ore

OyHKLMA
CertAddEncodedCertificateToStore
co3faeT KOHTEKCT cepTudmnkaTa
M3 3aKOANPOBAHHOIo
ceptudmkaTta n gobaenser ero B
XpaHunuue ceptndukaTos.



http://msdn.microsoft.com/en-us/library/windows/desktop/aa376053(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376082(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376575(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376010(v=vs.85).aspx
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Co34aHHbI KOHTEKCT He
COAEPXUT HUKAKUX pacCLUMPEHHbIX
CBOWCTB.

CertEnumCertificatesInStore

OyHKLMSA
CertEnumCertificatesInStore
noslydaeT nepBbii nan
cnepywowmin ceptndukar B
XpaHunuue ceptnudunkatos. IdTa
dYHKUMS MCMONb3yeTcsa B LUMKe
ONns TOro, Ytobsl
rnocaegoBaTeNbHO MONYy4YUTb BCE
cepTudmKaTbl B XpaHUAMLLE
cepTndnKaTos.

CertFreeCertificateContext

OyHKLMSA
CertFreeCertificateContext
ocBoboXKAaeT KOHTEKCT
cepTudmrkKaTa, yMEHbLUas CYETUYMK
CCbIIOK Ha eanHuLy.

CertCreateCertificateContext

OyHKLUMA
CertCreateCertificateContext
co34aeT KOHTEKCT cepTudgmkaTa
M3 3aKOAMPOBAHHOIO
ceptudmkaTta. Co3gaHHbIN
KOHTEKCT He NnoMeLlaeTcs B
XpaHunuuie ceptngunkaTtos. B
CO3@aHHOM KOHTeKcTe dyHKUMSA
pasMellaeT Konuto
3aKoAMpPOBaAHHOro cepTudukara.

CertDuplicateCertificateContext

OyHKLMA
CertDuplicateCertificateContext
ayénupyeTt KOHTEKCT
cepTudukaTa, yBenmumaas
CYETUYMK CCbIJIOK Ha eAnHMLYy.

CertFindCertificateInStore

OyHKLUMA
CertFindCertificateInStore
HaxoAUT NEpPBbIA UKW CNEeAYIOLUIA
KOHTEKCT cepTudukara B
XpaHunuLie ceptTmdunkaTos,
KOTOPbIN COOTBETCTBYET
KpUTEpMIo NOMCKa,
onpeaenseMoMy napaMeTpom
dwFindType n cBSI3aHHbIM C HUM
pvFindPara.

CertDeleteCertificateFromStore

OyHKLMA
CertDeleteCertificateFromStore
yAansieT onpeaenieHHbli KOHTEKCT
cepTmdumkaTa U3 xpaHmnumuia
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cepTndunKaToB.

CertGetSubjectCertificateFrom
Store

OyHKLUMA
CertGetSubjectCertificateFromSto
re rnoslydyaeT KOHTEKCT
cepTmduKaTa U3 xpaHmnumuia
cepTndmnKaToB, 04HO3HAYHO
onpeaensemMbin ero ngatenem u
CepuUMNHbIM HOMEPOM

CertGetlssuerCertificateFromSt
ore

Mouck cepTndunkaToB nlgartenen
3aflaHHOro ceptudunkarta

CertGetSubjectCertificateFrom
Store

Mounck cepTudmkaTta no
CEPUNHOMY HOMEPY U U3AaTENIo

CertGetValidUsages

Mounck nepeceveHna KeyUsage
ONs MaccmBa cepTUduKaTos

CertSerializeCertificateStoreEle
mene

Cepunanunsaums anemeHTa
XpaHunumua

CertComparePublicKeyInfo

OyHKLMSA
CertComparePublicKkeylInfo
CpaBHMBAaET ABa OTKPbITbIX Kto4va
W onpegensieT, SBNATCS NN OHU
MAEHTUYHbBIMU

CertFindExtension

dyHkumsa CertFindExtension
HaxoauT paclmMpeHue B Maccuee

M BO3BpaAllA€T yKa3aTesilb Ha HEro.

CertGetPublicKkeyLength

OykHumnsa CertGetPublicKeyLength
BO3BpaLLAET ANIMHY K/ltova B
butax.

CertGetIntendedKeyUsage

OyHKLMA
CertGetIntendedKeyUsage
rnoJly4aeT Ha3HadeHme KJ4a mn3
cepTudmkaTa.

CertCompareCertificateName

OyHKLMSA
CertCompareCertificateName
CpaBHMBaeT ABa cepTudumKkaTa u
onpeaenseT, ABASOTCS JIN OHU
MAEHTUYHbBIMU.

OoCsP

CertAddRefServerOcspRespons
e

YBenmuyeHme cyeTumka CCbiJIoK Ha
OCSP oTBeT

CertAddRefServerOcspRespons
eContext

YBenmyeHme cyeTumka CCbiJIoK Ha
kKoHTekcT OCSP oTBeTa

CertCloseServerOcspResponse

3akpbITne geckpuntopa OCSP



http://msdn.microsoft.com/en-us/library/windows/desktop/aa376085(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376085(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376090(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376090(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376091(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376569(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376569(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376019(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376019(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376020(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376020(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376025(v=vs.85).aspx
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OTBETa

CertGetServerOcspResponseCo
ntext

MonyyeHune kKoHTekcTta OCSP
oTBeTa

CertOpenServerOcspResponse

OTtkpbITHe geckpuntopa OCSP
OTBETa ANA 3a4aHHON LEnoYKkun
cepTndukaTos

OKOHHbIe (pyHKLUMNMN

CertSelectCertificate

OTtobpaxkeHune gmnanora Bblibopa
cepTudumKaTa No 3agaHHbIM
KpUTEPUSM

CryptUIDIgCertMgr

OTobpaxkeHune gnanora
ynpaBneHus ceptudunkaTamu

CryptUIDIgSelectCertificate

OTobpaxxeHune ananora Bbibopa
ceptndumkaTa

CryptUIDIgSelectCertificateFro
mStore

OTobpaxxeHune ananora Bbibopa
ceptudmkaTa M3 xpaHunuuia

CryptUIDIgViewCertificate

OTobpaxkeHne ananora co
CBOMCTBaMK cepTudukaTta

CryptUIDIgViewContext

OTobpaxeHune ceptudukaTa,
CNnCKa aHHYMPOBaAHHbIX
ceptudmkarto nnam CTL

CryptUIDIgViewSignerInfo

OTobpaxkeHne gmnanora c
MHdOpMaLmMen 0 NoANMCaBLUEM

CertSelectionGetSerializedBlob

Cepuanusauunsa ceptudmkara m3
CTPYKTYpbl, NCNONb3YEMOW AN
oTobpaxkeHus

GetFriendlyNameOfCert

Mpeobpa3oBaHnE MMEHMU
cepTudukata K «4nTaeMoMy»
BMAYy

DYHKLMM NPOBEPKU Lieno4vek

CertVerifyCertificateChainPolicy

OyHKLMSA
CertVerifyCertificateChainPolicy
npoBepsieT LenoyKy
cepTMdnKaToB Ha AOCTOBEPHOCTb,
BKJ1I04as COOTBETCTBME KPUTEPULO
NCTUHHOCTMU.

CertGetCertificateChain

OyHkumsa CertGetCertificateChain
CTPOMUT LENno4YKy cepTudunKkaTos,
HaynHas c nocnegHero
ceptudmkaTta, B 06paTHOM
HanpasJieHUn 40 AOBEPEHHOro



http://msdn.microsoft.com/en-us/library/windows/desktop/aa376088(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376088(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376558(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376568(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa380286(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa380287(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa380288(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa380288(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa380289(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa380290(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa380291(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/ff394769(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa382431(v=vs.85).aspx
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KOpHEeBOro ceptudukaTa, ecnm
3TO BO3MOXHO.

CertFreeCertificateChain

dyHkumsa CertFreeCertificateChain
0CBO6OXAAET LLEenoYKy
cepTuduKaToB NyTem
YMEHbLUEHMS CHETUYMKA CChISTOK.
Ecnn cyeTumnk ccbisioK paBeH
HYN0, TO NaMATb, BblAe/IEHHas
noA ueno4ky, ocsoboxaaeTcs.

CertCreateCertificateChainEngi
ne

OyHKLMSA
CertCreateCertificateChainEngine
CO343a€eT KOHTEKCT
HCERTCHAINENGINE, koTopblit
NO3BOJISET U3MEHATb NapameTpsbl
MeXaHM3Ma MOCTPOEHUS LEenoYKu
ceptudmkaToB. o3sonser
OorpaHmMuMBaTb MHOXECTBO
[OBEpPEHHbIX CEPTUPUNKATOB.

CertFreeCertificate-
ChainEngine

OyHKLUMA
CertFreeCertificateChainEngine
0CBO6OXAAEeT KOHTEKCT
HCERTCHAINENGINE.

CertCreateCTLENntryFromCertifi
cateContextProperties

Co3paHune CTL Ha ocHOBE CBOMUCT
aTpmbyToOB KOHTEKCTa
ceptudmkata

CertDuplicateCertificateChain

OybnupoBaHne KoHTeKCTa
LenoukKu.

CertFindChainInStore

DYHKUMSA NOCTPOEHUS LLENOYKM MO
3a/laHHbIM KPUTEPUSAM U3
XpaHunnuia

CertFreeCertificateChainList

®yHKUMA 0CBOBOXAEHMSA MaccuBa
Luenoyek

CertIsValidCRLForCertificate

DYHKUNA NPOBEPKM HANNUNS
ceptTudukarta B cnmncke
AHHYJIMPOBAHHbIX CepTUDUKATOB

CertSetCertificateContextPrope
rtiesFromCTLEntry

YcTaHOoBKa CBOMCTB B KOHTEKCT
ceptudmkaTta Ha ocHose CTL

PacwunpeHHble cBoiicTBa ceptudpukara (EKU)

CertGetEnhancedKeyUsage

OyHKLMA
CertGetEnhancedKeyUsage
nony4daeTt nHdopmaumto o
paclwnpeHHOM UCNOAb30BaHUN
KJ1l04a N3 COOTBETCTBYIOLLErO
pacwunpeHmns nnm mn3



http://msdn.microsoft.com/en-us/library/windows/desktop/aa376038(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376038(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376044(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376065(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/dd433796(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376552(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376572(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376572(v=vs.85).aspx
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pacCLUMpPEHHbIX CBONCTB
cepTndukaTa. PaclumpeHHoe
MCMOoJIb30BaHUE KJtoYa CAyXUT
NMpU3HaKoM NMpaBOMEpPHOro
MCNonb30BaHnsa ceptTudumkaTa.

CryptAcquireCertificatePrivateK
ey

OyHKLMA
CryptAcquireCertificatePrivateKey
nony4vyaeTt AeCKpunTop
HCRYPTPROV 1 napameTp
dwKeySpec ans onpeaeneHHoro
KOHTEKCTa cepTudukara.

dyHKUMM paboTbl ¢ naeHTUhKaTopamm

CryptFindOIDInfo

®yHkuma CryptFindOIDInfo
nosy4vaeT nepeyto
npeaonpeaeneHHy nnm
3aperncTpmMpoBaHHYI0 CTPYKTYpPY
CRYPT_OID_INFO,
COr/lacoBaHHY0 C onpeneseHHbIM
TUMOM KJ1HO4a U C KJIHOYOM.

CryptEnumOIDInfo

Mepeuncnenune
3apermcTpmpoBaHHbIX
MAEHTUPUNKATOPOB U MoayyeHune
MHGOopMauun ans HMUX

DYyHKUMM paboTbl C XpaHUIULLEM

CertOpenStore

®yHkumsa CertOpenStore
OTKpPbIBAET XpaHunuwie
cepTndmKaToB, NCNOSb3YS
3aZlaHHbIA TUN NMpoBaKaepa.

CertDuplicateStore

®yHkuma CertDuplicateStore
aybnupyet geckpunTop
XpaHunmuwia, yBenmuneas cHeTuymK
CCbIJIOK Ha XpaHWnWa Ha
eanHuLy.

CertOpenSystemStore

OyHkumsa CertOpenSystemStore
MCMNONb3YEeTCs A/ OTKPbITUS
Hambonee 4acTo NCMoJib3yeMblX
XpaHUnL, cepTndunKkaTos.

CertCloseStore

dyHkumsa CertCloseStore
3aKpbiBaeT AeCKpunTop
XpaHunumia ceptTndunkaToB u
YMEHbLUAET CYETUMK CCbIIOK Ha
XpaHWUIna Ha eanHuuy.

CertAddStoreToCollection

JobaBneHue xpaHmnuuwa B
KOJINeKL Mo



http://msdn.microsoft.com/en-us/library/windows/desktop/aa379928(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376022(v=vs.85).aspx
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CertControlStore

YcTaHOBKa HOTUMMKAUMK MpuU
pasMumsax B 3aKelMpoBaHHOM
XpaHunuuie u GU3nNYecKomMm
XpaHunuuie

¢YHKL|MM, ncnoJsib3dyembie ansa

paGOTbI C OTKPbITbIMN AAHHbBIMU

M o6bekTamMmu

CryptImportPublicKeyInfoEx2

OyHKLMA
CryptImportPublicKeyInfoEx2
MMMOPTUPYET MHPOpMaUmio 06
OTKPbITOM KJ/t0O4e W BO3BpallaeT
OECKPUNTOp OTKPbITOro Kito4a.

CryptImportPublicKeyInfoEx

OyHKLMSA
CryptImportPublicKkeyInfoEx
UMMopTUPYET UHbOopMaumio 06
OTKpPbITOM Ktoye B CSP um
BO3BpaLlaeT AeCKPUNTOp
OTKpPbITOro Kftoua.

CryptImportPublicKeyInfo

OyHKLMSA
CryptImportPublicKkeyInfo
npeobpasoBbiBaeT N UMNOPTUPYET
MHdopMaumio 06 OTKPbITOM Kioue
B MpoBanaep v Bo3BpallaeT
OECKPUNTOp OTKPbITOro Ktoua.

CryptExportPublicKeyInfoEx

OyHKLMSA
CryptExportPublicKkeyInfoEx
3KCNOPTUPYET MHPOPMaumio 06
OTKPbITOM KJIH0Y€e, CBSI3aHHYI0 C
COOTBETCTBYIOLMM CEKPETHbLIM
KJ1lO4OM npoBaligepa.

CryptExportPublicKkeylInfo

OyHKLMSA
CryptExportPublicKeyInfo
3KCNOPTUPYET MHPOPMaumio 06
OTKPbITOM KJItOYe,
aCCOLUMNPOBAHHYHO C
COOTBETCTBYIOLMM CEKPETHbLIM
KJ1lO4OM npoBaligepa.

CertCompareCertificate

®yHkumns CertCompareCertificate
CpaBHMBaEeT ABa cepTuduKkaTa 41
Toro, 4ytobbl onNpeaennTb,
ABMSOTCA IN OHU UAEHTUYHbBIMM.

CertComparelntegerBlob

OyHKLUMA
CertComparelntegerBlob
CpaBHMBAET ABa LIeIOYNCIIEHHbIX
6noba ansa onpegeneHus Toro,
npeacTasBnsaoT M OHM cobol ABa
paBHbIX yMcna.



http://msdn.microsoft.com/en-us/library/windows/desktop/aa376031(v=vs.85).aspx
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CryptExportPublickeyInfoFrom
BCryptKeyHandle

3kcnopTtupyet nHdbopmauymio 06
OTKPbITOM KJto4e,
aCCoOLMNPOBAHHYIO C
COOTBETCTBYIOLMM CEKPETHbLIM
KJ1I04OM MpoBanaepa.

DYHKLMM KOAUPOBaHUA/AeKOAUPOBaHUSA

CryptDecodeObject

OyHkumsa CryptDecodeObject
MCNonb3yoTcs ans
OeKoAMpPOBaHUS cepTUdMKaToB,
CMNCKOB aHHYTIMPOBAHHbIX
ceptndukatos (COC) n 3anpocos
Ha cepTudmkaThbl.

CryptDecodeObjectEx

OyHkuma CryptDecodeObjectEx
MCNoNb3yTCs Ans
OeKoaAMpOBaHUS cepTUdmKaToB,
CMMUCKOB aHHYJ/IMPOBAHHbIX
cepTMdmMKaTOB N 3aNpOCOB Ha
cepTudmkaThbl

CryptEncodeObject

®dyHkumsa CryptEncodeObject
MCNOMb3YTCS AN KOANPOBaHUS
cepTndunKaToB, CIMMCKOB
@HHY/IMPOBAHHbIX CepTUHUNKATOB
M 3anpocoB Ha cepTuduKaTbl.

CryptEncodeObjectEx

®dyHkumnsa CryptEncodeObjectEx
WCMOJb3YOTCS ANS KOAMPOBaHUS
cepTndmKaToB, CMNCKOB
aHHYNIMPOBaHHbIX cepTUdMKaATOB
M 3anpocoB Ha cepTuduKaThl.

MonyuyeHune 06beKTOoB U3 yAaJIEHHbIX NCTOYHUKOB

CryptRetrieveObjectByUrlA

OyHKLUMA
CryptRetrieveObjectByUrlA
rnoslyyaeTt obbekT
MH@PaCTPYKTYpPbl OTKPbITbIX
Ktouen no 3agaHHomy URL.

CryptRetrieveObjectByUrlW

®yHkuma CryptRetrieveObject-
ByUrlW siBnsieTca unicode
Bepcuen hyHKumn
CryptRetrieveObjectByUrlA.

OononHuTenbHble PyHKLUUN

CryptBinaryToString

DYHKUNS NepeBOANT ABOUYHYIO
CTPOKY B CTpoKy Base64/HEX.

CryptStringToBinary

dYyHKUMA nepeBoaUT CTPOKY
Base64/HEX B ABOMYHYIO CTPOKY.



http://msdn.microsoft.com/en-us/library/windows/desktop/dd433802(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/dd433802(v=vs.85).aspx
mk:@MSITStore:C:%5CPerenos%5CCHM%5CCAPILite_4_0.chm::/html/group___p_k_i_func_1g47eca0cd82022f176f483f998dbcae6d.html
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CertFindAttribute

DYyHKUNA MPOU3BOANT NOUCK
aTpmbyTa ceptudunkarta no
naeHTndukaTopy.

CertGetNameString

QyHKUMS nonyyaeT nms
Bnajenbua nnm nagatens
ceptudmkaTta.

CertNameToStr

OyHKLMA Npon3BoauUT
packoanpoBaHume nmeHmn us ASN
ctpyktypbl B DN (RFC1779).

CertSaveStore

QyHKUNS MPOM3BOANT 3anncb
XpaHunmua cepTndunkaTos
(BKJItOYAsA CMUCKM OTO3BaHHbIX U
[OBepeHHbIX cepTnudukaTos) B
Bunae cTpykTypbl PKCS#7 nnn
6buHapHoOro gamna B NamMsaTb UAK
dann.

CryptFindCertificateKeyProvInf
o}

@OYyHKUNS OCYLLECTBASIET NOUCK
3aKpbITOro Kakua,
COOTBETCTBYHLLErO OTKPbITOMY
KN4y ceptudmkarta.

CryptHashPublicKeyInfo

OyHKUMA ocywecTenser ASN1
KOAMpOBaHMe 1 X3WunpoBaHne

CTPYKTYpbl
CERT_PUBLIC_KEY_INFO

CryptMsgCountersign

dyHKUMS BblpabaTbiBaeT
[06aBoOYHYO MOAMUChH.

CryptMsgCountersignEncoded

OyHKUKNS BbipabaTbiBaeT
nobaBouHyto noanucek. (Koanpyet
CTpYyKTYpYy Signerinfo, kak
onpeneneHo B PKCS #7).

CryptMsgVerifyCountersignatur
eEncoded

®dyHKUMS npoBepsieT A06aBOYHYO
noAanuchk. (AEKOANPYET CTPYKTYPY
Signerinfo, kak onpegeneHo B
PKCS #7).

CryptMsgVerifyCountersignatur
eEncodedEx

QOyHKUNS npoBepseT 406aBOYHYIO
noanucb. (AeKoAMPYET CTPYKTYPY
Signerinfo, kak onpeneneHo B
PKCS #7).
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Mpuno>xeHue 2. NepeyeHb BbI30OBOB, UCMNOJIb3OBaHNE KOTOPbIX NPU
pa3paboTke cucrteMm Ha ocHoBe «Kpuntollpo DSS» ¢ yyuetom n.1.5
dopmynspa XXTAN.00096-02 30 01 BO3MOXKHO 6€3 AOMNONTHUTESIbHbIX

TEeMaTUYECKUX UCC/iefoBaHnN

Tabnuua 1 - NepeueHb MeToaoB nHTepdenca SOAP API Cepsuca MNMoanucu

OrpaHun4yeHus Ha
DyHKUNSA OnucaHune ncnosb3oBaHue
dyHKUMN

dyHKUMM ana pa6oTbl C NOANUCHIO

3anpelleHo
. MCMonb30BaTh C
. dyHKkumMa SignDocument nognucbiBaeT 4OKYMEHT
SignDocument napameTpom
C noMoLblo cepTudmrkaTta nosb3osaTtens. -
SignatureParams.
Hash
OyHKkumna SignDocuments noanucobiBaeT nakeT
SignDocuments AOKYMEHTOB C NOMOLLbI0 cepTuduKaTa
nonb3oBartens.

®yHKkuMa EnhanceSignature ycoBeplieHCcTByeT
EnhanceSignature noanucu dopmata CMS (CAdES-BES) no CAdES-
T, CAdES-X Long Type 1.

DyHKUUM Ana paboTbl ¢ cepTudpukatamm

OyHkumna GetCertificates nonydaer cnucok Bcex

GetCertificates

cepTnudunkaToB Nonb3oBaTens.

dyHkuma GetCertificate nonyyaet ceptudukaTr
GetCertificate rnonb3oBaTens rno naeHTuduKaTopy

ceptudukara.

OyHkumna GetCertificateContent nonyuaer
GetCertificateContent cepTuduKaT Noab3oBaTesns nNo naeHTndukKaTopy
cepTudukaTta B Tpebyemom dopmarTe.

OyHkumna SetCertificateProperty nossonsier
M3MEeHUTb CBONCTBa cepTudukara:

« Oto3BaTb cepTudukart
SetCertificateProperty + TpuocTtaHoBUTL cepTuduKar

« BocctaHoBUTb cepTudukaTt

+ CwmeHuTb PIN-KOA

«  YcTaHOBWUTb CcepTUdUKAT N0 YMOSTHAHUIO

OyHkums InstallCertificateBase64

InstallCertificateBase64
yCTaHaBNMBaeT cepTudmkar.

InstallCertificateDer ®yHkuus InstallCertificateDer yctaHaBnumBaer.

DeleteCertificate ®yHkumsa DeleteCertificate yaanset ceptudukar.

dyHKUMM ana paboTbl € 3anpocaMm Ha cepTudukar

OyHkuna GetRequests Bo3BpallaeT CNMCOK BCeX
GetRequests 3anpocoB Ha cepTudukaTt 4Nns 4aHHOro
nonb3oBartens.

OyHKkuma GetRequest Bo3BpalyaeT 3anpoc Ha
GetRequest ceptTudumkaTt Nno naeHTUdUKaTopy AN AAHHOro
nonb3oBaTtens.
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OrpaHun4yeHus Ha
DyHKUMSA OnuncaHune ncnosnb3oBaHne
dyHKUMN
DeleteRequest OyHkuua DeleteRequest yaanseTt 3anpoc Ha
ceptudukaTt n3 6asbl AaHHbIX cepBepa Noanucu.
CreateRequest OyHkuuna CreateRequest co3naéTt 3anpoc Ha
cepTudwmkar.
CreateRequestEx OyHkuma CreateRequest co3pgaéTt 3anpoc Ha
cepTudmkar.
OyHkumna GetRequestContent nonyuaeTt 3anpoc
GetRequestContent Ha cepTuduUKaT nosb3osBaTens no )
naeHTUdnKaTopy 3anpoca B onpeaenéHHom
¢dopmare.
OyHkumsa GetRevokeRequests Bo3BpallaeT
GetRevokeRequests CMUCOK 3arpocoB Ha OT3bIB, MPMOCTAaHOBMEHUE,
BOCCTaHOB/IEHMNE ANS YKAa3aHHOro ceptudukaTa.
SetRequestStatus OyHkumna SetRequestStatus ycraHasnueaeTt
cTaTyc 3anpoca Ha cepTudukar.
DyHKUMN WwndpoBaHnNA
EncryptDocument OyHKuna EncryptDocument 3ammd)p05|3|BaeT
AaHHble Ha cepTuduMKaTax nonydvatenen.
®yHkumsa DecryptDocument pacwmdpoBbiBaeT
DecryptDocument AaHHble, 3aWndpoBaHHble C UCMONb30BaHNEM
cepTudurkata nonb3oBaTens.
Apyrve ¢byHKUumn
He co3paet
®yHkumsa CreateTransactionToken co3gaér KpunTorpaduec
. N . KW ONacHbIX
CreateTransactionToken TPpaH3aKuUuIo 1 BO3BpaLLlaeT eé yHUKaNbHbIN o
nocneacTBmn, Tak
naeHTndukaTop.
Kak He paboTaeTt
C Kto4aMu.
dyHkumsa GetDSSPolicy Bo3BpallaeT NOAUTUKY
GetDSSPolicy Cepsepa lNoanucu, KotTopasi CoaepXuUT
HaCTPOWMKM AaHHOro aK3eMnasapa.
GetTransactionID OyHKUMA GF:AtTransactlonID BO3BpallaeT
YHUKaNbHbIN MAEHTUDUKATOP TPaH3aKUNM.

AbcontoTHbIM URL-aapec LleHTpa MaeHTnduKaunm nMeeT Bua:

https://<hostname>: <port>/<ApplicationName>/<RelativeAddress>, roe

e hostname

naeHtndpnkauymm

DNS-unmsa

XOCTa, Ha KOTOPOM pa3BEPHYT

e port - TLS nopt. No ymon4yaHuto 443.

ak3eMnnap LleHTpa

e ApplicationName - uma Beb-npunoxenHusa LeHTpa WNaeHTudukaummn. Mo ymonuaHuio

STS.

e RelativeAddress — oTHOCUTENbHbLIN agpec:
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o

o

Ona obpaweHna k UeHTpy WHOeHTMdMKaAuuMm Mo OAHOCTOPOHHeMy TLS
COEAMHEHUIO C ayTeHTuduKaumen no nornH/naponto Heobxoammo obpaTuUTbCS

no cnefyloweMy oTHOCUTENbLHOMY aapecy: «Active.svc/username/transport».

Ona obpaweHna «k LUentpy WaeHTudumkaumm no AByCTOpoHHeMy TLS
CoeaMHeHUIo C ayTeHTuduMKaumen no ceptudmkaTy HeobxoammMo obpaTmuTbCa No

crneayweMy OTHOCUTENBHOMY aapecy: «Active.svc/cert».

AbcontoTHbIM URL-agpec Cepsuca lNMoanncu nmeeT Bua:

https://<hostname>:<port>/<ApplicationName>/<RelativeAddress>, raoe

hostname - DNS-umsa xocTa, Ha KOTOpoM pa3BépHyYT ak3emnnsap Cepsuca Mognucu

port — TLS nopT. o ymonuyaHuto 443.

ApplicationName - wumsa Be6-npunoxeHus CepsBuca [Moanucu. Tlo  yMOAYaHMUIO

SignServer.

RelativeAddress — oTHoCcuTENbHbIN aapec:

o

o

o

o

Ons obpaweHna k Cepsucy MNoannucm no OAHOCTOPOHHEMY TLS coeauHeHuto ¢
ayTeHTMduMKaumen no Mapkepy 6e30nacHOCTM HeobxoauMo obpaTuTbCcs No
cnepylowemy OTHOCUTENIbHOMY ajpecy:
«SignService.svc/issuedtoken/transport».

Ona obpaweHna k Cepsucy Moagnmcm no O0AHOCTOPOHHEMY TLS coeAuHEHMIo C
ayTeHTudumkaumern no Mapkepy 6esonacHocTM HeobxogmMmMo obpaTuTbCa Mo
cnepymowemy OTHOCUTEJIbHOMY agpecy:
«SignService.svc/issuedtoken/transport/nosc».

Ona obpawenna k Cepsucy lMoanucm no ABYCTOPOHHeMYy TLS coegmMHeHuto ¢
ayTeHTudmkaumen no ceptndukaty Heobxoammo obpaTuTbCa NO cneaylowemy

OTHOCUTENBHOMY agpecy: «SignService.svc/issuedtoken/cert/transport».
Ons obpaweHunsa k Cepsucy lMNoanucm no ABYCTOPOHHeMY TLS coeauMHeHuio C

ayTeHTMdumKaumern no ceptndukaty Heobxoammo obpaTuTbCa NO craepytowemy

OTHOCUTENbHOMY agpecy: «SignService.svc/issuedtoken/cert/transport/nosc».
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Tabnuua 2 - MNepeyeHb MeToA0B MHTepdenca HTTP API

OyHKUMA

OnuncaHune

OrpaHun4yeHus Ha
ncrnosb3oBaHue
dyHKUMHN

SignatureWizard/uploadfile

nonb3oBaTtensd Ansga noanncaHus.

OTnpaBKa AOKyMeHTa Ha Beb-uHTepdeiic

SignatureWizard/UploadFiles

OTnpaBka nakeTa AOKYMeHTOB Ha Beb-
UHTepdelc nonb3oBaTens Ans NoaAnnucaHus.

uploadcertrequest

Ha CepTVICbVIKaT nonb3oBaTens.

OTnpaBKn AaHHbIX ANs GOPMUPOBaHMSA 3anpoca

uploadcertificate

YcTaHoBKa cepTudmKaTa nosb3oBaTens

EncryptionWizard/UploadFile

OTnpaBka foKyMeHTa Ha Beb-uHTepdenc
nonb3oBaTtens Ans 3awndpoBaHus.

DecryptionWizard/UploadFile

OTnpaBka AoKyMeHTa Ha Beb-uHTepdeiic
nonb3oBartens Ans pacwmdpoBaHus.

B Tabnuue npuseaneHbl oTHocuTenbHble URL-agpeca metogos HTTP API. A6contoTHbii URL-agpec

MmetoaoB HTTP API nmeet Bua:

https://<hostname>:<port>/<ApplicationName>/, rae

e hostname - DNS-uMsaA xocCcTa, Ha KOTOPOM pa3BEPHYT 3k3emnnap Beb-uHTepdelica

nosib30oBaTeENA.

e port — TLS nopt. No ymonuyaHuto 443.

ApplicationName - nmsa Beb-nHtepdeica nonbsosatens. Mo ymonyaHuio Frontend.

Tabnuua 3 - NepeuyeHb MeToaoB nHTepdenca REST API

OyHKUMUA

OnuncaHune

OrpaHuyeHus Ha
Mcnosib3oBaHne MyHKUnm

dyHKUMM ana pa6oTbl C NOANUCHIO

documents
v2/signature

OyHKUMS MoanncbiBaeT JOKYMEHT C
nomoubio ceptudmkaTa
nonb3oBarens.

documents/enhancesignature

dDyHKUNSA yCOBepLUEHCTBYET
noanuncu dopmata CMS (CAdES-
BES) no CAdES-T, CAdES-X Long
Type 1.

documents/packagesignature

OYyHKUMSA noanucbiBaeT nakeTt
AOKYMEHTOB C NOMOLLbIO
cepTudmkaTta nonb3osaTens.

OyHKUMSA peann3oBaHa NyTem
noc/ief0BaTENbHO BbI30Ba
dyHkunm documents ans
KaxAoro fIOKyMeHTa 13
rnakera.

dyHkuMn ansa paboTtbl ¢ cepTucdukaTammn

certificates
v2/certificates

DYHKUMSA NoyYaeT CrNCOK BCex
cepTdUKaToB Nosib30BaTesNs,
yCTaHaBnMBaeT cepTudukaT
nonb3oBartens

certificates/<id>

dyHKUMSA nonydaeT cepTudmkaT
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OyHKUMUA

Onuncanune

OrpaHun4yeHus Ha
ncnosib3oBaHne PyHKLMN

v2/certificates/<id>

nonb3oBaTens No naeHTudukaTopy
ceptudukaTta (<id>), yoansert
ceptudukaTt no naeHtTudbukaTopy

certificates/<id>/default
v2/certificates/<id>/default

DYyHKUMA yCTaHaBNnBaeT
cepTuduKaT No yMonYaHuo

certificates/<id>/content

DyHKLUMA BO3BpaLLaeT coaepxummoe
ceptTudmkaTa nonbL3oBaTens B
pa3nunuHbIxX dopMaTax

He cospaet
KpunTorpacdunyeckn onacHbIX
nocneacTBuii, Tak Kak
paboTaeT ToJsIbKO C
OTKPbITbIMU KJ1IHOYaAMM.

certificates/<id>/pin
v2/certificates/<id>/pin

OyHKumna cmeHbl PIN-koaa

certificates/<id>/revocationrequests

®yHKLUMSA BO3BpalLaeT 3anpock! Ha
M3MeHeHue cTaTyca cepTudmkarta
nosib3oBaTens

He co3paet
KpunATorpaduyeckn onacHbIX
NnocneacTBUi, Tak Kak
paboTaeT To/bKO C
OTKPbITbIMWU KtOYaMM

certificates/<id>/friendlyname
v2/certificates/<id>/friendlyname

OyHKUMA 3agaHua otobpaxaemoro
uMeHu cepTudukaTa

certificates/<id>/status
v2/certificates/<id>/status

DYyHKLUMSA U3MEHEeHUs cTaTyca
ceptudukarta (oT3bIB,
npuocTaHoBrieHne, BO306HOBEHNE)

certificates/<id>/pin/validate
v2/certificates/<id>/pin/validate

OyHKuKna nposepkun PIN-koaa

DyHKLUMM ana paboTbl ¢ 3anpocamMu

Ha cepTudukar

requests
v2/requests

OyHKUMS BO3BpaLLaeT CrMCoK BCeX
3anpocoB Ha cepTudukaTt 4ns
OAHHOro nosb3oBaTtens, co3aaér
HOBbIV 3anpoc Ha cepTudmkar.

requests/<id>
v2/requests/<id>

DyHKLUMA BO3BpaLlaeT 3anpoc Ha
ceptudukaTt no naeHtTudbukaTopy
ANa AAHHOro nonb3oBartens,
yaansiet ceptudukaT nonb3oBaTens
no naeHTudmkaTopy

requests/<id>/content

DyHKLUMA BO3BpaLLaeT coaepxummoe
3anpoca Ha cepTudukaTt
rnosnb3oBarens

He cospaet
KpunTorpacdmnyeckn onacHbIxX
nocneacTBuii, Tak Kak
paboTaeT TosIbKO C
OTKPbITbIMU KJIHOYaMM.

requests/revocationrequests/<id>/c
ontent

QOyHKLUMSA BO3BpaLLaeT cCoaepxumoe
3arnpoca Ha U3MeHeHue craTtyca
cepTudmkaTa nosb3oBartens

He co3paet
KpunTorpadumyeckn onacHbIX
nocneacTBuiA, Tak Kak
paboTaeT TosbKO C
OTKPbITbIMU K/IHOYaMMU.

requests/<id>/status
v2/requests/<id>/status

®DyHKUMSA yCTaHaBNIMBAET CTaTycC
3anpoca Ha cepTudukar.

®dyHKUMM WndpoBaHUs

documents/encrypt OyHKUMSA 3awmndpoBbiBaeT AaHHble
v2/documents/encrypt Ha cepTuduKaTax nonydyartenen.
documents/decrypt ®yHKUMS paclndposbiBaeT
v2/documents/decrypt AaHHble, 3aWndpoBaHHbIe C

Mcnosib3oBaHneM ceptudukaTa
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OyHKUMUA

Onuncanune

OrpaHun4yeHus Ha
ncnosib3oBaHne PyHKLMN

nonb3oBartens.

documents/decrypt/parse

®yHKUMSA BO3BpALLAeT CrnCcoK
naeHTUdUNKaTOpOB cepTUdUKATOB
nosib30BaTesnsl, KOTOPble MOXHO
MCNosb30BaTb ANs pacwndpoBaHms
[OKyMeHTa

He co3paet
KpunTorpadumyeckn onacHbIX
MocneacTBui, Tak Kak He
paboTtaet c
KpunTorpagunyeckmumm
obbekTamu

Apyrue pyHKUumn

policy

dyHKUMS BO3BpaLLaeT NONTUKY
Cepsepa lMognucu, koTopas
COAEPXMUT HAaCTPOMKU JaHHOro
aKk3emnnspa.

transactions

DYHKUNA CO3AAET TPaH3aKLMIO U
BO3BpaLLaeT YHUKasbHbIl
naeHTUMOUKATOP TpaH3aKUum,

hash

QYHKUUSA BbIYUCASET X3LW-3HAYEHNE
OT NepeaaHHbIX AaHHbIX.

apiversion

OyHKuMsA Bo3BpawaeT Bepcmio API

B tabnuue 3 npuBeneHbl oTHocuTenbHble URL-agpeca metopnoB REST API. A6contoTHbih URL-agpec

meTonoB REST API nmeet BuAa:

https://<hostname>: <port>/<ApplicationName>/rest/api, raoe

e hostname - DNS-1MA x0CTa, Ha KOTOpOM pa3BEpHYT 3k3emnisap Cepsuca Moanucu.

e port — TLS nopt. Mo ymonyaHuto 443.

e ApplicationName -

nM4d

SignServer.

Beb6-npunoxeHna Cepsuca

Moanucw.

Tabnuua 4 - NepeueHb meToaoB SOAP-uHTepderica Cepsuca YnpasneHusa MNonb3oBaTensamu

Mo ymonuaHuio

OyHKUUA

OnucaHune

OrpaHuyeHus Ha
ncnosib3oBaHne MyHKUNn

dyHKUMN ana paboTbl C NOANTUKAMM

GetPolicy

®OYHKUMS NO3BOSIAET NONYYUTb NOUTUKY
Cepsuca YnpasneHus MNonb3oBatenamm

GetGroupPolicy

®yHKUMS NO3BOASET NOAYUUTb NOAUTUKY IFPynmbl
6e3onacHoCTH

dOyHKUMM ansa paboTbl C y4eTHOW 3anucbio NoJsib3oBaTens

AddExternallLogin

®dyHKUNA 006aBNAET BHELIHWUA NOTUH ANs
nonb3oBartens

He co3paet
KpunTorpapuyeckn onacHbIX
NoCNeAcTBUM, TaK Kak He
paboTtaet c
KpunTorpadumyeckumm
obbekTamu

RegisterUser

QOYyHKLWSA NO3BONASET CO34aTb YYETHYIO 3anuch
nonb3oBaTens

GetUser

@OYyHKLUMS NO3BOASIET NOAYYUTb MHPOPMaumo 06
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OrpaHn4yeHus Ha

OyHKUMA OnucaHune
MchnoJsib3oBaHMe yHKLMMN

YUYETHOW 3anucu nosb3oBaTterns

@OYHKLMS NO3BOASIET NOAYYUTb MHPOPMaUmo 06
GetUsersByld YUYETHOWM 3anucu nonb3oBaTtesns no ero

naeHTndukaTopy

dyHKUMS NO3BOSIET YAANTUTL YUYETHYIO 3anuch
DeleteUser YHKU ya Y Y

nonb3oBaTens

dDyHKLMS NO3BONSET HAa3HAYMTb MNOJIb30BaTENIO
SetUserGroup

rpynny 6e3onacHocTu

dyHKUMS no3BonsieT MoanduUMpoBaTb

napaMeTpbl YYETHOM 3an1cu Nosb30BaTeNs
SetUserProperty P pel y !

Takme Kak oTobpaxkaemoe uMsa 1 CoctositHue
610KMPOBKM 3anncm

SetUserDistinguishNam
e

(DYHKLI,MH MO3BOJIAET 3a4aTb pa3/IMdynUTENIbHOE
MMAa nonb3oBaTensd

GetUserDistinguishNam
e

OYHKUMSA NO3BONSET NOMYUYNUTb pasinuyntenbHoe
MMa nonb3oBaTend

GetUsers

DyHKLMS NO3BONSET MOMYUYUTb CINCOK YUYETHbIX
3anucen nosb3oBaTesien B COOTBETCTBUN C
HabopoM nepeaaHHbIX pUNbLTPOB

DyHKUUN yNpaBrieHus

ayTeHTumnkKauMoHHo nHpopmMmaymen

(DYHKLI,MH NO3BOJIAET YCTAHOBUTb HOMEP

SetUserPhoneNumber
TenedoHa nosb3oBaTens
DYHKLUMS NO3BOASET NOAYUUTb MHPOPMALMIO O
GetUserPhonelnfo YHKU Y opmaul
HoMepe TenedoHa nonb3oBaTens
. DYyHKLUMS No3BONASET A406aBUTb MOJIb30BATESIO
SetUserEmail yHKU A

aapec 31'IeKTpOHHOl71 MoYThl

GetUserEmaillnfo

®DyHKUMSA NO3BONAET NOYUYUTb UHOPMaUnto 06
aapece 3NeKTPOHHON MoYTbl MOJIb30BaTENS

SetUserSimAuthToken

QOYyHKLUMSA NO3BONSET HAa3HaYNTb NOb30BaTENIO
AaHHble Ans ayTeHTudmnKaumum nocpeacrtsom SIM-
KapTbl

GetUserSimAuthInfo

®OyHKUMSA NO3BOMIAET NONYUYUTb UHDOPMALMIO O
[JaHHbIX, UCMONb3yeMbIX Monb3oBaTeneM Ans
ayTeHTUdUKaLumMm nocpeacTsoM SIM-kapThbl

UpdateUserSimAuthTok
en

dyHKUMS No3BOAsSeT 06HOBUTL AaHHbIE,
MCrnosib3yeMble nosib3oBaTesieM Ans
ayTeHTMduMKaunm nocpeacrsom SIM-kapThl

@OyHKUWS MO3BONSAET Ha3HaYUTb NOJIb30BaTENO

SetUserOtpToken OaHHble Ana ayTeHTUdMKaunum no NpoToKony
OATH
dyHKUMSA No3BONSET NOMYYUTb MHDOPMaLUIO O
GetUserOtpTokenInfo OaHHbIX, UCNOMb3yeMbIX Mosib30oBaTeneM Ans

ayTeHTMdMKaumm no npotokony OATH

SetUserMobileAuthToke
n

dyHKUMS NO3BOJISET Ha3HA4YMUTb NMOb30BaTENO
AaHHble Ans ayTeHTudunkaumm yepes MobunbHoe
npunoxeHue

GetUserMobileAuthlInfo

®OyHKUMUSA NO3BOMAET MNONYUYUTb UHDOPMALMIO O
[aHHbIX, UCMONb3yeMbIX Monb3oBaTeneM Ans
ayTeHTUdUKaLunmn yepes MobUIbHOE NPUNOXEHNE

DeleteUserMobileAuthT
oken

®yHKUMSA No3BONSET yAanuTb AaHHblE ANS
ayTeHTUdMKaunm yepes MobusibHoe NpuoXeHue
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OyHKUMA

OnucaHune

OrpaHn4yeHus Ha
ncnosib3oBaHne PyHKLUN

UpdateUserMobileAuthT
oken

(DYHKLLVIQ no3sonsetr o6HOBUTb AaHHble,
MCnosib3yeMble Nonb3oBaTeNeM ans
ayTeHTudurKaunm yepes MobunbHoe NpuIoxXeHne

ResetPassword

®yHKUMS No3BoNsieT c6pocuTb Naposib
nosnb3oBaTens

SendUserSimAuthLifecy

dyHKUMS oTnpaBnseT coobLeHNE XXU3HEHHOIO
umknia annneta Ha SIM-kapTe (akTuBaums

He co3paer
KpunTorpadumyeckn onacHbIX
MocneacTBui, Tak Kak He

cleMessage annneTa, CMeHa NUH-KoAa ANa AoCTyna K knwdy | pabortaer ¢
annneTa, Nosly4YeHMe cTaTyca anniera) KpunTorpadgunyeckmumm

obbekTamu

He co3paet

SendUserSimAuthChan
geKeyRequest

dyHKUMS oTnpaBnseT cooblieHne o CMeHe
K/toya ayTeHTudukaummn annseta Ha SIM-kapTe

KpunaTorpadumyeckn onacHbIX
nocneacTBMin, Tak Kak He
paboTtaet c
KpunTorpadunyeckmumm
obbekTamm

GetSimAuthTokenMessa
geStatus

OYHKUMSA nony4yaeT cTaTyCc OTrnpaBAeHHOro
COODLLEHNS KU3HEHHOrO LMKAa annieTta Ha SIM-
KapTe

He cospaet
KpunTorpadunyeckn onacHbIX
MocneacTBui, Tak Kak He
paboTtaet c
KpunTtorpadgunyeckmummn
obbekTamu

AssignUserMobileAuthT
oken

DYHKUNSA NO3BONAET HA3HAYUTb NOMb30BATENO
AaHHble Ana ayTeHTUdurKkauum yepes MobuabHoe
npuioXeHue

He cospaet
KpunATorpaduyeckn onacHbIX
nocneacTBMin, Tak Kak He
paboTaet C
KpunATorpapuyeckumm
obbekTamm

RemoveUserAuthenticat
ionData

OYHKUMSA yaanseT ayTeHTUDUKALMOHHbIEe
AaHHble rnonb3oBaTens

He cospaet
KpunTorpadumyeckn onacHbIX
MocneacTBuin, Tak Kak He
paboTtaet c
KpunTorpagunyeckmummn
obbekTamu

SetMobileAuthDeviceTh
umbprint

(DYHKLLVIF! MO3BOJIAET 3a4aTb A4 NOJZib30BaTensd
0oTne4YaToK YCTPOMCTBA Npu ayTeHTudMKaumm
yepe3s MObubHOE NPUIoXeHNe

He co3paeT
KpunTorpaduyeckn onacHbIxX
NnocneacTBui, Tak Kak He
paboTaet C
KpunATorpapuyeckumm
obbekTamu

SetUserAirKeyAuthToke
n

Ha3sHauyeHne ayTeHTUdUKaLMM C NOMOLLbIO
Mob6unbHoro npunoxeHus AirKey

He co3paet
KpunTorpadumyeckn onacHbIX
NMoCneacTBUIA, Tak Kak He
paboTtaet c
KpunTorpagunyeckmummn
obbekTamu

GetUserAirKeyAuthInfo

Mony4yeHne napamMeTpoB ayTeHTUdUKaUMKN Yyepes
MobunbHoe npunoxeHune Airkey

He co3paeT
KpunTorpaguyeckn onacHbIxX
nocneacTBuin, Tak Kak He
paboTaet C
KpunATorpapuyeckumm
obbekTamMu

UpdateUserAirKeyAuthT
oken

O6HoBNeHMe ayTeHTUMOUKALUNOHHbBIX AaHHbIX Npu
ayTeHTUdUKauumn yepes MobUIbHOE NPUNOXeEHNE
AirKey

He co3paet
KpunATorpapuyeckn onacHbIX
nocneacTBMin, Tak Kak He
paboTaet ¢
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OyHKUMA

OnucaHune

OrpaHn4yeHus Ha
ncnosib3oBaHne PyHKLUN

KpunTorpaduyeckmumm
obbekTamm

DeleteUserAirKeyAuthT
oken

YpaneHne ayTeHTUPUKALMOHHbIX AAHHbBIX MpU
ayTeHTMdMKaunm yepes MobuibHOE NpuUIoXeHue
AirKey

He cozpaer
KpunTorpaduyeckn onacHbIxX
NnocneacTBui, Tak Kak He
paboTaet C
KpunATorpapuyeckumm
obbekTamMu

SendAirKeySecondPart

OTnpaBka Koda akTusauMn Ksro4ya
ayTeHTUdUKaLMN Npu ayTeHTUPUKaumMn yepes
MobunbHoe npunoxeHue AirKey

He co3paert
KpunTorpapuyeckn onacHbIX
NoCneAcTBUI, Tak Kak He
paboTtaet c
KpunTorpadgunyeckmumm
obbekTamu

DYHKUMS NOJyYaeT CNNCOK CPeacTB

He co3paeT
KpunTorpagunyeckn onacHbIxX
MoCneacTBUM, TakK Kak He

GetAuthnTokens .
ayTeHTMdMKauMm Ans Bcex rnonab3oBaTtenen paboTaet c
KpunATorpaduyeckumm
obbekTamMmn
®DyHKUMKN ans paboTbl co cxeMoi ayTeHTUhMKaumm
. — dyHKuMa nossonseT 4obaBuTb METO,
AssignAuthenticationMe YHKU A A
thod ayTeHTMdMKauMmM B CxeMy ayTeHTudumkaumm
nonb3oBartens
_— ®OyHKUMS NO3BONSAET YAaIUTb METO,
RemoveAuthenticationM YHKU yA A
ethod ayTeHTMdMKauMmM n3 cxembl ayTeHTUdMKaUum
nonb3oBartens
GetUserAuthenticationS | ®yHkuUMS no3BonsgeT NONYYUTb MHDOPMaLUIO O
cheme cxeme ayTeHTuduKaumm nonb3oBaTtens
®DyHKUMM ans paboTbl C NOJIMTUKOW onepauui nonb3oBarTens
. . ®yHKUMS NO3BOJSET NOAYUNUTb NONUTUK
GetUserOperationPolicy YHKU v y
NOATBEPXAEHUS onepauumn
. . ®OyHKUMS NO3BONSAET 3a4aTb NOJINTUK
SetUserOperationPolicy YHKLU A . y
NOATBEPXAEHMS onepauMin Nonb3oBaTens
He co3paet

GetUserAccessPolicy

®OYHKUMS NO3BOSIAET NOMYYUTb NOUTUKY
[OCTyna K onepaumsm

KpunTorpagunyeckm onacHbIxX
MocneacTBui, Tak Kak He
paboTaet c
KpunATorpaduyeckumm
obbekTamu

SetUserAccessPolicy

®yHKUMSA NO3BONAET 3aJlaTb NOMUTUKY AOCTyNa K
onepauusam

He co3paet
KpunTorpadumyeckn onacHbIX
NMoCcneacTBUIA, TaK Kak He
paboTaet c
KpunTorpadumyeckumm
obbekTamu

AbcontoTHbIn URL-aapec CepBuca YnpaneHnus lNMNonb3oBaTensiMm MMEET BUA:

https://<hostname>: <port>/<ApplicationName>/<RelativeAddress>, rae

e hostname

- DNS-uMa xocTa, Ha KOTOpOM

NaeHTndnkaymm

pa3BEPHYT

3K3eMnnsap

LleHTpa
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e port - TLS nopt. No ymonuyaHuto 443.

e ApplicationName - wumsa Beb-npunoxeHua LeHTpa UNaeHTudukaumm. Mo yMonvaHuio
STS.
¢ RelativeAddress — oTHOCUTENbHbIN agpec:
o [Ona obpaweHus k CepBuCy ynpaBfeHUs MONb30BaTeNsMU MO ABYCTOPOHHEMY
TLS coeauHeHUo C ayTeHTudukaumein no ceptudukaty Heobxoammo
obpatutbes no cnepyoowemy OTHOCUTE/IbHOMY ajpecy:

«UserManagement.svc/cert».

Tabnnua 5 - NepeueHb meToaoB nHtepdenca REST API CepBuca YnpasneHus Nonb3oBatenamm

OrpaHuyeHus Ha

OyHKUMA OnucaHune
ncnonb3oBaHne yHKUUN

DYyHKUMSA NO3BONSET OCYLLECTBUTb NONyYEHNE,
user/{id} yAaneHue, a Takxe MoamduKkauuo y4eTHON 3anucu
nonb3oBartens

OYHKLUMSA NO3BOMSET OCYLLECTBUTbL NOJSTyYEHNE U

user o
co3aHne y4eTHOM 3anncun nonb3oBaTend

CDYHKLI,MFI NMO3BOJIAET NOSy4aTb, [o6aBnaTb n

user/{id}/login
yAansaTb NOrWHbI Nosib3oBaTens

dyHKUUS NO3BOSISIET 3a610KMPOBaTL UK

user/{id}/lockout .
pa36noKnpoBaTh YYETHYHO 3anucb Nofib30BaTeNs

DYHKUMS NO3BONSET MNOSYYUTb CINCOK
users nonb3oBaTenen, oTBevaLwmx 3agaHHoMy Habopy
dunbTpoB

®yHKUMn ans pabotbl ¢ ayTeHTUdUKALMOHHON MHdOPMaLuuein nonb3oBaTens

DYHKUMS NO3BONSET MOMYUYUTb, U3MEHUTb U YAANSATb
user/{id}/phonenumber MH(opMauuo 0 Homepe Mo6MNbHOro TenedoHa
nonb3oBartens

He co3paeTt
KpunTorpagunyeckm
onacHbIX NOCNeACcTBUN,
TakK KakK He paboTtaeT c
KpunTorpadnyeckmmm
obbekTamm

DyHKUMSA NO3BONSET yNpaBnaTb NapaMeTpamm
user/{id}/airkeyauth ayTeHTMdMKauum Nonb3oBaTesnsa C NCNOJSIb30BaHUEM
MobunbHoro npunoxeHunsa AirkKey

CDYHKLI,VIH MO3BONSAET NONTYUYUTb, UBMEHUTb U YAaNATb

user/{id}/email MHdopMauurto 06 agpece 3NeKTPOHHOM MOYThI

DYHKUMSA NMO3BONAET YNpaBnATb NapamMeTpamm
user/{id}/oath ayTeHTUdmKaumm Nnonb3oBaTens ¢ UCNob30BaHUEM
0AHOpPa30BbIX Naponemn

DYyHKUMS NO3BONSET yNpaBnaTb NapaMeTpamm
user/{id}/simauth ayTeHTUdMKauum nonb3oBaTens C UCNosib30BaHUEM
SIM-kapThbl

DyHKUMSA NO3BONSET yNpaBnaTb NapaMeTpamm
user/{id}/mobileauth ayTeHTMdMKauum Nonb3oBaTesnsa C NCNOoJSIb30BaHNEM
MOBUIBbHOIrO MPUIOXKEHUSN

DyHKUMS NO3BONSET YNpaBnaTb NapaMeTpamu
user/{id}/mydss ayTeHTUdMKauumM Nonb3oBaTensa C NCNoJsIb30BaHNEM
MobunbHoro npunoxeHns myDSS Client
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dyHKUMM ana paboTbl CO cxeMOW ayTeHTU(UKauum nosb3oBartesns

user/{id}/authmethod

DYHKLMA NO3BOASAET NOAYUUTb UHDOPMALIUIO O
cxeme ayTeHTuduMKaumMm nosb3oBaTtens

user/{id}/authmethod/id
only

®yHKUMA No3BongeT 4o6aBUTb B CXEMY
nofib30BaTtens Uan yaanuTb MeTo ayTeHTUdbUKaumm
«TONbKO MAeHTUdUKaLMA>

user/{id}/authmethod/p
assword

®yHKUMA NO3BONSET A06ABUTL B CXEMY
nonb3oBaTensa Unn ygaantb METOA ayTeHTVI(bVIKaLI,VIVI
no naposnio

user/{id}/authmethod/ot
pviasms

OyHKUMA no3sonseTt nobaBuTb B CxeMy
nosb3oBaTensa Win yaanuTb MeTod ayTeHTudmKaumm
C NOMOLLbI 04HOPa30BbIX naposien no CMC

user/{id}/authmethod/ot
pviaemail

DyHKUMSA no3BonseT 4obaBUTb B CXEMY
nonb3oBaTens Uan yaanuTb MeToA ayTeHTudMKauum
C NMOMOLLbI0 04HOPA30BbIX NMApPOJSIEN NO 1EKTPOHHOM
noute

user/{id}/authmethod/o
ath

dyHKkuuns nossonseT 4o6aBUTb B CXEMY
nonb3oBaTensa Win yaanutb MeToa ayTeHTUudukaumm
no npotokony OAth

user/{id}/authmethod/si
mauth

DyHKUMSA no3eonseT AobaBuTb B cxemy
nosib3oBaTensa Win yaanuTb MeTo4 ayTeHTudmKaumm
yepes SIM-kapTy

user/{id}/authmethod/m
obileauth

DyHKUMSA no3BonseT 4obaBUTb B CXEMY
nonb3oBaTens UAn yaanuTb MeToA ayTeHTUdMKauum
yepes MobunbHOE NpUIoXeHne

user/{id}/authmethod/e
xternal

OyHKUMA no3sonset nobasutb B Cxemy
nonb3oBaTensa Win yaanuTb MeToA ayTeHTUdMKaumm
yepe3s SAML-TokeH

user/{id}/authmethod/ce
rt

OyHKUMSA no3BonseT AobaBUTb B CXeMy
nonb3oBaTeNa Wn yaanutb MeToa ayTeHTUdMKaumm
no X509 ceptudukaty

user/{id}/authmethod/ai
rkey

®yHKUMA NO3BONSIET A0D6ABUTL B CXEMY
Nnonb30BaTeNs WY yaanuTb METOA ayTeHTUdUKaUUM
yepes MobubHOE npunoxeHune AirKey

He co3paeTt
KpunTorpagunyecku
onacHbIX NOCNeacTBUN,
TaK KakK He paboTtaeT c

Kpuntorpadunyeckumm
obbekTamMm
. DYHKUMSA MO3BONAET A06aBUTb B CXEM
user/{id}/authmethod/m | ~YH*!H A Y
nonb3oBaTensa Un yaanuTb MeToa ayTeHTUdMKaumm
ydssauth -
yepes MobunbHoe npunoxenme myDSS Client
He cospaet
KpunTorpadunyecku

authntokens

OyHKUUA NO3BOASET NONYYNTb CBEAEHUS O
cpencrteax aYTEHTVICI)VIKaLI,VIVI nonb3oBartenemn

OMNacCHbIX MOCNEeACTBUM,
Tak Kak He paboTtaeT C
KpunTorpagunyeckmumm

obbekTamm

dyHKUuMM ansa paboTbl ¢ rpynnamMm nosib3oBatens

user/{id}/group

®YHKLMSA NO3BONSET NONYYNUTb UM HA3HAUNUTD
rpynny nonb3osaTens

groupPolicy/{groupName
b

®yHKUUSA NO3BOJISIET NMONYYUTb HACTPOWMKMK ANs
rpynnbl Nonb3oBaTenemn

dyHKUuMM ana paboTtbl C naponem

user/{id}/password

®DyHKLMA No3BoNSET C6pOCUTbL Maposib
nosib3oBaTtens
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q)YHKI.IVIVI ansa paGOTbI C pa3nnuunTenibHbiIM UMeHEeEM

user/{id}/dn

OYHKLUMA NO3BONSET NMOSYUYUTb UNU HA3HAUUTL
pasnnyntenbHoe NM4A cy613eKTa

dDyHKUMN ana paboTbl C NOJIMTUKOWU onepaumi

user/{id}/operationpolicy

DYHKLUMA NO3BONASET MOSYUYUTb UM HA3HAUUTL
MNONINTUKY NoATBEPXAEHUA onepaumﬁ nonb3oBaTens

user/{id}/accesspolicy

OYHKLUMSA NO3BONASET MOSYUYUTb AU HA3HAUUTL
NOJIMTUKY A0CTyNna K onepaunaMm nosib3oBaTtens

He co3paeTt
KpunTorpagunyecku
onacHbIX NOCNeAcTBUN,
TaK KakK He paboTtaeT c
KpunTorpapunyeckmmm
obbekTamMmn

user/{id}/lockout

DYHKUMSA NO3BOJISET YNpaBasiTb 6/T0KMPOBKON n
pa3610KNMpOBKOM Mosib3oBaTens

He co3paer
KpunTorpadunyeckm
OMacHbIX NOCNeACTBUN,
Tak Kak He paboTtaeT C
Kpuntorpagunyeckmmm
obbekTamu

user/{id}/notifications/p
olicy

CDYHKLI,MH NMO3BONAET NONYYUTb NN HAa3HAYUTb
NOJINTUKY OMNOBELWEHNA NOoSib30BaTeNA

Apyrune dbyHKLUUN

policy

DyHKUMSA NO3BONSET NONYUUTb 06LME HACTPONKHK
CepBuca YnpaBneHus nonb3oBaTenamm

B Tabnuue 5 npuBeaeHbl oTHocuTenbHble URL-agpeca metopaos REST API CepBuca YnpasiieHus

Monb3oBartenamu. AbcontoTHeih URL-agpec metogos REST API nmeet Bua:

https://<hostname>:<port>/<ApplicationName>/ums, raoe

e hostname -

NaeHtTndpunkaumm.

DNS-unmsa

XoCcTa, Ha

e port — TLS nopt. Mo ymonyaHuto 443.

KOTOpOM

pasBEPHYT

ak3eMnnap LleHTpa

e ApplicationName - uma Beb-npunoxeHusa LeHTpa WNaeHTudukaummn. Mo ymonuaHuio

STS.

Tabnuua 6 - MNMepeyeHb MmeTogoB WS-Trust nHtepdeica LleHTpa MaeHTndunkauyum

Issue

OyHKUMS BbINyCKa Mapkepa
6e3onacHocTH

He co3spaet kpuntorpadumyeckm
onacHbIX MOCNeaCTBMI, Tak Kak He
paboTaeT ¢ Kpuntorpadunyecknmm
obbekTamm

Tabnuua 7 - MNepeyeHb KOHeYHbIX Todek OAuth 2.0 nHtepdeiica LleHTpa MaeHTudunkaumm

oauth/authorize

AZpec KOHeYHoW ToYkM Ans
aBTOpU3aLMM MO NMPOTOKONY
OAuth 2.0

He cospaet kpunTorpadumyeckn
OMnacHbIX NOCNEeACTBUN, TaK Kak He
paboTaeT ¢ KpunTorpadnyecknmm
obbekTamm

oauth/token

AOpec KOHEYHOM TOYKM Mo
BbINYCKY Mapkepa

He co3paeT kpunTorpaduyecku
OMacHbIX NOCNeACTBUI, TaK KaK He
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6e3o0macHOCTK NO NMPOTOKOY paboTaeT c kpunTorpadmnyecknmm
OAuth 2.0 obbekTamm

Tabnnua 8 - [lepeyeHb KOHEYHbLIX TOYEK MPOTOKOMA CTPOro noaTBepXxAeHus onepaunn LleHTpa

naeHtndpunkaumm

confirmation

He co3pgaeTt kpuntorpadpuyeckm

DYHKLUMS CTPOro onacHbIX NOCNEeACTBUIA, TaK Kak He
noATBEPXAEHUSA onepauuni paboTaeT c KpunTorpapunyeckuMm
obbekTamm

B Tabnuuax 6, 7, 8 npuBeaeHbl oTHocuTeNbHble URL-aagpeca METOA0B M KOHEYHbIX ToYeK MHTepderica

ayTeHTMdMKaunMm n noaTeepxaeHus onepaumi LenTpa WaeHtudukaumm. AbcontoTHbih URL-appec

MEeToA0B UMEET BUA:

https://<hostname>: <port>/<ApplicationName>, rae

hosthame - DNS-uMs XxoCTa, Ha KOTOPOM pa3BEpHYT 3k3emnnsap LleHTpa

NaeHTndunkaumnn.
port — TLS nopTt. Mo ymMmonuanuio 443.

ApplicationName - ums Beb-npunoxeHus LeHTpa WaeHTudwukauymmn. Mo ymMonyaHuio
STS.
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MpunoxxeHune 3. NepeyeHb BbI3OBOB, UCMOJIb30BaHUE KOTOPbIX NpU
pa3paboTke cucteM Ha ocHoBe ppeiMMBOpPKOB «myDSS SDK»,
«CbepbaHk myDSS SDK>» n «DSS Client SDK» ¢ yyetom n.1.5

dopmynsapa XXTAN.00096-02 30 01 BO3MOXXHO 6e3 AONONIHUTENIbHbIX

TeMaTU4YeCKMX uccnenoBaHUm

Tabnvua 1 -
myDSS SDK»

MepeueHb MeTOmOB WHTepdencos dperimBopkoB «myDSS SDK» un «C6epbaHk

MeTop,

Onuncanune

OrpaHuyeHus Ha
ncnonb3oBaHWe MeToaa

MHuumanusaumsa peMmBopka

initRNG

MeToa OTKpbIBaeT OKHO 6rnonornyeckoro
AaTynKa cnyanHux yucen.

JonxeH 6biTb BbI3BaH A0
MCMNoNb30BaHUSA Nob6bIX
ApYyrMx MeToAoB u3
AaHHOM Tabnuubl.

init (Android)

MeToa nHuumManusaumm 6ubnuoTtexku.

initialize (i0S)

setLoglevel MeToa ycTaHaBinBaeT ypoOBEHb JIOrMPOBaHMA.
MeTopA ycTaHaBnMBaeT TUM KOPHEBOIO

setRootCertificateType cepTudmkaTa 419 B3aMMOAENCTBUS C

cepBepoM.

destroy (Android)

MeTopa 3aBepllaeT Ucnosb3oBaHne 6MbnnoTeku.

getVersion (Android)
version (i0S)

MeToa BO3BpalLaeT Bepcuio dpenMBopKa.

YnpasneHue ceptudmkaramm

nosb3oBaTens

createCertificate

MeToa co3aaHus 3anpoca Ha cepTudukat
KJt04a NPOBEPKWN 3NEKTPOHHOM noanucu.

setCertificate

MeToa yCTaHOBKM cepTudMKaTa Kioua
NPOBEPKWN 3/1EKTPOHHOM MOAMUCH.

listCertificates

MeToZ4 nony4YyeHuMs cnncka 3anpocoB Ha
cepTuduKaTbl U CNMCKA CEPTUDUKATOB KItoYen
MPOBEPKN 31EKTPOHHOM MOAMUCH.

setCertificateFriendlyName

MeTog yCTaHOBKMW Ha3BaHUs cepTudmkaTa
K/Il0Ya NPOBEPKM SNEKTPOHHOM moanucu.

setDefaultCertificate

MeToa ycTaHoOBKM cepTudmkaTa Kao4a
NPOBEPKWN 3/1EKTPOHHOM NOANUCH
cepTudUKaToM Mo yMONYaHuIo.

revokeCertificate

MeTopa 0T3biBa cepTudurKaTa KtoUya NpoBeEpPKM
3N1EeKTPOHHOW NOAMUCHK.

deleteCertificate

MeTo4 yaaneHus ceptudukaTta unm 3anpoca Ha
cepTuduKaT K/toYa NPOBEPKUN 3/TEKTPOHHOM
noAnucu.

suspendCertificate

MeToZ4 NpMoCTaHOBNEHUS AEACTBUSA
cepTudumKaTa Ko4a NMNpoBEPKN 3/TIEKTPOHHOM
noanumcu.

unSuspendCertificate

MeTon BO306HOBNEHUS AENCTBUSA cepTUdmKaTa
KJIl04a MPOBEPKM INEKTPOHHOM NOAMUCH.
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Onepauuu noanucu

confirmOperation

MeToa NoATBEPXAEHUSA onepaunmn noanucu.

signDocuments

MeToa noanucum AOKYMEHTOB.

signDocumentsOffline

MeToa popMmpoBaHus 3anpoca Ha noanucb 6e3
OTNpaBKW Ha cepBsep.

YnpasseHue y4yeTHbIMU 3aNUCAMM NOJsb30BaTens

MeToa co3paHunsa HenOﬂ,TBep)K,D,EHHOﬁ YHETHOVI

createDSSUser 3anMcu Nosib3oBaTesisi C NoSly4YeHUeM BeKTopa
ayTeHTMdMKALUNM K HEN.
MeTon onpenensieT cogep)xaHue 3apaHee
analyzeQR A onpea Acp P

packoampoBaHHoro QR-koaa B BuAe CTPOKMU.

listStorage (Android)
users (i0S)

MeToA nonyyeHus AOCTYMNHbIX BEKTOPOB
ayTeHTUdUKaLMW.

createDSSUserWithInitQR

MeToA4 co3gaHus HENOATBEPXAEHHOW YYEeTHOM
3anMcu Nosb3oBaTens C NojlyyeHneM BekTopa
ayTeHTUdUKaLMN K Heil ¢ ucnonb3osaHnem QR-
KoAa.

checkApprovalStatus

MeToA npoBepKM cTaTyca 3anpoca Ha
pobaBneHue yCcTponcTBa K YYETHOW 3anmcu.

MeToa nepeMMeHOBaHUA BeKTopa

rename
ayTeHTudMKaumm.

revoke MeToz 0T3biBa BEKTOpa ayTeHTUdMKaLmu.

delete MeToa yaaneHmns BeKTopa ayTeHTUdMKaUNK.

submitPassword

MeToa BBOAA Maposisi BEKTopa
ayTeHTudmKaumm.

changePassword

MeToA M3MeHeHUsI Mapons BeKTopa
ayTeHTudMKaumm.

createDSSUserWithApproval

MeTon co3aaHus 3anpoca Ha gobaBneHue
YCTPOWCTBa K YYETHOM 3amnncu.

MeToa nony4vyeHus c cepeepa Crnmcka Bcex

listDevices -

YCTPOWCTB ANa AaHHOro nonb3oBaTens.
reiect MeTog noatBepxaeHnsa gobaBneHus kno4va Ha

) HOBOE YCTPOICTBO.

MeToz OTKNOHEeHUs fobaBneHnsa Kda Ha
approve ¥

HOBOE YCTPOICTBO.

MeTozL noaTBepXxAaeT npucoeamHeHune
acceptAccountChanges MOBMABHOIrO YCTPOMCTBA K YYETHOM 3anmcu

nonb3oBaTtens.

MeToa OT3bIBa aneHus) yCcTpoiicTea n
revoke A (va ) yerp

COOTBETCTBYOLWEN0 EMY K/to4a.

MonyyeHune HacTpoek cepBuca

getDSSParams

MeToa 3anpoca napameTpos cepsepa DSS.

getDSSSignParams

MeTopa 3anpoca napaMeTpoB NOANUCKU cepBepa
DSS (cnucok npodgunen noannucu, napameTpsbl
YpocTtoBepswowmnx LleHTpos u T.1.).

getOperationsList

MeToa NosyYyeHus cnucka onepaumii c
cepBepa.

getOperationsHistory

MeToA NonyYeHUst UCTOpUM onepaLmii
nofib30BaTens Ha cepsBuce.

YnpaBneHne fOKyMeHTaMu

uploadDocument

MeToa 3arpy3ku AOKYMeHTa Ha cepBep.
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Tabnuua 2 - NepeyeHb MeToaoB nHTepdencos dpenmeopka «DSS Client SDK»

MeTon

OnuncaHune

OrpaHuyeHus Ha
MCNosib30BaHMe MeToaa

MHuumanusaumsa ppeMmBopka

initBioRng

MeToa oTobpaxaeT 6MoNOrnyecknin aaTumK
CNyYanHbIX yncern.

JoskeH 6bITb Bbi3BaH A0
MCMoJIb30BaHUs NtobbIX
OPYTUX METOAOB M3 AaHHOM
Tabnuubl.

init

MeToa nHuunanusaumm dppenmBopka.

registerActivityContext

MeTopa pernctpaumn 6asoson Activity c
MHTEerpaumen knaccos SDK.

YnpaBneHue ceptucdpukatammu

nosib3oBaTtens

MeTopa co3gaHus 3anpoca Ha cepTudumkaTr

getCert 2
KJ1to4a MpOBEPKWN 3/TEKTPOHHOM MOAMNUCH.
MeTopn ycTaHoBKW cepTudunkaTta
setCert Nnonb3oBaTensa K4a NpoBepKn 31eKTPOHHOMN
MoAnucHu.
MeToa nony4yeHma cnncka 3arnpocos Ha
getCertList ceptTuduKaTbl U CNMCKa cepTUPUKATOB
KtO4eNn NPOBEpPKU 31EKTPOHHON NOAMUCH.
MeToA yCTaHOBKM Ha3BaHUs cepTudukaTta
setNameCert Ay ep ®
KJ1t04a MpOBEPKWN 3/IEKTPOHHOM MOAMUCH.
MeTopa oT3blBa cepTudUKaTa Kaoya NpoBEPKMU
revokeCert A pTUd posep

3ﬂeKTpOHHOl7I noanuncu.

setDefaultCert

MeToa yCTaHOBKM cepTudmKaTa Kioda
NPOBEPKWN 3/TEKTPOHHON MOoAMUCH
cepTMdUKaTOM Mo yMONUaHMIO.

deleteCert

MeToa yaaneHunsa ceptudukaTta unm 3anpoca
Ha cepTuduMKaT Ko4Ya NpoBepKu
3/IEKTPOHHOM MOAMMUCH.

suspendCert

MeToA NpUOCTAHOB/IEHUSA AENCTBUSA
cepTuduKaTa KUa NpoBepPKU SN1EeKTPOHHOM
noAnucu.

resumeCert

MeToz BO306HOBNEHUS AEACTBUSA
cepTudumKaTa Koya NpoBEPKN 3/TIEKTPOHHOWN
noAnucu.

Onepauuu noanucu

MeToa noATBepXAEHUS orepaunm NoanucH,

signMT "

CO34aHHOM Ha cepBepe.

MeToA NOATBEPXXAEHMS onepauum NOAMUCH,
signMO CO34aHHOM Ha knueHTe (B MOH6UABHOM

MPUNOXEHUN).

MeToa BbINOSIHEHMS “OTNOXEHHON nognucn”

NS cueHapusa NoAnucKM Co3naHHOM Ha

deferredRequest A H P A A

cepBepe nnu Ha knmeHTe (B MO6UIbHOM
NpUNoXeHnn).

AyTeHTUdMKaLua nosb3oBaTens, yrnpas/ieHue BeKTopaMu ayTeHTudukaumm

init (Android)
_init (i0S)

Metog ans online perncrpauum nonb3oBaTtens
Ha cepsepe myDSS, ecnu cepsep
noaaepxusaeTt online perncrpaumto.
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MeTog ansa online pernctpaunu nonb3osaTtens
Ha cepBepe myDSS nocpeactsom kinit. Ha

kinit
cepBepe Co34aeTcs HeENoATBEPXKAEHHOE
MO6WIbHOE YCTPOWCTBO.
MeToa AN 3arpy3ku AaHHbIX, NepefaHHbIX B
scanQR il PYy3Kku 4 , nepes,

Bmae QR-koaa.

addNewDevice

MeToa nHuuManusaumm nNpuIoXeHUsa ans
HOBOIO YCTpOﬁCTBa nonb3oBaTens.

confirmNewDevice

MeToA NoATBepXAeHMS 3anpoca Ha
fobaBreHne HOBOMo YCTPOICTBa.

MeToa npoBepku cTaTtyca 3anpoca Ha

checkStatus N

perncrtpaumio HOBOro yCTpOnCTBa.
. MeToa nosnyyeHUss BEKTOPOB

getAuthList A Y P
ayTeHTudumKaumu.

removeAuth MeToa yaaneHus BeKTopa ayTeHTudukauum.
MeTon nepeMMeHOBaHUS BeKTOpa

renameAuth A nep P
ayTeHTuduMKaumm.
MeToa Ans BBOAA MAposisi HA BEKTOP

setPassAuth ayTeHTuduMKaumm (ceccuto paboThl
MPUI0XEHUS).
MeToa U3MeHeHMs Maposisi BEKTopa

changePassAuth A P P
ayTeHTudumKaumu.

confirm MeToA NOATBEPXAEHMS YCTAHOBKWM BEKTOpa
ayTeHTuduMKaumu.

verify MeToA NOATBEPXAEHUS NMPUBSA3KM MOBUABHOIO

YCTPOMCTBA K YYETHOM 3anucu.

MonyuyeHne HacTpoek cepsBmca

getOperations

MeToZ4 Mony4YaeT CMCOK onepauuii.

getHistoryOperations

MeTog nosy4yaeT UCTOpULO onepaumm
nosb3oBaTens Ha cepsuce myDSS.

getParamDSS

MeToa nony4aeT noauTukK cepsmca myDSS
API Gateway.

getCaParams

MeToa nonydaet nonmntmnky Cepsuca
Moanwucn.

setPersonalisation

MepcoHanusauus s3neMeHToB UHTepdeiica
SDK.

getUserDevices

MeToZ nony4aeT cBefeHust 06 ycTpolicTeax
nonb3oBaTens.

YnpaBneHne fOKyMeHTaMu

downloadDocument

METOD, CKa4yMBa€eT AOKYMEHT C CeEpBEpa
myDSS.

uploadDocument

MeTogq 3a rpyxaet AOKYMEHT Ha cepBep
myDSS.
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MpunoxxeHue 4. NepeyeHb BbI3OBOB, UCMNOJIb30BaHUE KOTOPbIX ANS

peanusaumm TLS-coeanHeHUs C OAHO- U ABYCTOPOHHEMN

ayTeHTUPUKaumen npm paspaborke cucrem Ha ocHoBe «Kpuntollpo
DSS>» c yuetoMm n.1.5 ®opmynsapa XXTAN.00096-02 30 01 BO3MOXKHO

6e3 AoNnoJZIHUTENIbHbIX TEMAaTUUYECKUX UCCIeaoBaHumn

Tabnuua 1 -

MepeyeHb MeTOAOB A3blka Java Ana peanusaumm TLS-coeanHeHnss c oAHO-

OBYCTOPOHHeN ayTeHTUdumkaumen noa ynpasneHneMm OC Android

MeTop,

OnuncaHune

OrpaHuyeHnsa Ha UCcnonb3oBaHWe MeTona

DyHKUMM yCcTaHOBKU TLS-coeanHeHust u npuéma/nepenaum gaHHbIX

initClientSSL obbekTa
ru.CryptoPro.ssl.
TLSContext

DYHKUMSA CO34aHNSA U
MHUUManNmM3aunm obbekTa
SSLContext ana kKnnMeHTCKOn
CTOpPOHbI TLS-coeanHeHus ¢
OAHOCTOPOHHEN
ayTeHTUdMKaLmMen.

PaspelleHa npu ykasaHum B KayecTse
napametpa tlsProvider 3HauyeHns «JTLS».

[JonxHa 6bITb Bbi3BaHa B ciy4dae TLS ¢
OAHOCTOPOHHEN ayTeHTUPUKaLMeN.

lMepen vcnonb3oBaHUEM CUCTEMHASA
nepemMmeHHas
«tls_prohibit_disabled_validation» gonxHa
6bITb yCTaHOBNEHA B 3HaYeHue «True»

initAuthClientSSL ob6bekTa
ru.CryptoPro.ssl.android.
util. TLSContext

OYHKUMA CO34aHNA U
MHUUManNmM3aunm obbekTa
SSLContext ana kKnAnMeHTCKON
CTOpPOHbI TLS-coeanHeHus ¢
OBYCTOPOHHEN
ayTeHTUdMKaLmen.

PaspelieHa npu BbINOSIHEHNMN ClEAYIOWNX
YyCNoBWiA:

e [0/1KHa 6bITb MCKIOYEHA NapannenbHas
ycTtaHoBka TLS-coeanHeHun ¢
OBYCTOPOHHEN ayTeHTudurKaunen apyrmmm
TLS-kNMeHTamMun 1 napannenbHas
yCcTaHoBKa TLS-coeanHeHui ¢
OAHOCTOPOHHEN ayTeHTUdUKaumen
TeKyLlWUM TLS-KINEHTOM;

e B kauecTBe tlsProvider n keyStoreProvider
[O/MKHbI 6bITb YKa3aHbl 3Ha4YeHus «JTLS»
n «JCSP» COOTBETCTBEHHO;

[omxHa 6bITb Bbi3BaHa B ciy4vae TLS ¢
ABYCTOPOHHEN ayTeHTUdUKaUMEN.

Mepea Mcnonb3oBaHMEM CUCTEMHAs
nepemMeHHas
«tls_prohibit_disabled_validation» gonxHa
6bITb yCTaHOBNEHA B 3HayYeHne «True»

getSocketFactory ob6bekTa
SSLContext

OyHKUMS co3aaHusa obbekTa
SSLSocketFactory Ha ocHoBe
Tekywero SSLContext

PaspeweHa Tonbko ans obbekTa
SSLContext, nony4eHHOro paspeLléHHbIM
BbI30BOM initClientSSL nnu initAuthClientSSL
obbekTa

ru.CryptoPro.ssl.android.util. TLSContext

createSocket obbekTa
SSLSocketFactory

DyHKUMA co3aaHus
NPOrpaMMHOro COKeTa C
yKasaHueM hunsmyeckoro
afpeca cepsepa

PaspeleHa Tonbko Ans obbekTa
SSLSocketFactory, nonyyeHHoro
KoMbuHaumen paspelléHHbIX BbI30BOB
TLSContext.initClientSSL nnu
TLSContext.initAuthClientSSL w
SSLContext.getSocketFactory

connect obbekTa SSLSocket

®OYHKLMA AN YCTaHOBKM
CBSI31 COKETa C CepBEepoM Mo
yKasaHHOMY aapecy

Pa3zpeweHa Tonbko ans obbekTa SSLSocket,
Nosy4YeHHOro KoMbuHauunen paspeLllérHHbiX
BbI30BOB TLSContext.initClientSSL nan
TLSContext.initAuthClientSSL,
SSLContext.getSocketFactory n
SSLSocketFactory.createSocket
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MeTon

Onuncanune

OrpaHuyeHnsa Ha Ucnonb3oBaHWe MeTona

startHandshake o6bekTa
SSLSocket

OYyHKUMA ANnsa ycTaHoBKM TLS-
COEeAMHEHUS UK NPOBEAEHUS
RENEGOTIATION

PaspeweHa Tonbko ans obbekTa SSLSocket,
nosy4YeHHoOro KoMbuHauuneln paspeLllérHHbix
BbI30BOB TLSContext.initClientSSL nan
TLSContext.initAuthClientSSL,
SSLContext.getSocketFactory n
SSLSocketFactory.createSocket

getOutputStream obbekTa
SSLSocket

DyHKUMSA ana noay4vyeHus
pocTyna K 6ydepy
OutputStream ans otnpasku
DaHHbIX TLS-cepBepy

PaspeweHa Tonbko ansa obbekta SSLSocket,
NONyYeHHOro KOMOMHauMel pas3pelléHHbIX
BbI30BOB TLSContext.initClientSSL nan
TLSContext.initAuthClientSSL,
SSLContext.getSocketFactory u
SSLSocketFactory.createSocket.

getlnputStream obbekTa
SSLSocket

QOyHKUMA ANg NoayvYeHus
noctyna k 6ydepy
InputStream gnga nonydyenus
AaHHbIX OT TLS-cepBepa

Pa3speweHa Tonbko ans obbekTa SSLSocket,
Nosly4YeHHOro KoMbuHaumnen paspeLllérHHbixX
BbI30BOB TLSContext.initClientSSL nnu
TLSContext.initAuthClientSSL,
SSLContext.getSocketFactory n
SSLSocketFactory.createSocket

write o6bekTa
OutputStream

OyHKUMSA ANa OTrpaBKy
AaHHbIX TLS-cepBepy

PaspeweHa Tonbko ans obbekTa
OutputStream, nony4yeHHoro KombunHauunemn
pa3pelwéHHbIX BbI30BOB
TLSContext.initClientSSL nnu
TLSContext.initAuthClientSSL,
SSLContext.getSocketFactory,
SSLSocketFactory.createSocket n
SSLSocket.getOutputStream.

3HauyeHue nposanaepa no yMoayaHuio

(napameTpa "ru.CryptoPro. defaultSSLProv")
OOJHKHO 6bITb paBHO «JCSP».

read obbekTa InputStream

OYHKUMA AN NonyvYeHus
DaHHbIX OT TLS-cepsepa

PaspeweHa Tonbko ans obbekTa
InputStream, nonyyeHHoro komMbuHauunemn
pa3pewéHHbIX Bbi30BOB
TLSContext.initClientSSL,
SSLSocketFactory.createSocket n
SSLSocket.getInputStream.

3HayeHMe npoBanaepa rno yMonayaHuto
(napameTtpa "ru.CryptoPro. defaultSSLProv")
OO/MKHO 6bITb paBHO «JCSP».

close o6bekTa SSLSocket

OyHKUMS Ans 3akpbiTus TLS-
coeanHeHnsa

PaspeweHa Tonbko ansa obbvekta SSLSocket,
MOJTIYYEHHOr0 KOMBMHaUMEN pa3peLlEHHbIX
BbI3oBoB TLSContext.initClientSSL nnu
TLSContext.initAuthClientSSL,
SSLContext.getSocketFactory u
SSLSocketFactory.createSocket

Tabnuua 2 -

MepeyeHb MeTOmOB 43blka C++ ans

OBYCTOPOHHEN ayTeHTudmnkauymen

peanunsaumn TLS-coegnHeHnss C oOfHoO-

MeTon

Onuncanune

OrpaHuyeHns Ha Ucnonb3oBaHWe MeTona

dyHKUMM yCcTaHOBKU TLS-coeanHeHust u npuéma/nepenaum gaHHbIX

curl_global_init

DYHKUMS MHULMaNM3aumm
paboTbl 6UbnmoTeku.

He aBnsietca notokobe3onacHom, AOMKHaA
ObITb BbI3BaHa €ANHOXAbI Nepea Hadasiom
MCNONIb30BaHUA 6MbnmnoTeku.

Mocne 3aBepLUEHNS NCMONb30BaHUS
6nbnmotekn Heo6xoaMMo BbI3BaTb

curl_global_cleanup
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MeTtoa OnucaHune OFpaHMHeHMﬂ Ha ncnonb3oBaHME METOAA

He saBnseTcsa notoko6e30nacHOM, A0KHA
6bITb Bbi3BaHa eANHOXAbI Nocne
3aBepLueHns ncnosb3oBaHna 6mubnmoTeku.

OYHKUMA AeMHMLMaNn3aLmm

curl_global_cleanup paboTbl 6MbnnoTekmn

siBnseTcsa notokobesonacHon. MonyyeHHbIN
AAHHbBIM BbI30BOM X3HAN AoJXeH 6bITb nocne
3aBeplueHnst paboTbl C HUM 0CBOBOXAEH
BbI30BOM curl_easy_cleanup.

DYHKUMS MHULUMANM3aumnm
curl_easy_init ceccumn paboThbl €
6ubnmnoTtexkon.

dyHKUMSA ocBobOXAEHUS
pecypcoB, 3aHSATbIX B paMKax
yKasaHHoW ceccun paboTbl C
6unbnmoTtekon.

curl_easy_cleanup ABnaercsa noTokob6e3onacHom.

DYHKUMSA MEHAET YKa3aHHbIN
curl_easy_setopt rnapameTp ceccum paboTbl C
6nbnunortekon.

PaspelueHo Mcnonb3oBaTb TOMbKO C
yKa3aHHbIM nepeyHeM napaMeTposl.

1 CURLOPT_STRICT_GOST, CURLOPT_DNS_CACHE_TIMEOUT, CURLOPT_SSL_CIPHER_LIST, CURLOPT_PROXY_SSL_CIPHER_LIST, CURLOPT_MAXCONNECTS, CURLOPT_FORBID_REUSE,

CURLOPT_FRESH_CONNECT, CURLOPT_HEADER, CURLOPT_NOPROGRESS, CURLOPT_NOBODY, CURLOPT_FAILONERROR, CURLOPT_KEEP_SENDING_ON_ERROR, CURLOPT_UPLOAD,
CURLOPT PUT,  CURLOPT REQUEST TARGET,  CURLOPT FILETIME, = CURLOPT SERVER_RESPONSE_TIMEOUT, = CURLOPT_TFTP_NO_OPTIONS, ~ CURLOPT_TFTP_BLKSIZE,
CURLOPT_NETRC, CURLOPT_NETRC_FILE, CURLOPT_TRANSFERTEXT, CURLOPT_TIMECONDITION, CURLOPT TIMEVALUE, CURLOPT_TIMEVALUE_LARGE, CURLOPT_SSLVERSION,
CURLOPT_PROXY_SSLVERSION, CURLOPT_AUTOREFERER, CURLOPT_ACCEPT_ENCODING, CURLOPT_TRANSFER_ENCODING, CURLOPT_FOLLOWLOCATION,
CURLOPT_UNRESTRICTED_AUTH, CURLOPT_MAXREDIRS, CURLOPT_POSTREDIR, CURLOPT_POST, CURLOPT_COPYPOSTFIELDS, CURLOPT_POSTFIELDS, CURLOPT_POSTFIELDSIZE,
CURLOPT_POSTFIELDSIZE_LARGE, CURLOPT HTTPPOST, CURLOPT REFERER, CURLOPT USERAGENT, CURLOPT HTTPHEADER, CURLOPT PROXYHEADER, CURLOPT HEADEROPT,
CURLOPT_HTTP200ALIASES, CURLOPT COOKIE, CURLOPT_COOKIEFILE, CURLOPT_COOKIEJAR, CURLOPT COOKIESESSION, CURLOPT COOKIELIST, CURLOPT_HTTPGET,
CURLOPT_HTTP_VERSION, CURLOPT_EXPECT_100_TIMEOUT MS, CURLOPT HTTP09_ALLOWED, CURLOPT HTTPAUTH, CURLOPT CUSTOMREQUEST, CURLOPT PROXYPORT,
CURLOPT_PROXYAUTH, CURLOPT_SOCKS5_AUTH, CURLOPT_SOCKS5_GSSAPI_NEC,CURLOPT_SOCKS5_GSSAPI_SERVICE, CURLOPT_PROXY_SERVICE_NAME,
CURLOPT_SERVICE_NAME, CURLOPT HEADERDATA, CURLOPT_ERRORBUFFER, CURLOPT WRITEDATA, CURLOPT DIRLISTONLY, CURLOPT_APPEND, CURLOPT_FTP_FILEMETHOD,
CURLOPT_FTPPORT, CURLOPT_FTP_USE_EPRT, CURLOPT_FTP_USE_EPSV, CURLOPT_FTP_USE_PRET, CURLOPT_FTP_SKIP_PASV_IP, CURLOPT_FTP_ACCOUNT,
CURLOPT_FTP_ALTERNATIVE_TO_USER, CURLOPT_FTPSSLAUTH, CURLOPT_FTP_CREATE_MISSING_DIRS, CURLOPT_READDATA, CURLOPT_INFILESIZE, CURLOPT_INFILESIZE_LARGE,
CURLOPT_LOW_SPEED_LIMIT, ~CURLOPT_MAX_SEND_SPEED_LARGE, ~CURLOPT_MAX_RECV_SPEED_LARGE, CURLOPT_LOW SPEED_TIME, CURLOPT_URL, CURLOPT_PORT,
CURLOPT_TIMEOUT,  CURLOPT TIMEOUT_MS, CURLOPT_CONNECTTIMEOUT, CURLOPT CONNECTTIMEOUT MS, CURLOPT_ACCEPTTIMEOUT_MS, CURLOPT USERPWD,
CURLOPT_USERNAME, CURLOPT PASSWORD, CURLOPT_LOGIN_OPTIONS, CURLOPT XOAUTH2_BEARER, CURLOPT POSTQUOTE, CURLOPT PREQUOTE, CURLOPT_QUOTE,
CURLOPT _RESOLVE, CURLOPT PROGRESSFUNCTION, CURLOPT XFERINFOFUNCTION, CURLOPT PROGRESSDATA, CURLOPT PROXYUSERPWD, CURLOPT_PROXYUSERNAME,
CURLOPT_PROXYPASSWORD,  CURLOPT NOPROXY,  CURLOPT RANGE, = CURLOPT RESUME_FROM,  CURLOPT RESUME_FROM_LARGE,  CURLOPT_DEBUGFUNCTION,
CURLOPT DEBUGDATA,  CURLOPT HEADERFUNCTION,  CURLOPT WRITEFUNCTION,  CURLOPT READFUNCTION,  CURLOPT_SEEKFUNCTION,  CURLOPT_SEEKDATA,
CURLOPT_IOCTLFUNCTION, CURLOPT_IOCTLDATA, CURLOPT_SSLCERT, CURLOPT_PROXY_SSLCERT, CURLOPT _SSLCERTTYPE, CURLOPT_PROXY_SSLCERTTYPE, CURLOPT CRLF,
CURLOPT_HAPROXYPROTOCOL,  CURLOPT_INTERFACE,  CURLOPT_LOCALPORT,  CURLOPT_LOCALPORTRANGE, = CURLOPT CERTINFO,  CURLOPT_PINNEDPUBLICKEY,
CURLOPT_PROXY_PINNEDPUBLICKEY, CURLOPT_CAINFO, CURLOPT_PROXY_CAINFO, CURLOPT_ TELNETOPTIONS, CURLOPT BUFFERSIZE, CURLOPT_UPLOAD_BUFFERSIZE,
CURLOPT_NOSIGNAL, CURLOPT PRIVATE, CURLOPT_MAXFILESIZE, CURLOPT USE SSL, CURLOPT_IPRESOLVE, CURLOPT_MAXFILESIZE LARGE, CURLOPT_TCP_NODELAY,
CURLOPT_IGNORE_CONTENT LENGTH,  CURLOPT_CONNECT ONLY,  CURLOPT SOCKOPTFUNCTION,  CURLOPT_SOCKOPTDATA,  CURLOPT_CLOSESOCKETFUNCTION,
CURLOPT_RESOLVER_START_FUNCTION, CURLOPT_RESOLVER_START DATA, CURLOPT_CLOSESOCKETDATA, CURLOPT _SSL_SESSIONID_CACHE,
CURLOPT_HTTP_TRANSFER_DECODING, CURLOPT_HTTP_CONTENT_DECODING, CURLOPT_NEW._FILE_PERMS, CURLOPT_ADDRESS_SCOPE, CURLOPT_PROTOCOLS,
CURLOPT_REDIR_PROTOCOLS, CURLOPT_DEFAULT_PROTOCOL, CURLOPT_MAIL_FROM, CURLOPT_MAIL_AUTH, CURLOPT_MAIL_RCPT, CURLOPT_SASL IR, CURLOPT_RTSP_REQUEST,
CURLOPT_RTSP_SESSION_ID, CURLOPT_RTSP_STREAM_URI, CURLOPT_RTSP_TRANSPORT, CURLOPT_RTSP_CLIENT_CSEQ, CURLOPT_INTERLEAVEDATA,
CURLOPT_INTERLEAVEFUNCTION,  CURLOPT_WILDCARDMATCH, CURLOPT_CHUNK_BGN_FUNCTION, CURLOPT_CHUNK_END_FUNCTION, CURLOPT_FNMATCH_FUNCTION,
CURLOPT_CHUNK_DATA,  CURLOPT_FNMATCH_DATA,  CURLOPT_TCP_KEEPALIVE,  CURLOPT_TCP_KEEPIDLE, = CURLOPT TCP_KEEPINTVL,  CURLOPT_TCP_FASTOPEN,
CURLOPT_UNIX_SOCKET_PATH, CURLOPT_ABSTRACT_UNIX_SOCKET, CURLOPT_PATH_AS S, CURLOPT_PIPEWAIT, CURLOPT_CONNECT TO,
CURLOPT_SUPPRESS_CONNECT HEADERS, =~ CURLOPT_HAPPY_EYEBALLS TIMEOUT_MS,  CURLOPT_DNS_SHUFFLE_ADDRESSES, = CURLOPT_DISALLOW_USERNAME_IN_URL,
CURLOPT_DOH_URL, CURLOPT_MAXAGE_CONN, CURLOPT_TRAILERFUNCTION, CURLOPT_TRAILERDATA
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curl_easy_getinfo

DYHKUNA NONyYeHUs
cBeleHUN 0 CoeanHEHUN.

curl_easy_perform

DYHKUMA CUHXPOHU3NPYEMO
nepeaayun AaHHbIX No
3a4aHHOMY AecKpunTopy

Ucnonb3yembin geckpuntop CURL posmkeH

6biITb  MOMyYeH paspeléHHbIM  BbI30BOM
curl_easy_init.
Mepen BbI3OBOM  AaHHOM  YHKUMKM  C

nomouwlbio curl_easy_setopt n napameTpoB
CURLOPT_STRICT_GOST,
CURLOPT_NOPROXY,
CURLOPT_REDIR_PROTOCOLS,
CURLOPT_FTPSSLAUTH Heobxoanmo:

* 334aTb NpoOBEAEHME NMPOBEPKM anropmTMa
KftoYa nposepku Il ansa Bcex
cepTMdunKaToB B Lienoyke ceptudunkarta
cepsepa;

e 3aNpeTuTb UCNOSb30BaTb NPOKCU-CEPBEP
npu coegMHeHUn C yKkasaHHbIM TLS-
cepBepoM;

e OrpaHM4YnTb BO3MOXHOCTb redirect-
nepexoaa ¢ TLS-coegmHeHUs Ha
He3alMmLLeHHoe;

e 334aTb UCMOSb30BaHMe npotokona TLS
ONS 3awWmTbl KaHana FTPS-coeamnHeHus.

Mpwn yCTaHOBKe TLS-coeanHeHuns C
OBYCTOpPOHHEN ayTeHTudwukaumen nepej
BbI30OBOM [AaHHOMW GYHKUMWM C MOMOLUbIO
curl_easy_setopt " napaMmeTpa
CURLOPT_PROXY_SSLCERT n/vnm
CURLOPT_SSLCERT Heob6xoauMo ykasaTb
aapec ceptudumkaTa TLS-knueHTa B
CUCTEMHOM XpaHwuuLLe cepTUdnNKaToB.

curl_easy_send

QyHKUMS oTrNpaBnsieT AaHHble
TMna raw-data no
YCTaHOB/IEHHOMY paHee
KaHany

Mcnonb3yembin geckpmuntop CURL gosmmxkeH
6bITb MONy4YeH BbI3OBOM curl_easy_init.

Onsa BbizoBa GyHKUMM HEO6X0ANMO
npeaBapuTenbHO BbI3BaTb curl_easy setopt
(c ykazaHueMm dnar
CURLOPT_CONNECT_ONLY) u
curl_easy_perform.

curl_easy_recv

OYHKUMS NMPUHUMAET AaHHblE
Tuna raw-data no
YCTaHOB/IEHHOMY paHee
KaHany

Ncnonb3ayembit geckpuntop CURL gonxeH
6bITb NONy4YeH BbI3OBOM curl_easy._init.

[ns Bbi3oBa MYHKUMM HEOBX0ANMO
npeaBapuTenbHO BbI3BaTb curl_easy setopt
(c ykasaHunem cnar
CURLOPT_CONNECT_ONLY) u
curl_easy_perform.

Bcnom

oratenbHble (pyHKLUNN 06paboTKMN CTPOK U AAHHbIX

curl_easy_escape

®OyHKUMSA nepeBoAa 3a4aHHOM
cTpokn B URL-kKOAMPOBKY

curl_easy_unescape

dyHKUMSA nepeBoAa 3a4aHHOM
URL-KOAMPOBAHHOM CTPOKK B
CTpOKy cuMBoOnoB char

curl_formadd

OyHKUMS gobaBreHns HOBOM
CEeKLMN B COCTaB AaHHbIX
Tuna multipart/formdata,
otnpasnsembix rno HTTP
POST-3anpocy
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curl_formfree

dyHKUMSA 0CBOBOXAEHUNS
pecypcoB, BblAeNIEHHbIX ANs
OaHHbIX TMNa
multipart/formdata,
COCTaBJ/IEHHbIX paHee
HabopoM BbI3OBOB
curl_formadd.

curl_slist_append

OyHKUMSA nobaBnsieT CTPOKY B
CMUCOK CTPOK CTPYKTYpbl
curl_slist.

curl_slist_free_all

dyHKUMSA ocBoboOXAAET BCe
pecypchbl, 3aHsTble
cTpykTypown curl_slist.
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JIncT pernctpaumm M3aMeHeHumn

Homepa nuctoB (cTpaHuu) Bcero Ne Bxoasiwmnii Moan.| AaTa
NNCTOB AOKYMeHTa N2 conpoBoau-
U3M. | UBMEHEHHDIX | 3aMEHEHHbIX | HOBbIX aHHynmpo- | (CTPaHML) Te/bHOro

BaHHbIX B LOKYM. AOKYM. 1 AaTa
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