CepBep dnekTtpoHHoM Moanucm

"KpunTtollpo DSS"

PykoBoaCTBO AAMUMHUCTpaATOpa



CoaepxaHue

PykoBoacTtBo AgMUHUCTpaTopa

AHHOTaUMA

CucremMHble TpeboBaHuA
TpeboBaHua K annapaTHOMy obecrneyeHumto
TpeboBaHma kK NporpaMMHOMY obecneyeHnto
TpeboBaHua k komnoHeHTam OC, yctaHOB/IeHHOW Ha Beb-cepBepe

Pa3ssepTtbiBaHue Kpuntollpo DSS
Pa3BepTbiBaHWe Beb-cepBepa
YcTaHoBKa, yaaneHune n obHosneHne Kpuntollpo DSS
YcraHoska MAKM "Kpuntollpo HSM"
Pa3sseprtbiBaHue LI/
PassepTbiBaHne Cepsuca lNMoganucu
PazBepTbiBaHne Beb-nHTepdenica Nonb3oBatens
PassepTbiBaHne CepBuca Ayanta
PassepTbiBaHne myDSS
PazBepTbiBaHne CepsBuca ObpaboTkn JokymeHTOB
PazBepTbiBaHne Cepsuca Baanmogenicteua ¢ DSS SDK (mMDAG)
Pa3BepTbiBaHMe 6a3 AaHHbIX Cy>6

JnuensnposaHue Kpuntollpo DSS
Nnuensua Ha Cepsuc MNognucn
JInueH3nsa Ha KOMNOHeHTb! L
OnpegeneHuve Tmna ANLUEH3NU

Obwwme Hactpounkm Kpmntollpo DSS
Obwwme cBegeHusa 06 agmuHucTpmpoBaHum Kpuntollpo DSS
OtkazoycronumBoe nogkntoueHne Kpmuntollpo HSM
YyeTHble 3anuncu
MNoppep>xka CORS

LenTtp VaeHtTnoumkaumm
Co3pgaHve n HacTpoWka sk3emnasapa LN
[loBepeHHble CTOPOHbI
KomnoHeHTbl MeHu [Nonb3oBatens
MNonntnka noaTBEPXKAEHMA Onepaunin
MNonnTmka Aoctyna K onepaumam
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KomaHanetbl afMUHUCTPUPOBaHNSA
MNpumep HacTpounku LieHtpa VgeHTndukaumm
Cepsuc Noanucu
Co3pgaHuve n HacTpouka sk3emnasapa Cepsuca Moanmcu
Mpoduan noanuncu
O6paboTumkm 3anpocoB Ha cepTudmkart
KomaHanetbl afMUHUCTPUPOBaHNSA
MNpumep Hactponkm Cepsuca Mognucn
Beb6-unHtepdelic MNMonb3oBartens
Co3paHuve n HacTpouka sk3emnasapa Beb-nHtepdelica Monb3oBarens
KomaHaneTbl afMUHUCTPUPOBAHNA
Kacrommnzaums
Mpumep HacTpovikn Beb-mnHTepdenca MNonb3oBaTens
Cepsuc Ayanta
Co3pgaHve n HacTponka sk3emnasapa Cepsuca Ayamta
MnarvHbl GOpMMpPOBaHMA OTUETOB
[eHepauus nevaTHbIX Gopm
KOHTpOAb LenocTHOCTM 3anucer ayamTa
KomaHanetbl afMUHUCTPUPOBAHNA
Mpumep HacTporkn CepBuca AyauTa
AyanT KOMNOHEHTOB
Hactpovika ayavTa KOMNOHEHTOB
Pe3epBupoBaHuMe KaHana A5 3anucu CobbITU ayanTa
Baokupyrowmin ayant
Cobbitna Cepsuca MNognucu
Cobbitna LeHtpa NaeHtndurkaymm
CobbiTna myDSS Client
myDSS
O6bwee onncaHne myDSS
Co3gaHwne n HacTporka 3k3emnaapos myDSS
KomaHnanetbl agMmuHucTpmpoBanuns myDSS Internal
KomaHgnetbl agMmHnctpmupoBaHma myDSS External
MNpumep HacTtporikm myDSS
Cepsuc ObpaboTkn JokymeHTOB
Co3zgaHwne n HacTporika 3k3emnaapa Cepsuca O6paboTkn [JOKyMeHTOB
Hactpownka cnocoba xpaHeHunsa gokymeHToB B B/l (FILESTREAM)
HacTtpownka otobpaxkeHnsa JOKYMEHTOB
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KomaHaneTbl aAMUHNCTPUPOBaHNS

MNpumep Hactponkn Cepsurca ObpaboTkn JokyMeHTOB
PaboTa ¢ gokyMeHTamu

OTobpaxkeHne JOKYMEHTOB Ha Beb-mHTepdence

OT1obpaxkeHne JOKYMEHTOB B MOBMABHOM npuaoxeHun myDSS

OTtobpaxeHne XML-gokymeHTOB

OrpaHnyeHre pa3MepoB JOKYMEHTOB

ABTOOMNpeseneHve popmara JOKYyMEHTOB

MNpeobpazoBaHne XML-gokymeHTOB (819 XMLDSIG)
Cepsuc B3anmogenicteua ¢ DSS SDK

Co3zgaHwne n HacTpouka 3k3emnaapa Cepsumca B3ammogencteuma ¢ DSS SDK (mMDAG)

KomaHaneTbl aAMUHNCTPUPOBaHNS

Mpumep HacTpourikmn Cepsuca B3anmogenctans ¢ DSS SDK (mDAG)
Hactpowka ayteHTMdMKaLMM

AyTeHTudunKaums No AOrMHY 1 Napoako

AyTeHTduKaumsa no ceptudukary

MoaTBEpPXAEHME OnepaLmii NPY MOMOLLM MOBUABHOTO NpuaoxeHns myDSS

MoaTBEPXAEHME OnepaLmin Npy NOMoLLM annaeTa Ha SIM-kapTe

AyTeHTudunKaumsa ¢ NCNoAb30BaHMEM OAHOPA30BbIX Napoaen (BTOpUUHas)
OnoseleHne

MpuHUMn paboTbl CMCTEMbI OMOBELLEHUSA

OnoselleHne no Email

OnosewgeHne no SMS

PUSH-yBegomieHus

[MoAnTUKIN ONOBELLEHMS

LLlabnoHbl cOObLLEHNI

Cnncok cobbITnm

KomaHaneTbl aAMUHNCTPUPOBaHNS
YnpaBneHune cepBUCHbIMKU cepTudmKaTamm

TpeboBaHuMa K cepBUCHbIM cepTudmKaTam

MpvMep co3gaHna camonoanncaHHoOro ceptndurkara

Ha3HaueHre npaB AOCTyna K 3aKpbITOMY Katouy ceptudurkarta

[MpyMepbl Ha3HauYeHUA N CMeHbI CEPBUCHBIX CepTUdNKaTOB
[narHocTturka

Mepe3anyck Nya0B NPUAOKEHWM

YcTpaHeHve Henonajok

IMnopT 1 3kCcnopT KOHGUrypaumm 3K3eMnaspoB

XKTAN.00096-02 91 02 Kpunrol'po DSS. PykoBoacTBo AOMMUHWCT paTopa Crpanuua 4 13 289


file:///D:/SVN/DSS/Sources/Doc/CryptoPro.DSS.Documentation/_site_pdf/_raw/_site_pdf/adminguide/sts/cmdlets/notify.md

XKypranbl Windows
XKypHannpoBaHue 3K3eMnAspoB
Koabl coctoaHma HTTP Ha lIS
TpeboBaHMa No KpunTorpadmuuUeckoun 3amTe

®ain/ibl oA KOHTPOJIEM LIeSIOCTHOCTU
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PykoBoacteo AamuHuctpatopa Kpuntollpo DSS

HacTtoswuin 2okymMeHT cozep>unT PykoBogctBo AamuHucTpatopa Cepaepa dnekTpoHHor Mognuck (C3M) «Kpuntolpo DSS». C3M
«KpunTollpo DSS» ncnonb3yetcs Ans Co3AaHNsA 3NeKTPOHHON MOAMMUCH, LUNPPOBaHUS JOKYMEHTOB, a TakxXe ANs
LLEHTPaNN30BaHHOTIO 3aLUWLLIEHHOIO XpaHeHWs 3aKkpbITbIX Katouen Monb3osatenen. A5 xpaHeHns B CIM cepTndurkaTos 1
3aKpbITbIX KAtoYei Monb3oBaTenel B 3allMPPOBaHHOM BUAE, a TakXKe A1 peannsaLmm Kpuntorpapuyeckimx onepawiui
ncnonbsyetcs [MAKM «Kpuntollpo HSM».

[JokyMeHT npefHa3HayeH AN CUCTEMHBIX aAMUHUCTPaATOPOB 1 AgMuHKUCTpaTopoB CIM kak pyKOBOACTBO MO YCTaHOBKE U
kKoHourypuposaruro C3MM «Kpuntollpo DSS».
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https://www.cryptopro.ru/products/hsm/cryptopro-hsm

PykoBoacteo AamuHuctpatopa Kpuntollpo DSS

HacTtoswuin 2okymMeHT cozep>unT PykoBogctBo AamuHucTpatopa Cepaepa dnekTpoHHor Mognuck (C3M) «Kpuntolpo DSS». C3M
«KpunTollpo DSS» ncnonb3yetcs Ans Co3AaHNsA 3NeKTPOHHON MOAMMUCH, LUNPPOBaHUS JOKYMEHTOB, a TakxXe ANs
LLEHTPaNN30BaHHOTIO 3aLUWLLIEHHOIO XpaHeHWs 3aKkpbITbIX Katouen Monb3osatenen. A5 xpaHeHns B CIM cepTndurkaTos 1
3aKpbITbIX KAtoYei Monb3oBaTenel B 3allMPPOBaHHOM BUAE, a TakXKe A1 peannsaLmm Kpuntorpapuyeckimx onepawiui
ncnonbsyetcs [MAKM «Kpuntollpo HSM».

[JokyMeHT npefHa3HayeH AN CUCTEMHBIX aAMUHUCTPaATOPOB 1 AgMuHKUCTpaTopoB CIM kak pyKOBOACTBO MO YCTaHOBKE U
kKoHourypuposaruro C3MM «Kpuntollpo DSS».
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CucremHble TpeboBaHnA
B paHHOM pazgene onvcaHbl cucteMHble TpeboBaHus kK CIMM «KpunTollpo DSS».

e AnnapaTHble TpeboBaHus.
e [lporpammHble TpeboBaHMs

e TpeboBaHusa Kk kommnoHeHTam OC, ycTaHOBNEHHON Ha Beb-cepBepe.
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TpeboBaHUuA K annapaTHoMy ob6ecneueHuro

AnnapaTHble TpeboBaHUA K TEXHUYECKMM CPesCTBaM, Ha KOTOPbIX Pa3MeLLatoTCA NporpaMmmHble KoMnoHeHTbl C3MM «Kpuntollpo

DSS», 3aBUCAT OT KONMYECTBA 3aPErncTpUpoBaHHbIX MNoab3oBaTtenein n TpeboBaHUA MO MPOM3BOANTENLHOCTI BCErO KOMMIEKCa.

B TabanLie HUXKe NpuBeaeHbl MUHUMabHbIE TPEBOBaHMSA K TEXHUYECKMM CPeACTBaM, KOTOpble 06ecrneyrBaroT yCTaHOBKY
komnoHeHToB C3I1 1 nx paboty npn 1000 Monb3osaTensx:

OBOPYAOBAHWUE MWHWUMANbHbIE TPEBOBAHNA

EHTPasIbHbIV . . . .
Hexrp 64-paspagHbIv ABYXbAAEPHbIN NPOLLECcop ¢ TakToBor Yactoton 1,86 MM,

npotieccop
OnepaTtvnBHaa NamATb 4TB O3Y.
XKecrkuii gnck 4 Tb cBobOAHOIO MecTa.

OAI/IH ceTeBoW ajanTtep, COBMECTUMBIN C OI'IepaLl,I/IOHHOI?I cicTemoin KOMMNbROTEPAa, 414 B3a|/|MOAeI7ICTBVIF| C

CeteBble ajanTtepbl o
BHYTPEHHEWN CETbHO.
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Tpe6boBaHuA K NporpaMMHoOMy obecreueHunto

B Tabamue H1Xe yKasaHbl MpeabasasemMble K NporpamMHoMy obecrnedennto TpebosaHusa. Ha nepeceveHnsax ctpok ¢ MO u
cTonbL,oB ¢ yKasaHvem komnoHeHTa Kpuntollpo DSS cTtomnT 3Hak «+» B Clyyae HeOOXOAMMOCTH ycTaHoBKM 10, 1 «-» B
MPOTVBHOM CNlyuyae.

[MpuMeuaHune

Mpw TectnposaHum Kpuntollpo DSS moxHo ncnonb3osatb CYB/, MS SQL Express, ogHaKko npw aKcrnayaTaLum HeobxoaMmo
ncnosnbsosatb CYB/, Microsoft SQL Server 2008 R2 v Bbliwwe. B komnnekT nocrasku C3M «Kpuntollpo DSS» BXOAWT TOMLKO
anctpubytne Microsoft SQL Server Express 2008 R2.

CEPBUC LLEHTP BEB-UHTEP®ENC CEPBUC

HA3BAHUE noanucu NAEHTUOUNKAL NN No/Nb30OBATENSA AYAUTA MYDSS
Windows Server 2008 . . . N +, kpome Windows
R2/2012/2012R2 (x64)/2016/2019 Server 2008 R2
Microsoft SQL Server 2008 . . .
R2/2012/2014/2016/2017/2019

I |
Kpuntolpo HSM Client + - - - + (Interna

Interaction Server)
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TpeboBaHua kK komnoHeHTam OC, ycTaHOB/NIeHHOMN Ha Beb-cepBepe

[ns dyHKUMOHMPOBaHMs Bcex KoMnoHeHToB CIM «Kpuntollpo DSS» Heobxoamma yctaHoBka Microsoft Internet Information

Services (lIS). Ans pasnnyHbix OC HeobxoaMMa yCTaHOBKa W HaCTPOKa KOMMOHEHTOB, OMMCaHHbIX HUXE.

['INCLUDE["Microsoft Windows Server 2008 R2"](./deploy/shared/Win2008.md)] [!INCLUDE["Microsoft Windows Server 2012,
2012 R2,2016, 2019"](./deploy/shared/Win20122016.md)]

XKTAN.00096-02 91 02 Kpunrolpo DSS. PykoBoacTBo AOMUMHUCT paTopa Crpanviua 11 us 289



Pa3seprbiBaHue Kpunrtollpo DSS

B faHHOM pa3gene onucbiBaeTca pa3septbiBaHme CII «Kpuntollpo DSS». Pa3septbiBaHme Kpmuntollpo DSS ocyuwectsasetca B
cnejyroliemM nopsaake:

1. Pa3BepTbiBaHMe Beb-cepBepa.
2. YcraHoska Kpuntollpo CSP (BxogMT B KOMMIEKT nocTtaBky). [ocneaHve Bepcum JoKyMeHTaLUm MoryT BbiTb 3arpy>KeHbl ¢
odpuLLManbHOro camTa.
3. YcraHoska Kpuntollpo DSS v gononHutensHoro MO (BkAtouas aBTOMaTUYeCKyro YCTaHOBKY ¢ agncka Microsoft NET
Framework Bepcun 4.6.1 n PowerShell Bepcum 3.0).
4. YcraHoeka MNAKM «Kpuntollpo HSM».
5. Pa3BeptbiBaHume L.
6. Pa3zBeptbiBaHue Cepauca MNoanucu.
7. Pa3BepTbiBaHve Beb-nHTepdelica Monb3osatens (Npy HEOOXoAMMOCTH).
8. PazBeptbiBaHve Cepsuca Ayauta (Mpy HEOBXOAMMOCTH).
9. PasBeptbiBaHve myDSS (npu HeobxoaMmMocCTw).
10. PazBeptbiBaHve Cepsurca O6paboTku [okyMeHTOB (Mpy HEOBXOANMOCTM).
11. Pa3septbiBaHne Cepsuca Baanmogeicteus ¢ DSS SDK (mDAG) (npu HeobxoanmMocTw).

12. Pa3BepTbiBaHve 6a3 faHHbix cny>k6 (Npw ncnoab3oBaHum ans CIM HeckobKMX CepBEPOB).

XKTAN.00096-02 91 02 Kpunrol'po DSS. PykoBoacTBo AOMMUHWCT paTopa Crpanvua 12 n3 289
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PasBepTtbiBaHUe Beb-cepBepa

B AaHHOM pa3zesie OnUCbIBaeTCs HAaCTpoika KOMMOHEHTOB U posien Internet Information Services ans cregyrowmx OC:

o Microsoft Windows Server 2008 R2;
o Microsoft Windows Server 2012;
o Microsoft Windows Server 2012 R2, 2016, 2019.
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Pa3BepTbiBaHMe Beb-cepBepa Ha OC Microsoft Windows Server 2008 R2

[Jna HacTpoiikn paboTbl Beb-cepBepa Heobxoammo ycraHoBuTb Microsoft Internet Information Services 7.5. B Mactepe
J06aBNeHNs posieit 1 KOMIMOHEHTOB HEOBXOANMO A06aBUTL CeaytoLlmne poav Beb-cepsepa IS:

ASP.NET;

Pacwmpsemoctb .NET ((NET Extensibility 4.5);
Pacwumnpenns ISAPI (ISAPI Extensions);
®unbTpsbl ISAPI (ISAPI Filters);

CraTtunyeckoe cogepxxnmoe (Static content);
®dunbTpaymsa 3anpocos (Request Filtering);

KoHconb ynpasnenus IS (IIS Management Console).

NMpumeuvaHue

Ecnm ycraHoBka Microsoft .NET Framework 4.5.1 npovicxogmna fo ycraHoBku poau IS, To nocne gobaBneHuvs faHHON poan
HEeOo6X04MMO B KOMaHZAHOV CTPOKE BbIMOJHUTL KOMaHAY (B O4HY CTPOKY):
%windir%\Microsoft.NET\Framework64\v4.0.30319\aspnet_regiis.exe -iru
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Pa3BepTbiBaHMe Beb-cepBepa Ha OC Microsoft Windows Server 2012

[na HacTpoiikn paboTbl Beb-cepBepa Heobxoanmo yctaHoBuTb Microsoft Internet Information Services 8 v Bbiwe. B Mactepe

fJ06aBneHNs poneli 1 KOMMOHEHTOB HEODXOANMO A06aBUTL CieAyroLmne poan Beb-cepaepa IS:

ASP.NET 4.5 (3.5 goctatouHo gns Windows Server 2012);

Pacwmpsemoctb .NET ((NET Extensibility 4.5) (3.5 goctatouHo ans Windows Server 2012);
Pacwumnpenns ISAPI (ISAPI Extensions);

®unbTpsbl ISAPI (ISAPI Filters);

CraTtunyeckoe cogepxxnmoe (Static content);

®dunbTpaymsa 3anpocos (Request Filtering);

KoHconb ynpasnenus IS (IIS Management Console);

JononnutenbHble cny>x6bbl NET Framework 4.5 (NetFx4Extended-ASPNET45);

AktmBaumsa no HTTP (HTTP Activation).

[lna aBToMaTMUeCcKoM HacTponkn paboTbl Beb-cepBepa HEOHXOAMMO B KOMaHAHOM CTPOKE, 3anyLLeHHOW OT UMeHM

aAMUHNCTPATOPA, BbINMOJHUTD CEAYIOLLYIO KOMaHAY:

dism.exe /Online /Enable-Feature /FeatureName:IIS-WebServerRole /FeatureName:IIS-WebServer /FeatureName:IIS-
ASPNET45 /FeatureName:IIS-NetFxExtensibility45 /FeatureName:IIS-ISAPIExtensions /FeatureName:IIS-ISAPIFilter
/FeatureName:IIS-StaticContent /FeatureName:IIS-ManagementConsole /FeatureName:IIS-RequestFiltering
/FeatureName:WAS-WindowsActivationService /FeatureName:WCF-HTTP-Activation45 /FeatureName:NetFx3
/FeatureName:NetFx4Extended-ASPNET45 /FeatureName:WAS-ConfigurationAPI /FeatureName:netfx3serverfeatures
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Pa3BepTbiBaHMe Beb-cepBepa Ha OC Microsoft Windows Server 2012 R2, 2016

[na HacTpoiikn paboTbl Beb-cepBepa Heobxoanmo yctaHoBuTb Microsoft Internet Information Services 8 v Bbiwe. B Mactepe

fJ06aBneHNs poneli 1 KOMMOHEHTOB HEODXOANMO A06aBUTL CieAyroLmne poan Beb-cepaepa IS:

ASP.NET 4.5 (3.5 goctatouHo gns Windows Server 2012);

Pacwmpsemoctb .NET ((NET Extensibility 4.5) (3.5 goctatouHo ans Windows Server 2012);
Pacwumnpenns ISAPI (ISAPI Extensions);

®unbTpsbl ISAPI (ISAPI Filters);

CraTtunyeckoe cogepxxnmoe (Static content);

®dunbTpaymsa 3anpocos (Request Filtering);

KoHconb ynpasnenus IS (IIS Management Console);

JononnutenbHble cny>x6bbl NET Framework 4.5 (NetFx4Extended-ASPNET45);

AktmBaumsa no HTTP (HTTP Activation).

[lna aBToMaTMUeCcKoM HacTponkn paboTbl Beb-cepBepa HEOHXOAMMO B KOMaHAHOM CTPOKE, 3anyLLeHHOW OT UMeHM

aAMUHNCTPATOPA, BbINMOJHUTD CEAYIOLLYIO KOMaHAY:

dism.exe /Online /Enable-Feature /FeatureName:IIS-WebServerRole /FeatureName:IIS-WebServer /FeatureName:IIS-
ASPNET45 /FeatureName:IIS-NetFxExtensibility45 /FeatureName:IIS-ISAPIExtensions /FeatureName:IIS-ISAPIFilter
/FeatureName:IIS-StaticContent /FeatureName:IIS-ManagementConsole /FeatureName:IIS-RequestFiltering
/FeatureName:WAS-WindowsActivationService /FeatureName:WCF-HTTP-Activation45 /FeatureName:IIS-
NetFxExtensibility45 /FeatureName:NetFx4Extended-ASPNET45 /FeatureName:WAS-ConfigurationAPI
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Pa3BepTbiBaHMe Beb-cepBepa Ha OC Microsoft Windows Server 2012 R2, 2016

[na HacTpoiikn paboTbl Beb-cepBepa Heobxoanmo yctaHoBuTb Microsoft Internet Information Services 8 v Bbiwe. B Mactepe

fJ06aBneHNs poneli 1 KOMMOHEHTOB HEODXOANMO A06aBUTL CieAyroLmne poan Beb-cepaepa IS:

ASP.NET 4.5 (3.5 goctatouHo gns Windows Server 2012);

Pacwmpsemoctb .NET ((NET Extensibility 4.5) (3.5 goctatouHo ans Windows Server 2012);
Pacwumnpenns ISAPI (ISAPI Extensions);

®unbTpsbl ISAPI (ISAPI Filters);

CraTtunyeckoe cogepxxnmoe (Static content);

®dunbTpaymsa 3anpocos (Request Filtering);

KoHconb ynpasnenus IS (IIS Management Console);

JononnutenbHble cny>x6bbl NET Framework 4.5 (NetFx4Extended-ASPNET45);

AktmBaumsa no HTTP (HTTP Activation).

[lna aBToMaTMUeCcKoM HacTponkn paboTbl Beb-cepBepa HEOHXOAMMO B KOMaHAHOM CTPOKE, 3anyLLeHHOW OT UMeHM

aAMUHNCTPATOPA, BbINMOJHUTD CEAYIOLLYIO KOMaHAY:

dism.exe /Online /Enable-Feature /FeatureName:IIS-WebServerRole /FeatureName:IIS-WebServer /FeatureName:IIS-
ASPNET45 /FeatureName:IIS-NetFxExtensibility45 /FeatureName:IIS-ISAPIExtensions /FeatureName:IIS-ISAPIFilter
/FeatureName:IIS-StaticContent /FeatureName:IIS-ManagementConsole /FeatureName:IIS-RequestFiltering
/FeatureName:WAS-WindowsActivationService /FeatureName:WCF-HTTP-Activation45 /FeatureName:IIS-
NetFxExtensibility45 /FeatureName:NetFx4Extended-ASPNET45 /FeatureName:WAS-ConfigurationAPI
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YcraHoBKa, yaaneHne n obHoBneHne Kpuntolpo DSS
YcraHoBka Kpuntollpo DSS

[lns ycTaHOBKM KOMMOHEHTOB cepBepa 31ekTpoHHoM noanucn «Kpuntolpo DSS» 3anyctute ycraHoBky naketa DSSInstall.exe,

PacnoJIOKEHHOIo Ha KOMMNaKT-ANCKe.

Ecnn Ha cepBepe, rae ycraHaeameaetca Kpuntollpo DSS, oTcyTcTByeT Heobxoaumoe gonoaxutensHoe MO (Microsoft .NET
Framework, PowerShell 3.0, SQL Server Features Pack n Microsoft Visual C++ Redistributable Packages for Visual Studio 2015),

6y,c|,eT npeanoxkeHa ero ycraHoBka. ,ﬂ,flﬂ BbIMNOJIHEHUNA AAHHOIO AGVICTBMH I'IOTp66yI-OTCFI npasa agMMHUCTPAToOpPa.

MpuMeuaHune

[JanbHenwas ycraHoBka Kpuntollpo DSS Bo3MO>XHa TO/IbKO MOC/e TOro, Kak cooTBeTcTBytoliee MO ByaeT yCcTaHOBAEHO.
[MpuMeuaHune
lMpw ycTaHoBKe gonoaHuTenbHoro MO MoXeT noTpeboBaThCs nepesarpyska paboyer cTaHLuu.

Kak Tonbko gononHutensHoe MO byseT ycTaHoBAeHO, 3anycTutcsa ycraHoLumk Kpuntollpo DSS. YcraHoska Kpuntolpo DSS
[,0/KHa OCYLeCTBAATLCA C NPaBaMmn agMUHKCTpaTopa. MNocie KOPOTKMX NOAFOTOBUTENbHbIX MPOLLeAyp Ha 3KpaHe NosBUTCA OKHO

Mactepa ycraHoBku. [lna Havana yCTaHOBKW HaXXMUTe KHOMKY "YcTaHoBUTB".

Kpwnrolpo DSS

h
\J
t’ Kpuntollpo DSS

O3HakoMbTeCb € NLLEH3NOHHBIM cornatueHrem Ha Kpuntollpo DSS. Ecam Bbl cornacHbl co BceMu NyHKTamu CornaLleHums,
BblAEAnUTe NYHKT «f NPUHMMarO YCNOBMUA 3TOrO COrNalleHnsa», N HaxXMuTe «[lanee».
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BHAMATENEHO O3HAKOMBTECE C MIMUEHIWMOHHBIM A
COMALUEHWEM HA MCNONb30BAHWE U3OENAA

JNMUEHSMOHHOE COIMALUEHWME

1. TepMuHbI M ONpeaEeneHHA.

a. Hacromwee JIMUEHSHOHHOE CoMnaweHne AENAeTca obwei
odeproii 000 “"KPMMTO-MNPO" W Monk3oBaTENEM -
MSMHECKMM MK IOPMAWYECKHM NuLoM. HacTorwee
NMUUEH3MOHHDE COTNEWEHWE B CNYYAE COrMacks,
BEIP3XEHHOMD B (hopHE MOMUYAHWA B TEYUEHWE 7 AHEH C
MoMeHTa npuobpeTeHna Msaenus, B CODTEETCTEMM CO CT. 433
MK P uMeeT cuny Aorosopa.

b. MNog MSgenvem NOHKUMAETCH KOMIMEKC NPOrPaMM 4nA
SBM, BHIO4AA HOCWTENM 1 AOKYMEHTALMIO, KOTOPLIH
aBnNAeTCA ofLEKTOM AETOPCKOMND NPaBa W OXPaHAETCA
3AKOHOM.

c. Be3ne B TEKCTE NoA CNOBOM "AOKYMEHTALMA"
NoApPasyMEBANTCA NEYaTHLIE M3TEPHANbl M HOCUTENN,
COAEPHALLWE AOKYMEHTALMID B SNEKTPOHHOM BUIE.
JOoKyMEHTALWA ABNAETCA HEOTLHEMMEMON YACTE M3aenma.
d. [anHoe Wzpenwe (MporpaMMHbLIA NPoOAYKT), BKNHOYEA
HOCMTENK M NEYATHLIE METEPHANLI, NEPEAIETCA HA YCNOBHAX

A NpUHMMa YCIOBWA COrRaLe

EEE Hanee

Bbibepute gupektoputo, Kyaa byaet ycraHosaeH Kpuntollpo DSS, n Haxmute kHonky “anee”.

NMpumeuvanue

[JvipekTopren No ymoayaHuto ABaseTca C:\Program Files\Crypto Pro\DSS.He pekomeHayeTca 6e3 kpaiHeil HeObXOoAMMOCTM

M3MEHATb ANPEKTOPUIO YCTaHOBKW.
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Kpuntollpo DS5
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Kpunrollpo D5S GyaeT yCTaHOBAEH Ha Ball KOMMBIOTED.
Yrobhl YCTAHOEWTE AAHHLIA NPOAYET B APYTOE PACNONCKEHWE, HAMMHTE
kHonky "0630p" W yKaXWTE 3TO PACNONGHKEHWE,

Bbibepute komnoHeHTbl C3M1 «Kpuntollpo DSS», koTopble ByAyT ycTaHOB/EHbI. 115 3TOro nepektoumnTe COOTBETCTBY LM
3HaYyoK KOMMoHeHTa B "KomnoHeHT ByaeT yctaHoBaeH" 1o yMOnYaHWIo He BbIOpaH HY OAMH U3 KOMMOHEHTOB. HaXXmute KHOMKy
"YcraHosutb".

Kpuntollpo DS5
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Bribepute KOMNOHEHTHI ANA YCTAHOBKW
Cepeuc Mognwucwk

BeB-uHTepdeic nognucw

Llentp MaeHtndrkaumm

XpaHnnuLLE AOKYMEHTOE

Cepeuc Mognwenk Lite

Cepenc AyauTta

Cepeuc my!

(1 <11 =S 1 <11 - 1 | - | < 1 =

MyDS5 APl Gateway

YcTaHOBWTE

[anee HauHeTCsa ycTaHOBKa BbIOpaHHbIX KOMNoHeHTOB Kpuntollpo DSS. MNocne ee 3aBepLueHns HaKMUTe KHOMKy “F0TOBO", UTOObI
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BbINTW U3 nporpamMmmMbl yCTaHOBKMW.

Kpuntollpo D5S
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YcraHOBKA 23EEpLUEHa YCNelwHo

[otoBO

[obaBneHune/ypaneHme otaenbHbix KOMNoHeHTOB Kpuntollpo DSS

[Ana pobaneHna an yaaneHus KOMNOHEHTOB cepBepa 31eKTPOHHOM noanuncn «Kpuntollpo DSS» 3anycTuTe ycTaHOBKY NakeTa
DSSInstall.exe, pacnonoxeHHOro Ha KOMNaKT-AWUCKE, U HAXKMUTE «YCTaHOBUTb». [laHHOE AeNCTBUE JOIKHO OCYLLLECTBAATLCA OT

MMEHN NoNb30BaTeNA C MpaBaM agMUHNCTPaTOopPa.
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Kpwnrolpo DSS
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Ha cnegytoLueli cTpaHvLe MacTepa ycTaHOBKM Bblbepute «[06aBnTb/yAannTb KOMMOHEHTbI» N HAXKMUTE KHOMKY «/13MEHNUTb».

[MpuMeuaHune

Bbibop yaaneHvs Ha ZaHHOM 3Tare Kakoro-1mbo komnoHeHTa DSS HE yaanser cozgaHHble paHee 3K3eMmisipbl 3TOro
KOMMOHeHTa. [115 yaaneHns 3K3eMAspOB BOCMO/b3yNTecb NOHbIM YaaneHvem Kpuntollpo DSS.
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Kpwnrolpo DSS
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) JoBaEUTL/YAANATE KOMMNOHEHTHI

'AAAVTL NPOSYKT

MameHuTs

BbibepuTe komnoHeHTbl CIMM «KpunTtolpo DSS», koTopble ByayT AobaBneHbl an yaaneHsbl. [ns sToro nepekatoumte
COOTBETCTBYHOLMNIA 3HAYOK KOMMOHeHTa B "KOMMOHeHT byaeT ycTaHoBaeH" nav "KoMnoHeHT byaet yaaneH". o ymonuaHuio ans
KaXkz,0ro KOMNoHeHTa BblIbpaHo 3HaueHne "CoCcTosHMe KOMIMOHeHTa He byseT nameHeHo". HaxxmuTe kHonky “[anee”.

Kpunmolpo DSS

A
\J
&' Kpuntollpo DSS

BblﬁEpHTE KOMMOHEHTEl 4NA YCTAaHOBKW MAK YaaneHWA
Cepswnc Moanuci

Beb-uHTepdeic nognucik

Lientp VaeHtndurarmi

XpaHNMLLIE JOKYMEHTOE
Cepewc MNognnew Lite
Cepewnc AygwnTa

Cepewnc myDS5

AP| Gateway

[anee HauHeTCA ycTaHOBKa/yAaneHne BbibpaHHbIX kKoMnoHeHToB Kpuntollpo DSS. Mocne ee 3aBepLueHms HaKMUTe KHOMKY
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“l'oTOBO", UTODBI BLIATK N3 MPOrPaMMbl YCTaHOBKM.
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YcraHOBKA 23EEpLUEHa YCNelwHo

[otoBO

Ypanenune Kpuntollpo DSS

[nsa yaaneHnsa Bcex ycraHOBEHHbIX KOMNOHeHToB KpmnTollpo DSS v nx 3k3emMnaspoB 3anycTute yCTaHOBKY nakeTa
DSSInstall.exe, pacnonoxeHHOro Ha KOMNaKkT-AUCKE, U HAXKMUTe «YCTaHoBUTb». YaaneHune Kpuntolpo DSS gomxkHo
OCYLLEeCTBAATLCA OT MMEHW NOoJb30BaTeNs C NPaBaMmn agMUHUCTpaTopa.
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Kpwnrolpo DSS
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Ha cnegytoLueli cTpaHviLe MacTepa yCTaHOBKM Bblbepute «YAanuTb NPOAYKT» U HAXMUTE KHOMKY «/3MeHUTb».

Kpwnrolpo DSS
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() NoBaEuTh/yaanuTs KOMAOHEHTHE

YaanuTe npogyr

MameHuTs

BBeguTe yueTHble 3anucn Ans goctyna k SQL-cepsepy, UTobbl yaanuTb 6a3bl JaHHbIX 3K3EMMISPOB KOMMOHEHTOB. Haxkmute
KHonky "[lanee".
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MoaxnoueHne K SQL cepeepy

[
[]

Norvn: NOTMH

Mapone: naponk

Tect

MpoBepbTe CNNCOK yaansembix KOMnoHeHToB Kpuntollpo DSS u Haxmute kHonky "Yaanute". Npon3ongeT yaaneHne
YCTaHOB/IEHHbIX KOMMOHEHTOB.

Kpuntollpo D5S
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¥aanaemelie KOMNOHEHTEI

Cepeuc MNMognucu 0313 Ycranosnex
Beb-uHTepdeiic nognuck 0313 ¥Ycranosnex
Llentp Maentuduralm 0.313 YcTaHoBneH
XpaHunuILE AOKYMEHTOS 0.313 YcranosneH
Cepeuc Mognucy Lite 0313 ¥Ycranosnex
Cepeuc Ayauta 0313 ¥Ycranosnex
Cepenc myDS5 0313 Ycranosnex

MyDSS APl Gateway 0313 Ycranosnen

Yaanute

MpoBepbTe CNMCOK 3aTparnBaeMbix NMpuv yAaneHnn NpoAyKTa 3K3eMmnispoB KOMMOHEHTOB M HaXMUTe KHOMKY "BbINONHWTL".
MpounsonaeT yaaneHne 3k3emMnaspoB KOMMOHeHTOB. O3HaKOMbTECh CO CTaTYyCOM Yz aneHNs KOMMOHEHTOB 1 HaXKMUTE KHOMKY
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"Nanee".
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lMoarotoeka yaanenuna: 0 uz 171

[leiicTene
Ocranoska Lientpa MonuToputra
Ocranoska myDS5 Push Service
Cepenc MNMognwcw: npoeepka gainos
Be6-untepdeiic MNonesosatenn: nposepka dail
LlenTp MaeHTndmkaummn: nposepra Gpainos
Cepenc Obpabotin [okymeHTos: nposepka ¢a
Cepeuc MNMognuek Lite: npoeepka daidnos
Cepeuc AyauTa: nposepra dainos
Cepenc myD55: nposepra dainoe

Cepenc myD55: nposepra dainoe

BeInonHUTL

Mocne 3aBepLUeHMs BCEX AEMCTBUIN HAXMUTE KHOMKY “M0TOBO", UTODbI BLIATY 13 MPOrpaMMbl YCTaHOBKM.

Kpuntollpo D5S
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Yaaneuune 3dBeplieHO yonewHo

[otoBO

O6HoBneHune Kpuntollpo DSS
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[Jns obHoBneHms Kpuntollpo DSS 3anyctute ycraHosky naketa DSSInstall.exe, pacnonoxeHHOro Ha KOMNaKkT-ANCKE, U HAXKMUTE

«YcraHoBUTb». ObHoBNeHWe KpunTollpo DSS f0aKHO OCyLLecTBAATLCA OT MMEHM MOJIb30BaTeNs C MpaBaMu aZMUHUCTpaTopa.

[MpuMeuaHune

PexvM 06HOBNIEHMS aKTUBUPYETCA aBTOMATUYECKM NMPU 3anycke YCTaHOBLLMKa U AOCTYMEH TONbKO Mpw 3arycKe yCTaHOBLLMKa
Kpuntollpo DSS 6onee HoBOW Bepcum.

Kpunmolpo DSS
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O3HakoMmbTech C npeaynpexaeHnammn o cmeHe Bepcum Kpuntollpo DSS, aktuBupyiite uekbokc "l 03HakoMeH ¢ TpeboBaHmAMM"

N HaXXMuTe KHOMKy "[lanee", utTobbl MEPENTM K MOATOTOBKE K OBHOBIEHWIO.
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A
\J
&' Kpuntollpo DSS

Jannan eepcua Kpuntollpo DSS Tpefyet 0BAZaTENEHOMD HANMUKMA &
Cepeuca Aygnra.

Ecnn Cepeuc AyauTa He paseEpHyT, TO PEKOMEHIYEM DCTAHOBUTE
oBHoBNEHNE N paseepHyTe Cepenc AyanTa B TEKYLUEH BEPCHI
Kpuntollpo DSS.

Orcyrcreme Cepenca AyguTa HapyLUMT paBoTy MeTog0B
ayTeHTHdurayun myDSS, Sim-Auth.

Ecnu notpeBoeanace ycranoska Mic .MET Framework
nocne oBbHosnenna D55 pekomergyem yCcTaHoOBITE
sepcuie Kpuntollpo (MET. Ecnu nocneaHan sepcun
YCTaHOBAEHE, TO MOXKET NoTpeboBaThcA e€ NepeycTaHoEKa
1 YCTaHOBKa 3aHoB0). [locne nepeycTaHoBKM
£TCA BEECTW NuLeHsnio Ha Kpuntollpo JNET. fluyeHsna
AT B MaKeT AnueHsni Ha Kpunrelpo

d4EHHA JULE d METO ayTEHTH

A o3HakomneH c Tp-EﬁDE:aHHﬂMH

Ha cTpaHuLLe NogroToBkmn kK 06HOBAEHWIO OTOBpaXKatoTC HeobXxoaMMble NPoBepkK GannoB 1 cy>K6. YTo6bI BbINOAHUTL JaHHbIE

NPOBepPKK, HAKMUTE KHOMKY «BbINnonHUTL». O3HaKoMbTeCh € pe3yabTaTaMu NPOBEPOK 1 HaxXMUTe KHonKy "Janee".

Kpunmolpo DSS
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Moarotoeka cbuoeneHua: 0 us 11

Ocranoeka Uentpa MonwtopuHra

Ocranoeka my Push Service

Cepewc Moanucw: npoeepka dannos
Beb-wnTepdeiic MNonszosatena: nposepka gail
Lientp Vaentndukauymn: nposepka dannos
Cepewc Obpabotkn JokymenTos: nposepka ga
Cepewc Moanwucw Lite: nposepka dainos
Cepewc AyauTa: nposepka $ainoe

Cepenc myD55: nposepra ¢ainos

Cepenc myD55: nposepra ¢ainos

BhinonHuTh

O3HakombTech €O cnmnckoM komnoHeHToB Kpuntollpo DSS, koTopble 6yayT 06HOBAEHbI, Y HAXMUTE KHOMKY "BbINOAHWTL", UTOOBI
OBHOBWTb KOMMOHEHTbI.
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BuinonHAaeMbie AeHCTBMA

KomnoHesT ‘ Bepcua ‘ Heéicrene

Cepeuc Moanucu 2.0.3135.0 ObBHoeneHne
Beb-wHrepdeiic Nons3osaTens 2.0.3135.0 ObBHoeneHne
Llentp Waenmudukaumm 2031350 OBHoBENEHKE
Cepeuc Obpaboten JokymenTos 2.0.3135.0 ObBHoeneHne
Cepeuc Moanucw Lite 2.0. g ObHoBNEHKWE
Cepeuc Ayawta 2.0. g ObHoBNEHKWE
Cepeuc myD55S 2.0. g ObHoBNEHKWE

myDSS AP| Gateway 2.0. g ObHoBNEHKWE

BhinonHuTh

O3HakoMbTeCh CO CMMCKOM MPOBEPOK GalioB 1 cyx6 nocie 06HOBNAEHNS Y HAXKMUTE KHOMKY "BbinosHWTL". Tlocie 3aBepLueHus
NpoBepoK HaxkMuTe KHomky "Janee”.

Kpuntollpo DS5
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lMpoeepka cbHoeneHmA: 0 uz 11

3anyck LlenTpa MonuTopuHra

3anyck myD55 Push Service

Cepsuc Mognucw: nposepka peectpa
Beb-uHTepdeic MNonb3oeaTens: NpoBEpKa peec
LlenTp MaeHTndmkaumm: nposepka peecTpa
Cepenc Obpabotkn [okyMeHTOB: NpoBepKa pe
Cepenc MNognuew Lite: npoeepka peectpa
Cepewnc AyguTa: nposepka peecTpa

Cepenc myD55: nposepka peectpa

Cepenc myDS5: nposepka peectpa

BeInonHWTL

Bbibepute pexxmm 06HOBNEHNA pa3BepPHYTbIX paHee 3K3eMMNIAPOB KOMMOHEHTOB. PekoMeHayeTtcs BbibpaTh "OBHOBUTL CepBMCOB”,
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€C/IV 3K3eMNAAPbI He BblAV pPa3BepHYThI B kiacTepe. B npoTMBHOM ciyuae Heob6xoaMMO BbibpaTh "OBHOBUTL CEPBUCHI BPYUHYHD".

Haxxmute kHonky "[anee".

Kpwnrolpo DSS

OBHOBWTE CEpEMCHI

OBHOBWTE CEPEMCH BRYYHYIO

“"OBHOENEHWE CEPEWCOB” BELET K OBHOENEHWIO 6 AHHBIX W OBHOEREHAID
KOHGUIYDELMA CEpPBMCoE. Bubepure "OBHOBNEHWE CEPENCOE BOYYHYIO™, ECM
CEPEWCH PASEEPHYTH B Knacrepe. DBHOBNEHWE CEDEWCOE BEPYYHYH) EbiNOAHAETCR B
xoHcond PowerShell ¢ nomowso xomary, Update-Dss***Instance.

BBeguTe yueTHble 3anucn A5 goctyna k SQL-cepsepy, UToObl 06HOBUTL KOHGUIypaL M 6a3 AaHHbIX 3K3eMmasapoB. Takxke

BO3MOXHO CO34aTb pe3epBHY0 KONuto b/ npy NnoMoLL M BKAFOUYEHWA COOTBETCTBYOLLEro Yyekbokca. HaxxmuTe kHonky “Janee”.

Kpunmolpo DSS
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Moaxmouenne Kk SQL cepeepy

Nomn:

Tect
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MpoBepbTe cnmncok obHoBAAEMbIX KOoMNoHeHTOB Kpuntollpo DSS 1 Haxxmute kHomnky "BbinonHuTe". MNpounsonget obHoBAeHMe

pa3BepPHYTbIX 3K3EMMIAPOB KOMMOHEeHTOB. O3HaKOMbTECh C pe3y/ibTaTaMu OBHOBAEHWSA U HaXkMUTe KHomKy “[anee”.

Kpunmolpo DSS
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ObHoenAeMEIE 3K3eMnnApbl: 0 vz 3
Cepewc Moanucwk SignServer

Lientp Vaentndukaynn STS

Lentp Mgenmudmnkaunn STS: nnueqsna

BhinonHuTh

Mocne 3aBepLUeHNsA BCex AeNCTBUIN HaXMUTe KHOMKY "[0TOBO", 4TOObI BBIVTY M3 NPOrpaMMbl yCTaHOBKW.

Kpuntollpo D5S
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OBHOENEHWE 33BEPLUEHO YCTMEWHO
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YcranHoBka NAKM «Kpuntollpo HSM»

MporpaMmMHo-annapaTtHbIi Kpuntorpadpuueckuii mogyabs (MAKM) «Kpuntollpo HSM» siBasieTcs Heo6X0AMMbIM 3/1EMEHTOM
apXMTeKTYpPbl KOMMJIEKCHOTO pelleHns Ha 6ase C3MM «Kpuntollpo DSS» n foaxeH ycTaHaBAnBaTbCA B COOTBETCTBIN C
npoveaypomn, onncaHHom B gokymeHTte «<KTAK.00096-02 95 01 Kpuntollpo HSM. MpaBuia noab30BaHMUs», BXOASALLEM B
komnaekT noctasku MAKM «Kpuntollpo HSM».

Mocne Toro kak MAKM «Kpuntollpo HSM» ycTaHoB/EH, Ha pabouyto CTaHL MK, Ha KOTOPOW pa3BepThIBaeTCs KOMMOHeHT CepBuc
Mognucu, cnepyet ycraHoButh KpuntolNpo HSM Client. MNogpobHas MHCTPYKLMA MO yCTaHOBKE NpVBeAeHa B JOKyMEHTE
«XKTAN.00096-02 93 01 Kpuntollpo HSM. PykoBoacTso Nosnb3oBaTens», Bxogaiiem B komnnekT noctakum NMAKM «Kpuntollpo
HSM».

Cepauc Moanuncn MoxeT paboTaTh CO CEAYHOLMMU KPUMTOMpPOBaliAepamMm:

e Crypto-Pro HSM Svc CSP (tun 75);
e Crypto-Pro GOSTR 34.10-2012 HSM Svc CSP (tun 80);
e Crypto-Pro GOSTR 34.10-2012 Strong HSM Svc CSP (tun 81).

[Ana pernctpauum kpuntonposangepa Ha Cepsuce MNognucn ncnonbdynte komaHanet Add-DssCryptoProvider.

MpuMeuaHune

[na B3anmogelncTema cepsmca anekTpoHHon nognucy ¢ NMAKM «Kpuntollpo HSM» HeobxoavMo f,06aBUTb YUYETHYHO 3ammch, NOZ,
KoTopoW pabotaet CepBMC INEKTPOHHOW nognucy (no ymondaruo — IS AppPool\CryptoProDSS-1-SignServer), B rpynny
«[llpusunezupoeaHHsie nosbzoeamenu Kpunmollpo HSM» (nonb3oBatenu, KOTOpble UMEHOT NPaBO NOAKAHOHYEHNA K
«Kpuntolpo HSM»). Ecam Takol rpynnbl HET, TO ee HeOOXOAMMO CO3AaTh.
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Pa3BeprbiBaHue LleHTpa NaeHTUdpnKauun
Pa3séptbiBaHuve LleHtpa NaeHtudukaumm Kpuntollpo DSS ocylwectBasetca B caeayroLem nopagke:

1. Pa3BepTbiBaHve Beb-cepBepa Microsoft IIS ¢ HeobxoaMMbIMN KOMMOHEHTaMW.

2. YcraHoBka ak3emnaspa CYB/, Microsoft SQL Server Bepcumn 2008 R2/2012/2014/2016/2017. B kauecTBe MeToAa
ayTeHTUPUKaLMM HeobxoaMmo BblbpaTb «Pexxnm nposepkn noganHHocT Windows».

3. YcraHoska «Kpunrtollpo CSP».

4. YcraHoska LleHtpa NaeHTudukaumm Kpuntollpo DSS.

5. Hactpoika LeHTpa ViaeHTndmkaumn.
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PasBepTtbiBaHue Cepsuca MNoanucn
Pa3BéptbiBaHune CepBuca MNognmcn ocyLLecTBASETCA B CefyoLLEeM NOpsAaKe:

1. Pa3BeptbiBaHyve Beb-cepBepa Microsoft IS ¢ Heobxo4MMbIMU KOMMOHEHTAMM.
YcraHoBka 3k3emnaspa CYb/, Microsoft SQL Server Bepcun 2008 R2/2012/2014/2016/2017. B kauecTBe MeToza
ayTeHTUdUKaL M Heobxogmmo BbibpaTb Windows npoBepka NOAJIMHHOCTL.

N

YcraHoska «Kpuntollpo CSP».
YcraHoska Kpuntollpo HSM Client.
Ycrarnoeka «Kpuntollpo .NET».
YcraHoeka Cepsuca Moanucn.

N o v~ Ww

Hactpolika Cepsuca Moanwmcw.
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PasBeprbiBaHue Be6-uHTepdeiica Monb3oBartens
Pa3BépTbiBaHme Beb-mHTepdelica Monb3osatens Kpuntollpo DSS ocyliecTBAseTCA B CIeAYHOLLEM MOPSAKE:

1. Pa3BepTbiBaHve Beb-cepBepa Microsoft IIS ¢ HeobxoaMMbIMN KOMMOHEHTaMW.
2. YcraHoBka Beb-uHtepoderica Monbzosatens Kpuntollpo DSS.

3. Hactpoiika Beb-nntepoeiica MNMosb3osatens.
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PazBeptbiBaHue CepBuca Ayaurta
Pa3septbiBaHme Cepeuca Ayauta Kpuntollpo DSS ocyuiectBaseTca B cieaytolemM nopsgke:

1. Pa3BepTbiBaHve Beb-cepBepa Microsoft IIS ¢ HeobxoaMMbIMN KOMMOHEHTaMW.
2. YcraHoBka ak3emnaspa CYB/, Microsoft SQL Server Bepcumn 2008 R2/2012/2014/2016/2017. B kauecTBe MeToAa

ayTeHTuduKaumm Heobxoammo BbibpaTb Windows nposepka NOAAMHHOCTH.
3. YcraHoska Cepswuca Aygurta.
4. Hactpolika Cepsuca AyauTa.
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PazBepTtbiBaHue myDSS
Pa3séptbiBaHme kKomnoHeHTa myDSS ocyuiecTBaseTca B caegyrolem nopsagke:

1. Pa3BepTbiBaHve Beb-cepBepa Microsoft IIS ¢ HeobxoaMMbIMN KOMMOHEHTaMW.

2. YcraHoBka ak3emnaspa CYB/, Microsoft SQL Server Bepcumn 2008 R2/2012/2014/2016/2017. B kauecTBe MeToAa
ayTeHTUPUKaLMM HeobxoaMmo BblbpaTb «Pexxnm nposepkn noganHHocT Windows».

3. YcraHoska «Kpunrtollpo CSP».

4. YcraHoBka KOMnoHeHTa myDSS.

5. Hacrtpoika komnoHeHTa myDSS.
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PasBepTtbiBaHue CepBuca O6pabotkm [lokymeHTOB

Pa3BépTbiBaHMe KOMMOHeHTa mMyDSS ocyLecTBASETCA B CeAyHOLLeM NopsAKe:

1. Pa3BepTbiBaHve Beb-cepBepa Microsoft IIS ¢ HeobxoaMMbIMN KOMMOHEHTaMW.

2. YcraHoBka ak3emnaspa CYB/, Microsoft SQL Server Bepcumn 2008 R2/2012/2014/2016/2017. B kauecTBe MeToAa
ayTeHTUPUKaLMM HeobxoaMmo BblbpaTb «Pexxnm nposepkn noganHHocT Windows».

3. YcraHoska «Kpunrtollpo CSP».

4. YcraHoBka koMmnoHeHTa Cepsrica ObpaboTkm [lokyMeHTOB.

5. Hacrpoika komnoHeHTa CepBurc O6paboTku [JoKkyMeHTOB.
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PasBepTtbiBaHue CepBuca O6pabotkm [lokymeHTOB

Pa3BépTbiBaHMe KOMMOHeHTa mMyDSS ocyLecTBASETCA B CeAyHOLLeM NopsAKe:

1. Pa3BepTbiBaHve Beb-cepBepa Microsoft IIS ¢ HeobxoaMMbIMN KOMMOHEHTaMW.

2. YcraHoBka ak3emnaspa CYB/, Microsoft SQL Server Bepcumn 2008 R2/2012/2014/2016/2017. B kauecTBe MeToAa
ayTeHTUPUKaLMM HeobxoaMmo BblbpaTb «Pexxnm nposepkn noganHHocT Windows».

3. YcraHoska «Kpunrtollpo CSP».

4. YcraHoBka koMmnoHeHTa Cepsrica ObpaboTkm [lokyMeHTOB.

5. Hacrpoika komnoHeHTa CepBurc O6paboTku [JoKkyMeHTOB.
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PaBBeprIBaHMe 6a3 AAHHbIX 3K3eMnNNApoB KOMIMNOHEHTOB

Cepsuc Moanwucu, Uentp NaeHtndurkaunn, Cepsuc Ayanta, Cepauc O6paboTtkmn okyMeHTOB 1 MOAYAb ayTeHTUdukaLum myDSS
ANs cBoel paboTbl TPebyoT NoAKAOYeHNs K 6a3aM AaHHbIX Ha SQL-cepBepe. basbl flaHHbIX CO34at0TCs NPY pa3BopaYvmBaHnm

3K3eMniAapoB KOMIMOHEHTOB!

LleHTp VgeHTndunkaumnm - komaHanet New-DssStsinstance,

Cepsuc Moanwucu - komananet New-DssSignServerinstance,

Cepsuc Ayauta - komaHgnet New-DssAnalyticsServicelnstance,

Cepsuc ObpaboTkm [lokymeHTOB - KOMaHaneT New-DssDocumentStorelnstance,

Mogynb ayTeHTudpunkaymm myDSS:
o Cepsuc Bzanmogenctaus ¢ LI - komangnetr New-MyDssServerinternallnstance

o CepBUC B3aMMOZENCTBUA C MOBUAbHBIM NpuaoxeHrem myDSS - komaHaner New-MyDssServerExternallnstance,
lMpw 3TOM CyLLecTBYeT ABa BapuaHTa pasMelLeHns 6a3bl aHHbIX 3K3eMmnispa KOMMOHeHTa:

e JloKasibHO - Ha TOM Xe CepBepe, YTO 1 IK3EMMAP KOMMOHEHTA;
e YpaneHHo - knactep SQL-cepsepa AlwaysOn.

Tak>xe B 3TOM pasgene:

MpaBa gocTyna K yaaneHHomy SQL-cepsepy

[
e HacTpolika napameTpoB nogkaroueHus k SQL-cepsepy
e Pa3BepTbiBaHWe 3k3emnasapos DSS B knactepe

L]

MpvMepbl co3gaHns s3k3emnaspoB DSS ¢ HacTponkon nogkatovueHns K b/,
JNlokanbHblt SQL-cepBep

Mpw passopaymsaHum ak3emnaapos DSS Ha nokansHoM SQL-cepBepe B kOMaHANeTax New-Dss...Instance JOCTaTOYHO yKasaTb

nma SQL-cepeepa B napametpe -SQLServerName.
Mpumep:

New-DssSignServerInstance -SiteName "Default Web Site" -ApplicationName SignServer -SQLServerName
“.\SQLEXPRESS” -DisplayName SignServer

Mpwv 3TOM A1 BO3MOXHOCTU MOAKIFOUEHMS IK3EMMISPOB KOMMOHeHTOB DSS k SQL 6yayT co3aaHbl CieAytoLine yUYeTHbIE JaHHble

Ha SQL-cepBepe:

1. JlorvH Ha ypoBHe Beb-cepBepa (COOTBETCTBYET MMEHW Mya NPUIoXeHur Ha IIS)

2. JlorvH Ha ypoBHe b/l (cooTBeTCTBYET MMeHM Myna NpuaoXeHuii Ha IIS)

YKa3aHHble YUYeTHble JaHHble COBMajaroT C MMeHeM Myna npuaoxeHui Ha lIS. Hanpumep, IIS AppPool/CryptoProDSS-1-STS.

NMpumeuvaHue

AzmuHucTpaTop DSS, KOTopbI pa3BopayumBaEeT 3K3eMMAAPbl KOMMOHEHTOB, Ha SQL-cepBepe AomkeH 0baasaTh Caeay LWUMM

npaBamu:

e dbcreator,
e securityadmin.

YpanenHolh SQL-cepsep
Mpw passBopayumBaHmm 3k3emnaapoB DSS Ha yaaneHHoMm SQL-cepBepe BHavane HeOH6XO4MMO BblbpaTb CxeMy ayTeHTUPUKALLUM:

® yueTHble gaHHble Windows;

® yueTHble gaHHble SQL Server.
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[MpuMeuaHune

YnpaB/eHune 4OCTYNOM Ha YPOBHe ZlOMEHA NO3BOAAET YNPOCTUTb a4MUHUCTPUPOBAHMNE YUYETHbIX 3anmceli. [0 BO3MOXXHOCTM
PEKOMEHAYETCS NCMONb30BaThb ayTeHTUdMKaLmo Windows.

OT TvNa BbIOpaHHOW ayTeHTUdMKALMN 3aBUCUT HAabop NapaMeTpoB NogkouYeHns K b/,
Windows-ayTeHTudukaums
[MpuMeuaHune

Mpw ayTeHTUdMKaL UM Ha yaaneHHOM SQL-cepBepe No yyeTHbIM faHHbIM Windows cepsepa ¢ ak3emnasapamu DSS n SQL-
cepBepa A0/KHbI HAXOAUTBCA B 0f4HOM gomeHe Windows.

B cnyuae ayteHTMdMKaL MM Ha yaaneHHOM SQL-cepBepe Mo y4yeTHbIM AaHHbIM Windows, HeobxoaMMo nepes pa3BopavrBaHNEM
co3aaTb ANa ak3eMnaapoB DSS yyeTHble 3anucy B fomeHe.

NpumeuaHue

PekomeHayetca ncnosb3oBatb gMSA (Group Managed Service Accounts) ANl YYETHBIX AAHHbIX 3K3EMMAAPOB B AOMEHE.
O6uwee onucanue gMSA
Mpumep HacTpoiikn gMSA

Pa3BopauvBaHue ak3emnasapos DSS ¢ Windows-ayTeHTudukaumelt Ha yaaneHHoMm SQL-cepBepe Npov3BoAUTCA NPY MOMOLLM
KoMaHaNeTa New-Dss. . .Instance (B 3aBUCMMOCTLN OT 3K3eMMIsipa KOMMOHEeHTa). [py 3TOM HEOBXOAMMO MCMONb30BaTb NapameTp
-ConnectionInfo, B KOTOPbIV HY>XHO NepesaTb NapaMeTpbl NOAKAOUEHUs K B/, DT napaMeTpbl 3aNoHAKTCA NPY MOMOLLM

KoMaHaneTa New-DssSql...ConnectionInfo (B 3aBUCUMOCTU OT 3K3€MMAPA KOMMOHEHTA).

BHnuMaHue!

Heobxogumo yuntbiBath Haanume y AgmmHuctpatopa DSS npaB goctyna k SQL-cepsepy.
OnucaHue cTpykTypbl SqlConnectioninfo
MapameTpbl Npu co3pgaHum ak3emnasapa DSS ¢ Windows-ayTteHTudukaumen
Mpumepbl
SQL-ayteHTudmnkauymn

Pa3BopauvBaHue 3k3emnasapos DSS ¢ Windows-ayTeHTudukaLmeli Ha yaaneHHoM SQL-cepBepe Npov3BoAMTCS NPV MOMOLLM
KomaHAeTa New-Dss. ..Instance (B 3aBUCMMOCTM OT 3K3eMrasipa KOMMOHeHTa). Mpu 3ToM HeobXxoA MO MCMOo/Ib30BaThb NapaMeTp
-ConnectionInfo, B KOTOPbIN HY>XHO NepesaTb NapaMeTpbl NogKAoUeHus K B, 3Tn napameTpbl 3aNOAHAOTCA MPU NOMOLLM

KOMaHgieTa New-DssSql. . .ConnectionInfo (B 3aBUCMMOCTW OT 3K3eMMAAPa KOMMNOHEHTA).

Mocne BbiNOAHeHUs KoMaHasieTa New-Dss. ..Instance Ha SQL-cepsepe byayT cO3AaHbl yUeTHbIE 3aMUCK C yKa3aHHbIMM

JAaHHbIMWN.
BHuMaHue!
HeobxoavMo yunTbiBaTh Hannuve y AamuHncTpatopa DSS npas goctyna k SQL-cepsepy.
OnucaHue cTpykTypbl SqlConnectioninfo
MapameTpbl Npu co3aaHum ak3emnaapa DSS ¢ SQL-ayteHTudpunkaumen
Mpumepbl

Mepes ncnonb3oBaHMEM KOMaHA/IeTOB B KOHcoaM PowerShell Heobxoznmo 3asaTh yueTHble AaHHble AgMuHucTpatopa DSS ans
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nogkatouveHmns k SQL-cepepy. YueTHble aHHble NepesaroTcs vepes napameTpbl $DssAdmin, $DssAdminPwd .
MpaBa poctyna k yaaneHHomy SQL-cepsepy

Ecan y Agmunnunctpatopa DSS ectb npaBa dbcreator u securityadmin Ha yganenHom SQL-cepsepe, TO pa3BopaymBaHme

ak3emnaapos DSS n nx b/l npon3BoAnNTCS Kak 3TO onmcaHo Bbilwe ana Windows-ayTeHTudukauum n SQL-ayTeHTUdmKaLmn.

Ecnvy AgmunHuctpatopa DSS Het npaB dbcreator n securityadmin, TO pa3BopaunBaHue ak3emnaapos DSS v nx Bl coctout un3

agiefyrowmnx waros:

1. Aamununctpatop SQL-cepBepa co3gaet 3arotoBkun b/l Ha SQL-cepsepe. [MNpu 3ToM HeobxoaMMO co3zaThb Ha ypoBHe SQL-

cepBepa cnegytoLLee:

® jorviH ans Agmunnctpatopa DSS. AamuHunctpatop DSS fosikeH 6bITb BKIOYEH B posib db_owner B CO3J,aHHbIX 3aroToBKax

B/,

® JIOrUHbI AnA 3k3emnaapos DSS.

VimeHa B/l no ymonyaHuto npeAcTaB/ieHbl B TabanLie HUXKe.

KOMMOHEHT DSS MMA B4 MO YMONYAHUIO
Cepsuc Ayauta AnalyticsServiceDB
Cepsuc O6paboTkm [lokyMeHTOB DocumentStoreDB

Cepsunc O6paboTkm Onepaumnin* DssOperationsDb

Llentp NaeHTndmkaumm IdentityServiceDB
CepBuC B3aMMOAENCTBIA C MOBUBbHBIM NpUaoxKeHem myDSS MyDssServerExternalDB
Cepsuc B3anmogenctaus ¢ LIV (myDSS) MyDssServerInternalDB
Cepsuic Moanunen** SignatureServerCommonDB
Cepsuic Moanucn SignatureServerDB

MpumeuvaHue

*Cepsuc Onepawmii Bxogut B coctas 1 Cepauca Moanucy, n LeHtpa aeHtndurkauum. CooTBeTCTBEHHO, AaHHas B/, TpebyeTcs B
OZHOM 3K3emnspe 415 060MX KOMMOHEHTOB.

CepBuc lNoanucu umeer 2 6a3bl AaHHbIX: SignatureServerCommonDB MMeeT **¢pukcupoBaHHoe nvs 1 byaet
MCMOJ/Ib30BaTbCA BCEMY Pa3BepHyTbIMU 3k3emnaspamu Cepsuca Moanucn. VimeHa octanbHbIx bl MOXHO M3MEHATb, ONOBECTUB
06 3ToM AgmMuHUcTpaTopa DSS.

1. AamununctpaTop DSS co3gaet sk3emnaspbl DSS ¢ ykasaHnem umenn b n napameTpoB nogkatouerus K Held. Mpu aTom
Heobxoanmo yKka3aTb dnar BeginUseEmpty . Ecam B/l co3gaBanack He ¢ MMeHeM MO yMONYaHUIO, B MapaMeTpax

NOAKNHOYEHNA TaKXe HeO6XOAI/IMO 3aMo/HUTb NapameTp DatabaseName.

2. AamuHuctpatop DSS BkatouaeT yyeTHble faHHble 3k3eMnispos DSS B poan cooTBeTcTBYOLWMX 6a3 AaHHbIX. [15 3TOro

HeobX0AMMO BbIMONHNUTL CIEAYHOLLNE AeNCTBUS:

e (Co3zaTtb Ha SQL-cepBepe nonb3oBatenein SQL ans ak3emnaspos DSS B cooTBeTcTBytOLWMX B/,

e (Co3ZaHHbIX MOJIb30BaTeNel BKIKOYNTb B POJIM COOTBETCTBYOLWMX B/,
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VIMeHa poneli npuBeseHbl B TabanLe HUXe.

KOMMOHEHT DSS MMma PONU

Cepsuc Ayanta auditinstance

Cepsuc O6paboTkm [lokyMeHTOB documentstoreserverinstance
Cepsuc Onepauuin® operationmanager

Llentp NaeHtndurkaumm identityserverinstance
CepBWuC B3aMMOAENCTBUSA C MOBUIBHBIM MpuioxeHnem myDSS mydssserverexternalinstance
Cepsuc B3anmogenctaus ¢ LIV (myDSS) mydssserverinstance

Cepsuc Mognunen** signserverinstance

NpumeuvaHue

*Cepsuc Onepauuii BXoauT B cocta 1 Cepsuca Mognucy, n LieHTpa aeHTndrkaumm. COoTBETCTBEHHO, B POJib HEOBXOAUMO
BKJ/IOYATb 06€e WX YYETHbIe 3amnucu.

**Cepsuc MNoanucn nmeet 2 6asbl AaHHbIX: SignatureServerCommonDB U SignatureServerDB.COOTBETCTBEHHO, yUYETHYHO

3anu1cb 3K3eMmnisipa HEOBXOANMO BKKOYATb B HY>XKHYHO POJb B KaXz0M 13 aTux b/,
HacTtpoika napameTtpoB nogkntoueHunsa Kk SQL-cepsepy
[ns ykazaHus napameTpoB nogkatoveHns k SQL-cepeepy npun pasBopaymBaHum sk3emnaspos DSS HeobxoarMOo ncnonb3oBaThb
KOMaHg/ieTbl New-Dss...SqlConnectionInfo.

NMAPAMETP ™n OMUCAHMUE

Tun ayTeHTUdUKaLmm B ak3emnaspe SQL cepeepa A1 yHETHOW 3anncy, OT UMEHW
KOTOpOW ByA€eT BbIMOAHATLCA NogKtoYeHne K b/l:
AutoDetect - aBTOMaTUuecKas NOMbITKa ONpeseneHvsa Tuna ayTeHTudukauum (no

n = . YMOYaHMI0)
ccountlype string SqlAccount - SQL-ayteHTudMKauma

Windows - Windows-ayTeHTndukaLms.
Ecnm DSS HeBepHO onpesenna Tvn ayTeHTUGMKaLMK, HeOOXOAMMO MCMob30BaThb
napametp SkipValidation.

AsUser string (Tonbko npu SQL-ayTeHTUdMKaLmm) Vima yuétHon 3anmcn AgmuHnctpatopa DSS Ha SQL-
cepBepe

AsUserPassword string (Tonbko npu SQL-ayTeHTUdMKaLmn) Maponb y4éTHOM 3anuncn AgMmuHuctpatopa DSS Ha
SQL-cepBepe

BeginUseEmpty bool Vicnonb3oBsathb cyuiectBytoLtyto nyctyto bJl. Vicnons3yetcs, ecam b/l cozgaBanack 3apaHee.

CreateBackUp bool CospaaBaTb pe3epBHYHO KOMUIO 6a3bl faHHbIX Nepes 0bHOoBAeHVEeM dk3emnapos DSS

DatabaseName string Ha3BaHwue 6a3bl faHHbIX
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NMAPAMETP ™n OMUCAHMUE

RepairDatabaseChecksums bool BoccTraHOBWTb KOHTPOJIbHBIE CYyMMbI NMPY O6HOBAEHUN 3K3eMmisipoB DSS
RestoreAccessModeAfterError bool Byaet m B/l Bo3BpateHa B MULTI_USER pexuvm nocie obHOBAEHWA
ServerName string Agpec ak3emrnisipa SQL-cepBepa, Ha KOTOPOM C/ledyeT pa3BepHyTb 6a3y AaHHbIX.
ServiceAccountName string Mms yyeTHoi 3anucmn sksemnasapa DSS

ServiceAccountPassword string Maposb yyeTHOW 3anuncy ak3emnaspa DSS

SkipVvalidation bool He onpeaensTtb aBTOMaTUueCKM Cnocob ayTeHTUdUKaLmm Ha SQL-cepeepe
T string MyTb K >XXypHanam obHOBAEHWA 6a3bl AaHHbIX (Ha cepBepe, rAe pa3BopayMBaeTca

ak3emnaap DSS)

UseExclusiveAccessMode bool Byaet an B/l nepeBeseHa B SINGLE_USER pexum Ha BpeMs 0OHOB/EHMS

Vcnonb3oBartk cylectsytoLyto 6a3y gaHHbIx. Vcnonb3yetca npn passopaynBaHum

UseExistingDB bool

JONONHUTENbHBIX 3k3emniapos DSS B knactepe.

(Tonbko npwu yaaneHHon Windows-ayTeHTudukaumm) Vicnonb3osaTtb YUETHYHO 3aMu1ch
UseNetworkService bool Network Service BKauecTBe y4ETHOI 3anmnCK 3K3eMMNAAPa, N HET BO3MOXHOCTY

co3zaTb y4eTHble 3anuncy B gomeHe Windows van ncnonbsosatb gMSA .

Mapametpbl ana Windows-ayteHTudukaymm

® AccountType (3anonHAeTCA, ecan OTKAKOYEHa aBTOMaTUYeckas rnonbiTka onpeAeneHns Tmuna ayteHTndurkaumnm)

® BeginUseEmpty

® DatabaseName (3anonHsetcs, ecam TpebyeTca 3anonHUTb Ums bl ana axk3emnaspa caMoCTOATENbHO, IMBO 3K3eMNIAP
Co3jaeTca MOBTOPHO Ha OAHOM cepBepe)

® ServerName

® ServiceAccountName

e SkipValidation (YcTaHaBnvBaeTcs B Cayyae HecTaHAapTHbIX pa3melleHnin SQL. Hanpumep, gomeH Windows 1 SQL-
ayTeHTudukaums)

® UseExistingDB

® UseNetworkService

Mapametpbl ana SQL-ayTteHTUdMKaLUm

® AccountType (ec/iv OTK/IOYEHA aBTOMaTHUYeCKan NomnbiTKa onpeseneHnsa Tuna ayTeHTndunkaLmm)

® AsUser

® AsUserPassword

® BeginUseEmpty

e DatabaseName (3anosnHsetcs, ecam TpebyeTcs 3anonHUTb Ums bl ana ak3emMnaspa caMoCTOATENbHO, IMBO 3K3eMMNsp
CO34aeTca MOBTOPHO Ha O4HOM cepBepe)

® ServerName

® ServiceAccountName

® ServiceAccountPassword

e SkipValidation (YcTaHaBnvBaeTcs B Cayyae HeCTaHAapPTHbIX pa3melleHnin SQL. Hanpumep, gomeH Windows 1 SQL-
ayTeHTuduKaLma)

® UseExistingDB
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MapameTpbl Npu obHOBAEHUM 3k3eMnaapoB DSS

O6HoBNEHME 3Kk3eMnasApoB DSS nx 6a3 AaHHbIX MPON3BOAUTCSA MPU NOMOLLM KOMaHANeToB Update-Dss. . .Instance (B
3aBUCMMOCTHM OT 3K3eMnasipa KOMMNOHeHTa). Mpn 3TOM yKka3aHHble HXKe NapaMeTpbl JOKHbI ObITb NepesaHbl B mapaMeTp
-ConnectionInfo. [lapameTpbl 3aMONHAIOTCA MPY NOMOLLM KOMaHANeTOB New-DssSql. . .ConnectionInfo (B 3aBMCMMOCTM OT

3K3eMrJiAapa KOMMOHEHTA).

® AsUser -ecau bblna HacTpoeHa SQL-ayTeHTUdMKaLL U

® AsUserPassword - ecau 6bina HacTpoeHa SQL-ayTeHTudVKaLms

® CreateBackUp

® RepairDatabaseChecksums

® RestoreAccessModeAfterError

e SkipValidation (YcTaHaBnvBaeTcs B Caydae HeCTaHAapTHbIX pa3melleHnin SQL. Hanpumep, gomeH Windows 1 SQL-
ayTeHTuduKaLma)

® TracelLogPath

® UseExclusiveAccessMode
MapameTpbl npu yaaneHun sksemnaapos DSS

yAaneHme 3K3eMnaAapos DSS unx 6a3 AaHHbIX NPOU3BOANTCA NPU MOMOLLIM KOMaHANIETOB Remove-Dss. ..Instance (B 3aBMCMMOCTM
OT 3K3emMnaapa KOMTOHEHTaA). I'Ip|/| 3TOM YKa3aHHble HV/>Ke MapaMeTpbl 40/IKHbI ObITb rnepesaHbl B napameTp -ConnectionInfo.
I'IapaMeprl 3aMnoIHAKOTCA NPV MOMOLLM KOMaHANeTOB New-DssSql. . .ConnectionInfo (B 3aBMCMMOCTHM OT aK3emMnaapa

KOMTMOHEHTA).

® AsUser - ecnv 6bina HacTpoeHa SQL-ayTeHTdMKaL WA
® AsUserPassword - ecin 6bina HacTpoeHa SQL-ayTeHTUdMKaLL M
® SkipValidation (YcTaHaBnAvBaeTcsa B Caydae HeCTaHAapTHbIX pa3melleHnin SQL. Hanpumep, gomeH Windows n SQL-

ayTeHTndmKaLLna)
Pa3sepTtbiBaHue 3k3emnaapos DSS B knactepe

Ecnm HeobxoaMMO pa3BepHYTb JOMNOAHUTENbHbIE 3k3eMnaspbl DSS Ha oTaenbHOM cepBepe, TO NPW 3anoJIHEHUW NapaMeTpoB
noakatoueHns kK b/l Tpebyetcs ykasaTtb MM CyLLEeCTBYHOLLEN 6a3bl JaHHbIX OCHOBHOMO 3K3eMTJisipa 1 BbICTaBUTb NMapameTtp
-UseExistingDB B 3HauyeHue $true.

MpuMmepsl co3aanna sk3emnaapos DSS ¢ HacTpolikon noakntouenuna k b/1

# BJl pacrnonoxeHa Ha NOKaJibHOM cepBepe
New-DssSignServerInstance -SQLServerName .\SQLServer -DBName SignatureServerDb

# BJl pacrnonoxeHa Ha yAaneHHOM cepBepe
$connInfo = New-DssSqlConnectionInfo -ServerName .\SQLServer -DatabaseName SignatureServerDb -
ServiceAccountName SignServerAccount

New-DssSignServerInstance -ConnectionInfo $connInfo -DisplayName SignServer -SiteName "Default Web Site"

XKTAN.00096-02 91 02 Kpunrolpo DSS. PykoBoacTBo AOMUMHUCT paTopa Crpanuua 46 13 289



MN3meHeHue cTpoku noaxkaroueHus Kk b/,

B cnydanx, korga H906XOAVIMO N3MEHUTb CTPOKY MOAK/IFOYEHNA K Bﬂ,, B 3aBUCMMOCTW OT TUMNa 3K3eMnadapa NCcnoJib3yroTcsa

KOMaHa/ieTbl Set-DSS...RegistryProperties.

Crtpoka nogkntoueHus Kk b/l 3agaetcs B napametpe -DBConnection v gokHa ObiTb 3aMo/IHEHa C UCMONb30BaHNEM L0MYCTUMbIX

MMeH AN 3HaYeHNI KNOUEBbIX CI0B B CTpoke nogkatoueHns (ConnectionString).
Mpumep:

Set-DssSignServerRegistryProperties -DBConnection "Data Source=.\DSS2008R2;Initial
Catalog=SignatureServerDB;Integrated Security=True;Persist Security Info=False"
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Nvuensnposanmne Kpuntollpo DSS

B saHHOM pa3gene npusegeHa nHpopmaumsa o avueHsnposanum Kpuntollpo DSS. Kpuntollpo DSS asnsetca nporpaMmmHo-
annapaTHbIM KOMMIEKCOM, MO3TOMY Ha HekoTopoe [0, BxoadLLee B €ro cOCTaB, AMLLEH3MA aKTUBMPYETCA aBTOMaTMYeCkn Npu
MOKYMKe OCHOBHBbIX NNLLeH31I (HanpumMep, Ha Kpuntolpo CSP, Kpuntollpo .NET, Kpuntolpo OCSP Client, Kpuntollpo TSP Client).

CnncoK AOCTYMHbIX IMLLEH3MI Haxo4MTCs Ha cTpaHuLe Popma 3akasa B pa3gene "Kpunrtollpo DSS".

NMpumeyvaHue

Jlnuensmns Ha Cloud CSP moxeT 6biTb MprobpeTeHa kak Onepatopom DSS B coctase Kpuntollpo DSS (cm. pasgen MAK
Kpuntollpo DSS - Kpuntollpo Cloud CSP Bepcumn 2.0 Popmebl 3akasa), Tak v MNonb3osatenem B coctaBe CK3U Kpuntollpo CSP
(cm. pasgen CK3W «Kpuntollpo CSP/JCP» ®opmbl 3akasa).

B Kpuntollpo DSS ana agMuHUCTpupoBaHua (BBOAA U yAaneHnsa AAMUHNUCTPATOPOM) AOCTYMHbI CeAytoLne ANLEeH3NN:

e JlnueHsunm Ha Cepsuc Moanucy;
® JIMLEeH3MM Ha KOMMOHEHThI LL:
o Ha moaynb ayteHTudumkaumm myDSS;
o Ha cpegcrBo ayTeHTudmKaumm SimAuth;
o Ha moaynb gocryna Cloud CSP (cM. npvMevaHue Bbiwe);
o Ha moaynb ayteHTudumkauum DSS Client.

* JlemoHCTpauUMOHHaA

* LEasosana

* Ha pacwwupenuve ba3oBoi
* [lognucka

* JlemoHCTpauUMOHHaA

* basosan

* Ha pacwwupenuve ba3oBoi
* Ha aon. cepeep

Cepeuc NMognucu LeHTp MgeHTHdMKaLUK

) Mogyne ayTeHTUdMKaLKMK
myDSS

Ci

- CpeacTeo ayTeHTUdUHALMK
SimAuth

73

— Moaynes goctyna
Cloud CSP
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Nvuensna Ha Cepsuc Moanucn
CyLLecTByHOT CIeAyHOLLME TUMbl INLLEH3UIA Ha MOAY /b ayTeHTudwmKauum myDSS:

e [flemoHcTpaumoHHas. Paccumtara Ha 10 [Nonb3oBaTene n He orpaHnYeHa no CPoky AenCTBUA. 3a4aeTCA NpPW NOMOLLM
komaHaneta Add-DssLicense 6e3 napameTpoB. JIMLLeH3MsA 3aKpenafeTcs 3a KaXabIM HOBbIM [Tosb30oBaTenem, Co3aBL M

3anpoc Ha cepTudwmkart. MNocne Beoga bazosolt anLeH3vn leMOHCTpaLMoHHas YHUUTOXAaEeTCA.

e ba3oBas. J/IMLeH31s BblAAeTCA Ha OrpaHNYeHHOe KonyecTBo Monb3oBaTtesiein 1 NO3BOASET MM CO34aTh 3aMpoc Ha
ceptudukart. He orpaHmyeHa no sBpemeru. [ins ogHoro sksemnaspa Cepsuca [Moanucn MoxeT BbiTb BBeZEHa TOAbKO OfHa

basoBas Ny eH3na. |_|pl/l BBOAE HoBoW bazoBon JINUEH3NN, CTapaa YHUUTOXaeTCA.

e Ha pacwwupeHue basoBoii nnueH3nn. JlMLeH3ns BbIAAETCA Ha OrpaHMYeHHoe KoanyecTBo MNonb3oBaTesiei 1 HazHavaeTcs
Monb3oBaTeNto TObKO Nocae ncHepnaHuna ammmuTta MNonbsosaTtenen B bazoBon AvLeH3nn. JIMLLeH3MIN Ha paclupeHne MoXeT

ObITb CKOJIBKO YTOAHO.

e OrpaHuuyeHHas No cpokKy AencTBuA. JaHHas 1uyeH3us Moxem 6bime 86I0aHA MOJ6KO 018 mecmuposaHus pabomei
Cepsuca Modnucu. B nneH3nm nponmcaH SBHO CPOK OKOHYaHWs AefCTBYSA, @ TakKe MOXKET BblTb OrpaHNUYeHO KOIMYECTBO
Mosnb3oBaTenei. [JlaHHas AMLEH3MSA MOXET bbiTb BBegEeHa nocsie [leMOHCTpaLMoHHON. OrpaH1YeHHas no Cpoky AeNCTBUs

JIVLLEeH3Ms MOXeT ObITb BBeEeHa TONbKO oAHa. BBog HoBol OrpaHNUYeHHON MO CPOKY JIMLLEH3UM 3aMeHSAET CTapyto.
e Ha gononHuTenbHbIN cepBep. VIcnosb3yeTcs ANs co34aHns cepBepa penvkaLm.

e OrpaHunuYeHHasi o CPOKY AeCTBUA Ha AONOJIHUTENbHBIV cepBep. JaHHas uyeH3us Moxem 6bime 8bI0aHA MOJILKO

0/19 mecmupoeaHusi co30aHus cepeepa penaukayuu.
[ns BBOAA, yAaneHns 1 NonyyYeHns CBeeHUN O INLLEH3MN UCMOb3YHOTCS CEAYHOLLME KOMaHANETbI:

o Add-Dsslicense
o Get-DsslLicense
® Remove-Dsslicense

NMpumeuvaHue

[Mocne BHECEHWNS U3MEHEHWUI B KOHq)I/IpraLl'I/I}O 3K3eMruiapa HeO6XOAI/IMO nepesanycrtutb nyn Be6-np|/mo>|<eva npw nomMoLLun

COOTBETCTBYHOLLLEV KOMaHZbI.
Mpumep nepesanycka:

# Mepe3sanyck nyna npunoxeHuin Cepsuca Moanucu:
Restart-DssSignServerInstance -DisplayName <string>

CooTBeTCcTBME TUNOB AMLEH3UI dOpMe 3aKa3oB

nepel-II/ICJ'IeHHbIe B AaHHOI7I CTaTbe Ha3BaHWA TUMNOB I'II/ILI,eH3Vll7l MCNONb3YHOTCA ANA KPAaTKOCTWN. TouHOEe COOTBETCTBME TUMOB

nnueH3nin Ha Kpuntolpo myDSS Bepcnm 2.0 Ha3BaHMAM 13 DopMbl 3aKa30B MPeACTaBAEHO B TabauvLe HXKe.

NMpumeuvaHue

CootBetcTBue [leMOHCTPaLMOHHOM NNLLEH3MW B J]aHHON TabauLie He MPUBOAUTCSA, T.K. Z@HHbIV TUM JNLEH3UM AOCTYNEH Cpasy

roc/e ycTaHoBKU 1 HacTpoikm Kpuntollpo DSS BHe 3aBUCUMOCTH OT APYFMX MPUOBPETEHHbIX JNLLEH3UNA.
TUN NULLEH3UN HAMMEHOBAHUE NO3ULUN B ®OPME 3AKA30B

Jlvuensma Ha npaso ucnosb3osanma MNAK "KpunTollpo DSS" Bepcun 2.0 Ha ogHOM cepBepe 0

bazoBas .
<KO/IMYECTBO> MNoJib30BaTeNemn
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TUN TNLEH3UN HAUWMEHOBAHUWE NO3NUUN B ®OPME 3AKA30B

Ha pacwuperve basoson JNnueHsna Ha pacluvpeHmne npasa ncnosbsosaHua MAK "Kpuntollpo DSS" Bepcun 2.0 Ha ogHOM cepsepe Ha
JMLEH3MK <KO/IMYEeCTBO> MOJb30OBaTeNei

Ha gononHuTenbHbIn

cepBep JinueH3wns Ha npaBo ncnonbzosaHua MAK "Kpuntollpo DSS" Bepcun 2.0 Ha Of4HOM AOMONHUTENBHOM CepBepe

[MpuMeuaHune

Bo3MOXKHbI pacxoXXaeHna AaHHOI\/’I Ta6J'IVILI,bI C (DOpMOI\/’I 3aKa3sa. I/IH(bopmau,mo B dJopMe 3aKa3a chejgyet cyuTatb I'IpVIOpI/ITETHOi;I.
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JInyeH3na Ha KOMMNoHeHTbl LI
[ns kaxaoro 3 cieaytowmx KoMmnoHeHToB LA, oTBeyatoLwmx 3a ayTeHTUGUKaL Mo, TpebyeTtca nnueH3uns:

e Ha moaynb ayreHtudumkaumm myDSS (ayTeHTndurKaL s nonb3oBaTenein ¢ NOMOLLbH MOBUIBHOTO NpuaoxeHns myDSS);

e Ha moaynb ayreHTudumkaumm DSS Client (ayTeHTndrKaLma MNMonbloBaTeneln ¢ NOMOLLbO Habopa CpeAcTB Ans
MOBWUABLHOTO MPUNOXKEHWSA);

e Ha cpeacTtBO ayTeHTUdUMKaumm SimAuth (ayTeHTUdUKaLms MNMonb3oBaTenen ¢ NOMOLbHO annieta Ha SIM-kapTe);

e Ha moaynb goctyna Cloud CSP (o6nauHbiin kpuntonposargep Cloud CSP).
[Jns Kaxa0ro 13 KOMMOHEHTOB CyLLECTBYHOT CIEAYIOLLME TUMbI INLLEH3UM:

e [/lemoHcTpauMoHHanA. AKTUBMPYETCA aBTOMaTUYeCk Npu codganmm sksemnaapa LIV, paccumtana Ha 10 MNonb3oBaTenein 1
He orpaHuyeHa no cpoky Aencrausa. MNocne BBoga basosor nan OrpaHNYEHHOW NO CPOKY AENCTBUA NLLEH3NN

JleMOHCTpaLMoHHaA YHUYTOXaeTCA.

NpumeuaHue
[eMOoHCTpaLMoHHas AnLLeH3MA He yHuUTOXaeTca B Bepcusax DSS 2.0.2849 v Bbiwe.

e bBasoBas. /InueH3ns BbIAAETCS Ha OrpaHNYeHHoe Koan4yecTBo [osb3oBaTenei 1 He orpaHmMyeHa no BpemeHu. 1ns ogHoro
ak3emnasapa LI moxeT 6biTb BBefeHa TOIbKO ofHa ba3oas aveH3us. Mpn BBoge HoBoM ba3oBol anLLeH3uK, ctapas
YHNUTOXAEeTCA, @ mepeHasHaveHne avueH3nmn Nosb3oBaTensam NponcxoanT aBTOMaTNYecky NPy NomnbITKe NOATBEPXKAEHNA

onepauum Uav BpyYHyo Npv HasHayeHn MeToAa ayTeHTudrKaLum.

e Ha pacwupeHue bazoBoii nnueHsnum. JlnueHsuns gononHseT ba3oByto (He MOXeT 6biTb BBeZeHa 6e3 Hee) 1 BblAaeTcs Ha

orpaHuyeHHoe Konnyectso Monb3oBatenei. JinueHsni Ha paclumpeHne MoxeT 6biTb CKOIbKO YTOAHO.

e Moanucka (Tonbko ana myDSS mn DSS Client). B avueH3nm Tvna Moanucka orpaHnyeH Kak CpoK AenNcTBUA ANLLEH3UW, TakK

1 KonmuecTBo lNMonb3oBaTenen (Kon-so akTuBauuii). OCobeHHOCTN NLEH3UN:

o CpoK AeNcTBUA INLEH3UM OTCUNTBIBAETCA MHAMBMAYAIbHO C MOMEHTa akTuBaLmmn Kaxzaoro MNonb3osaTens.
AkTuvBauwveli MNMonb3oBaTens Ha3blBAETCSA BK/IOYEHWE faHHOMY [Mosib3oBaTento MeToga ayTeHTudumkauum myDSS.

o [pw BkatoveHum Monb3oBaTento MeToaa ayTeHTudumkaumm myDSS TpaTutca ogqHO ncnosb3oBaHne AnLeH3nn (ogHa
akTuBaums). Ecim cpok AencTeus ML eH3un Ans 4aHHOro MNosb30BaTens UCTEK W'Y HEro No-npexxHeMy BKIHOYEH METOZ
ayTeHTuduKaumm myDSS, TpaTnTCa eLle 04HO UCMOob30BaHWE ANLLEH3MN (OA4HA akTuBaLmMs). JaHHbIV npoLecc
NPONCXOAUT aBTOMAaTMYECKN 1 NMOBTOPAETCSA, NOKa MeToZ ayTeHTudunkaumm myDSS octaércsa BkItOUEHHBIM A8
AaHHoro NMonb3oBaTens.

o AKTMBaLUs AMLeH3UN 3aKkpenseTcs 3a [Nosb3oBaTenemM. B TeueHve cpoka AeiCTBUS aKTUBUPOBAHHOM JINLLEH3UM
BKIOYEHNe/OTKAtoUeHME Ans AaHHOro [Monb3oBaTtens MeToAa ayTeHTudumkaumm myDSS He TpaTUT HOBYHO akTMBaLMHO.

o fll/ILLEH3I/IFI MOXET bbITb BBeEAEHa, AaXe eC/in basoBas JINUEeH3nA OTCYTCTBYET.

MpuMeuaHune

Mpv HaNNYMKM BBELEHHOW JIMLLEH3UM Ha TOT WU MHOW KOMMOHEHT LI/ 13 mepeyncieHHbIx BbiLle, IMLLEH3UM 3aKPENISOTCA 3a
Mosb30BaTeNsAMY aBTOMATUYECKM MPU HAa3HAUYEHUW METOZAa ayTEHTUGUKALLMM WU NPUY MOMbITKE NOATBEPXAEHUs onepau . Mpw
OoTKAtoUeHUM y [Nosib3oBaTens Kakoro-1mbo 13 MeTof0B ayTeHTudmKaLum uim moayns aoctyna Cloud CSP, avueH3us
0CBODOXAETCA N MOXET 6bITb 3aHATa ApyrumM Mosb3oBaTenem (kacaeTcs Tobko [leMOHCTpaLMoHHOW, ba3oBol AnLLeH3MN 1

AnueH3un Ha pacluivpenue).
CoBMeCTMMOCTb C MpeablAyLWMMN BEPCUAMM

Hekotopsle [MNonb3oBaTeny, Ncnosb3yrowme MeTog, ayTeHTudumkauum myDSS, Moram 6biTb NprcoesHeHbl K OrpaHUYeHHOM Mo
CpPOKY AeUCTBUA NNLLEeH3MN. B JaHHOM TuMe IMLEH3MM MPOMNMCaH SBHO CPOK OKOHYaHWUA AencTBuUA (06LLMI AN BCeX
nosib30BaTe/el, HAUMHAET OTCUUTLIBATLCA C MOMEHTA BBOAA JINLLEH3MM), @ Tak)Ke MOXKET BbITb OrpaHNYEHO KONNYECTBO
Monb3oBaTenen. laHHas nnLLeH3Ms He TpebyeT 0bsa3aTeNbHOro Haanumsa bazoBon n/wam anueHsnn Ha paclunpeHmne, HO MOXET UX

A,0MNONHATb. OrpaHnYeHHas Mo CPOKY AENCTBUSA INLLEH3USI MOXET ObITb BBEAEHA TONbKO OZHA.
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MpumeuvaHue

OrpaHuyeHHas no CpoKy JMLEeH3Ns NepecTaeT NoJHOLEHHO AencTBOBaThb B Bepcuax DSS 2.0.2849 v Bbiwe. [Mpu 3ToM

HEBO3MOXXHbI:

e BBOZA 1 yAaneHve AMLeH3nM JaHHOro Tmna.

e [lpucoesnHeHWe K AeNCTBYOLEN NNLLEH3UN HOBbIX osb30BaTenei.

[MpuMeuaHune

OCob6eHHOCTN UCMO/Ib30BaHWA OFPaHUYEHHON MO CPOKY nLLeH3UM B Bepcmsax DSS 2.0.2849 v Bbiwwe:

o [lpuKpenneHHble K AelCTBYOLLEN NLLEH3UM NOJb30BaTENM MOTYT NO/Ib30BaTbCA € 10 UCTEUEHNA CPOKa AeUCTBUA Npu
YCNOBMM HEOTKNHOUEHNA MeToAa ayTeHTudumkaumm myDSS.

® ECau OTKAHOUMTB NOJb30BaTeNtO, NMPUKPENIEHHOMY K OrpaHUYeHHOM Mo CPOKY NNLLEH3UM, METOA ayTeHTudmrkauum myDSS,
cnejyrolliee Ha3sHayYeHne eMy 3TOro MeTOAa NPUKPenseT ero K nMetoLLernca csobogHom anteHsnn (Mpuoputet: basosas, Ha

pacwmpeHwue, MNMoanucka).
BBoa nnueH3ui

B obLuem Buae cxema nnueH3npoBaHus komrnoHeHTos LI Kpuntollpo DSS Bbirnsant caeayroLlimnm obpasom:

I'pynna Monszoeatensi Default Mpynna auuetsui Default

=5
==
=5
==
=5
]
7]

Ba3oBaA AMUEHIMA

NHuEH3HM Ha
PACWMPEHHE

MognKcka 1

. HA X EPEMEHH
Ipynna Nonezosatensd N

Moanucka 2
Ha X BpEMEHMK

NEEREN i
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BBog anueHsnm OCyLLEeCTBNIAETCA B cnep,yrom,el‘/'l nocneaoBate/ibHOCTU:

1. Co3paHue rpynnbl ILEH3NA 1 ee NnpuBA3Ka K rpynne Mosnb3oBatenen.

# Co3paHue rpynnbl NUEH3UA M NpuBsA3Ka UX K rpynne lMonb3oBaTenei
Add-DssStsLicenseGroup -Name "<OTobpaxaemoe uma rpynnsl AuueHsun 1>" -LicenseeGroups <WUma rpynnsl Monb3oBaTenen

1>
Add-DssStsLicenseGroup -Name "<OTobpaxaemoe umAa rpynnsl AuueHsun 2>" -LicenseeGroups <WUma rpynnsl Monb3oBaTenen

2>
,TAe Uma rpynnbl Monb3oBaTenei - 3HaUEHME CTPOKWN Name B BbiBOJE KOMaHANeTa Get-DssIdentityGroup

BHuMaHue!

e OgHa rpynna avueHsni MOXKET 6biTb NpuBsi3aHa K HECKOAbKUM rpynnam Mosb3oBatenel (B T.4. Default).

e KogHown rpynne Monb3oBatesneri HE MOXKET 6biTb NpriBf3aHoO 601ee 04HOW rpymnnbl AULLEH3WIA.
2. BBoa, Homepa MLEeH3UN C O4HOBPEMEHHbIM BKJ/IlOUEHUEM JaHHOW IMLLeH3UU B rpynny.

BHuMaHue!

HeKOTOpre TUNbI ]'II/ILI,eH3I/II7I HE MOTyT HaxoAWUTbCA B OAHOI;I N TOW Xe rpynne. Bo3mMo>kHble KOM6I/IHaLI,I/II/I ﬂI/ILI,eH3I/II7I OnwncaHbl B

COOTBETCTBYHOLLEM pa3jere.

$licenseSeriall = "%aaaa-aaaa-aaaa-aaaak"
$licenseSerial2 = "%bbbb-bbbb-bbbb-bbbb%"
$companyName = "%Company_Name%"

# JlobaBneHne nvueH3UW B rpynny AULEH3UR
Add-DssStsLicense -SerialNumber $licenseSeriall -CompanyName $companyName -LicenseGroupId <ID rpynnbl JAuULEH3MiI

1>
Add-DssStsLicense -SerialNumber $licenseSerial2 -CompanyName $companyName -LicenseGroupId <ID rpynnbl JAuULEH3UiI

2>
,rae LicenseGroupId - 3HayeHMe CTPOKWM Name B BblBOAE KOMaHA/eTa Get-DssStslicense

[MpuMeuaHune

Mocne BHECEHNS UBMEHEHWI B KOHUIYpaLIMIO SK3eMmispa HEOBXOANMO Nepe3anycTuTb Ny BE6-MPUIOXKEHNS NPV MOMOLL

COOTBETCTBYOLL,E KOMaHAbI.
Mpumep nepesanycka:

# MNepesanyck nyna npunoxeHunin LN:
Restart-DssStsInstance -DisplayName <string>

MepBblii BBOA NMLEH3UMU

Mpwv NepBoM BBOZE MLEH3UN Ha MOAY b ayTeHTudmKaumm myDSS nan myDSS Client MOXHO BOCMOAb30BaTbCA CAEAY WM

cLeHapviem.
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foreach ($licenseGroup in Get-DssStsLicenseGroup)

{

Set-DssStsLicenseGroup -LicenseGroupId $licenseGroup.Id -LicenseeGroups @{}

$1licGroup = Add-DssStsLicenseGroup -Name "Default Lic Group" -LicenseeGroups Default

$licenseSeriall = "%aaaa-aaaa-aaaa-aaaak"
$companyName = ‘%Company Name%'

Add-DssStslLicense -SerialNumber $licenseSeriall -CompanyName $companyName -LicenseGroupId $licGroup.ID

Restart-DssStsInstance -DisplayName <string>

CoueTaHua nnueH3nmn

Kaxkaas 13 BBeEHHbIX IMLLEH3UIA MPUHAANEXWT HEKOTOPOW rpynne AnLeH3ui. Mpu 3ToM crieayeT yumnTbiBaTb CledytoLme
CBOWCTBa IMLLEH3UI MPU PacrpeseneHmm Ux no rpynnam:

o KomnoHeHT LIV, Ha KoTopbIli BBOAWTCS NLLEH3MS
o Tun amueHsnn

B TabavLLe HUXKe Ha nepeceyeHsx CTONBL,0B 1 NMoJieil CUMBOJIOM "+" nan "-" yKa3aHbl BO3MOXHOCTM pa3MeLLLeHs TUMOB
NNLLEH3MI B ogHOW rpynne. MNpu 3TOM HeO6XOAMMO YUUTbIBaTb ClesytoLLee:

e [leMOHCTpaLMOoHHas nLeH3ns (Ha Nto6oM KOMMOHEHT L) He coueTaeTcs € Apyrumu Tnamu anueHsunin. Mpu co3ganmm
HoBoro 3k3emnasapa L [leMoHCTpaLoHHas avLeH3na He npukpenaeHa K kakon-anbo rpynne. Mpu 3ToM npu HazHavyeHnn
MeToga ayTeHTUdMKaLmmn Monb3oBaTeNO NUCMO/b30BaHNE 3TOW ANLEH3UN TPaTUTCA. ECv BbINOAHANOCH OBOHOBAEHWE
ak3emnnapa DSS 6onee paHHeit Bepcuy, [leMOHCTpaLMOHHasA MLEH3NA NMOMeLLAeTCs B rpynny AuLeH3ni Default u
Ha3Hauvaetcsa rpynne [Nonb3oBaTenei Default. ns HazHaueHws rpynne MNMonb3oBaTenein Default Apyrow rpynmbl AULLEH3NRA
HeobXoA4MMO yAanuTb NPUBA3KY.

o JlnueH3unn Ha myDSS n DSS Client HE MOTYT HaxoAuTbcs B og4HOM rpynne. [Mpu 3Tom avueH3us Ha myDSS BkitovaeT B
cebsa nmuensuto Ha DSS Client.

e Fa3oBble AnLeH3un 1 anueH3un Ha pacwipeHne MOTYT KOMOUHMPOBATLCS B OZHON rpyrne Ha pa3inyHbie METOAbI
ayTeHTUPUKaL MU U Ha pa3anyHoe uncio Monb3oBaTeneit B KaXkou.

o JlnueHsum Tuna Mognuncka MoryT KOMBMHUPOBATLCA TONbKO MPU YCAOBUU, UTO UX CPOKN AENCTBUA B NMpeAenax O4HOM
rpynnbl O4MHaKOBbI (Hanpumep, Kaxaasa Ha 1 mecad,).

TUMbl TNLLEH3UN BA30BASA HA PACWNPEHUE MNOAMNUCKA

[leMOoHcTpaumoHHas - - -

basosas + + -

Ha pacwmperve + + -

Moanwvcka - - + (TONBbKO C OANHAKOBbLIM CPOKOM A eACTBIS)

yCTpaHeH ne Henonaaok

Mpwn BKAOYEHUM NNLLEH3MIN B TPYNMY AULLEH3UI, TAe NPUCYTCTBYHOT HEKOMBUHMPYOLLMECS C HEN TUMbl, MOTYT BO3HUKATb OLLUNOKM.
B gaHHOM ciyyae HeOBXOAMMO COPOCUTL MPUBS3KM TPYNM JNLLEH3UIA K rpynnam Monb3osaTenen:

foreach ($licenseGroup in Get-DssStsLicenseGroup)

{

Set-DssStsLicenseGroup -LicenseGroupId $licenseGroup.Id -LicenseeGroups @{}
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NMpumeuvaHue

ﬂ,aHHaﬂ KOMaHJa YHUYTOXaeT BCe paHee CO34aHHble NMPUBA3KK rpynn }'II/ILI,EH3I/II71 K rpynnam Monb3oBaTenen. HeO6XOAI/IMO

Ha3Ha4ynTb INLEH3NAM HOBbIE rpynrbl NpyY MOMOLLNA cnep,yrou.;eﬁ KOMaHAbl.

Set-DssStsLicenseGroup -LicenseGroupId <ID rpynnbl nuueH3ui> -LicenseeGroups <"Vmsa rpynnsl [lonb3o0BaTenei
1","MmAa rpynnsl Nonb3oBaTenen 2">

, TAe Wma rpynnel Monb3oBaTeneil - 3HAYEHWE CTPOKM Name B BbIBOAE KOMaHAeTa Get-DssIdentityGroup.[locne 3aBeplueHuns

HaCcTpPOVK HeOBXOAMMO Nnepe3anyCcTuTb Ny NpuaoxeHun LieHtpa VigeHTudrkavmn.
HewTatHble cutyauunm
NMpumeuvaHue
O6paboTka HeLUTATHbIX CUTYaLMA MPUMEHSIETCA A5 IMLEH3UM Ha MoAy b ayTeHTudmKaumm myDSS n DSS Client.

HeluTaTHblE cMTyaLUK C MCMONb30BaHMEM NNLLEH3MI Ha MOAY b ayTeHTudukaum myDSS mnam DSS Client moryT Bo3HMKaTb npu

MCNONb30BaHUN OZHON U TOW Xe YYETHOM 3anuncu Aas co3faHuns NOAMUCU OKYMEHTOB OT MMEHW pa3nyHbIx [osb3oBaTenen.
K HeluTaTHbIM CUTYaLUsIM OTHOCUTCS CliefytoLlee:

1. [lobaBneHre HOBOroO yCTPONCTBA.
2. ObHOBNeHWe BEKTOPa ayTeHTUPUKALLMN paHee YeM Yepe3 roZ OT MOMEHTa CO3JaHus.
3. OTkAnroYeHve meToga ayTeHTUdMKaLum, B TOM Yncae npv yganeHunn MNonbsosatens DSS nav npu yaaneHnn eMHCTBEHHOTO

BekTOpa ayTeHTuduKaLum MNonb3oBaTens.

B cBa3m ¢ atum B KpunTolpo DSS nprvMeHstoTCA OrpaHNUeHmns Mo KOMYECTBY HELUTATHbIX CUTYaL Wi, MPU 3TOM KOJAMYECTBO
yKa3aHHbIX HeLLTaTHbIX CUTyaL Ui JOXKHO COCTaBNATb He 6onee 10% o1 obLero uncna MNMonb3oBaTtenen B BBEAEHHbIX NLLEH3MAX

OZHOrO 1 TOro Xe Tuna. KoamuyecTBo HelUTaTHbIX CUTYaL M MOACUYMTBLIBAETCA 3@ NEPUOS MPOLOKMTENbHOCTLIO 30 CyTOK.

|_|pI/1 npeBbIlLEeHNN YnCia HEWTaTHbIX cmyau,mﬁ 3a nocneaHwne 30 CYyTOK CTaHOBUTCA HEBO3MOXXHbIM ,D.O6an|eH|/|e HOBOIro

YCTPOWCTBa U/Mav OBHOB/IEHWE BEKTOPa ayTeHTudUKaLum MNosb3osaTens.
CooTBeTCcTBME TUNOB NULEH3UI popMe 3aKka3oB

nepel-II/ICJ'IEHHbIe B AaHHOIz CTaTbe Ha3BaHMA TUNOB J'IIALI,GH3I/II\/’1 NCMONb3YHOTCA A1 KPaTKOCTW. TouHOe coOoTBETCTBME TUMOB

ﬂVILI,eHBVII7I Ha3BaHWAM U3 q)OprI 3dKa30B npeacraB/ieHO B Ta6J'IVILI,e HWXe.

[MpuMeuaHune

CooteeTcTBre [LEMOHCTPALMOHHOM ANLEH3UN B JaHHON TabuLe He MPUBOAUTCS, T.K. AaHHbIN TUM JULLEH3UN LOCTYMNEH Cpasy
noc/ne ycTaHoBKW 1 HacTpoikm Kpuntollpo DSS BHe 3aBUCUMOCTH OT APYTrMX NMPUOBPETEHHbIX JNLLEH3UIA.

TN NTNLEH3UN HAMMEHOBAHUWE NO3NLUNN B POPME 3AKA30B

JnueHsnsa Ha NpaBo ncnoab3osaHuna MO "<uma komnoHeHTa UW> ana MNAK "Kpuntollpo DSS" Bepcun 2.0

basoBasn .

[0 <KOM4YeCTBO> Mosb3oBaTenen
Ha pacwwmperve basosoii JIvueH3na Ha pacwmpeHve npasa ncnoab3osaHua MO "<uma komnoHeHTa UW> ana MAK "Kpuntollpo DSS"
JMLEH3MN Bepcum 2.0 Ha <KOJMYECTBO> MO/b30OBaTeNEw
Mognucka (paHee - JvueHsnsa Ha NpaBo ncnoab3osanuna MO "<uma komnoHeHTa UW> ana MNAK "Kpuntollpo DSS" Bepcun 2.0
OrpaHnyeHHas No BpemMeHw) [0 <KOJIMYEeCTBO> MOJb30BaTeNeN (< CpPoK, Hanpumep “rogosas’”>)

MNpumeuvaHue

JocTynHble L eH3mmn B Gopme 3akasa (KoMYeCTBO Nob30BaTeNeN, yCI0BUA U AP.) MOTYT 6bITb M3MeHEHbI. VIHdpopmaLmio B
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OnpeaeneHve TMnNa ANLEH3UN

B saHHOM pa3gene npuBeseHa MHPOpPMaLLMs, NO3BOAAOLLAA ONPEASNNTb TUM JANLLEH3UN MO ee CepunHOMY Homepy. B Tabaunue

HU>Ke cobpaHbl TUMbI AnLLeH3UA Kak Cepauca MNognucy, Tak n kKoMmnoHeHToB L. Mpu 3TOM Ucno/sib30BaHbl KOPOTKMNE

HanMeHOBaHNA TUMOB J'IVILI|9H3I/IVI. CootBeTtcTBMe KOPOTKNX HaVMeHOBaHWUA TUMOB ]'II/ILI,eH3VII7I G>opme 3aKa3oB NpmneBeaeHO B

COOTBETCTBYHOLLMX pa3jenax:

o KomnoHeHTbl LLW;

e Cepsuc MNMoanucu.

TN TNLEH3UN

JlnueHsmsa

JlnueHsmsa

JlnueHsmsa

JnueH3na

JInueHsunsa

JlnueHsuna

JlnueHsmsa

JlnueHsmsa

Ha Cepswic [Noanucy, basoBas

Ha Cepsuic MNognucn, Ha pacwumpenue

Ha Cepsuc MNognucn, BpemeHHasn

Ha Cepsuic [MNoanucn, gon. cepsep, basoBas

Ha Cepswic MNognucn, fon. cepsep, BpemenHasa

Ha koMmnoHeHT LI/, basoBas

Ha komnoHeHT LI/, Ha pacuumpeHnue

Ha KOMMoHeHT LI/, BpemeHHasn

MooaepxuBaeTca TO/bKO ANA COBMECTUMOCTMU C
npegplayunMmm Bepcuamun.

JlnueHsunsa

XKTAN.00096-02 91 02 Kpunrolpo DSS. PykoBoacTBo AOMUMHUCT paTopa

Ha komnoHeHT LU, Moagnucka

KoA,
NPOAYKTA

D5

D5

D5

D1

D1

A5

A5

A5

A5

MPU3HAK
TUNA

D5100-xTxxx

D5100-x2xxx

D5100-x4xxx

D1100-xTxxx

D1100-x4xxx

A5100- X
Txoxx

A5100- X
2XxX

A5100- X
4xxx

A5200-D1
XX0

KOMMEHTAPUN

rae X: M-SIM, D-myDSS, C -

Cloud CSP

rae X: M-SIM, D-myDSS, C -

Cloud CSP

rae X: M-SIM, D-myDSS, C -

Cloud CSP

Tonbko ana myDSS n DSS SDK;
XX - KONMYecTBO MecaLeB

noannmcku.
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O6wue cBegeHusa 06 agMnHUCTpUpoBaHun komnoHeHToB Kpunrtollpo
DSS

AZMWHUCTPUPOBaHNE OCYLLECTBASETCA Yepe3 KoHCoNb PowerShell c nomoLblo koMaHANeTOB, BxoAALMX B cocTaB PowerShell-
MOZY IS KaXZA0ro 13 KOMMOHEHTOB. B 06LLieM cilyuae 06beKTbl aZMUHUCTPUPOBAHNUSA MOAAEPXKNBAKOT CeAy LM Habop

LAEeNnCTBUI:

e Co3gatb 06bekT (Add-, New-);
e I3meHuTb NapameTpbl 06bekTa (Set-, Update-);
e [lonyunTb NapameTpbl obbekTa (Get-*);

® Yaanutb 06bekT (Remove-*).

YacTb 06beKTOB NOAAEPXKUBAIOT AOMOJIHUTENbHbIE LEACTBUSA, Takme KakK: BKIUUTb/oTKAtoUnTh (Enable-, Disable-), konvpoBatb

(Copy-), npomecmuposame (Test-). /IMeHa KOMaHZANETOB MEHOT CIEAYIOLLYHO CTPYKTYPY: <Verb> - <Name>, rae

® <Verb> — 1MM$ JeiCTBUS, BbINOJAHAEMOrO HaZ 06beKTOM agMUHNCTpUpoBaHus. Hanpumep: Add, Get, Update n T.4.

® <Name> — 1UMA 0bbekTa aaAMUHUCTPUPOBaHUA.

Cnvcok KOMaHANeToB, BXoaALMX B coctaB PowerShell-mogyns kaxzgoro n3 komnoHeHTos Kpuntollpo DSS, MOXHO noay4unTs,

BbIMOJIHMB KOMaHAy:

Get-Command -Module CryptoPro.DSS.PowerShell.<KomnoHeHT> -CommandType Cmdlet

PowerShell-mogynn komnoHeHToB KpunTtolpo DSS npuBeAeHbl HuXKe.

KOMMOHEHT MMa Moayna

LleHTp VizeHTndumkaumm CryptoPro.DSS.PowerShell.STS

Cepsuic Moanucn CryptoPro.DSS.PowerShell.SignServer

Beb-uHTepdeiic Monb3osatens CryptoPro.DSS.PowerShell.Frontend

Cepsuc Ayauta CryptoPro.DSS.PowerShell.Analytics

Mogynb ayTeHTudmKaLmm myDSS CryptoPro.DSS.PowerShell.MyDSSInternal, CryptoPro.DSS.PowerShell. MyDSSExternal

[na nonyyeHmsa cnpaekun No KaXXAoMy U3 KOMaHA/ETOB BbINOJHNUTE KOMaHAY
Get-help <umaA_komaHaneta>

Hanpwumep:
Get-Help Set-DSSStsProperties

nin

Get-Help Set-DSSStsProperties -Full

KoHBeviep

KomaHaneTsl, BxogaLime B coctaB Powershell-mogynen DSS, nogaepxusarot paboTy uepes koHBenep (pipeline). Bce komaHaneTbl
Get- Bo3BpalLatoT 06bekTbI. MostyyeHHble 06beKTbl MOTYT ObITh Uepe3 KOHBeep HanpaeaeHbl B KOMaHANeTb select, where,

foreach, format-list, format-table n 1.a.
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Huxe npreegeHbl npumepsl paboTbl ¢ koMaHaseTammn DSS yepes koHBeliep.
e [IpoBepka JOCTYMHOCTN KPUMNTONPOBaNAepoB

Get-DssCryptoProvider | Test-DssCryptoProvider

e [lobaBneHve naeHTudmrKaTopa NPOBEPSIOLLEN CTOPOHbI
$identities = (Get-DssRelyingPartyTrust -Id 2).Identities

$identities.Add("https://newhostname/frontend")
Set-DssRelyingPartyTrust -Id 2 -Identities $identities

e [lobaBneHne HOBOW cny>KObl TSP

$newTSP = New-Object -TypeName CryptoPro.DSS.Common.Service.TspService
$newTSP.Name = "New TSP Service Name"

$newTSP.Title = "New TSP Service Title"

$newTSP.Url = "http://hostname/tspNew/tsp.srf"

$tspList = (Get-DssProperties).TSPList

$tspList.Add($newTSP)

Set-DssProperties -TSPList $tspList

® [1pOCMOTP OTAE/bHbIX CBOWCTB O6BEKTOB:
lMpocmomp ceolicme kpunmonposatidepos
Get-DssCryptoProvider | select -ExpandProperty Settings
lpocmomp ceolicme MoQdyisi onosewjeHus
Get-DssStsNotifier -NotifierID 1 | select -ExpandProperty TransportPlugin
e dopmaTmpoBaHuMe BbIBOAA B BUAE CrMcKa
Get-DssFeWSFederationSettings | format-list

L] cDOpMaTVIpOBaHI/Ie BbiBOZa B BUAE Ta6J'II/ILI,bI

Get-DssFeWSFederationSettings | format-table

e [lonyuyeHne cBONCTB (MosyyeHne nmeHn Mactep-katoda y obbekTa KpunTonpoBaingepa)

(Get-DssCryptoProvider -ID <prov_ID>) .Settings[
[CryptoPro.DSS.Common.Cryptography.Enums.CryptoProviderParam]: :MasterKeyName]

® ll3meHeHwue cepTudukarta Onepatopa

$cert = Get-Item Cert:\LocalMachine\TrustedPeople\@A5193D4C .. CA4437063
Set-DssIdentityOperator -IssuerName realsts -Login adminGost -Certificate $cert

e [lonck MOZY/1st OMOBELLEHWS 3aZlaHHOro T!Ma

Get-DssStsNotifier | where { $_.Type -eq "Audit" }

e Bbibop WabsoHOB cOObLLEHNI 3a4aHHOMO TUMNa

Get-DssStsFormatterTemplate | where { $_.Destination -eq "MyDssAuth" }

e [lonyuyeHne Kog0B COBbITUI
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(Get-DssSignServerEvent) | foreach { Write-host $_.EventType " ("([int]$_.EventType)") - " $_.Id }

e BbiBog HbopmMaLmm 06 owwnbke

$error[@].Exception
$error[@].Exception.InnerException
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O6wue cBegeHusa 06 agMnHUCTpUpoBaHun komnoHeHToB Kpunrtollpo
DSS

AZMWHUCTPUPOBaHNE OCYLLECTBASETCA Yepe3 KoHCoNb PowerShell c nomoLblo koMaHANeTOB, BxoAALMX B cocTaB PowerShell-
MOZY IS KaXZA0ro 13 KOMMOHEHTOB. B 06LLieM cilyuae 06beKTbl aZMUHUCTPUPOBAHNUSA MOAAEPXKNBAKOT CeAy LM Habop

LAEeNnCTBUI:

e Co3gatb 06bekT (Add-, New-);
e I3meHuTb NapameTpbl 06bekTa (Set-, Update-);
e [lonyunTb NapameTpbl obbekTa (Get-*);

® Yaanutb 06bekT (Remove-*).

YacTb 06beKTOB NOAAEPXKUBAIOT AOMOJIHUTENbHbIE LEACTBUSA, Takme KakK: BKIUUTb/oTKAtoUnTh (Enable-, Disable-), konvpoBatb

(Copy-), npomecmuposame (Test-). /IMeHa KOMaHZANETOB MEHOT CIEAYIOLLYHO CTPYKTYPY: <Verb> - <Name>, rae

® <Verb> — 1MM$ JeiCTBUS, BbINOJAHAEMOrO HaZ 06beKTOM agMUHNCTpUpoBaHus. Hanpumep: Add, Get, Update n T.4.

® <Name> — 1UMA 0bbekTa aaAMUHUCTPUPOBaHUA.

Cnvcok KOMaHANeToB, BXoaALMX B coctaB PowerShell-mogyns kaxzgoro n3 komnoHeHTos Kpuntollpo DSS, MOXHO noay4unTs,

BbIMOJIHMB KOMaHAy:

Get-Command -Module CryptoPro.DSS.PowerShell.<KomnoHeHT> -CommandType Cmdlet

PowerShell-mogynn komnoHeHToB KpunTtolpo DSS npuBeAeHbl HuXKe.

KOMMOHEHT MMa Moayna

LleHTp VizeHTndumkaumm CryptoPro.DSS.PowerShell.STS

Cepsuic Moanucn CryptoPro.DSS.PowerShell.SignServer

Beb-uHTepdeiic Monb3osatens CryptoPro.DSS.PowerShell.Frontend

Cepsuc Ayauta CryptoPro.DSS.PowerShell.Analytics

Mogynb ayTeHTudmKaLmm myDSS CryptoPro.DSS.PowerShell.MyDSSInternal, CryptoPro.DSS.PowerShell. MyDSSExternal

[na nonyyeHmsa cnpaekun No KaXXAoMy U3 KOMaHA/ETOB BbINOJHNUTE KOMaHAY
Get-help <umaA_komaHaneta>

Hanpwumep:
Get-Help Set-DSSStsProperties

nin

Get-Help Set-DSSStsProperties -Full

KoHBeviep

KomaHaneTsl, BxogaLime B coctaB Powershell-mogynen DSS, nogaepxusarot paboTy uepes koHBenep (pipeline). Bce komaHaneTbl
Get- Bo3BpalLatoT 06bekTbI. MostyyeHHble 06beKTbl MOTYT ObITh Uepe3 KOHBeep HanpaeaeHbl B KOMaHANeTb select, where,

foreach, format-list, format-table n 1.a.
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Huxe npreegeHbl npumepsl paboTbl ¢ koMaHaseTammn DSS yepes koHBeliep.
e [IpoBepka JOCTYMHOCTN KPUMNTONPOBaNAepoB

Get-DssCryptoProvider | Test-DssCryptoProvider

e [lobaBneHve naeHTudmrKaTopa NPOBEPSIOLLEN CTOPOHbI
$identities = (Get-DssRelyingPartyTrust -Id 2).Identities

$identities.Add("https://newhostname/frontend")
Set-DssRelyingPartyTrust -Id 2 -Identities $identities

e [lobaBneHne HOBOW cny>KObl TSP

$newTSP = New-Object -TypeName CryptoPro.DSS.Common.Service.TspService
$newTSP.Name = "New TSP Service Name"

$newTSP.Title = "New TSP Service Title"

$newTSP.Url = "http://hostname/tspNew/tsp.srf"

$tspList = (Get-DssProperties).TSPList

$tspList.Add($newTSP)

Set-DssProperties -TSPList $tspList

® [1pOCMOTP OTAE/bHbIX CBOWCTB O6BEKTOB:
lMpocmomp ceolicme kpunmonposatidepos
Get-DssCryptoProvider | select -ExpandProperty Settings
lpocmomp ceolicme MoQdyisi onosewjeHus
Get-DssStsNotifier -NotifierID 1 | select -ExpandProperty TransportPlugin
e dopmaTmpoBaHuMe BbIBOAA B BUAE CrMcKa
Get-DssFeWSFederationSettings | format-list

L] cDOpMaTVIpOBaHI/Ie BbiBOZa B BUAE Ta6J'II/ILI,bI

Get-DssFeWSFederationSettings | format-table

e [lonyuyeHne cBONCTB (MosyyeHne nmeHn Mactep-katoda y obbekTa KpunTonpoBaingepa)

(Get-DssCryptoProvider -ID <prov_ID>) .Settings[
[CryptoPro.DSS.Common.Cryptography.Enums.CryptoProviderParam]: :MasterKeyName]

® ll3meHeHwue cepTudukarta Onepatopa

$cert = Get-Item Cert:\LocalMachine\TrustedPeople\@A5193D4C .. CA4437063
Set-DssIdentityOperator -IssuerName realsts -Login adminGost -Certificate $cert

e [lonck MOZY/1st OMOBELLEHWS 3aZlaHHOro T!Ma

Get-DssStsNotifier | where { $_.Type -eq "Audit" }

e Bbibop WabsoHOB cOObLLEHNI 3a4aHHOMO TUMNa

Get-DssStsFormatterTemplate | where { $_.Destination -eq "MyDssAuth" }

e [lonyuyeHne Kog0B COBbITUI
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(Get-DssSignServerEvent) | foreach { Write-host $_.EventType " ("([int]$_.EventType)") - " $_.Id }

e BbiBog HbopmMaLmm 06 owwnbke

$error[@].Exception
$error[@].Exception.InnerException

XKTAN.00096-02 91 02 Kpunrolpo DSS. PykoBoacTBo AOMUMHUCT paTopa Crpanuua 63 13 289



OTkasoycronumsoe nogxatoueHme Kpmnrolfipo HSM

[ins BbINONHEHNSs KpUNTOrpadrUeckmx onepaumnn n xpaHeHus karoueBon nHpopmauum (Mactep karoun) Kpuntollpo DSS gomxkeH
6bITb NogkatoueH k Kpuntollpo HSM. DSS ncnonbsyet cregytowme Mactep-katoum:

Macrep-kntou Cepsuca MNognucm
Mactep-knroun mogyna SIM-ayTeHTndurkaLmm
Mactep-kntou myDSS Cepsepa

Macrep-kntoum mozyns myDSS Client
e Macrep-katou Cepsuca Ayauta

MacTrep-karoum MMELOT OrpaHNYeHHbIN CPOK XWU3HWM - 3 roga. MacTep-Kaoumn NCNoJIb30BYOTCA AA CO3A4aHNA U XpaHeHWA
Pa3NNUHBIX KOYEN Nosb3oBaTtenei. Kntoum nonb3osaTess UMEKT OFPaHUYEHHbIN CPOK XWU3HW - He 6osee 15 MecsaLeB.

3a 15 mecALeB 40 OKOHYaHWA CPOKa XU3HM MacTep-Karou nepexoamnT B cOCTosHme "ToAbKOo and uTeHna". B gaHHOM

COCTOAHUN MaCTep-K}'IPOl—I MOXET BbITb NCMOb30BaH TO/bKO ana pa6OTbI C paHee Co34aHHbIMW KAH0O4YaMn nosib30BaTeNen.

MpuMeuaHune
Ha Macrep-katoue B cOCTOAHMM “"TONBKO ANA YTEHUSA" HOBbIE KJIFOUM MOJIb30BaTeNEeN CO3aBaTbCsA HE MOTYT.

[ns obecrneyeHuns becnepeboinHom paboTbl Nepes NCTeueHnemM cpoka AencTBus Mactep-kitoua fo/KeH BbiTb CO34aH HOBbIN
Macrep Kknrou.

Mactep-kntou Cepsuca lNoanuncu

Mactep-kntou Cepsuca MNognuncn cnosblyercs Aas 6e30MnacHOro XpaHeHUs Karouen nosb3osaTesiel B base gaHHbix CepBuica
Mognuncn.

KomaHgbl ans ynpasaeHua Mactep-karoyamn: *-DssCryptoProvider

Mactep-katoum SIM-ayteHTUdMKaumm

Mogy b SIM-ayTeHTUdbMKaL MM NCNO/b3yeT HECKObKO MacTep-katouen, 06beMHEHHBIX B MPOGWIIb.

B npodunb Bxoaat 4 Mactep-katoya:

Ans kntoyen ayTeHTUdOMKaALLMM Nonb3oBaTeNen

[Jns 0BbHOBNEHMA KAtOUeRn ayTeHTUdUKaL Uy Nob3oBaTenel

[ns 3awmuéHHoro obmeHa coobuieHnsmu ¢ SIM-kapTon

s 3alMLLEeHHOr0 XpaHeHNs AaHHbIX 418 CMeHbl K/toYeli Nob3oBaTtenei

KomaHgb! ans ynpaBneHus Mactep-katouamu: *-DssStsCryptoProvider KomaHzbl 415 ynpasaeHus npobunem:

*-DssCryptoProviderProfile
Mactep kitou myDSS Cepsepa

Mogyne myDSS CepBepa MCnosb3yeT UCMOb3YeT MacTep KUM A8 BbIPaboTKM Katouei ayTeHTMduKaLmm nonb3osaTenen
n npoBepke KozoB ayTeHTudunkaumm (HMAC), BbipabaTbiBaeMbIx Ha Z@HHbIX KAFHOYaX.

KomaHgbl ans ynpaBneHna Mactep-karovamu: -MyDssServerInternalCryptoProviders
Mactep katoum myDSS Client

Mogynbe myDSS Client ncnone3yert Heckonbko MacTep-katouent, 06 beANHEHHBIX B MPODUIb.
B npoduab BxoaaT 2 Mactep-katoya:

o [lns noATBepXKAeHWs onepaLui
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o [lna ayteHTndurkalmm
KomaHgab! ana ynpasneHna Mactep karoyamu: *-DssStsCryptoProvider
KomaHgbl ans ynpasneHuna npodunem: *-DssCryptoProviderProfile
Mactep kntou CepBuca AyamTa
Macrtep-kntou ncnonb3yeTca Aaa NOANUCY XypHana AyauTa n KOHTPOAA LLeNOCTHOCTY XypHana AyauTa.
KomaHgabl ana ynpasneHnsa Mactep-kntouamut: -DssAnalyticsCryptoProvider
MoakntoueHue Kpuntollpo HSM
Bo3mMoXHbI gBe cxembl nogkatoueHns DSS k HSM:

O KpecT-Ha-KpecT (C pe3epBunpoBaHmem) - cxema 1, 2

O OAWH-K-OAHOMY - cxema 3

B cnyuae nogknroueHnsa KpecT-Ha-KpecT nepekatoyeHne mexay HSM B cnyuae c6os BbINONHAET HEMOCPeECTBEHHO CaMm
DSS. DSS nepeoanyecky npoBepseT JOCTYMHOCTb KaX0ro n3 nogkaroueHHbix HSM. B cayyae HegoctynHoctn HSM
BPEMeHHO NepeBOAMNTCA B CTMTYC "HegocTyneH" 1 He NCnonb3yeTcs ANS BbINOAHEHUA KpunTorpaduuecknx onepaumi. Mocne

BOCCTaHOBJ/IEHWS AOCTynHOCTN DSS aBTOMaTnueckn nepeses et HSM B ctmTycC "AKTnBEH".

Mepwuog npoBepku goctynHocTn HSM HacTpanBaetcs B kaxxaoM koMmmnoHeHTe DSS. MNepuog npoBepku 3agaétca B

MUANNCEKYHZaX.
KOMMOHEHT KOMAHAA
Cepsuic Moanucn Set-DssProperties -MonitoringTimeout 5000
LieHTp ViaeHTndumkaumm Set-DssCpProperties -CpMonitoringTimeout 5000
myDSS Cepsep Set-MyDssServerInternalProperties -CryptoProvidersMonitoringTimeout 5000
Cepsuc Ayaunta Set-DssAnalyticsServiceProperties -ProviderMonitoringInterval 5000

B clydyae noagkitoveHna O4NH-K-O4HOMY NepekarovYeHne 40/DKHO BbINMONHATBCA MEXAY Y31aMn DSS Ha 6aJ'IaHCI/IpOBLLI,I/IKe.

[na NpUHATYA peLlleHna o nepekaroveHnn Mexay y3anamm MoxeT ncnonbsosatbca Kpuntollpo LleHTp MoHuTopurHra.

HSM 1 HSM 2 HSM 1 HSM 2 HSM 1 HSM 2

g [rE

o (=] Q
DsS D§ DES
DanaHCcMpoBW MK DanaHcuMpoBL MK
Cxema Cxema Cxema
noaxnodeHus 1 noaxnYeHun 2 noaxaoveHms 3

KonunpoeaHve Mactep-kntouein Mmexay HSM MoxeT 6bITb BbINONHEHO:
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e CpegcrBamu Kpuntollpo HSM - ¢ nomoLLbro GYHKLMA pe3epBHOrO KOMMPOBaHMs
e CpepcrBamu Kpuntollpo DSS

MoakntoueHne "kpect-Ha-kpecT'

MocnenoBaTeNbHOCTb AEACTBUIA:

e CosgaHwue akcnoptupyemoro Macrtep-kato4a Ha ocHoBHOM HSM

e KonuposaHue Mactep-k/toua Ha pe3epBHbIi HSM
e [lepeBog MacTtep-katoya Ha OoCHOBHOM HSM B HeakcnopTupyemoe cocTosiHme

Mpumep konunposaHua Mactep-katoua Cespuca MNognucn

# Co3paHue MacTep-KJ/w4a

$prov = Add-DssCryptoProvider -ProviderName "Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider
-ProviderType 80 -Description "TecToBblii npoBaigep 01.01.2020" -Typeld GostWithMasterKey -Exportable

# KonupoBaHue MacTep-Kaw4a

Copy-DssCryptoProvider -NewProvName "Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider" -ID
$prov.ID

# MNepeBop MacTep-K/JW4Ya HeE3KCNOpTUpyemMoe COCTOAHUe

Set-DssCryptoProvider -NotExportable -ID $prov.ID

Ona myDSS Cepsep nocnesoBaTeNbHOCTb AENCTBUA aHaNOTMYHas.

[Ons mogyns SIM-ayteHTudumkauum n mogyns myDSS Client konnpoBaHue KatouUa BbIMOJHAETCS C MOMOLLbH KOMaHZ,

-DssCryptoProviderProfile

# CospaHue npopuna myDSS Client
$profile = Add-DssCryptoProviderProfile -PrimaryProviderName "Crypto-Pro GOST R 34.10-2012 Cryptographic
Service Provider" -PrimaryProviderType 80 -Name "TecToBbii npodunb 01.01.2020" -Description "Test Export
mydss" -Type MyDss -Exportable

# KonupoBaHue MacTep-Kiw4ei

Copy-DssCryptoProviderProfile -ID $profile.ID -NewProvName "Crypto-Pro GOST R 34.10-2012 Cryptographic
Service Provider"

MoakntoueHue "0AUH-K-OJ4HOMY"
MocnenoBaTeNbHOCTb AEACTBUIA:

Co3paHue skcnoptupyemoro Macrep-katoua Ha ocHoBHom HSM
dkcnopt Mactep-katova Ha OCHOBHOM HSM
Vimnopt MacTep-kntoua Ha pe3epBHblii HSM

MepeBog Mactep-kntoua Ha ocHoBHOM HSM B HeakcnopTupyemoe CoCToaHme

MNpumeuvaHue

Ha obownx y3nax DSS fosikeH 6bITb 3aperucTprpoBaH KpUNTOMNpoBaiAep ¢ OANHAKOBLIM MMeHeM. MacTep-kitoumn Ha ob6omx HSM

AOJDKEH MMETb O4NHAKOBOE NMA.

Mpumep konupoaHua Mactep-katoua Cepsuca MNognucn
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# Co3paHue MacTep-KkJw4ya

$prov = Add-DssCryptoProvider -ProviderName "Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider" -
ProviderType 80 -Description "TecToBbin npoBaigep 01.01.2020" -Typeld GostWithMasterKey -Exportable

# JkcnopT MacTep-KJw4ya
Export-DssCryptoProvider -ID -ID $prov.ID -OutFile C:\tmp\export3.xml
# KoHconb powershell npepnoxuT BBeCTW Naposib ANA 3aWMTbl SKCNOPTUPYEMbIX [aAHHBIX

# lMonydeHHbIn daikn HeobXoauMMO MepeHecTW Ha BTopoi ysen DSS
# NmnopT MacTep-K/w4ya

Import-DssCryptoProvider -InputFile C:\tmp\export.xml
# KoHconb powershell npennoxuT BBECTU MNaposb

Set-DssCryptoProvider -NotExportable -ID $prov.ID

[Ans myDSS Cepep nocnesoBaTeNbHOCTb AENCTBUA aHaNorMYHas.

Ona mopyns SIM-ayTeHTudumkauum n moayns myDSS Client konvpoBaHme KatouUa BbIMOJHAETCA C MOMOLLbIO KOMaHZ,

-DssCryptoProviderProfile

# Co3paHuve MacTep-Kaw4a

$profile = Add-DssCryptoProviderProfile -PrimaryProviderName "Crypto-Pro GOST R 34.10-2012 Cryptographic
Service Provider" -PrimaryProviderType 80 -Name "TecToBbii npodunb 01.01.2020" -Description "Test Export mydss"
-Type MyDss -Exportable

# 3KcnopT MacTep-Kw4a

Export-DssCryptoProviderProfile -ID -ID $profile.ID -OutFile C:\tmp\export3.xml
# KoHconb powershell npepnoxuT BBeCTW Naposib ANA 3aWMTbl SKCMNOPTUPYEMbIX [AHHBIX

# Mony4deHHbIn dain HeobXxooMMO MepeHecTM Ha BTopoW y3en DSS
# WmnopT MacTep-ki4a

Import-DssCryptoProviderProfile -InputFile C:\tmp\export.xml
# KoHconb powershell npepnoxuT BBeCTWM Naponb
Mcnonb3oBaHue cywecTteyroliero Macrtep kKiarua
Ecnn MacTep-katou nepeHoCUTCs cpeacTBamm pe3epBHOro konvposaHus HSM, To nociesoBaTenbHOCTb AeACTBUIA:
e [lo6aBWTb KpMNTONPOBalAEp C CyLecTByOWMM MacTep-Kiouom

$prov = Add-DssCryptoProvider -ProviderName "Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider
-ProviderType 80 -Description "TecToBblii npoBaigep 01.01.2020" -Typeld GostWithMasterKey -MasterKeyName
<existingKeyName>

® Bk/IHOUNTb HOBBIN KPUMNTOMPOBanAEp B CYLLECTBYHOLLYHO Fpynny
Join-DssCryptoProvider -GroupId <existingGroupId> -ID $prov.ID

MNpumeuaHue

B cnyuae npodpuns Mactep-kntoueit gns mogynen SIM-ayteHtudukaumm n myDSS Client gaHHyto onepaLuio HeobXxoAMMO

OyZeT BbINMOAHUTb A1t KaX40ro Macrep-kitoya, BXOAALLETO B NMPodub.
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YueTHble 3anucu

YnpasneHue yueTHbiMu 3anucamu B Kpuntollpo DSS ocylecTBaseTcs Ha OCHOBe poieBO Mozenu. Boigensietcs 4 Tvna ponen,
OTHocALWMXCA HenocpeacTBeHHO K C3MM «KpunTtollpo DSS»:

o [lonb3oBaTenb;
e OnepaTtopbl:
o Onepatop;
o Onepatop AyauTa;
o OnepaTtop-HabatogaTtens;

® AZMMHMCTpATOP.

Mockosibky posb ALMUHUCTPATOPA IOTMYECKU HE 3aBUCUT OT TPy 1 CO34,aeTcs Ha KaXkaoM 3k3emraspe komnoHeHTa Kpuntollpo
DSS, nmetowem bJl, TOAbKO A1 MONyUeHWs NPaB Ha BbINOJHEHWE YNPaBAAIOLLMX KOMAHANETOB, Ha aHHO CXeMe OHa He
oTobpaxaetcs.

MHoecTBO LM

___________ q======--- .

Lentp MoeHTuduKaumm

___________________ i O
O

|
|
| |
|
: | OnepaTop
: : CepBuca
renb : Ayauta
|
[ mm—. \ — A | !
Tenb ||
|
lMone3oBatens Monb3oBaTenb Monb3osatens | |
pynna

CornacHo nepeuncneHHbiM ponsm, B Kpuntollpo DSS MoXHO co3gaBaTb yYeTHble 3anncy BbIGpaHHOro Tuna. YueTHas 3anmch

MOXET MpUHAANEXaTb K KOHKPETHOMY 3k3eMnaspy (3k3emnaspam) LLM, Ha koTopom Bbiia co3gaHa, a Takxke K rpynre.
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YyetHble 3anucu Nonb3oBaTeneun

Monb3oBatenb CIM «Kpuntollpo DSS» - ntoboi nonb3oBaTesb, NOAYUMBLLMI YUETHbIE AaHHbIe A1 BXxoAa oT Onepatopa. Emy
A,0CTYNHbI OCHOBHblE GYHKLMM CIT 1 INYHBIN KaBWHET, rae OH MOXET MPOCMOTPETb CBOW NPOGU/Ib N HACTPOEHHbIE AN1A HETO
BUAbI ayTeHTUPMKaL M. PesakTvpoBaHme IMUHBIX AaHHbIX 1 CMOCO60B ayTeHTUPMKAL MM OCYLLECTBAAETCA B OCHOBHOM

OnepaTopoM, 04HaKO B CUCTEME eCTb BO3MOXHOCTb Bblgaun [ob30BaTenNto npas Ha Takue AencTBus.

YnpasneHue yueTHbIMM 3anucamu MNonb3osatenen B CIMN «Kpuntollpo DSS» MOXET OcyLecTBAATHCSA TOIbKO Yepes Beb-

nHTepdeic (OnepaTopom 1 YacTUYHO camuM lNonb3oBaTenem).

Mosnb3oBaTenw, NpoLesLve npoLesypy ayTeHTUdMKaLm, obbegHeHbl BOKPYT CBOEro sk3emnspa LieHtpa VigeHTudukaymn.
[ANs HYX MOTYT BbITb BKAIOYEHbI OBLLME HAaCTPOIKM ayTeHTUPUKaLUW, MOATBEPXKAEHMA OnepaLmit, a TakKe NnoamTrka
KOMMOHEHTOB MMEHW, B KOTOPOW YKa3bIBAETCs, KakvMe KOMMOHEHTbI UMeHW 06513aTeNbHO A0MKHbI MPUCYTCTBOBATL NPU

pervctpauumn Nonb3osarens.

Monb3oBaTenn, BHe 3aBUCMMOCTU OT TOTO, K KakoMy 3k3emnaapy LI oHun oTHOCATCA, MOTyT ObIThb pa3geneHbl Ha rpynbl Nog,
ynpaBneHvem OnepaTopos. [onb30BaTeNto MOXeT HbITb Ha3HaueHa TObKO oz Ha rpynna. pynna MNMonb3oBaTtenen Takxe
XapaKTepun3yeTca pasNnyHbIMU OBLWUMI HAaCTPOKKaMK 1 MOAUTUKaMW, AeACTBYOLLMMMN A1S BCEX BXOAALLMX B Hee Nonb3oBaTenen
n OnepatopoB. Ecv Ha LeHTpe VigeHTndmrkaLmm paspelleHa caMoCTOATeNbHaA pPerncTpaumns (B TeCTOBOM pexrmMe), TO Npu
co3gaHum Nosb3oBaTenem CBoel YUETHON 3anmcu OH ByAeT BKIKOUEH B rpynny no ymondaHuto (Default).

[Ans kaxgoro MNMonb3oBaTens UHANBUAYaANbHO MOTYT ObITb 3aZaHbl CMOCO6bI MOATBEPXAEHWS BXOAa ¥ onepaLnii. OgHako

N3MEHEHNE 3TUX HAaCTPOEK A40/DKHO COOTBETCTBOBATb HaCTpOVIKaM aK3emMnaapa LU, s KOTOpOM MMonb3oBaTens CO34aH.
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YuetHble 3anucu OnepaTtopos
B Kpuntollpo DSS cywectBytoT cregytowme sugbl OnepaTopos:

e Onepatop;
o Onepatop AyauTta;
e OnepaTtop-HabstogaTtens.

NMpumeyvaHue

OfHa 1 Ta Xe y4yeTHas 3anucb He MOXeT BbINO/HATL pob OnepaTtopa, Onepatopa-Habatogatens v Onepatopa Ayguta
0 HOBPEMEHHO.

AyTeHTndmkaumsa Onepatopa B Kpuntollpo DSS ocylectBaseTca npu nomoLum ceptuumkara.

Kpuntollpo DSS nogaep>xuBaeT BblfeNeHHOe XpaHuanLLe nsgatenei cepTudukaTo Ans ayteHTndmkauunm. Vima xpanmanwa
MO>HO MONyUnTb B BbIBOAE KOMaHaeTa Get-DssStsProperties (6e3 napameTpoB) HanpoT1B napameTpa
ClientAuthenticationIssuersStoreName (no ymonuaHuro —STS Client Authentication Issuers). icnonb3oBaHue fgaHHOro

XpaHWAULL@ peryanpyertca napameTpom IsClientAuthenticationIssuersStoreEnabled komaHaneTa Set-DssStsProperties.

[ns npoBepkun noaavHHocTU cepTudumkata Onepatopa DSS Beb-cepBepoM HEOHXOAMMO J00aBUTL KOPHEBOW cepTUdUKaT

nsgatensa ceptmdumkara onepatopa DSS B xpaHuavLLe «[loBepeHHble KOpPHEBble LEHTpbl cepTudukauumn» 0KaabHOrO KOMMbIOTepa.

[ns npoBepku nogavHHocTu ceptrudmrkata Onepatopa co ctopoHbl KpunTtolpo DSS HeobXoA Mo NOMeCcTUTb KOPHEBOW
ceptudukat nsgatens ceptuurkata oneparopa DSS B cnevLnmanmsnposaHHoe XpaHuauLLe
«<UmA_npunoxenusa_LUN> Client Authentication Issuers»./laHHas npoBepka BO3MOXHa TO/bKO MOC/e ee akTuBaumm

(aKTVBMpPOBaHa No ymonyaHuto). [1ns akTuBaL M NPOBEPKN HEOBXOAMMO BbIMOJHUTL CEAYIOLLYHO KOMaHAY:

Set-DssStsProperties -IsClientAuthenticationIssuersStoreEnabled 1

Cnuncok KOMaHA/ETOB MO HaCTPOIiKe yueTHbIX 3anuceri OnepaTtopos KpunTtolpo DSS:

Add-DssldentityOperator
Get-DssldentityOperator
Set-DssldentityOperator
Enable-DssldentityOperator
Disable-DssldentityOperator

Remove-DssldentityOperator
Onepatop

OnepaTtop C3 «Kpuntollpo DSS» — npuBUAernpoBaHHbIV NOAb30BaTENb, UMEHOLLWNIA MPABO Ha CO3jaHue, peaakTMpoBaHme U
yAaneHvie y4étHbix 3anvcei Monb3oBatenel, a TakxKe Ha ynpaeneHve ceptudmrkatamu Monb3osatenet DSS. OnepaTtop MoxeT
6bITb BKIKOYEH B OAHY 1 6onee rpynn. OnepaTop MOXeT ynpaBaaTb YYETHbIMM 3anncaMu 1 cepTudmkatamm Nonb3osatenei
TO/IbKO B pamkax CcBowx rpynm. MNMpwu co3gaHum yuérHor 3anucn Onepatopa eMy HasHa4aeTcs rpynna no ymondaruto Default. B
JaNbHelLLeM MOXHO U3MeHUTb Habop rpynmn, B KoTopble BKAOYeH OnepaTop.

Onepatop C3MM «Kpuntolpo DSS» obecneunBaeT BbINOAHEHNE CIEAYHOLLMX 3aau:

e Peructpauus Monb3osatenein CIMN «Kpuntollpo DSS»;

® YnipaB/eHue (pesakTUpoBaHWe, yaneHre) yYeTHbIMU 3anmncsiMmn 3aperncTpupoBanHbix Monb3osateneit CIM «Kpuntollpo
DSS»;

e Hactporika ayteHTudmKaLum MNMonblosaTenen;

e [lpveM 3asBNeHUI Ha PerncTpaLmio CpeacTs ayTeHTUdMKaLum MNMonb3oBatenen;

e [IpocMOTp CcpeacTB ayTeHTUdMKaL MK, 3apernctpmpoBaHHbix B LI Kpuntollpo DSS;

e (Co3zaHue 3anpocoB Ha cepTudukatbl MNMonb3osatenent CIM «Kpuntollpo DSS»;

e Bbigaya ceptudukaTos NonbloBatensv;
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e [IpocMOTp M neyaTb COBLITUI ayaMTa HazHaueHHbIx OnepaTopy rpynmn.

B uensx obecneveHns 6esonacHoctn LleHTp VigeHTudukaumm He nmeeT npeaycTaHOBAEHHOW BCTPOEHHOM YUYETHOM 3anmcu
Onepatopa. lNo3tomy cosgaHue yueTHon 3anmcy OnepaTopa BO3MOXHO TO/IbKO JIOKa/lbHO Ha cepBepe, rae ycraHoBaeH LieHTp
Naentundukaymm Kpmuntollpo DSS. Posb Onepatopa Ha3HauaeTca AAMUHNCTpaTOpOM nyTem Bbigaun OnepaTopy ceptudukara ¢
pacLUMpPEHHbIMY NPaBaMu N KIMEHTCKON ayTeHTndukaumen. CepTudukat f0KEH XPaHUTbCA B XpaHuauLLe «JIMyHble» TekyLiero

NMnonb30BaTend.

Co3gaHue yuyétHow 3anmcy OnepaTopa OCyLLECTBASETCA ¢ MoMoLLbto komaHaneTa Add-DssldentityOperator, BxogsLero B coctas
Moaynsa CryptoPro.DSS.PowerShell.STS.

KonTtakTHasa nndopmauyma Onepartopa

YueTHas 3anuce OnepaTopa MOXET COAep>KaTb KOHTAKTHY MHGOPMaL M. DTO HEOBXOAMUMO, HaNpUMep, 41 HAaCT POKK
OrMOBeLLEeHNs yKa3aHHOM y4eTHoM 3anucuy (noaydyeHne SMS- nam Email-coobuerunin). Ans 3toro B npodune Onepatopa f0/KHbI

6bITb YKa3aHbl HOMep MOBUAbHOIO TenedoHa U/Wan aapec 3NeKTPOHHON MOYTbI.

BHMMaHuMe!

KoHTakTHY0 MHDOpMaLLMIO MOXHO 3a4aTb ToNbKo Ans Onepatopa. Ans Onepatopa Ayauta niv Onepatopa-Habatogatens 31o

HeAO0CTYMHO.
OnepaTopy MOXHO Ha3zHaunTb He Bosiee OAHOrO agpeca Uan Homepa TenedoHa, NPu 3TOM UX NMOATBEPXKAEHME He TpebyeTcs.
Mpumep:

# 3apaHne KOHTAKTHOW WMHbOpMauUMM MpU CO3AAHUM y4YeTHoW 3anucu OnepaTopa

Add-DssIdentityOperator -Login <JloruH Onepatopa> -Name <OTobpaxaemoe uma Onepatopa> -IssuerName realsts -Type
Operator -EmailAddress <Agpec 3n. no4Ttbl> -PhoneNumber <Homep TenedoHa> -Certificate <OtnevaTok cepTudukaTa
OnepaTopa>

# N3MeHeHMe KOHTaKHOW MHPopmauuu OnepaTopa
Set-DssIdentityOperator -Login <JloruH OnepaTopa> -IssuerName realsts -ClearEmailAddress -ClearPhoneNumber

Set-DssIdentityOperator -Login <JloruH OnepaTtopa> -IssuerName realsts -EmailAddress <HoBbii agpec 3n. noyTbl> -
PhoneNumber <HoBbii HOmep TenedoHa>

[MpuMeuaHune

OnepaTtop MOXeT MPOCMOTPETb CBOK KOHTAKTHYH MHbOPMALLMIO B IMYHOM KabuHeTe. PefakTpoBaTb KOHTAKTHYHO
MHPOpMaLMto Yepes Beb-nHTEPDENC HeNb3s.

Onepatop Ayauta

Ponb Onepatopa Ayaura C3l1 «Kpuntollpo DSS» cyuectByeT ans MOHUTOPUHTIa COBbITUIA, MOCTYNatoLWwmx ¢ KOMnoHeHToB CIT1
ot Bcex Nonb3oBaTteneit. Nockonbky Onepatop AyauTa NpUKPenaseTcs ToabKo K aksemnaapy LIV, a He k rpynne, Ha Be6-
nHtepdeiice Cepauca Ayaunta eMy AOCTYMHbI Bce cobbITUA Bcex [Nonb3oBaTeneit gaHHoro ak3emnaspa LW, B otanune ot apyrmx
poneli (Monb3zosatens n Onepatopa DSS), KOTOpbIM COBBLITUA JOCTYMHbI TOABKO B GUALTPOBAHHOM MO rpyrnmne/noab30BaTeNto
Buge. Onepatop AyauTta cyLlecTByeT TOAbKO B nNpegenax Cepsuca AyanTta n He MMeeT J0CTyna K APYyrMM KOMMNOHEHTaM 1
dyHkumam Kpunrollpo DSS.

OcHoBHol dyHKLMen Onepatopa AyanTa ABASETCA CO34aHne OTUYETOB. 115 3Toro TpebyroTcs naarHbl GopMupoBaHms
otueTHocTn. B Kpuntolpo DSS cyuiectBytoT npesonpeAesieHHble TUMbl OTYETOB, HO A5 406aBNEHNA BO3MOXHOCTM BbIMycka

TaKMX OTYHETOB HEO6XOAI/IMO CHa4ajla HaCTpPpOUTb COOTBETCTBYHOLLWME NAarnHbl.

B uensx obecneuerms 6ezonacHocTu LieHTp MiaeHTudmKauum He nmeeT npeyCcTaHOBAEHHON BCTPOEHHOM YYETHOM 3anmncu
OnepaTtopa Ayauta. [MoaToMy co3gaHune yueTHol 3anuncn Onepatopa AyamnTa BO3IMOXHO TO/IbKO JIOKaNbHO Ha CEepBEpE, rae

yctaHoBneH Llentp MiaeHtndumkaumm Kpmuntollpo DSS. Poab Onepatopa AyaunTa HazHayaeTca AZMUHUCTPATOPOM MyTeM Bblgaun
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OnepaTtopy AyanTa cepTudurkaTta ¢ KIMEHTCKON ayTeHTUdMKaumen. CeptudumkaT AOKEH XPaHUTLCS B XpaHuUauLLe «JTIMuHble»

TEKYLEero noJsibsoBaTesia.

Co3gaHue yuétHow 3anucy OnepaTopa AyAuTa OcyLLLeCcTBASETCA C MOMOLL b KoMaHaneTa Add-DssldentityOperator, ¢

o6sA3aTe/IbHbIM NapamMeTpoM -type Audit, BXOASLLEro B COCTaB MoAyns CryptoPro.DSS.PowerShell.STS.
Onepartop-Habaoaatens

Ponb Onepa‘ropa-HaGnlop,a'renﬂ NO3BOJIAET NCKJIOYNTE/IbHO NMPOCMaTpuBaThb VIHq)OpMaLI,VI}O o lNonb3oBartensix, nocTynaroLyro C

Cepsuca Mognucn n UeHTtpa VigeHTudunkavumn.
OnepaTop-HabarogaTesib MOXET MPOCMaTpuBaTh CleaytoLee:

Cnicok Monb3osatenen C3MM «Kpuntollpo DSS»;

Hactporiku ayteHTndmKaumm MNonbloBatenen;

MpocMoTp cpeacTB ayTeHTUdMKaL MK, 3aperncTpmpoBaHHbIx B LI Kpuntollpo DSS;

MpocmoTp cepTUPUKaTOB 1/MaKn 3aNpPocoB Ha cepTudukaTel Monb3oBatenet CIMM «Kpuntollpo DSS»;

MpocMoTp 1 neyaTb cOBbLITMI ayAnTa HasHayYeHHbIx OnepaTtopy rpynm.

Posb Onepatopa-HabatoAaTtens MOXeT MCMONb30BaTbCsA Takxke MNPUKAaAHBIMU CUCTEMAMU, KOTOPbIM HEOBXOAUM AOCTYN K
nHdopmaL My, ykazaHHoM Boilwe. Joctyn Bo3MoxeH kak uepe3 SOAP- n REST-uHTepdeinchl, Tak n yepes Beb-nHtepodelic
Mosnb3oBaTens — B 3ToM ciyyae y Onepatopa-Habatogatens 6yayT OTCyTCTBOBaTb HEKOTOPbIE 31EMEHTbI, OTBEYatoLLMe 33

M3MeHeHWe HacTpoek ayTeHTuduKaLum, cepTudrKaTos 1 Npou.

Co3paHue yyétHor 3anmcn OnepaTtopa-HabatogaTens ocyLLecTBASAETCA C NOMOLLbLIO KoMmaHaneTa Add-DssldentityOperator, ¢

ob6A3aTeNbHbIM NMapamMeTpom -type Readonly.
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YuetHble 3anucn AAMUHUCTPaTOPOB

Apmunnctpatop C3MM «Kpuntollpo DSS» - 310 amuo, nmerowee goctyn k b/l komnoneHtos Kpuntollpo DSS v k ynpasnenuto C3T1

npn noMoLwn KOMaH41eTOB. Ero 3ajavaMy ABAAKOTCA:

ALMWHMCTPPOBaHMe CreLMaabHOro NPorpaMMHoOro obecneyexus;
HacTpolika ak3eMnaapoB koMmnoHeHToB C3MM «KpunTtollpo DSS»;

ynpaeneHue (co3aaHve, pefakTnpoBaHue, yaaneHmne) yueTHoiMuy 3anmcamm Onepatopos CIIT;

ynpaenerue anuensmamm Kpunrollpo DSS.

Ans poctyna AgMuHucTpatopa k b/l akzemnaspa komnoHeHTa C3MM «Kpuntollpo DSS» eMy HeobxoamMa yueTHas 3anuncb B b/,
Ka>KZ,0ro 13 3K3emnaspoB. To/IbKO B 3TOM C/ly4ae OH CMOXET BbINOJHATb KOMaHANeTbl B PowerShell, npuHagnexatne
NPOCTPaHCTBY KOMaHAAETOB TOr0 WAV MHOTO MoayAa. MNpwn aTom yyeTHasa 3anuce AgmuHuctpatopa B LW Kpuntollpo DSS He

cospaercs.

[ns ynpaBnaeHus y4eTHbIMY 3anncsiMm ALMUHUCTPaTOPOB UCMOb3YHTCA KOMaHAAETbl BUAA
(Add/Get/Set/Remove)-Dss(Sts/SignSever/Analytics)Administrator ans DSS un
(Add/Get/Set/Remove)-MyDss(Internal/External)Administrator ana myDSS.

XKTAN.00096-02 91 02 Kpunrolpo DSS. PykoBoacTBo AOMUMHUCT paTopa Crpanuua 73 us 289



pynnbi

Kpuntollpo DSS no3sossieT pasgennts MNonb3oBateneit Ha rpynnbl. PasaeneHvie Ha rpynnbl BBEAEHO A5 yA06CTBa
aZAMUHMCTPUPOBaHMA YUETHBbIX 3anuceli MNonb3osaTenen Onepatopamu. To eCTb ynpasaeHne y4€THbIMM 3anucsimu Nonb3osatenei
MOXHO pa3fennTb Mexay Heckonbkimu Onepatopamu, Takum o6pa3omM Kaxabli OnepaTtop 6yaeT ynpaBasTb TObKO CBOUM
Habopowm [Mosnb3oBateneii. MNpw aTom Monb3oBaTenn 13 pasHbix 3k3emnaspos LW (ecam 6bino pa3sepHyTo Heckonbko L) moryT
6bITb 06bEANHEHBI B O4HY rpynny. HazHaueHHbIN Aas 3Toi rpynnbl OnepaTop MOXET ynpasasTh [10/b30BaTeNsMy HE3aBUCUMO OT

TOro, K kKakomy LI oHu npuHagnexar.

[Ans ynpaBaeHns rpynnaMy NCnonb3ytoTcs KOMaHAeTbl Buga (New/Get/Set/Remove)-DssIdentityGroup . s Kaxgoro
3aperncTpupoBaHHoOro aksemnispa LieHtpa VaeHTudmkaumm Bceraa co3gaércs rpynna no YMOAYaHUIO C NpesonpeAengHHbIM

MMeHeM Default.

Monb3oBaTento MOXET 6bITb Ha3HayYeHa TObKO OfHa rpynna. Mo ymMonyaHuio npu co3gannmn y4étHol 3anucv MNoab3osaTens
OyAeT BK/IKOYEH B rpynny no yMonyaHuto Default.

OnepaTtop MOXeT ObITb BKAOUEH B OfHY 1 6onee rpynn. Mpu co3gaHnm yuétHol 3anmcn OnepaTtopa emMy Ha3HadvaeTca rpynna no
ymMonyaHuto Default. B ganbHenwem MOXHO M3MeHWTb Habop rpynmn, B KOTopble BKoUeH OnepaTop, C MOMOLLbIO KOMaHZA/eTa
Set-DssldentityOperator. Eciv OnepaTop co3gaét yuéTtHyro 3anuck MNosb3oBaTens, TO OH MOXEeT HazHauuTb rpynny Mosb3oBaTtens
W3 Ccnwncka rpynn, B koTopble oH [Onepatop] BKAKOUEH.
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[Noaaepxka CORS

CORS (Cross-origin resource sharing, COBMeCTHOe 1CMoJib30BaHNe PeCcypCcoB MeXAY Pa3HbIMU UCTOYHUKAMM) - MEXaHM3M,
ncnonb3yrowuia cnewmansHble HTTP 3aronoBky, ykasbiBallve bpay3epy, UTO NPUIOXKEHWE, BbINOAHAEMOE B OLHOM JOMEHe, UMeeT
AOCTYN K OnpesenéHHbIM pecypcam, pacnosoXXeHHbIM Ha cepBepe U3 Apyroro JoMeHa (Moj JOMEHOM U UCTOUYHUKOM
NOoHWMaeTcs coBOKYNHOCTb URL-cxeMbl, JOMEHHOrO MeHN 1 HOMepa nopTa).

Kpuntollpo DSS no3BosisieT orpaHnunTb nepeyveHb AoMyCTUMbIX UCTOYHUKOB. [1/15 3TOro MpeAyCMOTPeH crieLnanbHbIvi napaMeTp
KOMaHA/eToB Set-DssProperties, Set-DssStsProperties, Set-VsProeprties, Set-LssProperties: -AllowedCorsOrigins.B
3HaYeHUN JaHHOro NapamMeTpa MOXHO yKa3aTb Yepes 3andaTyr cnncok gonyctumbix URL-afpecoB NCTOUHNKOB, C KOTOPbIX
pa3peLueHo obpaLlaTbCs K COOTBETCTBYHOLLIMM CEPBUCAM.

Mpumep 1

Set-DssProperties -AllowedCorsOrigins "https://test-cors.org,http://example.com"

URL—ap.pec NCTOYHKMKa AO/DKEH YAOBNETBOPATL CNeyHOLW M Tpe6OBaHVIF|MZ

1. URL-agpec somkeH 6biTb abCONOTHBIM (T.€. HAUMHATLCSA CO CXEMBI).
2. URL-agpec He fo/keH 3aKkaHuUmMBaTbsA Ha /.

3. URL-agpec Ha fo/KeH cosepkaTb OTHOCUTENbHBIN MyTb, CTPOKY 3anpoca (query string) n dparMeHT.
Mpumep 2
https://test-cors.org - NpaBUIbHbIV agpec.
https://test-cors.org/,/test-cors.org, https://test-cors.org/path?query=string#fragment - HenpaBu/ibHble agpeca.

Mo yMonyaHuto 3HaveHne ana napameTpa AllowedCorsOrigins He 3aZiaHo. B 3ToM ciyyae paspeluéH Nrobo NCTOUHMK. YkazaHue
MyCTOl CTPOKM B 3HaYEHWWN NapameTpa Tak>Ke OTKIoYaeT BaingaLunio NcTtouHmnkos. CreayeTr OTMETUTL, UTO pa3peLleHmne tobbix
NCTOYHMKOB He oTkatouaeT nogaepxky CORS BoobLue: cepep NPoAOIKUT GOPMUPOBaHNE HEODXOAMMBIX B paMKax AaHHOro
MexaHu3ma HTTP-3aronoBkos.

TeKyLu,ee 3HAYEeHME NapaMeTpPa MOXXHO NOCMOTPETb C MOMOLLIbHO Get- KOMaHA/ETOB: Get-DssProperties,

Get-DssStsProperties, Get-VsProeprties, Get-LssProperties.

Mpumep

PinMode : Allow

TSPList . {testtsp, csptsp, qtsp}
SignatureTypelist : {GOST3410, CMS, CAdES, XMLDSig...}
ServiceCertificate : 859D63834C7F61B81FF44D89382CD4081B20011B
ValidateCertificateBeforeSignature : False

ServiceType : Server

MonitoringTimeout 10000

PdfSignatureSize 100000
CadesUseOcspAuthorizedPolicy False

TokenTimeout 600

RequireStrongConfirmation : False

TransactionCacheMode : DistributedCache
IsAdditionalCertStoreEnabled False

AdditionalCertStoreName

CadesUseProxy False

Ocsplist

Serviceldentifier

AllowedCorsOrigins http://www.test-cors.org
DisplayName : SignServer

MexaHun3am CORS noaaepxxuBatoT Bce REST cepucel Kpuntollpo DSS:
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Cepsuc lMognucy;
Cepsuc Ynpasnenus [Nonb3osatenamu;
Cepsuc Moanwucu Lite;

Cepswuc Nposepku Moanucn.
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Hacrpouika LleHTpa UaeHTudpumkauum

LleHTp VigeHTudrkauum npegcraenset cobon npunoxenve ASP.NET, KoTopoe npesHa3HaueHo ANs perncTpawum un
ayTeHTudunKaLmmn MNonb3oBaTenew, a Takxke NOATBEPXKAEHVA BONeN3baBAeHNs [1oab30BaTeNs Ha onepawmm ¢ ero karodamu. B
c/lyyae ycreLwHon ayTeHTUOUKaLLUM BbIAAETCA 3N1eKTPOHHbIV MAEHTUDMKATOP, KOTOPbIN 3aTEM MOXET ObITb UCMO/Ib30BaH AN
poctyna k Cepsucy Moanucn unm ans ynpaenenus LieHTpom ViaeHTudukauunm. Blanmogericteme ¢ LieHtpom VigeHTndmkaumm
MOXET OCyLLeCTBAATLCA Mo npoTokoay SOAP, a Takxe ¢ ucnonb3oBaHuem nHTepoerica REST.

B aToM pasgene:

e Hacrpoika ak3emnaapa
e O6beKTbl aAMUHMCTPUPOBAHMSA Y KOMaHAETbI

e [lpumep PowerShell-cueHapus
Pa6orta c LleHTpom NaeHTndukauymu:

e JloBepeHHble CTOPOHbI
e KOMMOHEeHTbI meHu Nonb3oBaTens

e [losMTrKa NOATBEPXKAEHNS onepaLLnii
e [loanTmka Aoctyna K onepauunam

[}

MNoaaepxka CORS
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Co3paHune n HacTpouKa 3k3emnasapa LA

[JaHHbIVi pa3gen onpesenseT Nocies0BaTe/lbHOCTb AeVCTBUIA NPU pa3BopayvmBaHMmM N HaCcTpoiiKe sk3emnasapa LieHTpa

MaeHtndurkaumm Kpmuntollpo DSS.
e [pumep paszBopaunBaHus
MpeaBapuTenbHble yca0BUS:

YcraHoBneHHbIn SQL-Server;
YcraHoBneHHas posb Cepsep npunoxenni (IS);

L]
[ ]
e HactpoeHHas npuss3ska https Ha Cepsepe npwunoxenui (IIS);

® BbinyLeHHbIN 1 yCTaHOBEHHbIN CEPBUCHbIN cepTudukat LieHtpa MaeHtndukau .
ba3soBas nocnegoBaTeNIbHOCTD LIArOB MO HacTpoiike (06A3aTesbHbIE):

1. Co3gaHue sk3emnaspa cayx6ol Lentpa VigeHTudwmkaumm (komaHanet New-DssStsInstance). Ha gaHHoM wware 6yzeT co3gaHo

Beb6-npuioxeHne Ha Cepaepe NpuaoxeHni IS, pasBépHyTbl 6asbl 4aHHbIX, 3apPerncTpupoBaHbl XXypHansl Windows.

2. Hacrpoiika cepsucHoro ceptudukata LieHTpa VaeHTndurkaumn. Ha gaHHoMm ware ak3emnaspy LleHTpa NaeHTndurkaymm
Ha3HayaeTCcsa CePBUCHbIN CepTUPUKAT, KOTOPbIA NCMONb3YETCA A ayTEHTUMKALLIUM NPU MEeXXCEPBUCHOM B3aUMOZAENCTBUN.

MNpumeuaHue

YyeTHOW 3ammcK, Nog KOTOpoW paboTaet nya npunoxeHus LieHtpa NaeHTndunkawmm, Heobxoa1Mmo BbigaTb NpaBa Ha AOCTYM K

3aKpbITOMY K/lOUy cepBUCHOTO cepTudurkara.

3. Hactpoiika Cny>c6bl MapkepoB 6e30mnacHoOCTH. [Mpn HEOBXOANMOCTU MOXHO 3a4aTb COBCTBEHHbIV cepTUdUKAT MOAMUCH CYXKObl
MapkepoB H6e3zonacHocTu. [1o ymonuaHuto cepBuCHbIN cepTudukat LI n ceptudumkat noanuncu Cny>kbbl MapkepoB 6e3onacHoCcTH

coBnagatoT, a cama Cny>xba cosfaeTcs aBToOMaTU4eckn Npu cosgannm sksemnaapa L.
4. Perncrpaumns 4OBEPeHHbIX CTOPOH.

[Ansi nonHoLeHHoW paboTbl kommnoHeHToB KpunTolpo DSS Heo6X04MMO HacTPOUTb OTHOLLIEHUS AOBEPUS MEXAY HUMU U

LlenTpom VaernTndurkaymm:
BHMMaHue!
[ns BbINONHEHWS AAaHHOTO NMyHKTa HEOXOAMMO HaaNYMe IK3EMMISPOB BCEX JOBEPEHHbIX CTOPOH U UX CEPBUCHBIX CEPTUPUKATOB.

® perncrTpauna 4oBepeHHbIX CTOPOH;
L] PeI'VICTpaLI,VIFI LLeHTpa MAeHTMq)I/IKaLI,VII/I B Ka4yecTBe 4OBEPEHHOro nsgatensa Mmapkepos 6e30MacHOCTU - CM. cu,eHapvuZ

HaCTpoikK ocTanbHbIX KoMnoHeHToB Kpuntollpo DSS.

NMpumeuvaHue

Mocne BHeCEHNs U3MEHEHWI B KOHUIYpaLIMIO 3K3eMmnaspa HeObXOANMO Mepe3anycTuTb Ny Be6-MPUAOXKEHNA NPV MOMOLL

COOTBETCTBYHOLLEA KOMaHAbI.
JlononHunTenbHble AeicTBUA MO HacTpoiike (ONUUOHaNbHbIe):
1. BBOA ANLEH3MM Ha METOAbI ayTeHTUdGnKaLmm.
2. Hactpoiika ayteHTmndurkaumu. Mo ymonuaHuto ans HoBOro Mosb3oBaTesisi BKIFOUEHb! CIEAYHOLLME METOAbI ayTeHTUdMKaLLUK:

e [lo norvHy 1 naponro

e [lo cepTndukaty

AsMuHMCcTpaTop DSS MOXET HacTpouTb TEXHUYEeCKMe TpeboBaHWs K ayTeHTUOUKALLMOHHBIM AaHHbIM [Nosb3oBaTens (Hanpumep,
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ANNHY N CNIOXHOCTb naponﬂ) n paspeLl VITb/3aI'IpeTVITb [Monb3oBaTENO MEHATbL 3TU HaCTpOI‘/‘IKVI CaMOCTOATE/IbHO. ﬂpm 3TOM
Monb3oBaTe b MOXET U3MEHATb OaHHbIE ayTeHTI/Iq)I/IKaLI,IAI/I - Hanpumep, CMeHUTb NMapoib MU Ha3Ha4YUTb ApyFOI\;I CepTI/Iq)I/IKaT ana

BXOZAa.
Mpw 3TOM Ha3HayaTb crnocobbl ayTeHTUdKKaummy MNMonb3osatento gosxkeH Onepatop DSS.
3. Hactpoiika npodwuns Monb3oBatens. ALMUHUCTPATOP MOXET HAaCTPOUTb CeAytoLLme napamMeTpbl npoduas Monb3oBatens:

e (CocraB KOMMOHeHTOB UMeHu MNonb3osatena (RDN) - nma, damunans, JONKHOCTb, agpec, opraHmsauma, MHH n 1.4,

® KpUTUYHOCTb HaANUYNA KOMMOHEHTOB MMeHM [Monb3oBaTens;

® 3HayeHWA NO YMOAYAHUIO A8 KOMMOHEHTOB Pa3IunTeNbHOro nMeHu MNMosb3oBaTens (Hanpumep, CTpaHa, opraHu3auma u
T.M).

® BO3MOXHOCTb CaMOCTOATENbHOMO peaakTupoBaHmns npoduaa MNonb3osatenemM (BKAKOYEHO MO YMOAYAHWIO).

e TpeboBaHUs K YHUKAIbHOCTY AaHHbIX (HanpuMep, Homepa TenedoHa, agpeca 31eKTPOHHOM NOYTbI, PAa3INYUNTEBHOIO UMEHN

[Nonb3oBatens).
4. Hactporika npoduns Onepatopa. ALMUHUCTPATOP MOXKET 3aperncTpmupoBaTh yUYéTHble faHHble OnepaTtopos DSS.

Onepatop DSS sBnseTcs NprBMUAErMpoBaHHON YYETHOM 3anuncbto Ha LleHTpe VigeHTndukalmm, KoTopon paspeLleHo co3sasath,
pesakTMpoBaTh, yAanaTb yUY€THbIe 3anuncy MNonb3osatenei; Takxke Onepatop DSS MoxeT ynpaBaaTe cepTudurkaTamu
Monb3oBaTesien: co3zaBaTb, 04006pPATb, OTKIOHATb 3aMPOCkl Ha cepTuduKaTbl MNonbloBaTenen.

A}'IFI OnepaTopa C MOJIHbIMW NpaBaMn MOXET ObITb 3ajaHa KOHTaKTHaA VIHq)OpMaLI‘VIH ANA BOSMOXHOCTU OTMNPaB/IATbL eMy

yBEeLOM/IEHWS.

5. Hactpovika onoBeleHus Monb3oBateneit. AamuHucTpatop DSS Moxet HacTpoutb SMS- nan Email-onosellenve

Monb3oBaTenein o AeNCTBUAX, BbINOAHEHHbIX Ha LleHTpe VigeHTndurkaumm.

[MpuMeuaHune

OnoBeLyeHue Monb3oBatenel Tpebyet nogkarouenus LI k SMS-wwito3y onepatopa COTOBOW CBSA3W UM K MOUYTOBOMY CEPBEPY B
COOTBETCTBMM CO CXEMOW pPa3MeLLeHNst KOMMOHEHTOB cM. AokyMeHT XKTAK.00096-02 96 02 Kpuntollpo DSS. Obuee onvcaHuve)
1 B COOTBETCTBUM C TPEBOBAHMUAMM K MOAK/IFOYEHUNIO K CETAM OOLLEro noJib3oBaHus, onncaHHbiMy B Pazgene 10 XTAM.00096-02
95 01 Kpuntollpo HSM. MNMpaBuna nonb30BaHus.

6. Hactpoika ayauta. AgmuHuctpatop DSS moxxeT nogkntountb LleHTp NaeHtudunkaumm k Cepsucy Ayauta Ans BefeHus
XypHana ayauta. lns 3Toro notpebyercsa BKAOUNUTb OTOOpaXkeHve NMyHKTa MeHro "AyanT" B iIMYHOM KabuHeTe Mosb3oBaTtens nam
Onepatopa.

7. Kactomuzauumsa. AamunHmctpatop DSS mMoxeT kactoMmsmpoBaTb Beb-uHTepdeiic LieHTpa VigeHTndurkaumm: namenntsb LiBeTa

bOHa, TeKCTa, NOroTUNbI, TEKCTbI 3ar0JI0BKOB M T.M. MPY NOMOLLM Habopa KOMaHANeTOoB.

Mprmep ckpunTa Ana KactTommsaLum Beb-uHTepdeica LieHtpa VigeHTndunkaumm:
Set-DSSSTSCustomization -AdditionalColor 37c20 -MainColor ©2458d -StsLinksColor f37c20
Set-DSSSTSCustomization -FontColor f37c20 -Font Calibri
Set-DSSSTSCustomization -FavIconFile E:\Temp\favicon.ico -LogotypeFile E:\Temp\logo.jpg -HelpFile

E:\Temp\Help.html
Set-DSSSTSCustomization -Title "UeHTp uaeHTudukaumm TecT" -Copyright "TecT"

8. Hactporika aBToonpezenenuvs ¢opmara JOKyMeHTa.

9. HacTpoiika Xy pHainmpoBaHus aKk3emMnaspa.
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JoBepeHHble CTOPOHDI

MpunoxeHwne, KOTOpPoe B CBOeW paboTe onmnpaeTca Ha yTBepxaeHus (claims), Ha3biBaeTCs NPUIOXKEHNEM AOBEPEHHON CTOPOHbI
(relying party, RP). loBepeHHOI CTOPOHOWN MOXET ObITb, Kak BED-NpuaoXKeHNe, Tak 1 Beb-ciyxxba. MpunoxeHne goBepeHHON
CTOPOHbI MPUHMMAET MapKepbl, BblZaHHble Cy>kKbon Mapkepos besonacHocTu (Security Token Service, STS), 1 M3BNEKaAET U3 HNX

yTBEepXAeHNd, UTObbI UCMONL30BaTh VX B 3ajayax, CBA3aHHbIX C ayTeHTVICI)VIKaLI'I/IeI\/’I.

<

MoCTaBLLMK YA0CTOBEPEHMIA
(Cnyx6a mapkepos
6esonacHocTu LI
(STS))

T |
x
1

vy

< 6 T
Monb3oBaTenb — =
Beb-knueHT [MpunoxeHune
(6paysep) [LlOBEPEHHOM CTOPOHbI

Ha cxeme Bbilwe npeacTaBneH Beb-caliT (MpUaoXKeHve J0BEPEHHON CTOPOHbI) U BeD-kaneHT (Be6-bpay3ep), xenaroLnii

NCMONb30BaTb AAHHbIN CalT.

1. Monb3oBaTenb NocpescTBOM Beb-bpay3epa (Beb-kaveHTa) 3anpaLunBaeT pecypcbl (HanprMep, Beb-CTpaHuLLy) NpUaoXKeHNs
[,OBEPEHHOW CTOPOHBI (Hanpumep, Beb-nHtepdelica Monb3oBaetens);

2. TMpunoxeHne f0BEpPEeHHON CTOPOHbI MepeHanpaBAseT ero Ha NocTaBLunKa yAocToBepeHmnin (STS).

3. Monb3oBaTenb NpesoCcTaBAAeT MOCTaBLUMKY YAOCTOBEPEHNI CBOM YUETHbIE aHHble, HanpuMep, uma Monb3osaTtens u
naponb, 6unet Kerberos n 1.4.

4. MocTaBLMK YAOCTOBEPEHWI CO3A4aeT TOKEH 1 OTNPABAAET €ro Be6-KANEHTY.

5. KnveHT oTnpasnseT AoBepeHHON CTOPOHE 3arnpoc BMeCTe C MoJlyYeHHbIM TOKEHOM, U JOBEPEHHas CTOPOHa peLuaerT,
COOTBETCTBYET JIN TOKEH YCNOBUAM AOCTYMa 1 CTOUT /I Y/J0BNETBOPATL 3amnpoc Beb-K/neHTa.

6. Ecnv 3anpoc Beb-kaveHTa y40BAeTBOPEH, JOBEPeHHas CTOPOHa NpesocTaBaseT [onb3oBaTento CBoM Pecypcsbl.

B Kpuntolpo DSS nocraBLumKoM yaoctoBepeHuli aeasetcs LieHTp ViaeHTudwrkaumm, a OBEPEHHbIMU CTOPOHAMU SBAAFOTCA
Cepsuc Moanwucy, Beb-nHtepdelic Monbsosatens, Cepeuc Ayaunta u Cepeuc ObpaboTkm [LokyMEHTOB.

PerncrpaLms f0BePeHHbIX CTOPOH W yNpaBaeHWe 3aperncTpupoBaHHbIMUN A0BEPEHHBIMW CTOPOHAMM OCYLLLECTBAAETCSA C MOMOLLIbIO
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komaHanetoB Add-DssRelyingPartyTrust, Set-DssRelyingPartyTrust, Enable-DssRelyingPartyTrust, Disable-DssRelyingPartyTrust,
Remove-DssRelyingPartyTrust.

Pernctpauus AOBepeHHOM CTOPOHHI

Pernctpaums foBepeHHOM CTOPOHbI Ha LleHTpe MaeHTudumkauum peluaeT cieaytoLive 3asavm:

OrpaHunyeHve CePBMCOB N MPUNOXKEHWNIA B CTOPOHY, KOTOpbIX LIV Mo>XeT BbinyckaTb Mapkepbl 6e30nacHoCTy.
LLinpposaHme Mapkepos 6e3onacHOCTH.
OTobpa>keHne MOHATHOrO UMEHW L, OBEPEHHOW CTOPOHBI B BeG-uHTepdeice LI npun ayteHTndmKaLmm MNonb3osaTtens.

3apaHve agpeca Beb-mHTepdelica ana ynpasneHuns MNonb3oBaTenem.
[JoBepeHHbIMM cTopoHamu B Kpuntollpo DSS aenatotca:

e Cepsuc lNMognucy;

e Beb-nHTepdeic MNMonb3osaTens;
e Cepsuc AyauTa;

e Cepsuc ObpaboTkm [JoKyMeHTOB.

PerI/ICTpaLI,I/IFI AOBEPEHHDBIX CTOPOH MOXET OCYLLECTBAATLCA CheyoWnmMn cnocobamu:

3arpyska MeTajaHHbIX

Kaxgbin 3 komnoHeHToB DSS ny6ankyet cobcTBeHHble MeTazZaHHble no npotokoay WS Federation Metadata.
Az peca nybavkaunm MeTagaHHbIX:

Cepsuc Mognucu

http://<HostName>/<SignServer>/FederationMetadata/2007-06/FederationMetadata.xml

3arpyska BO3MOXHa kak no http, Tak u no https.
Be6-untepdeiic NMonb3oBatens

https://<HostName>/<Frontend>/FederationMetadata/2007-06/FederationMetadata.xml

3arpyska BO3MOXHa TO/bKO Mo https.
CepBuc AyauTta

https://<HostName>/<Analytics>/FederationMetadata/2007-06/FederationMetadata.xml

3arpy3ka BO3MOXHa Kak Mo http, Tak n no https.
CepBuc O6paboTku lokymeHTOB
MeTazaHHble OTCYyTCTBYIOT.

Mo yHMBepcanbHOMY UAeHTUdUKATOPY pecypcoB

B saHHOM cnyyae Kaxzas fOBepeHHas CTOPOHa OMnpeAenseTca NAeHTUPUKATOPOM, KOTOPBIN UMeeT CeAy LA BUA:

urn:cryptopro:dss:<apptype>:<appname>

,Tae

® apptype — KoMnoHeHT DSS,

® appname — MMA 3K3eMnaapa KOMMOHEHTa.
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KOMNOOHEHT URI

Cepsuc lMNognucn urn:cryptopro:dss:signserver:<appname>
Beb-unHTepdeiic Monb3osatens urn:cryptopro:dss:frontend: <appname>
Cepsuc Ayauta urn:cryptopro:dss:analytics: <appname>
Cepsuc O6paboTku [lokymeHTOB urn:cryptopro:dss:documentstore: <appname>

[aHHble naeHTndrKaTopbl NCNOAL3YHOTCA B TOM Umcae npu nHterpaumm ¢ Kpuntollpo DSS uepes API.

Mpumepbl perncrpaum AoBepeHHbIX CTOPOH Ha LA

MOMWMO BbINOAHEHUS PEKOMEHZAALMI AaHHOrO pa3zena HeOOXOANMO Ha KaX oW U3 3aperncTprpoBaHHbIX JOBEPEHHbIX CTOPOH
3aperunctpupoBaTth LI/ DSS kak f0BepeHHOro nocrasLLmKa MapkepoB 6e3onacHocTU. [laHHOe AelCTBME BbIMOJHSAETCS Npu
rnomoLm komaHaneta Add-Dss...ClaimsPtoviderTrust,rae ...:

e He gobapnsatotca agna Cepsuca Mognucy;

® Fe - andA Beb-nHTepderica Monb3oBaTtens;

® Analytics - ansa Cepsuca Ayauta

e DocumentStore - ans Cepsuca O6paboTku [LokyMeHTOB.

BHumaHue!
Ecnn cepBUCHbBIN cepTUdMKaT KaKoro-ambo 13 KOMMOHEHTa bl U3MEHeH, He0bXoAMa NepeperucTpaL, s JOBEPEHHON CTOPOHBI.
Pernctpauns Beb-nHtepdeiica lMonb3oBartena

[nsa pabotbl MNonb3oBaTeneli Yepes Beb-nHtepdeiic MNonblosatens ero HEOH6X04MMO 3aperncTprMpoBaTh B Ka4ecTBe J0BEPEHHOM
cTopoHbl Ha LeHTpe NaeHTndukaumm.

Beb-mHTepderic nogaep>xxmeaet nybavkaL o MeTagaHHbIx no npotokony WS Federation Metadata, koTopble MoryT
MCMO/Ib30BaTbCA A1 HACTPONKM JOBEPEHHOW CTOPOHbI Ha LleHTpe VigeHTndunkaumm.

Add-DssRelyingPartyTrust -Name "Frontend” -MetadataUri
https://<HostName>/<Frontend>/FederationMetadata/2007-06/FederationMetadata.xml

Mpwv 3TOM aBTOMAaTUUECKM PerncTpupyeTcs ceptudukat ayTeHTndmKaLum JOBepPeHHOR CTOPOHbI. EC/M Bbln U3MEHEH CEPBUCHBI
cepTmduKaT, NoNHas NepeperncTpaL s MeTaZaHHbIx Heobs3aTesbHa (CM. pa3zgen Npo cMeHy cepTudukaTos).

Tak>ke MOXHO HaCTPOUTb MOHATHOE UMS, KOTOpOoe ByZeT OTobpaxkaTbcs B NpoLecce ayTeHTMGUKaLmmn B Beb-nuHTepdeiice L.

Set-DssRelyingPartyTrust -Id 2 -Name 'CKO 000 "Pora wu koneita"'

Mpw gobaeneHnmn Beb-nHtepdeiica MNonb3oBaTens B Ka4ecTBe JOBEPEHHOW CTOPOHbI PErMCcTpUpyeTcs cneunduyeckmii Aa Hero
napametp — agpec imyHoro kabuHeta Onepatopa DSS ( -AdministrativeUrl). Ecin cepBep, Ha KOTOPOM pa3BepHyT Beb-
nHTepdeic MonbaoBaTens, UMeeT HECKONbKO UMEH (K MPUMepy, BHYTPEHHee 1 BHELLHee), 3HayeHVe Mo YMONYaHNI0 MOXET
noTpeboBaTbCA M3MeHUTb. [laHHas onepawu s BbINOAHAETCA NPW NMOMOLLM CeAYHOLLEN KOMaHAbI:

Set-DssRelyingPartyTrust -Id <FrontendId> -ForOperator $true AdministrativeUrl
https://<hostname>/<Frontend>/Admins/

Pernctpauna Cepsuca Noanucm

[ns pabotbl Monb3osatenen uepes SOAP-mHTepdelic Beb-cepsurc Cepsuca Moanmcn HeobxoaMMO 3aperncTpupoBaTh B Ka4ecTBe
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[0BEPEHHOI CTOPOHBI Ha LleHTpe VaeHTudmkaumn.

Cepsuc Moanucn nogaepkunsaet nyb6ankaL Mo MeTagaHHbIx no npotokony WS Federation Metadata, kotTopble moryT

MCNONb30BaTbCA A5 HACTPOWKM LOBEPEHHOW CTOPOHbI Ha LleHTpe NaeHTudukaunn.

Add-DssRelyingPartyTrust -Name "SignServer" -MetadataUri
http://<HostName>/SignServer/FederationMetadata/2007-06/FederationMetadata.xml

Mpu gobaeneHnmn Cepauca Mognuck B KayecTBe JOBEPEHHOM CTOPOHBI PETUCTPUPYETCA crelnduieckuii s Hero napameTp —
aapec B3anmogenictaua ¢ Cepaucom Moanucn ( -BackChannelUrl). [JlaHHbl NnapaMeTp NPUMEHAETCA TObKO MPW NCMO/Ib30BaHNM
BTOPWYHON ayTeHTuUKaLmm. Ecim cepsep, Ha KOTOPOM pa3BepHyT Beb-nHTepdeiic [Monb3oBaTens, MMeeT HeCKONbKO UMeH (K
NpuUMepy, BHYyTPEHHEE 1 BHeLLHee), 3Ha4YeHne Mo yMOAYaHNI0 MOXET noTpeboBaTbCs n3MeHnTb. [laHHaa onepaLma BbiNOAHAETCA

NPV MOMOLLM CIEAYHOLLLEA KOMaHZbI:

Set-DssRelyingPartyTrust -Id <SignServerId> -BackChannelUrl
https://<hostname>/<SignServer>/SignService.svc/transactiontokens -SupportsBackChannel

Perncrpaunsa Cepsuca Ayanta

[Ansi Toro, uTo6bI NONL30BaTENb MOT MPOCMAaTPMBaTL CBOM onepauunn yepes Cepauc AyamTta, cepBrnc HeObXoANMO
3aperncTpupoBaTh B KayecTBe 40BEPEHHON CTOPOHbI Ha LieHTpe NaeHTndurkaumm.

CepBuc Ayauta noasep>xvBaeTt nybavkaumnto MeTagaHHbix no npotokony WS Federation Metadata, koTopble moryT

MCMO/Ib30BaTbCA A1 HACTPOMKM JOBEPEHHOW CTOPOHbI Ha LleHTpe VigeHTndunkaumm.

Add-DssRelyingPartyTrust -Name "AnalyticsService" -MetadataUri
https://<HostName>/AnalyticsService/FederationMetadata/2007-06/FederationMetadata.xml

Mpwv 3TOM aBTOMAaTUYECKM PerncTpupyeTca ceptudukat ayTeHTudmKaLum JOBepPeHHOR CTOPOHBbI. EC/N Bbln U3MEHEH CEPBUCHBI
cepTmdmKart, NoaHas nepeperncTpaLms MetTagaHHbIx HeobazaTtenbHa (CM. pasgen Npo cMeHy cepTudrKaToB).

Tak>ke MOXHO HaCcTPOUTb MOHATHOE MM, KOTOpoe byAeT oTobpaxkaTbcs B nNpoLecce ayTeHTMGUKaLmmn B Beb-nuHtepdeiice L.
Set-DssRelyingPartyTrust -Id 2 -Name 'CKO 000 "Pora u koneita™'

Pernctpaums Cepeuca O6pabotku [lokyMeHTOB

[Ons Toro, utobbl CepBrc ObpaboTkm [OKYMEHTOB NPeAoCTaBAs] BOIMOXHOCTM 3arpy3ku, KOHBEPTaL MW U BbIFPY3KM OKYMEHTOB,
OTNpaB/IEHHbIX Ha Nognuck/WwndposaHne/pacindpoarme B Kpuntollpo DSS, ero HeobxoaMmo 3aperncTpupoBaTh B KauecTBe

[LOBEPEHHOM CTOPOHbI Ha LleHTpe VigeHTudukauum.

CO/, He nogaep>xuBaeT NybaKaLMio MeTaZlaHHbIX, MO3TOMY AobaBeHe 40BEPEHHON CTOPOHbI BO3MOXHO TONbKO BPYUYHYHO:

Add-DssRelyingPartyTrust -Name DocumentStore -Identities urn:cryptopro:dss:documentstore:
<DocumentStore_web_app>
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Hacrpouka komnoHeHTOB umeHun MNMonb3oBartens

O6bluue ceegeHun

Mpwn dopmMrpoBaHUM 3anpoca Ha cepTUdUKaT nons GopMbl 3aMNOHAOTCA U3 JaHHbIX, KOTOPbIE MOTYT NMepeAaBaTbCs B

yTBepxaeHumn X500DistinguishedName (http://schemas.xmlsoap.org/ws/2005/05/identity/claims/x500distinguishedname) ot

LleHTpa NaeHTudunkaumm. laHHoe yTBep>XAEHNE 4OMKHO COAepyKaTb pa3nnumtensHoe ums Mosb3oBatens B Clefyowem BUAE:

CN=MBaHOB MBaH, E=ivanov@ivanov.ru,C=RU,0=KPUMTO-MPO

Lientp Migentndukauunn Kpmuntollpo DSS nossonset dopmmposaTh Takoe yTBepXAeHre Ha OCHOBE JaHHbIX MMeHwu [Tonb3oBaTens.

Hactporika KOMMNOHEHTOB MMeHM lNonb30BaTeNs OCyLLEeCTBASETCA ¢ MoMOLLbo koMaHaneTtoB Set-DssRDN, Add-DssRDN, Get-

DssRDN, Remove-DssRDN. PazanuntenbHoe nmsa NMosb3oBaTens COCTONT 13 OTAE/IbHbIX KOMMOHEHTOB, Ha3bIBaeMbIX

OTHOCUTENbHBIMY pa3anunTensHbiMn nMeHamu (RDN - Relative Distinguished Name). Jnsa kaxzo0ro Takoro KOMMnoHeHTa

BO3MO>XHO HAaCTPOUTb NapaMeTpbl, ONMCaHHbIE B Ta6m/|u,e HWXe.

NMAPAMETP

Id

Oid

Stringldentifier

FriendlyName

MaxLength

MinLength

ValueType

ClaimType

Description

Mo ymonuaHwuio B sk3emnisape LW Kpuntollpo DSS 3apeructpmposaHbl cregytowime RDN:

™n

String

String

String

String

int

int

String

String

String

OMUCAHUE

VaeHTndurkaTop komnoHeHTa nmenn B b/, LI

WpeHTndukatop B obLiem KaTanore o6bekToB

NaeHTndrKaTop CTPOKW, Coep>KalLieil KOMMOHEHT UMeHM

OTobparkaeMoe UMs KOMMOHEHTa UMEHW

MakcnmanbHas gaMHa KOMMOHEHTa MMEHU

MuHUManbHas ANNHa KOMMNOHEHTa MMEeHU

Tvin 3HayeHWs KOMMOHeHTa UMeHu MNMonb3oBatens. MoxeT npuHUMaTb 3HaveHns Numeric nam String.

Tun yTBep>KaeHWs (cBegeHWit o Monb3oBaTesne), CofepKalLero AaHHbIA KOMMOHEHT

OnvcaHre KOMMOHeHTa nMeHn MNosb3oBatens

KOMMOHEHT (OTOBPAXAEMOE MAEHTUO®UKATOP MAX MIN
nms) CTPOKM ANVHA ANVHA
Obuiee nms CN 128 0

Vimsa OTuectBo G 128 0
Pamunna SN 40 0
WHvumane! 5 0
DNleKTPOHHaA noyTta E 128 0

VHH INN 12 12
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3HAYEHUA

String

String

String

String

String

Numeric

oID

2543

25442

2544

25443

1.2.840.113549.1.9.1

1.2.6433.131.1.1
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KOMMOHEHT (OTOBPAX AEMOE VAEHTU®UKATOP MAX MIN ™n

nma) CTPOKM ANVIHA ANVIHA 3HAYEHMNA oID

OTlPH OGRN 13 13 Numeric 1.2.643.100.1
OrPHMMN OGRNIP 15 15 Numeric 1.2.643.100.5
CHWNC SNILS 11 11 Numeric 1.2.643.100.3
CrtpaHa C 2 0 String 2546
Obnactb S 128 0 String 25438
[opog L 128 0 String 2547
Agspec Street 30 0 String 2549
OpraHusauua 0O 64 0 String 25410
Moapasgeneqve ou 64 0 String 2.54.11
[omkHocTb T 64 0 String 25412

MoANTUKM KOMMOHEHTOB uMeHu [lonb3oBatens

Kpuntollpo DSS no3BosisieT HaCTPOUTb KOMMOHEHTbI MMeHM [ob30BaTeNs Ha BYX YPOBHSX: I106ai1bHOM (YpOBEHb HACTPONKM

L) v ypoBHe rpynnbl. a5 Kaxa0ro 13 ykasaHHbIX YpOBHeR cylectByeT cobctBeHHas noantunka RDN. Moantnka RDN

npeAcTaBaseT cobov Habop NAEHTUMKATOPOB rN06asbHO 3aperncTprpoBaHHbix RDN 1 COOTBETCTBYHOLLMX KaXKAOMY M3 HUX

rnapameTpoB Required M DefaultValues.

Hactporika noantunku RDN yposHs LW (rnobanbHoro) n yposHs rpynnbel Kpuntollpo DSS ocyluecTBaseTcs npu nomoLm

komaHanetoB Add-DssRdnPolicy, Get-DssRdnPolicy, Set-DssRdnPolicy, Remove-DssRdnPolicy.

Monuntukmn RDN obnagatoT crefyroLmmMm ocobeHHOCTAMM:

[Jna Monb3oBatens MOryT HbITb 3aMOHEHbI TOJLKO T€ KOMMOHEHTbI UMEHW, KOTOPble 3aperncTpupoBaHbl B MONTMKE
rPynmbl, B KOTOPOW HaxoaWTca [Monb3oBaTesb.

Henb3s yaanmts RDN u3 rnobanbHon noantuku LIV, ecam B moavturke rpynnbl 3apernctprposaH 31oT RDN.

Henb3s yaannte RDN “3 noanTvkun rpynnbl, €Cav B 3TOW rpynne cyLiecTBytoT [onb3oBaTtenn, y KOTOPbIX 3amno/HeH AaHHbI
KOMMOHEHT UMEHMN.

[Ans pesakTvpoBaHMA NOAUTMKIN ONpeAeneHHOW rpynnbl HeobxoaMmo ykasaTb napameTp Groupld. B cryyae, ecam napametp
Groupld He yka3aH, byaeT Npom3BOAUTLCSA peAakTupoBaHue rnobanbHon noamtukm LA Kpmuntollpo DSS.

Mocne cozgaHms ak3emnaapa LIV Kpuntolpo DSS rnobanbHas nonavtrka L v rpynna no ymonuanumto (Default)
aBTOMaTMYeckm 3anoNHArTCA rnobanbHo 3apernctpuposaHHbiMu RDN. Kaxabin Takon RDN aBaseTca Heoba3aTeNbHbIM 1
MOXET NPpUHMMaTb Ntobble 3HaUeHMA.

Mpwn pobaBaeHnn HOBOW rPyMMbl B ONpeAeneHHbli LI ana Hee co3paeTtcsa NoanTurka, B KOTOPYHO MO YMOAYaHWUIO

KOMMpPYHOTCA HacTporkm 13 rnobanbHo noamtmkm L Kpuntolpo DSS.

NpumeuvaHue

M3meHeHne HaCTpPoOeK NOJNTUKN KOMIMOHEHTOB MMEHU [Nonb3oBartens He pPacnpocTpaHAEeTCA Ha y>Ke CO34aHHbIX C

ncnonb3oBaHMeEM ,Cl,aHHOl‘/‘I nosuTuku Monb3oBaTtenen. ITo UsMeHeHMe 6y,u,eT PacnpoCTPaHATbCA TOJIbKO Ha BHOBb CO34aHHbIX

[Monb3oBaTenen.
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Monutnka noaTBeXXAeHNA onepaumn

Mpw cozgaHnm sk3emnasapa L Kpuntolpo DSS ans Hero aBTomaTMyeckn Co3saeTcs NoUTUKa NOATBEPXKAEHNS OornepaLLuii.

[NonnTtumka noaTBep>XXaeHna orlepau,mﬁ ABNAETCA MHOFprOBHeBOI\/’I, B KOTOpOI‘/II HV>XHWE YPOBHWM HacnheayroT Mo yMOJ4aHUo

HaCTpOVIKI/I OT BEPXHUX ypOBHeVI noAnTUKK. B HaCTOFlLLLVII;I MOMEHT BO3MOXHO MNMPOU3BECTUN PEAAKTNPOBAHNE MOJNTUKN

NOATBEPXAEHNA OMnepaLnii Ha Tpex ypoBHsX: yposHe LIV Kpuntollpo DSS, yposHe rpynnbl [Nonb3oBaTenei 1 ypoBHe

Monb3oBatens. Mpw gobasneHn Hoeow rpynnbl B LIV Ans Hee co3gaeTcs NOAUTUKA, B KOTOPYHO KOMMPYHOTCA HAaCTPONKM U3

noantuku L. Mpwu cozganmm HoBoro lNMonb3oBaTens BHyTPW rPynbl, B €70 MHAMBUAYa bHbIE HACTPONKM MOATBEPXKAEHWSA

OI'IepaLI,I/II‘il KOnuMpyeTca CnmnMcok onepau,w7| ANA NOATBEPXAEeHNA N3 MOJINTUKK TPyMnbl.

HacTpolika noanTnku noaTBep>XAeHNa onepaLnii ocyLLecTBASETCA Npu noMoLn KoMaHaneToB Get-DssConfirmationPolicy, Set-

DssConfirmationPolicy.

[MpuMeuaHue

I3meHeHne HaCTPOEK NOJINTUKN MOATBEPXKAEHNA onepau,w"/'l ana NnoJib30BaTesieli BO3MOXHO TOJIbKO yepes Be6—MHTep¢e|7|c

[Monb3oBatena nan API DSS.

Monntuka NOATBEPXKAEHMS onepaLuli NpeacTaBaseT cobor Habop cnesyroLLMX HAaCTPOEK:

NMAPAMETP ™n

Onepauun ans
NoATBEPXAEHNSA

AllowChangeByOperator bool

AllowChangeByUser bool

AllowOverride bool

[MpuMeuaHune

-OpcActions <DssActions> LV
NoneOpcActions /N AllOpcActions

OMNUCAHWE

Habop onepauuii, 4ns KOTOPbIX HEOOXOAMMO
noATBepXaeHNe.

Onpegenset, moxeT anm OnepaTtop U3MEHATb CMCOK
onepauyin Ans NOATBEPXKAEHUS.

OnpezenseT, MoXeT v MNo/b30BaTeNb M3MEHSATH CMMCOK
onepauyin Ans NOATBEPXKAEHUS.

Onpegenser, MOXeT /M MOANTKKa ObITb NepeonpeseneHa Ha
60s1ee HM3KOM YPOBHE MepapXuu.

B 3aBMCMMOCTL OT TOro, MOANTMUKA KaKoro YPOBHS HacTpamsaeTcs — ypoBHS LI nan ypoBHsA rpynnbl — HEO6X04MMO Takxke

COOTBETCTBEHHO MCMO/b30BaTb NapameTp -IdpId co 3HauyeHuem 1, W/ napametp -GroupId CO 3HaueHVeM WaeHTubMKaTopa

HacTpaviBaeMou rpymnnbl.

Mocne cozgaHms aksemnaspa LIV rnobanbHas noantuka L v noamtrka rpynnsl rpynnsl 0o ymoavaxuto (Default) aBTomaTtnueckn

3aMoNHAKOTCA CheayroLwnm o6pa30|v|:

Ecnv B epapxvu NOMTYK ecTb NOnTVKa ¢ AllowOverride

Cnuncok onepauuii = NoneOpcActions
AllowChangeByUser = true
AllowChangeByOperator = true

AllowOverride = true

false, HACTPOWKM MOJUTUKN YPOBHEM HUXKE HE UMEIDT CWJbl. Ecam

BCE NMONNTUKKN B nepapxmm nmetoT AllowOverride = true, napameTtpbl AllowChangeByUser un AllowChangeByOperator

MCNONb3YHOTCA U3 NOJINTUKW TPYMNMnbl, a HaCTpOI7IKa OpcActions npumeHAeTca MHAMBUAYaANbHO ANA KaXKA0ro Monb3oBaTens

(HacTpauBaeTcs B Beb-uHTepdeiice Monb3osatens).

MNpumeuvaHue

Mepes M3MeHEHMEM HAaCTPOeK MONTUKIN MOATBEPXKAEHMSA onepaLMi Mpy MOMOLLM KOMaHANETOB (ypoBeHb LIV DSS van
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YPOBEHb rpynnbl), ybeanTecs, YTO Ha YPOBEHb BbilLEe HE MPUMEHANOCh 3HaueHre AllowOverride = false.
Mpumepsbr:
MonyuyeHne NONAUTUK NOATBEPXKAEHUA ONepaLuii No ypoBHAM:

# NMony4eHne nonutuku UM DSS:

Get-DssConfirmationPolicy -IdpId 1

# Ecnu B BbiBOAE AaHHOW KoMmaHAbl cogepxutca AllowOverride = False,

# HacTpOWKM YpPOBHA Tpynnbl HE MMEKNT CUJbl.

# lNonydeHne MNONUTUKW Tpynmnbl

Get-DssConfirmationPolicy -GroupId 1

# Ecnu B BbiBOAE AaHHOW KoMmaHAbl cogepxutca AllowOverride = False,

# MNonb3oBaTeNb He CMOXET W3MEHUTb MOAUTWUKY MNOATBEPXAEHMA onepauuit B Beb-
# unHTepoeiice.

Mpumepbl HacTpoek NOANTUKUN NOATBEPIKAECHUA onepaumii:

[Ans npuMeHeHus rnobasbHoro TpeboBaHWs NOATBEpXKAATL BCe onepaLmm HeobX04MMO BbINOJHUTL cregytollyro PowerShell-

KOMaHAy:

Set-DssConfirmationPolicy -IdpId 1 -AllOpcActions -AllowOverride ©

Ans npumeHeHus rnobasbHoro TpeboBaHWs He MOATBEPXKAATb HUKaKue onepaLumn HeobX0A4NMO BbIMOAHUTbL CIEAYHOLLY O
PowerShell-komaHay:

Set-DssConfirmationPolicy -IdpId 1 -NoneOpcActions -AllowOverride ©

UTt06bl yka3aTb HAbop onepauuii, KOTOpbIM TpebyeTca NoATBEPXKAEHUE, HEOOXOAMMO UCMO/b30BaTh NapaMeTp

-OpcActions, yKa3biBasi B €ro 3Ha4€HUN CNMCOK onepaLLnii, TPebyrOLLMX MOATBEPXKAEHWS, CIeAYOLWUM 06pa3oMm:
Set-DssConfirmationPolicy -IdpId 1 -OpcActions Issue, SignDocument
nan

Set-DssConfirmationPolicy -IdpId 1 -OpcActions 1, 2

B cnyuae, e HEOHXOAMMO M3MEHWUTB MOAUTKKY TPYMMbl, CleAyeT BMeCTo napametpa -IdpId ykasbiBaTb NapamMeTp -Groupld.

MonHbIV CNUCOK onepaLymii 1 UX KOJOB NPUBEAEH B TabsnLe HKe.

HAMMEHOBAHWE KoA OMUCAHME
Issue 1

SignDocument 2

SignDocuments 4

DecryptDocument 8

CreateRequest 16

ChangePin 32

RenewCertificate 64
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HAUMEHOBAHMUE

RevokeCertificate

HoldCertificate

UnholdCertificate

DeleteCertificate

PrivateKeyAccess

KoA OMNMUCAHWUE

128

256

512

1024

2048
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Monutuka AO0CTynNna K onepauvamv

Mpwv co3gannm ak3emnaapa LI Kpuntollpo DSS, ans Hero aBTomatnyeckun co3gaeTcsa NoavTuka Aoctyna K onepauuam. Noavtuka
£,0CTyNa K onepawusam ABASETC MHOTOYPOBHEBOM, B KOTOPOW HUXHME YPOBHW HaCeAyOT MO YMOAYaHUIO HAaCTPOMKIN OT BEPXHUX
YPOBHEl MOANTUKM. B HACTOALLMI MOMEHT BO3MOXHO NMPOU3BECTY PefakTMpOBaHNe NOAUTMKM AOCTyNa K onepaumnsmM Ha Tpex
ypoBHsx: yposHe LIV Kpuntollpo DSS, yposHe rpynnbl [Monb3oBateneii n yposHe Monb3oBatens. MNpu gobaBaeHn HOBOW rpynmbl
B LIV ans Hee co3gaeTca noanTrka, B KOTOPYHO KOMMPYHOTCA HAaCTPOWKKM 13 noantuku LIA. Mpu cozganmm Hosoro Monb3oBatesns
BHYTPW rpynmbl, B €ro UHAMBUAYaNbHbIE HACTPOWMKM AOCTyNa K onepaumsmM KONMPYeTcs CrMCOK onepawmi, K KOTOpbIM pa3peLleH

AO0CTYN, N3 NOJINTUKW TPy MMbl.

HacTpolika noanTnku ocTyna K onepaumsM ocyLLLEeCTBASETCA NpU NomoLm koMmaHanetos Get-DssAccessPolicy, Set-

DssAccessPolicy.

[MpuMeuaHue

I3meHeHne HaCTPOEK NOJINTUKN J0CTYNa K onepauunam 414 noJib3oBaTe/iell BO3MOXHO TO/IbKO yepes Be6—|/|HTep¢ei/'|c

[Monb3oBatena nan API DSS.

MonnTtuka focTyna K onepaunam npeacraBaseT cobon Habop cnesyoLWwmnx HacTpoek:
NAPAMETP ™R OMVCAHUE

-AllActionsAllowed WA
[Joctyn K onepauuam -AllActionsDisallowed WA
-DisallowedActions <DSSActions>

Habop onepauuit, kK KOTOpPbIM HacTpanBaeTcs
Joctyn.

OnpegenseT, moxeT anm Onepatop M3MeHATb

AllowChangeByOperator bool
MOJNTVKY JOCTYNa K onepaLmsam.

OnpeAenﬂeT, MOXET 1 [Monb3oBaTeNb M3MEHATb

AllowChangeByUser bool
MOANTVKY JOCTYNa K onepaLmsm.
Onpegenset, MOXET /M NOAUTHKA BbiTb
AllowOverride bool nepeonpegesneHa Ha 6osee HA3KOM YpPOBHe

nepapxum.

[MpuMeuaHune

B 3aBMCYMOCTU OT TOTO, MOAMTMKA KaKOTO YPOBHS HAaCTPamnBaeTCs — YPOBHs LI nav ypoBHs rpymnnbl — HEOBXOAMMO TakxKe
COOTBETCTBEHHO WCMOJ/b30BaTh NapameTp -IdpId co 3HauyeHuem 1, W/ napametp -GroupId cO 3HaueHVeM WaeHTubmKaTopa

HacTpaviBaeMou rpymnnbl.

Mocne cozgaHms aksemnaspa LI rnobanbHas noantuka L v noamtrka rpynnsl rpynnsl no ymonvaxuto (Default) aBTomaTtnueckn

3aMnoNHATCA CNeAyoLW M 0bpasom:

e Jloctyn Kk onepaumsam = AllActionsAllowed

AllowChangeByUser = true

AllowChangeByOperator = true

AllowOverride = true

Ecnn B epapxmmn noamtuk ectb noantuka ¢ AllowOverride = false, HaCTPOWKMN MOAUTUKMN YPOBHEM HUXKE HE UMEIOT cuibl. Ecam
BCE NMONNTUKWM B nepapxmm nmetoT AllowOverride = true, napametpbl AllowChangeByUser n AllowChangeByOperator
MCNONB3YHOTCA U3 NMOAUTUKM TPYMMbl, @ HACTPOWKa CamMoro A0CTyna K onepawuam NpUMeHAeTCa MHANBUAYAAbHO ANA KaXA0ro

Monb3oBaTens (HacTpaviBaetcs B Beb-mHTepderice MonbloBatens).

NpumeuvaHue
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Mepeps n3MeHeHnem HacTpoek NOAUTUKIM JOCTYMa K onepaLuam npy noMoL komaHaneTos (yposeHb L DSS nan yposeHb

rpynnbl), y6eanTech, UTO Ha YPOBEHb Bbille HE MPUMEHSANOCh 3HaueHe AllowOverride = false.
Mpumepbi:
MonyueHune NOANTUKM AOCTyNa K onepaumuamM No ypoBHAM:

# MonydeHne nonutuku UM DSS:

Get-DssAccessPolicy -IdpId 1

# Ecnu B BbiBOoAe JAaHHOW KomaHAbl cogepxutcAa AllowOverride = False,

# HacTpOMKWM YPOBHA Trpynmbl He WUMEWT CUJbl.

# lony4veHue MNONUTUKKU TpPYyMmbl

Get-DssAccessPolicy -GroupId 1

# Ecnu B BbiBOAe [AaHHOW KoMaHAbl copepxutca AllowOverride = False,

# Monb3oBaTesb He CMOXET U3MEHUTb MOAUMTUKY AOCTyna K onepauusm B Beb-
# uHTepodeiice.

anMepbl HacCTpoeK NOJIMTUKM AOocCTyna K onepaynam:

[ns npuMeHeHus rnobanbHOro TpeboBaHUs NOATBEPXKAaTh BCE OMNepaLL HeObX0AMMO BbIMONHNUTL cieaytoLlyto PowerShell-
KOMaHzy:

Set-DssAccessPolicy -IdpId 1 -AllActionsAllowed -AllowOverride ©

[ns npyMeHeHus rnobanbHOro TpeboBaHUs He MOATBEPXAATb HIUKaKMe ornepaLm HeobXoAMMO BbIMOJHUTbL CAEAYOLLY O
PowerShell-komaHay:

Set-DssAccessPolicy -IdpId 1 -AllActionsDisallowed -AllowOverride ©

YT106bI yKa3aTb Habop onepawuuii, JOCTYN K KOTOPbIM 3anpeLleH, HeobXxo4MMO 1CMo/b30BaTb NapaMeTp -DisallowedActions,

yKa3blBas B €ero 3Ha4YEeHUW CNCOK onepaLuii cieAyrowmum obpasom:

Set-DssAccessPolicy -IdpId 1 -DisallowedActions Issue, SignDocument

nan

Set-DssAccessPolicy -IdpId 1 -DisallowedActions 1, 2

B cnyuae, ecm HeO6XO4MMO U3MEHWTb MOAUTUKY FPYyMMbl, ClegyeT BMecTo napaMetpa -IdpId ykasbiBaTb napaMeTp -Groupld.

MOAHBIN CriYcoK onepau,vn7| N NX KOAOB aHaJIOTU4YeH CNUCKY Ha CTPpaHULe NoJanNTUKN NOATBEPXAEeHNA onepau,vll7|.
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Mpumep PowerShell-cueHapua ana HacTpokm KomnoHeHTa «LleHTp
NpenTtupukauun»

[JaHHbIV cLLeHapWin BbINOAHAET MUHMMabHO HEOBXOANMYHO HaCTPOMKY 3k3eMnaspa KOMMoHeHTa «LleHTp NaeHTndukaumm».
Obs3aTeNbHble HAaCTPOMNKM:

# Co3paHue 3k3emnnfApa UM
New-DssStsInstance -DisplayName STS -SiteName "Default Web Site"™ -SQLServerName “.\SQLEXPRESS”

# [lobaBneHne oTnevyaTka CcepBUCHOro cepTupukaTa LleHTpa UaeHTudMkaumm
Set-DssStsProperties -DisplayName STS -ServiceCertificate <OTmevaTok cepTudukaTa KOMMOHEHTa>

OnunoHanbHble HAaCTPONKM:
# flobaBneHne nokanbHoro OnepaTopa DSS

# Mony4aem ob6bekT cepTudukaTa OnepaTopa U3 XpaHuauwa Jin4Hoe Tekywero Monb3oBaTena
$cert = Get-Item cert:\CurrentUser\My\<oTne4yaTok cepTudukaTa OnepaTopa>

Add-DssIdentityOperator -DisplayName STS -Login Admin -Name “UBaHoB WBaH WBaHoBMY” -EmailAddress <Appec
noyTel> -PhoneNumber <Homep TenedoHa> -IssuerName realsts -Certificate $cert

an/IMep AO6aBﬂeHI/IFI lCl,OBepeHHOI\/’I CTOPOHDI:

# Peructpauua CepBuca lMognucum B KavecTBe [LOBEPEHHOW CTOPOHbI
Add-DssRelyingPartyTrust -Name "SignServer" -MetadataUri http://$HostName/SignServer/FederationMetadata/2007-
06/FederationMetadata.xml

# PerucTtpauua Beb-uHTepdeiica Monb3oBaTena B KayecTBe AOBEPEHHOW CTOPOHbI
Add-DssRelyingPartyTrust -Name "Frontend" -MetadataUri https://$HostName/Frontend/FederationMetadata/2007-
06/FederationMetadata.xml

# BKJIlO4EHMEe NpOBEepKU [LOBEPEHHbIX CTOPOH (BKJWYEHa MO YMOMYaHUK)
Set-DssStsProperties -AppliesToValidationRequired 1
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Hacrpouka Cepsuca Moanucu

KomnoHeHT KpunTolpo DSS Cepsuc MNMognucy npeaHasHayeH A5 BbINMOJAHEHWS onepalyii No WindpoBaHUIO JOKYMEHTOB,

CO3,aHMI0 3/1EKTPOHHOW NMOAMNWCK 1 ee NPOBEPKM.
B aTom pasgene:

HacTpoiika ak3emnaspa

LLlabnoHbI NakeTHOM nognucu

O6paboTumkm 3anNpocoB Ha cepTudukaTt
O6beKTbl 3 MVHUCTPUPOBAHUS U KOMaHANETbI

Mpumep PowerShell-cueHapus
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Co3paHune n HacTpouka 3k3emnasapa Cepsuca NMoanucn

[laHHbIV pa3zgen onpesensieT NocieA0BaTeNbHOCTb AeCTBUI MPU pa3BopayunBaHnM 1 HacTpolike ak3emnaspa Cepsuca Mognuncu
Kpuntollpo DSS.

¢ [pumep pa3BopaunBaHus
MpeaBapuTenbHble yca0BUS:

YcraHoBneHHbIn SQL-Server;

YcraHoBneHHas posb Cepsep npunoxenni (IS);

HactpoeHHas npusska https Ha Cepsepe npwunoxenui (1IS);
YcraHoneHHbI Kpuntollpo CSP (BXOAWUT B KOMMIEKT MOCTaBKM);
YcraHoneHHbI Kpuntollpo HSM Client;

YcraHoneHHbI Kpuntollpo .NET (nMueH3uns n guctpubyTns BXOAAT B KOMMIEKT NOCTaBKW);

BbInyLUeHHbIV 1 yCTaHOBEHHbIV CepBUCHbIN cepTudukat Cepsuca MNognuvcn.
ba3oBas nocnegoBaTeNIbHOCTb LIATOB MO HacTpoiike (06A3aTesibHbIE):

1. Co3paHue ak3emnasapa cny>x6el Cepsuca MNMognucn (komananet New-DssSignServerinstance). Ha gaHHoM wware 6yseT co3gaHo

Be6-npunoxeHne Ha CepBepe npuioxenuii |IS, pa3BépHyTbl 6a3bl faHHbIX, 3aperncTpupoBaHbl XXypHasbl Windows.

New-DssSignServerInstance -SiteName "Default Web Site" -ApplicationName SignServer -SQLServerName
“.\SQLEXPRESS” -DisplayName SignServer

2. Hactporika cepsucHoro ceptudukata Cepsuca MNMognucy. Ha ganHom wware sk3emnaspy Cepsuca Mognucn HazHavaeTcs

CEPBUCHBIV cepTUdMKaT, KOTOPBINA NCMOb3YeTCA AN ayTeHTUDUKALUM NPU MEXCEPBVICHOM B3aVIMOZENCTBUN.

Set-DSSSignServerProperties -ServiceCertificate <thumbprint>

[MpuMeuaHune

YyeTHOW 3ammcu, Nog KoTopow pabotaet nyn npunoxeHus Cepauca Mognuncy, Heobxo4MMO BblgaTh NpaBa Ha AOCTYN K
3aKpbITOMY KAHOYY CEPBUCHOIO cepTudumKarta.

3. Beog vueH3unn.
Mpumep BBOAA BPEMEHHON NINLLEH3NN:

Add-DsslLicense

4. Pernctpaums KpunTtonposaingepos. Ha gaHHOM Lare B 3k3emnaspe Cepsuca MNMoanuncy pernctpupyeTcs Kpuntonposanzep,

KOTOPbIA NCNONb3YEeTCA AN CO3A4aHUA U PaboThl C 3aKPbITbIMU KAOUaMu MNonb3oBaTenen.
Mpumep pobasneHns HSM-npoBangepa c Macrep-karouom:

Add-DssCryptoProvider -DisplayName SignServer -Typeld GostWithMasterKey -ProviderType 80 -ProviderName
"Crypto-Pro GOST R 34.10-2012 HSM Svc CSP" -Exportable

5. Perucrpaums obpabotunka, peaamsytoLlero GyHKLMIO MO CO3aHuto 3arnpoca Ha cepTudukar.

Add-DssEnrollment -DisplayName SignServer -Type EnrollOutOfBand -EnrollName <Wma obpaboTuyuka> -RdnConfig
<NyTb K dainy nonuTukn umeH> -TemplatesConfig <MyTb Kk ¢ainy wabioHoB cepTUPMKATOB>

6. Hactpoiika oTHoLeHnin goBepus ¢ LieHTpom NaeHTudukaumn. Ha gaHHOM Lware ycTaHaBAMBaeTCA OTHOLLEHWE JOBEPUA MEXAY
Lentpom VigeHTndmkaumm n Cepsrcom lMNMognucy, KOTopoe Heobxoanmo Ass ayTeHTudmkauum MNMonbaosaTenein u OnepaTopos Ha
Cepsuce Mognucy.
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Hactpolika BbINoAHAETCA B ABa Lara:

e Peructpauus Ha Cepsuce Moanucn LieHTpa NaeHTudMKaL M B KayecTBe JOBEPEHHOrO n3gatens Mapkepos 6e3omnacHoCTL.
[aHHoe felicTBMe BhINOAHAETCA NpK nomMoLLm koMaHaneta Add-DssClaimsProviderTrust.

e Peructpaumsa Cepsuca [Nognucy B KauecTBe J0BepeHHOM CTOPOHbI Ha LieHTpe NaeHTndumkaumm.
[JlaHHoe felicTBIME BbINOAHAETCA NpW noMoLum koMaHaneta Add-DssRelyingParty Trust.

NMpumeuvaHune

K MOMeHTY BbINONHEHWS faHHOrO Lara B HacTpoike Cepsuca MNognucn gonkeH bbiTb pa3BépHyT sk3emnsp LieHTpa
NaeHTndukaymn.

MpvIMep HacTPONKN OTHOLLEHW AOBEPUS:
Add-DssRelyingPartyTrust -Name "SignServer" -MetadataUri

http://<signserver_host>/SignServer/FederationMetadata/2007-06/FederationMetadata.xml
Add-DssClaimsProviderTrust -IssuerName realsts -Thumbprint <OTneyaTok cepTud¢ukaTta LUeHTpa WaoeHTudukaummn>

MNpumeuvaHue

Mocne BHECEHS U3MEHEHWI B KOHOUIYPaLLMiO 3K3eMMifpa HeOBX0AMMO NnepesanyCcTuTb My BEH-MPUNOXKEHWS MPU MOMOLLM
COOTBETCTBYHOLLIEA KOMaHAbI.

Mpumep nepesanycka:

# MNepe3sanyck nyna npunoxenuin CepsBuca Moanucwm:
Restart-DssSignServerInstance -DisplayName <string>

[AononHntenbHble AeAiCTBUA NO HACTpolike (ONUUOHAabHbIE):

1. Hactporika napametpos nognuvcy (KomaHanet Set-DssProperties). AGMUHUCTPATOP MOXET OrpaHnymnTb Habop dopmaTos
noAnucK, KoTopble MoXeT co3gaBaTb Cepauc Moanucn. Mo ymonyaHuio foctynHbl Bce dopmatbl nognucy (cM. ObLee OnucaHue).

Ons nognucn dopmata CAdES-T n CAJES-X Long Type 1 HeobxoAMMO 3aaaTh agpeca CiyX6 WTamMmnoB BpeMeHu (CM.
AokyMeHTaumto Ha Cny>xxobl YL, 2.0). Cnncok HacTpoeHHbIX cy>b LTaMmnoB BpeMeHn byaeT oTobpaxkaTtbcs B Beb-nHTepderice
Monb3oBaTens.

AZMWHNCTPATOP MOXET HacTPOoUTb NoauTuky Beoza MNIH-koza Ha 3aKkpbITbIA KatoY: TpeboBaTb 06A3aTenbHOro 3agaHuns MH-
Koga, H1koraa He TpebosaTtb 3agaHus MNH-koaa, ambo caenatb 3agaHmne MAH-Koa onunoHanbHbIM — Ha YCMOTpPeHMe

Monb3osatens. Mo ymonuaruto 3agaHve MNH-KoAa Ha 3aKpbITbIA KAOY ABASETCA OMNLNOHAAbHBIM.
AZAMUHUCTPATOP MOXET HAaCTPOUTb 0bsA3aTe/bHYHO NPOBEPKY Ha OT3bIB cepTudmKaTa nepes NoAnmchHo.

2. Hacrpoiika onoselyeHus Monb3osatens. AgMuHnuctpatop DSS moxeT HacTpouTtb SMS- nam Email-onoselueHne MNonb3oBatenei
0 AeNCTBUAX, BbIMONHEHHBIX Ha Cepsuce Moanucy.

3. Hactpoiika ayguta. AgmuHnctpatop DSS moxeT HacTpouTb c6op cobbiTuin ¢ Cepauca Mognucn n nx otnpaeky Ha Cepsuc
AyanTa ANa BefeHNA XypHana cobbITuin. [1na 3Toro noTpebyeTcsa BKAOUUTb OTObpaXkeHVe NyHKTa MeHo "AyauT" B IMHHOM

kabuHete MNosb3oBaTens uav Onepatopa.

4. Hactpolika KoHeuHbIx Touek. AaMUHMUCTpaTop DSS MoxeT HacTpouTb napameTpbl B3anmogenctemna Cepauca MNoanuncn co
WHTerpupyembiMu cuctemMamu. Hanprimep, MOXHO orpaHnynTb pa3mep AOKYMEHTOB, KOTOPble ByAyT NOANWCLIBAaTLCA U/NAn
wndposatbca Ha Cepsuce NognncK, OrpaHNUNTL MakCMMalbHOE BPeMs OTNPaBKW/Moay4eHs 4OKYMEHTOB MO CeTyH, 3agaTb

napameTpbl 6€30MacHOCTY NPV B3aUMOAEVCTBUM C MHTErPYpPyeMbIMU CUCTEMAMM.

5. Peructpauusa npodunen noanucu. AgMuHuctpatop DSS MoxeT co3gaTh npasuaa Ans pasavyHbix GopMaToB Nognumcu u
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06BbeAVHUTDL AaHHble NpaBuaa B Npodub. Mpoduab MOXHO yKasaTb Npu NMOANUCK JOKYMeHTOB yepes APl v2.

6. Bk/toueHne pexkma acMHXPOHHOM nognucn. AAMUHUCTpaTop DSS MOXET HacTpPOUTb 1 aKTUBUPOBATh aCMHXPOHHYHO MOAMUCh.
ACVHXPOHHas NoAMNMCb yNpoLLaeT B3anMOZAencTBmne ¢ MHPOPMaLLMOHHOW CUCTEMOW, OTnpaBastowen B DSS 3anpockl Ha Nognuch.
Mpwv BKIKOUEHHOW aCMHXPOHHOM noanucy DSS Bo3BpaLLaeT MHGOPMaLMOHHOM cucTeMe pe3ybTaT paboThbl, TakuM 0bpasom
OroBeLLas ee O 3aBepLLeHMIN onepaLmn.

BHuMaHue!
ACVHXPOHHAs MOAMUCb BO3MOXHA TONbKO AN OrepaL i MOAMUCY C MOATBEPXKAEHMEM MPU UCNoNb3oBaHUN APIv2.
Hactporika nponsBoamnTCs cnesyrowum obpasom:

e HacTporika acMHXpOHHON nognucy (komangnet Set-DssAsyncOperationSettings). Heobxogvmo ykasaTtb napameTp
-ThreadCount <4ucs0> - KONMYECTBO 0OPABOTUMKOB aCMHXPOHHOWM NMOAMNMCK. PEKOMEHZAYETCA PacCUUTbIBATb, UCXOAS U3
Konmn4ecTBa sAep npoLieccopa y3na, rae pacnonoxeH Cepsuc MNoanncy, yMHOXXEHHOTO Ha 2;

o BktoueHve acMHXPOHHOM nognucy (komaHanet Enable-DssAsyncOperationSettings).

Mpumep:

Set-DssAsyncOperationSettings -ThreadCount 4
Enable-DssAsyncOperationSettings -DisplayName <SignServer AppName>

7. Hactpoiika >ypHaanpoBaHus 3k3emnaspa.
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Mpodwunu noanucun

[JokyMeHTbI, oTnpaBasemMble Ha nognuck B Kpuntollpo DSS uepes3 API v2, MoryT 6bITb NOAMUCaHbI C UCMO/b30BaHWEM Npoduas
noanucu. Mpodunb nognucy - 3To Habop nNpasua nognucu. Npaewao onpeaenset, kakor GopmaT 1 Npoure napameTpbl NOANUCH

JOMKHBI MPUMEHATBLCA K JOKYMEHTaM onpezeneHHbIx ¢opmaTos.
Hactpoiika npoduns nognuncy CoCTouT 13 CEAYHOLLIMX STaroBs:

1. Pernctpauusa npasuia (Mpasua) NO4AMCH.
2. Co3gaHue npoduna NOANNCK 1 NPUKPENIEHME K HEMY NPaBuI.

3. Co3gaHue onepaL,um NoAMNMCKA B COOTBETCTBUM C onucaHmnem pabotel REST-uHTepderica Cepsuca MNognumcn.
Cwm. Takke:

o KomaHANeTbl afMUHUCTPUPOBaHNSA Npoduer nognucu

o [lpumep PowerShell-cueHapus
Perncrpauma npasuna noanmcu

Perucrpaums npasuaa NoAnMcK BeINOAHAETCS Npu noMoLm komaHaneta Add-DssProcessingRule. KomaHanet no3sonsiet
3aperncTpupoBaTb GopmaTbl ¥ MapameTpbl 31eKTPOHHON NOAMUCH OTHOCUTENbHO PacLLMPeHWn AOKYMEHTOB. DTO O3HaYaeT, YTo
Npw nepegaye Ha NOANUCb AOKYMEHTa MO ero paclMpPeHnto ANs Hero ByAeT onpegeseH aBToMaTnyeckn hopmaT 1 napameTpbl

NOAMMNCK.
Mprmep perncTpaLmmn NpaBw NOAMNCK:

Add-DssProcessingRule -Format MSOffice -DocumentsFormats @("docx", "doc")

Add-DssProcessingRule -Format CAdES -DocumentsFormats @('*') -Parameters @{IsDetached="true"; CADESType="T";
TSPAddress=" http://testca2012.cryptopro.ru/tsp/tsp.srf"}

Add-DssProcessingRule -Format CMS -DocumentsFormats @('txt')

Bo3moxxHble BapnaHTbl dopmaToB nognucy (mapametp -Format ):

® XMLDSig - nognunce XML-goKymeHTOB,

® GO0ST3410 - nognucb FOCT P 34.10-2001 n FOCT P 34.10-2012 (HeobpaboTaHHas 3I1),
® CAdES - yCOBepLUEHCTBOBaHHas NoAnuch,

® PDF - nognucb PDF-gokymeHTOB,

e MSOffice - mognuck gokymeHToB Microsoft Office,

e (MS - nognucb dopmarta CAJES-BES.

Cnucok napameTtpos noanucu (CnosBapb -Parameters).

Co3paHue npodunsa NOANUCK U NPUKPENIEHUE K HEMY NMPpaBui

3aperncrTpupoBaHHble NpaBuaa NOANUCK MPUKPENAAIOTCA K OnpeseneHHOMY Npoduaro NOANMCH Npu NOMOLLM KoMaHaeTa New-
DssProcessingTemplate. Mpu 3ToM noTpebyeTcs ykasaTtb naeHTudmkaTopbl npasw. MNMoayunts MAeHTUdMKATOPL! MPaBua NOAMUCH
MOXHO npwu nomoLum komaHaneta Add-DssProcessingRule.

New-DssProcessingTemplate -ProcessingRulesIds @(14, 16) -Description <OnucaHue npodunsa>

Mpoduab noanucy byaet 3apernctprpoBaH B b/l ¢ cObCTBEHHbIM NAEHTUdMKATOPOM. [laHHbIA naeHTndrKaTop HeobXOANMO

yKasblBaTb MPW CO3AaHNM OrnepaLn NognNucy B napametpe ProcessingTemplateId cTpykTypbl DocumentSignature.
MoayunTb 3HaYEHNE NAEHTUPMKATOPA MOXHO NPW NOMOLLM KoMaHaeTa Get-DssProcessingTemplate.

[pyrvie ciyyau, Korga ncnonb3yeTcs AaHHbIn naeHTudukaTop, onucaHbl B gokymeHTe XXTAK.00096-02 97 01 Kpuntolpo DSS.
PykoBogcTBO paspabotunka.

MpuMep co3zaHuna npoduna NoANUCHU
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Add-DssProcessingRule -Format MSOffice -DocumentsFormats @("docx", "doc")

Add-DssProcessingRule -Format CAdES -DocumentsFormats @('*') -Parameters @{IsDetached="true"; CADESType="T";
TSPAddress=" http://testca2012.cryptopro.ru/tsp/tsp.srf"}
New-DssProcessingTemplate -ProcessingRulesIds @(14, 16) -Description <OnucaHue npoduna>
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O6paboTumnkm 3anpocoB Ha cepTudmkar

JaHHbIN pa3gen onpesenseT NoCef0BaTeNbHOCTb AeNCTBUIA Npu permcTpaumum B Kpuntollpo DSS o6pabotuvika 3anpocos Ha
cepTmoukart, nossonstoLero MNosb3oBaTento co3gaBaTh 3anpockl Ha cepTudurkaTt B Beb-nHTepdelice MNMonb3oBatens u

CKauvBaTb\pacneyaTbiBaTb UX A5 NMOCAEAYHOLLEro obpalleHns B Y40cToBepsaowmi LieHTp.

Perncrpauus obpaboTtumka 3anpoca Ha ceptuoukart
1. Pernctpauymsa obpabotumka

Perncrpaums obpaboTtumka 3anpocoB Ha cepTudurkaT NPOU3BOANTCA Npu NomoLLn komaHaneta Add-DssEnrollment.

-Add-DssEnrollment [-DisplayName <string>] -Type EnrollOutOfBand -EnrollDisplayName <string>
[-Order <int] [-SNChangesEnabled <bool>] [-ValidationMode <string>]
[-CertificatePrintTemplate <string>] [-RequestPrintTemplate <string>]

[-ExtensionsConfig <string>] -RdnConfig <string> -TemplatesConfig <string>

NONE T™n OMUCAHMUE

Vms ak3emnnspa Cepsuca Mognucn. Ecam 3HaueHre He ykaszaHo, ByAeT 1Crnosib30BaH 3K3eMnsp,

DisplayName string .
Ha3HauYeHHbIM MO YMOJYaHWIO.
Tvpe strin Tun YL, [ina pobaBneHns obpaboTumka TONbKO CO34aHNA 3anpoca Ha cepTudmKaT HeObXoANMO
P g yKa3aTb 3HaueHue EnrollOutOfBand.
EnrollDisplayName string OTobpakaemoe nms obpabotuvka
OTBeyaeT 3a NopajoK cnesoBaHns Ha Beb-nHTepdelice Monb3oBaTens 3aperncTpupoBaHHbIX
Order int 06paboTunkoB. Yem BbiLLe HOMepP, TeM BbilLe B Crincke obpaboTuwk. Mo yMonuaHuo napameTtp paBeH
0.
SNChangesEnabled bool Pa3pelunTb n3meHATb UMs cybbekTa B cepTudmkate.
Pexxim nposepku ceptudukata 3l nepes ncnonb3oBaHveM. Bo3MOXHble 3HaueHus:
ChainOffline - gnq nokanbHo ycraHoBneHHoro CRL,
ValidationMode string ChainOnline - gna nokanbHO ycTaHOBAEHHOTO WAK 3arpy>keHHoro no cetn CRL VI npu nomolum

OCSP-cny>6bl,
NoCheck - He npoBepsTb.

MyTb K WwabnoHy nevatn ceptudukarta. BcrpoeHHble B DSS WwabaoHb! XpaHATCA MO YMOAYaHUIO B Narnke

CertificatePrintTemplate string <C:\Program Files\Crypto Pro\DSS\SignServer\PrintTemplates>.

MyTb K WabaoHy neuaTn 3anpoca Ha cepTudukar. BcrpoeHHble B DSS wabnoHbl xpaHAaTcs no

RequestPrintTemplate string ymonyanuto B nanke <C:\Program Files\Crypto Pro\DSS\SignServer\PrintTemplates>.
ExtensionsConfig string MyTb K danny C JONOAHUTENbHBIMW PaCLUMPEHNAMU ANs 3anpoca Ha cepTudmkar (cm. n.4).
RdnConfig string MyTb k danny KoHUrypaLmm KOMNOHEHTOB MMeHM MNonb3oBaTtens (cMm. n.3).

TemplatesConfig string MyTb K danny KoHdUrypaLmm wabnoHos ceptudrkaTos Monb3oBaTeneit (cm. n.2).

MonHbIi Habop KOMaHANETOB A5 yNpaBieHVs 0bpaboTunKamm 3anpocoB Ha cepTudukar.
2. KoHpurypauma wabnoHoB cepTupunkaTon

dainbl KOHPUrypaLum WabaoHOB cepTUPUKATOB NPeACTaBAAOT cOBOM TeKCTOBbIE Paibl, Cofep KaLle CTPOKM onpeseneHHoro
dopmara.
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MpumeuvaHue

®aiinbl JOMKHBI BbITb COXpaHeHbl B kogmposke UTF-8.

[<Ums wabnoHa TemplateName>]
<0ID1>
<0ID2>

nTA4., rae

® TemplateName — ums WwabnoHa cepTUdMKaTOB;

® 0ID — MAEHTUPUKATOP YNYULLIEHHOTO UCMO/b30BaHNA KU, BXOAALLMIA B LLIABIOH.
Mpumep:

[BpemeHHbii cepTudukat Monb3osaTtensa YU ]
1.2.643.2.2.34.2

1.2.643.2.2.34.6

1boBo®odhoDoDo? 0SB0

[BpemeHHbii cepTuduxkat Onepatopa YLU]
1.2.643.2.2.34.2

1.2.643.2.2.34.5

1boBoB®odboDoDo0? 0B

3. KoHdpurypauma KOMNOHeHTOB MMeHu Monb3oBaTtens

®alinbl KOHPUTypaL UM KOMMOHEHTOB UMeHM osib30BaTeNs NPeACTaBAstoT cOOOM TEKCTOBbIE halbl, cofepyKaLlmne CTPOKK

onpegeneHHoro ¢opmarta.

[MpuMeuaHune

®annibl J0MKHBI BbITb COXpaHeHbl B kKoanposke UTF-8.

DisplayName="'<cTpokoBoe 3HayeHue DisplayName>' Name ='<cTpokoBoe 3Ha4yeHue Name>' OID='<3HayeHue OID>'
Order='1..n' Required='true|false’,

,Tae

e DisplayName — oTO6paxkaemMoe UM KOMMOHEHTA MEHY;
® Name — CTPOKOBbIV UAEHTUDMKATOP KOMMOHEHTA UMEHV;
e 0ID — cootBetcTBYtOWMA OID KOMMOHEHTA UMEHV;

® Order —NOpsAOK KOMMOHEHTa MMEHU B LLABJIOHE UMEHU;

® Required — dnar ykasblBaroLuii Ha 0693aTeNbHOCTb KOMMOHEHTa UMEHW.
Mpuvmep:

DisplayName="'Umsa' Name="'CN'OID='2.5.4.3"' Order='1"' Required='true'’

DisplayName="'3nekTpoHHas no4yTa' Name='E' 0ID='1.2.840.113549.1.9.1' Order='17' Required='false’
DisplayName="'CtpaHa/pervoH’ Name='C'OID='2.5.4.6'0Order="9'Required="false’

DisplayName="'PeruoH' Name='S' O0ID='2.5.4.8'0Order="'3"' Required='false’

DisplayName="HacenéHHbii nyHKT' Name='L' O0ID='2.5.4.7'0Order="'4"' Required='false’
DisplayName='OpraHu3aumsa' Name='0"' O0ID='2.5.4.10'0Order='5"' Required='false’
DisplayName="Mogpa3spenexHve’ Name='0OU' O0ID='2.5.4.11'Order='6"' Required='false’
DisplayName="OrPH' Name="OGRN' O0ID='1.2.643.100.1'0Order="'7"' Required='false’

DisplayName="WHH' Name='INN' OID='1.2.643.3.131.1.1'0Order='8"' Required='false’

4. ®opmar 3anucu daina ¢ AJONONHUTENBHBIMU PacClUIMPEHUAMM ANsA 3anpoca Ha cepTudukat
®dalinbl ¢ JOMOAHUTENBHBIMY PaCLLUPEHWSMI 415 3aMpoca Ha cepTndUKaT NpeaCTaBastoT COBOIN TeKCTOBbIE dait/bl, COAep KaLLme
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CTPOKM onpeseneHHoro popmara.

NMpumeuvaHue

®annbl J0MKHBI 6bITb COXpaHeHbl B Kognposke UTF-8.

nT.4., rae
e 0ID1, 0ID2,.. — MAeHTMbMKATOpPbI paclLumpeHuii cepTudurkaTa, KOTopble MonaayT B 3anpoc Ha cepTudmkar;
e (Critical — none «Critical» pacwmperms X.509-ceptndukata;
® Valuel, Value2,.. — 3Ha4yeHWs pacLUMPEHNA B HOTaL MK ASN.1 , 3aKOAMPOBaHHbIe B base64.

Mpumep:

0ID='1.2.643.100.111"' Critical="true’
Value="'DGrQn9CQoJIrQnCDCq9CadYDQUNC/QYLQvtCFOYDQviBIUB3CuyDQstC10YDRgAC40Y8gMidwICjQutC+0LzQvIC70LXQutGCOLDRht

C40Y8gMSkgKNC40YHQvIOC+0LvQvdC10L3QuNC1IDEp"'
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Mpumep PowerShell-cueHapua ana HacTpoiku komnoHeHTa «CepBuc
Moanucn»

[JaHHbIV cLieHapWii BbINONHAET MUHMMaIbHO HEOBXOANMYHO HaCTPOMKY 3k3emnaspa komrnoHeHTa «Cepsuc Moanucm».

# Co3jaHMe HOBOro 3k3emnnApa KoMmnoHeHTa Cepsuc Moanucy
New-DssSignServerInstance -SiteName "Default Web Site" -ApplicationName SignServer -SQLServerName
“.\SQLEXPRESS” -DisplayName SignServer

# BBOA oTneyaTKa CepBUCHOro cepTudukaTta
Set-DssProperties -DisplayName SignServer -ServiceCertificateThumbprint <OTnevyaTok cepTupukaTa KOMNOHeHTa>

#flobaBneHne HSM-npoBaifepa ¢ MacTep-Kawyom
Add-DssCryptoProvider -DisplayName SignServer -Typeld GostWithMasterKey -ProviderType 80 -ProviderName
"Crypto-Pro GOST R 34.10-2012 HSM Svc CSP" -Exportable

#PerncTpauma obpaboTyMka, OTBeYawwWwero 3a reHepauuw 3anpoca Ha cepTudukaTt
Add-DssEnrollment -DisplayName SignServer -Type EnrollOutOfBand -EnrollName <Wma obpaboTuuka> -RdnConfig
<NyTb K dainy nonuTukn umeH> -TemplatesConfig <MyTb Kk ¢ainy wabnoHoB cepTUPMKATOB>

# HacTpoika oTHoweHwit posepus c LUeHTpom WaeHTudukauumm
Add-DssClaimsProviderTrust -IssuerName realsts -Thumbprint <OTneyaTok cepTu¢ukaTta LeHTpa WaeHTudukaummn>

# BBOA BpEMEHHOW NULEH3UM
Add-DssLicense

Mpumep peructpaummn Cepauca MNognucn B Ka4ecTse AOBEPEHHOW CTOPOHbI Ha LieHTpe NaeHTudukaumu:

Add-DssRelyingPartyTrust -Name "SignServer" -MetadataUri
http://<signserver_host>/SignServer/FederationMetadata/2007-06/FederationMetadata.xml

MpvMep HacTPONKM apecoB Cy>6 LITaMMNoB BPeMeHU (4ByMs criocobamu):
CrnocCosb 1:
#3apaHue cayx6 wWTamnoB BpeMeHM

$newTsp = New-Object -TypeName CryptoPro.DSS.Common.Service.TSPService
#3ajaHne agpeca

$newTsp.Url = " http://tsp.cryptopro.ru/tsp20/tsp.srf"

#3apaHne upeHTUPMKaTOpa

$newTsp.Name = "testtsp”

#3anaHne oTobpaxaemoro MMeHu

$newTsp.Title = "TecToBas TSP cnyxb6a KPUNTO-MPO"

$newTsp2 = New-Object -TypeName CryptoPro.DSS.Common.Service.TSPService
$newTsp2.Url = " http://tsp.cryptopro.ru/tsp20/tsp.srf"

$newTsp2.Name = “"csptsp”

$newTsp2.Title = "TSP-cnyx6a KPUNTO-MPO"

# GopMmupyem CMUCOK CAYX6 WTaMNOB BpeEMEHMU.
$newTspList = $newTsp, $newTsp2

# PerucTtpupyem cnyx6bbl wTamnoB BpemeHu Ha CeBpuce Mognucu
Set-DssProperties -TspList $newTsplList

CMoOCOBb 2:

# PerucTpauua cnyx6bl WTaMNOB BpeMeHW Mpu MOMOWM Creuuann3npoBaHHOrO KOMaHANeTa
Add-DssTspService -DisplayName SignServer -Name testTSP -Title "TSP-cnyx6a KPUMNTO-MPO" -Url "
http://tsp.cryptopro.ru/tsp20/tsp.srf"
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MprMep HaCcTPOMKM KOHEUHbIX TOYEK:

# Pa3mep BXOAAWMX/MCXOAAWMX coObWeHWn yBenndnsaem o ~50Mb
# TaiimayT npuéma/nepepayn cooblueHuid ysenuuumBaem JO 1 MUHYTbI
Set-DSSEndpoint -MaxRecieveTimeOut 60 -MaxSendTimeOut 60 -MaxMessageSize 50000000

Mprmep BKAKOUYEHWS XXyPHaIMPOBaHNS:

# HacTpoika XypHanupoBaHuUa cO6bITUi

Set-DssSignServerTracing -DisplayName SignServer -ServiceModellListenerLogFile C:\dsstrace\SignServer.svclog -
ServiceModellListenerSourcelLevel All

# HacTpoika XypHanupoBaHUs COObWeHW
Set-DssSignServerTracing -DisplayName SignServer -ServiceModelMessagelogginglListenerlLogFile

C:\dsstrace\SignServerMessage.svclog -ServiceModelMessagelogginglListenerSourcelLevel All

# BKAwYeHue XypHanupoBaHUA
Enable-DssSignServerTracing -DisplayName SignServer

XKTAN.00096-02 91 02 Kpunrolpo DSS. PykoBoacTBo AOMUMHUCT paTopa Crpanvua 102 13 289



Hacrpoiika Be6-nntepdeiica MNosb3oBarens

Beb-mHTepodelic MNMonbloBaTtens npegocTtasnseT [Nonb3oBaTensM rpapudecknini MHTepdenc ans pabotsl ¢ CepBMCOM DNEKTPOHHOM

Moanncn.
B aTom pasgene:

e Hacrporika sk3emnaspa
e O6beKTbl aAMUHUCTPUPOBAHMNSA Y KOMaHAETbI

e [lpumep PowerShell-cueHapus
Cwm. Takxe:

e OTobpaxkeHue JOKYMEHTOB

XKTAN.00096-02 91 02 Kpunrolpo DSS. PykoBoacTBo AOMUMHUCT paTopa Crpanvua 103 13 289


file:///D:/SVN/DSS/Sources/Doc/CryptoPro.DSS.Documentation/_site_pdf/_raw/_site_pdf/adminguide/Frontend/cmdlets/intro.md

Co3pgaHue n HacTpoika 3k3emnsisipa Be6-uHrepdeiica Monb3oBarens

[laHHbIV pa3zgen onpesensiet NocieA0BaTeNbHOCTb AeUCTBMIA MPU pa3BopayMBaHUM U HacTpolike 3Kk3eMrispa Beb-uHtepdeiica
Monb3oBatena Kpuntollpo DSS.

¢ [pumep pa3BopaunBaHus
MpeaBapuTenbHble yca0BUS:

YcraHoBneHHas poab Cepsep npunoxkenuii (1IS);
HactpoeHHas npusszka https Ha Cepepe npunoxxerui (11S);

L]
[ ]
e YcraHoBneHHbI KpunTtollpo CSP (BXOAUT B KOMMNAEKT NMOCTaBKM);

® BbinyLeHHbIN 1 yCTaHOBAEHHbIV CEPBUCHbIN cepTudukaTt Beb-nHtepderica Monb3oBatens.

bazoBas nocsieaoBaTe/ibHOCTb Waros no HaCTpOﬁKe (OGHBaTeanble)!

[MpuMeuaHue

[Mocne BbINOAHEHMSA LLATOB, nepeyvyncieHHbIX B AaHHOM pa3gene, 40CTyn K Be6—MHTep¢e|7|cy Monb3oBaTens OCYyLLECTBIAETCA MO

YMOJIYAHWIO MO CeAY LM CCbIIKAM:
Be6-uHtepdeiic CepBuca MNoanucu:

https://<hostname>/Frontend

JInunbi KabuHert Monb3oBaTensa:

https://<hostname>/STS/Users

1. Co3gaHue sk3emnaspa cny>6el Beb-nHtepdeica Monbsosatens (komananetr New-DssFelnstance). Ha gaHHom ware 6yaet
co3zaHo Beb-npunoxeHmne Ha Cepeepe npuioxeHuin IS, pa3BépHyTbl 6a3bl JaHHbIX, 3aPerucTpUpoBaHbl XypHaabl Windows.

2. Hactpoiika cepsucHoro ceptudukarta Beb-nHtepdeiica Monb3osatens. Ha gaHHom Lware sk3emnaspy Cepsuca Mognumcu

Ha3Ha4aeTca CepBVICHbIVI CepTI/Iq)I/IKaT, KOTOprI;I NCNONb3yeTca AnaA ayTeHTI/Iq)I/IKaLI,VII/I npun MexxcepBrMCHOM BBaVIMOAEI‘/JICTBI/IVI.

Set-DSSFEProperties -ServiceCertificate <thumbprint>

[MpuMeuaHune

YyeTHOW 3ammcy, Nog KOTOpow paboTaeT mnyn npuaoxeHuns Beb-nHtepdeica Monb3oBatens, HEO6Xo4MMO BblgaTh NpaBa Ha

AOCTYM K 3aKPbITOMY KJIKOUY CEPBUCHOTO CepTuduKaTa.

3. Hactpowka URL-agpecos komnoHeHToB DSS. Ha saHHOM Lware 3asaroTcs agpeca KomrnoHeHToB DSS ana mexxcepBrcHOro

B3aMMOZencTBus ¢ Beb-nHtepdelicom Monb3oBaTensi BO BpeMS BbINMOJAHEHWA OnepaLmin MOANUCY U APYruxX onepawnii.

BbinosnHeHe onLMoHabHbIX MYHKTOB JaHHON HAaCTPOMKM (CM. HUXKeE) f06aBWT Ha Beb-nHTepdelic Monb3oBaTens

COOTBETCTBYHOLME KHOMKM (MpoBepuTb noanuck U AyauT) B GOKOBOM MEHHO.
HacTpolika ocyLecTBasieTcs npu nomoLm kKoMmaHaneta Set-DssFEProperties:

e URL LeHTpa NaeHTudpukaumm - napameTp -StsAddress. Popmat agpeca:
https://<hostname>/<StsAppName>/Active.svc/service.

e URL Cepsuca Nognucn - napameTp -SignServerAddress. ®opmart agpeca: http://<hostname>/<SignServiceAppName> .

e (onuuoHanbHo) URL Cepsuca MNposepku MNoanuncy - napametp -VsAddress . Popmat agpeca:
http://<hostname>/<SVSAppName>/rest/api.

e (onumoHanbHo) URL Cepsuca Ayauta - napametp -AnalyticsServiceAddress. ®opmart agpeca:

https://<hostname>/<AnalyticsServiceAppName>/analyticsservice.svc/issuedtoken/transport/nosc.
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e (onuwuoHanbHo) URL Cepsuca ObpaboTtkm [JokyMeHTOB - napaMeTp -DocumentStoreAddress . Popmat agpeca:
https://<hostname>/<DocumentStoreAppName> .

4. Hactporika URL-agpecos ana goctyna Monb3osateneit CIr1.

Ha paHHom 3Tane HactpavBatotca URL-agpeca, no koTopbiM Beb-uHTepdeiic MonbzoBatens byaeT goctyneH Monb3oBatensm ans
ayTeHTUdMKaLmm n pabotbl ¢ DSS ¢ ncnonbzosaHmem npotokona OpenlD Connect 1.0.

HacTpolika ocyLLecTBAsSeTCs MOCPeACTBOM BBOAA CIEAYHOLWNX KOMaHA;

# HacTpoiika Ha UeHTpe UpeHTudukauum poctyna no OpenID Connect

Add-DssClient -Identifier cryptopro.dss.frontend.<FrontendAppName> -Name cryptopro.dss.frontend.
<FrontendAppName> -Description "<Frontend OAuth client description>" -AllowedFlow
AuthorizationCode,ClientCredentials, TokenExchange -RedirectUri

"https://<FEhostname>/<FrontendAppName>/Admins/Users/ExternalCallback", "https://<FEhostname>/<FrontendAppName
>/Users/ExternalCallback” -GenerateSecret

# HacTpoiika Ha Beb-uHTepdeiice poctyna no OpenID Connect
$clientSecret = (Get-DssClientSecret -ClientId cryptopro.dss.frontend.<FrontendAppName>).Value

Set-DssFeOidcSettings -Issuer "https://<STShostname>/<StsAppName>" -Realm "https://<FEhostname>" -ClientId
cryptopro.dss.frontend.<FrontendAppName> -ClientSecret $clientSecret

MNpumeuaHue
Y MNonb3oBatenein CIM fosmKeH bbITb OTKPBIT AOCTYN K yKa3aHHbIM Ha AaHHOM wware URL-agpecam.
NMpumeuvaHue

3aperncTpmpoBaHHbIi clientSecret AeWCTBUTENEH B TedeHMe 1 roga c MOMEHTa ero perncrpauu. Mocne ero ncteyeHms

HeobX0oAMMO CreHepMpoBaThb HOBbIV clientSecret A8 MPEXHEro KAMeHTa:
Set-DssClient -ClientId cryptopro.dss.frontend.<FrontendAppName> -GenerateSecret
$clientSecret = (Get-DssClientSecret -ClientId cryptopro.dss.frontend.<FrontendAppName>).Value

Set-DssFeOidcSettings -ClientId cryptopro.dss.frontend.<FrontendAppName> -ClientSecret $clientSecret

5. Hactpoiika oTHoLeHWni goBepus ¢ LleHTpom VigeHTudumkaumm. Ha saHHOM Liare yCTaHaB/MBAETCA OTHOLLEHWNE 40BEPUsA MEXAY
LleHtpom VigeHTndmkauunm n Beb-nHtepdelicom Monblosatens.

Hacrpoiika BbinonHAeTcA B ABa LWwara:

e Peructpauus Ha Beb-untepdeiice MNMonb3osatens LleHTpa NaeHTndumkaymm B kauectBe JOBEPEHHOIO U3AaTeNs MapkepoB
6e30nacHoCTH.

[laHHoe felicTBMe BbINOAHAETCA NpK nomMoLum koMaHaneta Add-DssFeClaimsProviderTrust.
e Peructpauus Beb-nHtepdeiica MNMonbaoBaTens B Ka4ecTBe J0BEPEeHHON CTOPOHbI Ha LleHTpe NaeHTndukau .
[JlaHHOoe felicTBMe BbINOAHAETCA NpW NoMoLum koMaHaneta Add-DssRelyingParty Trust.
MpuMeuaHune
K MOMeHTY BbINOAHEHWS Wwara 5 fo/KeH ObITb pa3BépHYT ak3emnaap LieHTpa NaeHTudukaumn.
MNpumeuaHue

[Mocne BHECEHNS U3MEHEHUI B KOHCI)I/IpraLI,I/I}O aK3emMnaapa HeO6XOAI/IMO nepes3anycTutb nyn BE6-I'IpI/U10)KEHVIF| npun noMoLu
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COOTBETCTBYHOLLLEV KOMaHZbI.
JlononHuTenbHbIe AeiCTBUA MO HacTpoiike (oNuuoHaNbHble):
1. Kactomuzau s Beb-uHtepdeiica MNMonbosatens.

AZMWHNCTPATOP MOXET U3MEHUTb oTobpakaeMble Ha Beb-uHTepdeiice MNMonb3oBaTens Aorotunel, LiBeTa MHTEPdEca, LBeTa

WPWPTOB, 3aroJ0BKM U1 T.M.
2. Hactpoiika onoBelueHus MNoab3oBatens.

AamuHucTpatop DSS mMoxxeT HacTponTb SMS- nam Email-onoselyeHue Monb3oBaTene o AeCTBUAX, BbIMOAHEHHbIX Ha CepBuce

Moanucn.

3. Busyanmsauua 4OKyMeHTOB.

ALMUHNCTPaTOP MOXET HaCTPOUTbL OTObPakeHVe JOKyMeHTOB B Beb-nHTepdelice npu nognucaHnm un wndposaHUm.
4. Hactpolika pa3mepa NoANmncbIBaEMbIX 4OKYMEHTOB.

AZLMVHNCTPaTOP MOXET OrpaHnYnTb MakCUMabHbIA pa3Mep 40KYMeHTa, KOTOPbI MOXET ObITb nognucaH Yyepes Beb-nHtepdeiic
Mosnb3oBaTens. o yMonuaHMo MakcMManbHbIv pa3Mep JokymeHTa paBeH ~4Mb. Hactpoiika pa3mepa AOKYMEHTOB

OCYLLECTB/ISETCA MPY NMOMOLLM NapameTpa -MaxIISContentLength komaHgneta Set-DssFEProperties.
5. NHTterpauus c Cepaucom lMposepku Moanucy.

AAMI/IHI/ICTpaTOp MOXET BKJIFOYNTb 0T06pa>|<eH|/|e AONOJIHNTENbHbIX BKN1aAOK Ha Be6—|/|HTep¢e|7|ce [Monb3oBatens ANA MPOBEPKU

noanucun n ceptudukarta. JaHHas HacTpoika onucaHa B LLlare 3 O6s3aTenbHbIX HACTPOeK (CM. BbILLE).
6. Nnterpaymsa c Cepsmcom Ayauta.

AZMUHUCTPATOP MOXET BKJIOUNTb OTOBpadkeHne xypHana Cepsuca Ayaunta Ha Beb-uHtepdeiice MNonb3osatens. [JaHHas

HacTpolka onuncaHa B clieHapun HacTpolikn Cepsuca Ayauta.
7. Nuterpauumsa c Cepsrncom ObpaboTkn [,oKyMeHTOB.

AZMWHNCTPATOP MOXET HacTPOUTb NpPeobpa3oBaHWe JOKYMEHTOB, 3arpy>aeMblx Yyepes Beb-nHTepdelic Monb3oBatens, Ha
Cepsuce O6paboTtkm JokymeHToB. [Ina 3TOro Heobxoamnmo ykasatb agpec Cepsrca ObpaboTkmn [LokyMeHTOB B Napamerpe

-DocumentStoreAddress KomaHaneta Set-DssFEProperties:

Set-DssFEProperties -DocumentStoreAddress <string>

[JaHHoe selicTBre TpebyeT nepesanycka nyna npuioxeHuii Beb-nHrepderica Monbsosatens:

Restart-DssFEInstance -DisplayName <string>

BHumaHue!

B cnyuae BkArOUEHWS faHHON HACTPOWKY, ByAyT MCMO/b30BaHbI NaarMHbl KOHBEPTAL MW JOKYMEHTOB, HacTPOeHHble ans CepBuca
O6paboTkm [lokyMeHTOB. [py 3TOM MiaruHbl, HaCTPOEHHbIE A5 Beb-nHTepdeiica Monb3oBaTens 1 MOBUABHOTO MPUAOXKEHMS

6o/1ee 1CMob30BaTbCA He ByayT.
8. Hactporika aBToonpegeneHns gopmaTa JOKyMeHTa.

9. HacTpoiika XypHaanpoBaHus sk3eMnaspa.
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Kacromuzaums Be6-unrtepdeiica NonbsoBarens

AzmuHucTpatop DSS MoxeT kactommusnpoBath Beb-nHTepdeiic MNonb3oBaTens: M3MeHUTh LiBeTa HOHa, TEKCTa, IOTOTUMbI, TEKCTbI

3aroJioBkKOB U T.M. MPU MOMOLLN Ha6opa KOMaHANETOB.

Ha PUCyHKE HMXXE YCTaHOBJIEHO COOTBETCTBME 3JIEMEHTOB I/IHTepq)eVlC& M napamMmeTpoB KOMaHAJIETOB KaCTOMM3aLunn.
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Mpumep PowerShell-cueHapua ana HacTpoiku koMnoHeHTa «Beb6-
uHtep¢enc NMonb3oBarensa»

[JlaHHbIV cLLeHapWin BbINONHAET MUHMMabHO HEOBXOAMMYHO HAaCTPOMKY 3K3eMnaspa KOMMOHeHTa «Beb-nHtepdeiic
[Monb3oBaTens».

# Co3paHue HOBOro 3K3emnsifApa Beb-uHTepdeitica Monb3oBaTena:
New-DssFEInstance -SiteName "Default Web Site" -DisplayName Frontend

# JlobaBneHue oTnevyaTka cepTudukaTa Beb-uHTepdeiica Monb3oBaTens:
Set-DssFEProperties -DisplayName Frontend -ServiceCertificate <OTme4aTok cepTudukaTa KOMMOHEHTa>

# HacTpoiika agpecoB Cepsuca Moanucu u LUeHTpa UpeHTudnkauum:
Set-DSSFEProperties -DisplayName Frontend -SignServerAddress "http://<hostname>/SignServer" -StsAddress
"https://<hostname>/STS/Active.svc/service"

# PerucTtpauua Ha Beb-uHTepdeiice MNMonb3oBaTena LeHTpa UaeHTuMPuKaumm B KavecTBe [OBEPEHHOrO u3faTena Mapkepos
6e3onacHocCTH:

Add-DssFEClaimsProviderTrust -DisplayName Frontend -IssuerName realsts -Thumbprint <OTneyaTtok cepTudukaTa
LleHTpa WpeHTudukaumm>

# HacTpovika URL-agpecoB pgna poctyna lMonb3oBaTtenei C3N

# HacTpoiika Ha LeHTpe UpeHTudmkauum poctyna no OpenID Connect

Add-DssClient -DisplayName STS -Identifier cryptopro.dss.frontend.<FrontendAppName> -Name
cryptopro.dss.frontend.<FrontendAppName> -Description "<Frontend OAuth client description>" -AllowedFlow
AuthorizationCode,ClientCredentials,TokenExchange -RedirectUri
"https://<FEhostname>/<FrontendAppName>/Admins/Users/ExternalCallback","https://<FEhostname>/<FrontendAppName
>/Users/ExternalCallback” -GenerateSecret

# HacTpoiika Ha Beb-uHTepdeiice goctyna no OpenID Connect

$clientSecret = (Get-DssClientSecret -ClientId cryptopro.dss.frontend.<FrontendAppName>).Value
Set-DssFeOidcSettings -Issuer "https://<STShostname>/<StsAppName>" -Realm "https://<FEhostname>/<FEAppName>"
-ClientId cryptopro.dss.frontend.<FrontendAppName> -ClientSecret $clientSecret

Pernctpaums Beb-nHtepoderica Monb3oBaTtens B KauecTBe 40BEPEHHON CTOPOHbI Ha LleHTpe VaeHTndurkaumm:

Add-DssRelyingPartyTrust -Name "Frontend" -MetadataUri https://<hostname>/Frontend/FederationMetadata/2007-
06/FederationMetadata.xml

Mpnmep kactoMusaLmmn Beb-nHtepdelica MNonb3osatens:

Set-DSSFECustomization -AdditionalColor f37c20 -MainColor ©2458d

Set-DSSFECustomization -FontColor f37c20 -Font Calibri

Set-DSSFECustomization -FavIconFile E:\Temp\favicon.ico -LogotypeFile E:\Temp\logo.jpg -HelpFile
E:\Temp\Help.html

Set-DSSFECustomization -Title "CepBep anekTpoHHoW noanucu TecT" -Copyright "TecT"
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Hacrpouka CepBuca Ayaura

KomnoHeHT Kpuntolpo DSS Cepsuc Ayaunta npegHasHaveH ans cbopa cobbITuin ¢ Apyrnx KoMnoHeHToB CIM 1 popmMrpoBaHus

OTYETHOCTN B BEO-BEPCMUN M MeYaTHOM BUge.
B aTom pasgene:

e Hacrporika sk3emnaspa
o O6bEeKTbI aLMUHUCTPUPOBAHUS U KOMaHAIETbI

e [lpumep PowerShell-cueHapus

CM. Takxe:

e Hactporika ayanTta komnoHeHToB Kpuntollpo DSS
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CospaHune n HacTpouKa 3k3emnasapa Cepsuca Ayaura

[laHHbIV pa3zgen onpesensieT NocieA0BaTeNbHOCTb AeCTBUI NPU pa3BopayunBaHnM 1 HacTpolike ak3emnasapa Cepsuca Ayanta
Kpuntollpo DSS.

¢ [pumep pa3BopaunBaHus

e BksloueHue ayanTa KOMMOHEHTOB
MpepBapuTenbHbie yc10BUA:

YcraHoBneHHbI SQL-Server;

YcraHoBneHHas poab Cepsep npunoxkenuii (1IS);

HactpoeHHas npusszka https Ha Cepepe npunoxxenui (11S);
BbINyLLEeHHbIV 1 yCTaHOBNEHHbIV CepBUCHbBIN cepTudukat Cepsurca AyauTa.

(Ecnm nnaHupyetca obecriedeHne LLeNoCTHOCTY 3anucein ayamnta) YcraHoBneHHbI Kpuntolpo CSP (BxoaWT B KOMMAEKT
rnoctasku) ();

ba3oBas nocnegoBaTeNIbHOCTb LIATOB MO HacTpoiike (06A3aTesibHbIE):
1. Co3gaHue ak3emnasapa cny>6el Cepuca Ayauta (komaHanet New-DssAnalyticsServicelnstance).

Ha saHHOM Liare 6yzet cozsaHo Beb-npunoxeHne Ha Cepepe npunoxeHni IS, pa3sépHyTbl 6a3bl JaHHbIX, 33PErMcTPUPOBaHbI
>XypHanbl Windows.

2. Hactpoiika cepucHoro ceptudukata Cepsuca Ayaunta.

Ha AAHHOM LWare ak3emMmnaapy Cepsmca AyAI/ITa Ha3Ha4aeTcAa CepBI/ICHbII7I CepTI/Id)I/IKaT, KOTOprIz NCNONb3YyeTCAa AnaA

ayTeHTUdUKaL UM NPU MEXCEPBVICHOM B3aVIMOZENCTBUN.

Set-DSSAnalyticsServiceProperties -ServiceCertificate <thumbprint>

[MpuMeuaHune

YyeTHOW 3ammcu, Nog KoTopow pabotaet nya npunoxeHus Cepauca Ayamnta, HEOBXOAUMO BbiAaTb NMpaBa Ha AOCTYM K 3aKPbITOMY
K/NtOUy CEPBUCHOrO cepTudumKaTa.

3. Hactpoiika koHeuHol Toukn CepBurca AyanTa A8 OTObpakeHUs 3anncen ayamta Ha Beb-nHTepdelice.

Ha gaHHOM Lware TpebyeTcs 3asaTb NapaMeTp -AnalyticsServiceUri komaHasneTa Set-DssAnalyticsServiceProperties.

AZpec KOHEYHOW TOUKW B OBLLLEM BUAE BbIFNAAUT CefyoLLMM 0bpa3oMm:
https://<hostname>/<AnalyticsAppName>/analyticsservice.svc/issuedtoken/transport/nosc

, Tae

hostname - Ms y31a, Ha KOTOPOM pa3BopaunBaetcs Cepsuca AyanTa; AnalyticsAppName - ums Beb-npunoxeHns Cepsuca

Aygura.

4. Hactporika agpeca LW, kyaa Cepeuc Ayamta obpaliaeTcs ana ayTeHTudukaumm.

Ha paHHOM Liare TpebyeTcs 3asaTh NapaMeTp -StsAddress komangneta Set-DssAnalyticsServiceProperties.
Aspec LI/ B obLiem BUAE BbIFSAAWUT ClefyroLLM 0bpa3oMm:

https://<hostname>/<STSAppName>/Active.svc/service

, Tae
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hostname - MMs y3/1a, Ha KOTOPOM pa3BopaunBaeTcs Cepeuca AyauTa; AnalyticsAppName - vms Be6-npunoxeruns Cepsuca

AypauTa.
5. HacTpoWika KOHTPOs LLeJIOCTHOCT I 3anncen ayamTa.
6. Hactpoiika oTHoLweHnn goBepus ¢ LieHTpom MaeHTudukaunm.

Ha saHHOM Luare ycTaHaBAMBAETCA OTHOLWEHNEe AoBepus Mexay LleHTpom NaeHTudukauymm n Cepsucom AyanTa, HEO6X0ANMOE

AN KoppekTHoM paboTbl CepBuca.
Hacrpolika BbInonHAeTCA B Ba Luara:

e Peructpauus Ha Cepsuce Ayauta LleHTpa VigeHTndukanmm B kauecTBe A0BEPEeHHOrO n3gatens MapkepoB 6e30nacHOCTy.
[laHHOe felicTBMe BbINOAHAETCA NpW noMoLum koMaHaneta Add-DssAnalyticsClaimsProviderTrust.

e Peructpauyus Cepsuca Ayamnta B KauecTBe OBEPEHHON CTOPOHbI Ha LleHTpe VaeHTrndukaumn.

[JlaHHoe felicTBME BbINOAHAETCA NpW NnoMoLum koMaHaneta Add-DssRelyingParty Trust. Mpumepsbl perncrpaLinm 40BepeHHbIX

CTOPOH NnpuBejeHbl Tak>Xe B COOTBETCTBYHOLLEM pa3jeie.

NpumeuvaHue
K MomeHTy BbinosHeHWs wara 5 B HacTpoiike CepBurica AyanTa JO/IKeH ObiTb pa3BepHyYT sk3emnasap LieHTpa iaeHTudumkawum.
7. Hactpoika URL-agpecos ans goctyna MNosnb3osateneit n Onepatopos C3I.

Ha paHHom 3Tane HactpavBatotca URL-agpeca, no koTopbiM Beb-nHTepdelic Cepauca Ayanta ByaeT gocTtyneH Monb3oBaTtensimM u
Onepatopam ans ayteHTudmKaLum n pabotsl ¢ DSS ¢ ncnonb3osaHnem npotokona WS-Federation. Hactpanaembie URL-agpeca

MMeroT onpeseneHHbIn GopmaT, OMMCaHHbIN HUXE.
Hactporika URL-agpecoB nponsBoauTcs Npu noMmoLum koMaHaneta Set-DssAnalyticsWSFederationSettings:

e URL UeHTpa NaeHTudunkaumm - B napametpe -Issuer . Popmar agpeca: https://<hostname>/<StsAppName>/sts/issue/,
rae <hostname> - MMA y31a, Ha KOTOPOM pa3BepHyT LleHTp NaeHTndukaumm, StsAppName - nms Beb-npunoxxkeHns LieHTpa
NaeHntndukaymn.

e URL Beb-uHTtepdeiica MNMonbosatens - B napametpe Realm. Popmart agpeca:
https://<hostname>/<AnalyticsAppName>/Audit, rae <hostname> - MMA y3na, Ha KOTOpOM pa3sepHyT Cepsunc Ayanta,
AnalyticsAppName - Ums Beb-npunoxeHns Cepsuca Ayaunta.

e URL-agpec goBepeHHoro LieHTpa VgeHTudunkaumm - B napametrpe HomeRealm. 1o ymMONYaHUIO He 3anoaHAETCA,
3ape3epBMPOBaH AN AabHENLLErO UCMO/b30BaHNS.

e TpeboBaHMe 3aLMLLeHHOro coeamHeHns (dnar) B napametrpe RequireHttps . [1o ymonuyaHumto paseH 0.

NMpumeuvaHue
Y Monb3oBatenen n Onepatopos C3I fomkeH bbITb 4OCTYM K yKa3aHHbIM Ha AaHHoOM wware URL-agpecam.
8. Hactpoiika oTobpaxeHus nyHkTa MmeHto "Ayant" Ha Beb-nHTepdelice LIV n Beb-urHtepdeiice MNonb3osatens.

e B inyHom kabuHeTte Mosnb3oBaTtens (Ha Beb-nHTepdelice LIW) - npy nomowym napameTpa -AnalyticsServiceAddress
komaHaneta Set-DssStsProperties.
e Ha Beb-uHTepdeiice Monb3osatens - Npy NOMOLLM NapameTpa -AnalyticsServiceAddress KomaHgseTa Set-

DssFEProperties.
3HauyeHVe NapameTpa -AnalyticsServiceAddress B 0obLiemM BuAe BbITSAANUT CIEAYHOLLMM 06pa3oM:
Ons LeHtpa ViaeHTndumkaymm:

https://<hostname>/<AnalyticsAppName>/analyticsservice.svc/issuedtoken/transport/nosc
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[ns Beb-nHtepdeiica MNonb3osatens:

https://<hostname>/<AnalyticsAppName>

9. BknroueHue ayAnTa KOMMOHEHTOB

[ononHutenbHble AelicTBUA NO HacTpolike (ONUUOHaNbHbIE):
1. Hactpolika nnarnHoB ¢opMMpoBaHWs OTUYETOB.

2. Hactpoiika wabnoHOoB nevyaTHbIX GopMm.

3. Hactpoiika >ypHannpoBaHus ak3emnaspa.

4. Kactommzauums. AaMuHnuctpatop DSS MoxeT kactTommanpoBaTh Beb-nHTepdeinc Cepeurca AyanTa: U3MeHWTb LiBeTa GOHa, TEKCT,

JIOrOTUMbI, TEKCTbI 3aroJIOBKOB U T.M. MNPy NOMOLLMN Ha60pa KOMaHANETOB.
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MNMnarnHbl popMMpoBaHNA OTUETOB

B Cepsuice Ayanta Kpuntollpo DSS focTynHa paclimpeHHas HacTporika pas/inuHbiX OTYETOB. DTy BO3MOXHOCTb peannsytoT

naarvHbl GOPMUPOBaHMS OTUETOB, HACTPavBaeMble MPY NMOMOLLY CreLnann3npoBaHHOro Habopa KOMaHA/IETOB.

B 3aBUCMMOCTYM OT TUMOB OTUETOB, NMPEACTABAEHHbIX B TaBMLLE HUXKE, K MAArMHY HY>KHO MOAKIHOUYUTL COOTBETCTBYHOLLMIA Kaace
oTueTa. Bce npesonpeseneHHble TUMbl OTUETOB cogepykaTcs B cbopke CryptoPro.DSS.AnalyticsService.ReportPlugins.dll.

Vms cbopku yKkasbiBaeTcs B napameTpe —Assembly .

TUMN OTYETA KNACC OTYETA OMUCAHWUE

) . (0]
CryptoPro.DSS.AnalyticsService.ReportPlugins.CertificateReports.CreatedCertificateReport THET O CO3AaRHBIX

ceptudmKaTax
Otyer 06
CryptoPro.DSS.AnalyticsService.ReportPlugins.CertificateReports.RevokedCertificateReport OTO3BaHHbIX
ceptudmkaTax
Otyertbl O
cepTudukarax Otuer o
CryptoPro.DSS.AnalyticsService.ReportPlugins.CertificateReports.HeldCertificateReport MPUOCTaHOBNEHHbIX
cepTudukaTax
Otuer o
. . . - . ce aTax ¢
CryptoPro.DSS.AnalyticsService.ReportPlugins.CertificateReports.UnheldCertificatesReport pTvuikatax
BO30OHOB/IEHHBIM
CPOKOM ZleiCTBIA
. . e . OTueT 0 KoNnuecTse
Otyetbl 06 31 CryptoPro.DSS.AnalyticsService.ReportPlugins.SignatureReports.CreatedSignaturesReport 5n
OTyert o KonnyecTBe
Orerbi 0 CryptoPro.DSS.AnalyticsService.ReportPlugins.UserReports.CreatedUsersReport CO3/@HHbIX
Monb3oBatensx vP HasAnay hep gins. ports. P A .
nonb3osarenei
OTueT 0 KoNnuecTBe
Orer o nosb3oBaTenen
nosb3oBaTensx CryptoPro.DSS.AnalyticsService.ReportPlugins.MyDss.MyDssUserReport
myDSS B pamkax
myDSS
3aZlaHHOro nepuoza
OTyeT 0 KoNMYecTBe
Orer o nosib3oBaTesnen
Cloud CryptoPro.DSS.AnalyticsService.ReportPlugins.CloudCspReport.CloudCspReport
2(;/;b3OBaTe}1ﬂX ou ryptoPro nalyticsService.ReportPlugins.CloudCspReport.CloudCspRepor Cloud CSP & pamkax

3a/laHHOro nepuoja

Mpv aZAMUHUCTPUPOBAHUN NAArMHOB GOPMUPOBaHMS OTUETHOCTN HEOBXOAMMO YKa3aTb NapaMeTpbl HaCTPanBaeMoro rniaarvHa.
DTO MOXHO CAenaTh C MOMOLLbIO NMapameTpa -parameters . 3TOT NapaMeTp MMeeT Tun Hashtable . B PowerShell gns 3aganus

napameTpa TMna Hashtable MOXHO MPUMEHUTb CEAYIOLLYHO KOHCTPYKLWHO:

@{paramNamel=paramValuel; paramName2=paramValue2;..;paramNameN=paramValueN}

,Tae paramNamei, paramValuei — Ha3BaHWe W 3HaYeHWE NapamMeTpa COOTBETCTBEHHO. Kaxablli mapameTp 1 ero 3HayeHve

noMeLwaroTca B ABOVIHbIe KaBbl4YKW.

B TabanLie HUXKe yKazaHbl NapaMeTpbl M1armHoB GOPMUPOBaHNA OTUETa, KOTOPbIe HacTpanBatoTCA Npu 4obaBaeHnM NaarnHoB

Pa3HbIX TUNOB.
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MAPAMETP ™nN ONMUCAHWE

OTueTbl 0 cepTudMnKaTax

AuditConnectionString string Crpoka nogkntovenns k b, Cepsuca Ayauta

YHUWKanbHbIN ngeHTUdmKaTop 3k3emnaapa Cepsuca Moanncy, No faHHbIM KOTOPOrO CTPOWTCS OTYeT.
InstanceName string BHUMAHMWE: naeHTudukaTop nmeet dopmart <Siteld>/<ApplicationName>, rae 3HaueHus Siteld n
ApplicationName MoxHO nonyuutsb B BbiBOAE KoMaHaeTa Get-DssAnalyticsServicelnstance.

Xslt string MyTb k danny c XSLT-npeobpazosaHnem
ReportName string OTobpaxaemoe nMs oTyeTa
Delimiter string CvMBON pa3zeneHns 3NeMeHTOB Npu KcnopTe otyeta B CSV-dopmat

OTueTbl 06 30

AuditConnectionString string Crpoka nogkntovenns k B, Cepsuca Ayauta

YHUWKanbHbIN ngeHTudrKaTop sk3emnaapa Cepsuca Moanncy, No faHHbIM KOTOPOrO CTPOWTCS OTYeT.
InstanceName string BHUMAHMWE: naeHTndukatop nmeet opmar <Siteld>/<ApplicationName>, rae 3HaueHuns Siteld n
ApplicationName moxHoO noayunTb B BbiBOAe komaHaieTa Get-DssAnalyticsServicelnstance.

Xslt string MyTb K danny ¢ XSLT-npeobpaszoBaHvem

ReportName string Otobpaxkaemoe nMs oTyeTa

Delimiter string CnMBOA pasgeneHns 31eMeHTOB npw akcnopTte otyeta B CSV-popmar
StsConnectionString string Crpoka nogkntovenns k b, LieHtpa VigeHTudukaLmm

OrtueTbl 0 Mosb3oBaTensax

StsConnectionString string Crpoka nogkntoveHns k b, LieHTpa VigeHTndukaumm

Naentudumkatop aksemnaapa LW, kotopomy npuHagnexat Monb3osatenn.
RealmName string BHUMAHME: naeHTMdUKaTOp paBeH 3HaueHWto napametpa IssuerName, KOTOPbIVi MOXHO MOJYUYNTb B
BbIBOAE KoMaHa/ieTa Get-DssldentityProvider.

RdnlList string Cnncok 06BEKTHBIX MAEHTUPUKATOPOB KOMMOHEHTOB MMeHM [Tonb3oBaTeNs, KOTOpble NonasyT B OTYET.
Xslt string MyTb Kk danny ¢ XSLT-npeobpazoBaHvem

ReportName string Otobpaxkaemoe nmMs oTyeTa

Delimiter string CunMBOA pasgenieHns 31eMeHTOB Npw 3kcnopTte otyeta B CSV-popmar

Otuet 0 nosb3oBaTenax myDSS

AuditConnectionString string Ctpoka nogkntovenns k b/, Cepsuca Ayauta
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NaeHTndwmkaTop aksemnaapa LM, no gaHHbIM KOTOPOro CTpOUTCA OTYeT.
InstanceName string BHUMAHME: naeHTMdUKaTOp paBeH 3HaueHWto napametpa <Siteld>/<ApplicationName>, rpe
3HaueHun Siteld v ApplicationName MOXHO NosyunTb B BbiBOZe KOMaHANeTa Get-DssStsinstance.

Xslt string MyTb k dainy c XSLT-npeobpazosaHnem
ReportName string OTobpaxaemoe nMs oTyeTa
Delimiter string CnMBOA pasgeneHns 31eMeHTOoB Npw akcnopTe otyeta B CSV-popmar

OTueT 0 nonb3osartenax Cloud CSP

AuditConnectionString string Crpoka nogkntovenns k b, Cepauca Ayauta

InstanceName string VaerTndumkatop ak3emnasapa LI, no gaHHbIM KOTOPOro CTpomTCA OTYeT.

BHUMAHME: naeHTndrKaTop paBeH 3HaveHWto napamvetpa <Siteld>/<ApplicationName>, rpe

Xslt strin . o

9 3HaueHua Siteld n ApplicationName MoxHO noayunTb B BbiBoAe KOMaHa/ieTa Get-DssStsinstance.
ReportName string MyTb k danny c XSLT-npeobpaszosaHnem
Delimiter string OTobpaxkaemoe nmMs oTyeTa

MNpumeuvaHue

Mpw HacTporike oTyeTa o Mosib3oBaTensx HEOBXOAMMO AaTb NpaBa YYETHOM 3anncy, nog kotopow pabotaer Cepsuc Ayauta (no
YMOMYaHWIO — IIS AppPool\CryptoProDSS-1-AnalyticsService), Ha goctyn K b/ LI/ (no ymonyaHuto - IdentityServiceDB).

[ns 3Toro HeobxoAMMO BKAKOUUTL YUeTHYo 3anuck CepBuca AyauTa B poab IdentityServiceInstance B b/, LIW.

MNpumMepbl fobaBneHns nnarmHoB oTyeToB Ha CepBuce Ayauta:

MnarnH oTyeta NO KOAMYECTBY CO3AaHHbIX D1:

Add-DssAnalyticsReportPlugin -DisplayName <DisplayName> -FileExtension csr -Assembly
CryptoPro.DSS.AnalyticsService.ReportPlugins.dll -Classname
CryptoPro.DSS.AnalyticsService.ReportPlugins.SignatureReports.CreatedSignaturesReport -Parameters

@{"AuditConnectionString" = "<AuditServiceDbConnection>"; "InstanceName"="<SiteId/ApplicationName>";

"ReportName"="Konu4yecTBo co3gaHHbIXx nognucei";"StsConnectionString"="<StsDbConnection>";}

MnarvH otueta no KONMnM4ecTBy CO34aHHbIX CepTM(I)MKaTOBI

Add-DssAnalyticsReportPlugin -DisplayName <DisplayName> -FileExtension ccr -Assembly
CryptoPro.DSS.AnalyticsService.ReportPlugins.dll -Classname
CryptoPro.DSS.AnalyticsService.ReportPlugins.CertificatesReport. CreatedCertificateReport -Parameters
@{"AuditConnectionString" = "<AuditServiceDbConnection>"; "InstanceName"="<SiteId/ApplicationName>";

"ReportName"="Konu4yecTBo CO3[aHHbIX cepTupukatToB";}

MnarvH otuyeta no KOnMn4ecTBy CO34aHHbIX Monb3oBaTeneii:

Add-DssAnalyticsReportPlugin -DisplayName <DisplayName> -FileExtension cur -Assembly
CryptoPro.DSS.AnalyticsService.ReportPlugins.dll -Classname
CryptoPro.DSS.AnalyticsService.ReportPlugins.UserReports.CreatedUsersReport -Parameters

@{"StsConnectionString" = "<StsDbConnection>"; "ReportName"="Konu4ecTBo CcO3A4aHHbIX Monb3oBaTenein";
"RealmName"="<STS Realm Name>";"RdnList"="2.5.4.3"}

MnarnH oTyeta No KoanuyecTBy nosnb3osBatenen MyDSS:
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Add-DssAnalyticsReportPlugin -DisplayName <DisplayName> -FileExtension mur -Assembly
CryptoPro.DSS.AnalyticsService.ReportPlugins.dll -Classname

CryptoPro.DSS.AnalyticsService.ReportPlugins.MyDss.MyDssUserReport -Parameters @{"AuditConnectionString" = "

<AuditServiceDbConnection>"; "InstanceName"="<SiteId/ApplicationName>"; "ReportName"="0OT4yeT 0 nonb3oBaTenax
MyDss"; }

MnarMH oTyeTa No KonnuecTBy nonb3oBatenein CloudCsp:

Add-DssAnalyticsReportPlugin -FileExtension clur -Assembly CryptoPro.DSS.AnalyticsService.ReportPlugins.dll -
Classname CryptoPro.DSS.AnalyticsService.ReportPlugins.CloudCspReport.CloudCspReport -Parameters
@{"AuditConnectionString" = "<AuditServiceDbConnection>"; "InstanceName"="<SiteId/ApplicationName>";
"ReportName"="0T4yeT o nonb3oBaTensx Cloud CSP";}
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leHepauyna neuaTHbIX popm

ﬂ,)’lﬂ aKTmnBal M BO3MOXHOCTU CO34aHnNA nevyatHom (I)OprI Cru1cKa 3anucen ayauta HeO6XO,D,VIMO 3

ApPerncTpUpPoBaTh Hy>XHble

q)OpMaTbI M COOTBETCTBYHOLLME NMaarnmHbl C NOMOLLLHO cneunain3mpoBaHHOro Ha6opa KOMaHANETOB. ,ﬂ,ﬂﬂ KaXx4oro sksemMmnasapa

CepBuca Ayauta B AMpekTopun <MyTb ycTaHoBku>\AnalyticsService CO34a€TCA CBOM COBCTBEHHbIN KOHOUIYpPaLMOHHbIN daitn ¢

MMEHeM <Uma sk3emnnsipa Beb6-npunoxeHus>_convert.config.

[JaHHbIV cLLeHapWi perncTpupyeT naaruHbl A8 CO34aHNs neyvaTHbIX GopM CrMcKa 3anucen ayanta

(dpopmaT XML goctyneH 6e3 AOMNONHUTENbHbIX NAarMHOB).

Add-DssAnalyticsConverterPlugin -FileExtension arh -Assembly “DSS.DocumentConverter

Classname “DSS.DocumentConverter.AuditRecords.HtmlConverter” -Parameters @{"Xslt"=
<installDir>\Plugins\Converters\AuditTransform.xml"}

Add-DssAnalyticsConverterPlugin -FileExtension arp -Assembly “DSS.DocumentConverter

Classname “DSS.DocumentConverter.AuditRecords.PdfConverter” -Parameters @{"Xslt"=
<installDir>\Plugins\Converters\AuditTransform.xml"}

Add-DssAnalyticsConverterPlugin -FileExtension arw -Assembly “DSS.DocumentConverter
Classname “DSS.DocumentConverter.AuditRecords.WordConverter” -Parameters @{"Xslt"="
<installDir>\Plugins\Converters\AuditTransform.xml"}

B dopmate Html/Pdf/Word

.AuditRecords.d11” -

.AuditRecords.dll” -

.AuditRecords.dll” -

Add-DssAnalyticsConverterPlugin -FileExtension arhe -Assembly “DSS.DocumentConverter.AuditRecords.dll” -

Classname “DSS.DocumentConverter.AuditRecords.HtmlConverter” -Parameters @{"Xslt"=
<installDir>\Plugins\Converters\ExtendedAuditTransform.xml"}

Add-DssAnalyticsConverterPlugin -FileExtension arpe -Assembly “DSS.DocumentConverter.AuditRecords.dll” -

Classname “DSS.DocumentConverter.AuditRecords.PdfConverter” -Parameters @{"Xslt"=
<installDir>\Plugins\Converters\ExtendedAuditTransform.xml"}

Add-DssAnalyticsConverterPlugin -FileExtension arwe -Assembly “DSS.DocumentConverter.AuditRecords.dll” -

Classname “DSS.DocumentConverter.AuditRecords.WordConverter” -Parameters @{"Xslt"="
<installDir>\Plugins\Converters\ExtendedAuditTransform.xml"}
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KOHTpO/b L,eNoCTHOCTU 3anucen ayauTta

Cepsuc Ayauta Kpuntollpo DSS no3sonsieT obecneurBaTh KOHTPOJIb LLENOCTHOCTY 3anucent ayAnTa, XpaHsaimxcs B ero b/l. 31o
A,OCTUraeTcs nyTem Co3ZaHus Nognuncy 3anucert ayamTa npu noMoLLy KpunTonpoBaiaepa, 3aperucTprpoBaHHOro B pamkax

HacTpolikm sk3emnaspa Cepsuca AyaunTta.
Peructpaums kpuntonposaigepos Ha Cepauce AyauTa OCyLLECTBAAETCA NMPU NMOMOLLM Habopa KOMaH/ANETOB.
Ans BKAtOUYEeHMs QYHKLWIA KOHTPOASA LLeNOCTHOCTY 3anucei ayanTta Ha Cepsuce AyanTta HEOBXOANMO:

® 3aperncTpypoBaTb KpUNTOMNPOBaAEep NOAMNUCK 3anuncer ayamTa npy NoMoLLy komaHaneta Add-
DssAnalyticsCryptoProvider.

® 3azaTb MMA Y313, AN KOTOPOro 3aperncTpupoBaH KpUNTonpoBaaep NOAMNWUCY 3anunceit ayamTa npu NoMoLLM KOMaHa eTa
Set-DssAnalyticsCryptoProvider, napameTtp -NodeId.

e HactpouTtb npu nomoLm komaHaneta Set-DssAnalyticsServiceProperties crepytouine napametpbl Cepauica Ayauta:
-SignatureTimerInterval (4acToTy co3zanHus nognucy 6aoka cobbiTuin) n -SignatureBlockLength (pa3mep

NnoAnNncbiBaeMoro 610ka (cermeHTa) cobbITuiA).
Mpumep:

### [lobaBneHne KpunTonposaigepa
Add-DssAnalyticsCryptoProvider -DisplayName <WmAa sk3emnnspa CepBuca Ayauta> -Typeld AuditIntegrity -
ProviderName "Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider" -ProviderType 80

### HauenuBaHue KpunTonpoBaifepa Ha onpepenieHHbin y3en CepBuca AyauTa
Set-DssAnalyticsCryptoProvider -ID <MpeHTudukaTop Kpuntonposaigepa> -NodeId $env:COMPUTERNAME -DisplayName
<Uma sk3emnnapa Cepsuca AyauTa>

### HacTpoiika nmapamMeTpoB KOHTPOJA LENOCTHOCTHU
Set-DssAnalyticsServiceProperties -SignatureTimerInterval 1 -SignatureBlocklLength 10 -DisplayName <WUmsa
sk3emnnapa Cepsuca Ayauta>

NMpumeyaHue

MapameTp -NodeId AO/MKEH ObITb HACTPOEH BHE 3aBMCUMOCTUN OT UCMosib3oBaHWs CepBuca AyamnTa caMmoCTOATeNbHO UK B
knactepe. [laHHbIM MapaMeTp MOXET coZep>kaTb TONbKO UMS y3/1a, MOAYYUTb KOTOPOE MOXHO U3 NepeMeHHOW cpesbl
$env: COMPUTERNAME .

Mocne BbINOJAHEHWS OnNncaHHbIX gencTBuii Cepauc Ayaunta HauHeT GopMurpoBaHme H6J0KOB 3anmncer ayamnTta 3a4aHHoOro pasmepa,
KOTOpble BNOCAeACTBMM ByAyT NognuncaHbl Npy NOMOLLM KPUMTOMNPOBaliAepa, 3apernctpuposaHHoro Ha Cepsuce Ayanta. Bes

nHdopmaums o 610ke 1 NoANucK 3ateM nomettaetcs B b/l Cepuca Ayamnta n MOXeT HbITb MPOCMOTPEHA MO34Hee.
Kntoun noanmcm cobuituii ayamta

Knroum a3nekTpoHHOM NOANWCY, NCMOJIb3YeMble NMPW NMOAMNCA CODbITUMA ayANUTa, UMEKT OrpaHNYeHHbIN CPOK AencTBus. [oaTomy
noc/e OKOHYaHWs AeNCTBUSA JaHHOTO K/toUa KOHTPOJIb LLeIOCTHOCTU Ha laHHOM 3k3emMnaspe CepBuca AyAnTa OCyLLECTBAATHCSA HE
6yzet. Heobxoammo co3aTh 1 HaCTPOUTh HOBbIN dk3emraap Cepsurca AyauTa, B TO BPeMs Kak CTapblil 3K3eMMAfP MOXHO

3aapxvBMPOBaTh, YTOObI paboTaTb C 3aNNCAMM ayAnTa B AajibHEWLLEM.
HacTpoiika KOHTpOAA LEeNOCTHOCTK 3anuncein ayamTa B Knactepe

KoHTposb LenocTHOCTM 3anvcelt ayamTa npu pabote Heckonbkux sk3emnaspos Cepsuca Ayaunta TpebyeT Hamums OTAe/bHOro
KArOYa NMOAMUCK ANs KaxKAoro ak3emnaspa. Ecam skzemnaspbl Cepeurica AyAuTa pamnonodXeHbl B KacTepe, AN KaXA0ro y3/a
KnacTepa J0/KeH ObiTb 3aperncTpupoBaH COHCTBEHHbIV KPUMTOMNPOBaAep Npu NomMoLwm kKoMaHaneta Add-
DssAnalyticsCryptoProvider.

AN HauennBaHWa KpUNTonpoBanaepa Ha onpeaeneHHbIn y3en Cepsuca Ayamta HEO6XOAMMO BBECTU CTPOKOBBIV MAEHTUdMKATOP
B napameTp -NodeId komaHaneta Set-DssAnalyticsCryptoProvider. iaeHTudunkaTop npeacTaBaseT cobon 3HaueHne
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$env:computername AAA KaXKAOro y3na B KjiacTepe.
Hactpoiika KOHTPOIS LLeIOCTHOCTY Tak>Ke JOMKHA BbIMOJHATLCA 411 KAXKA0r0 y3/1a B KaacTepe.

Takmm o6pa30|v|, HaCTpOVIKa KOHTPO/1A LLeJIOCTHOCTU 3anucen ayauTa B Kjactepe CBOANTCA K BbINMOJAHEHNHO OMUCAaHHbIX Bblle

AEVCTBUIN ANs KaxAoro y3na knactepa. [pn 3ToM Bce yKkasaHHble AeNcTBUA MOryT BbITb BbINOJAHEHBI Ha O4HOM Y3/e.
NpoBepka LEeNOCTHOCTN ayamTa

MpoBepKa LLe0CTHOCTH ayAnTa OCyLLECTBASAETCA NPU MOMOLLM YTUANTBI auditverify.exe.

YTnanta umeet aiegyroine pexxnmbl pa6OTbII

e [IpoBepKa LLeNOCTHOCTY CerMeHTa (napaMeTp -m CO 3HaYeHVeM Segment ), OFPaHMUYEHHOTO MHAEKCAMW s U e 3anucen
XypHasa LLeNoCTHOCTY;
e [IpoBepKa LLeNOCTHOCTM 3anmceli (MapameTp -m CO 3HaueHrem Full), cO34aHHbIX He MO34Hee YeM 3a d AHel 40 TekyLen

(nocnesHen) 3anmcKy XypHasa LLeSoCTHOCTK.
Bce napameTpbl yTUANTBI:

® -m:pexuM paboTbl yTUANTbLI. MOXET NPUHUMaTh 3HaueHus Full uav Segment;

® -s:l/IHaekc Hayana cermeHTa Npu paboTe B pexKMme NPOBEPKM LLeIOCTHOCTM CETMEHTa;

e -e:l/IHaeKc KOHLa cerMeHTa Npu paboTe B pexkMme NPOBEPKM LLeIOCTHOCTM CETMEHTa;

® -d:KonnuectBo fHEN, 3a KOTOPOE C/esyeT NPOBEPSATL 3aMNuCK ayanTa, HaunHas OT TeKyLLen aaTbl;

® -v: I'IapameTp, Haan4yme KOToporo yKasbIiBaeT, CieayeT M NpPoBEPATb NOAMNUNCH Ka)K,D.OI7I 3anncuK XypHana Ay,ﬂ.I/ITa;
an/IMepr BbI30Ba YTUJINTbI B Pa3/INYHbIX peXXUMax:

# poBepKa LeNoCTHOCTU CermMeHTa:
-m Segment -s 30 -e 60 [-Vv]

# lpoBepka LENIOCTHOCTM BCex 3anuceir 3a 30 gHen:
-m Full -d 30 [-v] wuau

YTunvta nogknrouaetcs Hanpsmyto kK B/l Ayaunta, cTpoka NogKArUeHWs yKasblBaeTcs B app.config yTWAUTbI B ceKLUM

AppSettings.
ApxuBupoBaHue ayamTa

NMpumeuvaHue

CkopocTb yBennyeHus pasmepa b/l Ceparica AyAnTa 3aBUCHT OT TEKYLLMX HACTPOEK ayAUTa, YTO HEOBXOAMMO YUUTbIBATL NMPU

NJ1aHNPOBaHUN apXMBUPOBaAHUA. r]pVI6J'IVI3VITe.I'IbeIe pa3mMepbl 3anucen:

e 1 3anucb ~ 2 Kbanr.
e 1000 000 3anucen ~ 1 I'6anT.
o Ayaut (AyTeHTudukaums MNonb3osatens + Moanuck gokymeHTa + [MNoaTBepxzeHve onepauum) ~ 5-10 cobbITui.

Ecnv annapaTHble BO3MOXHOCTW cepBepa, Ha KOTOPOM pacnosnoxeHa b/ Cepsuica AyanTa, NpeBbiLLeHbl (K NPpUMepY, 3aKOHYMAOChH

MeCTO Ha JUCKe), CieAyeT NPUBErHyTb K apxuBaLmmn ayauta. Js 3Toro HeobXoA4MMO BbIMONHUTL CIEAYHOLLME AeNCTBUS.

e Co3paTb 1 HacTpouTb HOBbIV 3k3emnaap Cepsuca Ayguta. BAXKHO: Ansa kaxaoro komnoHeHTa DSS notpebyetcs
3aperncTpupoBaTh eLle no O4HOMY naarvHy ayAuta. Mpun 3ToM HauHeTCs 3anncb CobbITUIA ayanTa cpasy B ABe b/,
e YbeamBLUNCL B pabOTOCNOCOBHOCTM HOBOTO CEPBMCA, BbIBECTU CTAPbIN 13 3KCMJyaTaL M.

o ApxusupoBatb b/l craporo Cepsuca Ayaunta t00bIMU JOCTYMHBIMY CPEACTBAMU U MepPeHecT (Mpy HEOBXOANMOCTI) B
Apyroe MecTo AN XpaHeHus.

0 (HeobsizaTenbHO) Yaanutb ctapbivi ak3emnasp Cepsuca Ayauta. Ctapbiin sk3emnasp Cepsuca Ayamta MOXHO He
YAanaTb U UCMOMb30BaTh B Aa/bHENLLEM ANS 0bpaLLeHNs K apXMBHbIM CBEAEHUAM. B aToM cyuae goctaTouHo
OCTaHOBWTb COOTBETCTBYOLLee CepBuUCy BED-NpUNoXKeHNe.
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Mpumep PowerShell-cueHapua ana HacTpoiku komnoHeHTa «CepBuc
Ayauta»

[JaHHbIV cLLeHapWin BbINONHAET MUHMMabHO HEOBXOANMYHO HaCTPOMKY 3k3emnaspa KomrnoHeHTa «CepBuc Ayanta».

#BBOJI UCMOJIb3YEMbIX MEPEMEHHbBIX

$hostname = "<Appec y3na Cepsuca Ayguta>"
$stsHostname = "Agpec y3na UeHTpa UoeHTudukaumn”

$auditDisplayName = "AnalyticsService"
$feDisplayName = "Frontend"

$ssAppName = "SignServer"

$stsAppName = "STS"
$auditAppName = "AnalyticsService"

$auditDbName = "AnalyticsServiceDB"

$auditCertThumb = "<OTneyaTok cepTudukata Cepsuca AyauTta>"
$stsCertThumb = "<OTneyaTok cepTudukaTa LUeHTpa UaeHTudukauum>"
$provName = "Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider"

$provType = 80

# JlobaBneHne HoBoro sk3emnaspa CepBuca AyauTa
New-DssAnalyticsServiceInstance -SiteName "Default Web Site" -DisplayName $auditDisplayName -ApplicationName
$auditAppName -SqglServerName "DSS-SDK\DSSSDKSQL" -DBName $auditDbName

# [lobaBneHue oTrnevyaTka cepBUCHOro cepTudukaTta CepBuca AyauTa
Set-DssAnalyticsServiceProperties -DisplayName $auditDisplayName -ServiceCertificate $auditCertThumb

# HacTpoiika KoHeyHON Touku CepBuca AyauTa AnA oTobpaxeHus 3anuceil ayauTa Ha Beb-uHTepdeiice
Set-DssAnalyticsServiceProperties -DisplayName $auditDisplayName -AnalyticsServiceUri
"https://$hostname/$auditAppName/AnalyticsService.svc/issuedtoken/transport/nosc"

# HacTpoiika agpeca UWN, kyaa CepBuc Ayauta obpawaeTca Ans ayTeHTUPuKauum
Set-DssAnalyticsServiceProperties -DisplayName $auditDisplayName -StsAddress
"https://$stsHostname/$stsAppName/Active.svc/service"

# HacTtpoiika URL-agpecoB ansa poctyna lNonb3oBaTeneir u Onepatopos C3II
Set-DssAnalyticsWSFederationSettings -DisplayName $auditDisplayName -Issuer
"https://$stsHostname/$stsAppName/sts/issue/" -Realm https://$hostname/$auditAppName/Audit

# HacTpoilka KOHTpONnA LeNOCTHOCTWU 3anucei ayauTa

Add-DssAnalyticsCryptoProvider -DisplayName $auditAppName -ProviderName $provName -ProviderType $provType -
TypeId AuditIntegrity -Description "KoHTponb uenoctHocTu ayauta"

Set-DssAnalyticsServiceProperties -DisplayName $auditAppName -SignatureTimerInterval 60 -SignatureBlockLength
10 -ProviderMonitoringInterval 10000

# HACTPOMKA OTHOWEHWA NOBEPUA
# Peructpauua Ha CepBuce AyauTa UeHTpa UaeHTudPukauumm B KavecTBe [LOBEPEHHOro M3jaTens mMapkepoB 6e30MmacHOCTHU

Add-DssAnalyticsClaimsProviderTrust -DisplayName $auditDisplayName -IssuerName realsts -Thumbprint
$stsCertThumb
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# PerucTtpauma CepBuca AyauTa B KayecTBe [OBEpeHHOW CTOpOHbl Ha LeHTpe UaeHTudpuxkauum
Add-DssRelyingPartyTrust -DisplayName $stsAppName -Name $auditDisplayName -MetadataUri
https://$hostname/$auditAppName/federationmetadata/2007-06/federationmetadata.xml

# HACTPOMKA OTOBPAXEHMA TMYHKTA MEHW "AYAuUT"
# Ha UeHTpe UaeHTudukaumm
Set-DssStsProperties -DisplayName $stsAppName -AnalyticsServiceAddress

https://$hostname/$auditAppName/analyticsservice.svc/issuedtoken/transport/nosc

# Ha Beb-uHTepdeiice Monb3oBaTena
Set-DssFEProperties -DisplayName $feDisplayName -AnalyticsServiceAddress https://$hostname/$auditAppName

HacTpolika ayauta KOMMNOHEHTOB

[JaHHbIN cLLeHapuin AeMOHCTpUpYeT nNpuMep HacTponkn ayamnta Cepsuca Moanuen n LieHTpa NaeHTudurkaumn. MoapobHee
CLLeHapuii HaCTPOIKK ayAnTa KOMMOHEHTOB OM1caH B COOTBETCTBYOLLEM paszese.

# HacTpoika ayauta UeHTpa WaoeHTudukauum
New-DssStsAudit -DisplayName $stsAppName -UseRestApi 1 -AuditServiceAddress
http://$hostname/$auditAppName/api/writer

# HacTpoiika ayauta Cepsuca Moanucwu

New-DssSignServerAudit -DisplayName $ssAppName -UseRestApi 1 -AuditServiceAddress
http://$hostname/$auditAppName/api/writer
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Ayaut komnoHeHToB Kpuntollpo DSS
HacTpolika ayauTta foCTynHa ans cnegyrolmx komrnoHeHTos Kpuntollpo DSS:

e LleHTp VigeHTndmkaumy;
e Cepsuc lNMognucy;
e Cepsuc ObpaboTkm [JoKyMeHTOB.

B aTom pasgene:

Hactporika ayanTta komnoHeHToB DSS
Pe3epBupoBaHue kaHana A 3anvcy cobbITUin ayamTa
BrokupyroLwmin ayaunt

CobbiTns Cepsuca Moanucy

CobbiTns LleHTpa ViaeHTndmKaumm

XKTAN.00096-02 91 02 Kpunrolpo DSS. PykoBoacTBo AOMUMHUCT paTopa Crpanvua 123 13 289



Hacrpoiika ayauta komnoHeHToB DSS

Ayaunt komnoHeHToB Kpuntolpo DSS npon3sogmnTca npy MOMOLLM Cy>KObl AuditWriter, KOTOpas aBTOMaTUyeckn Co3saeTcs
npw passopaumnsaHmn sk3emraspa Cepsurca AyanTa. Hactpoika gaHHOW cay6bl 4OCTYMHa A5 CEAYFOLLUX KOMIMOHEHTOB

Kpuntolpo DSS:

e lleHtp ViaenTndurkaymm;
e Cepsuc MNMoanucy;
e Cepsuc O6paboTkm [LoKyMEHTOB.

[ns Toro, utobbl HauaTb 3anucbiBaTh B b/l CepBuca Ayaunta cobbiTvs ayAnTa BbiIBpaHHOTO KOMMOHEHTa, HEOOXOAMMO BKAKOUNUTD
ANS HEero ayAuT 1 3aperncTpmpoBaTh COOTBETCTBYHOLLME NArMHbl KOHBEPTaL MU COBBITUIA ayanTa U MOAYIN OMOBELLLEHNS

(noctaBku) aTmx cobbiTuii B b/, Cepuca AyaunTa. laHHble 4eNCTBUA BbIMONHAKTCSA NPU MOMOLLM CIEAYHOLLMX KOMaHANETOB:

e New-DssStsAudit - ans LieHTpa VigeHTndurkauymy;
e New-DssSignServerAudit - gns Cepswuca MNognucy;
e New-DssDocumentStoreAudit - gns Cepsuca O6paboTtku [JoKyMeHTOB.

MpuMeuaHune

Bce rMapameTpbl OMNK1CbIBaeMbIX B l]aHHOM pa3zesie KoMaHA/eToB New-Dss. . .Audit OAMHAKOBbI 419 KaXKA0ro U3 KOMMNOHEHTOB.

Mo3TomMy nNpvMep pa3BopayvBaHNA NPUBOAUTCS AN OAHOTO U3 HUX.
e [Mpumep HacTpoiikn ayauta
MpeaBapuTenbHbie yca0BUS:

® YCTaHOBJ/IEHHBIE M HAaCTPOEHHbIe KOMMOHeHTbI KpunTollpo DSS, ans KoTopbIx TpebyeTcs BbINOAHATh ayauT (CMMCOK
AOCTYMHBIX K ayANTY KOMMOHEHTOB CM. BbILLE).
® YCTaHOBJ/IEHHbIN N HACTPOEHHbIN B COOTBETCTBUM CO CLieHapuem HacTpolikim sk3emnasp Cepsuca Ayauta.

ba3oBas nocneaoBaTeNnbHOCTb WAroB No HaCTpOVIKe (obs3aTenbHbIE)

1. BkntoueHune ayauTa ans sk3emnaspa komnoHeHta Kpuntolpo DSS, perucrpaums Heo6XoANMbIX NMJIarMHOB U

MoayJieil onoBeleHus (BbINOJIHAETCA B O4HO AelCTBMe).

JaHHbIV Wwar npou3BoAMTCS A8 KaXZA0ro 13 KOMMOHEHTOB, KOTOPbIM TpebyeTcs ayAuT, NP NOMOLLM KOMaHZA eTa (Hanpumep)

New-DssStsAudit. Mpn 3ToM HEO6X0AMMO yKa3aTb ClieaytoLLme napaMmeTpbl:

® -DisplayName - MMS 3K3eMrnispa KOMMOHEHTa, A/ KOTOPOro HacTpanBaeTca ayAuT.

e -AuditServiceAddress - URL-agpec cnyx6bl AuditWriter Cepsuca Ayauta. Qopmat agpeca:
http://<hostname>/<analyticsAppName>/AuditWriter.svc).

® -Settings - napamMeTpbl perncTpupyemMoro Moayna onosetieHns. dopmar cnosaps:

@{"<WmAa napameTpa 1>"="<3HauyeHue napameTpa 1>"; "<Wma napameTpa 2>"="<3HayeHue napameTpa 2>"; ...; "<UmAa
napameTpa N>"="<3HayeHue napameTtpa N>"}

MapameTp -Settings sABaseTca onumnoHanbHbIM. OfHaKO PeKOMEHAYeTCA HaCTPOUTb NyTb AA PEe3ePBMPOBaHNA KaHana 3anmcu

COOBLLEHNA ayAnTa NPV MOMOLLM HacTPONKN FolderPath:
-Settings @{"FolderPath"="<MNyTb k danny>\"}

[JaHHaa HacTpoiika No3BO/AET COXPaHWUTb HejOCTaBNeHHble COBLITMA ayauTa B dain, oTkyAa UX MOTOM MOXHO MMMOPTUPOBAaTL B

b/, Cepsuca Ayauta.
NpumMep HacTpoliku ayauTa

[JanHbIv cueHapuin BkatovaeT ayant Cepsuca Mognucy Kpuntolpo DSS ¢ HacTpoeHHbIM pe3epBrpOBaHNeM KaHana 3anmcu
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coobLeHuns ayauTa.

New-DssSignServerAudit -AuditServiceAddress http://hostname/Analytics/AuditWriter.svc -Settings
@{"FolderPath"="C:\tmp\"}

JlononHuTenbHble AelcTBUA NO HacTpolike (ONuMoOHasbHbIe)

1. BkatoueHue/oTkaoueHne 61okupyrouiero ayaura.

[JaHHaa HacTpoiika BbINOJHAETCA NPY NPY NOMOLLM NapameTpa -UseBlockingAudit <1/6> komaHgneTa (Hanpumep) New-
DssStsAudit nnm komaHaneta (Hanpumep) Set-DssStsAudit.

NMpumeuvaHue

BkntoueHme 61OKMPYHOLLErO ayAnTa CO3/aeT HOBbIV C/I0Bapb HAaCTPOEK MOAY s OMoBeLLeHns (cm. M. 2). MNocne nepekatoyeHns
CNy>K6bl B peXXMM BAOKMPYIOLLLEro ayanTa HEOHX0AMMO yHeanTbCs, UTO HAaCTPOWKM Bblan NepeHeceHsbl. 115 BbIBOAA BCeX
HacTpoeK, 3aMncaHHbIX B -Settings MOXHO BbIMOJAHUTL CNEAYIOLLYO KOMaHAY:

(Get-Dss**Audit -DisplayName <name>).Settings | f1

BHMMaHuMe!

HacTpoiika FolderPath (T.e. pe3epBvpOBaHWe 3aMnCel ayAunTa) MpU BKIOYEHHOM BAOKMPYIOLLEM ayANTE UTHOPUPYETCS.
Pe3sepBrpoBaHue He 6yaeT NPON3BOAMUTBLCS.

2. 3ameHeHMe napameTpoB MOAY /1l ONOBeLLeHNA cNy>K6bl ayanTa KOMNOHEHTa.

MapameTpbl MOAYAA OMOBELLEHNsA CNY>KObl ayANTa KOMMOHEHTA MOXHO U3MEHUTb NpW NMOMOLLIM CIoBaps -Settings KoMaHAneTa
(Hanpumep) Set-DssStsAudit. MoaHBIN CMMCOK AOCTYMHbIX HACTPOEK:

® MinQueueSize — npuemaembivi pa3mep ovepesmn coobLleHnin. MNMpw npesbliLeHMN 3a4aHHOTO 3HaUYeHWs 06paboTumKn By ayT

3abumpatb co0bLLEeHMs 13 ovepean 6e3 naysbl O MOMEHTa YMEHbLUEHMS pa3Mepa oyepesmn HKe JaHHOro 3HayeHus. Mo
YMONUaHMIO NapamMeTp paBeH 100 .

® MaxQueueSize — MaKCUMabHbIM pasmMep o4vepean. |_|pl/l AOCTNXEHUN MaKCMMaJIbHOro pasMepa ovepeamn oTrnpaBka HOBbIX

CoOobLLEeHNA BAOKMPYETCS, O MOMEHTa CHUXKEHWUS pazmMepa OYepesm HUXKE JaHHOro 3HaueHus. o yMoiyaHuio napametp
paBeH 10000 .

e TimerInterval — MHTepBai BPEMEHWN OMNpoca oyepeamn coobLieHnin B Mc. 1o yMonyaHuio napaMeTp paBeH 500 .

® TTL — KONMYECTBO NMOBTOPHbIX MOMbITOK OTMPaBKM COOBLLEHNS, NMPU BO3HUKHOBEHMW OLWINOOK. [0 yMonyaHuto napameTp
paBeH 3.

® MessageWindow — KONMYECTBO COOBLLEHUN, 3abrpaembIx 13 ouepesmn 418 OTNPaBKU 3a O4WH pa3. [0 yMonYaHWIo napameTp
paBeH 1.

® ThreadCount — KO/NMYeCTBO 06paboTUNKOB ouepesn coobLLeHNiA. [To ymonyaHuto paBeH 1.
® Enabled — COCTOsIHME KOMMOHEHTa A/S PacCbIIKM COOBLLEHNIA: BKAOYEH/OTKOYEH. [10 YMONUaHNIO BKKOYEH.

® FolderPath — nyTb K Narnke, B KOTOpPon byaeT co3saH dailn ¢ HeAOCTaBAEHHbIMU 3aNUCAMU ayaunTa.
3. Ucnonb3oBaHue REST APl ans 3anucm cobbiTuii ayaura.

[JaHHyto HacTpoliky MOXHO BbInosHUTL TOJTIBKO npwu co3gaHmm HOBOrO ayAmnTa KOMMoHeHTa (komaHanet New-DssStsAudit). B
3TOM c/lyyae napameTp -AuditServiceAddress fOMKeH ObITb CleAYHOLLMM:

-AuditServiceAddress https://host/appname/api/writer

Ecnn ans kakoro-nmbo koMmnoHeHTa DSS yxe cyLLecTByeT HaCTPOEHHbIN ayANT, HEOBXOAVMO YAAUTb €ro NPW MOMOLLYM
kKomaHgneta Remove-DssStsAudit n 3apernctprpoBaTb 3aHOBO C JaHHOW HaCTPOKOWA.
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PesepBupoBaHue KaHana 3anucu cobbiTuin ayamra

B cnny TOro, uto cobbITVs ayAnTa reHepupyrOTCA ¥ 3aMnCbIBarOTCA Ha Pa3/IMUHbIX KOMMOHEHTaxX He3aB1CMMO APYT OT Apyra, ANA
obecrneyeHns HenpPepbIBHOW 3anncy COOLITUI HEOBXOAMMO HanNuUMe NOCTOAHHOWM CBA3W MO CETU MEXAY MCTOUHMKaMM COBbITNI 1
Cnyx600 3anmcy cobbiTnin ayanTa (AuditWriter.svc). CuTyalmm, B KOTOPbIX Cy>K6a 3anmcy coBbITUIN ayAnTa MOXET ObITb
HeZOCTYMHOW, MPUBOAAT K NOTepe 3anucelt ayanta. [lns npegoTepalyeHuns nogobHoro Kpuntollpo DSS obnagaet GpyHKLmen
pe3epBMPOBaHMS KaHasa 3anmncy CoOobLLLEHWI ayanTa NyTeM 3anmcu HefoCTaBAeHHbIX COObITUI B daiin Ha XECTKOM AucKe C

nocneaytoLLelt BO3MOXHOCTbIO MMMOpTa 3Tux 3anuceit B b/l Cepsuca AyanTa.
HacTpoliika skcnopTa HeAOCTaBAEHHbIX COObLWeEHNI ayamnTa

AKTVBaL s pe3epPBHOrO KaHasa 3anmncy yTepsHHbIX COOBLLEHNI ayAnTa Ha XXECTKUM AWCK OCYLLECTBAAETCA NyTEM 3ajaHus
napameTpa -FolderName MoZAyns OMNoOBeLLeHMs TUMNa «AyaunT». [laHHbIA NapaMeTp MOXHO 3aaTb B KOMaHAAeTe
New-DssXXXAudit (XXX = SignServer, STS uau DocumentStore) CpeAn napamMeTpoB MOAY/s OMOBELLEHNS UK Xe 00aBUTb
napameTp K y>e CyLLeCTBYHOLLEeMy MOAYIHO MyTeM Bbi30Ba KOMaHAAeTa Set-DssXXXAudit (XXX = SignServer, STS wu
DocumentStore ). laHHbI NapameTp 3aZaeT NyTb K Narnke, B KOTOPON byaeT co3saH dailn ¢ HefoCTaBAEHHbIMY 3aNUCIMU ayaunTa.

®opmat MeHu dalina UMeeT CiesyroLniA BUA;
{product}_{instanceName}_ Messages(@).cdm

,TAe

® product — 370 TMN 3K3emnaapa komnoHeHTa Kpmntollpo DSS (SignServer, STS nan DocumentStore);

e instanceName — MUM$ 3k3emMnaspa kommnoHeHTa Kpuntollpo DSS, ¢ KOTOpOro 3anucbiBaroTCs COOOLLEHUs ayAnTa.
Mpumep aob6aBneHus napameTpa:
# NMony4yeHne ID moaynA onoBseleHUA Npu nomown KomaHaneta Get-DssSignServerNotifier

Get-DssSignServerNotifier

ID 3 5

Type : Audit

Settings : {[Enabled, True], [FolderName, C:\tmp], [ThreadCount, 1]}
IsEnabled : True

TransportPlugin : CryptoPro.DSS.PowerShell.Common.Objects.Plugin
MessagePlugin : CryptoPro.DSS.PowerShell.Common.Objects.Plugin

# HasHayveHue napameTpa -FolderPath

Set-DssSignServerNotifier -NotifierID 5 -Settings @{"FolderPath"="C:\tmp\"}

NMpumeuvaHue

AHanornyHbIM 0bpas3om pesepBUpPOBaHME MOXET ObiTb BKAFOUEHO A1 MOAY/A OMOBELLEHWSA NP €ro CO3AaHNN:

New-DssSignServerAudit -AuditServiceAddress http://host.name/Analytics/AuditWriter.svc -Settings
@{"FolderPath"="C:\tmp\"}

HacTtpoika nMnoprta HeAOCTaB/lIeHHbIX COObLWEeHMM ayamTa

Mo BoccTaHOBAEHMM CBA3U C KOMMOHEHTOM CepBVIC AyAI/ITa n/vian ero BA yTepﬂHHbIe N HeAOCTaB/IEHHbIE COO6LLI,eHI/IFI MoryT 6bITb

nMmnopTupoBaHbl B b/l 3 dalina, Kyaa Benocb pe3epBrpoBaHne, NPy MOMOLLM CeAYoLwen KOMaHAbI:

Import-SignServerAuditRecords -FilePath <nyTb>

|-|pl/l 3TOM MPOn3BOANTCA MPOBEPKaA KaXKa0ro COBbLITUS Ha BO3MOXHble Ay6}1I/IKaTbI. Takum o6pa30M nonagaHune o4HOro M Toro xe

cobbiTna B B/l ABaXAbl UCKAHOUEHO.
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Bnokupyrowmin ayamr

Cepsuc Ayanta Kpuntollpo DSS obnajaeT BO3MOXHOCTbHO 3anmncu COOBLLEHWI B pexxMe BAOKMpytoLwero ayamnTa. MNog,
TEPMUHOM «BNOKMPYOLLUIA ayAUT» MOHUMAETCA pexxum pabotbl Kpuntolpo DSS, npy KOTOPOM HEBO3MOXHOCTb 3 anmcu
coobLieHns ayanTa B B/} no TemM Man MHbIM NPUYMHAM NPUBOAUT K 3aBEPLLEHMIO BbINOJHAEMON ornepaLMmn ¢ oNOKOW. [JaHHbI
pPeXVM Mose3eH A/t TeX CLleHapueB, B KOTOPbIX XXy PHaAMpPOBaHWe ornepaL,nii ABASETCA KPUTUYHBIM NPU UX BbIMOJHEHWUW. [aHHbIN
PeXuM MoApasyMeBaeT, UTo B Clyyae WTaTHOW paboTbl BCeX KOMMOHEHTOB MHGOPMaLLUA O 060 3aBEPLUMBLLENCA YCMEXOM
onepaLumn MoxeT ObITb HalizeHa B b/l Cepsuca AyaunTta.

Pexxvm 6aokumpytoLLero ayAnta MoXeT 6bITb BKAOUEH Kak NMpy NepBOHaYanbHOM KOHGUIypaLmm ayamta Ha KOMMOHEHTE, Tak U
npw KOHOUIypaLmm yxe CyLLLecTBYHOLLMX 3K3eMNASPOB. s akTuBaL M 6J10KMPYHOLLErO ayauTa Npu nepBoHaYaabHON
KOHPUrypaLum Heobxo4MMO BbICTaBUTb NapamMeTp -UseBlockingAudit komaHAsneTa New-DssXXXAudit (XXX = SignServer, STS
nan DocumentStore) B 3HaueHve 1./na MmoanduMKaLMM pexxmma y>ke CyLecTByoLWen KOHPUrypaLum ayamnta Heobxoanmo
NCMONb30BaTb KOMaHAET Set-DssXXXAudit (XXX = SignServer, STS man DocumentStore) c mapameTpoM -UseBlockingAudit,
BbICTaB/JIEHHbIM B 3HaueHWe 1. [pw nepesave gaHHoro napametpa Powershell cuntbiBaeT TekyLLyto KOHGUIypaLuio ayanTa,
OCYLLeCTBASIET NepeperncTpaL Mo Tuna MoAyna onoBeLLeHNs Ha 3anpoLLEeHHYO 1 3aZaeT eMy napamMeTpbl, MOAyYeHHble 13
3a4MTaHHON KOHUIypaLLum.

MprMep HacTPOWKK BIOKMPYHOLLErO ayAnTa:

New-DssSignServerAudit -AuditServiceAddress http://hostname/Analytics/AuditWriter.svc -Settings
@{"FolderName"="C:\tmp"} -UseBlockingAudit 1

MNpumeuaHue

BktoueHe B10KMPYIOLLLEro ayMTa CO3AaeT HOBbIN C/I0Bapb HACTPOEK MOAYs ornoBelleHus. Mocne nepekatoyueHms ciyxobl B
pexxvM 610KMpYHOLLLErO ayAnTa HEOBXOAMMO YOeANTHCA, YTO HACTPONKN BbIN NepeHeceHbI. [1s BbIBOAA BCEX HACTPOEK,
3aMMcaHHbIX B -Settings MOXHO BbIMONHWTb CAEAYHOLLYO KOMaHAY:

(Get-Dss**Audit -DisplayName <name>).Settings | f1

BHumaHue!

Hacrpoiika FolderPath (T.e. pe3epB/pOBaHuWe 3ammncer ayaunTta) Npu BKIOYEHHOM 6AOKMPYIOLLEM ayANTE UTHOPUPYETCA.

Pe3epBrpoBaHue He 6yAeT NPON3BOANTBCA.
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Cob6biTua ayauta ans Cepsuca Moanncm

ﬂ,)’lﬂ BCEX COBbITUI Cepsmca |_|O,CI,I'IVICVI B ayAUT 3aHOCATCA Ciedyrouine CBeAeHNA O NMoJsib30BaTesie:

NAPAMETP OMUCAHME

GlobalUid VaeHTudrkatop nonbsosatens

DelegatedGlobalUid Vaentndukatop nonbsosatens. Vicnonblyercs ecam onepaums BoinoaHanace Onepatopom DSS
UserlD VaeHTndumkatop nonb3osatens

DelegatedUserID VaeHTndwmkatop nonb3osatena. Vcnonb3syerca ecm onepauma BoinoaHanace Onepatopom DSS
Login JlormH nonb3oBatens

DelegateUserLogin JlorvH nonb3osatens. cnonb3lyetca ecam onepaupa BoinonHanace Onepatopom DSS.

DssRole Ponb nonb3osarena

Realm [lomeH nonb3oBatens

Phone Howmep TenedoHa nonb3osatena

Email AL pec 371eKTPOHHOW MoYThl

AccessTokenID VaenTudrikatop TokeHa ayTeHTUdUKaLm

[lns onepaunin, BbINONHAEMbIX C MOATBEPXKAEHNEM, B ayAUT 3aHOCATCA C/IefyoLLe CBEAEHNS:

MAPAMETP OMWUCAHUE

SsOperation|D VazeHtndumkartop onepauum
SsOperationNotAfter Bpemsa ncrevenmna onepaumm
SsOperationNotBefore Bpewms co3gaHmna onepaummn
SsOperationState CocrosHve onepauum

CobbITns co3saHuns noaTBepxxaaemMon onepaummn Ha Cepsuce MNognucn yepes API V2 (MporpaMmMHblin uHTepdenc DSS 201
BEpCHM):

nva
KOoA4 COBbblITUA CObbITUA MAPAMETPbI COBbITUA OMUCAHMUE
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nma
KOoA4 COBbbITUA CObbITUA NMAPAMETPbI COBbITUA OMUCAHMUE

CBegeHunAa o
nonb3oBaTene

(c™m. BbiLwe)

CBepeHns 06 onepauuu
(c™m. BbiLwe)
SignatureType - Tun

NoAMNMcK
CertificateID - ID 3
. . anpoc NoANMcK JOoKyMeHTa (-OB) Ha
SignDocumentOperationCreated 248 ceptndmkata P A ACKY (-o8)
= cepBuce nognucn yepes V2
CertFriendlyName -

OT1obparkaemoe Ums
ceptndmkata

Thumbprint - Otneuartok
ceptudukara

SsDocInfo - CBeseHus o
NOAMUCbIBaEMbIX
JAOKyMeHTax

CeepeHna o

nosb3oBaTene
SignDocumentOperationCreateFailed 249 (c™m. BbILLE)

ErrorMsg - OnucaHue

owmnbKn

CBefeHua o

nonbsoBaTene

(cm. BbIWwe)

CeefeHna o6 onepauuu

(cm. BbIWwe)

RequestSubject - Vmsa

cybbekTa

CAName - OTobparkaemoe

nmsa YL,

CertTemplateName -

OTobpakaemoe nms 3anpoc co3gaHus ceptudmrkata Ha
wabnoHa cepTdrkara cepsuce nognucy yepes V2
CertTemplateOid -

WaeHTndunkaTop wabnoHa

ceptndmkata

EkuString -

CertificateRequestOperationCreated 250

Vcnonb3oBaHue katoua
CAId - VNpenTtndukatop
moayna YL

GroupId -
ViaeHtndwmkatop
KpunTonpoBaiaepa

CBepeHnsa o
nonb3oBaTesne

CertificateRequestOperationCreateFailed 251 (cm. BbiLLE)
ErrorMsg - OnucaHue

OLIMBKM
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nma

KOJA COBbITUA COBbITUA MAPAMETPbl COBbITUSA OMUCAHME
CBefeHua o
nonb3oBaTene
(c™m. BbiLwe)
CBefeHna o6 onepauuu
(c™m. BbiLwe)
SignatureType - Tun
wndpoBaHma
CertificateID - ID 3
. anpoc paciumdpoBaHna AoK-Ta (-0B) Ha
DecryptOperationCreated 252 ceptndmkata pocp P A (o8)
: cepBuce nognucn yepes V2
CertFriendlyName -

OT1obparkaemoe Ums
ceptndmkata

Thumbprint - Otneuartok
ceptudukara

SsDocInfo - cBeaeHus o
NOAMUCbIBaEMbIX
JAOKyMeHTax

CBefeHua o
nonb3oBaTene

DecryptOperationCreateFailed 253 (c™. BbILLE)
ErrorMsg - OnucaHue
oLmbKm

CBefeHna o
nonb3oBaTene

(cm. BbIWwe)
CeefeHna o6 onepauuu

(cm. BbIwe)
CertificateID - ID 3anpoc cmeHsbl MH-koga Ha 3K

ChangeCertificatePinOperationCreated 254 cepTudurKata Ha cepBuce NoanncK yepes
9 P ceptndmkata V2p ¢ P A P

CertFriendlyName -
Otobpaxkaemoe nms
ceptndmkata

Thumbprint - Otneuatok

ceptndmkata

CBefeHna o
nonb3oBaTene

ChangecCertificatePinOperationCreateFailed 255 (c™. BblLLe)
ErrorMsg - OnucaHune

owmnbKn
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KOoA4 COBbbITUA

ChangecCertificateStatusOperationCreated

ChangecCertificateStatusOperationCreateFailed

PrivateKeyAccessOperationCreated

PrivateKeyAccessOperationCreateFailed

nma
CObbITUA

256

257

258

259

NMAPAMETPbI COBbITUA

CBefeHuAa o
nonb3oBaTene

(c™m. BbiLwe)

CBefieHna o6 onepauuu
(c™m. BbiLwe)
CertificateID - ID
ceptndmkata
CertFriendlyName -
OTtobparkaemoe Ums
ceptndmkata

Thumbprint - Otneyatok
ceptndmkata
RevocationReason -
MpuurHa oT3biBa
HoldTime - Bpems
NPUOCTaHOBNEHUSA AeNCTBUSA
CAId - VpeHtndukatop
mogayna YL

CAName - Otobpaxaemoe
nmsa YL,

CBefeHna o
nonb3oBaTene

(cm. BbIWwe)
ErrorMsg - OnucaHue
OLUINBKM

CBefeHna o
nonb3oBaTene

(cm. BbIWwe)

CeefeHna o6 onepauun
(cm. BbiWwe)
CertificatelID - ID
ceptndmkata
CertFriendlyName -
OTobpakaemoe nms
ceptndmkata

Thumbprint - Otneuatok
ceptndmkata

CBegeHna o
nonb3oBaTene

(cm. BbIWwe)
ErrorMsg - OnucaHue
OLINBKM

XKTAN.00096-02 91 02 Kpunrolpo DSS. PykoBoacTBo AOMUMHUCT paTopa

OMUCAHMUE

3anpoc cMeHbl CBOWCTB cepTMduKaTa Ha
cepsuce nognucn Yyepes V2:

*
0T3bIB/NPUOCTaHOBEHNE/BOCCTAHOB/IEHNE
3anpoc cmeHsbl MH-koaa Ha 3K
cepTuduKaTa Ha cepBrice NOAMMCA Yepe3
V2

* [lpy>kecTBEHHOE MMA3anpPOC CMeHbI
MWH-koaa Ha 3K ceptudukara Ha
cepBuce nognucn vepes V2

* 3anpoc cmeHsb! MH-koaa Ha 3K
cepTnduKaTa Ha cepsuce NOAMNMCK Yepe3
V2

* CepTudukat no yMonyaHuo

3anpoc gocryna k 3K ceptndukata (ana
Cloud CSP) Ha cepsuce noanucu yepes V2
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Cob6biTua ayauta ana Llentpa NaeHtudpmkauun
I'pynnbl COBLITHIA:

o Co3jaHne y4YeTHOM 3anmcK Nonb3oBaTesns

e AyTeHTUdMKALMA NONb30BaTESA MONb30BATES
e CobbITna myDSS

e Cobbitna myDSS Client

AyTeHTudMKaumna nosb3osartena

KO/ COBbITUA MMA COBbITUA NAPAMETPbI COBbITUA OMUCAHME

130 AuthenticationCompleted Monb3oBatenb ayTeHTUdMUMpPOBaH

92 SecondaryAuthLogin 3anpoLueHo NoATBepPXAEeHME BXOAA NONb30BaTess
129 OperationConfirmed Onepauua noaTeepXxaeHa

131 OperationDeclined Owwmbka Npv NOATBEPXKAEHWN onepaLn

Co3zaHue yyeTHOM 3anuncu nosib3oBartens

KOA,
COBbITUA MMA COBbITUA MNAPAMETPbl COBbITUA OMUCAHUE
. OnepaTop co3zan yYeTHyH 3anncb
2 UserCreatedByAdmin parop cosaany y
no/b30BaTeNto
. [Monb3oBaTento HazHaueHbI
223 AuthMethodAssigned

ayTeHTI/Iq)I/IKaLl'VIOHHbIe AaHHble

AuthnMethodUri - meTog ayaTteHTUdVKaLmm
84 AuthenticationSchemeChanged IsAuthnMethodAssigned - meToga Metog ayTeHTUbUKaLMM Ha3zHaueH
ayTeHTUPVKALWN Ha3HaUYeH/OTKAOuUEeH

Owwnbka Ha3HaueHus MeToAa

85 AuthenticationSchemeChangefail
ayTeHTUdMKaLN

Cobbitva myDSS

KOA COBbITUA MMSA COBbITUA MAPAMETPbI COBbITUA OMWUCAHUE

294 MyDssKeyUpdates O6HoBNeHWe KtoYa ayTeHTUdUKaumm myDSS 1.0
Cobbitna myDSS Client

KoA NAPAMETPbI

COBbITUA MMA COBbITUA COBbITUA OMWUCAHUE

227 AnonDeviceRegistered Perncrpaups aHoHMMHOrO ycTpoiictBa myDSS

228 AnonDeviceRegisteredFailed OwwmbKa perncrpaums aHOHMMHOrO ycTporictea myDSS

229 KInitRequested 3anpoc cozganus Kinit gns myDSS
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KoJ,
COBbITUSA

230

231

232

233

234

235

236

237

238

239

240

241

242

243

244

245

246

247

295

296

NMAPAMETPbI
nMma CobbiTUA COBbITUA

RegisterByKiInit

RegisterByKInitFailed

DeviceConfirmed

DeviceConfirmedFailed

AssignMyDssSdkDevice

AssignMyDssSdkDeviceFailed

DeleteKlInit

DeleteKlInitFailed

DeviceVerified

DeviceVerifiedFailed

AddNewDeviceRequest

AddNewDeviceRequestFailed

ApproveNewDeviceRequest

ApproveNewDeviceRequestFailed

RejectNewDeviceRequest

RejectNewDeviceRequestFailed

VerifyDeviceByCertificate

VerifyDeviceByCertificateFailed

MyDssSdkVerifyHmac

MyDssSdkVerifyHmacFailed
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OMUCAHUE

Perncrpaupms ycrporictea myDSS no Kinit

Ownbka pervcrpaumm ycrpoiictea myDSS no Kinit

MoaTeepxaeHve ycTporctea myDSS

Ownbka noaTBEPXKAEHUE yCTpolicTBa myDSS

Ha3zHaueHwe ycrpoiictsa myDSS nonb3osatento

Ownbka HaszHaueHus ycTporictBa myDSS nonb3oBatento

Ypanenns Kinit ans myDSS

Ownbka npu yaaneHum Kinit gna myDSS

MogTeepxaeHne Y3 myDSS

Ownbka MoaTtBepxaeHne Y3 myDSS

3anpoc fobaeneHVs HOBOro ycTpoiictBa myDSS

Ownbka gobasneHns HOBOro ycrporictea myDSS

3anpoc oAo0bpeHust HOBOro ycTpoictea myDSS

Ownbka of06peHns HoBoro ycrpoictea myDSS

3anpoc OTKIOHEHNs HOBOTO ycTpoicTBa myDSS

OLumbka OTKIOHEHWS HOBOTO ycTpoicTBa myDSS

MoaTeepxaeHve ycTporictea myDSS no ceptudukary

Owwmbka noaTeepxkgeHve ycrporctea myDSS no
ceptudukaty

Mpoeepka koaa noaTeep>kaeHus myDSS Client

Owwmbka nposepka koga noateepxaerns myDSS Client”
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Cob6biTua ayauta ana Llentpa NaeHtudpmkauun

Ipynnbl COBLITUIA:

e CobbITUA NOANUCK NOKYMEHTa
e Cobbitna myDSS Client

o CobbITnA ayTeHTUdUKaL UK

CobbITMA NOANMCKM NOKYMEHTa

KoJ,
COBbITUA

130

297

248

93

295

129

268

nma CobbliTUA

AuthenticationCompleted

DocumentUploaded

SignDocumentOperationCreated

SecondaryAuthSign

MyDssSdkVerifyHmac

OperationConfirmed

SignDocumentOperationExecuted

MAPAMETPbI
COBbITUA

OMUCAHUE

AyTeHTndurKauma nonb3osaTens

JloKyMEeHT 3arpy>keH

Co3gaHue onepauum nognucn Ha Cepsuce Moanucn

3anpoLLeHO NOATBEPXKAEHWE onepaumm Ha MOBUAbHOM
ycTpolicTee

Onepauys NoaTBEPXKAEHa Yepe3 MOBUILHOE MPUIoXKeHNe

Onepauysa noaTeepxaeHa

JlokyMeHTbI mognucaHsbl

Ecnn onepauums 6bli1a OTKIOHEeHa Nosb3oBaTeneM, To cobbiTne 129 3ameHsetca cobbiTnem 131. CooTBeTCTBEHHO CObbITME 268 He

HaCcTynuT.

KOoA CObblTUA

131

nMAa CoObblTUA

OperationDeclined

AyTeHTudMKaumna nosb3osartena

KOJA COBbITUA

130

92

129

131

nmMma CobbliTUA

AuthenticationCompleted

SecondaryAuthLogin

OperationConfirmed

OperationDeclined

CobbiTna myDSS Client

Kop
COBbITUSA

227

228

nMAa CobbiTUA

AnonDeviceRegistered

AnonDeviceRegisteredFailed

MAPAMETPbI COBbITUA ONUCAHWE

MAPAMETPbI COBbITUA

MAPAMETPbI
COBbITUA

XKTAN.00096-02 91 02 Kpunrolpo DSS. PykoBoacTBo AOMUMHUCT paTopa

Onepaums OTK/IOHeHa

OMUCAHWUE

Monb3oBatens ayTeHTUULMPOBaH

3aI'IpOLIJEHO noaTeep>xaeHne BxoZa noJsib3oBaTesna

Onepauys NoaTBep>KAeHa

OwwmbKa Npy NOATBEPXKAEHWN onepaLmn

OMUCAHMUE

Perncrpaups aHoHMMHOrO ycTpoiicTBa myDSS

Ownbka perncrpaums aHoHMMHOrO ycTporcTea myDSS
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KoJ,
COBbITUSA

229

230

231

232

233

234

235

236

237

238

239

240

241

242

243

244

245

246

247

295

296

NMAPAMETPbI
nMma CobbiTUA COBbITUA

KInitRequested

RegisterByKinit

RegisterByKInitFailed

DeviceConfirmed

DeviceConfirmedFailed

AssignMyDssSdkDevice

AssignMyDssSdkDeviceFailed

DeleteKlInit

DeleteKlInitFailed

DeviceVerified

DeviceVerifiedFailed

AddNewDeviceRequest

AddNewDeviceRequestFailed

ApproveNewDeviceRequest

ApproveNewDeviceRequestFailed

RejectNewDeviceRequest

RejectNewDeviceRequestFailed

VerifyDeviceByCertificate

VerifyDeviceByCertificateFailed

MyDssSdkVerifyHmac

MyDssSdkVerifyHmacFailed
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OMUCAHUE

3anpoc co3ganus Kinit gns myDSS

Perncrpaupus ycrporictea myDSS no Kinit

Owmbka permcrpaumn ycrpoictea myDSS no Kinit

MoaTeepsxaeHve ycTporictea myDSS

Owwmbka noaTBepXKAeHNe ycTporicTBa myDSS

HazHaueHue yctporictea myDSS nonb3oBatento

Owwmbka HasHauveHus ycTporictBa myDSS nonb3osatento

Yaanenus Kinit gns myDSS

Ownbka npw yaaneHum Kinit gns myDSS

MoateepxaeHne Y3 myDSS

Owwbka MoaTtepxxaeHne Y3 myDSS

3anpoc fobapneHVs HOBOro ycrpoictea myDSS

Ownbka fobasneHnst HOBOro ycTporictBa myDSS

3anpoc oAobpeHus HOBOro ycTpoincrtea myDSS

Ownbka ogobpeHns HoBoro ycrpoictea myDSS

3anpoc OTKIOHEHWs HOBOTO ycTpoicTea myDSS

OLwmbka OTKIOHEHWS HOBOTO ycTpoicTBa myDSS

MoaTteepxaeHve ycTporictea myDSS no ceptudukary

Owwnbka noaTBEPXKAEHUE ycTporicTBa myDSS no
ceptudukaty

Mposepka koga nogTeepxkaeHns myDSS Client

Owwubka nposepka koga noateepxaeHns myDSS Client”
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Hacrponka myDSS

Mogynb ayTeHTudukaummn myDSS ana CIM «Kpuntolpo DSS» aensetcs obocobneHHow yacTbto LieHTpa VigeHTudwmkauum n
MO3BOISIET NOATBEPXKAATb BONEM3bABAeHME [oNb30BaTeNs Ha BbINONHEHVE Pa3/IMYHBIX OMepaL i C MOMOLLbIO MOBUABHOTO

MPUNOXKEHMS, @ TaKXKe MOXKET NPUMEHATLCA B KaYeCTBe BCMOMOraTe/lbHOW ayTEHTUOUKALLUN.
B aTOoM pasgene:

Obuee onuncaHne Moayns ayteHTudukauum myDSS

Hacrpolika ak3emnaspos

O6beKTbl a4 MUHUCTPUPOBaHUSA U KOMaHANeTbl myDSS Internal
O6beKkTbl aMUHUCTPUPOBaHKSA U KoMaHAneTbl myDSS External

Mpumep PowerShell-cueHapus
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Moaynb ayteHTndpukauum myDSS

Mogynb ayTeHTudukaummn myDSS ana CIM «Kpuntolpo DSS» aensetcs obocobneHHow yacTbto LieHTpa VigeHTudwmkauum n
MO3BOISIET NOATBEPXKAATb BONEM3bABAeHME [oNb30BaTeNs Ha BbINONHEHVE Pa3/IMYHBIX OMepaL i C MOMOLLbIO MOBUABHOTO
MPUNOXKEHMS, @ TaKXKe MOXKET NPUMEHATLCA B KaYeCTBe BCMOMOraTe/lbHOW ayTEHTUOUKALLUN.

Mogaynb ayteHTudumkaumm myDSS nmeeT crefyroLyro cTpyKTypy:
1. CepBepHasn uacTtb.
a. Cepsuc Bzaumogeiicteua ¢ LLU. Vinterpupyetca c LI Kpuntollpo DSS v BeinonHseT cnegytoLume GyHKLMK:

® reHepauwus n obHoBAeHWe katoueBon MHDopMaLmn Monb3osatenein myDSS npwu B3anmogelicteum ¢ LIV Kpuntollpo DSS;
® ynpas/eHVe NPOLLeCCOM NOATBEPXKAEHUA OnepaLnii.

b. CepBuc B3aumopgeicTBUs ¢ MO6UIbHBIM NpuaoxeHnem myDSS. BbinonHseT GyHKL WK MO B3aUMOAENCTBIIO C
MOBUABLHBIMU NMPUAOKEHUAMU, BKIKOYAS:

peruncTpaL Mo yCTPoMCTB Noab3oBaTeneit Ans otnpaeku PUSH-yBegomaeHnii;
otnpasky PUSH-yBesomneHni;

npeaocraBnieHne I/IHq)OpMaLI'I/IVI O onepayusx, HEO6XOAMMbIX ANA NOATBEPXAEHMA NONb30BaTeENEM;

npveM 1 NPoBepKY KOZOB NMoATBep>XAeHUs npu nomoln Cepsurca B3anmogerictams ¢ L.
2. KnneHrtckas yacrtb.

KnneHTckas yacTb npeAcTaBieHa MOBWIbHBIM MpuaoxeHnem myDSS, 4OCTYNHbIM B onepaLoHHbIX cuctemax iOS n Android.
MpunoxxeHne myDSS BbinonHsaeT creaytoLme GyHKLNN:

ynpasneHve kato4eBon nHdopmaLven Monbaosatens (CUNTbIBaHWE, XPaHEHWE, NCMONb30BaHVE, OBHOBEHWE, YA aneHNe);
nosyyeHve nHGopmaLum 415 NOATBEPXKAEHMS OT CEPBEPHON YacTW B peXXMME OHAalH Uan odnariH;

oTobpaxkeHne NoaTBePXXAaeMOW MHPOPMaLMKN Ha 3KpaHe MOBMIbHOTO TenedoHa;

BblpaboTKa KOZAa NOATBEPXKAEHUS Ha OCHOBE AaHHbIX TPaH3aKL UK, KkoYa No/ib30BaTeNs, BPEMEHU BbipaboTku U1
(oML MOHaNbHO) OTMevaTka yCTPOCTBa;

® OTnpaBKa Koja NMOATBEPXKAEHMS B CEPBEPHYIO YacTb B PEXMME OHMAMH WN OTOBpaXKeHMe NONb30BaTEN B peXMME
odnanH.

CxeMa B3aMMOZeNCTBMA KOMMOHEHTOB, OTOBpaXkatoLLLas OnmcaHHble aornyeckme KOMMoHeHTbl myDSS v nx B3anmogencreue ¢
A4PYTVIMN KOMMOHeHTaMu v npogykTamu Kpuntollpo, npuBeseHa Ha puUCyHKe HUXe.
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Co3paHune n HacTpoMKa 3k3emnaapoB myDSS

ﬂ,aHHbIVI pasgen onpegenaetr nocie4oBaTe/IbHOCTb Aer/]CTBVII;I npwv pas3BopavyrBaHNN U HaCTpOVIKe 3K3eMrniapoB Moayna

ayTeHTudukaymm myDSS.

¢ [pumep pa3BopaunBaHus

e BBop nnueHzum
MpeaBapuTenbHble ycnoBUA:

YcraHoBneHHbI SQL-Server;
YcraHoBneHHas poab Cepsep npunoxkenuii (1IS);
HactpoeHHas npusszka https Ha Cepepe npunoxxenui (11S);

JoctynHocTb agpecos PUSH-cepBepoB ¢ cepsepa, rae 6yaeT pa3sopaumnsatbes sk3emnisp CepBurca B3aMMOAENCTBISA C

MOBWIbHBIM NpunoxeHnem myDSS.

Hannuwne kntouent goctyna k PUSH-cepsepam (ecam Heobxoanmo).

® YCTaHOBJ/IEHHBIA N HACTPOEHHbIN 3k3emnasap LleHTpa aeHTudukaumn.

MNpumeuaHue
Bo3mo>kHbie PUSH-cepBepbI:

e Firebase Cloud Messaging Server. URL: https://fcm.googleapis.com/fcm/send
e Apple Push Notification Service. Heobxogumo otkpbiTh goctyn TCP Ha gateway.push.apple.com:2195 1

feedback.push.apple.com:2196.

MNpumeuvaHue

[Ans otnpaBkm PUSH-yBesomieHunii Ha yctponcTta Apple Tpebyetcs cepTuduKaT ¢ KIMEeHTCKOW ayTeHTUdUKaumein Ha Apple

Push Notification Service. [onyunTb AaHHbIA CEPTUGUKAT MOXHO MO 3anpocy Ha dsssupport@cryptopro.ru.

[na otnpaekm PUSH-yBegomneHunii Ha yctpoictea Android Tpebyetcs nonyumnts karou goctyna K Firebase Cloud Messaging
Server. [MosyunTb AaHHbIV KAKOY MOXHO MO 3aMpocy Ha dsssupport@cryptopro.ru.

ba3oBas nocsef0BaTeNIbHOCTb LIATOB MO HacTpolike (06A3aTesibHbIE):
1. Co3paHue 3k3emnaspa Cepsuca Blaumogencteus ¢ L (komangnet New-MyDssServerInternallnstance).

Ha pgaHHoM Luare Byzet co3zaHo Beb-npunoxerne Ha Cepaepe npuaoxeHuni IS, pa3sépHyTbl 6a3bl aHHbIX, 33PErncTPYPOBaHbI

xypHanbl Windows.

2. CozpaHue 3k3emnisipa CepBuca B3aMMOAENCTBUSA C MOBWIbHBIM NMpunoxeHnem myDSS (komaHanet New-
MyDssServerExternallnstance).

Ha gaHHom Lware sk3emnaspy CepBuca B3aMOAENCTBUSA C MOBWUbHBIM NpuioXKeHnemM myDSS HasHauaeTcs CepBUCHBIN

cepTUdUKaT, KOTOPbIV MCMO/B3YETCA ANA ayTEHTUDUKALMU NMPU MEXXCEPBUCHOM B3aVIMOZENCTBUN.
NpumeuvaHue
HeobxoaMo nepekaounTb B pexXrM aBToMaTuyeckoro 3anycka cny>xo6y Kpuntolpo myDSS (External Service).
3. Pernctpauus KpuntonpoBaiizepos.

Ha pgaHHom Lware B ak3emnnspe Cepsuca B3anmogenctems ¢ LIV pernctpupyetcs kpuntonposalifep, KOTOpPbI UCNOb3yeTcs ANs

BbIpabOoTKMN BEKTOPOB ayTeHTUdMKaL MK [Monb3oBaTenen.

MNpumeuaHue

3aperV|CTpV|pOBaHHOE nmMmAa KpI/IFITOI'IpOBaI?’IAepa B CUCTEME npejonpeseneHo 3apaHee. Ero MmoxxHo YyBUAETb B AOKYMEHTaL NN
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mocTaBLUMKa Kpuntonposargepa. Ans npoaykTos Kpuntollpo:

e Kpunrtollpo HSM: Crypto-Pro GOST R 34.10-2012 HSM Svc CSP
e Kpuntollpo CSP (tonbko ana TectupoBaHua Kpuntollpo DSS):
Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider

4. Hactporika CepBuca B3anmogenctaus ¢ LI

Ha gaHHOM Luare BbiInoaHAETCA HacTpoika sk3emnaspa Cepsuca Banmogencremsa ¢ L. Hactpoiika ocylectBaseTca npy nomMoLym
komaHaneta Set-MyDssServerlnternalProperties. Heo6xo41MMO BbINOAHUTL CleAyOLLME AeNCTBUS:

e 3ajaHue agpeca cepuca paccbiikn PUSH-yBegomMaeHnin - npu nomolwm napametpa InteractionPushServiceAddress.
® 3ajaHue agpeca CepBuCa, C KOTOPbIM CBA3bIBAETCA MOBWIbHOE MPUIOXKEHWE - MPWU MOMOLLM NapaMeTpa

InteractionServiceAddress.

NpumeuvaHue

B napamerpe -InteractionServiceAddress 3ajaercsa ajgpec cepBuca InteractionService, KOTOPbIV 3anucbiBaetcs B QR-kog,
HecyLLWI kKntoYeByto MHGopMaLmto. JaHHbIA agpec ByeT NCnob30BaH AJis CBA3U MOBUABHOIO NpuaoxeHns ¢ CepBrcom

B3aVIMOAe[/'ICTBI/I$| C MOBU/IbHbLIM MPUIOXKEHNEM myDSS, No3TOMYy ajpec A40JIXKEH ObITb AOCTYyrneH 13 cetn MHTepHET.

5a. 3aganve Ha LI/ KpunTolpo DSS agpeca Cepsuca BanmMogenctaus ¢ LIV - npu nomoLn komaHgneta Set-
DssMobileAuthProperties.

MpvMep MUHMMabHO HEOBXOAMMOL HAaCTPOMKM AaHHOTOo ajpeca:

Set-DssMobileAuthProperties -DisplayName <WmAa sk3emnnspa UW> -ServiceAddress
"http://localhost/MyDssServerInternal/service.svc"

4b. 3apgaHue Ha L Kpuntolpo DSSagpeca LIV, kyaa Bo3BpalLaeTcs pesyabTaT NOATBEPXKAEHWS onepaL i n3 MobuabHOro
NPUIOXEHWS.

Set-DssMobileAuthProperties -DisplayName <Wma sk3emnaspa UM> -CallbackUriPrefix
"https://<hostname>/<STSappname>"

5. Hactpoiika CepBurca B3aMMOAENCTBUA C MOBWIbHBIM NpuaoxeHnem myDSS.

Ha saHHOM Luare BbINOAHAETCS HACTpoiika dk3emnispa CepBuca B3aMOAENCTBUA C MOBWUIbHBIM NpuaoxeHnemM myDSS.
HeobxoMO BbINONHUTL ClefytoLme AeicTBIA:

e 3anaHue agpeca Cepsuica Blaumogeinctems ¢ LIA.
HacTpolika ocyLuecTBaseTcs Npu NoOMoLM napameTpa -ServiceAddress komaHgneta Set-MyDsslInteractionServiceProperties.

e HacTpolika B3avmogzencTBus ¢ cepepamu paccbiikn PUSH-yBegomnennin (Apple Push Notification Service u Firebase Cloud
Messaging Server).

Hacrpoiika ocyLecTBaseTcs npu NOMOLLM yYKa3aHWs BceX HEOBXOAMMbIX MapameTpoB KOMaHg1eTa Set-
MyDssPushServiceProperties.

MpuMeuaHue

Mocne BHECEHUS UBMEHEHWI B KOHUIYpaLLMIO SK3eMM/ispa HEOBXOAMMO NepPe3anycTuTb Ny BEG-MPUAOXKEHNS NPV MOMOLLY
COOTBETCTBYHOLLEN KOMaHZbl. Tak>ke MOXET NOTPeboBaTbCs PyYHOWN Nnepesanyck Ciyxob

KpunTollpo myDSS (External Service).
6. HacTpoiika naarvHa gns oTnpaBku OMoBeLLeHNniA

Mogaynb ayTeHTUdUKaum myDSS MOXeT ornoBeLLaTh MHTErpUpPyeMyHo CUCTEMY O pe3yJsibTaTe NOATBEPXKAEHUA onepaLn B

XKTAN.00096-02 91 02 Kpunrolpo DSS. PykoBoacTBo AOMUMHUCT paTopa Crpanvua 140 1z 289


file:///D:/SVN/DSS/Sources/Doc/CryptoPro.DSS.Documentation/_site_pdf/_raw/_site_pdf/adminguide/mydss/cmdlets/mydssserverinternal/Set-MyDssServerInternalProperties.md
file:///D:/SVN/DSS/Sources/Doc/CryptoPro.DSS.Documentation/_site_pdf/_raw/_site_pdf/adminguide/sts/cmdlets/Set-DssMobileAuthProperties.md
file:///D:/SVN/DSS/Sources/Doc/CryptoPro.DSS.Documentation/_site_pdf/_raw/_site_pdf/adminguide/mydss/cmdlets/mydssserverexternal/Set-MyDssInteractionServiceProperties.md
file:///D:/SVN/DSS/Sources/Doc/CryptoPro.DSS.Documentation/_site_pdf/_raw/_site_pdf/adminguide/mydss/cmdlets/mydssserverexternal/Set-MyDssPushServiceProperties.md

MOBUIbHOM NPUNOXKEHUN, OTNPaB/IAA B UHTErprupyemMyro CctemMy COOTBETCTBYHOLLINE COO6LLI,€HI/1H. ,ﬂ,ﬂﬂ HaCTpOIZKM Takoro

onoseweHnA HeO6XO,CI,VIMO 3aperncTtmpoBaTb COOBETCTBYHOLWME MJ1arH n MOoAYyJib ONOBELLEHNA.

XKTAN.00096-02 91 02 Kpunrolpo DSS. PykoBoacTBo AOMUMHUCT paTopa Crpanvua 141 13 289



Mpumep PowerShell-cueHapua ana HacTpoiku komnoHeHTa myDSS
[laHHbIV CLLeHapWiA BbINONHAET MUHMMAaIbHO HEOBXOAMMYHO HACTPOMKY 3K3eMmispa KOMNOHeHTa myDSS

# Co3paHue sk3emnnApa CepBuca B3aumogeincTeua c UU
New-MyDssServerInternalInstance -SiteName "Default Web Site" -SQLServerName "<sglservername>" -DisplayName
MyDssServerInternal

# Co3paHue sk3emnnisapa CepBuca B3auMOAEHCTBUA C MOOBMAbHBIM MpunoxeHuem myDSS
New-MyDssServerExternalInstance -SiteName "Default Web Site" -SQLServerName "<sglservername>" -DisplayName
MyDssServerExternal

#HacTpoiika sk3emnnApa CepBuca B3aumogeincTeua c LUU

# [lobaBneHne kpunTonposaigepa
Add-MyDssServerInternalCryptoProviders -DisplayName MyDssServerInternal -Typeld GostWithMasterKey -
ProviderType 80 -ProviderName "Crypto-Pro GOST R 34.10-2012 HSM Svc CSP"

#3apaHne agpeca cepBuca paccbiku PUSH-yBegomneHui
Set-MyDssServerInternalProperties -DisplayName MyDssServerInternal -InteractionPushServiceAddress
"http://<hostname>/MyDssServerExternal/InteractionPushService.svc"

#3apaHne appeca CepBuca B3auMOAENCTBUA C MOOBUBbHBIM MpuaoxeHnem myDSS
Set-MyDssServerInternalProperties -DisplayName MyDssServerInternal -InteractionServiceAddress
"http://<hostname>/MyDssServerExternal/InteractionService.svc"

#3apaHue Ha UWN Kpuntolpo DSS agpeca CepsBuca B3aumogenctsua c UM n apgpeca LN, Kypna Bo3BpawaeTca pe3ynbTaT
noATBEPXAEHUA onepauuii U3 MOOGUIBHOrO MPUIOXEHMUA

Set-DssMobileAuthProperties -DisplayName <Wma sk3emnnapa LUW> -ServiceAddress
"http://<hostname>/MyDssServerInternal/service.svc" -CallbackUriPrefix "https://<hostname>/<STSappname>"

# HacTpoiika CepBuca B3auMOAeWCTBUA C MOBUIbHLIM NpunoxeHuem myDSS
Set-MyDssInteractionServiceProperties -DisplayName MyDssServerExternal -ServiceAddress
"http://<hostname>/MyDssServerInternal/Service.svc"

# HacTpoiika B3auMoAeicTBUA C cepBepamu paccbiikm PUSH-yBegomneHnuit (Apple Push Notification Service u Firebase
Cloud Messaging Server).

Set-MyDssPushServiceProperties -DisplayName MyDssServerExternal -ApnClientCertPassword P@SSWORD -
ApnClientCertPath C:\apn2019.pfx -GoogleServerKey "eyJ@eXAiOiJKV...5Wti-H8CeXycwB6A"

Mogaynb ayteHTuduMKaumm myDSS MoXeT onoBeLLaTb MHTErPUPYEMYHO CUCTEMY O pe3yJsibTaTe MOATBEPXKAEeHNs onepaumm B
MOBUW/ILHOM MPUNOXKEHUW, OTNPABASASA B MHTErPUPYEMYHO CUCTEMY COOTBETCTBYHOLLME COOBLLEHUA. [JA HACTPOLKIM Takoro
OMOBELLLeHNA HEOBXOAMMO 3aperncTMpoOBaTh COOBETCTBYHOLLME NAArH 1 MOAY/1b OMOBELLLEHUS.
#HacTpoiika TpaHCMOPTHOrO MAaruHa
$plugin = Add-DssStsPlugin -PluginTypeName
"CryptoPro.DSS.Identity.Authentication.Notification.HttpTransportPlugin,CryptoPro.DSS.Identity.Authentication
.Notification" -PluginType AuthenticationResult -Settings @{}

#lobaBneHne mMoaynsA OMOBEWEHUA
Add-DssStsNotifier -TransportPluginID $plugin.ID -NotifierType AuthenticationResultCallback -Settings @{}

ID nnarnHoB NprCBanBarOTCA aBTOMaTU4YeCKK nocnie nx A06aBJ'IeHVIF|.
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CepBuc O6paboTkun [loKkymeHTOB

Cepsuc Obpabotkm [okymeHTos (CO/l) npesocTaBaseT BOIMOXHOCTb paboTbl C 4OKYMEHTaMW, OTMPaBAEHHbIMM Ha MOAMUCH NN

wndposaHme/pacwndposaHune B Kpuntollpo DSS. Ceperc O6paboTku [JokyMeHTOB BbINOAHAET CEAYHOLLME 3aaun:
® KOHBepTaLmsa A4OKYMEHTOB B pas/inuHble GopMaThbl A1 OTOBpaXKeHUs B MOBMAbHOM npuaoxeHun myDSS;

O KOHBepTauua JOKYMEHTOB ANA OTO6pa>KeHI/Iﬂ MOJIHOIO TeKCTa AOKYMEHTa;

0 npeobpazoBaHMe AOKYMEHTOB A8 OTOBPadKeHNs KPaTKon MHPOPMaLLMM O AOKYMEHTE UK ero neyaTHon Gpopmsl.
BHMMaHue!
Monb3oBaTenb BCerAa MOXeT NMPOCMOTPETb MOJIHbIV TEKCT JOKYMEHTa, eC/in KpaTKou MHGOopMaL MW Hef0CTaTOuHO.
® 3arpyska 1 xpaHeHue gokymeHToB B b/l Ceperca ObpaboTku JokyMeHTOB;
® BbIrpy3ka NOANMCaHHbIX (3aWndpPoBaHHbIX, paclinppoBaHHbIX) AokyMeHTOB 13 b/} Ceperca O6paboTku [JoKyMeHTOB.
B aTom pasgene:

MpuHumn pabotbl Ceperca O6paboTkn JokyMeHTOB
Hacrpolika ak3emnaspa
Hacrporika cnocoba xpaHeHus gokymMeHToB B B/l (FILESTREAM)

O6beKThI aaAMVHUCTPUPOBAHNA N KOMaHANETbI

Mpumep PowerShell-cuerapus
MpuHumn pabotel CepBuca ObpaboTkn [okymMeHTOB

B3anmogericteme ¢ Ceparcom ObpaboTku [JoKyMEHTOB BO3MOXHO MPY MOMOLLM €ro MporpaMMHOro nHtepderica. B obuwem suge
CXeMbl B3aVIMOZENCTBUA BbIMIAAAT ClefyroLmm obpas3om:

3arpyska AOKyMeHTa

Bbi3biBatoLwas cuctema otnpaenset B Cepauc ObpaboTkn [JOKyMEHTOB HEKOTOPLIN AOKYMEHT, MOANEXALLMA NOANUCK U/WUan
wndposaHuto/pacuindposaHuto. CO/J], BbINOAHAET KOHBEPTAL MO AaHHOrO JOKYMeHTa (ecau HacTpoeHo). MNocne atoro

NPOW3BOAUTCA 3anuch fokymeHTa B b/l CO/L n naeHtTnudmkatop AOKyMeHTa BO3BPALLAETCs BbI3blBatOLLEN CUCTEME.

[MpuMeuaHune

VcxofHbI AOKYMEHT, KOHBEPTUPOBAHHbIE U/WW MOAMNUCaHHbIE BEPCUM OZHOMO M TOTO XKe JOKYMEHTa € Touku 3peHns CO/,
ABNAFOTCA Pa3INYHbIMK foKyMeHTamn. OgHako naertudukatop B b CO/Jl npucsaveaeTca TOAbKO UCXOA4HOMY AOKYMEHTY, a ero
KOHBEPTMPOBAHHbIE W/UAV MOAMVNCAHHbIE BEPCUM CBA3BIBALOTCSA C HUM W AOCTYMHBbI MO 3amnpocy BbI3blBatOLLEN CUCTEMBI.

Cpok xpaHeHus gokymeHTa B b/l CO/Zl MOXeT 6bITb HAaCTPOEH OTAENBHO (CM. OMONHNUTE/IbHbIE Warn HaCTPOWKM B CLLeHapuu

HacTpoikn ak3emnaspa CO/L).
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CepBuc
Koneeprauuu

MNoxymenTor

% 1. 3arpyska OOKYMEHTA 1.1 Konsepraums
MexoaHmin AOKYMEHTE
[ecnu
ADKYMEHT 2. Bosepar pesynetarta oDpaboTku npUMERIMMO)

MoAnuCb AOKYMEHTa C MOATBEPXAEHMEM ONepauun B MO6UILHOM npunoxeHnn myDSS

1. Bbi3biBatoLas cucteMa otnpasaseT B DSS 3anpoc Ha NoANMCb HEKOTOPOro AOKYMEHTa. 3anpoC COAEPXUT naeHTndrkaTop

AOKYMEeHTa, NoAnexallero noAnucu.
1.1. DSS co3gaeT TpaH3aKL Mo NMOAMUCA 1 BbINOJHSAET Apyrne HeobXoaMble AeNCTBUSA B CUCTEME.
1.2. B mobunbHoe npunoxeHne myDSS otnpaensetca PUSH-yBegoMaeHve ¢ TpeboBaHWEM NOATBEPXKAEHWA onepaLmn.

1.3. Monb3oBaTesnb Npu MNOMOLLM MOBMILHOTO NMpuaoXeHUs myDSS 3anpaluvBaeT cnncok onepawmi, TpebyroLmx

NoATBEePXAEHUS.
1.4.DSS Hanpasnset k CO/J] 3anpoc, cogepXallmin aeHTUdNKaTop NOANUCHIBAEMOTO AOKYMEHTa.
1.4.1. COJ], popmumpyeT KpaTKyto MHPOPMaLLMIO O OoKYyMeHTe (shippet).

1.5. CO/J], otnpaenset snippet B DSS.

[MpuMeuaHune

Monb3oBaTeNb MOXET 3aMPOCUTh TakXXe MOJIHbIN TEKCT AoKYMeHTa. MexaHU3M NoslyYeHns 4aHHOro A0KYMeHTa aHasiormyeH
MONYYEHMIO KPaTKOl MHOPMaLIUM O AOKYMEHTe, HO 6e3 reHepaLium snippet.

1.6. DSS Bo3BpaLLaeT MOBUALHOMY MpUoXKeHU0 myDSS cnvcok onepawuii, TpebyoLLMX MOATBEPXKAEHWS, U KPATKYHO

NHPOPMaL MO O AOKYMEHTE.

1.6.1. Monb3oBaTesib NPOCMaTpPUBAET KPaTKYH MHOOPMALLMIO O ZOKYMEHTE (U MONHbIA TEKCT AOKYMEHTA), MOATBEPXKAAET

onepauto.

1.7. MobunbHOe NpUaoXKeHWE OTMNPaBASAET CBEAEHUS A NOATBEPXKAeHUs onepaLumm B DSS.
1.8. DSS 3anpatwmaet B CO/l MCXOAHbIV JOKYMEHT A/ MOAMNCU MO ero naeHTudukaTopy.
1.9. CO/J], oTnpaBasieT NCXOAHbIV AOKYMeHT B DSS.

1.10. DSS noznucbIBaeT UCXOAHbIN AOKYMEHT.

1.11. DSS 3arpy>kaeT nognucaHHbI gokymeHT B CO/.

1.11.1. CO/Jl nomelLaeT NOANUCaHHBIV AOKYMeHT B B/,

1.12. CO/], Bo3BpaLaet naeHTudmKaTop NoA4NMCaHHOro gokymeHTa B DSS.

1. DSS Bo3BpalyaeT ngeHTndnKaTop NOANMCaHHOIO OKYMEHTA B BbI3bIBAtOLLYHO CUCTEMY.
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1. 3anpoc Ha NogNKUCs

D [lokymMeHTa

1.10. Nognuce
AOKYMEHTE

2. BosepaT ID
MognucaHHoro AoKyMEHTa
D MognucaHHoro

Bbirpy3ka AokyMeHTa

Mobunbhoe

Cepeuc
NPUNOKEHHE
myD5S

Koneeprauum

1.1 CosgaHue
TPaH3aKUMK

1.2 Omnpaska PUSH
PUSH-Y n

EHHWE

1.3. 3anpoc cnucka onepauui

1 OTOBPEKEHUA LOKYMEHTE 1.4. 3anpoc obpaboTku

JokymenTa gna
oToDpameHHA KpaTKoM

HHpopmaumn
bopmaLy 1.4.1. MogroToBKE KpaTKOW
158 WHPOPMELMK O AOKYMEHTE

.5. Bo3spaT
pe3ynLTaTa NoAroToBKM
Kpatkan WHPopMaLMA O JoKyMEHTE

1.6. laHHbIE ONEPELMK

A\paTKaA HH ayMa

1.6.1 OTobpaxeHne I
AOKYMEHTE W
nogTEEpHAEHHE
onepaumm I

1.7. PesyneTat TRaHIaKUKHK

1.E. 3anpoc gokymeHTa
ANA NoAnUcA

1.9. OTnpaeka AOKYMEHTE l D Aorymerma
Ha NoANKCh 1
WoxogHsiA gorymeHT I
]
1.11. OTnpaska GoKYMEHTa
ana zanucu 8 B0 CKO
OONMCAHHBIA JOKYMEHT 1111 3anuce
I NOANUCEHHOTO AOKYMEHTa

8 64 CKA

iy
Ei

MognucaHHei
LOKYMEHT

Bbl3bIBa}OLLI|aF| cncrtemMa oTnpasadeT B CO,CI, 3anpocC Ha noJsy4vyeHne JOKyMeHTa, cop,epx(am,mﬁ MAeHTI/Iq)I/IKaTOp HeOGXOAI/IMOFO

[4OKyMeHTa, noayyeHHoro paHee. CO/l Bo3BpalLaeT yKasaHHbIV JOKYMEHT.

-
l-j
MognucanHeLIA

AOKYMEHT |
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1. 3anpoc nokyMmeHTa

O AOHYM

2. Bosepar pesynbTtata obpaboTrM
MognucaHHeIA GOk

Cepeuc

Koueepraunn
NokymeHTOR
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Co3paHue n HacTpoika 3k3emnaspa Cepmca O6paboTkm [oKkymeHTOB

[laHHbIV pa3zgen onpesensieT NocieA0BaTeNbHOCTb AeCTBMI MPU pa3BopayunBaHnM 1 HacTpolike ak3emnasapa Cepsuca ObpaboTku
[JokymeHTos Kpuntollpo DSS.

¢ [pumep pa3BopaunBaHus
MpeaBapuTenbHble yca0BUS:

YcraHoBneHHbIn SQL-Server;
YcraHoBneHHas posb Cepsep npunoxenni (IS);
HactpoeHHas npusska https Ha Cepsepe npwunoxenui (1IS);

BbINyLLEeHHbIV 1 yCTaHOBAEHHBIV CepBUCHbIN cepTudurkaT Ceperica ObpaboTku [okyMeHTOB.

YcraHoneHHbIV Kpuntollpo CSP (BXOAWUT B KOMMAEKT MOCTaBKM).
ba3oBas nocnegoBaTeNIbHOCTb LIArOB MO HacTpolike (06A3aTesibHbIE):
0. Hactpoiika notokoBoro gocrtyna k gokymeHtam (FILESTREAM).

[ns yckopeHuns 0bpaboTkin ,OKYMEHTOB Ha cepBepe, rae passopauvsaetcsa b CO/, MoXeT BbiTb HACTPOEH NMOTOKOBBIW AOCTYM K
aokymeHTam (FILESTREAM).

MNpumeuaHue

Mo ymonyaHwuto FILESTREAM He ncnonb3yetcs. Bce obpabaTbiBaemble J0KYMEHTbI 3anMcCbiBatoTCA HemocpeacrtseHHo B b/l CO/JL,
rfe 1N NPOUCXOAUT Mx 0bpaboTka.

WHcTpykumsa no Hactporike FILESTREAM npuBegeHa B COOTBETCTBYOLLEM pa3zere.

1. CozgaHue sk3emnnspa Cepsurca Obpabotku [lokymeHToB (komangnetr New-DssDocumentStorelnstance). Ha gaHHoM ware
byset co3gaHo Beb-npunoxeHne Ha Cepaepe npunoxeHnia IS, pa3BépHyTbl 6a3bl JaHHbIX, 3aPErMcTPrYpPOBaHbI XXy pHabl
Windows.

BHumaHue!

Oz HOBpeMeHHO ¢ cozgaHmnem ak3emnaspa CO/, no ymonyaHuro 6yAyT 3aperncTprvpoBaHbl CleAyHoLLME MarkHbl
npeobpa3oBaHUs JOKYMEHTOB A5 OTOBPaXkeHWs B MOBUAbHOM npuaoxeHu1 myDSS:

® /115 oTObpaxkeHus noaHoro tekcta PDF-gokymeHTa - DSS.DocumentConverter.PdfStub.dll. [1ns n3aMeHeHus
napamMeTpoB AaHHOro naarnHa, mbo fobaBneHUs NAarMHOB A8 Npeobpa3oBaHUs AOKYMEHTOB Apyrx GOpMaToB CM.
COOTBETCTBYIOLLNIA pasaen.

® /)15 OTOBpaXKeHUs KPaTKOW MHPOpMaLMK O fOKYMeHTe to6oro popmarta - LWab/ioH, MO3BO/AIOLLMIA OTOBPa3nUTL UMS
MoAMNMCbIBAEMOro AO0KyMeHTa DSS.DocumentConverter.Preview.dll. 1158 n3MeHeHWs napameTpoB LwabaoHa cM.

COOTBETCTBYHOLLMI pa3zen.
2. Hactpoiika cepsucHoro ceptudumkata Cepsurca Obpabotku [JoKyMeHTOB.

Ha gaHHom wware sk3emnspy Cepsuca ObpaboTtki [loKyMeHTOB Ha3Ha4aeTCcs CePBUCHbIV cepTudMKaT, KOTOPbINA MCMO/b3yeTcs
415 ayTEHTUMKALMN NPY MEXCEPBUCHOM B3aUMOZAENCTBIN.

Set-DSSDocumentStoreProperties -ServiceCertificate <thumbprint>

MpuMeuaHune

YyeTHOW 3ammcK, Nog KOTopow paboTaet nya npunoxeHus Ceparica ObpaboTkm [okyMeHTOB, HEOBXOAMMO BblAaThb MpaBa Ha
[OCTYN K 3aKPbITOMY K/HOUY CEPBUCHOrO cepTudmkaTa.

3. HaCTpOI;IKa OTHOLLEeHNI AoBepusa C LLeHTpOM MAeHTVIq)I/IKaLI.I/II/I. Ha AaHHOM Llare yctaHaB/InBaeTCA OTHOLWEHNE J0BEPUA MEXAY
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https://docs.microsoft.com/ru-ru/aspnet/web-forms/overview/deployment/configuring-server-environments-for-web-deployment/configuring-a-web-server-for-web-deploy-publishing-web-deploy-handler#create-and-configure-an-iis-website
file:///D:/SVN/DSS/Sources/Doc/CryptoPro.DSS.Documentation/_site_pdf/_raw/_site_pdf/adminguide/DocumentStore/cmdlets/New-DssDocumentStoreInstance.md
file:///servicecertificates/privatekeyaccess.md

LieHtpom Vgerntndmkaumm n Cepercom ObpaboTtkm [loKyMeHTOB.
HacTpolika BbinosHseTcs B ABa Lara:

e Peructpauus LeHTpa VigeHTndrKaLunm B kauecTBe 0BEPEHHOrO U3jaTens MapkepoB 6esonacHocTn Ha Cepauce

ObpaboTkm [JokymMeHTOB.
[JaHHoe felicTBME BbINOAHAETCA Npw noMoLum koMmaHaneta Add-DssDocumentStoreClaimsProviderTrust.
e Peructpaumsa Cepsuca ObpaboTkm [JOKyMeHTOB B Ka4ecTBe 0BepeHHON CTOPOHbI Ha LleHTpe NaeHTudunkaymm.
[laHHoe selicTBuME BbINOAHAETCA NpW noMoLum koMaHaneta Add-DssRelyingParty Trust.
NMpumeuvaHue
K MOMeHTY BbINOAHEHWS Wwara 2 A0/KeH ObITb pa3BépHyYT ak3emnasap LieHTpa NaeHTudukaumn.

NpumeuvaHue

Ecnn Cepsurc ObpaboTtkm [loKyMeHTOB pa3BopaynBaeTCcsl Ha OTAEe/IbHON MallVHE, HEOBXOAUMO A00aBWTb Ha Hel CEPBUCHbIN

ceptuukat Lientpa NaeHTudukaumm B xpaHuauile Trusted People.
4. Hactporika agpeca Cepsuca Obpabotku [okymeHToB Ha Cepsuce MNognucu.

[aHHas HacTpolika Heobxoauma ans Banmogencreua CO/ n Cepsuca Moanucy B npouecce nognucy, WndposaHus u
paclundpoBaHms LOKYMeEHTOB, xpaHsLuxca B COA. Ans peructpaymm CO/J Ha Cepsuce MNognmcn HeOOX0AMMO BbIMOJAHUTb
CNeAyHoLLY0 KOMaHAy:

Set-DssProperties -DocumentStoreAddress http://<hostname>/documentstore

[MpuMeuaHune

Mocne BHECEHNS UBMEHEHWI B KOHUIYpaLIMIO SK3eMmispa HEOBXOANMO Nepe3anycTuTb Ny BE6-MPUAOXKEHNS NPV MOMOLL

COOTBETCTBYHOLLEN KOMaHAbI.
JononHutenbHble AelicTBUA NO HacTpolike (ONUUOHaNbHbIE):
1. Hactpolika KoHBepTaL 1 JOKYMEHTOB.
® KOHBepTaL s JOKYMEHTOB A/ OTOBpaXkeH s NMOJAHOrO TeKcTa JOKyMEHTa.

AZLMWHMCTPATOP MOXET HaCcTPOUTb OTOBPaXKeHNe N0JIHO20 mekcma 0OKyMeHmMa Nnpu NOATBEPXKAEHWUN ornepaLMil B MOBUIbHOM

npunoxeHnn myDSS npu nomoLm creLnasbHbIX NaaruHoB.
Mprmep perncTpaLmmn naarnHa KoHeBepTauum gokymeHToB MS Office Word B PDF:

Add-DssDocumentStoreConverterPlugin -FileExtension pdf -Assembly "C:\Program Files\Crypto
Pro\DSS\Plugins\Converters\DSS.DocumentConverter.Word.d11"

® npeobpaszoBaHme AOKYMEHTOB A1 OTOBPaXKeHWs KpaTKoM MHOOPMALLK O LOKYMEHTE.

AZLMVHNCTPaTOP MOXET JOMONHUTENbHO HAaCTPOoUTb hopmaT oTobpakeHuns kpamkol uHgopmayuu o dokymeHme v (Npwv

HeobXoAMMOCTH) NeyYaTHON GOPMbI AOKYMEHTa B MOBUABHOM NpuaoxeHn1 myDSS.
2. Hactpoiika 3anpeta nepesayn BHELIHMX LabJOHOB JOKYMEHTOB.

Mpw 3arpy3ke gokymeHTa B CO/l, BMECTE C HUM MOXET BbITb NepeaaH LWabioH KOHBEPTaL UK As OTOBpaXKeHNs KPaTKoi
nHbopmaL M o AokymeHTe. Ecin nepesaya BHeLLHYMX LWabAOHOB BKAOYEHaA W LWabioH Bbia nepeAaH Npu 3arpyske AOKyMeHTa -
KOHBepTaL s ByAeT MpomcxoamnTb Mo 3ToMy LabnoHy. Mepegava wabnoHa ¢ AOKYMEHTOM NPUBEAET K OLLINOKE 3arpy3Ku BCEro

AOKYyMeHTa, eC/i faHHaA HaCTpOVIKa BbIK/1HOUEeHa.
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file:///D:/SVN/DSS/Sources/Doc/CryptoPro.DSS.Documentation/_site_pdf/_raw/_site_pdf/adminguide/DocumentStore/cmdlets/Add-DssDocumentStoreClaimsProviderTrust.md
file:///D:/SVN/DSS/Sources/Doc/CryptoPro.DSS.Documentation/_site_pdf/_raw/_site_pdf/adminguide/sts/cmdlets/Add-DssRelyingPartyTrust.md

[Ansi 3anpeTa BHELLHUX LWabOHOB HEOBXOAMMO BbIMONHUTL CAEAYHOLLYH KOMaHAY:

Set-DssDocumentStoreProperties -AllowExternalTemplates ©

Mo ymMoauaHWo NepeAava BHELWHMX WabaoHOB pa3peLleHa.
3. Hactpoiika cpoka XpaHeHWs J0KYMEHTOB.
[JokymeHTbl, oTnpaeasemble B CO/ZL npy NOMOLLM NPOrpaMMHOro nHTepdeica, MoryT MMETb pPasinyHble CPOKMU XPaHEHUS:

® BpemeHHble (BpeMeHHOrO XpaHeHWs) - 3arpy>keHbl ¢ aarom IsTemporary , MOKa3blBatOLLMM, YTO JaHHbIV JOKYMEHT
3arpy>keH TO/IbKO Ha KOPOTKOe Bpems (Hanpumep, A8 NOANWUCY) 1 danee byseT yaaneH. AAMUHUCTPATOP MOXET HaCTPOUTb
CPOK XpaHeHM s BPeMeHHbIX A0KYMEHTOB 8 MUHYMax Npv MOMOLLY NapameTpa -TempDocumentStorageTime KOMaHANeTa

Set-DssDocumentStoreProperties. o ymMonuyaHuto Cpok XpaHeHWs BPeMeHHbIX 40KyMeHTOB paBeH 1 cyTkam (1440 MuHyT).

e JloneospemeHHsle (LONTOBPEMEHHOTO XPaHEHNA) - XPaHATCA B Nnpegenax cpoka (8 OHsX), yCTaHOBNEHHOTO
AZAMWHNCTPATOPOM MNpW NOMOLLIM NapaMeTpa -DocumentStorageTime KomaHgneta Set-DssDocumentStoreProperties. Mo

yMOAYaHWIo cpok paBeH 30 gHAM.

YpaneHve JOKYMEHTOB NPOU3BOANTCA NPW NOMOLLM MOHUTOPUHTA C 3aJaHHbIM MHTEPBasioM. ECn Ha MOMEHT ocyLecTBAeHNA
MoHuTOopuHra B b/ CO/l npucyTCTBYHOT OKYMEHTbI C UCTEKLLM CPOKOM XPaHeHWs, OHW ByayT yaaneHbl. AGMUHUCTPATOP MOXET
HaCTPOUTb NMepuoL MOHUTOPVIHIA B MUHYMax Npw noMoLm napameTtpa -DefaultMonitoringPeriod komMaHaneTa Set-

DssDocumentStoreProperties. [To ymon4aHuto neprog MOHUTOPUHIa paBeH 5 MUHyTaMm.
4. Hactpolika pa3mMepa 3arpy>aembiX 4OKYMEHTOB.

AZLMVHUCTPaTOP MOXET HAaCTPOUTb MakKCMMaJibHbIV pa3mMep 4OKYMEHTOB, 3arpy>xaembix Ha CO/], npv moMoLLm napamMmeTpa
-MaxMessageSize komaHgneTa Set-DssDocumentStoreProperties. o ymMon4aHWio MakcMasbHbI pa3mep 3arpy>kaemoro darina

cocrasnset okono 2 Ib.
5. OrpaHunyeHnve pa3mepa xpaHuavwa anq Nonb3osarens.

AZMWHUCTPATOP MOXET BBECTN OrpaHMYeHne Ha obLmI 06beM JOKYMEHTOB, 3arpy>eHHbIx [oab3oBaTenem, napameTpa
-DefaultMemoryLimitPerUser koMaHAneTa Set-DssDocumentStoreProperties. Mo ymonuaHuto MakcMabHbIi 06beM

AOKYMEHTOB, 3arpy>aemMbiX O4HUM [Monb3oBaTenem, coctaenseT okono 4 I'b.

6. Hactpoiika ayguta. AgMmuHnctpatop DSS moxeT HacTpouTb coop cobbiTnin ¢ Cepauca ObpaboTkun [JoKyMEHTOB 1 X OTMPaBKY
Ha CepBuc AyanTa A5 BEAEHUS XypHana cobbITUNA.

7. Hactpoiika aBToonpegeneHuns dopmarta AOKYMeHTa.
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file:///D:/SVN/DSS/Sources/Doc/CryptoPro.DSS.Documentation/_site_pdf/_raw/_site_pdf/adminguide/DocumentStore/cmdlets/Set-DssDocumentStoreProperties.md
file:///D:/SVN/DSS/Sources/Doc/CryptoPro.DSS.Documentation/_site_pdf/_raw/_site_pdf/adminguide/DocumentStore/cmdlets/Set-DssDocumentStoreProperties.md
file:///D:/SVN/DSS/Sources/Doc/CryptoPro.DSS.Documentation/_site_pdf/_raw/_site_pdf/adminguide/DocumentStore/cmdlets/Set-DssDocumentStoreProperties.md
file:///D:/SVN/DSS/Sources/Doc/CryptoPro.DSS.Documentation/_site_pdf/_raw/_site_pdf/adminguide/DocumentStore/cmdlets/Set-DssDocumentStoreProperties.md
file:///D:/SVN/DSS/Sources/Doc/CryptoPro.DSS.Documentation/_site_pdf/_raw/_site_pdf/adminguide/DocumentStore/cmdlets/Set-DssDocumentStoreProperties.md

Hacrpoiika notokoBoro gocryna k gokymeHntam (FILESTREAM)

[ns HacTpoiikn notokoBoro goctyna COJ, k gokymeHTam (FILESTREAM) HeobxoA MO BbIMONHNUTL CEAYHOLLYHO
nocaes0BaTeNbHOCTb AeNCTBUIN, ONNCAHHBIX B JaHHOM pa3zene:

1. Bknrountb nogaepxxky FILESTREAM B ancnetuepe koHburypauum MS SQL Server.

2. Mepekntountb nMetowmics aksemnaap COZ, B pexxum pabortel ¢ FILESTREAM, mbo co3gatb HOBbIV 3k3eMnaap ¢
COOTBETCTBYHOLLMM (GAarom.

BkntoueHnne FILESTREAM (B/, pacnosioxeHa Ha 04HOM cepBepe ¢ 3k3emnaspom CO/J)

FILESTREAM He BkAtOUaeTCs aBTOMaTUYECKN NPW yCTaHOBKe uan obHoeaeHnn SQL Server. FILESTREAM HeobxoMO BKAKOUNTD C
nomoubto Ancnetuepa koHdurypaumm SQL Server n cpeabl SQL Server Management Studio.

B naHHOM pa3zene npvBeAeHa Nocaes0BaTelbHOCTb AeNCTBUIA No BktoveHnto FILESTREAM B cootBeTcTBUM ¢ IHCTpYKLUMeEn no
BkaroueHuto FILESTREAM Ha opuumanbHowm caiite Microsoft.

[encteua B ncnetuepe koHdurypaummn SQL Server

B meHto Myck BbIGepUTE NYHKT Bce nporpammsl -> Microsoft SQL Server \<version> -> CpeacTBa HacTpoiku U Bblibepute

nyHKT Auncnetuep koHburypaumm SQL Server.

(& Internet Explorer
:‘J LeHTp obHoBREHKA Windows
| Google Chrome
| Microsoft SQL Server 2008
| Microsoft SQL Server 2008 R2
L, Import and Export Data (32-bit)
L Import and Export Data (54-bit)
Lngg SQL Server Management Studio
| Configuration Tools

=

=i Reporting Services Configuration Manager

L Server Confiquration Manager

,_a" SQL Server Error and Usage Reporting
‘3}.' SQL Server Installation Center (64-bit)
, Integration Services

. Snagit 10

| Visual Studio 2013

. ABTO3arpyska

) AQMUHWCTPUPOBEHWE

, KPHUMTOPO

| OBcnywuBaHE

. CTaHaapTHBIE

B cnucke cny>k6 LienkHUTe NpaBovi KHOMKOM Mblwmn "Cay>xbbl SQL Server” n Boibepute "OTKpbITh".

= sql Server Configuration Manager 10| =l
dalin  [Oeficteue Bua  Cnpaeka
r A NENEY
'@ SQL Server Configuration Manager {Local) Mame | State | Start Mode | Log On As
B rver Services 9501 server (DS52008R2) Running Automatic  NT AUTHORITY'\NET...
. . 5QL Server Network Configuration (32bit) Ha)sqL Server Agent (DSS2008R2)  Stopped  Other (B... NT AUTHORITYNET. ..
. SQL Native Client 10.0 Configuration (32bi) | #ysoL Server Browser Stopped Other (... NT AUTHORITYYLOC...
H 50L Server Network Configuration
EL 501 Native Client 10.0 Configuration
| | o

B oTkpbIBLIelica ocHacTke [lncnetyepa koHpurypauum SQL Server HaauTe ak3emnasap SQL Server, B KOTOPOM HY>HO BKAHOUUTb
FILESTREAM.
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https://docs.microsoft.com/ru-ru/sql/relational-databases/blob/enable-and-configure-filestream?view=sql-server-ver15

LLlenkHnTe NpaBoi KHOMKOWN MbILLIW 3K3eMMNSP 1 BbibepuTe NyHKT "CBOMCTBA".
B ananorosom okHe “"Csoicrsa: SQL Server" nepeiiante Ha BKAagKy FILESTREAM (1).

YcraHoBuTe Gaxkok Enable FILESTREAM for Transact-SQL access (Paspewwutb FILESTREAM npu goctyne vepes Transact-SQL)
(2).

YcraHosuTe dnaxok Enable FILESTREAM for file I/O streaming access (Pa3pewwutb FILESTREAM npu notokoBoMm goctyne

BBOZa-BbiBOAa) BBeanTte nms obuero pecypca Windows B none Windows share name. (3).

Ha>xxmute kHonky OK (4) ans coxpaHeHWs HacTPOeK 1 OKOHYaHWA pefakTpoBaHus cBoncTB FILESTREAM.
.Loioilienj?FlLESTF{EAM | Advanced |
—L’y [V Enable FILESTREAM for Transact-SQL access
W Enable FILESTREAM forfile 140 streaming access

/'y Windows share name: IDSSZDDEHZ

[™ Mlow remote clients to have streaming access to
FILESTREAM data

é;ﬁl Cmveqa MpurernTe Crpaeka

NMpumeuvaHue

Otmevatb daaxok "Allow remote clients to have streaming access to FILESTREAM data" (Pa3peluunTts yaaneHHbIM KAneHTam
MOTOKOBbIV A0CTYN K AaHHbIM FILESTREAM) HeobX0AMMO TO/IbKO B TOM ciyydae, e SQL Server pa3BépHyT Ha OTAEe1bHOM
cepsepe (cm. Bkatouerme FILESTREAM npu ncnons3oBaHun b/l Ha yaaneHHOM cepBepe).

[elictBua B SQL Server Management Studio

B cpese SQL Server Management Studio HaxxmuTe kHonky Co3gaTtb 3anpoc, UTOObI OTKPbITb PeAaKTop 3anpocoB. B pesaktope

3anpocoB BBeAUTE cieayrolmin kog Transact-SQL:

EXEC sp_configure filestream_access_level, 2
RECONFIGURE

Haxxmute kHoNkKy BbINOAHUTD.

Mepe3sanyctute cny>kby SQL Server.

Bkntouenne FILESTREAM (B/J, pacnonoxeHa Ha yaaneHHOM cepBepe)

BbinonHWTe BCe AeNCTBUSA, ONUCaHHbIE B NpeAblayLieM nyHKTe. [TOMVMMO 3TOro, BbINMOJHUTE ClejytoLLee:

1. YcraHosute dpnaxok "Allow remote clients to have streaming access to FILESTREAM data (Pa3pewntb yaaneHHbIM KAveHTam
MOTOKOBBIV A0CTYN K AaHHbIM FILESTREAM) B MeHto cBoricTB SQL Server Ha Bknagke FILESTREAM.

Hactpowka sk3emnaspa CO/J, ansa pabotbl ¢ FILESTREAM
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NMpumeuvaHue
[JeicTBus, onvcaHHble B JaHHOM pasgene, AomKHbI BbinoaHATbcA MOCHE Hactpoiku FILESTREAM.
Hactpolika nogzaepxxku Cepsrucom ObpaboTku [JokyMeHTOB BKIOUeHHOro paHee FILESTREAM cocTouT 13 cnesytoLmnx 3Tanos:
1. BkntoueHwe FILESTREAM Ha akzemnasape CO/.
[Jaxe ecnn FILESTREAM y>ke HacTpoeH, HeobxoammMo HacTpouTb 3k3emnasp COJ ans pabotbl ¢ HUM. CyLLecTByeT ABe CUTyaLLuu:
e CospaeTcs HoBbI 3k3emnaap CO/A.

B paHHOM cnyuyae npu co3gaHum sksemnaspa CO/ B komaHanete New-DssDocumentStorelnstance HeobxoaMMo ycTaHOBUTL daar
-CreateFileStreamDb B nonoxeHwve 1.[lo ymonuaHuto gaHHbI daar He byaeT B3BesdeH, U FILESTREAM He 6yaet

MCNONb30BaTbLCH, faXKe eCv OH Bbl BKAKOUEH paHee.
e dksemnaap CO/J y>xxe co3paH (v ucnonbsyercs).

B gaHHOM cnyyae HeOBXOAMMO NEPEKIOUNTb IKIEMMAP B peXMUM paboTbl ¢ FILESTREAM npu nomolm koMaHaneTa
SwitchDssDocumentStorelnstance.

Mpumep:

Switch-DssDocumentStoreInstance -SQLServerName win-srv -ApplicationName DocumentStore -DisplayName
DocumentStore -UseFileStream 1 -DBName DocumentStoreFs

BHMMaHue!
[aHHoe selicTBre co3aaeT HOBbIM 3k3emnaap b/ CO/l, npegHasHauyeHHbIA A5 paboTbl ¢ FILESTREAM. Mpw aToMm:

e Crapblili 3k3eMnasp b/l coxpaHAeTcs BMeCTe CO BCEM COAEPXKUMbIM.
e Bce HacTpowiku cTaporo 3k3emnaspa b/l OyayT nepeHeceHbl Ha HOBbIW.
e Oainbl 3 b/l ctaporo sk3emnnspa HE nepeHocaTcs.

e (C momeHTa B3BegeHus dnara CO/, npogomkaet pabotry TOJIBKO c HoBbiM 3k3emnaspom b/,

2.YcraHoBka ¢nara SmallFile B none AdditionalDocumentInfo CTPyKTypbl PostDocumentInput npw BbinoAHeHUn REST-
3anpoca Ha 3arpy3sky gokymeHta B CO/.

Ecnn BbinonHeHbI Bce npeablAyLne MYHKTbI JaHHOrO pasjena, 3anvch JOKYMEHTOB BCe eLlle MPOU3BOAMTCA MOAHOCTLIO B B/l, TK.
dnar SmallFile B none AdditionalDocumentInfo CTPyKTypbl PostDocumentInput MO YMOAYaHWIO HE YCTaHOBAEH NN

YCTaHOBJ/IEH B 3HaYeHue true, a 3HauunT BCe 3arpy>kaemble B CO/J] OKyMEHTbI CUMTarOTCA "ManeHbkummn'.

[Ana Havana 3anuck ¢ ncnonbsosaHvem FILESTREAM ycraHoBwTe ana 3arpy>kaembix B CO/] O0KyMEHTOB, cunTaembix "60abwmnmMmn”,
¢dnar SmallFile B 3HauyeHue false.

NMpumeuaHue

Kputepun ycraHoBku daara SmallFile B 3HauyeHue true wam false MOFYT ObiTb pa3nnyHbIMU. PekomeHayeTcs cunTaThb

“ManeHbkumn" (SmallFile = true) AOKYMEHTbI pa3mepom Ao 10 M6ainrt.

BHMMaHuMe!

Ecnm FILESTREAM He HacTpoeH 1an HacTpPOeH HEKOPPEKTHO, daar SmallFile = false OyaeT 3amMcaH B COCTOSIHUE true, a

3arpy><kaemblin 4OKYMeHT byaeT 3anucaH B b/l 6e3 ncnonb3osaHus FILESTREAM.
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KoHBepTauusa 4oKyMeHTOB B pa3/inyHble popmatbl A/ oTObpaXkeHus B
Mo6unbHOM npuio>keHun myDSS

Cepauc O6paboTkn [loKyMeHTOB MpesoCcTaBAsieT BO3MOXHOCTb Npeobpa3oBaHus (B T.4. KOHBEPTALMM) LOKYMEHTOB B Pa3/inyHble
dopmaTbl AN 0oTOBpadKeHUs B MOBUIBHOM npuaoxeHnn myDSS. MpeobpasoBaHve J0KyMEHTOB NMPOU3BOAUTCA AN BbINMOJIHEHMS

CNefyroLLmx 3a4au:

® KOHBepTaL s JOKYMEHTOB /151 OTOBpaXkKeHWs NMOJAHOIO TeKCTa JOKYMEHTa;
® npeobpazoBaHme LOKYMEHTOB A8 OTOBPaXKeHWs KPaTKON MHPOPMaLLMK O OKYMEHTE UK ero neyaTHom Gbopmsl.

Mpwn 3TOM NPUHLMM paboTbl NpW NpeobpaszoBaHMN AOKYMEHTOB CeAYOLWNIA.

1. Mpv BO3HUKHOBEHWN HEOHXOAMMOCTIN Npeobpa3oBaHms (B T.4. KOHBEPTALLMM) AOKYMEHTa Ha OCHOBE ero dopmarta (Hanpumep,
docx ) ByAeT BbIbpaH COOTBETCTBYOLWMIA KOHBePTEP (MAarvH AAa BU3yanmnsalmm JoKyMeHTa 3agaHHoro popmara). Mo ymonyaHumto
B Kpuntollpo DSS HE 3aperncrprpoBaHbl naarnHbl Takoro Tuna. Vix HeobxoAMmo 3apermcTpupoBaTh COrMacHO MHCTPYKLIN B

COOTBETCTBYHOLLEM pa3gere.

2. OTobpaxkeHne kpaTKkon GOpMbl JOKYyMeEHTa B MOBMIBHOM npunoxeHun myDSS no3sosseT chopmmpoBaTthb yA0OHYHO AN
NMPOCMOTPa 1 MOATBEPXKAEHWS OonepaLuii BEpCUIO NOAMMNCbIBAEMOro AokymeHTa. MNpw atom B Kpmntollpo DSS ncnonb3yetcs
COOTBETCTBYOLWMNA GopmMaTy JOKYMeHTa naaruH. Ecam naaruH He 3aperncrpupoBaH, 6yAeT ncnoab3oBaH NniariH no yMosyaHuto,

0TOBPaXKaroLLNiA TOABKO UMS MOAMMCbIBAEMOTO JOKYMEHTa.

3. s reHepaum KpaTKor nHGOPMaL MM O JOKYMEHTE UCMOob3yeTcs WwabnoH. MNpw 3ToM WwabaoH MOXeT HbITb 3ajaH Kak B
HacTpolikax naarmHa (No yMOAYaHMIO AW y>Ke HaCTPOEH), Tak 1 nepejaH npwu 3arpyske JOKyMeHTa B MOAAX CTPYKTYpbl
AdditionalDocumentInfo (cMm. pa3gen OTobpadkeHne KpaTKkon MHPopMaLLMm O AoKyMeHTe). Mpu 3TOM NpuoputeT nmeeT

BHELLUHWM LWabaoH.

BHMMaHuMe!

Mo ymonyaHuto nepegaya BHELLIHMX WaboHOB paspeLleHa. a5 3anpeta BHELLHUX WabJoHOB HEOOXOAMMO BbINOJHUTb

CNefy oL KOMaHAY:

Set-DssDocumentStoreProperties -AllowExternalTemplates ©

Jlorvka fencTBMin Npun 3TOM CieAytoLLas:
e Ecau nnarvH nog dopmMat HaAeH:

o Ecav BHeWwHWI WabioH nepeaaH:
® Ecv paspelleHo 1Crno/ib30BaHme BHELLHWX WabioHOB, kpaTkas MHGOpMaLUs O JOKyMeHTe byaeT
creHeprpoBaHa 1 oTobpakeHa B MOBUIBHOM MPUAOXKEHWMN MO NepesaHHOMY BHeLLIHeMY LLabioHy.

= Ecm 3anpeuweHo 1Cnoib30BaHNE BHELLHNX LWabNoHOB - cucTeMa BblaacTt OLIJI/I6Ky.

o Ecnv BHewHwuI wabnoH HE nepegaH, BbINONHAETCSA MOUCK LLA6/IOHa B BbIGPaHHOM MaarvHe:
® Ecav wabnoH HalAeH, kpatkas MHPopmaLma o OoKyMeHTe ByeT creHeprpoBaHa 1 0TobpakeHa B MOOWUIbHOM
MPUAOXKEHMMN MO 3TOMY LLabAOHY.
®m Ecnm wabnoH HE HallpeH - cuctema BbIZacT oLwmbky.

e Ecnv nnarvH nog dopmat HE HaligeH, crnosib3yeTcs naarvH no yMoaYaHuio:

o Ecnu BHewWwHWI WabnoH nepeaaH:
= Ec/v paspelueHo 1cnoib3oBaHne BHELHYIX LWabioHOoB, KpaTkas nHbopmau s o ZoKyMeHTe byaeT
CreHepupoBaHa 1 oTobpakeHa B MOBUABHOM MPUIOXKEHWNN MO NepesaHHOMY BHELLHEMY LWab/ioHy.

® Ecm 3anpeweHo NCnoib30BaHUE BHELIHNX LWabsoHOB - cucTemMa BblAacTt OLIJI/I6Ky.

o Ecav BHewHuiA wabnoH HE nepepaH, BbINOJAHAETCA MOUCK WwabsioHa B nnarmHe no YMOAYaHUHKO!
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® Ecav wabnoH HalAeH, kpaTkas MHGopmaLns o LOKyMeHTe ByeT creHeprpoBaHa 1 oTobpakeHa B MOBUIbHOM
MPUAOXKEHMMN MO 3TOMY LLaBAOHY.

® Ecav wabnoH HE HaligeH - cuctemMa BblAacT OLMOKY.

4. OTob6paxkeHre neyaTHol GOPMbI LOKYMEHTA TakxKe TpebyeT HaCTPOEHHOTO MnaarMHa 1 WwabaoHa. Ecim TakoBbIX HAaCTPoeK He

Npou3BOANAOCH, ByAyT MCMOAb30BaHbI MAarvH (1 wWabaoH) No ymonvaHuto. Jlorvka Belbopa naarvHa 1 lWwabaoHa aHanornyHa n. 3.
OTobpaxeHune nonHoro tekcta AokyMeHTa n3 Cepsuca O6pabotkm [LokyMeHTOB B MOBUABHOM npuaoxeHumn myDSS

MobwunbHoe npuioxeHne myDSS vMeeT BO3MOXHOCTb OTOHpaxaTb JOKYMEHT Npv NOATBEPXKAEHUMN OrnepaLm € 3TUM
[AOKYMEHTOM. HacTpolika COOTBETCTBYOLLMX MAarMHOB Npeobpa3oBaHms LOKYMEHTOB OCYLLECTBASETCA NPW NMOMOLLM
creLmanm3npoBaHHOro Habopa KOMaH/1eToB.

Cepsuc ObpaboTku [lokyMeHTOB npegocTasaseT [1osb30BaTeNsM BO3MOXHOCTb BU3yaan3aL v JOKYMEHTOB B MOOWIbHOM
npeanoxenvn myDSS nepeg cozgaHvemM nognucu. Mogaep>kmBaeTcs NPOCMOTp AOKYMEHTOB cieaytoLwux dopmaTos: PDF, XML,
ODT .

Takoke MoryT 6bITb 06paboTaHbl JOKyMeHTbI popmaToB DOC, DOT, DOCM, DOTM, DOCX, DOTX, FlatOpc, FlatOpcMacroEnabled,
FlatOpcTemplate, FlatOpcTemplateMacroEnabled, OTT, OOXML, WordML, RTF, HTML, XHTML, MHTML 1 TXT, O4HaKO B KX
OTHOLLEHUN B paMKax NMpPOBeAEeHUs OLLEHKM BAVSHUS TPebyeTcs NpoBepsTb A0MNYyCTUMOCTb UCMOb30BaHMsA B KOHEYHOW CUCTEME.
MogpobHee 06 31om B . 1.5 gokymeHTta XTAK.00096-02 30 01. Kpmntollpo HSM. ®opmynsp.

[MnarvHel, no3BoJIAOLWLME BU3Yaan3npoBaTb JOKYMEHTbI JaHHbIX d)OpMaTOB, HaXo4ATCA B ANPEKTOPUN

<MyTb ycTaHoBkn>\DSS\Plugins\Converters n nMerOT CiedyroLLe Ha3BaHNA:

® DSS.DocumentConverter.PdfStub.d1ll — oTBeuaeT 3a OTObpaxkeHne JOKyMeHTOB popmaTa PDF;

® DSS.DocumentConverter.Word.dll - oTBevaert 3a 0To6pa>KeHV|e JOKyMeHTOB popmatos DOC, DOT, DOCM, DOTM, DOCX,
DOTX, FlatOpc, FlatOpcMacroEnabled, FlatOpcTemplate, FlatOpcTemplateMacroEnabled, XML, ODT, OTT, OOXML,
WordML, RTF, HTML, XHTML, MHTML, TXT, PNG, JPG, BMP, JPEG, TIFF, GIF.

[Ans akTMBaL MM BO3MOXHOCTU NPOCMOTpPa JOKYMEHTOB HEOHXOAMMO 3aperncTprpoBaTh Hy>KHble GOpMaThl M COOTBETCTBYOLLME
nnarvHbl ¢ nomoLbto Windows PowerShell. [ina kaxaoro ak3emnaspa Be6-npuaoxeHns B 4MpekTopun
<MyTb ycTaHoBku>\DocumentStore CO34aeTCs CBOV COHBCTBEHHbIV KOHOUIYPaLMOHHbIN daiia C UMEHEM

<Wms aKk3emnnapa Beb-npunoxeHus>_convert.config.

Ecav nnarvH npeobpa3oBaHns HaCTPOEH BEPHO, B MOBUABHOM NpuioxeHnn myDSS B obnactu «[laHHble onepaLmn» oTobpasmnTcs
JOKYMEHT, orepaLuio ¢ KOTOPbIM TpebyeTcs NMOATBEPAMUTD.
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Mpumep:
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Add-DssDocumentStoreConverterPlugin
Add-DssDocumentStoreConverterPlugin
Add-DssDocumentStoreConverterPlugin
Add-DssDocumentStoreConverterPlugin
Add-DssDocumentStoreConverterPlugin
Add-DssDocumentStoreConverterPlugin
Add-DssDocumentStoreConverterPlugin
Add-DssDocumentStoreConverterPlugin

Add-DssDocumentStoreConverterPlugin
DSS.DocumentConverter.Word.dl1l

Add-DssDocumentStoreConverterPlugin

Add-DssDocumentStoreConverterPlugin
DSS.DocumentConverter.Word.dll

Add-DssDocumentStoreConverterPlugin
Add-DssDocumentStoreConverterPlugin
Add-DssDocumentStoreConverterPlugin
Add-DssDocumentStoreConverterPlugin
Add-DssDocumentStoreConverterPlugin
Add-DssDocumentStoreConverterPlugin
Add-DssDocumentStoreConverterPlugin
Add-DssDocumentStoreConverterPlugin
Add-DssDocumentStoreConverterPlugin
Add-DssDocumentStoreConverterPlugin
Add-DssDocumentStoreConverterPlugin
Add-DssDocumentStoreConverterPlugin
Add-DssDocumentStoreConverterPlugin
Add-DssDocumentStoreConverterPlugin

Add-DssDocumentStoreConverterPlugin

MpocMOTp HacTpoek niarvHa:

Get-DssDocumentStoreConverterPlugin
Format-List

VI3meHeHwme HacTpoek naarvHa:

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

| where { $_.Extension -eq "xml" }

pdf -Assembly DSS.DocumentConverter

doc -Assembly DSS.DocumentConverter

dot -Assembly DSS.DocumentConverter

.PdfStub.d1l

.Word.dll

.Word.dll

docm -Assembly DSS.DocumentConverter.Word.dll
dotm -Assembly DSS.DocumentConverter.Word.dll
docx -Assembly DSS.DocumentConverter.Word.dll
dotx -Assembly DSS.DocumentConverter.Word.dll
FlatOpc -Assembly DSS.DocumentConverter.Word.dll

FlatOpcMacroEnabled -Assembly

FlatOpcTemplate -Assembly DSS.DocumentConverter.Word.dll

FlatOpcTemplateMacroEnabled -Assembly

xml -Assembly DSS.DocumentConverter

odt -Assembly DSS.DocumentConverter

ott -Assembly DSS.DocumentConverter

.Word.dll

.Word.dll

.Word.dll

ooxml -Assembly DSS.DocumentConverter.Word.dll

WordML -Assembly DSS.DocumentConverter.Word.dll

rtf -Assembly DSS.DocumentConverter

.Word.dll

html -Assembly DSS.DocumentConverter.Word.dll

xhtml -Assembly DSS.DocumentConverter.Word.dll

mhtml -Assembly DSS.DocumentConverter.Word.dll

txt -Assembly DSS.DocumentConverter

png -Assembly DSS.DocumentConverter

jpg -Assembly DSS.DocumentConverter

bmp -Assembly DSS.DocumentConverter

.Word.dll

.Image.dll

.Image.dll

.Image.dll

jpeg -Assembly DSS.DocumentConverter.Image.dll

tiff -Assembly DSS.DocumentConverter.Image.dll

| select -ExpandProperty Converters |

Set-DssDocumentStoreConverterPlugin -FileExtension xml -Assembly DSS.DocumentConverter.Word.dll -ClassName
CryptoPro.DSS.DocumentConverter.Word.WordConverter -Parameters @{ "encoding" = "UTF-8"}
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BHMMaHuMe!

Mpv BO3HMKHOBEHMW OLLUMOKWN BO BPEMSA M3MEHEHWs HacTPOeK MaarvH yaansaercs u3 cnvcka. Heobxoanmo fo6aBnTb €ro 3aHOBO

komaHgon Add-DssDocumentStoreConverterPlugin.
NMpumep HacCTPOMKN KOANPOBKMU
[MpuMeuaHune

[TharmH DSS.DocumentConverter.Word.d1l MOXET HEBEPHO ONPEAENNTb KOAMPOBKY B AOKYMeHTax Tuna xml, txt.B 3Tom
C/lyyae eé HeOHXO0AMMO 3a4aTb BPyUHYHO Yepes napameTp encoding. IMeHa koampoBok npviBeseHbl Ha cavte IANA. Yalue Bcero
NCMO/b3YHOTCA 3HaYeHus: UTF-8, UTF-7, UTF-16BE, UTF-16LE, UTF-16, US-ASCII.

Mpw fobaBneHW NaarnHa:

Add-DssStsConverterPlugin -FileExtension xml -Assembly DSS.DocumentConverter.Word.dll -Parameters @{
"encoding" = "UTF-8"}

I'Ip|/| N3MEHEHUN HaCTPOeK:

Set-DssStsConverterPlugin -FileExtension xml -Assembly DSS.DocumentConverter.Word.dll -ClassName
CryptoPro.DSS.DocumentConverter.Word.WordConverter -Parameters @{ "encoding" = "UTF-8"}

OTobpaxeHue KpaTkOn MHPOPMaLLMM O LOKYMEHTE

Cepauc ObpaboTku [loKyMEHTOB MpesocTaBAseT BO3MOXHOCTY MO KOHBEPTaL UK JOKYMEHTOB C Lie/Iblo OTOBpaXKeHns B

MObUBHOM MpunoxeHnn myDSS Hanbonee peneBaHTHON MHPOPMaLLUM N3 MeTafaHHbIX LOKYMEHTa U/WUAN ero cofepXXaHus.
OTobpaxeHue KpaTkon MHOPMaLLMK O LOKYMEHTE

Mo ymonyaHuo nocne cosganus aksemnasapa COJ, B Kpuntolpo DSS aBTOMaTnyeckn peructTpupyeTcs naarvH, BbIBOAALLUNA B
MOBUWIBHOM Mpunoxenun myDSS ums ¢alina, seicTBre C KOTOPbIM TPebyeT NoATBepPXKAeHMS. MNnarvH NpUMeHseTcs K

J4OKyMeHTaM Bcex GOpMaToB, ANf KOTOPbIX He 3aperncTpupoBaHO COBCTBEHHOTO MaarnHa.

Ecnn HeobxoAMMO BbIBOAWTbL APYTyHO MHPOPMALIMIO O JOKYMEHTE, MOXHO HacTponTb uMetowniica HTML-waba0H no ymonyaHuto,
no kotopomy CO/l npeobpa3zoBbiBaeT JOKyMeHT. [laHHOe AeiiCTBMe NPOMN3BOAUTCS NPV MOMOLLM KOMaHANeTa Set-
DssDocumentStoreConverterPlugin.

LLlabsoH nnarvHa no YMOAYaHUKO BbITNAAUT Chefyrownm 06p330MZ

<div><body><p>{@:Name}.</p></p></body></div>

HacTpoiika naarvHa no ymoayaHuto B 06LLeM BUAE BbIFASANT CIEAYHOWUM 06pa3om:

Set-DssDocumentStoreConverterPlugin -FileExtension preview_@default_html -Parameters @{snippetTemplate="
<Monb3oBatenbcknit HTML-wabnonH>"}

, Te B 3HaUeHVe napameTpa -Parameters AOMKEH ObITb MOMeLLEH Nosib3oBaTensckuii HTML-wabaoH dopmarta

@{snippetTemplate="<MNonb3oBaTenbcknin HTML-wabnoH>"}.
NpumeuaHue
Mpy HeoBXOAMMOCTH LLABIOH MOXET coZep>aTb CSS.

Kak BMAHO 13 npumepa Boilwe, WwabnoH npegcrasaset cobort HTML-40KyMeHT ¢ NoACTaHOBOYHbIMY NapaMeTpamu.
MoacTaHoBOYHOE nosie umeeT popmat {0:</Imsa napametpa>}. B wabnoHe AOJIXKHbDI ncnonb3oBaThcs TOLKO NOACTAHOBOYHbIE
nons, NoAAep>XMBaemMble 3aperncTpmpoBaHHbIM naarHoM. K npumepy, wabaoH No yMOonYaHUIO MOXET MCMOAb30BaThb TOJNbKO
NoACTaHOBOYHbIE MapaMeTpbl, COOTBETCTBYOLLME MOASM CTPYKTYpbl Documentinfo.
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[MpuMeuaHune

s obpalleHns K 3HaYeHWHO NMOACTaHOBOYHOrIO napamMeTpa u3 noas AdditionalInfo cTpykTypbl Documentinfo Heobxoanmo

BOCno/b3oBaThcsA dopmartom {0: Additionallnfo.NAME}, rae NAME - uMs kitoYa B ioBape AdditionallInfo.

ﬂ,!’lﬂ PaclMpPeHHOro NCnoJib30BaHMA NMOACTAaHOBOYHbIX MapaMeTpPOB BHYTPU WwabnoHa MOXET MCMOb30BaTbCA CTPyKTypa CDATA.

CTpykTypa CDATA AOJXKHa HaxoauTbcst BHYTpU Tara HTML-wabnoHa <divs></div> v uMeTb ciegyrowmin dopmar:

<! [CDATA[{""<Knw4 1 - Wma noacTaHoBo4HOro napametpa>"":{""<Knwy 2 - Copepxumoe MOACTAHOBOYHOro napameTpa>"":
<3HayeHue, cooTBeTcTBYylWee Knaw4vy 2>""}}]1]1>

TakvM 06pa3oM, MOACTaHOBOYHbIV MapameTp, NMOALEPXKMBAEMbIN 3aPErMCTPUPOBAHHBIM MarMHOM, ABAsETCA KatouyoMm (Knroy 1)
C/10BapA NoACTaHOBOYHbIX MapamMeTpoB. A Mapoli K 3STOMy KAtouy (3HaYeHVeM JaHHOro napamMeTpa) ABAAeTCA elle OAWUH CoBapb,
rae knroyom (Kitou 2) siBasieTcst 3HaueHne NoACTaHOBOYHOrO napametpa. /15 3TOro 3HaueHMst MOXET NPUCYTCTBOBaTb

MoJIb30BaTE/IbCKOE COAEPXKMMOe, KOTOPOE MpW KOHBEPTaL M ByAeT NOACTaBAEHO B KpaTKyto MHGOPMALMIO O JLOKYMEHTE.
Mpumep:

Set-DssDocumentStoreConverterPlugin -FileExtension preview_@default_html -Parameters @{snippetTemplate="<div>
<body><hl>DefaultTemplate</h1l><p>{0:Name}</p><p>{0:FileType}</p></body><![CDATA[{""FileType"":{""txt"":""3T0
TekcToBbln AgokymeHT""}}]]></div>"}

Ans daiina B dopmate qwe 1 MMeHeM JloroBop.txt pe3ysnbTaT OyAeT BbiBEAEH AOKYMEHT CleAytoLero Buaa:

DefaultTemplate
Jorosop.txt
3TO TeKCTOBbIi AOKYMEHT

OTobpaxeHune nevatHol GopMbl JOKYMEHTA

OTobpakeHune neyaTHor GOpMbl JOKYMEHTa B MOBUIBHOM MpuaoxeHn myDSS Takke no3BosseT chbopMmnpoBaTh yYA406HYHO Ais
NPOCMOTPa 1 MOATBEPXKAEHMS onepaLuii BepCUIO MOAMMUCbIBAEMOTO AOKyMeHTa. [aHHas dopma ABAAeTCs JONOAHUTENbHON, U He

MOXET ObITb HaCTpOEeHa 6e3 OTO6pa)KeHI/I$| KpaTKOI;I VIHq)OpMaLI,VII/I O AOKYMEHTE U MOJIHOTO ero Tekcrta.

MopsazoK HaCTPOKN OTOBpaxkeHWs neyaTHoM GOpPMbl JOKYMEHTa MOAHOCTHIO aHaIOrMUeH HacTpoVike OTOBpaXkKeHWs KpaTKoM

MHGOPMaLMK, 38 CKIFOUYEHWEM TOTO, UTO B C/IOBape NapamMeTpoB Parameters KIHOUOM fBAsSiETCA documentTemplate.
[o6aBnenne HTML-wabnoHa 13 daina

MnarvHbl 0TOHPaXKEHNs KPAaTKON N MHPOPMALLIUK O LOKYMEHTE NMo3BoastoT nonyunts HTML-wabnoH us danna. Ans 3toro B
c/0Bape napameTpoB -Parameters AOJ/IKEH MCMO/b30BaTbCA K/IOY snippetTemplatePath nan documentTemplatePath ans
0OTObBPaXKeHNs KpaTkon MHGOPMaLLMK O LOKYMEHTE UM ero neyaTHon GopmMbl COOTBETCTBEHHO. 3HaUeHME KtoYa J0KHO
cofep>katb NOAHbIN NyTb K Garny ¢ HTML-wabaoHowm.

Mpumep:

Set-DssDocumentStoreConverterPlugin -FileExtension preview_test_html -Parameters
@{snippetTemplatePath="C:\templates\template.txt"}
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Mpumep PowerShell-cueHapua ana HacTpoiku komnoHeHTa «CepBuc
O6paboTkn [lokymeHTOB>»

[JaHHbIV cLLeHapWii BbINOAHAET MUHMMabHO HEOOXOAMMYHO HAaCTPOWKY 3k3eMnaspa KomrnoHeHTa «Ceperc ObpaboTkm
[JokymeHTOB»>.

# Co3paHue HoBoro sk3emnnsapa Cepsuca 06paboTku [JOKYMEHTOB:

New-DssDocumentStoreInstance -SQLServerName <sqglservername> -DisplayName DocumentStore -SiteName "Default Web

Site"

# HacTpolika cepBucHOro ceptupukaTa
Set-DSSDocumentStoreProperties -ServiceCertificate <thumbprint>

# HacTpoiika oTHoweHwuii posepusa c LeHTpom UpeHTudukauum:
# Perunctpaumsa Ha CepBuce ObpaboTku [JokymeHToB LeHTpa UaeHTudukauum B KayecTBe AOBEPEHHOro uspaTtens
MapkepoB 6e30omacHoOCTH.

Add-DssDocumentStoreClaimsProviderTrust -IssuerName realsts -Thumbprint <Thumbprint>

# Peructpaumsa CepBuca 06paboTku [JOKYMEHTOB B KayecCcTBe [AOBEPEHHOW CTOpPOHbl Ha LeHTpe UaeHTudukauuu.
Add-DssRelyingPartyTrust -Name DocumentStore -Identities urn:cryptopro:dss:documentstore:DocumentStore

# HacTpovika agpeca CepBuca 06paboTku [lokymeHTOoB Ha Cepsuce lMoanucu:
Set-DssProperties -DocumentStoreAddress http://<hostname>/documentstore

3anpeT BHeLWHUX LWabAoHOB 40KYMEHTOB:

Set-DssDocumentStoreProperties -AllowExternalTemplates ©
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Pabota c soKymeHTamu

B KpunTtollpo DSS gokymeHTbI, koTopble [onb3oBaTenb 3arpy>aeT Ans8 NoAnUcu v windpoBaHus, MOryT BbiTb

BU3yann3npoBaHbl. [is 3TOro UCMo/ib3yroTCsA NaarvHbl Npeobpa3oBaHns AOKYMEHTOB.

Mpeobpa3zoBaHme JOKYMEHTOB MOXET NMPOUCXOAWTb Ha cieaytoLmx koMmnoHeHTax Kpmntolpo DSS B 3aBUCMMOCTH OT

BbINOJIHAEMOM onepaLum:

® Ha Beb-mHTepdelice MNonbzoBatens (BM3yanmsaumsa 4OKYMEHTOB NpW MOANUCAHUN UK W POBaHUM);

® Ha Beb-uHTepdeiice LieHTpa VigeHTudurkaLmm (MCnonb3yroTcs As 0TObpaXKeHWs JOKYyMeHTa B MOBMIbHOM MPUAOXKEHUN
myDSS);

e OTobpaxeHue f0KyMeHTOB B dopmate DTBS.

[Ans Bcex 3arpy>kaembix B Kpuntolpo DSS A0KYMeHTOB MOTyT 6bITb HAaCTPOEHbI OrpaHyeHns PasMepPOB AOKYMEHTOB U

aBToOMNpezeneHne Gopmarta JOKYMEHTOB.

Takxe B Kpmntollpo DSS MoryT 6bITb peann3oBaHbl Mosib30BaTe/bckie npeobpasosanus XML-g0KyMeHTOB Npw co3gaHnm

3N1eKTPOHHON noAnucn dopmata XMLDSIG.
Cwm. Takxe:

e Cepsuc O6paboTkm [LlokyMeHTOB
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OTobparkeHue AOKYMEHTOB nepepj, noanucbio Ha Be6-nHrepdenice
Nonb3oBatensa

Beb-unHTepodeiic Monb3oBaTens npeAoctaBaseT [oab30BaTeN M BO3MOXHOCTb BU3yaan3aL M 4OKYMEHTOB Nepes co3zaHnem
noanucu. Moaaep>KmBaeTca NPOCMOTP AOKYMEHTOB cieaytownx dopmaTos: PDF, XML, ODT.

Tak>ke MoryT 6bITb 06paboTaHbl 4OKYMeHTbl dopmaToB DOC, DOT, DOCM, DOTM, DOCX, DOTX, FlatOpc, FlatOpcMacroEnabled,
FlatOpcTemplate, FlatOpcTemplateMacroEnabled, OTT, OOXML, WordML, RTF, HTML, XHTML, MHTML 1 TXT, oAHaKO B 1X
OTHOLLEHWUN B paMKax NpOBeAEeHUSA OLLEHKM BAVSHUS TpebyeTcs NpoBepsaTb AOMNYCTUMOCTb UCMOb30BaHMA B KOHEYHOW CUCTEME.
MogpobHee 06 31om B . 1.5 gokymeHTa XTAK.00096-02 30 01. Kpmntollpo HSM. ®opmynsp.

Hacrpolika BM3yanvsaumm 4oKyMeHTOB nepes cosgaHnem II1 ocyLecTBAfeTca Npy NOMOLLM creLmanbHbIX MaarMHoB. YTobsl
BOCMo/b30BaThCsA naarnHom B Kpuntollpo DSS, ero HeobxoanMmo cHavana 3apeructpupoBaTh. PaboTa ¢ naarvHammn Busyanmsawum

AOKYMEHTOB Ha Be6—V|HTepcbe|7|ce [Monb3oBaTens OCyLLeCTB/AETCA Npu NOMOLLMN Ha6opa cneunanns3npoBaHHbIX KOMaHANETOB.

lMnarvHbl, NO3BOASAIOLLME BU3YaNN3NPOBaTh JOKYMEHTbI AaHHbIX GOPMAaTOB, HAXOAATCA B ANPEKTOPUM

<MNyTb ycTaHoBkn>\DSS\Plugins\Converters v MMeIOT CleAytoLLne Ha3BaHNA:

® DSS.DocumentConverter.PdfStub.dll — OTBeuaeT 3a oTobpaxkeHne 4oKyMeHTOB popmaTa PDF;

® DSS.DocumentConverter.Word.dll - oTBeYaeT 3a OTobpaXkeHme A0KyMeHTOB popmaToB DOC, DOT, DOCM, DOTM, DOCX,
DOTX, FlatOpc, FlatOpcMacroEnabled, FlatOpcTemplate, FlatOpcTemplateMacroEnabled, XML, ODT, OTT, OOXML,
WordML, RTF, HTML, XHTML, MHTML, TXT, PNG, JPG, BMP, JPEG, TIFF, GIF.

[Ansi akTMBaL MM BO3MOXHOCTU NPOCMOTpPaA 4O0KYMEHTOB HEOHXOAMMO 3aperncTprpoBaTh Hy>kKHble GOpMaThl U COOTBETCTBYHOLLME
nnarvHbl ¢ nomolbto Windows PowerShell. ins kaxzaoro ak3emnasipa Be6-npuaoxeHns B 4UpeKkTopun
<MyTb ycTaHoBkM>\Frontend cO3zaeTca CBOW COBCTBEHHbIA KOHOUIYpPaLMOHHBIA Gain ¢ UMeHeM

<Mma sk3emnafapa Beb-npunoxeHna>_convert.config.
Mpumep:

[JaHHbIV cLieHapwi perncTpupyet popmaTbl JOKYMEHTOB, A8 KOTOPbIX BO3MOXEH NMPOCMOTP C MOMOLLbHO YCTaHOB/IEHHbIX
MAarMHoB.

XKTAN.00096-02 91 02 Kpunrolpo DSS. PykoBoacTBo AOMUMHUCT paTopa Crpanvua 160 13 289


file:///D:/SVN/DSS/Sources/Doc/CryptoPro.DSS.Documentation/_site_pdf/_raw/_site_pdf/adminguide/frontend/cmdlets/converters.md

Add-DssFEConverterPlugin
Add-DssFEConverterPlugin
Add-DssFEConverterPlugin
Add-DssFEConverterPlugin
Add-DssFEConverterPlugin
Add-DssFEConverterPlugin
Add-DssFEConverterPlugin
Add-DssFEConverterPlugin
Add-DssFEConverterPlugin
Add-DssFEConverterPlugin
Add-DssFEConverterPlugin
Add-DssFEConverterPlugin
Add-DssFEConverterPlugin
Add-DssFEConverterPlugin
Add-DssFEConverterPlugin
Add-DssFEConverterPlugin
Add-DssFEConverterPlugin
Add-DssFEConverterPlugin
Add-DssFEConverterPlugin
Add-DssFEConverterPlugin
Add-DssFEConverterPlugin
Add-DssFEConverterPlugin
Add-DssFEConverterPlugin
Add-DssFEConverterPlugin
Add-DssFEConverterPlugin

Add-DssFEConverterPlugin

BHumaHue!

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

-FileExtension

pdf -Assembly DSS.DocumentConverter.PdfStub.dll

doc -Assembly DSS.DocumentConverter.Word.dll

dot -

docm

dotm

docx

dotx

FlatOpc -Assembly DSS.DocumentConverter.Word.dll

Assembly DSS.DocumentConverter.Word.dll

-Assembly DSS.DocumentConverter.Word.dll

-Assembly DSS.DocumentConverter.Word.dll

-Assembly DSS.DocumentConverter.Word.dll

-Assembly DSS.DocumentConverter.Word.dll

FlatOpcMacroEnabled -Assembly DSS.DocumentConverter.Word.dll

FlatOpcTemplate -Assembly DSS.DocumentConverter.Word.dll

FlatOpcTemplateMacroEnabled -Assembly DSS.DocumentConverter.Word.dll

xml -

odt -

ott -

ooxml -Assembly DSS.DocumentConverter.Word.dll

WordML -Assembly DSS.DocumentConverter.Word.dll

rtf -

html

xhtml -Assembly DSS.DocumentConverter.Word.dll
mhtml -Assembly DSS.DocumentConverter.Word.dll
txt -
png -
jrg -
bmp -
jpeg -Assembly DSS.DocumentConverter.Image.dll

tiff -Assembly DSS.DocumentConverter.Image.dll

Assembly DSS.DocumentConverter.Word.dll
Assembly DSS.DocumentConverter.Word.dll

Assembly DSS.DocumentConverter.Word.dll

Assembly DSS.DocumentConverter.Word.dll

-Assembly DSS.DocumentConverter.Word.dll

Assembly DSS.DocumentConverter.Word.dll
Assembly DSS.DocumentConverter.Image.dll
Assembly DSS.DocumentConverter.Image.dll

Assembly DSS.DocumentConverter.Image.dll

lMpn BO3HMKHOBEHWM OLLINOKM BO BPEMS M3MEHEHWA HAaCTPOEK MaaruH yAansaerca u3 cnvcka. HeobxoarnmMo 406aBuTb ero 3aHOBO

komaHgon Add-Dss***ConverterPlugin.

Ecn npocmoTp 3arpy>keHHOro okyMeHTa NojAep>X1BaeTca yCTaHOBAEHHbIMU NAarvHaMuy v BbIMOJHEHa perucTpaLms B

KOHOUrypauoHHoM dalise, To OKYMEHT OTOBPaXKaeTcs BO BKAaAKe «3arpyska JOKyMeHTa».
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NokyMeHT =
C:fakepathiKpunroflpo DSS. Obiyee onuc asue docx

[lokymeHT ByAeT oTnpasnex Ha cepeep. PasMep AOKYMEHTa HE A0M¥eH npeswiLats 20 M6,

Buibepure ain | Kpuntolp .. ue docx

Hasan  Bnepea CTpanmua: 1 M3 10

WTAM.00088-01 90 01

CepBep aNeKTPOHHOI nognucu
Kpuntollpo DSS

Bepcua 1.0

O6wWwee onucaHne

A NoAsep>KKY OTOBPaXKeHNs JOKYMEHTOB 0CObbIX pOpPMaTOB HEOHXOAMMO peann3oBaTh U 3aperncTpupoBaThb

COOTBETCTBYHOLLMIA NAarvH, OTBEYaOLLMIA ONMCaHHbIM B PykoBOACTBe pa3paboTunka TpeboBaHUsM.
MpuMep HaCTPOIKU KOANPOBKU

NMpumeuvaHune

lnarvH DSS.DocumentConverter.Word.d1l MOXET HEBEPHO OMPEAENVTb KOAUPOBKY B AOKYMEHTaxX Tuna xml, txt.B aTom
c/lyyae eé HeobXoAMMO 3aAaTh BPyUHYHo vepes napameTp encoding. ViMeHa koanpoBok npuBedeHsl Ha calite IANA. Yale Bcero
CMO/Ib3YHOTCA 3HaYeHus:: UTF-8, UTF-7, UTF-16BE, UTF-16LE, UTF-16, US-ASCII.

I'IpV| ,D,O6anIeHVII/I naarnHa:

Add-DssStsConverterPlugin -FileExtension xml -Assembly DSS.DocumentConverter.Word.dll -Parameters @{
"encoding"” = "UTF-8"}

[Mpy n3meHeHnn HacTpoek:

Set-DssStsConverterPlugin -FileExtension xml -Assembly DSS.DocumentConverter.Word.dll -ClassName
CryptoPro.DSS.DocumentConverter.Word.WordConverter -Parameters @{ "encoding" = "UTF-8"}
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OTobparkeHue AOKYMEHTOB B MO6W/IbHOM npuio>keHun myDSS

MobwunbHoe npuioxeHne myDSS vMeeT BO3MOXHOCTb OTOBpaxaTb JOKYMEHT Npv MOATBEPXKAEHWUMN OrnepaLn € 3TUM
L,0KYMeHTOM. HacTpolika COOTBETCTBYOLLMX MAarMHOB Npeobpa3oBaHms LOKYMEHTOB OCYLLECTBASETCA NPW NMOMOLLIM

cneymnanmsnpoBaHHOTO Ha6opa KOMaHANEeTOB.

LLEHTp MAEHTVIq)I/IKaU,I/II/I npeaocraBadaeT [Mosb3oBaTENAM BO3MOXHOCTb BM3yanmsayunm OKYMEHTOB B MO6UAbHOM npeanoxeHnm

myDSS nepeg co3gaHvem nognucy. MNoasep>XmnBaeTcs MPOCMOTP AOKYMEHTOB CiieayoLLmx popmaTos: PDF, XML, ODT.

Tak>ke MoryT 6bITb 06paboTaHbl JOKYMeHTbl dopmaToB DOC, DOT, DOCM, DOTM, DOCX, DOTX, FlatOpc, FlatOpcMacroEnabled,
FlatOpcTemplate, FlatOpcTemplateMacroEnabled, OTT, OOXML, WordML, RTF, HTML, XHTML, MHTML 1 TXT, OAHaKO B 1X
OTHOLLEHUN B paMKax NpPOBeAEeHUNs OLLEHKM BAVSHUS TpebyeTcs NpoBepsTb A0OMNYCTUMOCTb UCMOb30BaHMA B KOHEYHOW CUCTEME.
MogpobHee 06 31om B . 1.5 gokymeHTta XTAK.00096-02 30 01. Kpmntollpo HSM. ®opmynsp.

[MnarvHb, no3BOJIAOLWLME BU3Yaan3npoBaTb JOKYMEHTbI aHHbIX q)OpMaTOB, HaXo4ATCA B ANPEKTOpUN

<MyTb ycTaHoBkn>\DSS\Plugins\Converters n nMeroT CiedyroLLe Ha3BaHNA:

e DSS.DocumentConverter.PdfStub.d1ll — oTBeuaeT 3a oTobpaxkeHne AOoKyMeHTOB popmaTta PDF;

e DSS.DocumentConverter.Word.dll - oTBeuaeT 3a OTobpaxKkeHWe AOKyMeHTOB dopmaToB DOC, DOT, DOCM, DOTM, DOCX,
DOTX, FlatOpc, FlatOpcMacroEnabled, FlatOpcTemplate, FlatOpcTemplateMacroEnabled, XML, ODT, OTT, OOXML,
WordML, RTF, HTML, XHTML, MHTML, TXT, PNG, JPG, BMP, JPEG, TIFF, GIF./lna akTmBaL v BO3MOXHOCTM MPOCMOTPa
JOKYMEHTOB HEOOXOAMMO 3aperncTpupoBaTh Hy>kKHble GOpMaThl M COOTBETCTBYOLWME NaarmHbl ¢ nomotsro Windows
PowerShell. Ansa kaxgaoro ak3emnnspa Be6-NpuUoXeHUs B JUPEKTOPUN <MyTb ycTaHoBKM>\Sts CO34aeTCs CBOM

COBCTBEHHBI KOHPUIYpPaLMOHHBIA Gaiin C UMeHeM <WMs 3Kk3emnnspa Beb-npunoxeHns>_convert.config.

Ecav nnarvH npeobpazoBaHns HaCTPOEH BEPHO, B MOBUAbHOM MnpuaoxeHu myDSS B obnactu «/JaHHble onepaLmm» oTobpasntcs

JOKYMEHT, orepaLnio ¢ KOTOPbIM TpebyeTcs NoATBEPANTD.
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wll MTSRUS = 18:46 @ 88 % (W) #

X OMEPALIMA 1 wu3 1

[aHHble onepauumn

il
P KPUMTOTPO
L

NOATBEPOAUTDL

OTKA3ATbCH

Mpumep:
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Add-DssSTSConverterPlugin -FileExtension
Add-DssSTSConverterPlugin -FileExtension
Add-DssSTSConverterPlugin -FileExtension
Add-DssSTSConverterPlugin -FileExtension
Add-DssSTSConverterPlugin -FileExtension
Add-DssSTSConverterPlugin -FileExtension
Add-DssSTSConverterPlugin -FileExtension
Add-DssSTSConverterPlugin -FileExtension
Add-DssSTSConverterPlugin -FileExtension
Add-DssSTSConverterPlugin -FileExtension
Add-DssSTSConverterPlugin -FileExtension
Add-DssSTSConverterPlugin -FileExtension
Add-DssSTSConverterPlugin -FileExtension
Add-DssSTSConverterPlugin -FileExtension
Add-DssSTSConverterPlugin -FileExtension
Add-DssSTSConverterPlugin -FileExtension
Add-DssSTSConverterPlugin -FileExtension
Add-DssSTSConverterPlugin -FileExtension
Add-DssSTSConverterPlugin -FileExtension
Add-DssSTSConverterPlugin -FileExtension
Add-DssSTSConverterPlugin -FileExtension
Add-DssStsConverterPlugin -FileExtension
Add-DssStsConverterPlugin -FileExtension
Add-DssStsConverterPlugin -FileExtension
Add-DssStsConverterPlugin -FileExtension

Add-DssStsConverterPlugin -FileExtension

MpocMOTp HacTpoek niarvHa:

Get-DssStsConverterPlugin | where { $_.Extension -eq "xml" }

List

VI3meHeHme HacTpoek naarvHa:

pdf -Assembly DSS.DocumentConverter.PdfStub.dll

doc -Assembly DSS.DocumentConverter.Word.dll

dot -Assembly DSS.DocumentConverter.Word.dll

docm -Assembly DSS.DocumentConverter.Word.dll

dotm -Assembly DSS.DocumentConverter.Word.dll

docx -Assembly DSS.DocumentConverter.Word.dll

dotx -Assembly DSS.DocumentConverter.Word.dll

FlatOpc -Assembly DSS.DocumentConverter.Word.dll

FlatOpcMacroEnabled -Assembly DSS.DocumentConverter.Word.dll

FlatOpcTemplate -Assembly DSS.DocumentConverter.Word.dll

FlatOpcTemplateMacroEnabled -Assembly DSS.DocumentConverter.Word.dll

xml -Assembly DSS.DocumentConverter.Word.dll

odt -Assembly DSS.DocumentConverter.Word.dll

ott -Assembly DSS.DocumentConverter.Word.dll

ooxml -Assembly DSS.DocumentConverter.Word.dll

WordML -Assembly DSS.DocumentConverter.Word.dll

rtf -Assembly DSS.DocumentConverter.Word.dll

html -Assembly DSS.DocumentConverter.Word.dll

xhtml -Assembly DSS.DocumentConverter.Word.dll

mhtml -Assembly DSS.DocumentConverter.Word.dll

txt -Assembly DSS.DocumentConverter.Word.dll

png -Assembly DSS.DocumentConverter.Image.dll

jpg -Assembly DSS.DocumentConverter.Image.dll

bmp -Assembly DSS.DocumentConverter.Image.dll

jpeg -Assembly DSS.DocumentConverter.Image.dll

tiff -Assembly DSS.DocumentConverter.Image.dll

| select -ExpandProperty Converters | Format-

Set-DssStsConverterPlugin -FileExtension xml -Assembly DSS.DocumentConverter.Word.dll -ClassName
CryptoPro.DSS.DocumentConverter.Word.WordConverter -Parameters @{ "encoding" = "UTF-8"}

BHumMaHue!
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Mpv BO3HMKHOBEHMW OLLUMBKWN BO BPEMSA M3MEHEHWs HaCcTPOeK MaarvH yaansaercs u3 cnvcka. Heobxoanmo fo6aBuTb €ro 3aHOBO

komaHgon Add-Dss***ConverterPlugin.
HacTtpoiika koanpoBku

[MpuMeuaHune

[narmH DSS.DocumentConverter.Word.d1l MOXET HEBEPHO OMPeAeNnTb KOAMPOBKY B AOKYMEHTax Tuna xml, txt.B 3tom
C/lyyae eé HeoHX0AMMO 3a4aTb BPyUHYHO Yepe3 napaMeTp encoding. iIMeHa koampoBok npvBeseHbl Ha cavte IANA. Yalue Bcero
NCMO/b3YHOTCA 3HaYeHus: UTF-8, UTF-7, UTF-16BE, UTF-16LE, UTF-16, US-ASCII.

MprMep HacTPOVKN KOAVMPOBKM aHaNOrMyeH HacTpolike Npu oTobpaXkeHnn J0KyMeHTOB Ha Beb-nHtepdelice MNonb3oBatens.

MnarvuuH anqa BU3yaansauyumun 6onbWwmnx AOKYMEHTOB

ﬂ,aHHbIIZ naarvH obecneumsaet B/3yaan3salnto 4OKYMEHTOB, KOTOPbIE B CUIy CBOETO pa3Mepa He MOryT ObITb B/3YyannN3NpPOBaHbI

APYrMm cnocobamum.

[Ansi JOKYMEHTOB, NPEBbILLAIOLLMX MaKCMMaibHO BO3MOXHbIN A5 BU3yanav3aLum pasmep, naarvH ¢opmupyet xml-"BbIKUMKY"

JOKYMeHTa, BK/IFOYatoLLyto B cebs:

® /IMA AOKYMEHTa;
® pasmep JOKYMEHTa;
® X3l AOKYMEeHTa B KOAnpoBke Baseb4.

[Janee, npn nomowm XSLT-npeobpazosaHus gaHHbI xml TpaHdopmmpyeTtcs B HTML-A0KyMEHT, KOTOPbIV B CBOHO OYepesb U

BU3yaan3npyeTcs.

MpuMep xml-"BbIKMMKIN" NpesCTaBAeH HUXKE!

<LargeDocPreview>
<FileName>fileName.doc</FileName>
<Size>1,86</Size>
<Hashval>/kf ... </Hashval>
</LargeDocPreview>

MpvmMep XSTL-npeobpa3oBaHus, NCMOAb3YEMOrO B NAarnHe no yMOoAYaHuo AOCTYMEeH MO CCbIIKE:

B cnyuae, ecam nnarvH HacTpoeH npaBuabHO, 6obLve Gaiisibl ByAyT BU3yannsmnpoBaThes Cledyrolmm obpasom:
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IIPEBI:I]I]E]I MARCHAMAJIBHO BOIMOKHBIH 118 BH3IVATH3AIHH PasMep

daiaa
TlapasmeTp J0KynenTa Inawenne
1517 E:'Kpumrellpe DSS. Pyrosoactso paspaborursa.doc
[P asuep: 1,86 MB
[em-smanenue: 1j kFGpurZm SzDmuTir] B8+dJwY+LIeITSN2A 51 70Q=

Pernctpauuna nnarnHa

ﬂ,)’lﬂ perncrpaum nnarnHa HEO6XOAVIMO BbIMOJIHUTb CIEAYHOLLYHO KOMaHAY:

Add-DssStsConverterPlugin -FileExtension %FileExtension% -Assembly
DSS.DocumentConverter.LargeDocPreprocessor.dll -Classname
DSS.DocumentConverter.LargeDocPreprocessor.LargeDocPreprocessor -Parameters @{"MinimalDocSize"="1"} -Priority
1

MapaMeTpbl NAarnHa BKAKOYaLOT B Ce6s:

® MinimalDocSize - MUHMMAabHbBIVM MOPOroBbIv pa3mep $arinos (B Merabaritax) AN KOTOPbIX OyAeT OCyLLeCTBAATLCS

npeobpasoBaHue (Bce Gaiisibl C MEHbLLM Pa3MePOM UIHOPUPYHOTCS);
e Xslt - nyTb Kk dainy ¢ nonb3oBaTenbcknuM XSLT-npeobpasoBanHueM (415 cMTyaLLuiA, kKorga npeobpasoBaHme Mo YMOAYaHUIO

He NoAXOANT).

MNpumeuvaHue

MapameTp MaxIisContentlLength Beb6-uHTepdelica orpaHnYMBaET MakCMMabHbIA pa3Mep daina, KOTOPbIA MOXET 6bITb

obpaboTaH ceprcoM. KoHUrypaLmio naarvHa cnesyeT ocyLLecTBAATb C y4eTOM 3Ha4YeHUsA AaHHOro napameTpa.

MNpumeuvaHue
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Mo6unbHoe npuioxeHre myDSS npu NomoLLy AaHHOTO KOHBEPTEPa NO3BOISET OTOBpaXKaTb JOKYMEHTbI pasMepoM He 6osiee
17 MB.

nOCTpOEHMe Lenoyku njarmHoB Bn3yaansauunm

Cncrema nnarnHos LeHTtpa VigeHTndunkaumnm no3sonset opMmnpoBaTh U3 HUX LienoyKy. ITO AaeT BO3MOXHOCTb
CKOHUrypmnpoBaTb NaarvHbl BU3yanvsaumm Taknm obpa3om, UTobbl JOKYMEHTbI pa3MepoM HMXKE MOPOroBOro 3HaueHus
06pabaTblBasNCh OL4HUM MAArMHOM, @ JJOKYMEHTbI BbILLE - APYTUM.

[na Toro, utobbl LleHTp MaeHTUdMKaL MM NOCTPOUA 13 NIAarMHOB LLeMOYKyY, OHU AOMKHbBI ObITh 3aperncTprMpoBaHbl A1 O4HOTO U
TOrO >e paclMpeHns, MpU 3TOM NOPALOK OTPaboTKM MAarMHOB B LieNnoyKe 3aBUCUT OT napameTpa Priority, 3azaBaemoro npw
perucrpawmm naarmHa.

MnarvHbl ¢ MeHbLWKM Priority BbINOAHAIOT Npeobpa3oBaHye B Liernoyke paHblue. [lanee npuseseH NpuMep pernctpawm naarmHos,
KOTOPbIV NO3BOANT 0bpabaTbiBaThb JOKYMEHTbI C pacumpermeM .doc atoboro pasmepa.

Add-DssStsConverterPlugin -FileExtension doc -Assembly DSS.DocumentConverter.LargeDocPreprocessor.dll -
Classname DSS.DocumentConverter.LargeDocPreprocessor.LargeDocPreprocessor -Parameters @{"MinimalDocSize"="10"}
-Priority 1

Add-DssStsConverterPlugin -FileExtension doc -Assembly DSS.DocumentConverter.Word.dll -Classname
CryptoPro.DSS.DocumentConverter.Word.WordConverter -Priority 2

B AaHHOM NprMepe perucTpupyeTcs naarvH Ans 6onbluvx GanioB ¢ MMHUMabHbIM pa3dmepos B 1T0MB v Priority 1, a Takxe
naarvH Bu3yanmsauum gokymeHtos Word. Mpu nepegave gokymeHTa .doc B MObUABHOE NPUIOXKEHNEe ByAeT NPOUCXOANTb
cnepytolee:

e Eciv fokyMeHT npeBbillaeT pa3mep B 17 Mb, oH He ByaeT BM3yannsmpoBaH;
e [lokyMeHT nonagaet B MaarvH Bu3yannsaLum 60bLINX JOKYMEHTOB (NaarvH C npuopuTeToM 1);
o Ecnn pa3mep gokyMeHTa npesbilLaeT noporosoe 3HaveHve (10 Mb B gaHHOM npumepep), OH byAeT BM3yann3npoBaH
naarMHom 60/bLW X AOKYMEHTOB B CreLnasibHOM BuAe (CM. CKPUHLLOT BbILLE);
o Ecnv pa3mep goKyMeHTa MeHbLLIE MOPOroBOro 3HaUeHWs, JOKYMEHT NepeAaeTcs caeaytowemy naarvHy Lenoyvky 6e3
V3MEHEHUI;

e [lokyMeHT nonazaet B naarvH BusyaamsaLmmn gokymeHtoB Word (naarvH ¢ npropuTeToM 2) 1 A5 Hero GopmMumpyeTcs

TpaAuLMOHHas oTobpaxaemas dpopma.
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OTobparxeHue aokymeHTta B popmarte DTBS

KpVII'ITOﬂpO DSS npeaocraBideT [Monb3oBaTENAM BO3MOXHOCTb OTO6pa)KeHVIF| cneymnanbHO NOAroTOBJIEHHbBIX 4OKYMEHTOB Ha Beb-

nHtepdeiice MNonb3oBaTens nepes Co3gaHnem nognucy nav WndpoBaHMEM JOKYMEHTa.

DTBS-a0okyMeHT npegcraBaset cobort XML-10KyMeHT, cGOpPMUPOBAHHLIN B COOTBETCTBUN CO CNIEAYHOLLEN CXEMO:

<?xml version="1.0" encoding="utf-8"?>

<xs:schema targetNamespace="http://www.cryptopro.ru/schemas/2014/08/dtbs"
elementFormDefault="qualified"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema™
xmlns:dtbs="http://www.cryptopro.ru/schemas/2014/08/dtbs"

<xs:element name="dtbs" type="dtbs:dtbsType" />
<xs:complexType name="dtbsType">
<XS:sequence>
<xs:element ref="dtbs:row" minOccurs="0
</Xs:sequence>
<xs:attribute name="unattendedSign" type="xs:boolean">
<xs:annotation>

maxOccurs="unbounded" />

<xs:documentation>
Ecnnm "true', To QOKYMeHT nognuceiBaeTcA 6e3 oTobpaxeHua u
NoATBEpXAEeHUA Mosib3oBaTesieM. B 3TOM c/iyYae 3/IeMeHTbl row
[OXHBl OTCYTCTBOBATh.

</xs:documentation>

</xs:annotation>
</xs:attribute>
</xs:complexType>

<xs:element name="row" type="dtbs:rowType" />
<xs:complexType name="rowType">
<XS:sequence>
<xs:element name="name" type="xs:string">
<xs:annotation>
<xs:documentation>
HasBaHne knw4eBoro nonAd c XML-AOKYMEHTOM, KOTOPpblii Heob6XxoAuMO O0TObpasuTb
</xs:documentation>
</xs:annotation>
</xs:element>
<xs:element name="value" type="xs:string">
<xs:annotation>
<xs:documentation>
3HavyeHne Kkw4eBoro nonAa ¢ XML-AOKYMEHTOM, KOTOpblii HeobxoauMo OTo6pasuTb
</xs:documentation>
</xs:annotation>
</xs:element>
</Xxs:sequence>
</xs:complexType>
</xs:schema>

OtobpaxeHne DTBS-A0KyMeHTOB BO3MOXHO Tak>e B MObubHOM npunoxkeHun myDSS, ecam Ha LenTpe VigeHTndurkaumnm
HaCTpPOeHbl COOTBETCTBYOLLME MAaruHbl. [NaarviH, No3BoAsOLWMIA 0TO6Pa3nTb 3Ty MHPOPMALLUIO, HAXOAUTCA B AMPEKTOPUN

<MyTb ycTaHoBkn>\DSS\Plugins\Converters n Ha3biBaeTca DSS.DocumentConverter.Dtbs.dll.

PaboTta c naarmHom NPOnN3BOAUTCA MPU MOMOLLU CcneymnaibHbIX KOMaHANETOB. I'Ip|/| AO6aBJ’IEHI/|I/I nnarnHa HEO6XOAI/IMO TakXxe

3aZlaTb HACTPOWKK, NEPEUNCIEHHBIE B TabavLe HUXKEe. DTN HAaCTPOWKM 3a4atoTCs BHYTPU napaMeTpa Parameters Tuna Hashtable:
@{paramNamel=paramValuel; paramName2=paramValue2;..;paramNameN=paramValueN}

, rAe paramNamei, paramValuei — Ha3BaHWe 1 3Ha4YeHWe NapamMeTpa COOTBETCTBEHHO.

MapameTpbl naarnHa DSS.DocumentConverter.Dtbs.d1l
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MAPAMETP ONMUCAHWE

PageSetup.LeftMargin OTcTyn B OKyMEHTE CeBa.
PageSetup.TopMargin OTcTyn B JOKyMEHTE CBEPXY.
PageSetup.RightMargin OTcTyn B fOKyMEHTE CripaBa.

PageSetup.BottomMargin OTcTyn B AOKYMEHTE CHU3Y.

PageSetup.PageHeight BbicoTa cTpaHuLpl AOKyMeHTa.

PageSetup.PageWidth LLnpuHa cTpaHnLbl AOKYMEHTa.

Pa3mepbl oTobpakaeMoro fokymeHTa. [laHHbI napameTp No3BOASET BbIOpaTh CTaHAAPTHbIE pa3Mepbl Mo

PageSetup.PaperSize ob603HauveHMo popmata 13 TabanLpl Huke. [ns BBOAA NO/Ib30BaTENbCKUX MapaMeTPOB UCMO/b3YeTCa 3HaUYeHne
Custom.

PageSetup.Gutter PaccrosHmne mexay ctpokamm.

xslt MyTb k danny c XSLT-npeobpazosaHnem. OnumoHabHbIN NapameTp.

CraHAapTHble pasMepbl AOKYMEHTOB

:3“:2":‘; PA3MEPbI
A3 297x420Mm
Ad 210x297Mm
A5 148x210MM
B4 250x353mm
B5 176x250mMMm
Executive 7.25x10.5"
Folio 8x13”
Ledger 11x17"
Legal 8.5x14"
Letter 8.5x11"
EnvelopeDL 110x220MMm
Quarto 8x10”
Statement 8.5x5.5"
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Tabloid 11x17"
Paper10x14 10x14"
Paper11x17 11x17"

Mpw BbIGOPE AaHHOMO pasMepa HEOBXOAVIMO CaMOCTOATENLHO 3aAaThb Pa3Mepbl CTPaHULbI MPU MOMOLLM MapaMeTpoB 13

Custom
TabauLpl BbILLE.

lNMpuMep pernctpauum naarmHa Ana otobpaxeHunsa AokyMeHToB ¢popmata XML:

Add-DssFeConverterPlugin -FileExtension dtbs -Assembly DSS.DocumentConverter.Dtbs.dll -Parameters @{
"PageSetup.LeftMargin"="10"; "PageSetup.PageWidth"="350"; "PageSetup.TopMargin"="10";

"PageSetup.PageHeight"="100"; "PageSetup.RightMargin"="10"; "PageSetup.PaperSize"="Custom";
"PageSetup.BottomMargin"="0"; "PageSetup.Gutter"="0"}

NpumeuaHue

PaclumnpeHue, ykazaHHOe B napameTpe -FileExtension Npu perncrpaLimu niarvta, u paclimpeHve Garina otobpaxaemoro

JLOKYMeHTa AO/KHbI COBMaaaThb.
MpuMep coaepXUMOro AOKYMEHTa, KOTOPbIi HEOH6X0AMMO OTO6pPa3mnTh:

<?xml version="1.0" encoding="utf-8"?>
<dtbs xmlns="http://www.cryptopro.ru/schemas/2014/08/dtbs">
<row>
<name>HavmeHOBaHWe [OKyMeHTa</name>
<value>MNnaTéxHoe nopy4eHue</value>
</row>
<row>
<name>baHK nony4aTena</name>
<value>AKb "Pora u koneita“</value>
</row>
<row>
<name>CYéT nony4aTtena</name>
<value>40781032100000000000< /value>
</row>
<row>
<name>CymMma nnaTexa</name>
<value>100 RUB</value>
</row>
</dtbs>

OTtobparkeHne AOKyMeHTa:
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CosfnaHue noanucu

[OoKYMEHT -
[okymeHT Gein 2arpyeH ¢ BHelUHero caita.

d4a%aa2f-6933-4a82-b508-854dd8c9c878

nraTEzHos DopyHEexmse BEE
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Hacrpoiika orpaHMueHn pasmMmepoB JOKYMEHTOB

B KpunTolpo DSS cyliecTByeT BO3MOXHOCTb HACTPOUTb MaKCVMMaJlbHbIV pa3Mep AOKYMEHTA, C KOTOPbIM COBEPLUAETCS onepaLus
WndppoBaHms, paclumdpoBaHms Uam nognucu. Mo yMonyaHuo MakCUManbHbIA pa3Mep Takoro 4okyMeHTa coctaBaset 5 Mbawr.
Ecnn TpebyeTcs M3MeHUTb JaHHOE OrpaHUYEeHIE, 3Ta HAaCTPOViKa A0/XHa BbiTb BbinosHeHa Ha Cepauce lMNMognucy, Ha Beb-
nHTepdeiice MNonb3osatens, a Takxe Ha LleHTpe VigeHTndurkaumm. MNpn HeOBXOANMMOCTM NOATBEPXAEHNSA OnepaLLuii
MCNONb30BaHNEM MOBUABHOTO MpuaoXeHnss myDSS aHanorMuHyro HaCcTPOWKY HY>KHO BbIMOHUTbL Ha 3k3emnaspe Cepsuca

B3aVMOZENCTBNsA ¢ MOBUbHBIM NpuaoxeHnem myDSS 1 ak3emnaspe Cepsuca B3anmogelictams ¢ LI myDSS.

Cnncok KOMaHANETOB, NPU MOMOLLIM KOTOPbIX HacTpanuBaeTcsa orpaHNYeHre MakCcMMaabHOro pasmepa nepeAaBaemMoro JoKyMeHTa,
npuBeseH B TabanLie HUXKe.

KOMMOHEHT KOMAHANET
Cepsuc Moanucu Set-DssEndpointGlobalSettings ¢ napamerpom MaxMessageSize.
LleHTp

Set-DssStsEndpointGlobalSettings ¢ napametpom MaxMessageSize.
ViaeHTndukaumm

Beb-wrrepgeiic Set-DssFeProperties c napametrpom MaxIISContentLength.

[Monb3osatens
myDSS External Set-MyDssServerlnteractionPushServiceEndpointGlobalSettings n Set-
Interaction Server MyDssServerInteractionServiceEndpointGlobalSettings c napametpom MaxMessageSize.

myDSS Internal

. Set-MyDssServerInternalEndpointGlobalSettings ¢ napametrpom MaxMessageSize.
Interaction Server

mDAG Set-MdagEndpointGlobalSettings c napametpom MaxMessageSize.

3HaueHVe NapaMeTpa MaxMessageSize 3asaeTcs B 6alTax U MO yMOAYaHWIO paBHO 5 MbanT (2147482624 6awrT).

Ecnn gonyckaetcsa nepegava 60/bLLNX JOKYMEHTOB (K MpumMepy, pasmepom 6osee 50 MbaiiT), MoXKeT noTpeboBaTbcs HacTpovika
TallMayTa Ha nepegavy faHHbiX. [laHHble HaCTPOWKM OCyLLLECTBAAIOTCA Ha kommnoHeHTax Cepsuc Mognucy, LieHTp
Naentuourkaunm, CepBuc B3aMOZENCTBUS ¢ MOBUAbHBIM NpuaoxeHneM myDSS myDSS u Cepsuc B3avmogeincteums ¢ LI npu
MOMOLLM TeX K& KOMaHAJEeTOB, UTO 1 B TabsimLe BbILLE, HO C MapamMeTpamMn MaxRecieveTimeOut M MaxSendTimeOut.3Tn

napamMeTpbl MO3BOAIOT HACTPOUTL BPEMS MOJTyYEHUSA U OTMNPaBKM COODBLLEHNSA CEPBEPOM.

NMpumeuvaHue

B uenax nckatoueHms gerpagalmmn nponssogutensHocty Kpuntollpo DSS, pekoMeHayeTcs He ycTaHaBAMBaTb OrpaHMyeHne Ha
MaKCMMabHbIN pa3Mep AOKYMeHTa Bbie 50 MbawT.

Mpumep HacTpoOIikM OrpaHUUYeHU NnepegaBaemMoro AoKymMeHTa:

# HacTpoiika orpaHudeHna Ha LN
Set-DssStsEndpointGlobalSettings -MaxMessageSize 5242880 -DisplayName STS

# HacTpoiika orpaHudeHna Ha Cepsuce Moanucu
Set-DssEndpointGlobalSettings -MaxMessageSize 5242880 -DisplayName SignServer

# HacTpoika orpaHuyeHus Ha Beb-uHTepdeiice Monb3oBaTena
Set-DssFeProperties -MaxIISContentLength 5242880 -DisplayName Frontend

# HacTpoiika orpaHu4eHna Ha mDAG
Set-MdagEndpointGlobalSettings -MaxMessageSize 2147482624
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Hacrpoiika aBToonpeaeneHus ¢popmarta AOKYMEHTOB

B Kpuntollpo DSS cyLiecTByeT BO3MOXHOCTb HAaCTPOUTb aBToonpeseneHne popmarta 4OKYMEHTa, NepesaBaeMoro
nHdopmaLmoHHon cuctemort B DSS nocpeactsom REST-nHTepdelica. 3T0 No3BoaseT ynpocTUTb NpoLLecc co3aHuns NoANncK B
cnyyasx, Korga nHGopMaLMoHHasa CUCTEMa MO TEM WU MHBIM MPUYMHAM He MMeeT BO3MOXHOCTW NnepeAaTthb B 3aMpoce Ha Nognunch

AOKyMeHTa ero dopmar.

Cnncok KOMaHANEeTOB, NPy NOMOLLKX KOTOPbIX HaCTpanBaeTCa aBToonpeaesneHmne q>opmaTa nepegaBaeMoro JOoKyMeHTa, npuBeseH

B TabavLLe HUXe.
KOMMOHEHT KOMAHANET

LleHTp ViaeHTndumkaumm Add-DssStsConverterAutoDetectProperties, Enable-DssStsConverterAutoDetectProperties.

Beb- 7 . .
eb-urTepgenc Add-DssFeConverterAutoDetectProperties, Enable-DssFeConverterAutoDetectProperties.

[Monb3oBatens
Cepsuc ObpaboTku Add-DssDocumentStoreConverterAutoDetectProperties, Enable-
[lokymeHTOB DssDocumentStoreConverterAutoDetectProperties.

HacTpolika npousBoguTcs cieaytolmm obpasom:

e [lobaBneHve popmMaTa JOKYMEHTA U ero cMrHaTypbl (MapameTpbl -FileExtension <string> W -Signature <int>);

e Bk/toyeHve aBToONpPeaeneHns popmata JOKyMEHTOB.
MNpumeuvaHue
Mapametp -Signature gomkeH cogep>xkatb HEX-3HaueHue nepBbix 6aliTOB AOKYMEHTa, ONpesenstoLLyx ero Gopmar.
Mpumep HacTpoiikn gna COA:

Add-DssDocumentStoreConverterAutoDetectProperties -FileExtension docx -Signature <3HayeHue B HEX> -

DisplayName <DocumentStore AppName>
Enable-DssDocumentStoreConverterAutoDetectProperties -DisplayName <DocumentStore AppName>
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MNMpeo6bpasoBaHne XML-paokymeHTOB

Cepsuc Moanvcn obecneunBaeTt Noasep>KKy nonab3oBaTenbckux XML-npeobpaszoBaHmnin npu dopMmrpoBaHnm noanuncn dopmata

XMLDSig . [laHHas BO3MOXHOCTb obecrneunBaeTtca nytem peructpauinm Ha Cepsuce MNognucn naarnHa XML-npeobpasosaHms.

Perncrpaums nnarvHa ocyLLLecTBASETCA Npu nomoLm komaHanetos cpebl Windows Powershell. Ans perucrpauum Heobxogmma

cnegyrolas nHbopmaLms:

® yMsA cObopku, cogepKallen knacc ¢ peanmsaumein XML-npeobpasosaHus;
® M3 Kiacca, peanmnsyrollero XML-npeobpasoBaHume (ONLMOHaNBHO);

® CMWCOK MAEHTUDUKATOPOB JaHHOTO NpeobpazoBaHus.

Mocne nonyueHns Tpebyemon nHGopmaL MM HEOBXOANMO BbINOAHUTL KoMaHaneT Add-DssSignServerTransformPlugin, koTopbliii
MO3BOJINT 3aperncTpmpoBaThb NaarvH cuctemsl. lanee npescrasaeHbl NPYMepPbl PErncTpaLMmn noJib3oBaTelbCckmx npeobpasoBaHmi,

KoTopble MAYT B cocTase AncTpubyTtuaa Kpuntollpo DSS.
Mpumepsbi:

[JobasneHne XML-npeobpaszoBarus agna ®orHga CoymanbHoro crpaxoBanHua (PCC) PO (HopmaTuBHBIA AOKYMEHT JOCTYMeEH Mo

CCblNKeE):

Add-DssSignServerTransformPlugin -Assembly CryptoPro.DSS.Xml.Transforms.dll -Classname
CryptoPro.DSS.Xml.Transforms.XmlFssTransform -Identifiers "urn:xml-dsig:transformation:v1.1"

[JlobasneHne XML-npeobpa3zosarusa XPath Filter 2.0 (HopmaTnBHBbIA AOKYMEHT JOCTYMNEH MO CCbIKE):
Add-DssSignServerTransformPlugin -Assembly CryptoPro.DSS.Xml.Transforms.dll -Classname

CryptoPro.DSS.Xml.Transforms.Filter2SubstractTransform-Identifiers "http://www.w3.0rg/2002/06/xmldsig-
filter2"
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Hacrpoiika CepBuca Bsanmopgenicreua c DSS SDK (myDssApiGateway,

mDAG)

Cepsuic B3anmogericteus ¢ DSS SDK (myDssApiGateway, mDAG) npezocraBaseTt 4oCTyn K KOMMoHeHTam DSS npm

B3aMMOZeNcTBumM ¢ HuMm vepes DSS SDK. Mpu aTom cxema B3aumogelicteus DSS SDK n DSS Bbirnaaut caegyrownm obpasom:

BHewHsns ceTb (Internet)

Mo6unbHoe npunoxeHne
Ha 6aze myDSS SDK

KoHTtponupyemas soHa (DMZ)

myDSS5 APl Gateway

PUSH-cepeepbl

B aTom pasgene:

e Hacrporika sk3emnaspa
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o O6beKThl AAMNHUCTPUPOBAHUA N KOMaHANIETbI

e [lpumep PowerShell-cueHapus
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Co3paHune n HacTpolika s3k3emnasapa CepBuca Bsaumopeuncrema ¢ DSS
SDK (myDssApiGateway, mDAG)

[aHHbIN pa3gen onpesenseT Nocae0BaTeNbHOCTb A4eACTBUA NPU pa3BOpaYMBaHMM 1 HACTpoKe ak3emnaspa CepBuca
B3aumMogenctensa ¢ DSS SDK (mDAG).

o [pumep pasBopauunBaHusa
MpeaBapuTenbHble yc10BUA:

e YcraHoBseHHas posb Cepaep npunoxennia (1IS);
e HactpoeHHas npussska https* Ha CepBepe npunoxenni (11S);

e YcraHoBneHHbI Kpyuntollpo CSP (BXOAWT B KOMMIEKT MNOCTaBKW);

BHuMaHue!
Beb-cepBep, Ha kKoTopoM pa3BopaymBaeTcs MDAG, f0KeH 1crnoab3oBaTh cepTudumkart, cootsetcraytowwmii FTOCT P 34.10-2012.
NpumeuaHue
Sk3emnaap MDAG MOXHO MNONHOLEHHO HAaCTPOWUTb, KOTAa Pa3BEPHYTbI M HACTPOEHbI 3K3eMMIAPbl OCTaNbHbIX KOMMOHeHTOB DSS.
ba3oBas nocnepoBaTe/IbHOCTD WAroB Mo HacTpoiike (06A3aTenbHbIE):
1. CozgaHue 3k3emnasapa cny>k6e1 mDAG (komaHanetr New-Mdaglinstance).
Ha sgaHHOM Lare 6yzeT co3zaHo Beb-npuaoxeHve Ha CepBepe npuaoxeHuni |IS.
Mpuvmep:

New-MdagInstance -SiteName "Default Web Site" -DisplayName apigateway

2. Hactpoiika goctyna k DSS uepe3s mDAG.
Ha saHHOM Luare npor3BoamnTCs HacTpoika goctyna Kk DSS uepez mDAG c ncnonb3oBaHunem npotokona OpenlD Connect 1.0.
HacTpolika ocyLLecTBAsSieTCs NOCPeACTBOM BBOAA CAEAYOWUX KOMaHS;:

# HacTpoiika Ha LeHTpe UaeHTudmkaumn poctyna no OpenID Connect

Add-DssClient -Identifier cryptopro.dss.mydss.<apigateway App Name> -Name "<myDSS API Gateway>" -Description
"<myDSS API Gateway OAuth client description>" -AllowedFlow MyDssAssertion,ClientCredentials -GenerateSecret

# HacTpoiika Ha mDAG pocTtyna no OpenID Connect
$clientSecret = (Get-DssClientSecret -ClientId cryptopro.dss.mydss.<apigateway App Name>).Value

Set-MdagProperties -ClientId cryptopro.dss.mydss.<apigateway App Name> -ClientSecret $clientSecret

NpumeuvaHue

3aperncTpmpoBaHHbIi clientSecret felicTBUTENEH B TedeHMe 1 roga ¢ MOMEHTa ero perncrpauuu. Mocne ero ncreyeHms

HeobxoAMMO CreHepMpoBaTb HOBbIN clientSecret ANf MPEXHEro KAneHTa:

Set-DssClient -ClientId cryptopro.dss.mydss.<apigateway App Name> -GenerateSecret
$clientSecret = (Get-DssClientSecret -ClientId cryptopro.dss.mydss.<apigateway App Name>).Value

Set-DssFeOidcSettings -ClientId cryptopro.dss.mydss.<apigateway App Name> -ClientSecret $clientSecret
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3. Perucrtpauusa kpuntonpoBaiigepa gna mDAG.

Ha gaHHoM Lware B 3k3emnaspe LieHTpa MigeHTndurKaLmm pernctprpyeTca KpuntonpoBaingep, KOTopbI MCMONb3YeTcsa paboTsl
MDAG c 3aKpbITbIMK Kato4amu MNMonb3oBaTenei.

MpvMep pernctpaumm kpuntonposargepa ans Kpuntollpo CSP (415 paboTbl B TECTOBOM pPeXXMME):

Add-DssCryptoProviderProfile -DisplayName \<STSAppName> -Type MyDss -PrimaryProviderName "Crypto-Pro GOST R
34.10-2012 Cryptographic Service Provider" -PrimaryProviderType 80 -Name "CryptoProfile for DSS SDK"

4. HacTtpoiika napamMeTpoB B3anmogeiicteusa ¢ myDSS.

Ha gaHHOM Luare Npov3BOAWTCSA HACTPOMKa NapaMeTpoB B3anMogencTems ¢ myDSS. MonHoe onucaHve napameTpoB NpUBELEHO B
onucaHum komaHganeta Set-DssMyDssProperties. Ins obecneuenus 6azooit pabotocnocobHoct mDAG HeobxoMo
cnepytolee:

e 33saTb Ha LI agpec mDAG;
® 33saTb pexxunm pabotbl SDK - Strong ans cozpaHus YKII, Weak ans YHIIT,

® HacTpouTb TpeboBaHWe NPOBEPATb YHUKANbHOCTb OTneyaTka ycTponcTsa [onb3oBaTtens -DeviceFingerprintRequired -
$true wan $false.

Set-DssMyDssProperties -MyDssServiceUrl https://<hostname>/<mDAG App Name> -MyDssKeyProtectionType Strong -
DeviceFingerprintRequired $true

MNpumeuvaHue

Pexxum pabotbl SDK Weak (mapamerp -MyDssKeyProtectionType ) MOXET MCMO/Ib30BaTLCA TONbKO AJIf CO34aHUA YCUNEHHOM
HeKBa/IMPULLMPOBAHHOW 31EKTPOHHON MOAMUCH.

JononHntensHo ans cLeHapus MHULManmM3aLm MobuabHOro yCTpoincTea npu nomoLum QR-koga ¢ HayaibHbIM BEKTOPOM
ayTeHTUdmKaLum (cm. pasgen 5.3 gokymenta "XKTAN.00096-02 96 02 Kpuntollpo DSS. ObLiee onvcaHne") MOXHO HaCTpOUTb
3aLLMTY HaYaNbHOro BekTOpa ayTeHTUdMKaLL MM NPy NOMOLLM KOAa akTMBaLLuW, nepesaBaemoro B SMS- uan Email-coobuyeHunn.
[Nt 3TOro HeOBXOAMMO BbINOJHUTL CEAYHOLLME HACTPOVKM:

# [Ona Monb3oBaTensa
Set-DssMyDssProperties -KeyInfoDivideByUserRequired 1

# Ona OnepaTopa
Set-DssMyDssProperties -KeyInfoDivideRequired 1

# YcTaHOBKa A/MHbl KoAa akTuBauuu 8 CUMMBOOB
Set-DssMyDssProperties -SecondKeyPartLength 8

5. BkntoueHue MmeToja ayTeHTUDUKaALMNA.

Ha gaHHOM Luare Npov3BOANTCA BKIOUEHNE MeToAa ayTeHTudumKaumm myDSS npu nomowm komaHaneTa Enable-
DssAuthenticationMethod.

Enable-DssAuthenticationMethod -Uri "http://dss.cryptopro.ru/identity/authenticationmethod/mydss"

nan

Enable-DssAuthenticationMethod -Id 16

6. UnTerpauma c komnoHeHtamu DSS.

Ha gaHHOM ware npownsBoanTca nHterpauma mDAG c gpyrumm komnoHeHTamum DSS. [ina aToro AgMUHUCTPaTOp A0/KEH
HaCTPOWUTb ajpeca BCeX HEOHXOANMbIX CEPBMCOB MPpU NOMoLLM KoMaHaneTa Set-MdagProperties.
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# WHTerpaumsa c UeHTpom UpeHTudukauum:
Set-MdagProperties -IdpBaseAddress <http://<hostname>/Sts App Name>

# WHTerpaumsa c Cepsucom lognucu
Set-MdagProperties -SignServerBaseAddress <http://<hostname>/SignServer App Name>

# WHTerpaumsa c CepBucom AyauTa
Set-MdagProperties -AnalyticsBaseAddress <http://<hostname>/Analytics App Name>

# WHTerpauma c¢ CepBucom 06paboTku [JoKyMEHTOB
Set-MdagProperties -DocumentStoreBaseAddress <http://<hostname>/DocumentStore App Name>

7. NopknioueHue CepBuca O6paboTku Onepauuii.
Ha gaHHOM ware npow3sBoanTtcs nogkntoueHme Cepauca Obpabotkm Onepaumii k Cepsucy MNognucn n LleHTpy MaeHTndumkaymu.
# MNopknwdeHne CepBuca Ob6bpaboTku Onepauui

Connect-DssOperationStore -ConnectionInfo <$connInfo> -DisplayName <SignServer AppName>
Connect-DssStsOperationStore -ConnectionInfo <$connInfo> -DisplayName <STS AppName>

B napameTp -ConnectionInfo MOXHO MOMECTUTb NMepeMeHHY0, B KOTOPOI HaXOAWTCA pe3y/ibTaT 3anoHeHWs CTPYKTYpbl

SQLConnectionInfo, MCNoab3yeMoWn Npu pa3BopaunBanmm b/l komnoHeHToB DSS.
Mpumep:

$connInfo = New-DssSqglConnectionInfo -ServerName .\SQLServer -DatabaseName <OperationServiceDbName>

BHumMmaHue!

B napametpe -ConnectionInfo JOJKHbI ObITb MapaMeTpbl MOAKAOYEHNSA K OAHOW 1 TON Xe paHee cozaaHHon b/l Cepauca

O6pabotkm Onepauumi. MogpobHee pa3BepTbiBaHve b/l onncaHo B COOTBETCTBYHOLLLEM pa3gjerne.

[MpuMeuaHune

Mocne BHECEHNUS UBMEHEHWI B KOHUTYPaLIMIO SK3EMM/ISPOB HEOOXOAMMO Nepe3arnyCcTuTb MyJibl UX BE6-MPUNOXKEHNS NP
MOMOLLM COOTBETCTBYHOLLMX KOMaHA.

Mpumep nepesanycka:

# MNepe3sanyck nyna npunoxeHuin mDAG:
Restart-MdagInstance -DisplayName <string>

# MNepe3anyck nyna npunoxeHuin LeHTpa UpeHTudukauum:
Restart-DssStsInstance -DisplayName <string>

JlononHuTenbHbIe AeCTBUA MO HacTpoiike (ONUUOHaNbHbIe):

AamuHucTpaTop DSS MoxxeT HacTpouTb Anss mDAG orpaHuyeHne pasMmepa noayvaeMblx CEpBEPOM COOBLLEHNA NPU MOMOLLLK
napametpa -MaxMessageSize komaHaseTa Set-MdagEndpointGlobalSettings. 3HaueHwne 3agaeTcs B 6aliTax U MO YMOSYAHUIO
paBHO 5 M6anT (2147482624 6awrT).

Set-MdagEndpointGlobalSettings -MaxMessageSize 2147482624

XKTAN.00096-02 91 02 Kpunrolpo DSS. PykoBoacTBo AOMUMHUCT paTopa Crpanvua 179 ns 289


file:///D:/SVN/DSS/Sources/Doc/CryptoPro.DSS.Documentation/_site_pdf/_raw/_site_pdf/adminguide/mDAG/cmdlets/Set-MdagEndpointGlobalSettings.md

Mpumep PowerShell-cueHapua ana HacTpoiku komnoHeHTa «CepBuc
B3anmogeicreuna c DSS SDK (myDssApiGateway, mDAG)»

[JaHHbIV cLLeHapWii BbINONHAET MUHMMabHO HEOOXOAMMYHO HAaCTPOMKY 3K3eMnaspa KoMrnoHeHTa «CepBumc B3anmogencteus ¢ DSS
SDK (myDssApiGateway, mDAG)».

# Co3paHue HoBoro sk3emnnApa mDAG:
New-MdagInstance -SiteName "Default Web Site" -DisplayName apigateway

# HacTpoiika Ha UeHTpe UpeHTudukauum poctyna no OpenID Connect
Add-DssClient -Identifier cryptopro.dss.mydss.<apigateway App Name> -Name "<myDSS API Gateway>" -Description
"<myDSS API Gateway OAuth client description>" -AllowedFlow MyDssAssertion,ClientCredentials -GenerateSecret

# HacTpoiika Ha mDAG pocTtyna no OpenID Connect
$clientSecret = (Get-DssClientSecret -ClientId cryptopro.dss.mydss.<apigateway App Name>).Value
Set-MdagProperties -ClientId cryptopro.dss.mydss.<apigateway App Name> -ClientSecret $clientSecret

# PeruncTpauusa KpunTonpoBaigepa
Add-DssCryptoProviderProfile -DisplayName \<STSAppName> -Type MyDss -PrimaryProviderName "Crypto-Pro GOST R
34.10-2012 Cryptographic Service Provider" -PrimaryProviderType 80 -Name "CryptoProfile for DSS SDK"

# HacTpoika B3aumopencTBuA mDAG ¢ myDSS:
Set-DssMyDssProperties -MyDssServiceUrl https://<hostname>/<mDAG App Name> -MyDssKeyProtectionType Strong -
DeviceFingerprintRequired $true

# Bkiw4eHMe MeToAa ayTeHTUdUKaLuK:

Enable-DssAuthenticationMethod -Uri "http://dss.cryptopro.ru/identity/authenticationmethod/mydss"
nnn

Enable-DssAuthenticationMethod -Id 16

# WHTerpauma c LeHTpom UoeHTudpuxkauum:
Set-MdagProperties -IdpBaseAddress <http://<hostname>/Sts App Name>

# WHTerpaumna c Cepsucom lMoanucu
Set-MdagProperties -SignServerBaseAddress <http://<hostname>/SignServer App Name>

# WHTerpauma c CepsBucom AyauTa
Set-MdagProperties -AnalyticsBaseAddress <http://<hostname>/Analytics App Name>

# WHTerpauma c CepsBucom 06paboTkn [lOKyMeHTOB

Set-MdagProperties -DocumentStoreBaseAddress <http://<hostname>/DocumentStore App Name>

# MopknwyeHne CepBuca 06paboTku Onepauui

$connInfo = New-DssSqlConnectionInfo -ServerName .\SQLServer -DatabaseName <OperationServiceDbName>

Connect-DssOperationStore -ConnectionInfo <$connInfo> -DisplayName <SignServer AppName>
Connect-DssStsOperationStore -ConnectionInfo <$connInfo> -DisplayName <STS AppName>

# MNepe3sanyck nyna npunoxeHuin mDAG:
Restart-MdagInstance -DisplayName <string>

# Mepe3anyck nyna npuaoxeHuit LleHTpa UaeHTudmkauum:
Restart-DssStsInstance -DisplayName <string>

Aononuwren bHbl€e HaCTpOﬁKVI
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# CmeHa Client Secret:

Set-DssClient -ClientId cryptopro.dss.mydss.<apigateway App Name> -GenerateSecret

$clientSecret = (Get-DssClientSecret -ClientId cryptopro.dss.mydss.<apigateway App Name>).Value
Set-DssFeOidcSettings -ClientId cryptopro.dss.mydss.<apigateway App Name> -ClientSecret $clientSecret

# HacTpoiika orpaHu4YeHMAa pasmepa Mojsyyaemblx COObWeHWUn Ha Beb-cepBepe:
Set-MdagEndpointGlobalSettings -MaxMessageSize 2147482624
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Aytentudpukaumna B Kpunrollpo DSS

Kpuntollpo DSS noaaep>xunBaeT HeCKOIbKO METOZOB ayTeHTudukauum Monb3osatenet DSS. Bce MeToabl ayTeHTMbMKaL MM

LEeNATCs Ha CeAyroLme rpynnbi:

e [lepBnyHasa ayTeHTUbMKaLma.
o AyTeHTUdUKaLMA MO NOTUHY U NapOtO

o AyTeHTudurKayma no ceptndurkarty

e [loaTBepXAeHWe onepaL,nii.
o [loaTBep>AeHWe onepaLnii Npy NOMOLLX MOBUABHOTO NpuaoXeHns myDSS

o [oaTBep>aeHWe onepaLuii Npu NoMoLLy annseTta Ha SIM-kapTe
e BTOopuuyHasa ayTeHTUdunKayms.

MepBryHas ayTeHTUdMKALMA NCNONb3YeTCA Npu Bxoge B Beb-nHTepdelic Monb3oBaTtens v MMUHbIN kabuHeT Monb3oBatens Ha

Be6-uHTepderice LleHTpe VigeHTndumkaumnm.

MoaTBepXXAeHWe onepaLnii MOXeT UCMOoNb30BaTbCA Kak MpW BXOAEe B yKa3aHHble Beb-MHTepdelchl, Tak U BO BPEMS BbIMONHEHUA

ApYyrvix ornepauunii, TpebyoLwmx 40CTyna K 3aKpbIToMy Kitouy [Monb3oBaTens (HanpuMep, Nognucu AoKyMeHTa).

BropuuHas ayteHTndmkauma B Kpuntollpo DSS ABnseTcs BCmoMoratesbHOM 1 MOXET JOMNOJHATb NEPBUYHYIO B KayecTBe

AOI'IO]'IHI/ITe}'IbHOIz Mepbl 6e30mnacHOCTW. I'Ipvl 3TOM BTOpPMYHaA ayTEHTI/Id)I/IKaLI,I/IFI He ocnabnset TpE6OBaHI/IIZ ﬂepBI/IHHOI;I.

MNpumeuaHue

Mpwv HacTporike BTOPUYHOW ayTeHTUdMKaL M1 HeobxoaMo obpaTuTb 0cOboe BHUMaHMe Ha pervctpaumto Cepsuca Moanvcy B
KayecTBe ,OBEPEHHON CTOPOHbI Ha LieHTpe MaeHTndmKaL M npy nomoLLy napametpa -BackChannelUrl komaHgneta Add-

DssRelyingPartyTrust.

CnncoK AOCTYMHbIX METOAO0B ayTeHTMDMKAL MM NPUBOAUTCS B BbiBOAE KOMaHAeTa Get-DssAuthenticationMethod.
BktoueHne/oTkAOUEHWE METOAa ayTEHTUPUKALUM MO AEHTUDUKATOPY MPOU3BOAMUTCA NPU NOMOLLM NapameTpa -Uri
komaHanetoB Enable-DssAuthenticationMethod n Disable-DssAuthenticationMethod. Bce Hencnonb3yemblie MeTobl

ayTeHTI/Iq)I/IKaLI,MI/I AOJKHbI 6bITb OTKJIKOYEHDbI.

BHuMaHuMe!

VaeHTndurKaTopbl METOA0B ayTeHTUdMKAL MW, ONMCAHHbIX B AaHHOM pa3gene, MpUBeAEeHbl B Hayane KaXkaoro nogpasaena.
Mpumep BKAIOUEHMA MeTOAA ayTEHTUPUKALUW MO JIOTUHY U NapoIto:

Enable-DssAuthenticationMethod -Uri http://dss.cryptopro.ru/identity/authenticationmethod/password
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AyTeHTUdMKaLMA NO NIOTMHY U NapoJIo
NpeHTudpukatop:

http://dss.cryptopro.ru/identity/authenticationmethod/password

AyTeHTUdMKaLLNA MO NapoNto ABASETCA OCHOBHbIM METOAOM ayTeHTMdUKaL MK NoKanbHbIX MNonb3oBaTenein LieHTpa
Maentndukaymm DSS.

K HacTpoiike ayTeHTMdMKaLMM MO Napo/ko OTHOCTUTCS ClefytoLmii Habop NapamMeTpoB, 3a4aBaeMblx Yepes KoMaHaeT Set-

DssPasswordPolicy:
NMAPAMETP OMUCAHMUE

Tvin naposnei, reHepupyembix cepeepoM: MaponbHble dpasbl (Phrase ); CuMBObHbIE Napoam (

PasswordType -

Symbolic).

Wcrounuk naponeir: Tonbko Monb3oBaTenb 3aAaét naposb (ClientOnly ); Maposb reHepupyetcs
PasswordSource . -

TONIbKO Ha CTOpoHe cepsepa (ServeroOnly ); CmewaHHbIn pexxum (ClientAndServer).

- CNOXHOCTb CMMBOJIbHBIX Naponeit: Lingpbl 1 bykebl HUXKHerLWO pervctpa (Weak ); Lindpbl 1 Byksbl

PasswordComplexity -

pa3Horo peructpa (Fair); Bce BbiluenepumcieHHoe, BKIOYas cneLcMmBonbl (Strong) .
PasswordLength [nnHa cMMBOIBHBIX NapPONEN.
PasswordPhraseComplexity CNnoxxHOCTb NaposibHOM Ppa3sbl: V3 Tpex cnos (Common ); U3 yeTbipex cios(Strong).
InvalidPasswordAttempts Konnuectso nonbITOK BBOAA MNapos.
PasswordLifetime Cpok geicraua napons MNosb3oBatens.
ChangePasswordAfterReset TpeboBaHve cMeHbl Napons Monb3oBaTens nNpv NePBOM BXOJE.

MapameTp PasswordType onpegensiet Tvn naponein, reHepupyembix TOJIbKO Ha cepsepe. [laHHbIN NapameTp BAMSET Ha
noseseHne kabrHeta Onepatopa Ha LieHTpe VigeHTndmkaumm DSS. B 3aB1cMMOCTM OT 3HaueHWs napametpa PasswordType

ByZeT reHeprpoBaTbCA TOT WA UHOW TUMN Napons Monb3oBaTens, korga OnepaTop:

e (OpacbiBaeT Naposb A5 CyLLECTBYOLLEN YUETHOM 3anucy MNosb3oBaTens.

® (CO3/a€T YYETHYO 3anunch [onb3oBaTens n HazHayaeT ayTeHTUPUKALIUIO MO AOTUHY 1 Mapoto;

Ecav B kKauectBe napone|7| MCNONb3YHOTCA MapOJ/ibHbIE q)paSbI, TO Npwv BBOAE Naposia [Monb3oBatenem AO0J/KEH CO6J'II'O,CI,aTb

clefytoLume npasua:

Pa3zpeluaeTcs BBOAUTL He MeHee TPéx ByKB OT KaXkAoro c/oBa.
BBeséHHble C/I0Ba AWM YaCTU CNIOB AOMKHbI ObITh pa3zeneHbl npobenamu.
Pa3zpeluaeTcs BBOAUTL MApOJIbHYHO Gpasy NMOAHOCTHHO.

MaponbHaa ¢ppasza He HyBCTBUTE/bHA K PeErncTpy byks.

MaponbHas dpasza Ha UyBCTBUTENbHA K A3bIKY BBOAA.

Mo ymMon4aHuWto 3HaueHne PasswordType npejnonaraeT UCMoJib3oBaHWe NaposibHbIX Gpas. MNpu M3MeHeHN AaHHOW HacTPoWiKK, a
Tak>Ke NH0ObIX APYTrMX HACTPOEK MO YMOAYAHMIO, HEOBXOAMMO AaHHOe Ae/iCTBME COrNacoBbIBaTb C PyKOBOAUTENEM
MOAPa3AeneHns, a TakKe BHECTU 3aMWCb B COOTBETCTBYIOLLMIA XXYPHaJ C yKa3zaHWeM MPUYNHBI U3MEHEHWS HaCTPOEK.

MapameTp PasswordSource BAUSAET Ha nosezeHve Beb-nHTepdelica LieHTpa NaeHTudurkaumm npu pabote oT MMeHM
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Mosnb3oBaTens. Ecav 3agaHo 3HaueHve ServerOnly (NMaposiv reHePUPYOTCA TONbKO Ha CEPBEPE), TO MPU CaMOCTOATENbHON CMeHe
napons Monb3oBaTesib MOXET TOJIbKO 3amnpocuTb HOBbIN NMaposb ¢ cepBepa. CreHeprpoBaHHbI cepBepoM naposb byaet
oTobpaxeH Monb3oBatento B Beb-uHTepdelice. Ecam 3asaHo 3HaueHne ClientOnly, To Npu cMeHe napons Monb3oBaTento byzeT
NpessoXeHO CaMOCTOATENbHO NPUAYMaTb HOBbIN NMapoJib. [0Nb30BaTelb MOXET CAMOCTOATE/IbHO 3a4aTh TONbKO CUMBOJIbHBbIN
napob. [Maposib JOMKEH COOTBETCTBOBATH TPEGOBAHUAM ANNHbI U CIOXKHOCTU 3aaHHBIMU aAMUHUCTPapaTopoM.
CooTBeTCTBYtOLLME TPebOBaHMS K Napo/to oTobpaxkatoTcs MNob3oBaTento B Beb-nHTepdeiice. ECm BkAOUEH CMeLlaHHbIA pexXnM

(ClientAndServer), To [Nonb30BaTelb MOXET KaK NpuAyMaTb Naposb CAaMOCTOATENbHO, Tak 1 3aNpoCUTb NapoJb Ha cepBepe.

MapameTpbl PasswordComplexity 1 PasswordlLength onpesensroT CIOXHOCTM U ANNHY CUMBOJIbHBIX Napoeit. [11s croxHOCTI

naposs onpeseneHbl CleytoLine 3HaUeHws:

® Weak — LLI/I(bpr 1 3arnaBHble naTtuHCKne 6yKBbI. MWHVMaNbHO BO3MOXKHas ANHa napoaa — 2.
® Fair — LLI/ICbpr, 3arnaBHble N CTPOYHbIE NAaTUHCKKE 6yKBbI. MWHVMaNbHO BO3MOXKHas ANHa napona — 3.

® Strong - LLI/I(bpr, 3arnaBHble N CTPOYHbIE NAaTUHCKKE 6yKBbI, cneucnmMmBoObl. MWHVMaNbHO BO3MOXKHas ANIHa napona — 4.

[JaHHble napameTpbl 3a4at0T TpeboBaHUs K CUMBOJIbHBIM MapOSM, FEHEPUPYEMbIM Ha CEPBEPE, M MapoisiM, 3aZaBaeMbIM
Monb3oBaTenem npu cMeHe Naposs.

MapameTp InvalidPasswordAttempts 3aAaéT KONMUYECTBO HEBEPHbIX MOMbITOK BBOAA Napons. Ecin 3HaueHve napametpa
yCTaHOBNEHO Ha 0, TO OTK/I0YAETCs KOHTPO/Ib KOIMYECTBa HEBEPHBIX MOMbITOK BBOAA Naposis. ECm 3HaueHve faHHOro napameTpa
60sbLe 0, TO NpW NPEBbILLEHNN KONYECTBA HEBEPHBIX MOMbITOK BBOAA A0JArOBPEMEHHOrO Naposis y4érHas 3anuco Monb3osatens

byaeT 3abaokmpoBaHa. Pa3bnokmpoBaTtb YUETHYHO 3anncb MOXeT Toibko OnepaTop DSS.

MapameTp PasswordLifetime 3ajaéT cpok gencTus napons Monb3oBatens. Ecav 3HaueHne napamerpa yctaHoBaeHo B 0, TO Cpok
[EeNCTBUSA Napons He KOHTpoMpyeTcs. ECm cpok AeicTBMA Naposs yCTaHOBAEH, TO NOC/e ero ucteveHuns MNonb3osaTtenb JOMKEH
CMEHWUTb Napoib.

MapameTp ChangePasswordAfterReset oTBeuaet 3a TpeboBaHMe CMeHbl Mapons [Nonb3oBatens npu nepBom Bxoge. JaHHoe
NpaBWIO MPUMEHAETCS TONbKO B TOM C/ly4ae, ecv y4YéTHas 3anuch Nonb3oBatens 6biia co3gaHa Onepatopom DSS mav naponb
Monb3oBaTens 6bi1 cOpoleH Onepatopom DSS.

XKTAN.00096-02 91 02 Kpunrolpo DSS. PykoBoacTBo AOMUMHUCT paTopa Crpanvua 184 13 289



AyteHTudukauma no ceprupukary
NpeHTudpukatop:

http://dss.cryptopro.ru/identity/authenticationmethod/certificate

Ecnvn B kauecTBe MeTOAa NepBUYHON ayTeHTUdMKaL MK [onb3oBaTeNto HazHayYeH BXOZA Mo cepTudukaTy, To Bxog B Beb-nHtepdelic
Monb3oBaTens WA NNMYHbIN KabuHeT Ha LleHTpe VigeHTudurkaumm Tpebyetcs ocyLLecTBASETCs Mo ABYCTOPOHHEMY TLS-
COEAMHEHWIO C KNIMEHTCKOM ayTeHTUdmKaLmen.

Mosb3oBaTeNb MOXET ObIThb YCMELHO ayTEHTUDULMPOBAH MO CepTUPUKATY NPV BbIMOAHEHUN CEAYFOLLUX YCNOBUIA:

o Ceptundwukart MNonbloBaTens ABAAETCA AOBEPEHHbIM A5 cepBepa DSS.
e 3HauyeHue nona CyobekT B cepTudmKaTe COBNaZaeT C OTAMUNTENbHBIM UMeHeM [Monb3oBaTens DSS.
e B cepTndmkate f0MKHO cogepkaTtbes pacwmnpermne Enhanced Key Usage: 1.3.6.1.5.5.7.3.2 ([poBepka NoA/MHHOCTL

K/JINEHTA).

,ﬂ'}'lﬂ y,CI,O6CTBa BbIMOJIHEHWA BTOPOro yCcaoBua ayTEHTVIq)VIKaLI.I/IVI pasnanynTenbHoOe NmA Mosb3oBaTessi MOXET BbITb aBTOMATNUECKM
3anosHeHO NpaBUIbHbIMU 3HAYEHUAMU N3 CepTVIq)VIKaTa [Tonb3oBatens.

MNpumeuvaHue

Ecnv B kauecTBe MeTOAa NePBUYHONM ayTEHTUdMKALMN NOb30BaTENO HAa3HAaUYeH BXOZ Mo cepTuduKaTy, To Heobxoa1Mmo
BKAOUWTb TPEOOBAHME YHMNKAIbHOCTM

Pa3INMYNTENBHOIO MMEHW:

Set-DssStsProperties -RequireUniqueDn

lNpw BbINOAHEHWUM JAaHHOTO KOMaHANeTa ByZeT npoBepeHa 6a3a AaHHbIX Ha Hasnume 4y6AnpyOLLMXCS PasinumTeNbHbIX UMEH
nosb3oBatenen. Ecnm 6yayT HaaeHbl fBa 1 bosiee Nosib30BaTesel C COBMaZaroLLMMM Pa3INMUuUTEbHbIMU UMEHAMU, TO
COOTBETCTBYOLLEE TPeGOBAHME YHNKANBHOCTM HE MOXET BbiTb BK/IHOUYEHO.

Kpuntollpo DSS noaaep>xunBaeT BblZeNeHHOe XpaHUAnLLE n3gaTtenel cepTudurKaToB ayTeHTUGUKaL M. IMs XxpaHuavLLa MOXHO
NMOCMOTPETb B BbIBOAE NapameTpa -ClientAuthenticationIssuersStoreName komaHaneta Get-DssStsProperties (Mo ymondaHuto
— STS Client Authentication Issuers).lVicnonb3oBaHve faHHOIO XpaHWAULLA PerynpyeTcs napaMmeTpom

-IsClientAuthenticationIssuersStoreEnabled.

[ns npoBepku NoAAMHHOCTY cepTudmrKaTa Beb-cepBepoM HEOBXOANMO L00aBUTb KOPHEBOW cepTudmKaT ngatens ceptudmrkara B
XpaHuavLe «/loBepeHHble KOPHEBbIE LIeHTPbI CepTUPUMKaLMM» IOKaNbHOTO KOMMbIOTEpa.

(HeobszatenbHo) [ns npoBepku NoAAMHHOCTM cepTudmrkaTa co ctopoHbl Kpuntollpo DSS HeobxoaMo NoMecTUTb KOPHEBOM
cepTuduKat nsgatens ceptudukara B creLmansmvpoBaHHOE XpaHUnLLLE
<Wms_Be6-npunoxenusa_LUN> Client Authentication Issuers./laHHas npoBepKa BO3MOXHa TObKO Nnoce ee aktuaaun. [ns

aKTMBaL MK NPOBEPKM HEOHXOAMMO BbINONHWTL CNEAYHOLLYO KOMaHAY:

Set-DssStsProperties -IsClientAuthenticationIssuersStoreEnabled 1

XKTAN.00096-02 91 02 Kpunrolpo DSS. PykoBoacTBo AOMUMHUCT paTopa Crpanvua 185 13 289


file:///D:/SVN/DSS/Sources/Doc/CryptoPro.DSS.Documentation/_site_pdf/_raw/_site_pdf/adminguide/sts/cmdlets/Get-DssStsProperties.md

AyTteHTUdUKaLma Npu NnoMoLwm MobunbHOro npuaoxxeHna myDSS
AyTeHTMdMKaLMA MO NOTUHY U NapPOIO U NOATBEPXAEHUEM ONnepaumnii C NOMOLLbIO MOBWIBHOTO NpuaoxeHmna myDSS

[JaHHbI MeTog, TpebyeT YCTaHOBKM 3aLLMLLEHHOrO TLS-coeiMHEHUSA C OfHOCTOPOHHEN ayTeHTUdMKaLMen. AyTeHTUdmKaLms
NpOoW3BOANTCA MO Naposto, xpaHumomy B b/l LieHTpa VigenTndmkaunn Kpmuntollpo DSS.

Kpome ayTeHTnMKaL MM MO Napoto, AaHHbIN METOZ ayTeHTUdUKaL MM NOATBEPXKAAET onepaLm C MOMOLLbH MOBUABHOrO
npunoxerHns myDSS cnegytolmmm cnocobamm:

e C nomolbto CpaBHEHUA YHMKaNbHOIO M,ﬂ,eHTMq)MKaTOpa.

KpunTtolpo DSS reHepvpyeT A5 NOANUCLIBAEMOrO AOKYMEHTa YHVKaNbHbIA UAEHTUOUKATOP, KOTOPbIN OTObpaaeTcs Kak B Beb-
nHTepderice DSS, Tak 1 B MOBUABHOM MpWUIoXKeHWN. MNonb3oBaTeNb CPaBHUBAET UAEHTUOUKATOPBI 1 B ClyUYae UX COBMaAeHs
MOATBEPXKAAET onepaL o NyTeM HaxaTus COOTBeTCTBYtoLLeln KHonkn B myDSS, nocne uero emy notpebyetcs seectu MNAH-kog B

MOBW/ILHOM MPUAOXKEHWN. TaKoW METOA MOATBEPXKAEHNSA NPUMEHUM A5 co3aanms S Ntobbix 4OKYMEHTOB.
e C NoMolLLbo OTOBPaKEHNs CaMOTO JOKYMEHTa.

[JOKYMEHT, 4151 KOTOPOTO MAAHUPYETCA CO34aTh 3NEKTPOHHYH MOAMMCH, OTOBPaKaeTcs B MOOUABHOM NpuaoXeHnn myDSS.
Monb3oBaTenb NpoCcMaTpMBaET ero, ybexAaeTcs, YUTO XOUeT BbIMONHWUTL OMepaL o MMEHHO C 3TUM OKYMEHTOM, U NOATBepXaeT ee
MyTem HaXkaTus COOTBETCTBYHOLLe KHOMKK B myDSS, nocne yero emy notpebyetcsa Beectu NMVH-kog B MOGMABHOM NPUNOXKEHUN.

Takomn MEeTOoA NOoATBEepP>XAEHNA NPUMEHUM ANA CO34aHNA 3l Tonbko HeKOHqJI/I,CI.eHLI,I/Ia}'IbeIX AOKYMEHTOB.

OnucaHHble B ;aHHOM pa3sgene cnocobbl ayTeHTudmKaLum peaansytotca B komnaektaummn Kpuntollpo DSS «DSS + myDSS» (cm.
pazgen 2.4 XTAN.00096-02 96 02 Kpuntollpo DSS. Obuwee OnucaHwe).

AyTeHTMdMKaLMA C MOMOLLbIO MOBUABHOTO NpuaoxeHna myDSS

Mpw aHHOM MeToge ayTeHTUdMKaL M [Monb3oBaTesb He UMeeT NpAMOoro Aoctyna K Beb-VHtepdeicy DSS. ViHTerpupoBaHHas ¢
KpunTolpo DSS nHdbopmMaLMoHHas chucTeMa MHULLMaAM3MpyeT onepaLiunio cosganns 3 4oKyMeHTa, NOC/Ie Yero NoAnMcbIBaeMbli
[OKYMEHT oTobpaxkaeTcs B MObunbHoM npunoxeHur myDSS. Mosnb3oBaTenb npocmaTpuBaeT ero, ybexxaaeTcs, UTO XOUeT BbINOAHUTb
onepaLyMo MMEHHO C 3TVM JOKYMEHTOM, Y MOATBEPXKAAET ee NMyTeM HaXaTusi COOTBETCTBYOLLEN KHOMKKX B myDSS, nocne yero emy
notpebyetcs BecTU MVIH-KO4 B MOBUIBHOM NPUNOXKEHNW. TaKON CLLeHapUii BO3MOXKEH A5t paboTbl TOIBKO C HEKOHbUAEHL MaNbHBIMM
[OKYMeHTaMU.

OnucaHHbI MeTog, ayTeHTUGUKaLMm peannsyeTcs B komnaekTauum Kpuntolpo DSS «DSS + myDSS» (cm. pasgen 2.4 XXTAN.00096-02
96 02 Kpuntollpo DSS. Obuiee OnucaHue).

Hacrpoiika ayteHTUdpMKaLmm npy noMmoLum Mo6MbHOro NPUIc)KEHNA
myDSS

Npentndukarop:

http://dss.cryptopro.ru/identity/authenticationmethod/mobile

MpezBapuTebHble yCIOBWA A5 HACTPONKM ayTEeHTUdMKALUM C UCnosib3oBaHneM myDSS:

e Pa3BepHyTble N HAaCTPOEHHbIE OCHOBHbIe KOMMOHeHTbI KpmnTollpo DSS.
e Kpuntollpo HSM Client.
® Pa3BepHyTble N HAaCTPOEHHbIEe 3K3eMMAfpbl MoAyAa ayTeHTudukaumm myDSS.

® BKJ/IHOUEHHbIN MeTOZA ayTeHTudbmrKauum mobile

AN HacTpoViKM ayTeHTUUKALMM NMPU MOMOLLIM MOBUIBHOTO NMpUAoXeHns myDSS HeOoBX0AMMO BbINMOHWTL CleytoLne AeliCTBIA:
HacTtpoliika onoBeLljeHna UHTerpupyemMoit cucTemsl

Moaynb ayteHTUdMnKaumm myDSS mMoxeT onoBelLaTb MHTErprpyemMyto CMCTEMY O pe3yJibTaTe MOATBEPXKAEHWS onepauun B
MOBUNLHOM NPUIOXKEHUN, OTNPaBAAA B UHTErPUPYEMYHO CUCTEMY COOTBETCTBYHOLLME COObLLIeHMA. /118 HaCTPOVKM Takoro ornoBeLLeHns

HeO6XO,D|VIMO 3aperncTmpoBaTb COOBETCTBYHOLLME MNJlarnHbl (TpaHCI'IOpTHbII‘/JI n q)OpMaTVIpOBaHI/IH) M MOJAYJib OMnoBeLeHNA.
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YHpaBneHme Mo4ynaMun onoseLeHnaA MHTerpMPYEMOIZ CNCTEMbI MPON3BOAUTCA Yepes Ha6op KOMaHANETOB, NCNOJIb3yeMbIX 414

ynpas/ieHvsa Moayaamu onoselyexma DSS.

[nsi BKIHOUEHWS OMOBELLEHWS MHTETPUPYEMON CUCTEMbI HEOHXOAMMO BbINONHUTL AENCTBUS, OMNCaHHbIE B TaBULLE HUXKE.
WAT 1 LOBABJIEHUE MJATVUHA ®OPMATUPOBAHWA COOB LW EHUN

Komananer  Add-DssStsPlugin

MapameTpbl

PluginTypeName

3HayeHue CryptoPro.DSS.Identity.Authentication.Notification.AuthenticationResultFormatter,CryptoPro.DSS.Identity.Authentication.Notification

OnucaHne HassaHwue T1na naarnHa ¢opmatmposaHus. MNMapameTp MOXET MMETb TO/IbKO YKa3aHHOe 3HaueHue.
PluginType

3HaueHve Formatter

OnucaHune Tvn nnarviHa — naarvH popmatpoBaHus. MapameTp MOXET UMETb TOJILKO YKa3aHHOE 3HaueHwe.
Settings

3HaueHune @f}

OnucaHune Mycron cnoBapb. [laHHbIN NAarvH He UMeeT HacTpanBaeMblX NapaMeTpoB.

Mpumep

Add-DssStsPlugin -PluginTypeName
"CryptoPro.DSS.Identity.Authentication.Notification.AuthenticationResultFormatter,CryptoPro.DSS.Identity. Authentication.Notification” -PluginType
Formatter -Settings @{}

WAr 2 AOBABNEHUWE TPAHCNOPTHOIO NNMAITMHA

Komananer  Add-DssStsPlugin

MapameTpbl

PluginTypeName

3HaueHwve CryptoPro.DSS.Identity.Authentication.Notification.HttpTransportPlugin,CryptoPro.DSS.Identity.Authentication.Notification

OnucaHve Ha3BaHue Tvina TpaHCNopTHOTO naarvHa. MapameTp MOXET MMeTb TOJIbKO YKa3aHHOe 3HaueHue.
PluginType
3HaueHue AuthenticationResult

Tvn naarvHa — TPaHCMOPTHbIN MAarvH ANA OTNPaBKU YBEAOMEHWI B UHTErpupyemyto cuctemy. NapameTp MOXeT UMETb TOJbKO
yKa3aHHOe 3HaueHue.

OnuncaHune

Settings
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3HaueHune @f}

OnucaHue |-|yCI'Ol‘/lI C10Bapb. ﬂ,aHHbIl}ll naarvH He UMeeT HacTpamBaeMbIX NapamMeTpPoB.

Mpumep

Add-DssStsPlugin -PluginTypeName
"CryptoPro.DSS.Identity.Authentication.Notification.HttpTransportPlugin,CryptoPro.DSS.Identity. Authentication.Notification" -PluginType
AuthenticationResult -Settings @{}

WAT 3 AOBAB/NEHUE MOAYNA ONOBELWEHNA

Komangnet Add-DssStsNotifier

MapameTpbl

TransportPluginid

3HaueHve Llenoe nonoxwutensHoe uncio.

WaeHTndukatop TpaHcropTHOro naarvHa SimAuth. JlaHHbIN MAeHTUOUKATOP MOXHO NMOCMOTPETH C MOMOLLbIO KOMaHAieTa Get-
DssStsPlugin.

OnucaHve
FormatterPluginid

3HaueHve Llenoe nonoxumrensHoe uncio.

WaeHTndukatop nnarvHa popmatmpoBaHus. aHHbIA nAeHTUPHUKATOP MOXKHO MOCMOTPETb C MOMOLLbIO KOMaHAeTa Get-

Onucarie DssStsPlugin.

NotifierType

3HaueHune AuthenticationResultCallback

OnucaHune Tvin Moayns onoBeLLeHNs. [apamMeTp MOXET UMETb TOJIbKO YKa3aHHOe 3HaYeHue.
Settings

3HaueHune @{}

OnucaHue Mycron cnoBapb. [aHHbIN NAarvH He MMEET HacTparBaeMbIX NapaMeTPOB.
Mpumep

Add-DssStsNotifier -TransportPluginID <ID TpaHcnopTHoro niarmHa> -FormatterPluginlD <ID nnarvHa ¢opmatnposanms> -NotifierType
AuthenticationResultCallback -Settings @{}

Mpumep

Hwuxe npvBoAWTCA NONHas NMOCNe0BaTENbHOCTb BbI3OBOB KOMaHAieToB PowerShell gns pervctpauum mogyns.
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#HacTpoiika TpaHCNOPTHOro naaruHa

Add-DssStsPlugin -PluginTypeName
"CryptoPro.DSS.Identity.Authentication.Notification.HttpTransportPlugin,CryptoPro.DSS.Identity.Authentication.Noti
fication" -PluginType AuthenticationResult -Settings @{}

#HacTpoiika nnarvHa dopmaTupoBaHuUA

Add-DssStsPlugin -PluginTypeName
"CryptoPro.DSS.Identity.Authentication.Notification.AuthenticationResultFormatter,CryptoPro.DSS.Identity.Authentic
ation.Notification" -PluginType Formatter -Settings @{}

#[lobaBneHne MoAyna onoBeweHUsA

Add-DssStsNotifier -TransportPluginID <ID TpaHCMOpTHOro nnaruvHa> -FormatterPluginID <ID nnaruHa ¢opmMaTUpoOBaHUA> -
NotifierType AuthenticationResultCallback -Settings @{}
ID nnarvHOB NMPUCBaMBaKlTCA aBTOMAaTUMYeCKU Mocae ux JobaBneHuA.
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AyTteHTudukauma npu nomowum annaeta Ha SIM-kapre

NpeHTudpukatop:

http://dss.cryptopro.ru/identity/authenticationmethod/simauth

BropuuHas ayteHTndmkauma B Kpuntolpo DSS MOXeT ocyLLecTBAATHCA C MCMONb30BaHWEM CreLUalbHO NOAroToBAeHHON SIM-
kapTbl. B atom cayuae Cepsuc MNognucn npuckinaet Ha TenedoH MNMonb3oBaTens buHapHoe SMS-coobLieHne, KoTopoe
npuHMMaeTca 1 obpabaTbiBaeTca yCcTaHOBAEHHbIM Ha SIM-kapTy npu Npon3BOACTBE KOMMOHEHTOM. Pe3yibTaT cBoel paboTbl 3TOT

KOMMOHeHT Bo3BpalLlaeT Ha Cepeuc [Moanumcy, UTO MOATBEPXKAaeT BXOA/onepaLmio.
BropunuHas ayTeHTMdMKaLma ¢ ncnonb3osaHem SIM-kapTbl NpucyTCTBYET B ABYX KomniekTauunax Kpuntollpo DSS:

e DSS + SIM (QES) — ayteHTUdUKaums MNonb3osatens npu goctyne k KM ana cozgaHms ycmneHHow kBaampuumposaHHon 1.
e DSS + SIM (M2M) — ayTeHTudukaums Monb3osaTens npu goctyne K KM ans co3gaHms ycuneHHOW HekBaamdbuLMpoBaHHOM
oM.

MpeaBapvTeNbHbIE YCIOBUSA AR HACTPOMKM ayTeHTUdUKaLMK C ncnonb3oBaHem SIM-kapTb:

® Pa3BepHyTble M HaCTPOEHHbIe OCHOBHble KOMMOHeHTbI KpunTollpo DSS.
e Kpuntolpo HSM Client.
e BktoUeHHbIN MeTog ayTeHTudukaumm simauth.

s HacTpoWikn ayTeHTudUKaLum npu nomoLyn SIM-kapTbl HEOOXOANMO BbINOAHUTL CEAYHOLMNE AeCTBUA:

1. Hactpolika onoBeLLeHWs UHTErprpyeMon CUCTEeMBI.

Ha gaHHOM Luare NpoucxoauT HacTpoKa YBEAOMIEHNA MHTErPUPYEMON CUCTEMBI O pe3y/ibTaTax ayTeHTuduKaLmm Monblosatens.
2. Hactpoiika nogkntoueHms k OTA-nnatdopme.

3. Peructpauus naptum SIM-kapT 1 npoduns kpuntonpoBaigepa (Habopa MacTep-karouei).

Ha saHHOM Lare HeO6X0AMMO BbIMONHUTL CAeaytoLLee:

e Co3gaTb HOBbINM MOZY/b. Mogynb — 3T0 Npodw/ib KpunTonoBaiaepa (Habop Mactep-katouen) 1 Apyrve napameTpsl,
HeobXxoaMMble AN co3saHus Gaina nepcoHannsaLLum.

e CreHepvipoBaTb dain nepcoHanmsaLyn. aom nepcoHann3aLmmn HasblBatoTCs cBegeHns o naptum SIM-kapT, KoTopble
nepesarTCa MX N3roTOBUTENO. DTU CBEAEHUA cofepxKaT B cebe cepuiiHbie Homepa SIM-kapT, KOHTENHepb! C KHYEBOM

nHdopmaymer, SD-KIOUM 1 KOAbl akTUBaL WK (418 LOCTYNa K KNFOUEBOMY KOHTEMHEpY).

[MpuMeuaHune

[lns kaxaoro HoBoro daiina nepcoHanunzav v (naptum SIM-kapT) TpebyeTcs co3zaHve HOBOro Npoduas KpUnTonpoBazepa

(Habopa Mactep-ktoyen).

Habop paclumpeHHbIX MapameTpoB MOZY/Isi MOXET ObITb MEPENCrob30BaH As Co3aHunsa dainna nepcoHanmnsaummn. Hobin
npodwab KpUNTOMNpoBariAepa MOXeT BbITb Ha3HaUeH CyLLecTBYyOLLEeMY MOAYIHO 6e3 perncrpaLmmn HoBoro. V3meHeHne
MapamMeTpoB CyLLEeCTBYHOLLEro MOAYAsA (BK/IKOUas Ha3HayeHVe HOBOro Npoduas KpUnTonpoBaigepa) Takke OnmcaHo B aHHOM

pasgene.
3aperncrtpupoBaHHble Mogyau 1 naptum SIM-kapT MOXHO npocmoTpeTs B DSS npu nomouwn PowerShell.
HacTtpoiika onoBeleHna MHTErpupyeMon cuctemsl

Mogy b ONoBELLEHNA NHTErPUPYEMO CUCTEMbI OTBEYAET 3a YBEAOM/IEHNE MHTErPUPYEMON CUCTEMBI O pesyibTaTax
ayTeHTudunkaumm MNonb3osatens. B LienTpe VigeHTndumkaumm DSS MoxeT ObITb 3aperncTprMpoBaH TObKO OAVUH MOAY b

OMOBELLEHNA UHTErPUPYEMOW CUCTEMBI.
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YHpaBneHme Mo4ynaMu onoBeLleHnA MHTerMpyeMOIz CUCTEMbI MPON3BOANTCA Yepe3 Ha6op KOMaHANETOB, UCMOb3yeMbIX ANA

ynpaeieHusa Moaynamu onoseleHms DSS.
[ns BKNHOUEHWS OMOBELLEHNA UHTErPUPYEMOI CUCTEMbl HEOBXOAVMMO BbINOHUTDL AENCTBUSA, ONMCaHHbIE B TabAULLE HUXE.

nOCHEAOBaTEHbHOCTb waroB no HaCTpOﬁKe Mojaynsa onoBeleHnsa MHTerpMpyeMOﬁ CNCTEeMbI

WAT 1 AOBABJ/IEHVE NNATUHA ®OPMATUPOBAHMNA COOBLWEHUNNA
KomaHgnet Add-DssStsPlugin
MapameTpbl

PluginTypeName

CryptoPro.DSS.SimAuth.Notification.SimAuthFormatterPlugin,

3naderive DSS.SimAuth.Notification

OnwcaHwve HassaHve Tvina nnarvHa popmaTmposaHus. MNapaMeTp MOXET MMETb TO/IbKO yKa3aHHOE 3HayeHue.
PluginType

3HaueHve Formatter

OnucaHne HazBaHuve Tvina naarvHa dopmaTrpoBaHus. MNapaMeTp MOXET MMeTb TO/IbKO yKa3aHHOe 3HaueHue.
Settings

3HaueHne @f}

OnucaHne lMycToi cnoBapb. laHHbIV MarMH HE MMEET HacTpanBaeMbIX NMapaMeTpoB.

Mpumep

Add-DssStsPlugin -PluginTypeName "CryptoPro.DSS.SimAuth.Notification.SimAuthFormatterPlugin,DSS.SimAuth.Notification” -PluginType
Formatter —Settings @f{}

WAT 2 AOBABJTEHUE TPAHCMOPTHOTO MNNATUHA

Komangner  Add-DssStsPlugin

MapameTpbl

PluginTypeName

CryptoPro.DSS.SimAuth.Notification.SimAuthTransportPlugin,

3naverive DSS.SimAuth.Notification

OnucaHne HazBaHve Tvna TpaHcnopTHoro naarvHa. MapameTp MOXET UMeTb TO/IbKO YKa3aHHOe 3HaueHue.
PluginType

3HaueHune SimAuth
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Tvn naarMHa — TPAHCMOPTHbIV NAArH ANS OTNPaBKW YBEAOMEHWI B UHTErpUpyemyto cuctemy. MapameTp MOXeT UMETb

OnucaHwne
TOJIbKO yKa3aHHOE 3HayeHwe.
Settings
3HaueHve @{"Address" = "http://<azpec_cepBuca_yBesoMAeHU_MHTErpUpyeMon_cuctemsl>/mes-notification/notification” }
o EfVHCTBEHHBIV HAacTpavBaeMblii MapaMeTp AaHHOTO MaarvHa — agpec MHTepdeica HTErPUPYEMON CUCTEMBI A1s OTMPaBKU
nucaHue <
YBEZOMEHIA.
Mpumep

Add-DssStsPlugin —PluginTypeName "CryptoPro.DSS.SimAuth.Notification.SimAuthTransportPlugin,DSS.SimAuth.Notification" -PluginType
SimAuth —Settings @{"Address" = "http://<hostname>/mes-notification/notification"}

WAT 3 AOBABNEHUE MOAY/NA ONOBELWEHWNA

KomaHnaner Add-DssStsNotifier

MapameTtpbl

TransportPluginid

3HaueHve Llenoe nonoxurenbHoe uncio.

VaeHTndurkatop TpaHcnopTHOro niarvHa SimAuth. JaHHbi naeHTUdMKaTop MOXHO MOCMOTPETh C MOMOLLLbIO KOMaHANeTa
Get-DssStsPlugin.

Onucanne
FormatterPluginid

3HaueHve Llenoe nonoxwmrensHoe umaio.

VpeHTndukaTop naarvHa popmatrposaHus. JaHHbI MAEHTUPUKATOP MOXHO MOCMOTPETL C MOMOLLbIO KoMaHANeTa Get-

Onncanine DssStsPlugin.

NotifierType

3Ha4yeHue SimAuth

OnucaHne Tun Moayns onoBseLLeHns. NapameTp MOXeT MMeTb TOJIbKO yKa3aHHOe 3HauyeHMe.
Mpumep

Add-DssStsNotifier —TransportPluginld 1 —FormatterPluginld 2 —NotifierType SimAuth

Hu>xe NnprBOANTCA NOMHas NoCaes0BaTeNbHOCTb BbI3OBOB KOMaHAeToB PowerShell gns perncrpauum mogyns.
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#[lobaBneHve nnarvHa ¢opmupoBaHUA coobWeHM

Add-DssStsPlugin -PluginTypeName
"CryptoPro.DSS.SimAuth.Notification.SimAuthFormatterPlugin,DSS.SimAuth.Notification" -PluginType Formatter -
Settings @{}

#[lobaBneHne TpPaHCMOPTHOro MaaruHa
Add-DssStsPlugin -PluginTypeName

"CryptoPro.DSS.SimAuth.Notification.SimAuthTransportPlugin,DSS.SimAuth.Notification" -PluginType SimAuth -
Settings @{"Address" = "http://<hostname>/mes-notification/notification" }

#[lobaBneHve MoAayns OMOBeWeHUs
Add-DssStsNotifier -TransportPluginId 1 -FormatterPluginId 2 -NotifierType SimAuth

Hactpoika B3anmoaencteuna ¢ OTA-nnatdpopmoli

OTA-nnatdopma otBeyaeT 3a B3aumogerictue Kpuntollpo DSS c annnetom Ha SIM-kapte. [115 3Toro Tpebyercs HacTpouTb
COOTBETCTBYIOLWMe MOAY N onoBeleHuns. B LieHTpe VigeHTndumkaumnm DSS MoxeT ObITb 3aperncTpupoBaH TObKO OANH MOAY b

onogeLeHna OTA-naatdopmbl.

YnpasneHue Bzanmogenctavem ¢ OTA-naaTopMoi MPom3BOANUTCS Uepe3 Habop KOMaHANETOB, UCMO/b3YeMbIX A5 YpaBAeHs

MozynaMu onoselleHns DSS.

B3anmogeiicteue Kpuntollpo DSS c annnetom Ha SIM-kapTe opraH1M30BaHO B COOTBETCTBMU CO CXEMOW, MPUBEAEHHON Ha PUCYHKe

‘1l!.'___ —_—— e — eeee IEEI — — — — — "."I:::j::l

HWXe.

KpunTtollpo DSS OTA-nnatdpopma TenedoH c annnetom
Ha SIM

MocnesoBaTeNIbHOCTb AENCTBUI NPy B3aumogenctemmn DSS ¢ annaetom:

1. Kpuntollpo DSS npu Heo6xo4MMOCTY B3aMMOAENCTBUS C anmieTOM UHULUMPYET oTnpaBky SMS-coobLyeHus ¢
COOTBeTCTBYIOLWEN KoMaHzAoM Yepe3 OTA-nnatdopmy. B OTA-nnathopmy nepesaércs TekCT cOOOLLLEeHMs C KOMaHA 0N, HoOMep

TenepoHa (MSISDN) u kntoum SD cootBetcTBytoLwent SIM-kapTbl.
2. OTA-nnatdopma rotosut naket 3GPP TS 23.048 ans annneta C UCXOA4HbIM COOBLLIEHVEM 1 OTNPABSET €rO.
3. Annnet Ha SIM-kapTe noayyaet KOMaHzy, BbINOIHAET HEOOXOANMOE AeNCTBME N OTNpaBaseT oTBeTHoe SMS-coobLeHne.
4. OTA-nnatdopma NpuHMMaeT oTBeTHOE coobLueHne 1 nepeaaér ero B Kpuntollpo DSS Bmecte ¢ MSISDN nosb3oBatens.

[ns HacTpoiiku B3aumogencteus ¢ OTA-niaTtdopMon HeobXoAMMO BbINOJHUTbL AENCTBUS, ONMCaHHbIE B TabANLLE HUXE.

WAT 1 DOBABJ/IEHUE NNATUHA ®OPMATUPOBAHUA COOBLLEHUNI
KomaHgner Add-DssStsPlugin
MapameTpbi
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PluginTypeName

CryptoPro.DSS.SimAuth.Notification.OtaFormatterPlugin,

SHauenve DSS.SimAuth.Notification

OnucaHwve Ha3BaHue Tvina niarvHa popmatmposaHms. MNapameTp MOXET MMeTb TOIbKO yKa3aHHOe 3HaueHwue.
PluginType

3HauyeHune Formatter

OnucaHne Tvin nnarvHa — naarvH popmatnposaHua. MNapameTp MOXET MMETb TOJIbKO YKa3aHHOEe 3HayeHue.
Settings

3HayeHue @{"UseQuatedValue” = "true"}

OnwucaHne [JaHHbI nnarvH onpeaenset Gopmat coobLeHnit, KoTopbiMn obMeHnBaeTcs DSS ¢ OTA-nnatdopmorn.
Mpumep

Add-DssStsPlugin -PluginTypeName "CryptoPro.DSS.SimAuth.Notification.OtaFormatterPlugin,DSS.SimAuth.Notification” -PluginType
Formatter —Settings @{ "UseQuatedValue" = "true" }

WAT 2 AOBABJIEHUE TPAHCMOPTHOTO MNNMATUHA

KomaHgner Add-DssStsPlugin

MapameTpbl

PluginTypeName

CryptoPro.DSS.SimAuth.Notification.OtaTransportPlugin,

SHAUEHME oS SimAuth.Notification

OnucaHue Ha3BaHwe Tvna TpaHCMOPTHOrO MiarvHa. MNapamMeTp MOXET MMEeTb TONbKO yKasaHHOe 3HaueHue.

PluginType

3HaueHve Ota

o Tun naarMHa — TPAHCNOPTHbIW NAATMH AN OTNPAaBKW yBeAOMAeHUI B MIT. MapaMeTp MOXKET UMETb TOJIbKO YKazaHHOe
rvcanne 3HaUeHMe.

Settings

3HaueHune @{"Address" = "http://<otaAddress>"}

OnwucaHne EAVHCTBEHHBIW HacTpaviBaeMbl napameTp gaHHoro riarvHa — OTA -nnatdopMbl s OTNPaBKM YBEAOMIIEHWI.

Mpumep
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Add-DssStsPlugin —PluginTypeName "CryptoPro.DSS.SimAuth.Notification.OtaTransportPlugin,DSS.SimAuth.Notification" -PluginType Ota —
Settings @{ "Address" = "http://<otaAddress>"}

WAT 3 AOBAB/NTEHUE MOAY/NA ONOBELWEHWNA

KomaHnaner Add-DssStsNotifier

MapameTpbi

TransportPluginid

3HauyeHne Llenoe nonoxutensHoe ymcio.

WaeHTndumkatop TpaHcnoptHoro naarvHa OTA. JaHHbIV nAeHTUdMKaTOP MOXHO NOCMOTPETbL C MOMOLL b0 KOMaHAleTa Get-

O
nvcanne DssStsPlugin.

FormatterPluginid

3HaueHve Llenoe nonoxwrensHoe ymaio.

o Maentndukatop nnarmHa popmatnposaHms. [JaHHbI naeHTUdMKaTOp MOXHO NOCMOTPETh C MOMOLLLbIO KOMaHAneTa Get-
ncarine DssStsPlugin.

NotifierType

3HaueHve Ota

OnvcaHwve Tvin Moayns onoseLeHns. NapaMeTp MOXET UMeTb TO/IbKO yKazaHHOe 3HayeHue.

Mpumep

Add-DssStsNotifier —TransportPluginld 1 —FormatterPluginld 2 —NotifierType Ota

Huxe NpUBOAUTCA MOJIHaA NOC/Ie40BaTe/IbHOCTb BbI3OBOB KOMaHAJIETOB PowerShell A4NA perncTpayunm moaynsa.

#[lobaBneHve nnarvHa ¢opmmpoBaHUA cCOObWeEHNM

Add-DssStsPlugin -PluginTypeName
"CryptoPro.DSS.SimAuth.Notification.OtaFormatterPlugin,DSS.SimAuth.Notification" -PluginType Formatter -
Settings @{ "UseQuatedValue" = "true" }

#[lobaBneHve TpPaHCMOPTHOro naaruHa

Add-DssStsPlugin -PluginTypeName
"CryptoPro.DSS.SimAuth.Notification.OtaTransportPlugin,DSS.SimAuth.Notification" -PluginType Ota -Settings @{
"Address" = "http://<otaAddress>" }

#[lobaBneHve Moayns OMNOBeWeHUs
Add-DssStsNotifier -TransportPluginId 1 -FormatterPluginId 2 -NotifierType Ota

Pernctpauna naptum SIM-kapT 1 npoduna kpuntonpoBanjepa
Co3paHuMe HOBOTO MOAYNA

3anycTute OT UMeHW agMUHUCTPaTopa YTUANTY SimAuthKeysManager.exe, HAXOAALLYOCA B PaCrMONOXKEHNM

C:\Program Files\Crypto Pro\DSS\STS\bin SimAuthKeysManager.exe.

B npuBeTcTBEHHOM OKHE MeHe Kepa reHepaL v napTuin katoden SIM-kapT BbibepuTe 13 BbiNagatoLLero crvcka sk3emnasp
LieHTpa NaeHTudunkaumm, Ha koTopom ByaeT 3apernctpuposaHa naptua SIM-kapt (1). Haxmute kHonky «Mpogomkute» (2).
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N\ MeHeaxep reHepauuu
> KPUITOIMPO napTuim Knro4ven
N

CUM-KapT

Bulbepute akzemnasap STS:

[Mpopomxutsb

B oTkpbiBLIEMCA OKHe neperaunTe Ha Bkaaaky «Co3aaHune moayns» (1). BBeguTe HazBaHne Moayns B nose «HassaHwne moayns» (2).
Mog Mogynem B l]aHHOM C/lyYae NPUHATO cunTaTh Habop HacTpoek A GopmMmpoBaHMs daina nepcoHanmsauuv naptum SIM-

KapT.
OnwncaHue 1 pekoMeHAaL MK Mo YCTaHOBKE NMapaMeTpoB, BXOAALLMX B 610K (3), npescTaBieHbl B Tabanue Hxe.

LLarum (4) n (5) onuncanbl B pasgenax “lMapameTpbl Kpuntonposargepa” n "PaclunpeHHble napaMeTpbl” COOTBETCTBEHHO.

MeHeaxep reHepauWK NapTUA KNKOYER CUM-KapT E“E‘

Tenepauma Kﬂﬁ" Cosaaxue Moayna

IHassaHme MOAYNA: Tesﬂ 2 I

PaCLLIMquGEaHVIE EXOAHBIX JaHHBIX:

Tonsko Gain nepcoHanuzaLmMm:

OO
W

Buigoa ICCID Bes checksum:

LUHquClBaHME EEIXOAHBIX AGHHBIX:

Mognuce EBIXOAHE AAHHBL:
4 * MapameTpsl KpUNTONPOEaaepa
PaclwMperHele NapaMeTpsl |

5

3aperMcTpUpoEaTe MOgY b

MapameTpbl moaynsa

NMAPAMETP OMUCAHUE

PacundposaHune

V3meHsATb He TpebyeTca.
BXOZHbIX A@HHbIX

YcTaHoBKa flaHHOro Yekbokca 03HauyaeT, Uto creHepupoBaHHas naptusa SIM-kapt HE BY AET 3anucana B b/, LI/ DSS.

Tonbko dpanin . N L
¢ Byzet co3gaH Tonbko dann nepcoHanmsaumm. Vicnonbayetcs Ans NOBTOPHOW reHepaLmm 04HOro 1 Toro xe daiina

nepcoHaamsaunmn
nepcoHaansauuu.

BbiBog ICCID

VI3meHaTb He TpebyeTcs.
6e3 checksum pevy
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NMAPAMETP OMUCAHUE

Wcnonbayetcs ans Ge3onacHoit nepesaun daitna nepcoHanmsaumm npoussogutento SIM-kapr.
Bo3MO)XKHble 3HaUeHUs:

LLndpposaHme None — be3 wndposaHus;
BbIXOZHbIX Pgp — Vicnonb3yetca PGP-wundposaHue. Mpun Bbibope HEOHXOANMO B MOABMBLLEMCA MOJE 3aMOAHWUTb NyTb K dainy ¢
AaHHbIX OTKPbITbIM KNHOHOM MoayyaTens.

Cms — ucnonbsyetca CMS-wwmdposaHwe. Mpu BoiGope HEOBXOANMO B MOABMBLLEMCA MOJE 3aMONHWTL NyTb K dariny ¢
cepTMdrKaTOM nonyvatens.

Moanuce
BbIXOZHbIX V3meHaTb He TpebyeTcs.
JAaHHbIX

MapameTpbl KpuntonpoBaiiaepa

Ha saHHOM Lare perncTpupyroTcs KpUnTonpoBanaepbl, KOTopble ByAyT Ucnoab3oBaHbl Aas codganms B NAKM «Kpuntollpo
HSM» aByx Mactep-katouen. OanH Mactep-kntoy byAeT Mcnonb3oBaThCA A/s BbIPpabOTKM BEKTOPOB ayTeHTUdMKaLLUK
Monb3oBaTenen, a Apyron — Ans BeipaboTku Security Domain- (SD) knroueil.

JobaBneHve Habopa KpPUNTONPOBANAEPOB MOXET ObITb TakyKe OCYLLECTBAEHO MPU NMOMOLLM COOTBETCTBYHOLLIMX KOMaHANETOB,
OfHaKO PEeKOMEHZAYETCH UCMONb30BaTb MHCTPYKLLMIO, OMUCAHHYHO B HACTOALLLEM pa3zene.

HaxxmuTe Ha kHomnky «[MapamMeTpbl KpunToNpoBaaepa». B oTKpbIBLLIEMCA OKHe 3amnoiHUTe HEOHXOAMMble MOJS B COOTBETCTBUN C
TabanLen HLXKe.

MNpumeuvaHue
[Ans kaxcaon HoBow napTum SIM-kapT TpebyeTcs co3gaHne HOBOro Npodus KpUNTONpPoBanaepa.

MapameTtpbl KpunTonpoBaigepa
NAPAMETP OMWUCAHME
Mpodwmb KpunTonposagepa He 3anonHsetca, ecin Tpebyetca cosgaHvie HOBOW napTum SIM-kapr.

Cozgatb HOBbIM NPodW/b KPUMTONpPOBadepa

Mm

YekbOoKC AO/MKeH BbiTb YCTaHOB/EH, e TpebyeTcs co3gaHne HoBol naptum SIM-kapr.

Tun kpunTonpoBsavizepa (2) 80
Vims kpunTonposarizepa (3) Crypto-Pro GOST R 34.10-2012 HSM Svc CSP
Haz3saHwne npoduna (4) Ha ycmoTpeHne agmuHucTpatopa.

Ha YCMOTpeHUe agMUHUCTpaTopa. PeKOMeHAyeTCﬂ 3anucbiBatb AaTy CO34aHUA

Onwcanue npoguns (5) npoduns

Mocne 3anonHeHns BCex HeOOXOANMBIX nonen ybeanTech, UTo KHomnka «CoxXpaHUTb» akTMBHA, U HaxXMuTe ee (6).
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Mpodwae kpunTonposaigepa: =

CozaaTk HOBRIA NpOdMAL KPWATONPOEARAEDE

1/ Tun kprnTonposaigepa: 2

Wmsa kpunTonposaiaepa:

| 31

This module was created 21.05.20151 5

Hazsanue npoduns:
Onucanme npoduna

6\*

OTtmena CoxpaHuTte

PacwupeHHble napameTpbl

HaxxmuTe Ha KHomMKy «PaclunpeHHble napaMeTpbl». B oTkpbIBLIEMCA OKHe 3anonHuTe Heobxoanmble nons B COOTBETCTBUN ¢
Tabanuen "PacwmperHbie napametpbl”. (BHUMAHWME! Tabauua HE onucbiBaeT napamMeTpbl, a yCTaHaBAMBAET UX 3HAUEHWS,
HeobXxoAMMble ANA HACTPOWKM ayTeHTU MKaLLUW).

MpuMeuaHue
Cnepytolme napaMeTpbl BAUAIOT Ha CMMCOK W/WAV 3HaYeHnsa napaMeTpoB «[lapameTpbi»:

e Tun npodbuns reHepaLmm katoyen (Bce 3HaueHWs 1 onvcaHve NapameTpoB A/ npodunein Sim3 n M2M cm. Tabanuy
"[lonoaHUTeNbHbIe HacTPOVKK Npoduaa KpunTonposangepa”);

e [podub reHepaLum katouen (Bce 3HaueHWs B 3aBMCMMOCTY OT BbIOpaHHOTO LWabsioHa dalina nepcoHanmnsaLmm
onuncaHve napameTpoB cM. Tabamuy “LLiabnoHbl darina nepcoHanmsammn®).

PacwmnpeHHble napameTpbl
NAPAMETP OMUCAHUE

Tvn npoduns

. Sim3
reHepauum Katouen

Bo3MoO>KHble 3HauUeHus:
Sim3BasicFixPassword — a1 naptum SIM-kapt 6yaet ycraHoBeH GUKCUPOBaHHBIV KOZ aKTUBALWMN.

Sim3BasicRandomPassword8 — 15 naptum SIM-kapT 6yseT yCTaHOBAEH CyYalHbIN KOZ akTuBaLmmn* (cMm.
Mpodunb reHepavmm napametp RandomPasswordLength).
KtoYen

Sim3LegacyFixPassword — ¢vkcmpoBaHHbI Kog, akTuBaumm ans obecnedveHns coBmectumocty ¢ Windows
Server 2008 R2

Sim3LegacyRandomPassword8 — ciyualiHbili Koz akTvBaummn ais obecriedenHms coMmectmoctu ¢ Windows
Server 2008 R2

O6paboTumnK BXOAHbIX
JaHHbIX

M3meHsATb He TpebyeTtcs.

[eHepaTop ktoyel M3meHsATb He TpebyeTtcs.

O6paboTumk

V3meHATb He TpebyeTca.
BbIXOZAHbIX JaHHbIX
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BlobType — VI3ameHsATb He Tpebyetcs
BlobVersion — VI3meHaTh He Tpebyetca
UseKeyVersion — /13meHATb He TpebyeTcs
PRF — VI3meHaTb He Tpebyetca

PasswordFormat — ®opwmar BbiBoza koga akTuBaLmm B daline nepcoHanmzaumm: Numeric — gecatuunbiid, Hex
- LeCTHaaLaTepUYHbIN

IsRandomPassword — VI3meHsATb He Tpebyetcs
MapameTpebl

RandomPasswordLength — [lnvHa koga akTuBaumm (ecim BeibpaH Npoduib reHepaLm Karoden
Sim3BasicRandomPassword8. o ymonuaHuto paBHa 8.

FixedPassword — 3HaueHve drKcMpoBaHHOIO Koza akTuBaLmm

UseMoKey — ViameHsATb He Tpebyetca

UseMask — 3meHsATb He TpebyeTtcs

SsdCnt — Cuetuunk uncna ncnonbsosaHms SSD-kntouent. JOJDKEH 6biTb paBHbIM 0.

Header — 3aronoBok darina nepcoHanusaumm. ViameHsTb He Tpebyetcs

[ononHnTenbHble HAaCTPOVKK Npoduasa Kpuntonposaligepa (Habopa Mactep-katouei)
NAPAMETP OMWUCAHME 3HAYEHUWE NAPAMETPA

var_out: <F1>/<F2>/../<Fn>, rae
<Fi>:
ICCID - cepuiiHbI HoMep SIM-kapTbl;
3aronoBKku ¢aiina nepcoHanmsaumn. YkasaHvie 3aroJloBkoB KIC - SD-kntou 1;
onpezenseT Haamuve Takux ctonbuos B darne. Mopagok KID - SD-karou 2;
CN1ef,0BaHNA 3aro/IoBKOB OMNpeaenseT ux nopaaok clefoBaHns B KIK - SD-ktou 3 (419 cMeHbl);
daiine. DCKA - 6106 ¢ BEKTOPOM
ayTeHTUdmKaumy;
Password (nan PUK) - kog

Header

akKTueauumn.

AESCMAC;
HMACSHA1L ;
AESCMAC_Legacy;
Naentndurkatop anroputma PRF ans BbIpaboTKM TPaHCMOPTHOIO HMACSHA1_Legacy .
K/IFOYa, Ha KOTOPOM 3aLindPOBbIBAETCA KOZ, ayTeHTUdMKaLMW. 3HaueH1s napameTpa ¢ NoCTGUKCOM
Legacy MnoaxoAAT TONbKO ANs

PRF

ncnonb3osaHus B Windows Server 2008
R2.

17 - ana QES;

BlobT Tvn 6106 DCKA- .
obType un 6no6a Ana nepegayn Kntoya 18 - 275 M2M.
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NMAPAMETP

BlobVersion

IsRandomPassword

ICCIDFileFormat

UseKeyVersion

FixedPassword

RandomPasswordLength

PasswordFormat

GlonassMaxBlobCount

GlonassKeyCount

GlonassDisableMask

GlonassTestDataRows

UseExtendedICCID

OMUCAHUE

Bepcus 6106a ans nepegaun DCKA-kntoua.

Pexxum reHepaumu naposneit (MYH-koa0B), ncnonb3yemblx Ans
BbIPabOTKM TPAHCMOPTHBIX KHOUEN.

®opmart 3anucy ICCID B paiin nepcoHamsaumm.

Vicnonb3oBatb BEPCUIO Npn reHepaunmn Ktouen.

3HayeHne PUKCMpPOBaHHOTO Napons (ko4 ayTeHTUdMKaLMmM Ha Bce

Kaoum). (Bzammowmckntovatrowme ¢ RandomPasswordLength)

[nvHa koaa aktmBaumu. [Mpy HaaMumm JaHHOro NapameTpa
CO3AaeTcs Cy4alHbIn KOA akTuBaLuMn. BaanmounckatovaroLume ¢
FixedPassword)

®opmart 3anucy Koga akTUBaLMK.

MakcrManbHoe KoaM4ecTBo katoueBbix 610608 B paiine
nepcoHannsaumn. Tonbko Ana wabnoHa M2M.

Konnuecrso katoueli, koTopble TpebyeTca creHepupoBaThb As
darna nepcoHanmzaummn. Toabko ans wabaoHa M2M.

He HaknagbiBaTh Macky Ha katoun. Tonbko Ans wabnoHa M2M.

Konnuecrso crpok B ¢darine ¢ TectoBbiMu gaHHbIMK TJTOHACC.
Tonbko ans wabnoHa M2M. Mo yMonYaHMO YO CTPOK
cocraenset 10.

ICCID npepscraBneH B paclLMpeHHOM dopmaTe, B TO Bpems Kak
6a30Bbili ICCID - 19 undp.

LLa6noHbl paiina nepcoHanmsauum

WABNOH

NAPAMETP 3HAYEHME
BlobType 17
BlobVersion 2
UseKeyVersion True
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3HAYEHWE NAPAMETPA

1 - ana Tvna 6106a ©x12;

2 — ana Tvna 6a1o6a ©x11 (1 BekTop
ayTeHTUdUKaumm);

3 — ana Tvna 6noba Ox11 (2 BekTOpa
ayTeHTuduKaumn).

CnyyaiHbin: True;
dukcmpoBaHHbIA: False.

NoCS - 3anucbiBaTb daiin
nepcoHanmzaumm lccld 6e3
KOHTPOJIbHON CyMMBb;

CS — C KOHTPOJIbHOWN CYMMOWA.

True/False.

Ctpoka ¢ naponem.

Llenoe nonoxutenbsHoe 4ncno.

LLlectHagLaTepryuHbIi: Hex ;
[ecatnunbii: Numeric .

Llenoe nonoxurenbHoe uncio.

Llenoe nonoxutenbHoe umcio.

True/False.

Ll,enoe MONOXNTENBbHOE YNCTIO.

True — e IccId aavHHee 19 undp;
False — B ocTanbHbIx Cyyasx.

OMNCAHMUE

Tun 6n06a ans nepegaun DCKA-katova.

Bepcusa 6106a ans nepegaun DCKA-
K/roYa.

Vicnonb3oBaTb BEpCUto Npu reHepaLn
KHOYUen.
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BasicFixPassword

PRF

PasswordFormat

IsRandomPassword

FixedPassword

Header

OTanyatowmecs napameTpbl ANA Apyrux wabioHos

La6noH

LegacyFixPassword

BasicRandomPassword8

LegacyRandomPassword8

Mapametp

PRF

IsRandomPassword

RandomPasswordLength

PRF

IsRandomPassword

RandomPasswordLength

AESCMAC

Numeric

False

12345678

"var_out:
ICCID/KIC/KID/KIK/DCKA/PUK"

3HaueHune

AESCMAC_Legacy

True

AESCMAC_Legacy

True

VaeHtndwukartop anroputma PRF ans
BbIPabOTKM TPAHCMOPTHOTO K/tOYa, Ha
KOTOPOM 3alLnPOBbLIBAETCA KOJ,
ayTeHTUdmKaLmn.

<DOpMaT 3anncn Koda aktmnsauunmn.

Pexxum reHepaumm naponei (MYH-kogoB.),
NCNOb3yeMbIX ANA BblpaboTKm
TPaHCMOPTHBIX KHOYEN.

3HauyeHne pUKCMpPOBaHHOIO Naponsa (KOA
ayTeHTUMKaLMM Ha BCE KJIHOUN).

3aronoBku ¢aiina nepcoHamsaLmu.
YKka3saHue 3arofloBKOB OrnpeAenser
Ha/MuMe Taku1x CToN6LOB B dpaiine.
MopsaAoK CNefoBaHMA 3aroIoBKOB
onpezenseT vx NopsAoK ClejoBaHUs B
daiine.

OnucaHune

VaeHtndwnkartop anroputma PRF ans
BbIPabOTKM TPaHCMOPTHOTO K/tOYa, Ha
KOTOPOM 3aLLnPOBbIBAETCA KOJ,
ayTeHTUdMKaLMN.

Pexxnm reHepaummn naponeit (MYH-kogos.),
MCMoNb3yeMbIX 4151 BbIpaboTKM
TPaHCMOPTHBbIX KKOYEN.

[nvHa koaa akTvBaumu. [Npu Haanumm
[ aHHOTrO MapameTpa Co34aeTcs ClyyanHblin
KOZ aKTUBaLWW.

aentndukarop anroputma PRF ansa
BbIPabOTKM TPaHCMOPTHOTO K/tOYa, Ha
KOTOPOM 3allndpoBbIBAETCA KOJ,
ayTeHTUudmKaLmn.

Pexxum reHepaumm naponei (MVH-kozoB),
NCMOAb3yeMbIX A5 BblpaboTKM
TPaHCMOPTHBIX KJHOYEN.

[nvHa koga akTvBaumu. MNpu Haanuum
[l@aHHOrO MapameTpa Co3aeTca ClyYanHblii
KOZ, akTMBaLmK.

[Mocne 3anonHeHms Bcex napamMmeTpoB LWEeKHUTE ABOVIHbIM Lenykom no I'IyCTOIz I'IOCﬂeAHeIZ CTpOKe B CTOJ'I6LI,e «Ha3BaHue»

Tabanybl «MapameTpbi».

BnuwuTte B HOBOe Mnoe B cTonbLe «Ha3BaHMe» 3HaueHne SsdProfile (1). *BHUMAHWE! **one uyBCTBUTENBHO K perucTpy

6yKB.
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3anonHuTe 3HayeHne ana SsdProfile (2). 3HayeHne gaHHOro noas perucrpupyetca Ha OTA-naatdopme.

Mapamerpsl:
Hazeanwue 3HaueHwe
BlobType 17
BlobVersion 4
UseKeyVersion true
PRF AESCMAC
PazzwordFormat numeric
IsRandomPasswaord true

RandomPasswordlength |8

UseMoKey false
UzeMask true
SsdCnt -1

Mocne ycTaHOBKM BCeX MapameTpoB, NepeyncieHHbIX B AaHHOM pa3gene, HaxkMuTe KHOMKY «CoXpaHuTb».
Pernctpauus moayns

Mocne BbINOAHEHWS BCEX AEVCTBUW, ONUCaHHbBIX PaHee, HaXKMUTe KHOMKY «3aperncTprMpoBaTb MOAy/b» Ha BKaazke «Co3aaHue

mMogynsa» MeHeaxkepa reHepaummn naptum karoyen SIM-kapr.

MeHeaxep reHepauvmn NapTHIA KNKOYER cUM-KapT E‘

lenepaywa kntouel | Cosgadue mogyna

HazeaHue moayna; Test

F'EICLLIMd)F}GEIaHHE EXOOHBIX A4aHHBIX:

Tonsxo daiin nepcoHanmzaumm:
Buieog ICCID Ges checksum:

UJD'IquCIBaHME BERIXOAHDIX AaHHBIN

iimmi
[ [«] [+

Mognuce BoIXOAHEIX SaHHBI:

| MapameTpsl KpUnToNpoEaiigepa |

PaclmperHsIE NapaMeTpel |

3aperucTpUpoBaTe MOgYNb

leHepauusa ¢dalina nepcoHannsauunm

Mepengunte Ha BkAazKy «IeHepaLus kaouen» (1) MeHegykepa reHepaLmm napTuii katoden SIM-kapT, ecin aBToMaTuyeckumi

nepexos, Ha Hee He MPOU30LLIEN NOC/IEe BbIMOJAHEHWSA NPeAbIAYLLEro passena.
BbibepuTe 13 criucka Mogynein HeobXoAMMbI 3aperncTpPUPOBaHHbIA MOAY/b (2).
3anonHnTe Heobxoanmble NMons (3) B COOTBETCTBUM C TabAULLEN HUXKE.

FeHepauusa knouen

NMAPAMETP OMUCAHMUE

HassaHvie mogyna VIM# 3aperncTprpoBaHHOTO MOAY A MOXHO U3MEHWTb Mepes, reHepaLmelt Katouen.
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NMAPAMETP

Twun BBoga ICCID

Baselccid

Quantity

PacwndposaHmne
BXOZAHbBIX AaHHbIX

Tonbko daiin
repcoHanm3aLmm

BbiBog, ICCID 6e3
checksum

LLngpposaHune
BbIXOJHbIX JaHHbIX

Moanuce
BbIXOZHbIX AaHHbIX

[Mapametpebl
KpvnTonpoBaiaepa

PaclumpeHHble
napameTpsbl

HassaHwe cepuun

OnvcaHwue cepum

Manka gns BbiBOAA

CoxpaHuTb
M3MeHeHNA

OMUCAHMUE

|ccidSet

3HaueHue 6asosoro ICCID.

Konnyecrso SIM-kapT B naptuw.

M3meHsTb He Tpebyertcs.

YcTaHOBKa flaHHOro YekboKkca 03HayaeT, UTo creHepvipoBaHHas naptua SIM-kapt HE BY AET 3anucana B b/, LI/ DSS.
Byaet co3gaH Tonbko darn nepcoHanmaLmm. Vicnonbayetcs Ans NOBTOPHOW reHepaLim O4HOro 1 Toro xe daiina
nepcoHanm3aLmm.

M3meHsTb He Tpebyertcs.

Vcnonb3ayertcs ans 6e3onacHon nepegaun daina nepcoHanmsaumm npowssogutento SIM-kapr.

Bo3moikHble 3HaueHuaA: None — be3 wndposaHus;

Pgp — Vicnonb3yetca PGP-wundposaHme. Mpun Bbibope HEO6XOAMMO B MOSABMBLLEMCS MOJe 3aMOJAHUTb NyTb K hanny
C OTKPbITBIM KAtOYOM Mosyyatens. Cms — mucnonbsyerca CMS-wwmdposaHue. Mpu Bbibope HEOBXOANMO B
MOABMBLLEMCA NMOJIE 3aMONHWTL MyTb K Galiny ¢ cepTMdrKaToM noayyarens.

V3meHATb He Tpebyertca.

M3MEHATb HE PEKOMEH/YETCA. N03BO/ISIET M3MEHWTb UCMO/b3yEeMbIA MoZyieM Npodwib KpunTonpoBsalizepa
nan 106aBUTb HOBBIN.

M3MEHATb HE PEKOMEHAYETCA. No3BonseT M3MeHUTb HEKOTOPbIE MapaMeTpbl, HAaCTPOeHHbIe B pasaesne
"PaclumpeHHble napameTpsbl”.

Ha ycmotpeHve agMuHmcTpaTopa.

Ha ycmoTpeHve agMuHncTpaTopa. Heobsi3aTenbHbIi napamertp.

Ha ycmoTpeHune agMuHucTpaTopa.

YcTaHOBKa flaHHOro YeKboKca 03HaYaeT, UTo BCE M3MEHEHWS, BHECEHHbIE B JaHHON GOpMe, COXPaHATCA B Moy ie 1
M3MEHSAT HaCTPOMKM, BHECEHHbIe B pa3gene "Co3zaHne HOBOro Moy is”.

Ecnm uekbokc He yCTaHOB/EH, M3MeHEHWS, BHECEHHbIE B JaHHON GOopMe, MPUMEHATCA TOIbKO OAVH pa3 npu
reHepauuu naptum SIM-kapr.

Mocne YCTaHOBKWU BCEX HeO6XOAI/IMbIX napamMeTpoB HAXKMUTE KHOMKY <<CFeHepVIpOBaTb>> (4).
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MeHeakep reHepalMn NapTHA KNKOYed cUM-KapT IZ“E‘

lenepauywa knrouel | Cosganue mogyna

NUCOK MOy nE | Test 2

HazeaHue moayna: Test

Tun ssoaa ICCID: Baselccid: Quantity: 10

Pacwmndposanne BxoaHbIx gaHHe: | None

Tensko dain nepcoHanvzaymy:
Boieog ICCID Ges checksum:

W posanue BpixcaHbIx gadHe: | None

IIIIEj[jl\ll
L[] Kl

MognKMch BEIXOAHEN 4aHHBI | Naone

MapameTpsl KpUNTONPOEaiAgepa |

PacwvpeHHeie NapamMeTpel | 4
HaseaHwne CEpHM. mega_test |:| CoxpaHfiTe W3MeHEHM
Onucanue cepun:
CrenepupoBats
MNanka ana exieoga: ] O6zop

B cnyuae ycnelwwHow reHepauum naptum SIM-kapT nossutca coobueHmne «FeHepaLus Kaouei CMM-KapT YCreLHO 3aBepLLeHa.

AJ’IH 3aBeplieHna reHepaunm KAHOUEen HaxxmuTe KHOMKY «OK».

MeHEpaLMA KAKYER CUM-KapT YCNELLHO 33BEpPLUEHA

Boiigte n3 MeHegkepa reHepaLluv napTuii katouern SIM-kapT, HaxaB KpacHbIN KPecTuK.
N3MeHeHMe NapaMeTpoB CYLLECTBYIOLLETO MOAYNA

Kaxxgoe co3paHue dalina nepcoHanmsaumm Hosow naptum SIM-kapt (1 permuctpaumm ero B DSS) TpebyeT co3gaHuns HOBOro
npoduns kpuntTonpoBaraepa (Habopa Mactep-katouel). s ya06CTBa UCMONb30BaHUS He TPebyeTcs KaxkAbli pa3 co34aBaThb

HOBbIN MOAY /b,

I'Ipou,e,u,ypa, OonncaHHaA B JaHHOM pa3jesie, NO3BONAET MUSMEHUTb NMapaMeTpbl CyLecTByroLero Moy nd 6e3 NMOBTOPHOTO

3aMNOJIHEHWS PaCLUMPEHHbIX MapaMeTpoB.

AHanorunyHo pasgeny "leHepauus darina nepcoHanmsaumn®, nepergute Ha Bknagky «eHepaums kaouen» (1) MeHeaxxepa

reHepau v napTmin katoden SIM-kapr.
BbibepuTe 13 cnncka Mogynein HeobXoAMMbIN 3aperncTpUpPOBaHHbIN paHee Moay b (2).

3anonHuTe HeobxoamMble NoAs (3) B COOTBETCTBUM C Tabamuelt "FeHepauus katovelr" B pasgene "[eHepalms daina

nepcoHanusaumm'.
MNpumeuaHue
Ykaxute HOBbIE 3HaueHus noneli «<HasaHue cepumn» 1 «OnmcaHne cepum».

HaxxmuTe Ha kHomnKy «[MapameTpbl KpunTonpoBangepa» (4), UTobbl HA3HAUUTL MOZY /IO HOBbIN MPOdWIb KPUNTOMNPOBaZepa
(Habop MacTep-katoyein). B oTKpbIBLLEMCA OKHE BbIMOAHUTE BCe AEMCTBUA aHaNorMYHO pa3geny “lNapameTpbl Kpuntonposarigepa”

[,@HHOTO JOKYMeHTa.
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YcraHoBUTE UekboKC «CoxpaHUTb M3MeHeHMs» (5), UTOBbLI Nepe3anucaTh CTapble HaCTPONKM MOAYAS TEKYLWUMUN (Hanprmep, ecim
M3MEHSJIN pacllMpeHHble NapamMeTpsbl). Ecin uekboKC He yCTaHOB/EH, U3MEHEHWS, BHECEHHbIE B aHHOV GpOpMeE, MPUMEHATCS
TOJIbKO OAWH pa3 Nnpw reHepaLum naptum SIM-kapT.

Mocne ycTaHOBKM BCeX HEOHXOANMbIX MAPaMeTPOB HaXXMUTe KHomMKy «CreHepnpoBaTb» (6).

MeHeaxep reHepauWK NapTUA KNKOYER CUM-KapT E“E‘

leHepauma

1

yei |C03,qaune MOAYNA |
MMCoK Mopyﬂeﬁ“ Test J_HI

Hazeanue mogyna: Test 3

Tun ssoga ICCID: n Baselccid: Quantity: 10

PaCLLIMquGEaHVIE EXOAHBIX AaHHBIX:

Tonsko Gain nepcoHanuzaLmMM:
Buigoa ICCID Bes checksum:

UJD'IquCIBaHME BERIXOAHDIX AaHHBIN

iiDDiI
[ [«] [4]

Mognuce BoIXOAHEIX SaHHBL

MapameTpsl KpUNToNpoEaigepa | 6

\

PaclmperHsIE NapaMeTpel |

Hazeanwe cepum: mega_test V CoxpaHfiTe M3MeHeHus
Onucanme cepuin

CreHepupoEaTh

[Manka AnA BuIBEOAS: | Ofzop

B cnyuae ycneluHowm reHepauum dana nepcoHanmsaum (naptmm SIM-kapT) noseuTcs cooblueHne «eHepaLms Kitouelr cMm-kapT
yCrnewHo 3aBepLueHa». [lna 3aBeplueHna HaxkMuTe KHoMKy «OK».

MeHEpaLMA KAKYER CUM-KapT YCNELLHO 33BEpPLUEHA

Boiigte n3 MeHegykepa reHepaLluy napTuii katouen SIM-kapT, HaxaB KpacHbIN KPecTuK.
KomaHanetol ana HacTporku ayTeHTUduMKaumMm npu nomouwm annneta Ha SIM-kaprte

Hacrpolika ayTeHTUdmKaLum npy nomoLum annaeta Ha SIM-kapTte ocywecteasetcs ¢ nomolbio Windows PowerShell. KomaHabl
aAMUHNCTPUPOBaAHWS BKAKOUEHbI B MOAY/Ib CryptoPro.DSS.PowerShell.STS.

KomaHanetbl ana HacTpoiku npopuna kpuntonposanaepa

e Add-DssSimAuthCryptoProviderProfile
e Get-DssSimAuthCryptoProviderProfile

e Remove-DssSimAuthCryptoProviderProfile
KomaHanetol ana HacTpoWkM KpUnTonpoBaiijepos

KomaHaneTbl 415 HaCTPOMKM KPUNTOMNPOBaZEPOB BXOAAT B HA6Op KOMaHA/IETOB 06beKTa afMVHUCT PUPOBaHUS
"Kpuntonposarigepsb!”.

KoMaHaneTsl AN NpocMoTpa CBeAEeHWI O 3aperncTpupoBaHHbix SIM-kapTax

o Get-DssTokenProfile

Vcnonb3yeTcsa ANs BbIBOAA Ha KOHCO/b CBEA,EHNI O 3aperncTpupoBaHHbix B DSS naptuax SIM-kapr. MNpw 3tom B cTonbel, Vendor
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file:///D:/SVN/DSS/Sources/Doc/CryptoPro.DSS.Documentation/_site_pdf/_raw/_site_pdf/adminguide/sts/cmdlets/Add-DssSimAuthCryptoProviderProfile.md
file:///D:/SVN/DSS/Sources/Doc/CryptoPro.DSS.Documentation/_site_pdf/_raw/_site_pdf/adminguide/sts/cmdlets/Get-DssSimAuthCryptoProviderProfile.md
file:///D:/SVN/DSS/Sources/Doc/CryptoPro.DSS.Documentation/_site_pdf/_raw/_site_pdf/adminguide/sts/cmdlets/Remove-DssSimAuthCryptoProviderProfile.md
file:///D:/SVN/DSS/Sources/Doc/CryptoPro.DSS.Documentation/_site_pdf/_raw/_site_pdf/adminguide/sts/cmdlets/cryptoproviders.md
file:///D:/SVN/DSS/Sources/Doc/CryptoPro.DSS.Documentation/_site_pdf/_raw/_site_pdf/adminguide/sts/cmdlets/Get-DssTokenProfile.md

noMeLLaeTcs 3HaueHve nonsa «HassaHue cepum», B ctonbel, Model — 3HayeHwe noas «OnuncaHne cepum».
o Remove-DssTokenProfile

Vicnonb3yeTcs Ans yaaneHvs 3apernctpmpoBaHHbix B DSS naptuin SIM-kaprT.
o Get-DssAuthenticationToken

|/|CI'IOJ'Ib3yETCFI ANA BbIBOAA HAa KOHCOJIb CBEAGHVIVI (0] SIM—KapTax, cojep>Kawmxca B naptmn.
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AyTteHTUdMKaLMA C UCMOIb30BaHMEM OAHOPa30BbIX Naposien
ﬂ,OI’IOI’IHVITe}'IbeIe Cnocob6sl ayTeHTVI(I)MKaLI,VIVI

anI NCrON1b30BaHNA ayTeHTVI(I)VIKaLl'I/IVI TOJIbKO MO JIOTUHY U NMapoJiko Nan ayTeHTI/Iq)I/IKaLI,VII/I no CepTI/ICI)I/IKaTy BO3MO>XXHO Ha3Ha4uTb

A,0MNONHUTENbHbIE CNOCOObI ayTeHTUdMKaLum:
® ayTeHTUdMKaLMA C NCNONb30BaHNEM O4HOPA30BOro Naposs, 4ocTaBasemMoro yepe3 SMS-coobuyeHuve (OTP-via-SMS).

lMpwn MCnonb3oBaHWMM aHHOTO METOAA A1 MOATBEPXKAEHWS BXOAa M onepaLuii y MNoab3oBaTtens 40N0oNHUTENbHO byaeT
3anpallmnBaTbCs BBOJ O4HOPA30BOro Naposis, AoCTaBasemMoro B SMS-coobuieHnmn Ha TenedoH MNMonb3osaTens.

® ayTeHTUdMKaLMA C NCMONb30BaHNEM O4HOPA30BOro napos, gocrasngemoro yepes EMAIL (OTP-via-EMAIL).

|_|pl/l MCNONb30BaHNKM AaHHOIo MeToa ANA NOATBEPXKAEHNA BXOAa U onepau,vn7| AONOJIHUTENBHO Y lMonb3oBaTens 6y,c|,eT

3anpawimBaTbCa BBOA O4HOPAa30BOro naposda, 4ocraBaaemMoro no 3ﬂeKTpOHHOI>II nouyre.

NpumeuvaHue

JononxutenbHble cnocobbl ayteHTUdMKaLmmn B Kpuntollpo DSS ABastoTcA BCnoMoraTtesibHbIMY U He ociabastoT TpeboBaHmi

NepBUYHOW ayTeHTUPUKaLL .
O6wwme HacTpoiku OAHOPa30BbIX Naponei

K ynpaBneHunto ofHopa3oBbIMU NapONSMU OTHOCUTCS CieAyoLWwniA Habop NapameTpoB, 3aZaBaemblx Yepe3 KoMaHaeT Set-

DssPasswordPolicy:

® -TnvalidOtpAttempts,
® -TransactionTimeOut,
® -OtpComplexity,

® -OtpLength

n KoMaHanet Set-DssStsProperties:

® -OtpConfirmationTimeOut,

® -MinOtpConfirmationTimeOut.

OtpComplexity u OtplLength onpeaenaroT CNOXKHOCTb U AJINHY OAHOPA30BbIX naposen, nepesasaembix yepes SMS nam Email. Mo

YMOUAHMIO CO34at0TCA OAHOPA30Bble NMapoau, coctoswme ns 5 undp.

InvalidOtpAttempts onpegenseT KONMYECTBO HEBEPHbIX MOMbITOK BBOAA O4HOPA30BOro napos. Mo yMOA4YaHUO [Monb3oBatento
npeaocraBiaeTca 3 NonbITKM HeBepHOro BBoAa O04HOPA30BOro napoJia. Ecnv 3HaueHne napametpa InvalidOtpAttempts

YCTaHOB/IEHO Ha 0, TO KONMYECTBO MOMbITOK BBOAa O4HOPA30BOro napoada He orpaHn4eHo.

Moseserve LieHTpa ViaeHTndumKaLmm npy NpeBbILLEHNM KOANYECTBa HEBEPHbIX MOMbITOK BBOAA 3aBUCUT OT MapaMeTpoB

-OtpConfirmationTimeOut U -MinOtpConfirmationTimeOut .

-OtpConfirmationTimeOut onpegenseT Nepuoj BpeMeHM, B TeueHne KOToporo onb3oBaTens 40KeH NOATBEPAUTL
OZHOpPa30BbIV Naposb. Ecn B TeueHWe faHHOrO Neproja o4HOPa30BbIA Naposib He 6bln NOATBEPXKAEH, TO [onb3oBaTeNb 40MKEH
3anpoCcuTb HOBbIM OAHOPA30BbIY NMapoJb AN MOATBEPXAEHMA. Takxke B TedueHure neprosa OtpConfirmationTimeOut gencrsyer

CYETUMK HEBEPHbIX MOMbITOK BBOAA OJHOPA30BOro Napos; Npu 3anpoce HOBOTO OAHOPA30BOro MNapos CHETUMK OBHYIfeTCA.

-MinOtpConfirmationTimeOut onpeaenseT MHTepPBaN BpeMeHW, Yepes KOTOpbIV [onb30oBaTelb MOXET 3anpOCUTb HOBbIN
OZHOPa30BbIl Naposb. [lpyrumm cioBamu, ECAN B TEYEHWE MHTepBaia BpeMeHn MinOtpConfirmationTimeOut Monb3oBaTens
NPEBbLICU KOAMYECTBO HEBEPHbIX MOMbITOK BBOAA OAHOPA30BOro Naposis, TO HOBbLIN Napo/ib OH CMOXET 3aNpPOCUTb He paHbLue
NCTeueHVs nepuoga BpeMeHn MinOtpConfirmationTimeOut . Tak>Ke ZaHHbIVA MapaMeTp yCTaHaBAVMBaET TaliMayT A0 MOBTOPHOM
onepayun C NOATBEPXAEHMEM, eCv NpejblayLiee NoATBepXjeHue [onb3oBaTeNb OTMEHW CaMOCTOATENbHO. [10 yMon4aHumio

3HayeHns NnapameTpoB -MinOtpConfirmationTimeOut n -OtpConfirmationTimeOut coBmasatoT W paBHbl 5 MMHyTam. Ecam
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file:///D:/SVN/DSS/Sources/Doc/CryptoPro.DSS.Documentation/_site_pdf/_raw/_site_pdf/adminguide/sts/cmdlets/Set-DssPasswordPolicy.md
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3HayeHWe napameTpa -MinOtpConfirmationTimeOut ycTtaHoBneHO Ha 0, To [Toab30oBaTENb MOXET 3anpallnBaTh HOBblE

04 HOPa30BbIe MNAPOAY M ONepaL M C NOATBEPXAEHVEM 6e3 orpaHUUeHUiA.

MapameTp -TransactionTimeOut onpezensieT Nepuog BpemMeHu, B TedeHne KOoToporo Monb3oBaTtesb JOMKEH BbIMOAHUTb
MOATBEPXAEHHYHO onepaLuto (MoanNmch, paclumppoBaHme JOKYMEHTa, CO3aHune 3anpoca Ha cepTndurkat v T.n.). Ecam B TeueHne
JaHHOro neprogza BpeMeHu MNonb3oBaTesb He BbINOAHWA OnepaLmio, TO NOTpebyeTcs BbINOAHWUTD MOATBEPXKAEHME onepaLmm

MOBTOPHO.
HacTtpoika ayteHTMduKaumm ¢ ncnonbloBaHne ogHopa3oBbix SMS-naponen

Mpu MCnonb30BaHWMK aHHOTO METOAA A1 MOATBEPXKAEHWS BXOAa M onepaLuii y MNoab3oBaTtens 40NoNHWUTENbHO byaeT

3anpawrBaTbCA BBOA O4HOPA30BOrO NMapoad, 40CTaBaaemMoro B SMS-COO6LLI,€HVII/I Ha Te}leq)OH [Monb3oBaTens.

MpuMeuaHune

[laHHbIV BUA BCOMOraTe/lbHOW ayTeHTUduKaL um TpebyeT nogkatoueHns kK SMS-1uto3y onepatopa COTOBOM CBA3U B
COOTBETCTBUM CO CXEMOM Pa3MelLeHNsi KOMMOHeHTOB (cM pa3zen 6.3 XTAN.00096-02 96 02 Kpuntollpo DSS. Obliee onncaHue)
M B COOTBETCTBMM C TPEOOBaHUAMM K MOAK/IHOUEHUIO K CETSIM O6LLErO MOb30BaHMs, onucaHHbIMK B pasgene 10 XXTA.00096-02
95 01 Kpuntollpo HSM. MpaBuaa nonb3oBaHws.

A}'IFI MCNOoNb30BaHMA AaHHOIo MeToa ABde)aKTOpHOI?I ayTEHTI/Id)I/IKaLI,VII/I HeO6XO,£I,I/|MOZ

1. BkaounTb € nomMoLLbto KomaHaneta Enable-DssAuthenticationMethod meTog ayTeHTUGUKaL UK € MAEHTUPUKATOPOM

http://dss.cryptopro.ru/identity/authenticationmethod/otpviasms.
2. 3apernctpupoBaTb KOMMOHEHT A4S PacChliky COObLLEeHU Yepes SMS.

Mpv NCNONBb30BaHUN B KaUeCTBE MeTOZa BCMIOMOraTelbHOM ayTeHTUMKALLMM OLHOPA30BbIX NMapoel, 40CTaBasemMbix B SMS-
coobLeHusx, TpebyeTcs Haanume KOPPEeKTHOroO HoMepa TenepoHa B Npodune yuéTHol 3anucy Nonb3osaTtens.

B HacTpolikax LI/ napameTpbl -PhoneConfirmation 1 -PhoneConfirmationByOperator MO3BOASIOT BKAKOUUTH WM OTKIHOUNTD

noaTBepXaeHve Homepa TenedpoHa.
Mpumep:
Set-DssStsProperties -PhoneConfirmation $true

nan

Set-DssStsProperties -PhoneConfirmationByOperator $true

MoaTBepXAaTb HOMep TenedoHa TpebyeTcs NPV U3MEHEHUN HOMepa Yepes IMYHbIN KabvHeT Monb3oBaTtens. B 3Tom cayuae

0/HOPa30BbIN Naposib ByAeT OTMNpPaB/eH Ha HOBbIV HOMep TenedoHa.

Mpw cozganum Monb3osatens OnepaTopom NoaTBEPXKAeHNe HoMepa TenedoHa NoTpebyeTcs, ecn napameTp

-PhoneConfirmationByOperator = True.
HacTpoliika ayTeHTUdMKaLnmM C ncnonb3oBaHue oAaHopa3oBbix Email-naponeii

|_|pl/l MCNONb30BaHNM AaHHOIo MeToa ANA NOATBEPXKAEHNA BXOAa U onepau,vn7| AONOJNIHUTENBHO Y Monb3oBaTens 6yp.eT

3anpalwimBaTbCa BBOJ O4HOPAa30BOro naposda, 4ocraBaaemMoro no 3ﬂeKTpOHHOl>II nouyre.

MNpumeuvaHue

[JaHHbIV B BCOMOraTe/IbHOW ayTeHTUdGUKaL Mm TpebyeT NOAKAHOUYEHNSA K MOYTOBOMY CEPBEPY B COOTBETCTBUM CO CXEMOM
pa3MeLLeHns KOMMOHEHTOB (cM pa3zen 6.3 XKTAN.00096-02 96 02 Kpuntollpo DSS. ObLiee onvcaHne) 1 B COOTBETCTBUM C
TpeboBaHMAMM K MOAKAFOUEHWMIO K CETSIM OBLLEro Nosib30BaHwWs, onvcaHHbIMU B pasgene 10 XXTAK.00096-02 95 01 Kpuntollpo
HSM. lNpaBnaa nonb3oBaHMA.
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s ncnonb3oBaHUs AaHHOrO MeToAa ABYXDaKTOPHONM ayTeHTUdMKaL MM HEOBXOAMMO:

1. BkaounTtb € nomMoLLbto komaHaneTta Enable-DssAuthenticationMethod meTog ayTeHTUGUKaL UK € MAEHTUPUKATOPOM

http://dss.cryptopro.ru/identity/authenticationmethod/otpviaemail.
2. 3apernctpupoBaTb KOMMOHEHT 4151 pacChbliky COObLLeHN Yyepes Email.

Ans ycnewHol ayteHTUudmKaumm B npodune Monb3oBaTens foKeH ObITb 3aaH afpec 31eKTPOHHOM MOYTbI.
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Hacrpouka onoBelyeHus

C3N «KpunTolpo DSS» no3sossieT HacTpouTb ornoBelleHue Mob3oBaTtenet 1 OnepaTopoB O PA3ANUHBIX COOLITUAX CUCTEMBI.

Tak>ke coBbITUA MOTyT 3aHOCUTbCS B XypHan Cepauca Ayauta.

NMpumeuvaHue

OnogelleHne MNMonb3oBatenein Tpebyet nogkatoueHns LI n/man Cepeuca Mognucy k SMS-1uto3y onepaTtopa COTOBOW CBA3M
WAM K MOYTOBOMY CEPBEPY B COOTBETCTBUM CO CXEMOM Pa3MELLLEHNS KOMMOHEHTOB (cM gokymeHT XXTAK.00096-02 96 02
Kpuntollpo DSS. ObLiee onvcaHne) 1 B COOTBETCTBUM C TPEOOBaHMAMM K MOAKNOUEHUNIO K CETAM OOLLEro no/b3oBaHus,
onuncaHHbIMK B pa3gene 10 gokymeHTta XTAN.00096-02 95 01 Kpuntollpo HSM. MNpaBuia nonb3oBaHMs.

B aToMm pasgene:

MpuHLMN paboTbl CUCTEMbI OMOBELLEH WS
OnosgeLyeHve MNonb3oBaTeneii/OnepaTopos
OnosgelleHre no Email

OnoseweHne no SMS

PUSH-yBegomneHua

[Moantnkm onoeeLLeHms

LLlabsoHbI coobLLeHMI

KomaHaneTbl aZiMVHUCT pUpoBaHms

Cnncok cobbITuin
MpuHuMn paboTbl CUCTEMbI ONOBELLEHMUA

Cucrema onogellenus Kpuntollpo DSS no3BossieT yBegoMAATb pa3indHbiMU criocobamu Monb3osaTenen n OnepaTopos o

cobbITUAX, nponcxogalnx Ha ciefyrwnx KOMNoHeHTax:

Llentp NaenTndukaunm;
Cepsuc lMognuvcy;
Cepsuc O6paboTkm [JoKkyMeHTOB;

Moy b ayTeHTudukaumm myDSS (PUSH-yBegomaeHuns Ans NoATBEpXAEHNUs onepaL,nii).
Mpw 3TOM UCMOb3YyeTCs pa3jeneHre CobbITUI Ha ABa OCHOBHbIX MOTOKa:

® cobbITUA, NOoANEXaLLMe YBeJOMIEHNIO, OTNPaBAsaroTcs Ha CepBUC paccbiiki yBegoMaeHnn (Notification Service), oTkyaa
MOryT ObITb JOCTaB/eHbI MNonb3oBaTensm 1 OnepaTopamM B COOTBETCTBUM C MOIUTMIKaMV OMOBELLLEHWS;

® Cob6bITUS, nognexatiune 3anmcu B XypHasna ayaunta, OTnpaBaakoTCA Ha CepBI/IC Ay,ﬂ,VITa.

HekoTopble cobbITVA MOryT OTMPaBAATLCA Kak B ayAWT, Tak U Ha CepBUC pacCbINKn yBeAOMAEHWIA.
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RomnonenT KpunTollpo DSS

CofbITha,
noanekawme

|
|
|
|
|
|
: YEEAOMINEHHIO PACCHINKM YEEA0MNEHMIA
|
|
|
| CobBbrrna CoGbimva,
| nognekalme
ayauTy Mnarun 4na sanuck cobeimiii B
| ayauT
|
|
| TpaxCNopTHLIA NNarkH ANA ayauTa
|
- - -
-——
Cepsuc Aygura

h

MNarMH ANA PacceingmM
YBELOMNEHHA

TPaHCNOPTHLIA MAETMH 4nA

Cepeuc paccbiikv yBEA0MIEHUIA

UTeHHE BEMIOHEHHBIX

CobwiThe,

YTeHKE BRABMEHHBIX

-

CofbiTve, nognexauee

33MMCH B ayAWT

A

nocofos oNoBSWEHHA

Habopel nnaruvoe

[3 PUSH-y

Pacceinka yepes Email

Pacceinka yepes SMS

— MA@ ANA PACCLIKK YEEA0MAEHIMHA

1 MnaruH opMaTMpOBEHMA CoDBLWEHMA

TPEHCMOPTHEIA NAGTMH

“TEHME KOHTARTHOR
HHbOopMaLMKY

cnocofoB oNoBELLEeHUA

—

ronuTHka
YBEAOMNEHHUHA
Monesosatencit

Monutuka
YBEAOMIEHHUA
Onepatopos

KorTakTHas
uHbOpMaLMA
MNonezosatenei,
Cnepatopoe

Hacrtpoiika onoBeleHuns MNMonb3osaTteneit n/mam Onepatopos

Monb3osatenn n Onepatopbl Kpuntollpo DSS moryT 6biTh onoBeLyeHbl 0 cobbiTusax LieHTpa VaenTndurkaumm, Cepsuca Mognucu

1 myDSS nocpeacTtBoM SMS-coobLueHW, 3n1eKTPpoHHOM nouThl n PUSH-yBegomMaeHnn (B MObUabHOM npuioxeHun myDSS npu

NCMoab30BaHWMN aHHOrO MeToAa ayTeHTUdUKaLum).

NMpumeuvaHue

CobbiTns Ceprica O6paboTku [JoKyMEeHTOB NpeaHasHaueHbl CKAUMTENBHO 4J151 3aMnWcu B XKy pHan ayauTa. OnoBelleHme

YKa3aHHbIMW BblilLle cnocobamu 06 3TKX COBLITUAX HE npon3BOANTCA.

Hacrpoiika onoBelueHus MNonb3osateneit n/unm Onepatopos o cobbiTmax Kpuntollpo DSS npovsBoanTcs creayrowmnm obpasom.

1. Pernctpauyma nnarMHoB AnA AOCTaBKM CObbITUIM Ha CepBUC pPacChiKK yBeAOMAEHUA.

Bce cobbitus Kpuntollpo DSS, npeaHa3HauyeHHble Ans oTnpaBku [Nonb3oBatensm n OnepaTopam, LOMKHbI ObITb NepesaHbl B

CepBuc paccbinku yBegomaeHnin. CepBuC paccbiikn yBeAOMIEHWI ABAAETCA YacTblo LleHTpa MaeHTndukaunm v pa3BopayvBaeTcs

aBTOMaTU4YeCcKun npu co3gaHnmn sKksemnaapa. ,ﬂ,}'lﬂ nepejavn COBbITUI Ha CepBVIC PacCblsikn yBe,D,OM}'IEHI/IIZ HeO6XOAVIMO

3aperncTpupoBaTb Ha TOM KOMMOHEHTe, C KOTOPOro cobupatorca cobbITUA, CedytoLLe NaarviHbl:

Ansa cobbiTuin LieHTpa NaeHTudukauun:

® Add-DssStsPlugin - perucrpaums TPaHCMOPTHOrO naarnHa.

® Add-DssStsNotifier - permcrpauus MOZAYs PacCbUIKW yBEAOMAEHNN.
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$hostname = <hostname>
$STSappName = "STS"

# PerucTpauus TpaHCNOPTHOro nnaruHa
$plugin = Add-DssStsPlugin -PluginTypeName

"DSS.Notification.Transport.NotificationTransportPlugin,DSS.Notification.Transport” -PluginType

NotificationService -Settings @{ServiceAddress="https://$hostname/$STSappName/"}

# PerucTtpauusa moAynAa ornoseweHua
Add-DssStsNotifier -TransportPluginID $plugin.ID -NotifierType NotificationService

Ana cobbitnin Cepeuca Mognucu:
® Add-DssSignServerPlugin - perucrpawus TpaHCropTHOro naarmHa.
® Add-DssSignServerNotifier - percrpawus MOAyAs paccbiikiu yBeJOMAEHWA.

® TpaHCMOPTHbIN NAarvH - KOMaHANeT Add-DssSignServerPlugin.

$hostname = <hostname>
$STSappName = "STS"

$plugin = Add-DssSignServerPlugin -PluginTypeName

"DSS.Notification.Transport.NotificationTransportPlugin,DSS.Notification.Transport" -PluginType

NotificationService -Settings @{ServiceAddress="https://$hostname/$STSappName/"}

Add-DssSignServerNotifier -TransportPluginID $plugin.ID -NotifierType NotificationService

Ansa cobbituin DSS SDK:
Vcnonb3ytoTcs cobCTBEHHbIE KOMaHAIETbI.

Ansa cobbitnii CepBrca O6pabotkn [LoKymMeHTOB:

CobbiTns Cepauca ObpaboTku [lokyMeHTOB NpesHa3HaueHbl TONbKO A5 3anucu B XXypHas ayauTa.

JlononHUTEeNbHbIE HBCTpOVIKM NnAarMHOB AN AOCTAaBKM COBbLITUIN Ha CepBMC paccbiaku yBeAOM}leHVIﬁ

MnarnHbl ANA AOCTaBKU CobbITUNA Ha CepBVIC pacCblsikn yBep.OMJ'IeHI/IVI MMEKOT TakK>XXe AONOJHUTE/IbHbIE NMapaMeTpbl. MoAHbIN

CMUCOK AOCTYMHbIX HACTPOEK:

TpaHcnopTHbil naarvH (komaHanet Add(Set)-Dss...Plugin):

e ServiceAddress - azpec CepBuca paccbliku yBegomaeHnin B opmate "http(s)://<Sts hostname>/<StsAppName>/".

® UseMutualTlsFlag - dnar (‘True' wam ‘False'), BkatOUarOLLMIA MCMOIb30BaHNE KOHEUHOM TOUKM notifications/cert Ha

CepBuice paccbiiku yBeZoMaeHW. cnonb3oBaHme faHHON KOHEUYHOM TOUKM NMO3BOASIET NMOAKAOUATLCA K HEN MO NPOTOKONY

TLS, ncnonb3ys cepBUCHbIN cepTUdUKAT KOMMOHEHTA, Ha KOTOPOM PErCTPUPYETCA TPAHCMOPTHBIN MATMH.

MnaruH paccbinkn yBegomneHuii (komaHanet Add(Set)-Dss...Notifier):

® MinQueueSize — npremMaeMbli pa3Mep ovepean coobLeHnid. [Mpu NpeBbILLEHNN 3aaHHOTO 3HaYeHna 0bpaboTumkmn byayT

3abupaTtb co0bLLEHNs 13 ouepean 6e3 nay3bl O MOMEHTA YMEHbLUEHMS pa3Mepa OUYepesmr HUXKe AaHHOTo 3HaueHus. o

YMOJIYaHMIO NapameTp paBeH 100 .

® MaxQueueSize — MaKCMMabHbIV pa3mep odepean. MNpw JOCTUXEHMN MaKCMMabHOTO pa3Mepa o4epesn oTrnpaBka HOBbIX

coobLLeHNA BoKMpyeTCs, 4O MOMEHTa CHUXKEHWUSA pa3mepa Ovepesm HUXKE JaHHOro 3HayeHus. Mo yMonyaHuio napameTp

paBeH 10000 .

e TimerInterval — MHTepBan BPeMeHM OMNpoca ovepean coobLueHuii B Mc. Mo ymonuaHuo napameTp paBeH 500.

® TTL — KO/IMYeCTBO MOBTOPHbIX NOMbITOK OTMNpPaBKK COO6LLI,EHI/IH, npn BO3SHNKHOBEHNN owwmbok. Mo YMOAYaHWKO NMapaMeTp

paBeH 3.
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® MessageWindow — KONMYECTBO COOBLLEHUN, 3abMpaembIx U3 ouepesun Ans OTNPaBKM 3a OAUH pa3. o yMoayYaHuio napameTp
paBeH 1.
® ThreadCount — KONMYeCTBO 0OPaboTUMKOB ouepesm coobLeHui. Mo ymonyaHuo paBeH 1.

® Enabled — COCTOsIHME KOMMOHEHTA A5 PaCcCbIIKM COOBLLEHNIA: BKAOYEH/OTKIOYEH. [10 YMONYAHNIO BK/KOYEH.

2. Hactpoiika noantuk onoBeweHuna lNMonb3oBateneit u/mnm OnepaTtopos.

Monntukmn onoseweHuAa

CobbITKs, OTNpaBAeHHble C KOMNOHEHTOB DSS npw NOMOLLM HaCcTPOEHHBIX paHee NAarnHoB, J0CTaBAATCA Ha CepBUC PacCbIIKM
yBeAOMAEHUI. 34eCb NPONUCXOAUT NoayUeHne nHdopMaLLMm 0 AoCTyMnHbIX cnocobax goctaBku (Email, SMS, PUSH), a Takxe
KOHTaKTHOM MH$OopMaLum 13 npodpuns Moab3osatens nam OnepaTopa, KOTOPOMY AO/KHO BbITb fOCTaBNeHO yBegoMaeHve. Ans

nonay4yeHuna ,Cl,aHHO[;I I/IHCI)OpMaLl'I/IVI HEO6XOAI/IMO HacCTpoOuUTb NMNOJINTUKY OrnoBeLeHna Ana Monb3oBaTenen u OnepaTopOB.
Monutuka onoBeuweHnAa [Monb3oBatenei

MonnTtuka onoseLlleHns MNosb3oBaTene COCTOUT U3 TPeX YPOBHEN:

® rnobanbHoro,
® YPOBHSA rpynmnbl,
e ypoBH#A Nosb3oBaTens (HacTporika 4OCTyMNHa TObKO Yepes Be6- 1 REST-uHTepdelico).

MonnTtuka onoselleHns MNoab3oBaTenet 3anoHAETCA Npy NoMoLLm KoMaHaseTa Set-DssNotificationPolicy n npegcrasnser coboi
Habop cneayroLMX HaCTPOEK:

NAPAMETP T™n OMUCAHME
Type User OnpegenseTt, 49 KOrO HacTpanBaeTcs NMoanTmKa.

CrnCoK Ha3HauYeHW A5 OTNPaBKW YBEAOMIEHN
Notifiers SMS, Email, PUSH (1 nan Heckonbko Yepes 3ansaTyto) 0 COBbITUAX, yKa3aHHbIX B MapamMeTpe
Notifiers.

MaeHTdmKaTOp rpynmnbl, ecim HeobxoAnMo

GrouplD int
HaCTPOWUTb MOAUTUKY YPOBHSA rpynribl.

AllNotificationEvents WM Notifiers {}

. . ~ac Habop cobbIThii, O KOTOPbLIX HEOBXOAUMO
NotificationEvents (nycrom cnucok) N Notifiers (1 mam Heckonbko P P A

onoseLyaTthb.
yepes 3anaTyto)

Onpegenset, MoxeT n OnepaTop 13MeHsATb
AllowChangeByOperator bool NoAvnTuKy onoselleHnsa Monb3oBaTens B Be6-
nHTepdeiice.

Onpe,a,enﬂeT, MOXeT 1 [Monb3oBaTeNb N3MEHATb

AllowChangeByUser bool .
MOJMTVKY OMOBeLLeHUs B BEG-UHTepdeiice.
Onpepaenset, MOXET /M NOAUTHKA BbITb

AllowOverride bool nepeornpegeneHa Ha 6osee HA3KOM YpOBHe

nepapxvu.

MNpumeuvaHue

B 3aBMCMMOCTL OT TOro, MOANTMNKA Kakoro YPOBHSA HacTpanBaeTcs — r106abHOr0 YPOBHSA UM YPOBHSA rpy bl — HEOBXo41MMO
Tak>Ke COOTBETCTBEHHO MCMONb30BaTh MapamMeTp -GroupId CO 3HaYEHVEM MAeHTUdMKaTOpa HacTpanBaemon rpynnbl. s

3aMno/HeHWs r1o6asbHOM MOAUTUKIN CFIeLI,I/Ia!'IbeII7I napamMeTp yKa3sblBaTb HE Tpe6yeTcn.
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Ecnn B epapxmmn noamtuk ectb noantuka ¢ AllowOverride = false, HaCTPOMKMN MNOAUTUKN YPOBHEM HUMXKE HE UMEIOT CUJbl. Ecam
BCe MNOJNTUKMN B nepapxmum nmetoT AllowOverride = true, napameTpbl AllowChangeByUser 1 AllowChangeByOperator
MCNONB3YHOTCA U3 NMOAUTUKM TPYMMbl, @ HACTPOVKa CaMOro OMoBeLLEHNA MPUMEHAETCA MHANBUAYANBHO AN KaXA0ro
Monb3oBaTens (HacTpavBaeTcs B Beb-uHTepderice Monb3oBatens).

[MpuMeuaHune

lMNepes M3MeHeHMeM HaCTPOEK MOIUTUKIN OMOBELLLEHWUS MPY MOMOLLM KOMaHA/IETOB (rN106abHblii YPOBEHb
VN YPOBEHb rpynMbl), y6eANTECh, UTO Ha YPOBEHb BbILLE He NMPYMEHsIOCh 3HaueHe AllowOverride = false.

Monutuka onoseleHns OnepaTtopos
Monntrka onoseLeHna OnepaTopoB COCTOUT U3 ABYX YPOBHEW:

e rj06anbHOro,

e yposHs OnepaTopa (HacTporika AOCTyMHa ToNbko Yepes Beb- 1 REST-uHtepdenco).

Monntrka onoseleHns MNMonb3oBaTenel 3anoaHaeTcs npu nomoLLm komaHaneta Set-DssNotificationPolicy n npeacraBnset coboi
Habop ciefyroLLMX HAaCTpoeK:

NMAPAMETP ™n OMUCAHMUE
Type Operator Onpep,em'—leT, ANA KOro HactpamBaeTcAa NoanTuKa.

- . Cnncok HasHaYeHWn ANa OTMPaBKN YBEAOMIEHNIA O
Notifiers SMS, Email (1 uam oba yepes 3anATyto) —
cobbITNAX, yKasaHHbIX B napametpe Notifiers.

AllNotificationEvents WM {} (mycrom cnncok) Habop cobbITiA, 0 KOTOPbIX HEOBXOAMMO

NotificationEvents —_—
VI Notifiers (1 nan HeckonbKO Yepes 3anATyto) OornoBeLLaTh.

Onpegensiet, MoxeT an Onepatop U3MeHsTb
AllowChangeByOperator bool P ' patop N
MOAUTUKY OroBeLLeHUs B Be6-nHTepdelice.

Onpegenset, MOXeT M MOANTUKA ObITb
AllowOverride bool nepeonpegeneHa Ha 6onee HU3KOM YpPOBHe
nepapxum.

Ecnn B rnobasnbHoM noanTuke nmeeTcs 3HavyeHne AllowOverride = false, HACTPOWMKM NOAUTUKM ypoBHA OnepaTopa Ha Beb-
nHTepdeice byayT HeaocTynHbl. Ecin rnobanbHas noantrka AllowOverride = true, napametp AllowChangeByOperator
NPUMEHSETCH NHANBUAYaNbHO AN Kaxaoro OnepaTopa (HacTpavBaeTcs B ero IMYHOM KabuHeTe Ha Beb-uHTepdeiice nam npu
nomowm REST API).

Mpumepsbl:
MpuMeuaHune

MprMepbl cocTaBneHbl A/ CIyYas, KOr4a peAakTUpyeTcs nonTuka ornoseLLeHns Monb3osatenen. s pesakTMpoBaHms
NosNTNKK onoBelleHns OnepaTopoB cieayeT ykasblBaTb NapaMeTp -Type Operator 1 HE ncnosib3oBatb napamerp

-GroupId <ID rpynmbl>.

MonyueHune nonntnkm onoselteHus NMoab3oBaTeneii No ypoBHAM:
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# MonydeHne rnobanbHOW MOAUTUKMW:

Get-DssNotificationPolicy -Type User

# Ecnu B BbiBOAe [aHHOW KomaHAbl copepxutca AllowOverride = False,
# HaCcTpPOWKM YpPOBHA TrpyMnmnbl He WMEKWT CWAbI.

# MNonydeHue nonuTUKKU rpynnel Monb3oBaTenen

Get-DssNotificationPolicy -Type User -GroupId 1

# Ecnu B BbIBOAE AaHHOW KomaHngapl cogepxutcAa AllowOverride = False,

# MNonb3oBaTeNb He CMOXET W3MEHUTb MOJUTWUKY [OCTYymna K onepauusm B Beb-
# wHTepodeiice.

# MpocMOTp cnucKa COB6bLITUI C YKa3aHMeM HAaCTPOeHHbIX CMoco6OB AOCTABKU ANA KaxXAOro cobbiTuaA:
(Get-DssNotificationPolicy -Type User ).EventNotifiers

Hacrpoﬁxa NOJINTUKUN onoBelleHna Monb3oBaTeneit:

# OnoBewaTb lMonb3oBaTenel 0 BCcex COBLITUAX:
Set-DssNotificationPolicy -Type User -AllNotificationEvents -Notifiers SMS,Email -AllowOverride ©

# HE onoBewaTtb lonb3oBaTenel HU O KaKUX COBBLITUAX:
Set-DssNotificationPolicy -Type User -AllNotificationEvents -Notifiers @() -AllowOverride ©

# YkasaTb Habop cob6bITUIA, O KOTOpbIX Heobxoaumo onoBewaTb onb3oBaTenei:

Set-DssNotificationPolicy -Type User -NotificationEvents CertificateCreated,DeviceConfirmed -Notifiers
SMS,Email

17

Set-DssNotificationPolicy -Type User -NotificationEvents 1, 2 -Notifiers SMS,Email

# Bblbop crnocoba [OCTaBKM AnA Bcex cobbiTuint SMS u Email:
Set-DssNotificationPolicy -Type User -AllNotificationEvents -Notifiers SMS,Email

-GroupId <ID rpynnbl>

OTknroueHune onoBeweHus 060 Bcex cobbITUAX

[nsi TOro UToBbl OTKAOUNTL OMOBELLEeHME 060 BCeX COOLITUAX HEOBXOAUMO B NapameTpe Notifier nepesaTtb MyCTOW CINCOK

TNOB OMnoBeLleHnA.

Set-DssNotificationPolicy -Type User -AllNotificationEvents -GroupId 1 -Notifier @()

MoAHbIV cNUCOK COBbLITUI N UX KOAOB.
3. 3aaaHune KOHTaKTHOM MHPopMauum lNMonb3osatenent n/mam OnepaTopos.

Hannuwne koHTakTHOM MHbopmMaLum Mosnb3oBatenelt n/wanm OnepaTopoB HEOBXOAMMO A5 KOPPEKTHOM paboTbl CUCTEMBI
onoseLleHus. B 3aBMcMMOCTU OT BbIbpaHHOTo cnocoba onoselleHus (Email, SMS) B npodune Monb3osatens nam Onepatopa
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AOJIKHbI ObITb YKa3aHbl COOTBETCTBYHOLLME HOMEPa TeﬂerOHOB nnn agpec BHEKTpOHHOIZ noyThl. 3anosHeHNE KOHTaKTHOM
VIHq)OpMaLLVIVI BO3MO>HO C/ieqyroLwmnmm crnocobamu:

e [ina Monb3oBateneii - nocpeacteoMm REST APl unn HenocpeacTBeHHO MNonb3oBatenem B JIMUHOM KabuHeTe Ha Be6-
nHTepdence.

e /ina OnepaTopoB - NPV NMOMOLLN CMELNANN3NPOBAHHbIX KOMaHA/ETOB.
4. Pernctpaumnsa Habopa nnarMHOB AA ONpejesieHHOro cnocoba paccbliku.

Kak To1bKO AnA cObbITUA NoAyYeHbl Cnocobbl 4OCTaBKM U KOHTaKTHasA MHGOPMaLLMs, MPOVN3BOAUTCA ero oTrnpaBska. 11a oTnpasku
[O/MKHbI BbITb 3apPerncTpPrMpPOoBaHbl ClesytoLue naaruHbl:

e MnarvH popmaTpoBaHUA COO6LLEHNI - KOMaHAEeTbl Add-DssStsPlugin, Add-DssStsPlugin ¢ mapameTpom

-PluginType Formatter -PluginTypeName "<uma knacca>,<uma cb6opku>"

e TpaHCNOPTHbIN NAArUH - KOMaHAeTbl Add-DssStsPlugin, Add-DssStsPlugin ¢ napameTpoM -PluginType Email mau

-PluginType Sms B 3aBMCMMOCTM OT BblbpaHHOro cnocoba AoCTaBKy;

e [lnarvH paccbiZIKM yBeLlOMJEHUI - KOMaHANeT Add-DssInternalNotifier c mapameTpamu -NotifierType Email wam
-NotifierType Sms B 3aBUCMMOCTW OT BbIGpaHHOro cnocoba AoCTaBky,

-TransportPluginID <ID TpaHcnopTHOro naaruvHa>, -FormatterPluginID <ID nnarvHa GOpMMPOBAHUA COOBWEHUIA> .
Mpumep HacTpoiikn onoBeleHus Monb3oBateneii no Email
Mpumep HacTpoiikn yBegomaeHui no SMS

ﬂ‘}'lﬂ OMMCaHHbIX CNocobos OnoBeLWeHnA yCTaHOBJ/IEHbI LWabaoHbI COO6LLI,EHI/IIZ. A,D,MI/IHI/ICTpaTOp MOXET UX USMEHATb Npn NOMOLLN
cneymnanmsnmpoBaHHbIX KOMaHANETOB.

HacTtpoiika PUSH-yBepomneHuii u ux wabaoHos
5. BkaroueHne/otkntoueHme onoBeweHuns

[Mocne BbiNONHEHMA BCEX nepevyncaeHHbIX Bbille AeVICTBVIVI onoeeuweHne 6yAET HaCTPOEHO N BKAHOYEHO aBTOMATUYECKN. ,U,J'IFI
OTK/IIOYEHMA onoBeLleHNA MO>XKHO UCMONb30BaTh Ciegyroline Cnocobbl:

® Y6paTb KOHTaKTHYH MHdOpMaLmto Monb3osaTtens/Onepatopa, C KOTOPOW CBA3aHbl HACTPOWKM OMOBELLLEHUS.

® 3anpeTuTb OTNPaBKy YBEAOMAEHWUN B MOJNTMKE OMOBELLLEHNS.

o OTK/IKOUUTb NAArMH PaCcCbUIKN YBEAOMAEHWUI (CM. N.4) npu noMoLLm komangneta Disable-DssinternalNotifier. Bkitoumntb
naarvH BO3MOXHO Mpu noMoLm KoMaHaneta Enable-DssinternalNotifier.

HacTtpoWka 3anucu cobobiTuin B ayant

MnarvHbl, HeOHXOANMbIE AN OTMPABKM U 3aMMCK COOBLLEHWI B XXypPHan ayAuTa, PErnCTpUpYOTCS NPy NOMOLLM KOMaHA/IETOB
BnAa New-Dss...Audit.
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Hacrpouka onoBelyeHus

C3N «KpunTolpo DSS» no3sossieT HacTpouTb ornoBelleHue Mob3oBaTtenet 1 OnepaTopoB O PA3ANUHBIX COOLITUAX CUCTEMBI.

Tak>ke coBbITUA MOTyT 3aHOCUTbCS B XypHan Cepauca Ayauta.

NMpumeuvaHue

OnogelleHne MNMonb3oBatenein Tpebyet nogkatoueHns LI n/man Cepeuca Mognucy k SMS-1uto3y onepaTtopa COTOBOW CBA3M
WAM K MOYTOBOMY CEPBEPY B COOTBETCTBUM CO CXEMOM Pa3MELLLEHNS KOMMOHEHTOB (cM gokymeHT XXTAK.00096-02 96 02
Kpuntollpo DSS. ObLiee onvcaHne) 1 B COOTBETCTBUM C TPEOOBaHMAMM K MOAKNOUEHUNIO K CETAM OOLLEro no/b3oBaHus,
onuncaHHbIMK B pa3gene 10 gokymeHTta XTAN.00096-02 95 01 Kpuntollpo HSM. MNpaBuia nonb3oBaHMs.

B aToMm pasgene:

MpuHLMN paboTbl CUCTEMbI OMOBELLEH WS
OnosgeLyeHve MNonb3oBaTeneii/OnepaTopos
OnosgelleHre no Email

OnoseweHne no SMS

PUSH-yBegomneHua

[Moantnkm onoeeLLeHms

LLlabsoHbI coobLLeHMI

KomaHaneTbl aZiMVHUCT pUpoBaHms

Cnncok cobbITuin
MpuHuMn paboTbl CUCTEMbI ONOBELLEHMUA

Cucrema onogellenus Kpuntollpo DSS no3BossieT yBegoMAATb pa3indHbiMU criocobamu Monb3osaTenen n OnepaTopos o

cobbITUAX, nponcxogalnx Ha ciefyrwnx KOMNoHeHTax:

Llentp NaenTndukaunm;
Cepsuc lMognuvcy;
Cepsuc O6paboTkm [JoKkyMeHTOB;

Moy b ayTeHTudukaumm myDSS (PUSH-yBegomaeHuns Ans NoATBEpXAEHNUs onepaL,nii).
Mpw 3TOM UCMOb3YyeTCs pa3jeneHre CobbITUI Ha ABa OCHOBHbIX MOTOKa:

® cobbITUA, NOoANEXaLLMe YBeJOMIEHNIO, OTNPaBAsaroTcs Ha CepBUC paccbiiki yBegoMaeHnn (Notification Service), oTkyaa
MOryT ObITb JOCTaB/eHbI MNonb3oBaTensm 1 OnepaTopamM B COOTBETCTBUM C MOIUTMIKaMV OMOBELLLEHWS;

® Cob6bITUS, nognexatiune 3anmcu B XypHasna ayaunta, OTnpaBaakoTCA Ha CepBI/IC Ay,ﬂ,VITa.

HekoTopble cobbITVA MOryT OTMPaBAATLCA Kak B ayAWT, Tak U Ha CepBUC pacCbINKn yBeAOMAEHWIA.
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RomnonenT KpunTollpo DSS
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|
|
|
|
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|
|
|
| CobBbrrna CoGbimva,
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|
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|
- - -
-——
Cepsuc Aygura
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TPaHCNOPTHLIA MAETMH 4nA

Cepeuc paccbiikv yBEA0MIEHUIA

UTeHHE BEMIOHEHHBIX

CobwiThe,

YTeHKE BRABMEHHBIX

-

CofbiTve, nognexauee

33MMCH B ayAWT

A

nocofos oNoBSWEHHA

Habopel nnaruvoe

[3 PUSH-y

Pacceinka yepes Email

Pacceinka yepes SMS

— MA@ ANA PACCLIKK YEEA0MAEHIMHA

1 MnaruH opMaTMpOBEHMA CoDBLWEHMA

TPEHCMOPTHEIA NAGTMH

“TEHME KOHTARTHOR
HHbOopMaLMKY

cnocofoB oNoBELLEeHUA

—

ronuTHka
YBEAOMNEHHUHA
Monesosatencit

Monutuka
YBEAOMIEHHUA
Onepatopos

KorTakTHas
uHbOpMaLMA
MNonezosatenei,
Cnepatopoe

Hacrtpoiika onoBeleHuns MNMonb3osaTteneit n/mam Onepatopos

Monb3osatenn n Onepatopbl Kpuntollpo DSS moryT 6biTh onoBeLyeHbl 0 cobbiTusax LieHTpa VaenTndurkaumm, Cepsuca Mognucu

1 myDSS nocpeacTtBoM SMS-coobLueHW, 3n1eKTPpoHHOM nouThl n PUSH-yBegomMaeHnn (B MObUabHOM npuioxeHun myDSS npu

NCMoab30BaHWMN aHHOrO MeToAa ayTeHTUdUKaLum).

NMpumeuvaHue

CobbiTns Ceprica O6paboTku [JoKyMEeHTOB NpeaHasHaueHbl CKAUMTENBHO 4J151 3aMnWcu B XKy pHan ayauTa. OnoBelleHme

YKa3aHHbIMW BblilLle cnocobamu 06 3TKX COBLITUAX HE npon3BOANTCA.

Hacrpoiika onoBelueHus MNonb3osateneit n/unm Onepatopos o cobbiTmax Kpuntollpo DSS npovsBoanTcs creayrowmnm obpasom.

1. Pernctpauyma nnarMHoB AnA AOCTaBKM CObbITUIM Ha CepBUC pPacChiKK yBeAOMAEHUA.

Bce cobbitus Kpuntollpo DSS, npeaHa3HauyeHHble Ans oTnpaBku [Nonb3oBatensm n OnepaTopam, LOMKHbI ObITb NepesaHbl B

CepBuc paccbinku yBegomaeHnin. CepBuC paccbiikn yBeAOMIEHWI ABAAETCA YacTblo LleHTpa MaeHTndukaunm v pa3BopayvBaeTcs

aBTOMaTU4YeCcKun npu co3gaHnmn sKksemnaapa. ,ﬂ,}'lﬂ nepejavn COBbITUI Ha CepBVIC PacCblsikn yBe,D,OM}'IEHI/IIZ HeO6XOAVIMO

3aperncTpupoBaTb Ha TOM KOMMOHEHTe, C KOTOPOro cobupatorca cobbITUA, CedytoLLe NaarviHbl:

Ansa cobbiTuin LieHTpa NaeHTudukauun:

® Add-DssStsPlugin - perucrpaums TPaHCMOPTHOrO naarnHa.

® Add-DssStsNotifier - permcrpauus MOZAYs PacCbUIKW yBEAOMAEHNN.
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$hostname = <hostname>
$STSappName = "STS"

# PerucTpauua TpaHCNOPTHOro MaaruHa

$plugin = Add-DssStsPlugin -PluginTypeName
"DSS.Notification.Transport.NotificationTransportPlugin,DSS.Notification.Transport” -PluginType
NotificationService -Settings @{ServiceAddress="https://$hostname/$STSappName/"}

# PerucTpauua mMoayna onoseleHuA
Add-DssStsNotifier -TransportPluginID $plugin.ID -NotifierType NotificationService

Ana cobbiTnin Cepeuca Mognucu:
® Add-DssSignServerPlugin - perucrpaumsa TpaHCNOPTHOro naarnHa.
® Add-DssSignServerNotifier - peructpauns MOAYAS PacCbIIKMN YBELOMAEHWA.
® TpaHCMOPTHbIN NAarvH - KOMaHANeT Add-DssSignServerPlugin.

$hostname = <hostname>
$STSappName = "STS"

$plugin = Add-DssSignServerPlugin -PluginTypeName
"DSS.Notification.Transport.NotificationTransportPlugin,DSS.Notification.Transport" -PluginType
NotificationService -Settings @{ServiceAddress="https://$hostname/$STSappName/"}

Add-DssSignServerNotifier -TransportPluginID $plugin.ID -NotifierType NotificationService

Ansa cobbituin DSS SDK:
WNcnonb3ytoTcs cobCTBEHHbIE KOMAHANETbI.
Ansa cobbitnii CepBrca O6pabotku JJoKymMeHTOB:

CobbiTns Cepauca ObpaboTku [lokyMeHTOB NpegHa3HaueHbl TONbKO A5 3anuncu B XXypHas ayauTa.

JononHutenbHble HaCTpOVIKM NAarMHOB AN AOCTAaBKM CObBbLITUIA Ha Cepemc paccbiaku yBeAOM/leHVIVI

MnarvHbl ANA AOCTaBKU CobbITUIA Ha CepBVIC paccblsikn yBEAOMﬂeHMVI MMEKOT TakK>XXe AONOJHUTE/IbHbIE NMapaMeTpbl. MoAHbIN
CMNCOK AOCTYMHbIX HACTPOEK:

TpaHcnopTHbI naaruH (komaHnanet Add(Set)-Dss...Plugin):

e ServiceAddress - azpec CepBuca paccbliku yBegomaeHnin B opmate "http(s)://<Sts hostname>/<StsAppName>/".
® UseMutualTlsFlag - dnar (‘True' mam ‘False'), BkatoUarOLMIA MCMOIb30BaHNE KOHEUHOM TOUKM notifications/cert Ha
CepBuice paccbiiku yBeZoMaeHW. icnonb3oBaHme faHHON KOHEUYHOM TOUKM NMO3BOASET NMOAKAOUATLCA K HEN MO NPOTOKONY

TLS, ncnonb3sys cepBUCHbIN cepTUdUKAT KOMMOHEHTA, Ha KOTOPOM PErnCTPUPYETC TPAHCMOPTHBIN MAruH.
MnarvH paccbinkm yBegomneHuii (komaHanet Add(Set)-Dss...Notifier):

® MinQueueSize — npuemMaeMbli pa3Mep ouepean coobLyeHnid. [Mpu NpeBbILLEHNI 3a4aHHOTO 3HaUYeHna 0bpaboTumkmn byayT
3abupaTb coobLLEeHMA 13 ouepesan He3 nay3bl 4,0 MOMEHTa YMeHbLUEHNA pa3Mepa oUepesmn HUXKe JaHHOro 3HayeHus. o
YMOJI4aHWIO MapameTp paBeH 100 .

® MaxQueueSize — MaKCMManbHbIV pa3Mep odepean. MNpw JOCTUXEHMN MaKCMMabHOTO pa3Mepa o4epesn oTrnpaBka HOBbIX
coobLLeHNA BoKMpyeTCs, O MOMEHTa CHUXKEHWUSA pa3mepa Ovepesm HUXKE JaHHOro 3HayeHus. Mo yMonyaHuio napamerp
paBeH 10000 .

e TimerInterval — MHTepBan BPEMEHM onpoca oyepean coobLieHunii B MC. [1o ymonvaHuio napaMeTp paBeH 500 .

® TTL — KO/NMYECTBO NMOBTOPHbIX MOMbITOK OTNPaBKM COOOLLEHNS, NPV BO3HUKHOBEHMW OLLIMBOK. [0 yMOoAYaHuio napaMeTp
paBeH 3.

® MessageWindow — KOIMYECTBO COOBLLEHNI, 3abMpaeMbIX U3 oUepean A OTNPABKM 3a OAWH pas. o ymonyaHuo napameTtp
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paBeH 1.
e ThreadCount — KONMYeCTBO 06PaboTUMKOB oUepesm coobLeHumii. Mo ymonuaHuto paBeH 1.

® Enabled — COCTOAHME KOMIMOHEHTa ANA PaCCblIKK COO6LLI,eHI/1I‘/’II BKArOUEH/OTKIO4EH. [1o YMOJIHaHNHO BKAKOYEH.

2. Hactpoiika noantuk onoseleHusa MNMonb3soBatenei u/mam Onepatopos.

Monntunkmn onoseweHuAa

CobbITHs, OTNpaB/eHHble C KOMMNOHEHTOB DSS Npu NOMOLLM HAaCTPOeHHbIX paHee MaarnHoB, AocTaBaatoTca Ha CepBMC pacchbiikm
yBEAOMEHUI. 34eCb NPONUCXOAUT NoayUeHne nHdopMaLLm 0 AOCTYMNHbIX cnocobax goctasku (Email, SMS, PUSH), a Takxe
KOHTaKTHOM MHGOpMaLum 3 npoduns Monb3osatens uam Onepatopa, KOTOPOMY LO/IXKHO BbITh fOCTaBAeHO yBeZoMAeHwe. [ns

noay4yeHuna ,Cl,aHHOl‘;I I/IHCI)OpMaLl'I/IVI HeO6XOAI/IMO HacCTpoOuTb NOJINTUKY OnoBeLeHna Ana Monb3oBaTenen u OnepaTopOB.
Monutuka onoBeuweHna [Monb3oBatenem

MonnTtuka onoseLlleHns MNosb3oBaTene COCTOUT U3 TPeX YPOBHEN:

® rnobanbHoro,
® YPOBHSA rpynmnbl,
e ypoBHs Nosb3oBaTens (HacTporika 4OCTyNHa TObKO Yepes Beb- 1 REST-uHTepdelico).

MonnTtuka onoselleHns MNoab3oBaTenet 3anoHAETCA Npy nomMoLLm koMaHaseTa Set-DssNotificationPolicy n npegcraBnset cobom
Habop ceAyroLLMX HACTPOeK:

NAPAMETP T™n OMUCAHME
Type User OnpegenseTt, 49 KOrO HacTpanBaeTcsa NMoanTmKa.

CrnCOK Ha3HauYeHW A4/1s OTNPaBKU YBEAOMIEHWI
Notifiers SMS, Email, PUSH (1 nan Heckonbko yepes 3ansaTyto) 0 COBbITUAX, yKa3aHHbIX B MapamMeTpe
Notifiers.

MaeHTndmKaTOp rpynmnbl, ecim HeobxoAnMo

GrouplD int
HaCTPOUTb MOAUTUKY YPOBHSA rpynribl.

AllNotificationEvents WM Notifiers {}

. . e Habop cobbIThii, 0 KOTOPbLIX HEOBXOAMMO
NotificationEvents (nycrom cnncok) N Notifiers (1 mam Heckonbko P P A

onoseLyaThb.
yepes 3anaTyto)

Onpegenset, MoxeT m OnepaTop N3MeHsATb
AllowChangeByOperator bool noaunTuKy onoselleHna Monb3oBaTens B Be6-
nHTepdeiice.

Onpe,a,enﬂeT, MOXeT 1 [Monb3oBaTeNb U3MEHATb

AllowChangeByUser bool .
MOJMTVKY OMOBeLLeHNs B BE6-UHTepdeiice.
Onpepaenset, MOXET /M NOAUTHKA BbITb

AllowOverride bool nepeornpegeneHa Ha 6osee HA3KOM YpPOBHe

nepapxvu.

MNpumeuvaHue

B 3aBMCMMOCTM OT TOro, MOANTUKA Kakoro YPOBHSA HacTpanBaeTcs — r106abHOr0 YPOBHSA UM YPOBHSA rpynrbl — Heobxoa1MMo
Tak>Ke COOTBETCTBEHHO MCMO/Nb30BaTh MapamMeTp -GroupId CO 3HAYEHVEM MAeHTUdMKaTOpa HacTpanBaemMon rpynnbl. s

3anoHeHWs rnobasbHOM MNOAUTUKIN CI'IELI,I/Ia!'IbeII7I napamMeTp yKasblBaTb He Tpe6yeTcn.
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Ecnn B epapxmmn noamtuk ectb noantuka ¢ AllowOverride = false, HaCTPOMKMN MNOAUTUKN YPOBHEM HUMXKE HE UMEIOT CUJbl. Ecam
BCe MNOJNTUKMN B nepapxmum nmetoT AllowOverride = true, napameTpbl AllowChangeByUser 1 AllowChangeByOperator
MCNONB3YHOTCA U3 NMOAUTUKM TPYMMbl, @ HACTPOVKa CaMOro OMoBeLLEHNA MPUMEHAETCA MHANBUAYANBHO AN KaXA0ro
Monb3oBaTens (HacTpavBaeTcs B Beb-uHTepderice Monb3oBatens).

[MpuMeuaHune

lMNepes M3MeHeHMeM HaCTPOEK MOIUTUKIN OMOBELLLEHWUS MPY MOMOLLM KOMaHA/IETOB (rN106abHblii YPOBEHb
VN YPOBEHb rpynMbl), y6eANTECh, UTO Ha YPOBEHb BbILLE He NMPYMEHsIOCh 3HaueHe AllowOverride = false.

Monutuka onoseleHns OnepaTtopos
Monntrka onoseLeHna OnepaTopoB COCTOUT U3 ABYX YPOBHEW:

e rj06anbHOro,

e yposHs OnepaTopa (HacTporika AOCTyMHa ToNbko Yepes Beb- 1 REST-uHtepdenco).

Monntrka onoseleHns MNMonb3oBaTenel 3anoaHaeTcs npu nomoLLm komaHaneta Set-DssNotificationPolicy n npeacraBnset coboi
Habop ciefyroLLMX HAaCTpoeK:

NMAPAMETP ™n OMUCAHMUE
Type Operator Onpep,em'—leT, ANA KOro HactpamBaeTcAa NoanTuKa.

- . Cnncok HasHaYeHWn ANa OTMPaBKN YBEAOMIEHNIA O
Notifiers SMS, Email (1 uam oba yepes 3anATyto) —
cobbITNAX, yKasaHHbIX B napametpe Notifiers.

AllNotificationEvents WM {} (mycrom cnncok) Habop cobbITiA, 0 KOTOPbIX HEOBXOAMMO

NotificationEvents —_—
VI Notifiers (1 nan HeckonbKO Yepes 3anATyto) OornoBeLLaTh.

Onpegensiet, MoxeT an Onepatop U3MeHsTb
AllowChangeByOperator bool P ' patop N
MOAUTUKY OroBeLLeHUs B Be6-nHTepdelice.

Onpegenset, MOXeT M MOANTUKA ObITb
AllowOverride bool nepeonpegeneHa Ha 6onee HU3KOM YpPOBHe
nepapxum.

Ecnn B rnobasnbHoM noanTuke nmeeTcs 3HavyeHne AllowOverride = false, HACTPOWMKM NOAUTUKM ypoBHA OnepaTopa Ha Beb-
nHTepdeice byayT HeaocTynHbl. Ecin rnobanbHas noantrka AllowOverride = true, napametp AllowChangeByOperator
NPUMEHSETCH NHANBUAYaNbHO AN Kaxaoro OnepaTopa (HacTpavBaeTcs B ero IMYHOM KabuHeTe Ha Beb-uHTepdeiice nam npu
nomowm REST API).

Mpumepsbl:
MpuMeuaHune

MprMepbl cocTaBneHbl A/ CIyYas, KOr4a peAakTUpyeTcs nonTuka ornoseLLeHns Monb3osatenen. s pesakTMpoBaHms
NosNTNKK onoBelleHns OnepaTopoB cieayeT ykasblBaTb NapaMeTp -Type Operator 1 HE ncnosib3oBatb napamerp

-GroupId <ID rpynmbl>.

MonyueHune nonntnkm onoselteHus NMoab3oBaTeneii No ypoBHAM:
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# Mony4eHne rnobanbHOW MONAUTUKK:

Get-DssNotificationPolicy -Type User

# Ecnu B BbiBOAe JaHHOW KomaHzbl cogepxutca AllowOverride = False,

# HacTpOWKM YPOBHA Tpynnbl HE MMEKNT CUJbl.

# MNony4eHne nonuTuku rpynnel Monb3oBaTenein

Get-DssNotificationPolicy -Type User -Groupld 1

# Ecnu B BbiBOAE [AaHHOW KomaHzbl cogepxutca AllowOverride = False,

# MNMonb3oBaTeNb He CMOXET M3MEHUTb MOAUTUKY AOCTyna K onepauusam B Beb-
# unHTepodeiice.

# MpocMOTp cnucka Cob6bITUIA C yKa3aHMeM HaCTPOEHHbIX CNocobOB LOCTAaBKU ANA KAXAOrO CO6bITUA:
(Get-DssNotificationPolicy -Type User ).EventNotifiers

HacTpoiika nonantuku onoBelwweHus Monb3oBarteneii:

# OnoBewaTb Monb3oBaTeneit 0 BCeX COBLITUAX:
Set-DssNotificationPolicy -Type User -AllNotificationEvents -Notifiers SMS,Email -AllowOverride ©

# HE onoBewaTb losb30BaTenedl HU O KaKUX COBLITUAX:
Set-DssNotificationPolicy -Type User -AllNotificationEvents -Notifiers @() -AllowOverride ©

# YkasaTb Habop cobbiTWi, O KOTOpPbIX Heobxoaumo onoBelwaTb [onb3oBaTeneii:

Set-DssNotificationPolicy -Type User -NotificationEvents CertificateCreated,DeviceConfirmed -Notifiers
SMS,Email

17

Set-DssNotificationPolicy -Type User -NotificationEvents 1, 2 -Notifiers SMS,Email

# Bblbop cnocoba [OCTaBKM AN BCexX cobbiTuii SMS u Email:
Set-DssNotificationPolicy -Type User -AllNotificationEvents -Notifiers SMS,Email

[MpuMeuaHune

B cayuae, ecam HeO6X04MMO U3MEHUTL MOAUTUKY FPYMMb, ClesyeT A06aBaaTb NapaMeTp -GroupId <ID rpynmbi> .

NMpumeuvaHue

Ecnm ans kakoro-nmbo cobbiTnsA y>ke bbln 3asaH NapameTp -Notifiers, cnegyrollee ero 3arnoaHeHNe A AaHHOro COObITUS
repe3anuLuieT BCe YKa3aHHble Crocobbl A0CTaBKy. T.e. MpU M3MEHEHUN AaHHOro NapaMeTpa KaXAbl pa3 HYy>KHO yKa3bliBaTb BCe
HeobxoAnMble CMOCOObI 4OCTABKN.

OTKNOUEeHUe onoBeleHUus 060 Bcex cobbITUAX

ﬂ,)’lﬂ TOro YTObbl OTKAHOUYNTD onoselleHne 060 Bcex cobbITUAX HeO6XO,ﬂ,VIMO B napamMeTpe Notifier nepesatb I'IyCTOVI CMMCoK

TMNOB OMNOBELLEHNA.

MpuMeuaHune

OTk/t0ueHne onoseLweHnAa 060 Bcex cobbITUAX HeO6XOAI/IMO BbIMOJIHUTb Mepes HaCTpOI\/'IKOI\/'I onoeeleHne ToNbKo O
BblAeNeHHbIX COBbITUAX.

Set-DssNotificationPolicy -Type User -AllNotificationEvents -GroupId 1 -Notifier @()
MoAnHbIV cnUcOoK cobbITUIA N UX KOAOB.

3. 3ajaHune KOHTakTHON nHPopmaummn lNMonb3osatenen n/mam OnepaTtopos.

Hannuwne koHTakTHOM MHbopmMaLum Monb3oBaTenelt n/wam OnepaTopoB HEOBXOAMMO A5 KOPPEKTHOM paboTbl CUCTEMBI
onoselLleHns. B 3aBUCMMOCTM OT BbIOpaHHOro cnocoba onoselleHms (Email, SMS) B npodune Monb3osatens nav Onepatopa
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AOJIKHbI ObITb YKa3aHbl COOTBETCTBYHOLLME HOMEPa TeﬂerOHOB nnn agpec BHEKTpOHHOIZ noyThl. 3anosHeHNE KOHTaKTHOM
VIHq)OpMaLLVIVI BO3MO>HO C/ieqyroLwmnmm crnocobamu:

e [ina Monb3oBateneii - nocpeacteoMm REST APl unn HenocpeacTBeHHO MNonb3oBatenem B JIMUHOM KabuHeTe Ha Be6-
nHTepdence.

e /ina OnepaTopoB - NPV NMOMOLLN CMELNANN3NPOBAHHbIX KOMaHA/ETOB.
4. Pernctpaumnsa Habopa nnarMHOB AA ONpejesieHHOro cnocoba paccbliku.

Kak To1bKO AnA cObbITUA NoAyYeHbl Cnocobbl 4OCTaBKM U KOHTaKTHasA MHGOPMaLLMs, MPOVN3BOAUTCA ero oTrnpaBska. 11a oTnpasku
[O/MKHbI BbITb 3apPerncTpPrMpPOoBaHbl ClesytoLue naaruHbl:

e MnarvH popmaTpoBaHUA COO6LLEHNI - KOMaHAEeTbl Add-DssStsPlugin, Add-DssStsPlugin ¢ mapameTpom

-PluginType Formatter -PluginTypeName "<uma knacca>,<uma cb6opku>"

e TpaHCNOPTHbIN NAArUH - KOMaHAeTbl Add-DssStsPlugin, Add-DssStsPlugin ¢ napameTpoM -PluginType Email mau

-PluginType Sms B 3aBMCMMOCTM OT BblbpaHHOro cnocoba AoCTaBKy;

e [lnarvH paccbiZIKM yBeLlOMJEHUI - KOMaHANeT Add-DssInternalNotifier c mapameTpamu -NotifierType Email wam
-NotifierType Sms B 3aBUCMMOCTW OT BbIGpaHHOro cnocoba AoCTaBky,

-TransportPluginID <ID TpaHcnopTHOro naaruvHa>, -FormatterPluginID <ID nnarvHa GOpMMPOBAHUA COOBWEHUIA> .
Mpumep HacTpoiikn onoBeleHus Monb3oBateneii no Email
Mpumep HacTpoiikn yBegomaeHui no SMS

ﬂ‘}'lﬂ OMMCaHHbIX CNocobos OnoBeLWeHnA yCTaHOBJ/IEHbI LWabaoHbI COO6LLI,EHI/IIZ. A,D,MI/IHI/ICTpaTOp MOXET UX USMEHATb Npn NOMOLLN
cneymnanmsnmpoBaHHbIX KOMaHANETOB.

HacTtpoiika PUSH-yBepomneHuii u ux wabaoHos
5. BkaroueHne/otkntoueHme onoBeweHuns

[Mocne BbiNONHEHMA BCEX nepevyncaeHHbIX Bbille AeVICTBVIVI onoeeuweHne 6yAET HaCTPOEHO N BKAHOYEHO aBTOMATUYECKN. ,U,J'IFI
OTK/IIOYEHMA onoBeLleHNA MO>XKHO UCMONb30BaTh Ciegyroline Cnocobbl:

® Y6paTb KOHTaKTHYH MHdOpMaLmto Monb3osaTtens/Onepatopa, C KOTOPOW CBA3aHbl HACTPOWKM OMOBELLLEHUS.

® 3anpeTuTb OTNPaBKy YBEAOMAEHWUN B MOJNTMKE OMOBELLLEHNS.

o OTK/IKOUUTb NAArMH PaCcCbUIKN YBEAOMAEHWUI (CM. N.4) npu noMoLLm komangneta Disable-DssinternalNotifier. Bkitoumntb
naarvH BO3MOXHO Mpu noMoLm KoMaHaneta Enable-DssinternalNotifier.

HacTtpoWka 3anucu cobobiTuin B ayant

MnarvHbl, HeOHXOANMbIE AN OTMPABKM U 3aMMCK COOBLLEHWI B XXypPHan ayAuTa, PErnCTpUpYOTCS NPy NOMOLLM KOMaHA/IETOB
BnAa New-Dss...Audit.
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Hacrpouka onoselweHus no Email

Mpwn dopmmpoBaHum Email-coobLueHns ncnonb3yetca crnewmanbHbIv TPACrOPTHbIN NAarvH — ero 3agava CoOCTOUT B CO3A4aHNN

TeKCTa COO6LLI|EHI/IF| Ha OCHOBE VIHq)OpMaLJ'VII/I O BbIMO/IHAEMOM AEI\/’ICTBVII/I, noanncbiIBaeéMOM AOKYMEHTE, O4HOPa3oBOM Maposie U T.n.

[lns HaCTpOWKM NaarvHa NUCMosb3yoTC KOMaHANEeTbl Add-DssStsPlugin 1 Set-DssStsPlugin.

BHMMaHuMe!

B npodwne Monb3osatens/OnepaTopa AoaKHa ObiTh 3aMoNHeHa COOTBETCTBYOLWAasn KOHTakTHas MHGopmaLms (Email).

TpaHcnopTHbIA Email-nnarvH npeacraenset cobon cbopky .NET (cM. PykoBoacTBo paspaboTunka). B coctas C3IM «Kpuntollpo

DSS» BxoaAT cnegyroLme naarvHbl:

® DSS.EmailService.SmtpPlugin.dll

Bce TpaHcnopTHbIE MAarnHbl 415 paccbiiki Email-coobLyeHnii yctaHaBanBaroTCs B nanky

<"MyTb ycTaHoBkn">\DSS\Plugins\Email. [lepes ncnonb3osaHnem nnarmHa AZMUHNCTPATOP AOKEH 3aperncTpupoBaTth MnaarvH,

KaK 3TO OnncaHo B CLeHapumn HaCTpOVIKVI CNCTEeMbl onoBeLlleHUA.

MapameTpbl nnarnHa DSS.EmailService.SmtpPlugin

HAUWMEHOBAHWE

NMAPAMETPA

Host

Port

Login

Password

FromAddress

Subject

RequireSsl

Timeout

3HAYEHUE NO
OMUCAHUE YMONYAHUIO

Aapec SMTP-cepsepa

Mopt SMTP-cepBepa

JlorvH pna goctyna K cepeepy

Maposib A8 JOCTyNa K cepBepy

Appec oTnpasuTens

Tema cOOBLLEHUS MO YMONYAHUIO

Tpebyetca sm SSL coegnHeHne Ans J0CTyNa K cepeepy false

BpeMﬂ ncreveHna oXxXngaHuma npu otTrnpaBske COO6LLI,eHI/lﬂ B

30
MUWANCEKYHAAX. CeKyHA,

Tvin naarviHa, ykasblBaeMblli Py perucTpaLmm B KoMaHanete Add-DssStsPlugin B napametpe

-PluginTypeName "CryptoPro.DSS.EmailService.SmtpPlugin.SmtpPlugin,DSS.EmailService.SmtpPlugin".

Mpumep HacTpoikn onoBeleHna no Email
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OBA3ATE/IbHbIN

[a

[a

Het

Het

[a

Het

Het

Het
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# PerucTpauua TpaHCNOPTHOro MAaruvHa Aasa oTnpaBku Email-coobweHwui

Add-DssStsPlugin -PluginTypeName
“CryptoPro.DSS.EmailService.SmtpPlugin.SmtpPlugin,DSS.EmailService.SmtpPlugin®” -PluginType Email -Settings
@{“Host”="mail_server”; “Port”=25”; “FromAddress”="noreply@some_domain.com”; “RequireSsl”="true” }

# PerucTpupauus nnaruHa ana ¢opmMpoBaHUsA COOBWEHM
Add-DssStsPlugin -PluginTypeName “CryptoPro.DSS.MessageFormatter.EmailFormatter,DSS.MessageFormatter” -
PluginType Formatter -Settings @{}

# PerucTpupauus KOMNOHeHTa ANfA oTnpaBku Email coobweHuit.

# NoeHTuPuKaTopbl TPAHCMOPTHOrO MAArMHA WM MaaruHa AnA (OpMUMPOBAHUA COOBWEHUN

# MOXHO MocCMOTpeTb B BbiBOoAe KoMmaHaneT Get-DssStsPlugin

Add-DssInternalNotifier -TransportPluginID <Transport_Plugin_ID> -FormatterPluginID <Formatter_Plugin_ID> -
NotifierType Email
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Hacrpoiika onoBeweHunsa no SMS
[ns otnpasku onoselyeHnin Kpuntolpo DSS ncnonb3ayeTt cneymansHbie SMS-naarvHsbi:

® DSS.SmsService.StubPlugin.dll"
® DSS.SmsService.DevinoSms.dll"

® DSS.SmsService.MtsSms.dll"

® DSS.SmsService.SmppPlugin.dll.

Bce nnarvHbl ycTaHaBanBaroTca B nanky <MyTb ycTaHoBku>\DSS\Plugins\Sms. [lepes ncnosb3osaHveM nnarvHa AAMUHUCTPATOP AO/DKEH

3aperncTpupoBaTtb naarnH, Kak 3To onncaHo B CLLeHapuu HaCTpOVIKVI CnCTeMbl onoeeLlleHnA.

BHMMaHue!
B npodwne Monbsosatens/OnepaTopa A0/KHa ObITb 3aMoAHEHa COOTBETCTBYOLLLAA KOHTaKTHas nHdopmauums (Email).
MnarnH DSS.SmsService.StubPlugin

[JaHHbIVi NnarvH npegHasHayeH 415 UCNONb30BaHWA B TECTOBbIX LiensaX. TeCTOBbIN NaarvH 3anucbiBaet cogep>kmmoe SMS-coobLueHuns B TekcToBble dalibl
6e3 vx oTnpasku. MNanka, B KOTOPYHO coxpaHsatoTcs daiisibl, 3a4aéTcsa napamMmeTpom WorkingDirectory . [NpeaBapvTeNbHO HEOOXOAMMO AaTb MpaBa Ha

3anuchb B AaHHyo anpekToputo a5 Monb3oBatens IIS AppPool\CryptoProDSS-1-STS.

I'IapaMeprl, 3a/ilaBaeMble Npu perncTpayunuv, nepeyvyncieHbl B Ta6nvu_|,e HUXe.

HAVUMEHOBAHMUE
MAPAMETPA OMUCAHME 3HAYEHUE MO YMO/IYAHUIO OBA3ATE/IbHbIN
. . MyTb K Nanke Ans coxpaHeHus $annos ¢ Tekctom SMS <MyTb ycTaHoBKM>\DSS\
WorkingDirectory y . A P ¢ s 3 Het
COOBLLEHNIA. <StsAppName>\fakesms

Tvn nnarviHa, ykasbiBaemblil Npu pernctpaLmm B kKomaHanete Add-DssStsPlugin B napameTpe

-PluginTypeName "CryptoPro.DSS.SmsService.StubPlugin.SmsStub,DSS.SmsService.StubPlugin".
[MnarnH DSS.SmsService.DevinoSms

[JaHHbIV NharvH npegHasHayeH Ans paboTbl co cny>Kbor paccbinku SMS http://ws.devinosms.com/SmsService.asmx. lNapameTpel, 3asaBaemble Npu

perncrpauyun, nepedncieHsl B Ta6n|/|u,e HWXe.

NMpumeyaHue

Ha3BaHua napamMeTpoB PerncTtpo3aBUCUMbI.

HAUMEHOBAHMWE 3HAYEHWE No

MAPAMETPA OMUCAHMUE YMO/TYAHUIO OBA3ATENbHbIN
login JlorvH ans poctyna K ycnyre. Her JIE]

password Maponb ana pocryna K ycayre. Het [la

Moanuck otnpasuTens. [JaHHoe 3HauyeHue ByaeT NOACTaBNEHO BMECTO HOMepa

sourceaddress Null [Ja

oTnpasuTend.

Tun nnarvHa, ykasbiBaeMmblil Npy perncTpaLmm B komaHanete Add-DssStsPlugin B mapameTpe

-PluginTypeName "CryptoPro.DSS.SmsService.DevinoSms.DevinoSmsPlugin,DevinoSmsPlugin".

Mnarnd DSS.SmsService.MtsSms

[JaHHbIVi NaarvH npegHasHayeH ana paboTbl co cy>kbom paccbinku SMS http://mcommunicator.ru. MapameTpbl, 3agaBaeMble Mpy peructpawnm,

nepeyncieHbl B Ta61w||.|,e HWXxe.

HAVMEHOBAHME

NAPAMETPA OMUCAHUE 3HAYEHUE MO YMOJ/IYAHUIO OBA3ATE/NbHbIN
) JNorvH ans goctyna K yaayre (NMpeacTaBaser w3 cebst

login Her JIE]

Homep TenedoHa B popmate 7XXXXXXXXXX ).

XKTAN.00096-02 91 02 Kpunrolpo DSS. PykoBoacTBo AOMUMHUCT paTopa Crpanvua 226 13 289


file:///D:/SVN/DSS/Sources/Doc/CryptoPro.DSS.Documentation/_site_pdf/_raw/_site_pdf/adminguide/sts/cmdlets/Add-DssStsPlugin.md
http://ws.devinosms.com/SmsService.asmx
file:///D:/SVN/DSS/Sources/Doc/CryptoPro.DSS.Documentation/_site_pdf/_raw/_site_pdf/adminguide/sts/cmdlets/Add-DssStsPlugin.md
http://mcommunicator.ru

HAUMEHOBAHWE
MAPAMETPA OMNCAHMUE 3HAYEHWE MO YMONYAHUIO OBA3ATE/NIbHbIN

Maponb Ana goctyna k yonyre. B kauecrse 3HaueHns
MOXHO yKa3aTb Maposib B OTKPbITOM BUAe, 6o MD5-x3Lw

password er [Ja
OT naposna (onpejenseTca napamMmeTpom

passwordFormat ).

MapameTp onpesenser Buj Napons, ykasaHHOro B
KauecTBe 3HayeHWs napameTtpa password. Moxer
NPVHUMaTb ABa 3HaYeHUS:
passwordFormat Raw Het
raw — napo’ib ykasaH B OTKPbITOM BUAE,
hashed - ykasaHo 3HaueHne MD5dyHKLMK

X3WwmnpoBaHUA OT Napona.

Moanwuce otnpasutens. [JaHHoe 3HauyeHne Byaet
NoACTaBNeHO BMECTO HoMepa oTnpasutens. Mpu
sourceAddress ncnonb3oBaHum «lognucn oTnpaBuTeNs» HeobXxoaMMo Null Het
yKa3blBaTb MOAMWCb B TOYHOCTM Kak OHa bblna
NoAK/OYeHa (C y4eToM perucrpa).

Agzpec cepsuca otrnpasky SMS (Heobxoanm s 3agaHns
ajpeca A1a AOCTyNa K CEPBUCY OTAUYHOTO OT
http://www.mcommunicator.ru/m2m/m2m_api.asmx

)

serviceAddress http://www.mcommunicator.ru/m2m/m2m_api.asmx Het

Ecnm napameTp Heobs3aTe/IbHbIN, TO €r0 MOXHO He YKa3biBaTb, B 3TOM Chy4yae 6y,qu MCNo/Ib30BaTbCA 3Ha4YEHe No YMOAYaHUIO.

Ecnn He ykasbiBaTb NapameTp sourceAddress, TO cOObLEeHNs ByAYT MPUXOANUTL C HOMepa 4938 (coobLeHUs ByayT NPUXOAUTB C yKazaHHOroO HOMepa,

Jaxe ecv NapaMeTp 3a4aH, HO He NOAK/IKOUEeHa COOTBETCTBYHOLLAs YCayra).
Ecav 3agatb napameTp sourceAddress paBHbIM 79857707575, TO COOBLLeHWs ByayT OTNpaBaeHbl ¢ bedepansHoro Homepa.

Twun nnarvHa, ykasbiBaeMmblil Npy perucTpaLmm B komaHanete Add-DssStsPlugin B mapameTpe

-PluginTypeName "CryptoPro.DSS.SmsService.MtsSms.MtsSmsPlugin,DSS.SmsService.MtsSms".
Mnarnn DSS.SmsService.SmppPlugin

[JaHHbIVi NharvH npegHasHayeH ans paboTbl co cy>k60oW paccbinikn SMS no npotokony SMPP. MapameTpel, 3agaBaemble Npy perncTpaLLnm, nepeuncieHb

B Tabsmue Huxe.

HAMMEHOBAHWE MAPAMETPA OMUCAHMUE 3HAYEHME MO YMO/NIYAHUIO OBA3ATE/IbHbIN
ServiceAddress Az pec cepeepa SMPP. Her [a

ServicePort MopTt gocryna k cepsepy SMPP. Het JiE]

Systemld JlornH ana AOCTyNa K CepBuCy. Her [a
SystemPassword Maponb Ana goctyna K cepBucy. Her [a

Source Agspec oTnpasuTens. Null Her

Tvin naarviHa, yKasblBaeMbli Npv perncTpaLinm B kKomaHanete Add-DssStsPlugin B napametpe

-PluginTypeName "CryptoPro.DSS.SmsService.SmppPlugin.SmppPlugin,DSS.SmsService.SmppPlugin".

Hacrtpoiika nnarvHa ana popmmpoBaHma SMS-coobuieHnit

I'Ipm ¢OpMVIpOBaHVIVI SMS-COO6LLI,EHI/IH NCnonb3yeTca CI'IELI,VIa}'IbeII)] naarnH — ero 3agava COCToOUT B CO34aHUN TeKCTa COO6LLI,EHI/IH Ha OCHOBe
I/IHC])OpMaLI,VIVI O BbINOJ/IHAEMOM Ael‘/lICTBI/II/I, noAnucbiIBa€MOM AOKYMEHTE, OAHOPA30BOM Maposie U T.m. ,ﬂ,}]ﬂ perncrpauunn n HaCTpOVIKVI nnarnHa

MCNONb3yeTcs KOMaHAeT Add-DssStsPlugin.

I'IapaMeprl, 3a/ilaBaeMble Npu perncTpayunuv, nepeyvyncieHbl B Ta6nvu_|,e HUXe.
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HAUMEHOBAHWE 3HAYEHWE NO

NAPAMETPA OMUCAHUE YMONYAHUIO OBA3ATENbHbIN

HEADER 3aronoBok coobuieHns. Obwas yactb Bcex SMS coobLeHumin. Null Het

XSLT XSLT-npeobpasoBaHuie, KOTOPOe CeAyeT NPUMEHNTb Haj GOpPMaTUPOBaHHbBIM TEKCTOM, Mpeobpa3zosaHwue Mo Her
cofepkaLLM MHPOPMALWIIO O AOKYMEHTe. YyMOMYaHMIo

XSLT_FILE Vms danna, cogepkalliero XSLT-npeobpasosaHue. Null Het

MnarvH popmmpyeT TekcT SMS-coobLLeHNs Ha OCHOBe MHPOPMaL UK O AoKyMeHTe. IHdpopmaLma 0 AOKyMeHTe MOXeT NPeACTaBAATb COHOoW
dopmaTpoBaHHBbIl M HehopMaTUPOBaHHbIV TeKcT. Mo dopMaTHpoBaHHbBIM TECTOM NOApa3yMeBaeTcs HekoTopoe XML-npeAcTaBieHne JOKyMeHTa, K

KOTOPOMY MOXHO npuMeHuUTb XSLT-npeobpasosaHue.
Mo ymonyaHuWto ncnonb3yetca cieaytoliee npeobpasoBaHue:

<?xml version='1.0'?>
<xsl:stylesheet version="1.0" xmlns:xsl="http://www.w3.0rg/1999/XSL/Transform">
<xsl:output method="text"/>
<xsl:template match="/">
<xsl:apply-templates select="//row"/>
</xsl:template>
<xsl:template match="row">
<xsl:value-of select="name"/>
<xsl:text>: </xsl:text>
<xsl:value-of select="value"/>
<xsl:if test="position()!=last()">
<xsl:text>, </xsl:text>
</xsl:if>
<xsl:if test="position()=last()">
<xsl:text>.</xsl:text>
</xsl:if>
</xsl:template>
</xsl:stylesheet>

HedopmatmposaHHbIn TekcT gobasnsercs B SMS-coobLueHre 6e3 nameHeHu.

Tvin naarviHa, yKasblBaeMbli Npu perncTpaLinm B kKomaHanete Add-DssStsPlugin B napametpe

-PluginTypeName "CryptoPro.DSS.MessageFormatter.SMSFormatter,DSS.DSS.MessageFormatter '
Mpumep HacTpoiiku onoseleHma No SMS

MpviMep AEMOHCTPUPYET HACTPOViKYy KOMMOHEHTa OroBeLLeHUs Yepe3 TecToBbl SMS nnarvH. CoobLeHWs, oTnpaB/isieMble Yepe3 TeCTOBbIN MaruH,

ByayT coxpaHATCA B $alnbl B yKazaHHOM Mpu HacTporike ANPeKTOpUN.

# JmpexkTopuAa AnA coxpaHeHua ¢aitnoB c coobueHnAmMm
$SMSBaseDir = "C:\tempsms\"

Write-Host "[lo6aBneHue nnaruvHa pans oTnpaBku CMC-coobuweHunin"

Add-DSSStsPlugin -PluginTypeName "CryptoPro.DSS.SmsService.StubPlugin.SmsStub,DSS.SmsService.StubPlugin® -PluginType SMS -
Settings @{"WorkingDirectory" = $SMSBaseDir}

Write-Host "[lo6aBneHue nnaruvHa pans dopmaTupoBaHus CMC-coobuweHunin"
Add-DSSStsPlugin -PluginTypeName "CryptoPro.DSS.MessageFormatter.SMSFormatter,DSS.MessageFormatter” -PluginType Formatter -
Settings @{Header="Kpuntolpo DSS."}

Write-Host "[lobaBneHue mopyna onoseweHus Ana oTnpaBku CMC-coobweHnii"

Add-DSSInternalNotifier -TransportPluginID 1 -FormatterPluginID 2 -NotifierType SMS -Settings
@{"MinQueueSize"="0";"MaxQueueSize"="10000";"TimerInterval"="500";"TTL"="1";"MessageWindow"="50";"ThreadCount"="1";"Enabled"="tru
e"}
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Hacrpovika PUSH-yBegomnenumn

PUSH-yBeAOMJ’IeHVIH, HaCTpO[/lIKa KOTOPbIX OMNMncaHa B JaHHOM pa3jene, Mo3BONAKOT OornoBeLwaTb Monb3oBaTenen o cobbITUAX

Kpuntollpo DSS B MobuibHOM npunoxenun DSS SDK.

BHMMaHuUe!

[Ans Hactpoiikn PUSH-yBegomnenunin ans aksemnaspa LIV gonkeH ObiTb HAaCTPOEH 1 BKAKOUEH METOZ, ayTeHTUdMKaLum npu

nomoLn mobuasHoro npunoxkeHus DSS SDK. Mpu aTom BktoueHne MeToaa Ans MNosnb3oBaTenel He TpebyeTcs.

BHMMaHuMe!

Monyyatb PUSH-yBegomneHus MNosb30oBaTelb MOXET TO/bKO Ha MPUBSA3aHHOE K €ro YYeTHOM 3anmcy MObWIbHOE YCTPOICTBO.

BHMMaHuMe!

Onepatopbl DSS HE moryT nosnyyate PUSH-yBegoMaeHus (faxke Ans cOObITUI, y KOTOPbIX B NapameTpe UsageType eCTb
Ha3HayeHwve Operator . OnepaTopam AOCTYMHO TONbKO peAakTupoBaHune Hactpoek PUSH-yBegomneHwni MNonb3oBatenei B Beb-

NHTepdence Npy HaAMUYMM COOTBETCTBYHOLLMX HACTPOEK MOAUTUKM OMOBELLIEHUS.
Hacrporika PUSH-yBesoMAEHWI NPOM3BOANTCS B HECKOJIbKO 3TaroB:

Hacrtporika Habopa naarnHoB ans paccbinkn PUSH-yBegomaeHu
BkntoueHne PUSH-yBesoMAeHMIT MyTeM peaakTUpPoBaHUs MOUTVKIA OMOBeLLEHNS

MHnunanmsauusa (I'IpI/IBH3Ka K y‘-IeTHOVI 3anucu) yCTpOI;ICTBa [Monb3oBaTens

(OnuuoHanbHo) Hactpolika wabnoHos PUSH-yBegoMaeHmi
Mpumep HacTpoiikn PUSH-yBegomMmneHuit

1. Hactpoiika Habopa nnarMHoB

Hactpolika Habopa nnarvHoB ans pacceiikn PUSH-yBegoMaeHWI Mpomn3BOAMTCS NPV MOMOLLM e4MHOro KoMaHaieTa Add-
MyDssSystem. MNMpw 3Tom B DSS aBTOMaTuyeckmn cosgaercs cuctema PUSH-yBeAOMAEHWUIA 1 PETUCTPUPYHOTCA CeaytoLme

nJaarnHbl:

® narvH GopMaTUPOBaHWS COOBLLEHNI (

pushFmtPluginType =
"CryptoPro.DSS.PushService.NotificationEx.PushFormatterPlugin,DSS.PushService.NotificationEx"

)i
® TPaHCMOPTHbIW NAaruH (
pushPluginType = "CryptoPro.DSS.PushService.NotificationEx.PushPlugin,DSS.PushService.NotificationEx");

® [arviH paccblaky yBeAoMaeHu (
pushNotifierType = "CryptoPro.DSS.PushService.NotificationEx.PushNotifier,DSS.PushService.NotificationEx")

Add-MyDssSystem -Name <OTobpaxaemoe uma cucTembl> -ApnClientCertPath "<MyTb Kk ¢anny c ceptudukatom APN>" -
ApnClientCertPassword <Maponb APN> -CollapseKey <string> -MyDssAddress https://<hostname>/<mydssAppName> -
GoogleServiceKey <WUaeHTudpukaTop FCM>

NpumeuaHue

[Ans otnpaskmu PUSH-yBesomneHuii Ha yctpoictea Apple Tpebyetcs cepTuduKaT € KIMEHTCKOM ayTeHTUdMKaumen (
-ApnClientCertPath U -ApnClientCertPassword) Ha Apple Push Notification Service. MonyunTb AaHHbIN cEpTUOUKAT MOXKHO

Mo 3anpocy Ha dsssupport@cryptopro.ru.

[Ona otnpaskm PUSH-yBegomneHnii Ha yctponctea Android Tpebyetcsa nonyunts karou goctyna Kk Firebase Cloud Messaging
Server (-GoogleServiceKey). MoayunTb AaHHbIA KAHOY MOXHO MO 3anpocy Ha dsssupport@cryptopro.ru.

VI3meHeHme HacTpoek 3aperncTprpoBaHHbIX MNAarMHOB BO3MOXHO Mpu noMown koMangieta Set-MyDssSystem. [lna ykasaHua
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CNCTEMBbI, B KOTOPYH BHOCATCA U3MEHEHWA, Tpe6yeTc;| 3aMoJHUTb NapameTp SystemId. nOﬂy‘-II/ITb 3HaueHne AaHHOro napamMeTpa

AN51 BCEX 3aPErnCTpUPOBaHHbIX CUCTEM MOXHO B BbiBOZE KOMaHANeTa Get-MyDssSystem 6e3 napamMeTpos.
2. Bknouenne PUSH-yBegoMneHuii

Bkatoumntb onoselleHne Monb3oBaTenel nocpesctsom PUSH-yBegoMAeHNI MOXHO, 406aBWB B MONNUTHKY OMOBELLEeHNS
Monb3oBaTenein B napametp Notifiers 3HauyeHWe PUSH.

[MpuMeuaHune

Ecnn ans kakoro-nmbo cobbiTus yke 6bl1 3a4aH NapameTp -Notifiers, ciegyrollee ero 3amnoaHeHNe A5 LaHHOTO COBbITHS
repe3anuLleT BCe YKasaHHble Crocobbl A0CTaBKy. T.e. IpU M3MEHEeHUN AaHHOTO NapaMeTpa KaX bl pa3 Hy>KHO YKa3biBaTb BCE
HeobXxoANMbIe COCODbI AOCTABKM.

3. Uunumanusaums (npmBs3ska K yueTHoOM 3anucu) yctpolictea lNonb3oBaTtens

Monyyatb PUSH-yBegomneHms MNonb3oBaTelb MOXET TONbKO Ha NMPUBSA3aHHOE K €ro yYeTHOM 3anmcy MObWIbHOe YCTPOICTBO.

CueHapvu NpmBs3KK (MHULMaNM3aLmm) MOBbUALHOTO yCTpoiicTBa Mob30BaTenNs onuvcaHbl B COOTBETCTBYHOLLEM Pa3zere.
4. (OnumoHanbHo) HacTpoiika wabnoHos PUSH-yBesoMaeHui

AZMUHUCTPATOP MOXET CO34aTb COHBCTBEHHbIE WabioHbl PUSH-yBesgoMaeHui, gocTaBisieMblx [osb30BaTensm, 415 Kaxomn
CUCTEMbI, CO34aHHOM Ha ware 1.

Ecnm cobeTBeHHble WabnoHbl He 3aJaHbl, NCNOJIb3YHOTCA WabaoHbI Mo YMOAYaHUIO. yAaﬂﬂTb WAV N3MEHATb WabaoHbI Mo
YMOJIHaHUHD HEBO3MOXHO.

Y106bI 06aBUTH COBCTBEHHDIN WabaoH PUSH-yBesoMaeHus, HeOBXOANMO BbINOJAHUTL CAeAYHOLLNE AeACTBUS:
1. BbibpaTb cobbITHe, A8 KOTOPOro HY>XHO A06aBUTb WwabaoH PUSH-yBegoMaeHMA 1 MOAYyUNTb ero naeHtTndukatop EventID.

2. BbibpaTb cncTeMy 13 paHee 3aperncTpUpoBaHHBIX, A5 KOTOPOW HacTpaunBatoTcs PUSH-yBegomieHNs, Npy MoMOLLM
komaHaneta Get-MyDssSystem 1 nonyunts ee ngeHtuoumkatop SystemId.

3. [06aBuUTb WabnoH A5 BbIBPaHHOrO CO6bLITUS 1 BbIBPAHHON CUCTEMBI, UCMONb3yA EventID BbIOpaHHOro CObbITUA U

SystemId BblI6paHHOW CUCTEMbI COOTBETCTBEHHO:

Add-DssPushFormatterTemplate -EventID <ID cobbitus> -MyDssSystemId "<ID cuctemb>" -Text "<Y Bac HoBoe
yBegomnenne {0:Date}>" -Payload '{"Date" : "{@:Date}", "MyDssPushAddress" : "{@:MyDssPushAddress}"}' "

[MpuMeuaHune

B napamerpe -Text MOXHO UCMOJIb30BaTb TOJ/IbKO NOACTAaHOBOYHbIE NapaMeTpbl, yKa3aHHbIE B OBObIYHbIX LabaoHax COO6LLI,EHVII\/'I

ANS AaHHOrO CobbITUA (KOMaHAET Get-DssFormatterTemplate -EventID <ID BbIGpaHHOrO COBLITUA> )

MapameTtp -Payload coaepXuT Habop NapameTpoB, KOTopble ByAyT NepeAaHbl B MpuaoXeHue, pabotatoLee ¢ DSS SDK.
3ape3epBrpOoBaH AJis JaNbHEWLLIEro UCMoib30BaHMs.

YT06bI NpocMOoTpeTh Bee WwabnoHbl PUSH-yBesoMAeHW, 3aperncTprpoBaHHbIX B @aHHOW CUCTEME, MOXHO MCMoNb30BaTh
komaHgnet Get-DssPushFormatterTemplate.

5. Mpumepsl
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# PerucTtpauma cuctembl PUSH-yBegomneHuit n Habopa nnarvMHoB

Add-MyDssSystem -Name <OTobpaxaemoe uma cucTembl> -ApnClientCertPath "<MyTb Kk ¢anny c ceptudukatom APN>" -
ApnClientCertPassword <Maponb APN> -CollapseKey <string> -MyDssAddress https://<hostname>/<mydssAppName> -
GoogleServiceKey <WUpeHTudukatop FCM>

# HacTpoiika nonuTtuku onoseweHusa Monb3oBaTenei ana PUSH-yBepomneHuii:
Set-DssNotificationPolicy -Type User -NotificationEvents CertificateCreated,DeviceConfirmed -Notifiers PUSH

# (OnuuoHanbHo) JlobaBneHne HoBOro wabnoHa PUSH-yBepomneHus pna cobbitus

Add-DssPushFormatterTemplate -EventID <ID cobbitus> -MyDssSystemId "<ID cuctemb>" -Text "<Y Bac HoBoe
yBegomnenvme {0:Date}>" -Payload '{"Date" : "{@:Date}", "MyDssPushAddress" : "{@:MyDssPushAddress}"}"' "
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Monutukn onoBelwleHns

CobbITKs, OTNpaBAeHHbIe C KOMMOHEHTOB DSS npw MOMOLLM HaCTPOEHHBIX paHEee NAarnHOB, J0CTaBAATCA Ha CepBUC PaccbLIKn
yBeZOMJIEHWI. 3AeCb NPOUCXOAUT NoNyyYeHne MHGOopMaL MK O AOCTYMHbIX cnocobax gocTtasku (Email, SMS, PUSH), a Takxxe
KOHTaKTHOM MHPOopMaLum n3 npoduns MNonb3osatens uim Onepatopa, KOTOPOMY LOJIXKHO BbITb JOCTAaBAEHO yBegoMAeHWe. [1ns

noay4YeHns faHHOW MHGOPMaL MM HEOBXOAMMO HAaCTPOUTb NMOAUTUKY OnoBeLLeHns ans [onb3osaTesnel n OnepaTopos.
Monntuka onoseuweHnsa lNMonb3oBartenei

Monntnka onoeelweHnA Monb3oBaTenen coctont ns Tpex ypOBHeI7IZ

® /106a/bHOrO,
® ypPOBHs rpynnbl,
® ypoBHs MNonb3oBaTens (HacTpoika JOCTyMNHa TObKO Yepe3 Beb- 1 REST-uHTepdenicsl).

MonnTtunka onoselyeHna MNonab3oBaTenet 3anoHAeTCA Npu NnomMoLm koMaHaneta Set-DssNotificationPolicy n npegcraenser cobon

Habop cresyroLLMX HAaCTpoek:
NAPAMETP ™R OMUCAHME
Type User Onpep,enﬂeT, 4219 KOro HacTpavBaeTca NoJnNTUKa.

CnncoK Ha3HayeHWin ANs OTNPaBKN YBEAOMIEHMN
Notifiers SMS, Email, PUSH (1 wm HeckoabKo Yepes 3ansTyto) 0 COBbITUAX, yKa3aHHbIX B NapamMeTpe
Notifiers.

MaeHTrdmKaTOp rpynmnbl, eciv HEOBXOANMO

GrouplD int
HaCTPOUTb MOJIMTVKY YPOBHS rPyMMbl.

AllNotificationEvents WIN Notifiers {}

L . St Habop cobbITiA, 0 KOTOPbIX HEOBXOANMO
NotificationEvents (nycrom cnncok) VI Notifiers (1 nam Heckonbko P P A

onoBseLyathb.
yepes 3anATyo)

OnpegenseT, moxeT i Onepatop U3MeHATb
AllowChangeByOperator bool Mo/MTUKY onoBeLLeHns MNonb3oBaTens B Beb-
nHTEepdeiice.

OnpeAenﬂeT, MOXET N [Monb3oBaTeNb U3MEHATb

AllowChangeByUser bool <
MOJMTVKY OMoBeLLeHNs B BE6-UHTepdeiice.
Onpegenset, MOXET /N NOAUTHKA BbiTb

AllowOverride bool nepeorpegeneHa Ha 6oee HA3KOM YpPOBHE

nepapxum.

MpuMeuaHune

B 3aBMCMMOCTM OT TOro, MOANTUKA KaKOro YPOBHS HacTpanBaeTcs — r106abHOr0 YPOBHS UM YPOBHS Py bl — HEOBXOAMMO
Tak>Ke COOTBETCTBEHHO MCMONb30BaTh MapameTp -GroupId CO 3HaYeHVEeM UAeHTUdMKaTopa HacTpanBaemon rpynnbl. s

3aMno/IHeHWs r106abHOM NOAUTUKN CrELLManbHbIV NMapaMeTp yKasbiBaTb He TpebyeTcs.

Ecnn B epapxmmn noamtuk ectb noantuka ¢ AllowOverride = false, HaCTPOMKMN MOAUTUKN YPOBHEM HUXKE HE UMEIOT cuJbl. Ecam
BCE NONNTUKWN B nepapxmm nmetoT AllowOverride = true, napametpbl AllowChangeByUser n AllowChangeByOperator
MCNONBb3YHOTCA M3 MOAUTUKM TPYMMbl, @ HACTPOVKa CaMOro OMoBeLLEHNA MPUMEHAETCA MHANBUAYANBHO ANA KaXA0ro

Monb3oBaTens (HacTpaviBaeTcs B Beb-uHTepderice MonbloBatens).

MNpumeuvaHue
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I'Iepep, N3MEeHeHEM HaCcTpoeK NoJINTUKK onoBeLleHnA Npy NOMOLLM KOMaHA1eTOB (FﬂO6aﬂbeII‘;1 YpOBEHb

WAW YPOBEHb rPynibl), y6eanTech, YTO Ha YPOBEHb BbILLE HE MPUMEHANOCH 3HaYeHe AllowOverride = false.
Monntnka onoseleHna Onepatopos

Monntrka onoseLeHns OnepaTopoB COCTOUT U3 ABYX YPOBHEW:

® r/106a/bHOrO,

e ypoBHs OnepaTopa (HacTporika AOCTyMHa ToNbKo vepes Beb- n REST-uHtepdenco).

MonnTtuka onoselleHns MNonb3oBaTene 3anoHseTCs Npu nomMoLm komaHaneta Set-DssNotificationPolicy n npegcraBnser cobom
Habop CreAyroLLMX HACTPOEK:

NAPAMETP T™n OMWUCAHUE
Type Operator OnpegenseTt, 4NA KOO HacTpanBaeTca NOAUTHKA.

CRMCOK Ha3HaYeHWn 41 OTNPaBKN YBEAOMEHWI O

Notifiers SMS, Email (1 nam oba yepes 3ansTyto) —
CobbITUSX, YKazaHHbIX B Napametpe Notifiers.

AllNotificationEvents WM {} (nycroi cnuncok) Habop cobbITulA, 0 KOTOPLIX HEOBXOAUMO

NotificationEvents
WV Notifiers (1 wam Heckonbko Yepes 3anaTyto) onoBeLLaThb.

Onpegenset, moxeT sinm OnepaTtop M3MeHATb

AllowChangeByOperator bool .
MOJUTUKY OMOBeLLEeHUs B Beb-nHTepdelice.

OnpegsensieT, MOXET I NOANTUKA ObITb
AllowOverride bool nepeonpegeneHa Ha 6onee HU3KOM YpPOBHe
nepapxmn.

Ecnv B rnobanbHOM noantrke nMeeTcs 3HaveHe AllowOverride = false, HACTPOMKM NOAUTUKM ypoBHA OnepaTopa Ha Beb-
nHTepdence yayT HegoCTynHbI. ECav rnobanbHas noantnka AllowOverride = true, napameTp AllowChangeByOperator
NPUMEHSETCA MHAMBUAYaAbHO AN Kaxgoro OnepaTtopa (HacTpanBaeTcs B €ro IMYHOM kabuHeTe Ha Beb-nHTepdelice uam npu
nomouum REST API).

Mpumepsbl:
NMpumeuvaHue

anMepr COCTaB/JieHbl AnA Cay4dasd, Korga pefakTnpyeTca NoanTuka ornoeeLleHna Monb3oBaTenen. Ana peaakTnpoBaHuA
NOJINTUKKM OonoBeLWeHNA OnepaTopOB C/IeAy€ET yKa3biBaTb MapaMeTp -Type Operator u HE ncnonb3oBatb napamMeTp

-GroupId <ID rpynnbi>.
MonyueHne nonutnkm onoBeweHus Monb3oBatesel N0 yPOBHAM:

# lMNony4eHune rnobanbHOW MONAUTUKM:

Get-DssNotificationPolicy -Type User

# Ecnu B BbiBOAE [AaHHOW KoMmaHAabl cogepxutcsa AllowOverride = False,
# HaACTPOWKM YPOBHA Tpynnbl HE WUMEWT CUJbl.

# Mony4eHne noAuTUKKM rpynnel MNonb3oBaTenein

Get-DssNotificationPolicy -Type User -GroupIld 1

# Ecnv B BbiBOAE [AaHHOW KomaHabl cogepxutcsa AllowOverride = False,

# Monb3oBaTeNb He CMOXET M3MEHUTb MOAMTUKY AOCTyna K onepauuam B Beb-
# uHTepoeiice.

# MpocMOTp CnNUCKa COBLITUIA C yKa3aHMeM HACTPOEHHbIX CNocob60B AOCTABKU ANA KAXAOTO CO6bITUA:
(Get-DssNotificationPolicy -Type User ).EventNotifiers
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file:///D:/SVN/DSS/Sources/Doc/CryptoPro.DSS.Documentation/_site_pdf/_raw/_site_pdf/adminguide/sts/cmdlets/Set-DssNotificationPolicy.md

HacrpoﬁKa NOJINTUKU onoBelleHna Monb3oBaTteneii:

# OnoBewaTb MMonb3oBaTeneil 0 BCex COOLITUAX:
Set-DssNotificationPolicy -Type User -AllNotificationEvents -Notifiers SMS,Email -AllowOverride ©

# HE onoBewaTb Monb3oBaTeneil HU O KAKUX COBLITUAX:
Set-DssNotificationPolicy -Type User -AllNotificationEvents -Notifiers @() -AllowOverride ©

# YkasaTb Habop cobbITWi, O KOTOpPbIX Heobxoaumo onoBewaTb lonb3oBaTeneii:

Set-DssNotificationPolicy -Type User -NotificationEvents CertificateCreated,DeviceConfirmed -Notifiers
SMS,Email

N

Set-DssNotificationPolicy -Type User -NotificationEvents 1, 2 -Notifiers SMS,Email

# Bblbop cnocoba [OCTaBKM AN BCex cobbiTuii SMS u Email:
Set-DssNotificationPolicy -Type User -AllNotificationEvents -Notifiers SMS,Email

-GroupId <ID rpynnbl>

OTKNlOUeHMe onoBeleHnsa 060 Bcex cobbITnAX

[nsi Toro uToBbI OTKAOUNTL OMOBELLEHNE 060 BCeX COBLITMAX HEOHX0AMMO B NapameTpe Notifier mepegaTtb nMycTow CMcoK

TUNOB ONoOBeLLeHNA.

Set-DssNotificationPolicy -Type User -AllNotificationEvents -GroupId 1 -Notifier @()

MoAHbINV cNUCOK COBBLITUIA N UX KOJOB.
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LLlabnoHbI coobuweHn npu onoBeweHmnm Mosb3oBatenen n OnepartopoB

Cobbitns Kpmntollpo DSS MOryT UMeTb OfMH UM HECKOIbKO TEKCTOBbIX LLIaBJIOHOB € MNOACTaHOBOYHbLIMY NapaMeTpamm AJis
otnpasku [MNonb3oBatensm 1 Onepatopam DSS nocpeacTBom 31eKTPOHHOM NouThl, SMS-coobuennin n PUSH-yBegoMAeHMIA.

Crnncok cobbITiA NPeAonpeseneH N He MOXET BbITb N3MEHEH.
[MpuMeuaHune
Bce komaHaNeTbI, NpUBEAEHHbIE B JaHHOM pasfene, 40MKHbl BbIMOAHATLCA Ha LleHTpe MaenTndurkaymm DSS.

M3MmeHeHMe WwabnoHa coobueHua ana cobbitua

1. Monck wa6noHa, KOTOpbIi HEO6XOAUMO USMEHUTD.
Mownck wabnoHa, TEKCT KOTOPOro HEOHXOAMMO U3MEHUTb, OCYLLECTBAAETCA B CeAyHOLLel Nocae0BaTeIbHOCT U

® Bbibop coObITHS, 38 KOTOPbIM 3aKperJieH 3MeHseMbIi LabaoH.

® Bbibop WabsoHa COOBLLEHNS N3 NPUKPENIEHHbIX K COBbITUIO LLabAOHOB.

rlOﬂyHVITb CMUCOK BCEX COBLITUM 1 COOTBETCTBYHOLLMX UM VIAeHTquJVIKaTOpOB 1126/ IOHOB MOXHO B COOTBETCTBYHOLLEM pa3aene

[LOKYMEHTaL,UM WX C MOMOLLbHO CNeAYHOLWEro KOMaHaNeTa:

Get-DssEvent

Bbi6epwvTe 13 cnivicka cobbITUE, Y KOTOPOTO eCTb LWaboHbI coobLLeHNI. Ha 3TO yKka3biBaeT Haanumne naeHTMPprKaTopos LabaoHOoB

B cTONbLEe MessageTemplates.

YT06bI NPOCMOTPETH BCE LLaBAOHbI, 3aKPEnIeHHbIe 3a BbIOPaHHbIM COBbITUEM, HEOOXOANMO BbIMONHUTL CEAYHOLLYH KOMaHAy:
Get-DssFormatterTemplate -EventTypes <BbibpaHHoe cobbiTne>
# WIn

Get-DssFormatterTemplate -EventID <ID Bbl6paHHOro cOb6bLITMA>
2. U3meHeHuMe TekcTa wabsoHa coobueHus.
[MpuMeuaHune

KonnuectBo wabi0HOB, NPUKPENIEeHHbIX K CODObLITUIO, U3MEHATb He/b35, HO BO3MOXHO U3MEHUTb WX TEKCT.

Mocne BbiGOpa WaboHa, TEKCT KOTOPOro HEOBXOANMO M3MEHUTbL, MOTPEBYETCS 3aNOMHUTL Ero UAEHTUdGKUKaTOP, 60 NepesaTtb
€ro Mo KOHBeNepy B Clefy LMl KOMaHAeT. VI3MeHeHMe TekcTa WwabioHa COObLLLEHNS NPON3BOAMTCA NPY MOMOLLM CeAYOLLEN

KOMaHAbl:

Set-DssFormatterTemplate -TemplateID <ID wabnoHa coobweHua> -Template "<HoBbii TekcT wabnoHa coobuweHua>"

BHumaHue!

B TekcTax WwabaoHOB NO YMONYAHUIO NCMOJ/b3YOTCA NMOACTaHOBOYHbIE MapaMeTpbl BuAa {0:<MapameTp>} . [pn HeobxoammocTu
MX MOXHO He yKa3blBaTb, O4HAKO Hesb3s J06aB/ATb APYT1e NOACTaHOBOUHbIE NMapaMeTpbl, KOTOPbIX He HbL10 B LWabioHe Nno

YMOJ4aHUHO.
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Co6bitua Kpuntolpo DSS

BHMMaHuMe!

Cnncok cobbitnii Kpuntollpo DSS MoXeT n3MeHATbCA. [oNyUmnTb CrcoK Bcex COBbITUIM 1 COOTBETCTBYHOLLMX UM

VI,CI,eHTVI(I)VIKaTOpOB LWab1OHOB MOXHO C NOMOLLbBIO CieAyrouero KoMmaHaiera:

Get-DssEvent

Bce cobbITua fenatca no Tmny ucnonb3oBaHus (ctonbel, UsageType):

1
2.
3.
4
5

Internal — A8 OTNPaBKW CUCTEMHbIX OroBeLLeHniA DSS.
User —otnpaeaatoTca MNoab3osatenam.

Operator — oTnpaeastoTcs Onepatopam (gencteus OnepaTopa v Monb3oBaTenel U3 ero rpynbi).

. AuditOnly — OTNpaBAAOTCA TO/bKO B XYypHaa ayanTta.

Custom — /18 OTNPaBKW CUCTEMHbIX OroBeLleHui DSS.

CronbeL, MessageTemplates COAEPXUT UAEHTUOMKATOPBI LLABIOHOB COOBLLEHWNI, 3aKPENIeHHbIE 3a JaHHbIM COBbITMEM.

KonnuecTBo 1WaboHOB M3MEHATb HeNb34, HO BO3MO>XXHO M3MEHUTb UX TEKCT.

ID

10

11

12

13

14

15

XKTAN.00096-02 91 02 Kpunrolpo DSS. PykoBoacTBo AOMUMHUCT paTopa

EVENTTYPE USAGETYPE MESSAGETEMPLATES
UserCreated User Operator -1,2,3,4,444
UserCreatedByAdmin User Operator -5,6,7,8, 445
UserCreateFail Operator -9, 10
UserAccountChanged User Operator -11,12,13, 14, 446
UserAccountChangefail User Operator -15,16, 17, 18, 447
UserPasswordChanged User Operator -19, 20, 21, 22, 448
UserPasswordChangeFail User Operator -23, 24, 25, 26, 449
UserPhoneChangeFail User Operator -27, 28, 29, 30, 450
UserPasswordReset User Operator -31, 32, 33, 34, 451
UserDeleted Operator -35, 36, 37, 452
UserDeleteFail User Operator -38, 39,40, 41, 453

AdminCreated

AdminCreateFail

AdminDeleted

AdminDeleteFail

Operator

Operator

Operator

Operator

-42, 43

-44, 45

-46, 47

-48, 49
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16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

41
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AdminAccountChanged

AdminAccountChangefail

UserEnterConfirmation

UserPhoneConfirmation

CertificateCreated

RequestCreated

RequestCreateFail

RequestDeleted

RequestDeletedAll

CertRequestsRequested

CertRequestRequested

CertificatesRequested

CertificateRequested

RevokeRequestsRequested

CertRequestContentRequested

CertificateContentRequested

RevokeRequestContentRequested

ServicePolicyRequested

DocumentSignSuccess

DocumentSignFail

DocumentEncrypted

DocumentEncryptionFail

DocumentDecrypted

DocumentDecryptionFail

CertRequestAccepted

CertRequestDeclined

Operator

Operator

User

User Operator

User Operator

User Operator

User Operator

User Operator

User Operator

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

User Operator

User Operator

User Operator

User Operator

User Operator

User Operator

User Operator

User Operator

-50, 51

-52, 53

-54, 55,454

-56, 57, 58, 59, 455

-76,77,78,79, 460

-60, 61,62, 63, 456

-64, 65, 66, 67, 457

-68, 69, 70, 71, 458

-72,73,74,75,459

-80, 81, 82, 83, 461

-84, 85, 86, 87, 462

-88, 89,90, 91, 463

-92, 93,94, 95, 464

-96, 97, 98, 99, 465

-100, 101, 102, 103, 466

-104, 105, 106, 107, 467

-108, 109, 110, 111, 468
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42

43

44

45

46

47

48

49

50

51

52

53

54

55

56

57

58

61

62

63

64

65

66

67

68

69
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RegRequestAccepted

RegRequestDeclined

RevokeRequestAccepted

RevokeRequestDeclined

CertificateDeleted

CertificateDeletedAll

CertificateRevoke

CertificateHold

CertificateUnhold

CertificatePinChanged

CertificatePinChangeFail

CertificateSetDefault

CertificateSetDefaultFail

CertificateResetDefault

CertificateResetDefaultFail

OoTP

Certificatelnstalled

UserAccountStateChanged

UserAuthenticationPassed

UserAuthenticationFailed

SmsVerificationPassed

SmsVerificationFailed

UserPhoneChanged

UserPhoneConfirmationFail

UserPhoneConfirmationOtp

SimAuthSuccess

User Operator

User Operator

User Operator

User Operator

User Operator

User Operator

User Operator

User Operator

User Operator

User Operator

User Operator

User Operator

User Operator

User Operator

User Operator

Internal

User Operator

User Operator

User Operator

User Operator

Internal

Internal

User Operator

User Operator

Internal

Internal

-112, 113, 114, 115, 469

-116, 117,118, 119, 470

-120, 121, 122, 123, 471

-124, 125,126, 127,472

-128, 129, 130, 131, 473

-132, 133,134, 135, 474

-136, 137, 138, 139, 475

-140, 141, 142, 143, 476

-144, 145, 146, 147, 477

-148, 149, 150, 151, 478

-152, 153, 154, 155, 479

-156, 157, 158, 159, 480

-160, 161, 162, 163, 481

-164, 165, 166, 167, 482

-168, 169, 170, 171, 483

-172, 173, 268, 282, 296, 310, 324, 338, 352, 366, 484

-174,175,176, 177, 485

-178, 179, 180, 181, 486

-182, 183, 184, 185, 487

-186, 187, 188, 189, 488

-190, 191, 192, 193, 489

-194, 195, 196, 197, 490

-198, 491
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76

77

78

79

80

81

84

85

86

87

88

89

90

91

92

93

94

95

96

97

98

99

100

101

102

103
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OtaNotification

UserEmailConfirmationOtp

UserEmailChanged

UserEmailConfirmationFail

UserEmailChangeFail

UserMobileAuthSecretKeyInfo

AuthenticationSchemeChanged

AuthenticationSchemeChangeFail

AddExternalLogin

AddExternalLoginFail

RemoveExternalLogin

RemoveExternalLoginFail

EnhanceSignature

EnhanceSignatureFail

SecondaryAuthLogin

SecondaryAuthSign

SecondaryAuthSignDocs

SecondaryAuthDecrypt

SecondaryAuthCreateRequest

SecondaryAuthChangePin

SecondaryAuthRenewCert

SecondaryAuthRevokeCert

SecondaryAuthHoldCert

SecondaryAuthUnholdCert

SecondaryAuthDeleteCert

SecondaryAuthDeleteCerts

Custom

Internal

User Operator

User Operator

User Operator

Internal

AuditOnly

AuditOnly

User Operator

User Operator

User Operator

User Operator

User Operator

User Operator

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

Internal

-199, 200, 201, 492

-202

-203, 204, 205, 206, 493

-207, 208, 209, 210, 494

-211,212, 213, 214, 495

-215, 216, 496

-217

-218, 219, 220, 221, 497

-222,223, 224, 225,498

-226, 227, 228, 229, 499

-230, 231, 232, 233, 500

-234, 235, 236, 237, 501

-238, 239, 240, 241, 502

-242, 255, 269, 283, 297, 311, 325, 339, 353, 367, 503

-243, 256, 270, 284, 298, 312, 326, 340, 354, 368, 504

-244, 257, 271, 285, 299, 313, 327, 341, 355, 369, 505

-245, 258, 272, 286, 300, 314, 328, 342, 356, 370, 506

-246, 259, 273, 287, 301, 315, 329, 343, 357, 371, 507

-247, 260, 274, 288, 302, 316, 330, 344, 358, 372, 508

-248, 261, 275, 289, 303, 317, 331, 345, 359, 373, 509

-249, 262, 276, 290, 304, 318, 332, 346, 360, 374, 510

-250, 263, 277, 291, 305, 319, 333, 347, 361, 375, 511

-251, 264, 278, 292, 306, 320, 334, 348, 362, 376, 512

-252, 265, 279, 293, 307, 321, 335, 349, 363, 377, 513

-253, 266, 280, 294, 308, 322, 336, 350, 364, 378, 514
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104

105

106

107

108

109

110

111

112

113

114

17

118

119

120

121

122

129

130

131

132

133

134

135

136

143

SecondaryAuthPrivateKeyAccess

CertificateSetFriendlyName

CertificateSetFriendlyNameFail

GlonassUserActivated

GlonassUserActivationFail

GlonassUserDeactivated

GlonassUserDeactivationFail

GlonassUserReactivated

GlonassUserReactivationFail

GlonassCertificateCreated

GlonassCertificateCreationFail

UserAirKeyAuthSecretKeyInfo

AuthenticationResultCallback

ScopeConfirmation

TestMessage

UserMobileAuthSendQrCodeByEmail

SimAuthAppletActivated

OperationConfirmed

AuthenticationCompleted

OperationDeclined

SimAuthCallbackAuthentication

SimAuthCallbackChangePin

SimAuthCallbackChangeKey

SimAuthCallbackGetStatus

SimAuthCallbackActivation

CertificateRevocationFail

Internal -254, 267, 281, 295, 309, 323, 337, 351, 365, 379, 515

User Operator -380, 381, 382, 383,516

User Operator -384, 385, 386, 387, 517

Internal -

Internal -

Internal -

Internal -

Internal -

Internal -

Internal -

Internal -

Internal -388, 389, 518

Custom -

Internal -

Internal -390, 391, 519

Internal -392

Internal -

AuditOnly -

AuditOnly -

Internal -

Custom -

Custom -

Custom -

Custom -

Custom -

User Operator -393, 394, 395, 396, 520
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146

149

152

160

161

162

163

164

165

166

167

168

169

170

171

172

173

174

175

176

177

178

179

180

181

182

CertificateHoldFail

CertificateUnholdFail

CertificateDeleteFail

TransactionTokenCreated

TransactionTokenCreationFail

SamlAuthMethodDeleteFail

SamlAuthMethodDeleted

SamlAuthMethodAssignationFail

SamlAuthMethodAssigned

OtpSmsAuthMethodDeleteFail

OtpSmsAuthMethodDeleted

OtpSmsAuthMethodAssignationFail

OtpSmsAuthMethodAssigned

OAthAuthMethodDeleteFail

OAthAuthMethodDeleted

OAthAuthMethodAssignationFail

OAthAuthMethodAssigned

OtpEmailAuthMethodDeleteFail

OtpEmailAuthMethodDeleted

OtpEmailAuthMethodAssignationFail

OtpEmailAuthMethodAssigned

SimAuthMethodDeleteFail

SimAuthMethodDeleted

SimAuthMethodAssignationFail

SimAuthMethodAssigned

MobileAuthMethodDeleteFail

User Operator -397, 398, 399, 400, 521

User Operator -401, 402, 403, 404, 522

User Operator -405, 406, 407, 408, 523

AuditOnly -

AuditOnly -

AuditOnly -

AuditOnly -

AuditOnly -

AuditOnly -

AuditOnly -

AuditOnly -

AuditOnly -

AuditOnly -

AuditOnly -

AuditOnly -

AuditOnly -

AuditOnly -

AuditOnly -

AuditOnly -

AuditOnly -

AuditOnly -

AuditOnly -

AuditOnly -

AuditOnly -

AuditOnly -

AuditOnly -
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183

184

185

186

187

188

189

190

191

192

193

194

195

196

197

198

199

200

201

203

204

205

206

207

208

209
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MobileAuthMethodDeleted

MobileAuthMethodAssignationFail

MobileAuthMethodAssigned

MtmoAuthMethodDeleteFail

MtmoAuthMethodDeleted

MtmoAuthMethodAssignationFail

MtmoAuthMethodAssigned

MoAuthMethodDeleteFail

MoAuthMethodDeleted

MoAuthMethodAssignationFail

MoAuthMethodAssigned

AirkeyAuthMethodDeleteFail

AirkeyAuthMethodDeleted

AirkeyAuthMethodAssignationFail

AirkeyAuthMethodAssigned

MyDssAuthMethodDeleteFail

MyDssAuthMethodDeleted

MyDssAuthMethodAssignationFail

MyDssAuthMethodAssigned

IdOnlyAuthMethodDeleteFail

IdOnlyAuthMethodDeleted

IdOnlyAuthMethodAssignationFail

IdOnlyAuthMethodAssigned

CertificateAuthMethodDeleteFail

CertificateAuthMethodDeleted

CertificateAuthMethodAssignationFail

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly
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210

211

212

213

214

215

216

217

218

219

220

223

224

225

226

227

228

229

230

231

232

233

234

235

236

237
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CertificateAuthMethodAssigned

PasswordAuthMethodDeleteFail

PasswordAuthMethodDeleted

PasswordAuthMethodAssignationFail

PasswordAuthMethodAssigned

CloudCspUsed

InstanceConfigurationChanged

UserTfaFailed

SecondaryAuthGenKey

CryptGenKeySuccess

CryptGenKeyFail

AuthMethodAssigned

AuthMethodAssignationFail

AuthMethodRemoved

AuthMethodRemovalFail

AnonDeviceRegistered

AnonDeviceRegisteredFailed

KInitRequested

RegisterByKiInit

RegisterByKInitFailed

DeviceConfirmed

DeviceConfirmedFailed

AssignMyDssSdkDevice

AssignMyDssSdkDeviceFailed

DeleteKlInit

DeleteKInitFailed

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

Internal

User Operator

User Operator

User Operator

User Operator

User Operator

User Operator

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

-409, 410, 411, 412, 413, 414, 415, 416, 417, 418, 419, 524

-420, 421,422, 423, 525

-424, 425, 426, 427, 526

-428, 429,430, 431, 527

-432, 433,434, 435, 528

-436, 437, 438, 439, 529

-440, 441, 442, 443, 530

Crpanvua 243 13 289



238

239

240

241

242

243

244

245

246

247

297

298

299

300

301

302

303

304

305

306

XKTAN.00096-02 91 02 Kpunrolpo DSS. PykoBoacTBo AOMUMHUCT paTopa

DeviceVerified

DeviceVerifiedFailed

AddNewDeviceRequest

AddNewDeviceRequestFailed

ApproveNewDeviceRequest

ApproveNewDeviceRequestFailed

RejectNewDeviceRequest

RejectNewDeviceRequestFailed

VerifyDeviceByCertificate

VerifyDeviceByCertificateFailed

DocumentUploaded

DocumentUploadFail

DocumentPatched

DocumentPatchFailed

DocumentConvertationRetreived

DocumentConvertationRetreiveFail

DocumentConvertedFail

DocumentDeleted

DocumentContentRetreived

DocumentContentRetreivedFail

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly

AuditOnly
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YnpasseHue cepBUCHbIMK cepTUdUKaTamm

YcTaHOB/IEHNE OTHOLLEHWN AOBepus Mexay komrnoHeHTamu Kpuntollpo DSS v LienTpom NaeHTrndurkaumm Heobxoanmo ans
NpoBepKMN n3gaTens Mapkepa 6e30nacHoOCTL, C KOTOopbIM ayTeHTUduLMpyeTcs Monb3oBaTesb. ToNbKo Mapkepbl 6e30MacHOCTY,
noAnvcaHHble LOBEPEHHbIM n3gatenem, byayT NpuHATLI Ha KOMNoHeHTax CIT.

B cBA3M ¢ 3TMM KaxgoMy u3 komnoHeHToB Kpuntollpo DSS Tpebyetcs cepBUCHbIN cepTudukar.

Ha pucyHke HuxKe n3obpaskeHa HacTpoika CepBUCHBIX cepTUdmKaToB B komrnoHeHTax Kpuntollpo DSS. PucyHok uantoctpupyet
cnesyrolme TpeboBaHMs K HaCTPOKe U B3aumogencTeumto komrnoHeHTos Kpuntollpo DSS:

1. Kaxgomy komnoHeHTy Kpuntollpo DSS Ha3HauaeTcs cepBUCHbI cepTudurKkaT. HazHaueHne cepBUCHbIX cepTudurKaToB
OCYLLLeCTB/IAETCA C MOMOLLbIO KOMaHANETOB BUAA Set-...Properties.

2. Mexay LUeHtpom VgeHTndukaumm n octanbHbiMmu komnoHeHTamu Kpmntollpo DSS Heobxo4MMO yCTaHOBUTb OTHOLLEHWSA
[,0BepUA. YCTaHOBKa OTHOLLIEHMI JOBEPUA OCYLLECTBASETCA NMYTEM perncrpaLmm cepsmcHoro ceptudmkata LU B
komnoHeHTax Kpuntollpo DSS (ncnonb3ytotcs komaHANeTbl BUAa Add-...RelyingPartyTrust).

3. UeHTp NaeHTrndurkaumm fonxkeH 6biTb 3apermcTpupoBaH Ha ocTanbHbIX KOMnoHeHTax KpunTtolpo DSS kak J0BepeHHbIV
n3gatenb MapkepoB 6€30MacHOCTM (MCMOb3YHOTCA KOMaHANETbI BUga Add-...ClaimsProviderTrust, CM. CLLeHapum
HaCTPONKN KOMMOHEHTOB).

4. [ns HekoTopbIx KOMMOHeHTOB (CepBuc Ayaunta, Beb-nHtepderic MonbaoBaTens) 40MKHbI ObITb HACTPOEHbI TPeboBaHMA
ayTeHTUPUKaL MM 40BEPEHHON CTOPOHbI.

BHMMaHuMe!

Ecaun perncrpauma AOBepEHHOIZ CTOPOHbI NMpon3BoAMNaChb Yepe3 MeTajaHHbIe, ayTEHTI/Iq)I/IKaLI,I/IFI AOBepeHHOVI CTOPOHDI 6blna

HaCTpO€eHa aBTOMaTUYECKN. CmeHa ayTeHTVIq)VIKaLI,VIOHHbIX AAHHbIX lCQOBeFZ)(EHHOl\/‘I CTOPOHbI ONMCaHa B COOTBETCTBYHOLLEM pa3jene.

* Add-DssClaimsProviderTrust
Boigaet mapkep HesonacHocTH ® Add-DssFeClaimsProviderTrust
/”/—\‘ » Add-DssAnalyticsClaimsProviderTrust
o Add-DssRelyingPartyTrust ‘ ® Add-DssDocumentStoreClaimsProviderTrust
LenTtp WaeHTuduxkaymm JosepeHHanA cTOpOHA

__ I

3anpawueaet mapkep GezonacHoCTH

Tak>xe B 3TOM pasaene:

e TpeboBaHUA K CEPBUCHBLIM CepTudmKaTam
o [lpumep co3gaHna camonoAnucaHHoro ceptudurkara
e HasHaueHwue npaBs AOCTyNa K 3aKPbITOMY KOy cepTudukarta

[} an]Mepbl Ha3Ha4yeHnA N CMEHbI CEPBUCHbIX CepTVIq)VIKaTOB
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TpeboBaHuA K cepBUCHbIM cepTUdMKaTam

CepBVICHbIe CepTVI(I)VIKaTbI AOJ/DKHbI CoAep>XaTb B noJie «/lcnonb3oBaHMe KIto4Ya» 3HaYEeHUS:

e llndposarue kntouen (KEY ENCIPHERMENT);
e Llndposasa nognuce (DIGITAL SIGNATURE);
e Heotpekaemoctb (NON REPUDIATION).

B cBOWCTBE «YNyULLEHHBIW KJIHOUY» AOMKHO ObITh 3ajaHO CIEAYHOLLEE 3HAUEHNE!

MpoBepka noanvHHOCTM knneHTa (1.3.6.1.5.5.7.3.2)

TpeboBaHwuii k copepxnmomy nona «CyobekT» HeT. B 3HaueHnn komnoHeHTa CN MOXHO ykasaTb Ha3HaueHWe cepTudukara,
Hanpumep, DSS Sign Service Certificate.

B kauecTtBe cepBMCHOro CepTI/I(bI/IKaTa MO>XHO MCNONb30BaTb CaMOI'IO,D,I'II/ICElHHbIVI CepTMqJI/IKaT 60/bLOro CpOKa Aef;lCTBI/IFI. Ero
OT3bIB OCYLLECTBAAETCA OPraHn3aLMOHHbIMU MepaMin. anIMep co3paHunA.

NpumeuvaHue

Mocne nonyyeHns cepTuduKaTa ero ciesyer ycraHoBUTb B XpaHuauLLe JInYHble N0KabHOrO KOMMboTEPa C MPUBA3KON K
3aKpbITOMY KAHOUY.

Mocne Toro, Kak byzeT co3faH 3K3eMnasap KOMMOHEHTa, HEOBXOAMMO BbiaTh YUETHOM 3anmncy, OT UMEHWN KOTOPOW paboTaet
KOMMOHEHT, NMpaBa Ha JOCTYN K 3aKPbITOMY Ktouy cepTudukata. VimeHa yyeTHbIx 3anucein komnoHeHToB Kpuntollpo DSS
npuBeseHbl B TabANLLE HUXE.

KOMMOHEHT MMSA YYETHOM 3ANUCHK

Beb-uHTepdeiic Monb3osatens IIS AppPool\CryptoProDSS-1-Frontend
Cepsuc Moanucn [IS AppPool\CryptoProDSS-1-SignServer
Llentp NaeHTndwrkaumm IIS AppPool\CryptoProDSS-1-STS

Cepsuc Ayaunta [IS AppPool\CryptoProDSS-1-AnalyticsService
Cepsuc O6paboTkm [lokyMeHTOB [IS AppPool\CryptoProDSS-1-DocumentStore
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I'Ipwmep co34aHMA CamonoanmMcaHHOro cepBMCcHoro cep'rmlleaTa

MprMep AeMOHCTPUPYET CO3jaHNe CEPBUCHOTO CaMOMOAMMCaHHOro cepTndurKaTa C MOMOLLLbIO YTUANTLI certreq.exe . CnpaBky

MO MCMONBb30BaHMIO YTUANTBI Certreg.exe MOXHO NOCMOTPETH Mo ccbiike. CnpaBky no popmaty daiiios ¢ LwabsoHOM 3anpoca Ha

CepTI/Iq)I/IKaT MO>HO NOCMOTPETb MO CChlJIKE. ﬂOCﬂeAOBaTeﬂbHOCTb Laroe Nno Co3gaHno CepBNCHOIO CepTI/Iq)I/IKaTaI

1. CoxpaHute B paiin c UMeHeM template.txt cnegyrowimin 610k TekcTa:

[NewRequest]

Subject="CN=DSS Service Certificate"

KeyLength=2048

ProviderName="Microsoft Enhanced Cryptographic Provider v1.0"
ProviderType=1

; Generate Exchange key

KeySpec=1

; the private key can be exported

Exportable = TRUE

; Key Usage: DIGITAL SIGNATURE, NON REPUDIATION, KEY ENCIPHERMENT (e®)
KeyUsage=0xe0

; install keys under machine

MachineKeySet=true

; Generate self-signed certificate

RequestType=Cert

SMIME=FALSE

; EKU: Server Authentication

[EnhancedKeyUsageExtension]

0ID=1.3.6.1.5.5.7.3.1

0ID=1.3.6.1.5.5.7.3.2

[MpuMeuaHune

B npuBeseHHOM WwabnoHe cepTudmrKaTa MOXHO OTPeAaKTMPOBaTb 3HaUEHMe KtoYa Subject .

2. 3anycTuTe MHTEpnpeTaTop KOMaHAHOW CTPOKKU cmd.exe OT MMEHU AAMUHUCTpaTOpa.
3. MNepewianTe B KaTanor, rae 6611 cOXpaHéH WwabaoH cepTudunkata template.txt.

4. BbinonHuTe KOMaHAy: %Windir%\System32\certreq.exe -new template.txt outcert.cer

5. |_|pVI BbIMNOJIHEHNN AaHHOVI KOMaHAbl 6yp,eT CO34aH 1 yCTaHOBJ/IEH B XpaHWAULLE JlnuHoe JlokanbHOro KOMMbOTEPA CepBVICHbI[;I

ceptudukart. Takxxe cepTudukat byset coxpaHéH B dain outcert.cer.

6. lns ncnonb3oBaHWs faHHOTO cepTudmKaTa HEOBXOANMO ByseT BblgaTh NpaBa Ha 3aKpbITbIM KAHOY.
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https://technet.microsoft.com/ru-ru/library/Cc725793(v=WS.10).aspx#BKMK_examples
https://technet.microsoft.com/en-us/library/cc736326(v=ws.10).aspx

HasHaueHume npaB gocTyna K 3aKpbITOMY KJIHOUy cepTudumkara

NMpumeuvaHue
LI,aHHoe AeVICTBMe HeO6X0,qVIMO BbIMOJIHATb NOC/N€e PasBepPThbiBaHNA 3K3EMMJIAPOB Cﬂy>K6.

Ha3sHaunTb NpaBa A4OCTynNa K 3aKpbITOMY KUY MOXHO B ocHacTke «CepTudukatbl». 15 3amycka OCHaCTKW BbINMOAHUTE
cnegyrowme warwu: [yck — BeinosHume — mmc. B oTKpbIBLUENCA KOHCONM YNpaBaeHus Bblibepute: @alin — Jobasume uau
y0anume ocHacmky. B oTKpbIBLIEMCs OKHe BblbepuTe ocHacTKy «CepTUdUKaTbl» U HaXXMUTE KHOMKY «/l06aBUTb».

= KoHcons1 - [KopeHs konconu] = =] =
i [obBasneHne W yaaneHWe OCHaCToK -E

Bl MozkeTe BbIGDaTb OCHACTKM ANA ITOH KOHCOMM 13 LOCTYMHBEIX HE KOMNBIOTEPE OCHACTOK M 33TEM HACTPoMTE MX, AnA

[ panuMpAEMBIX DCHACTOK MOPKHO HACTDOWTE TREBYEMOE PACILMDEHIE,

LocTyNHLEIE OCHACTKM: BLIDpaHHEIE DCHACTHM: -
OcHacTka MocTaBL Mg ~ -] KopeHb KoHComK W3MEHWTE PACLUMPEHKA. .. N
'ii‘:'l_lrlaHl-ﬂDDEiLLLMI( sa.. (c) Kopropa...

@ MpocMoTp cobemuid () Kopnopa... YAAMTH
\=f PenakTop ofberk...  MicosoftC...
[d "
E] PesyneTpyowa...  Microsoft C... BReTor
NI Kopropawn...
@Cmnema apXMBaLL.. (c) Kopnopa... BHIz
'E'i:'CW:rEMHblﬁ MoHM... Microsoft C...
S Cyefiel Microsoft C... | _
. Chywfel KovnoHe, ., Micosoft C.., |
& Cepinka Ha Beb-p...  Microsoft C...
%T&nedmﬂmn Microsoft C...
f!; ¥npasneHue TPM Kopnopau...
=7 ¥npaenerme guck... MporpammH. ..
A ynpaenenue Komn... MicrosoftC... | ¥ LT LT TR

Onucanue:

OCHECTKA CEpTUOMKATOB NOSBONAET NPOCMATPHMEATE COAEPHMMOE XPEHUNWLL ANA NOWCKE CBOMX CEPTUOMKATOB, CEpTUDMKETOE
CnyKE MK KOMNBIOTEPOE,

a | QK || CTmeHa |

Ll,anee B Anajnore «OcHacTtka avcrieTyepa CepTI/Iq)I/IKaTOB» Bbl6epI/ITe MYHKT «YueTHOW 3anucn KOMMbOTEPA» U HAXXMUTE «,Cl,anee».

OcHacTka avcrneTyepa cepTUdMKaTOB -

312 ocHacTka Bcera GyaeT yMpaEnATE CEpTMAOMKATEMM ANA:
() Mo&it yySTHOI Z3NUCK NoNbS0EaTENA
() y4eTHOI SanmcK iyt

(®) yueTHOI SEMMCH KOMNEOTEPE

EEET | Hanee = | | COmaera |

B kauecTBe KOMMbIOTEPA, KOTOPbLIM ByAET YNPaBAATb AaHHas OCHaCTKa, HEOBXOAUMO yKa3aTb JIOKa/bHbIN KOMMbIOTEp.
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Bribop koMnblOTEPa -

BriSepuTe KOMNBIOTED, KOTOPEIM A0MKHE YPEENATE 3T8 OCHACTKE.
37a ocHacTKa BCeraa yNpaenseT:

(®) NOKANEHLIM KOMMLIOTEPOM (TEM, H3 KOTOPOM BLINONHASTCA T3 KOHCONL)
() OpyriM KOMMBOTEpOM: NEson

[ ] PaspewaeTch MsmMeHAT: BLIBDAHHEIR ANA YIPEBNEHMA KOMMLIOTED NPW SaMYCKEe M3
KOMaHAHO# cTPoKK. MPUMEHAETCA TONBKO NP COXPEHEHWW KOHCOMM.

| < Hazan || loToBO | | COmaera |

[Janee B paszgene Cepmugbukamel (nokaseHelli komneromep) — /ludHoe — Cepmugpukamel BbIGEPUTE HY>KHbIN cepTUdUKar.
HaxxmuTe npaBoi KHOMKOW MbILLW MO BbIbpaHHOMY cepTudukaty n Bolbepute: Bce delicmaus — YnpaesneHue 3akpbimeimMu
Karo4amu.

KoHconb1 - [KopeHb koHconu\Ceptmdmkatel (noKanbHeIA KoMneoTep\InuHoe\Ceptu... | = =] -

Qain  [efictene  Bug  MsBpanHoe Okno  Cnpaexa !En
YERLEEELE
| KopeHb koHCoAK Kowmy ebigan - Kem Beiaan JedcTtena
a i Ceptudukatel (nokaneHel KomneroTep) ] AnalyticsService DSS Server Root Ceprid.. =
4 [ Muunoe TlCMIs CMIS PTG
. “| Ceprugpukatel el Frontend DSS Server Root Aoro...
I | JoBEpEHHBIE KOPHEBBIE LEHTPHI CEpTUdMK ) signServer DSS Server Root = -
b (] [oBEpUTENEHEIE DTHOLIEHNA B NPEANPUATI | §= 5TS 155 Server Root
b | MpoMEKyTOUHEIE LEHTPEI CEpTUdMKALMN EsTs OTkpEITE Fre Adono.. P
b - flosepenHbie nzgatenn ‘qujwm.r- Bce 3agaun 3 OTephITE
B | CepTuduKaTel, K KOTOpPBIM HET JOBEQWA VIJO |
b [ CTopoHHue KOpHEEbIE LieHTpbI ceprudikal| nepe Beipesats 3anpocuTs CepTUBUKAT C HOBBIM KIKOUOM. .
b || [oBepeHHbIE AMLE Konupoeats OBHOBWTE CEPTHUgMEAT C HOBBIM KAHIYOM...
B[] MocTaBlmkl cepTUdUKATOE NPOEEPKK Ny YaanuTe v A e e
b || [oBepeHHbIE KOpHEBBIE CepTHdukaTel Kpu
b [ Yaanenmsiit pabounii cron CeolicTea JononNHUTENBHBIE CNEpaLMA 3
B || 3anpocel 33ABOK Ha CepTUdMKAT Cnpaeka IKCNOPT...
I [ JloBEpeHHbIE KOPHEERIE CEPTUHUKATE CHE
b || [oBepeHHbIE yCTpORCTEa
b | Pasmewerne Bel-cayxb
< 1] | € 1] >

HEFIEHEHb ,\'J,El.:‘iCTEMﬁ, KOTOPBIE MOTYT BbITE BEIMNOAHEHEI C AdHHBIM ZMEMEHTOM,

B oTKpbIBLLEMCS OKHE HEOBXOAMMO A00aBUTb YUETHYHO 3anNuUCh My/ia MPUIOXKEHWIA U YCTaHOBUTL A1 HEé NoJIHble NpaBa Ha
AOCTYM K 3aKPbITOMY K/tOYY.

VimMa yueTHoM 3anuncu nyna npunoxenuii nmeet ¢opmart: /IS AppPool\<Application Pool Name >, rae «<Application Pool Name >»
- MA nyna Beb-npunoxenuns. IMa nyna npuaoxeHWn MOXHO MOCMOTPETb B OCHacTKe ynpaeaeHus IS B pasgene «Mynbl
NPUIOXEHWI» AW B OCHOBHbIX HAaCTpOKiKax Be6-NpuaoXKeHNs, KOTOPOMY TpebyeTca AOCTYN K 3aKpbITOMY Kjtouy cepTudumkaTta.
Y106kl 3anycTutb OcHacTKy ynpasaeHus |IS Beinonnwute: [yck — BoinosiHume — inetmgr.
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BezonacHocTe

rp)'TII'IbI MR NONBSOBaTENN
82, CMCTEMA

ﬂ, AprmnnctpaTopel (WIN-MOCBOZIDEGUNAgMuHMCTpETOP ..
CryptoProDS5-1-5TS

|£h5&ﬂ|rh... | | Yoamte |

PaspeleHa ana rpynns
"CryptoProD55-1-5TS" Pazpewnt: Janpemite

MonHeid gocTyn [v] O
YreHme [w] |

Ccofeie paspeweHna O O

Yrofikl 23087k 0cofkle PASDEILEHINA MIW
NapameTpbl, HEXMUTE KHOMKY
"NononHuTenEHG" .

[ononHWTensHD

0K | | Cmvena | | MpureHnTe |
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MNMpymepbl Ha3HaUeHUA U CMEHbI CEPBUCHBIX cepTUdMKaTOB

BHMMaHuMe!

CMeHa cepBMCHOro cepTudukaTta BaeYeT 3a COOON N3MEHEHWNS B HACTPOVKE OTHOLLEHWUIA AOBEPUS MEXAY KOMIMOHEHTaMU. (CM.

NpUMepPbI HUXKE).
NMpuMmep Ha3HauyeHMA n cMeHbl cepTudukaTta LleHtpa MaeHTudukauunm

Ha3sHaueHwue n/vam cmeHa cepercHoro ceptudukata LieHTpa MiaeHTndurkaymm npomcxoamnT B ABa 3Tana:

® HasHaueHuve n/van cmeHa cepBucHoro ceptudukarta Lentpa VaeHtndukauymm
e (CmeHa cepTuduKaTa B HAaCTPOMKax OTHOLLEHWU foBepums Ha koMnoHeHTax DSS (Cepsuc Moanwcy, Beb-mHTepdelic

Monb3oBatens, Cepsuc AyauTta).
Huxxe npusoantcsa npumep Powershell-cLieHapus, ZeMOHCTpUpyoLWwmin cmery ceptudukata LieHtpa NaeHTudukaumm.
Mpumep:

# HasHayveHue u/unuM cmeHa cepBUCHOro cepTudmkaTa UeHTpa UoeHTudukauum
Set-DssStsProperties -ServiceCertificate <thumbprint>

# (!) MNpumeyaHue
# Myny npunoxexuii LUeHTpa UoeHTudMKauum Heo6XOoAMMO BbiAATb MpaBa Ha AOCTYMN K 3aKpbITOMY
# KJKYY HOBOrO CEpBUCHOro cepTudukaTta

# (!) NpumevaHue
Mlocne M3MeHeHWA HacTpoeK cepTUPUKATOB HeOobXOAMMO nepe3anyCTUTb Ny/a MPUNOXEHUA NpU
# nomowmn komaHgpl Restart-DssStsInstance

+#

# CmeHa cepTuduMkaTa B HACTpoOiikax OTHoweHUi foBepua Ha Cepsuce Moanucu
Set-DSSClaimsProviderTrust -IssuerName realsts -NewThumbprint <thumbprint>

# CmeHa cepTuduMkaTa B HacCTpoiKax OTHOWeHMA foBepuA Ha Beb-uHTepdeiice Monb3osaTena
Set-DSSFeClaimsProviderTrust -IssuerName realsts -NewThumbprint <thumbprint>

# CmeHa cepTudukaTa B HacTpoiKkax OTHoOWeHuh fosepus Ha Cepsuce AyauTa
Set-DssAnalyticsClaimsProviderTrust -IssuerName realsts -NewThumbprint <thumbprint>

# CMeHa cepTudukaTa B HacTpoilKaxX OTHoWeHWA posepua Ha Cepsuce 06paboTKn [JOKyMEHTOB
Set-DssDocumentStoreClaimsProviderTrust -IssuerName realsts -NewThumbprint <thumbprint>

(!) Npumeyanue

3HayeHne napameTpa IssuerName MOXHO MOCMOTpeTb B BbiBOAE KOMaHAJ/ETOB:
Get-DSSClaimsProviderTrust

Get-DSSFeClaimsProviderTrust

Get-DSSAnalyticsClaimsProviderTrust
Get-DSSDocumentStoreClaimsProviderTrust

UmMA u3patens mapkepoB 6e3omacHoCcTW 6yaeT BbiBeAeHO B cTonbue «Mma»

H OH H H OH H

+*

(') NpumevaHue
Mocne W3MeHeHUA HaCTpoek CepTUPMKATOB HEOOXOAUMO Mepe3anycTUTb Myn NPUIOKEHUS Mpu
# nomown Komanmbl Restart-Dss(...,Fe,Analytics,DocumentStore)Instance

+*

NMpuMep Ha3HayeHMA n cmeHbl cepTudmkara Cepsuca lNMoanumcu

Ha3HaueHwne n/vnm cmeHa cepBMCHOro CepTI/Id)I/IKaTa Cepsmca HOAI’IVICVI nponcxoanT B ABa 3Tana:

e Ha3HaueHue n/uam cMeHa cepBrcHoro ceptudukarta Cepauca Moanuncu.
e HasHaueHwue n/vam cMeHa cepTudmrKaTa JOBEPEHHONM CTOPOHBI Ha LieHTpe VigeHTndmkaumnm

Huxe npmsoantcsa npumep Powershell-cueHapus, eMoHCTpupyroLwmin cmery ceptudukata Cepsuca Moanmcy.
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Mpumep:

# HasHa4veHue u/unm cmeHa cepBUCHOTO cepTudukaTa Cepsuca Moanucu
Set-DssProperties -ServiceCertificateThumbprint <thumbprint>

+H*

(!) Npumeyanue
Myny npunoxenuin CepsBuca Moannucu HeobxoAuMO BbAATb MpaBa Ha AOCTYN K 3aKpbITOMY
K/I04Y HOBOrO CepBUCHOrO cepTudukaTta

H* H

+H

(!) Npumeyanue
Mocne n3MeHeHWA HacTpoek cepTUPUKATOB HeobXoAMMO nepesanyCTUTb Nya NPUNOXEHUA Npu
nomowmn KomaHapl Restart-DssSignServerInstance

H*

# CmeHa cepBMCHOro cepTuduKaTa AOBEPEHHOW CTOpOHbl Ha LeHTpe WaeHTudukaumm
Set-DssRelyingPartyTrust -Id <signserver_ID> -MetadataUri
http://<hostname>/<AppName>/FederationMetadata/2007-06/FederationMetadata.xml

B npumepe Bblwe:
<hostname> - umA XxocTa, Ha KOTOpPOM pa3BEpHYT 3k3emnnsap Cepsuca Moanucu
<AppName> - umA Beb-npunoxeHus Cepsuca Moanucu. Mo ymonyauuw - SignServer
<signserver_ID> - WAEHTUPUKATOP [LOBEPEHHON CTOPOHbl. 3HaYeHWe napameTpa MOXHO

nocmoTpeTb B BbiBoAe KomaHaneTa Get-DssRelyingPartyTrust
JocTynHOCTb MeTaAaHHbix CepBuca lMoanucu MOXHO NMpoBepuTb 4Yepe3 bpaysep
obpaTMBWUCH MO ajpecy:

#
#
#
#
#
#
#
# http://<hostname>/<AppName>/FederationMetadata/2007-06/FederationMetadata.xml

+*

(') NpumevaHue
Mlocne W3MeHeHUA HacTpoeK cepTUPUKaTOB HEObXOAMMO nepe3anyCTUTb Nya MPUNOXEHUA NpU
# nomowm komaHAbl Restart-DssStsInstance.

+*

NMpuMep Ha3HaueHUA U CMeHbl cepTudmkata Beb-uHtepodeiica Monb3oBaTens

HasHaueHue u/uam cMeHa cepBUCHOTO cepTrduKaTa Beb-uHtepderica Monb3oBaTens NpoMCXoAMT B ABa dTana:

e HasHaueHwue 1n/nan cMeHa CepBUCHOTO cepTudukata Beb-nHtepderica Monbzosatens.

e HasHaueHve n/uam cMeHa cepTuduKaTa JOBEPEHHON CTOPOHBI Ha LleHTpe VgeHTudmkawmmn
Hwxe npvsoguntca npumep Powershell-cueHapus, 4eMOHCTprpyoLWwmnii cMeHy cepTudunkaTta Beb-nHtepdeiica Monb3osatens.

Mpumep:
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# Ha3HayeHuMe U/UNM CMeHa CepBUCHOTO cepTudukaTa Beb-uHTepdeiica Monb3oBaTens
Set-DSSFEProperties -ServiceCertificate <thumbprint>

# (!) Npumeyanue
# Myny npunoxeHuit Beb-uHTepdeiica Monb3oBaTens Heob6XOAMMO BblAATb
# npaBa Ha AOCTYyNn K 3aKpbiTOMY K4y HOBOrO CEpBUCHOrO cepTudukaTa

# (!) MNpumeyaHue
Mocne W3MeHeHUs HaCTpoek CepTUPMKATOB HEOOXOAMMO Mepe3anycTUTb MNyn NPUNOXEHUS MpU

ETS

# nomowmn komaHgpl Restart-DssFeInstance.

# CMeHa cepBUCHOro cepTuduKkaTa AOBEPEHHON CTOPOHbl Ha LleHTpe UpeHTudMkaumm
Set-DssRelyingPartyTrust -Id <frontend_ID> -MetadataUri https://<hostname>/<AppName>/FederationMetadata/2007-
06/FederationMetadata.xml

# VN
# ecnm HeobXoAMMO CMEHUTb TONbKO cepTuduKaT ayTeHTudukauum Beb-uHTepdeiica Monb3oBaTend

Set-DssRelyingPartyTrust -Id <frontend_ID> -AuthenticationCertificate <thumbprint>

B Mpumepe Bblwe:
<hostname> - uMsA xocTa, Ha KOTOPOM pa3BEPHYT >dK3emnnsap

Beb-uHTepdeiica Monb3oBaTena.
<AppName> - umA Beb-npunoxeHna Beb-uHTepdeiica Monb3oBaTena. Mo ymonyaHuw - SignServer

nocmoTpeTb B BbiBoAe KoMmaHaneTa Get-DssRelyingPartyTrust
JlocTynHoCTb MeTajaHHbiX Beb-uHTepdeiica Monb3oBaTenda MOXHO MpoBepuTb 4Yepe3 bpaysep
obpaTuBWMCbL MO ajpecy:

#

#

#

#

# <frontend_ID> - uaeHTUOUKATOpP AOBEPEHHOW CTOPOHbLI. 3HAYeHWe MmapameTpa MOXHO

#

#

#

# https://<hostname>/<AppName>/FederationMetadata/2007-06/FederationMetadata.xml

+#

(') NpumevaHue
Mlocne M3MeHeHWA HacTpoeK cepTUPUKATOB HeobXOoAMMO nepe3anyCTUTb Nya MPUNOXEHUA NpU
# nomowmn komaHAbl Restart-DssStsInstance.

+#

MpuMep Ha3HaueHUs n cMeHbl cepTudukaTta Cepeuca Ayauta

HazHaueHue n/van cmeHa cepsucHoro ceptudukata Cepsuca Ayamta NpoONCXOAMT B ABa dTana:

e HasHaueHwue n/van cMeHa cepBucHoro ceptudukara Cepsuca Ayauta.

e HasHaueHwue n/wam cMeHa cepTudmKaTa JOBEPEHHON CTOPOHBI Ha LleHTpe VigeHTudumkaunm
Huxxe npusoantcsa npumep Powershell-cueHapus, ZeMOHCTpUpyoLwmin cmery ceptudukata Cepsuca AyguTa.

Mpuvmep:
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# Ha3HayeHue U/uUNM CMeHa cepBUCHOTO cepTudukaTa CepBuca AyauTta
Set-DSSAnalyticsServiceProperties -ServiceCertificateThumbprint <thumbprint>

# (!) NpumeyaHue
# Myny npunoxexuii CepBuca AyauTa HeobXoAuMoO BbiAATb
# nMpaBa Ha AOCTYN K 3aKpbITOMy HOBOIO CEpBUCHOTo cepTudukaTa

# (!) MNpumeyaHue
Mocne nM3MeHeHWA HaAcTpoek cepTUPUKATOB HeOBXOAMMO NepesanyCTUTb Ny/a NPUIOXEHUSA Npu
# nomown komaHmbl Restart-DssAnalyticsInstance.

ETS

# CMeHa cepBUCHOro cepTuduKkaTa AOBEPEHHON CTOPOHbl Ha LleHTpe UpeHTudMkaumm
Set-DssRelyingPartyTrust -Id <AnalyticsService> -MetadataUri
http://<hostname>/<AppName>/FederationMetadata/2007-06/FederationMetadata.xml

B npumepe Bblle:
<hostname> - umA XxocTa, Ha KOTOpoM pa3BEpHYT 3k3emnnAp CepsBuca AyauTa.
<AppName> - uma Beb-npunoxeHusa Cepsuca AyauTta. Mo ymonyaHuw - AnalyticsService
<AnalyticsService> - uaeHTUPUKATOpP LOBEPEHHOM CTOPOHbI. 3HAYeHME MapameTpa MOXHO

[oCcTynHOCTb MeTagaHHbix CepBuca AyaMTa MOXHO MpoBepUTb yepe3 6Gpaysep
obpaTuBWUCL MO agpecy:

#

#

#

#

# nocmoTpeTb B BbiBoAe KoMmaHaneTa Get-DssRelyingPartyTrust

#

#

# http://<hostname>/<AppName>/FederationMetadata/2007-06/FederationMetadata.xml

+#

(!) MNpumeyvaHue
Mlocne M3MeHeHWA HacTpoeK cepTUPUKATOB HeobXOoAMMO nepe3anyCTUTb Nya MPUNOKEHUA NpU
# nomowm komaHabl Restart-DssStsInstance.

+#

MpuMep Ha3HaueHUs u cMeHbl cepTudukaTta Cepeuca O6paboTkn JoKyMEHTOB

HazHaueHue n/unn cmeHa cepBrcHoro ceptudukata Cepsrca O6paboTkm JoKyMEHTOB MPOUCXOAUT B ABa 3Tana:

e HasHaueHue n/uam cmeHa cepsucHoro ceptudukara Cepeuca O6paboTku [LoKyMeHTOB.

e HasHaueHwue n/van cMeHa cepTudmKaTa LOBEPEHHON CTOPOHBI Ha LleHTpe VigeHTndwmkaumum.
Huxxe npusoantca npumep Powershell-cueHapus, ZeMOHCTpupyoLwmin cmery ceptudukata Ceperca ObpaboTkm JoKyMeHTOB.
Mpuvmep:

# HasHayveHue u/unu cmeHa cepBuCHOro cepTudukaTta CepBuca 06paboTku [JOKYMEHTOB
Set-DSSDocumentStoreProperties -ServiceCertificate <thumbprint>

# (!) MNpumeyaHue
# Myny npunoxexuii CepBuca 06paboTkn [JOKyMeHTOB Heo6XoAuMO BblAaTb
# npaBa Ha AOCTYN K 3aKpbITOMYy KJi4y HOBOrO CEepBUCHOrO cepTudukaTa

# (!) MNpumeyaHue
Mlocne W3MeHeHUA HacTpoeK CepTUPUKATOB HeobXoAuMO nepe3anyCcTUTb Nya MNPUNOXEHUA Npu
# nomowm komaHgapl Restart-DssDocumentStorelnstance.

ETS

# CMeHa cepBUCHOro cepTuduMKkaTa AOBEPEHHOM CTOPOHbl Ha LleHTpe UaeHTudMKaumm
Set-DssRelyingPartyTrust -Id <documentstore_ID> -AuthenticationCertificate <thumbprint>

# (!) MNpumeyanue

# MNocne W3MeHeHWsAs HACTpoek CepTUPUKATOB HeoHXoAMMO mnepe3anyCTUTb Mya MPUNOXEHUA npu
# nomowm komaHmapl Restart-DssStsInstance.
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AvarHocrtuka

Pazgen copepxut nHdopmaLmio, Heobxoanmyto Ans cbopa ceeseHnin o pabote Kpmntollpo DSS 1 ycTpaHeHnst BO3MOXHBbIX

He3HaunTe/IbHbIX HENnoJiagokK.

s nonyyeHns onepaTUMBHOWM TEXHUYECKOW NOAAEPXKKM HEOBXOAUMO NPUoBpecTn cepTndmrKaT TEXHUYECKOM NOAAEPX KN MO

npoaykty Kpuntolpo DSS (cM. Popma 3aka3oB) U 3aperncTpmpoBaTh ero Ha [lopTane TeXHNYEeCcKon MoaALepx KA.
B aTom pasgene:

Mepe3sanyck ny0B NPUIOXKEHN

YcTpaHeHve Henonazok

VIMNopT 1 3KCcnopT KOHPUrypaLum 3K3eMnispoB
XKypHanbl Windows

XKypHanvposaHue

Kogbl coctosiHna HTTP, ncnonbsyemsle B cnyxbax IS
Cwm. Takxe:

e Kpuntollpo LleHTp MoHuTOpuMHra

XKTAN.00096-02 91 02 Kpunrol'po DSS. PykoBoacTBo AOMMUHWCT paTopa Crpanuua 255 13 289


https://www.cryptopro.ru/order/
https://support.cryptopro.ru/
https://cryptopro.ru/products/other/hm

MNMepe3anyck Nyn0B NPUIOXKEHUN

Mocne n3MeHeHMs KOHGUIypaLMm OAHOTO AW HECKOJIbKMX 3K3eMMispoB KoMnoHeHToB Kpuntollpo DSS Tpebyetcs nepesanyck
€ero nysia NpuAoXeHUi. Ecin HeobxoaMMO nepesanycTuTb HECKOJIbKO MyI0B, MOXHO MCMO/Ib30BaTh CIEAYOLLYO KOMaHAy ANs

nepesanycka Bcero Beb-cepaepa:

iisreset

,ﬂ,ﬂﬂ y,ﬂ|06CTBa MOXET BbIThb nepesanyLeH nya npuaoXeHna TobKO O4HOro KOMMOHeHTa. ,ﬂ,ﬂﬂ 3TOro NCNOJb3yHOTCA KOMaHANETbI

BMAa Restart-*Instance.
CnHTaKCuUc:

# MNepesanyck nyna npunoxeHuin Cepsuca Mognucu:
Restart-DssSignServerInstance -DisplayName <string>

# Mepe3anyck nyna npuaoxeHui LeHTpa WoeHTudukauum:
Restart-DssStsInstance -DisplayName <string>

# Mepe3anyck nyna npuaoxeHui Beb-uHTepdeiica Monb3oBaTens:
Restart-DssFEInstance -DisplayName <string>

# MNepesanyck nyna npunoxeHuin CepBuca AyauTa:
Restart-DssAnalyticsServiceInstance -DisplayName <string>

# Mepe3sanyck nyna npunoxeHnin mDAG:
Restart-MdagInstance -DisplayName <string>

# Mepe3anyck nyna npunoxeHuin CepBuca 06paboTku [OKYMEHTOB:
Restart-DssDocumentStoreInstance -DisplayName <string>

# lMepe3anyck nyna npuaoxeHuin CepBuca B3auMoOAeWCTBUS C MOOWUNIbHBLIM MpuioxeHuem myDSS:
Restart-MyDssServerExternalInstance -DisplayName <string>

# MNepesanyck nyna npunoxeHuin CepBuca B3aumopencTeua c LK:
Restart-MyDssServerInternalInstance -DisplayName <string>
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YcrpaHeHne HenosiaaokK

B cnyuae HeBepHOW HacTpoiikm KoMmnoHeHToB KpunTtollpo DSS, ero Be6-cepBuckl MOryT 6biTb HEAOCTYMHBI. 115 NepBOHauanbHOro
onpegeneHns cayxo6bl, KoTopas bblna HaCTpoeHa HemnpaBWbHO, MOXHO NPOBEPUTL ee PaboTOCNOCOBHOCTL MyTemM obpaLleHuns K
ee 6a30BOWA CTpaHuLLe 3anycka. ba3oBble CTpaHULLbl 3aMycKa NepeymncieHsl B TabavLe HUXe.

KOMMOHEHT CNYXBA CTPAHULLA 3ANYCKA
Cny>ba Bbinycka MapkepoB 6e30macHoCTu http://<host_name> /STS/active.svc
LlenTp
NaeHTndmkaumm
Cny>6a ynpasnenus Monb3oBatensmm http://<hostname> /STS/usermanagement.svc
Cepsuic Moanucn Cny>xba Cepsuca Moanucn http://<hostname> //signserver/signservice.svc
Cny>cba 0bpaboTku cobbITuI ayauTa http://<hostname> /AnalyticsService/analyticsservice.svc
Cepsuc Ayanta
Cny>6a 3anucein cobbITWiA ayauta http://<hostname>/AnalyticsService/AuditWriter.svc
Cnyxba B3anmogencrems ¢ LIN http://<hostname>//MyDssServerInternal/service.svc
myDSS

Cny>6a B3aMMOAENCTBISA C MOBUIIbHBIM

http://<hostname>//MyDssServerExternal/InteractionService.svc
npuaoxeHnem myDSS

B cnyuae npaBuabHOM HacTPOKN KOMMOHeHTa cy>ba ycneLHo 3anycTuTcs, U OyAeT BbiBefeHa Beb-CTpaHuL,a NpuMepHo
CNIeAYIOLLIEro CoAepXKaHus:

SignService Cnyxba

CnyxBa cosaaHa.

Yrobibl npoTecTMpoBaTe 5Ty cnyxy, HeobxonuMo Co3AaTh KNMEHT M BOCMONL30BATHCA WM ANRA BbI30BA CNyKbbl. 3TO MOKHO CAENaTh, 3aNYCTME NporpaMMy svoutil.exe W3 KOMaHAHOA CTPOKKW CO CNEAYIOWMM CHHTAKCHCOM:

sveutil.exe htop://win-mocbhg2jdequ/SignServer/SignService.sve?wsdl

AocTyn K onucanuie cny#Oel TAKKE MOKHO NONYYNTE KAk K oadomy Gainy:

http://win-mocbg2jdegu/SignServer/SignService.svc?singleWsdl

370 BEAET K co3AaHuin thaiina KoHdburypaumk u daiina Koaa, coAepkallero Knace KnuenTa. [lofiassTe 3TW ABa $akina B KNMEHTCKOE NPUNOHKEHME M MCMONL3YATE CreHEPUPOBaHHBIR KNAce KNWeHTa AN Bei3oBa cnyxbel. Hanpumep:
Cc#
class Test
i
static void Mainf()

i
SignServiceClient client = new SignServiceClient ():

/f Venombpsyire nepeMeHHyn "client", uwroBu EHIBATE OOepauMy UI cIOymOGH.

// Bcernma 3aKpOiTe KIMEHT.
client.Close=();

Visual Basic

Class Test
Shared Sub Main()
Dim client As SignServiceClient = New SignServiceClient ()
' HcoonesyiTe OepeMeHHEy® "client™, uwrobH ENSEATE ONSRALMNM K3 CHOVEBH.

' Bcerpga SarpofTe KAMEHT.
client.Close()

End Sub
End Class

Ecnm cTpaHmua ycnewHoro 3anycka cny>kbbl He NoaBAseTCs, HeobxoaMmo 0bpaTuTbea K xxypHanam Windows, rae
PerncTpupyroTCcs oLWMbKI 3amnycka cny>b n gpyrvue cMcTeMHble cObbITU.
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MMnopT 1 3KCcnopT KOHpUrypauum 3K3emMnisipoB

Kpuntollpo DSS no3BosisieT 3KCNOpTMPOBaTh HACTPOMKM IK3EMMISPOB B dalis, a TakKe UMMOPTUPOBATb X U3 palna. DKCMopT U

MUMMOPT KOHOUrypaL M 3K3eMnasapoB NpesHasHayeH A1 nepeHoca HacTpoek ¢ TectoBoro C3I Ha OCHOBHOWA.
NMpumeuvaHue
VimnopT v a3kcnopT KoHburypaumnm ak3emnaapos HE npegHa3HayeH ana pe3epBrpOBaHMA HACTPOEK.

VIMnopT v 3KCcnopT KOHUrypawLmm 3K3eMnaspoB AocTyneH ans sk3emnaapos Cepsuca Mognucy, LeHTpa VgeHTndurkaymm n

Cepsuca AyzuTa npu NOMOLLM KOMaHANETOB, MPUBEAEHHbIX B TabauLLe HUXKe:

KOMMOHEHT DSS KOMAHANETbI

LlenTp NaeHtndurkaumm Import-DssStsConfiguration, Export-DssStsConfiguration

Cepsuic Moanucn Import-DssSignServerConfiguration, Export-DssSignServerConfiguration
Cepsuc AyauTta Import-DssAnalyticsConfiguration, Export-DssAnalyticsConfiguration

AJ’IH KaXX40ro n3 nepeyvymncieHHbIX 3K3eMMn/apoB K 3KCNOPTY M UMNOPTY AOCTYMHbI pa3inyHble TUMbI KOHq)I/IpraLI,I/II/I (Ha60pr

HacTpoek), NpeAcTaBAeHHble B TabanLLax HUXKe.

MNpumeuvaHue

VIMnopT KoHGUrypaLmm 3Kk3emMnaspoB B HEKOTOPbIX ClyYasx HECOBMECTMM C YXKe MMEROLLMMUCA HacTpoikaMu sk3emnaspa. B
3TOM c/lyyae B Tabsimiie HmKe B cTonbLe «Bo3MOXHOCTb MMMOPTa Ha MPesHACTPOEHHbIN IK3EMMAAP» CTOUT 3HAK «-» C

YKa3aHunemM npnymHbl HECOMECTUMOCTW.

OnucaHue HabopoB HacTpoek 3k3emnaspa LleHTpa UgeHTudmkaumm

BO3MOXHOCTb MMMOPTA HA

HABOP HACTPOEK OTMUCAHUE NPEAHACTPOEHHbIA 3K3EMMNAP
IdentitvConfiquration Ob6LLme HaCTPONKIN K3EMMIAPA, HACTPONKM PasINUUTENbHBIX MMEH -, ECI eCTb 3aPErNCTPUPOBaHHbIE
Y o Monb3oBaTtenei, 06acT NCMONb30BaHNA MapKepoB H6e30MacHOCTy. rno/ib30BaTeNn
. . . -, €U eCTb 3aPEerVCTPUPOBaHHbIe
IdentityProviders 3ape3epBrpoBaHO AN Aa/bHENLLErO NCMONb30BaHUS.

nosib3oBaTe v

-, €C/IN €CTb 3apPEerncTpUpPOBaHHbIe

AuthnMethods Hacrpolikn meTos0B ayTeHTUGUKaLMK. HONb30BaTENM
CryptoProviders Hacrporiku kpvntonpoBainaepos. +
RelyingParties Hacrpoliku foBepeHHbIX CTOPOH. +
OauthClients Hacrporikn Oauth-knveHTOoB. +
Notifiers Hacrporiku mogyneit onoseLeHus. +
Events Hactpoliku cobbiTuii 1 1WwabaoHOB COBLITUN. +

OnucaHue HabopoB HacTpoek sk3emnaspa Cepsuca Moanucn
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file:///D:/SVN/DSS/Sources/Doc/CryptoPro.DSS.Documentation/_site_pdf/_raw/_site_pdf/adminguide/sts/cmdlets/Import-DssStsConfiguration.md
file:///D:/SVN/DSS/Sources/Doc/CryptoPro.DSS.Documentation/_site_pdf/_raw/_site_pdf/adminguide/sts/cmdlets/Export-DssStsConfiguration.md
file:///D:/SVN/DSS/Sources/Doc/CryptoPro.DSS.Documentation/_site_pdf/_raw/_site_pdf/adminguide/signserver/cmdlets/Import-DssSignServerConfiguration.md
file:///D:/SVN/DSS/Sources/Doc/CryptoPro.DSS.Documentation/_site_pdf/_raw/_site_pdf/adminguide/signserver/cmdlets/Export-DssSignServerConfiguration.md
file:///D:/SVN/DSS/Sources/Doc/CryptoPro.DSS.Documentation/_site_pdf/_raw/_site_pdf/adminguide/analytics/cmdlets/Import-DssAnalyticsConfiguration.md
file:///D:/SVN/DSS/Sources/Doc/CryptoPro.DSS.Documentation/_site_pdf/_raw/_site_pdf/adminguide/analytics/cmdlets/Export-DssAnalyticsConfiguration.md

HABOP BO3MOXHOCTb UMMNOPTA HA NMPEAHACTPOEHHbIN

HACTPOEK OMUCAHUE 3K3EMMANAP
Configuration O6LMe HaCTPOVKM 3K3eMMspa. +
CryptoProviders Hactpoiiku kpunTonpoBaiizepos. -, €UV eCTb BbIMYyLLEHHbIE CEPTUDUKATDI

Hacrpolikn 06paboTuvKoB 415 reHepaLym 3anpocoB Ha

Enrolls -, €UV eCTb BbIMyLLEHHble CEPTUOUKATDI
cepTmdwmkar.

Notifiers Hacrporiku mogyneit onoseLeHus. +

Events Hactpolikun cobbiTuii 1 LWabaoHOB COBLITUN. +

OnucaHue HabopoB HacTpoek 3k3emnasipa CepBuca AyauTa

HABOP HACTPOEK OMUCAHUE BO3MOXHOCTb MMMNOPTA HA NMPEAHACTPOEHHbIA 3K3EMMNIAP
Configuration O6LwMe HacTPOVKK 3K3eMnaspa. +
CryptoProviders HacTpolikn KpuntonpoBsaiiepos. +
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XypHanbl Windows

OcHoBHbIM cpeacTBoM anarHocTukm CIM «Kpuntollpo DSS» asnstotca >xxypHansl Windows. MNpu co3gaHunm ak3emMnaspa Kaxkoro
komnoHeHTa C3IN «Kpuntollpo DSS» pernctpupytotcs gea xypHana: Admin n Operational (cm. pucyHok Huxke). XXypHan Admin
npesHasHaueH ans AgmuHuctpatopos C3MM «Kpuntollpo DSS». XypHan Operational npeaHasHaueH ans cbopa XXypHanampoBaHus
NPV 4MarHoCTMKe N UCNpaBAEHNN CNOXKHbIX OWMHOK. OWnOKM Ha paHHKX cTagunsax 3anycka C3MM «Kpuntolpo DSS» mMoryT 6biTb
3anucaHbl B XypHan MpunoxeHunin (Applications). IcTouHMKOM cOBbITUI B J@aHHOM ciydae ByAyT SABAATHCSA:
System.ServiceModel 4.0.0.0, ASP.NET 4.0.

Koabl cobbituii xypHanos Kpuntollpo DSS

&= Koncone1 - [KopeHs koHnconm\MpocMoTp cobuiti (JlokansHelA)\KypHankl npuaoxeHuni u cnypx.. [ = [ B -
Qain  fJeictene  Bug  MsBpannoe Oxkno  Cnpaeka !En
radba
4 -T Hactpaueaemele npeactaenenna ~ || vpogens [ata u epema Wetounmk  Kop o~ | | fleActBmna
b La Kypuane Windows (i) Ceeacrna 10.02.2017 12:06:40 Frontend Admin =« |~
4 L3 Kyprane! npunoxenuii n cmpk& | () Coepermn 10.03.2017 12:06:49 Frontend or
4 C_.T}‘gt;;m (i) Ceeperma 10.03.2017 12:06:49 Frontend =
4 = A nabvt @CEE,{I,EHMR 10.03.2017 12:06:49 Frontend ‘? Co..
4 & Anaytics (i) Ceenerna 10.03.2017 9:48:35 Frontend v W..
& Admin < [} >
] Operational Ou... =
a4 ] Frontend - Cobrirue 10002, Frontend x ¥ ou.
f=] Admin T|—|
wne | MogpoBHocTh CB..
§—| Operational AP D ®
7 IdentityService - Ot...
4 . MaenTuduratop 2kzemnaapa: 1/Frontend.
& Admin Ernntand anolicatinn fEmntand ctadard on o 1 % Ha...
§—| Operational =
4 [ SignServer Wma xyprana:  CryptoPro-DS5-Frontend/Admin H Cco.
§0—| Admin McTodnmi Frontend Hara: 1 Mp...
§—| Operational Kog 10002 Kateropus zagaqum: F Bua b
é.—| Internet Explorer
b [ Microsoft YpoeeHs: Ceegerna Kniodeswie cnosa:  § . Ho..
&1 ThinPrint Diaanostics hd < m > @ 6.
£ m * — w

Kaxzablii komnoHeHT Kpuntolpo DSS ncnonb3yeT ans 3anncu cobbITUiA COBCTBEHHDBIN Xy pHas. Kaxabli XypHan UMeeT zBa

KaHana ana 3anmcu:

® Admins - MCNOAb3yeTca A/ 3annMcy ajMUHUCTPaTUBHBIX COBbITUIA.

® Operational - MCMob3yeTcs AAs 3aNUCKU OTAZOUYHON MHGOPMaLLMK O paboTe M COCTOSHWUM COOTBETCTBYHOLLLETO

KOMMOHEHTa.

Cnucok komMnoHeHToB DSS 1 cooTBeTCTBYIOWME XypHanbl COObITUI

B TabamLLe NpYBEAEH CMNCOK XYPHaIOB U COOTBETCTBYHOLLME MM KOMMOHEHTbI DSS.

HA3BAHWE XXYHAIA

Analytics

Frontend

Health Monitor

IdentityService

MyDssServer

HA3BAHWUE KOMMOHEHTA

Cepsuc Ayanta

Beb-unHTepdeiic Monb3osatens

LleHTp MoHuTOpWHra

Llentp NaeHTndvkaumm

Mogynb ayTeHTudukaumm myDSS
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HA3BAHWE XXYHAIA

SignServer

XypHan UeHTtpa UaeHTudumkaumnm

HA3BAHWE KOMMNOHEHTA

Cepsuc Moanmcm

B faHHOM pa3zene npvBeseHO onvcaHne CobbITuii XXypHana LieHTpa VigeHTudumkaymn.

KOA

65001

65002

65101

65102

65103

65104

65105

65106

HA3BAHWUE

LexerNoViableAltException

ParserSyntaxError

IssuerDisabled

IssuerSigningKeyLoaded

IssuerSigningKeyMissing

IssuerSigningKeyResolved

IssuerSigningKeyUnResolved

IssuerSigningTokenResolved

YPOBEHb

Owmbka

Owwnbka

Nudopmaupms

ViHpopmauma

Owwmbka

MogpobHo

Owwnbka

MoapobHo

XKTAN.00096-02 91 02 Kpunrolpo DSS. PykoBoacTBo AOMUMHUCT paTopa

KAHAN

Admins

Admins

Admins

Admins

Admins

Operational

Admins

Operational

OMUCAHMUE

Owwmbka
NIEKCUYECKOro
pa3bopa npasuna
npeobpa3zoBaHus

yTBEPXAEHNS

Owmbka
CUMHTaKCUYEeCKOro
pa3bopa npasuna
npeobpasoBaHus
yTBEPXAEHNS

Vi3patens
MapKepoB
OTKJ/IFOUEH

Kntou nposepku
noAnucn
nsgatens
MapKepoB
3arpy>eH

Kntou nposepku
nognucu
usaarens
MapKepoB He
HaliZeH B
XpaHuamLe

Kntou npoeepku
noAnucn
[,0BEPEHHOro
v3gaTtens HageH

Knrou nposepku
nognucu

[, 0BEPEHHOTO
unatens He
HanaeH

Mapkep
6e30nacHoOCTH
[LOBEPEHHOTO
n3gatens HanzeH

MAPAMETPbDI ®OPMAT
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Koj4 HA3BAHWE YPOBEHDb KAHAN OMUCAHUE NMAPAMETPbI ®OPMAT

Mapkep
6e3onacHocTn
65107 IssuerSigningTokenUnResolved Ownbka Admins [,0BEPEHHOTO
v3gatens He
HanzeH

Vma
65108 IssuerNameResolved MoapobHo Operational AOBEPERHOTO --- ---
v3gatens

HanaeHo

Vims
65109 IssuerNameUnResolved Owwnbka Admins AOCBEPEHHOTO
n3aaTens He

HanaeHo

Knroun nposepkm
MapKepoB
65110 IssuerSigningTokensDownloadSucceeded MoapobHo Operational CTOpoHHero LI/
ycreLHo
3arpy>keHsl

MpownzoLuna
owmbka npw
65111 IssuerSigningTokensDownloadFailed Owmnbka Admins 3arpy3Ke iroten
npoBepKu
MapkepoB
CTOpOHHero LI

Mpow3zoLwna
owmbKa npm
65112 IssuerSigningTokensimportFailed Owwmbka Admins 3arpyske katoua --- ---
npoBepKu
MapKepoB
CTOpoHHero LA
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XypHanupoBaHue

C3N «KpunTolpo DSS» No3BoAsieT BECTM XYPHaIMPOBaHME N NMPOTOKOAMPOBaHNE COOBLLEHUN, KOTOPLIMU 06MeHMBatOTCs Beb-
KAneHT n Be6-cny>x6bl CIMM «Kpuntollpo DSS».

XKypHanvpoaHue Ncnosb3yeTcsa As BbiBOga MHOPMALMN O NOTOKE BbIMOJHEHWS U OTAE/bHbIX 4EACTBUN Pa3iNUHbIX
KOMMOHEHTOB pacnpeseseHHOro npuaoxeHus. MexaHvW3M NpoTOKOIMPOBaHNsA COOBLLEHWI, B CBOHO oUepesb, MpesHasHayeH Ans
COXpaHeHMs CoAeP>XKMMOro COOBLLEeHNI, KOTOPbIMU OBMEHNBAIOTCA BEO-KANEHT 1 Beb-cyxba.

B C3M «KpunTtolpo DSS» BO3MOXHOCTM XYypHaiMpoBaHus npegocTtasastoTcs TexHonornen Windows Communication Foundation
(WCF). OcHoBHBIMM ncTouHMKamu XypHannposaHma WCF asaaroTca System.ServiceModel u
System.ServiceModel.Messagelogging . ICTOUHMK XypHannpoBaHua System.ServiceModel — Hanbosee 06LWMIA NCTOYHMK
>KypHanmposaHus WCF, 3anucbiBatoLLMIi OCHOBHbIE 3Tarbl MPUAOXKeHUA No BceMy cTeky ceasn WCF: oT Bxoga 1 Bbixoga 13
TpaHCnopTa 0 BXoJa U BbIXOZa W3 M0/1b30BaTeIbCKOro Koga. ICTOUHWK XypHaimpoBaHua

System.ServiceModel.Messagelogging 3anucbiBaeT BCE COOOLLEHNS, MPOXOASLLME Yepes CUCTEMY.

C3M «KpunTtollpo DSS» no3BosfeT HaCTPOUTb XKYPHaANPOBaHMeE 13 BbilleyKa3aHHbIX NCTOYHMKOB OTAENbHO A/ KaXA0ro n3
CBOWX KOMMOHEHTOB. [l KaXX,0ro 13 MCTOYHMKOB XY pPHaAMPOBaHMA MOXHO HaCTPOUTb YPOBEHb XKYPHANNPOBAHNA U NYTb K
daiiny, B KOTOPbIN OyAeT 3anncbiBaTbCA XYy pHaanpoBaHue. ®alinbl XypHaaMpoBaHUS UMEIOT paclumpeHune .svclog, n Ans
NpPOCMOoTpa Takunx GpanioB NCNoNb3yeTca NporpaMMa SvcTraceViewer.exe (aMcTpubyTMB noctaeasetcs B coctaBe Windows SDK

Ha opuLmansHOM canTte Microsoft).

Hacrpoiika >kypHanvpoBaHMa OCyLLECTBASETCA C MOMOLL b0 KOMaHANETOB B 3aBUCUMOCTH OT KOMTMOHEHTa A1 KOTOPOro
BbIMO/HAETCA HacTpolika. Bce Moayn cogepskaT OfHOTUMHBIV HA6OP KOMaHZ, ANs HACTPOWKM Xy pHaampoBaHus. Habopb!

KOMaHZA/IETOB B 3aBUCMMOCTW OT KOMMNoOHeHTa DSS npuBegeHbl HUXe:

Cepsuc Moanucn
Lentp Naertndumkaumn
Cepsuc Ayanta

Beb-mHTepdelic Nonb3oBatens
[ns KaXkaoro U3 NCTOYHWKOB XKYpPHaAMPOBaHWsA onpeaeneH Habop HacTpanBaeMblX NapameTpoB:

e rjo6asbHas HacTpoKiKa As BKIKOUEHWS/OTKIFOUEHWS XY PHAAMPOBaHWs (C MoMoLLbio KoMaHaaeTos Enable/Disable-
DssXXXTracing);
® YPOBEHb XYPHAIMPOBaHWS, NyTb K daiiay XypHaAMpoBaHMs, MakCUMabHbIA pa3Mep 04HOro dGaina TPacupoBKY U

HaWCTpoiKa LIMKANYEeCKon nepe3anmncy daina xxypHaampoBaHusa (C momMoLLbo komaHanetoB Set-DssXXXTracing).

NMpumeuvaHue

3aech XXX — Ms KOMMOHEHTa A/l KOTOPOro HacTauBaeTCs onoBeLleHve: SignServer - ana Cepsuca Moanuck, FE (Frontend) -
ans Beb-vHtepderica Monb3oBatens, AnalyticsService - ana Cepeuca Ayauta, UMS (User Management Service) uan STS
(Security Token Service) - ans Llentpa VigeHTudurkaumm.
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file:///D:/SVN/DSS/Sources/Doc/CryptoPro.DSS.Documentation/_site_pdf/_raw/_site_pdf/adminguide/signserver/cmdlets/tracing.md
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Kopapbi coctoaHna HTTP, ucnonbsyembie B cnyxx6bax I1S

B aToMm pa3zene onucbiBaroTCA Koabl coctoaHma HTTP, ncnonbsyemsbie B cayxxbax IS 7.0 n 6onee no3gHMX Bepcmsx.

[MpuMeuaHune

B naHHOM pa3gesie ykasaHbl He Bce Kogbl cocTosiHua HTTP, mpuBeseHHble B cneyndukaumm HTTP. B Hel ykazaHbl TONbKO
HekoTopble Kogbl cocTosiHnA HTTP, koTopble MoryT 6biTb oTnpas/eHbl cayxb6amu IS 7.0 1 6onee no3gHUMK BEPCUAMM.
Hanpumep, nonb3osatesnbckmin duabtp ISAPI nan HTTP-Moay b MOryT 3a4aTb COBCTBEHHBIV KOZA cOCcTOosiHMA HTTP.

3Xx — nepeHanpasaeHune

37K Kokl cocToAHMA HTTP ykasbiBatoT, YTO AN BbINOJHEHWS 3anpoca bpay3ep KAMEeHTa JOKEH BbIMOAHUTb JOMOAHUTE/bHbIE
[ENCTBYS. HanpyMep 3anpocuTb APYryHo CTPaHULLY Ha cepBepe nan Takxke KAMEHTCKMI Bpay3ep MOXET NMOBTOPUTbL 3ampoc,

MCNoNb3yA NPOKCU-cepBep.
B cnyx6ax IIS 7.0 n 6onee no3gHUX BepCUAX NCMONb3YHOTCA CleAyHOLLMeE CTaTyCHble KoAbl NepeHanpasaeHuns HTTP:

e 301 — [lepemelLeHO HaBceraa.
® 302 — 06BEKT NepeMeLLeH.
® 304 — OOBEKT He M3MEHSAICA.

® 307 — BpemeHHOe rnepeHanpasieHue.
4xx — olwwnbKa KAMeHTa

311 koAbl cocTosHus HTTP yKkasbiBatoT, UTO Mpomn3oLLa olwmnbka 1 BO3HUK cbol B paboTe Bpay3epa kaveHTa. Hanpumep, 6pay3ep

MOT 3aMpOCUTb CTPaHWLLY, KOTOPOW He CyLLLeCTBYEeT, AW He NPeAoCTaBW NpaBubHble AaHHble 418 MPOBEPKN MOANMHHOCTY.
B cnyx6ax IIS 7.0 n 6onee No3gHMX BEPCUAX NCMOAb3YHOTCA YKa3aHHbIe HUXKe Kogbl OlWnboK kaveHTa HTTP:

® 400 — HeBeprllz 3anpoc. CepBepy He yAanocCb O6pa6OTaTb 3anpoc n3-3a CUHTaKCNYECKNX ownbok. KnmeHt He AO/DKeH

MOBTOPSATb 3aNPOC 6€3 U3MEHEHWIA.

B 1IS 7.0 1 6onee no3aHMx BepCunax onpeseneHbl cneayrowme koabl coctosHns HTTP, yka3biaroLme 6onee TOUHYH NpUYnHY

OLNOKM 400 :
* 400.1 — HeponyCTuMbI 3aron0BOK Ha3HayeHusA.
* 400.2 — HeponycCTuUMbI 3aronoBOK Fay6uHbI.
* 400.3 — HeponycTumbin 3aronosok "Ecnun".
* 400.4 — HeponyCTuMbI 3aron0BOK Mepes3anucu.
* 400.5 — HeponycCTuMbi 3aronoBOK MNepefayu.
* 400.6 — HeponycTumoe Teno 3anpoca.
* 400.7 — HeponycTumaa A/MHa COLEPXUMOrO.
* 400.8 — HeponycTumoe BpemMa OXUAAHUA.
* 400.9 — HeponycTumaa MeTKa 6GJIOKUPOBKMY.

® 401 — JlocTyn 3anpeLueH.

B IIS 7.0 n 6onee Nno3aHMX Bepcusax onpeseseHbl HEKOTopble Kogbl cOCTOsiHNA HTTP, yka3sbiBarolme 60ee TOUHYHO NpUUnHy

owmnbkmn 401 . OHM OTObpakatoTCs Ha akpaHe Bpay3epa, HO He PErnCTPUPYHOTCA B XKy pHane cayxo IIS.
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50

agpeca,
* 401.502 — 3anpeuweHo: CAMWKOM MHOFO 3anpocoB OT ofgHoro IP-knueHTa; orpaHuyeHue guHamumyeckoro IP-apgpeca,
[OCTUTHYT MaKCWUMaibHbIi TMMAT 3anpocosB.

* 401.503 — JocTyn 3anpeuweH: IP-agpec BK/IKWYEH B 3anpelwawnwui CnMcoK C orpaHumyeHusamu IP-agpecoB
* 401.504 — [locTyn 3anpeleH: uMMA y37a BK/KYEHO B 3anpeluawnwui CnMcoK C orpaHumyeHuamu IP-agpecoB

Owunbka Bxopa.

BXOJ, He BbIMOJHEH W3-3a HACTPOWKW cepsepa.

[OCTYyn 3anpeweH CNUCKOM ynpaBfieHUA JOCTYMNOM K pecypcy.
JocTyn 3anpeweH GuabTpoMm.

aBTOpU3aLuA He BbINOJHEHA Uu3-3a npunoxeHua ISAPI/CGI.

1 — pocTyn 3arpeleH: C/IMWKOM MHOT O 3anpocoB OT ofAHoro IP-knneHTa; orpaHuyeHue pguHamuyeckoro IP-

pile]

CTUTHYT JIMMUT OAHOBpPEMEHHbLIX 3arnpocoB.

® 403 — 3anper.

B IIS 7.0 n 6onee No3aHMX Bepcusx onpeseseHbl cieaytoLime kogbl coctosHus HTTP, ykasbiBatoLume Honee TOUHYH NPUUnHY

owmnbKNn 403:

* K X X X X X X

*
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[OCTYN Ha BbINOJSIHEHWE 3anpeleH.
[OCTYyNn Ha 4YTeHuWe 3anpeleH.
[OCTYyNn Ha 3anucb 3anpeleH.
TpebyeTca SSL.
TpebyeTca SSL 128.
IP-agpec OTKJ/IOHEH.
TpebyeTca cepTuPuKaT KAMEHTa.
OoTKas B AOCTyne K y3ny.
3anpeweHo: CAWWKOM MHOFO KJWEHTOB MbiTaeTCA MOAKJNYMTbLCA K Beb-cepsepy.
3anpeweHo: Beb-cepBep HAaCTPOEH Ha 3anpeT JOCTyna Ha BbiNMOJHEHME.
3anpeweHo: naposb 6bU1 U3MEHEH.
0TKa3 AocTyna OT MpOrpaMMmbl COMOCTaBJ/IEHUA.
cepTuPMKaT KJIMEHTa OTO3BaH.
BbIBOJ, KaTa/oroB 3arnpeleH.
3anpeweHo: npeBblleH JMMAT AOCTYyNa KJAMEHTOB Ha Beb-cepBepe.
CepTudMKAT KAWEHTa MOBPEXAEH WAW He ABNAETCA HAAEXHbIM.

Cpok peicTBMA cepTUPUKATa KAMEHTA UCTeK, nnbo cepTUdUKAT ewe He BCTYNWUA B CUNY.

3anpoc ykasaHHoro URL-agpeca He MOXeT 6biTb BbIMOJSIHEH B TeKylem Myse MpUIOXeHUN .

HeBO3MOXHO BbIMOJIHATL MPUNOXEHUA CGI pgna 3Toro KJueHTa B [aHHOM nyne ﬂpMﬂOXeHMﬁ.

3anpemeHo: owunbka Bxoma C nacnopTom.
3anpemeHo: AOCTYyNn K UCTOYHUKY 3anpelleH.
3anpemeHo: HeorpaHmn4eHHanA rny6MHa 3anpelleHa.

1 — 3anpeweHo: C/AMWKOM MHOrO 3anpocoB OT oAHOro IP-ksiMeHTa; orpaHuyveHue aunHamudeckoro IP-agpeca,
NOCTUTHYT
* 403.502
NOCTUTHYT
* 403.503
* 403.504

JIMMUT OOHOBpPEMEHHbIX 3anpocoB.

- 3anpemeHo: C/IMWKOM MHOT O 3anpocoB OT ofAHoro IP-knueHTa; orpaHuyeHue pguHamuyeckoro IP-apgpeca,

MaKCUMasbHblii MMUT 3anpocoB.
— 3anpeweHo: IP-agpec BKJYeH B 3arpeleHHbd CNUCOK C orpaHuyeHusmu IP-agpecos
— 3anpeweHo: MMA y3/1a BKJYEHO B 3arnpeleHHblii CMMCOK C orpaHuveHusamu IP-agpecoB

® 404 — OOBEKT He HalJeH.

B IIS 7.0 n 6onee No3aHMX BepCusax onpeseneHbl cieaytoLime kogbl coctosHua HTTP, ykasbiBatoLume Honee TOUHYH NPUUnHY

OLINBKN 404 :
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.10 — I'IpeBblmeHa AonyctumaAa AJiMHa 3arosioBka 3anpoca.
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11
12
13
14
15
16
17

06bEeKT He HalgeH.

CalnT He HalpeH.

OrpaHu4veHne ISAPI wuam CGI.
OrpaHu4veHue Tuna MIME.

06paboTHMK He HaCTpPOEeH.

3anpeweHo KOHPUrypauuen ¢GuabTpoB.
KomaHZa oTKJ/IOHeHa.

PacuupeHue umeHu daiina OTKJIOHEHO.
CKpbITOE MPOCTPAHCTBO MMEH.
ATpubyT ¢aina ckpbiT.

3anpoc copepxuT ABOWHYK escape-nocnefoBaTeNbHOCTb.

3anpoc cofepXuT CUMBOJIbI CTapuwero paspaja.

MpeBblleH NMMUT AJINHBI COLEPXKUMOrO.

MNpeBbilteHa pgonycTumaa anuHa URL-agpeca 3arnpoca.

CTpoka 3arnpoca CJ/IMWKOM [AJIMHHAA.

3anpoc DAV oTnpaBfieH cTaTuyeckoMmy obpaboTuuky daiina.

[IMHamMM4yecKoe CofepXMMOe COMOCTAaB/IEHO CO CTaTu4eckum obpaboTyukoMm $ainoB C MOMOWLKH COMOCTAaBIEHUA

MIME ¢ noACTAHOBOYHbLIMM 3HAKaMU.

* 404.18 — 3anpeueHHaa nocnefoBaTeNbHOCTb CTPOK 3anpoca.
* 404.19 — 3anpeuweHo npaBuaoM GuabTpauun.

* 404.20 — Cnuwkom MHOro cermeHToB URL
*

404.501
[OCTUTHYT
* 404.502
JOCTUMHYT
* 404.503
* 404.504

— He HanpeHo: CAUWKOM MHOFO 3amnpocoB OT ofgHoro IP-knaueHTa; orpaHuyeHue guHamuyeckoro IP-apgpeca,

JIMMUT OAHOBpEMEHHbIX 3amnpocoB.
— He HanpeHo: CAUWKOM MHOFO 3amnpocoB OT ofHOro IP-KknAueHTa; orpaHuyeHue guHamuyeckoro IP-apgpeca,
MaKCUManbHbIi TUMUT 3amNpoCoB.

— He HanpeHo: IP-agpec BK/WYEH B 3anpeleHHbin CNUMcoK C orpaHuyeHuamun IP-agpecos

— He HaipeHO: uMA y3/1a BKAKWYEHO B 3amnpelieHHbii CMUCOK C orpaHuyeHuamn IP-appecoB

® 405 — HenonycTvMbIli METOA.

® 406 — bpay3epom kaneHTa He NpuHUMaetcs Tun MIME 3anpaluviBaemMor CTpaHuLbl.

e 408 — [peBbILLEHO BpeMs OXWAaHWA 415 3anpoca.

® 412 — HeobXoAMMOe yCN0BME HE BbIMONHEHO.

5xx — Owunbka cepBepa

2T KOAbl COCTOAHNA HTTP YKa3bIBakOT, UTO CepBepP HE MOXKET BbINMOJIHUTb 3aMpocC 13-3a oLIN6KN.

B cny>6ax IIS 7.0 n 6onee No3gHMX BEPCUAX UCMONb3YIOTCA CeAytoLLme Kogbl oinbok cepepa HTTP:

® 500 — BHYTpeHHss olmnbka cepaepa.

B 1IS 7.0 1 6onee no3gHMx Bepcunax onpeseneHbl cnegyrowme koabl coctosHns HTTP, yka3biBarolme 6onee TOUHYH NpUYnHY

owmnbKN 500 :

¥ K X X X X X X X X ¥
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0 — Ownbka mopyna wnu ISAPI.
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MpunoxeHne Ha Beb-cepBepe 3akpbiBaeTCA.

MpunoxeHne Ha Beb-cepBepe nepe3sanyckaeTcs.

Beb-cepBep neperpyxeH.

Mpamble 3anpochl aAns Global.asax 3anpeleHsl.

HeponycTumble faHHble KOHPUrypauuu.

Mofynb He pacno3HaH.

KoHdurypauma ASP.NET httpModules He npumeHseTca B pexume ynpaBiasemMOro KoHBelepa.
KoHdurypauma ASP.NET httpHandlers He npumeHseTca B pexume ynpaBisemMoOro KoHBelepa.
KoHdurypauma onuuetBopeHua ASP.NET He npumeHseTcAa B pexume ynpaBisemMoro KoHBelepa.

50 — MNpu obpaboTke yBegsomneHusa RQ_BEGIN_REQUEST npousowna owubka nepesanucu. Bo3Hukna owmbka
KOHOUTYpauun WU BLINOJIHEHWUA MNpaBuaa ANA BXOAAWEro MOAKINYEHUA.

MNpumeuaHue

3,CI|ECb KOH(bI/IpraLI.I/Iﬂ pacnpeaeneHHbIX npaBul CHUTbIBAETCA KaK 414 BXOAALWMX, TaK U ANA NCXOA4ALLLMX MpaBUI.
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* 500.51 — Mpu obpaboTke yBegomneHua GL_PRE_BEGIN_REQUEST npou3owna owubka nepesanucu. Bo3Hukna owunbka
rnobanbHOi KOHGUIrypauun WAU BbINOJHEHUA raobanbHOro mnpasuna.

[MpuMeuaHune

3zecb UnTaeTca KOHUrypaLus rnobanbHbIX NPaBws

* 500.52 — lpu obpaboTke yBegomneHua RQ_SEND_RESPONSE npousowna owubka nepesanucu. Bo3Hukna ownbka npwu
BbIMOJIHEHUWU MpaBuaa ANA UCXOAAWEro MNOAKJIHEHUA.

* 500.53 — lpu obpaboTke yBegomneHna RQ_RELEASE_REQUEST_STATE npowu3owna owubka nepesanucu. Bo3Hukna owmbka
NMpu BbINOJIHEHWM MpaBuaa ANA UCXOAAWEro MNOAK/KNYEeHWA. HacTpoeHO BbLINOJSIHEHWE MpaBuaa A0 OOHOBAEHMA BbIXOAHOMO K3Wwa
nosb3oBaTenA.

* 500.100 — BHyTpeHHAA owubka ASP.

* 501 — 3Ha4YeHuA, yKa3aHHble B 3aronoBkKe, ONpefenAnT Hepeasn30oBaHHYW KOHOUTypauuw.

® 502 — Beb-CcepBepOM B KauecTBe LWt03a UK MPOKCU-CepBepa NoJlyyeH HejomnyCTUMbIN OTBET.

B IIS 7.0 n 6onee No3aHMX Bepcusax onpeseneHbl CieAytoLine Kogbl coctosHus HTTP, ykasbiBatoLLme Honee TOUHYH NpUUnHy

OLWNBKM 502 :
* 502.1 — uUCTeksIo BpeMs oxupaaHua npunoxenus CGI.
* 502.2 — HeponyCTUMbIA W3 : MpexAeBpeMeHHbI BbIXOZ .
* 502.3 — HeponycTuMmblii wniw3: ownbka nepeHanpaBfieHHOro noaknt4veHus (ARR).
* 502.4 — HeponycTumblii wnw3: HeT cepBepa (ARR).

e 503 — Cnyxba HegOCTyMHa.

B IIS 7.0 n 6onee no3aHMX Bepcusax onpeseneHbl cieaytoLine Kogbl coctosHua HTTP, ykasbiBatoLume Honee TOUHYH NPUUnHY

ownbKM 503:
* 503.0 — Myn NpunoXeHWw HeJoOCTymneH.
* 503.2 — McyepnaH npepen OQHOBPEMEHHbIX 3amnpocoB.
* 503.3 — Oyepeab ASP.NET nepenonHeHa
* 503.4 — oyepeab FastCGI nepenonHeHa
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®dainnbl NO4 KOHTPOJIEM Lie/IOCTHOCTU

B Kpuntolpo DSS f0/1kHbl 6bITb OXBaYeHbl KOHTPOJIEM LLeNIOCTHOCTY caegytowmne daiibl:
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Pro\DSS\Shared\DSS.SignatureServer.Data.AuditMigration.dll
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