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1. AHHOTAUMUA

JaHHbIn AOKYMEHT COAEPXUT NHCTPYKUUIO MO UCNO/Ib30BaAHUIKO NMPpOrpaMMHO-annapaTtHOro

moayns (MAKM) «Kpuntollpo HSM», ero coctas 1 onMcaHue Kao4YeBOM CUCTEMBI.

[JOKyMeHT npegHasHadeH A9 aAMWMHUCTPATOpPoB WMHMOpPMaUMOHHOM 6e30macHoCTH
yUYpexaeHun, OCYyLeCTBAAKWMX YCTaHOBKY, 06CnyXuBaHMe W KOHTPOSb 3a cobniogeHunem
TpeboBaHui K akcnayataumm cpeacts CK3U, a Takxe ansa agMmHmuctpatopoB CepBepoB, CeTeBbIX
pecypcoB npeanpuatna wm  apyrmx paboTHukoB cnyxbbl unHdopMaunmoHHon 6e3onacHocTy,

OCYLLECTBAAOWMNX HACTPOMKY pabounx mect ansa pabotel co cpeactBamm CK3N.

WHCTpyKkuMn  agMmHuUcTpaTopam  6e3omnacHoCTu n nonb3oBaTensm pasfnyHbIX
aBTOMaTU3MPOBAHHbIX CUCTEM, MCNob3YHOLWnNX MAKM «KpunTtollpo HSM», OOJIKHbI

paspabaTbiBaTbCs C y4ETOM TpebOBaAHUN HACTOSLWLEN UHCTPYKUNN.
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2. OCHOBHbIE TEPMUHbI N MOJIOXXKEHWA

ABTOMaTU3NpOBaHHas MHPOpMaLMOHHAsa cucTeMa

KoMnnekc nporpaMMHbIX W TEXHUYECKUX CPeACTB, MpeAHa3HauyeHHbIX Ans cbopa,

XpaHeHus, Noucka un Bblgayum MHopMaunm nNo 3anpocam.
ABTOMaTU3MpOBaHHadA cucTeMa

Cuctema, cocrosWwasl W3 nMNepcoHana WM KOMMNeKca cpeacrts asToMaTuMsauuMm  ero
AeATeNbHOCTHN, peannsytoulan VIHCI)OpMaLI,VIOHHYI'O TEXHONIONNKO BbIMNOJIHEHNA YCTAHOBJIEHHbIX

dYHKUNNA.
ABTOpPCTBO MH(MOpMaLUN

OAHO3HAYHOE COOTBETCTBME MeXAay coaepXaHuem u/wmnn d¢opmon wuHdopMaunm wn
cybbektoM (06bekTOM), cdhopmupoBaBwWMM 3Ty MHOpMauumio. 19 nonb3oBaTenss aBTOPCTBO
NMOSly4YEHHOMW MM M3 CUCTEMbl WM KaHana CBA3M MH@OPMauMM O3Ha4yaeT OAHO3HayHoe

yCTaHoB/IEHME NUCTOYHMKA, chopMmpoBaBsLlero 3Ty nHdopmaumio (ee aBtopa).
AKTYanbHOCTb MHpOpMaLmmn

CeoiictBO MHMOpMauMM COXpaHATb CBouM cBoMcTBa (UEHHOCTb) Aans cybbekTa

(nonb3oBaTens) B TEYEHUE OMpPEeAENEHHOro nepmoaa BpeMeHM.
AaMuHucTpatop 6e3onacHoCTm

CybbekT pgocTymna, OCHOBHOM 0653aHHOCTbIO KOTOpPOro snsercsas obecneyeHue
6e30nacHOCTM KOH(pUAEHUMANBbHON CBS3M Ha TOM y4yacTKe CeTU, KOTOPYK OH KypupyeT. Cucrtema
aAMWHUCTPATMBHOIO yrnpas/ieHMs 6€30MacHOCTbI0 BK/IIOYAET B Cebs1 KOMMIEKC OpraHM3auMoHHO-

TeXHUYECKMX Mep, HanpaBJ/iEHHbIX Ha obecneyeHne KOHGOUAEHUNANbHOCTU CBA3M.
OCHOBHbI€ HarnpaBfeHUst AesTeNbHOCTM aAMUHUCTPaTopa 6€30MacHOCTY:
1. KOHTPOMb LENOCTHOCTM NPOrpaMMHOro obecnevyeHus;

2. ynpasJsieHue K4YeBON CUCTEMOW: XpaHeHue, BBOA B AENCTBME W CMeHa

Kfto4yer nonb3oBaTtesien, reHepaums Kao4Yen nonb3oBaTtenen;

3. ynpaBfieHMe [AOCTYNnoM Mo/sib3oBaTeneil CUCTEMbl K  MpPOrpaMMHOMY
obecneyeHno U AaHHbIM, BK/OYasi YCTAHOBKY M MEpPUOAMYECKYID CMEHY
naponei, ynpaBneHne cpeAcTBaMm 3alMTbl KOMMYHUKaLUMIA, nepesaBaeMblX,

XpPaHUMbIX U 06pa66TbIBaeMbIX AaHHDbIX.
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AAMUHUCTPATOP 3aLUThbI

CybbekT poctyna, OTBETCTBEHHbIM 3@ 3awWwuTy aBTOMaATU3MPOBAHHOM CUCTEMbI OT

HEeCaHKLUMOHUPOBAHHOIo AOCTyna K nHdopmaumu.
AyTeHTUdUKaumns

MNpoBepka MPUHAANEXHOCTU Cy6beKkTy [0CTyna npeabsBleHHOro MM uaeHTudukKaTopa,

noareBepxageHme noaTMHHOCTH.
AyTeHTUdUKauna nHpopmaymm

YcTaHOBNEHME MOAJIMHHOCTM MHGOPMauMM WUCKAKYUTENBHO Ha OCHOBE BHYTPEHHEN
CTPYKTYpbl caMmoi MHdOpMauMM HE3aBUCMMO OT UCTOYHWMKA 3TON MHGOpPMaunM, yCTaHOBEHME
3aKOHHbIM nosiydatenemMm (BO3MOXHO apbutpom) dakTta, 4to nonydvyeHHas nmHdopmauma Hanbonee
BeposITHO Obina nepegaHa 3aKOHHbIM OTnpaBuTeneM (MCTOYHMKOM) M 4YTO OHA MPU STOM He
3aMeHeHa M He wuckaxeHa. Jliobble npeaHaMepeHHble W Cly4YalHble MOMbITKN UCKaXXeHWUM

MHpopMaunn obHapy>XMBakTCA C COOTBETCTBYHOLWEN BEPOATHOCTLIO.
be3sonacHocTb

1. CocTosilHMe 3aWMUEeHHOCTU >KU3HEHHO BaXHbIX WHTEPECOB JIMYHOCTH,

obLiecTBa M rocyapcTsa OT BHYTPEHHUX U BHELWHUX Yrpo3.

2. OTCYTCTBVIe HeaAonyctmMmMoro pucka, CcBA3aHHOro ¢ BO3MOXXHOCTbHO HaHECEHUA

ywepba.
BesonacHocTb MHpopMauun (MHDoOpMaunoHHasa 6e30nNacHOCTD)

1. CocrtositHne nHdopmaunmn, MHOOPMALMOHHbBIX PecypcoB N MHMOPMaALMOHHbIX
CUCTEM, NpU KOTOPOM C TpebyemMon BeposTHOCTbiO obecneumBaeTcs 3awmTta
MHpOopMaLmn (AaHHbIX) oT yTeuKH, XULWEHNS, yTpaThbl,
HeCaHKLMOHMPOBAHHOIO YHUUTOXEHMS, NCKaXKeHuns, mMoandbukaumm

(noggenkn), KonnposaHus, 6N10KMpoBaHMA U T.M.

2. CocTosiHMe 3allUlleHHOCTM UWHdopMaumn, obpabaTbiBaeMoit cpeacTBamu
BbIYNCNIUTENBbHON  TEXHUKM  WAM  aBTOMATU3MPOBAHHOM  CUCTEMbI, OT

BHYTPEHHUX UIN BHELIHUX Yrpo3.
BnokupoBaHue nHpopmaymm
MpekpalieHme nnm 3aTpygHeHne AoCTyrna 3aKOHHbIX Nosib3oBaTtesien K uHdopmaumu.
Bepudbunkauyms

1. YcTraHOBNEHME COOTBETCTBUS TMPUHATOM W nepegaHHoOM uHbopMaumnm C

NMOMOLLbIO NOrM4YeCcKnx MeTonoB.
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2. npouecc CpaBHeHMS ABYX YPOBHEMN cneumdukaunm cpencTts
BbIUNC/INTENIBHOA  TEXHUKW  WUAW  aBTOMATU3MPOBAHHbLIX  CUCTEM  Ha

HaaneXxauwee CoOoTBeETCTBUE.
Bnageneu nHdbopmaumm

1. CybbekT, OCyLeCTBASAKLWMA BnageHUe n nosb3oBaHue wHdopMmaumen wu
peanusyrLmm MOJIHOMOYMS pacrnopsiXeHus B npegenax npas,

YCTAHOBJIEHHbIX 3aKOHOM n/nnn cob6CTBEHHNKOM MHCbOpMaLI,MM.

2. CybbeKkT MHGMOpPMaUMOHHbIX OTHOWEHWI, obnagalowmin MpaBoM BrlageHUs,
pacnopsi>XeHns U nNonb3oBaHMEM UH(POPMALNOHHBIM PECYPCOM MO AOroBOpY C

cob6CTBEHHNKOM MHDOPpMaLUK.
Bnageneu nHdpopmaumm, MHPOPMaLMOHHON CUCTEMbI

CY6'beKT, B HENOCPEACTBEHHOM BEAEHUN KOTOPOro B COOTBETCTBUN C 3aKOHOM HaXoAATCA

nHbOopMauns, MHDOPMaLMOHHAs CTPYKTYpa.
FocynapcTBeHHast TaliHa

3awmuwaeMble rocyaapcTtsoM cBegeHus B 06/1aCTM ero BOEHHOW, BHELHENOJINTUYECKOM,
5KOHOMMYECKOW, pa3BeabliBaTe/lbHOW, KOHTpPpa3BeAblBATE/NIbHOMW U ONEpPaTUBHO-PO3bICKHOM
0EeATeNnbHOCTU, PacnpoCTpaHEHME KOTOPbIX MOXET HaHecTu yuwepb 6e3onacHocTn Poccuiickoin

depepaumu.
NP1 KOHPUAEHUNANbHOCTU

CneunanbHasa oTMeTKa Ha HocuTene uHdopMaunmn nmM6o B CONpOBOANTENbHBIX AOKYMEHTaX
Ha Hero, CBUAETENbLCTBYIOWEAA O TOM, UYTO HOCUTESIb COAEPXUT KOH(PUAEHLMANbHYIO

nHdbopMaumio.
Mpnd cekpeTHOCTH

PekBu3nTbl, CBMAETENLCTBYOWME O CTENMEeHN CEKPETHOCTH cBeaeHun, coaep>XXawmxca B uUxX
HOCUTENE, NpocCTaBiideEMblE Ha CaMOM HOCUTENE n/vnn B COI'IpOBO,CI,MTGJ'IbHOVI AOKYMEHTauMnM Ha

Hero.
JoKyMeHT

1. [JoKyMeHTMpOBaHHas MHdopMaums, CHabXeHHas onpeaeneHHbIMK

PEKBU3UTAMMU.

2. MaTepuanbHbli  06beKT C WH@OpMauMen, 3akpenseHHoOW CO34aHHbIM

yenosekoM crnocobom ans ee nepeanaynm Bo BpeEMEHU N NPOCTPAHCTBE.
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[loKyMeHTupoBaHHasa MHpopMaunsa (AOKYMEHT)

3acduKkcupoBaHHasi Ha MaTepuanbHOM  HocuTene UWHdopMauuss C  peKBU3UTaMM,

no3BOoNALWNMMN ee VI,CI,eHTVICIDVILI,VIpOBaTb.

MNpuMeyaHue. [JokyMeHTUpoBaHHas MHMDOPMaLMS C OrpaHUYEHHbIM AOCTYMNOM MO YCI0BUSAM
ee MNpaBOBOro pexuma noapasaensieTca Ha WHdopMauuio, OTHECEHHYH K roCyAapCTBEHHOM

TanHe, N KoHdMaeHUMaNbHY1O.
[JJOKYMEHT B 3/1IeKTPOHHON (popMe (DN1EeKTPOHHbIN AOKYMEHT)

DNEeKTPOHHbIM 06pa3 pokyMeHTa (N1aTexXHoro wuamM wuHoro) - danna, [OCTOBEpPHOCTb
KOoTOoporo obecneumBaeTcss KOMMJEKCOM MeponpuUsaTUn no 3awmte nHdopmaumm. MNpu atom dann

MOXET coepXaTb HECKOIbKO JJOKYMEHTOB (MaKeT AOKYMEHTOB).

34 npeacrasnser cobom 3a0KYMEHTUPOBaHHYIO COBOKYMHOCTb AaHHbIX,
3aPMKCUPOBaAHHbLIX Ha MaTepuasbHOM HocuTesne (MarHUTHOM unuM 6yMaxXHOM) C peKBU3UTaMu,
NO3BONSAOLWUMU MAEHTUDULMPOBATbL 3TY MHGOPMALMIO M aBTOPOB AOKyMeHTa. NaeHTudukaums
3 obecneumBaeTCs CpeAcTBaMM 3aliuTa Ha OCHOBE asropuTMOB LWMMPOBaAHUSA, SNEKTPOHHOMN

noanncum m 3allnTbl OT HECAHKLUMNOHNUPOBAHHOIO A0CTYyMNa.

S co3maeTca y4yacTHUMKOM CUCTEMbl Ha OCHOBe OyMaxHOro AokymeHta nambo Ha
OCHOBAHMWN APYroro 31eKTPOHHOro AOKYMEHTa U MOMHOCTLIO MOBTOPSIET €ro no coAaepxaHuio. 3

obpabaTtbiBaloTCa U XpaHATCS B DBM 1 MOryT nepenaBaTbCs MO 3/1IEKTPOHHbIM KaHasaM CBS3W.
[ocTtyn K nHdopmauum

1. Mony4yeHune CY6'beKTOM BO3MOXXHOCTW O3HAKOMJIEHUNA C MHCbOpMaLlMel;i, B TOM

ymncne C NnoMowbro TEXHNYECKNX CPpeaCTB.

2. O3HakoM/ieHue c nHpopMaumei, ee 06paboTka, B YAaCTHOCTU, KONMUPOBAHUE,

MOD,VI(bVIKaLI,Mﬂ NN YHUUYTOXXEHNE VIHd)OpMaLI,VIM.
[oCcTynHOCTb MHdOpMaLMn

CBOWCTBO  MHdbOpMaUMM,  TEXHUYECKMX  CpeacTB W TexHonmormm  o6paboTku,
XapakTepusytoweecsi CnocobHOCTbio obecneunBaTb 6eCnpensiTCTBEHHbIM AOCTYN K MHGOpMauum

Cy6'beKTOB, MMEWLWNX Ha 3TO Hagexawune nosiIHoMo4un4.
3aBepeHue (HoTapusaums)

Perncrpauma AaHHbIX Yy NOBEPEHHOr0 TpeTbero nAvua A8 MNOBblEeHUA YBEpPEeHHOCTU B

NpaBuUNIbHOCTU TaKNX XapaKTEPUCTUK, KaK CoAEPXaHUNE, NCTOYHUK AaHHbIX, BpEMA AOCTaBKW.
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3awmTa nHpopMaumm

1. [desTenbHOCTb MO NpPeAoTBPALLEHUIO YTEUKWM 3aliMaemMon uHdopmauuu,
HEeCaHKLUMOHNPOBAHHbIX n HenpeaHaMepeHHbIX BO34ENCTBUI Ha

3awmuaemMyto nHpopMauumto.

2. KoMnnekc MeponpusTUii, NpOBOAUMbIX C LIESIbI0 MPEAOTBPALLEHUA YTEUKM,
XVLEHWSA, YTpaTbl, HECAHKLWOHUPOBAHHOIO YHUUYTOXEHUSA, W3MEHEHUS,
Moandmkaumm (noanenkn), HECaHKLMOHNPOBAHHOIO KOMMpoBaHus,

610KkMpoBaHNsa NHGOPMaLUK.
3awmTa nHpopmaumm ot HCA

CoctaBHaas 4yactb o06buwen npobnembl obecneyeHmss 6HesonacHocTM uMHbOpMaUmK.
Meponpuatnsa no 3awmte uHbopmaumm ot HCI [OMKHbI OCYLECTBASATbLCS B3aMMOCBA3aHO C
MeponpuaTMSAMM N0 CneuuanbHOM  3alunMTe  OCHOBHbIX W BCMOMOraTesibHbIX  CpeacTB
BbIUMCIINTENBbHOW TEXHWUKWN, CPEeACTB M CUCTEM CBS3M OT TEXHUYECKUX CpeacTB pa3Beaku U
NPOMBbILINEHHOrO WNMOHaXxa. B obweM cnyvae, KoMMaeKC NporpaMMHO-TEXHUYECKNX CPEeACTB M
OpraHM3aumnoHHbIX (NpoueaypHbiX) pelieHuMin no 3awmTte MHdopmauum ot HCI peanusyetcs B
paMKax CUCTeMbl 3awnTbl MHGopMaunun oT HC, yCnoBHO COCTOSILLEN U3 Cledyrolwmx 4YeTbipex
NOACUCTEM: ynpaB/ieHns AOCTYNOM; perucrpauum m ydeta; Kpuntorpaduyeckoi; obecneyeHus

LEeNOCTHOCTHU.

3awuLeHHoe CpeacrtBeo BbIYNCIINTENBHON TEXHUKMN (3au.w|u.|,eHHa$|

dBTOMaTU3NpOBaHHAa4d CMCTeMa)

Cpe,CI,CTBO BbIYNC/TUTENIBHOM  TEXHUKMN (aBTOMaTM3MDOBaHHaﬂ CVICTeMa), B KOTOpPOM

peann3oBaH KOMNNEKC CpeacTB 3allnUThbI.
NoeHTndpukaumnsa

MpucBoeHne cybbekTaM M obbekTaM poctyna uaeHtudukatopa wu (unm) cpaBHeHue

npeabsBNAeMoro naeHTudukKaTopa c nepeyHeM NpuUCBOEHHbIX NAEHTUHUKATOPOB.
NMuTo3alwmTa
3awmTa cuctembl WnNdpPOBaAHHOM CBSA3N OT HaBA3bIBAHMS NOXHbIX AaHHbIX [1].
MMuTOBCTaBKa

OTpe3sok nHbopmMaumm GUKCUPOBAHHOM A/IMHbI, NOSyYEHHbIM NO OonpeaeneHHOMY npasuay
M3 OTKPbITbIX AAHHbIX U KAo4a n gobaBneHHbin K 3awndpoBaHHbIM AaHHbIM Ans obecnedyeHums

nMuTo3awmTol [1].
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Kntou (Kpyntorpauyecknin Karod)

KoHkpeTHoe CeKkpeTHoe COCTOSIHME HEKOTOPbIX napaMeTpoB anropuTtMa
Kpuntorpadunyeckoro npeobpasoBaHus OaHHbIX, obecneunBatoLlee Bbi6Op oAHOro

npeobpasoBaHns M3 COBOKYMHOCTU BCEBO3MOXHbIX A8 AAaHHOro anroputma npeobpasoBaHui

[1].
Kntou aneKTpoHHOM noanumcu

YHuKanoHas nocneanoBaTesibHOCTb CMMBOJ10B, npegHa3Ha4vyeHHas Aand co3aaHun4

3/1EKTPOHHOWN MOAMNUCH.
Knto4y npoBepKkn 3NeKTPOHHOW MOAMNUCHK

YHuKaneHaa nocnefoBaTesnibHOCTb CMMBOJIOB, OAHO3HA4YHO CBSA3aHHAs C  KJ/HO4YOM

3J'IeKTp0HHOl7I noanncn m npegHasHadyeHHada aada npoBepKM NoATMHHOCTU 3neKTpOHHOl7I noanncu.
KoMmnpomeTauusa knwo4da

YTpaTa poBepuss K TOMYy, 4TO MCNOSb3yeMble KAOUYM obecneumBatoT 6e30MacHOCTb
nHdpopmaumn. K cobbitmsaM, CBA3aHHbIM C KOMIMPOMETaUMUEN KAKOYEN OTHOCATCS, BK/AKOYasi, HO He

OFpaHn4YnBasChb, cneaywume:
1. TloTeps KAKOYEBbLIX HOCUTENEN.
2. lMoTeps KNUYEBbIX HOCUTENEN C UX NMocAeay WM obHapyXeHnemM.
3. YBOJIbHEHME COTPYAHUKOB, MMEBLUMX AOCTYN K K/o4yeBon nHdopmaumu.

4. HapyweHue npaBu/ XpaHEHUS U YHUUTOXEeHUs (Moc/ie OKOHYaHWS Cpoka

OENCTBUSA) 3aKpbITOro Kawda (kntoya 3M).

5. BO3HUKHOBeEHUE HOﬂ,OBpeHMVI Ha YTEYKY MHCbOpMaLl,VIM nnn ee NCKaxeHme B

cucteme KoHOUAEHUMANbHOW CBSA3MN.
6. HapyweHune neyaTtn Ha celide C KIYEBbIMU HOCUTENSAMMU.

7. Cnyyan, Kkorga Henb3ss [OCTOBEPHO YCTAaHOBWUTb, 4TO MNPOU3OLWJSIO C
KNOYEBbIMU HOCUTENs MU (B TOM 4MCne cnyyawm, Korga K4deBOoM HOCUTENb
BblLLEsST U3 CTPOS M AOKa3aTesIbHO He OnpoBeprHyTa BO3MOXHOCTb TOro, 4To,
OAHHbIN (aKT npou3owen B pe3yfibTaTe HeCaHKUMOHWPOBAHHbLIX AENCTBUIA

3M10yMbILL/TIEHHNKA)

Pa3nuualoT ABa BMAA KOMMPOMETALMM 3aKPbITOro Kjkuya: SIBHYH M HesiBHYHO. [lepBble
yeTblpe CO6bITUS AOSKHbI TPAKTOBATbCSA KakK sIBHAs KOMMpoMeTauus knwodei. Tpu cneayowmx

Cco6bITUS TPEBYIOT CreumanbHOro pacCMOTPEHUS B KaXXA0M KOHKPETHOM Ciy4ae.
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KoHdunaeHunanbHOCTb MHpOpMaummu

CybbeKkTmBHO onpepensemas (npunucbiBaemas) MHpopMaLmn XapaKTepucrTuka
(cBoncTBO), YKasbiBakowass Ha HeobxoaMMOCTb BBeAEHUSA OrpaHMYeHui Ha Kpyr cybbekTos,
MMeKLWKnX AOCTYN K gaHHoh mHdopmaumun, n obecneumsaemas CcrnocobHOCTbLIO cuctembl (cpeabl)
COXpaHATb YKasaHHY0 MHGOpMauno B TallHe OT cybbeKkToB, HE MMEILWMNX NOTHOMOYNIA Ha NpaBo

[OCTyna K Hen.
KoHdpunaeHunaneHasa nHgopmaums

1. [oKyMeHTMpOBaHHasi MHdoOpMauusi, AOCTYN K KOTOpPOM OrpaHMYMBaETCs B

COOTBETCTBMMN C 3aKoHOAATENbCTBOM PO,
2. WHdopmaums, Tpebytowas 3awmThl.
KoHTponb aoctyna (ynpasneHune A0CTYrNoM)

Mpouecc orpaHWYeHUs AOCTyNa K pecypcaM CUCTEMbl TOJIbKO paspelleHHbIM Cy6bekTaMm

nnn obbvekTaM.
KpunTtorpaduueckasa 3awmTa
3awmTa gaHHbIX NpyM NOMOLWM Kpuntorpadunyeckoro npeobpasoBaHmsa gaHHbix [1].
Kpuntorpaduyeckoe npeobpasoBaHue

MpeobpaszoBaHne AaHHbIX Npu NoOMoWM wndpoBaHns u (nnn) BbipaboTKN MMUTOBCTABKU

[1].
JnyeHnsnposaHue B obnactu 3awmtbl MHDOpPMaLUmn

[esaTenbHOCTb, 3aK/IoYaloLWascs B nepegaye unmn nosyvyeHun npae Ha nposeaeHue paboT

B ob61acTtu 3awmTbl MHGOpPMaLUUN.
MeponpusaTns no 3awute nHdopmaumnm

COBOKYMHOCTb AENCTBUN MO pa3paboTke n/mnu npakTU4YecKoMy MPUMEHEHUO CNOCO60B U

CpeAcTB 3awWnTbl MHpopMauum.
MeponpusaTns Mo KOHTPOIO 3PPEKTUBHOCTM 3almTbl MHHOPMaLUNn

COBOKYMHOCTb OEeNCTBMIA No pa3pa60TKe n/mnu NpakTn4eCcKoMy rnpuMeEHEHUIO cnocoboB u

CpeacTB KOHTpoNs apdeKTUBHOCTM 3alUnTbl MHPOpMaLnm.
MeTka KOHMUAEHUMANbHOCTH

DNeMeHT WHGOpPMaUMKU, KOTOpPbIA XapakKTepusyeT KOHMDUAEHUMANbHOCTb MHdOpMaLmu,

coaepXauliencsa B obbekTe.
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HapywwuTtenb 6e3onacHoCcTn nHdopMaunm

dunsmyeckoe Mo, Cy4YanHO UM NpegHaMepeHHO coBepluatolee AeNCTBUS, CrIeACTBUEM
KOTOPbIX ABASETCS HapyweHue 6e3omnacHoCcTu MHdopMaumnm npu ee obpaboTke TEXHUYECKUMMU

cpeacTsamu.
HapywwuTtenb npaBun pasrpaHUyYeHnUsa Aoctyna
CybbeKkT goctyna, oCyLwecTBAsoWmMi HECAaHKLMOHUPOBAHHbLIA AOCTYN K MH(opMauun.
HekoppeKTHbIN 3NeKTPOHHbIA AOKYMEHT

DNEeKTPOHHbIA AOKYMEHT, HE NMpoLweaLlnii Npoueaypbl paclundpoBaHms AaHHbIX, MPOBEPKU
3/IEKTPOHHOW noanucn uHMOopMaunsa, KOHTpons QopMaTta AOKYMEHTOB, a TaKXe [OKYMEHT,
MMEKLWMA UCKaXKeHns B TekcTe coobuweHns (Hanunume cumBosioB, 6ykB wanm undp B

pacwmndpoBaHHOM (OTKPbLITOM) TEKCTE AOKYMEHTa, He NO3BOMSIOWMX NOHATb €ro CMbICN).
HenpeaHamepeHHOe BO34eNCTBME HA MHMOpMaLUIO

Owwnbka nonb3oBatensa WHopMauuen, cbON TEXHUUYECKMX U MNPOrpaMmMHbIX CpeacTs
MHMOPMALUMOHHBIX CUCTEM, @ TaKXe MPUPOAHOEe SIBNEHWE WIN MHOE HeueneHanpaBfieHHoe Ha
n3MeHeHMe wHdbOpMaUMM BO3AENACTBUE, CBA3aHHOE C (QYHKUMOHMPOBAHMEM TEXHUYECKUX
CpeacTB, CUCTEM MAN C AesATeNbHOCTbI JII0AEN, NPUBOASILLME K MCKAXEHMUI0, YHUUTOXEHWUIO,
KONMpoBaHMO, 6N10KMPOBaAHMIO A0OCTYNa K MHPOPMaLMKU, a TakKxkKe K yTpaTe, YHUUYTOXEHWUI WNun

c60t0 PYHKLMNOHMPOBAHUS HOCUTENS MHDOPpMaLmK.
HecaHKUMOHMpPOBaAHHOE BO34ENCTBME Ha MH(OPMALMIO

Bozgencreme Ha 3awwmiaemyo MHOpMaLUIO C HapyLWEeHNEM YCTaHOB/EHHbIX NpaB U/unm
npaBu/l Ha U3MeHeHne MHMOPMaLNK, MPUBOASLLEE K UCKAXKEHUID, YHUUTOXEHMIO, 6BN1OKMPOBaHMIO
[oCTyna K WHopMauMu, a TakXe K yTpaTe, YHUUTOXEHUID uan cb60 (YHKLMOHMPOBAHMUS

HocuUTEens MHpopMaUnn.
HecaHKUMOHMpOBaHHbIN A0CTYyN K MHbopMaunn (HCL)

1. MonyyeHue 3awmwaemon UHMOpMaLMM  3aUMHTEPECOBaHHbIM  CybbekToM C
HapyLweHMEeM YCTaHOBJ/IEHHbIX MNPABOBbIMM [AOKYMEHTaMMU WIN COBCTBEHHUKOM,

BNagenbueM nHopMaunm npas Mam npasma A4OCTyNa K 3alimwaemon nHdopmaummn

2. [octyn K uHdOpMauMK, Hapyllalowmii yCTaHOB/IEHHbIE MpaBuia pasrpaHuyveHus
[OCTyna, C UCNofib30BaHWEM LITATHbIX CpeacTs, npepoctasndeMmbix CBT unm AC.
Moa  wWTaTHbIMM  CPeACTBaMW  MOHMMAETCS  COBOKYMHOCTb  MNPOrpaMMHOro,
MWUKPOMPOrpaMMHOro n TexHmdeckoro obecneueHns CBT nnm aBToMaTU3MPOBaHHOMN

cucrtemsbl (AC).
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Hocuntenb nHdopmaumm

dusmyeckoe NMLO NN MaTepuanbHbli 06bEKT, B TOM Yncie usndeckoe nose, B KOTOPbIX
MHdopMauns HaxoanT cBoe oTobpaxeHue B BUAE CMMBOMIOB, 06pasoB, CUrHANOB, TEXHUYECKUX

peLleHnin N NpoLeccoB, KOIMYECTBEHHbIX XapaKTePUCTUK PU3NYECKUX BETNUMH.
Ob6bekT goctyna

EavHnua mHdoOpMaUMoOHHOIro pecypca aBTOMaTuU3MPOBAHHOW CUCTEMbl, AOCTYM K KOTOPOM

perfaMeHTMpyeTCs NpaBuiaMn pasrpaHMyeHunst 4ocTyna.
O6paboTka nHpopMauum
Mepenaya, npmneM, xpaHeHne, npeobpaszoBaHne U oTtobpaxxeHne nHpopMauuun.
OpraHusaums 3awmnTbl MHdDOpMaunm
CopepxkaHume 1 nopsaoK AeNCTBUN no obecrnedyeHuto 3awmTbl MHOopMauum
OTKpbITbIN KNOY

KpunTtorpaduyecknin KoY, KOTOPbIA CBSi3aH C 3aKpbITbiM C MNOMOWbK 0coboro
MaTeMaTUUYECKOro CooTHoweHMsA. OTKpbITbIA K04 M3BECTEH BCEM APYrMM TOSb30BaTeNsiM
CUCTEMbI U MpeAHa3HadeH AJs NMPOBEpPKU 31EKTPOHHOW MOAMUCK M paclmMdpoBaHUs, NO3BOMSET
onpeaenuTb aBTopa MNoAMUCUM W AOCTOBEPHOCTb 3/IEKTPOHHOIO AOKYMEHTa, HO He MO03BOMSET
BbIYNCINTb 3aKpbITbIN KoY. OTKPbITbIA K04 CYMTAETCS NMPUHAANEXALMM MNoNb30BaTeNto, ecnm

OH 6bI1 3aperncTtpupoBaH (cepTnduumMpoBaH) yYCTaHOBAEHHbIM NOPSAAKOM.
Maponb

1. WpeHTndukaTtop cybbekTa AOCTyna, KOTOPbIN SBAsSeTCs ero (CybbekTa) CEKPETOM.

2. CekpertHas wuHdopMauuss ayteHTudukaumu, o06bIYMHO npeacTaBnsiowas cobomn
CTPOKY 3HaKOB, KOTOpOM Jo/mkeH o6nagaTb nonb3oBaTeNb AN AOCTyna K

3alllMWeHHbIM AAdHHbIM.
MnaHoBasa cMeHa KJ4den

CMeHa knw4en c YCTaHOBJ'IeHHOl‘/JI B cucremMme nepunoamMyHoCTbio, He Bbl3BaHHa4d

KOMMNpOMETaLMNEN KITIOUYEN.
Mo6o4YHblE 2NEeKTPOMarHUTHbIE n3nyvyeHnsa n Hasoakm (M2oMUH)

1. DneKTpoMarHWUTHbIE U3MTyYEeHUS TEXHUUYECKNX CpeacTB 06paboTkm MHbOopMaLum, He
npefHasHayeHHble And nepeaayvn, npueMa WInM NpeaHaMepeHHOro MCKaXeHus
MHdOpMauMM, a TakKXKe HaBOAKM OT TEXHMUYECKMX CPEACTB B OKpYXaloLWmx

npeaMeTax.
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2. HexenatenbHble n3ny4vyeHna wn HaBOAKW, MNposaBndwowimneca B BUAE nobOoYHbIX,
BHEMNOJIOCHbIX, WYMOBbIX W HaBOAWMbLIX CWUIrHaN0B, NOTEHUWMAIbHO o6pa3yrou_w1x

HEKOHTPOJINPYEMbIE KaHallbl YTEYKHA KOHd)M,D,eHLLMaﬂbHOVI.
Mob6o4uHoe 3J1IEKTPOMArHMUTHOE N3s1y4eEHNE

HexenatenbHoe WHMOPMaLUMOHHOE 3MEKTPOMAarHUTHOE W3JlyYeHue, BO3HMKalllee B
pe3ynbTaTe HEeJMHENHbIX MPOLEeCCOB B 3/EeKTpUYeckux uensax npu obpabotke wuHbopMauum

TEXHUYECKNMU CpeaCTBaMn U NpuBoaalLnE K yTeyke MHCbOpMaLI,l/IM.
Monb3oBaTtenb (NoTpebuTtens) MHOpMaUUn

1. Cyb6bvekT, obpawatowmnca K WHPOPMAUMOHHON CUCTEME WM MNOCPEAHUKY 3a

nony4vyeHnem Heobxoammon emy MHGOpMaUnM KU NOMb3YHOWMNCA €lo.

2. CybbekT, nonb3ywwuncsa wuHdopMaumen, MnoayyeHHon OT ee CcOob6CTBEHHUKA,
Bnagenbua WM nNOCpeAHMKa B COOTBETCTBMM C YCTAHOBJIEHHbIMW MpaBamMu W

npasunnaMn gocrtyna K MHCbOpMaLI,VIM nnbo c unx.
MOMHOMOYHbIN npeacrtaBuUTEN b OpraHmn3auunmn

lMpeacraBuTenb opraHusaumMm M3 4ucna nepBbiX AO/MKHOCTHbIX SN, B COOTBETCTBUU C

YCTaBHbIM AOKYMEHTOM UN, nMeLwmmn COOTBETCTBYHOLLYHO AOBEPEHHOCTb.

MpaBuna AocTyna K 3almiiaemMor nHdopMaumnm

CoBOKYMHOCTb MpaBwu, pernameHTUpyLWmx nopsaaok M ycioBus AOCTyNa K 3aliuliaemMon

MHpOPMALMN U ee HOCUTENSM.
Mpasuna pasrpaHudeHusa goctyna (MPA)

COBOKYMHOCTb MpaBu/l, perraMeHTUpYWmnxX npaBa [AoCTyrna cy6bekToB JocTyna kK

obbekTam gocrtyna.
MpaBo AOCTyna K 3awmiaeMon nHpopmaumm; npaso

COBOKYMHOCTb MpaBWn  A0CTyna K 3awWuwaemMor WMHdOpMaumm, YCTAHOBJIEHHbIX

npaBoBbIMN AOKYMEHTaAMN UMK CO6CTB€HHVIKOM, Bagenbuem VIHCbOpMaLI,VIVI.
MNpoBepka 3/1EKTPOHHOM NOAMNUCU AOKYMEHTA

MNpoBepka COOTHOLIEHUS!, CBSA3bIBAKOWEro X3W-(pyHKUMIO AOKYMEHTA, NOAMNUCbL Mo 3TUM
JOKYMEHTOM W OTKpbITbIA K04 MoAnucaBliero nosb3oBatens. Ecnm  paccmaTpuBaemoe
COOTHOLLEHME OKa3blBAETCA BbIMNOJIHEHHbIM, TO MOAMNWCL MPU3HAETCS MpPaBU/IbHOW, a caM
AOKYMEHT - NMOAJIMHHbIM, B MPOTUBHOM Clly4yae AOKYMEHT CUMTAETCA U3MEHEHHbIM, a MNOAMUCH NoA

HUM - HEOAENCTBUTEIbHON.
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PasrnaweHune nHdopmaumm

HecaHKUMOHMpPOBaHHOE A[OBeAeHMe 3awmwaemMon umHdopMmauum go notpebutenen, He

MMeKLWKMX NnpaBa A0CTyNna K 3ToMN nHdopmaumm.
PacwmndpoBaHme aaHHbIX

Mpouecc nNpeobpazoBaHMs 3aWMBpPOBaAHHbIX AAHHbIX B OTKPbITble AaHHble MPU MOMOLLM
wudpa [1].

PernameHTauuns

Cnocob6 3awuTtbl MHdopMaumm B npouecce GPyHKUMOHMPOBAHUSA CUCTEMbI MEPOMPUSTUN,
CO34alWMX Takme ycnoBus nepepaboTKyM 3aluMaeMblX AaHHbIX, MPU KOTOPbIX BO3MOXHOCTU
HECaHKLUMOHMPOBAHHOIO AOCTyna CBOAATCS K MWHUMMYMYy. CuuTaeTtcsl, 4to Ans 3PpdeKTUBHOM
3alnTbl HEO6X0ANMMO CTPOro pernaMeHTUpOoBaTb 34aHNS, NMOMELLEHMS, pa3MeLleHne annapaTypbl,
opraHusaumto n obecnedeHne paboTbl BCero nepcoHasna, cBA3aHHoro ¢ obpaboTkon

KoHdMAeHUMaNbHON MHMOpMaLNnN.
CaHKUMOHMPOBaHHbIN AOCTYN K MHMOpMaunm
JocTyn K HdopMauumn, He HapyLwatowmi NnpaBuaa pasrpaHMyeHms gocrtyna.
CepTudukaT KNo4va NpoBEPKU SNEKTPOHHOMN MOAMUCHK

DNIEKTPOHHbIN  AOKYMEHT WM  [JOKYMEHT Ha 6yMaXHOM HocuTene, BblAaHHbIE
yOOCTOBEPSIOWMM  LEeHTPOM /M60  OOBEPEHHbIM  JIMLUOM  YAOCTOBEPSIOWEro LUeHTpa W
noATBepXAalowmne MpUHAAIEXHOCTb K/toya MpPOBEpPKWM 3SNIEKTPOHHOW MOAMUCKM  BRaAesnbly

ceptudmkaTa Koda npoBepKnN 31eKTPOHHOM NoAMNUCH.
CepTudukaT 3aLmnThI

JOKYMEHT, yAOCTOBEPSIOWMA COOTBETCTBME CPEACTBA BbIUMCIUTENBHON TEXHUKU WK
aBTOMaTU3MPOBAHHOM CcUCTeMbl Habopy onpeaeneHHbix TpeboBaHMM MO 3awute  OT
HEeCaHKUMOHUPOBAHHOIoO Aoctyna K uHdoOpMaumMm W Jawowuin npaso pa3paboTumky Ha

Mcnoab3oBaHMe VI/VIJ'IVI pacnpocTpaHeHne nx Kak 3alunileHHbIX.
CepTudunkaT OTKPbLITOrO K/toya

CeptndumkaT OTKpbITOrO K/aw4Ya noanmcu wnu wudpoBaHMa npeacraBnsetr cobon

CTPYKTYPUPOBAHHYIO ABOMYHYO 3anucb B popmarte ASN.1, cocTosulyto ns:

e VMeHU cybbekTa uam obbekTa CUCTeMbl, OAHO3HAYHO MAEHTUDULMPYIOLLErO ero B

cucTeme;
e OTKPbLITOro Kto4ya cybbekta unm obbekTa CUCTEMbI;

e JNOMONHUTENbHbLIX anVI6YTOB, onpegensaemMbiX TpGﬁOBaHVIFIMVI MCNosb30BaHUA

ceptudmkaTta B CUCTEME;
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e 3l Uzgatensa (UeHnTtpa CepTtudmkaummn), 3aBepsatoLlyto COBOKYMHOCTb 3TUX AaHHbIX.

dopmaTt ceptudukata onpegeneH B pekomeHgaumax ITU-T 1997 roga X.509 [X.509] wu
pekoMeHgaumax IETF 1999 roga RFC 2459 [PKIX]. B HacTosiuiee BpeMS OCHOBHbIM MPUHSATbLIM
dopmaTom gaBnseTca dopmaT Bepcmn 3, NO3BOMSAIOWNI onpeaennTb AonoHeHns (extensions), C

NMOMOLLbKO KOTOPbIX pe€ann3yeTcsa onpeaeneHHasa noanTmKa 6e30nacHOCTM B CUCTEME.
CepTudmrKaT COOTBETCTBUS

JOKyMeHT, BblAAHHbLIA MO npasuiaM CUCTEMBbI CepTMCbMKaLI,MM Ana  noaATBeEPXAEHUA

COOTBETCTBUA CepTUDULMPOBAHHON NPOAYKLNN YCTAHOBEHHbIM TpeboBaHUAM.
CekpeTHbIW (3aKpbITblin) K/tOY

KpunTtorpauyecknin K4, KOTOPbIA XPaHUTCHA MNOJSib30BaTeNeM cucCTeMbl B TamHe. OH

ncnonblyercsa Ans GopMMpoBaHMs 3NEKTPOHHOM NOAMNUCKU U WNdPOBaHUS.
Cuctema 3awmnTbl MHPOpMaLmmn

COBOKYMHOCTb OpraHoB W/WUAM WCMONHUTENEN, WCMNoSb3yeMasl MMM TeXHWUKa 3aluTbl
MHdopMaumMn, a Takxke 06bEKTbI 3alUTbl, OPraHM30BaHHble U MYHKUMOHMPYIOLWME MO NnpaBuiam,
YCTaHOB/IEHHbIM COOTBETCTBYHOLUMMK TMPaBOBbIMWA, OpPraHU3aLMOHHO-pPaCnopAANTENbHbIMU U

HOPMATUBHbIMMN AOKYMEHTAMUM MO 3allNTE MHCbOpMaLl,MVI.
Cuctema 3awmnTtbl HPopmaumm ot HCA

KoMnnekc OopraHu3auuoHHbIX Mep W MpOrpaMMHO-TEXHUYECKMX (B TOM  yucre
KpunTorpacmnyeckmx) CpeacTB 3aliMTbl OT HECAaHKUMOHWMPOBAHHOro AoOCTyna K WHdopMauuun B

aBTOMATU3NPOBAHHbIX CUCTEMAX.
Cnocob 3awnTbl HdOopMaLumm

MopsiAOK W npaBwuia TMNPUMEHEHUS OnpeAesieHHbIX MPUHUWNOB W CPeACTB  3aluuThl

MHpopMaumnn.
Cpeacrea BblYMCNUTENbHOM TEXHUKMN

COBOKYMHOCTb MPOrpaMMHbIX M TEXHUYECKUX 3/IEMEHTOB CUCTEM 06paboTKM AaHHbIX,

CNocobHbIX PYHKLMOHMPOBATbL CAMOCTOATENIbHO UM B COCTaBE APYIrMX CUCTEM.
CpeacTtBo 3awwmuTbl MHGOpMaunm

TexHuyeckoe, NMporpamMMHoe CpeacTBO, BELLeCTBO M/WNW MaTepuasn, npeaHa3HayeHHble

WKW UCnosib3yemble Ans 3alWmnTbl MHDOPMaLMK.
CpeAcTBO 3alUTbl OT HECAHKLIMOHUPOBAHHOIO A0CTYyNa

MporpaMMHOE, TEXHUYECKOE WM MPOrpaMMHO-TEXHUYECKOE CPeACTBO, MpeAHa3HayeHHoe

ANS NPefoTBPaLLEeHNS UIN CYLLECTBEHHOMO 3aTPyAHEHUS HECAHKLMOHUPOBAHHOIO AOCTyNa.
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Cpeacrtso Kpuntorpadmnyeckon 3awmnTbl MHPOpMaLmmn

Cpeactso BbIUNCIIUTENBHOM TEXHUKMW, ocyliecTeasioee KpunTorpacguyeckoe

npeobpasoBaHne Hdopmaummn gna obecneyeHmsa ee 6e3onacHoOCTM.
CybbekT gocTtyna

Jlnuo mnu npouecc, AeNCTBUSA KOTOPOro pernaMeHTUpyoTCcs NpaBuiaMu pasrpaHUYeHus

pocTtyna.
CybbeKT MH(MOPMALMOHHBIX OTHOLLUEHUI

dusnyeckoe UM puamdeckoe nuuo, obnapawouwlee onpeaeneHHbIM MNpaBoM Mo
OTHOLWEHUD K MHMOPMauMOHHOMY pecypcy. B 3aBUCMMOCTU OT YPOBHS MOJIHOMOUYMI CYyObEKT
MH(POPMALMOHHBLIX OTHOLIEHUA MOXET ObiTb MCTOYHMKOM, COB6CTBEHHMKOM, BlagenbueM Wan

nonb3oBaTteneMm nHoopmauuu.
TexHnyeckoe cpeactso 06paboTkm nHdopmaLmu

TexHnyeckoe CpeacTBO, NpeaHasHavyeHHoe AN NpueMa, HakomnaeHusl, XpaHeHs, NouckKa,

npeobpasoBaHus, oTobpaxeHusa n nepegaym MHGopMauum rno KaHanam CBS3U.
Yrposa 6e3o0nacHoOCTH

COBOKYMHOCTb YC/IOBUIA U (AKTOpPOB, CO3[4ANOLWMX OMACHOCTb JKM3HEHHO BaXHbIM

MHTEepecaM NIMYHOCTU, obLecTBa U rocyapcTea.
YHUYTOXEHNE MHpOPpMaUnm

[encTBne, B pesynbrtate KOTOpPoOro mHdopMaums nepecrtaet GuUaMyecku CyuwecTBoBaTb B

TEXHUYECKUX cpeacTBax ee ob6paboTku.
YnpaBneHune Knryamu

Co3pnaHue (reHepaumsa) K/OYEW, WX XpaHeHWe, pacrnpocTpaHeHue, yaaneHue

(YHNUTOXEHME), YYET N NPUMEHEHNE B COOTBETCTBUM C MONNTUKON 6E€30MacHOCTH.
YTeuka nHpopMaumm

1. HekoHTponMpyeMoe pacnpoCTpaHEHME 3allMLLIaeEMON MHGOpMauMn B pesysibTaTe
€ee pasrnalleHnsi, HECAHKLUMOHUPOBAHHOIO AO0CTyMna K MHdopMaumMm 1M nonydeHus

3awmuaemMon nHpopMaunum pasBeaKkon.

2. HenpaBoMepHbIn  BbIXxOo4  KOHMUAEHUMANbHOM  MHPOpMauMM 3a  nNpeaensl

opraHM3aumn UM Kpyra nuu, KoTopbiM 3Ta MHGOpMauusa AOBepeHa.
CDYHKLI,VIFI XaWnpoBaHn4d

3akno4aeTcs B conocCTtaBeHUNN NMpoOn3BOJIbHOIO Ha6opa AaHHbIX B Bunae

nocnenoBaTeNbHOCTU ABOWYHbLIX CUMMBOJIOB M ero obpasa ¢puKCMpoBaHHOW HeO6ONbLWON ANIMHBI,
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YyTO MO3BOJISIET WCMOAb30BaTb 3Ty GYHKUMIO B Mpoueaypax >/EKTPOHHOW Moanucu Ans

COKpaLleHUs

BPEMEHW MOAMMCKM W NPOBEpKM noaAnncu. DddekT cokpaleHus BpeMeHu

AOCTUITaE€TCA 3a CYET BbIYUCNEHUA NOAMUCKU TONbKO MnoAa o6pa30M noanumcbiBaeMoro Ha6opa

AaHHbIX [2].

LlenoctHocTb MHdOopMaLmn

CnocobHoCcTb cpeacTtBa BbIYMCAUTENBHOM TEXHUKW WAW  aBTOMATU3NPOBAHHOM
cuctembl obecrneuymBaTb HEU3MEHHOCTb WHMOpPMaUMM B YCIOBUSX CNy4YamHOro

N/Vnu NnpeaHaMepeHHOro NckaxeHust (paspyLlueHms).

CBoONCTBO MHCbOpMaLIMM, 3aKnw4yawuleecd B €€ CyuwectBoBaHMMM B HENCKA>XXEHHOM
Bnae (HeM3MeHHOM no OTHOWEHUI K HEKOTOPOMY d)MKCVIpOBaHHOMy ee

COCTOSIHMIO).

Lienb 3awmnTbl MHdDOpMaLumm

3apaHee HaMeYyeHHbIN pe3ybTaT 3aWmnTbl MHDOPMaL M.

1.

Lenbto  3awutbl  MHdbOpMaumMm  MoxeT 6blTb  MNpefgoTBpalleHne  yuwepba
CO6CTBEHHWKY, BNaaenbly, Nofib3oBaTento MHbopMaumm B pe3ysibTaTe BO3MOXHOM
yTeukn uHdbOopMaLMmM W/UAN  HECAHKUMOHMPOBAHHOIMO M HenpeaHaMepeHHOro

BO34ENCTBUA Ha nHdOpMaLUIO.

Lenammn 3awutbl SABNAKOTCSA: MpeaoTBpalleHne  yTeykWn, XWULWEHWUs, YyTpaThl,
UcKaxeHus, nogaenkm wuHdopMaumn; npeaoTsBpalleHMe yrpos 6e30MnacHoOCTH
Nn4YHOCTK, oblecTBa, rocypapcrea; npeAoTBpalleHne HeCaHKLMOHUPOBAHHbIX
OEUCTBMM MO YHWUYTOXEHMIO, MoauduMKauMKM, UCKAXEHWUD, KOMUPOBAHWUIO,
6nokmpoBaHuio MHGOpMauMn; npepoTBpaweHne Apyrux @GopM  He3aKOHHOro
BMewaTenbCTBa B WMHQOPMaLMOHHbIE pecypcbl U MHAPOPMALMOHHbIE CUCTEMbI,
obecneyeHne NpaBOBOro pexmma AOKYMEHTUPOBAHHOW MHGOpMaunmM Kak obbvekTa
CO6CTBEHHOCTM; 3aliMTa KOHCTUTYLMOHHBIX NMpaB rpa)kaaH Ha COXpaHeHue JIMYHOWN
TalHbl W KOHMWUAEHUMANBHOCTM  MNEepPCOHaNbHbIX  AaHHbIX, WMeKLWKUXCca B
MHPOPMALMOHHbIX cucTemax, coxpaHeHune rocyaapCTBEHHOWM TalHbI
KOH(UAEHUMANbHOCTN AOKYMEHTMPOBAHHOW WHOpPMaUMM B COOTBETCTBUM C
3aKoHogaTenbCcTBoM; obecnevyeHne npaB cCcybbekToB B MHPOPMALMOHHbIX
npoueccax u npu paspaboTke, NPoM3BOACTBE U MPUMEHEHUN MHDOPMALMOHHbBIX

CNCTEM, TEXHOI0TUN N cpeacTBs Ux obecneyeHuns.

Wndp

COBOKYMNHOCTb 06paTMMbIX Mpeobpas3oBaHMii MHOXECTBA BO3MOXHbIX OTKPbITbIX AaHHbIX

Ha MHOXEeCTBO BO3MOXHbIX BaLLIVICprBaHHbIX AaHHbIX, OCYLLECTBAAEMbIX MO onpeaeneHHbIM

npasuiam C NpMMeHeHneMm kntouen [1].
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WndposaHue

Mpouecc 3awundposaHmna nnm pacwmndposanms [1].

E Kniouy 3awmndposanus E Kntoy pacwmdpoBanus

—

NCXOAHBIN TeKCT
3aWwncpoBaHHbIA TEKCT

3awundpoBaHue PacwudpoBaHue

PucyHok 1. lindppoBaHne nHdopmaumm

LLncdpposaHne nHdbopmaunm - B3aMMHO-04HO3Ha4yHoe MaTeMaTnyeckoe
(kpunTorpadumnueckoe) npeobpasoBaHMe, 3aBucsllee OT Koda (CEeKpeTHbIM  napaMeTp
npeobpasoBaHns), KOTOpoe CTaBUT B COOTBeTCcTBME 6N0KYy OTKpbITOn MHPOpMaumu,
npeacTaBNeHHOM B HEKOTOPOM LMdPOBOI KoaMpoBke, 610K WMdpoBaHHON MHAOPMaAUMKU, TaKxXe
npeacrtaBneHHon B uudpoBor kKoampoBke. TepMuH wWndpoBaHue obbeanHaeT B cebe ABa

npouecca: 3awundpoBaHme n pacwmndposaHne nHpopmaumnm.

Ecnn 3awmndpoBaHne n pacwmndpoBaHMe OCYLLECTBASIOTCS C MCMNOSIb30BAaHUEM OAHOIO U
TOr0 Xe KJ/w4a, TO TakKoh anroputMm Kpuntorpadumyeckoro npeobpasoBaHMs Ha3blBaeTCH

CMMMETPUYHbLIM, B MPOTUBHOM C/Zly4Yae€ — aCMMMETPUYHDbIM.

MpouutaTth 3awudpoBaHHoe coobueHne (MHdOopMaUKMK) MOXeET TONbKO MNosb30BaTesb,

UMEIOLLMIA TOT Xe 3aKPbITbIN KUY WNQpPoBaHUS.
LLndpoBaHmne OKYyMeHTOB (TEKCTOB)

MpeobpazoBaHne HopMbl UCXOAHbIX (OTKPbLITbIX) TEKCTOB COObLWEHNA TaknM obpa3om, UTo
MX CMbICN CTa@HOBMUTCS HEMOHATHbIM ANa Nboro nvua, He BNAAEKLIEro CeKpeToM 06paTHOro

npeobpasoBaHus.
LLindpoBanbHble cpeacTsea

CpeacrtBa kpuntorpadunyeckon 3awmuTbl MHPOpMaUnn:

1. peanusywwme kpuntorpaduyeckne anropmtmbl npeobpaszoBaHns UWHGOpPMaLUK
annapaTHble, MpOrpaMMHble W annapaTHO-NMpOrpaMMHble CpeacTBa, CUCTEMbI U
KOMMAEKCbl, NpeAgHa3HaJYeHHble AN 3awuTbl uHbopMaumm (B TOM 4ucie u
BXoasue B CUCTEMDI n KOMMNEKChI 3alWmnTbl nHdbopMaunm oT
HECAHKLUMOHMPOBAHHOIO A0CTyMna), UMPKYAIUPYIOWEN B TEXHUYECKUX CpeacTBax,
npu ee o06paboTke, XxXpaHeHUM W nepejadye Mo KaHanam CBS3M, BK/KOYas

LWNDPOBANbHYO TEXHUKY
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2. peanusyowme Kpuntorpadpuyeckne anroputmbl npeobpasoBaHns uWHGOpMaLMK
annapaTHble, NporpaMMHble W annapaTHO-MNpOrpaMMHble CpeacTBa, CUCTEMbI U
KOMMJIEKCbI 3alMTbl OT HaBSA3bIBAHWS JIOXHOMW WMHGOpMaunmM, BKIOYas CpeacTBa

MMUTO3ALLNTbI U "3N1EeKTPOHHOW noanucn”;

3. annapaTtHble, NporpaMMHblie W annapaTHO-NpOorpaMMHbliE CpeactBa, CUCTEMbI U
KOMMNJIEKCbI, npeagHa3Ha4YeHHbIE AA U3roTOBJIEHNA W pacnpegeneHnsa Kn4YeBbIX
AOKYMEHTOB, WUCMNOJ/Ib3yEMbIX B LLIVI(.'prBaJ'IbeIX cpeacrteax, HesaBuMcuMMO OT BUAa

HOCUTens Ka4YeBolh MHpopMaumu.

4. pyyHble WKUdPbI, AOKYMEHTbl KOAMPOBaHWS W Apyrue HOCUTENU KIoYeBOM

MHpopMauunm.
DneKkTpoHHas noanuck (3I1), anekTpoHHas undposas nognuck (ILM)

[aHHble, nobaesnsemblie K 6J'IOKy AaHHbIX NnoNTy4yeHHbIE B pe3ynbTaTe ero
KpVII'ITOFpa(bMLIeCKOFO I'IpGOGpaBOBaHVIﬂ, 3aBuUCALLEro OT 3aKpbITOro Kikw4a Wu 6noka OaHHDbIX,
KOTOpblE MNO3BONIAKT NMPUEMHUKY AOadHHbLIX YAOCTOBEPUTLCA B LUEJIOCTHOCTU 6noka AaHHbIX WU
NnoAZTMHHOCTM WUCTOYHUMKA AdHHbIX, a TaKXe obecneunTb 3aWlnMTy OT noAasiora CO CTOPOHbI

NnpneMHunKa AaHHbIX.

MpoBepka aneKTPoOHHOW mnoanucn noa 670KOM OTKPbLITOM WMHGOPMaUUM MPOU3BOANTCHA C
NOMOLLbIO KpunTorpadunueckoro npeobpasoBaHus M Kada nposepkn 31, COOTBETCTBYHOLLErO

kntouy 3l1, ydacTsoBaBLleMY B npolecce yctaHoBku Jl1.

Ceptudmkar
o OTKPBLITOro KItoYa
E CekpeTHBIN kntoy 3N aun

ABC

MCXOAHbIN TeKCT
aun ﬁ

dopmupoBaHue LN Mposeka UM

ABC

WCXOAHbLIN TEeKCT

PucyHok 2. dopMmupoBaHue u nposepka Il

DNeKTpOHHas noanucb obecneymBaeT  LUENOCTHOCTb  coobuieHnii  (AOKYMEHTOB),
nepefaBaeMbiX MO He3alUMLIEHHbIM TEeNEeKOMMYHUKALUMOHHBIM KaHanaM obliero nonb3oBaHUsa B
cuctemax  06paboTkum  MHGOpMaUMKM  pasnNMYHOrO  HasHayeHus, C  rapaHTUPOBAHHOWN

naeHTudnkaunen ee astopa (nnua, nognucasLlero AOKYMEHT).

DNEeKTPoOHHaa MoAMNUCb MO3BONSAET 3aMeHUTb npu 6e36yMaxKHOM JI0KyMeHToobopoTe
TpaAWUMOHHbIE MNeYyaTb W MoAnUCb. MpU NOCTPOEHMU MOAMUCU BMECTO O6bIYHOW CBS3U MexXAay
neyatblo WM PYKOMUCHOW MOAMUCLIO U NIUCTOM 6yMarn BbICTYMNaeT C/OXHas MaTemMaTudeckas

3aBUCMMOCTb MeXay 3/1EKTPOHHbIM JOKYMEHTOM, 3aKPpbITbIM U OTKPbITbIM KJ1lO4HaMU.
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MpakTnyeckass HEBO3MOXHOCTb NoAanesiku 3J'IeKTp0HHOl7I noanncm onupaeTcd Ha O4Y€EHb

6onbwoi 06bem onpeaeneHHbIX MaTeMaTUHECKUNX BbIUMCIIEHNNA.

lMpocTtaBneHne nognmcu nNoa AOKYMEHTOM HEe MeHSAeT CcaMOro AOKYMEeHTa, OHa TOJIbKO AaeT

BO3MO>XXHOCTb NpoBEPUTb NOATNMHHOCTb N aBTOPCTBO HOﬂyquHOVI MHCbOpMaLI,l/IM.
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3. COCTAB N HABHAYEHWNE MNMAKM

3.1. Ha3zHauyeHue NAKM

NAKM «Kpuntollpo HSM» — nporpaMMHo-annapaTHbii Kpuntorpaduyecknin mMoaynb,
npefHasHa4vYeHHbI AN UCNONb30BaHUA B CETSX/cMcTeMax XpaHeHus n obpaboTkn nHpopmaumu,

He COCTaBMSAKLWEN FOCYAapCTBEHHON TalHbI.

NMAKM «Kpuntollpo HSM» npeacrtaBnsieT coboin ceTeBoe yCTPONCTBO, Noakatovaemoe nmbo
HEenocpeaCcTBEHHO K cepBepy (XOCTYy), WMCMoNb3ywleMy kpuntorpaduyeckmne cepsucbl MNAKM,
nmbo B cerMeHT JoKasbHOM CeTM 4epe3 CTaHAapTHble ceTeBble yCTponcTBa (KOMMyTaTOpbI,
MapLpyTU3aTopbl, KOHUEHTpaTopbl) AN 06CnyXuBaHMSa Tpynn CepBepoB M KOMMbOTEPOB

rnosib3oBaTeNnen ceTu.

MAKM moxxeT 6biTb ncnonb3oBaH B kadyectBe CK3U B pa3nuuHbIX cucteMmax/noacncreMax
KpunTorpadunyeckomn 3aWmnThl nHpopMaunm, noaAep>XXuBaroLwmx KkpunTorpaduyeckme

nHtepdericol «Kpnntolpo CSP» (Microsoft CryptoAPI 2.0).

MNAKM «Kpuntolpo HSM» npeaHa3sHayeH A5 BbINOMHEHUS CeayoWwmX QyHKLWA:

e (GOpMUPOBaAHUA/NPOBEPKN INEKTPOHHOM noanucu (M) noa 610KOM AaHHLIX MO
3anpocy nosb3oBaTenen.

e WndpoBaHus/pacwmndpoBaHms 610KOB AaHHbIX MO 3anpocaM Nosib30BaTesNen;

Mpwu atom NMAKM «Kpuntollpo HSM» obecneuunBaerT:

e peanu3auuto Kpuntorpadpuueckux QyHKUMAN U UHTepdenc B3anMOAENCTBUS C
cepBepaMu 1 paboummm CTaHUUSMM NONb30OBaTENEn;

e UVHTepdeinc K npuknagHbiM Kpuntorpadunyeckmm @OyHKUMAM B COOTBETCTBUM CO
cneumdukaumen Microsoft Cryptographic Service Provider;

e BO3MOXHOCTb ucnonb3oBaHusa @yHkumn MAKM  «Kpuntollpo HSM»  uyepes
nHTepdericol Microsoft CryptoAPI;

e uaeHTMdUKaumMio KU ayTeHTUduMKaumio nosb3oBaTenen npu  JIOKanbHOM U
yaaneHHoM goctyne K MNMAKM «Kpuntollpo HSM»;

e pPOBEpPKY LENOCTHOCTU KpUTUYHOro K 6esonacHoMy dyHKuuMoHmpoBaHuio MO npu
nHununanmsaumm NAKM «Kpuntollpo HSM»;

e [eHepauuio Cly4yanHbIX Yncen ¢ UCnonb3oBaHWeM annapaTtHoro ACY;

e reHepaumio 3aKkpbiTblX Kao4ver obmeHa wn knawder 3Ol € MCNOAb3OBAHMEM
WCXOAHOro Matepunana, NpeaoCcTaBieHHOro YNoJHOMOYEHHON opraHm3aumen;

e CpOK penctBua kntoda 3 go 3-x net. Mpu uncnonbsoBaHum MNAKM B kadecTBe
CK3WM B nporpaMMHbIX KOMMEKCax yAOCTOBEPSAWMX LEHTPOB, peasin30oBaHHbIX U
cepTUdUUMpPOBaHHbIX MO Knaccy 3awutbl KB2, cpok AencTBuMs kao4a noanucu
YNO/ITHOMOYEHHOIO NMua YyAOCTOBEPAOLWEro uUeHTpa MOXeT jocturate 7 JieT.

MaKkcuMManbHbIA CPOK AENCTBUS Ktoden npoBepkn 3N — 15 neT nocne okoH4YaHuUs
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CpOKa AEencTBMS COOTBETCTBYHOWEro kaw4da 3. MakcuManbHbli CPpOK AENCTBUSA
OTKpbITbIX KAtoven obMeHa — He 6onee 3-x neT. MakcMManbHbI CPOK AENCTBUSA
3aKpbITOro kjtoYa o6MeHa coBnazjaeT Co CPOKOM AENCTBUS 3aKpbITOro Katoyal;

e COMpsiXXeHWe C cepBepoM/cepBepHON rpynmnon no otaenbHoMy cermeHTy Ethernet;

e BBOJA 3aKpbITOro kato4da/kntoda Il ¢ kKAoYeBbIX HOCUTENEN HA MHTENIEKTYasNbHOM
KapTe;

e BbIMONHEHME (QYHKUMA C€O34aHUS UM MNPOBEPKM 3NeKTPOHHOW noanucm (201)
cornacHo [OCT P 34.10-2001 wn TOCT P 34.10-2012 (FOCT 34.10-2018),
BbluncrieHne xaw-dyHkumm cornacHo [OCT P 34.11-94 u [OCT P 34.11-2012
(FrOCT 34.11-2018);

e WndpoBaHMe U nMuTo3awmTa cornacHo NOCT 28147-89;

e OMNUWOHANbHO, MOAAEPXKY anroputMoB RSA B 4acTm reHepauum KIoYen,
dopmMmpoBaHmsa n nposepku 3, wndpoBaHna n pacwndpoBaHuns;

e BO3MOXHOCTb  BCTpedHoW  pabotel [MAKM  «Kpuntollpo HSM» ¢  CK3U
«Kpuntollpo CSP»;

e  YHUUYTOXEHME KIOYEN;

e COMpsXXeHWe C YCTPOMCTBOM AO0CTyMa No KpUnTorpapuyecky 3aluneHHOMY KaHany
«K2». KaHan «K2» - nfokanbHbliA 3aliULLEHHbIA KaHana, WCnoab3yeTcsa Aans
3awmueHHoro obmeHa wuHdopmaumen mexay MNAKM un ycTponcTtBoM poctymna K
MAKM;

e COMpsXeHue C YCTPONCTBOM A0CTyNa No Kpuntorpaduyeckn 3alniieHHoOMy KaHany
«K»2, KaHan <«K» — §oKanbHbIA 3allMLEHHbIA  KaHan, Wcrnonb3yerca Ans
3awmueHHoro obmeHa wuHdgopmaumen mexay MNAKM u ycTponcTtBoM goctyna K
MNAKM;

e perncrpaumsa cobblTUN B XypHane ayanta Kpuntorpadumyeckmx ebizosoB MNMAKM.
MpnMeyaHusa:

1. Cpoku pgenctBus katouen Il M 3aKpbITbiX KAo4yen obMeHa MOryT YyTOYHATLCS MNpwu
nposegeHun pabotr no BcTpamBaHuio [MAKM  «Kpuntollpo HSM» B cuctembl no T3,

cornacosaHHbIM ¢ 8 LleHTpoM ®CB Poccun.

2. KaHan «K» ncnonb3yeTtcs ToNbKO B paMKkax ['0f10BHOro ygocrosepsitowero ueHtpa (Myl).

MAKM «Kpuntollpo HSM» Komnnektauna 1 WcnonHeHne 1 y[oBneTBOpsSeT Khnaccy
KB/KB2, KomnnekTtaums 1 WcnonHeHua 2-5 — knaccy KC3 npu BbINoNHEHUN TpeboBaHUin
JAHHOr0 AOKYMeHTa B 4acTuW YC/0BMW NpuUMeHeHUs U TpeboBaHun AokyMeHTa «XTAN.00096-

02 91 01. KpunTtollpo HSM. PykoBoacTtso AaMmnHmUcTpaTopa 6e3onacHocTmn».
NMAKM  «Kpuntollpo HSM» npeanonaraeT pas/nyHble BapuaHTbl KOMMAEKTauuu,
BKAtOYatowme asToHoMHble CK3U no passinyHbIM YPOBHSAM 3aLUUThI:

e KomnnekTtauuns 1 UcnonHenme 1 NAKM «Kpuntollpo HSM», ypoBeHb 3awmnTtbl KB/KB2

o KomnnekTtauma 1 UcnonHeHue 2 NMAKM «Kpuntollpo HSM», ypoBeHb 3awmTbl KC3
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KomnnekTtaumsa 1 UcnonHeHnme 3 NMAKM «Kpuntollpo HSM», ypoBeHb 3awwnTtbl KC3

KomnnekTtauuns 1 UcnonHenne 4 NMAKM «KpunTtollpo HSM», yposeHb 3awuTtbl KC3

KomnnekTtauuns 1 UcnonHenme 5 NMAKM «KpunTtollpo HSM», yposeHb 3awuTtbl KC3

KomnnekTtauuns 2 UcnonHenne 1 NAKM «Kpuntollpo HSM», yposeHb 3awmnTbl KC1

KomnnekTtauuns 2 UcnonHenune 2 NMAKM «Kpuntollpo HSM», yposeHb 3awmnTtbl KC2

KomnnekTtauunsa 2 UcnonHenune 3 NMAKM «Kpuntollpo HSM», yposeHb 3awunTtbl KC3

KomnnekTtaumns 3 UcnonHeHne «DSS + CSP Bepcua 4.0 MicnonHeHne 1-Base», ypOBEHb

3awmnTbl KC1

KomnnekTtauusa 3 UcnonHeHne «DSS + CSP Bepcusa 4.0 MicnonHeHne 2-Base», ypoBeHb

3awunTbl KC2

KomnnekTtauusa 3 UcrnonHeHne «DSS + CSP Bepcusa 4.0 NicnonHeHne 3-Base», ypoBeHb

3awmnTbl KC3

Komnnektaumsa 3 MWcnonHeHme «DSS + CSP Bepcusa 4.0 WcnonHeHne 1-Lic»,

yposeHb 3awmnTbl KC1

Komnnektaumsa 3 MWcnonHeHne «DSS + CSP Bepcua 4.0 WcnonHeHne 2-Lic»,

ypoBeHb 3awmnTbl KC2

KomnnekTtaumss 3 WcnonHeHne «DSS + CSP Bepcmsa 5.0 KC1 WMcnonHeHne 1-Base»,

yposeHb 3awmnTbl KC1

KomnnekTtaumsa 3 WcnonHenme «DSS + CSP Bepcusa 5.0 KC2 WcnonHeHne 2-Base»,

ypoBeHb 3awmnTbl KC2

KomnnekTtaumsa 3 WcnonHeHme «DSS + CSP Bepcusa 5.0 KC3 WcnonHeHne 3-Base»,

ypoBeHb 3awmnTbl KC3

Komnnektauma 3 WcnonHeHne «DSS + JCP Bepcma 2.0 WcnonHeHune 2»,

ypoBeHb 3awunTbl KC1

KomnnekTtaumsa 3 NcnonHeHne «DSS + SIM (QES)», yposeHb 3awuTbl KC1

KomnnekTtaumsa 3 UcnonHenne «DSS + SIM (M2M)», ypoBeHb 3awuTtbl KC1

KomnnekTtauunsa 3 UcnonHeHne «DSS + myDSS», ypoBeHb 3awmTbl KC1

KomnnekTtauunsa 3 UcnonHeHne «DSS + AirKey Lite», yposeHb 3awuTtbl KC1

KomnnekTtauuns 3 UcnonHenne «myDSS SDK», yposeHb 3awmnTbl KC1
e Komnnektaumsa 3 UcnonHeHne «CbepbaHk myDSS SDK», ypoBeHb 3awmTtbl KC1

e KomnnekTtauuns 3 UcnonHenne «DSS Client SDK», ypoBeHb 3awmnTbl KC1

Mpumeyanmne: Komnnektaumm 2 wm 3 MOryT ucnonb3oBaTbca ¢ nAwbon annapaTHoOM

KoMnoHeHTon KoMnnekTtauum 1.

KomnoHeHT «Kpuntollpo HSM Client» aBnsetcs OTBETHOM 4acTbiko, yCTaHaB/IMBAEMOW Ha
paboune ctaHuuMM M cepsepa, Heob6xoAMMON AAS TpaHCASAUMM KpunTorpadumyeckuX BbI3OBOB K

MAKM «Kpuntollpo HSM» no 6e3onacHbiM KaHanaMm «K», «K2»,

MO «Kpuntollpo HSM Client» noctasnsaetcas Ha CD-ROM cosmectHO ¢ [AKM

«Kpuntolpo HSM». TllpeaycMoTpeHa mnocCTaBka K/AMEHTCKOM KOMMOHEHTbl oTAaenbHOo oT [MAKM
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«Kpuntollpo HSM» B cooTBeTCTBYlOLWEN KoMMnekTauum cornacHo dopmynsipy XTAW.00096-02
30 01.

Mopspok ycTaHoBKM M ucnonb3oBaHus «Kpuntollpo HSM Client» onucaH B aokyMeHTe
«XXTAN.00096-02 90 02. KpunTtolpo HSM. Mcnonb3oBaHne MHTEPdENCHbIX MoAyNen», a Takxe
B AokyMeHTe «XTSN.00096-02 93 01. Kpuntollpo HSM. PykoBOACTBO NOJib30BaTens».

3.2. O6nactb npumeHeHus NMNAKM «Kpuntollpo HSM»

NAKM «Kpuntollpo HSM» MoxeT 6biTb mMcnonb3oBaH B kadectBe CK3WN B pasnuyHbix
cucrtemax/noacucrtemMax — Kpuntorpaduyeckon — 3awuTbl  MHGOpMauuM,  NOAAEPXKMBAKOLNX
kpuntorpaduuecknii nHtepdenc (Cryptographic Service Provider (CSP)) «Kpuntollpo CSP»
Bepcuii 4.0/5.0.

Peanunzaumsa [MAKM, noppoepxka WM CTaHAapTU3MpPOBaHHOro WHTepdelica no3sonseTr
ocywecTenaTb B3amMosameHsaeMocTtb NMAKM «Kpuntollpo HSM» n CK3U «Kpuntollpo CSP>». lNpu
3TOM HeobxoamMmo o0643aTeNibHO Yy4YuTbiBaTb YpPOBEHb 6€30MacHOCTU WCMOJIb3YyEMbIX BEPCUN
kaxxgoro CK3W. To ectb, npu 3amMeHe «Kpuntollpo CSP», ceptudmnumposaHHoro no yposHto KC2,
CpeacTBoOM Kpuntorpadunyeckom 3aWmnThl MHpopMauun MAKM «KpunTtollpo HSM»,
obecneumBaowmM ypoBeHb 6e3omnacHocTM no knaccy KB/KB2 (Komnnektaumsa 1 UcnonHeHune 1)
nnn KC3 (Komnnektaumsa 1 UcnonHeHus 2-5), obwunn ypoBeHb 6€30MacHOCTM CUCTEMbI MOXET
6bITb  MOBblWEH, W HaobopoT, npu 3amMeHe [IAKM «Kpuntollpo HSM» cpeacTtsoM
Kpuntorpaduyeckon sawmntbl nHdopmaummn «Kpuntollpo CSP» Bepcuii 4.0/5.0 obwmin ypoBeHb

6e30MacHOCTN CUCTEMbI MOXET ObITb MOHUXEH.

B nepByto ouepeab pekoMeHAayeTcs ucrnonb3osatb NAKM «Kpuntollpo HSM» B cepBepHbIX
KOMMNOHEHTaX pacnpefeneHHbiX cucTeMm, Tpebytowmx obecneymTb BbICOKUMA ypOBeHb 3awmThbl (A0
KB/KB2) n cpok gencteus knoda 2N po 3 net. K TakMM cucTteMaMm OTHOCATCS MpPOrpaMmMHble,
nporpaMMHo-anmnapaTHbie KOMMJEeKCbl YAOCTOBEPAOLWNX LLEHTPOB, @ UMEHHO T€ NUX KOMMOHEHTHI,
KoTopble BbIMOMHAT  (PYyHKUUMK MCMosib30BaHnA Ko4a YNonHOMOYEHHOro nvua
YAOCTOBEpPSAIOWEro LUeHTpa Ana noanucy  (M3gaHusa) cepTuduKaTtoB UM CMMCKOB  OT3biBa

cepTndmKaToB.

OpyruM BaXHbIM BapuaHTOM rnpuMeHeHua [1AKM qaBngaetca ero ucnonb3oBaHUE B
OONONHUTENbHbIX cnyXbax yaoCTOBepsOWNX LEeHTPOoB. NpMMepoM Takux Cry>X6 MOryT CnyXuTb
Cnyx6bl LTtamnoB BpemeHu (Time Stamp Service - TSS), Cnyxbbl akTyasbHbIX CTaTycOB

ceptudmkatoB (Online Certificate Status Service - OCSS), cnyx6bl 21€KTPOHHOro HoTapuara.

B cerax nepepaun kKoHduaeHuumanobHon wuHdopmaumm MAKM «Kpuntollpo HSM» moxeTt
6bITb MCNOAB30BaHO ANS peanusaumm nportokosa TLS, obecneumBas 6onee HageXxHbli YPOBEHDb
3alUuThl KAo4a TLS-cepsepa 7 BbINOIHAS TpynooeMkumne onepauunmn no
wurdpoBaHmio/paclwndpoBaHMio NepegaBaeMbiXx MO CETM MAKETOB AaHHbIX. B gaHHOM cnydae
NMAKM MoxeT O6bITb KWCNoAb30BaH B web-cepBepax, cepBepax 6a3 [AaHHbIX, CcepBepax

NPUNOXEHNN.
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Takxxe BO3MOXXHO npuMmeHeHue NAKM B nepcoHasnbHbIX (HEe CEpBEPHbIX) CUCTEMAX.

3.3.

CocTaB unsgenud

N3genne MNMAKM «Kpuntollpo HSM» cogepXXuT B KOMMAIEKTEe KOMMNOHEHTbI, NepeyncrieHHble

B hopmynspe. Kak npasuno, 37o:

CucremHbin 610k MAKM;

Kabenb anekrtponutaHus;

Kabenb ceteson ontudeckun (Ethernet, 1 F'mrabur);

KntoueBble HOCUTENN — CMapT-KapThbl;

MNepcoHanbHble naeHTUGUKaTOpbl («TabneTtkmn») aneKTpoHHoro 3amka («Cobonb»)
(He mMeHee 2 WT.);

3KCI'U'IyaTaLWIOH Hada AOKYMEHTauum4.

Ona ncnonb3oBaHus NMAKM Ha KoMnbloTEp Nosib3oBaTensi/cepsep He06X0AMMO YCTaHOBUTL

anctpmbytmns MO nHTEpdENCHBbIX MOAYEN.

Tabnetkn 33 M cMapT-KapTbl AO/KHbI XPaHUTLCA Y agMUHUCTpaTopa 6e3omacHocTu Ao

MOMEHTa BblAa4yWn Nnosib3o0BaTe/IAM.

Ansa nokanbHOro agMuHuUcTpupoBaHusa NMAKM cny>XuT naHenb C XWMAKOKPUCTaNIUYECKNUM

3KpaHOM M KHonkamu yrnpasneHusa (LCD-naHenb) (CM. PucyHok 3). Kopnyc MAKM BbiNnoOSHEH B

2U dopm-dakTope. Mpn 31oM LCD naHenb MOXET HE3HAYUTENbHO OTNIMYATbCS OT M306parKeHHOoM

Ha PUCYHKE. 06bl‘-IHO, BMecTO 0603HaUYEHNST KHOMKN <- (CTpe}'IKa BJ'IeBO), MOXET NCNOJS1b30BaTbCA

0603HaueHmne 3ToON KHOMKMU, Kak «X» (0TMeHa).

CyuThIBATENL CMAPT KapT

LCD navens apneHna LCD naHenLio

Kuonku yng

CunTbiBaTens Tabnetkn 33 KHonka nutaHuA Bnok uHOgukaTopoBs

PucyHok 3 MNaHenb ynpasnenun NAKM

MAKM «Kpuntollpo HSM» nMeeT BO3MOXHOCTb YAAseHHOr0 aAMUHUCTPUPOBAHUA Yepes

web-nHTepdenc pabouero mecta agMmHucTpatopa MAKM.
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3.4. CBeaeHunsa o6 NCcnosb3yeMbiX Kpuntonposalaepax

Ona BHewHero goctyna K kpuntorpadumueckmm dyHkumam MAKM MoryT ncrnonb3oBaTbCs

cnenyolme MMeHa U TUMNbl KpUNTONPOBaaepoB:

e Crypto-Pro HSM CSP (tun 75)

e Crypto-Pro HSM Svc CSP (tun 75)

¢ Crypto-Pro HSM RSA CSP (tun 1)

e Crypto-Pro HSM RSA Svc CSP (tun 1)

e Crypto-Pro GOST R 34.10-2001 HSM CSP (tun 75)

e Crypto-Pro GOST R 34.10-2012 HSM CSP (tun 80)

e Crypto-Pro GOST R 34.10-2012 Strong HSM CSP (tun 81)

e Crypto-Pro GOST R 34.10-2001 HSM Svc CSP (tun 75)

e Crypto-Pro GOST R 34.10-2012 HSM Svc CSP (tun 80)

e Crypto-Pro GOST R 34.10-2012 Strong HSM Svc CSP (tun 81)

Kpuntonposaingep Crypto-Pro GOST R 34.10-2001 HSM CSP (CMHOHUM WMEHMU
“Crypto-Pro HSM CSP”) — ocHOBHOWM KpunTonpoBangep 75-ro Tuna, KOTOPbIA [OJIKEH

MCNoJ1Ib30BaTbCA BHEWHUMU NMPUNOXEHNAMN. OH peann3yeT.

e BbINO/JHEHME (QYHKUMUIA CO34aHMS U MNPOBEPKM 3SMEKTPOHHOM noanuck (3M)
cornacHo OCT P 34.10-2001, BO3MOXHOCTb BbIYUCAEHUSA X3W-(PYHKLUNMU COrNacHoO
FOCT P 34.11-94;

e BO3MOXHOCTb WKUMpPOBaHNA U UMUTO3AWMUTBI cornacHo FOCT 28147-89;

ONna reHepaunMm M XpaHeHUs KITIOYEN WMCMONb3YEeTCs BHYTPEHHUIA cuuTbiBaTenbs MNAKM c
nMeHeM <«HSMDB». Ero oT/iInymTenbHol OCO6EHHOCTbIO SBASIETCS TO, 4UYTO BCE 3aKpbITble

knoun/knoum I wudpyroTcs Ha knodax wudposaHusa MNMAKM (cm. n. 4.3.4).

Kpuntonposaiigepsl Crypto-Pro GOST R 34.10-2012 HSM CSP u Crypto-Pro GOST R
34.10-2012 Strong HSM CSP 80 1 81 Tna cCOOTBETCTBEHHO peanm3yoT:

e BbINO/MIHEHME (QYHKUWUIA CO30aHMS U MNPOBEPKM 3MEKTPOHHOM noanucu (3MN)
cornacHo [OCT P 34.10-2012 (IF'OCT 34.10-2018), BbluucneHme X3w-dOyHKUUN
cornacHo NOCT P 34.11-2012 (I'OCT 34.11-2018);

e BO3MOXHOCTb WMdPOBAHNA N MMUTO3aLLMTLI cornacHo MOCT 28147-89;

0Nna reHepauuMm n XpaHeHus KJ4Yen WUCMOoNb3yeTcs BHYTPEHHUI cuuTbiBaTenb MNAKM c
nMeHeM <«HSMDB». Ero oTan4mTenbHo OCO6EHHOCTbIO $SBASIETCS TO, 4YTO BCE 3aKpbiTble

knoun/knoum M wudpyroTcs Ha kaodax wudposarHus MNMAKM (cm. n. 4.3.4).

Kpuntonposanfepbl, BKAlOYalowme nekcemy «Svc» B WMEHW, OTInYaeTcs OT
Kpuntonposangepos 6e3 eé€ HanuuuMsg Tem, 4YTO MNO3BOJISIET BbIBOAMTbL 3amnpocCbl Ha BBOA MUH-
KOAOB AN K/to4veln nonb3oBaTenen He Ha «paboumni cton» paboyen CcTaHuMKM Nonb3oBaTesis, a Ha
LCD naHenb MAKM. KpoMe 3TOro oHM No3BONAKT OpraHu3oBaTb 06MeH Mexay cepsepom n MAKM

no 6onee npou3BOAUTENBHOMY HeWUhPOBAHHOMY KaHany, Mpu YCNOBUW OCYLLECTBAEHUS
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OAHO3HAYHOW ABYCTOPOHHEN ayTeHTudukaumm «cepBep<->MAKM», HaxoXAeHUW cepsepa W
MAKM B 0A4HOI KOHTPOSIMPYEMOI 30HE U YC/IOBMMU, YTO UCMONb3YEeTCs CrneumanbHblii cepTudmkaT

K/toua A0CTyna, BkAvaowmi pacwmpenme (extended key usage - EKU) «1.2.643.2.2.34.22».

Takue KpunTonpoBahaepbl WCMONb3yeTCsl B OCHOBHOM B CEpPBEPHbIX KOHMUrypaumax
cepBepaMn MpUIOXKEHWI, paboTaloWwnMM B (POHOBOM pexuMMe U He UMEKLWUMU KOHCONW Ans
BblBOAa COOBLLEHUI M/MnuK 3anpoca NUH-koaoB. OHU peann3oBaHbl B BUAE OTAENbHOMO cepBuca

OC Windows, 3anyckaemoro npu 3arpy3ke OC.

CuntbiBaTenb «HSMDB» — 3710 BHyTpeHHss namatb (flash agmck) MAKM, koTopas
3awmwaetcs knodamm wudposaHmsa NMAKM, T.e. Bce knouun, chopMmMpoBaHHble Ha cuuTbiBaTene
«HSMDB», aBToMaTmMueckn wundpytoTcs. A Tak Kak kaoum wndposaHns MAKM 3awmueHbl Ha
pasaeneHHoM no cxemMe 3 u3 5-Tu kawde aktmeauumm [MAKM, To BCe K/OUM, CO34aHHbIE Ha
cunTbiBaTene «HSMDB», HEBO3MOXHO OTKpbITb 6€3 akTuBaumun NMAKM (akTuBaumn pasgeneHHoro

«KJtova aktneauum NMAKM»).

B MNAKM «Kpuntollpo HSM» ycTaHaBnuBatwTCca Kpuntonposangepbl Crypto-Pro HSM
RSA CSP (tun 1) n Crypto-Pro HSM RSA Svc CSP (tun 1), KOTopble peanm3yloT aaropuTMmsbl

3/1eKTPOHHOM nognucu RSA:
— reHepaumio KJK4YeBbIX Nap C pa3MepoM OTKPbITOro Ksto4a Ao 16K;
— dopmumposaHue n nposepky 3 (RSA);

— BbluncneHne Hash dyHkunMn ¢ wmcnonb3oBaHmem anroputmos SHAL1, SHA256,
SHA384, MD5;

— reHepauuto CMMMeTpUYHbIX kntoden DES, 3DES, 3DES_112;

lwndpoBaHue/paclundpoBaHMe MO YKa3aHHbIM afiropuTMam.

CooTBeTCTBEHHO HeobxoanMble KpMHTOHpOBaVIAepr OOJKHbI 6bITb 3aperncTpmnpoBaHbl Ha

MN3BM, ncnonb3ywLwmx KpunTorpadumyeckme cepBuchl.

O6bl4YHOMY MONb30BaTeNO He cneayeT MCNofb30BaTb KpunTonpoBanaepbl «"... Svc ... "».
CucrteMa BCE paBHO He MO3BOMNT eMy paboTaTb C AaHHbIMW MpoBaliaepamMu, ecnun B ceptTudurkarte

Knto4da goctyna K NAKM HeT coOOTBETCTBYHOLWEro paclmpeHus.

AOMUHUCTpaTopaM cepBepoB nNpu ucronb3oBaHuu MAKM «Kpuntollpo HSM» ¢ Takummu
cepBucamm kak Microsoft CA, «Kpuntolpo YL», Microsoft IIS v gpyrumu, peannsoBaHHbIMK B
Buge cnyx6 OC Windows, Heob6xoaAnMMO WCNOMb30BaTb KpunTonpoBanaepbl <«..SvC ..».
KnueHTckas 4acTb Takux npoBangepoB (Ha MawuHe knmeHTa [MAKM «Kpuntollpo HSM»)
peanm3oBaHa B Buge cnyxb6bl OC Windows, koTopas 3amnyckaeTcsds B MOMeHT 3arpy3km OC u
MoXeT o6cnyxuBaTb KpunTorpaduyeckne 3anpocbl ApYyrnx cnyx6, paxe ecam HUKTO U3

nonb3osatenen He oTkpbll Windows ceccuto (MPOCTbIM A3bIKOM — «HE 3aJI0FMHUIICS» ).

KnneHTtckasa yactb 06bIMHbIX npoBalrgeposB (6e3 nekcembl SvC B MMEHW) peanm3oBaHa B

BMA€E 06bIYHOIO MOJIb30BATENIbCKOr0 NMPUIOXEHUS, KOTOPOE FPy3UTCS B MOMEHT BXoZa («/10roHa»)
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nonb3oBaTtens, u oTobpaxaeTcs B BMAE WKOHKWM B CUCTEMHOM Tpee. Takmm obpa3om, ecnu Ha
MN3BM c¢ yctaHoBneHHbiM MO «Kpuntollpo HSM Client» HeT aktuBHOM Windows ceccumn (Hu
OZHOr0 «3aN0rMHEeHHOro» Mofib30BaTeNs), TO HUKTO HEe CMOXeT 06CNyXuTb KpuaTorpaduyeckue

3anpocbl, o6palleHHble K 06bl4HbIM KpMMATONpoBanaepam.

AAMUHUCTpaTOpaM cepBepoB, HaobopoT, pPeKOMeHAyeTCs YCTaHOBUTb Ana MnpoBaiaepoB
TMnoB 75, 80, 81 no-yMONYaHUIO COOTBETCTBYIOLME MMEHA CEPBUCHbIX MpoBaligepos
(BKItOYaloLWmMe nekceMy «Sve» B MMEHM), T.K. HEKOTOpble Bbi30Bbl cepBucbl Windows aenatot,

NCMosib3ys NpoBaiAepbl «MO YMOJYaHUIO».

Kpome 3Toro, obpaweHuns K kpuntonposangepam, pabortatowmm c NAKM uepes cepsuc,
MOryT O6bITb caenaHbl TOMbKO MONb30BaTeNsMM C y4eTHbiIMM MMeHamn SYSTEM (LocalSystem),
NetworkService, nonb3oBaTtensaMm, BXOAAWMMM B Tpynny JOKaJbHbIX aAMWHUCTPATOPOB
KoMnbloTepa wvnm B rpynny <«llpuBunernpoBaHHblie nonb3oBatenn Kpuntollpo HSM». [pynny
«MpuBmnernpoBaHHbiX nonb3oBaTeneinn Kpuntollpo HSM» MOXHO co3aaTb BpPYy4YHYK U AobaBuTb
Tyha, HanpuMmep, Y4YeTHble WMeHa, NOo4 KOTOPbIMW WCMOMHAKTCS CEPBUCHbIE MNPUSIOXKEHMUS
(Hanpumep, nyn npunoxenunn .NET noa ynpasneHmem Microsoft IIS). 2T xe npasBuna
AencrteyoT npu obpaweHun nonb3oBaTenen K AwbbiM  kKpuntonposangepam [MAKM uepes
CUCTEMHbIN Tpen, npuM WUCNOAb30BaHUM creunanbHoro dnara B Bbl30Bax WHTepdelica
CryptoAPI — CRYPT_MACHINE_KEYSET.

Mpouecc ycraHoBku guctpmbytmea MO «Kpuntollpo HSM Client» He naMmeHsieT 3HauyeHue
nposanaepa no ymonyanuto gnsa 1 tmna. O6bidHo, B OC Windows MM siBnsieTcsa KpunTonposBanaep

«Microsoft Strong Cryptographic Provider».

B uensax obecneyeHns BO3MOXHOCTU CO34AHUSA BbICOKOMNPOM3BOAUTENbHBIX CUCTEM
NOBbILUEHHOW HaAEeXHOCTU, co3aaHunsa nynoB n3 MAKM, ropsyero pesepeupoBaHusa cpeacts CK3U
B NMAKM «KpunTtollpo HSM» 3apernctpnpoBaHo AOMNONHUTENBHO NO 8 MMEH KpUNTOnpoBaiaepos

1-ro n 75-ro tuna:

Crypto-Pro HSM RSA CSP 01

Crypto-Pro HSM RSA CSP 08
"

Crypto-Pro HSM CSP 01

Crypto-Pro HSM CSP 08,

KoTopblie saBnAsitoTca aybnepamu umeH, cooTtBeTcTtBeHHO Crypto-Pro HSM RSA CSP u
Crypto-Pro HSM CSP. lMpunoxeHusa MOryT UCNofib30BaTb 3TU MMEHA AN8 A0CTyna K pPas/iMYyHbIM
MAKM un3 nyna [MAKM, pa3MeleHHbIX B KOpropaTtuBHOW ceTu. [lpu HeobxoanmMoCTn 3Twu

KpMNTOMpOBanAepbl Ha YCTPOMCTBAX AOCTyMNa AO/XKHbI 6bITb 3aperMcTpMpOBaHbl BPYUHY!O.
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4,  KOHUEMUMA N APXNTEKTYPA KOMIMOHEHT MNMAKM

O6uwyto cxeMy KOMMOHEHT cpeabl dyHKunMoHnposaHus NMAKM (CD) MOXHO npeacTtaBuTb Ha

cnepyowmx gnarpammax (cMm. PucyHok 4, PucyHok 5, PucyHok 6).

MpunoxeHne/ Kpunto
Kntou aktneauumn

cepsuc Mpo

HSM

Kntou knineHTa Kntou cepsepa
MpunoxeHne/ Client
cepBuUC
MpunoxeHne/ MAKM
cepBuC
Pabouas cTtaHumsi/cepBep KaHan K2
OC Windows

PucyHok 4. O6wasa cxeMa KOMNOHEHT CP npu Mcnosb30BaHuM ¢ pabounmMmn CTaHLMAMMU

nosib3oBaTenei/cepBepamMm Cc ycTaHoBJiIeHHOW OC cemeiictBa Windows.

Cepsuc 1 Kpunto
Kntou aktneauuu

Mpo

Cepsuc 2 HSM
Kntou KaHana MacTep Kktou

Client

Cepsuc 3
MAKM
Unix/Linux Cepsep
KaHnan K

PucyHok 5. O6wasa cxema KOMNOoHeHT CO® npuv UCnoJsib30BaHUMU C CEpBepaMM

npunoxeHui, 6asmpyrowmmmnca Ha OC cemencrtBa Unix/Linux.
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Microsoft Kpunto
Kntou aktneauuu
Internet Mpo
Explorer/Edge CSP
Kntou knineHTa Kntou cepsepa
Bepcus
4.0/5.0
MAKM

Pabouas ctaHumns
agMMHUCTpaTopa

HTTPS (TLS) + SOAP

PucyHok 6. O6uas cxeMa KOMMNOHEHT yaasieHHoro paboyero mecra agMMHuUcCTpaTopa.

4.1. PoneBas Moaenb AocTtyna K gpyHkunsam NMNAKM

MAKM «Kpuntollpo HSM» MOXeT MCnosab30BaTbCA B KOPMNOPATUBHbLIX JNIOKANbHbIX CETAX,
Kak pasgensemoe CK3W, obcnyxuBawowee Kpuntorpadudeckme  3anpocbl  06bIYHbIX
nonb3oBatenen cetu. lNpu 3TOM 3aKkpbiTble KAUM/KAo4YM 3l nonb3oBaTenen QopMUPYIOTCS U
xpaHatca B MAKM B 3awudpoBaHHOM Buae, M OTBETCTBEHHOCTb 3@ WX COXPAHHOCTb U
HECaAHKLUMOHMPOBAHHOE WCNONAb30BaHWE pasfensieTcs Mexay Bnaaenbuamu-ciayxawuMm u
cnyx6oin 6e30nacHOCTM KOMMaHuMKU. TakuM o6pa3oM, CHUXKAETCS BEPOATHOCTb KOMMpoOMeTauuu
K/toYelr nosib3oBaTesien BCNeACTBME YTEPU WU XULLLEHUS KTHOUYEBOro HocuTens, obecneumBaeTcs
OOMONTHUTE/bHbLIA KOHTPOSIb Had WCMNOSb30BaHWEM KJ/I04Ya, CHMMXKAKTCS 3aTpaTbl KOMMaHMKU Ha

COMNpPOBOXAEHUE CPEeACTB KpUNTOrpadmnyeckomn 3aLmTbl MHGOPMaLMK.

NAKM «KpunTtollpo HSM» MoxeT o6cnyxumBaTb KpunTorpauyeckme 3anpocbl Kak
06bIYHbIX MONb30BaTeNEN CeTU, TaK U CUCTEMHbIX CEPBUCOB CEPBEPHbLIX KOMMOHEHT (Hanpumep,
Microsoft CA, Microsoft IIS, Kpuntollpo YL, Cnyx6 LTtamnos BpemeHn, Cnyx6 npoBepku
CTaTycoB cepTudukaToB M Ap.). B cOOTBETCTBMM C 3TUM BCE MNOSb30OBaTenn, Kak notpebutenu

cepsucos NAKM pgenartca Ha gBe rpynnbl:

e KnuneHtbl NMAKM - MNMonb3oBaTtenu

o KnuneHtbl NMAKM - Cepeepa (AAMUHUCTPATOPLI CepBEPOB)

Ha komnbloTepbl nonb3oBaTtenen NMAKM yctaHaBnmBaeTcs KAMeHTCcKass KomnoHeHTa - O
«Kpuntollpo HSM Client». Bsaumogencreme knueHtoB ¢ [MAKM npousBoautcs no Tak
Ha3blBaeMbIM 3alUMLLEHHbIM KaHanaM: KaHan «K2» gnsa M3BM knmeHToB C ycTaHoBneHHon OC
cemencrea Windows, Unix/Linux un kaHan «K» pgna M3BM kaneHToB C ycTaHoBneHHon OC

cemencTBa Unix/Linux.
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MexaHuam pabotbl ¢ knmeHTamm MAKM - Unix/Linux cepsepamu (peanusauns KaHana
«K») yHacnegoBaH oT npeabiaywmx peanusauuii NMAKM (MAKM «®eHunkc-M», MAKM «ATJIMKC

HSM»), u B Lenax COBMECTUMOCTM ocTasncsa 6e3 U3MeHeHun.

Peanusaumsa kaHana «K2» Ha OC cemerictBa Windows 1 Unix/Linux nonHOCTbIO OCHOBaHa
Ha peanusaummn npotokona TLS c y4yeToM pekoMeHAauWl MO CTaHAApTM3auMu TexXHUYEecKoro
KoMuTETa nNO CcTaHdaptulauum «Kpuntorpaduueckas 3awmta uHpopmaummn»  (TK 26)
«Ncnonb3oBaHne HabopoB anropuTMoB LWKpoBaHMa Ha ocHoBe MOCT 28147-89 ansa npotokona

6e3onacHOCTK TpaHCNOpTHOro ypoBHSA (TLS)».

Bce knmeHTbl MAKM npoxoaaTt npoueaypy ayTeHTuduMKauum, npexage 4vem wmm bygert

pa3peweHo obpalleHne K kpuntorpadumyecknm pyHkumam MAKM.

Kaxxabin knueHT NMAKM, 6yab TO 06bluHbIA NOMb30BaTeNb, NMMBO aAMUHUCTPATOpP CepBepa,
NoNy4yaeT YHWKanbHbIi HOoMep (HyMepaums HadmHaetca ¢ 1000), Homep rpynnbl, 0O6bIYHO
coBMajaroLlWwmnini C HOMepoM nosib3oBaTensd, U uma npu pernctpaunm B MAKM, a Takxke KUK
poctyna k [1AKM. Tpu 3ToM knmeHTbl [MAKM, HenpuBunerMpoBaHHble <«MNOJSib30BaTENN»,
pernctpupytotca B NMAKM agmuHuctpatopom NMAKM. Ha cneumanbHbil HocuTenb (06bI4HO cMapT-
KapTa — KapTa KaHana «K2») 3anucbiBaeTcs CeKpeTHbIN K4 gocTyna nosb3oBaTtens K MAKM,
ceptudmkaTt 3TOro kKiouda (ceptmdukaT OTKPbITOro Kawuya), usgaHHblm MAKM, mn ceptudukart

OTKpbITOro knto4a nognucu NMAKM, KoTopbiM noanmncaH ceptudumkaT Kaoda gocTtyna.

CmapT-kaptbl gna pgoctyna Kk [MAKM npu ucnonb3oBaHuUM KaHana <«K» WMMeT BHYTpU
apyron d¢opmat. KnmeHTtbl [MAKM, cepBepa, perucTpuvpyrTCcs aBTOMaTU4YeCcKuM Mpu MepBoM
obpaweHun k MAKM. Mpn 3TOM B cumTbiBaTene cepeepa MOCTOSHHO A0/KHA HaXoAMTbCS KapTa

KaHana «K».
Kaxapin MAKM MMeeT YHMKanbHbIN CepUNHbIA HOMep — naeHTudukaTop NMAKM.

YHuKanbHoe wuMsa knueHTa [MAKM (aHanor LogonName) dopMupyeTcs crneaytowmm

obpasom:

e Aans K/IMEHTOB MAKM nonb3oBaTenen B dopmarte UPN UMeEHN
<HOMep nosib3oBaTensa>.<HoMmep rpynnbli>@ <unaeHTudukatop NMNAKM>;
e ana knuentos [MAKM, cepsepoB (peanusaumsa ctaporo «kaHana «K»»), - <UID

nonb3oBatena>.<GID nonb3oBaTensa>.

AammnHuctpatop MAKM gaBnsetca o06blyHbIM  nonb3oBatenem [MAKM, y koToporo B

pacwmnpeHun ceptudumkarta knoda goctyna Extended Key Usage ykasaH cneuunanbHbii OID.

YnpaBnernue nonb3osatenammu MNMNAKM 3akniodaeTtcs B gobaBneHMn HOBbIX MOSb30BaTeNEN,
U3MEHEHUN WX pPerncTpaumoHHON uHbOpMaumKn, nepemsfaHmm Nosb30BaTENSAM  K/OYEN U
ceptudmkatoB pocrtyna, 6nokmpoBaHum ceptudumkaToB AOCTyna nosjb3oBaTenen (BpeMEHHOM
MPUOCTAHOB/IEHNM WX AENCTBUSA), YyAaNeHUMM Mosb3oBaTesie BMecTe €O BceMUM obbekTamuy,

OTHOCSALWMMUCA K HUM (BK/IOYAs KJTHOYM MoanucK noab3oBaTenen).
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Kpome 06bl4yHbIX nonb3oBatenen [MAKM, noTtpebuteneinn kpuntorpadumyeckoro cepsuca

MAKM, cywecTByoT nNpmBunermposaHHble nosb3osatenu NAKM.

NAKM «Kpuntollpo HSM» pa3pabotaH C Yy4yeTOM TOro, u4TO MNPUBUIErMPOBAHHbBIE
nonb3oBatenn MAKM (4neHbl rpynnbl aAMMHUCTPATOPOB, MMeKLWMe AOCTYN B KOHTPOSIMPYEMYIO
30HY) MOFYT SIBAATLCA NOTEHUMaNbHbIMW HapywmMTenamMu. Npu 3TOM BO3MOXHOCTb CrOBOpa Mexay
HUMKN UckntoyaeTcda. B cooteBetctBun ¢ 31uM B NAKM peanusoBaHa ponesas MoAeNb AOCTyna K
pa3/idyHbIM (YHKLUMAM. DTO O3HAYaeT, YTO KaXAOMy OTAENIbHOMY YNeHy aAMWUHUCTPaTUBHOM
rpynnbl AaeTcs AOCTYN TONbKO K CTPOro onpegeneHHoMy Habopy agMUHUCTPATUBHBLIX QYHKUUMA,
He nOo3BONALWMX MNPOBECTU YCMNELWHY aTaKy Ha Mno/lyyYeHue KOHTPONsA Hajh KyaMu

nonb3oBatenen, xpaHsawmummnca B NMNAKM «Kpuntolpo HSM»,

MporpammHoe obecneveHne NMAKM «Kpuntolpo HSM» pasnuuyaeT cneaylowme ponu:

e OO6bluHbIM nonb3oBaTtensb NMAKM «Kpuntollpo HSM»;

e AAMUHMCTpaATOp cepsepa, CepBUCHI KOTOpOro UCNONb3YIOT MAKM
«KpunTollpo HSM»;

o AamuHuctpaTtop MNAKM «Kpuntollpo HSM»;

o Ayautop NAKM «Kpuntollpo HSM»;

e AaMUHUCTpaTop pe3epBHOro konmposaHus NMNAKM «Kpuntollpo HSM»;

e Cynepnonb3oatenb NMNAKM «Kpuntollpo HSM».

Mpu3HaK TOro, YTO MOJSIb30BATENI0 HA3HAYeHa Ta WM MHasa posib XpaHUTCa B cepTudunkarte
Kntoda goctyna Kk dyHkumsaMm MAKM, kak cneumanbHoe pacwupeHue (Extended Key Usage)
ceptudukata. Adoctyn k [MAKM (nokanbHbii WAW YyAANEHHbINM) OCYLECTBASETCS TONbKO C

MCnosib30BaHMEM AaHHOIO cemechKaTa KJ1lo4a AoCTyna U CaMoro Kk4da (CereTHOl;'I ero l-IaCTl/I).

Knioun un ceptudukar goctyna Kk MAKM dopmupyetrca MNMAKM un BblgaeTcs 06blYHbIM
nonb3oBaTtensaM aaMuHucTtpatopom [MAKM. Knwoun un ceptudukat goctyna k [MNAKM  ans
NpMBUNErMpPOBaHHbIX nosnb3oBatenen dopmmpyetrca MAKM 1 BblgaeTcs cyneprnosib3oBaTenem
MNAKM.

CynepnonbsoBatenb MAKM — rpynna npuBuierMpoBaHHbIX MoOSb30BaTeNien, Kak
MUHMMYM M3 3-X 4YenoBeK — JepxaTefieil 4yacTen pasfesieHHOro cekpeTa Kik4da akKTuBauum
MAKM. T.e. 310 ntobble TpU M3 NATU UL, XPaHUTENEN 4YacTel pas3fefieHHOro cekpeTta Ktoda
aktmeauum NMAKM. Tonbko gaHHas rpynna auu MOXeT JIOKasbHO MOAYYUTb AOCTYN K (PYyHKUMAM
NAKM, no3sonswowmm [06aBnssTb M U3MEHATb  Y4YE€THble 3anucu  NMPUBUIErMPOBaHHbIX
nonb3osatenen (aAMWUHUCTPATOPOB, ayaAMTOPOB, aAMUHUCTPATOPOB pPE3EepBHOIM0 KOMMPOBaHUS
MAKM) n dopmmpoBaTb MM Ko4M KU cepTudmkaTbl Kaoden gocrtyna K pyHkumam NMAKM. Kpome
3TOro, Cyneprnofsib30oBaTe/lb MOXET BbINOMHATL Jtobble  (yHKUMKM, npucywme nrbon
«NpuBUAErMpoBaHHon» ponan. T.e. Cynepnosb3oBaTesb COBMelaeT posn aAMUHUCTPaTOpOB,
ayanmTopoB, aAMUHUCTpPATOpPoOB pe3epBHOro konumposaHus MMAKM. CMeHa pasgeneHHoro Kswouda
akTuBauum MNMAKM, Bkawo4atowas cMeHy knwoya wudposanmsa NAKM, HeBo3MOXHa 6e3 akTusaumm

CTaporo kKiw4a akKktuBauuun, T.e. 6e3 MPUCYTCTBUA «KCyNepnosb30BaTeENA>». Cynepnonb3OBaTenM
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MAKM MoryT 4BndTbCA OAHOBPEMEHHO TPUBUIErMPOBAHHbIMK Mnonb3oBatenamm [1AKM -

aAMWUHUCTPATOPOM, ayAMTOPOM, aAMUHUCTPATOPOM pe3epBHOro konuposaHus MAKM;

Jlro6oe gpyroe cosMmelwjeHue poJsier npuBnaernpoBaHHbIX nosb3oBarenei NMNAKM

B O4HOM Jinye He [AOoMNnyCKaeTcH.

O6bIuHbIM nosnb3oBaTtenb NMAKM He uMMeeT nokanbHoro goctyna k MAKM, He MoXeT
BbINOMHATE HM OAHOW aAMWHUCTpaTMBHOM dyHKuumM TMAKM. [lMonyvaeT yaaneHHbIli AOCTYyn K
kpuntorpacdudeckum ¢yHkumam MAKM «Kpuntollpo HSM» npu nomowm knwya n ceptudukarta
KfYa [ocTyna, BblgaBaeMmMoro emy agmumHuctpatopoM [MMAKM. AamuHuctpatop [MAKM wumMeet

AOCTYN K y4eTHOM 3anucu nonb3osatens B MAKM.

AaMMHMCTpaTOp cepBepa, cepBUCbI KOToporo ucnonbsytoT NAKM «KpunTtollpo HSM», ¢
TOUKM 3peHmsa pgoctyna K dyHkumam [MNAKM noytM HuuyeMm He oTamdaetcs oT 06bl4HOro
nonb3osatens MNAKM, 3a ucki4yeHneM Toro, 4to B cepTudumkaTe Kaw4a AocTyna K GyHKUUSAM
MAKM nponucbiBaeTcsa cneumanbHoe pacwumpenne (EKU) «1.2.643.2.2.34.22». Hanunuume B
cepTudunKaTe TakKoOro paclwmpeHus MNpuBOAMT K TOMY, 4YTO 3anpocCbl Ha BBOA MWH-KOAOB AN
K/l0oYen, co3gaBaeMblX MpUIoXeHUsMM (cepBucaMn OMNepaunMoHHOM CUCTEMbI CcepBepa) Ha
cepBepe, BblAaTCA He Ha paboumin cton paboyen CTaHuMKM, KakK 3TO NPOUCXOAUT Ans 06bIYHbIX
nono3osatenen CK3M, a Ha LCD naHenb [MAKM. 3T0 BaXHO, TaK KakK MHOrmMe CepBUChI
ONnepaunoHHON CUCTeMbl Ha cepBepe, ucnonb3ytowme dyHkumn CK3U, He uMeroT poctyna K
paboueMmy ctony (KOHCO/M) M HE MOryT 3anpoCUTb C Hee pin-KoA4 Ha AOCTyn K KOHTenHepy
kntoda. Kpome TOro, MUCnosb3oBaHMe yKa3aHHOro ceptudukata Kada goctyna K yHKUUSM
MAKM B npouecce ayTeHTUMUKALMN MNO3BONSET MPU COOTBETCTBYHOLWMX HACTPOMKAX OTMEHUTb
pexumMm wudpoBaHMa KaHana «K2», 4yto MoOxeT noTpeboBaTbCs ANs  MNOBbIWEHUS
Npou3BOAUTENBHOCTM CepBepa nNpuaoXeHun (Hanpumep, npu wucnosnb3zosaHum [MAKM ans
onepauun wudposaHusl/pacwngposaHns TLS/SSL Tpaduka cunbHO 3arpyxeHHbix WEB
cepsepoB). HeobxoanmmMo OTMETUTb, UTO QAaHHbIA CepTUdUKAT KOYa [A0CTyna MOXeT

NCrMoNb30BaTbCs TOMIbLKO MNpW opraHm3aunm kaHana «K2».

ApmunHucrtpartop NAKM «Kpuntollpo HSM» nMeeT nokasnbHbIN U yaaneHHbllh (Yepe3 web

nHTepdenc agMMHUCTPUPOBAHMS) AOCTYN K cneayowmnMm dyHKUnaM ynpasnenms MNAKM:

e ynpasfeHune YYETHbIMU 3anmcsaMm 06bIYHbIX (HenpmBUIErMpoBaHHbIX)
nosb3oBaTtenen MU adMMHUCTPATOPOB CEPBEPOB, BKAOYAA MYHKLUM OBHOBIEHNA MX
Kntoden u ceptudmkaTos knoden goctyna K MAKM;

e O6HOBNEHUSA BHYTPEHHUX KNtoven n ceptudukatos NMAKM (knwoum n ceptudukatbl
TLS cepBepa, kaw4a noanncu n camonoanucaHHoro ceptudukarta NAKM);

e yrnpaBfieHMe HacTpoinkamum pexumoB paboTtbl [MAKM, wucknw4yas HeKoTopble
HacTpoinku paboTbl C XXypHasnoM ayamTa;

e ynpaBJ/ieHWe ceTeBbIMU HacTponkamm MNAKM;

e ynpaBJieHne HaCTPOMKaMM BCTPOEHHOIro MeXCceTeBoro akpaHa NAKM;

e ynpaBNeHne cMcTeMHbiMM Yyacamm MNAKM;
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e U3MeHeHUue cocTosaHusa NMAKM;

e BbIrpy3Ka pe3epBHbIX konuin MAKM;

e MHMUMAUMA npoueaypbl BocCTaHoBreHus [MAKM u3 pesepsHOW konun (TpebyeTt
NPUCYTCTBUSA aAMUHUCTPATOpPa pPe3epBHOr0 KOMWPOBaHWA C KapTol C KIOYOM

LWNPOBAHMS pPE3EpPBHONM KOMun).

B ceptudukarte knawua poctyna kK dyHkumam [MAKM pgaHHOM poau NponucbiBaeTcs

cneymanbHoe pacwupeHue (EKU) «1.2.643.2.2.34.21».

Ayantop NMAKM «Kpuntollpo HSM» ocylecTBnseT KOHTPO/Ab 3a cobbiTmaMK, Tak Wan
MHaye CBA3aHHbIMKU C PYHKUMOHMpoBaHueM MAKM. OCHOBHbIMW UCTOYHWUKaMW MHQOpMaUUKN And
Hero cnyxaT BHYTpeHHue XxypHanbl cobbitmn CK3W u ayauta MAKM. Ayautop MAKM umeert
NoKasnbHbIM U yaaneHHbI (Yepe3 web MHTepdenc agMMHUCTPUPOBAHUSA) AOCTYN K cleayowmnM

dyHKUMAM ynpaBneHus MNMAKM:

e ynpaBfieHune HacTporikamu [AKM, CBA3aHHbIMM C PEXWMMOM OUYMUCTKM XKypHana
ayauTa;

e ynpaBfieHWe HacCTpoMKaMu perncrpaumm Tex Win UHbIX BUAOB COBbITUIM B XXypHane
ayauTa MNMAKM;

e yrnpaBfieHMe NOSHOTOMN oTpaxeHus cobbiTnin B XxypHane NAKM;

e 0YUCTKA XypHana ayauTta (c  noaTBepXAeHMeM  OAHHOrO  AENCTBUSA
AaMunHucTpaTtopoMm NMAKM).

e B ceptudumkaTe kYa goctyna K dyHkumam MAKM gaHHOM ponn nNponucbiBaeTCs

cneumanbHoe pacwunpeHune (EKU) «1.2.643.2.2.34.28».

AaMmuHucTpaTop pesepBHoro konumposaHua NMNAKM «Kpuntollpo HSM» ocyuwecTsnsaer
co3gaHue, yaaneHme pesepBHbix konun MAKM. XpaHuT cMmapT-KapTbl C KJWO4YaMu WndpoBaHuUs
pe3epBHbIX kKonun. OcyuwectenseTt 3arpy3ky B NAKM paHee BbIrpy>XeHHbIX AAMWHUCTPATOPOM M3

MAKM pe3epBHbIX KOMUIA.

He wnMeeT npaBa Ha Bbirpy3sky m3 [AKM pe3epBHbIX KOMUIW M Ha 3anyCcK npoueaypbl
BoccTaHoBneHns [AKM un3 pesepBHOM Konuum (AaHHble PpeXuMbl AOCTYMHbI AAMUHUCTPaTOPY

MAKM n cynepnonb3oBaTtento).

B ceptTudukate kawuya poctyna K dyHkumam [MAKM  gaHHOM ponu NponucbiBaeTcs

cneunanbHoe pacwupenmne (EKU) «1.2.643.2.2.34.27».

B cnyyae ucnonb3oBaHusa web-uHTepdenca agMUHUCTPUPOBAHUSA PEKOMEHAYETCA UMETHL B
CUCTEME KaK MWHMMYM MO [JBe Y4YEeTHble 3anucu Kaxaon ponan NpUBUNErMPOBAHHbIX
nonb3oBatenen. OgHa HeobxoanMa ana goctyna K dyHKUMAM ynpasneHus ¢ LCD naHenu, apyras
- Ana poctyna K yHKUMAM ynpaBneHus C yaaneHHoro pabouyero mecta agMMHUCTpaTopa. DTO
cBsi3aHo ¢ TeM, uto MAKM «Kpuntollpo HSM» dopMupyeT knunm A0CTyna Ha cMapT-kapte C
BbICOKMM ypOBHeM kpuntorpadunyeckon 3awmTtbl (40 KB), npy MCNONb30BaHUM 3TOro KJK4ya Ha
komnbtoTepe ¢ CK3U «Kpuntolpo CSP», peanu3oBaHHbIM Nno 60fee HU3KOMY KNaccy 3alunThbl,

YPOBEHb 3alunTbl KAo4a 6yaeT noHMxeH (MpuM cornacMu  Monb30BaTens), Nocie 4ero
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ncrnosb3oBaTb Takom kN4 cHoBa B CK3WM 6onee BbICOKOro ypoBHS 6yAeT HEBO3MOXHO. ITO
o3HavaeT, yto MAKM oTkaxeTcsa paboTaTb C K/OYEBbLIMM KOHTEWHEpaMW, peanm3oBaHHbIMK C

6onee HNU3KNMU YPOBHAMU 3alLlNThbl NMPpU NONbITKE AO0CTYMNa K HEMY C LCD naHenwu.

B cnyyae yTepn no Kakou-inbo npuuMHe BCEX KJ/IOYEN MNpUBUAErMpPOBAHHbBIX
nonb3oBatenenn [MAKM, pgoctyn k LCD naHenn TIAKM mMoxeT 6biTb  OCyWwecTBNeH
cyrnepnosib3oBaTesieM C MOMOLLbIO pasfeneHHoOro no cxeme «3-m M3 5-Tu» K4a akTuesaumu

MAKM. MNocne uero MoxeT 6bITb CHOPMMPOBAH HOBbLIM KoY f060ro n3 aamMmmHmUcTpatopos MAKM.

4.2. KnwuyeBas cucrtemMa m KJitoueBble HOCUTENN

4.2.1.06wme nonoxeHnsa

KnioueBasa cucrtema NMNAKM «Kpuntollpo HSM» BkntodaeT B ceba knwoum IM, wudposaHus

n obmeHa (akcnopTta Knyen).

Kntoun Il npeacraBnsaloTcs Kao4eBon napon: kawod 3l — ansa gopmuposanmsa I, kawod

nposepkun JI1.

Knoun wudpoBaHMs — CUMMMETPUYUHbIE KNOUM coobuweHuns (nakerta), ciayyamHble Wau
avBepcndunLUMpoBaHHbIE M3 CNYYAMHOro K/toya CecCMM Mo OTKPbITOMY 3arofloBKy CO06LieHus

(nakerta).

Knioun obMeHa CTpOATCS Ha OCHOBE OTKPbLITOro pacrnpefeneHus Ka4yer no anroputmy
Onddu-XennmaHa Ha 6ase KAWOYEBbIX Nap 3aKPbITbIM/OTKPLITHIA  KAKOYXM  anroputMa
FOCT P 34.10-2001 n I'OCT P 34.10-2012 (FOCT 34.10-2018).

Ha Ko4YeBbIX HOCUTENAX KUK XPaHATCA B dopMaTe KIHUYEBOro KOHTeNHepa. Kntouesoi
KOHTENHep COLEPXKUT Takxe nHdopMaLmio, Heo6xoaAnMyto Ans obecneuyeHns

KpunTorpauyeckon 3amTbl K/IKOYENR U NX LENTOCTHOCTMW.

3akpbiTbie KA4UM (knoum 2DM), xpaHawwumecsa B namatu MAKM, wudpyrotca npsamo mnm

KOCBEHHO (4Yepe3 NpOMEXYTOYHbIE KUM — KoUK WndpoBaHUa) Ha ktode akTuBaummn MAKM.

Kniou aktusaumm MAKM uncnonb3yeT cxemy pasfeneHumsl cekpeta C BBOAOM KJ/HOUEBOM
nHpopmauum c mwbbix 3-x (k) n3 5-tn (n) HocmTenein ansa dopMmmpoBaHUs GYHKUMOHANLHOIO
kntoda. lMpu 3TOoM obecneumBaeTcsa 3awmTta GYHKUMOHANBbHOrO Kk4a nNpu KOMNpoMmeTauuu
Kno4yeBon WHpopMauum Ha nawbbix He 6onee k-1 Hocutenax. B cnydae KommnpomeTauuu
Kto4yeBon MHpopMaumnm xoTsa 6bl C 04HOro HocuTens, HeobxoaAuMMoO nepeBbiNyCcTUTb Bce 5 (n)

K/to4Yen.

UHTennekTyasnbHble KapTbl MoCTaBNAKOTCSA C NMAKM «KpunTtollpo HSM»
oT(popMaTMPOBAHHbLIMKW, C MPeAyCTaHOB/IEHHbIM pin-KogoM «11111111». Mpu 3anmcn KI4Yen Ha

KapTy pin-ko4 Heo6X0AMMO CMEHUTb.

Ucnonb3oBaHue NMAKM C BbIK/TIIOUEHHbLIM PEXWUMOM YCUEHHOrO0 KOHTPOAS MCMNO/b30BaHUS

KNo4yen He AonyckaeTrcsl. BkioyeHne pexmnmma yCUSIEHHOro KOHTPOAS UCMNOSb30BaHUA KStouen
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(StrengthenedKeyUsageControl) ocyuwectsaserca ¢ noMowblo yTunmTbl cpconfig ¢ nomoLybto

KOMaHAbl:

.Jcpconfig -ini "\config\parameters' -add long StrengthenedKeyUsageControl 1

4.2.2.MapK1MpoBKa KOUEBbLIX HOCUTENEN Ha MHTENNEKTYanbHbIX KapTax

Mpn BbiNycKe/3anMcM KapT C K/AOYaMM Ha KapTy HAHOCUTCA TMN KapTbl: HOMep
KOMMOHEHTbl KJlo4a 3awuTbl, cumBon <«K» (ans kapTbl ayTeHTudukaumm AaMmMHUCTpaTopa
UNIX/Linux CepBepa - MK «Kpuntollpo HSM»), cumBon «K2» (ansa kapTbl ayTeHTUdMKauun
Monb3oBatens/AammHnctpatop Windows cepepa - MK «Kpuntollpo HSM»). Kpome 3TOro Ha
KapTy 3anucbiBaetcsa damunumsa nuua (nonb3oBaTens - Bfagenbua), OTBETCTBEHHOrO 3a AaHHbIN

KJ/TIOUYEBOMN HOCUTESb.

Haanucn npousBoasitca pas3bopumBbiM  NOYEPKOM (MPeanoyTUTENIbHO — MNevyaTHbIMU
6ykBamn), dnomactepom Tuna Staedtler Lumocolor permanent N° 318 (c BOAOCTOMKMM

Kpacutenem).

4.2.3.XpaHeHune KN4eBbiX HOCUTENEN

JlnyHble kn4YeBble HoOCUTENM nosnb3oBatenen (c  kAwYamum pgoctyna Kk [AKM)
peKoMeHAYeTCs XpaHuTb B ceinde. [Monb3oBaTenb HECET MNepcoHasIbHYK OTBETCTBEHHOCTb 3a

XpPaHEHNE JINMYHbIX KNHO4YEBbIX HoCcuTenen.

AZMUHUCTpaTop  6e30MacHOCTM  opraHusauun,  akcnnyatupytowein  CK3W,  npu
LEeHTPpasIM30BaHHOM XPaHEHUWN KJIIOUYEBbIX HOCUTENE HeceT NepcoHasibHYl OTBETCTBEHHOCTb 33
XpaHEHME JIMYHBbIX K/OUYEBbLIX HOCUTENel nonb3oBatenei. JIMUHble KlouyeBble HOCUTENU

aAMUHUCTpaTOopa 6e30MacHOCTM A0KHbI XpaHNTbCA B €ro JIN4HOM ceﬁcbe.
He ponyckaeTcsa KonMpoBaHWe KAK4YeBbIX HOoCcuTenen.

Mpn  wncnonb3oBaHmn MAKM  «Kpuntollpo HSM»  kntoum  Dl/3aKkpbiTbie  K/OYM
nosib30BaTeNnen XpaHAaTcs B 3awmdpoBaHHOM Buae BHyTpu MAKM. Cnyxba 6e3onacHOCTM O0OXKHA

obecneunTb OrpaHMYeHne 4ocTyna B NOMeLleHNE, B KOTOPOM ycTaHoBsieH MAKM.

4.2.4.YHNUTOXEHUE KHYEN HA KJIHOYEBbLIX HOCUTENAX

Knoum Ha KIYEBbIX HOCUTENSIX — MHTENNIeKTyallbHbIX KapTaxX, CPpOK AENCTBUS KOTOPbIX
NCTEK, YHUYTOXAlTCA nyTeM nepedopMmaTMpoBaHmsa (OUYMCTKKU) C ucnonb3oBaHneMm MO CK3U.
KntoueBble HOCUMTENM MOTryT 6biTb MCMOMb30BaHbl B Aa/IbHEWLIEM MPU YCNOBUW 3aNNUCU Ha HUX

HOBOM KNo4YeBOn nHboOpMaLnK.

Knoun 3I/3aKpbiTbie Ko4n, XpaHsdwmecsa BHYTpU MAKM, YHWYTOXatoTCcsa

Nonb30BaTeNsAMM C UCMONb30BaHMEM WTaTHbIX cpeacts MO «Kpuntollpo HSM Client».
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4.3. Knwoun n ceptndpunkatbol cybbekToB NMAKM

( ) [emrs
Koy CepTudourar
PazgeneHHbIn AyTeHTUnraL Krtoua
Kntou nonb3oBaTtens ayTeHTUdMKaL um
AKTVBALH nons3osaTens
MAKM 3alnTHbIE KIHYK
KMoya akTueaLum
/ Sy
= ey | )
Koy CamonognucaHHeli
negnvcK CepTudburar CepTuchukar CepTndoumkaTt
MAKM Kroua Koda Knoda
Moanmen MAKM ayTeHTUduKaLmmn ayTeHTMduKaLmmn
AQMWHWCTpaTopa nons3osaTens
( / Oy ( / oy
Knou CepTudnkar CepTndmkaThl
TLS ceprepa kntova TLS Krtoumn 3L, kntouei SLIM, obmera
MAKM Cepsepa [NAKM obmeHa Nnonb3cBaTENen
Monb3oBaTenei
Kntoy Mactep Knoy
«KkaHana K" KIHOu LWMchpoBaHUS
«kaHana K MNAKM
PucyHok 7. Knouun u ceptucdpukartbl cybbvektos NMNAKM
B obwem cnyyae, no @yHKUMOHANbHOMY Ha3HAYeHUIO K/4deBas WHdopMauuns

npegHa3HadyeHa ansa.

dhopMMpoBaHUSA NTIEKTPOHHOMN NMOANUCK N ee NMPoBepKU (Janee, KU NoANncKn);
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— ayTeHTuduKaumm CcybbLEeKTOB nMNpu AOCTyne K cepBucam (panee, KIH4u

ayTeHTuduKaummn, goctyna, obmeHa);

— wndpoBaHUsa KaHanoB nepegadn MHGoOpMaUnMmMm M caMmmx CUMMETPUYHLIX KIHo4Yen

wudpoBaHmMa npu skcnopte, obmeHe (ganee, KNo4n wWndpoBaHms).

B TMAKM «Kpuntollpo HSM» pgencrtByeTr KOHTPOAb CPOKOB AencTBusa Kouen. [pu
NnpeBbILLEHNN CPOKa AENCTBMA KJlYa onepauumu noanuvcu v wudposBaHna Ha Hem 6yayTt
6nokupoBaHsbl. [pn NpeBbllEHNN CpOKa AeNCTBUSA CNYXebHbIX (BHYTpeHHUX) kntodern NMAKM, oH

MOXET CTaTb HeCIDYH KUMOHaNbHbIM.

Mpn npeBbllEHUN CpoKa [AEWCTBUSA KJo4a B >KypHane cobbiTuii oTobparkaeTcs

cnepywwaa nHpopmaums:

cryptsrv_hsm[41244]: <cpcsp>[0x66973adf6700]SetupAndCheckKeyTimeValidity Key expired:

signing will be forbidden

cryptsrv_hsm[41244]: <cpcsp>[0x66973adf6700]SetupAndCheckKeyTimeValidity Key expired:

encryption will be forbidden
MaKkcuMMarnbHble CPOKM AeNCTBMS  Kideln nepeuncrneHol B @®opmynspe Ha [1AKM

«KpunTtollpo HSM».

4.3.1.Kntoy aktuBaumm NAKM, 3alMTHbIE KIOUYM

Kntou aktmBauum MNMAKM co3gaetca B MOMEHT MHuumanusaumm MNMAKM mn 3awmwaercs ¢
MCMNOSIb30BaHMEM pa3fesieHHbIX CEKPETOB MO cxeMe «3-u u3 5-tn». MNepruoanyHOCTb CMEHbI

K/lo4va akTMBauum onpegensieTcs yposHeM 6e€30nacHOCTM, KOTOpoMy cooTBeTcTByeT MNMAKM.
Cpok gencremsa kto4a: pekoMeHAyeTca 3 Mecsua, HO He bonee yem 1 roa n 3 mecaua.
Ha gaHHOM KtoYe 3awmuwatoTcsa Kao4dmn wudposaHmsa MAKM.

Takoke MoxeT npomn3BoanTbCA BHEM/1IaHOBasd CMEHa KJ/t4a aKTunBauunm (YBOJ'IbHeHVIe
COTpyAHUKOB, Bnagewnouwmnx 3aliMTHbIMX K/tO4aMK, nop4ya, yTeps HOCUTENEen 3alnUTHbLIX Kiko4en

M T.0.).

Kntou xpaHuTcs B pa3feneHHoM Ha 5 vactel Buae Ha 5-TM cmapT-kaptax. [Ans

aKTUBaLUM KJoYa HeEOBX0AMMO BBECTU NO6bLIE TPU YacCTU.
Kaxpaasa yacTb (CMapT-KapTa) 3allMileHa pin-KoaoM 13 8-u undp.

YHacTu k/ova akTuBauuu pacnpefensoTcs mMexay paGOTHVIKaMM Cﬂy>K6bI 6e3onacHocTn

opraHusaummu.

be3s akTuBUpOBaHMA [aHHOMo KJjya HeBO3MOXHO npuBectn [1AKM B cocTosHue,
cnocobHoe o6cnyxmBaTb 3anpockl Nosb3oBaTeNen No cet. HeBO3MOXXHO pacwundpoBaTb KAO4mn

Nnosib30oBaTenen CUCTEMbI.
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Mpy noMoLwWKM AaHHOrO K/K4Ya MOXHO MOAYYUTb AOCTYN K MeH ynpasneHus MNMAKM Ha

LCD naHenwu.

Knou akTuBauum siBASIETCS OCHOBHbIM KtouoM MAKM, obecneuymBarowmm 6e30nacHOCTb

npu goctyne kK NMAKM.

B cnyyae komnpomeTtauuu KtoueBom VIH(bOpMaLI,VIVI xoTa 6bl C opHOro HOCUTENA,

Heob6xoanMo nepeBbINyCTUTb BCe 5 (N) Kato4en.

Mpu cMeHe Kno4Ya akTMBaumm Bce kntoun wundposaHmsa NMAKM nepewndpoBbiBalOTCA Ha

HOBOM Ktoye akTuBauum NMNAKM.

C Toukun 3peHus poneson Mmoaenn goctyna K dyHkumam NMAKM gaHHbIM KAKOYOM Bnageer

Cynepnonb3oBaTtenb NMNAKM.

4.3.2.Knwouy noanucu NAKM

Kntou noanucu NMAKM co3paetcs B MOMeHT MHuumanusauumm NAKM n 3awmwaercs Ha

knode wudposaHusa NMAKM.

Cpok AencTBuS K/toya: NEPUOANYHOCTb CMEHbI K/4va noanucu onpenensieTcss YpoBHEM
6esonacHoctn, koTopoMmy cootBeTcTByeT [1AKM. Tlpu co3pgaHumM KayYa aBTOMATU4YEeCKMU

CO3/aeTcs CaMOonoANMCaHHbIN cepTudUKar.

Knou noanuvcu MAKM cnyxuT ana ms3gaHusa cepTUdUKaToB KIOYen ayTeHTuduKauunm

nonb3oBartenen MNMNAKM.

4.3.3.CamonoanucaHHbin ceptudmkaT Kntoda noanucu NMAKM

CamonoanuncaHHbIn cepTudumkaT kntoda nognucu MNMAKM cosgaeTtcs BCAKUIA pa3 B MOMEHT

CO34aHus/nnaHoBOM cMeHbl Kida nognucu MAKM.

Cpok gencrteus kntoda: MNMepmoamMyHOCTb CMEeHbl Ktoda NoAnuCK onpenenseTcs YPOBHEM
6esonacHocTtn, kKoTopoMy cooTBeTcTByeT [MAKM. Tlpn co3gaHuMn K/o4Ya aBTOMATUYECKMU

CO34aeTcs caMonoAnnCaHHbIN cepTudukar.

CamonoanucaHHble ceptudukaTtbl [MAKM coxpaHAalTca B XpaHWUAULWLE KOPHEBbIX

AoBepeHHbIX cepTudukaToB NMNAKM (xpaHunuwe root).

CamonoanuncaHHbin cepTudmkaTt knwda nognucm MNMAKM nomewaetcs B cneuymanbHoe
paclwnpeHne KOHTeMHepa Kt4da ayTeHTudukKaummn nonb3osBaTtens BCAKUIM pas npu ero (Kawoda
ayTeHTUdMKaLMn nonb3oBaTensa) reHepaunm n MoxXeT 6biTb U3B/IEYEH U3 3TOro KOHTENHepa npu

nomowm MO «Kpuntolpo HSM Client».

CamonoanucaHHble cepTuduKaTbl MOryT 6biTb M3BNeYeHbl u3 MAKM npu nomowm web-

nHTepderica aammHmucTpaTopa MAKM.

ConepxaHue OTAEeNbHbIX TMOJIE caMomnoAnucaHHoro ceptudukata GopMUMpyeTcs

cneayrouwnMm o6pa30M .
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N3patenb ceptudmkata: CN=<CepuiiHbln Homep MAKM>.
Bnapeneuy ceptudukata: CN=<CepuiiHblil Homep MAKM>,
Cpok gewncteusa: 10 ner.

OcHoBHble orpaHuyeHus: LleHntp Ceptudunkaumm

HasHaudeHue kntoya: NMoanuck cepTudurKaToB, WMdpPoOBaHNE KOUEN

4.3.4.Kntou wndpoaHus MNMNAKM

Kniou wudposanna [MAKM dopmmpyetca npu uvHuumanusaumn [MAKM. Ha «knwoude
wudpposaHma NMAKM wndpytoTcsa BCe 3aKpbiTble KAKOYM/KAOYKM DI nonb3oBaTenen, XpaHmmbie B
aonrospeMeHHor namatu MNMAKM, kntou TLS cepeepa MAKM (kntou kaHana K2), mactep ktouy

«KaHana «K»» un ka4 nognmcu NMAKM.
Cpok gencrema knto4a: pekoMeHayeTca 3 Mecsua, HO He bonee yem 1 roa n 3 Mecaua.

Kntou wudposaHusa MNMAKM 3awundpoBbiBaeTca Ha Katoye aktuBauum NMAKM mn xpaHutca
Ha aucke B NMAKM. B cnyyae cMmeHbl knto4va aktusauum NMAKM MmeHsdeTcs M KN4 WndpoBaHUs
MAKM. Mpn 3ToM paHee pencteyowmnii kaod wmudposaHna MAKM nepewmndpoBbiBaeTCcs Ha

HOBOM KJtoye akTuBauum NMNAKM.

Mpn cmeHe knw4ya wugposaHma [MAKM Bce BHOBb CO34aBaeMble KwunM 6yayT
wndpoBaTtbCa Ha HOBOM knkude wudposaHus MAKM. Crapble kUM, Kak n paHee, 6yayTt

3aWwmndpoBaHbl Ha ktode wudpoBaHus NMAKM, KOTOpbIN 6bl1 TEKYLLMM B MOMEHT UX CO3AaHUS.

4.3.5.CeCcCUOHHbIN KNKY KaHana «K2»

CeCcCHMOHHbLIN  KNOU  KaHama <«K2» (kawod  wndpoBaHUS) CAYXWUT  ANsS 3alUNTbI

(wndpoBaHMs) NnepenaBaeMblX AaHHbIX MO KaHany «K2».

CpoK OENCTBUSA KJIKOYa: CECCUMOHHbLIN KoY KaHana K2 BbipabaTbiBaeTcsi BCAKUN pas npu
npoueaype ayTeHTuduKaumm nonb3oBaTens C ucnonb3oBaHneMm TLS npoTokona, a Takxe 4yepes

3aZaHHble NPOMeXyTKM BpeMeHun (1 yac).

CeccuOHHbLIN Kod KaHana «K2» BbipabaTbiBaeTcs B npouecce ycraHoBneHnus TLS
ceccun (Ha OCHoOBe Kiw4den un ceptudukatoB ayteHTUduKaumm o6bl4HOro nosib3oBaTens WU

aAMUHUCTpaTopa cepsepa).

4.3.6.Kntou TLS cepsepa

Kntou TLS cepsepa (Mapa OTKPbITbIA M 3aKPbITbIA KAOYM ayTeHTuduKkaumm, obmeHa)
MAKM co3paetcs B MOMeHT uHuumanmsaumm MAKM, nocne cospgaHusa Kao4yer akTuBauum u

noanucu NMAKM,

Cpok aeicTBua kaoYda: kaod TLS cepBepa noasiexuT niaHoBol cMeHe 1 pas B rog.
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MNpeaHasHaveH Ansa noaaepxku TLS npoTokosa co CTOPOHbI cepBepa Mpu opraHusaunm
KaHana «K2», a Takxe npu yaaneHHoM HTTPS poctyne agMuHuctpatopa MAKM Kk dyHKUMAM

ynpasneHuna NAKM.
Kntoun xpaHatca Ha amcke B NMAKM.
3akpbITbin KoY TLS cepBepa wundpyeTtca kntodom wndposaHus NMAKM.

Kntou TLS cepBepa noanexuT naaHOBOW cMeHe 1 pas B roa.

4.3.7.Ceptudukat kntoua TLS cepsepa

Ceptndumkar knaoda TLS cepBepa co3gaeTcs B MOMEHT reHepaunm knaoda TLS cepsepa u
nognuceiBaeTcsa kaw4vom nognucm MAKM. Takmm obpasoM, cMmeHa knwda TLS cepsepa MAKM

MOXEeT NMPOUCXOAUTb TOSIbKO NpY akTMBMpoBaHHOM MMAKM.
Cpok gencrteuma: 1 rog n 3 mecsaua.

CopepxaHue oTaenbHbIX nonen ceptudukata TLS cepBepa dopMmpyeTcs cieayrowmnm

obpasom:
U3patensb ceptudukata: CN=<CepuliHbiii Homep NMAKM>.
Bnageneu ceptudukaTta: CN=<IP agpec ceteBoro nHtepdemnca NAKM>.
Cpok gewncteusa: 1 rog n 3 mecsua.
EKU: 1.3.6.1.5.5.7.3.1 «[1poBepka NOANMHHOCTWN cepBepa»

Mpu Hanunuum B MAKM Tpex paboumx ceTeBbiX MHTEPGENCOB, Y KaxXAoro M3 KOTOpbIX
ceon IP apgpec, dQopMmupyeTca Tpu pasinyHbIX cepTudumkata co 3HadeHusmm  CN

(commonName), cooTBeTCTBYHOWMMM AaHHbIM IP agpecam.

4.3.8.Kntou ayteHTUdUKaunm nonb3oBaTens

Kntou ayteHTudmkaumm nonb3oBaTens (OTKPbITbIN U 3aKPbITbIN KAKOYM ayTeHTUdDMKaALMU,
obmeHa) dopMupyeTca npu  peructpauuMmM  HOBOro  MoOJib30BaTesid, a Takxe npu

nJaHoOBOW/BHEMN/IAHOBOM CMEHEe KJto4a.
CpoK AencTBUS Kitoya: KoY NOANEXUT NaHOBOM CMeHe 1 pas B roa.

MpeaHasHayeH ansa nogaepxkun TLS npoTokosa CO CTOPOHblI KAMEHTa Npu opraHusauuu
KaHana «K2», a Takxe npu ypganeHHoMm HTTPS pgoctyne npumBunernpoBaHHbIX MNOJSib3oBaTenemn

MAKM Kk ¢dyHKUMAM ynpasneHus MNMAKM.

Knou 3anncbiBaeTcsl Ha OTUYXXAAEMbl KOYeBOW HocuTenb (CMapT-KapTy, anckety, USB

TOKEH) N NCNoNib3yETCA Ha pa6oqu MECTE nosib3oBaTenA.
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4.3.9.CepTudunkat Knya ayTeHTudmKaumMm nonb3osaTtens

CepTM(I)VIKaT KJ/1lo4a aYTEHTMd)VIKaLIMVI nosnb3oBaTesia CO34a€TCA B MOMEHT
reHepaunm Kik4a aYTEHTM(bMKaLlMM rnosb3oBaTensa U noanucbiBaeTca kat4yoMm lMoanncu NMAKM.
Takum o6pa30M, FEHepaLI,MFI/CMEHa KJ1lo4a aYTeHTM(bMKaLl,MM noJib30BaTeE/IA MOXET NPONCXoanTb

TOJIbKO NpU aKTUBUpoBaHHOM [MAKM.

CoaepxaHue oTAenbHbIX nonen cepTudukata TLS cepBepa dhopMupyeTcs cneaylowmm

obpa3zom:
N3paTtenb ceptudmkata: CN=<CepuitHbii Homep NMAKM>,
Bnapeney ceptudmkata: CN=<Homep nonb3oBatens NMAKM>.<Homep rpynnbl MAKM>,
Cpok geicrtBusa: 1 rog n 3 mecsiua.
EKU: 1.3.6.1.5.5.7.3.2 «[1poBepka NOANNHHOCTUN KNNeHTa»
JononHutenbHoe nMsa cybbekTa:
Opyroe nms:

Nmsa yyacTHMka=<HoMep nonb3oBatens NMNAKM>.<Homep rpynnbl NMAKM>@ <CepuiiHbiit

HoMep NMAKM>

CepTtndumkart knya ayTeHTUdmnKaumm nonb3oBaTtens B none EKU coaepxuTt ctaHgapTHoe

pacwupeHue «lMNpoBepka NOASIMHHOCTU K/TMEHTA».

Ecnn nonb3oBaTenem gensetca AaMuHUCTpatop cepsepa, To B EKU 3aHocuTtcs

AOMNONHUTENbHOE paclnpeHne
«1.2.643.2.2.34.22» - lNonb3oBaTtenb — AaMmnHuctpatop Cepsepa;

[JaHHOe pacwuvpeHne Mo3BOASET OpraHusoBaTb AOCTYN CepBepaM MpPUIOXKEHUN, He
UMEKLWMM KOHCOMU ANA MHTEPAKTUBHOrO obMeHa C nonb3oBaTeneM, K Kpuntorpaduuyeckmm
dyHkumam MAKM. Mpu 3TOM cooblieHna M 3anpocbl Ha BBOA Ppin-KoAoB BblgatoTcsa Ha LCD
naHenu NAKM.

CepTMCbMKaT XPaHNTCA B KOHTeﬁHepe KJ1lo4a aYTeHTMCbVIKaLI,Ml/I Ha OT4y>XAaeMOM

HocuTene, a Takxke B npodune ydeTHoOM 3anucK nonb3oBaTtens B b nonb3oBaTenen MNAKM.

KOHTelHepbl C TakuM K/UYOM obMeHa WU cepTuduMkKaToM AAMUMHUCTpaTopa cepBepa
JIO/IXHbl UMEeTb (OUKCUPOBaHHbINA pin-Koa - BOCEMb eAWHUU. Pin-koa AnsS AocTyna K AaHHOMY
KOHTEHepy Ha KapTe He 3anpawuBaeTca. OTo obycnaBnvBaeT TpeboBaHWe, 4YTO CepBep
JIO/IKEH HaXO0AMUTbCS B KOHTPOJIMPYEMOW 30HE CO CTPOro pernamMeHTUpPOBaAHHbIM AOCTYMNOM B 3Ty

30HY NpuUBUNErMpoBaHHbIX nonb3oBaTenem.
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4.3.10. CepTndukaT KIO4a ayTeHTUPUKauUnMnM AAMUHNCTpaTopa

CepTudukaT KAw4a ayTeHTUuduKaumMm MnpuBUIErMpoBaHHoro nosnb3osatens MAKM -
uneHa rpynnbl AamuHuctpatopoB [MAKM (AgMuHucTpaTopa, Ayautopa, AAMUHMCTpaTopa
pe3epBHOro konupoBaHusa MAKM) == cepTudwukaTt kno4va ayTeHTMdUKaAUMM NONb3oBaTeNs C

AONOSTHUTENBbHBIMU 06beKTHbIMK naeHTudunkaTopamm (OID) B none EKU ceptudukara.
Cpok gewncteusa: 1 rog n 3 mecsiua.
«1.2.643.2.2.34.21» — AaMmuHuctpatop lNMAKM;
«1.2.643.2.2.34.28» - AyauTtop NAKM;
«1.2.643.2.2.34.27» - AAMUHUCTpATOp pe3epBHOro konuposaHusa MNMAKM;

Hannune pnaHHoro EKU B cepTudumkarte gaet npaso Ha BbiNosiHEHNE AAMUHUCTPATUBHbIX
dyHKUMN, kKak ¢ LCD naHenn, Tak M C MCMOJIb30BaHMeM yaaneHHoro pocrtyna no HTTPS

NpoTOKONY.

CepTMdUKaT XpaHUTCA B KOHTelHepe Kw4da ayTeHTUdMKAUuMM Ha OTYY>KAAEMOM

HocuTene, a Takxe B nNpodwuie ydeTHOM 3anucm nonab3oBaTtens B b nonb3osatenen MNAKM.

4.3.11. Knwum kaHana «K»

B3anmopgencreme cepBepHbIX npunoxeHun, 6Hasupywwmxcas Ha OC cemencrtsa
Unix/Linux, ¢ MAKM, xapakTepusylowmxcsa TeM, YTO OHU UCTMONHATCSA B (DOHOBOM peXxuMe npm
OTCYTCTBMM BO3MOXHOCTU BblAAuYM OKOH Ha 3KpaH MOHMTOpa (HanpuMep, OKHO-3anpoc Ha BBOA
pin-KoAa), OCyLlecTBNAETCS MO 3aluMLieHHOMY KaHany — kaHany K. LludposaHue Tpaduka B
KaHane «K» obecneuynBaeTCcs MCNOSb30BaHWEM Habopa aCCUMETPUYUHBLIX W CUMMETPUYHbIX
kntoueli. CepsepHasa yactb (MAKM) ncnonb3yeT ka4 obMeHa, Tak Ha3biBaeMblil MAcTep KoY
KaHana <«K». CBfiI3aHHble C HUM KO4UM Ob6MeHa Ana  KAMEHTCKMX 4JacTten (cepBepoB
NPUNOXEHWNN) 3anuUCbIBAOTCA Ha oaHy wunu 6onee (No kKonu4yecTBsy GU3NYECKUX CepBepoB)
CMapT-KapT - KapT KaHana «K». B npouecce paboTbl MexAy KOHKpeTHbIM cepBepoM u MAKM

BblpabaTbiBaeTCS CMMMETPUUHBIN KoY — KoY WwWndpoBaHmna KaHana «K».
KapTbl kaHana «K» He nmeloT pin-koaa.

Cpok [AeicTBuA: K4 WKUGpPOBaHUSA MEHSETCA KaXAblii Yac aBTOMaTU4Yecku. MacTep

KJTI04 M KJToYM KaHana «K» nognexaTt CMeHe O4MH pa3 B roA.

Ha kntoum kaHana «K» ceptudukaTtbl He nsgarTcs.

4.4. KoMnpoMmeTauus Kno4dewn

OnpeneneHne TepMmHa Komnpometauusi, BMAbl KOMMPOMETALMM U OCHOBHblE COGLITUS,

npuBoAsiLME K KOMNpPOMEeTaunn, NpuBeaeHbl B pasaene 2.
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Mo dakTy KOMMpoMeTauuMuM KA4Yehn [OMKHO  6biTb  MpoBeaeHo  cnyxebHoe

paccnegoBaHue.

BbiBegeHHble U3 ,D,eVICTBMﬂ, CKOMMNpoMeTnpoBaHHbIE K/KOYEBbIE HOCUTENNM NOCHeE
npoBeageHun4A CHY)Ke6HOFO paccrefoBaHUA YHUYTOXAKTCA, O YeM AenaeTcd 3anucb B «XXypHan

noNib3oBaTes i CETU>.

4.5. CoBMeCTHbI AOCTYN pasfinyHbiX nonb3oBaTenen MNAKM k

o6WKMM KnrYvYaMm

N3HauvanbHO Kaxabl nonb3oBaTtenb NMAKM «Kpuntollpo HSM» nonyyaeTt cBoi pa3gen B
MAKM ana 6e3onacHoOro xpaHeHust TaM CBOMX KpunTorpaduyeckmx knawouein. N HMKkakue gpyrue
nonb3osatenu NAKM He MOryT nosayuduTb AOCTYN K 3TOMY pasjesy, He MMes COOTBETCTBYIOLLErO
Knova goctyna. Ho B HekoTopbIX crydasax TpebyeTcs uMmeTb pasgensiemble cpeu HEKOTOPOM
rpynnbl  nosib3oBaTtefnierr KAw4yuM. YacTto 3TO UCMOJSb3yeTCcsd B  BbICOKONPOM3BOAUTENbHbIX
CucTemMax, KoOraa HeCKOJ/IbKO cepBepoB npuioxeHun (buamyeckm pasHbliX KOMMNbIOTEPOB)
BbIMOJSIHAIOT O4HY M Ty Xe 3a4ady W MCNOMb3YKOT AJ19 3TOro OAHM M Te Xe Kpuntorpadunyeckue
Knouun, xpaHmmble B MNMAKM. KaxxgoMmy cepBepy npuaoxeHuss Heobxoamm CBOM KAOY AocTyna,
CBOM cepTudukart kada goctyna (4tobbl MOXHO 6bI10 aBTOPM30BaTb WUCMOSHUTENS TOW WK
MHOW KOHKpeTHOW onepauun). Onsa 31toro 6bs10 BBEAEHO MNOHSATME rpynnbl MNOJib30OBaTenemn
MAKM.

Ons co3paHus rpynnbl HUKaKMX 0CobbiX AEWCTBMIN NPOU3BOAUTL HE HYXHO. M3Ha4vyanbHO
co3gaetcs O06blyHbIN monb3oBaTtenb [MAKM, KOTOpOMy npucBanBaeTcs HOMEp MNoJib3oBaTens
(UID) »n paBHblh eMy HOMep rpynnbl nonb3oBatens (GID). [daHHblA nmonb3oBaTenb MNosayyaer
oTaenbHbin pasgen B NMNAKM pgnsa xpaHeHus cBoux Ktoden B Buae kaTtanora «GID.GID» (4to
paBHO3HauyHO «UID.GID»). Tenepb, ecnn AaHHOMY MoOfib30BaTeNto HEO6X0AMM eLwé OANH KoY U
ceptudmkaT pgoctyna (HanpuMmep, A9 OAHOBPEMEHHOrO AO0CTyna K KJ4aM C  Apyroro
KOMMNblOTEpPA), WAM, ecnn HeobxoaMMO JaTb AOCTYyN APYroMy Mofb30BaTeNl0 K 3TOMY Xe
pasgeny, To co3gaeTcsa ewé oanH nonb3osatenb NMAKM c yHukanbHbiM HoMepoM (UID), HO ero
HOMep Trpynmnbl cCoBMagaeT C HOMEPOM rpynnbl NepBOro rnosb3oBatens. B pesynbtate 06a

nonb3osatensa NMAKM 6yayT pasgensatb oanH m ToT e pasaen NAKM «GID.GID».
Konnyectso 4UneHoB rpynnbl HE orpaHnU4yeHo.

Cnepnyet 0cob0 OTMETUTb, UTO MpUBUSIErMPOBAHHbIE NOb30BaTe/IN HE MOryT coAaepXaTb
rpynny, paBHO Kak W ObiTb useHOM rpynnbl. YneH kakon-nnb6o rpynnel (y kotoporo UID !=
GID), He MoxeT coaepxaTb rpynny (T.e. y Hero HeT cBoero pasgena «UID.GID», koTopblii OH

Mor 6bl pa3genuTb C ApyrumMmum nosb3osaTtensamMmn MAKM).

Mpu y#aneHMM MoNb30OBaTesNs - 4YfieHa rpynnbl, yAansieTcsa TosbKo ero npodunb, a

pasgen c Kaw4YaMu octaetcs. [pu  ydaneHMM Monb3oBaTens, CcoAepxkalwero rpynny
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(UID==GID), yaansieTcsa pa3aen c kawyamm, npoduab AaHHOIo nosb3oBaTtens u npodunmn scex

nosib3oBaTenen — YJeHoB rpynnbl.

Homep nonb3oBaTens (UID) n HOMep rpynnbl 3aHOCUTCS B CEpTUdMKAT Ko4a A0CTyna K
NMAKM, no KOTOpOMY TMpOM3BOAUTCA WAEHTUIMKAUNSA, ayTeHTUDUKAUMS TMONb30BaTeNs W

naeHTndunKaumns kaoyesoro pasgena NAKM.

4.6. CoctoaHua NMAKM

MAKM «Kpuntollpo HSM» MOXET  HaxXxoAuTbCH B Pas3/IMYHbLIX  COCTOSIHUSX,
XapaKTepU3YyIOLWMXCa OTCYTCTBMEM/HaNNYMEM YyAANIEHHOro AocTyna K KpunTtorpaduyeckmm
dyHKumam (no kaHany «K» n kanany «K2») n dyHkunsamm ynpasnenus NAKM (web-nHTtepdeiic
aaMmmHuctpatopa MAKM), a Takxe cocTosiHMeM kaw4a aktmBauumnm [MAKM (akTMBMpOBaH/He
aKTMBMPOBAH), a COOTBETCTBEHHO, WMeeTCAa M AOCTYyNn KO BCEeM OCTajlbHbIM KJ/O4yaM,
xpaHawmmca B [MAKM, T.K. OHM NpsAMO MM KOCBEHHO (4epe3d kntod wudposaHus [MAKM)

3aWmndpoBaHbl Ha HeEM.

BolaensatoTca cnegyrowme coctoaHus MNMAKM:
e HSM-STATE-INACTIVE

MAKM HeakTuBeH.
- Kntou «3 13 5» n knoun wndpoBaHMa HE aKTUBUPOBAHDI.
- CepBuc kaHana «K» u kaHana «K2» He 3anyLieH.

- Web-nHtepdeinc agMMHUCTpMpPOBaHUS HE OTBEYaeT.
e HSM-STATE-FULLACTIVE

NMAKM akTuBeH.
- Kntou «3 n3 5» n knoun wndpoBaHmMs akTUBMPOBaHbI.
- KaHan «K» n kaHan «K2» obpabaTbiBatoT BCe 3anpoCbl NOsb30BaTENEN.

- Web-unHTepdenc moxeT 6biTb UCMONb30BaH A7 aAMUHUCTPUPOBAHUS.
e HSM-STATE-ACTIVE-ADMIN-ONLY

MAKM akTuBeH.
- Kntou «3 n3 5» n kntouun wndpoBaHms akTUBMPOBaHbI.
- KaHan «K» n kaHan «K2» He paboTatoT.

- Web-unHTepdenc moxeT 6biTb UCMONb30BaH A7 aAMUHUCTPUPOBAHUS.
e HSM-STATE-HALT

MonHbih octaHoB MAKM
- Bce cepBuUCbl A€aKTUBMPYHOTCS.

- OC BbIrpyxaeTcs.
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Mpu BrkoyeHun NMAKM nocne 3arpyskm ero cucteMHoix cepsucos MAKM HaxoauTcsa B
HeakTUBHOM cocTossHuu - HSM-STATE-INACTIVE.

Ona ero aktmeBaumm (MNOMHOM WMAM 4YaCTUYHOW) HeobXoaMMO aKTMBMpPOBaATb KJIHOY
aktuBaumm MAKM (knwoy «3-um M3 5-Tm») — npomsBecTn npoueaypy BBoaa nOb6bIX Tpex U3
BO3MOXHbIX MATU 3alUMTHbIX KapT. Kaxaas M3 KapT MOXEeT MMeTb MHAMBMAYAsbHbIMA pin-Koa,
BBoAMMbIN € LCD naHenu MAKM. lMpu 3TOM aBTOMatnyeckn akTMBUPYIOTCSH KNOUM WnNdpoBaHUS
MAKM, Ha koTopbiX 3aWwundpoBaHbl BCe 3aKpbiTble KA4YM/KNoUM DI nonb3oBaTenen, BKAOYas
kntou TLS cepsepa MNMAKM (MOXHO ycTaHaBnmBaTb coeamHeHuns ¢ MAKM), knatod noanmcm NMAKM
(MOXXHO BbINyCcKaTb cepTudukaTbl kawden goctyna MNAKM) m 3akpbiTble kawun/knwoum Ol

rnonb3oBaTtenen (Nosb3oBaTeNM MOTYT MCMNO/Ib30BaTb CBOWU K/KOUYN ANna opMuposaHums II1).

4.7. MO NAKM

MO NAKM Bkto4yaeT:

e cepBuUCbl (AEMOHbI), peanusylolme pasinyHble BHEWHMNe HTepdencol gocTyna K
MAKM;

e 6ubNMOTEKN M MOAYNU, peanusylwme Kpuntorpadmyeckme GyHKLUN;

e 6ubnuotekm n moaynmn obpabotkm komaHa ¢ LCD naHenu, ot Web-uHTepdeiica
agMuHuctpatopa NAKM;

e Web-cepBuc, obecneumBawOwWwunn yaaneHHoe agMuHucTtpupoBaHue T[MAKM no
HTTPS npoTtokony, ¢ HeobxoammbiMm 6ubnmorekamm, mogynamm, HTML
CTpaHuuamu;

e OMBNIMOTEKM W© CcepBUCLI NoAAEpPXKM KaHamoB <«K» wn «K2», npoueayp
naeHTMdmnKaumm n ayTeHtmdunkaumm;

e 6uMbNIMOTEKM M cCepBUCLI KU3aaHMsa cepTUdMKATOB KJYen ayTeHTudukaumm

nonb3osatenen un cepsmcos MNMAKM.
MAKM MOXeT HaXoAUTbCHA B «BbIK/HOYEHHOM», KHEAKTUBHOM», «aKTUBHOM», «aKTUBHOM

TOJZIbKO AN aAMUHUCTPATOpa» COCTOAHUMN.

B aktmBHoM coctosaHum MAKM mMoxeT obcnyxuBaTb 3anpochbl Mosib3oBatenen no cetu,

BKJIKO4As M 3arnpockl C yaaseHHoro paboyero mecta agMmHuctpartopa MNMAKM.

B  HeakTMBHOM  COCTOSIHUMU MAKM MOXeT  obcnyxuBaTb  TONbKO  3anpochl

npuMBUAErMpoBaHHbIX Nosb3oBaTtenen ¢ LCD naHenn.

B aKTMBHOM «TOJSIbKO A/ aAMUHUCTPUpOBaHUSA» cocTossHuu MAKM moxeT obcnyxuBaTb
TONIbKO 3anpocbl MpUBWUAErMpoBaHHbLIX MNonb3oBaTener ¢ LCD naHenu m ¢ yaaneHHoro APM

AoMuHuncTpuposaHus NMAKM.

B «BbIKNOYEHHOM» COCTOSIHUM BCe mnpouecchl, Bkaovaa OC, BbIrpyXeHbl U3 MaMATU
MNAKM.

Mpw 3arpy3ke NMNAKM oH nepexoanT B HEAKTUBHbIN PEXMUM.
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Onsa nepesoga NMAKM B aKTMBHOE COCTOSIHME HEOOXOAMMO aKTMBMPOBATb CheunanbHbI

pasaenieHHbIn No cxeme «3 13 5» kaoy aktuBaumm MAKM.

4.8. YoaneHHoe paboyee mecto AAMUHUCTpATOpa

YnpasneHue TTAKM «Kpuntollpo HSM» MOXeT oCywecTBAATbCA KaK JloKasbHO, C
ucnonb3oBaHmeMm LCD naHenu MAKM, Tak M yaaneHHo, C UCMONb30BaHMEM web-uHTepdenca

aagMmHnctpupoBaHusa MNMAKM.

ObpaweHne k dyHkunam ynpaenenma T[MAKM ¢ ypaneHHoro pabouero mMecta
aAMUHUCTpATOpa OCYyLecTBAsieTcsa No crtaHgapTHoMy HTTPS npoTtokony uyepes 443 nopT. B
KayecTBe KJIMEHTCKOM 4acTu AO/XEH ucrnosib3oBatbcsl Microsoft Internet Explorer Bepcun He

Huxe 5.5/Microsoft Edge.

Ha komnbtoTep paboyero Mecrta aaMUHUCTpPaTopa C YycTtaHoBreHHonm OC cemencrea
Windows! yctaHaBnueaetca CK3UM «Kpuntollpo CSP» (BkntouyeHo B AucTpubytms MO MAKM),
cB0o60QHO pacnpocTpaHsieMbli MNporpaMMHbin KomnoHeHT MS CAPICOM 2.0 (BkAw4YeHO B
anctpmbytme MO TAKM) B COOTBETCTBMM C PYKOBOACTBAMM MO WMX YycCTaHoBke. KomnbioTep

AO0/KeH 6bITb OCHAWEH CYUTbIBATENEM CMapT-KapT.

[0Nna nogkntoyeHns yganeHHoro Komnbototepa, paboyero Mecta agMuHuctpaTtopa, B NAKM
npeaycMoTpeH OTAeNbHbll ceTeBOW WHTepdenc. B uenax 6e30nacHOCTM [AaHHbIA CeTeBOU
nHTepdenc He AO0MKEH KOMMYTUPOBATbCS C JIOKANbHOM CEeTbi, @ HanpsMyl COEAMHATLCA C

CETEBbLIM MHTepCber/'ICOM KOMNbOTEPA aAMUHUCTPATOpa.

ObpaweHne k MAKM ocyuectenserca no IP agpecy MNMAKM B ceTu, Hanpumep, Takum

obpa3som:
https://192.168.26.2

Mpwn aTom B 6pay3epe Internet Explorer/Edge oTtobpaxaetcsa cTtpaHuua Pabouero mecra
aaMmHuctpatopa [MAKM, npou3BoAMTCA aBTOMaTuU4deckass MHCTanasauuss  HeobxoauMblix
KOMMoHeHT. lMpu nepsoM nogkatoveHmn B Internet Exporer/Edge BpeMeHHO A0MXKHbI 6biTb
CHATbl OrpaHM4yeHMss cuctembl 6e30MacHOCTM, He NO3BONsAKLWME YCTAaHOBKY aKTUBHOMO

cogepxunmoro (ActiveX KOMMOHEHT).

1 B Hosbix OC Windows ans reHepaumm Ka4ei AOCTyna nosb3oBaTeneil BMeCTO KOMMOHEHTa
Microsoft XEnroll.dll ncnonbsyetca HoBbIi KOMAOHeHT Microsoft CertEnroll.dll. B HacTosAwmMin MOMEHT npwu
obpaweHnn Kk NMAKM npocto no IP agpecy 6e3 ykaszaHWs MMEHW CTpaHWUbl MO YMOJIYAHUIO 3arpyxaetcs
cTpaHuua, ncnonb3ytowasa CertEnroll. Ecnn Ha APM AaMuHuctpatopa yctaHoBneHa 6onee crtapas OC, To

Heob6XxoAMMO yKasblBaTb MMS 3arpy>aeMon CTpaHuubl SBHO, HanpuMep https://192.168.26.2/default.htm.
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Ona pabotbl C web-uHTepdericom aaMUHUCTPMpOBaHUS Heobxoammo, 4Tobbl B
HacTponkax [MAKM 6bina yctaHoBneHa onuus «Enable WEB», a cam [AKM Haxogwuncs B

cocTosiHum nmbo «aKTUBHOM>, b0 «aKTMBHOM TOJIbKO AN AdAMUHNCTPUPOBAHUA>.

Joctyn k MNMAKM ocywecTtBnseTca no craHgapTHOMY TLS NpoTOKOMy € UCMOSIb30BaHMEM
POCCUMCKUX KpunTorpauyeckmx anropMtMoB C ABYCTOPOHHeN ayTeHTudukKaumern CTOPOH.
Mostomy ana paboTbl agMMHUCTpaTopy HeobxoamMm K4 n cepTudumkaT agMUHUCTpaATOpa,
usgaHHble NMAKM 1 3anucaHHble Ha cMapT- KapTy. KpoMe 3Toro Ha KoMnbioTep agMUHUCTpaTopa
OO/MKeH ObITb yCTAaHOBNEH CaMOMOAMMCAHHbLIA cepTudukaTt kntoda noanmcm MAKM. [aHHbIi
ceptudumkat wn ceptudukat agMMHUCTpaTopa MOryT ObiTb M3BAEYEHbl W3 CMapT-KapTbl
aAMMHUCTpaTopa NMpu NMOMOLLM CrieumnanbHoOM yTunutel cardman (BXxoauTt B Anctpmnbytus MAKM),
nocne 4yero cCamonoArnucaHHbln cepTudunKaT AoKeH ObiTb YCTAHOB/IEH B XpaHWUMLLE KOPHEBbIX
AOBEPEHHbIX LUeHTpoB cepTuduKkaumm nonb3oBaTens npy nNOMOWKM wWwTaTHbIX cpeacts OC
Windows, a ceptudwukat agMuUHUCTpaTopa AO/MKEH O6biTb YCTaHOBAEH B JIMYHOE XpaHuauLie

nonb3oaTtens cpeacreamm «Kpuntollpo CSP».

BHuMaHue! MAKM «Kpuntollpo HSM» dopMupyeT Kkno4uu, COOTBETCTBYHOLWME Kaccy
3awmTbl Ao KB. CK3U «Kpuntolpo CSP», ncnonbayemoe Ha pabodyem MecTte agMUHUCTpaTopa,
peanu3oBaHo No knaccy 3awutbl KC1/KC2/KC3, no3ToMy nNpuv NEpBOM MCMOAb30BaHUW KiO4a
ayTeHTMduKauum, chopMMpoBaHHOM Ha cMapT-kapTe B NMAKM, 6yaeT BblagaHO COOTBETCTBYHOLLEE
npeaynpexaeHne O MNOHWXEHWUW Kfacca 3awuTtbl knoda. Heobxoammo wmMmeTb B BMAY, 4TO
[AHHOW KapTol BNOCNEACTBMW Henb3a 6yaeT BOCNOMAb30BaThCA A9 ayTeHTudUKauuum
aaMuHuctpatopa B NMAKM npu Bxoge 4vepe3 LCD naHenb. [Mo3ToMy HeobxoaAMMO AN KaXAoro
NpUBUIErMPOBAHHOIO Mosib3oBaTens (4YneHa rpynnbl agmuHucTpaTopoB [MAKM) co3paTth Ase
y4yeTHble 3arnncn, u, COOTBETCTBEHHO, 2 KapTbl AOCTyna: OAHY WCMOJSb30BaTb AN JIOKAJIbHOro
Bxoga 4vepe3s LCD naHenb MNMAKM, a BTOopyto (C MOHMXKEHHbIM KNACCOM 3aliuTbl) AA9 A0OCTyna C

yaaneHHoro pabouero mecTa.

Kanan Web agAMWUHUCTPMPOBaHUS MCMOAb3YeT NOPT ANa BXoAAWMX coegnHeHun NMAKM -
443,

4.9. XypHan ayauta NMAKM

Mpwn 3anofHEHNM NAaMATU OTBEAEHHONM NOoA4 AaHHble XYpHana ayauTta 3Ta NaMmaTb A0J/KHA
6bITb  oumweHa. OuncTka XypHana ayauta npoms3sBoanTca AnMbo No  pacnopsiXkeHuto
Cynepnionb3oBatensa MAKM, nnb6o no pacnopsxeHuto Ayautopa [MAKM c noatBepXxaeHMeEM

aencreusa AgmmnHuctpatopom NMNAKM, nubo asTtomatnyeckn (HactpamBaetca Ayantopom MAKM).

[Onsa aBTOMaTMYEeCKOM OUMCTKW XypHana ayauTa usgaeTcs creuuasibHoe pacropshXeHue
Ayaontopa MAKM (Bknoyaemoe B HacTpolikm MAKM), B KOTOPOM yKasblBaeTCs MaKCUMalsibHOEe
KOJIMYECTBO 3anucei, Npu AOCTUXXEHWM KOTOPOr0 YacTb XypHasna ayauta JAOoJ/HKHa ObiTb

o4ynuieHa.
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Ona ncnonb3oBaHMs aBTOMaTUYECKOM OUYMCTKM XypHana ayauta MNAKM B koHdbUrypauunm
MAKM ponxHa 6bITb yCTaHOB/AEHa COOTBETCTBYyOLWAs onuua. Ecnn onuus He ycTaHoBMeHa, TO
npyv nepenosiHeHUWM >XypHana ayauTta (AOCTUXEHUMW YKa3aHHOro MakCUMasnbHOrO KoNu4yecTBa

3anucen) paboTta 06bI4HbIX Mosib3oBaTenel ¢ MAKM 6nokupyeTtcs.

PyyHass ouuMcTKa >XypHana BO3MOXHa Tosbko ¢ LCD naHenn, Tak Kak eé& MoxeT
BbINOMHUTE TONbKO Cynepnonb3oBaTtens NMAKM wnn AyamTtop COBMECTHO C AAMUHUCTPaTOPOM
MAKM.

[N [0ONrOBPEMEHHOrO0 XpaHEHMs [OaHHbIX XYpPHana ayauTa MWCMNONb3YEeTCA pPeXuM

BbIFPY3KW XypHana ayauta us MNAKM.

XypHanbl ayauta B TEeKCTOBOM BWAe nMepenucbiBatoTca Ha paboudyo CTaHuumio
AoMmmnHuctpatopos [MAKM  npu nomowm web-uHtepdenca aagmmHuctpatopa [MAKM ¢
MCNOJSIb30BaHMEM 3alumueHHoro npotokona TLS. Tpu 3TOM XXypHasbl HE YHWUYTOXAalTCH,
octatotcs B MAKM. Mogo6bHbIM NpOCMOTP XKXypHanioB AOCTyneH At060OMy M3 NpmBUIErnpoBaHHbIX
nonb3oBartenen. [ns [ONrOBPEMEHHOr0 XpaHeHus u3BNe4veHHbiXx un3 [MAKM xypHanos
MpUBUAErMPOBaHHbLIN MNOMIb30BaTENb AO/XEH MoAnmMcaTb WX, WCNOAb3ys CBOM KUY U
ceptTudmkaT knw4da gocrtyna k MAKM, npu nomowm ytunutbl cryptcp, Bxoasiwern B cocTaBs
anctpubyTtumea ceptudmumposaHHoro CK3W «Kpuntollpo CSP», ycTaHaBnMBaeMoro Ha pabouer

CTaHUMM yaaneHHoro agMnmHucTpuposanumsa MNMAKM.

XypHan ayauta MOXET CNyXuTb Takxe ansa cbopa crtaTucTuyeckon mHdbopmaumum ans
KaXX4oro nonb3oBaTensi, a N0 HEeKOTOpbIM TUNaMm CcobbITUA AN KOHKPETHOW napbl
OTKpPbITOro/3aKpbITOro ksto4da. [ns 3TOro Kaxpas 3anucb XypHana WMMEET KJY, YHUKaNbHO
naeHTuuumpyrowmn  eé cpeau Apyrux 3anucenl XKypHana ayauta, 4tobbl um3bexaTb
BO3MOXHOro AaybnmpoBaHusa wHdOpMaumm Npuv  BbIrPy3Ke JAaHHbIX W MX nocaeaytouen

obpaboTke.

MpuBunernpoBaHHbin nonb3oBaTenb [MAKM MoOXeT npoCMOTpPeThb/BbIrpy3uUTb XXypHan
ayamTta C ucnonb3oBaHmeM web-mHTepdenca agMMHUCTpUpoBaHus. Mpu NpocMoTpe XypHana
MMeeTCs BO3MOXHOCTb YKasaTb pas/inyHble YC/oBMS MNoucka Tpebyembix 3anucen, BKIoYas
WHTepBana AaT BpeMeHu cobbiTus, ctaTyC 3aBeplieHuns cobbiTusa, naeHTndunkaTop nonb3osaTtens,

MHUUMMPOBaBLLEro cobbiTue.

Mpun BbIFPY3Ke >KypHana WMeeTCcs BO3MOXHOCTb YyKasaTb AaTy M BpeMs Hadana
BpeMEHHOro wuHtepBasa (KOHeL MWHTepBana - TeKyllee BpeMs), 3a KOTopbih Heobxoanmmo

BbIrPYy3UTb 3aMnuCcK XypHana.

4.9.1.ba3a AaHHbIX U CTPYKTYypa 3anucu xxypHana ayaguta NAKM

XXypHan ayauta Begetcsa B NMAKM B Buae 6a3bl gaHHbIX (sqlite cm. www.sqlite.org). Ons
onTuManbHoW paboTbl B HacTponkm NMAKM BbiHECEH psg mapaMeTpoB, peryanpytowmx paboTty c

Hen.


http://www.sqlite.org/

XTAN.00096-02 90 01. KpunTollpo HSM. NHCTpyKUMS MO MCNOMb30BaHUIO 52

NMAKM npepoctaBisseT BO3MOXHOCTb HACTPOUTb PEXUM CUHXPOHM3auuwm ctpaHuy b, B
Kolle c puckom (pragma Synchronous), Bauvswowmii Ha npoussoanTenbHocTb [MAKM
HaAeXHoCTb (Bblle HaAeXHOCTb, MeHblle MNPOM3BOAUTENbHOCTb, M HaobopoT). He ctouT He3
HeobxoanmocTn (TpeboBaHue npousBoauTenbHoctu MAKM - 6onee 10 onepauni noanucu B
CeKyHAy, OTpa)kaeMblX B >ypHane ayauta) W3MeHATb JAaHHbIA MnapaMeTp Ha 3HadeHus,
yMeHbwawwme HagexHoctb (NORMAL, OFF). Tpu ycTaHOBKe >XXYpHanmMpoBaHMS onepauumn
3NEeKTPOHHOM NOAMNUCKM MOSb30BaTeNsMM U MCNONb30BaHMK 3HavyeHnsa OFF paHHoro napametpa
MAKM cnocobeH obpabaTtbiBaTth A0 3000 3anpocoB Ha 2l B cekyHay. Ho npu 3TOM Heobxoanmo
nozabotntbcs o 6ecnepeboitHoM anekTponuTaHum MAKM. B cnyuyae BHe3anHOro OTKJIHOYEHMS
MAKM gaHHble XypHana ayauta MoryT ObiTb pa3pyweHbl. Ecnv Takoe npowusowsno, 1o B LCD
meHto MAKM npeaycMoTpeH crieumanbHbIl peXnM BocCcTaHoBneHus B/l xypHana ayauta (Repair

Audit log), koTopbih goctyneH Tonbko Cynepnonb3oBartento MAKM.

O6vem B[l xypHana ayauTa orpaHuyeH wucnonbsdyemon dnsw-namateto MAKM. Kak
MUHUMYM, TMAKM nossonset xpaHutb o 1 6 paHHbIX XypHana ayauta, 4YTo Mo3BoNnseTr
HakKanMeaTb AaHHble, HanpuMep, 3anmcm o cobbiTusax dopMmmpoBaHms DI, B TeyeHue CyTOK,

ncxoas ns npoussoautenoHocTn NMAKM - 100 onepaunii Tuna SignHash B cekyHay.

B xypHana ayamta onTMMU3MpoBaHa Ha AobaBneHue HOBbIX 3anucen. MNMouck 3anucen,
npocmoTp B[ XypHana ayaumta C MCnofib3oBaHMeM web-uHTepdenca agMuUHUCTpaTopa MOXeT
6bITb 3aTpyAHeH M3-3a 6onbworo obvema BA. Mpwu 3TOM, HanpuMep, onepauust noucka B b,
6nokmpyet B[l Ha 3anucCb Ha BpeMsl, B Te4YeHWe KOTOPOro 3Ta onepaumst OCyLLeCTBNSeTcs, U
3acTaBnser npouecchl, nuwyuwune B B, oxupatb. TanMMayT BpeMeHU OXuAaHUSA npu
6noknposke B[] coctaBnseTr 1 MWH., NOCNe 4ero onepauum, KOTOPbIM He yAanocb A0XAATbCs
CBOeW ouvepeaun Ha 3anucb B B[l xypHana ayauTa, 3aBepllatoTcs C KoAOM owunbku. MosaTomy
peKkoMeHAYyeTCA NepuoaunyecKn BbIrpy)KaTb AaHHble >XypHana ayauTta, v ouyuwatb BA. OnA
obpaboTkn 6Honbwnx 06LEMOB AaHHbIX XypHana ayaAuTa peKOMeHAYeTCs MUCNosb30BaTbhb

NpPOMbILL/IEHHbIE CUCTEMbI YnpaBneHus 6asamum gaHHbix (CYBA).

XypHan ayamta MAKM MoXeT oumwatbCss aBTOMaTMyecku. s 3Toro B HaCTpoKkax
MAKM HY>XHO yCTaHOBWTb crieumasnbHbli diar, ykasaTb MakCMManbHO AOMYCTUMOE KOJIMYECTBO
3anmcenn B B[], nocne npeBblllEHNS KOTOPOro AOJ/HKHA 3anyCTUTbCA mnpoueaypa O4YUCTKKU, a
TaKXe WHTepBasa BpeMeHW, 4yepe3 KOTOPbI OCYLLeCTBASATb MPOBEPKY Ha MpeBblEHUE 3TOro
KonnyecTtBa. PekoMeHAayeTca WCNOMAb30BaTb CheayllMe JAaHHble Ans  pacdeta  3TUX

napamMeTpoB:

e MaKCMMasibHbin 06BbEM AaHHbIX, XXenaTesbHO He NpeBbiwaTtb 16;

e YCpeaHEeHHbIl pa3Mep 3anucu ~ 120 6anT.

Mpoueaypa ouncTku B xypHana ayauTa CBOAUTCA K yAaNeHWUIo 3anucen xypHana. Mpu
3TOM CHayana yJansgemble CTpaHulbl C 3anucaMU MNEepenncbiBalOTCA B XXYpHan TpaH3akuuu,
nocsie Yero yaansawTcs 3anuMcu, 1 Npu yCrnewHoM 3aBepLUeHUn YAANSEeTCs XypHan TpaH3aKuuu.

Mpwn 6onbwoM obbeMe AaHHbIX AaHHas npoueanypa MOXET 3aHMMaTb 3HAYUTENIbHOE BpPEMA U
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OOMONHUTENbHOE MEeCTO Ha (aWw-NnaMaTn NoA XypHan TpaH3akuum, b npu 3ToM 6nokupyeTtcs
Ha BpeMda UcnosaHeHuda onepauuun. No3TOMy NMpu OUYUCTKE UCMOJb3YETCH NOPLUMOHHOE yaaneHune
OAHHbIX XypHana. 3anucu yaanawTca 6onbwuMm nopumsamm B uumkne. Pasmep yaanseMmon
nopunn 3a OAUH 3arnpoc B UMK/E peryinpyetcd crneuuasnbHbIM rnapamMeTpoM, BblIHECEHHbLIM B
HacTponkn MAKM. He pekoMeHayeTCcs WCMofb30BaTb CAMWKOM 6onblioe M CAMIIKOM Manoe
3Ha4yeHuMe 3TOoro napamerpa. B ogHom cnydae B[] 6yaet 6n10kMpoBaTbCA Ha CAUWIKOM H6onblune
MPOMEXYTKN BpeEMeHU, B ApYyroM - O4YMUCTKA MOXeT He ycnesBaTb 3a HanosiHeHuvem B/.

PekoMeHayeMble 3HAYeHUS KonnyecTea 3anuceit B nopummn — ot 10 000 go 100 000 3anucei.

MepeyeHb cobbITniA, OTpaxaemblx B XypHane ayamta [MAKM, moxeT 6biTb HaACTpOEeH
ayamtopom TMAKM, kak ¢ LCD mnaHenum, Tak UM C wucCnosib3oBaHmeM web-nHTepderica
aaMmHuctpartopa MNMAKM. Mpu 3ToM BCe CO6bITMS pasnMyaloTCsa U MO CTaTyCy WX 3aBepLUeHus,
T.€. MOXHO YyKasaTb, 4TO HeKoTopoe cobbiTMe AO/MHKHO OTpaxkaTbCs B XXypHane TONbKO Mpwu

yCMeLwHOM 3aBepLllieHnm, uam HaobopoT, nnmn BoobLue He OTpaxaTbCs.

Bbirpy3aka [JaHHbIX >ypHana ayauta MoXeT 6biTb  OCyLlecTBleHa TONbKO C

ncnonb3oBaHneM web-nHTepdelrica aaAMMHUCTPUPOBAHMS.

Boirpyxaemble n3 [MAKM paHHble npeactaBngTcad B TekctoBoM dopmaTte. Kaxaas
CTpoKa npeactaBnsieT cobo oOTAeNbHYK 3anucb >XypHana. [lons 3anucu  paspenstoTtcs

cnmBonoM TAB (Tabynsaums). CTpoku pasgenatoTcs CMMBOMOM LF — nepeBos CTpoKM.
CTpyKTypa 3anucu coaepXuT cneayroLwme nonsg:

ID - BHYTpeHHWI (4NCNOBOMN) MAEHTUMUKATOP OTAENBbHOW 3anuCKU XypHana ayauTa,
YHUKaneH B npejenax CyweCcTBOBaHMA MNOpUMWU XypHana ayauta OT OAHOro MOMEHTa
BOCCTaHoBneHns B[] XypHana ayauTa OO Apyroro, T.e. npu O6bIYHOM OYMCTKE XXypHana
HyMepauusa 3anucer NpoaoSIXKAaEeTCs, a Mnocne BbIMNOSHEHWA OnepaunuM BOCCTaHoBneHus B

HauMHaEeTCa C eAMHULLbI.
HSMID - naeHtudunkaTop (cepuinHbin HoMmep) MAKM;
UserID - naeHtndukatop (Homep) nonb3oBaTtens B gaHHoM MAKM, aBTop cobbiTus;
EventTime - gata n Bpems cobbiTus;
EventStatus - craTtyc 3aBepweHus cobbitna (0 — ycnex, 1 — Heygaua);
EventType - Tun cobbitns;

StringData - [onosiHMTENbHbIE CTPOKOBbIE AaHHblE XXYpPHaIMpPyeMoro cobbiTus
(naoeHTudMKaTOp KOHTEMHepa/KAK4Ya Ha KOTOPOM Mpom3BoAauiacb Kpuntorpaduyeckas

onepauuns cobblTmsl, KONMYECTBO 3anM@poBaHHbIX/paclundpoBaHHbIX AaHHbIX, U T.M.);

BinaryData - pgononHuTenbHble [ABOMYHbIE [aHHble - pe3ynbTaT BblINOJAHEHUS
KpunTtorpaduyeckon onepaumn (3HadeHue D3I, 3HayeHue CHOPMMPOBAHHOIO OTKPLITOrO

Ko4a).
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MNone UserID - aBTOop cO6bITUA O06bIMHO COAEPXWUT BHYTpeHHUM Homep (UID)
3aperncrtpuposaHHoro nosib3oeatend [MAKM. B ToM cnydae, ecnum nonb3oBaTens eue He
yAanocb naeHtTudunumpoBaTb (CobbITUE HEyAAUYUHOIro NOAK/IKOYEHUS MONb30BaTeENs), TO 3anNncb B

XXypHan ayguTa nonagaet ¢ kogoM UserID = -2.

3anucb CobbITUN aBTOMaTUYECKMM MPOLECCOM OYUCTKWU XXypHana ayauTta, MpoLeccoM
HayanbHOM wWHuuManmusaumm [MAKM (korga ewe HEeT HM OAHOro 3apernmcTtpMpoBaHHOrO

nosib3oBaTens) oCyLWwecTBNsAeTCcs co 3HadeHmneM nons UserID = 0.

B uensax MuHMMM3auMu obbema naMaATW, 3aHMMaAeMOW >XypHanoM ayauTa, none
BinaryData 3anonHsieTcss TONbKO B COObITMSIX, CBSA3a@HHbIX C reHepauueln nonb30BaTeNs MU
KoOYeBbIX Map (3aHOCUTCA 3HauyeHue OTKPbITOro kw4a) u dopMmupoaHmem DI (3aHocuTCS

3Ha4yeHue ).

Mone StringData 3anonHsAeTcs TONbKO B CO6bITMAX (OPMUPOBaAHMS NOJSIb30BATENSAMMU
MAKM kntodeBbix nap (3aHocuTtcs uaeHTudunkatop HOpMUPYEMOro KJIKOUYEBOrO KOHTeKrHepa),
reHepaumu nonb3osaTtenamm 3l (3aHOCUTCA UMAEHTUMUKATOP WCMNOAb3YEMOr0 KJ/HOYEBOro
KOHTenHepa), wWuUdpoBaHMA W  paclM@poBaHUa  AaHHbIX  (3aHOCUTCA  KOMIMYECTBO
3awmndpoBaHHbIX/pacundpoBaHHbIX H6alT), cos3paHusa, yaaneHusa, moandukaumm nHdbopmaumm
0 nosib3oBaTesie (3aHOCUTCA NAEHTUMUKATOP NOMb30BaTeNA, AAHHbIE O KOTOPOM U3MEHSANUCH, B
Bnge <UID>.<GID>@<HSMID>).

Mone EventTime copoepXxuT gaty M BpeMs BO3HMKHOBEHUS COObITUS. 3HAYEeHME AAaHHOro
nons npeacrtaensietca B ¢dopmate CTpoku generalizedTime ¢ ToyHOCTbO A0 6 3HaKoB nocne
Touku, T.e. B popmate YYMMDDHHNNSS[. X[ X[X[X[X[X]11111Z.

4.9.2. Tunbl XypHanupyeMmbix cobbitnm NAKM

Tun cobblITUs MMeeT UMdpPOBOM U CUMBONBbHLIA Koa. PasnuuyaloT crieayolune Tunbl

Co6bITUI XypHana ayauTa:
EVENT_TYPE_UNDEFINED (-1) - TMn cobbiTus He onpeaeneH;

EVENT_TYPE_AUTH_ADMIN_LOCAL (1) - nonbiTKa nNoakaouyeHms no sokanbHomy (LCD)
MHTepdency agmmHuctpuposaHms [MAKM, ycnewHas wAuM HeycnewHass ayTteHTudukauus

nonb3oBaTend,

EVENT_TYPE_AUTH_USER_REMOTE (2) - nonbiTKa MNOAK/OUYEHUS MO YyAaneHHOMY
(kaHanel K un K2, web-uHTepdenc agmuHucTtpupoBaHusa) uHtepdency MAKM (Tonbko

HeycnewHas ayteHTudumkaums noab3oBartens);
EVENT_TYPE_CHANGE_HSM_STATE (3) - nameHeHune coctosaHusa NAKM;
EVENT_TYPE_ADD_USER (4) - pernctpaunsa HoBoro nosnb3osatens MNAKM;
EVENT_TYPE_MODIFY_USER (5) - nsmeHenne nHdopmaunm o nonbsosartene NMAKM;

EVENT_TYPE_DELETE_USER (6) - yaaneHue nHdopmMaumn o nonb3osatene MNAKM;
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EVENT_TYPE_CHANGE_USER_TOKEN (7) - N3MEeHeHne ayTeHTMdMKALNOHHOMN

nHdopmMaumnm nonb3osartens (reHepauns HOBOro cepTudukaTta);

EVENT_TYPE_CHANGE_USER_STATE (8) - 6noknpoBaHue/pasbnokmpoBaHue

nonb3sosatensa NMNAKM;
EVENT_TYPE_CLEAR_AUDIT_LOG (9) - ouncTKa XypHana ayauTa;
EVENT_TYPE_DOWNLOAD_AUDIT_LOG (10) - Bbirpy3Ka XypHana ayauTa;
EVENT_TYPE_CHANGE_SYSTEM_TIME (11) - naMmeHeHne cucteMHoro spemenm NMAKM;
EVENT_TYPE_CHANGE_HSM_OPTIONS (12) - nameHeHue HacTtpoek NMAKM;

EVENT_TYPE_CHANGE_NETWORK_SETTINGS (13) - wuW3MeHeHMe CeTeBbIX HaCTpoek
MAKM;

EVENT_TYPE_FW_ADD_SUBNET (14) - nobaBneHue KIAMEHTCKOW MOACETU B HACTPOMKM

MEXCETEBOIo 3KpaHa,

EVENT_TYPE_FW_DELETE_SUBNET (15) - yaaneHue KIMEHTCKOM NOACETU U3 HACTpoek

MEXCETEBOIo 3KpaHa,

EVENT_TYPE_FW_MODIFY_SUBNET (16) - naMmeHeHne agpecoB KMEHTCKOW MoACeTU B

HaCTpoMKax MeXceTeBOro 3KpaHa;
EVENT_TYPE_FW_RESTART (17) - nepe3anyck cepBuca MexceteBoro skpaHa lNMAKM;

EVENT_TYPE_CHANGE_HSM_KEY (18) - njlaHoBas CMeHa K/l4a noanmcnm wu

camonoanucaHHoro ceptudukata NAKM, knwoda wrugposaHmsa KitoveBbiX KOHTenHepos MAKM;

EVENT_TYPE_CHANGE_TLSSERVER_KEY (19) - niaHoBas cMeHa KJ4da U ceptudukaTta
TLS cepsepa lNMAKM;

EVENT_TYPE_CHANGE_USERENCRYPTION_KEY (20) - cMeHa knto4ya aktmBauum MAKM

(kno4va «3-n n3 5-Tn»);

EVENT_TYPE_LOAD_GAMMA (21) - 3arpys3ka K/4eBOro matepuana ynoJHOMOYEHHOM

opraHusauuu;
EVENT_TYPE_CRYPT_GENKEY (22) - reHepauus Kiouya Nosib30BaTENEM;
EVENT_TYPE_CRYPT_SIGNHASH (23) - dopMmupoBaHue 3l nonb3oBaTtenem MNAKM;
EVENT_TYPE_CRYPT_VERIFYSIGNATURE (24) - npoBepka 3 nonb3oBaTtenem MNAKM;
EVENT_TYPE_CRYPT_ENCRYPT (25) - wundposaHme 6510Kka AaHHbIX NO/b30BATENEM;
EVENT_TYPE_CRYPT_DECRYPT (26) - pacwudpoBaHue 6510Ka AaHHbIX MOJSIb30BaTE/NEM;

EVENT_TYPE_OVERFILLING_AUDIT_LOG (27) - nepenojsiHEHWE >XypHana ayauTa

(>KypHanupyeTcsa Co CTaTyCoOM - Heyzaua);
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EVENT_TYPE_REPAIR_AUDIT_LOG (28) — BocCTaHOBJ/IEHWNE XYypHana ayauTa;
EVENT_TYPE_DELETE_KEY (29) - ynaneHue knto4a nosb30oBaTesns nonb3oBaTenem;
EVENT_TYPE_CRYPT_EXPORT_KEY (30) — 3KCnopT 3aKpbITOro K/K4a;

EVENT_TYPE_CRYPT_IMPORT_KEY (31) - wvMMOOpT 3aKpbiTOro KJK4Ya B KOHTENHep
MNAKM;

EVENT_TYPE_CREATE_NEW_BACKUP (32) - co3aaHune pe3epBHON Konuu BHYTpu MAKM;
EVENT_TYPE_DELETE_BACKUP (33) - yaaneHue pesepBHOI Konun BHYTpu MAKM;

EVENT_TYPE_RESTORE_FROM_BACKUP (34) - BOCCTa@HOBJIEHME M3 PE3EPBHON KOMUMU
MNAKM;

EVENT_TYPE_DOWNLOAD_BACKUP (35) - Bbirpy3ka pe3epBHOI KONuU;
EVENT_TYPE_CHANGE_AUDIT_OPTIONS (36) — nameHeHune HacTpoek ayauTa;

EVENT_TYPE_MEMORY_ERROR (37) - owwnbkun koHTpons onepatunBHon (ECC) namsatwm
MNAKM.

EVENT_TYPE_UPLOAD_BACKUP (38) — Bbirpy3ka pe3epBHO KoNuu;

4.10. Pe3epBupoBaHune u BocctaHoBneHue NAKM

Ona obecnedyeHns HagexHoctn [MAKM  «Kpuntollpo HSM» unMeeT BO3MOXHOCTb

pe3epBUpPOBaHNS KAKOYEBOWN MHMOPMaLMK 1, Npn HeobXxoaMMOCTH, eé BOCCTaHOBIEHUS.

4.10.1. XonopgHoe pesepsupoBaHue NMNAKM

[aHHbIN peXxnMm TMnpuUMEHAETCA, B OCHOBHOM, AN14 COXpPaHEHWUA Ba)KHom, peako
N3MeHsLwencs KNto4eBom VIHCbOpMaLI,VIVI, HanpuMmep, KJto4a  ynoJIHOMOYEHHOIro  Jsinuda
yaoctoBepAowero LeHTpa, npeaHadHa4yeHHOro and noanmcu CepTMd)VIKaTOB OTKPbITbIX Knouen

(knto4ven nposepkn II1) nonb3oBaTenemn.

OCHOBHOI pexuM XOJSIOA4HOro pe3epBMpOBaHMS — BHYTPeHHMW. OH noapasymeBaeT
co3gaHue pesepBHOW konumu cocTtosiHmsa [MAKM, Bkawuasd Hactpoihku [MAKM um  Tekyuwee
COCTOSIHME BCEW KJ/IIOYEBOM CUCTEMbI, U coxpaHeHne eé BHyTpu [MAKM Ha oTaenbHoM,

creuranbHo nNpeaHasHa4YeHHOM A/ XpaHeHUs1 pe3epBHbIX Konuii, dnaw-aucke.

B cnyyae nopum knwouyeBor MHMOpMauMmM B OCHOBHOM pasgene ¢(ansioBoOn CUCTEMBbI
MAKM, eé MOXXHO monbITaTbCS BOCCTAHOBUTb M3 paHee CO34aHHOM pe3epBHOM konuu. B cnyudae
nopun nsw-gMcka C OCHOBHbIM pasgenoM MNMAKM Takon, 4YTO BOCCT@HOB/IEHME HA 3TOM AUCKEe
HEBO3MOXHO, TO/IbKO 3TOT (PA3LW-ANCK MOXHO 3aMeHUTb, NOC/e Yero 3aHOBO pa3BepHyTb [MAKM

N BOCCTAHOBUTbLCS C PE3EPBHOMN KOMUU.

Ecnn TpebyeTcs ewé 6osiee HaAeXHOe XpaHeHWe K4va YMOoSIHOMOYEHHOro Nuua,

HanpuMmep, B [APYroM TMOMELWEHUM WM Jaxe palioHe, WMMeeTCsl BO3MOXHOCTb BbIrPy3KU
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pe3sepBHON konuu n3 MAKM n TpaHCnopTUpOBKa eé B HYXHOe MeCTo AN XpaHeHusa. O6paTHyto
3arpy3ky B [AKM Takoro ¢arna pe3epBHOI KOMWM MOXET BbINMOAHUTL MPUBUNErMPOBAHHbIN
nosib3oBaTeslb, KOTOPOMY Ha3HayeHa posib AAMWHWUCTPATOpa pPE3EePBHON0 KOMUWPOBaHWUA, vepes
nHTepdeic yaaneHHoro paboyero mecta AaMuHuctpatopa NMAKM. Mpu 3toM AAMUHUCTPATOPOM
MAKM pomxeH 6bITb BbiCTaBsieH crneumanbHbili napametp NMAKM «Enable Upload» B 3HaueHue,
paspellatollee nNpovM3BOANTb TaKyk 3arpysky dainos. B uensx 6e3onacHoct B 06bIYHOM
pexnme pyHkunoHnposaHmsa NMAKM agaHHbIM napamMeTp A0MXeH 6biTb OTKAOYEeH. TakuM o6pa3oMm
MOXHO WM3roToBuTb pe3epBHbin MAKM n B ciyyae BbIxoga M3 CTPOSi OCHOBHOro, 6bICTpo

NepeKItUYNTLCS Ha Pe3epBHbIA.

3arpy3ka ¢aina pe3epBHOM KOMWM He O3HA4yaeT BOCCTaHoBJieHMe. [aHHasa onepauums
TO/IbKO COXpaHsieT ann C pe3epBHOW KoMMenm B COOTBETCTBYKOLWEM pasgene. [Ansa
BoccTaHoBsieHna NMAKM 13 gaHHOM pe3epBHOW KOMWU WUCMOJIb3YWTE COOTBETCTBYHOLMA PEXUM
LCD meHto MAKM.

PesepBHYyl0 KOMUKO cnegyeT genartb KaXabl pa3 Npu CMeHe KK4YeBOW WHopMauumn
MAKM.

Ona co3paHna pe3epBHOM KOMUW MpeaycMOTpeHa posib - «AAMUHUCTPATOP pe3epBHOro
KONMpoBaHMS». YTo6bl NONyunTh AOCTYN K ero yHKuMsaM, B cepTudukaTte K4a AocTyna K
MAKM npuBmMnernpoBaHHOro nosib30BaTesnsd AO/IKHO MPUCYTCTBOBATh CneumanbHoe paclimpeHme
(cm. n. 4.1).

Kpome TOro, 4to BCs kao4deBas nHbopmaums, xpaHswasaca B MNMAKM sawudposaHa B
KOHEYHOM MTOre Ha pasfeneHHOM Ha 5 vacten knode aktuBaumm MAKM, n MMEHHO B TakKOM
BMAE OHa nonagaet B dann C pe3epBHON Komnwuewn, noaydyaembln dann pes3epBHON KoMuu
NnoANMUCbIBaeTCss ANsi KOHTPOAs ULESIOCTHOCTM M Mocse 3Toro ewé pas wudpyercs Ha
YHUKanbHOM ANS AaHHOM Konuu Kntode, GopMMpyeMOM Ha CMapT-KapTe. Ha COOTBEeTCTBYHOWMMN
OTKPbITbIA K04 (pOopMMPYETCA CaMOMOAMNMCAHHbLIN cepTuduKaTt Ka4da, magaHHbli MAKM, n
TOXEe nmnoMewaeTca Ha KapTy. [laHHaa cmapT-kapta (OpMUMpYyeTcs B MOMEHT CO34aHus
pe3epBHON Konnu AAMMHUCTPATOPOM pPe3ePBHON0 KOMMPOBaHUSA M A0KHA XPaHUTbCSA TOSbKO Y

Hero.

Bbirpy3nTb daiin pe3epBHO KONUW U/WUAun 3anyCTuUTb Npoueaypy BocctaHoBneHus NMAKM
N3 pEe3epBHOM KOMMKU MOXET ToAbKOo AaMuHuctpatop MAKM, Ho 6e3 knwuya wudpoBaHus u
noanucm pesepBHOM konmu (CMapT-KapTbl), XpaHsawencs y AAMUHUCTpaTOpa Ppe3epBHOro
KOMMpOBaHMs, npoueaypa BOCCTAaHOBMEHUS HEBO3MOXHa. Takum ob6bpas3oM, 4Tobbl MpoBecTu
aTtaky C WCNOSb30BaHWEM pe3epBHOM KOMuMW, HeobxoauMM CroeBop, KakK MUHUMYMY [OBYX
NpUBMNErMpPoBaHHbIX Monb3oBaTenen kateropumn II (MMewWMX [AOCTYN B KOHTPOJIMPYEMYIO
30HY). Kpome ToOro, Bce nogobHble omnepaunm OTpaxarTcs B XypHane ayauta [1AKM,

AOCTYNHOM ANs 04UCTKM Tonbko Cynepnosnb3osaTtento NMAKM.
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Heob6xoanMo MOMHUTbL, YTO BOCCTAHOBJIEHNE C PE3EPBHOM KOMUKN HE MMEET CMbICna, ecnu
yTepsiHbl Uan HepaboTocnocobHbl, Kak MUMHMMYM, 3 M3 5 KapT C 3alUTHbIMU KKOYaMM Kto4da
akTuBaumm MAKM, gencTtBoBaBLUEr0O Ha MOMEHT CO3[aHUS pe3epBHOM KOMuU. TakuM obpasom,
rnocne KaXAoW YCMEeWHOW CMeHbl Kwda akTuBauum [MAKM, HeobxoamMmo nepeco3nathb

pe3epBHYI0 KOMUIO.

Ecnu B pesepBMpoBaHnM MHbOOPMaLUnM HET HEOH6XOANUMOCTUN, TO B PErflaMeHTE HE AO0JIKHO
6biTb MPEeAyCMOTPEHO pONM «AAMUHUCTpPATOpPa PE3epBHOr0 KOMMpoBaHusA». [ofib30BaTeNb C

TaKUMU NpuUBUNErMAMM NPoCTo HE AOJIKEH CO3AaBaTbCA.

4.10.2. Topsadyee pesepBupoBaHue NAKM

[aHHbIA peXuM pe3epBMPOBaHUS MOXET MPUMEHATLCS B CUCTEMAxX BbICOKOW CTEmneHu

AOCTYMHOCTU C 4acTO MeHsLWencs K4veson nHdopmaumnen nonb3osartenen NMAKM.

OH  Tpebyer  Hanunuus, KakK  MUHUMYM, OOHOro  AOMOJIHUTENBbHOro MAKM

«KpunTtollpo HSM» BKOUEHHOro B KaacTtep C OCHOBHbIM MMAKM.

Fopsyee pesepsuposaHue NMAKM «Kpuntollpo HSM» noapa3syMeBaeT rnepeHoC HOBbIX U
NM3MeHEHHbIX B OCHOBHOM MNAKM paHHbIX B pe3epBHbii [TAKM B oHnanH pexume. dakTuyecku,
n3MeHeHus otobpaxatTcs B pesepBHOM [NMAKM cpa3y nocne o6HOBNEHUS A@HHbIX B OCHOBHOM
MAKM.

3TO OTHOCUTCA KO BCeM AaHHbIM MAKM (MHdopmaumsa o nonb3oatensax MAKM, knawouu
nonb3oBartenen, cnyxebHble knoum MAKM, HacTporikm [AKM), 3a MUCKAOYEHMEM HACTPOEK
CeTeBbIX WHTepdEeNCcoB, HACTPOEK ropsyero pe3epBMPOBaHMUSA, K/OHa aKTUBALMW U KIOYEN

wundposaHuma NMAKM, xpaHunuwy ceptudmkaToB ciyxebHbix katoden MNMAKM.

Takmm o6pa3oM, MOXHO roBOpWUTb, YTO B MOMEHT OTKa3a B paboTe ocHosHoro MAKM,
pesepBHble MAKM 6yayT copepxaTb WHMOpMaUMIO MaKcMManbHO 6aM3Ky0 K wnHbopmaunm
ocHoBHoro NMAKM Ha MOMeHT OTKasa. [Jnsa BoccTtaHoBsieHMsa paboTbl cncteMbl HEO6XOAMMO NNLWb

nepektounTb «KameHTa HSM» Ha pe3epBHbIi MAKM.

MexaHu3M ropsyero pesepBMpOBaHMSA OCHOBbLIBAETCA Ha MexaHuM3Max pennmkaumm 6as
AaHHbIX. Tlpn 3ToM ocHoBHOM [1AKM «Kpuntollpo HSM» Ha3biBaeTca MASTER cepsepoM

pennunkaunmn, a NMNAKM-bl ropsyero pesepsa Ha3sbiBaroTca SLAVE cepeepamu.

SLAVE cepBepa oTcnexunBaroT cobbitnsa nameHeHusa gaHHbiXx Ha MASTER cepsepe n npu

nx obHapyxeHun «3abupatoT» n otobpaxatoT BCe namMeHeHus y cebs.

Mexay SLAVE n MASTER cepBepoM co3gaeTrca WndpOBaHHbIN KaHas, aHasornm4yHbIn
KaHany «K2», T.e. BCe pJAaHHble MnepepalnTcs npu nomowu npotokona TLS ¢ B3auMMHOM
ayTeHTUdMKaLMEN CTOPOH MpU MOMOLWM CepTUDUKATOB OTPbITbIX Ktovelh obMmeHa anroputma
FOCT P 34.10-2012 (IFOCT 34.10-2018).
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Ona opraHusaumm 3TOro0 KaHasna MWCNONb3YHTCHA 3aKpbiTble KAKUYUM WU CepTMCbMKaTbI
OTKPbITbIX Knwoyenn obmeHa TLS CEpPBEPOB, T.€. TE€ X€& CaMble, KOTOPblE MCNOJIb3YHOTCA ANA

opraHusaumnm KaHana «K2» npu B3amMogencremm ¢ knmeHtammn MAKM.

T.K. 3TM KIO4YM 3awndpoBaHbl Ha kw4vax wudposaHma MMAKM, koTopble B CBOO
oyepeab 3awmndpoBaHbl Ha Kawdye aktusauum [MAKM, TO MexaHM3M penaukaumm MoxeT
paboTtaTtb TONbKO nocne aktmBaumm MAKM (B pexumax ACTIVE wnm ADMIN_ONLY). Mpwu
NpaBWbHO HACTPOEHHONM penJuvkKauMm oHa aBTOMaATMYECKW 3anycKaeTcs Npu BXo4e B OAWH U3

3TUX PEXWUMOB M OCTaHaBnmBaeTcsa npu nepesoge NAKM B HeakTuBHoe (INACTIVE) cocTosiHue.

M3HayanbHO Mexay AByMs pa3sHbiMu [MAKM HeT HuKakoro pnosepusi, ceptudukaThbl
Knoven TLS cepBepoB HeU3BECTHbI APYr, T.K. M34aHbl pa3inyHbiMKU (KaxAablil cBouM) MNAKM-
aMM, 4YTO He MNO3BONSET YCTAaHOBUTb [AOBEPEHHbIN KaHan Mexay HuMK, Jaxe Ans
CUHXPOHU3AUMKM  AdaHHbIX. [loaTOMy ana ToOro, u4Ttobbl pasBepHyTb CepBep rops4ero
pe3epBMpoOBaHNS ero HeobxoamMo kiioHmpoBaTb C MASTER cepBepa [MAKM, wucnonb3ys

MexXaHMU3M XosiogHoro pesepsmpoBaHus NAKM, onucaHHbIM B npeablaylien rnase.

Cpasy nocne co3gaHus pesepBHo konunm MASTER cepBepa, cneayet ob6bsBUTb €ro
(HacTpouTb) MASTER cepBepoM, co3gaTb npasuna daepsona, paspeliaroline nogkardeHne K
HeMmy SLAVE cepBepoB u4epe3 nopT penaukaumm (1504) c 3agaHHbIX ip agpecoB u,
nepectapToBaB CeTEBble CEPBUCHI, BKIOUUTL B paboTy (nepesectn B coctosiHue ACTIVE).

YaaneHHble Nofb30BaTeNn yXXe MOryT HaunHaTb LWTaTHYHO pa60Ty.

Ha SLAVE cepBepax HeobxoAMMO MpPOM3BECTU MHMLManNM3auuto 06blYHbIM Criocobom.
BpeMeHHO HacTpouTb MX TakmMm o0b6pasom, 4Tobbl 6bl1a BO3SMOXHOCTb MOAKAKOYUTLCA K HUM MO
Web wuHTepdelicy, AONOAHUTENBbHO pa3pelinB 3arpy3ky @anioB pe3epBHbIX KOMUIM B HUX.
[Janee Heob6xoanMo BbIrpy3nTb ann pesepBHOM konum 3 MASTER cepsepa v 3arpysunTb €ro B
SLAVE cepsepa, BocctaHoBUTb SLAVE cepBepa wn3 gaHHOM pe3epBHOW konuu. B pesynbraTte
noayumMm knoHbl MASTER cepBepa Ha MOMEHT CO34aHWsl ero pe3epBHOM KOMUW, BKJKO4as
pasaesieHHbln K4 akTueauum MASTER cepBepa, KAOYEBYH CUCTEMY MPUBUAETMPOBAHHbBIX U
06bIYHbIX MOSib30BaTesieN, CeTeBble HACTPOMKM N HACTPOMKK 6paHaMayspa. JaHHble HAaCTPOWKM
Ha SLAVE cepBepax HeobxoamMo namMeHnTb (Kak MMHMMYM IP agpeca ceteBbix mHTepdencos),
nocsie 4yero BbINOJIHUTL MpoUeAypYy MepereHepaunm knwda m ceptudukarta cepsepa (TLS). B
HacTpolKax penavkaumm Heobxoammo ykasatb Tun cepBepa (SLAVE), yHuKanbHbI HOMep

SLAVE cepBepa (o1 1 go 9), IP agpec MASTER cepsepa.

Ecnn BCé caoenaHo npaBuibHO, TO nocne aktuBaumm SLAVE cepBepoB BCe M3MeHeHUS
AaHHbIX, npousoweawne Ha MASTER cepBepe ¢ MOMeHTa co34aHUs Ha HEM pe3epBHOMN KOMuM,
NCNONb30BaBLUENCS ANS K/IOHMPOBaHUS, oTobpassaTtcs Ha SLAVE cepepax, a wHdopMmauus o
COCTOSIHMW pennukaummn, otobpaxaemas B Web unHtepdeiice, He byaeT coaepxaTb AaHHbIX O

BO3HUKLUEN oLunbKe.



XTAN.00096-02 90 01. KpunTollpo HSM. NHCTpyKUMS MO MCNOMb30BaHUIO 60

He cnepyet 6e3 HapobHoCTM ncnonb3oBaTb SLAVE cepsepa HSM ang wratHOM paboThl €
HUMU KINMeHToB HSM. N3MeHeHns pennunpyroTcsa ToNbKO B OA4HY CTOpOHY - ¢ MASTER cepsepa
Ha SLAVE cepsepa. Be30TBeTCTBEHHOE MNOCTOAHHOE nepekstoyvyeHne kmnmeHtoB ¢ MASTER Ha
SLAVE n obpaTHO, B KOHEYHOM WTOre MOXEeT NMpMBECTU K noTepe AaHHbiX. SLAVE cepsepa

AOJ1XXHbl MCMOJIb30BaTbCA TOJIbKO B Ka4YeECTBE ropAa4ero pe3sepsa.

B cnyuyae Heobxoammoctn SLAVE cepBepa MOXHO OCTaHaBAMBaTb, A€aKTUBWPOBATb,
neperpyxaTtb. MIX MOXHO MCNonb30BaTb 4719 Nepunoanmyeckoro cosgaHms obpasos HSM B Buae
06blYHbIX pe3epBHbIX KOMuin. ToNbKO HEO6XOAMMO MOMHUTb, UYTO AaHHblE pe3epBHble KOMumu
6yayT cogepxaTb MHpopMauuto n o Tune cepeepa (SLAVE) v COOTBETCTBYHOLLIMX HACTpPOMKax, u
rnocne BoccrtaHoBneHms MNMAKM m3 Takol Konmu, BO3MOXHO NMpUAETCS AaHHble HACTPOWKK Cpasy

N3MEHUTD.

Mocne aktuBaumu SLAVE cepBepoB nocsie NpocTos BCE U3MEHEeHUs, npou3olelune Ha
MASTER cepBepe <c MoOMeHTa ocTaHoBkum SLAVE cepBepa, aBToMatudeckum 6yayTt

pennuMpoBaHbl.

ObbeM HakanaueaeMbiX M3MeHeHurt Ha MASTER cepBepe oOrpaHuyeH, MNO3TOMY He
cnepyet ocTtaHaBnuBaTb Hagonro SLAVE cepeepa. Ytobbl He 3abuBaTb AMCKOBYIO MNaMsATb,
dannbl C HAaKOMMEeHHbIMKU U3MeHeHnaMn Ha MASTER cepBepe aBTOMaTM4yecku ByayT yaanaTbcs

yepes 3 CYTOK Mocsie ux potaumm (CMeHbl Ha HOBbIN (a1 U3MEHEHUN).

N3MeHeHUs, CBSI3aHHble CO CMEHOM K/4a akTuBaumu, knwoda noanucu MAKM, He
pennumumpytotcs. [loaToMy nocne npoBeAeHMs AaHHbIX rnpoueayp HeobxoaMMo 3aHOBO

nepecobpaTtb penamkKauuio.

KonnuectBo mcnosnb3yembix SLAVE cepBepoB aukTyeTcs TpeboBaHMSAMU K HaAEXHOCTU
cucTtembl M 6LOAXKETOM 3KCNyaTUpylLWwen opraHmsaunm. B obuem cnydae AOCTAaTOYHO OAHOrMO
cepBepa ropsidero pesepsa. Heobxogmmo mMmeTb B BuAy, 4UTO OTKas obopyaoBaHMS MOXeET
HacTynutb N Ha SLAVE cepBepe. N ecnu ncnonesyetcsa Tonbko oanH SLAVE cepBep, Ans seoaa
HOBOro cepBepa rops4yero pesepsa NpuaeTcsa 3aHOBO nepecobpaTb pennmkaumto (ecnm npowno

6onee 3 cyToKk C MOMeHTa co3aaHus pesepBHoOM konum Ha MASTER cepsepe).

B cnydyae cbos Ha MASTER cepBepe (Hanpumep, OTKJOYEHUSA NuTaHusa), ero 6asa
OAHHbIX MOXET 0Ka3aTbCsa B pa3pyLEeHHOM cocTosiHuu. MNMporpammHoe obecneueHue MNMAKM b6ypert
NblTaTbCA OCYLLECTBMTb MaKCMMasibHO BO3MOXHOE BOCCTAHOBNEHWE J[aHHbIX. Ho MoxeT
OKasaTbCs Tak, YTO 4YacTb AaHHbIX byaeT notepsHa. B TakoMm cnyyae 3TO MOXET CTaTb NOBOAOM
Ans nepekntodeHns pabotbl knmeHToB HSM Ha oaunH mn3 pesepBHbiX (SLAVE) cepBepoB, paBHO

Kak 1 oTkas obopyaosaHua MASTER cepsepa.

Cpasy nocne TaKoro rnepeksyeHus ciegyeT OCTaHOBWUTb penaukauuto Ha SLAVE
cepBepe W u3MeHWUTb ero Tun, caenas MASTER cepBepoM. bBbICTpoe nepeknyeHne Ha
pe3epBHbIN cepBep AaeT BO3MOXHOCTb MPOAO/IKUTL WTaTHY paboty knuenTam MAKM. Ecnu

ncnonb3oBanocb 6onee oaHoro SLAVE cepBepa, TO OCTaBLIMECS CeEpBEpa MOXHO OCTaHOBUTb.
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OHW cTaHOBATCHA Mano yHKUMOHaNbHbIMKM. Heobxoanmo 3annaHnpoBaTb paboTbl MO HACTpoliKe
HOBOW CUCTEMbl ropsiyero pesepBupoBaHuMsa. [ns 3Ttoro noTpebyeTrcs KpaTKOBpPEMEHHas
ocTaHoBka paboTtbl knmeHToB MMAKM ana cosgaHuma Ha HoBoM MASTER cepBepe pe3epBHOM

KOMnn, KoTopas 6y,u,eT MCroNb30BaTbCa ANA KITOHUMPOBaHMSA HOBbIX SLAVE cepBepoB.

B HacTtoswmii momeHT [AKM He noaaepXxuBaeT aBTOMaTtu4yeckoe mnepekstoveHmne ¢
OCHOBHOIro cesepa Ha pe3epBHbin. C MAKM Kpuntollpo HSM MoxeT paboTaTb HeCKOsIbKO
YCTPOMCTB AocTyna (cepBepoB, pabounx CTaHUWM Nosb30BaTesnei), KOTopble HUYEero He 3HatoT
apyr o gpyre. OTtkas kakoMmy-nmbo ycrtponctsy B goctyne kK [MAKM, He o3HauvaeT, uto MAKM
HedyHKUMOHANEH N JaHHOMY YCTPOMCTBY CNneayeT nepeknovaTbcs Ha pe3epBHbin NMAKM. NMAKM
MOXeT 6bITb MPOCTO MeperpyXxeH B AaHHbI MOMEHT (MpeBbllWeHne Kon4yecTBa COeAUHEHUN U

T.M.) n abcontoTHoe 60/bLWNMHCTBO MOJSIb30BaTE/IEN YCMEWHO paboTaoT C HUM B AAHHbLIA MOMEHT.

YTtobbl m3bexxaTb NOTEPM  OaHHbIX, [Mepek/ioyeHne Ha  pe3epBHbin  [MAKM
«Kpuntollpo HSM» [0/KHO OCYLLECTBASATbLCA CUHXPOHHO ANns BCeX KAMeHToB (YyCTPOMCTB

aoctyna) MNMAKM.
Pa6oTtocnocobHocTb NMAKM posxHa oTcnexusatbcsd AgMUHUCTpaTopoM MAKM.

Onsa ceteBoro coeamHeHus Mexay cobom MASTER wu SLAVE cepBepoB B uUensx
penankaumn cnefyeTt Mcnonb3oBaTb BblAENEHHbIE ceTeBble MHTepdelchl. Mpu HanM4YnM TONbKO
oaHoro SLAVE cepBepa pekoMeHAYETCHA NOAKA4YaTb cepBepa Hanpsamyto. [pn Hanuuum
Heckonbkmx SLAVE cepBepoB crieayeT MCMNONb30BaTb BblAENIEHHbIA ONTUYECKUMA KOMMYTaTop,

ncnosib3y4a npun 3Tom BblAE/IEHHbIA CEFMEHT CETW.

Hactponkn pennukaumm (IP agpec MASTER cepBepa, Tunbl M HOMeEpa CEPBEpPOB
pennvkKaumn, a TakXe HACTpPoMku 6paHaMayapa, CBs3aHHble C pensukKaumen) BbINOAHSTCH
NPpUBUIErMPOBaHHbIM MoJsib30BaTesnieM C npaBaMu  AamumHucTpatopa [MAKM. Pennukauuio
HEBO3MOXHO co3aaTb 6e3 npeaBapuTenbHOM  npoueaypbl  kKnoHuposaHums [MAKM, a
COOTBETCTBEHHO 6e3 yyacTtus NMPUBUJIErMPOBAHHOIO rnosib3oBaTtens C rnpasammu

«AOMUHUCTpaTOpa pe3epBHOro konuposaHus NMAKM»,
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5. OCHOBHbIE TEXHUYECKWE AAHHBIE N
XAPAKTEPUCTUKU NAKM

MAKM — nporpaMMHO—annapaTHbli  Kpuntorpaduyeckmini  Moaynb,  BHELWHWUN
MPOrpaMMHbLIN ~ MHTEpPdENC KOTOPOro COOTBETCTBYET Kpuntorpadumyeckomy uHtepdency

«Kpuntolpo CSP» Bepcusa 4.0/5.0.

MAKM npeacraBnser cobom cpeactBo Kpuntorpadumyeckonm 3awuTtbl MHPOpMaumuy,
yaosnetsopstowee knaccy KB/KB2 (Komnnektauma 1 UcnonHeHune 1) nnm KC3 (KomnnekTaums
1 WNcnonHeHus 2-5) (npu BbiNoNHeHWW TpeboBaHWW 3KCNyaTauMOHHOM AOKYMEHTauuum Ha
MAKM).

Cpeactsamu T[MAKM «Kpuntollpo HSM» He pgonyckaeTca 3awumwate uHboOpMaumio,

COCTaBSIOLLY0 FOCYAapCTBEHHYO TalHy.

MAKM obecneunBaeT ogHoBpeMeHHoe obcnyxuBaHue o 100 ycTponcTs poctyna C

BO3MOXHOCTbIO popMmpoBaHmsa 4o 3000 nognmncen Xaw-3HaAaYEHU B CEKYHAY.

MAKM «Kpuntolpo HSM» obecneunBaeT xpaHeHune o 500000 knOYEBbLIX KOHTEMHEPOB

nosib3oBaTenemn.

5.1. OnepaunoHHble CUCTEMDI

MporpammHbie cpeactBa MAKM «Kpuntollpo HSM» dyHKUMOHMPYIOT Ha 6a3ze OC AnbT

Ninnykc CNT 7.0 c 3awmTon aapa OC cpeactBamm naketa GRSecurity.

OC AnbT NlnHykc CNT 7.0 ceptudunumpoBaHa denepanbHOn cnyxb6o0m No TEXHUYECKOMY U
aKcnopTHOMY KoOHTpoat (PCTIK Poccumn). Knaccnmdukaums nNo ypOBHIO KOHTPOAS OTCYTCTBUS
HeAeKNapupoBaHHbIX BO3MOXHOCTEM - 4  ypoBeHb. [lokasaTtenu 3aWMLEHHOCTU OT

HEeCaHKLUMOHMPOBAHHOIO AOCTyNa K MHdopMaumm - no 5 Kraccy 3almnLLEHHOCTU.

MAKM  npegHa3sHayeH Ans  WUCMOMb30OBaHMSE C  CEPBEPHbIMW  MPUTOXKEHUSMMNU,
MPUIOXEHNSMKU Monb3oBaTenem Ha 6ase onepaumoHHbiXx cucteMm Unix/Linux mn Windows,
BKNOYas 64-paspsigHble UX WUCNOAHEeHUs (CAMCOK OmnepauMoHHbIX CUCTEM MpuBeAeH B
AokymeHTe «XXTSM.00096-02 30 01. Kpuntollpo HSM. ®opmynsp»).
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5.2. OyHKUMOHaNbHblE cxeMbl nNpuMmeHeHuns NMNAKM

Cepsep NAKM «Kpunrolpo HSM»
«Kpuntollpo HSM Client» NnocCspP
nno Mno «Kpwuntolpo HSM»
K,K2 J

et

Ethernet | (g = —="—~- Ethernet

CunTtbiBaTENDb CunTtbiBaTENDb

5

el o
‘I::: :
w

CMapT-KapTa

PucyHok 8. ®yHKLMOHaNbHaA cxeMma npuMeHeHusi MAKM

«Kpuntolpo HSM>» c cepBepoM NpPUJIOXKEHUM.

B cepBepe ncnonb3yoTcs NporpaMMHO-annapaTHble cpeacTBa:
e [32BM c ycrtaHoBneHHol OC;

e (CSP - peanusyeT uHTepdenc kpuntorpadmyeckmx yHKUMI AN B3aMMOAENCTBUS
NAKM «Kpuntolpo HSM» ¢ cepBepoM B 4Yactn obecnedeHns KOHTPOJS LEeNOCTHOCTH
OaHHbIX 0bMeHa Mexay HuMM, WwndpoBaHUsa MHdopMauum B KaHane K, obecnedeHuns

NMpoOTOKOJIa CETEBOM ayTeHTUdUKaunm;

e [IMNO - npuknagHoe nporpaMMHoe obecneyeHne cepBepa, B3anmMoAeNcTBytowee C

MO «Kpuntollpo HSM», a TakXe C 31eKTPOHHbIM 3aMKOM U CUYMUTbIBATENIEM KapT;
e 33 — 3/1E€KTPOHHbIN 3aMOK;
e  Knwoum anekTpoHHOro 3aMKka;

e CuuTbiBaTeNnb CMapT-KapT;
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CMapT-KaprI — KnkKo4yeBblE HOCUTENN,

JIBC - wuHTepdenc pns B3anMOAENCTBMS MO JIOKAJbHOM CeTU C BHELWHUMU

aboHeHTaMu nonb3oBaTensmm dyHkumm CK3U;

K - nokanbHblii 3awwmueHHbin kaHan (J13K). WUcnonb3yetca ana cepBepoB C

ycTaHoBneHHon OC cemelictBa Unix/Linux;

K2 - nokanbHbll 3awWuuieHHblt KaHan, 6asupylowunncs Ha npotokone TLS.

Ncnonb3yeTcsa ana cepeepos € ycTaHoBneHHo OC cemenctea Windows.

B NMAKM «Kpuntollpo HSM» ncrnonb3yroTcsd NnporpaMMHoO-annapaTHble cpeacTBa:

M3BM c ycraHosneHHom OC ALT Linux Server 4.0 1 TpeMsi ONMTUYECKMMU CETEBLIMW MaTaMu;
CSP - kpuntonposangep tmna "Kpuntollpo CSP";

NMMNoO  «Kpuntollpo HSM» - npuknagHoe nporpamMMHoe obecneyenne T1K
«Kpuntollpo HSM» ana B3anMOAENCTBUMSA C CepBEpPOM, a Takxe paboTtel C

3NEKTPOHHbIM 3aMKOM U CUYMTbIBATENEM KapT;
33 — 2/71eKTPOHHbIN 3aMOK;

Knoun aneKTpoHHOro 3aMka;

CunTbiBaTENb CMApPT-KapT;

CMapT-KaprI — KJ1o4yeBble HOCUTENN.

B3saumopenctemne mexay [MAKM «Kpuntollpo HSM» n cepBepoM o0CyLLeCcTBASeTCsS Mo

crneuvanbHO BbIAENEHHOMY JIOKaNbHOMY 3allMleHHOMY KaHany «K» (J1I3K, peanusyeTtcs

oTAeNnbHbIM cerMeHTOM Ethernet).

Cybbektammn, obecneumBawowmmm dyHkumoHunposaHue [MAKM  «Kpuntollpo HSM»,

ABNAKOTCA:

e Biageney knwya M, xpaHdwerocs B NMAKM (HanpuMep, yNO/JIHOMOYEHHOE NNL0
yu);

e npuBuaermpoBaHHbie nonb3osatenu MNMAKM «Kpuntollpo HSM» (agMuHucTpaTop
MAKM, ayautop NAKM, agMMHMUCTpaTOp pe3epBHOro KonmposaHus NMAKM);

e pynna p[oBepeHHbIX vy (Ans obecrneyeHUss XpaHeHUs W BBoAa KJK4a
aKTUBaLMW B pasfefieHHOM BUAE);

e aamuHucTtpaTtop MO cepsepa;

aAMUHNCTpAToOp 6e3onacHocTn cepBepa.

MpumepHas cxema nogkntodeHus NMAKM k cepeepy nsobpaxkeHa HUXe.
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PucyHok 9. Cxema noaknroueHusn NAKM k cepBepy

Jonyckaetcsa mucnonb3oBaTb NAKM kak rpynnosoe CK3U, obcnyxuBatowee HECKObKO
cepBepoB. [pn 3TOM KaxAbli cepBep AO/DKEH MMeTb OTAE/bHbI CUYMTbIBaTENb CMapT-KapT,
NCNOSb3YEMbIN ANs KapT KaHana «K». Tak Kak BBOA PpPin-KOAOB MNpW aKTuUBauuu Kouyen
npomssoantcss ¢ LCD naHenn [MAKM, co cTopoHbl 06cCnyXmBalowero nepcoHana AOJXKeEH
obecneunBaTbCA KOHTPO/b 3@ aKTMBaLMEN KIOUYEN NMPUNoxXeHnsMn cepeepoB (U4Tobbl He 6bi1o
OBYCMbIC/IEHHbIX CUTyauMih — pin-Koh Kakoro MMeHHO kto4a (Kakoro npunoxeHus/cepsepa)

3anpawwunBaeTtca Ha LCD naHenu B AaHHbIA MOMEHT).

Takoe noaxknyeHne cepBepoB ocyLlecTBnseTcs yepes MapLpyTusaTop.
MapwpyTtmnsatop ¢ [TIAKM coeauHsieTca CTporo onTuyeckuMm kabenem, cepsepa C
MapLpyTU3aTOPOM COEAUHSAIOTCA NNB60 onTuyeckuMmn kabensmu, nnbo obblYHOWM BUTOM Mapown.
Onsa nepexoga C BMTON nMapbl Ha ONTUKY MOXeT ObiTb WCMOAb30BaH COOTBETCTBYHOLUNMA

KOHBEpTOP.

MpuMepHas cxeMa MOAK/IIYEHNA HECKONbkuX cepBepoB k [MAKM wu3obpaxeHa Ha

PucyHok 10.
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PucyHok 10. Cxema noagkniodeHusi MAKM k HeCKO/IbKUM cepBepaM

Mpn wucnonb3oBaHunm [MAKM B KaudecTBe pasgenseMoro kKopropaTtmeHoro CK3U
nonb3oBartenen cetu, NMAKM BkntoyaeTcsa B nobo cerMeHT NoKanbHOM ceTu. Paboume ctaHumu
nonb3oBaTtenen BlammoaencteytoT ¢ NMAKM no kaHany «K2» 1 MOryT HaxogmMTbCsl Kak B TOM Xe,

TakK N B APYrnx CErMeHTax CeTU.

OaHOBpeMEHHO C pabouMMu CTaHuusMM 0OblYHbIX Mosib3oBaTenen, kaneHtamu [MAKM
MOryT 6bITb M cepBepa MNpuioxeHun, Blanmogencreyrowmx ¢ NMAKM no kaHany K, a Takxe
paboyas cTaHuus, npegHasHayeHHas ANsa yaaneHHoro agMmHuctTpuposaHus TMAKM (ponxHa

NOAKNYATLCA Ha OTAeNbHbINM ceTeBon UHTepdelic NMAKM npu ero Hanuuumn).
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PucyHok 11. Cxema nogknoueHus paboumnx ctTaHUM nonb3oBaTenem
k MAKM

AamunHuctpaTtop MNAKM wuMeeT BO3MOXHOCTb OnucaTb MpasBuia BCTpoeHHoro B [1AKM
MeXCeTeBOro akpaHa. lpu 3ToM Hapo MMeTb BBMAY, YTO paboune CTaHuMKM Nosb3oBaTesnen u
cepBepa npunoxeHun obpawatotca Kk MAKM no kaHany «K2» ¢ uMcnonb3oBaHWeM nopta C
HoMepoM 1501; cepBepa c yctaHoBneHHbiMM OC cemenctBa Unix/Linux, obpawatowmecs K
MAKM no kaHany <«K», wucnonb3ywT nopT ¢ HoMmepoMm 1502, a T1O ypaneHHoro
aaMuHucTpupoBaHusa [MAKM wucnonb3yet nopTt 443 pana B3aumogencrteua ¢ MAKM. Ansa
yBeNM4YeHUs Npou3BOAUTENBHOCTU CEPBEPHbLIX NPpUAOXeHUn, 6asunpytowmxca Ha OC cemencTea
Windows, wnMeeTca BO3MOXHOCTb OpraHusoBaTb HewudpoBaHHbIn KaHan K2 (K2s) npwu

cobnogeHun TpeboBaHMM NoO 6e30MacHOCTU, BK/IOYAKOLWKMX OpraHM3auuMoOHHbIE Mepbl MO
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pa3meweHnio NMAKM n cepsepa B 0AHOM cepBepHon cTorke. Mpu atom B NMAKM ucnonb3syetcs

oTAEeNbHbIN MOPT ANA BXOAALWMNX coeanHeHnii 1503,

Ona Kaxaoro KaHana MOXHO ykasaTb KakK KOHKpeTHble IP aapeca, Tak v noaceTtu, C

KOTOpbIX pa3spelleHo obpauwleHne Kk NMAKM Ha yKasaHHbIA NopT.

5.3. YcnoBusa npumMeHeHus

OyHKUuMm kpuntorpadunueckon 3awutbl NMAKM «Kpuntollpo HSM» obecneunBaloT 3aWwmTy
K/Il0YEBOM MHMOPMaLMK OT yrpo3bl YTeHUS No Nob6oyHbIM KaHanam (MAMWH v JN). Ons 3T0ro B

KpunTtorpaduyeckon cucrteme NMAKM «Kpuntolpo HSM» peann3oBaH KOMMeKC Mep No 3awmTe:

e MaACKMpOBaHMWe K/oveBon nHdbopmMaunu;

e WNdpoBaHMe XpaHAWMXCA Ha aucke [TAKM  K/HO4YEBbIX  KOHTEMHEpOoB
nosnb3oBaTenen;

e OrpaHM4YeHue BO3MOXXHOCTU UCMNOSIb30BaHUSA KIHOYEN;

e MEXAaHWM3M MPOU3BOAHbIX KSto4en.

Mpn npuMmeHeHun TMAKM «Kpuntollpo HSM» HeobxoAMMO BbINONHATL TpeboBaHus
AokyMeHTa  «XKTHAW.00096-02 91 01. Kpuntollpo  HSM.  PykoBoACTBO  agMUHUCTpaTtopa

6e3onacHocTu>».



XTAN.00096-02 90 01. KpunTollpo HSM. NHCTpyKUMS MO MCNOMb30BaHUIO 69

6. BEAEHWE >XXYPHAJIOB

AaomuHucTpaTtop 6e3sonacHoctn Cepsepos 1 NMAKM «Kpuntollpo HSM» BegeT cneaytowue

XypHanbl:

e «XypHan pernmcrpauum aAMMHUCTPATOPOB 6€30MacHOCTM U Mosib30BaTeNen»;

e «XypHan nosnb3oBaTens ceTu.

B «XypHane peructpauum aaMMHUCTPATOpoB 6e30mMacHOCTM W Nosib30BaTenen»
dukcupytotca dakTbl perncrtpaumn agmmHuctpatopos Cepsepos, NMAKM «Kpuntollpo HSM»,
aAMUHUCTpaToOpoB 6e30MacHOCTM OpraHuM3aunm, nonb3oBaTener cucTembl. [ns 3Toro MoxeTt
MCMNOMb30BaTbCs  XypHan nonb3oBatenen [MAKM, gocTtynHbin  4yepe3 web-uHtepdeinc

agMuHuctpaTtopa MNAKM.

B «XypHan nonb3oBaTens ceTtu» 3anucbiBatloTcad daKTbl WU3roTOBAEHUS M NJAHOBOM
CMeHbl Kto4en, dakTbl KOMNpOMEeTauun KI4YeBbiX [AOKYMEHTOB, HelwTaTHbie CuTyauuu,
npoucxogswme B cetm n Ha [MAKM «Kpuntollpo HSM», npoBegeHue pernameHTHbIX pabor,
AAHHbIE O MNOJIyYeHHbIX Y aAMWHUCTpaTopa 6e30MacHOCTM KIKYEBbIX HOCUTENAX, HewTaTHbIX

cuTyaumsx, npomsowenwmnx Ha APM c yctaHosneHHbIM MO CK3U.

B «XypHane nonb3oBaTens ceTu» MOXET OTpaxaTbCs cneaytowas nHhopmaumns:

e JaTa, BpeMms;

e 3aMMCb O KOMMPOMETaALUMN KNO4a;

e 3anmcb 06 W3roTOBAEHUM JNYHOIMO KJIKOYEBOro HOCUTens Mosib30oBaTens,
MAeHTUPUKaToOp HoCUTENS ;

e 3anucb 06 M3roTOBNEHWW KOMWI JIMYHOIO KJIKOUEBOrO0 HOCUTENS MOJib30BaTens,
naeHTUdunKaTop HoCcuTens;

e 3anucb 06 W3roToB/MIEHMW pPE3epBHOr0 KJKYEBOro HOCUTeNs MnoJsib3oBaTens,
naeHTudunKaTop HocuTens

e 3aMnCb O TnMOJlydeHMM cepTuduKaTa KYa nposBepkn 3l1, MONAHLIA HOMep
K/1I04EeBOro HOCUTENS, COOTBETCTBYHOLWMA cepTndUnKaTy;

e 3anucu, oOTpaxawlwmue Bbldadyy Ha PpPyKuM nonb3oBatenssM (OTBETCTBEHHbIM
WUCNONMHUTENAM) U CAQ4Yy MMM Ha XPaHEHME JIMYHbIX KJIIYEBbIX HOCUTENEN,
BKJ/1lOYAs pe3epBHble K/K0YEBblE HOCUTENN;

e COb6bITUA, MPOMCXOAMBLUME HA CepBepe C yCcTaHoBNeHHbIM M0 CK3W, c ykasaHuem

NPUYMH N NPEANPUHATLIX AENCTBUNA.

NMpumMmeuaHmne. MNpumMepHble rpadbl XypHanoB NMpPuMBEAEHbI B MPUNIOXKEHUSX 2, 3 AOKYMEHTa

«XKTHAN.00096-02 91 01. KpunTtollpo HSM. PykoBoaCcTBO agMUHUCTpaTOpa 6e30nacHOCTU>.

B aBTOMaTmM3ampoBaHHOM Buae B NMNAKM Begetca 3 xypHana:

1. XXypHan ayguta NMAKM
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2. XypHan cobbitnin CK3U

3. XXypHan nonb3oatenen MNAKM

XypHan co6bitnin NMAKM «Kpuntollpo HSM» BepeTtcs cpeacTBaMu oOnepaunMOHHON
CUcTeMbl, noa ynpasneHneMm KoTopon dyHkumoHupyet MAKM. Cobbitna OC, noasepraemMble

ayauty B NAKM:

e CTapT/OCTaHOB ONEepauLUOHHOWN CUCTEMBI;

e CTapT/OCTaHOB CUCTEMHbIX CEPBUCOB;

e unaeHTUdukaumsa/aytTeHTUdMKaUnsa/aBToprsaumns nosb3oBaTenen B CUCTEME;
e MCNOMb30BaHue Kpuntorpaduryecknx MyHKUNIA;

e 3anycK NpoLeccos;

e MOHTMPOBaAHWE/AEMOHTUPOBAHUE;

e BbI30B CEPBMCOB MEXMNPOLLECCHOrO B3aMMOAENCTBUS;

e OTKa3 B CO3aaHNN AONMOJIHUTENbHbIX NMPpOLUECCOB.

JononHuTenbHO K wTaTHbIM cobbiTnam OC B xypHan cobbitun NMAKM «Kpuntolpo HSM»
3aHOCATCA AaHHble O COObLITUSAAX, FTEHEPUpPYEMbIX MNPUKNAAHbIM MNPOrpaMMHbIM obecrnevyeHnem
MAKM, peanusywowum Kpuntorpapumyeckme QyHKUMKU. AyauTy RoABepralwTcs cheaytouwme

dyHKuMn ynpasneHuns CK3M n kpuntorpaduyeckme onepaumm:

e reHepauus Kwuya;
e Onepauum Noanmcu/npoBepKn NoANUCH;

e onepauuun wndpoBaHus/pacwnmdpoBanHmns;
e Onepauum 3KcrnopTa/vMMnopTa Kwya;

e WN3MEHEHMNE CUCTEMHOIO BPEMEHMN.

XypHan ayaumta NAKM npegHa3sHayeH ANs OTpaXeHus U CoOXpaHeHus MHdopMaunm o
3Ha4YUMbIX COBbITUSX, TaK UK nHade MeHsrwmnx coctosaHme NMAKM n o cobbiTnax, cBa3aHHbIX C
BbinosiHeHMeM CK3W cBomx ueneBbiX GyHKUMN. XypHan ayauta BeAeTcss B XPOHOJIOMMYECKOM

nopaaKe BO3HUMKHOBEHUA CcobbITHIA.

Mpwv 3anN0AHEHUM NaMATU OTBEAEHHOM NOA AAHHbIE XypHana ayauTa 3Ta NaMaTb A0JKHA
6bITb  ounmweHa. OunmcTka KypHana ayauta npomssoauTca NMbo NO  pacrnopsixkeHuto
Cynepnonb3oBatensa [MAKM, nnbo no pacnopsxeHuto Ayautopa [MAKM ¢ noatBepXxaeHMeM

pencrtemsa AgMmmnHuctpatopoM MNAKM, nnbo aBTtomatnyeckmn (HacTtpamBaeTtcs Ayautopom MAKM).

XypHan nonb3oBatenen NMAKM coaepxuT nHdopMaunto 0 3aperncTpupoBaHHbIX B
MAKM nonb3oBaTensix, n LOMNOJHUTENbHYIO MHMOpMauutio o0 HUX (cepTudukaTt AOCTyna, posb,
npusHak 6nokuposaHusd, wuaeHTudukaTopbl). XypHan AOCTyneH K MNpoCcMOTpy 4yepe3 web-
nHTepdenc agmMmHucTpaTopa. PyHKUMW BeAeHUs XypHana AoCTynHbl Takxke ¢ LCD naHenwu

ynpasneHunsa NMAKM.
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/7. KOHTPOJIb YCTAHOBOK BPEMEHN

B xope 3kcnayatauuMm Heob6xXoAMMO KOHTPOAMPOBaTh YCTAHOBKM BpeMeHu Ha [MTAKM
«Kpuntollpo HSM». Bpems, yctaHossieHHoe B [IAKM, He [AO/MKHO OTAMYaTbCcsa  OT

ycTaHoBneHHoro B Cepsepe 6onee, 4yem Ha 5 MUH.

Tekywee Bpemsa NMAKM «Kpuntollpo HSM» oTobpaxaeTcs B OKHe naHenu ynpasieHus
«Kpuntolpo HSM Client» Ha Bknaagke «[lMapametpbl HSM», Ha LCD naHenn MAKM, a Takxe Ha
CTpaHuue C uHdopmaumen o TIAKM B web-uHtepdeiice apgmmHuctpaTopa. Bpewms
npeaycraHaBAMBaeTcs MNpeanpusaTUMEM-U3roTOBUTENEM UM KOPpPeKTUpyeTcss aAMMHMUCTPaTopoM

MAKM (npoueaypa yCTaHOBKM CMCTEMHOIO BpeMeHu onucaHa B n. 9.5).

Mpn mnameHeHnn cucrtemHoro BpemMeHu MAKM Ha 3HauuTenbHyl BennumHy (6onblie 5

MUH) MAKM HeobxoamMMo nepesarpysuTs.
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8.

CK3U

HELUTATHBIE CUTYAUUU TIPU SKCIJIYATAUUU

Huxe npuBeAeH OCHOBHOW MepeyYeHb HewWTaTHbIX CUTyauuid M COOTBETCTBYIOLLME

AencTeus nepcoHana npum nx BO3HMKHOBEHUMN.

Ta6nuua 1. [lecTBMA NepCcoOHasia B HELWUTATHbIX CUTYaLUAX

N® | HewTaTHasa cutyaums [encrensa nepcoHana

n/n

1. |3Bakyauus, yrposa OcTaHoBUTb BCe DBM.

HanajeHusA, B3pbiBa U | MepcoHarn, MMeLWmMii A0CTYN K Ko4aMm, 065a3aH caaTh BCe
T.N., CTUXUIHbIE NMEIOLLMECS Y HEr0 B HAIMUYUKN KIHOUEBbIE HOCUTENN
bencteus, aBapum aAMUHUCTpaTOpy 6e30MacHOCTM.
obLero xapakTtepa
AoMUHUCTpaTop 6€30NacHOCTM YNaKoBbIBAEeT BCE K/HOYEBbIe
HOCUTENN B One4YaTblBAaEMbI KOHTENHEpP, KOTOPbIA BbIHOCUT B
6e3onacHoe nomeweHne nnum 3gaHme. OneyaTaHHbIN KOHTENHep
AO/MKEH HaxoaMTbCa NoA OXPaHOW A0 OKOHYaHWUS AENCTBUS
HeLWTaTHOM CUTyauMn U BOCCTAHOBIEHUS HOPMasibHOM paboThbl
annapaTHbIX U NporpaMMHbIX cpeacts CK3U.
AoMUHUCTpaTop 6€30NacHOCTM OMOBELLAET MO TenedOoHHbIM
KaHajlaM obuiero nosb3oBaHMS BCeEX NOJSIb30BaTEsNIEN O
npuocTaHoBKke paboTbl CUCTEMBI.
B cnyuae HacTtynneHus cobbitmsa, noBnekLwero 3a coboi
OONITOBPEMEHHBbIN BbIX0OA U3 CTPOS anmnapaTHbiX cpeacts CK3WU,
aaAMUHUCTpaTop 6€30MacHOCTU YHUUTOXKAET BCHO K/THOYEBYIO
MHpOPMaLMIO C HOCUTENEN, HAXOAAWMNXCHA B KOHTeNHepe.

2. | KomnpomMeTaumsa ogHoro | [lopsaok AeACTBUI NMpU KOMAPOMEeTauMu Kouenh onmcaH B
M3 NNYHbIX KJtodeBbixX | [MpaBmMnax nosib3oBaHuUS.

HocuTenen.

3. |Bbixog n3 crTpos Heobxoanmo coobwmTtb agMMHMUCTpaToOpy 6e3onacHoCcTn o pakTe
JIMYHOIO K/II0YEBOIro BbIX04a M3 CTPOS JIMYHOIO KAOYEBOro HocuTensa u obecnevntb
HocuTens. €ero A0CTaBKYy agMMHUCTpaTopy 6e30nacHOCTM ANs BbISCHEHUS
(B TOM uncne: ans NPUYNH BbiIxoada 13 ctpos. MNpn HanNMUMM pesepBHOro JIMYHOIo
HocuTenel Touch K/1IO4EBOr0 HOCUTENS — UCMNOb30BaTb €ro.

Memory n cMapT-KapT).
4. |OTtka3sbl n céboun B Mpun oTkazax u cbosax B paboTte annapaTtHom Yactm NAKM
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N® | HewTaTHasa cuTyaums [encTBnsa nepcoHana

n/n
paboTe annapaTHoOM HeobXxoaMMO OCTaHOBUTbL paboTy, MO BO3MOXHOCTHU
yactu NMAKM. JIOKanmM3oBaTb HEUCMPABHOCTb U B Aa/IbHENLLIEM MPON3BECTH

PEMOHT B YCTAHOB/IEHHOM MoOpsAKe M, NP HEOH6X0ANMOCTH,
nepeyctaHoBky CK3W.

5. |OTkasbl n cbon B Mpu oTkazax n c6osax B paboTte cpeacTts 3awntbl oT HC/,
paboTe cpeacTs aaMuHUcTpaTop 6e30nacHOCTU, AO/MKEH BOCCTAHOBUTL
3awmTbl oT HC/,. paboTtocnocobHocTb cpeacts HC/. Mpu HeobxoanmMocCcTun

nepeycrtaHoBUTb NporpaMMHo-annapaTHble cpeactesa HCA.

6. |YTeps nnyHoro YTeps NMYHOro KJK4YeBOro HoOCUTeNsa NpuBoOAMUT K
KJIF0UEBOI0 HOCUTENS. KOMMpOMEeTaumn Kao4den.

7. | OTkasbl n cbon B Mpu oTkazax n c6osax B paboTe NnporpaMMHbIX CpeacTB
paboTe nporpaMMHbIX BC/1eACTBUE HEe BbISIBIEHHbIX paHee OWNHBOK B MpOrpaMMHOM
CpeacTs BCieacTeme He | obecnedyeHnn HeobxoaMMO OCTaHOBUTL paboTy, lokanM3oBaTb
BbISIB/IEHHbIX paHee MO BO3MOXHOCTM NPUUYMHY OTKA30B M c60eB 1 Bbi3BaTb
ownboK B pa3paboTumka gaHHoro MO unn ero npeacrasuTens Ans
nporpaMMHOM yCTpaHeHMs NPpUYMH, BbI3blBaOLWMX OTKasbl 1 c6oun.
obecneyeHnu.

8. |Otkasbl B paboTe Mpwn oTkazax B paboTe NporpaMMHbIX CpeACTB BCneacTBue
MPOrpaMMHbIX CPeACTB | CAy4YamHOro MM YMbILWAEHHONO UX NOBpEeXAeHUs nnuo,
BCneacrTeue OTBETCTBEHHOe 3a 6e30nacHOCTb PYHKLMOHUPOBAHMS
C/ly4amHoro mnu NporpaMMHbIX W annapaTHbIX CpeacTB, 0653aHO NPOM3BECTHU
YMbILWAEHHOIo NX cnyxebHoe paccnegoBaHme No JaHHOMY aKTy C Lesbto
noBpexaeHus. YCT@HOBNEHUSA NPUYNHBI OTKa3a M BOCCTaHOBNEHMS NMpaBUIbHOMN

paboTbl NporpaMMHbIX CPeACTB B YCTAaHOBJIEHHOM MopsiAKe.

9. |Otkasbl B pabote Mpwn oTkasax B paboTe NporpaMMHbIX CPeAcTB BC/eacTeue

nporpaMMHbIX CpeEACTB
BCneacTene owmnbok

oneparopa.

ownbok onepaTopa, onepaTtop coobulaeT o AaHHOM dakTe nuuy,
OTBETCTBEHHOMY 3a 6e30MacHOCTb PYHKLMOHMPOBAHUS
MporpaMMHbIX M annapaTHbIX CPEACTB, KOTOPOE AaeT
COOTBETCTBYIOLIME YKa3aHUs 06CNyXuBaloLLeMy NepcoHany no
BOCCT@HOB/IEHMIO NMPaBUSIbHOM paboTbl MPOrpaMMHbIX CPeACTB B

YCTaHOB/IEHHOM MOPSAKE.

Bce HewTaTHble CUTyauMM AOMKHbI OTpa)XaTbca B «XXypHane nonb3oBaTens cetn» (CM.

pasgen 6).




XTAN.00096-02 90 01. KpunTollpo HSM. NHCTpyKUMS MO MCNOMb30BaHUIO 74

0.

YCTAHOBKA TAKM

9.1. lMopsaaok yctaHoBku NMAKM

Onsa  ycrtaHoBkn [MAKM «Kpuntollpo HSM» Heob6x0AMMO BbINOSIHUTE  C/EAYHOLWYHO

nocnenoBaTe/IbHOCTb AENCTBUN:

1.

2.

10.

11.

12.

13.

PacnakoBaTtb usgenuve;
[MpoBepuUTb KOMNNEKTauno nsgenvs;

MoAKNUUTL U3AeNNe K CerMeHTy NOKanbHOM CETH, nmbo Kk cepBepy U NNHUAM

3NEeKTPonUTaHus;
Mpousesectu nHnunanmnsaumio NMNAKM;

3aBecTun yyeTHble 3anmcum NPUBUAErMPOBAHHbIX rnonb3oBaTenemn MAKM:
aAMWUHUCTpaTOpa, ayauTopa, aAMUHUCTpaTopa pe3epBHOro KonuMpoBaHus (npu
HeobxogmMoCTn, T.K. BCe€ (QYHKUMM MPUBUIErMPOBaHHbLIX Mosib3oBaTtenen c¢ LCD

naHenn MOXeT BbINOAHATL Cyneprnonb30BaTesb);
MpounssecTtn ceTeBble HAacTporku MAKM;
lMpounsBecTn HacTpomku (NpoBEPUTbL KOPPEKTHOCTb) CUCTEMHOIO BpeMeHu MNMAKM;

Mpn wn3MeHeHun ceTeBblX HacTtpoek (IP agpecoB wuHTepdeincos [MAKM)

nepesbINyCTUTb cepTudmKaTbl TLS cepsepa MNAKM.

Mpn HeobxoaumocTn (kenaHumn wucnonb3oBatb BOB wuHTepdenc agmumHucTpaTopa)
no6aBuTb  HeobxoAMMOe  UYMCNO  Y4YeTHbIX  3anucen NpUBUNErMPOBAHHbIX
nonb3oBatenen AaAna pabotol uyepes Web wuHTepdeinc agMUHUCTpUpOBaHUA, U

copMnpoBaTb ANS HAX KUK U cepTUdUKaTbl ayTEHTUDMKALMM Ha CMapT-KapTax.

Mpn Heob6xoaMMOCTU BbiNyCcTUTb Ha MAKM komnnekT pabounx kapT kaHana «K» ans
NOAKIIOYEHNSA CEPBEPOB MNpUIOXKeHU no kaHany K (cornacHo npoueaype,

onucaHHom B n. 11.2.7);

Mpoun3BecTn ycTaHOBKY MNporpammHoro obecnedeHms MHTep@ENCHbIX Moaynen Ans
B3aumogenctema ¢ [MAKM Ha paboumx craHumax nosib3oBaTesniei/cepBepax,

aBTOMaTU3MpOBaHHOM pabouem Mecte agMmnHuctpaTtopa NMAKM (B2b nHtepdeinc);

MpownsBectn 3anyck B3b nHTEepderica aAMMHUCTpaTopa, MpoM3BeCTH
gononHuTensHble  Hactpomkm [MAKM, pobaBuTb TecToBOro nosjb3oBaTens U

copMupoBaThb A HEro KaK4un n ceptudukaTt ayTeHTUdmKauumm;

Mpon3BeCcTM TECTOBbI 3anpoC Ha reHepauuto KJ4ya MnoAmnucxM Monb3oBaTens C

paboyero mecta nonb3oBaTens.
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14.YpanuTb TecToBble KNtOYKM nonb3oBaTtens u Nonb3osatens B NMAKM,

9.2. lpoBepka KoMMnsiekTaumm n noaknoyeHmne NAKM

MNMocne pacnakoBkM HeobxoAMMO MPOBEPUTb KOMMIEKTauuto ycTponcrea. Komnnektauus
AO/DKHA COOTBETCTBOBATb YKA3aHHOMW B MpwuiaraeMor 3KCnayaTauuoHHOW  AOKyMeHTauuu
(«XKTAKN.00096-02 30 01. Kpuntollpo HSM. ®opmynsap»).

MoaknounTe MHTEpdencHbln kKabenb Mexay CepsepoM m MAKM, nubo mexay MAKM u
CETEBbIM YCTPOMUCTBOM (XaboM, MapLLpyTM3aTOPOM, KOHLEHTPATOPOM).

MNoaknounTe UHTepdelicHbli kabenb Mexay MAKM un koMmnbioTepoM pabodero mecrta
aaMUHUCTpaTopa. ONuMOHANbHO.

MoaknounTb Kabenb anektponutaHus MAKM.
Ha naHenu ynpasneHumns NMAKM HaxaTb KMaBuLly BKIKOYEHUSA NUTAHUS.

BbinonHWUTbL Aencteus no BkawveHuto NMAKM (cm. pasgen 10)
9.3. NHunumanunsauunsa NAKM

Mocne BkAtoveHUs u 3arpy3skm NMAKM, LCD MeHto 6yaeTt otobpa)kaTb TEKYLLEE COCTOSSHME
MAKM (INACTIVE) » cTpo4ky C KOAOM nocnegHero cobbitnsa B XypHasne cobbitmin. Ecnn B 3TOM
COCTOSIHMM HaxaTb Ntobyto KHonky LCD MeHl, To Ha 3akpaH 6yaeT BbigaH 3anpoc «Init HSM?
Yes/No». lNMpu Bbibope onuunm «NO» NMAKM aBTOMaTUUYECKM NepenaeT B COCTOSIHUE BbIFPY3KU U

BbIk/toueHus (Halt).

Ecnun xe 6yaet BbibpaH oTBeT «YES», TO HauHeTCs npoueaypa uHuumnanusauumn NMNAKM:

e (dopmupoBaHune knroda aktmBauum NAKM no cxeme pasgeneHus cekpeta «3 u3 5-
T» (03HayaeT, 4yTo Ans akTmuBaumm MAKM MoryT 6biTb Mcnosib3oBaHbl Ntobble 3
3alUUTHbIE KapTbl U3 NATU CHOPMUPOBAHHDLIX). 3alUUTHbIE KJIHOYM 3anUCbIBAOTCA
Ha cMapT-kapTbl. CMapT KapTbl pas3galrTcsa [OBEepeHHbIM nuuaMm. [JaHHble
AOBepeHHble nua MOryT BbINMOAHATb POSM MPUBUIErMPOBaHHbIX MOJSib3oBaTenen
MAKM: AOMWHUCTPATOpPOB, AyaunTopos, AOMUHUCTPATOPOB pe3epBHOro
KonupoBaHusa MNMAKM;

e dopmMupoBaHme kawuya noanucn MAKM wm camonoanmcaHHOro ceptudukaTa
(3awmuweHHoro Ha knye aktueaumm NAKM);

e ((dopMupoBaHMe kaw4Ya WKUADPOBAHMSA  KKOYEM  NOAMUCK  MOJSIb30BaTesen,
xpaHawmxcsa B NMAKM, 3awwmuieHHoro Ha kiwode aktmsaunm MNMAKM;

e ((dopmMupoBaHme Knwuya U ceptudukata ayteHTudukaumm TLS cepsepa,
3aWwmndpoBaHHOro Ha ktode wudposaHusa NMAKM;

e pobaBneHne B 6a3y JaHHbIX Mosb30BaTesier MepBoro MNpUBUIErMPOBAHHOIO
none3oBatens — AaMuHucrpartopa NAKM un dopMmmpoBaHue Knoya n ceptudukaTta

ayTeHTUdMKaumMm Ans Hero Ha cMapT-KapTe.

BHewHe 310 6yaeT BbIrNsgAeTb cneayrowmm obpasom:
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Ha LCD 6yayT nooyepeaHo BblAaBaTbCs 3anpochkl HAa BCTaBKy M BBOJA MUH-KOAOB ANS 5-

TV 3aWMTHbIX KapT Kato4da aktusaumm NAKM.

Mocne aToro euwe pa3 6yayT 3anpalinBaTbCa NOOYEPEAHO 5 3alUMTHbLIX KapT K/oua

akKTnBauunn gnsa 3anncnm Ha HUX C(bOpMMpOBaHHbIX KSto4en.

Mocne atoro 6yaeT BblAaH 3anpoC Ha BCTaBKy YMCTON CMapT-KapTbl ANs 3anucu Ha Hee
Knouen 7 ceptndmkaTa ayTeHTudmKaumm rnonb3oBaTend-aaMMHUCTPaTopa MAKM.
BnocneacrtemMm MMeHHO 3Ta KapTa A0/HKHA OyaeT MCnonb30BaTbCs ANS NOSydYeHusl AoCcTyna K

LCD meHto MAKM ans ero nepBoHa4anbHON HaCTPOMKMU.

Ecnn B npouecce BbINO/IHEHMS Mnpoueaypbl MHMUnanmsaumm NAKM kakoe-To gencreme
6ynet npousBeneHo HekoppekTHo, MAKM oTkaTbiBaeT BCE M3MEHEHUS K MepBOHa4vasibHOMY
cocTtosHuio (yaanseTr BCe CO34aHHble K/4M, nosb3oBaTenen, GaKTUYeCKn BbINONHSAET
npoueaypy nonHon oumctkm MAKM (FullClean)) n npoueaypy uvHuMumanusaumm MoXHo 6yaer
HayaTb 3aHOBO. HO MCNONAb30BaHHble CMapT-KapTbl HeobxoanMo 6yaeT 3a4ynCTUTb BPYYHYIO C
MCMOSIb30BaHWEM chneunanbHON YyTUNUTbl, TM60 0bpaTUBLUNCE B OpraHmM3auuilo No CEPBUCHOMY

obcnyxneaHuto NMAKM.

MNMocne ycnewHo npoBeAeHHOM npoueaypbl nHuunanusaumm NMAKM pgoctyn k LCD MeHto
MOXeT OblTb OCYLLEeCTBIEH KakK C MOMOLLbD CMapT-KapTbl ayTeHTUduKaumm aaMuHUCTpaTopa
MAKM (Hanpumep, cHOpMMPOBAHHOM Ha MocnegHeM Llare npoueaypbl MHULMaANU3auum) unm,
€C/IN TaKOBble MCNOpYeHbl WM 3abnoKMpoBaHbl, C MOMOLWbLID Ka4ya akTueauum MAKM (npwu
aToM MAKM pommkeH HaxoAUTbCA B HEAKTMBHOM COCTOsSiHUM). Onsa poctyna k LCD MeH C
NOMOLLbLIO K/oYa akTuBaumu HeobxoAMMO HaxaTb byt kHonky LCD MeHw, a B OTBET Ha
3anpoc KapTbl AaMuHucTpatopa MNAKM, He BCTaBnsas KapTbl, HaxaTb 06y knaBuwy eweé pas.

Mpwu 3ToM 6yZeT BblAaH 3anpoc Ha UCMNOMIb30BaHMe Kitoda akTuBauum («Use 3 of 5?»).

Ecnn NMAKM HaxoguTcs B OAHOM M3 aKTUBHbIX COCTOSIHMA, TO B OTBET Ha MOBTOpPHOE
HaxxaTune 6e3 BCTaBKM CMapT-KapTbl aaMuHUCTpaTtopa Ha LCD 6yaet BblgaH 3anpoc Ha
KoppekTHoe BblikatoyeHne MAKM (Halt), 4To oO4yeHb BaXXHO AN COXPaHeHUs LenoCTHOCTU
AaHHbIX MAKM.

9.4. YcTtaHoBKa ceTeBbiX HacTpoek MAKM

AnnapaTtHas nnatdopma [MAKM <«Kpuntollpo HSM» wunMeeT 2 ceTeBbiX ONTUYECKUX
nHTepderica. OgHOBpeMeHHO MOryT 6biTb 3a4encTBOBaHbl 0ba nHTepdeinca. Heob6xoaumo oanH
MHTepdenc ncnoabL3oBaTb AN NpSAMOro nogkawdeHus pabouen ctaHumm ¢ Web nHTepdericom
aaMmmHucTpupoBanmsa AKM, oTaenbHbln MHTepdeNCc - ana noaKueHus cepsepa/rpynmbl
cepBepoB U ans obcnyxmBaHma Kpuntorpaduyeckmux 3anpocoB oT paboumx CTaHuun 06blUHbIX
nonb3oBartenen. Ecnn Web uHTepdelic He mncnonb3ayetcsi, TO CcBO6OAHbIN MHTEPDENC MOXHO
ncnonb3oBaTb ANa APYrol noaceTu nonb3oBaTtenen, nnbo ang pasgeneHus MnoAKAYEHUH
cepBepoB M paboumx CcTaHUMi nosb3oBaTesnen, NMbo NpOCTO He 3adelcTBOBaTb, OCTaBUTb B

pe3epBe Ha Cnyyan Bbixoda M3 CTpos Kakoro-nubo paboyero nHTepderica. NMpu Bbixoge w3
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cTpos pabouero MHTepdeinca, BO3MOXHO MpUAETCA NepekoHMUrypupoBaTb CETb M HACTPONKMU

MEXCETEBOIo 3KpaHa.

B ceteBomM cermeHTe NAKM mmeeT 3agaHHble No yMon4aHuto (u3rotoeutenem) IP-aapeca
nHTepdericoB: <192.168.26.2>, <192.168.27.2>.

MNpeanonaraetcs, 4to cepBep w/wnn paboyas cTaHuma Web agMUHUCTpUpOBaHMS,
noaknoyaembie Hanpsmy kK MMAKM, B 3TOM NloKanbHOM ceTeBOM cermeHte (Mo yMONYaHuio)
umeloT IP-agpeca: <192.168.26.1> nnn <192.168.27.1>.

KpomMe aapecoB 4/ BCEX MHTEPGhENCOB 3aaloTCsA: Macka W, BO3MOXHO, AOM. NapaMeTpbl
(ckopocTb, aynnekc). TakuM o6pa3oM CyLlecTByeT BO3MOXHOCTb OMUCbIBaTb MOAK/HOYAEMbIE

noaceTw.
OtaenbHO 3agaeTcs wnto3 (gateway), ncnonb3yeMmblii N0 YMOYAHULO.

Mpu HeobxoaumocTn ceTteBble HacTtponkm [MAKM Bceraa ™oryT 6biTb  M3MEHEHDI
AoMmHuctpatopoM 4epe3 LCD-naHenb (cm. n. 12.2.4) wuam C uUCnosib3oBaHMeM web-

MHTepderica.

Kpome ceTeBbIX HacTpoeK, HeoH6XoaMMO YCTaHOBUTb MpaBuia MEXCeTeBOro aKpaHa Ans
ceteBoro gocrtyna k MNMAKM. Ona kaxgoro nopta (1501 - nopT «kaHana «K2»», 1502 - nopt
KaHana «K», 443 - nopT Ana goctyna ¢ web-uHTepdenca aammHuctpaTtopa, 1503- nopt
KaHana «K2» ansa cepBepHOM rpynnbl C OTK/AOYEHHbIM peXuMoM wudpoBaHna B kaHane, 1505
Ana pennukaummn (ropsiyero pesepBupoBaHus)) yKasbiBaloTcs Habopbl IP-agpecos, ceTeBbix
MacoK noaceTen, C KoTopbix 6yaeTr paspeweH poctyn k MAKM uepe3 3agaHHbIA CeTeBOM

nHTepdelic.

Ecnn Bbl nameHsete IP-aapec MAKM nwoboro ceteBoro uHTepderica, To cpasdy nocne
3TOro Heo6xX0AMMO CMEHUTb KoY N cepTudukaTtbl TLS cepepa MNMAKM, T.k. none CommonName
ceptudmkaTa TLS cepBepa coaepxuT IP agpec ceteBoro nHtepderica NMNAKM. 3To KpUTUYHO ANs

paboTbl kaHana «K2».

Mpu 3TOM Hago UMETb BBMAY, YTO NOOOE U3MEHEHME KITHOUYEBOM MHPOPMaLUN, XPaHNUMOWN
B NMAKM (3a ucknwodeHnem kaw4a aktuBaumm MAKM), mMoxeT 6biTb OCYLECTBAEHO TOJIbKO B
OAHOM K3 akKTuBHbIX coctossHun [MAKM (ACTIVE wnm ADMIN_ONLY), T.K. BCS KayeBas
MHdOpMaLMS NMPSMbIM UM KOCBEHHbIM 06pa3oM 3awundpoBaHa Ha ktoye aktuBauum MAKM, a

6e3 ero aktmBaumm M3MeHeHne HEBO3MOXHO OCYyLLeCTBUTb.

CooTBeTCTBEHHO, mnocie uaMeHeHusa IP agpeca wmHTepdeirica, BO3MOXHO, noTpebyertcs

nepekoHdUrypaums NpaBu MEXCETEBOrO 3KpaHa.

9.5. YcTtaHoBKa cucrteMHoro spemenu NAKM

lMpouenypa ycTaHOBKM BpeMeHM onmcaHa B AaHHOM AOKYMeHTe B pasgene 11.2.4.
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9.6. Bbinyck KapTbl J/OKaJibHOro 3aWMUWEeHHOro KaHana

(kaHana «K»)

Ons 3awmnTbl MHpOpMaunm, umpkynupyowen mexay CepsepaMn NpunoXeHuin Ha Hase
onepaumnoHHbIX cuctem cemeincrtea Unix/Linux n NMAKM, B cucteme opraHmM3yeTcs crneumanbHbIi
JNIOKanNbHbIA 3alluleHHbIM kaHan (kaHan K), paboTawowuin B NOKANbHOM CETEBOM CErMeHTe
Ethernet mexay NM2BM Cepsepa v NMAKM. [nsa aktmBaumm 3Toro KaHasna Ha NAKM gonxHa 6biTb
BbiMyLLEeHa KapTa C K/JK4YOoM ceTeBon ayTeHTudukaumn. Bo Bpemsa B3anmmogenctensa Cepsepa u

MAKM aTa kapTa go/kHa 6bITb BCTaB/ieHa B cumTbiBaTesb Ha Cepsepe.
Mpoueaypa BbiNnycka KapT KaHana «K» onncaHa B JaHHOM AOKyMeHTe B n. 11.2.7.

Mocne nepeBbinycka KapT KaHana «K» paHee BbiNyleHHble KapTbl CTAHOBSATCS

HeaEeNCTBUTENbHbIMN.

9.7. YcTaHoBKa MHTepdencHbIX Moayen

B rnpouecce YCTaHOBKM NCNosb3yeTcs YCTQHOBOYHbIM KOMMAeKT no
«Kpuntolpo HSM Client», no3BonsawOwWMin MHCTanaMpoBaTb Ha pabouyto craHumio/Cepsep

MHTepderc kpuntonposangepa MNAKM.

Ona dyHKUMoHMpoBaHMA cepBuca kpuntonposanaepa NMAKM Ha cepBepe MpuioXeHW
TpebyeTca BCTaBUTb B CUUTbIBATENb MHTENNEKTYyanbHbiX KapT CepBepa KapTy ayTeHTMdUKaunm

(kapTa kaHana «K» nnm «K2»), BbinyweHHyto Ha MNMAKM.

Ona dyHKUMOHMPOBaHMSA cepBuca kpuntonposaigepa [MAKM Ha pabouein craHumu
nosb3oBaTensi/cepeepe MNpunoXxeHuii ¢ yctaHosneHHon OC cemeictBa Windows TpebyeTtcs
BCTaBUTb B CUMTbIBaTe/lb WHTeE/NNEKTyaslbHbiX KapT paboyen CTaHUMM CMapT-KapTy
ayTeHTMdumKaummn (Kkapta kaHana «K2») nonb3oBatens/agMMHUCTpaTopa Ccepeepa, BbiMYLEHHYHO
Ha NMAKM unu Ha yganeHHoM pabouvem Mmecte agmumHuctpatopa MAKM, n akTuBMpoBaTb KaHas
«K2», KAWKHYB COOTBETCTBYIOLLYI WMKOHKY B cucteMHoM Tpee OC Windows (TOnbko Ans
06blyHbIX Mnonb3oBaTenen). lNpu UCNONb30BaHMM KapTbl, MMEKLWENn B cepTudukaTe Kiroua
ayTeHTMduMKaumm crneumanbHoe pacwunpeHve <«AOMUHUCTpaTop CcepBepa», CTapTyoWuin
KpunTtocepBuc (Bo3MOXHO npu 3arpy3ske OC) obpawaercda K KapTe M NblTaeTCs YCTaHOBUTb
coeanHeHue c NMAKM. Hukakux pin-kKonosB An9 A0OCTyNa K KapTe Npu 3TOM He 3anpaluuBaeTcs.
Ha koOHTenHep poskeH 6biTb yCTaHOBAEH pin-Kog C BOCEMbKO eguHuuaMmu. Ecim B MOMeEHT
cTapTa KpunTocepBuca KapTa He BCTaBJjieHa, TO B XypHan cobbiTuin cepsepa byaet nobasneHa

COOTBETCTBYHOLWAd 3anncob.
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9.8. Hactpowuka yAaneHHOoro pabouero MecTa Web

aaMmnHuctpupoaHusa NAKM

Onsa 6onee ynobHoro ynpasneHus NMAKM uncnonb3yertcs yaaneHHoe pabouee mecto Web
aaMmHucTpmpoBaHusa MAKM, no3sonsiouwee OCyLEeCcTBAATb Bce HacTpoihku [AKM, ynpasnsitb

rnonb3oBaTtensaMu, XxypHanamm NAKM yganeHHo no 3awmieHHoMy TLS npoTOKO/I0OM KaHany.

MHTepdeiic paboyero mecta aaMUHUCTpaTopa peanu3oBaH B Buae HTML cTpaHuubl C
MCNOMb30BAaHNEM QaKTMBHbIX 3/IEMEHTOB YMpaBneHUs W A3blka cueHapueB javascript. [Ons
paboTbl C aKTUBHbLIM cogepxuMbiM HTML ctpanuubl Tpebyetca web-o6o3pesatenb Microsoft

Internet Explorer Bepcun He HuMxe 5.5/Microsoft Edge.

B3anmogencTeme pabouen craHumm agmmHmuctpatopa MNMAKM c MNMAKM ocywecTtenasieTca no
ctaHgaptHoMmy HTTPS (TLS) npoTOKOAYy C WMCNOSb30BAaHWMEM POCCUNCKUX KpunTorpaduyeckmx

anropuTMOB.

Ona 3Toro Ha pabouyl CTaHUuMIO aAMMHUCTpaTopa AO/MKEH ObiTb YyCTaHOBNEH
kpuntonposangep Kpuntollpo CSP Bepcun 4.0/5.0 u Bbiwe (BXOAUT B KOMMJIEKT MOCTaBKu
MAKM).

Ona npocmoTpa u4epe3s web-uHTepdenc ceptudwukatos, wu3snasaembix [1AKM, B
CTaHAapTHbIX okHax OC Windows, HeobxoaAnMMO yCTaHOBUTbL CBOBOAHO pacnpocTtpaHsembiii COM
KoMnoHeHT MS CAPICOM (BxoguT B coctaB auctpmbytmea [10), B COOTBETCTBUM C

WHCTPYKUMAMKU npomnssoauTens (cM. readme dann).
Pabouasa cTtaHuma aonxkHa 6biTb OCHalLeHa cYMTbiBaTe/leM CMapT-KapT.

Ona koppekTHol paboTbl TLS npoTokona Ha pabouyel cTaHUWMM agMUHUCTPaTopa AO0KEH
ObITb YCTAQHOBNIEH CaMoMnoAnuUCaHHbIM cepTudukaT katoua nognucm NMAKM n ceptudukart Kaoua
ayTeHTUudmnKaumm yganeHHoro aamuHmcrtpatopa MNMAKM. CamonoanmncaHHbin cepTudukaT Kitoua
noanucu MNMAKM nomewaeTcs B cneymanbHOE pacllMpeHMe KOHTENHepa K/4ya ayTeHTudukaumm
(agpMuHUcTpaTopa wnu nwboro nosb3oBaTenst) M MoXeT O6biTb KM3BMIEYEH MNpM  MOMOLM
crneumanbHom yTunuTbl (cardman), Bxoasiwen B AucTpmbyTtus. [aHHaa yTunuTa npeacraBnsieT
coboli KOHCO/IbHOE WHTEPAKTMBHOE TMPUIOXKEHNE U TMO3BOJISET W3BJEYb W3 paCLIMPEHUN
KOHTEMHEepa KJ4ya ayTeHTuduKaumm, Haxoaswerocs Ha cMmapT-KapTe, cepTudukaT Kitoda
ayTeHTUdMKaAUMM Nonb3oBaTensa W caMmonoanucaHHbli cepTudukat [MAKM, coaepxawum

OTKPbITbIA KN4, HEOBX0AMMbIN ANl MPOBEPKM NOMb30BaTE/bCKOr0 cepTudmkara.

M3BneyeHHbIn TakuMm obpasoMm camonoanucaHHbiM cepTudukaTt knwda noanucu MAKM
AOo/MKeH 6bITb YCTaHOBMIEH B AOBEPEHHOE XpaHunuule KopHeBbix cepTudukatos OC Windows

CTaHgapTHbIM 0bpasoMm.
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N3BneyeHHbIN CepTI/ICbMKaT nonb3oBaTens [AO/HKEH OblTb YCTaHOBNEH B JIMYHOE
XpaHunuuwie nosb3oBaTesia B CBA3KE C 3aKpbITbIM KAKOYOM 4epe3 [laHenb yrpasreHud

KpunTollpo.

Mpu cMeHe knoya noanucm NMAKM un knoda n ceptndukaTta TLS cepBepa, n3gaHHOro Ha
HOBOM KJo4ye MAKM, Heobxoanmo nepeBbINyCTUTb KoY ayTeHTudmKaumm
npuesunernposaHHoro nonb3osatens NAKM v noBTOpuTb nMpouenypy usBnedyeHus U yCTaHOBKU
HOBOro camonoanucaHHoro ceptudukata [MAKM Ha pabouelr craHuMM yAaneHHOoro

AAMUHNCTPUPOBaHNA.

Mocne HacTpomkm vypaneHHoro pabouyero Mecta agMMHUCTpatopa Heobxoammo B
HacTponkax MAKM paspewnTts mcnonb3oBaHue web-nHtepdenca MAKM (ycTaHOBUTb ONuuto
«Enable WEB»), a Takxe BHecTn IP-agpec n macky noacetn pabodein cTtaHUMn agMMHUCTpaTopa
B HacCTpomkm MexceTeBoro skpaHa MAKM pgns nopta N2 443 m COOTBETCTBYIOLErO0 CETEBOrO
MHTepderica, nepe3anyCcTuTb CEPBUC MeXceTeBoro akpaHa («Restart FW») ¢ nmcnonb3oBaHuem
LCD meHto.

Ecnn TMAKM HaxoauTcs B HEaKTUBHOM COCTOSIHMM, HeobXxoAMMO €ero akTMBMpOBaTb

(nepeBecTtu B Ntob60e M3 akTUBHbIX cocTossHMIA NMAKM: ACTIVE nnn ADMIN_ONLY).
Mocne atoro, BBeas B MIHTepHeT ob6o3peatene URL MAKM B Buae:
https://<ip agpec ceteBoro nHtepdgenca Web agMmmHuctpmposaHms NAKM>,

c MAKM 3arpy3uTtcs ctpaHuua ynpasneHus [MAKM. Bo3MOXHO, B nepsbil pa3 byaer
BblJ@H 3anpoC Ha YCTaHOBKY aKTMBHbIX 37eMeHTOB ynpasneHumsa (ActiveX). WHTepHeT
obo3peBaTenb AoMkKeH 6biTb HacTpoeH Ha paspelweHue paboTaTb C yYKas3aHHbIMW aKTUBHbLIMMU

3JIEMEHTAMU yrnpaB/EHUA.

9.9. HacTponka oOrpaHuU4YeHust MUCMoSb30BaHUA anNropmTMma
FOCT P 34.10-2001

ANns BKOYEHUSI OrpaHMYEeHMs Ha UCMOMb30BaHWE anropuMtMa co3gaHus v nposepku M

FOCT P 34.10-2001 Heobxoanmo B Web nHTepdeice NAKM ykasaTb cneayrowme CTpoKu:
1. [nsa orpaHuydeHuns cospganma kntoua 3 FOCT P 34.10-2001:

https://<ip agpec NMAKM>/registry/putlonglong/config/parameters?warning_time_
gen_2001=N

rae N — uucno (tmna long long), cooTBeTCTBYlOWEe AaTe BCTYMN/EHUS AeNCTBUSA

OrpaHuM4yeHus Ha UCNosib30BaHUS anropuTMa.
2. [Onsa orpaHnyeHns ncnonb3oBaHus karoua Ol OCT P 34.10-2001:

https://<ip agpec NMAKM>/registry/putlonglong/config/parameters?warning_time_
sign_2001=N
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rae N — uucno (tmna long long), cooTBeTCTBylOWlee aaTe BCTYMN/EHUS AeNCTBUS

orpaHnyeHnsa Ha Ucnosib3oBaHuUsA aaropmtMma.

9.10. [MapaMeTpsbl, yCcTaHaBMBAEMbIE N3FOTOBUTENEM

MNapameTpamMun, ycTaHaBNMBAEMbIMU M3rOTOBUTENEM, SIBASIIOTCA KOMNMYECTBO CrlyYairHOM
MHpopMauum (rammbl), WUCNOAb3YEMOM ANS reHepauum kntoda Il mnm knwo4va wndposaHus
rnonb3oBaTtens (MOXHO nocMoTpeTb Ha LCD naHenn MAKM, a Takxe Ha cTpaHuue nHdopMaunm

NMAKM web-unHTepdeinca agMmmHuctpaTtopa NMAKM).

CnyyanHas wuHdOpMaums pacxoayercs npu reHepaumm kawda O wam  Kaoya
wundpoBaHMa Monb3oBaTens. 3anac ciyyamHoh mHdopMaumm pacCymTaH Ha MJIaHOBbIA CPOK
akcnayataumm [MAKM, onpegeneHHbin 3aka3umkoMm. [lpu pacxope ciyyamHon WHopMauum
CBepx pacyeTHoro cneayer o06paTuTbCAa Ha npeanpusTUe-u3roToBuTENb ANs MNOMOSHEHMUs

ob6bema.

9.11. TpeboBaHusa 6e3o0nacHOCTH

Mpu ycTaHoBKe nporpaMMHOro obecnedeHns uUHTepdENCHbIX MoAynen cneayer

PYKOBOACTBOBATbCA CNeEAYOLWMNMN peEKOMEHAAUNAMN .

e BbINOJIHNTbL AENCTBUSA, npeanucbiBaeMble B «XXTHAM.00096-02 91 01. KpunTtollpo
HSM. PykoBOACTBO agMMHMCTpaTopa 6e3onacHoCTu»;

e BCe YyCTaHaBMBaeMoe nporpamMMHoe obecneuyeHme [M2BM Cepsepos/pabounx
CTaHumn, koTtopble 6yayT noakmodyaTtbcsa [MAKM, AomkHO 6biTb JIMLUEH3NOHHO
YMCTbIM, MPWU 3TOM He AONyCKaeTCs Hanuuue CpeacTsB pa3paboTku M OTnaaku
nporpamm;

e ansa obecneyeHusa 3awmtel o1 HC MSBM gomkeH MCNoAb30BaTbCS 3/1€KTPOHHbIN
3aMoK (ANs UCMOSIHEHMI C YpoBHeM 3awmnTbl KC2 v Bbiwe);

e [O/OKHbI 6blTb MNpPeanpuHATbl  Mepbl, MPEensTCTBYOWME M3BAEYEHUIO NAaThl
3awmnTbl oT HCO n3 M2BM - cucteMHble 610kn MIBM fonxHbl 6bITb onevaTaHbl
crneumanbHO BblAENEHHOM AN 3TUX uenen nedaTtblo. Hapsaay € 3TuMm gonyckaeTcs
NnpUMeHeHne Apyrux CpeacTB KOHTpoga AocTyna K [2BM;

e K 3KCMayaTauum nporpaMMHOro obecne4yeHuss OOMyCcKalTCa auvua, npoweawme
COOTBETCTBYIOLYIO MOAMOTOBKY M U3YUMBLUME SKCNAYATALMOHHYIO LOKYMEHTaUMIo

Ha YCTaHOBJ1IEHHbIE NpOrpaMMHbIE CpeEACTBA.

Mocne 3aBeplleHMs Mpouecca YCTaHOBKW AO/MKHbI 6biTb  BbIMO/IHEHbI  AEUCTBUS,
HeobxoAuMble [ANS OCYLECTB/IEHUS PErysiSpHOro KOHTPOJISi YCTAHOB/IEHHOrO MPOrpaMMHOro

obecneyeHunsa c nomMowbto MO KOHTPOA LE/TOCTHOCTU 3/1EKTPOHHOMO 3aMKa.

KOHTpO/b LLe/TOCTHOCTM AO/KEH OXBaTbiBaTb cneayroLine q)al;'l}'lbli

e [10 nHTEepdencHbix Moaynen;

e JpaliBepbl YCTPOWCTB U NMOPTOB BBOAA MHTEEKTYaNlbHbIX KapT, COM-MopTa, CeTu
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Ethernet;
e rnporpamMmbl oTobpaxeHus log-dannos;

e [paiBep 3/IEKTPOHHOr0 3aMka.

B coctaBe annapatHbix cpeacts [MAKM npuMeHsieTCa 2NEKTPOHHbIM 3aMOK  Ans

obecneveHns 3awmTbl oT HC 1 KOHTPONS LENOCTHOCTU YCTAaHOB/IEHHOIO B HeMm [10.

Kntoun anektpoHHoro 3amka [AKM agmMuHucTpatop 6e30nacHOCTU AOJIXKEeH BblaaBaTb
nvuaMm, BbINOAHAKWMM paboTy ¢ mcnonb3oBaHuem [MAKM, ocCyLLecTBASAIOLWNM BKAKOYEHUE U

3arpysky NAKM.

Kntoun snekTpoHHoro 3amka [MAKM OTHOCATCS K KaTeropum K4YeEBbIX HOCUTENENn,

noanexaT COOTBETCTBYHOLLEMY YUETY U XpaHeHuto (cM. n. 4.2.3).
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10. BKJIIOYEHWUE MAKM

MpeaBapuTenbHble YCNOBUS:

1. NMAKM noakntoveH kK CepBepy B COOTBETCTBUM C pasaeniom 9.

2. Y aAMUHNCTpATOpa, OcCyuwecTBadrowero BKIKOYEHNE, WMEETCA B HaJIM4YUKN  KITHOY

3NEeKTPOHHOro 3amMKa («Tabnertka»).
3. MMwuTtaHune NMAKM BbIK/HOYEHO.

[encTBua agMMHUCTpaTopa:

1. HaxaTb KHOMKY BK/KOYEHUS NUTaHUS.
2. OxwupaTtb nosBneHus Ha LCD Hagnucu <Loading>.
3. Mpunoxutb «TabneTky» K cunTbiBaTeNto 33 1 nogepxaTtb B TedyeHme 10 cek.

4. TpumMepHO 4Yepe3 1 MuH. Ha LCD naHenun MAKM HadHeT oTobpaxkaeTcs npouecc 3arpysku
npuknagHoro MO MAKM (HavMeHOBaHMS 3anylleHHbIX Cyx6, a 3aTteM B MpoueHTax
OTpa)kaTbCs NMPOXOXAEHMe npoueaypbl KOHTPONS LENOCTHOCTU CUCTEMbI). TabneTky npwu

3TOM MOXXHO OTNYCTUTb.

5. Xpatb nosBneHna Haanucu, nokasbiBalowleln Tekyuwee coctosHue MAKM (INACTIVE),
O3Havawulen, 4To npouenypbl 3arpy3ku nponfeHbl, 3aBeplieHa 3arpyska OC wu

npuknagHoro MO MAKM.

6. MAKM BK/OYEH.
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11. AAMNHUCTPUPOBAHWNE MNMAKM

AaMunHuctpuposaHme NMAKM npounssoanTca npuBuierMposaHHbIM nonb3osartesieM [NMAKM
npu npeabsiBNeHMn (@ MMEHHO - noMmeweHumn B cuuTbiBaTenb [AKM) pencreylowelnt KapTbl
npusmnernposaHHoro nons3osatens NMNAKM (AgMuHucTpatopa, Ayautopa uan AgMMHUCTpaTopa
pe3epBHOro KOMWUpOBaHWA) W BBoAE pin-koda KapTbl. HekoTopble AelWcTBUA  MOryT
npomsBoanTbCca Tonbko Cyneprionb3oBaTteneMm MAKM, To ecTb, 3 13 5 goBepeHHbIX nuvu, npu

npeabsBNeHMM KapT C YacTaMU KJo4da akTuBaumMm 1 BBoAE pin-Ko40B.

11.1. BBopg pin-koaa

Mpu paboTte c kapTammn Ha NMAKM TpebyeTcs BBOAUTb pin-koa ¢ noMouwbtio LCD naHenwu.

Ha naHenu NMAKM oTtobpaxaeTca MeH BBOAa pin-kKoga B BUAE psaa u3 8 3HaAKOB, rae
«*» o0603HauaeT yXe BBEAEHHbLIN CMMBOJI, «X» — ewe He onpeaesieHHbIi CMMBOJI, BBOAMMbIN

CMMBOJ1 nNoacBe4vYnBaeTCcAa MUralolwlMMm nosieM Kypcopa.

Mocne Bbibopa Bcex 8 undp pin-kKoaa, Npn HEO6XOANMOCTN, aBTOMATUYECKN MPONCXOANT

nepexoa K cneayrwmMm BoO3MOXHbIM 3anpocaM.

1. Ha LCD-naHenn otobpaxaetca 3anpoc («Input pin-code») Ha BBOA pin-koga Ans

CUYMTbIBaAHMS KapTbl. (8 3HAKOB).

Kypcop HaxogumTcs B KpaMHen neBor MNo3uumu, COOTBETCTBYHLEN nepBor uudpe pin-
Kogda. B okHe BbIBOAMUTCA ciiyyamHas HadanbHas undpa. HaxaTtme knasuwmn «Beepx» Ha LCD-
naHenun NpMBOAUT K YBENMYEHUIO UMdPbl Ha 1, HaXaTue KnaBuWmM «BHU3» - K YMEHbLUEHUIO Ha
1. Mo knasuwe «Enter» LCD-naHenn BBeaeHHas umdpa COXpaHAETCs, Kypcop MepexoamT Ha
no3vumMio BNpaBo, BBOA MNOBTOpsieTca Ans cneaywoouwen undpbl pin-koga. Knasuwa «Bneso»
BO3BpallaEeT K BBOAY npeablayliein undpbl (BBO4 CHOBa HAaYMHAETCA CO C/ly4YalHOro 3HayeHus).
B noboin MOMEHT BpeMeHW BBEeAEHHbIMW CUMTAOTCA BCe UuMdpbl cneBa OT Kypcopa, He
BBeAEHHbIMW - BCe uudpbl cnpaBa OT Kypcopa, BBOAMMOM - uudpa B Mo3MuMu Kypcopa.
KnaBuwa «BnpaBo» He BnugeT Ha BBoA. EcnuM HaxaTb knasuwy «Bneso» npu Tekywem
pacrnosioXXeHnn Kypcopa B KpanHen neson nosvumu, 6yaet BbiBeaeHo MeHto «Return to input?»
(«MNoBTOpUTL BBOA?») C MPEeanoOXeHHbiM BblbopoM «YES» («OA») umnum «NO» («HET»). MMpwu
Bbibope oTBeTa «YES» BBOA pin-koaa 6ynet NnoBTOpeH CHaydana, npu Bbibope otBeTa «NO» BBOA
pin-koga 6yAeT AOCPOYHO HeycrewHo 3aBepuleH. lNMpu Haxatum knasmwun «Enter» B kpanHen

npaBoli No3nUMK BBOAA PiN-KOA CYMTAETCS YCMNELHO BBEAEeHHbIM, BBOJ 3aBepLIaeTcs.

2. B cnyvyae ycnewHoro BeBoga pin-koga MAKM cuuTbiBaeT/3anucbiBaeT KapTy. Ecam pin-
KoA BBeAeH ownboyHO, TO 3anpoc Ha BBOJA pin-koaa NOBTOPUTCHA. MakcMMasnbHOe 4Mcno
nonbITOK BBOAa pin-koga 3, nocne 4ero cMapT-kapta 6yaetr 3abnokupoBaHa w

NCNO/b30BaHWe 3anMCaHHbIX Ha Heé Kito4en GYLI,eT HEBO3MOXHO.
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11.2. Pab6ota ¢ LCD MeH0 agMuHucTpmposaHusa NAKM

Onsa Bxoga B MeHO AgMuHUCTpaTop, AyauTtop wnm AAMUHUCTPATOP pPe3epBHOro
konupoBaHus MNMAKM goskeH HaxaTb Ntobyto knasuwy Ha LCD-naHenu (CTpenku nepeMeweHus
Kypcopa, Enter), poxpgatbcs npurnawenusa «Insert the Card», BcTaBuUTb AENCTBYIOLWYIO KapTy
npuBunernpoBaHHoro nosnb3osatena [MAKM B cuutbiBaTenb [MAKM, cHoBa HaxaTtb nwbyto

KAaBuLLY Ha NaHenu, U 3aTeM B OTBET Ha 3anpoC BBECTU pPin-KoA.

B HeakTuBHOM cocTtodHun [MTAKM wuMeeTca BapuaHT BXO0Aa B MEHW C npasamu
Cynepnonb3osaTtens NMAKM, ¢ ncnonb3oBaHMEM KapT K/K4Ya akTuBaumu nuy no cxeme 3 u3 5.
Ona storo nocne npurnaweHus <«Insert the Card» Hago HaxaTb Ha LCD-naHenun nwbyto
KnaBuwy, He BCTaBnsasa KapTy. [locne aTtoro Ha naHenun nossutcsa Bonpoc «No card.Use 3/5?»,
Ha KoTopbin Hapno oTBeTuTb «YES». 3ateM 3 M3 5 [AoBepeHHbIX NNL AO/MKHbI, cneays
npurnaweHnsam Ha LCD-naHenun, BCTaBUTb KapTbl C 4YacCTAMM K/o4a akKTMBauMM M BBECTU pin-
koabl. Mocne atoro NMAKM nepeigeT B pexuMm «To/bKO agMUHUCTPUPOBAHUE», N AafibHenwune

aencremsa 6yayT nponssoamTbCsa € npasamm Cynepnosnib3osaTtens MNAKM.

B aKkTMBHOM COCTOSSHUM WANM B COCTOSIHUM <« TONbKO aAMUMHUCTPUpPOBaHue» npu
HEBO3MOXXHOCTW MCMONb30BaHMS KapTbl aAMUHUCTPaToOpa CyLLeCTBYeT BO3MOXHOCTb KOPPEKTHOM
octaHoBkKM MAKM uyepes LCD-naHenb. Ang atoro nocne npurnawenus «Insert the Card» Hago
HaxaTb Ha LCD-naHenu nwbyl knaBuwy, He BCTaBnsaAs KapTy. llocne 3Toro Ha naHenu
nosieutcs Bonpoc «No card. Halt?», Ha KoTopbIn Hano oTBeTUTb «YES», 3aTeM NOSIBUTCS BOMpPOC

«Really halt?», Ha koTopbIi HAgoO OTBETUTL «YES».

Bbixo4 M3 MEHI MpPOUCXOAUT MO 3aBEepLIEeHUM BpPEMEHU oxuaaHusa (Tamm-ayT), no

HaxaTuio Knaesuwmn «Bneso», nnm Nno KomaHae MeHto «Exit» («Bbixon»).
CTpykTypa MeHto (B ckobkax nMpMBOANTCSA TEKCT Hagnucm Ha LCD naHenwn):
- usmeHeHue cocrosaHusa NAKM (Change HSM State)
BkntouaeT nogmeHo:
- HeakTnBHOe cocTtosiHue (Inactive);
- AkTnBHOe coctosiHme (Full active);
- Tonbko agMuHuctpmposaHme (Admin only);
- Boiknoumnte HSM (Halt);
- NokKkas coobLeHni xypHana cobbituin (View Log);
- cMeHa Pin-kopa Ha kapTte (Change pin-code);
- ycTaHOBKa cucreMmHoro spemeHm NAKM (Set system time);
- ycTaHOBKa cucteMHou paatbl MAKM (Set system date);

- Nokas cucreMHbix xapakrepuctuk NAKM (View system parameters)
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BkntoyaeT nogMeHio:
- CuctemHoe Bpemsa (View sys.time);

- [lpoCcMOTp ceTeBbiX HACTpPOeK, ANA MpPOCMOTpa TeKYLWUX CeTeBbIX

HacTpoek MNAKM (View net. par.);

- OcTaToKk [OBepeHHOM Ccny4vanHol uHpopMauMn, WUCNosb3yemMon Aans

reHepaumm Kato4den nonb3opartenen (Gamma for keys);
- CBobogHoe MecTo Ha aucke, B kunobantax (Free on disk, KB);
- KonunyecTso co3paHHbIX 3a BCe BpeMs akcnayaTaunm MNAKM kntouen
YnonHoMoueHHbIX Jlny (ang YU Ha 6a3e OC cemeiictBa Unix) (Made root keys);

- KonnuecTtBo kpuntorpadunyeckmx onepaumii 3a Bce BpeMsi aKCryataumm

MAKM (Crypt. oper-s);

- KonuyectBo kapT kaHana «K», co3gaHHbIX BO BpeMsl MocieaHen ceccum

co3gaHusa mactep-kntodern (Made cards K);

- KonnuecTtBo MacTep-k/toyei ayTeHTUdUKaummn, Co3aaHHbIX 3a BCE BPeEMS

akcnnayaTtaumm NAKM (Changes Kcards);

- Obuwee KONMYECTBO CO3[4aHHbLIX 3a BCe BpeMs 3kcnnyaTtauum [MAKM

Kntoden nonb3osatenen (Keys made);
- Homep Bepcun cbopkun gnctpubytuea MO MAKM (Build);
- Boixoa n3 nogmeHwo (Exit).
- ounctka coaeprxmmoro NAKM (Full Clean);
- BbIXO4 U3 MeHI0 aaMnHuctpupoBaHusa (Exit);

- CMEeHa MacTep-kK/iloya ayTeHTUdMKauMM M BbiINYCK KapT KaHana «K»

(Make cards K);
- ©'SMEeHeHMe ceTeBbiX HacTpoek (Set up network)
BknouaeT nogMeHIo:
EthO (nepBbili ceTeBOM MHTEPDENC)
Ethl (Ecnu npucyTtcTByeT. BTopoii ceTteBoii nHtepdenc)

HacTpoika Kaxnoro ceTteBoro nHtepdenca BKIOYaeT:

IP-agpec (ip_address);

Macka noacetu (net_mask);

W03 loKanbHoM ceTn (gateway);

- HacCTpoliKa pexuMa nepegaydun gaHHboix (media),
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BkntoyaeT pexuMmbi:
- MonHbIt gynnekc, ckopoctb 1000 Mb/cek (1000mbps_fd);
- NMonyaynnekc, ckopoctb 1000 Mb/cek (1000mbps_hd);
- MonHblh aynnekc, ckopoctb 100 Mb/cek (100mbps_fd);
- Monyaynnekc, ckopoctb 100 Mb/cek (100mbps_hd);
- ABTOoOonpeaeneHue (autosence);
- NPpOCMOTpP U usmeHeHue napamerpoB NAKM (HSM options)

BktouaeT noaMeHo:

- PazpewnTtb agMnMHMUCTpUpoBaHme yepes cetb (Enable web);

- PazpewnTb ncnonb3oBaHme kaHana K2 (Enable K2);

- PazpewnTb ncnonb3oBaHme kaHana K2s (Enable K2s);

- NogpobHoe xxypHanuposaHue (Detail event log);

- YCTaHOBUTb aBTOOUUCTKY XypHana ayamta (Autoclean audit log);

- MoporoBoe 3HayeHME KONMYeCcTBa 3anucen XxypHana ayaumta (Audit log

max records count);

- NIHTepBan NpoBepKM XypHana ayauta Ha nepernosiHeHWe, B CeKyHAax

(Autoclean poll interval);
- TaNMayT HeaKTUBHbIX coeanHeHun (Timeout Idle);
- MakcmManbHOe Konm4yectBo coeamHenmn (Max clients);
- PaspewnTb 3arpy3ky pesepBHbix konuii (Enable upload);

- PexuM CcMHXpoHM3aumm 6asbl AaHHbIX XypHana ayauTta (Audit sync

mode);
- Pernctpupyemble cobbitnsa (Logged events);
- Tun cepsepa pennnkaunm (Repl Server Type);
- aeHTudKnkKaumoHHbIn HoMep cepeepa pennukaumun (Repl Server ID);
- IP appec MASTER cepsepa pennnkaunm (Repl Master IP);
- ynpasJsieHue nosb3osBartensamm (User management)

BkntoyaeT nogMeHto:

- flo6aBneHune nonb3oBatens (Add user);

- YnaneHue nonb3oBatens (Delete user);

- 3abnoknpoBaTtb nonb3osatens (Lock user);
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- Pasz6bnokunposaTtb nonb3oatens (Unlock user);

- MepeBbINYCTUTb KU U cepTudmkaTt goctyna nonb3osatens (Change

user card);
- HaCTpPOMKM MexceTeBoro skpaHa (FW settings)
BkroyaeT noaMeHo:
- Kanan K (K channel);
- KaHan K2 (K2 channel);
- CeTeBoli agMuHucTpaTop (Remote admin);
- Pennukauunsa (Replication);

- U3MeHeHMne knwuYen U cepTtudPukKatoB ynoJsIHOMoueHHbix nuy (Update

keys)

BktoyaeT nogmMeHo:
- CMmeHa kitoya aktuBauum (ACT(ivation) key);
- CMeHa kopHeBoro ceptudukata NAKM (CA key);
- CMeHa cepTtudukarta TLS cepsepa INAKM (TLS server key);
- CMeHa kntoya agmmHuctpatopa (ADM(in) key);

- KOppEeKTHasi OMMCTKa XypHana ayauTta (Clear audit log);

- BOCCTaHOBJIeHUe xypHana ayauTta (Repair audit log);

- pe3epBHOe KonupoBaHue u BocctaHoBneHune NMNAKM (Backups).

11.2.1. WN3MeHeHue cocTtoaHus NAKM

JaHHasa npouenypa A0CTynHa A8 nonb3oBaTesia ¢ npasamn AgMmmHuctpaTtopa MNAKM.
MNpeaBapuTenbHbIE YCNOBUS:

1. MAKM HaxoanTcs BO BKIKOYEHHOM COCTOSIHUN.

2. AIMUHUCTpATOp MMEeEeT nMpu cebe AeNCTBYIOLLYO KapTy aaAMWHUCTpaTopa, nnbo (ecnu
MAKM HaxoauTcs B HEAKTUBHOM COCTOSIHUW) MPUCYTCTBYIOT 3 U3 5 IOBEpPEHHbIX UL C KapTaMu

KJ1lo4Ya aKTnBauunun.

Ansa nameHeHus cocrtoaHus NMAKM:

1. AAMWHMUCTpaTOp HaxmmaeT Ha nbyo knasuwy Ha LCD-naHenu MAKM.
2. Ha LCD nossnsetcs npurnaweHue: «Insert the Card, Press any key...»

3. AAMMHUCTpaTOp BCTaBAsET KapTy aAMUHUCTpaTopa B cuuTbiBaTenb MNAKM.

AAMUHUCTPATOP HaxxnmaeT Ha nobylo knasuwy Ha LCD-naHenu MAKM.
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4. Ha LCD nosiBnsietca npurnaweHue: «Input pin-code».
5. AAMUHMCTpaATOp BBOAMUT pin-KoA KapThbl.

6. [AKM nepexoguT B peXnM MeHIo.

B HeakTMBHOM cocTossHuM MAKM BO3MOXeH afbTEPHATMBHbIA BapuMaHT BX0AA B MEHKO C
MCMNOSIb30BaHMEM KapT K4a akTmBauumm no cxeme 3 u3 5. [ng atoro nocne npurnaweHus
«Insert the Card» Hago HaxaTb Ha LCD-naHenn nobyto kKnaeuwy, He BCTaBnsas KapTy. Mocne
3TOoro Ha naHenu nosieutca Bonpoc «No card.Use 3/57?», Ha KOTOpbI Hado OTBETUTb <YES».
3ateM 3 u3 5 [OOBEpeHHbIX NuuU AOKHLI, cneays npurnaweHuam Ha LCD-naHenwu, BCTaBUTb
KapTbl C 4acTaMM K/o4va akTuBaumm mn BBeCTU pin-koabl. lNpun 3ToM [MAKM aBToMaTuyecku

nepengeT B COCTOSIHME «AKTMBEH ans agMmHuctpatopa» (ADMIN ONLY)

Ecnn no kakom-nnbo npuumHe y BacC He 0KasasnoCb HUM OO4HOM OENCTBYHOLWEN KapThbl
aaMmmHuctpatopa MAKM, sonante B MeHo [MAKM c npaBaMm cyneprofsib3oBaTenss C NOMOLLbIO
KapT K/alo4Ya akKTuBauuM W BbINYCTUTE HOBYK KapTy AamuHuctpatopa MAKM wnn ppyroro

npuBUIErMpoBaHHOro nNoJsib3oBaTesnA.

Bo BpemMs Bxoga B MeHw Ha LCD-naHenn MOrytT BO3HWMKHYTb coobuieHune,
ceugetenscreytowee 06 owmboyHonm cutyaummn: «Card not correct» (nocne nyHkta 3) -

HenpaBuibHasa kapTa, win «Card not insert» — KkapTa He BCTaB/ieHa.

7. KHonkamun BBepX/BHW3 aAMWHUCTPATOP JIUCTaeT U KHonkoi Enter BbiGupaeT MyHKT

MEHIO:

- n3MeHeHune coctossHns HSM (Change HSM state);

8. T[poucxoamt BXO4 B nNoAMeHIO Bbibopa coctosiHua [MAKM (Tekyliee CoCTosiHMe B
MEHI0 He BXoauT). KHonkamum BBepX/BHU3 aAMUHUCTPATOP JINCTAeT U KHoMKoW Enter

BbI6GMPAET HYXXHOE COCTOSIHME.

BapuaHTbl coctosHuin HSM cnegytowme:

e HEaKTMBHOE COCTOSIHME (KMOYM HEe aKTMBMPOBAaHbl, KaHasnbl 3aKpbITbl) -
INACTIVE;

e QAKTUBHOE COCTOsSIHME (K/IHOYM aKTMBMPOBaHbl, BCE KaHanbl OTKpbITbl) — FULL
ACTIVE;

e TONMbKO aAMWHUCTPUMpPOBaHMe (KIUYM aKTUBUPOBAHbI, KaHanbl <«K» n «K2»
3aKpbITbl, BO3MOXHO CeTEBOE agMUHUCTpupoBaHne) — ADMIN ONLY;

e ocTaHoBka [MAKM - HALT.

Ona npekpaweHns pabotbl NMAKM Hago BbibpaTb coctositHue - HALT. locne atoro Ha
naHenun nossnsercsa sonpoc «Really halt? YES [x] [x] NO». Ctpenkamu BnpaBo/BneBo Hano

nepeMecTuTb Kypcop Ha NYHKT «YES» n kHonkow Enter BblbpaTb 3TOT NYHKT.
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Mocne atoro Ha LCD naHenu otobpaxaetca nHamMkauus octaHosa npoueccos OC MAKM.
MNossneHne Haanucu halt Ha LCD naHenn o3HavaeT OKOH4YaHMe npouecca ocTaHoBa. lMutaHue

MAKM MOXHO BbIKIHO4YNTb Yepe3 10cek. nocse nosiBNeHus 3To Haanucu.

Mpwn Bbi6Ope HeakTMBHOro coctosHMA (Inactive) Ha naHenwn nosensercs Bonpoc «Make
inactive? YES [x] [x] NO». CtpenkamMu BNpaBO/B/ieBO HaAO NepeMecTUTb KypCcop Ha MYHKT
«YES» u kHonkoh Enter BbibpaTb 3TOT nyHKT. Mocne atoro MNMAKM nepeingetr B HeakTMBHOe

COCTOAHMUE.

[ns nepexona B aKTUBHOE COCTOSIHUE WM B COCTOSIHME «TOJIbKO aAMUHUCTPUPOBaHME»
M3 HEaAKTUBHONO COCTOSIHUS Heo6Xx0AMMO MpUCYTCTBME 3 M3 5 AOBEpPEHHbIX NMLU C KapTaMmu

KJ1lo4a aKTnBauunun.

Mpu Bbibope aktTmeHoro coctosiHma (Full active) Ha naHenn nosenaetcs sonpoc «Full
active?», Ha KoTopbIn Hago oTBeTUTb «YES». Mocse 3TOro Ha NaHesnn NosBUTCS MpurialieHmne
«Enter #1 of 5».

Ecnu 1-e poBepeHHOE MU0 NPUCYTCTBYET, HAA0 BCTaBUTb €ro KapTo4yKy B CUUTbIBATESb
MNMAKM, nepemMecTuTb Kypcop Ha NyHKT «YES» n kHonkol Enter BbiGpaTb 3TOT NMYHKT, a 3aTeM B
OTBET Ha npurnaweHue «Input pin-code» nosepeHHOe NULO AO/HKHO BBECTU CBOW pin-koA. Ecnn

1-e poBepeHHoe NNLL0 OTCYTCTBYET, HAAO0 Bbi6paTh MyHKT «NO>».

[Oanee nossutca npurnaweHue «Enter #2 of 5», n npoueaypa NOBTOpPSIETCS, NOKa He

6yayT o6paboTaHbl A4OCTYMHbIE 3 U3 5 KaApT K/to4Ya aKTUBaLUM.

Mpn BbIbOpe cocTosHUSA <«TonbkKO agMuHucTpupoBaHme» (Admin only) Ha naHenu
nosiensietca Bonpoc «Full active?», Ha koTopbin Hago oTBeTUTb «YES», u 3atemM nposecTtun

npoueaypy akTMBaumMm Kk4den no cxemMe «3 U3 5», Kak onncaHo Bbille.

Ecnu NMAKM yxe HaxoomTcsi B 04HOM M3 aKTUBHbIX cocTossHmin (FULL ACTIVE vnn ADMIN
ONLY), To nepexos B Apyroe akTMBHOE COCTOSIHME He TpebyeT NMOBTOPHOM aKTUBAUWUM Ko4Ya «3

n3 5»,

Mpu nameHeHnmn coctosiHmsa NMAKM 13 ogHOro n3 akTuBHbIX Ha «HeakTuBHoe» (INACTIVE)
6yAyT OCTaHOBNEHbI CEPBUCHI, NMPOC/YLUNBAOLWNE BHELLUHME MOPTbl, Nepe3anyLlleHbl OCHOBHbIE
KpunTorpadunyeckne cepBuchbl, 3aKpbiBas Mpu 3TOM BCE UCMOJIb3YEMbIE K/THOYEBbIE KOHTENHEPSI,

n cepsuc ynpasneHunsa MNAKM. Moatomy MAKM npu 3TOM BbINAET N3 peXUMa MEHIO.

11.2.2. Tloka3 coobuweHuni xypHana cobbitni
MNpenBapuTenbHble YCNOBUA:

1. MAKM HaxoanTcs BO BKIKOYEHHOM COCTOSIHUN.

2. AAMUHUMCTpaTOp MMeeT Npu cebe AeNCTBYIOLWYIO KapTy agMUMHUCTPaTopa.

[Ons npocMoTpa coobLieHnin xxypHana cobbiTuin:
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1. AAMWHUCTpaTOp BXOAMT B MeHK (Kak onucaHo B n.11.2).

2. Knasuwamu BBEpX/BHU3 aAMUHUCTPATOP SIMCTAET U KHOMKOM Enter BbiGMpaeT NyHKT

MEHIO:

- noka3s coobweHni xxypHana cobbeitnii Ha LCD (View log);

3. KHonkamm BBepx/BHM3 Ha LCD-naHenn BblbMpaeT Ty WUAM MHYK 3anucb U3 XypHana
cobbiTun (B obpaTHOM nopsgke, T.e. NEPBbIMU MOKa3blBAlOTCSA Hambonee nosgHue

coobuweHuns).

4. Haxatme Enter npmBoauT K 3anycky b6erywen cTpoku Ansa paHHoro coobuieHums
(no3BonsieT MOJIHOCTbIO MPOCMOTPETb TeKCT coobweHuns). CoobueHne 6yaet
BbIBOAMTLCS A0 TalMayTa. [ns npekpaleHns BbiBoda Herylien cTpokn Heobxoammo

[Ba pa3a HaxkaTb KNaBuLlYy «CTpesika B/IEBO>.
Bo BpemMsi npocMoTpa >XXypHana Ha LCD-naHenu MoryT BO3HMKaTb Ccleaylolme
coobLeHns, CBUAETENLCTBYIOWME 06 OWMBOYHBIX CUTYaLMUSIX:

e «Read log error» (nyHKTbl 3,4) - ownbKa YTeHMS XypHana.

e «View log error» (NyHKTbl 3,4) - ownbKa BbIBOAA COOOLLEHMNA.
11.2.3. CMeHa pin-Koaa Ha kapTte

[JaHHaa npoueaypa AoCTynHa A1 nonb3oBaTens ¢ npasammn AaMmmHuctpatopa NAKM.

Mpoueaypa BbIMOJIHAETCS BO BPEMS M1aHOBOW M BHEMN/IAHOBOW CMEHbI pin-koaa (napons)

Ha KapTe C 4aCTbio 3allMUTHOIo Kiko4a.

Mpoueaypy nposoauT BRageney kaptbl ([JoBepeHHoe nnuo wnanm [onb3oBaTesnb) Mo

PYKOBOACTBOM aAMWHUCTpaTopa.

MpeaBapuTeNbHble YCNOBUS:

1. [lna cMeHbl pin-Koaa AO/IXKEH SABUTbCA BNnajesiel KapTbl, AN KOTOpoh 6yaeT MeHATbCS
pin-koa, nMmes npu cebe camy KapTy.

2. [JomkeH MpuUCyTCTBOBaTb aAMWHUCTpATOP C AEMCTBYHOLIEN KapTOM agMUHUCTpaTopa
MAKM.

3. NMAKM ponmxeH HaxXxoAUTCA B aKTMBHOM COCTOSSHUM WM B COCTOSAHUWU <TONbKO

aAMUHUCTPUPOBAHME>.

CMeHa Nnpomn3BoAUTCA NpU MOMOLUM cneunanbHOoM onummn MeHo (Ha LCD naHenu MAKM).

CMmeHa Pin-koaa Ha kapTe [loBepeHHOro amua nau lNMonb3osartens:

1. AAMWHUCTpaTOp BXOAMT B MeHK (Kak onucaHo B n.11.2).

2. KnaBuiwwamu BBEpX/BHMU3 aAMUHUCTPATOP JINCTAET N KHOMKOM Enter BbiIGMpaeT NyHKT

MEHIO:

- cMeHa Pin-koga Ha kapTe (Change pin-code);
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3. Ha LCD otobpaxaetcs 3anpoc - «Insert the Card, press any key...»
4. Bnageneu BCTaBASET KapTy M Haxmmaet nobyto knasuwy Ha LCD-naHenu;

5. Ha LCD-naHenu otobpaxaetcs 3anpoc («Input pin-code», «old pin») Ha BBOA pin-

KoZla AN CYNTbIBaHUSA KapTbl. (8 3HAKOB).

6. B cny4ae ycnewHoro Beoga pin-koga NMAKM cuuTbiBaeT KapTy. B NnpoTUBHOM cnydae

CeaHc U3MeHeHMs pin-Koaa 3aBepliaeTcs.

7. Ha NAKM otobpaxaetca 3anpoc («Input pin-code», «1 time:») pin-koga ans

CMeHbl. (8 3HaKoB).

8. Ha MNAKM otobpaxaeTtcs 3anpoc pin-kKoga Ans CMeHbl - NOBTOPHO («Input pin-code»,

«2 time:»). (8 3HakoB).

9. Ecnu gBa BBegeHHbIX pin-koga coenagatT, To NMAKM 3anuceiBaeT ero Ha KapTty,
BbIBOAMUT Ha LCD-3kpaH Hagnucb «pin was changed», n oxugaer Haxatus nobon

knasuwmn Ha LCD-naHenun, nocne 4yero BbIXOAUT B rMaBHOE MEHIO.
10. Ecnm pin-koAbl He coBnaau, TO 3anpalumBaeTcsa NOBTOpP BCEN onepauuu € n.7.

Bo Bpems cMeHbl pin-koga Ha LCD-naHenu MoryTt BO3HMKATb creaylowme cooblieHus,

cBuaeTenbCcTBytowme 06 OWNBOYHbIX CUTYaUUSX:

e «Card not insert» (nocne nyHkta 4) - MNMAKM He MOXeT HalTM KapTy B
cunTbiBaTene. ocne BbiBoAa cooblieHMs ceaHC M3MeHeHus pin-koga 6yaer
3aBepLueH.

e «Pin is incorrect» (nocne nyHkTta 5) - BBeAeH HemnmpaBW/IbHbIN pin-koa. lMocne
BblBOAA coobLleHNs ceaHC naMeHeHuns pin-koga 6yaert 3aBepLueH.

e «Pin's are differ» (nocne nyHkTta 8) - BBeAeHHble B NyHKTax 7 u 8 pin-koabl
pasnnyatoTtcsa. lNocne BbiBoga coobuweHns byaer BblAaHO MeHt: «Reinput new
pin?». MNMpwn oTBeTe «YES» ceaHc byaeT noBTopeH € nyHKkTa 7. Mpu otBeTe «NO» 1
no TanmayTy 6yaeT oCyLlecTBAeHO 3aBepLleHne ceaHca N3MeHeHns pin-Koaa.

e «Can't change pin» (nocne nyHkTta 9) - NMAKM He MOXET M3MEeHUTb pin-Ko4 Ha

kapTe. [Mocne BbiBOAA COO6LLEHMA CeaHC N3MeHeHUs pin-koaa 6yaeT 3aBeplueH.
11.2.4. YcTaHOBKa cUCTEMHOro spemeHun/aatbl NMAKM
[JaHHasa npoueaypa AoCTynHa A1 nosnb3oBaTens ¢ npasammn AaMmmHuctpatopa NAKM.
MpeaBapuTenbHble YCNOBUS:
1. MAKM HaxoamTcs BO BK/IKOYEHHOM COCTOSIHUM.
2. MpucyTtcTtByeT aaMmmHucTpaTtop NMAKM c gencreytowen KapTon agMMHUCTpaTopa.

Ona  yctaHoBkuM (MM KOPPEKTUPOBKM) CUCTEMHOrO BpeMeHu (CucTteMHas AJaTta

YyCTaHaB/IMBAETCS U KOPPEKTUPYETCS aHaNOrM4YHbIM 06pa3oMm):
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1. AAMWHUCTpaTOp BXOAMT B MeHK (Kak onucaHo B n.11.2).

2. Knasuwamu BBEpX/BHU3 aAMUHUCTPATOP SIMCTAET U KHOMKOM Enter BbiGMpaeT NyHKT

MEHIO (YCTaHOBKa CNCTEMHOIO BpEMEHU NN YCTAHOBKaA CUCTEMHOM ,Cl,aTbI):

- YCTaHOBKa cuctemHoro spemeHun NAKM (Set system time) nnum
- yCTaHoBKa cuctemHom gatbl [NAKM (Set system date);

3. KHonkamu BBer/BHVIB YBENMNYNBAET UJIN YMEHbLUAET YNCNO.

4. KHOMKaMuM BMpaBo/BNEBO W3MEHSAET MONoXeHne Kypcopa (nepexod no undpam

WHOMKAUNK BPEMEHMN).
5. Haxartue Enter: nHgmnkaumsa coobuieHmnsa «Save time?» (ans gatel — «Save date?»)
6. KHonkamu BnpaBo/BneBo - Bbi6op: «YES?» n «NO».

7. HaxaTtme kHonkm Enter - Bbibop nyHkTa YES / NO. U npuBoauT K nepexony B

OCHOBHOE MEHIO.

lpu koppekTnpoBke BpemeHu NMAKM 6os1ee yem Ha 5 MUHyT B 1106yt0 cTOpoHy NMAKM

AOJKEH 6bITb neperpyxeH!

Mpumeuanume. Bpemsa NMAKM Benetcs BHe BpeMEHHbIX 30H. M npu oTobpaxeHnu, n npu

yCTaHoBKe BpeMeHun ucnonb3yetcs UTC time.

11.2.5. T[loka3 CUCTEMHbIX XapaKTepucTuk

[aHHas npoueaypa AoCTynHa ansg noboro npmemMnernpoBaHHoro nonb3osartens MAKM.
MpeaBapuTenbHble YCNOBUSA:

1. MAKM HaxoauTcs BO BK/IKOYEHHOM COCTOSIHUW.

2. MpucytcreyeT aamMmnHuctTpatop NMAKM c gencrTeylowen KapTon agMMHMUCTpaTopa.

[nsi NpoCMOTpa CUCTEMHbIX XapaKTepPUCTUK:

1. TpuBUNErMPOBaHHbIN NOMIb30BaTENb BXOAUT B MEHIO (Kak onuncaHo B n.11.2).

2. KnaBuiwaMu BBEpPX/BHU3 NONb30BaTENb JIMCTAET U KHOMKOW Enter BbiIGUpaeT NyHKT

MEHIO:

- MOKa3 CUCTEMHBbIX XxapakTtepuctuk NMNAKM (View system parameters);

3. KHonkamu BBEpX/BHM3 Ha MAHENN NPOKPYUMBAKOTCA CUCTEMHbIE XapaKTEPUCTUKN:
e CucteMmHoe Bpems MNAKM;
e CeTeBble HacTpoiku MAKM;
e QOcTaTtok cnydanHom wuHbopmaummn (B «nakeTax» ANa OAHOrO reHepupyeMmoro
kntoya Monb3oBartens);

e (CBobogHoe MecTo Ha aucke (B knnobanTtax);



XTAN.00096-02 90 01. KpunTollpo HSM. NHCTpyKUMS MO MCNOMb30BaHUIO 94

e KONMYecTBO CO34aHHbIX KOYeHr, 3alMLLEHHbIX Ha ApYyrux Kato4vax (C MOMeHTa
HayanbHOW MHMumanusauum NMNAKM);

e KonnyectBo Kpuntorpamyeckmx BbI30BOB - co3gaHua 3l (c MoMeHTa
HavyanbHOM MHUUManusaunm NMNAKM);

o KonnuectBo BbINYLEHHbIX NpX NocnegHen cMeHe KapT KaHana «K»;

¢ KonnuectBo onepaumii cMeH KapT KaHana <«K» (C MOMeHTa HaudajlbHOM
MHuumanumsaunm NAKM);

e KonnuectBo co3aaHHbIX ktoden [Monb3osatens (C  MOMeHTa HadasibHOM
MHUUnanmsaumm NAKM);

e Homep Bepcuun cbopkun gnctpmbytmea MO MAKM.

4. HaxaTue KHonku Enter unu cTpenku BieBo/BNpaBo NPUBOAUT K BbIXOAY B r1aBHOe

MEHIO.

11.2.6. OuwucTtka cogepxmnmoro NAKM

[aHHas npoueaypa AOCTYyNMHa TONbKO ANS MOSb30BaTenst ¢ npaBaMum AAMUHUCTpaToOpa
MAKM.

OaHHbin  pexkum npuBoanT [MAKM B coctosiHne «A0 WHuMUnanmsauuu». [pu 3ToM
YHUUTOXAIOTCA BCe K/uM nonb3oBaTtenen [AKM, Bce nonb3osatenu [MAKM, ounwatoTcs
XypHanbl, ygpansatTca knwoum [MAKM  (nognucn, TLS cepsepa, wudpoBaHus). Mocne
3aBepleHusa npouenypbl ounctkm [MAKM aBToMaTuyecku nepenger B coctosiHme HALT wm
3aBepwunT cBoto paboTy. B panbHenweMm, npu nonbiTke akTuuposBaHuma MNMAKM  6ypeTt BblgaH

3anpoc Ha HadanbHy MHUUManusauuto NMAKM (cMm. n. 9.3).
MpepBapuTenbHblie YCNOBUS:
1. NAKM BkJto4veH.
2. MAKM HaxoanTcs B HEAKTUBHOM COCTOSIHUW.
3. Mpucytcreyet AaMmnHmnctpaTtop NMAKM ¢ nnyHol kapTon gocTyna.

Ana ounctkn cogepxmmoro NMAKM:

1. TpousBoauUTCA BXO4 B MEHIO C MCMNOJIb30BaHWEM KapTbl A0OCTyna AAMMHUCTpaTopa
MNAKM;

2. KnaBuwamu BBepx/BHM3 NOMNb30BaTE/b JIMCTAET M KHOMKOW Enter BbiGBupaeT NyHKT

MEHHIO:

- oumncTtka cogepxumoro NMAKM (Full clean);
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3. Ha LCD naHenun nossnsetcs coobuweHne «Full Clean? YES [x] [x] NO». Ctpenkamu
BMpaBo/BNEBO HaAO0 NepeMecTuUTb Kypcop Ha NyHKT «YES» n kHonkow Enter BbibpaTb
3TOT MyHKT. MNocne atoro nosButcs coobuweHmne «Really Clean? YES [x] [x] NO».

Hy>xHO BblbpaTb NYHKT «YES».

4. Ha LCD naHenu otobpaxaetcsa coobuieHMe 06 OKOHYaHMM OYUCTKU COAEPXKMMOro

MNAKM wn 3aBepweHnnn pabotbl MAKM (halting).

5. TMNonb3oBaTenb BbikatoyaeT NMAKM, HaxuMada Ha KHOMKY NUTaHUA.

Ecnu B cepTudmkaTe Knova AocTyna, XpaHsawemcsa Ha kapte AaMnHuctpaTtopa NAKM, He
yKazaHO COOTBETCTBYlOLlee pacwmpeHne (Nonb3oBaTeslb WUCNOMHAET pofnb «AAMUHUCTPATOpa

MAKM»), To Ha LCD naHenb 6yaeT BblAAHO cooblueHne «Access denied».

Ecnn MAKM HaxoauTcs B OAHOM W3 aKTUBHbIX COCTOSSHWIA, TO npu Bbi6ope AaHHOro
pexuma Ha LCD naHenb 6yaet BbigaHo coobuleHune «Invalid HSM state». BHuMaHue! Mpu Bxoae
B pexum yrnpasneHusa NAKM yepes LCD naHenb cynepnosib3oBaTesieM, UCMNONb3ysa npoueaypy 3
n3 5-tn, NMAKM aBTOMaTM4yeCKn nepexoauT B aKTUMBHbIN pexum — ADMIN-ONLY, a 3HauuTt

BbINONHUTL onepaumtio full clean B AaHHOM Crly4yae HEBO3MOXHO.

11.2.7.CMeHa MacTep-K/4ya ayTeHTUdUKaAUMKN/BbINYCK KapT KaHana «K»
[JaHHaa npoueaypa AoCTynHa A1 nonb3oBaTens ¢ npasammn AaMmmHuctpatopa NAKM.
MpeaBapuTenbHble YCNOBUS:

1. MAKM nepe3arpy>xeH n HaxoanTCsl BO BKIIOYEHHOM COCTOSAHUN.
2. Hyn oaviH 13 nonb3oBaTeNnen He akTUBMpPOBaa CcBoM ko4 B NMAKM.

3. AaAMuHUCTpaTop MMeeT npu cebe KapTbl 4S8 3anMcK HOBOro K/to4va KaHana «K»
(HoBble, NMpeAHa3Ha4yeHHble ANS 3anuCcW, WM paHee BbiMyLlEHHble — BO3MOXHa nepes3anucb

Kftova KaHana «K» Ha MecTo paHee BbIMyLEeHHOro0).
4. AAMUHUCTPATOp nMeeT Npu cebe 0AHY AENCTBYIOLWYIO KapTy agMuHucTpatopa MAKM.

Ons  BbiNnycka KapTbl kaHana <«K» (nnaHoBOM WMAWM  BHEMMIAHOBOW CMEHbl KJto4da

ayTeHTUdUKaLUMn KaHana «K»):

1. AOMuMHUCTpaTop BXOAWUT B MeHIo (Kak onmcaHo B n.11.2).

2. KnaBuwamu BBepX/BHU3 aAMUHUCTPATOP JIMCTAET U KHOMKOM Enter BbiI6MpaeT NMyHKT

MEHHI:

- Cco34aHue MacTep-K/w4a ayTeHTudukaumm u BbiNyCK KapT KaHana «K» (Make
cards K);

3. TAKM co3paeT HOBbIM KoY KaHana «K»,

4. Ha LCD BbicBeumBaeTcs Hagnucb — «Insert new Card, Press any key...»
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5.

BctaBngeTca HoBasd 4MCTad KapTa kKaHana «K» (He MCcnosib3oBaBllasaCa paHee B

AaHHOM CeaHCeE BbllMyCKa KapT U HE ABid0LWancs KapTOVI C TEKYLWMM KJTFOHOM KaHana

K), HaxxnmaeTcs nobas knasumwa Ha LCD-naHenw.

Ha LCD BbicBeumBaeTcsa Hagnucb — «Enter - write key, any key - exit». Haxatue

Enter Ha LCD-naHenn Ha4dHeT 3anucb Koda Ha KapTy (MYyHKT 7), HaxaTue ntoboi

Apyroi knasuwmn Ha LCD-naHenn nNpuBeAeT K 3aBEPLUEHUIO 3aMMCU KapT U nepexoay

K NYHKTY 9.

MAKM 3anucbiBaeT Ha KapTy HOBbIN KtOU.

Ecnn kapTta 3anucaHa ycnewHo, Ha LCD oTobpaaeTtcs cepuiHbin HOMEp KapThbl,

NPOUCXOAUT NEPEXOA K MYHKTY 4.

Ecnn 3anucaHa xoTtsa 6bl 0gHa KapTa, NPONCXOANT YCTaHOBKAa HOBOIO Kjto4va (CTapbli

NpW 3TOM YHUUYTOXAETCH) M 3aBEpPLUEHME CeaHca BbiMycka KaprT.

locne BbIMoIHEHUS BbIMyCKa KapTbl KaHana «K» «crtapble» KapTbl (pPaHee BbiryLeHHbIE)

CTaHOBSITCSI HEAEUCTBUTE/IbHBIMU.

Bo BpeMmsa Bbinycka kapT Ha LCD-naHenu MoryT BO3HMKaTb cneaytoouwme cooblueHus,

cBnaeTenbCTBYtOLmneE 06 OWNBOYHbIX CUTYyauunax:

«Can't create key» (nocne nyHkrta 3) - owunbka co3gaHua kntoda. MNMocne BbiBOAA
3Toro coobleHns ceaHc aBTOMaTUYECKN 3aBepLlaeTcs.

«Card is absent» (nocne nyHkta 4) - NMAKM He MoxeT 06HapyXuTb KapTy B
cumTbiBawLWeM ycTtponctee. locne BbiBoga coobuweHuss 6yaetr BbIBEAEHO MEHIO
«Try again?». B cnyyae otBeTa «YES» ceaHC nMoBTOpUTCA C NyHKTa 4. B cnyuae
otBeTa «NO» (a Takxe no TarmayTy) bydeT ocyLwecTB/AeH Nepexos K NyHKTy 9.
«Card already used» (nocne nyHkta 6, B cny4dae Haxatuma Enter, wnm nocne
nyHKTa 7) - kapta Anbo mcnosnb3oBanacb paHee ANA 3anucu Kawya B AaHHOM
ceaHce, NMbo sABNSIETCA KapToM C TeKywuM KtoyoMm. lNMocne BbiBOAa coobueHus
6yaeT ocylecTBNeH Nepexos K NyHKTy 4.

«Can't write card» (nocne nyHkTa 7) - KN4 He 6bla 3anucaH Ha KapTy. Mocne
BblBOAA coobuieHns byaeTt BbiBeaeHO MeHo «Continue?». B cnyyae oteeta «YES»
ceaHC NoBTOpMTCHA C NyHKTa 4. B cnydae otBeTa «NO» (a Takxke no TanmmayTy)
6yaeT ocylecTBneH nepexos K MyHKTY 9.

«Can't change key» (nocne nyHkta 9) - NMAKM He MOXeT uU3MeHUTb Kwd. Mocne

BblBOAA COOBLLEHUS CeaHC 6YLJ,GT 3aBepLUeEH.

11.2.8. [lpocMOTp N N3MEHEeHNEe CeTeBbIX HAaCTpPOeK

MpPOCMOTP CEeTeBbIX HAaCTPOEK AOCTYNeH ANns Nboro NpuBUIErMpoOBaHHOMO MoJsb30BaTeNS

MAKM. M3aMeHeHMe HacTpoeK AOCTYMHO A5 nosib3oBaTtens ¢ npasamm AammHuctpatopa NMAKM.

MpeaBapuTenbHble YCOBUS:
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1. NMAKM HaxoaunTcst BO BK/IKOYEHHOM COCTOSIHUMW.

2. [puBMNEernpoBaHHbIA Nofb30BaTeNlb MMeeT npu cebe AelCTBYIOLWY KapTy

nonb3osaTtensa unn agmmHuctpatopa NAKM.

Ona nameHeHnsa ceTesBbiX HACTPOEK:

1. TMonb3oBaTenb BXOAUT B MeHI0 (Kak onucaHo B n.11.2).

2. KnaeBumwamn BBepX/BHM3 Monb30BaTeNb JIMCTaeT U KHoOMKoW Enter BbibupaeT NyHKT

MEHI0:

- N3MeHeHune ceTeBbiX HacTpoek (Setup network);

3. Haxwnmasa cTtpenkun BHU3/BBEpPX, BbibMpaeTcsa ceTeBo nHtepdenc, napameTpsbl
KOTOPOro Heo6xXoAMMO U3MEHUTb UK HacTpouTb. MyHKTbl MeHo - eth0, ethl, eth2
W.T.4., B COOTBETCTBMW C MaKCUMaJsibHbIM YMNC/IOM YCTaHOB/IEHHbIX ONTUYECKMX

CeTeBbIX NnaaT.

4. BblbpaB MHTepdeNnc, Haxnumas CTpesakn BHU3/BBEPX, MPOCMaTPMBaEM NapamMeTpbl
CeTeBbIX HAaCTPoOeK M KHonkon «Enter» BbibMpaem TOT napameTp, KOTOPbIN

HEo6X0ANMO U3MEHUTD.

Hanpumep, HeobxoauMo uaMmeHuTb IP-agpec. MNocne Bbibopa 3TOr0 MyHKTa KaaBulen
«Enter» Ha nepBoi undpe IP-agpeca nosiBnsgeTca Muratowmnm kKypcop. KHonkamu crpenka
BBEPX/BHU3 MOXXHO U3MeHUTb 3Ty undpy, a Nocsie HaxaTusl KHOMKn «Enter» Kypcop nepenger
Ha cnegytowyto umdbdpy m T.4. ECam Kakme-To UM@Pbl MEHSATb He HYXHO, TO MpM HaxaTuu
KHoMku <«Enter» Kypcop 6yaeT nNpocTo nepeaBuraTtbCsa cneBa Ha npaso. [locne Haxatus
KHonku «Enter» Ha nocneaHen undpe Kypcop MCYE3HET, 3TO O3HAYaET, YTO NapaMeTp U3MEHEH,

N HaXkuMasi KHOMKY CTpesika BHWU3, MOXHO NMepexoauTb K creayoweMy napameTpy.

MOXHO M3MEeHUTb cregylowme napameTpbl CeTeBbiX HacTpoek (kpome IP-agpeca HSM):
Macky noacetun ansa HSM, IP-agpec wni3a NokasbHOW CeTU, pexuMm nepegaudn ganHbix (full
duplex, half duplex, 100/1000 Mb/cek, nnn aBtoonpegeneHue. [aHHbl NapamMeTp 3aBUCUT OT
TUNa WCNONb3YEMOM CETEBOW KapTbl U MOXET BKJOYATb JIMWb MOAMHOXECTBO U3 YKa3aHHbIX
pexumoB). Cnocob wn3MeHeHUs MackuM nNOACEeTM W ajpeca LWJ/K3a aHanormyeH cnocoby

nsMeHeHusa IP-agpeca HSM, pexXunm nepenayn gaHHbIX BbI6MpaeTC9| C NOMOLWbKO MEHIO.

Ecnn XOTb oAMH napaMeTp CeTeBbiX HAacTpoeK 6bln M3MEHEH, B KOHLE MEeHK CeTeBbIX
HacTpoeKk MosIBUTCA MYHKT «Save and restart». MNocne Bbibopa 3TOro nyHkrta Ha LCD-naHenu
nosiButcsa sBonpoc «Really save? YES [x] [x] NO». Bbibop ocyecTBnsaeTcs HaxaTUeM KHOMOK
CTpenka Bneso/BnpaBo M knasuwm <«Enter». lMpu Bbibope «NO» MeH HacTpoeK CeTeBbIX
napameTpoB 6yaeT MOKMHYTO MU B CUJIe OCTaHYTCa npeablaylime 3HadeHUs CeTeBblX HaCTpoek.
Mpw BbIbOpe «YES» nameHeHne ceTeBbiX HACcTpoek byaeT NpuHSATO, N NOSBUTCSA Bonpoc «Restart

network?».
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Mpw Bbibope «YES» ceTeBas cnyxb6a 6yaeT nepesanylweHa. HoBble napaMeTpbl ceTEBbIX

HACTpPOEK BCTYNAT B CU1Y, KOrAa nepesanyck 6y,qu 3aBEpLUEH.

HeobxoanmMo MnoMHUTbL, 4TO rpu u3MeHeHuu IP agpeca kakoro-imbo mn3 mMHTepgercos,
471581 HopmasibHOVM paboTtel noTpebyercs nepereHepaumns TLS cepBepHbix ceptuguxkatoB MNAKM, a

TaKk>Xe, BO3MOXXHO, KOPPEKTUPOBKA MPpaBunJi MEXXCETEBOIo 3KPaHa.
11.2.9. [llpocMoTp n nameHeHmne napametpos [MTAKM

MpocmoTp napametpoB [MAKM  poctyneH ana  nwoboro  nNpuMBMNErnpoBaHHOIo
none3osatens NMAKM. MameHeHne napameTpoB Autoclean audit log, Audit log max records
count, Enable event log n Logged events foctynHo nonb3oBaTento ¢ npasamm AyamTtopa
MAKM. WN3MeHeHWe ocTanbHbiXx napaMeTtpoB [1AKM poctynHo nonb3oBaTento C npaBaMu

AoMuHucTpaTtopa MNAKM.
lMpenBapuTenibHble YCOBUS:
1. NMAKM HaxoauTcs BO BK/AKOYEHHOM COCTOSIHUMW.

2. TpuBMNErnMpoBaHHbIM MOSb30BaTe/lb UMMEEeT Tnpu cebe [AENCTBYKOLWYHO KapTy

npuMBUAErMpoBaHHOIro nonb3osatens MNAKM.
[nsa npocMoTpa/n3MeHeHNs nNapamMeTpoB:

1. Monb3oBaTenb BXOAUT B MeHI0 (Kak onucaHo B n.11.2).

2. KnaBuwamu BBepX/BHWU3 MOJIb30BaTe/lb JINCTAET U KHOMKOM Enter BbIGMpaeT MyHKT

MEHI0:

- naMmeHeHune napametpos NMNAKM (HSM options);

3. Haxwumasa cTpenkm BHW3/BBEpX, NPOCMaTpuUBaeM MNapaMeTpbl M KHOMKOW <«Enter»

Bbl6MpaeM TOT NapaMeTp, KOTOpbIi HE0O6XOANMO U3MEHUTD.

Onsa paspeweHus/3anpeleHns CceTeBoro aaAMUHUCTPMPOBaAHUS HaAo Bbi6paTb MNYHKT
Enable web. NMocne atoro Ha LCD-naHenu nosasutcsa Bonpoc «Enable web? YES [x] [x] NO».

Bbl60p OCYLWLECTBNAETCA Ha>XaTeM KHOMOK CTpeEJiKa BJ'IEBO/BI'IpaBO U Knasmwmn «Enter».

Ona paspeweHus/3anpewieHna pabotbl kaHana «K2» (wudpoBaHHOro) Haao BbibpaTb
nyHkT Enable K2. lMocne atoro Ha LCD-naHenn nosButcsa Bonpoc «Enable K2? YES [x] [X]

NO». Bbl6Op OCyLLECTBAAETCSH HaXaTUEM KHOMOK CTpesika BfIeBO/BMpaBo M KnaBuUwwK «Enter».

Onsa paspewenusi/3anpeweHuns paboTbl kaHana «K2» (HewundpoBaHHOro) Haao BbibpaTb
nyHkT Enable K2s. MNMocne atoro Ha LCD-naHenu nosButcs Bonpoc «Enable K2s? YES [x] [x]

NO>». Bblbop OCyLecTBASETCS HaXXaTUeM KHOMOK CTpesika BNeBO/BNpaBo M kKnaBuwmn «Enter».
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MNepeuncneHHbix Bbiwe onuuu (Enable K2s, Enable K2, Enable web) BnuswoT Ha
3anyck/oCTaHOB NpoLeccoB/cnyllaTenen COOTBETCTBYOWMX MopToB. [ns 3anycka npouecca
cnywaTens, KpoMe Bcero npoyero, HeobxoamMmo, 4tobbl 661710 onmMcaHo XoTs 6bl O4AHO NMpaBwUIO

B HACTpoMKax MexceTeBoro akpaHa NMAKM ans gaHHOro nopra.

Ona ycTaHOBKW/OTMEHblI @aBTOOUYMCTKM XypHana ayamTa Haao BbibpaTb nyHKT Autoclean
audit log. Mocne atoro Ha LCD-naHenu nosiButcsa Bonpoc «Autoclean log? YES [x] [X] NO».

Bbi6Op OCyLLEeCTBNSAETCS HaXaTMeM KHOMOK CTpesika BNeBO/BMNpaBo M KaBuWmK «Enters.

Onsa ycTaHOBKW/OTMeHbl pexmnma BeaeHus 6onee noapobHOro XypHana cobbiTUii HaZo
BbibpaTb NyHKT Detail event log. Mocne 3toro Ha LCD-naHenn nossutcs Bonpoc «Enable? YES
[x] [x] NO». Bbibop ocyliecTBAsieTCs HaXaTUeM KHOMOK CTpefsika BJ/IeBO/BMNPaBO M KaBuLUU

«Enter».

Event log - 3T0 ypHan cobbitnii NMAKM «Kpuntollpo HSM». Ecnu ansa napameTpa
«Detail event log» yctaHoBneHo 3HadeHue NO. To B xypHan cobbiTuin 6yayT nncaTbCs TONbKO
owKnbKM BbINOMHEHUS KpunTorpaduyecknx 3anpocoB. Ecnu yctaHoBneHo 3HadeHue YES, 1O B
XXypHan cobbiTuin 6yayT nonagaTb BCE 3HAYMMblE C KpUNTorpadnyeckom TOUKM 3peHnst CobbITus

(reHepaums Ka4en, aKCNopT, UMMAOPT Koueln, dopMmmpoBaHue 1 nposepka 211 u gpyrue).

Ons M3MeHeHuMs MNoporoBOro 3Ha4yYeHUs KOMYecTBa 3anucen >XypHana ayauta Hano
BblibpaTb nyHKT Audit log max records count. lMocne 3toro Ha LCD-naHenn nosiBUTCSH

npurnaweHune «Enter max rec count» n Tekylllee 3HaYeHUe 3Toro napameTpa.

Ha nepBoi undpe BBOAMMOro UYncna nosBAsSETCA MUraLwwmii Kypcop. KHonkamMm cTpenka
BBEPX/BHU3 MOXHO M3MEHUTb 3Ty LUMdPY, a NocCne HaxaTusa KHOMKW «Enter» Kypcop nepenaet
Ha cneayowy undbpy M T.4. Ecnn kakme-To uMdpbl MEHATb HE HYXHO, TO MpY HaxaTuu
KHoMkM <«Enter» kypcop 6yaeT npocTo nepeaBuratbCcs crneeBa HanpaBo. CTpenka BneBO

nepeaBuraeT Kypcop Haneeo.

Ecnn HaxaTb CTpenky BMeBO MNpW MOJSIOXEHUM Kypcopa Ha nepBon uundpe, byaert
BblBeAeHO MeHlo «Return to input?» («[oBTOpUTb BBOA?») C NpeanoXeHHbiM Bbli6bopoM «YES»
(«OA») nnm «NO» («HET»). MNpwn Bbibope oTBeTa «YES» BBOA 4mcna 6yaeT MoBTOPEH cHavana,

rnpu Bbibope oTBeTa «NO» BBOA ByAeT OTMEHEH.

MNMocne HaxaTus KHOMkKWM «Enter» Ha nocnegHei uudbpe napametTp 6yneT U3MEHEH, U

npomsoﬁ,qu BbIX0O/J B rN1laBHOE MEHIO.

[ns n3aMeHeHUs MHTepBana BPEMEHM MPOBEPKUN XypHana ayauTa Ha rnepenosiHeHne Hago
BblbpaTb NnyHKT Autoclean poll interval. MNocne atoro Ha LCD-naHenn nosiBUTCA nNpurnawieHue
«Enter interval» n Tekyuwee 3HauyeHne 3TOoro napamertpa. HoeBoe 3HayeHmne BBOAUTCS cnocobom,

OMNMUCaHHbIM BblLLE.
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Ona v3MeHeHUs ANTENbHOCTU YAEPXMBAHUS HEaKTMBHOIO CEeTeBOro coeamHeHus (B
cekyHAax) Hago BbibpaTb nyHkT Timeout idle. MNocne storo Ha LCD-naHenu nosiBUTCS
npurnawenne «Enter timeout idle» n Tekywee 3HayeHne 3TOro napameTrpa. HoBoe 3HaueHue
BBOAUTCHA CrnocoboMm, onucaHHbIM Bblwe. Ecnu B opraHusaumm, skcnayatupytowen [MAKM
«Kpuntolpo HSM» orpaHu4yeHHOe KO/MYeCTBO MNoONb30OBaTeNen, Mno3BOSWEEe WM BCEM
oAHoBpeMeHHOo paboTtaTtb ¢ NMAKM, To gaHHbIM NapaMeTp peKoMeHAYEeTCS yCTaHaBamBaTb B «0»,
T.e. NMAKM He 6ypeT pas3pbiBaTb COeAMHEHUS C KJIMEHTOM. Y nosib3oBaTesnien Ha paboumx
CTaHuusax He 6yaeT Mpu 3TOM BO3HMKaTb OWMOOK pa3pbiBa COEAMHEHMS U UM He Hago byaer
MOCTOSAHHO MPOU3BOAUTbL MNpoueaypy rnepeycrtaHoBneHus coeaunHeHns ¢ [AKM. Ecnm xe
nonb3osatenen 6onble, 4YeM MaKCUMMasbHOE KONMYECTBO OAHOBPEMEHHO YyAEpXXMBAEMbIX
coeanHeHun TMAKM, 1o HeobxogmMMO MNOCTaBUTb AAaHHOMY MNapaMeTpy pa3yMHYK BEIMYMHY,
yTObbl AaTb BO3MOXHOCTb 0CBO6OXAaTb HEaKTUBHble COeAMHEHWs nosb3oBaTtenen. [aHHbin
napamMeTp He BUSET Ha COoeAMHEHMUS, YCTAHOB/IEHHble C MOMOLWbK Ki4va M cepTudukara
AOCTyna, B KOTOPOM TMpPUCYTCTBYeT pacwmpeHne <«AQMUHUCTpATOp cepBepa», T.e. ANngd

CEPBEPHbIX I'IpMJ'IO)KeHMl\/'I. Takne coeamHeHUs yaepXMBaKTCA CepBepoM Bceraa.

Ons “3MeHeHus 3HavyeHusl MakKCMManbHOro KoJan4vecTBa OAHOBPEMEHHO yAep>XMBAEMbIX
CeTeBbiX coeaMHeHM Haao BbibpaTb nNyHKT Max clients. [ocne storo Ha LCD-naHenwu
nosiBUTCS npurnawenme «Enter max clients» n Tekyuwee 3HauyeHme 3TOro napamerpa. Hosoe
3Ha4yeHue BBOAUTCS CrocoboM, onncaHHbIM Bbiwe. [o-yMonyaHuto (3HadyeHne «0») MNMAKM saBHO
He orpaHu4MBaEeT KOJINYECTBO OAHOBPEMEHHO YAEPXMBAEMbIX coeaAnHeHun. B aTom cnydae Bcé
onpepenseTcsa AOCTynHbiMM pecypcamm [MAKM (onepaTvBHOM NaMATbl, MaKCUManbHbIM
KO/IMYECTBOM  OTKPbITbIX  (anioBbiX AOECKPUNTOPOB, BKAOYAas COKETbl, W  MNpo4YnMU
xapaktepuctnkamm). Npn oveHb 60AbLLWIOM KOAMYECTBE OAHOBPEMEHHO paboTaromMX KIANEHTOB
KenaTtesibHO OFpPaHUYUTb KOSIMYECTBO OAHOBPEMEHHO YAEPXWMBAEMbIX COeAUMHEHWI, Hanpumep,
1000, uyTOo6bbl He BbI3BaTb HenpeaBuaeHHyt owmnbky TTAKM, cBSA3aHHYO, HanpuMmep, C
HexBaTkon ceobogHoro dannosoro Aeckpunropa ANns CUCTEMHbIX Lenen. MNMpu 3ToM HeobxoanMMO
YCT@HOBUTb Pa3yMHbIA MNapaMeTp AJUTENbHOCTU YAEPXUBAHUS HEAKTUBHOIMO COeANHEHUS
(TimeoutlIdle).

ONs U3MEeHeHns pexunMa CMHXpOoHM3aumu 6asbl AaHHbIX XypHana ayauTta Hago BbibpaTtb
nyHKT Audit sync mode. ocne 3Toro NosSIBUTCS MEHIKO PEXMMOB CUHXPOHM3AUWK, COCTOSALME
13 nyHKToB «OFF», «xNORMAL» n «FULL>».

Ecnn pexunm CMHXpoHM3aumMKn ycTaHoBreH Kak «FULL», MAKM 6yaet paboTtaTte MeaneHHo,
HO B C/ly4yae BHe3arnHoro BbIKAKYEHUS MUTaHUSA unm cbos onepauuoHHON CUCTEMbl AaHHble
6yayT coxpaHeHsbl. Mpu pexunme «OFF» NMAKM paboTtaeTt 6bicTpee, HO npu cboe onepaumoHHOMN
CUCTEMbl eCTb BbICOKWI LWaHc, 4To 6asa AaHHbiXx 6yaeTr mcnopydeHa. BapmaHT «NORMAL» -

MPOMEXYTOUYHbIN.
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Ona paspeweHus/3anpeta 3arpy3km B [MAKM ddalinoB pesepBHbIX konuii ¢ APM
AaMuHuUcTpaTopa Heobxoammo BbibpaTh NyHKT Enable Upload. YcraHoBka aaHHOro napametpa
B 3HauyeHne NO (pexmMm no yMon4yaHuio) npuBeaeT K 3anpeTy 3arpy3ok dannos B NMAKM uepes
nHtepderic APM AgMuHucTpatopa. Pa3spelwanTte 3arpysky TOAbKO Toraa, Korga 3TO

OENCTBUTENbHO HeO6XOD,VIMO, nocne 4yero oTKa4YanTe AAaHHYIO BO3MOXHOCTb.

0ns npocMoTpa unn uaMeHeHusa Habopa cobbiTUil, perncTpmpyembiX B XypHane ayauTta,
Hago BbibpaTb nNyHKT Logged events. [Janee ¢ noMoOWbO CTpenok BHU3/BBEPX
NpocMaTpuMBalTCA Has3BaHWUA CobbITU U MHDOpMaunsa 06 nx perncTpaumu B XypHane ayauTa.
KHonkon «Enter» BbibupaeTca cobbiTve, perncrpauuto KOToporo HaAo W3MEeHUTb, W Aanee

AENaeTcA Bbl60p M3 NYHKTOB MEHIO:

1: on success (perucTpmpoBaTtb B C/lydae ycrnexa AencTeus)
2: on error (perncTtpmpoBaTb B C/lyyae Heyaauyn AEeNCTBUS)
3: always log (perncrtpmpoBaTb Bceraa)

Ha3sBaHus cobbiTuin cnegyowme:

Auth local admin (1) - nonbiTKa nogknw4veHns no nokanbHoMmy (LCD) wuHTepdency

aaMmnHuncTpmpoaHusa NMAKM, ycnewHas nnm HeycnewHas ayteHTudmkaumsa noab3osaTtens;

Auth remote user (2) - nonbliTKa NOAKAKOYEHUSA NO yAaneHHoMy (kaHanbl K n K2, B3b
MHTepdenc agMUHUCTpupoBaHmnsa) mnHtepdency NMAKM (Tonbko HeycrnewHas ayteHTudukaums

nonb3oBaTtens);
Change HSM state (3) - nameHeHumne coctoaHus NMAKM;
Add user (4) - peructpaums HoBoro nonb3osartens MNAKM;
Modify user (5) - nameHeHue nHdopmaumm o nonb3osartene NMNAKM;
Delete user (6) - ynaneHne nHdopmaunm o nonb3osatene NMAKM;

Change usr token (7) - n3MeHeHne ayTeHTUHUKAUMOHHON MH@OpPMaLMKM Nonb3oBaTens

(reHepaums HoBoro ceptudukara);
Change usr state (8) - 6noknpoBaHune/pasbnokmposaHue nonb3osatens NMNAKM;
Clear audit log (9) - ouncTKa XXypHana ayauTa;
D-load audit log (10) - BbIrpy3Ka XXypHana ayauTa;
Change sys time (11) - nameHeHne cUCTeMHOro Bpemenmn MNMAKM;
Change HSM opts (12) - nameHeHune HacTpoek [AKM;

Change net set-s (13) - nameHeHmne ceteBbiX HacTpoek MAKM;
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Add FW subnet (14) - pobaBneHue KIANEHTCKOW MNOACETM B HACTPOMKWU MEXCETEBOrO

3KpaHa,

Delete FW subnet (15) - ypaneHue KIMEHTCKOW MOACETU M3 HACTPOeK MeXCEeTeBOoro

3KpaHa;

Modify FW subnet (16) - uU3MeHeHMe aApecoB KJ/IMEHTCKON MnOoACETM B HaCTponKax

MEXCETEeBOro aKpaHa;
Restart FW (17) - nepe3anyck cepBuca MexceTeBoro akpaHa NAKM;

Change HSM key (18) - nnaHoBass CMeHa KJ/4a MoAMMUCAM M CaMONOAMUCAHHOrO

ceptndukata NAKM, kntoya wndpoBaHns KAYEBbIX KOHTEMHepoB MAKM;
Change TLS key (19) - nnaHoBasi cMeHa k/to4a u ceptudmkaTa TLS cepsepa NMAKM;
Change act key (20) - cmeHa knto4da aktmBaumm NMAKM (kntoya «3-u n3 5-tu»);
Load gamma (21) - 3arpy3kKa KJ/lo4eBOro Matepmasna ynosHOMOYEHHON opraHusauunm;
Generate key (22) - reHepaums Koya Nosb3oBaTesiem;
Sign hash (23) - dopmmnposaHue Il nonb3oBaTtenem MNAKM;
Verify signature (24) - npoBepka 3I1 nonb3oBaTenem MNAKM;
Encrypt (25) - wndpoBaHue 610Ka AaHHbIX MONb30BaTeNEM;
Decrypt (26) - pacwudpoBaHme 610Ka AaHHbIX NOb30BaTENEM;

Overfill audit log (27) — nepenonHeHne XypHana ayamTta ()KypHanuMpyeTcs Co CTaTyCcoM -

Heypaya);
Repair audit log (28) — nepenonHeHue XypHana ayauta;
Delete key (29) — yoaneHue ksto4a nonb3oBaTens nosib3oBaTesiem;
Crypt export key (30) - 3KCNoOpT 3aKpbITOro KAw4a;
Crypt import key (31) - *MNOPT 3aKpbITOro Kjto4a B KOHTEHep;
New backup (32) — co3naHune HoOBOW pe3epBHON konuu MAKM;
Delete backup (33) - yananeHune pe3sepsHoit konuu MAKM;
Restore from bkp (34) - BoccTtaHoBneHue NMAKM 13 pe3epBHON KOMuu;
Download backup (35) - Bbirpy3ka pe3epBHoi konuu n3 MAKM;
Change audit opts (36) - n3MeHeHMe HaCTpoeK ayauTa;

Memory error (37) — owmnbKa KOHTPONSA NaMATU.

M3meHeHMs B napameTpax Logged events unau Audit sync mode BcTtynar B cuny

TONbKO nocrie nepesarpy3ku NMNAKM, nosTtoMy, ecnu 3TM napaMeTpbl U3MEHeHbl, Nocsie BbiXoda
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M3 MEHI0 U3MEeHeHMs napaMeTpoB nossuTca Bonpoc "Halt? ". TMpwu Bbibope oTBeTa «YES» MAKM

6yaeT oCTaHOB/EH.

[Nns HacTpOMKM MexaHW3Ma Tropsiyero pesepBUPOBaHWUS MCMOJb3YOTCS cheaytolme

napameTpbil:

e Repl Server Type;
e Repl Server ID;
e Repl Master IP.

Repl Server Type — TN cepBepa, y4yacTBYHOLWEro B pennavkauum. MoxeT npuHuMaTb
3HaYeHus:
e 0 - cepBep He y4dacTByeT B pennumkaunm (default)
e 1 - MASTER cepBep penaukauuu
e 2 — SLAVE cepsep pennmkauum

Repl Server ID - yHWKanbHbI HOMEp cepBepa, y4acTBYOLWEro B penavkaumm. Moxet

NpMHUMaTb 3HadeHusa ot 1 g0 9 ans.

Repl Master IP - IP agpec MASTER ceBepa pennukaumun. YCTaHaBInMBaeTCa TONbKO AN

SLAVE cepBeposB.

MoapobHee 0 MexaHU3Me pensinkauum onmcaHo B n. 4.10.2.
11.2.10. YnpaBneHune nonb3oBaTeaMu

[JobaBneHne, nsmMeHeHne n yganeHue nosb3oBatener NMAKM goctynHo nonb3oBaTtento C
npasamm AamuHucTpatopa [MAKM. WmnopT «knouyer nonb3oBaTtenen [MAKM  poctyneH
nonb3osartento C npasamMu AagmuHuctpatopa [MAKM npu ydactum nonb3oBaTensd, Kiawouu
KOTOpOro wuMnoptupytoTcsa. [obaBneHune, wn3MeHeHMe W yaaneHne npUBUIErMpoBaHHbIX

nonb3osatenei NMAKM goctynHo Tonbko Cynepnonb3oBaTento NMAKM.
[MpeaBapuTesibHble YCI0BUSA:
1. MAKM HaxoauTcs BO BKJIIOYEHHOM COCTOSIHUWN.

2. AoMunHuCTpaTop mMMeeT npu cebe gencreyowylo KapTty agmmHucTtpatopa MNMAKM, wnnan
xe NMAKM HaxoauTcs B HEaKTUBHOM COCTOSHUWM W MPUCYTCTBYIOT 3 M3 5 goBepeHHbIX nuy C

KapTaMu Kjio4a akKTuBauunn.

3. Ecnam npepnonaraetca nob6aBnsaTb He MNpUBWUIErMPOBaHHbIX MoOJfb30BaTenen wam
M3MEHATb KJ/IIOYM HE MPMBUIErMPOBaHHbIX MNONb30OBaTenen, To Heobxogmmo, uTobbl MAKM

Haxoaumnca B akTUBHOM COCTOAHUN UJTN B COCTOAHUN «TOJIbKO aAMUHUCTPUPOBaAHNE>,

ansa ynpaB€HNA NOJIb30BATENAMMU .

1. AAMUWHUCTpaATOp BXOAWUT B MEHIO, UN Xe NPOU3BOAUTCHA BXOA B MEHIO MO CXeMe 3 U3

5 (kak onucaHo B n.11.2).
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2. Knasuwamn BBEpPX/BHM3 NOJIb30BaTENb JIMCTAET U KHOMKOW Enter Bbi6MpaeT NyHKT

MEHIO:

- ynpaeneHue nosb3oBaTtensammn (User management);

3. Haxwumasa cTtpenkun BHU3/BBEpPX, NpoCMaTpmBaeT NOAMEHIO U KHOMKOM «Enter»

Bbl6MpPAET HYXXHbIA NMYHKT MNOAMEH!IO.

Ons pobasneHws nonb3oBartensa Hano BbibpaTb MyHKT nogmeHtio Add user. (Ecnin MAKM

HaxoAMTCs B HEAKTUMBHOM COCTOSIHMW, Mofib3oBaTenb 6yaeT co3aaH, HO reHepaumu Kaw4da u
ceptndukata ayTeHTMduKaumm He npousonaetr. Ytobbl BNOCNEACTBMM CO34aTb KIAKOY WU
ceptndukart, Heobxoammo npuBectn [MAKM B aKTMBHOE COCTOSSHME, BOWTUM B MNOAMEHIO

ynpasJieHns nosib3oBaTtensiMu n BblbpaTb NyHKT Change user card.)

Mocne Bbibopa nyHkTa Add user Ha LCD-naHenu nosiButcs Bonpoc «Add user?», Ha

KOTOpbIM Hago oTBETUTb «YES».

3aTteM nosBuTcs Bonpoc «Computer account?». Ecnn otBeTuTb «YES», TO ByaeT co3aaHo
cneunanbHoe y4yeTHOe MMs Mosib30BaTeNs-aAMUHUCTpaTopa cepBepa. KapTouku C Kayamm
Aoctyna, opMmmpyeMbie ANns Takoro nosb3oBaTtensd, byayT coaepXxaTb creumanbHblil NpU3HaK,

KoTopbIn obecneunBaeT:

e 3amnpoc pin-KoAOB Ha KJ4Ku, dopMmumpyeMble 4SS AAHHOMO MNOSb30BaTesNs, Ha
LCD-naHenu MNMAKM;

e BO3MOXHOCTb OTKIOYEHMS WKdpoBaHMA B KaHase AOCTyna ANs yBeanyeHus
NPOMYCKHOW CMOCOBHOCTM W NOBbIWEHMUS MPOM3BOAUTENBHOCTU CepBepHbIX

CUCTEM.

Monb3oBaTensaMmM [AAHHOIO YYETHOr0 WMEHW SBAAKTCA cepBepa MNPUIIOXKEHUIA U
CUCTEMHbIE CEPBUCbI, KOTOPblE HE UMEIT UHTEPAKTUBHOIO B3auUMOAENCTBUSA C paboyMM CTONOM

KJIMEHTCKOro KOMMboTEpa M 06bIYHO MCMOJb3YIOTCS B CepBepax.

3aTeM nosaBuTca Bonpoc «Administrator?». Ecnu co3gaeTca HOBbIA MONb30BaTeNb -

AOMUHUCTpATOpP, Ha BOMNPOC Hafo OTBETUTL «YES», ecnu HeT, Hano otBeTuTb «NO».

3aTteMm nossuTca Bonpoc «Auditor?». Ecnu cospaeTcsa HOBbIM Mosb3oBaTenb - AyanTop,

Ha BOMpPOC Haao oTBeTUTb «YES», ecnun HeT, Hago oTBeTUTb «NO».

3aTteM nosiBUTCA Bonpoc «Backup admin?». Ecnm co3paeTcs HOBbIA MNonb3oBaTeNb -
AOMUHUCTPATOp pe3epBHOMo KOMUPOBaHMSA, Ha BOMPOC Hago oTBeTUTb «YES», ecnm HeT, Hapo

oTBeTUTb «NO>»,

Ponn AamuHucTpaTtopa, AyauTtopa n AAMUHUCTpATOpa Pe3epBHOro KOMWUPOBAHUSA MOryT

coBMEWAaTbCaA OAHMM W TEM XeEe nonb3oBaTteneMm, HO And CUCTteMm C Tpe6yeMbIM YPOBHEM
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KpunTo3awuTbl MH@opMaumm KB/KB2 370 HeponycTuMo. [OMycKaeTcsl BbIMOJSIHEHWE ponen
NpuMBUIErMpOBaHHbIX MOJfib30BaTeNnen AOBEepeHHbIMM  nuuamMm  (Cynepnonb3oBaTtens) -
XpaHUTENSMM 4YacTel pasfefieHHOro cekpeTa kiw4da aktuBauuu [MAKM. CospaHuve HOBbIX

npueBMnerMpoBaHHbiX nonb3osatenen NAKM goctynHo Tosnbko Cynepnonb3oBaTtento NMAKM.

Ecnn cospaBaemoMmy nonb3oBatento [MAKM He Ha3HadeHa HM ogHa w3  posiein
npuBUAErMpoBaHHbIiX nonb3oBatenen [MAKM, T0 6yaer BblgaH 3anpoc «Sub. User?». 3270
O3HayaeT - «HBnAsieTca NM co3haBaeMbli NONb30BaTeNb YEHOM KaKOW-nbo CcyuwecTBylowen
rpynnbl nonb3osatenen NMNAKM?» (cM. n. 4.4). Ecnn co3naBaemblii NOMb30BaTeNb AO/KEH UMETb
AOCTYN K pasfensieMbiM Kl4yaMm rpynnbl, TO Hago oTBeTUTb «YES», B MpOTMBHOM cny4yae -
«NO». Ecnun otBeT «YES», To panee Ha LCD naHenu nossBUTCS 3anpoc Ha BBOA HOMepa rpynrbl

(«Enter parent UID:»), B KOTOpYt0 TpebyeTcsi BKAUYUTL AAHHOMO NOSb30BaTeNS.

Mocne 3Toro cosgaeTcs HOBbIM MoONb3oBaTeNb C MMeHeM «user_<UID nonb3oBatensa>>»

nnn «admin_<UID nonb3oBaTensa>».

Ecnu TIAKM Haxogutca B aKTUMBHOM COCTOSHUM UM B COCTOSAHUU  «TOJIbKO
aAMUHUCTpMpOBaHMe», nosaABuTCa Bonpoc <«Make wuser card?» («cdopmmpoBaTb KapTy
nonb3osartena?»). Nocne oreeta «YES» nosasutca npurnawenue «Insert card: YES [x] [X]
NO». HeobxoanMo BCTaBUTb KapTy nosib3oBaTens (KapTa AoskHa 6bITb 3aunwieHa), cTpenkamm
BN1€BO/BMNPaBO NMepeMecTuTb Kypcop Ha NMyHKT «YES» un KHomkon «Enter» BblbpaTb 3TOT MYHKT.
3aTteM nosBuTca npurnaweHue «Input new pin» («BBeauTe HOBbIM NUH-KOA»). lNMocne BBoAa
nuH-koga 6yaeT co3gaH KUY M cepTudukat ayTeHTudukaumm nonb3oBatens. Ceptudwukar
ayTeHTUdMKaUMM NONb30oBaTeNns YCTaHaB/AMBAETCA B KOHTEMHEp K/4da Ha cMapT-KapTy
nonb3osatens. Tyaa Xe yCTaHaB/AMBAaEeTCAa WM CaMomnoAnucaHHbli cepTuduKaT Ka4a nNoanucu
MAKM, ¢ noMowbio KOTOporo 6bi1 n3gaH ceptudukaTt ayTeHTudukaunmm nonb3osatens. Ha LCD

nosaButca coobeHne «User: <UID nonb3oBaTtensa> added».

Ecnu kapTta nonb3oBaTtensa He 6bina cpopmmpoBaHa, nosButca coobweHmne «User: <UID

nonb3oBatena> added w-out card».

BHuMaHue. Mpu cdopMmpoBaHMK KoHen ayTeHTUdUKaumm nonb3osaTenern B [AKM
KNacc 3alimTbl KAKYa YCTaHaBIMBAETCa B COOTBETCTBMW C YpOBHEM 6e30MacHOCTM 3alumTbl
MAKM. Ecnu ypoBeHb 6e3onacHoctn CK3U, Ha koTopoM byaeT mcnosnib3oBaTbCs AAHHbBIN K04
HUXe ypoBHA 6e3onacHocty MAKM, TO knacc 3awuThl KA4Ya B ncnonbsyemom CK3U ponxeH
6bITb MOHMXEH A0 HeobXoAMMOro YpOBHS. DTO MOXHO cAenaTb, Hanpumep, npoueaypown
W3MEHEeHMs MWH-KOA4A Ha cMapT-KapTe Ha paboueM MecTe nosnb3oBaTens (rae yCTaHOBMEHO

CK3MU, koTtopoe 6yanet paboTaTb C K/IHOUOM MONIb30BaTENS).

Ona yaaneHus nonb3oBaTtens HaAo BblbpaTb NyHKT nogmeHio Delete user. Ha LCD-

naHenu nossutca Bonpoc «Delete user?», Ha kKoTopbI Hago oTBeTUTb «YES». 3aTtem nosiBuTCA
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npurnaweHue «Enter user UID:» («BBeante UID nonb3osatensa») u 3HaveHue UID ypansemoro

nonb3oBaTesid nNo yMmosa4aHutio.

Ha nepson undpe BBOAMMOro Yncna NosSBASETCS MUrarLwWwmnn Kypcop. KHonkamm cTpenka
BBEPX/BHU3 MOXHO M3MEHWUTb 3Ty uMdpy, a Nocne HaxaTusa KHOMKK «Enter» kypcop nepenger
Ha cneaywowyo umbpy m 1.4. Ecim Kakme-To umdpbl MEHATb HE HYXHO, TO MPWU HaxaTuu
KHOMKKM <«Enter» Kkypcop 6yaeT npocTo nepeaBuratbCs creBa Hanpaso. CTpenka BNeBO

nepeaBuraeT Kypcop Haneeo.

Ecnn HaxaTb CTpenky BAeBO MNpPW MOJSIOXEHUMWM Kypcopa Ha nepBoh uudpe, byaer
BbiBeAeHO MeHio «Return to input?» («MoBTopuTb BBOA?») C NpPeAsIOXEHHbIM BbIOOPOM
«YES»(«OA») nnm «NO»(«HET»). MNpun Bbibope oTBeTa «YES» BBOA umcna Gyaer noBTOpeH

CHa4ana, npu Bbibope otBeTa «NO» BBOA 6YyAeT OTMEHEH.

MNocne Haxatma kHonku <«Enter» Ha nocnegHen uudpe UID 6yaeH BBeaeH,
nonb3oBaTtenb 6yaet yaaneH, n Ha LCD-naHenu noseutcs coobueHne «User deleted. Press any
key...». MNocne HaxaTtusa noboi KnaBuWKM MM MO UCTEYEHMIO TaliMayTa NpPOM3ONAET BbiXO4 B

OCHOBHOE MEHLI0.

Mpn yaaneHun nonb3oBaTeNs — uneHa rpynnbl, 6yaeT yaaneH Tonbko Npodusib AaHHOIO
nonb3oBaTesisi, KAYEBOW pasgen rpynnbl 6yaetr coxpaHeH. Mpu yaaneHun nonb3oBaTens —
Bfagenbua rpynnbl 6yaeT yaaneH pasgaen c Kao4daMu rpynnbl, npodunb 4aHHOMO Nosb3oBaTerns

M Npoduan Bcex nosb3oBaTtenien — YieHOB AaHHOW rpynnbl.

YT10bbl 3abnokMpoBaTb WAM pa3baokMpoBaTb MNOMb30BaTeNs, HaAo BblI6paTb MYHKT

noameHto Lock user vnu Unlock user. Tllocne Bbibopa nosButca Bonpoc «Lock user?» unu
«Unlock user?», Ha KOTOpbI Haao OTBETUTL «YES». 3aTeM nosBuTcs npurnaweHue «Enter user

UID:». Hago BBectn 3HauyeHne UID nonb3oBaTens, Kak onncaHo Bbllle.

Mocne Beoaa UID nonb3oBaTenb 6yaer 3abnoknposaH mnu pasbnokupoBaH, n Ha LCD-

naHenun nosaBuTca coobueHne «User locked» nnmn «User unlocked>.

[Nnsi U3MeHeHUs K4a U cepTudurkaTa ayTeHTUdMKaLMM NoNb3oBaTeNnss Haao Bbi6paTb

NyHKT nogmeHto Change user card. DTOT NYHKT AOCTYMNeH B aKTUBHOM cocTosiHun MAKM mnnu B

COCTOAHUNN «TOJIbKO aAMUHUCTPUPOBaAHUE>,

Mocne Bbi6opa 3TOro NyHKTa nosiBUTCA Bompoc «Change card?», Ha KOTOPbIA HaAo
oTBeTUTb «YES», 3aTeM nosasutca npurnaweHue «Enter user UID:». Hapo BBecTM 3HauyeHue

UID naMeHaeMoro rnosib3oBaTtesis, Kak On1McaHo BblLLeE.

3aTteM nosBuTCcAa npurnawenme «Insert card: YES [x] [x] NO». Heobxogmmo BCTaBuTb
HOBYIO KapTy nonb3oBatens (Kapta Ao/kHa ObiTb 3auduwieHa), CTpesikamMu BNEBO/BMNPaBO
nepeMecTnTb Kypcop Ha NyHKT «YES» n kHonkol «Enter» BbIGpaTb 3TOT NYHKT. 3aTeM NOSIBUTCS

npurnaweHue «Input new pin» («BBeAWUTE HOBbIN pin-Koa»).
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Nocne BBoga pin-koga 6yaeT co3gaH HOBbIM KAKOY U cepTUdMKAT ayTeHTuduMKaumm
nonb3oBatens. Ceptudukat ayTeHTUdMKAUMKM MNONb30BaTENS YyCTaHaBIMBAETCS B KOHTEMHep
K/lo4Ya Ha CMapT-KapTy nonb3oBatens. Tyda >e YyCTaHaBAMBaeTCa WM caMonoanuCaHHbIn
ceptudmkar knw4va noanucu MAKM, ¢ nomowbio KoToporo 6bu1 um3gaH cepTtudukaTr
nono3osatens. Ha LCD nossutca coobuweHne «Card changed. Press any key..». ocne

HaxaTusa nboi KnaBnwm UK nNo NCTEYEHUIO TaliMayTa NPOU30MNAET BbIXO4 B OCHOBHOE MEHIO.

BHuMaHune. TMpu dopMmpoBaHuUn Ktouen ayteHTudukaumm nonb3osatenen B [MAKM
KNnacc 3aluTbl KAYa yCTaHaBNMBAEeTCHd B COOTBETCTBMM C ypoBHeM 6e30MacHOCTM 3aliuTbl
MAKM. Ecnn ypoBeHb 6e3onacHoctn CK3WU, Ha koTopoM 6yaeT MCNonb30BaTbCs AAHHbINA KJHOY
HUXe ypoBHA 6e3onacHocty MAKM, TO knacc 3awuThl KA4Ya B ncnonbyemom CK3U ponxeH
6bITb MOHMXEH A0 Heob6XoAMMOro YpOBHS. 3TO MOXHO cAenaTb, Hanpumep, npoueaypown
W3MeHeHMs pin-KoAa Ha cMapT-kapTe Ha paboyeM MecTe nonb3oBatens (rae yCTaHOBAEHO

CK3W, koTopoe 6yaneT paboTaTb C K/IOYOM Monb3oBaTens).

Mpun MurpaumMmn nonb3oBaTenen C OAHOr0 KpunTonpoBamnaepa Ha ApYron, Hanpumep, C
«Kpuntolpo CSP» Ha MAKM «Kpuntollpo HSM» vyacTto TpebyeTcsa COXpaHuUTb AeNCTBOBaBLUME
KN4YM noanucu nosnb3oBaTtensd (Hanpumep, KkNw4UM  NOANUCUM  YNOJIHOMOYEHHOro fMua
yaocToBepswowero ueHtpa). Ons atoro HeobxoauMoO, 4TO6bl COXpaHSeMbli K4 MOANUCHK

XPaHWACA Ha CMapT KapTe. DTOT KJoY MOXeT 6biTb nepemMelleH BHyTpb MAKM.

Ona uMnopTa kN4a Nonb3oBaTensd CO CMapT-kKapTbl HaAo Bbl6paTb NYHKT MNOAMEHIO

Import user key. 3TOT MyHKT AOCTYyneH B aKTUBHOM cOCTOsiHMM [AKM wmnm B COCTOSSHUMK

«TOJIbKO aAMUHUCTPUPOBaHUE .,

Mocne BbiGOpa 3TOro NyHKTa nosiBUTCS npurnaweHune «Insert user card, press any
key..». HeobxoAMMO BCTaBUTb KapTy C K/IKYOM ayTeHTUdUKAUMK Nonb3oBaTens, K/itou
KoToporo 6yaeT MMMNOPTMPOBATLCS, M HaXaTb JIt06y KIaBUWy. 3aTeM NOSIBUTCS MpurialieHme
«Input pin-code», nocne yero nosib3oBaTeNb, K/OY KOTOPOro 6yAeT MMNOPTMPOBATLCS, AOJIKEH

BBECTU pin-KoA Ko4a aYTeHTVIq)VIKaLI,MVI.

3aTteM nosBuTCcs npurnaweHue «Insert card with imported key», nocne KoToporo Hago
BCTABUTb KapTy C MMMNOPTMPYEMbIM KJIHOUYOM M HaxxaTb Ntobyto knasuwy. MNocne aToro nosBuTCS
npurnaweHne «Input pin», 1 3ateM nosib3oBaTesib A0/HKEH BBECTU pin-Ko4 MMMOPTUPYEMOro

KJ1Ko4a.

Mocne 3TOro NpPoMCXoAuT MMMOPT KJIKOYEBOro KOHTEWHEpPA CO BCTABJ/IEHHOW KapTbl Ha
MNAKM.

Ecnn MMnopT KNOYEBOr0 KOHTEWHepa 3aBeplleH yCnewHo, NosiBUTCs Bonpoc «Set pin
code?». Ecnu nonb3oBaTeslb XOYET YCTAaHOBWUTb PiN-KOA Ha CKOMWPOBAHHbIN KOHTEHEpP, HaAo
oTBeTUTb «YES». Ecnu nonb3oBaTenb ABASIETCA MNOSb30BaTeNleM-afMUHUCTPATOPOM CepBepa,

BONpoc «Set pin code?» 3anaH He 6yaeT, Tak Kak B 3TOM c/ly4yae Heobx0AMMO YCTaHOBUTbL pin-
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Koa B ob6sa3aTenbHOM nopsiake. B npoTwBHOM cnydae, ecnm otBeTUTb «NO», Ha KOHTelHep

O6yAeT yCcTaHOBNEH KOA NO yMonYaHumio — «11111111»,

Ecnn nonydyeH otBeT <«YES» wnm  nonb3oBatenb 4BNAETCA  NOJb3OBaTesieM-
aZAMWHUCTPATOpPOM cepBepa, NosABUTCA npurnaweHune «Input new pin», nocne KOTOpPOro Haao
BBECTM pin-koh. 3aTteM nosButcsa npurnaweHue «Confirm new pin», nocne KOTOporo Haao
BBeCTU pin-koa noBTOopHO. [locne 3Toro, npu coBnajgeHWn [ABYX BBEAEHHbIX pin-KoaoB,
nosiButcsa coobweHmne «New pin set» - «HoOBbI pin-Ko4 ycTaHoBneH». Npun HecoBnageHun pin-
KoaoB nosiButcs coobuieHme «Pins don't match. Try again», nocne KOTOporo cneayer Ha)aTtb

nobylo KnaBuLy, U 3aTeM CHOBA NOSIBUTCS NpuriaweHme «Input new pin».

Ecnn nonb3oBaTenb OTKasbiBaeTCs OT BBOAA pin-koga, nosiBnsercs coobuieHue «Can't
set new pin. Press any key..», n Ha KOHTenHep 6yaeT ycTaHoBneH koa «11111111». Ecnnu
nofnb3oBaTeNib-aAMUHUCTPATOpP CcepBepa OTKa3blBaeTcs OT BBOAa Ppin-KoAa, KOHTenHep

YHUUTOXaEeTcs, 0 4yeM nossnsercs coobuweHne: «Can't set new pin. New key deleted».

11.2.11. HacTponKKn MexceTeBOoro aKpaHa

MpocMOTP HACTPOEK MEeXCEeTeBOro 3KpaHa AoCTyneH ntboMy npuBMNerMpoBaHHOMY
nonb3osatento [1AKM. W3MeHeHMe HacCTpoek [AOCTYyNHO ANngd nosb3oBaTtensa ¢ rnpasaMu

AaoMunHuctpaTopa MNMAKM.

MNAKM «Kpuntollpo HSM» unMeeT BCTPOEHHbI MEXCETeBOW 3KpaH, OrpaHuyMBaoLuni
poctyn k cepsucam MAKM no onucaHHbIM npasunaM. o yMonyaHuio, CeTeBOM AOCTyn K
cepsucam MAKM 3zanpeweH. AgmmHuctpatop NMAKM gonkeH nobaBuTb npaBuia MeXCeTeBOro
aKkpaHa (nponucatb cnucku IP agpecos/noaceTei, U3 KOTOPbIX paspeleH AOCTYn K TOMY WU
nHoMmy cepBucy MNMAKM). Ecnm ncnonb3yeTcs AOMNOSHUTENbHbBIA BHELWHWI MEeXCeTeBOW 3KpaH, TO
Heo6xoAMMO MOMHMUTb, 4YTO KaHan «K» ucnonblyeT 1502 nopT Ansd BXOoAAWMX COegUHEHWN,
kaHan K2 - 1501, kaHan K2s - 1503, kaHan ana Web aaMmuHuctpmposaHus NMAKM - 443, kaHan
pennukaumi - 1504.

MpeaBapuTenbHble YCNIOBUSA:
1. NMAKM HaxoguTcs BO BK/AKOYEHHOM COCTOSIHUMW.

2. T[puBMNErnpoBaHHbIA Nofb30BaTeNlb MMeeT npu cebe AelCTBYOLY KapTy

npuBuNEerMpoBaHHoOro nosb3osatena NMAKM.
[nsa npocMoTpa M N3MEHEeHNA HaCTPOEK MEXCETEBOIro 3KpaHa:

1. Monb3oBaTesnb BXOAUT B MeH (Kak onucaHo B n.11.2).

2. KnaBuwamu BBEpX/BHU3 NOJIb30BaTeNb JIMCTAET M KHOMKOM Enter BbIGUpaeT NyHKT

MEHIO:

- HaCTpolikn MexceTteBoro akpaHa (FW settings);
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3. Haxwumas cTpenku BHU3/BBEpPX, NPOCMaTpMBaEeT W KHOMKOW <«Enter» BblbupaeT
coueTaHue kaHan-uHTepgenc: «K» (K channel), «K2» (K2 channel), <«K2
HewwndpoBaHHbin» (K2s channel), yananeHHoe agmuHuctpupoBaHme (Remote
admin), v pennukaumsa (Replication) B couetaHun c nHtepdericamm eth0, ethl,

eth2 n.T.4.

4. Haxwumasa CcTpenku BHM3/BBEpPX, MpocMaTpvBaeM M KHoMkon <«Enter» BbiGbupaem
MYHKT NOAMEHIO: MPOCMOTP crnucka paspeweHHbix noaceten (List subnets) wnnun

nobasutb noaceto (Add subnet).

Ona pobaBneHna HOBOW noaceTn KaHana Haao Bblibpatb nyHKT Add subnet. 3atem

rnocne nosiBneHus npurnaweHusa «Input IP address» Hago BBeCTUM agpec NOACEeTU, M MNocCne
nossneHuns npurnawennsa «Input net mask» - macky noacetu. locne BBOAA MacKuM HoOBas

noacetb 6yaetr gobasneHa, n nossmutcsa coobuieHme «Subnet added».

MNMocne HaxaTusa NbON KHOMKM UMK MO UCTEYEHUM TalMayTa NosSBUTCS Bonpoc «Restart
Net/FW?». MNMpun Bbibope «YES» ceTeBas cnyxba nm MexXceTeBOMW 3KpaH byayT nepesanyLueHsbl.

HoBble HAaCTpPOKM MEXCETEBOro 3KpaHa BCTYNSAT B CUJY, Korga nepesanyck 6yAeT 3aBepLUeH.

Ons npocMmoTpa noaceten kaHana Haao BblbpaTb nyHKT List subnets. ocne atoro

KHOMKaMn BBEPX/BHW3 MOXHO MpocMaTpuMBaTb MNOACETM KaHana Ans AaHHoro wuHrtepderica
(nepBas cTpoka - IP apgpec, BTopas cTpoka - mMacka). Ecnum ans napbl KaHan-uHtepdenc He
3a4aHO HW ogHOM noaceTwn, nocne Bblbopa nyHkTa List subnets noseutca coobuweHne «No FW

settings».

Ons ynaneHua noacetn KaHana Hago BbibpaTb nyHKT List subnets, 3atem kHonkamu

BBEPX/BHU3 MpPOANCTaTb MOACETU W KHOMKOW «Enter» BbibpaTb ypansemyw noacetb. [locne
aToro nosiButca Bonpoc «Delete?», Ha koTopbii Hago oTBeTUTb <«YES». [Moacetb 6yaer
yAaneHa, n nosieutcsa coobuweHmne «Subnet deleted». Mocne HaxaTtmsa nboM KNasuwm nUan No

UCTEYEHUIO TaliMayTa NpPoOM30ONAET BbIXO4 B OCHOBHOE MEHIO.
11.2.12. U3MeHeHne BHYTPEHHUX KNtoYyen n ceptudukaTtos NMNAKM

N3meHeHMe kntouya u ceptudukata TLS, kaw4ya M camonognucaHHOro ceprtudukaTta
MAKM, nnun knoda akTmeauum AOCTYNHO AN Nonb3oBaTens ¢ npasamMm AgMuHmucTpatopa MNAKM.
N3mMeHeHWe kao4a u cepTudukata ayTeHTUduKaumm aaMUHUCTpaATOpa AOCTYMHO TOJIbKO

Cynepnonb3oBaTesnto NMAKM.
MpeaBapuTenbHble YCNOBUSA:
1. NMAKM HaxoauTcs BO BK/IKOYEHHOM COCTOSIHUMW.

2. Ecnn npeanonaraertca M3MeHATb KUY M cepTudwukaT TLS cepBepa wam KoY U

camonoanucaHHbln ceptudukat MNMAKM, Heobxoammo, 4uTobbl agMuUHUCTpaTop wmMmen npu cebe
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OENCTBYOWYIO KapTy aaMmumHucTpatopa NMAKM, n NMAKM Haxoamncs B aKkTUBHOM COCTOSISHUM UK B

COCTOAHUN «TONTbKO aAMUHUCTPUPOBAHUE> .,

3. Ecnm npegnonaraetcs U3MEHSATb KAOY M cepTudukaT ayTeHTudumkauum
aaMMHUCTpaTtopa, Heobxoammo, 4Tob6bbl TMMAKM Haxoauncs B HEaAKTMBHOM COCTOSSHUM W

NpPUCYTCTBOBaAN 3 U3 5 AOBEPEHHbIX UL, C KapTaMu KJitouya akTUBaLuu.

Ecnv npepnonaraetcs M3MeHATb KOY akTuBauum, Heobxoanmmo, Ytobobl
1. MAKM Haxoanncs B HEAKTUBHOM COCTOSIHUN.
2. AAMMHMCTpaTop uMen npu cebe AENCTBYIOLWYO KapTy agMuMHucTpatopa MAKM.

3. MpucyTtcTBoBann 5 AoBepeHHbIX AWML, C 5 4MCTbIMM KapTamum ANs 3anucu JacTemn

HOBOro KJt4a akTuBauuu, 1 ¢ 3 U3 5 kaptamm ¢ 4acTsiMM CTaporo K4a akTuBauuu.
Onsa nameHeHns Kno4ven u CepTMCbMKaTOB YNOJTHOMOYEHHDbIX NNL,:

1. AaMumHuCTpaTtop BXOAMT B MeHK (Kak onmcaHo B n.11.2). [na M3MEeHeHMs K/to4a U
ceptudmkaTta ayteHTudukKaumnm agMMHUCTpaTopa MNpPOU3BOAUTCS BXOA B MEHI0 Mo
cxeme 3 wu3 5, nocne wyero TMAKM nepenger B COCTOSIHME  «TOJIbKO

aAMUHUCTPUPOBAHME>.,

2. Knasuwamu BBEPX/BHU3 MOSb30BaTE/b JINCTAET U KHOMKOM Enter BbibMpaeT NyHKT

MEHHIO!:

- nameHeHune knden (Update keys);

3. Haxwumas cTpenku BHU3/BBEpPX, MPOCMAaTPMBAEM MOAMEHIO U KHOMKOW «Enter»

BblbMpaeM HY>XHbIA MYHKT NOAMEHIO.

[Ons cMeHbl KAto4Ya akTuBaumun (BO3MOXHO TO/IbKO B HEAKTUBHOM cocTtosiHuu NMAKM) Hagpo

BblbpaTb NyHKT ACT(ivation) key, Ha Bonpoc «Change ACT key?» oTBeTUTb «YES».

NMocne 3TOro Ha naHenu nosiBuTCcs npurnaweHue «Insert #1 of 5». Ecim 1l-e
[OBepeHHoe NuuUo MMeeT npu cebe cTapylo KapTy K/o4va akTuBaLMKn, Haao BCTaBUTb ero KapTy
B cumTbiBaTenb NMAKM, nepeMectuTb Kypcop Ha NyHKT «YES» m kHonkon Enter BbibpaTb 3TOT
NMYHKT, @ 3aTeM B OTBET Ha npurnaweHuve «Input pin-code» noBepeHHOe NMUO AOMXKHO BBECTU
cBOM pin-koA. Ecnn cTtapas kapta y 1-ro AOBEpeHHOro nnua OTCYTCTBYET, HaAo0 BblbpaTbh MYHKT
«NO».

Hanee nossutca npurnawenue «Insert #2 of 5», n nNpoueaypa NoOBTOpSEeTCs, Noka He

6yayT obpaboTtaHbl 3 U3 5 kapT cTaporo kswua.

Mocne aToro cHoBa nosensetcs npurnawenue <«Insert #1 of 5». Hago BCcTaBuTb B
cunTbiBaTenb MAKM 1-10 KapTy ANs 3anmMcyM HOBOIO K/to4a akTMBauuu, v BbibpaTb NYHKT «YES»,
3aTeM B OTBET Ha npurnaweHne «Input new pin» 1-e goBepeHHOe NMUOo AO0/KHO BBECTU pin-Koa

AN HOBOW KapTbl. JTa npoueaypa NnoBTOPSAETCS AN KaXaoro U3 5 AoBepeHHbIX v,
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3aTeM cHoBa nosiBAsieTca npurnawenue «Insert #1 of 5», nocne 3Toro Hago BCTaBUTL
1-t0 KapTy HOBOro K/toYa akTMBauuu u BbibpaTb «YES». Mpoueaypa noBTOpsSieTCcs ANS Kaxaou

13 5 KapT HOBOro KJoua.

Mocne aToro kY aktueaumm 6ypetr cCMeHeH, U nossButca coobweHne «ACT key
changed». Mocne HaxxaTusa NboOM KNaBULWN MM MO UCTEYEHUIO TaliMayTa NMPOM3ONAET BbIXO4 B

OCHOBHOE MEHIO.

ONns cMeHbl KN4Yya NoAnucu U caMonoanmcaHHoro ceptudukara NMAKM (HEBO3MOXHO B

HeakTuBHOM cocTtosiHuu MAKM) Hapo Bbibpatb nyHKT CA key, n Ha Bonpoc «Change CA key?»

oTBETUTL «YES».

Mocne atoro kntoy 6yaeTr cMeHeH, chOpMUpPOBAH HOBbLIM CaMOMNOAMNUCAHHbIA cepTUdmKaT
MAKM u nossutca coobueHne «CA key changed». Mocne HaxaTtus nwobon knasuwin unam no

NCTEYEHUNIO TaP’IMaYTa npowsoﬁ,qu BbIXO04 B OCHOBHOE MEHIO.

Ons cmeHbl Kaoya n ceptudumkaTa TLS cepsepa (HEBO3MOXHO B HEAKTMBHOM COCTOSIHUU

MAKM) Hapgo BblibpaTb nyHKT TLS server key, n Ha Bonpoc «Change TLS key?» oTBeTuTb
«YES».

Mocne atoro knwo4 TLS cepBepa 6yaeTr cMeHeH, U nosiBUTcA coobuieHue «TLS key
changed». Mocne HaxaTus NH6OMN KNAaBULWKM UM MO NCTEUYEHUIO TaliMayTa NpPoOuU30oMAeT BbIXO4 B

OCHOBHO€E MEHIO.

YTobbl BBECTM kN4 TLS cepBepa B pencreme, Hago npumeectn NAKM B HeakKTMBHOe

COCTOAHME N 3aTEM CHOBA aKTUBUPOBAThb.

Ona cMeHbl  KOw4a U cepTuduMKaTta  ayTEHTUIUKALMU  MPUBUNETUPOBAHHOIO

nonb3oBarens MNAKM (HEBO3MOXHO B HeaKTUBHOM cocTtositHum [AKM) Hago BbibpaTb MNYHKT

ADM(in) key, n Ha Bonpoc «Change ADM key?» otBeTuTb «YES>».

MoMHMUTE, YTO BCe AENCTBUS MO Ao06aBAeHUo/yaaneHnto/N3MeHEHNIO YUYETHbIX 3anmcen
NpUBMNErMpoBaHHbIX NOJSb30BaTENEeNn AOCTYMNHbI TONbKO cynepnonb3oBaTtento! (T.e. B LCD MeHto

Heobx0ANMO BOMTU NpPU UCMOb30BAHMK Ktoya aktneaumm NMAKM - «3 u3 5-tu»).

Mocne »3Toro nossutca npurnaweHune «Enter admin  UID» («BeBegute UID

agMmHucTpatopa») un 3HadeHue UID agMmHMCTpaTtopa No yMoa4aHuto.

Ha nepBoi uudpe BBOANMOro UYncnia nosiBAseTcs Murarowmii kypcop. KHonkamm crpenka
BBEPX/BHN3 MOXHO M3MEHUTb 3Ty UNDPY, a MOC/Ee HaXaTus KHOMKK «Enter» kypcop nepeinaer
Ha cneaywowytlo uMbpy 1 T1.4. Ecnn kakuMe-To uMdpbl MEHSATb HE HYXXHO, TO MpPU HaxaTuu
KHoMkn «Enter» kypcop 6yaeT NpocTo nepeaBuratbCa creBa HanpaBo. CTpenka BJIEBO

nepeaBuraeT Kypcop Haneso.



XTAN.00096-02 90 01. KpunTollpo HSM. NHCTpyKUMS MO MCNOMb30BaHUIO 112

Ecnn HaxaTb CTpenky BfieBO MNpu MONOXEHUU Kypcopa Ha nepson uudpe, byaer
BblBeeHO MeHI «Return to input?» («[oBTOpUTb BBOA?») C NMPEAsIOXEHHbIM BbIGOpOM «YES»
(«OA») nnm «NO» («HET»). MNMpu Bbibope oTBeTa «YES» BBOA 4mcna 6yaer NnOBTOpeH CHadvana,

npu Bbibope otBeTa «NO» BBOA 6yAeT OTMEHEH.
Mocne HaxaTtma KHonku «Enter» Ha nocnegHen undpe UID 6yaeH BBeaeH.

Mocne Beoga UID nosiButca npurnawenune «Insert card: YES [x] [x] NO». Heobxoanmo
BCTaBUTb KapTy agMUHUCTpaTopa (KapTa Ao/kHa 6biTb 3aunwieHa), CTpenkamu BfeBO/BNpaBo
nepemMecTnTb Kypcop Ha NyHKT «YES» n kHonkol «Enter» BbI6GpaTb 3TOT NYHKT. 3aTeM NOSIBUTCSH
npurnawenme «Input new pin» («BBeauTe HOBbIM pin-Koa»). lNMocne BBoAa pin-Koda KoY M

ceptTndukaTt aaMUHUCTpaTopa byaeTt naMeHeH, U nosBuTca coobuweHne «ADM key changed».

BHuMaHume! pu cMmeHe Knw4a noanucm m camonoanucaHHoro ceptudukarta MAKM, a
Takxe ktoda TLS cepBepa u ero ceptudukarta, n3gaHHOro HOBbIM K/KOYOM, MOXET BO3HUKHYTb
CUTyauus, Korga nosib3oBaTenn, paboTtawwme no kKaHany K2 He cMOryT YyCTaHOBUTb
coeanHeHune ¢ NMAKM, Tak Kak y HMX He B6yaeT HOBOro caMmonoAnMcaHHoro ceptudgukarta MAKM,
Heobxoanmoro ans npoeepkun ceptudunkarta TLS cepsepa. Mpu cMeHe knoda noanmcy NMAKM u
camonoanuncaHHoro ceptudwukarta [osmkHa ObiTb npopaboTaHa cTpaTerMs nepeBbinycka

HeobxoanMbIX cepTUdMKaTOB.

KaxaoMy nonb3oBaTento BbIMYCKAETCA KAOY U cepTudukaT AOCTyna, NOMellaeMbll B
KOHTEMHep Ko4da. Kpome 3Toro B KOHTEMHep K4ya MNoMewaeTcs M CcaMonoAnMCaHHbIN
ceptudumkaTt knwoda noanmcm MAKM, Ha KOTOpOM m3gaH cepTudukaT nosb3osaTtens (B TOM
ymucne n AgMmuHuctpartopa MNAKM). Mpu nHnumnanmsaummn paboyero Mecrta nonb3oBatens (nepsoe
noakntoyeHne Kk MAKM), camonoanucaHHbii ceptudukat NMAKM usBnekaetcs u3 KOHTenHepa
KfYa noAnmMcM WM NO 3anpocy YCTAaHAB/IMBAETCA B XpaHWAULWE [AO0BEPEHHbIX KOPHEBbIX
cepTuduKaToB nonb3oBaTensd. 3To HeobxoauMo And paboTbl kaHana «K2», a MMeHHO Ans

npoBepkn cepTudunkaToB nonb3oBatensa n TLS cepeepa MAKM.

Mocne cMmeHbl Ka4Ya U camonognucaHHoro ceptudukata NAKM npu pabote no kaHany

K2 cywecTByeT 2 KaTeropuun nosib3oBaTenen:

- paHee pabotaBwme c MMAKM nonb3oBaTtenn - WMEKT CTapbiin CaMomnoanuCaHHbIN
ceptudukat NMAKM n mmerowme BO3MOXHOCTb MNPOBEPUTb TeKyLwunn (ctapbii) ceptudukart TLS

cepBepa.

- HOBbl€ MOJ1Ib30BaTE/IN — HE UMEKT HUKAKUNX CepTMCbMKaTOB M HE MMEKT BO3MOXHOCTU

NpoBepUTb TeKyLwWmMin cepTudukat TLS cepsepa.

Ecnn B 3TOT MOMEHT Mbl NepeBbinyckaeM cepTudukat TLS cepBepa Ha HOBOM KJtoye
noanuncu NMAKM, To HOBble Nosib30BaTeNM MosiydaT CBOM KapTOUYKWM C HOBbIM CaMOMOAMMCAHHbIM

ceptudpmkatom MAKM wun cMmoryt ycnewHo pabotate ¢ [AKM no kaHany K2. Crapble
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rnosib3oBaTesiM, Kak OTMeyanocb Bbilwe — He cMoryT. UM Heobxoanmo 6YLI,ET nnbo pgocrtaBnsATb

HOBbI cepTudmkaT MAKM Bpy4Hyto, TM60 CPOYHO MepeBbiNyCcKaTb KapTOYKM.

Ecnn ™Mbl MeHsieM cepTudukat TLS cepBepa TOAbKO MocCne TOro, Kak BCe cTapble
nofib3oBaTeNIM MOMEHSIT KapToykun C cepTuduKaToM A0CTyna, TO CTapble nonb3oBatenu C
HOBbIMW KapTo4ykamMu cMoryt pabotatb no kaHany K2. Hosble nonb3osatenu 6yayt uMeTb
KapTO4YKKM C HOBbIM camononucaHHbiM cepTudunkatom NMNAKM mn Ha ux pabouyeMm MecTe He bypeTt
YCT@HOBNIEHHOIrO CTaporo camonoanucaHHoro ceptudukata [MAKM, noatomy Tekywmi (Ha
ctapoMm khnto4ye) ceptudumkat TLS cepBepa He 6yaeT npoBepATbCA. Tenepb yxe 3TuM
nonb3oBatensM Heob6xoamMMo byaeT yCTaHOBUTb CTapbli caMomnoAnucaHHbin ceptudukaTt NMAKM

B JOBEPEHHOE XPaHWUNLLE BPYYHYIO.

CTpatermss — B KakKoOl MOMEHT MNepeBbiNyckaTb K4 u ceptudukat TLS cepsepa -
BblbMpaeTca B 3aBUCMMOCTM OT KOJMYECTBa CyllecTBywwmx (CTapbix) Monb3oBaTenem u
npeanonaraeMoro KOAn4YecTBa HOBbIX MOMb30BaTeNEN, KOTOpble MOryT MOSABUTLCA 3a nNepuog,

Koraa BCEM CTapbiM MOMb30BaTeNaM 6yayT nepeBbinyLeHbl KapTOYKu.

11.2.13. KoppekTHas o4nCTKa XXypHana ayauTa

JaHHaa npoueaypa AOCTyNnHa Ana nonb3osatensd C npasamum Ayautopa [MAKM c

noaTeepXxaeHnem gencremsa AgMmHuctpatopoM MAKM.
MNpeaBapuTenbHbIE YCNOBUS:
1. NMAKM HaxoauTcst BO BK/IKOYEHHOM COCTOSIHUMW.
2. Ayantop umeet npu cebe oaHy AeNCTBYOLWYO KapTy ayantopa MNAKM.

[ns 04UMCTKM XypHana ayauTa:

1. AyauTop BXOAWUT B MeHto (Kak onmncaHo B n.11.2).
2. Knasuwamu BBepX/BHU3 ayanTOP NINCTAET U KHONKOW Enter BbibMpaeT NyHKT MeHIo:

- KoppekTHas ouuncTtka xypHana ayauta (Clear audit log).

3. Ha naHenun nosasutcs sonpoc «Clear audit log?», Ha KOTOpbIN HAZo OTBETUTb «YES»,

4. Ha naHenu nosBUTCS 3anpocC Ha NOATBEPXAEHMe AeNCTBUS NMpU NMOMOLLM KapTbl
AammnHuctpatopa NMAKM - «Insert Adm card». Heobxoamnmo, utobbl AAMUHUCTPATOP
MAKM BCTaBuna CBOK KapTy U Nocne Haxatus KHonkyn OK BBEST KOPPEKTHbIN NMUH KO4

Ansa Hee.

5. ba3a AaHHbIX XypHana ayauta byaeT ouulleHa, U Ha NaHenm NosiBUTCS Haanucb
«Audit log cleared». MNMocne HaxaTunsa nO60IN KHONKM UK MO UCTEYEHUIO TaliMayTa

Mpou30MAEeT Nepexo] B OCHOBHOE MEHIO.
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11.2.14. BoccTtaHOBNEeHMe XypHana ayauTa

B cnydae cboeB nuUTaHWsA, MAM HEOCO3HAHHOro BbiktOUeHUs MAKM KHOMKOM nUTaHus
6e3 koppekTHOW npouenypbl octaHoBkM (HALT) 6a3a apaHHbIX XypHana ayauta MAKM moxeTt
6bITb paspyweHa. JaHHaa npoueaypa NO3BOASET BOCCTAHOBUTL 6a3y AaHHbIX XypHana ayauTa
nytem eé nepeco3paHua (dann B co3paetca 3aHOBO MO U3Ha4danbHOU cxeme BA). Mpu 3TOoM
BCE 3anucu xypHana 6yayT notepsiHbl. MNpoueaypa AOCTYNHA TONbKO B HEAKTUBHOM COCTOSIHWUM

MAKM, ana nonb3oBaTtens ¢ npasaMmun Ayautopa NAKM.
MNpenBapuTenbHble YCNOBUS:
1. MAKM BKJ/IHOUEH N HAXOAUTCH B HEAKTUBHOM COCTOSHUMW.
2. AyauTtop umeet npu cebe ogHy AencTBYOWYO KapTy ayamTtopa MNAKM.

[na BoCCTaHOB/IEHUA XypHana ayauTa:

1. AyaumTop BXOAWUT B MeHIo (Kak onucaHo B n.11.2).
2. Knasuwamu BBepx/BHU3 ayauUTop NUCTAET U KHONKOW Enter BbibMpaeT NyHKT MeHIo:

- MpocTasa ouncTtka xypHana ayanta (Repair audit log).

3. Ha naHenu nosButca Bonpoc «Repair aud log?», Ha KOTOpbI Hago OTBETUTbL «YES».

4. Ha naHenu nosiBUTCS 3anpocC Ha NOATBEPXAEHMe AeNCTBUS NMpu NOMOLLM KapTbl
AamunHuctpatopa NMAKM - «Insert Adm card». Heo6xoammo, 4tobbl AQMUHUCTPATOP
MAKM BCcTaBun CBOK KapTy U Nocne Haxatus KHonkyn OK BBEST KOPPEKTHbIN NMUH KO4

ansa Hee.

5. XypHan ayauTta 6yaet ounweH. Ha naHenn nosasutcsa Haanuck «Audit log repaired».
MNMocne HaxaTnsa NO60M KHOMKKW UM NO UCTEYEHMIO TanMayTa NPOM30OMAET Nepexos B

OCHOBHOE MEHIO.

Mo okoH4aHun npoueaypbl MAKM HeobxoamMMo nepesarpysnTb.
11.2.15. Pe3epBHOe KonmnpoBaHue n BocctaHoBneHue NMAKM

Ona obecneueHns HagexHoctn [MAKM  «Kpuntollpo HSM» unMeeT BO3MOXHOCTb
pe3epBMPOBaHNS KAK4YeBONM MWHGoOpMaumMn U, npu HeobxoaAnMMOCTM, €€ BOCCTAHOBEHUS

(nogpobHee cm. n. 11.2.15).

[JaHHbIN pexXnMm MNpUMEHSIETCS, B OCHOBHOM, A/ COXpPaHEHWUs BaXXHOW K/KO4YEBOWN
nHdbopMmaunm, Hanpumep, KK4Ya YMNOJHOMOYEHHOro0 JMua YyAOCTOBEPAOLWEro LUeHTpa,
npegHasHadeHHoOro Ans noanucu  CceptudMKATOB OTKPbITbIX KAven un  knwoden Ol

rnosib3oBaTenemn.
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MpeaBapuTenbHble YCNOBUSA:
1. NMAKM HaxoguTcs BO BK/IKOYEHHOM COCTOSIHUMW.

MpocMOTPp CMMCKa paHee Cco3AaHHbIX pe3epBHbIX komuii [MAKM  pgocTyneH BCeM

npuBUNErMpoBaHHbIM MNOJIb30BATENAM.

Co3gaHne HOBOW pe3epBHOW KOMUKM U yAaneHue CyWecTBYKLEeN pe3epBHOW KOoMnuu
AOCTYMHO TOJIbKO MOJIb30BaTeNt0, HAAE/IEHHOMY MOJIHOMOUYMSAMU «AOMUHUCTPATOpa pe3epBHOro

KOMMpoBaHUA>».

3anyck npoueaypbl BoccTaHoBneHuss MAKM wn3 pesepBHOM KOMUWM [OCTYMNeH TONbKO
«AammnHuctpaTtopy NMAKM», HO npu 3TOM AOSIKEH NPUCYTCTBOBATb «AAMUHUCTPATOP pe3epBHOro
konupoBaHus [AKM» co cMapT-kapToW, Ha KOTOpoW cdOopMMpoBaH KoY LWndpoBaHUS

pe3epBHOW KOMnUK, TOW, C KOTOPOW NPeaACcTOUT BOCCTAHOB/IEHME.

BbinioniHeHne npoueayp Cco3AaHusi pe3epBHOM KOnMuu un BoccTaHoBrieHnss MAKM u3
PE3EPBHOM KOMuUM BO3MOXHO TOJIbKO B TOM csiyyae, korga [MAKM HaxoauTcsi B HEAKTUBHOM

COCTOSIHMU.
MMeHa dannoB pe3epBHbIX KOMNUN MMEHYIOTCS cnefyowmm obpasom:
rrrrmMag_44mmCc, rpe
ITTT - yeTblpex3HayHoe 0bo3Ha4YeHMe roga AaTbl CO34aHUS pe3epBHON KOMUK;
MM - aByx3HauyHoe 0603Ha4yeHMe Mecsiua AaTbl CO34aHNA pe3epBHON KOMuK;

A0 - aByx3HauyHoe o0603HauveHue AHSA AaTbl CO34aHUS pe3epBHOM KONuu;

YY - aByx3HayHoe 0603HayeHne yaca BpeMeHn Co34aHUs pe3epBHO Konuu;

MM — ABYyX3HayHoe 0603Ha4yeHne MUHYTbl BPEMEHM CO3LaHUS Pe3epBHOM KOMWUK;
CC - aByx3Ha4Hoe obo3HauyeHne ceKyHAbl BpEMeHM CO34aHMs pe3epBHOMN KONuu;

Ona npocMoTpa CnucKa paHee CO34aHHbIX pEe3epBHbIX KOMWW MNPUBUNErMPOBAHHbIN

NMnoN1b30BaTE/Ib.

1. BxoauT B MeHto (Kak onmcaHo B n.11.2).

2. KnaBuwamuy BBEpX/BHU3 JIMCTAaeT W KHoOMKoK Enter BbIGBUpaeT MyHKT MeHto

«Backups».

3. Ecam He co3gaHO HM ogHOWM pe3epBHOM konum u NMAKM HaxoauTcs B HEaKTUBHOM
COCTOSIHMKW, TO CUCTeMa MpensioxXUT COo34aTb HOBYIO  pPE3epBHYH  KOMWIO
(cooTBeTCTBEHHO MOJib30BaTE/Nb AO/IKEH UrpaTh posib AAMWUHUCTPATOpa pe3epBHOro

KONnpoBaHus).
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4. Ecnm He €O340aHO HW OAHOW pesepBHOM konuu u MAKM HaxoauTCcs B OAHOM U3
AKTMBHbIX COCTOSIHMI, TO Ha LCD naHenb 6yaeT npocTo BbiBeAeHO coobuieHne 06

OTCYTCTBUUN PE3EPBHbDLIX KOMWi.

5. Ecnu ecTb XO0Tb 0flHa pe3epsBHasa Konus, To Ha LCD naHenb BbIBOAMUTCA CMUCOK paHee

CO3A4aHHbIX CYLWECTBYOLWNX peE3EPBHbIX KOMWi.

6. [MpuBUIErMPOBaHHbLIA MOMb30BATENb, WCMOMb3YS KIaBMWM BBEPX/BHU3, MOXET

npocMaTpuBaTb OAHHbIA CNUCOK.

7. Haxatue knasuwun Enter Ha BbIGpaHHOM HanMeHoBaHUK danna C pe3epBHON Konnemn

BbI30BET KOHTEKCTHOE MEHI0:
- Delete (YaoaneHnue BbibpaHHOro daiiaa pe3sepBHOM Konum);
- Restore (BocctaHoBneHune NMAKM 13 BbibpaHHOro caiaa pesepBHOM Konmmn);

- Create new (co3gaHne HOBOM pe3epBHON KOMUK);

Onsa ynanenus danna pesepBHOi Konuu AGMUHUCTpaTop Pe3epBHOro KonmpoBaHus
nomxkeH BblbpaTb nyHKT Delete. Mpu 3TOM cucTteMa 3anpocuUT MoATBEPXKAEHWME BbINOJIHEHUS
onepauun «Delete file?»> n TOnNbkO nNpu yTBEpPAUTESIBHOM OTBETE BbIMOJAHUT OMepaunto

yAaneHus. BoibpaHHbIN aneMeHT M3 cnncka darnos pe3epBHbIX KONWM Takxe 6yaeT yaaneH.

Onsa BocctaHoBneHus NMAKM un3 BbibpaHHOW pe3epBHOW Konuu AgMuHucTpaTtop [AKM
AO/MKeH BblbpaTb NMYHKT MeH «Restore». AAMWMHUCTPATOP pe3epBHOr0 KOMUPOBAHUS OOSIKEH
BCTaBUTb CMapT-KapTy C K/JKOYOM U cepTMdMKaTOM Kto4a noanucu mn wndposaHmsa BbibpaHHOro
daiina pesepBHOM KOMMK, N Ha 3anpoc pin-koda ANs AOCTyna K K4y Ha CMapT KapTe BBECTU
ero, ncnonb3lysa knasumwmn ynpasnenmsa LCD naHenu. CuctemMa TakXKe 3anpocuT NMoAaTBepXKAeHune
BbIMOSIHEHMSA onepauum W Nocne YyTBepAMTENbHOrO OTBeTa 3anycTuTca npouenypa
BOCCTaHOB/IeHMsA. B cnydae ycnewHoro BoccTaHoBneHuss Ha LCD naHenb 6yaeTr BbiBEAEHO
coobuweHne «HSM restored from backup». AamumHuctpatop MAKM pgomxeH nepesarpy3uTb
MAKM.

Ons  co3paHma HoBoro ¢anna ¢ pe3sepsBHon konmen [1AKM  ApgMuHuUCTpaTop
pe3epBHOIr0 KONUpPOBaHUA A0/KeH BbibpaTb NYHKT «Create new», BCTaBUTb YNCTYO CMapT-
KapTy B cumtbiBaTenb NMAKM ansa dopMupoBaHus Ha Hel Kia4da noanucn un wudposaHus danna
pe3sepBHON kKonun. CUcTeMa 3anpocuT NOATBeEpXAEHMe BbiNnofiHeHUa onepaunn «New backup
file?» 1 nocne yTBepaMTENbHOro OTBeTa 3anyCTUT MNpoueaypy CO3[aHUSA pe3epBHON KOMuu.
Mocne 3anucu kn4Ya 1 ceptTudmnkaTa KKOHa Ha KapTy cucTeMa NpeanoXuT 3aaaTth pin-koa Ang
AOCTyna K KoYy Ha 3TOM KapTe. AAMUHUCTPATOp pe3epBHOro KOMMPOBAHUSA AO/MKEH 3aAaTb
OAHHbIM pin-KOA M XpaHWTb ero B TallHe OT ApYyrux nofib3oBaTenen, Kak u camy kapTy. B
pe3yfnbTaTe YyCMnewHoro co3gaHmsa danna C pe3epBHOW Konuen Ha akpaH LCD naHenu 6yper
BbiBeAeHo coobuieHne «New backup created». B cnuncke dalinos pesepBHbIX KOMWUI NOSBUTCS

HOBbIN 3/1EMEHT.
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11.3. Pabota c xypHanoM cobbitnm NMNAKM

Mpn pabote c TMAKM nepuoanyeckm TpebyeTrcs npocMaTpuBaTb XypHan cobbiTuni,

BEAYLWMICA B YCTPONCTBE.
Koa n Bpems nocnegHero cobbitnsa otobpaxatorca Ha LCD naHenwu ycTpoicTBea.

Ona npocMmoTpa XypHana cobbituin NMAKM agMUHUCTpPaATOp MOXET BOCMOJ1b30BaTbCA
MYHKTOM MeHl ycTpoictBa Ha LCD naHenu (cM. m. 11.2.2). 3T0T cnocob mcnonb3lyerca Ans

onepaTMBHOIO aHanm3a HeCKOJIbKNX nocneaHmx cobbitmnii B NMAKM.

Ona  coxpaHeHuss XypHanoB COBbITUA U UX JAeTaNbHOro aHanuMsa creayer
BOCMO/Ib30BaTbCA cpeacTtBamum web-agmuHuctpuposaHna MAKM (cm. n. 12.2.10). XypHan
oTobpaxkaetca Ha HTML cTpaHuue 1, npn HeobxoaAMMOCTM MOXeT BbITb COXpaHeH B Buae daiina,

a Takxe noanucaH Ha nbom knoye nonb3oBaTtenAa-aAMMHUCTPATopa.

Onsa obecneueHns 3aWnTbl COAEPXMMOro XxypHana cobbitun NMAKM ot cboeB B cucrteme
peKoOMeHAyeTCs peryasipHo (He pexe, 4YeM pa3 B CYTKW) CuYMTbiBaTb XypHan u3 MAKM Ha
CepBep. Mpun 3TOM nNepuoa, 3adaBaeMbli ANs CUUTbIBAHUS 3anmcen XypHana, obsasatenbHo
AO/DKEeH oOxBaTbiBaTb npeablaywime CyTku (T.€. AO/MKHO ObiTb OpraHmM3oBaHO MepekpbiThe

npeablayLuero nepnoaa Mexay CYMTbIBAHMAMK XypHana).
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12. YOANNEHHOE AAMUHUCTPUPOBAHUE MAKM (WEB
WHTEP®EWC)

Ons yaaneHHoro agMmHuctpupoBaHumsa NMAKM Heobxoanmo, 4Tobbl NMAKM 6bin1 BKAKOYEH U
HaxoAWNCS B QAKTMBHOM COCTOSIHUM WAM B COCTOSSHUM <«TONbKO aAMUHUCTPUPOBAHME», B
napameTtpax MNMAKM nyHKT «pa3pewntb Web-uHtepdeinc» (Enable web) 6bin yctaHoBneH B
«YES», 1 B HacTpolKax MeXCeTeBOro aKkpaHa ans kaHana ynpasneHus NAKM (Remote admin,
443 nopT) 6bIN pgobaBneH IP-agpec  koMnbkTEpa, C  KOTOPOro  MNpOM3BOAWUTCS

aAMUHUCTPUpPOBaHMe.

YpaneHHoe aAMUHUCTpUpOBaHMe MAKM npon3BoaunTCA MPUBUIIETMPOBAHHbLIM
nofb3oBaTenieM npu npeabssrieHMn (@ MUMEHHO - MOMEeLEeHUU B CYMTbIBATENb) AEUCTBYIOLLEN
KapTbl AgMWHUCTpaTopa, AyauTopa unm AAMUHUCTpATOpa pe3epBHOro KomnuposaHus. [locne
MCNONb30BaHMA Takol kapTbl ana Web-agMuHUCTpupoBaHMa 3Ta KapTa He MOXeT ObiTb
ncnonb3oBaHa ANA aaAMUHUCTpupoBaHusa ¢ LCD-naHenu MAKM, Tak kak Ha pabouem mecTte
aaAMUHUCTpaTopa ucnosb3dyetca CK3UM 6onee HU3KOro ypoBHs 6e3omnacHoctn, 4vem MAKM, un

KNacc 3aWnTbl Ktoden Ha KapTe aAMUHUCTPATOpa 6y,qu MOHMNXEH A0 AAHHOIo ypOBHA.

HacTtpoliku pabouyero mecta agMmuHucTpaTopa [MAKM BbIMOSHAIOTCA B COOTBETCTBUM C

MYHKTOM «YaaneHHoe pa6oqee MeCcTo AAMUHUCTPATOpa» AAaHHOrMro AOKYMEHTa.

12.1. OTKpbITME OKHa agMUHUCTpUpoBaHusa NMNAKM

Ons OTKpbITUS CTpaHuubl agMUHUCTpUpoBaHus NMAKM Hapgo BBeCTM B aApeCcHOM CTpoke
NHTepHeT ob6o3peBatens (Internet Explorer/Edge) IP-agpec NMAKM (c npedukcom https://). B
ctapbix OC Windows, BO3MOXHO, NOHAA0buTca BBECTM U UMs cTpaHuubl — default.htm. [Jeno B
ToM, yTto B OC Windows Vista, Windows 7, Windows 2008, Bktouyas 64-pa3psgHble nx Bepcum,
AN FeHepauun KJK4Yen AocCTyna noJib30BaTeNen BMeCcTO KoMmmnoHeHTa Microsoft XEnroll.dll
ncnonb3yetca kKomrnoHeHT Microsoft CertEnroll.dll. B HacTtosiwmii MOMeHT npu obpalleHumn K
MAKM npocto no IP agpecy 6e3 ykasaHus MMEHW CTpaHWubl MO YMOJIYAHMIO 3arpyxaeTcs
cTpaHmua default_vista.htm, wucnonb3ywowaa CertEnroll. Ecnun Ha APM  ApgMumHucTpaTopa
ycTtaHoBneHa 6onee crapasa OC (Windows 2003), To Heo6x04MMO yKa3biBaTb MMS 3arpy>XaeMoi

CTpaHuubl sIBHO, Hanpumep https://192.168.26.2/default.htm. WU Ta, n gpyras crpaHuua

paboTtatoT HopManbHo B ntoborn OC Windows, noka geno He AOWAET A0 FeHepauunm KI4Yen um

cepTndmkaToB AocTyna nonb3osartenen MNMNAKM.

Mocne NOATBEpPXAEHMS BBOAA ajapeca MOSABUTCA OKHO «Bbi6op uudpoBoro

ceptudmkaTa»:


https://192.168.26.2/default.htm
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Brbop umpoBoro ce prHipukaTa

1A aEHTHDHEaLHA

' Bef-y3en, KOTOPEIM BBl XOTHTE MPOCMOTRETE, SAMP0CHA
o+ ' MPOEEQKY NOANMHHOCTH . BribeprTe cepTrdmkat,

MrA MoOCT ZBLWLHE
HSM-000005

MNogpobHee... ] [I'Ipu:u:m-:qu cepTHu:I:-HKaTa...]

[ CIF, l[ CITMEHS ]

Cnepnyet BbIbpaTb cepTudumkaTt n Haxatb OK.

Ecnn HaxaTb «MpocMoTp ceptudmkarta», MNOSIBUTCA CTaHAAPTHOE OKHO MpocCMoTpa

ceptndukata B Windows (ans Hero aosxeH 6biTb YCTaHOBNEH KOMMOHeEHT Microsoft CAPICOM,

BKJTIOUEHHbIN B ANCTPpUbYTUB).

Ecnu HaxaTb «Mogpo6Hee», NOABUTCA OKHO C MOJACKAa3KOoM:

E? Microsoft Internet Explorer

58 G : i
Crpeme Hazan e MNapardetped  Bef-cnpaska

Conepixarie | Ykasarens || Mowck | Mac ¢ *

~ || icnonb3oBaHwe cepTrdUKaToB
Hauano pafoTsl ¢ ofospesaTtenem Inte ana obecneyeHns

@ Nowck HyxHEIX BRB-CTPaHML KOH(PUAEHUHANBHOCTIA K
be3onacHocTH

@ ABTOHOMHAA paboTa ¢ Bef-CTpaHKUan

@ MeyaTe WM COXpaHeHWe JaHHBIX CBDTHdJMKaTbI MOMYT MCNONB30EATECA ANA
33WHTEl NEPCOHANEHEL: CESAEHMA np+

@ OTNpaeka AaHHbix Yepes MHTepHeT
pafioTe & MHTEpHETE, & TEK¥E ANA TOrD,

(0] OBwme cEeaHMA 0 NapameTpax b yToBbl OrpanHTE KOMAEHTER OT
(L] McnonbsoeaHMe BesoNacHbX Y30 HEBE30MACHOrD NPOrpaMMHOTe
R iy ofecnedeHra, CepTMdMKaT — 370
aHME CepTHhKMKATOE AN YTEEpXAEHHE, NOATEEPX AL EE
BesonacHei 0BLWHA LOCTYN K NKut NOANHHHOCTE NHUE MK Be3onacHocTs sef-
@ OBwKe cEeAeHWA 0 hafinax «cook ¥
@ OBwWMe cEEREHMA 0 BE3ONACHOCTH W K B ofiozpesatens Internet Explarer
@ @ ; MCNONE3YHITEA AES Pa3nHYHEX THNS
aHenb WHpopMaumi ofiospesatena |t CEPTHHMEATOB.

¥NpasneHWe HagCTpoRKamK 4na sefi-o 5
@ P P ® THuHElE cepTHEMIEET MCTONESYETCA

@ ¥NpasneHue L0CTYNOM K BEB-CTpaHmL ONA NoATEEpXAEHHA AMYHOCTH

@ HacTpolika pef-06ospeeaTena NonNb30EATENA, 3TH CEELEHHA
MCMONE3YHOTCA NPM OTNPABKE NMYHEIX

O aHHBIX Yepes MHTEPHET Ha Bed-

¥3en, ANA KoToporo Tpebyertca

CepTHhMKAT, NOATEEDH.0aHWHA

NoOANHHHOCTE NOCETHMTENS,

[ArnmnL AE S LAS BTACn S oS N eTE S
e s

@ CneuMantHele BOSMO¥HOCTH

(£

=

Mocne Bbi6opa cepTudUKkaTa U HaxaTua «OK» MosSiBUTCA npurnalieHne BCTaBUTb KapTy

B CHUTbIBATESb:
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Kpuntollpo CSP E
0:0a:28
i BrTaebTe KAMYEEDNA HOCHTEAR
GlE=d “adfeb306-8e68-c302-7305:3a1 cBbZoeef
OTreHa | | CeegeHua »» |

Ecnu HaxaTb KHOMKYy «CBeAeHus», nosBuTcsa 6onee noapobHas nHbopMaums:

Kpuntollpo C5P E
0:08:41
(2)=m BCTaEbTe KAMEE0H HOCUTE
GE=! adieh306-Be68-c202-7 305351 cob2eeal"
CeeaeHHA
HeoTpoicTea: B cT 3B NEHHEIA HOCHTE MR
CocToAHHE:
Gempluz USB
Smart Card O TCYTCTEYET HOCHTENE.
OTmeHa | | CeeaeHMa <<

Mocne Toro, Kak KapTa aAMMHUCTpaTopa WM ayautopa 6yaeT BCTaBleHa B
CUMTbIBATENb, 3TO OKHO MCYE3HET, M MOSABUTCS MpuUrialeHme BBEeCTU pin-koAd KapTbl. Ecnn Bo
BpeMsi npeablaylero Beoaa pin-koga 6bia ycTaHOBMEH (hIaXOK «3anoMHUTL>», 3Tan BBoAaA pin-

Koaa byaer nponyLieH.

lMocne aToro NOABMUTCA OKHO aaMUHUCTpMpoBaHua MNMAKM.

12.2. PaboTta c OKHOM aaMUHUCTpupoBaHus NMAKM

12.2.1. WHdbopmauunsa NMAKM

Ona npocmotpa uHdbopmaumm o MAKM un unsmeHeHus BpemeHu [MAKM, wnaMeHeHus
COCTOSAHUSA MM octaHoBku MAKM Hago BbibpaTb B MeHI0 cineBa NMyHKT «MHdopmaumnsa MAKM».,
M3MeHeHne BpeMeHU, COoCTosAHMA unm octaHoBka [MAKM BO3MOXHbl MpU  MCNONb30BaHUU

KapToukn AaMmnHuctpatopa NAKM.
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MporpamHo-annapaTHbii Kpuntorpaguueckuin moaynb "Kpuntollpo HSM" ~
WUndopmauna MNAKM

P ——
L ]

Wudropmauyma NAKM

CepUiHBIA HoMap MAKM: |-': Vi43-00002d (cloned from HSM43-00001d

CeprudukaTts MAKM

MapameTpn MAKM
HacTpoHKmn ceTn
HacTrpoikn M3 [oCTyNHOS NPOCTPEHCTEO Ha AWMCKS B Dasgens KNkden:

Bepcva coopku MAKM:
Texkyulee spema MAKM (UTC):

MonbzoBaTenn

KONMUecTBo CoZaaHHsIX Kiouei:

PezepBHbIe KOMMK

KONWUECTBO BINOMHEHHLIX KDMNTOrPadHUECKUX onepaLmii:

MypHan ayaguTa
T KonMUecTEO 33pervcTPMPOBaHHKIX NONES0BaTENSH:

OUMCTHTL B T.4. NPHUEBMNErMDOBaHHbIX:

|
|
|
HacTpoiikn ayaura [ocTynHoE NPOCTPEHCTEO H3 AWCKE B paznene backup: | 28
|
|
|
|

¥ypHan cobbiTni KONWUYECTBO eAMHML KNKOYEBOr0 MaTepuana (MamMmel) B GaiTax: |

Texkywee coctoaHue MAKM:

OBHOEMTE

LononHMTeNEHaA MHGOPMaUWUR: | || Monyunte
|0 TCP/IP coep X |06 ucnonob naMaTK |0 pennuKalMm |

YT10o6bl NPOCMOTPETbL TEKYLNE HacTponkm NMAKM, Hago HaxaTb KHOMKY «O6HOBUTbL>.

Ona usMeHeHusa pAatbl wian  BpeMeHu [MAKM Hafo LWeNKHYTb MblWb Ha CTpoke

«Tekyuwee Bpemsa MAKM». [llocne aTtoro nosasutcsa opma AN BBOAA HOBOrO BPEMEHMU:

/" hitps:1/192.168.70.607 - Windows Internet Explorer =1
@E:r - |g, https:ff192, 1658, 70.60{ V| ﬁ | || X |nDHCK "Live Search” | 2
& -
Wk I@https:mgz.lsa.m.m; l_l BB e~ [2F Crparvua + ) Cepemc -
i
MNporpamHo-annapaTtHbiii KpunTorpadguuecknii mogyns "Kpuntollpo HSM"
HameHeHne cucremHoro spemenn NAKM
e Oara NAKM (A4.MM.TTT): (29 |07 | 2008 |
[ ik
- Bpema MAKM (4u:MM:CC): 13 |:[35 | |05 |
po e | MzMeHnTL || Brixon |
[0
[0 1
1 30
2 &pH e KO
1 [
1 b
[ DUb -
i
I & WrrepreT & 100% -




XTAN.00096-02 90 01. KpunTollpo HSM. NHCTpyKUMS MO MCNOMb30BaHUIO 122

CnenyeT BBeCcTU HOBYIO AaTty/Bpemsa (no UTC) n HaxaTb «MA3MeHUTb>». [Ina oTKa3a Haao

HaXxxaTb «Bbixog>».

Ona unameHeHunsa coctosgHuda MNMAKM unm octaHoBku [MAKM Hago LWenKHYTb MbllWbO Ha

cTtpoke «Tekyuwee cocrosHue MAKM». [locne 3toro nosButca dopma Ansi M3MEHeHus

COCTOAHUNA:

f"‘ https://192.168. 70.60f - Windows Internet Explorer

J v |@] https:[}192.168,70.60/

*»

TP | hkps:[192,168,70,60] 2 - Bl - o= o~ [ Crparvua + 0 Cepene -

MporpaMHo-annapaTtHbIii kpunTtorpadgpuuecknii mogyne "Kpuntolpo HSM"
HameHeHne Tekyulero cocroaunsa NAKM
Hudropmauma MNAKM

Cepmudmrarol MAKM
Napamerpol MNAKM

CocrosaHke MAKM: HSM-STATE-ACTIVE-ADMIN-OMLY b

CocToAHuA MAKM:

- HSM-STATE-UNKNOWN HeonpeaeneHHoe cocToAHue NAKM (B gaHHOM ciydae He uon.)
Hacrpoikn ceTn

MAKM HeaKTHBEH.

- Knwou 3 W3 5 He aKTHEWPOBEH.

- Cepeuc Kanana K2 He 3anyuieH.
- WEB wHTepdelic He oTBeq@eT

HacTpoiiku M3
HacTpoiiku ayauTa
MonbwzoBaTenu

HSM-STATE-INACTIVE

NAKM akTueeH.

- Knwu 3 ¥2 5 aKTMEWMPOEEH.

- Kanan K2 obpabaTeieaeTr Bce 3anpockl NONL30EATENEN.

CHauaTh - WEB uHTepdelic MoxeT ObiTb NCNONb30BaH ANA aAMMHUCTPHPOEAHUA.

PezepBHbIe KOMHK
M¥ypHan ayauTta HSM-STATE-FULLACTIVE

OUYHCTHTE MNAKM @KTHBEH.
MWypuan cobbmaii HSM-STATE-ACTIVE-ADMIN-ONLY | /04 3 13 5 akTHEMpoEaH.
- Kanan K2 He paboTaert.
- WEB wnTepdeiic MoxeT GuiTh MCNONL30BAH ANA aAMUHUCTEHPOBAHKS.

MonHeli ocTaHos MAKM
HSM-STATE-HALT - Bce cepBHCHl JEaKTHBHPYHITCA.
- OC Buirpy:xaeTcA.

MzMeHuTL || Bixon |

@ WHTEpHET H100% -

Cnep,yeT Bbl6paTb B BbiMaZalolleM MEHI0 HYXHOE COCTOsHME M HaxaTb «U3MeHuTb>,

UM HaxxaTb «BbIxoa» A1 0TKasa OT U3MEHEHUSA COCTOSAHUS.
Ecnu nameHunTtb coctosHne Ha HSM-STATE-HALT, NMAKM 6yaeT BbIK/OYEH.

Echn  maMeHuTb coctosiHme Ha HSM-STATE-INACTIVE, panbHelillee CceTeBOE

aAMNHNCTPUPOBaAHNE 6y,u,eT HEBO3MOXHO.

Onsa npocmoTpa cnucka tcp coeauHeHun MAKM HeobxoanMMO HaxaTb Ha CCbinky «O

TCP/IP coegMHeHunax»:
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MporpamMHo-annapaTHbiA kKpunTorpadguyeckmit moayns "Kpuntolpo HSM" ~

Whdopmauua MAKM
CeprudukaTnl MAKM
Napamerpom MNAKM

CepHiHLIA HoMep MAKM:

Bepous cOoprm TAKM:
Texyujee spema MAKM (UTC):

Hacrpoikm ceth
Hacrpoiiku M3 JoCTynHOe NPOCTPAHCTEO Ha AWCKE B PasaAene Kovei:

HacTpoiikm ayauTa JoCTynHoe NPOCTP3HCTED Ha AWcke B pazgene backup:
Mone3oBatenn
PesepBHbie KONHH
MypHan ayauTa

CKauaTh

KOMMYECTBE BHINONHEHHLX KOUNTOrpabMUSCKMX onepaunii:

KonwuecTeo 3aperucCTpUMPOBaHHEX Non B30BATENEN:

OUHCTHTh B T.4. NPHEUNEMMPOBaHHBIXD

Mypuan cobbiTi KOMMUeCTEO eaMHUL KTo4es0ro Matepuana (TamMme) B aitax:

| |
| |
| |
| |
| |
KONWYECTBO COBABHHBIX KMHOWEH: | |
| |
| |
| |
| |
| |

Tekyujee coctoaHue MAKM:

O6HOBHTE

[JonankuTensHas uHbopMaLws: [netitcp |[ Nonyuurs |
|0 TCP/IP coeq x |06 mcnone: naMaTH |0 penaMKaymH |

51 local_ address rem address St tX_queue rx_gueue tr tm->when retrnsmt uid timeout inode
0: 00000000:ES0E 00000000:0000 OR 00000000:00000000 00:00000000 00000000 23 0 8457 1 0000000000000000 100 O O 10 O
1: 0100007F:006F 00000000:0000 OA 00000000:00000000 00:00000000 00000000 0 0 443 1 0000000000000000 100 0 0 10 O
2: 00000000:1F90 00000000:0000 OA 00000000:00000000 00:00000000 00000000 o 0 7404 1 00000000Q0C000000 100 O 0 10 O
3: 00000000:1F91 00000000:0000 OZ 0OC00000:00000000 00:00000000 00000000 0 0 7405 1 0000000000000000 100 0 0 10 O
4: 0000000D:1F93 00000000:0000 OA 00000000:00000000 00:00000000 00000000 a 0 21576 1 0000000000000000 100 0 © 10 O
5: 00000000:0016 00000000:0000 OA 00000C00:00000000 00:00000000 00000000 a 0 15733 1 0000000000000000 100 O © 10 O
6: 3D46RECO:01BE 00000000:0000 OZ 00000000:00000000 00:00000000 00000000 a 0 45708 1 0000000000000000 100 0 @ 10 O
7: 3D46ABCOD:050DD 00000000:0000 OA 00000000:00000000 00:00000000 00000000 o 0 324383 1 0000000000000000 100 0 @ 10 O
8: 000000OD:05DE 00000000Q:0000 OA 00000000:00000000 00:00000000 00000000 o 0 46123 1 0000000000000000 100 0 @ 10 O
9: 0100007F:05E0 00000000:0000 OA 00000000:00000000 00:00000000 00000000 0 0 43309 1 0000000000000000 100 0 O 10 0
10: 3D46RBCO:993A F346RRC0:05E0 01 00000000:00000000 02:0000496R 00000000 a 0 14471 2 0000000000000000 20 4 20 10 -1
11: 0100007F:D360 0100007F:1F90 01 00000000:00000000 02:000AFCSD 00000000 1002 0 80275 3 0000000000000000 20 O 0 10 -1
12: 0100007F:D834 0100007F:05EQ 01 00000000:00000000 02:0000496RA 00000000 45 0 37159 3 0000000000000000 20 4 12 10 7
13: D100007F:1F90 0100007F:D35E 06 00000000:00000000 03:0000148F 00000000 o 0 0 3 0000000000000000
14: 3D46ABCO:01BE 9745ABC0:DD7B 01 00000000:00000000 02:000AFCSD 00000000 0 0 42893 4 0000000000000000 20 4 29 10 -1
15: 0100007F:1F90 0100007F:D35F 06 00000000:00000000 03:000014%32 00000000 a 0 0 3 0000000000000000
16: 0100007F:1F90 0100007F:D360 01 00000000:00000000 00:00000000 00000000 a 0 70643 1 0000000000000000 20 4 28 10 -1
17: 0100007F:05E0 0100007F:D384 01 00000000:00000000 02:0000496RA 00000000 0 0 32485 3 0000000000000000 20 4 1 5 3
v
< >

[Mpy 3TOM BbLICBETUTCSA CMMCOK BCeX tCp cCoegMHEHWI MCMONb3yeMbliX B AaHHbIA MOMeHT MAKM
«Kpuntollpo HSM». ®opmaT cnucka COOTBETCTBYET coaepxumomy danna /proc/net/tcp B OC

Linux.

Ona npocMmoTpa wHdopMaumm 06 wmcnonb3oBaHuM onepatuBHon namatu  [MAKM

HeobxoaMMO HaxkaTb Ha CCbIJIKY «06 MCNoONb30BaHMU NAMATHU> ;
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w rlporpaM HO-annapaTH biH KpH n'rorpaqmuecuuﬂ Moaynb "KPHI'ITOH po HSM™
~
R L CepwitHbiid Homep TTAKM: | |
Ceprndmxarni MAKM 8 6 AAKM | |
epCHA COopKK £
NapameTpnl NTAKM P P
HacTpoiin cetn Texkyulee speMa NMNAKM (UTC): | |
Hacrpoikn M3 [oCTynHoe NpoCTPaHCTBO Ha AWCKE B pazdens KNoue: | |
Hacrpoikn ayguta MocTynHoe NPOCTPaHCTBO Ha AWCKE B pazaens backup: | |
LEmEITETE s HONWUECTED COSO3HHBIX KMKIUSH: | |
PezepBHbIE KONHH .
KoMUMUECTBO BEINOMHEHHLX KPMATOrpadbHIeckix onepaumi: | |
Mypuan ayauTa
CKauaTh KOonWYECTED 3apervCTDMDOBaHHEY NONb20BaTENSMH: | |
OYHCTHTE B T.Y. NPHMEMISTMDOBIHHER: | |
Mypnan cobbiTnin KonuuecTeo AMHUL Knodesoro MaTteprana (MFaMHel) B GanTax: | |
Tekyuiee coctoanme MAKM: | |
[ONONHKTENSHAR MHBOPMALIMA: [meminfo
|0 TCP/IP coeguHeHnax |00 ucnonb30BaHMH NaMATH O penMKaLUMH |
MemTotal: 323743900 kB
MemFree: 29479532 kB
MemAvailable: 32122556 kB
Buffers: 143224 kB
Cached: 2707300 kB
SwapCached: 0 kB
Aotive: 2550968 kB
Inactive: 400208 kB
Active (anon) : 111340 kB
Inactive (anon): 115%c kB
Active (file): 2439628 kB
Inactive (file): 388612 kB
Unevictable: 187140 kB
Mlocked: 187204 kB
SwapTotal: 0 kB
SwapFree: 0 kB
Dirty: 276 kB
Writeback: 0 kB
AnonPages: 237864 kB
Mapped: 31420 kB
Shmem: 1044 kB
Slab: 112548 kB
SBeclaimable: 80048 kB
SUnreclaim: 32500 kB
KernelStack: SB8E kB
PageTables: 3356 kB
NES Unstable: 0 kB
Bounce: 0 kB
WritebackTmp: 0 kB
CommitLimit: 16437448 kB
Committed_AS: 589476 kB
VmallocTotal: 34359738367 kB
VnallocUsed: 324752 kB
VmallocChunk: 34342613172 kB
HardwareCorrupted: 0 kB
AnonHugePages: 1836368 kB
HugePages Total: V]
HugePages Free: V]
HugePages Rswvd: V]
HugePages_ Surp: V]
Hugepagesize: 2048 kB
DirectMapdk: 12112 kB
DirectMapzM: 197836E kB v}
DirectMaplG: 33554432 kB

<

Mpwn aTom oTob6pasunTca coaepxunmoe darna /proc/meminfo NMAKM (OC Linux).

HekoTopyto AOMONHUTENbHYO WHGOopMauuto,

npeaocTaBfiieMyl0 OMNepaunMoHHON CUCTEMOM,

MOXHO MPOCMOTPETb, BBEAS UMS CUCTEMHOrO (paina B katanore (nogkatanore) /proc OC Linux

M HaXaTb KHOMKY

«Monyuntb». Hanpumep, ecnu BBecTn cpuinfo,

coaepxumoe darina /proc/cpuinfo OC Linux.

TOo 6ymer BbiBEAEHO
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Ecnrn MNAKM ckoHdurypuposaH Aans paboTbl B CUCTEME ropsiyero pes3epBUMpPOBaAHMUSA
(pennukauum), TO KAWKHYB CCblIKY «O penaMkayuMm» MOXHO MONy4YuTb MHQOpMauuio o
TekylweMm craTtyce penaukaumn. Tpun 3T1oM, ecnn TMAKM aBnsetcas MASTER cepsepoM

penankKaunun, 1o 6y,ueT BblBEAEHA Ccneayrollada VIH(bOpMaU,VIFI:

REPLICATION MASTER

File mysql-bin.000047
Position 79074955
Binlog_Do_DB

Binlog_Ignore_DB information_schema,
yKa3biBalowWwas Ha TeKylwyl no3uumio B danne xypHana uaMeHenmin MASTER cepsepa

pennkKauunn.

Ecnn TMAKM gaensetca SLAVE cepBepoMm pennunkaumm, To 6OyaeT BbiBegeHa cnegytowas

MHpopMaLms:

REPLICATION SLAVE

Slave_I0O_State Waiting for master to send event
Master_Host Localhost
Master_User Repl

Master_Port 1504

Connect_Retry 60

Master_Log_File mysql-bin.000047
Read_Master_Log_Pos 78595518
Relay_Log_File mysq|l-relay-bin.000040
Relay_Log_Pos 78595664
Relay_Master_Log_File mysql-bin.000047
Slave_IO_Running Yes
Slave_SQL_Running Yes

Replicate_Do_DB

Replicate_Ignore_DB

Replicate_Do_Table

Replicate_Ignore_Table cpcsp_registry.norepl_config
Replicate_Wild_Do_Table

Replicate_Wild_Ignore_Table

Last_Errno 0
Last_Error

Skip_Counter 0
Exec_Master_Log_Pos 78595518
Relay_Log_Space 78595863
Until_Condition None
Until_Log_File

Until_Log_Pos 0
Master_SSL_Allowed No

Master_SSL_CA_File
Master_SSL_CA_Path
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Master_SSL_Cert
Master_SSL_Cipher
Master_SSL_Key

Seconds_Behind_Master 0
Master_SSL_Verify_Server_Cert No
Last_IO_Errno 0
Last_IO_Error

Last_SQL_Errno 0

Last_SQL_Error
Replicate_Ignore_Server_Ids
Master_Server_Id 1,

yKa3biBalowas Ha no3uvuuio B danne xypHana wusmeHeHun MASTER cepsepa pennmkauui,
KoTopas 6bLia nonyyeHa npu nocnegHeM yaadyHom obpaweHun Kk MASTER cepsepy ans
nocneayrLwero noucka M3MEHEHWI  [AaHHbIX,  TeKylee  COCTOsIHMe penankaumm
(Slave_IO_State), wnHdopmauuno 06 owwnbkax pennumkaumm (Last_IO_Errno, Last_IO_Error,
Last_SQL_Errno, Last_SQL_Error) n npoyve MeHee 3Ha4YMMble NapaMeTpbl 475 OTCAeXUBaHUS

COCTOSIHMSA paboTbl MEXaHU3Ma pennKaumn.

12.2.2. Ceptndukatbl NMAKM

Onsa npocMoTpa ceptudunkaTtoB kntoder nognmcm NMAKM (kntoyen, npy NOMOLLM KOTOPbIX
n3paoTcs cepTuduKaTtbl KIoYen A0CTyna nosib3oBaTesien) Haao BbibpaTb B MEHHO c/ieBa MYHKT

«Ceptudmkatbl MAKM»,

& - [o)x]
Q_ v | @) https:/{192.168.70.60] MR tr || X 1~
& -

I . Y »
UF 4 @ hitpst192.168.70.60] 5 - Bl - @ - [ Crpamua - O Cepenc -

MporpaMHo-annapaTHbiil kKpunTorpadguyecknii Mmogynb "Kpuntolpo HSM”
Ceptutdnkatol [TAKM

CepuiiHblii HoMe eliCTBUTENEH C eliCTBUTENEH MO
Hudopmanma NAKM P P a a

Ceprudmkarsl MAKM 0x5f069810b524b7a6as80e | 20.08.2009 14:01:07 | 20.08.2019 14:01:07

Napamerpol MNAKM
HacTpoiikn ceTH
Hacrpoiikn M3
Hacrpoiikn ayauTa

NonezoBaTenu

PezepaHble KONUW

MypHan ayqura

CKauaTh
OUHCTHTD

MypHan cobbrmwii

@ MHTEpHET 100 -
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Ons  npocMoTpa ceptuduMkaTa Haao LWENKHYTb Mbilbld Ha CepuHOM  HoMepe
ceptudmkaTa. lMocne aToro NosSABUTCA CTaHAAPTHOE OKHO npocMmoTpa ceptudukata B Windows
(ans Hero poskeH ObITb YycCTaHoBMeH KOMMNOHeHT Microsoft CAPICOM, BKJ/OYEHHbI B

acTpnbyTmB).

12.2.3. [Mapametpbl NMAKM

Ecnn BbibpaTb B MeHI0 crieBa NyHKT «[apameTpbl NMAKM», cnpaBa nossutcs dopma ans
NMpocCMOTpa W WU3MEeHeHUs napameTpoB. WM3meHeHne napameTpos [1AKM BO3MOXHO npu

MCNOJIb30BaHUN KapToyku AgMuHmucTpaTtopa MNAKM.
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b MporpamMHo-annapaTHblid KpunTorpaduueckmini Moaynb A
"KpunTtolpo HSM"
NMapametpol NAKM

Wudopmayma NMAKM

CepmrthrkaTol MAKM

MapaMeTpol NAKM
HacTpoHKH CeTH
Hacrpoiiku M3 [¥] PazpewuTe 2arpyzxy (ainos pesepeHoi konuu MAKM

[+ PazpelwnTe WCNonbk308aTe WEB wHTepdeHC agMUHKCcTDaTopa MAKM

[+ PazpelwnTe MCNONE208aTE KaHan K2

[] PazpewmTs MCnonk308aTh KaHan K2s (Bes wnbpoBanKA, W TONLKO ANA CEPBHCOB)

HacTpoHKM aygMTa [+ CoznaeaTe BHYTDEHHIOK pesepEHYID KoMK B npW BeikniousHMK HSM (HALT)

MonbzoBaTenn | PazpewwmTe MCMONL30BaHNE KNYEBOra MaTepHana YNonHOMOYeHHoR

PezepBHBbIE KOTIHH OpraHnzauny (FTaMMbl) ANR reHepaUMi KNYei Nognkck Nonks0saTensi

¥ypHan ayguTa +| 3aNpETHTE reHSpaLMiD KNKKYel Nognwck NpM oTCyTCTEMKM TAMMI

CKauyaTb KonuuecTeo 2anuceil XypHana, yoanAeMos 23 OfWH 2anpoc B LMKne
OUMCTHTH ONEpaLMK OYWCTKWM XypHana ayauTa (0 - Bo2 3anWou y4amanT s
. za 0fuH 3anpoc (B MoXET ObiTe a0N0KMPOBAHE Ha ANWTENEHOS BPEMSA)):
MWypHan cobbiTHH |1{JCIDJ?}[} poc (B4 P an pems))

BpeMeHHOM MHTEDEAN NPOSSDKK Ha NepenonHesMe (cexyHa):
600 |

[NUTENEHOCTE YOSDHHWEBIHWSA HE3KTMEHOMO COBOMHEHWA KNMEHTA CEPBEDOM,
0 - HE orpasKueH0 (CekyHa):
[0 |

MaKCMManEHoS KONMWYeCTE0 OOH0EPEMEHHEX NOOKMKYSHMA KNMeHTos & MAKM
(1 - RBHO HE OrpaHMYeH0, ONPEAenASTCR annapaTHBIMK M NPOrpPaMMHEIMK
pecypcamu MAKM

0 |

PEHMM CHHXDOHM3ZLMM A3HHLIX XYPHING ayauTa Ha OWCKe

FULL - HagexHo, HO MeaneHHan obpaboTka (Kamaan zanvce B XyPHaN HUIHYSCK
CDAzY ZanMCbIBASTCA Ha OWCK),

OFF - GeicTpas obpaboTka, cOpoC KelWWpPOBaHHLX CTDAHWL Ha AWCK OTAEHO Ha OTKYN
ONepaLMoHHON CHCTEMS

NORMAL - npomMexyToYHER Mexgy FULL v OFF pesXHM CHHXDOHWSaLMM

(Tpebyerca nepezarpyzxa MAKM)

|OFF d
Tun HSM B CMCTEME rOpAYEro PE3SpEXDOBIHWUE
|F'esepBHb|ﬁ v

YHUKANLHLIA WassTUdKMEaToD HSM B CHCTEME MOpAYSro pEsepBMpoBaHUA (1-9)
2 |

IP agpec ocHoBHOMD HSM B CHMCTEME rOpRYSro pesepEMpOEaHMA
192.168.70.243

[ v

>

eHepaumsa Kntouen npn OTCYTCTBUU TFaMMbl pa3pelaeTca UCKNHYUTENBbHO B TECTOBbIX
Lenax.

Onuwnsa «Co3gaBaTb BHYTPEHHIOW pe3epBHY konuio B npu BbikatodeHnn HSM (Halt)»
B/INSIET Ha CO34aHME BPEMEHHOMN pe3epBHOM konun 6a3bl gaHHbiX NMAKM. [JaHHas Konus MOXeT
ObITb MCNO/b30BaHa TOJIbKO BHYTPEHHUMU MexaHum3mamm MAKM npu aBTOBOCCTaHOBAeHUU BA.
Ecnn no kakum-nnb6o npuumHaMm basza paHHbiXx 6yageT paspyweHa TakuMm obpa3oM, 4TO He

CMOXEeT CTapToBaTb Aaxe cepBuUC ynpasneHus b/, 3arpyska NAKM 6ynet HeBo3MOXHa. Ha aToT
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cnyyam B NMAKM pobaBneH MexaHM3M aBTOMaTtu4yeckoro nepeco3ganusa Bl, HanoMuHawowwmm
MexaHu3sMm Hard Reset B HEKOTOpPbIX 3/IEKTPOHHbLIX YCTPOMCTBax. T.e. co3gaetcss abCconoTHO
HoBas (uuctada) b, cepsuc CYBL npu 3TOM ycnewHo ctapTyeT. [locne 3Toro aBTOMaTUYECKU
mwertca dann BHYTPEeHHEN pe3epBHOM KOMMKW, O KOTOPOM wuaeT pedb. Ecnm aTtoT dann
CyLLecTBYyeT, TO BCe AaHHble B B/l BoccTaHaBnmBaroTCca M3 Hero. Ecnm atoro daiina Het, TO
6epeTcs gpyron dann, chopMMpOBaHHbIA Ha MOMeHT marotoBnenms NMAKM c HacTponkamu no-
YMOIYaHUIO U XpaHuMMbIn B readonly pasgene. 3To no3sonseT B Atobom crydae 3arpy3ntb NMAKM
M CepBUCbl, OTBe4darwlme, Kak MMHUMYM, 3a paboty LCD naHenu. [anee B 3aBMCMMOCTU OT
cUTyauum MOXHO nnMbo cpasy npoao/XuTb paboTy, Anb0 B3ATb MOCAEAHION BbIFPYXEHHYHO

pe3sepBHY0 Konuio NMAKM 1 BOCCTaHOBUTL AaHHbIe C Heé.

OcTanbHble onumu, NPUCYTCTBYHOLWME HA AAaHHOM 3KpaHe, AybaupyoT onunm, onncaHHbie
Bn. 11.2.9.

[Nnsi N3MeHeHusa napaMeTpoB CleayeT U3MEHUTb 3Ha4vyeHus nosnein Ha dopMe M HaxaTb

KHOMKY «COXPaHUTb>» B HMXXHEN 4acTu OKHa.
Ecnu y6paTtb paspeweHne Ha wucnonb3oBaHne Web-nHTepdenca, nocne coxpaHeHus
napamMeTpoB AajbHellee ceTeBoe agMUHUCTpUpoBaHMe 6yaeT HEBO3MOXHO.

12.2.4. HacTpoWku cetun

Ecnn BbibpaTb B MeHIO cneBa NyHKT «HacTpolku ceTtu», crpaBa nossButca ¢opma ans
NMPOCMOTPa W WU3MEHeHUsa ceTeBbiXx HacTpoek [MAKM. WM3MmeHeHue ceTeBbiX HacTpoek [1AKM

BO3MOXHO MPU UCMNOSb30BaHUN KapTouku AgMuHuctpaTtopa NAKM.
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%3 httpsy//192.168.70.53/ - Windows Intemet Explorer A 1‘ l \ [E=N e

@( )= | @] nitpsy//192.168.70553/ - & [ 4] x| 3 Googie o -l
T — = == - -

(Maién [lMpaska Bwa WsbpaHHoe Cepeuc Cnpaeka

1. Ws6pantoe @hrtps://192.16870.53/ ’:l\* > Q - [ f-ql v Crpanuua >~ besonacHocte ¥ Cepsuc ¥ f@"v N

-

k MporpaMHo-annapaTHbii kKpunTorpaduueckuini moayne "Kpuntollpo HSM"
Hactpoiiku cetn
Wndropmauna MAKM

Ceprudmrars NAKM
| Mapamerpm [TAKM

CeteBoil uuTepdeiic eth

i IP-agpec:
HacTrpoikm cetn ‘192 168.26.2 ‘
| Hacrpoiiku M3 ——
e Macka nopcetu:
Hacrpoiikn ayaura
255255.255.0 |
Monb3osarenn
PesepBHbIe KOMHK
Mypuan aynuta Cetesoii nHTepdeiic eth
CKauaTh IP-appec:
OUHCTHTDL 1192.168.27.2 | 3
Mypnan cobbiTui Macka nopcetu:
[255.255.255.0 |

CeTeBoil MHTepdeic eth

IP-appec:

[192.168.70.53 |
Macka nopceTu:

[255.255.252.0 |

Default Gateway:
[192 168 683 |

[Comove | |

@ Wnteprer | 3aumuienHsii pexvm: Buiol. ¢ - 1% ~
= — —

[N U3MEHEeHMs HacTpoeK cneayeT W3MEeHUTb 3HadeHus nofiei Ha ¢opMe U HaxaTb

«CoOXpaHUTb>.

MOXHO M3MeHUTb cneyrolive napamMeTpbl CEeTEBbIX HaCTPOEeK A/ KaXAoro CeTeBoro

nHTepderica: IP-agpec NMNAKM un macky noacetmn ans NMNAKM.
B KoHUe cTpaHuubl yKasbiBaeTcs wito3 no ymondaHuto (Default gateway).

HoBble HacTpOWMKW CEeTU BCTYNSAT B CUJy MOC/JE Mepe3anycka CeTeBbiX CepBUCOB. Ons
nepesanycka Haao nepentn Ha dopMy «HaCTpoMKM MeEXCEeTEBOro 3KpaHa» U WEeNKHYTb MbIWbIO

Ha cTpoke «lMepecTtapToBaTh Ce€TEBbIE CEPBUCDHI>».
12.2.5. HacTponku MexceTeBOro akpaHa

Ecnn BbibpaTb B MeHK cneBa MyHKT «HacTpoihiku M2», cnpaBa nosiBUTCcA ¢dopMa Aans
npocMoTpa W W3MEHEHUA HacTpoek MexceTteBoro 3kKpaHa [1AKM. W3MeHeHMe HacTpoek

MexceTeBoro akpaHa NAKM BO3MOXHO Mpu UCNOb30BaHUN KapTouku AgMuHucTpaTtopa NMAKM.
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P~

Wuihopmayua NMAKM

CepruibmkaT MNAKM

NapameTpoi MAKM
Hacrpoikm cetn

HacTtpoikn M3
HacrpodkK ayauTa

MNonb30BaTENH
PezepBHbIe KONMHKH
Mypuan aynuTa
CHauYaTh
OUMCTHTD
Mypuan cobbiThi

Ona pobasneHns HOBOro npasuia AMS9 KaHana Hago WENKHYTb MbIlWbO Ha CTpOKe

MporpaMHo-annaparHbiii Kpuntorpaduyeckuii Moaynb

"Kpuntolpo HSM"

Hacrpoiku Mexceresoro 3kpada NMAKM

Kanan ynpaenenna MNAKM

NobaBuTb NnpaBuno

IP agpec Macka

WHTepdeic

192.168.68.0 255.255.252.0

etho

KaHan K

NoGaBuTe NpaBHIo

Kanan K2

P anpec‘ Macrca‘ WHTepdelic

NobaBuTb NnpaBuno

IP agpec Macka

WHTepdenc

192.168.68.0 255.255.252.0

etho

Kanan K2s

NoGaBuTe NpaBuIo

P anpec‘ Macrca‘ WHTepherc

Kanan Pennukauuu (ropavero pesepeMpoeaHuia) NMNAKM

NobfaBuTb NpaBuno

IP agpec Macka

WHTepdeic

192.168.68.0 255.255.252.0

etho

MNepecTrapToBaTh CETEBbIE CEPBHCHI

MepecrapToBaTh CEPBMC PennMKalMK (ropaYero pesepeMpoBaHHa)

«[l06aBUTb NpaBuIO». 3aTeM NnoaBUTCSA dopMa AN peAakTUpoBaHWUsS NpaBuna:




XTAN.00096-02 90 01. KpunTollpo HSM. NHCTpyKUMS MO MCNOMb30BaHUIO 132

{2 https:4/192.168.70.60/ - Windows Internet Explorer =3
@ i+ | rttpsinioz. 16870601 ETESIEN B
@d o
$7 dh | (@ https:jj192. 168, 70,60 B - B - & - [ Croamua v £ Cepar »
MporpamMHo-annapaTHblii KpunTorpadguuecknii mogyns "Kpuntollpo HSM™
lMpaBuno mexcereBoro 3xkpaHa NAKM
Hudopmaums NAKM (pazpeunienne NOAKNHYEHHUSA Ha NOPT M3 NOJICETH)
Ceprwdmrarsl MAKM
Napamerpbi NAKM Mopr:
HacTpoiikn ceTh [ |
HacTpoiikn M2 IP agpec:
HacTpoiikn aygura [ |
Nonbzosatens CeTepan Macka:
PesepBHbIe KONHH | |
¥ypnan aynuta CeTesoil nHTepdeiic:
ckauare | undefined v|
OUHCTHTDE
MypHan coBbiwi | CoxpaHuTe H || OTtMena |
QMHTEDHBT 100w -

CnepnyeTr BBeCcTM ajpec M Macky M HaxaTb «CoxpaHuTb». [locne 3Toro u3MeHeHue

CETEBbLIX HACTPOEK 6YLl,eT MPUHATO.

Onsa namMeHeHna wnu yaaneHusa npasuaa Hago LWenKHYTb Mblwbio Ha IP-agpece npasuna.

3aTeM nosBUTCA d)opMa Ana peaaktnpoBaHuUsa npaswuna:
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"‘ SJ 2| X |HoncK "Live Search”

6:_} < |g hktps: /102, 168.70.60]

& -

v e [ @ hetpsif/192.168.70.60)

@ - B @ = [k Crparua - ‘g} CEpEME = »

Hudopmauma MAKM
CeprnduraTtbl MAKM
Napamerpw MNAKM
HacTpoiikn ceT
Hacrpoiikn M3
HacTpoiikn ayaura
Nonb3oBaTeny

MporpaMHo-annapaTHblii KpunTorpaduueckunii mogynb "Kpuntollpo HSM"

{paspeweHne NOAKNOYEHHUA Ha NOPT M3 NOACETH)

MNpasuno mexcereBoro 3kpana MNAKM

MopT:

i3 |
IF agpec:

[192.168.68.73 |

CeTeBEan Macka:

PezepBHbie KOMHH |255_255_252_D |

CeTeeoil UHTepdelic:
CKauyaTb | athl

Mypuan ayaura

8

OUYHCTHTE

HUTE || Ynanuts || OTtmena |

JypHan cobbimwii

e MHTEpHET "‘\ 0% -

Ons yAaneHu4a npasuna Haao HaxaTb <«YpanuTb», AN M3MEHEHUNA Hajo

OTPEAAKTUPOBATb aApeC U MaCKy U HaXaTb <<Coxpanrb>>.

HoBble HACTPOWMKWM MEXCETEBOr0 3KpaHa BCTYMaT B CWAy nocne nepesanycka

MEXCEeTEeBOro skpaHa. [ns nepesanycka HaAo LeSKHYTb Mbllbo Ha CTpoke «[lepecTapToBaTb

ceTeBble CEPBUCBI» U A0XAATbCA coobuieHns «3agaHme BbINOTHEHO yCnewHoO» ;

Microsoft Internet Explorer [Z|

L) ': 3aaHHE BRINONHEHD YCAEWHD,
L

12.2.6. HacTtpoWku ayauTta

Ecnu BbibpaTb B MeHI0 c/ieBa NYHKT «HacCTporkn ayanta», cnpasa nossutca dopma Ans
rnpocMoTpa U M3MeHeHUs napameTpoB ayauTta [MAKM. M3MeHeHune napameTpoB ayauTta [MAKM

BO3MOXHO MpPW UCMNOJSIb30BaHMK KapToukn AyamTtopa MNMAKM.
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@\:__; hd |§, htps:§i192.168.70.60) V| Qﬂ || X |I‘IOMCK "Live Search” | R~
w ok [@https:mgz.ls&?u.euf l l | M- B - dm - [ Crpaua - 2 Cepenc -
~
. - " " —
MporpaMHo-annapaTHbIii KpunTorpacduyecknii mogynb "Kpuntollpo HSM
MNapameTpm Aynuta MNAKM
Hixpopmatms NAKM ‘ PaspeluuTe aBTOMETHYECKYH) OUWCTKY JYPHaNE ayauTa
CepTudmkatni MAKM MNoporoEoe 3HAYEHUE KONWYECTEA 3anUcel JypHana ayauta
NMapamerpm NAKM (B pexHME BBTOOYMCTKM:
HacTpoiiks cem - KOMMYECTEO OCTEENAEMBIX HOBBIX 3anncei
. B PYYHOM pEXUME
Hacrpoiiku M3 - KDNMYECTBO 3aNMCel XypHana, NpH A0CTHXEHUM KOToporo Gnokupyercs “
HacTpoiiku aygura [LOCTYN No KaHanaM K u K2):
MNonbz30BaTENH |E’DDDDD
Pe_gepamﬂe KOMmMM Coﬁbl'l'llﬂ, OTpaxaeMble B XXypHane ayaura:
ST ST (Tpebyetca nepezarpyzka MAKM)
CHauaTh Ycnewxoe HeycnewHoe
Cobeirie
TR 3BBEpLUEHHE 3ABEpPLIEHHE
MypHan cobbimmii MonLITKa NOAKAKYEHHA No NoKankHoMy (LCD)
uHTepbeicy agMUHUCTPHpoBaHuA MAKM, ycnewHas
WK HEYCMEIWHaA ayTeHTHDUKEUNA NoNb3oBaTens.
EVENT_TYPE_AUTH_ADMIN_LOCAL
MoneTka NogKIKUEHHA No yaaneHHouy (Web or
Channel K2) nitepdeiicy NAKM,
HEeyCMEeLHaA ayTeHTHIWKALUNA NoNb3oBaTens
EVENT_TYPE_AUTH_USER_REMOTE
MzmeHenne cocToAHuA MAKM
EVENT_TYPE_CHANGE_HSM_STATE
PerucTpaLus HOBOro Nonb3oBaTens MAKM
EVENT_TYPE_ADD_USER
Vi3MeHerne nHQopMaLMt 0 nonb3oearene MAKM
EVENT_TYFE_MODIFY_USER
b
& vHrepreT H100% v

@\:\_9 - |§, https:f/192.168.70.60] V| Qﬂ +1|| X |!'Iuncr< "Live earch” ‘ Pl
w o Ighttps:jngz.ms.?o.wx I l - B - # v [ Crpanua - 2 Cepenc -
[Fr— preep =

EVENT_TYPE_CRYPT_SIGNHASH [ [ _

MNpoeepka 3N nonszoeaTeney NAKM 0 0

EVENT_TYPE_CRYPT _VERIFYSIGNATURE

Lndpoeanne GnoKa AaHHLIX NONL30BATENEM 0 0

EVENT_TYPE_CRYPFT_ENCRYFT

Pacwudpoeanue GNoKa AaHHLIX NONL30BATENEH 0 0

EVENT_TYPE_CRYPT_DECRYPT

MepenonHeHHe XypHana ayauTa

EVENT_TYPE_OVERFILLING_AUDIT_LOG

BoccTaHoBNEHWE XYpHana ayauTa

EVENT_TYPE_REFAIR_AUDIT_LOG

YoaneHue Kn4a

EVENT_TYPE_DELETE_KEY

CozfiaHue pe3epeHoii Konuu MAKM

EVENT_TYPE_CREATE_NEW_BACKUP

YganeHwe peaepeHoil konuu MAKM

EVENT_TYPE_DELETE_BACKUF

BoccTaHoEneHue MAKM 1z pezepEHoi Konk1

EVENT_TYPE_RESTORE_FROM_BACKUP

BIrpy3Ka pe3epBHOE KomuM U3 MAKM

EVENT_TYPE_DOWNLOAD_BACKUP

W3meHeHne HacTpoek ayguta MAKM

EVENT_TYFE_CHANGE_AUDIT_OFTIONS

Cobermua owubok Mogyneil nanatu (ECC)

EVENT_TYPE_MEMORY_ERROR

| []PaspewnTs oTpaxats noapobyio uHbopHaumio B sypHane coBbmuil (MHaue - OTPaaTs TonbKo oLmbii)
| CoxpaHuTe ]

FoToB: e MHTEpHET .q_.‘ 100% -
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Onsa nameHeHWa napaMeTpoB cliefyeT U3MEHUTb 3HavyeHud rnosien Ha cbopMe M HaXaTb

KHOMKY <<COXpaHMTb>> B HMXXHEN 4acTu OKHa.

YT106bl M3MEHEHWsI B CMMUCKE CO6bITUIM, OTpa)XaeMbiXx B XypHane ayauTta, BCTYNUAU B

cuny, Heob6xoaMMo 3aHOBO nepeakTuBupoBaTb MAKM.

12.2.7. [Nonb3oBaTenu

Ecnu BbibpaTb B MeHI0 cneBa NyHKT «[llonb3oBatenu», cnpaBa nossutca dopma Ans
NMPOCMOTPa U peaakTUpoBaHUA AaHHbIX O nonb3oBaTensx [MAKM. PepakTtupoBaHue AaHHbIX O

nonb3osaTtenax NAKM BO3MOXHO Npu UCMOMIb30BaHMM KapToukn AaMmmHuctpaTtopa NMNAKM.

& AEa|
'@ v | @] httpsyi192.168.70.60] S| 4| x Lol
& -
F) P _ >3
w e féhttps:,l’,l’lgz.lﬁﬁ.?ﬂ.ﬁo,l’ 3:} - Bl fER T Ty CTpankua v L Cepenc -
MporpaMHo-annapaTHbIid kpunTorpaduyecknii Mmogynes "Kpuntollpo HSM"
MonbzoeaTtenu MNAKM
Hudropmayma MNAKM BeeguTe yUI0BMA 3anpoca:
Ceprudmrarel MAKM FRERINICEECI T EE | | Homep nonszoeatens: ‘
ULl S |neHTuduikaTop nonb3ogaTens: | | Twn nonszosarens: Bce v
Hacrpoiikn ceTH
= . OKOoHYaHKe cpoka geiicreuA C
Hacrpoiikn M3 AKTMEHOCTb! Bce cepTudiKaTa (yyyymmddz): o
Hacrpoiikn ayguTa
MpuMeHnTb GuNbLTp
MonbzoBaTenu
Pe3epBHbie KOTHH CozaaTe HOBOMO NoNb20BaTeNnsa
MypHan ayauTta
CKauaTh HaligeHo 6 zanuceid. CTpanuuya N2 1 w3 1.
OUHCTHTD MNonezoBaTens CepTndukat gocryna Whoprauma
Mypuan coObimmii WaeHTndukarop Homep | ima Tun CpoK gelcTEHR Bpema cozaaHua Bpems usmeHeHnA
1001@HSM22-atlix2 (1001 | admin_1001 | AgmuH, Ayaut, Apxume | 20.11.2010 14:02:18 | 20.08.2009 14:01:30 | 20.08.2009 14:02:39
1002@HSM22-atlix2 | 1002 | admin_1002 | AgMuH, AyauTt 20.11.2010 14:04:11 | 20.08.2009 14:03:17 | 20.08.2009 14:04:18
1003@HSM22-atlix2 | 1003 | CARD 26 Mones 24.11.2010 10:07:15 | 24.08.2009 10:06:48 10.09.2009 13:36:03
0.0 1004 0.0 Komn 24.08.2009 10:13:41 | 24.058.2009 10:13:41
1005@HSM22-atlix2 | 1005 | admin_1005 | AgMUH, AyauT 02.12.2010 15:29:33 | 02.09.2009 15:28:48 | 02.09.2009 15:29:53
1006@HSM22-atlx2 | 1006 | admin_1006 | AQMuH, AyauT 04.12.2010 13:56:19 | 04.09.2009 13:55:23 | 04.09.2009 13:56:39
0 WMHTEpHET H100% -
B dopme wumMeeTca Tabnuua CO CNUCKOM BCeX 3aperucTtpupoBaHHbiXx B [MAKM

nonb3osatenen. B Tabnuue ykasaHbl nAeHTUdMKATOP NONb30OBaTENs, HOMep MNOoJsib30BaTeNs
(UID), nMa 1 Tun nonb30BaTenis, CPOK AENCTBUS cepTuduKaTa, BpeMst co3gaHusa nHdopMaunm
(no UTC) o nmonb3oBaTtesie U BpeMs ee nocfegHero uaMeHeHus. BblaeneHne po30BbiM LIBETOM
O3HayaeT, 4YTO nosib3oBaTenb 3abnokupoBaH. [nd NpocMoTpa ApPYrux CTpaHuL Ccnucka B
3arofloBKe CMucKa MMEITCS CCbITKM «>>» [/ «<<» (cneayowaa/npeabiaywas crpaHmua) wm

«=>|» / «|<=-» (nocnegHasi/nepBas cTpaHuua).

Ecnu TpebyeTca NpoCcMOTPETb YacTb CMUCKA BbIGOPOYHO, HAAO0 BBECTM YC/N0BMUS 3anpoca

B BEpXHEN YacTu Tabnuubl U WENKHYTb Mbllbio Ha cTpoke «MpuMeHnTb BUnbTp». Ecnu
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Tpe6yeTc;| MPOCMOTPETb BECbL CMUCOK, Hago OYUCTUTb yCnioBuA 3anpocCa U NMpUMEHUTb CbVIJ'Ipr

CHOBaA.

Ecnn TpebyeTcs MpoOCMOTpEeTb, M3MEHWUTb WAW YAAAUTb MNONAb30BaTeNs, HaAo LIENKHYTb

MbllbID Ha uWAeHTMdMKaTope nonb3oBaTens. [locne 3Toro cnpaBa nosiBUTCS dopMa C

nHdopmaumen o nonb3osartesne NAKM:

[ =
= [ # *

‘b MporpamMHo-annapaTHbIii kpunTorpaduuecknii moaynes "Kpuntollpo HSM"

& hitp://19216870.77 O ~ B & X | & 1921687077

Wudropmauma o nonbzosatene NAKM
Hudropmauma NAKM

Ceprudmrarbl NAKM
Napamerpo NAKM

MMA nons30BaTens: |adm in_1023

Tun None30BaTens:

Hacrpoiikn cetn

Hacrpoiikn M3
Hacrpoiikn ayaura
MonbzoBaTenn

WaeHTUUKaTOp NoNL30BATENA:

Homep nonb3oBarens:

Homep rpynnebl NoAb30BaTENA:

PezepBHble KOMHH Bpema coznaHuA:

MypHuan ayaura

Bpema uaMeHeHHA:
CHauaTh

DUYHCTHTL

MypHan cobbimwil

Bpems geiictens (go): |; 01.2011 12:35:01 |

Mcnone3oeaTs roToseid PKCS10 sanpoc: [

CMeHUTE

| CoxXpaHWTh || Yoanute || BhIXO,EL|

®100% -

[lna Bo3BpaTa K ¢opMe NpocMOTpa MNoJib30BaTeNe Halo HaxaTb «Bbixoa».

ONna M3MeHeHuMs MMeHU NnoJSib3oBaTens HaAao OTKOPPEKTUPOBaTb 3Ha4YeHMNeE nond «mMnA
nosb3oBaTtens». [locse 3Toro KHonka <<COXpaHVITb>> CTaHET aKTVIBHOVI, n ana coxpaHeHusd
MMeHW Nonb3oBaTens Hafo ee HaxkaTb. Ans 6J'IOKVIpOBaHVI$| nonb3oBaTeNAaA Haao HaXXaTb KHOMKY
<<Bn0|<uposa'rb>>. Ecnn NnoJib30oBaTeslb 6ﬂOKVIpOBaH, Haao HaXaTb KHOMKY

«Pa36énokmpoBaTb>»:
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& nttp://192168.7.. O ~ B G X | & 1921687077 X fr X

Hudropmaumua MAKM
Ceprugmratol NAKM

MMA nons3oBaTena: |CARD 1

Napamerps NAKM
Tun nonb30BaTens:

HacTpoiikn ceTn

MOeHTUUKATOP NONL30BATENA:

Hacrpoiikn M3

Hacrpoiikn ayawra Homep nonezoearens: | 013
MonszoBaTtenk Homep rpynnel nonb3oBaTens: |
PesepBHble Konkk Bpema coznaHua: [31.08.2009 12:37:22
HypHan ayaura - -
YP Yy Bpema u3MeHeHns: |¢ 2201210:37:24
cKauaTb -
[ "Paz6nokupoeath
OUHCTHTD
. Cepmupukat pgocryna
MypHan cobbrmmii
Bpema pedcrenn (go): |_-_ 11.2010 12:37.46 |
Mcnons308ate roToeklil PKCS10 3anpoc: [
CrenuTts

| CoxpaHuTh || Yoannte || maoul

#100% -

Ona ypaneHusa nonb3oBaTens HaAo HaXaTb KHOMKY «Yaanutb». [locsie 3Toro nosiBUTCA

OKHO C npocbbon noaTBepAnTb yaaneHue:

Microsoft Internet Explorer, g|

9P ¥ AaneHWe nonezosaTena MAKM,
q/ BvawT wAaneHe!
- ¥JETHAA 3aMMCE NONB30EaTENA
- KNHIYEERIE KOHTEAHEPE! NONBS0BATENA
MpogonxkTe?

[ CIE J [ CITMEHE

Ecnu HaxaTb «OK», nonb3oBaTenb 6yaeT yaaneH, o YeM nosiBUTCA cooblueHmne:

Microsoft Internet Explorer |§|
' Monkz0EaTENE: BacknHA MNeTpos
. YEMELWHD ¥ aaneH,

Ana npocMoTpa cepTuduMkata AOCTyna HaAo LWENKHYTb MblWbl Ha  CTpoKe
«Ceptudmkar gocryna». ocsne 3Toro nosiBUTCA CTaHAAPTHOE OKHO MpoCMOTpa cepTudukaTa

B Windows.
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Ansi cMeHbl cepTUdurKaTa HaA0 HaxaTb KHOMKY «CME@HUTb>.

Mpn aTOM, ecnm He ykasaHa onuma <«WMcnonb3oBaTb rotoBbili PKCS10 3anpoc», TO

BHauyane 6yaer co3gaHa knyeBas napa (3akpbiTbii M OTKPbITbIA KOY 4OCTyMNa):

[MoTe HUMaALHAR owHOKa CUe HapHA X

1 AaHHEF Beb-y3en ZaNPaWHESeT HOBRIA CEPTHRMIKAT OT Balero MMEHK, PA3PELISATE 3aNPOC HOBEL: CEPTHBHKATOE TOMNEKD
- ADEEPEHHEIM B2-yInam,
3anpockTE CEPTHHMEAT?

Aa | HeT

Ecnu HaxaTb «[A», MOSIBUTCA MpurialleHre BblbpaTb YCTPOMCTBO AN CUMTbIBAHUSA WU

BCTaBUTb K/1IOUEBOI HOCUTENb:

Kpuntollpo C5P |
0:09:45
[ 2)=m BCTaEETE YWCTEIA KAKOYEEOH HOCHT 2
F[E=4 "59341ad3-bd3b-4508-8E65-51 46bebdabe’.

~ CeeneHuA

HeoTpoicTea: BrTaeneHHEIN HOCUTER:
— - I

CocToaHue:

OTCYTCTEYET HOGMTENE.

Duckoson & -

k. I OTtaeHa CEEAEHMA << |

Ecnu BCTaBWUTb HOCUTENb B YCTPOWCTBO M HaxaTb «OK», MOSABUTCA OKHO (hOpMUpPOBaHUS
Knoda. [ns co3gaHus K4da HaZo nepeMellatb HaJl OKHOM yKasaTeslb MbIWW WU HaXuMaTb

KnaBulWK Ha KNlaBuaType.

Kpuntollpo CSP |

0:09: 26
BHONOrHHECKHA AaTHHE CNyHaiHER: YHCen

HawmmanTe KNas WK MK I'IEFIEMELLI,ElﬁTE YEazaTene
MEIWH H34 3THM OKHOM 40 TEX Nop, NoK3 KNHY He ﬁ':.-'.ﬂET
CoO3Aa8H...

IHETl

(NENEENENNINENNNNNNNENINE

OTHEHS |
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lMocne co3pgaHMsa k4Ya OKHO 3akpoetcda. [locne aToro HoBbid cepTudukat byaer

co34aH, 0 YyeM nosiBuTCa coobuleHune:

Windows Internet Explorer El

L) E CepTHpMKaT YenewHo chopMHMpOESH M YCTAHOBNEH B KNHIYEEOH KOHTERHED
L

Ecnn npu cMmeHe ceptudumkata ykasaHa onuusa <«Mcnonb3oBaTb rotoBbii PKCS10
3anpoc», To K/o4yeBas napa Ao/ikHa 6biTb CoO34aHa 3apaHee Ha ueneBOn MaluuHe/yCcTponcTee
(HanpuMep, B HekoTOpbiX Unix nogobHbIX cucTeMax, rae HeT BO3MOXHOCTM WMCMNONb30BaTb
CMapT-KapTbl WX Apyrue K/4deBble HOCUTENM, KPOMe KakK BHYTPEHHIOK naMaTb CaMoro
ycTponctea). Bmecte ¢ dhopMmpoBaHueM Kawo4da AosKeH 6biTb CO34aH M 3anpoc Ha ceptudumkar
B hopMmaTe camonoanucaHHoro PKCS#10 3anpoca. [aHHbIi 3anpoc foskeH 6biTb npeacraBneH
B BASE64 koaupoBKe C 3arojoBKamMm «----- BEGIN NEW CERTIFICATE REQUEST----- », K==--=
END NEW CERTIFICATE REQUEST----- ».

3anpocC B TaKOM BuAe BCTABMSETCHA B OTKPbIBatoLLleecs A58 3TOro OKHO:
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http://192.16870.77:8080/ O ~ B & X || @ 1921687077 d o

MporpaMHo-annapaTHbIii KpunTorpadunuecknii Mmogyns "Kpuntolpo HSM"

Wndopmaumn o nonbzoatene MAKM
Hudropmauua MAKM

Cepndukarbl MNAKM
Mapamerpbl MAKM

MMA nonssoeatena: |Bacw‘|nn MNeTpoe

Tun Nonb30BaTens:

Hacrpoiikn ceTh

WoeHTHMdMKETOP NONL30BATENA:

Hacrpoiikn M3

HacTpoiikn ayauTa Homep nonszoBatens:

PezepBHbIE KOMMA BpeMs co3faHusA:

Mypnan aygura

|
|
|
MonbzoBaTenn HOMep rpynnel NoNe20BaTENA: |
|
|

BpemMa naMeHeHuA:
CKauaTbh

OUHCTHTE
CeptiuduKkat gocryna
Bpema gedcrena (go): | |

il #ypHan cobbrmmi

Wcnonb3oBaTe roToBwli PKCS10 3anpoc:

BcraesTe Tekct PKCS10 3anpoca (base64 ¢ 3aronoekom):

|—————BEGIN HNEW CERTIFICATE REQUEST---—- -
MITCRAzCCALICAQAWFDESMBAGRIUEAWWIMTAWN14xMDAZMGMWHAYGKoUDAgITMEBIG
ByqFAWICJAEGBYqFAWICHGEDOWAEQBDPC] PLI4mmcUKFZyXLZYiwiV19381lgowEa
Nt955LYkrgloHsmnT84Vo3pXcBsormQl1LeTed] aWu 99 2YSKNEDggggEwMBaGCisG
AQC0Bg] cHNAgMxDBYENi4xLjcZMDEuMiASBokahki GO9w0BCO4xMDAuMAOGAIUdDWER
/wODAWEAMBOGA1UdDgOWBEBTH2 ICXUGAKEN4ggHeqIj1ZdEoTt DEBBgkrBgEERYIS
FROXNDAvAgEFDASMSUIBTENFVicuY3hucnUMCENOYGF=ZXhsDBJDZXJORWS vb2Zxs
03RybC51eGUwg¥8GCisGAQ0By cNAgIXgYAWfgIBARS 2ZAEMACQESAHARAARVACOR
UABvAGEATABHAESAUWEUACAAgAgADMANA L uADEAMA R cADIAMA L WADEATAEDRHIA
eQBWAHQALWENAHIAYOBWAGYAAQE ] ACAAUWB1AHIAdgBpAGMAZQAGAFARCYRVAHYA
aQBKAGUACgMBADAIEQYghOMCAGMDOQOESiNFsC4BFeNf4urnlvROvIXERTHNSJ8CF
rBi/bTOtFm/icTpwe43D3gRYZimobTwyKSVIW1VT 14/ IgRBgoQXE

Coznate

|| Yoannute || Brexona |

#100% ~

Mocne BCTaBKM 3anpoca HeobxoAMMO HaxaTb KHonkKy «Co3gaTtb» (MM «OB6HOBUTL»,

€CIN NMPOM3BOAUTCS CMeHa cepTudukaTta).

Mpn 3TOM BaxHO, 4YTOObLI 3anNpocC coaepxkan oTanymnTenbHoe nmsa cybvekTta (Subject DN)
B Buage «CN=UUUU.GGGG», rae UUUU - «HOMep nonb3oBaTtena», a GGGG - «HoMmep rpynnbl
nonb3oBatens», AA8  KOTOPOro  Mpou3BOAMTCS  co3aaHue/obHoBneHue  cepTudukaTta.
Mcnonb3oBaTb B 3anpoce  Kakue-nubo  pacwwumpeHmss  6eccMmbicneHHo, T.k.  [TAKM
«KpunTtolpo HSM» cam dopMupyeT uX, UCXOAS M3 OMUCaHUA MNOSb30BaTens, XpaHsaLWerocs y

Hero B B/l.

Mpn pacxoxaeHUn HOMEpPOB MNosb30BaTeNnsd WU/MNu rpynnbl, a Takxe Npu UCNosib30BaHUU
HeaoMNyCTMMbIX KpunTorpaduyecknx anaroputmoB B 3anpoce 6yaeTr BblAaHO coobuieHne 06
owmnbke. lNpu ycnewHoOM 3aBeplleHMM onepaumun 6yaet BblgaHO coobuweHune: «CepTudukaTr
ycrnewHo copMUpoBaH. DKCNOPTUPYUTE M YCTAaHOBMUTE ero B K/OYEeBOM KOHTenHep». [nsa
aKcnopTa cepTudunkata UCNonb3ynTe ccbliky «CepTudukaT AoCTyna», Npu KIMKe No KOTOPOM

OTKpoeTCs cTaHaapTHoe okHOo OC «Windows» npocMoTpa cepTudukaTa.
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Ecnn Tpebyetcs nobaBuTb Nosb3oBaTtens, B dopMe MpocMOTpa Monb30BaTesnell Haao

LWENKHYTb MbIWWbO Ha CTPOKeE «Co3anaTtb HOBOIro NoJsib3oBaTens»:

"| QJ | X |HDMCK “Live Search”

@?J' ~ | htpsiyisz.168.70.60)

@ o
v e [ghttps:,ingz.lss.?o.sox

@ - B @ - B‘CTD&HHLL& - _@- CEpEME = ®

lNMporpamMHo-annapaTHbIilt KpunTorpadgpuueckuii mogyns "Kpuntollpo HSM”
Monb3oBaTtenu MNAKM

Hudropmayma MAKM

Ceprndmraro! NAKM FINERINESER G T |
Napamerpbl NAKM

Beegute YCNoBWA 3anpoca.

| HUMEP NoNbL30BATENA: | |

|Bce

WoEeHTUOWKETOP NONL30EATENA: | |TMI‘I NoNb30BATENA:

Hacrpoiikn ceTh

OKOHY@HKE Cpoka JedcTenA C

Hacrpoiikn M3 AKTUBHOCTL: | Bece V| cepTuKaTa (yyyymmddz): o
HacTpoiikn ayguTa
MpuMeHnTb GUALTP
MonbaoBatenn
Pe3epBHble KOnHH Co3QaaTh HOBOIO NOMb30BaTENNA
Mypuan ayaura
P — HaiigeHo & 2anucei. CTpaHuua N2 1wz 1.
OUHCTHTDL MNonbzo0BaTENL CepTudukaT focTyna WHchopmalus
MWypHan cobbrmmi WaenTudbukaTop Homep | Mma Tun Cpok geficTeus Bpema cozgaHna Bpema uameHenus
1001@HSM22-atlix2 | 1001 | admin_1001 | Aguun, Ayaut, Apxme | 20.11.2010 14:02:18 | 20.08.2009 14:01:30 | 20.08.2009 14:02:39
1002@HSM22-atlhix2 1002 |admin_1002 | AgMuH, Ayaut 20.11.2010 14:04:11 | 20.08.2009 14:03:17 | 20.08.2009 14:04:18
1003@HSM22-atlix2 | 1003 | CARD 26 Monez 24.11.2010 10:07:15 | 24.08.2009 10:06:48 | 10.09.2009 13:36:03
0.0 1004 |0.0 Koun 24.08.2009 10:13:41 | 24.08.2009 10:13:41
1005@HSM22-atlix2 | 1005 | admin_1005 | AguuH, Ayaum 02,12.2010 15:29:33 | 02.09.2009 15:28:48 | 02.09.2009 15:29:53
1006@HSM22-atlix2 | 1006 |admin_1006 | AoMuH, Ayaut 04.12.2010 13:56:19 | 04.09.2009 13:55:23 | 04.09.2009 13:56:39

€ vinTepret

H 00 v

B nosasuBliencsa popMme Hago BBECTM MMSA M TUN nosib3oBaTtens (06bIYHbIA Mosib30BaTesNb

nnm komnolotep (aAMUHUCTpPATOP cepBepa)):
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| s ] L
@I@ & https://192168.70.74 £~ 8> x| @S1921687071 x |l e
h MporpaMHo-annapaTHblii kpunTorpaduueckuniti mogynb "Kpuntollpo HSM"

I
Co3panue nons3oBatens NNAKM
Hugropmaymua MNAKM
Ceprumpmkarol MAKM WmMA nons20BaTend:
Napamerpoi NAKM |Bacpmv|n !‘IeTpoE| |
HacTpoiikn ceTh Tun nonb30BaTens:
Hacrpoiikn M3 OBbIUHBIF NONB30BaTENL M
HacTpoiikn ayauTa [T 9enneTcs uneHom rpynnel (UID):
NMonbz0Barenn
PE’.EPBHbIE KONHH | |
CKauaTh
OUNCTHTD
MlypHan cobbrmmit
H100% ~

Ecnn nonb3oBatenb SBNAETCA YJEHOM Kakon-nmbo rpynnbl, HeobxoaAnMO OTMETUTL

ONuUMIO «SIBNAETCS YIEHOM FPynMbl» M BBECTU HOMEpP CYLUECTBYIOLWEN rpynmnbl nosb3oBaTenemn
MAKM.

3ateM Hago HaxaTb KHOMKy «J[anee». [ocne 3Toro nosb3oBaTesb 6yaer cosgaH, w

nossutcsa dopma ¢ nHdbopmaumen o nonb3oBartene:



XTAN.00096-02 90 01. KpunTollpo HSM. NHCTpyKUMS MO MCNOMb30BaHUIO 143

= B R

& http://1921687.. O~ B € X | & 192168.70.77 X

Wudopmaumnsa o nonszoBatene NAKM
Hudropmauna NMAKM

Ceprugmkarol MNAKM WMA nonszoearens: [Bacnnuii Metpos
NMapamerpol NAKM | — §

Tun Nonb2oBaTend:

HacTpoiikn ceTn

" WaeHTUbMKETOP NONL30BATENA: 1035.1035@alt_test
Hacrpoikn M2 g b p | =

HacTpoiikn ayauta HoMep nonszoBarens:

MNonbzoBaTenu HoMep rpynnel NoJb20BaTENA:

PezepBHbIE KOMHH EpEMH CO3AaHNA:

Mypnan ayaura

BpeMA WIMeHeHnA:
CHauyaTbh

OUKCTHTD
Ceptwdukar gocryna
Bpema geiictens (go): | |

MypHan cobbimwii

Mcnons30eats roToseli PKCS10 3anpoc: [

Coznate

| CoxpaHWTh || Yoanute || BhIXO.EL|

#100% -

Onsa co3paHus ceptudumkata nosb3oBaTenss HaAo HaxaTb KHOMKy «Co3paTtb».
JanbHelwasn npouenypa cos3gaHmsa ceptudukaTa aHanormyHa npouegype cMeHol ceptudukara,

KOTOpada onncCaHa Bblle.
12.2.8. Pe3epBHble KOnuun

Ecnu BbibpaTb B MeHIO cneBa MyHKT «Pe3epBHble KONMW», cnipaBa nossutcsa dopma ans
paboTbl c pe3epBHbiMM KonusaAMu [MAKM. Bbirpy3ka pe3epBHbiX konui NMAKM Bo3MoXxHa npu
MCNOoSIb30BaHUKN KapToukn AgmuHuctpatopa NAKM. YpaneHne u 3arpyska B [NTAKM pesepBHbIX
konuit NMAKM BO3MOXHbI TOMIbKO MPU MUCMONb30BAHMM KAapTOuKM AAMUHUCTpATOpa pe3epBHOro

KonunpoBaHusa MNMAKM.
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¥ = —— — | T T |1
& hittp://192.168.70.74:8080/ - Windows Internet Explorer =B &
- —— o § - — -
£ hitps://192.168.70.60 - & || x |[18) Andex P ~|
77 VsBpanhoe (@& http://192.168.70.74:8080/ ﬁ B - = gég * Crpanwua = besonacHocte »  CepBuc .@.v ?

MporpamHo-annapaTHblii kpuntorpaduuecknii mogyno "Kpuntolpo HSM"

Pe3zepBHble konuu IMTAKM

HudopMas NAKM HauMeHoBaHWe Pazmep [eiicTene

Ceprudmxarol MNAKM 20110412_131200 | 340021871 | ynanurb

Mapamerpbl NAKM

[AnA 3arpyaky B NAKM paHee BbIrpyKeHHOIi pesepeHoil
konuK BeiBepuTe daiin, cogepxalyni Tpebyemyo

HacTpoiikn M3 PEIEPEHYH) KOMWKD, W HEXMUTE KHOMKY "3arpyauTs":

HacTpoiikn ayauTa
Monszosatenn | || O6zop... | 3arpyanTe

PezepBHbIE KOMHH

HacTpoiikn ceTh

Mypuan ayaura
CKauaTth

OUHCTHTD

MypHan cobbrmmi

,f’ HagexHbie y3nbi | 3aLLMLLEHHBIN PEXMM: BBIK. 3 - #100% -

Ecnu Tpe6yeTC$| BbIrPY3UTb PE3EPBHYKO KOMWKO, HaAdo WENKHYTb MbillblO Ha HaMMEHOBaHWUU

Konuu. MNMocne aToro nosiBUTCS CTaHaapTHoe okHO Windows anst ckaumBaHus ¢annos.

Ecnu Tpe6YETC9| YAaINTb PE3EPBHYIKO KOMWIKO, Haao WENIKHYTb MbllWbO Ha CCbUIKE «yaallnTb>» B

COOTBETCTBYI‘OUJ,EIZ CTpoKe Tabnnubl. Mocne 3Toro NOSBUTCSA OKHO:

Windows Internet Explorer E|

\?f} Bel AEHCTEMTENEHD XOTHTE YAANMTE DESENEHYHD KOMHHD?

[ Ik ] [ CTMEHS

Ecnn HaxaTb «OK», pe3epBHasa konus 6yaeT yaaneHa, 0 YeM NOSIBUTCS COOBLIEHME:

Windows Internet Explorer P§|

L] E PesepEHaA KOMMA YONELWHD Y A4aneHa,
[

Ona 3arpy3ku paHee BbirpyxeHHor u3 MNMAKM pesepBHoOi konum Heobxoaumo BbibpaTb dann,

co,u,ep>KaLu,m7| AAHHYO KOMWKo (MCHOﬂb3YVITe Anga 3Toro KHOonkKy <<O630p...>>), nocne 4ero Ha>aTb
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KHOMKY «3arpy3untb». [pn ycnewHoM 3aBeplleHnn onepaumm, n1méo npu owmnbke BbIMNOSHEHMUS

6y,qu BblAaHO COOTBETCTBYHOLLEE coobuieHue.

Onepauwns 3arpy3ku B NMNAKM ¢dainnos pesepBHbIX KONUM A0MNYCTUMA TOSIbKO MPU YCTaHOBIEHHOM

AomunHuctpaTtopoM NAKM napameTpe «Enable Upload» B 3HaueHne «True».
12.2.9. XypHan ayauTa

Ecnu BbibpaTb B MeHI0 cneBa NyHKT «XypHan ayamTa», cnpasa nossutca dopma ans
paboTbl C xypHanom ayamta NMAKM. CkaumBaHMe n oumcTka XypHana ayamTta NMAKM BO3MOXHbI

npuv UCNOIb30BaHUKN KapToukn Ayautopa NAKM.

/2 https:/192.168.70.60/ - Windows Internet Explorer EEX
£ https:{/192.165,70.60] "| 4 | +)| X | | Rl
"1'::? alr E hktps:jf192.168.70.60] % T B fmn v |fof CTPAHMLA v ’_;j CepEMC ¥ >

lNporpaMHo-annapaTHbIii KpunTorpadguueckuii mogynb "Kpuntollpo HSM"
MypHan ayauta NAKM

L SRR LU Aarop (Howep nomsaosatens): | | Tun cobuimus: | Bce v|

CeprwduraTo! MAKM 6 o

Napamerpel MNAKM ,Ell:ara coneT " ' CraTtyc 3aBepLIeHns: | Bce v|
("yyyymmdd[hhnnss]Z") no:

HacTpoiikn ceTn

CopTUpoEaTe no Bo3pacTanuie: [ MpUMEHNTD HIBTP

Hacrpoiikn M3

e VLU Crayats | OuncTiTs
MonbzoBarenn

PezepBHbIe KOMHA => -=| HaigeHo 161 sanucei. Ctpanuua N2 1 us 9. =
Hypnan ayaura Bpema cobemua Tun cobeirua AgTop | CTPOKOBEIE JaHHLIE I
CKauaTh AgHHBIE
OUHCTHTD 14.09.2009 15:06:33.325963 | EVENT-TYPE-DOWNLOAD-BACKUP | 1006 |20090910_145353
WMypHan cobbimmii 14.09.2009 15:06:03.692809 | EVENT-TYPE-DOWNLOAD-BACKUP | 1006 |20090910_145953
14.09.2009 14:53:32.918010 | EVENT-TYPE-DOWNLOAD-BACKUP | 1006 |20090910_145953
14.09.2009 14:53:15.231370 | EVENT-TYPE-DOWNLOAD-BACKUP | 1006 |20090910_145953
14.09.2009 14:52:56.073769 | EVENT-TYPE-DOWNLOAD-BACKUF | 1006 |20090910_145953
14.09.2009 14:10:56.069540 | EVENT-TYPE-DOWNLOAD-BACKUF | 1006 | 20090910_145953
14.09.2009 14:10:41.056258 | EVENT-TYPE-DOWNLOAD-BACKUP | 1006 |20090310_145353
14.09.2009 13:52:55.116598 | EVENT-TYPE-ADD-USER 1006 |1007@HSM22-atlix2
14.09.2009 13:32:38.927651 | EVENT-TYPE-MODIFY-USER 1006 | 1003@HSM22-atlix2 -
11.09.2009 14:29:46.629923 | EVENT-TYPE-MODIFY-USER 1002 | 1003@HSM22-atlin2
11.09.2009 13:42:23.118873 | EVENT-TYPE-CHANGE-USER-STATE | 1006 |1003@HSM22-atlix2; U...
11.09.2009 13:37:53.344622 | EVENT-TYPE-CHANGE-USER-STATE | 1006 | 1003@HSM22-atlix2; L...
11.09.2009 13:37:43.220320 | EVENT-TYPE-MODIFY-USER 1006 |1003@HSM22-atlix2
11.09.2009 13:36:25.550497 | EVENT-TYPE-CHANGE-USER-STATE | 1006 |1002@HSM22-atlix2; U... 5o
@ WHTEpHET + 100% -

B dopme mnmeetcs Tabnmua co cnmckom cobbitTnii. B Tabnuue ykasaHbl BpeMsi cobbiTus
(no UTC), Tun cobbitna, UID nonb3oBaTtens, NpOM3BOAMBLLUEN0 AENCTBUE, U AOMNOSIHUTENbHbIE
OaHHble. BblaeneHne po30oBbIM LIBETOM 03HA4YaeT, YTO AENCTBUE 3aBEPLUMNOCH HeycrnewHo. Ans
MpocMoTpa APYrMX CTpPaHUL, CMKCKa B 3arofloBKE CAMCKA MMEKTCS CCbITKN «>>» / «<<»

(cneapyrowas/npeablaywas ctpaHmua) u «=>|» / «|<-» (nocnegHsas/nepsas cTtpaHuua).
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Ecnn TpebyeTca oOTCOpTMpOBaTb 3amnucyu MO BO3pacTaHWUIO BPeMeHW CcobbiTua Uan
NPOCMOTPETb 4YacTb CANCKA BbIGOPOYHO, HAAO0 BBECTU YC/OBMSA 3anpoca B BeEPXHEN 4YacTu
Tabnmubl W  LWENKHYTb Mbllbid Ha cTpoke «lMpuMeHuTb uUnbTp». Ecnn TpebyeTtca

MPOCMOTPETb BECb CMNCOK, HAAO0 OYNUCTUTb YCNOBUA 3anpocCa U NpuMEHNTb (bMJ'Ipr CHOBa.

Ecnn TpebyeTcsa ckayaTb YacCTb XypHajna ayauTta M COXpaHUTb ee B BuAe daina, Haao
LWeSIKHYTb MbIWb Ha CcTpoke «CkavaTb>». B nossuBlenca ¢gopMe Hafo BBECTM AaTy M BpeMs,
HauMHasa c KoToporo (M A0 TeKywero BpeEMEeHM) HaZo MNoayyYmTb CAMCOK cobbiTuin. Ecnm none

OCTaBWUTb MYCTbIM, XypHan 6yaeT ckayaH LennKoM.
dopmaT 3afaBaeMon CTPOKM BPEMEHM:
YYYYMMDD[HH[NN[SS[Z]]]]
roe:
YYYY - roa cobbitus;
MM - Mecsay cobbitna (1-12);
DD - peHb cobbiTna (1-31);
HH - yacbl cobbiTnsa (0-23) - yKasbiBaeTCst ONUMOHANLHO;
NN - MUHYTbI cobbITns (0-59) — ykasbiBaeTcs ONuMOHaNbHO;
SS - cekyHabl cobbitnsa (0-59) — ykasbiBaeTcs OnuMoHasnbHO;

Z - 3aBepwatowmi cmmBon B 0603HadeHmM generalizedTime, yka3biBaeTcs

onunoHanbHO.
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/= https://192.168.70.60/ - Windows Internet Explorer =1E3
@@v £ https:i192.168.70.60( | (42| X £
t;:‘d -

7t | @ hktpsif192.168.70.60

»
*’f} A M T sy CTPaHMua v (L CEpEMC v

S

lNMporpamHo-annapaTHbii kpunTorpaduueckuii mogynb "Kpuntollpo HSM"

CxauaTtb XypHan ayaurta [NAKM
Hudropmauna NAKM
CeprudmKatel MAKM Hauunan c gatel ([yyyymmdd[hhnnss]]):
NapameTpbi MAKM 200907017 |
==
Hacrpoiikn M3
HacTpoiikk ayauTa

MonszosaTenn

PezepBHbIE KOMHH

MypHan ayauTa
CKauaTh

OUNHCTHTD
MypHan cobbrmwii
W

& VrrepneT  100% -

Mocne BBOAA AaTbl HAAO Ha)kaTb KHOMKY <« CkauyaTb» MM BblbpaTb MYHKT «CKa4daTb» B
MEHI0 cneBa. 3aTeM nocneayet craHaapTHoe coobuweHne Windows ¢ npepynpexaeHnem o

3arpyske ¢anna, n OKHO, B KOTOPOM HaZlo BBECTU UMS U TUMN coxXpaHsaeMmoro daiina.

Ecnn B ¢dopMe ana BBoAa AaTbl HE BBECTW HWYEro, XypHan ayauTta 6yaeT ckadaH

LLEJTUKOM.

Ecnn TpebyeTca 0YMCTUTb >XypHana ayauTta, HaAo LWeNKHYTb MbllblD Ha CTpOKe
«OUYUCTUTDL>», NN BbIBPATb MYHKT «OUYUCTUTb» B MEHIO CneBa. B nosiBuBLIelics dopme Haao

BBECTW AaTy W BpeMsi, A0 KOTOpPOro CruCcoK cobbiTuit 6yaeT ouvweH. Ecnu none octaBuTb

NyCTbIM, XypHan 6yAeT ouYMLEeH LETMKOM.
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{= https:#/192.168.70.60/ - Windows Internet Explorer

@._ J v | hitpsiifiez. 168.70.60]
% o

B ()] | 2

m _— rrm »»
ﬂ? {"i\? @https:mgz.lss.?u.sn,f a T Bl fmy v |for CTpaHMua + (L CepeHc

lNporpaMHo-annapaTHblii KpunTorpadguuecknii mogyne "Kpuntollpo HSM”

Oumncrurb XypHan ayauta [NAKM
Hudopmaumna MAKM

Ceprdmratb! MNAKM Oo patsl ([yyyymmdd[hhnnss]]):

Mapamerpb MAKM [200309012] |

T e

HacTpoiikn M3

HacTpoiikn ayaWTa

MonbzoBaTeny

Pe3epBHBIE KONHH

JKypHan ayaura
CKauaTh

MypHan cobbimwil -

|

@ lMHTEpHET H100% -

Ecnu HaxaTb «O4YnNCTUTL>», XypHan ayaunta 6y,qu O4YUMLLEH, O YEM NMOABUTCA coobuieHue:

Windows Internet Explorer |E|

L] ':. HYEHAN &Y AHTA OHHLLEH YOMELH,
L]

Mocne o6HOBNEHMS cnucka 3anucen (ANs 3TOro Hago wucnosib3oBaTb «[1pMMEHUTL
dunbTp») B cnucke byaeT NpMCyTCTBOBATb 3anmcb 06 oumnmcTtke xypHana (tun cobbitns EVENT-
TYPE-CLEAR-AUDIT-LOG):
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{2 https:/1192.168.70.60/ - Windows Internet Explorer (i=0(c3
@._ v |g, htkps: (192, 168,70, 60/ V| 4 | 3| X | | Ll
n@& o

— ¥
f.? ﬁ? @https:IIIQZ.ISS.?D.SDI ";:i\ A fmn v |rof CTPaHMua v 0k CepeMc v
MporpaMHo-annapaTHbli kpunTorpaduuecknii mogynbs "Kpuntollpo HSM™
Xypuan ayauta NAKM
Huopmauma NAKM AgTop (Homep nonb3oeatens): | |Tun coBbITuA: | Bce v|
Ceprwdmrarb NAKM
Aflata LofaaTen « CTaTyc 2aeepLUeHKnA: |BCE V|
NapameTtpol MNAKM {"yyyymmdd[hhnnss]z") no: y! p :
Hacrpoiikn ceTn
. CopTMpOBaTE No Bo3pacTadmo: [ MpumeHnTb GuNLTp
Hacrpoikn M3
HacTpoiin aypuTa FUREHrs MR
Mone=zoBarenu o
Pe3epBHbIC KONHH => ->| Haiigeno 81 zanuceii. CTpannua N2 1 uz 5. =
Mypuan ayguTa Bpema cobeiTua Tun cobbTua AgTop | CTPOKOBLIE J@HHEIE JBOWYHLIE JAHHLIE
CKauaTh 15.09.2009 10:38:00.907470 | EVENT-TYPE-CLEAR-AUDIT-LOG 1006 |87; 200909012
OUHCTHTD 15.09.2009 10:25:48.429058 | EVENT-TYPE-CHANGE-HSM-STATE |0
Mypuan cobbimiii 15.09.2009 10:25:34.578343 | EVENT-TYPE-CHANGE-USER-TOKEN | 0 1008@HSM22-atlix2 308201C930820178A003...
15.09.2009 10:24:19.156652 | EVENT-TYPE-ADD-USER 0 1008@HSM22-atlix2
15.09.2009 10:23:57.991448 | EVENT-TYPE-CHANGE-HSM-STATE |0
15.09.2009 10:21:40.260989 | EVENT-TYPE-CHANGE-HSM-STATE | 1001 0
15.09.2009 10:21:30.285740 | EVENT-TYPE-AUTH-ADMIN-LOCAL | 1001
14.09.2009 15:06:33.325963 | EVENT-TYPE-DOWNLOAD-BACKUP | 1006 |20020910_145953
14.09.2009 15:06:03.699809 | EVENT-TYPE-DOWNLOAD-BACKUP | 1006 |20020910_145953
14.09.2009 14:53:32.918010 | EVENT-TYPE-DOWNLOAD-BACKUF | 1006 |20090910_145953
14.09.2009 14:53:15.231370 | EVENT-TYPE-DOWNLOAD-BACKUP | 1006 |20020910_145953 v
@MHTEDHET +100% -
12.2.10. XypHan cobbitni
Ecnn BbibpaTb B MeHK cneBa NyHKT «XypHan cobbitmii» (kypHan CK3W), cnpasa

nosiBuTCSA opMa ans nonydeHus xypHana cobeituin NMAKM. B Hell Hago BBeCTU gaty u BpewMs,

HauyMHas C KOTOPOro Hago MONY4YUTb CAMCOK cobbiTun (bykBa «Z» B KOHUE AaTbl O3HadaeT

Bpemsa no UTC). Ecnun none octaBuUTb NYCTbIM, XypHan 6yaeT ckayaH LenmKoM.



XTAN.00096-02 90 01. KpunTollpo HSM. NHCTpyKUMS MO MCNOMb30BaHUIO 150
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MNMporpamHo-annapaTHbiii kpunTorpacduuecknii moayns "Kpuntollpo HSM"

CxauaTb »ypHan cobbitrit MAKM

EPTHEHKATEI (17 HauuHaa ¢ gatel (yyyymmdd[hh[nn[ss[Z]]1):

Hlypnan cobbiTmit

I €D rrepHeT H 0% -

lMocne BBOAa AaTbl HaAoO HaxaTb KHOMKY «CkaudaTb». 3aTteM nocnenyeTt cTaHgapTHoe
coobuweHne Windows c npegynpexaeHneMm o 3arpyske ¢aiiaa, 1 OKHO, B KOTOPOM Hago BBECTU

UMSi U TUN coxpaHsemoro daina.

Onsa 6onee 6bICTPOro ckKaumBaHUSA MNONMHOrO dakna XypHana cobbITUA MOXHO nocne
B3anMHol TLS ayTeHTudukaumm 6paysepa n NAKM HabpaTb B cTpoke BBOoAa agpeca [MAKM
URL:

https://<ip agpec NMAKM>/var/log/messages

a Takxe

https://<ip agpec NMAKM>/var/log/messages.N

raoe N - Homep (oT 1 o 5) 6onee cTporo oTpoTMpoBaHHOro aiiia XxypHana cobbITui.

2™ dannbl OC NMAKM MoryT 6bITb Ha KOPOTKME MPOMEXYTKU BpeMeHW 6/10KMpOBaHbl, NO3TOMY

MHOrA4a cnegyeT HeCKOJIbKO pa3 HaxaTb KHonky F5 («O6HoBUTL cTpaHuuy» B 6pay3epe IE).
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13. NMOPAAOK BbINMOJIHEHNA TEXHUYECKOIO
OBCITY>KUBAHNA N PEMOHTA MNMAKM

13.1. Tllopsagok gencremmn npu otkase obopyaosaHus NAKM

Mpu oTkaze obopygosaHus T[MAKM, npuBegweM K HEBO3MOXHOCTUM BbINOJAHEHUS
nonb3oBatensamu MAKM cBomx @yHKUMNA, CBSA3aHHbIX C obpaweHmeM K Kpuntorpaduuyeckmm

dyHkumnam NAKM, Heobxogmmo:
1) Bbi3BaTb NpeacTaBUTENs NPeAnpUSATUS-U3rOTOBUTENS A/ NMPOBEAEHUS PEMOHTA.

2) Co3paTb KOMWUCCUIO COBMECTHO C MpeACTaBUTENEM MpeanpuaTUsi-M3roToBuTens Ans

onpeneneHns n BO3MOXXHOIO yCTpaHeHUs NpuynH oTkasa obopyaosaHus MNMAKM.

3) Ha MecTe NpoBecTU ANMArHOCTUKY M, BO3MOXHO, YCTpaHeHWe HeOoCTaTKoB B paboTe
MAKM.

4) CocCTaBUTb aKT 0 NposeaeHun pemoHTa MAKM, nognucaHHbii 06enMMn CTopoHamu.

Mpn HEBO3MOXHOCTM YyCTpaHeHus HepoctaTkoB B pabote NAKM Ha MecTe, ecnu ectb

pe3sepBHasa konug MNMNAKM:
1) Bbi3BaTb NpeacTaBUTENS NPeanpUaTUS-U3roTOBUTENS A9 NPOBEAEHUS PEMOHTA.

2) Co3gaTb KOMUCCUMIO COBMECTHO C NpeacTaBuTeneM rnpeanpuaTusa-nsrotosutens Ans

onpeaeneHns n BO3MOXHOIo yCTpaHeHMs NpuYmH oTkasa obopyaosaHus MAKM.
3) TMpoeectun otknoueHme NMAKM ot cetn/Cepeepa;

4) YHWUYTOXWUTb KOUM nonb3oBaTesnen, xpaHsawwueca B B MNMAKM, nubo cneuunanbHoOMm
npoueaypon «Full Clean», ecnn 3To0 BO3MOXHO, M60 DU3NYECKMM YHUUTOXEHMEM

Flash aucka;
5) Moakntountb HOBbIN NMAKM;

6) YcraHoBuTb B NMAKM uMelLWYOCS pe3epBHYI KOMUKO MpW MOMOLM Cheunanmcros

npeanpusaTua U3roToBuTens.
7) TlposecTu npouenypy nHuumanunsaumm Hosoro NMAKM;

8) MWcnonb3ysa KapTy C KAl4YaMu WKUpPOBaHMA pe3epBHOM KOMUKM MPOU3BECTHU

npoueaypy BoccraHosneHuns NMAKM 13 pesepBHON KONUK;

9) Mepe3anycTuTb u aKTUBMPOBATb MAKM UCnosnb3yd K104 aKTuBauum

BOCCTaHoBsieHHOro NMAKM;

10) OtnpaBuTb HepaboTawowmn NMAKM Ha npeanpuaTMe-usroToBuUTENb ANS NpoBeAeHUS

pPEMOHTa.
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Mpn HEBO3MOXHOCTW YCTpaHeHWa HepocTtaTtkoB B pabote MAKM Ha Mecte u npu

OTCYTCTBWUM pe3epBHOI konun MNMAKM:

1)
2)
3)
4)

5)

6)

MpoBectn oTkntoueHue NMAKM ot cetn/CepBepa;

YHUUTOXNTb 3alMTHbIE KoUK (CMapT-KapTbl) katodven DI, xpaHsawmxca B NAKM;
MoaknounTb HOBbIM MAKM;

Co3aaTb HOBbIe K/IOYM Nosib30BaTesien Ha HOBOM MAKM;

BbizBaTb npeacraButena npeanpuatua-msrotoeutensa wnm otnpaButb [1AKM  Ha

npeanpunaTne-mn3roToBuUTEsNIb And npoBeaeHnsa peMoOHTa.

BckpbiBaTb kopnyc NAKM B oTCyTCTBME NMpeacTaBUTENEen NpeanpusTusi-uarotoButens

KaTeropnyecku sanpewlaeTcd.

13.2. Tllopsagok AencTtsunm nNpu nNpoBefeHun TeXHUYEeCKoro

obcnyxunsanus NMNAKM

B xome skcnnyataumm MAKM MOXeT BO3HMKHYTb cCuUTyauus, Tpebytowlas nposeaeHus

TEXHUYECKOIo O6C}'IY)KVIBaHVI9| npeacrtaBuUTeENIEM NpPeEANPUATUA-U3TOTOBUTENA. Takol CVITyaLI,VIel\;I

MOXET 6bITb, HanpmMmep, ncyepnaHune 3anaca raMmbl - cnyqaﬁHoﬁ VIH(bOpMaU,VIVI, VICI'IOﬂb3y€MOl71

OJ18 FTeHepauun KJ4er nosb3oBaTesen.

Ons npoBegeHns TexHudeckoro obcnyxusaHua NMAKM npeacraButeneMm npeanpusiTus-

n3rotoeBuTens, Heob6xoammo:

1)

2)

3)

4)

BbizBaTb NpeacTaBuTens npeanpuaTma-m3roToBmuTens Ans npoBeaeHnss TeXHNYECKoro

obcny>xnsaHms.

Co3paTb KOMUCCUIO COBMECTHO C npeacTtaBuTesnieM npeanpusaTusi-usrotoBuTens Ans

nposefeHUs TexHunveckoro obcnyxmeaHusa NAKM Ha MecTe akcnnyatauuu.
MpoBecTn TexHnyeckoe obCnyxXmMBaHME Ha MecTe.

CocTaBUTb aKT 0O npoeegeHnMnM TeXHN4YECKOro O6CJ'IY)KVIBaHVIF|, noanncaHHbIn 0benmm

CTOpOHaMMU.

Mpn HEBO3MOXHOCTU TEXHWYECKOro 06CyXWBaHUSA Ha MecTe, eCcnn ecTb pe3epBHas
konua NMAKM:

1)

2)

3)

Bbi3BaTb npeacTaBuTens npeanpuaTUa-m3roToemuTens Ansa npoBeaeHns TEXHUYECKOro

obcnyxuneaHus.

Co3paTb KOMUCCUIO COBMECTHO C npeacraBuTeneEM nNpeanpunaTuAa-m3rotoBuUTENA And

onpeaeneHna n BO3MOXXHOIo yCTpaHeHUA NpUYnNH OTKa3a OGOPYLI,OBaHVIﬂ MAKM.

MpoBectn oTkntoueHue NMAKM ot cetn/CepBepa;
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4)

5)

6)

7)

8)

9)

YHUUTOXWUTb KOUM nonb3oBaTenen, xpaHawmeca B [AKM, nubo cneumanbHoOM
npoueaypori «Full Clean», ecnn 3TO BO3MOXHO, M60 DU3NYECKUM YHUUTOXEHUEM

Flash ancka;
MoaknounTb HOBbIM MAKM;

YctaHoBuTb B [MAKM uMeOLWwyoca pe3epBHY0 KOMUI Npu nomoLwm cneunanmncros

npeanpuaTmMa U3roToBuTens.
lMpoBecTn npoueaypy uHuumanusaumm Hosoro NAKM;

Mcnonb3ya KapTy C KAl4YaMy WKMGPOBaHUSA pPE3EPBHOM  KOMUW  MPOU3BECTU

npoueaypy BoccraHoBneHust NMAKM 13 pesepBHON KONUK;

Mepe3anyctutb 7 aKTMBMPOBATb MAKM MCNoNb3ys KoY aKkTMBaumm

BoccTaHoBneHHoro NMAKM;

10) Otnpaeutb MAKM Ha npeanpusaTue-marotoBuTenb A8 NPOBEAEHUS TEXHUYECKOro

obcny>XnsaHms.

Mpn HEBO3MOXHOCTU TEeXHUYECKOro o6CNy)XUBaHUS Ha MecTe W Npu  OTCYTCTBUM

pesepBHoOM Konnmn NMAKM:

1)
2)
3)
4)

5)

Mpoeectn oTkntoueHue NMAKM ot cetn/Cepsepa;

YHUYTOXNTb 3alMTHbIE KNOUKM (CMapT-KapTbl) kKAtoden II1, xpaHsawmecsa B NAKM;
MoagkntounTb HOBbIN MTAKM;

Co3paTb HOBblE K/O4YM Mosib30oBaTesien Ha HoBoM [MAKM;

BbizBaTb npeacrasuTens nNpeanpuaTuUa-usrotosutenda unm otnpasutb [MAKM Ha

npeanpuaTne-n3roTtoBuTeENb And NnpoBeaeHnAa TEXHNYECKOIro O6CJ'Iy>Kl/IBaHVIFI.
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