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1. AHHOTauuA

HacTosawmin AOKyMeHT onucbiBaeT coctaB pyHKUMA u TectoBoe MO «KpunTtolpo HSM» u
npeaHasHavyeH Ans paspaboTku npuknagHoro MO ¢ HenocpeACTBEHHbLIM BbI3OBOM (YHKLMWM

CK3MW, a Takxe onpeaensieT TpeboBaHMs K onepaumMoHHbIM cucTeMaM npu BcTpamBaHum CK3W.

2. OnwucaHue nporpaMMHbIX UHTEpPdENCOB

MAKM — nporpaMMHO—annapaTHbli  Kpuntorpaduyeckmini  Moaynb,  BHELWHWNA
MPOrpaMMHbLIN ~ MHTEpdENC KOTOPOro COOTBETCTBYET KpunTorpaduyeckomy uHtepdency

«Kpuntollpo CSP» Bepcuin 4.0/5.0.

Mcnonb3oBaHMe HU3KOYPOBHEBOro uWHTepdenca Kpunrtonposargepa, MO3BOASIOLErO
BbINOSHATb Takue dyHKUMNM Kak reHepaums n paboTa C KJro4amum,
wundpoBaHue/paclumdpoBaHne AaHHbIX, X3WMNPOBaHME U 3/1IEKTPOHHas NOAMNUCb, OMWUCbIBAETCSH
B dpainax CSP_4_0.chm/CSP_5_0.chm - System Program Interface (CryptoAPI).

Mcnonb3oBaHue uHTepdenca SSPI, obecneuuBatowero peanusaumio npotokona TLS,
obecneumnBatowero paboTty ¢ naketamn 6e3onacHoCTM npu Bbibope N MHULMaANM3aUunmM nakeTa, C
YAOCTOBEPEHUSMN CYy6beKTOB 6€30MacHOCTU, YCTaHOBJIEHME COEAMHEHUN, nepeaadvy AaHHbIX,
pacnpegeneHue namsatu, onucobiBaetcs B ¢pannax SSPI_4_0.chm/SSPI_5_0.chm - Security

Support Provider Interface (SSPI).

Mcnonb3oBaHMe BblCOKOypoBHeBOro mMHTepdeinica CryptoAPI, obecneumBatowiero Habop
pyHKUMA ana o0bpaboTkn cepTUdPMKaATOB, CMNUCKOB OTO3BAHHbLIX CEPTUPUKATOB, PaCLUMPEHHOrO
MCMNoSib30BaHMsA Knuya, paboTbl ¢ npoBanaepom, BbipaboTKM 3HaUYEHUS DYHKUMN X3WNPOBAHUS
MU 3N1EKTPOHHOM MoAnucK, 3awmndpoBaHns M paclwmndpoBaHUs AaHHbIX, paboTbl C XpaHWINLLEM
cepTndunKaToB " noaAEpPXKKU naeHTudmkatopa obbekTa, OonmcaHo B  (dannax
CAPILite_4_0.chm/CAPILite_5_0.chm - CryptoAPI Lite (CAPILite).

O6was MHdopMauusa, Ucrnonb3yemas Ans Co3gaHus MOAyNns MOAAEPXKM CUMTbIBATENEN,
HOoCUTENel W [ATYNKOB ClyYalHbIX YWCesn, coaepxkalwass HeobxoAuMble OMucaHus WU

onpeneneHus, cogepxutcsa B ¢garnax reader_4_0.chm/reader_5_0.chm.

UHTepdenc PKCS#11, peanusywowuin 6asosoe onucaHue RSA Labs v2.30, c
AopaboTkamMnu B COOTBETCTBUM C TpeboBaHUSAMM NOALEPKKM POCCUNCKMX CTaH4ApPTOB Ha
peanusauuto  kKpuntorpadpumueckmx @dyHkuun, onmcadH B dannax PKCS11_4 0.chm/
PKCS11_4_0.chm.

YKa3saHHble Bblle [AOKYMEHTbl WCMOMAb3YTCA ANns onucaHusa wuHTepdencos CK3U
«Kpuntollpo CSP». Tak kak anga goctyna k [MAKM «Kpuntollpo HSM» ucnonb3yioTcs Te xe
caMble MHTEPdENChI, TO 3TU XE AOKYMEHTbl MOXHO MUCMO/b30BaTh NpU pa3paboTke NpUIOXKEHUN

Cc ucnonb3oBaHueMm MAKM «Kpuntollpo HSM». Heobxogmmo TONbKO WMMETb BBMAY, YTO AN
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poctyna Kk NMAKM «Kpuntolpo HSM» ncnonb3ytoTcs Co6CTBEHHbIE MMEHA KPUNTOMNPOBaNAEpPOB.
CrnncoK Ucnonb3yeMbiX UMEH KpUNTONpoBanaepoB npueeaeH B aokyMeHTe «XKTHAKM.00096-02 90

02. KpunTolpo HSM. Mcnonb3oBaHue MHTeEPdENCHbIX MoAYyNen>».

Ncnonb3oBaHne moaynsa Kpuntollpo JavaCSP, dyHKUMOHMpYIOWEro noa yrpasieHueM
Java-MalWwunHbl M peanusylollero craHaapTHbin uHTepdelc Java Cryptography Architecture
(JCA) B COOTBETCTBUM C POCCUIACKMMW KpunTtorpadnyeckKMmMn anroputMamu, OMNMCaHoO B
OOKyMeHTe «XXTAWU.00096-02 92 02. Kpuntollpo HSM. PykoBoacTBO nporpaMMucra.
JavaCSP».

Ncnonb3oBaHne moaynsa Kpuntollpo JavaTlLS, dyHKuMoHMpyloWwero noa ynpasieHueM
Java-mMawnHbl 1 peanuaylowero npoTtokonbl SSL m TLS B COOTBETCTBUM C POCCUNCKUMM
KpunTorpadpuyeckumMmn anropmtMamMu, OMNMCaHO B fAoKyMeHTe «IXKTHAMU.00096-02 92 03.

Kpuntollpo HSM. PykoBoAacTBO nporpamMmmMucTta. JavaTLS».
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3. TpeboBaHWA K onepauMoHHON cUMCTeMe ANSA BCTPOEHHOro

npuMeHeHusa. Linux.

CK3M gna ceoero dyHKUMOHMpPOBaHUS TpebyeT cnepywowme 6ubnmnotekn 6asoBon

onepaunoHHON CUCTEMBbI:
LSB 4.x, pasgen III. Base Libraries

Cnucok HeobxoanMbIX 6UbnMoTeKk No NnakeTam:

cprocsp-curl
libc.so.6
libdl.so0.2
libgcc_s.so.1
libidn.so.11
/lib/ld-linux.so0.2
libm.so.6
libpthread.so.0
librt.so.1
libstdc++.50.6
libz.so.1
linux-gate.so.1

cprocsp-rdr-pcsc
libc.so.6
libdl.so.2
libgcc_s.so.1
/lib/ld-linux.so0.2
libm.so.6
libpthread.so.0
libstdc++.s0.6
linux-gate.so.1

Isb-cprocsp-capilite
libc.so.6

libdl.so0.2
libgcc_s.so.1
/lib/ld-linux.so0.2
libm.so.6
libpthread.so.0
libstdc++.50.6
linux-gate.so.1

Isb-cprocsp-kc2
libc.so.6
libdl.so.2
libgcc_s.so.1
/lib/ld-linux.so.2
libm.so.6
libpthread.so.0
libstdc++.50.6
linux-gate.so.1
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Isb-cprocsp-pkcsil

libc.so.6
libdl.so0.2
libgcc_s.so.1
/lib/ld-linux.so.2
libm.so.6
libpthread.so.0
libstdc++.s0.6
linux-gate.so.1

Isb-cprocsp-rdr
libc.so.6
libdl.so0.2
libgcc_s.so.1
/lib/ld-linux.so0.2
libm.so.6
libpthread.so.0

Kpome Toro, nakety Isb-cprocsp-capilite ans pabotbl ¢ ceTbto Heobxoamm nmbo naker
cprocsp-curl nnbo naket curl (nocnegHUn MOXHO B3aTb U3 anctpmbyTtmea OC, n3 nocrasku CSP
wnn c camnta paspabortumka: http://curl.haxx.se/). Mpu oTCcyTCTBMM 3TOro naketa 6asoBas
(dYHKUMOHANBHOCTb COXPaHUTCS, HO Takume dyHKUMM paboTbl C CETbKO KakK aBTOMaTuM4yeckoe

BblkaumBaHmne CRL nnu 3anpoc ceptudunkarta Ha YL, yepes ytunuty cryptcp 6yayT He AOCTYMHbI.

MakeTy Isb-cprocsp-rdr-pcsc ans paboTtbl co cMapT-KapTamm Heobxoamm nakert libpcsclite
n3 auctpubytmea OC. B 3aBMCMMOCTM OT TOrO, KakKoW wucnonb3yetca auctpmbytms Linux

Ha3BaHMe nakeTta MoxeT BapbupoBaTbcsa (libpcsclite, libpcsclitel).
LSB 4.x, pasgen VI. Commands and Utilities

Ons yctaHoBkM Heobxoammoro naketa Isb-cprocsp-base TpebytoTca yTmnnThbi:

cat'

‘chmod'
cp
'‘crontab’

'echo’
'fgrep'
'grep’
n'
'mkdir’

rm
'sed’
'sysctl'
'test’
'true’

'dpkg' * Tonbko ana Debian n Ubuntu
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Onsa yCTaHOBKWM BCeX OCTajibHbIX MNaKeToB 3@ WCK/AKYEHNEM cprocsp-drv-devel
[OCTAaTOYHO MOAMHOXECTBa 3TUX YTUNNUT. [ng yCTaHOBKMU cprocsp-drv-devel Takxe Heobxoauma

yTUImTa

'uname'

LSB 4.x, pasgen VI. Execution Environment 16. File System Hierarchy

HeobxoanMbl cneaytowmne pasaenbl CO CneayowmuMm BO3MOXKHOCTIAMU:

/opt/cprocsp MNocne ycTaHoOBKM AncTpubytTMBa AN (PYyHKUMOHUPOBAHUS

npoAyKTa AOCTATOYHO MNMpaB TOJIbKO Ha YTEHUE.

/etc/opt/cprocsp Mocne ycTaHOBKM AUCTpUbBYTMBa ANnst  (DYHKUMOHMPOBAHMUS
NpoAyKTa AOCTAaTOYHO MpaB TO/IbKO Ha YTEHME.

[Mpn n3MeHeHUM HACTpPOEeK, a TakKXXe npu ornepauunsax c nvueH3nen

Takxe HeobxoanMmbl npasa Ha 3anncb

/var/opt/cprocsp Bo Bpems paboTtbl ¢ CSP Heobxoammbl MpaBa Ha 4YTeHWE WU Ha
3anucb. Coaep)XMMoe ANPEKTOPUM AOSIKHO COXPaHSATbCS MeXxay

nepesarpyskamu.

Mpn uncnonb3oBaHUM B KayecTBe OTYYXAAEMOro KJ/K4YeBOro HOCUTensa AUcKeT

0XWAAETCs, YTO ANCKETAM COOTBETCTBYHOT YCTPOMCTBA

/dev/fd0, /dev/fd1 v Tak panee.

LSB 4.0, pa3gen VIII. System Initialization 20. System Initialization 20.1. Cron Jobs
Heobxoanmo 6a3oBoe pyHKLMOHUPOBaHME Cron.

Ansi ucnonb3oBaHUA B KayecTBe OT4YyXAaaeMmoro kityeBoro Hocutenss USB flash drive

HeobxoanMo dyHKUMOHMPOBaHMeE Cnyxbbl udev.

LSB 4.0, pa3sgen X. Package Format and Installation

Heobxoanma noaaep)xka MeEXaHU3Ma YCTaHOBKM rpm.
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4. TpeboBaHMs K NCNONb30BaHUIO PYHKLMNN

Heob6xoanmMo BbINOMHATL KOHTpPOJIb KOA40B OLLIM60K, BO3HUKAKOLWNUX MPU OTKJIOHEHUAX OT

LWTATHOIO BbINOJIHEHNA KOMaHA.

Koa owmn6ku (DEC) Koa owmn6bkmn (HEX) OnucaHue ownbkm

536871012 20000064 Mano namaTu

536871013 20000065 He yaanocb OTKpbITb hann

536871014 20000066 Onepaunsg oTMeHeHa noJsib3oBaTenem

536871015 20000067 HekoppekTHoe npeobpasoBaHne BASE64

536871016 20000068 Ecnu ykasaH napametp '-help', To apyrmnx
6bITb HE AOMKHO

536871112 200000C8 YKasaH nmwHnin dann

536871113 200000C9 YKa3aH HeM3BeCTHbIN KoY

536871114 200000CA YKa3aHa N1LWHAA KoMaHaa

536871115 200000CB [Ona kno4ya He ykasaH napameTp

536871116 200000CC He yka3aHa koMaHAa

536871117 200000CD He yka3aH HeobXoanMbI KIHOY:

536871118 200000CE YKa3aH HEBEPHbIN KIOY:

536871119 200000CF MapameTpom Knwo4a '-q' A0NXKHO 6bITb
HaTypasibHOe YnCno

536871120 200000D0 He ykasaH BXOAHOM dann

536871121 200000D1 He yka3aH BbixogHOW dann

536871122 200000D2 KoMaHAa He ncnosb3yeT napameTp C
MMeHeM (aiina

536871123 200000D3 He ykazaH daiin coobuieHuns

536871212 2000012C He ynanocb OTKpbITb XpaHunuiie
cepTndunKaToB:

536871213 2000012D CepTndukaTbl HE HAaNAEHbI

536871214 2000012E HanpgeHo 6onee ogHoro ceptudukaTa
(knwoy '-1")

536871215 2000012F KoMmaHaa nogpa3symMeBaeT UCMoJib30BaHMe
TONIbKO OA4HOr0 cepTudmkaTa

536871216 20000130 HeBepHO yka3aH HoMep

536871217 20000131 HeT ncnonbsyembix ceptudmkaTos

536871218 20000132 [aHHbIn cepTndukar He MOXeT
NPUMEHATLCA ANS 3TOW onepauum

536871219 20000133 Llenoyka cepTndmkaToB He NpoBepeHa

536871220 20000134 KpuntonpoBanaep, nogaepxusatoLinii
HeobXxoAMMbIN anropuTM, HE HAaNAEH

536871221 20000135 Heyp,aqubM BBOJ Mapons K4yeBoro
KOHTelHepa

536871312 20000190 He ykasaHa Macka dannos
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536871313
536871314
536871315
536871316
536871412

536871413

536871414
536871415
536871416
536871417
536871418
536871512

536871513

536871514

536871612
536871613
536871614
536871615
536871616

536871617
536871618
536871712

536871713
536871714
536871715
536871716
536871717

20000191
20000192
20000193
20000194
200001F4

200001F5

200001F6
200001F7
200001F8
200001F9
20000200
20000258

20000259

2000025A

200002BC
200002BD
200002BE
200002BF
200002C0

200002C1
200002C2
20000320

20000321
20000322
20000323
20000324
20000325

YKa3aHbl HECKOIbKO Macok dannos
®dannbl He HanaeHbl

3ajaHa HeBepHas Macka
HeBepHbI X3aWw

Kntou '-start' ykasaH, a BbixogHon damnn
HEeT

Copepxxnmoe danna - He NnoanNUCcaHHoe
coobuieHune

HeunsBecTHbIN anroputM noanucu
CeptudukaTt aBTopa NoOANUCK He HanaeH
Moanuck He HalaeHa

Moanuce He BepHa

LLitamMmn BpeMeHW He BepeH

Copepxxnmoe canna - He 3awmndpoBaHHoOe
coobuieHue

HensBecTHbI anroput™ WwWndpoBaHus

He HangeH cepTudumkar
COOTBETCTBYIOLMM 3aKPbITbIM K/THOHOM

He yaanocb nHnuuanmsmnposate COM
KoHTenHepbl He HanaeHbl

He yaanocb nonyumtb OTBET OT cepBepa
CepTndukaTt He HalgeH B OTBETe cepBepa

dann He COAEPXUT UaAeHTUPUKaTop
3anpoca:

HekoppekTHbIn agpec LC
MonyuyeH HeBepHbI Cookie

CepuiiHbIN HOMEpP COAEPXKUT
HeAoMnyCTMMOe KONMYeCcTBO CMMBOJIOB

HeBepHbIn KOA NpoayKTa

He yaanocb NnpoBepuTb CEPUIHBLIN HOMEP
He yaanocb cCoOXpaHuTb CEPUIAHBIN HOMEP
He ynanocb 3arpy3uTb CEpUNHbBIA HOMep

JTnuenHsunsa npocpoyeHa

MNpuMeyaHuMe: KpoMe KoAoB, NMpMBEAEHHbIX B Tabnuue, NpuioXeHne MoXeT BO3BpallaTb

Koz Ntobo CUCTEMHOWM OLLINOKMN.
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