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1. AHHOTAUUA

[aHHbIN AOKYMEHT COAEPXWUT MpaBuia MNosb30BaHUA MHTepdencHbix moaynen MAKM

«Kpuntollpo HSM», nx coctaB 1 onNucaHmne KJo4YeBO CUCTEMBI.

[JOKyMeHT npegHa3HayeH Ans agMMHUCTPATOpoB WMHQOPMaUMOHHOM 6e30MacHOCTH
yypexaeHun, OCyLeCTBAALWMX YCTaHOBKY, 06CnyXuBaHMe KOHTPOSb 3a cobntogeHnem
TpeboBaHuii K 3kcnnyatauum cpeactB CK3W, a Takxke ana agmuHuctpatopoB CepBepos,
CETEBbLIX pecypcoB npeanpusaTns U Apyrux paboTHUKOB cnyxbbl  MHQOPMaLMOHHOWM
6e30MacHOCTKN, OCYLLECTBSKOWMX HACTPOMKY paboumx MecT gna paboTbl CO cpeacTBamm
CK3W.

MHCTpyKUMM  aaMUHUCTpaTopaM 6e30mMacHOCTM W MOoNb30BaTeNsIM  Pa3/INYHbIX
aBTOMaTU3MPOBaHHLIX cucTteM, wucnonbsytowmx [TMAKM  «Kpuntollpo HSM»,  0OAXHbI

pa3pabaTtbiBaTbCa C y4eToM TpeboBaHuii HacToAwmx Mpasun.
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2. MO «KPUMTOINPO HSM CLIENT»

B3anmogencteme nboOro nMpunoXeHUs Ha paboumx cTaHUMAX MNOSb30BaTeNen Wnu
cepepax ¢ [IAKM «KpunTtollpo HSM»  ocywecTBnsieTcs 4yepe3 nocpeaHuka -

«KpunTolpo HSM Client».

«KpunTtollpo HSM Client» sasnaetca HeoTbemnemon 4actoto NMAKM un npeacrasnsier
cobon Habop nporpaMMHbLIX MOAy/Nen, YyCTaHaBAMBaeMbiX Ha paboumx CTraHumsax

nosb3oBaTenen/cepeepax.

[daHHoe MO 3aBUCUT OT WMCMNONb3yeMol NNaThopMbl, U OT HA3HAYeHWUs LEEeBOro

komnbtoTepa. MO «Kpuntolpo HSM Client» npegHasHadeHo ans:

—  TpaHcaauuMm BbI3OBOB (QyHKUMI mHTepdenca MS CryptoAPI oT npunoxeHuin K
yaaneHHomy pasgensemomy NAKM «Kpuntollpo HSM»;

— obecneueHuns npouenyp ayteHTudukaumm nonb3osatenenn CK3U nepesg MAKM un
MAKM nepen nonb3oBaTensmu;

— obecneyeHnsa 3awmueHHoro (WndpoBaHHOrO) KaHana nepegavn mHdbopmaunm

Mexay paboumMun ctaHumamm/cepsepamm mn MNAKM,

Ona B3aMMoOAeNCTBUS crneunasnbHblX CepBepHbIX npuaoXxeHumin Ha M3BM ¢ OC
cemenctea Unix/Linux (FonosBHoro ygocrosepsitowero ueHtpa) ¢ NAKM uncnone3syercs KaHan
«K». [Ona ero peanusaumMm Ha cepBep Heob6X0AMMO YCTaHOBUTb COOTBETCTBYHOWME
MHTEepdencHble MoA4yNM, BXOAsWME B COCTaB AUCTPUOBYTMBHOrO Aucka noctaBku [MAKM

«KpunTtollpo HSM».

Onsa B3aMMoAencTBMS NPUIIOXEHUI MoNb3oBaTenen/cepBepoB NpuioxeHnii Ha MN2BM
c OC cemeitictea Windows mnm Unix/Linux ¢ NMAKM wucnonb3yetca KaHan «K2». [nsa ero
peanusaumn Ha cepBep Heobxogmmo yctaHoBuTb O «Kpuntollpo HSM Client», Takxe

BXogslliee B COCTaB AMCTpnbyTnBHOro ancka nocrtasku NMNAKM «Kpuntolpo HSM».

MopsiioK YCTAaHOBKW M HAcTPOWKW AaHHOro MporpaMMHOro obecrnievyeHus onucaHbl B

AokyMeHTe «XKTAN.00096-02 94 01. KpunTtollpo HSM. PykoBoACTBO Nosb3oBaTens».

JononHuTenbHble  HacTpOMKW, BbIMNOSHAEMble  AAMWHUCTPATOPOM  cepBepa C
yctaHoBneHHon OC Unix/Linux, onucaHbl B pasgene 6 [AaHHOroO JAOKyMeHTa.
JononHuTeNnbHble HAaCTPOMKKU, BbIMOSHSAEMblE aAMUHUCTPATOPOM cepBepa C YCTaHOBMNEHHOM

OC Windows, onucaHbl B pasaene 7 4aHHOro AOKYMeHTa.
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3. KAHAJ «K2»

Bsaumogenictene MO «Kpuntollpo HSM Client» ¢ TMAKM ocywecTtBnserca no

JIOFMYECKOMY 3allUULLEHHOMY KaHany «K2x».

KaHan «K2» obecneuymBaeT ABYCTOPOHHIOW uAEHTUdUKaUUIO U ayTeHTudumKauuo
none3oBatens CK3UM nepeg NMAKM un MAKM nepen nonb3oBaTesieM MpU MNOMOWM KIKOYEN U

cepTndukaToB ayTeHTUdMKaumm (K4 KIMEHTa, KoY cepeepa).
KaHan «K2» peanunsyeTca Ha oCHOBe npoTokona TLS.

Ha kntou nognucm MAKM cdopMmupyetcs camonoanucaHHbin ceptudukart. Ha kaoun
TLS cepsepa NMAKM u knwoun ayTeHTuduKaunm (4ocTtyna) nosib3oBartesen/agaMMHNCTPaTOpPOB
cepBepoB Takxe opMUPYIOTCS cepTudmKaTtbl, KOTOPblE MOAMUCHIBAKOTCSA K/HOYOM MOAMUCH
MNAKM.

Mpy 06HOBMEHUM KJIHOUEN COOTBETCTBYIOLNE CEPTUDUKATLI NEPEN3AALOTCS.

Kaxxgomy nosnb3oBatento npu ero perucrtpauumm B MAKM dopMupytoTcs KauUm w

CepTVI(bVIKaT aYTeHTMq)MKaLWIM, KOTOpbI€ 3anncCbliBalOTCA Ha KJ1l04EBOW HOCUTENb.

[0ns Kaxporo nonb3oBaTenss MOXeT CyLWeCcTBOBaTb TOIbLKO oanH pabounn ceptudukar

ayTeHTUdmMKaunum, KOToOpbIN XpPaHUTCA B Npoduae y4yeTHON 3anmcu nonb3oBaTtens.

Ceptndukart ayteHTMdukaumm nonb3osBaTens (T.e. nonb3osaTesnb) B MAKM moxer
6bITb 3abnoknpoBaH. Cepeuc NMAKM He BegeT Cnucok 3ab/oKMpoBaHHbIX cepTudunkaTos. B
npouecce ayTeHTUdUKauMu nonb3oBaTenss NpoM3BOAMTCA MPOBEPKa KaK Ha COOTBETCTBME
cepTudmKkaTa Nonb3oBaTens, yKkasaHHoOro B npodune nosab3oBartens, Tak U Ha 61okMpoBaHue

nosib3oBaTenA.

Onsa poctyna K knto4dam ayteHTudumkauymm MO «Kpuntolpo HSM Client» 3anpawwuBaeTr
y nonb3oBaTtens pin-koa. Ecnu knwy n ceptudukart BbigaH AAMUHUCTPATOPYy cepBepa, T.€. B
ceptudmkaTe NpuMCyTCTBYET COOTBETCTBYHOWEE pacClMpeHne, TO pin-Koh He 3anpallivBaeTcs.
CepBepHble npunoxeHuss (cepBucCbl, [AEMOHbI) OOLIMHO HE MMEKT KOHCOM Ans
WHTEPaKTUBHOIrO0 B3aUMOAENCTBMSA C MOJSIb30BaTeNIeM, OHM 3aMNyCKalTCH B MOMEHT 3arpysku
OC. KapTouyka C Kk/IO4OM M cepTUdUKATOM K4Ya [OCTyrna Ao/HKHa ObiTb BCTaBneHa Ao

3anyCKa COOTBETCTBYHOLWEro cepenca n MMeTb d)MKCMpOBaHHbIVI pin-Ko4 — BOCEMb €AnHULL.

AKTMBMPOBaB K4  AocTtyna, oObbluHbIX  Mnofnb3oBaTenb (He  ABAAKLWMIACA
aZAMMHUCTPATOPOM CepBepa) MOXET U3BMeYb CMapT-KapTy U3 cuuTbiBaTend. Pabota ¢ AaHHbIM
KIOYOM MOXXET MpoaoskKaTbCA A0 BbixoAa nNosb3oBaTens m3 Tekywen Windows ceccuun. B
HekoTopbiX cnydyaax NMAKM MoxeT pa3pbiBaTb HEaKTUBHOE COeAMHEHMe, eCnin NoJib30BaTesNb
AO0/Ir0 He Ucnonb3oBas KaHas. B 3ToM criyyae nonb3oBaTesnto NpuAaeTcs 3aHOBO YCTAaHOBUTL
coeguMHEHWe W nMpouTu npoueaypy ayrteHTudukaumu, BKAOYas BBOA pin-koaa Ans

KOHTeNnHepa Ka4ya goctyna.
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Ha cepBepax, NpuNoXeHuss KOTOPbIX WCMOMAb3YylT KpuntonpoBangep «Crypto-Pro
HSM Svc CSP» gonxHa MCNonb30BaTbCS TONIbKO KAapTo4uKa C K/KOYOM U CepTUPUKATOM Kro4a
AOCTyna, B KOTOPOM eCTb paclunpeHne «AgMmMHUCTpaTop cepsepa» (cM. n. 4.3.9 gokyMeHTa
«XKTAN.00096-02 90 01. Kpuntolpo HSM. UHCTpyKkuMsa no ucrnosb3oBaHuio»). KapTouka ¢
K/II0YOM AOJ/IKHA MOCTOSAHHO HaxoAMUTbCA B CUYUTbIBaTene, T.K. nepumoauyecku, npumepHo 1
pa3 B 4yac NMpou3BOAUTCSA mpoueaypa CMeHbl CECCMOHHOrO Kik4va npoTtokona TLS, kotopas
TpebyeT NpuUCYTCTBUA 3aKpbITOro kaoya obMeHa. DTo TpebyeT HaxoXAeHusl cepBepa B

KOHTpOﬂMDYEMOVI 30HE, AOCTYMN B KOTOPYK CTPOro persiaMeHTMpoBaH.

Ons Takoh KOHdUrypaumm MOXHO wucnonb3oBaTb kaHan K2s. [Ona yBennyeHus
NpoOU3BOAUTENBHOCTU CEPBEPHbIX NMpuUAoXeHuin, basmpyrwmxca Ha OC cemenctea Windows,
MMeeTCs BO3MOXHOCTb OpraHuM3oBaTb HeWwWdpOoOBaHHbIN MU/MNM He ayTeHTUMhULMPOBaAHHbIN
kaHan <«K2s» npu cobniogeHun TpeboBaHuii no  6e30macHOCTU,  BKAKOYAOLWMX
opraHusauMoHHble Mepbl Mo pasmelleHuto NMAKM 1 cepBepa B OAHOM CEpPBEPHON CTOMKe.
AyTeHTUdMKauMs B COOTBETCTBMM C MPOTOKONAOM TLS npoucxoamT B MOMHOM 06beMe, HO
nepegava AgaHHbIX Mexay cepsepoM u MNMAKM npoucxoamt 6e3 WwndpoBaHUsa eé CeCCUMOHHbIM

K/to4OM. MNoBbllWEHME NPOU3BOANTENBHOCTM CepBepa Npu 3TOM MoXeT agocturaTtb 25-30%.
Ons obecneyeHnss BO3MOXHOCTU UCMOMb30BaHMs KaHana «K2s» Heob6xoanmo:

—  YCTaHOBWUTb COOTBETCTBYlOWY onuuio Enable K2s B HacTtpoitkax MAKM B
3HayeHne «YES» («1») (CM. HMXe B AaHHOM AOKYMEHTe);

—  MOAK/YNTb CepBep/CepBepPHYI0 rpynny, pacnoslIoXXEHHY B OTAE/bHOM CerMeHTe
JIOKaNbHOM CeTU Ha OTAeNbHbIN ceTeBon nHTepdenc NAKM;

—  COOTBETCTBYKOLWMM 06pa3oM HAacCTpoUTb 3TOT ceTeBon UHTepdenc NMAKM (cM. Huxe
B AAHHOM JOKYMeHTE);

— cooTBeTCcTBYOWMM 06pa3oM HaAcTpouUTb MpaBuaa MexceTeBoro akpaHa [M1AKM,
paspewunB AOCTYMN 4Yepe3 yKasaHHbIM ceTeBOoW WHTepdenc kK nopty 1503 ansa
COOTBETCTBYIOLWEr0 CETEBOro aagpeca/noaceTu;

—  pasMmecTuTb cepsep/rpynny cepsepoB 1 NMNAKM B 04HOM KOHTPOMPYEMOW 30HE;

— Ha cepBepax caenatb COOTBETCTBYHLWIME HACTPOWMKM - MponucaTb napameTp

WithoutEnc B Peectpe Windows (cm. n. 6.3) .
KaHan «K2» ncnonb3yeTt NOpT A5 BXOASWMX coeanHennin — 1501.

KaHan «K2s» ncnonb3yet nopt 1503.
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4. KAHAJT «K»

Bsaumogenicteme MO «Kpuntollpo HSM Client» gna NonoBHOro yAoCTOBeEpPSHOLLErO
ueHTpa c NMAKM ocywecTtenigeTcs no J0rmMyeckomy 3alneHHoOMY KaHany «K».

KaHan «K» obecneumBaeTr ABYCTOPOHHIOK UAEHTUUKAUMIO U ayTeHTudukKauuo
nonb3oBaTens NpyM NOMOLUNM creumanbHO NpeAHasHavYeHHbIX ANa 3TUX uenen kntoden (Knod
KaHana «K», Haxogawmncs Ha cmapT-kapTe, n mactep-knod MAKM, Haxogsawumncs BHYTpU
MAKM).

AamuHuctpaTtop MNMAKM MoxeT BbINYCTUTb HECKOJIbKO CMapT-KapT C K/4YaMu KaHana

«K» ana ncnonb3oBaHUsa OAHOBPEMEHHO Ha HECKOJIbKUX cepBepax I'IpVIJ'IO)KGHVIVI.

Mpn obpaweHun cepsepoB npuaoxeHnnm k MAKM cmapT-kapTa AOAXHA MOCTOSHHO

HaxoAUTbCS B CUMTbIBATEsNE CepBepa.
JocTyn K KapTe He TpebyeT BBoAa pin-koaa.

KaHan «K» ncnonb3yet nopT Ans Bxoaawmx coeanHeHnn — 1502.
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5. ONMNCAHUE PEAJTT3ALUNN «KPUMNTOIMNPO HSM CLIENT>

KnueHnTtckasa komnoHeHTa MAKM «Kpuntolpo HSM» — «Kpuntollpo HSM Client» —
npeacrtaeBnsetr cobom Habop MNporpaMMHbIX, @ TaKXe annapaTHbIX  Moaysen,
yCTaHaB/AMBaeMblX Ha paboume cTaHUMM nonb3oBaTenen mnm cepeepa, obecneumsatoWmMx
NOAAEPXKY BbI3OBOB M3 MPUIOXEHUIN KpunTorpaduyeckmux GyHKUMA N0 MoanepXuBaeMbiM

nporpaMMHbIM nHtepdericam (Crypto API, PKCS#11).

«KpunTtollpo HSM Client» aBnsieTca oTBETHOM 4YacTblo, yCTaHaBAMBaeMon Ha paboune
CTaHumMn 1 cepsepa, HeobxoanMon ans TpaHcasuum Kpuntorpadmyeckmx Bbi3oBOB K NMAKM

«KpunTtollpo HSM» no 6e3onacHbIM KaHanam «K», «K2».

MAKM «Kpuntollpo HSM» npeanonaraer pasfiMyHble BapuaHTbl KOMMNAeKTauuu,

BK/tOYaKOLWKMe aBTOHOMHbIe CK3WM no pasfiMyHbIM YPOBHSAM 3alUUThI:

e Komnnektaumsa 1 WcnonHeHme 1 TAKM «Kpuntollpo HSM», ypoBeHb 3awuTbl
KB/KB2

e Komnnektaumnsa 1 UcnonHeHue 2 MNMAKM «Kpuntollpo HSM», ypoBeHb 3awmTbl KC3

e Komnnektaumsa 1 UcnonHeHue 3 MNMAKM «Kpuntollpo HSM», ypoBeHb 3awmTbl KC3

e Komnnektaumnsa 1 UcnonHeHue 4 NMAKM «Kpuntollpo HSM», ypoBeHb 3awmTbl KC3

e Komnnektaumsa 1 UcnonHeHue 5 MNMAKM «Kpuntollpo HSM», ypoBeHb 3awmTbl KC3

e Komnnektaumnsa 2 NcnonHeHune 1 NMAKM «Kpuntollpo HSM», ypoBeHb 3awmTbl KC1

e Komnnektaumnsa 2 UcnonHeHue 2 NMAKM «Kpuntollpo HSM», ypoBeHb 3awmTbl KC2

e Komnnektaumnsa 2 UcnonHeHue 3 NMAKM «Kpuntollpo HSM», ypoBeHb 3awmTbl KC3

e Komnnektaums 3 UcnonHenme «DSS + CSP Bepcusa 4.0 UcnonHeHne 1-Base»,
ypoBeHb 3awmntbl KC1

e Komnnektaumsa 3 UcnonHenme «DSS + CSP Bepcusa 4.0 NcnonHeHue 2-Base»,
ypoBeHb 3awmnTbl KC2

e Komnnektaumsa 3 UcnonHenme «DSS + CSP Bepcusa 4.0 NcnonHeHue 3-Base»,
ypoBeHb 3awmnTbl KC3

. KomnnekTtaumsa 3 WcnonHeHme «DSS + CSP Bepcus 4.0 WUcnonHeHune 1-Lic»,
ypoBeHb 3awwnTbl KC1

. KomnnekTtaumsa 3 WcnonHeHme «DSS + CSP Bepcusa 4.0 UcnonHeHune 2-Lic»,
ypoBeHb 3awwmnTbl KC2

e Komnnektaumsa 3 MWcnonHeHme «DSS + CSP Bepcua 5.0 KC1l WcnonHenwue
1-Base», ypoBeHb 3awunTtbl KC1

e Komnnektaums 3 MWcnonHeHme «DSS + CSP Bepcma 5.0 KC2 WcnonHeHue
2-Base», ypoBeHb 3awmTbl KC2

e Komnnektaumsa 3 MWcnonHeHme «DSS + CSP Bepcua 5.0 KC3 WcnonHeHue

3-Base», ypoBeHb 3awnTbl KC3
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Komnnektaumua 3 WcnonHeHne «DSS + JCP Bepcus 2.0 WcnonHeHue 2»,
ypoBeHb 3awunTbl KC1

Komnnektaumnsa 3 UcnonHenne «DSS + SIM (QES)», yposeHb 3awmnTtbl KC1
Komnnektaumnsa 3 UcnonHenne «DSS + SIM (M2M)», ypoBeHb 3awwntbl KC1
KoMmnnektauua 3 UcnonHeHne «DSS + myDSS», ypoBeHb 3awunTtsl KC1
KoMmnnektauua 3 UcnonHeHne «DSS + AirKey Lite», ypoBeHb 3awunTtel KC1
Komnnektauua 3 UcnonHeHne «myDSS SDK», ypoBeHb 3awwnTbl KC1
Komnnektaumnsa 3 UcnonHenne «CbepbaHk myDSS SDK», ypoBeHb 3awmnTbl KC1

Komnnektaumnsa 3 UcnonHenne «DSS Client SDK», ypoBeHb 3awmTbl KC1

MpuMeyaHue: Komnnektauumnm 2 m 3 MOryT UCMNOJSb30BaTbCA C Nt060oi annapaTHoOW

KOMMNOHeHTOM KoMmnnekTauum 1.

KomnoHeHT «KpunTtollpo HSM Client» obecneunsaert:

nHTepdenc K npumknagHbiM Kpuntorpapuyeckmm @GyHKUMAM B COOTBETCTBUM CO
cneundukaumen Microsoft Cryptographic Service Provider, PKCS#11;

NpOBEpPKY LEOCTHOCTU KPUTUUHOIO K 6e3onacHoMy dyHKUMoHMpoBaHuto MO;
reHepaumio cnydyarHbIX Y1Ccen B T.4. U C UCNONb30BaHMeM annapatHoro [CY;
reHepaumio 3akpbIToro knwo4a/kntoda 31 € MUCNOAb30BaHMEM  WUCXOAHOrO
MaTepwana, NpeaoCTaBfEHHOro YNOJAHOMOYEHHOM opraHm3aumei;

BBOJ 3aKpbITOro kat4ya/knoya 3l ¢ oTUy>KAaeMbIX KNOYEBbIX HOCUTENEN B T.4Y. U
Ha MHTenneKTyanbHON KapTe;

BbIMOSIHEHME YHKLUMA CO34aHUA W MPOBEPKWM 3MeKTPoHHOM noanucu (30M)
cornacHo TOCT P 34.10-2001 w»n TOCTP 34.10-2012 (IFOCT 34.10-2018),
BbluMCcneHne Xxaw-pyHkumm cornacHo FOCT P 34.11-94 wn TOCT P 34.11-2012
(FOCT 34.11-2018);

wundposaHue n nmutosawmTa cornacHo NOCT 28147-89;

noaaepxky anroputMos RSA B 4yacTm reHepauumn knwoden, HOpMUpPOBaHUA WU
nposepkun 1, WwWndposBaHMa 1 pacimdpoBaHus;

BO3MOXHOCTb BCTPeYHOM paboTbl C MAKM «Kpuntollpo HSM» "

«KpunTtollpo CSP».

«Kpuntollpo HSM Client» ncnonb3ayet otnnuHblie oT «Kpuntollpo HSM» (cm.n. n. 3.4

«CBegeHns o6 ucrnonb3yeMbiX KpunTonpoBanagepax» aokymeHTa <«XTHAM.00096-02 90 01.

KpunTtolpo HSM. UHCTpyKuMs Mo MCNOIb30BaHMIO») MMEHa KpunTonpoBanaepoB. HazBaHUs

OaHHbIX KpuntonpoBahaepoB mMmetoT Bug «Crypto-Pro GOST R 34.10-2001 xxx CSP», rge

XXX o603HauaeT ypoBeHb 3awwmnTbl CK3U:

KC1
KC2
KC3
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CpeactBamn «Kpuntollpo HSM Client» HE AOMYCKAETCH szawuwartb
MH(OPMaLMIO, COCTABJSIIOLLYIO FOCYAapCTBEHHYIO TalHYy.

Mo cornacoBaHWw C rMosb3oBaTesleM KOMMOHEHT KOMMAEKTYeTCsa annapaTHbIMU
ceptndunumMpoBaHHbiMKM cpeacTBaMm  3awmntel oT HCO wn ®CAOY (371eKTPOHHbLIN 3aMOK
«Cobonb», «AKKOpA» W T.M. B COOTBETCTBUM C KOMMJeKTaumen wucnonbdyemoro CK3U
«Kpuntollpo CSP»). WUcnonHeHne CK3WN no ypoBHio 3awmntel KC2 u Bblwe AOOJIKHO

BK/ItOYaTb AaHHble CpeACTBa.
5.1 PEAJIN3SYEMbIE AJITOPNTMbI

AnroputM 3awwmndpoBaHusl/paclundpoBaHna AaHHbIX U BbIYUCIIEHUS MMUTOBCTABKMU
peanusoBaH B cootBeTctBUM C [OCT 28147-89 «CUCTEMbl OBPABOTKN NHOOPMALNN.
SAWNTA KPUMTOIMPAOUYECKAS»;

AnroputM dopMmmpoBaHus M npoBepku Il peanumsoBaH B COOTBETCTBUU C
FOCT P 34.10-2001 wn TOCT P 34.10-2012 (IFOCT 34.10-2018) «WH®OPMALMOHHASA
TEXHOJIOIUA. KPUMNTOIrPA®GUNYECKASA 3AWLNTA NMHOOPMALNN. MPOLIECCHI
®OPMUPOBAHMSA N NPOBEPKW SNTEKTPOHHOW LIM®POBOW NOAMUCU»;

AnropuT™ BbIpaboOTKM 3Ha4YeHUs X3W-(PyHKUMM peanusoBaH B COOTBETCTBUM C
FOCT P 34.11-94 u TOCTP 34.11-2012 (IOCT 34.11-2018) <«WH®OPMALMOHHAA
TEXHOJIOIUA. KPUMTOIPA®GNYECKASA SAWLNTA NHOOPMALNI. OYHKUNMA
XOWNPOBAHNSA>.

KnioueBass cuctema «Kpuntollpo HSM Client» obecneuynmBaeT BO3MOXHOCTb MapHO-
BblI6OpPOYHOIM CBA3NM abOHEHTOB CETU C WCMNOJIb30BaHMEM AN KaXaoh napbl aboHEHTOB
YHUKalbHbIX KJ/IIOYEN, CO34aBaeMblX Ha OCHOBE TMpUHUMMA OTKPbITOrO pacnpeaeneHns

KJo4Yen.

5.2 APXUTEKTYPA Nno N OBLUME NMPUHLUUIbBI
OYHKUMNOHUPOBAHWNA

OCHOBHOW apxuTeKTypHol ocobeHHocTblo MO «Kpuntollpo HSM Client» sBnsietcsa 1o,
yTo cpega yHkumoHmpoBaHus (CP) He MMeeT HenoCcpeacTBEHHOrO AOCTyNa K K/HOUEBOM U
Kkpuntorpadumyeckn 3Haummor MHdbOopMauum. Bce onepauum C 3aKpbITbIMM U CECCUOHHBIMU
(CMMMETPUYHBbIMM)  KJIHOYaMWU, HE3aBEepPLEHHbIMM 3HAYEHUAMM  X3W-PYHKUMA © T. M.
OCYLLECTB/ISAIOTCA 4Yepe3 AeCKPUMNTOPbl COOTBETCTBYHLMX OOBEKTOB; AeCKpuMnTOop obbekTa
HenocpeacTBEHHO HE COAEPXMUT ero aapeca. B kauyectBe AOMOMHUTENbHOM Mepbl 3alUThI
peanu3oBaH Kpuntorpadpuueckmii cepBUC ANl XpaHeHUss 06beKTOB B oTAeNbHOM oT CP

apecHoM npocTpaHcTBe (ypoBHM 3awmTel KC2, KC3, KB/KB2).
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B cocTtaB nporpaMMHoro obecnedeHuss ana Bcex nnatgopm BxoaaT MO «Kpuntollpo

HSM Client», moaynb ceTteBoi ayTeHTUdUKaummn Kpmuntollpo TLS.

O6bwasn ctpyktypa «Kpuntollpo HSM Client» npeacraBneHa Ha cnefyloweM puUcyHke:
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5.3 MOAY/Nlb MOAAEPXKW CETEBOM AYTEHTUOUKALINN
KPUMTOMPO TLS

Moaynb noanepxku cetesoi ayteHTudumkaumm Kpuntollpo TLS peanusoBaH Ha 6ase
npotokona TLS v.1.0 n poccUCcKUX CTaHAAPTOB Kpuntorpadunyeckom 3awuTbl nHdopmMaLumnm
(anroputmbl wmndpoBaHus B cootseTcTBUM Cc TOCT 28147-89, anropuTMmbl BbipaboTkn wn
MPOBEPKM 3NEKTPOHHOM nognucm B cooTeBeTcTBumM TOCT P 34.10-2012 (FOCT 34.10-2018),
xawmpoBaHusa B cootBeTcTBMM ¢ TOCT P 34.11-2012 (IFOCT 34.11-2018)). Wcnonb3yeTcs
Takxke anroput™ [Auddu-XennmaHa OTKPbITOro pacnpegeneHus knawder Ha 6ase INOCT P
34.10-2012 (FOCT 34.10-2018).

Ha M2BM knueHTa n Ha cepBepe ycTtaHaBnupaetcs MO «Kpuntollpo HSM Client» ¢

MoAy1eM NOAAEPIKKN ceTeBoM ayTeHTuUdukaumm Kpuntollpo TLS.
AyTeHTUdUKaumsa KInNeHT-cepeep MoXeT 6biTb 0AHOCTOPOHHEN N ABYCTOPOHHEN.

OAHOCTOPOHHSSA aYTeHTVICbVIKaLWIﬂ obecneunBaeT MMHMMaNbHO HeO6XOANMbIN YPOBEHb

3alunTbl, U BKJTIOYAET B cebs:

— obszaTenbHyl ayteHTUdmKaumio cepeepa 6e3 ayTteHTUdUKaAUNN KIIMEHTOB;

— wwudposaHue TpadumKka Mexay KINEHTOM N CEPBEPOM.

Mpn paboTe B AaHHOM pexuMe cepBep Ha 3Tane "pykonoxaTtua" He 3anpawuvBaeTr
cepTnduKaT KIMEHTa M yCTaHaBMBaeTcs "aHOHMMHOE" 3awumuweHHoe coeguHeHune. B aToMm
C/lyyae KAMEHT MOXeT He MMeTb 3aKpbIToro kfaw4va u ceptudukarta, ogHako npu 3TOM OH
NMaeTcs BO3MOXHOCTU (pOPMUPOBATb 3IMIEKTPOHHYI MNOAMNUCH MOA AOKYMeHTamu. Pexum ¢
OAHOCTOPOHHEN ayTeHTUdUKaunen cepsepa MOXET MCNOAb30BaTbCA A8 MpeaocTaBeHus
HEeKOTOpOM rpynne nosb3oBaTenen KoHduaeHUManbHOM wWHOPMaunMmM Ha OCHOBaHUMU
Mapo/ibHOWM 3aluuTbl, O4HAKO Maposib B 3TOM ciaydae 6yaeT npeabsBnsaATbCSA MNOSb30BaTeNEM
TONbLKO MNOC/Ne YCTaHOBNEeHMs 3awuueHHoro TLS-coegnHeHna ¢ TLS-cepBepoM, 4JTO
MoBblllaeT YpOBEHb 3aWuTbl OT HECAHKUMOHMPOBAHHOIO AOCTyna MO CpaBHEHU C
nepegadyen naposid No OTKPbITbIM coeAuMHeHusM. [pu O4HOCTOPOHHEN ayTeHTudukauum

cepsep 3anpalwmsaeT cepTuduKaT KIMEHTA, HO ero OTCYTCTBUE HE CUYMTAETCS OWKNOKOM.
B «Kpuntolpo HSM Client» ncnonb3yetcs 4ByCTOPOHHSAS ayTeHTUdMKaUUS.
[BYCTOPOHHASA ayTeHTUdMKALUNA BKIOYAET B cebs:

—  B3aWMHYI0 ayTeHTUbUKaumMIo KNMeHTa u cepeepa C NOMOLbI X CEPTUPUKATOB;
— wudpoBaHme Tpaduka Mexay KIMeHToM N CEpBEpPOM;
— ¢opMMpoBaHMe N NPOBEPKY 3NEKTPOHHOM NOAMNUCU NOA 3NEKTPOHHbLIMU AAHHbIMU,

bopMnpyeMbIMU MONb30BaATENSAMMN.

[BYCTOPOHHMIT MeToA ayTeHTUdMKaLMmM No3BonseT obecneuyntb 4ocTyn K «Kpuntollpo

HSM» TONbKO 3aperncTpupoBaHHbIM BrlagenbuaM cepTUdUKaToB. MNpu 3TOM HYXHO MMETb B
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BUAY, YTO pasrpaHU4YeHune AoCTyna K MHMDOPMALMOHHbLIM pecypcaM cepBepa, OCHOBAHHOE Ha

npoBeEpkKe CepTVICbVIKaTOB KJTMEHTOB, ropa3go HagexXHee, 4eM NpoCTo NapoJibHaA 3alluTa.

B pnaHHOM pexume paboTbl KIANMEHTY HeobXoAMMO CreHepupoBaTb 3aKpbiTbid W

OTKPbITbIV KJTHOYM U MONYUYNTb CEPTUMMKAT OTKPLITOro K/ltoya B YA0CTOBEPSIOLLEM LIEHTpE.

TpeboBaHUA K TEXHWUYECKMM W MPOrpaMMHbIM CpeacTBaM KOMMblOTEpa, Ha KOTOPbI
yctaHaBnumBaetcs Web(TLS) cepsBep, onpenenstoTcs B AOKYMEHTaLMK, NOCTaBAsSIeEMON BMecCTe
C [aHHbIM cepBepoM. [OMNOSHMUTENbHO, Ha KOMMNbKTEp A[oAXeH OblTb YCTaHOB/EH
«Kpuntollpo HSM Client», BkAOYalOWMIA MoAyNb MOAAEPXKKM CETEBOM ayTeHTUdUKaumm

KpunTollpo TLS.

[Onsa BO3MOXHOCTW YCTAHOB/IEHUS 3aLUULLEHHOINO COEAMHEHUS MeXAY KI/IMEHTOM W
cepBepoM Heob6xoaMMO BHauasie BbINyCTUTb CepTUdUKAT OTKPLITOro KJk4a, KOTopbin byaer

MCNOb30BaTbCA ANS CepBepHON ayTeHTUdMKaumMn no npotokony TLS.
TpeboBaHusa K cepTudukaTy:

- wnMA ceptudumkaTta (Common name) AOMXKHO CcoBMagaTb C UMeHeM Nybankyemoro
TLS-cepBepa npuknagHoi cuctembl. Hanpumep: pif.nikoil.ru (nn6o IP appec
cepBepa);

— obnactb UCNOMb30BaHWS  KJKO4Ya AOMKHA  cogepxaTb: "AyTeHTudukaums
CepBepa".

[aHHblli cepTudmrkaT goskeH 6biTb YCTAaHOBIEH Ha cepBep B NMpuBsA3Ke C KA4yoM 3l

(3aKpbITbIM KJ/1HOUOM).

Bbinyck M ycTaHOBKa cepTuduKaTa OCYLLECTBAAETCA Yepe3 YAOCTOBEPSAOLWNIA LEHTP.

Mopsaaok OencTBmin onpegendaeTca B UHCTPYKUUKU NOJSIb30BaATENIO.

5.4 KJTKOYN N KJITKOYEBBLIE HOCUTEJIN

«Kpuntolpo HSM Client» aBnseTcsa cMCTeMOM C OTKPbITbIM pacrnpenesieHneM Kto4den.
OTKpbITble KAOUYM/KAOUM npoBepkn DI 0b6blMHO MpeacTaBnsAlOTCS B BuAe cepTudumKaToB

OTKpPbITbIX KJtoven/knouen nposepku 1.

B «Kpuntolpo HSM Client» kntou 31 nognnucy MoxeT 6biTb MCNO/Ib30BaH TOSIbKO A4S
dopMmupoBaHma 2l. 3akpbITbln K04 WKPpPoBaHMS MOXeT O6biTb MCNOMb30BaH Kak Ans

dopMnpoBaHNA KIoYa CBA3M C APYrMM Nonb3oBaTeneM, Tak U Ans co3gaHus 3.

Mpn pabote c CK3WN kaxablit nonb3oBatenb, obnagawowmii NpaBoM Noanucu wn/wnm
wndposaHusa, BblpabaTbiBaeT Ha cBoeM paboyem MecTe unau MNonydaeT y aAMUHUCTpaTopa
6e3onacHocTn (B 3aBMCUMMOCTU OT MPUHATON MONUTUMKM 6€30MacHOCTU) JINYHbIE 3aKpbITbi
KoY (Kaod 3M) n oTKpbIThIM KoY (KAod npoBepkn DIM). Ha ocHoBe Ka)4oro OTKPbITOro
Knoya (kntoda 3M) TpeTbeln ctopoHon (LleHTpoM CepTtudukaummn) dopmmnpyetca ceptudumkaT

OTKPbITOro kato4a (knwya JM).
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[omkHbl 6bITb NPUHATBHI Mepbl, obecrnednBatowme coxpaHeHne B TavHe katouern 3l n
3aKPbITbIX K/OYEH M COOTBETCTBYHOLWWMIA NOpsAoK paboTbl C KAKYEBOM AOKYMeHTauuen wu
cepTudmkaTamm kaoden nposepkun 3l n cepTudurkatamMmn OTKPbITbIX KIKOYEN.

Mpu dopMUpoOBaHMM 3aKpbiTbin KoY wudpoBaHns u knwd MM «Kpuntolpo HSM
Client» 3anucbiBalOTCA Ha KOUYEBOM HOCUTENb (KIIOYEBOM KOHTEMHED).

KntoueBol KOHTEMHED MOXET CoaepXaTb:

—  TONbKO KoY nognucu (kawod IIM);

—  TOMbKO KoY wudpoBaHus;

— koY MM m kaoy wnudpoBaHUS 04HOBPEMEHHO.

EANMHCTBEHHbIA K/IOY KOYEBOro KOHTeMHepa Anbo KAy NoAnuMCUM B AajbHEWLLEM
Ha3blBaeTCS rNIaBHbIM KJIIOYOM, @ KoY wudpoBaHMs, B Clydyae XpaHeHUsl B KOHTeWHepe
ABYX KJllOUen, — BTOPWUYHbBIM KJTHOUOM.

[JOnoNHUTENbHO  K/IIOYEBOW  KOHTEMHEp COAEPXWUT  CAyXebHyr MHpopMaumio,
Heobxoaonmyto ans obecneyeHns KpunTorpaduU4eckonm 3alnTbl Ko4Hen, NX LeNoCTHOCTM U T.
n.

Kaxabli  KIl4YeBOM KOHTelHep (He3aBUCMMO OT Tuna HoOcuTens), SBAsSIeTCA
CaMOAOCTaTOYHbIM U COAEPXMUT BClO Heobxoaumyto mHdopmaumio ans paboTbl Kak C caMuMm
KOHTENHEpOM, TaK U C 3aKpbITbiMX (M COOTBETCTBYIOLWMMM UM OTKPbITBIMU) KHOYaMMU.

KnioueBol KOHTEMHEp COAEPXWUT CrieAylowyo MHGOPMaUUIO: FaBHbIA K4, MacKu
rMaBHOrMO KJ/lOYa, KOHTPOJIbHYK MHGOPMaUMIO [1aBHOrO KJ/tova, BTOPUYHbIA  KIOY
(onuMoHanNbHbIN), pe3epBHYO KOMMIO KOYEBOr0 KOHTeNHepa.

Kaxabli 3aKkpbiTbiil KAO4d M kAwod Il xpaHuTtca B ¢dopmaTe, [ONOJAHUTENBHO
coAep)kalleM BCe KOHCTaHTbl, Heobxoammblie ans GOPMUMPOBAHUSA M IKCMOpTa OTKPbLITOro
Ktova.

CTpykTypa KJ1l04EBOIro KOHTENHepa obecneumBaeTr  4YTeHue KJo4en "
COOTBETCTBYIOLWMX MACOK OTAE/bHbIMM OMNepauMsaMu B pasaesnbHble obnactm namatm, Ans
yero oH pa3buT Ha WecTb 30H (peanusaums 30H 3aBUCUT OT TUMNA KKOYEBOro HoCcuTens).

KnioueBolr  KOHTEMHEpP  COAEPXWUT  TakKXe  AOMOJIHUTENbHYK  MHMOpMaumio,
Heobxoammyto pansa  obecrneyeHMss BOCCTAHOBNEHUS KOHTeWHepa, MNpuM BO3HMKHOBEHUMU
pasfIMYHbIX NporpaMmMHo-annapaTHbix cboeB (AonosHuTeNnbHas MHMOpMaUna BKJKOYAETCS B
Tex cay4yasx, Koraa pa3Mep KJ/O4YeBOro KOHTelHepa He orpaHuMyeH pasMepaMum nNamMsaTu
dunsmyeckoro Hocutens).

dopMupoBaHUE KOYEN MOoJSib30BaTeNs MPOU3BOAMTCA C MUCMONb30BaHUEM (YHKLUU
CPGenKey wu cneundukaunmen Ttuna dopmmpyemoro kioda: AT _KEYEXCHANGE wunu
AT_SIGNATURE.

dopMUpoBaHME KitoHen BO3MOXHO eCnn:



XKTAN.00096-02 90 02. KpunTtolpo HSM. Ucnonb3oBaHmne nHTepdENCHbIX MOaYEN 16

e KOHTekcT kpuntonpoBangepa <«Kpuntollpo HSM Client» oTKpbIT dyHKUMEN
CPAcquireContext c ¢onarom CRYPT_NEWKEYSET mn HecywecTBYHOLWNM MMEHEM
KJII0YEBOro KOHTelHepa, cneuMduunpoBaHHbIM NnapameTpoM pszContainer;

e KoHTekcT kpuntonpoBangepa «Kpuntollpo HSM Client» oTKpbIT dyHKUMEN

CPAcquireContext c ykasaHmeM paHee CO34aHHOrO KJ/IlOYEBOro KOHTEenHepa,

cneumduumMpoBaHHOro napametpom pszContainer.

MpuMmeuyaHus.

1. Knwoun 3N UM 3akpbiTble KAKOYM WKPpoBaHMSA (OPMUPYIOTCS C WCMNOSb30BaHMEM
nporpaMMHoro u ¢wusndyeckoro ACH Bxopswero B komnnekt C3UM ot HCOA/ANMA3 un c
NMPUMEHEHMWEM [OOBEPEHHON ClyyaHOWM wHdOpMauMM, NOCTaBASEMON YMOJHOMOYEHHOWN

opraHusauuen.

Ll!l 2. Mpun MCNoONb30BaHUU CUYMTbIBATENEN CMapT-KapT UKW YCTPOWCTB YTeHus TabneTtok Touch-
Memory DALLAS Heobxoammo npoBepuTb Hactporikm COM, USB noptos M3BM B BIOS un

OC. Mpwn oTktoyeHHbIX NopTax (disabled) paboTa co cumMTbiBaTENAMU ByAeT HEBO3MOXHA.
3. Tllepea wCNonb30BaHWMEM MPOLECCOPHbIE KapTbl AO0/MKHbl  6biTb  "BbiNyweHbl" C
MCNOSb30BaHMEM TPaAHCMOPTHOrO nuMH-kogda M [0  Bbinycka kapT (NocTaBAsoTCH

ANCTpnbyTopoMm KapT).

®opMMpOBaHUE 3aKPbITbIX KJOYElN ANS YPOBHSA 3awmTbl KB MOXET NpoM3BOAUTLCS Ha

cnegyrwwme otvyxXaaemble Knto4eBble HOCUTENN .

- USB-dnew-HakonuTtens;

- poccuiickme  uHTennektyanbHble  kaptel  (Ockap, Maructpa Ha  6ase
MUKpOKOHTponnepa ST23L80A) c mcnonb3oBaHMEM CuUMTbIBATeENEN CMapT-KapT,
noaaepxueatwwmnn npotokon PC/SC (GemPC TWIN USB);

- USB token.

I!!l MpuMmeuyaHue. lNepeyeHb KIOYEBBLIX HocuTeNnen MoXxeT PaClLUNPATLCA.

JInYHble KloYeBble HOCUTENWU MoJib30oBaTesnen PEKOMEHAYETCA XpPaHUTb B ceVld)e.
[Monb3oBaTenib HeceT nepcoHasibHYK OTBETCTBEHHOCTb 3@ XpaHeHUe JNNUHbIX KH4YeEBbIX

HocuTenen.

Mpwn LEHTPA/IN30BAHHOM XPaHEHNN KJTIOYEBbIX HocuTenemn aAMUHNCTPATOpP
6e3onacHoCTH opraHmdaunm HeCeT nepcoHalsibHYKO OTBETCTBEHHOCTb 3ad XpaHEHUE JNNYHbIX
KMOYEBbIX HOCUTener nonb3oBatenen. JIMYHble KJO4YeBble HOCUTENU adAMUHNCTPATOpa

6e30nacHOCTM A0IXKHbI XPaHNUTbCA B €ro JIN4HOM ceﬁq)e.
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Knioun Ha knoueBbiXx HocuTenax (Bkntwodas Touch Memory u cMapT-KapTbl), CPOK
JEeNcTBMSA  KOTOPbIX MUCTEK, YHMUTOXAalTca nyTeM nepedopMaTUpOBaHUA  KHOUYEBbIX
HocuTeneln cpeacteamm MO CK3W, nocne 4yero K/o4yeBble HOCUTENM MOrYT MCMO/Sb30BaThCA

ANS 3annUcu Ha HUX HOBOW KJHOUYEBOM MHpoOpMaunn.
5.4.1 PASMEPbI KJ/THQYEW

PasmMepbl KOYen 3/1IeKTPOHHON NOAMNUCK:
Koy I — 256 61T unm 512 6ut
KN4y nposepkn 3N — 512 6ut unn 1024 6uta

Pasmepbl KAOYEN, NCNONb3YEMbIX NpU WNHPOBAHNN:

3aKpbITbIA KNOY — 256 6ut unun 512 6ut
OTKPbITbIN K/AHOY — 512 6ut wnn 1024 6uta
CUMMETPUYHBIA KNtod — 256 6ut
5.5 PEKOMEHOALNN Mo BCTPANBAHUIO A
NCMOJIb3OBAHUIO

Ans obecneyeHWs 3alNUTbl 3SMEKTPOHHbIX AOKYMEHTOB W CO34aHUS 3allMLLIEHHOW
aBTOMAaTM3MPOBAHHON CUCTEMbI, B MEpPBY oO4Yepeab, WCMNOMb3YyHT KpunTtorpaduyeckme
METOAbl 3alUWUTbl, KOTOPble TMO3BOJISOT 06ecneynMTb 3alWuTy LEeOCTHOCTM, aBTOpPCTBa MU
KOHpMAEHUNANTBHOCTN 3/1IEKTPOHHOM MHMOPMaUMM M peann3oBaTb MUX B BUAE MPOrpaMMHbIX

WA annapaTHbIX CPeACTB, BCTPaMBaAEMbIX B aBTOMATU3NPOBAHHYIO CUCTEMY.

Ncnonb3oBaHue KpunTorpaduyecknx cpeacts TpebyeT, Kak npaBuio, NMpUMEHEHUS

TaKXe opraHn3aunoOHHO-TEXHNYECKNX MEP 3allUnThbl.

Mpu co3pgaHnuM 3alLNLLEHHON aBTOMATU3MPOBAHHOM CUCTEMbI HEOBXOAMMO onpeaennTb
MoAenb Yrpo3 m MnonuMTuky ee 6H6esonacHoCTM. B 3aBucmMMocTM OT nonmnTuku 6e3onacHocTm
onpeaensieTcs  ypoBeHb  3awuTtbl  Tpebyemoro CK3M 1 Heobxoaumbin  Habop
Kpuntorpadumyecknx @GYHKUMA W OpraHM3aunMOHHO-TEXHUYECKUX Mep, peanmnlyeMbliX B

CcO34aBaeMoli cucTteme.

«Kpuntollpo HSM Client» B nepsyto o4yepeab npegHa3Ha4yeHO ANs BCTpaMBaHus B

npuknagHoe nporpammHoe obecnedeHune. OyHKumMn gaHHoro MO MoryT 6bITb UCMOIb30BaHbI:

— yepe3 wuHTepdenc 6ubnuotekn capilite.dll, saBnsowencs nNOAMHOXECTBOM
nHTepderica CryptoAPI 2.0. [ns 3Tux uenein B KOMIJIEKT MOCTaBKMU
BKNOYaeTca AOKYMeHT <« XTAM.00096-02 92 01. Kpuntollpo HSM.
PykoBoacteo nporpammmcta CK3UN Kpuntollpo HSM».

—  HenocpeaCTBEHHbLIM BbI30BOM dyHKuMin CK3WM nocne 3arpyskm wmoaynsa c

ncnonb3oBaHneM ¢yHkumm LoadLibrary. [nsa 3Tux uenen B KOMMNIEKT NOCTaBKM
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BKtOHaeTcs AokyMeHT «XKXTSM.00096-02 92 01. Kpuntollpo HSM. PykoBoAacTBO

nporpaMMmcTa», onucbiBatoLmMii COCTaB dyHKLUUIA U TecToBoe MO.

MpumMmeuanume. Npu ncnonszoBaHmm Ha «Kpuntolpo HSM Client» B OC Unix/Linux ans nony4eHns
|..| 6uHapHbIx Moaynen npuknagHoro IO HeobxoaMMO yCTaHOBUTL MNaKeT paspaboTumka Ans
— cooTBeTCTBYHOLWEN nnatdopmbl Isb-cprocsp-devel-N1.N2.N3-N4.noarch.rpm (ans LSB coBMeCTUMbIX

0OC) (B cTaHAAPTHYHO NOCTaBKy HE BXOAMT).

Huxe npuBeaeH OCHOBHOW nepeyeHb TpeboBaHWiA, peannsyemMmbiX MNpu MOMOLUN

Kpuntorpadmyecknx MeToaoB.
KoHndmnaeHumnanbHocTb MHpOpMaumm

Mpu nepepaye p[daHHbIX B ceTn obecneumBaeTcss WCMOSb30BaHMEM  (DYHKLMNA

wundpoBaHms.

Ons obecnevenns HCA k MHdopMaumm npu XpaHeHun (Ha Auckax, B 6ase AaHHbIX)

JIOMNYCKaeTCs UCMOoJib30BaHME WNMPOBAHNSA Ha NMPOM3BOAHOM (HanpuMep, OT Naposis) K/oYe.
UpeHTMdukaums M aBTopcTBO

Mpn ceTteBoM B3aummogencTemMm (yCTaHOBMIEHMW cCeaHcCa CBA3KM) obecne4ymBaeTcs
dyHKUuMamMn Sl npu Mcnonb3oBaHWMM WX B Mpouecce ayTeHTudukaumn (Hanpumep, B
COOTBETCTBUMM C pekoMeHgaumsamu X.509). OgHOBpPEMEHHO MNpu ayTeHTUdUKauMmM L[OSKHA
MCNOAb30BaTbCA 3awuta OT MepenoBToOpoB. [Nna 3TUX Uesen MOXEeT MUCnoSib30BaTbCs
dYHKUMS  MMUTO3AWMUTbl C  BblYMCNEHMEM  MMUTOBCTAaBKM HA  CECCMOHHOM  K4ye

(CMMMEeTPUYHBIN KoY WndpoBaHms).

Mpu 3NeKTPOHHOM AO0KYMeHTO060poTe obecneumBaeTCcs WCMONb30BaHMEM YHKLMM
3N 3NeKTPOHHOro AOKyMeHTa. [OoNoNHUTENbHO AO0J/IXHa ObiTb MpeaycMoTpeHa 3aluuTta oT
HaBsA3blBaHMS, MNEPENOBTOPA 3/IEKTPOHHOrO0 [AOKYMEHTa W LENOCTHOCTb CNpaBOYHUKOB

Kntoyen npoBepkun I,
LlenocTHOCTb

ObecneunBaetca ucnonb3oBaHneM GyHKUNA DI 371eKTPOHHOro AOoKyMeHTa. [pwu
ncnonb3oBaHum dyHkUMn  wndposaHua (6e3  umcnonb3oBaHms Dl1) obecneymBaeTcs
mMmTo3awmTon. [na obecneyeHns LENOCTHOCTM  XPaHWUMbIX AaHHbIX MOXeT OblTb
ncnonb3oBaHa MYHKUMA X3WMPOBAHUS UINM MMUTO3ALLMTbI, HO NMPU 3TOM He obecrnednBaeTcs

aBTOPCTBO MHdopMaumm.
HeoTka3zyeMOCTb OT Nnepefaym 3JIEKTPOHHOIO AOKYMeHTa

Ob6ecneumnBaeTcs ncnonb3oBaHneMm pyHkumi I (NogNuUCb AOKYMEHTa OTNpaBuUTESIEM)

N XpaHeHWeM AoKyMeHTa ¢ Ol B TeYeHMe YCTaHOBIEHHOIO CPOKa NMPUEMHON CTOPOHOIA.

HeoTka3zyeMOCTb OT NnpueMa 3JIEKTPOHHOIro A0OKYyMeHTa
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ObecneumBaeTcs WCMNOMb30BaHUMEM GYHKUMIA 3B M KBUTMPOBAHMEM TMpUEMa
IOKyMeHTa (noAnncb KBUTAHUKUKU MosyyaTesieM), XpaHEHUEM AOKYMEHTa U KBUTaHUuu c M1 B

TeyeHmne yCTaHOB/IEHHOrO CpOKa OTMNPaB/AOLWEN CTOPOHON.
3awmTa OT NnepenoBTOpoOB

ObecneunBaeTcsa UCNoab3oBaHMeEM Kpuntorpadpuvyeckmx dyHkumn M, wndpoBaHus
WIN  MMUTO3aWMTbl C gobaBfieHMeM YHWKANbHOro wuaeHTUduMKaTopa CeTeBON ceccumn
(3NeKTpOHHOro [0OKYMeHTa) C rMocCAeaylLlle UX MNpPOBEPKONA TMPUEMHOM CTOPOHOM WU
pa3paboTKol creumanmamMpoBaHHOrO MpoTokosia ayTeHTudukaumm (obMeHa 3/1eKTPOHHbIMU

OOKYMEHTaMM).
3awmTa oT HaBA3bIBaHUA MHpoOpMauum

3awmTa OT HapywuTensa C Lenbl HaBA3bIBAHUS UM MPUEMHOM CTOPOHE COBCTBEHHOWM
MHdopMaunm, nepeaaHHom sKobbl OT NMua CaHKLUMOHNUPOBAHHOIO nosib3oBaTens (HapyweHue
aBTopctBa wuHdopmaumm). ObecneumBaeTcss wucrnonb3doBaHMeM QyHKUMM DI C NpoBepKomn
aTpuMbyTOB 3/1EeKTPOHHOro AOKYMEHTa M Kaw4a nposepku DI otnpasutens. B cnyuae
HaBs3blBaHUS MHdbOpMaUMM Npo KOMMpoMeTaummn kidya obecneymBaeTcs opraHu3auMOHHO-
TEXHUYECKMMW MeponpusaTusiMu. Hanpumep, co3haHMeM CUCTEMbl LEeHTpasM30BaHHOMo
ynpasrieHuns Kto4eBom WHdopMaumen (onoseweHneM aboHeHTOB) nnu

crneunann3npoBaHHbIX NPOTOKOJSIOB 3/IEKTPOHHOMO A0KYMEHToo60poTa.

3awmTa oT 3aKJlafoK, BUPYCOB, MOAN(PUKALNN CUCTEMHOro U NPUKIIAQHOIO
no

ObecneynBaeTcss COBMECTHbIM MWCMOMb30BaHNEM KpunTorpacunyeckux Ccpeacts U

OpraHn3aLMOHHbIX MEPOMNPUSTUNA.

Mpn BcTpamBaHum «Kpuntollpo HSM Client» B npukiagHoe nporpaMmmHoe
obecrneyeHne namMm MCNONb30BaHWUM €ro B COCTaBe CTaHAAPTHOroO npuknagHoro MO AOMXKHbI

BbINONHATLCA cneayowme TpeboBaHus:
1. [JommkHbl NCNoNb30BaTbCs cepTudUKaTbl OTKPLITbIX KNto4yeln (obMeHa/noanucn).

2. Tlpun ucnonb3oBaHun CepTVI(bMKaTOB OTKPbITbIX Kto4ven, 3aBEPEHHbLIX NMOANMUCBHIO
ﬂ,OBepeHHOVI CTOPOHbI, AO0J/1XKHa 6biTb 0b6ecnedyeHa 6e3onacHass pfgocTtaBka W
XpaHeEHHKe CepTVI(bVIKaTa OTKPbITOro K/to4a ,qosepeHHoM CTOPOHHDI, C
MCNOJIb30BAHMEM KOTOPOro npoBeEpPATCA OCTajibHblE CepTVI(bVIKaTbI OTKPbITbIX

KJItouen nosb3oBaTenem.

3. Mpwu BbI3oBe dyHKkumn «Kpuntollpo HSM Client» B npuknagHOM NpoOrpaMMHOM

obecneyeHnn Heo6XoANMO NMPOBEPATb KOA 3aBepLUEHUS PYHKLUNN.
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5.6 PEKOMEHAALUWWN MO YCTAHOBKE MO CK31 HA 2BM

K skcnnayaTtaumm nporpamMMHoro obecnedyeHusi, mMewuwero B cBoeMm coctaBe CK3W,

[AOMycKalTCcs  Nnua, npolealMe  COOTBETCTBYHOLLYH — MOAFOTOBKY WM U3YyUMBLUME

3KCM/TyaTauMOHHY0 AOKYMEHTALMIO HA COOTBETCTBYHOLME MPOrpaMMHble CpeacTBa.

Mpu ycTtaHoBKe nporpaMMHoro obecneveHns CK3U, cneayert:

1.

Ha TexHuyeckux cpencrBax, ocHaweHHblix CK3W, wucnonb3oBaTb TObKO
JIMLLEH3NOHHOE nMporpaMmMHoe obecneyeHne dbunpM-msrotosmTenen.
YcTaHOB/IEHHOE MporpaMMHoe obecrneyeHMe He [O/MKHO CcoAepXaTb CpeacTs
pa3paboTkKm M OTNagKu MNPWIOXEHWI, a TakXe CpeacTs, MO3BOASIOWNX

OCYLLECTBNATb HecaHKLI,VIOHVIpOBaHHbIVI OOCTYyNn K CUCTEMHbBIM pecCcypcCaM.

Mepen ycrtaHoBko CK3WM npoBepuTb nporpammHoe obecnedyeHme 2SBM Ha
OTCYTCTBME BMPYCOB W MPOrpaMMHbIX 3akKnafgok. Takxe peKoMeHAyeTcs
WUCK/IIOUNTb M3 MporpaMMHOro obecnevyeHus cpeacTBa pa3paboTkKuM U oTnaaku
nporpamm. Ha 3BM pgomkHa 6biTb obecnedyeHa aHTUBMPYCHas 3awuTa

MporpaMMHbIX KOMMoHeHToB NMAKM n CO.

Mpn wncnonb3osaHum CK3W M3BM u ycTpoiicTBa BBOAA/BbiBOAA AOJXKHbI ObiTb

orieyaTaHsbl.

MNpeaycMoTpeTb Mepbl, WCKAKO4YaLWWe BO3MOXHOCTb HECAHKLMOHMPOBAHHOMO
M3MEeHEeHUs annapaTHOM YacTu pabouen cTaHumMu C yctaHoBneHHbIM CK3U (nyTtem
ornevyaTblBaHUS CUCTeMHOro 61oka u pasbemoB MN3BM).

MNocne 3aBeplleHUa MpoLecca YCTaHOBKM MPOBECTU KOHTPOJb LeNOCTHOCTH

yctaHoBneHHoro MO, a TakXe ero oKpy>XeHus.

5.7 COCTAB KOMIOHEHT MO MNAKM

B komnnekt noctaBkn [MAKM «Kpuntollpo HSM» Bxoant CDROM «XXTSAW.00096-
02 99 02. Kpuntolpo HSM. NHTepdencHbie moaynm».

Ha paHHoM CDROM cogepxutcs Heobxogmmoe MO ans nnatdopm Windows, Alt Linux

n apyrux LSB-coBmecTuMbix 32/64-pa3psaaHbix OC cemenctea Unix/Linux, KOTOpoe AOMXKHO

6bITb yCTaHOBNEHO Ha M3BM, ncnonbsytowyto NMAKM «Kpuntollpo HSM».

CTpykTypa aucka:

I
\__
I
I
I
I
+_
I

Windows

+

--HsmClient

hsm-win32-eng.msi
hsm-win32-rus.msi
hsm-x64-eng.msi
hsm-x64rus.msi

KC1
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| + x32
| | ..momgynw...
| + x86_64
| + KC2
| + x32
| | ..moaynw...
| + x86_64
| ..moaynu...
| + KC3
| + x32
| | ..momynwu...
| + x86_64
| ..moaynu...
| + KB
| + x32
| | ..Mmomynwu...
| + x86_64
| ..moaynu...
| ..moaynu...
+---HsmClient_A
| + KCi1
| + x32
| | ..momynw...
| + x86_64
| + KC2
| + x32
| | ..momynw...
| + x86_64
| ..moaynu...
| + KC3
| + x32
| | ...Mmomynwu...
| + x86_64
| ..moaynu...
| + KB
+ x32
| ...Mmoaynwu...
+ x86_64
..Mmo4ynu...

5.8 ObWME  MEPbl 3AWMUTBI  OT HCAO 1O C
YCTAHOBJIEHHBIMN CK3U

Mpu ncnonb3osaHum NMNIBM gns peweHns 3agad, CBS3aHHbIX C 3alWMTON MHGOpMauum,
Heo6xooMMO npeanpuHATb AOMOJSIHUTESNbHbIE Mepbl OPraHU3auMOHHOIO M TEXHUYECKOro
XapakTepa W BbIMOMHUTb AOMNOJSIHUTENIbHbIE HACTPOMKM OMNepauMoHHON cucTeMbl. pu 3TOM
OOJ/DKHA pellaTbCa 3ajava He TONbKOo Kak obecnedeHns A4ONOAHUTENbHOW 3aWuThbl cepBepa U
OC ot HC/[, Tak n obecneueHna 6ecnepeboiiHoro pexuma paboTbl U UCKIOUYEHNS «OTKasa B
0b6cny>XnBaHUM», BbI3BAHHOINO BHYTPEHHMMM MpuynHamu (HanpuMep, NepenosIHEHNEM

dannoBbIX cucTeM).
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K opraHm3aunoOHHO-TEXHUYECKNUM MepaM OTHOCHATCS:
e obecnedeHune punsmyeckom 6e30MacHOCTM CepBepPa;
e  YCTaHOBKa MpoOrpaMMHbIX 06HOBNEHWUNA;

e OpraHusauusl npoueaypbl pPe3epBHOr0 KOMUWPOBAHUS W XpPaHEHUS pe3epBHbIX

KOMUMN,
JononHutenbHble HacTponkn OC KacatloTcs Cneayowero:

e OrpaHuyeHWe [OCTyna nofib30BaTesleil U  HaCTpPOMKM  MOMb30BATENIbCKOro

OKpYXXeHUs;
e  OrpaHWyeHue CETEBbIX COEAUHEHUI;
e  OrpaHWYeHUss NPU MOHTUMPOBaHUN (aliNOBbIX CUCTEM;
e  OrpaHMyeHus Ha 3amnyckK NpoLeCccoB;

. KOHTPOJIb 3arpy3kwu OC n KOHTPOJIb LUENTOCTHOCTU CUCTEMHOIO M NpuUKNagHoOro
nporpaMmMHOro obecneyeHuns gonxeH obecneyneaTbCs npun noMmowmn nporpaMmMHoO-

annapaTtHoro Kkomnsekca sawmtbl oT HCl, 4TO O3Ha4vaeT:

- obecneyeHMe KOHTPONS [AOCTyna npuv MNOMOWM MAEHTUdMKAUMMK

nosib30BaTeNs C NCNOJIb30BaHUEM cucTtembl Touch Memory;

— BbIMOJIHEHNE 3arpy3km C CbMKCMpOBaHHOFO HOCUTENA Nnocne ero

KOHTPOJIA;

— obecneyeHne  KoHTposs  uenoctHoctm OC M MmpuUKNagHoro
nporpaMmMHoro obecnevyeHms A0 3arpy3ku Ha 3arpy3o4yHOM AMCKE U

APYTrUX NOAK/OYEHHbIX AMCKaX.
e ponosiHUTEsNbHble HacTpolkn sapa OC;
e  HACTpOWMKa CETEBbIX CEPBMUCOB;
e OrpaHWYEHME KOIMYECTBa «BUAMMOM U3BHE» MH(OPMaLMN O CUCTEME;

o HaCTDOVIKa noACUCTEMbI MPOTOKOTMPOBaAHNA N ayauTa.

JonxeH 6bITb peannsoBaH cne,qyrou.mﬁ KoOMMNJ1eKC OopraHn3aunMoOHHO-TEXHUYECKUX MEP

3awunTbl oT HCA:

1) C uenblo UCKIYEHUSS BO3MOXHOCTM 3arpy3kn OC, OTIMYHON OT YCTAHOB/IEHHOWN
Ha HDD/SSD MN3BM, NM3BM un ycTpoicTBa 3arpy3ku AO/KHbI 6biTb onedaTaHbl. [JoaxkeH 6biTb

obecneyeH He06X0AMMBI KOHTPOJIb LENOCTHOCTU NneyaTen.
2) O6ecnedeHne dbumsmyeckon 6e3onacHOCTU cepBepa

Cneayet WCKAKUYUTbL BO3MOXHOCTb A0CTyrna HeaBTOPM30BAHHOMO nMepcoHasna K

KOHCOMN, CuUctemMe nuTtaHna wn  OONOJIHUTENIbHbLIM YCTpOVICTBaM, noAKNHOYEHHbIM K
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3aluMLLIAeMOMY CepBepy MNyTeM YCTaHOBKM 060pyAOBaHMA B CMeUMasbHO BblAENEHHOE WU

3anMpaeMoe noMelleHme (annapaTHyo UM CEPBEPHYIO KOMHATY).

[ocTyn nepcoHana B CEpPBEPHYH KOMHATy JO/KeH 6biTb perrnaMeHTUpoBaH
BHYTPEHHUM  pacrnopsiAkoOM  3KCMyaTupylowen  opraHuMsaumMm M JOSIHKHOCTHbIMM

NHCTPYKUMNSIMU.

Ona vcknw4yeHus cboeB KOMMbIOTEPA, BbI3BAHHbIX OTK/IIOYEHWEM 3/IEKTPONUTAHUSA,
Heob6xoaAnMo obecneunTb 3/1eKTponUTaHne cepBepa OT UCTOYHUKA 6ecrnepeboiHOro NUTaHus
IOCTaTOYHOM MOLWHOCTU. Kak MWHMMYM, MOLWIHOCTM 6aTapell UCTouHuKa 6ecnepeboitHoro
NMUTaHMS [IOJ/DKHO XBaTaTb Ha BpPEMS, [IOCTAaTOYHOE AJ1S KOPPEKTHOro aBTOMaTUYecKoro

3aBeplIeHns paboTbl cepBepa.

3) OpraHusauus npoueaypbl Pe3epBHOr0 KOMUPOBAHMUS U XPaHEHUS pPe3epBHbIX

KOMuM.

Mpn onpepeneHun pernaMeHTa pe3epBHOr0 KOMMPOBAHUS U XpPaHEHUS pe3epBHbIX
Konun crnepyet obecrneuynmTb OTBETCTBEHHOE XPaHEHWE pe3epBHbIX KOMWI B 3anupaeMbiX
cerdax (wkadax) M onpenenuTb Npoueaypy Bblgauu pe3epBHbIX KOMW OTBETCTBEHHOMY
nepcoHany W YHWUUYTOXEHUS Bblleawnx wn3 ynotpebneHus Hocutenen (0AHOKpATHO

3anncbiBaeMbiX AUCKOB U Mp.).

CraHpapTHbIMM MepaMu NO OpraHuM3aumu OTBETCTBEHHOro XpaHeHus HocuTenen

SABNSAKOTCSA:
e  MapKMpoOBKa HoCcUTenemn;

° CocCTtaBJieHNE ONUCKN XpaHUMbIX HOoCcuTenen ¢ YKa3aHUEM CepMVIHbIX (MHBEHTaprIX)
HOMEpPOB, AaT 3anncu HOCMTeﬂeVI, q)anmmeM COTpyAHUKa, co3aaBwero Konuw Ans

Kaxxaoro wkada (cenda);

e nepuoamyeckas CBepka onucu mn cogepxumoro cendon (wkados);

e OpraHusaumsi OTBETCTBEHHOr0 XpaHeHUs M BblAauun Kaoden oT celdos (wkados);
e  BO3MOXHOe oneyaTbiBaHue (onnombuposaHue) cendos (wkados).

YHUUTOXEHMEe BblWealnx u3 YI'IOTpe6J'IeHVIFI HOCUTENEN LOJIKHO npon3BoanNTbCA

KOMWUCCUEN C COCTaBNEHMEM aKTa 06 YHUUTOXEHUMN.

4) TMpwu wucnonb3oBaHum [MAKM «Kpuntollpo HSM» Ha [M2BM, noaKAl4YeHHbIX K
06LenoCTyNHbIM  CeTAM  CBSA3W, AO/MKHbl OblTb NpeanpuHATbl  AONOSHUTENbHbIE  MEpbl,
UCKloYauwme BO3MOXHOCTb HECAHKUMOHMPOBAHHOINO AO0CTyrna K CUCTEMHbIM pecypcam
MCNO/Ib3YEMbIX OMNepauMoOHHbIX CUCTEM, K MNporpamMmHoMy obecnedyeHunto, B OKPYXEHUn

KOTOporo yHKUMOHUpYT CK3U, n kK koMmnoHeHTaM CK3W co cTOpOHbI YKa3aHHbIX CETEN.

5) Mpaso pgoctyna Kk pabounMM MectaM C  ycTaHoBneHHbiM [10 TAKM
«Kpuntollpo HSM» npepocrasnseTcsa TOJIbKO JiMUaM, O3HAKOMJIEHHbIM C TMpaBwuiammu
NoAb30BaHUA W  U3YUMBLUMM  3KCMNyaTauMOHHYKD  AOKYMEHTauuio Ha nporpamMmHoe

obecneyeHune, nmerllee B cBoeM coctaBe «Kpuntollpo HSM»,
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6) Ha TexHumyeckmx cpeacTBax, oOcCHaweHHbix [MAKM Kpuntollpo HSM pgonxHo

MCNoJ1b30BaTbCA TOJIbKO JIMLLEH3MOHHOE NporpaMMHoeE obecneyeHune (bMpM-I'IpOVIBBOD,VITGJ'IGVI.

7) B BIOS onpegenstTcs YCTAaHOBKW, WCK/OYaKOWME BO3MOXHOCTb 3arpy3kmu
OMNepaumoHHON CUCTEMbl, OTJIMYHOM OT YycCTaHoBneHHo Ha HDD/SSD: otknwo4daercs
BO3MOXHOCTb 3arpy3ku c rmbkoro gmcka, npmeoga CD-ROM u npoyuve HecTaHAapTHbIE BUAbI
3arpy3km OC, Bkto4vas ceTeByl 3arpysky. He npumenstotrca MNM3BM ¢ BIOS, mnckno4atowmm

BO3MOXHOCTb OTKJ1tOUEeHUSA ceTeBol 3arpy3km OC.

8) Mo 3arpy3ku OC (ana KomnnekTtaumn 2 UcnonHeHusa 2, 3) nnm ao Havana paboThl
CK3WN (ana Komnnektaumm 2 WcnonHeHwe 1) ponxeH ObiTb peannsoBaH KOHTPOJSib

LeNoCTHOCTN hannoB, KpUTUYHbIX ans 3arpy3kn OC, n nporpammbl CPVERIFY.

9) MNpwm 3arpy3ke OC pgomkeH ObITb peanm3oBaH KOHTPOJb  LENOCTHOCTH
nporpammHoro obecneveHus, exogsawero B coctaB NMAKM «Kpuntolpo HSM», camoin OC un
BCeX wucnosiHaeMmbix dhannos, (GYHKUMOHMPYOWKMX coBMecTHO ¢ CK3M ¢ ucnonb3oBaHueM
nporpammbl CPVERIFY.

10) Cpeactsamum BIOS pgosixkHa 6biTb MCKOYEHA BO3MOXHOCTb paboThl Ha DBM, ecnn

BO BpeMs ero HayasibHOW 3arpy3Kku He NMpoXoasT BCTPOEeHHble TecTbl DBM (POST).

11) Ha M2BM ycraHaBnuBaeTca Tonbko ogHa OC. Ha M2BM He ycraHaBnmBatoTcs
cpeacts paspabotku u otnaaku MO. Ecnn cpeactsa oTnagku MNPUIOXKEHUIA HYXHbl ANs
TEeXHONoOrn4yeckux noTpebHoOCTEl oOpraHmMsauum, TO WX WCNOAb30BaHMe [OIKHO 6biTb
CaHKUMOHMPOBAHO aAMMHUCTpaTopoM 6e3onacHoctn. B  nwbom cnydyae 3anpewaertcs
MCNONb30BaTb 3TN CpeacTBa A1 NPOCMOTPa U pefakKTUpPoBaHMA KoAa M NaMaTU NPUNOXKEHUN,

ncrnonesyrowmx CK3N.

12) JomkHO 6bITb peanuM3oBaHO (uU3MYecKoe 3aTMpaHue COAEPXMMOro yaansembixX

dannos ¢ ncnonblosaHmem nporpammbl Wipefile ns cocrasa CK3U.
13) JommkHbl 6bITb OTKAOYEHbI BCE HEUCMNOJIb3YEMble CETEBble NPOTOKObI.

14) B cnyyae noakntoveHms NMIBM c yctaHoBneHHbIM CK3U k ob6wenoCcTynHbIM CETAM
nepegayn faHHbIX AO/MKHO BbITb OTK/IOMEHO Mcnonb3oBaHue JavaScript, VBScript, ActiveX un

APpyrunx nporpaMMHbIX 06beKTOB, 3arpy>aemmbiX U3 CeETU, B NpUKaaHbIX nporpaMmMmax.

15) JomkHbl 6bITb NPUHATBI MEpbl MO UCKIIOYEHUID HECAaHKLMOHMPOBaHHOINo A0CTyna
MOCTOPOHHUX /UL, B MNOMELEHUSA, B KOTOPbIX YCTaHOBNEHbl TexHuyeckune cpeacrtsa [MAKM
«Kpuntollpo HSM», no poay cBoel [AeATeNbHOCTU He SABASKWNUXCAS NepcoHasioM,

AonyLweHHbIM K pa60Te B YKa3aHHbIX MOMELLEHUNAX.

16) JommkHO 6bITh 3anpelweHo ocTaBnaTb 6e3 KOHTPOS BblUMCAUTESNbHbIE CPEeACTBa,
Ha KoTopbix 3kcnnyatupyetca [MAKM  «Kpuntollpo HSM» nocne BBoAa K/O4YeBOW
nHdpopMmauun. [lpu yxoae nosnb3oBaTensa C paboyero MecTa [AO/MKHO WCMOMb30BaTbCH

aBTOMaTn4eckoe BK/IloHEHNE napoanoﬁ 3aCTaBKMWU.
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17) N3 cocTtaBa cucTeMbl AO/MKHO 6bITb MUCKOUEHO 060pyAOBaHME, KOTOPOE MOXET
co3paBaTb yrpo3y 6e3onacHoctn OC. Takxe Heobxoammo w3beratb UCNO/b30BaHUSA
HeCcTaHAapTHbIX annapaTHbIX CPEeACTB, MMELLNX BO3MOXHOCTb BNUATb Ha

dyHKUMOHMpoBaHue M3BM munum OC.

18) M3BM, Ha koTopble yctaHaBameaeTca [MO CK3W, nomkHbl 6biTb AOMNYLWEHbI
YCTaHOBJ/IEHHbLIM MOPAAKOM Anst 06paboTkn MHGOpMaUUM OrpaHUYEHHOro A0CTyrna U MMeTb

COOTBETCTBYHOLWME MNpeanmcaHms Ha aKCnayaTaumio.

19) Ha Bce aupekTtopumn, copepxawime cuctemHole dannbl OC n katanorm CK3WU,
HeobxoAMMO YCTaHOBMTb MpaBa AO0CTyna, 3anpelawlme BCEM MMONb30BaTeNsM, KpoOMe

Bnapgenbua (Owner), 3anuce.

20) Ans orpaHu4YeHuss BO3MOXHOCTM BAMSIHUS annapaTHbIX KOMMoHeHToB CBT Ha
dyHKUMOHMpoBaHne CK3WM Heobxoammo npoBegeHue uccnepgosaHui MO BIOS CBT, Ha
KOTOpbIX ycTaHoBneHo CK3W, Ha cooTBeTCcTBME aencreyrowmnm TpebosaHmam ®CBb Poccum no
uccnenosanuio MO BIOS CBT.
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6. UCMOJIb3OBAHUE MHTEP®ENCHbLIX MOAYNEN HA
CEPBEPAX C OC UNIX/LINUX

6.1 YCTAHOBKA OANCTPUBYTUBA 10O

NO «Kpuntolpo HSM Client» nocraBnserca Ha CD-ROM coBMmectHO ¢ [MAKM
«Kpuntollpo HSM». T[lpeaycMoTpeHa nMocCTaBka 3TUX KOMMNOHEHT oTaenbHo o1 [1AKM
«KpunTtollpo HSM» B COOTBETCTBYOLWEN KOMMNeKTaumu cornacHo ®opmynsapy XTAW.00096-
02 30 01.

B OC cemeinictea Unix/Linux agns ycraHOBKW, yaaneHus wn obHosneHus T1O
npumeHstoTcsa nakerol (packages). lMakeTr - apxumB AncTpmbytuBa, cogepxawmin dannbl
yCTaHaBIMBAEMOro nMpWIOXeEHUS W @annbl, UCNOMb3YKLWMNECS WHCTANNATOPOM  Ans
KOH(pUrypupoBaHusa cpegbl. MakeTbl, NnpeacTaBseHHble B BUAe dannia c paclMpeHuem .rpm,
cogepxat B cebe HenocpeactBeHHO dalabl MO u uMHpopMauu AN KOHOUrypupoBaHUS
cpeabl. WHcTannsaumsa auctpmbyTvBa BbIMOMHSAETCS NyTeM 3anycka yTuauTbl rpm. [Ans
yCTaHOBKW/O6HOBMEHNS/yAaneHnss npuaoxeHun c nomowbio RPM Heobxoammo obnagatb

npueBunernamm root.

Ona wvaeHTndukaumm auctpubyTtuBa Kak naketa B HEM coaepxutca 4 danna,
onuceiBawowme apxus (contents, comment, desc n mtree_dirs). MHcTannauuns gnctpubyTtmea
BbIMOHAETCA NyTEM 3anycka yTwuauTbl rpm, obpalwiamwencsa K ANCTpuMbYyTUBHOMY apxumBy

A1 ero pacnakoBKWU M OCYyLLEeCTBAAOWEN BCe HEOO6X0AMMble HAaCTPOMKN B CUCTEME.

6.2 YCTAHOBKA WHTEP®ENCHbLIX MOAYMEA MO MNAKM
«KPUIMTOMPO HSM»

Mepen ycTaHOBKOWM Moaynem C ANCTpubyTuUBHOro amcka «XTAW.00096-02 99 02.
Kpuntolpo HSM. NHTepdeicHbie moaynu» Ha MN3BM c yctaHoBneHHon OC cemeictBa Linux

Heo6x0AMMO CMOHTMPOBAaTb AMCK KOMaHAO0M
mount /media/cdrom

BOWTW B KaTanor, COOTBETCTBYIOLINI ycTaHaBnuBaeMomy [10, knaccy 3aluuThbl

yctaHasnumsaemoro MO n ncnonb3yeMmon paspagHoctn (32 nnm 64 6uta)
cd /media/cdrom/<Client name>/<security level>/<x32|x86_64>
YyCTaHOBUTb MOAYNN:
rpm —ivh *.rpm
3aBepLNTb YCTAHOBKY:

cd/
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umount /media/cdrom

6.3 COCTAB N HABHAYEHME KOMMNOHEHT MO

B coctaB mogynein «Kpuntollpo HSM Client» BxogaT:

e cprocsp-compat-altlinux-1.0.0-1.noarch.rpm

e cprocsp-curl-[64-]4.0.0-4.{i486|x86_64}.rpm

e cprocsp-rdr-gui-[64-14.0.0-4.{i486|x86_64%}.rpm

e cprocsp-rdr-pcsc-[64-]14.0.0-4.{i486|x86_647}.rpm

o cprocsp-XXX-[64-14.0.0-4.{i486|x86_64}.rpm

e cprocsp-fenixm-client-[64-]4.0.0-4.{i486|x86_64}.rpm
e cprocsp-stunnel-[64-]4.0.0-4.{i486|x86_64}.rpm

e |sb-cprocsp-base-4.0.0-4.noarch.rpm

e |Isb-cprocsp-capilite-[64-]4.0.0-4.{ i486|x86_64}.rpm
e |sb-cprocsp-rdr-[64-]4.0.0-4.{ i486|x86_64%}.rpm

e Isb-cprocsp-rdr-sobol-[64-]4.0.0-4.{ i486|x86_64%}.rpm
o |sb-cprocsp-pkcs11-[64-14.0.0-4.{i486|x86_64}.rpm

MakeTt cprocsp-fenixm-client cogepxut moaynu:

libcspr - ©6ubnnoteka wHTepdenca Crypto-Pro CSP (Microsoft CSP),

nepeagpecytowas Bbi30Bbl K cepBucy Blanmogencrteusa c NMNAKM (kchansrv);
kchansrv - cepBuc (4eMOH), peanusywwWwmii KaHan <«K», TpaHCAUpyoLWmMi
BbI30Bbl CSP nHtepdeica k NMAKM;

libcspsrv - ©6ubnunoteka, obecneuymBarollas TPaAHCNOPT BbI3OBOB MexXAay

NPUIOXEHNAMM N cepBUCOM KaHana «K» (kchansrv).

Maket Isb-cprocsp-capilite conepxut moaynu:

cryptcp, csptestf, inittst - npunoxenuns komanHgHom cTpokm ansa paboTbl C
ceptudmkatamy, wWnUdpoBaHNUS W pacwndpoBaHUS AaHHbIX, CO34aHMS W
MpOBEPKM 31EKTPOHHOM noanucu (3M), XxewmnpoBaHUs AaHHbIX C NCNOJIb30BaHNEM

cepTUdmMKaTOB OTKPbITbIX KAKOYENR;

der2xer - npunoxeHme KoOMaHAHOM CTpokn koHBepTaumu ASN1 cTtpyktyp PKI B
XER ¢dopmaTt (XML) n obpaTtHo;

certmgr - npuUIOXeHWe KOMaHAHOW CTPOKM Ans paboTbl C XpaHUNMULLAMM

cepTudurKaTos;
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SV - TMpPUIOXEHME KOMaHAHOW CTpokM Ana OPMUPOBAHMS U MPOBEPKMU

3N1IEKTPOHHOMN noanucu daina;

libasnldata - 6ubnnorteka nogaepxkm ASN1 ctpyktyp PKI, cogepXxut dyHKUnm

npeo6pasoBaHnsl CTPYKTYP AAHHbIX B MAalWMHHO-HE3aBUCUMOE NpeacTaBieHne;

libcapilite, libcapi20 - 6ubnunotekn wunHTepdeinca CryptoAPI. WHTepdeiic

mMoayns capilite apnsetcs nogMHoXxecTBOM nHTepdenca CryptoAPI v. 2.0;
libcpext - 6ubnnorteka BcnoMmoraTenbHbiX QyHKUMI oas paboTbl C KO4YaMy;

libpkixcmp - 6ubnuoteka @YyHKUMA BbICOKOro ypoBHS ans pabotbl ¢ CMP
(Certificate Message Protocol) coobweHnssmMM, peanusaumm  KOMMOHEHT

YAOCTOBEPSIOLWNX LLEHTPOB;
libssp - 6ubnnoteka nogaepxku Security Support Provider Interface (SSPI);

libpkivalidator - 6ubnunoreka GyHKUMA LOMOMAHUTENBHON MPOBEPKU LIEMOYKMU

cepTndurKaToB, OCHOBAHHOM Ha MONNTMKAX MCNOAb30BaHUS cepTUdUKaATOB;

libenroll - 6mbnuoteka nopaepXKM reHepauum 3arnpocoB Ha cepTuduKkaThbl

OTKPbITbIX KHOUEN;

libtsp, libocsp,libtspcli - 6ubnnotekn nogaepxku d¢dopMaToB 3anpocoB K

cepBMcaM LWITaMMoOB BPEMEHM U OHJIaliH NPOBEPKUN CTAaTyCOB CepTUGUKATOB;

Liburlretrieve - 6ubnnoteka nogaep>xku goctyna Kk pecypcam no URL agpecam.

MNakeT Isb-cprocsp-rdr coaep>xunt Mmoaynu:

cpverify - yTunuta KOMaHAHOW CTPOKM ANs MPOBEPKKM LESOCTHOCTM MoAynen
CK3U;

cpconfig — yTunuta KOMaHAHOW CTPOKM ANns KOHdurypmuposaHus CK3U (pabota ¢

KOH(MUrypaunoHHbIM dansiom);

csptest - yTuaMTa KOMaHAHOW CTPOKM AN MNpoBepkn paboToCrnocobHOCTU

/TectnpoBaHus CK3WU;

wipefile - yTuwinta KOMaHAHOM CTpPOKUM ANs yaaneHus ¢annoB BMecTe C

COAEPXMMbIM MPU WTATHbLIX U HEWTAaTHbIX (CBOMMPOBAHUE) CUTyaUMUNaX;

libcapil0 - 6ubnmnorteka, peanusylowas OCHOBHble QYyHKUMM WHTepdelica
CryptoAPI;

librdrdsrf - 6ubnuorteka nogaepxkn CH OACAOP;

librdrfatl2 - 6ubnuoteka nNoagepXKU CUMTbIBaATENEN KJOYEBOM MHMOpMaumuy,
obecneunmBaeT noadepXxkKy Aoctyna K dnonnu auckosoay, auckete 3,57 nu

pa3aneny XeCcTtkoro ancka,
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librdrrdr - 6ubnmnoTeka nopaepXKuM cymuTbiBaTenen Knw4yeBor WHMOpMaumu,
obecneunBarowas YHUGUUMPOBAHHLIA WUHTepdEenc [AocTyna K  K/YEBbIM

HOCUTENAM BHE 3aBUCUMMOCTU OT UX TMNA;
librdrrndm - 6mnbnnoteka nogaepxkmn OCY;

librdrsup - 6ubnuoTeka AONONHUTENbHbIX GOYHKUMIA noaaepXku paboTbl C
obopynoBaHueMm, obecrneuymBaeT peanusaumio obWMX @YHKUMA gocTyna K

pa3nnyHbIM YCTpOVICTBaM XPaHEHNA KNKHYEBbIX HOocuTenen.

MakeTt Isb-cprocsp-rdr-sobol coaepxut moaynu:

librdrsbl - 6ubnunoteka nogaepxkm OCH «Cobonb-2».

MakeT cprocsp-rdr-pcsc COAep>XUT MOAYNN:

librdrpcsc - 6mnbnuoTeka NogAepXKuW CumTbiBaTeNEN Ko4eBOM MHpopMaunm -

YCTPOWCTB YTeHns cMapT-KapT n eToken, nogaepxuBarwwmx nHrepdpemnc PC/SC;

librdrric - 6Mbnunoteka noaaepXKn HOCUTENEN KIKYEBOW MHPOPMaUUN — CMapT
kapT OCKAP.

MakeT Isb-cprocsp-base conep>xxnt moaynu:

Cprocsp - MoAy/nb CTapTa/octaHoBa cepBucoB (AemMoHOB) 06paboTku

KpunTorpacunyeckmnx BbI3OBOB;
NoKanusnpoBaHHble BEpCUM MaHyana (man);

CLleHapMﬁ Cco34aHus BCeX KaTanoroeB, HeobxoauMbIX Ans YCTAQHOBKKU U

dyHKumnonmpoBaHus CK3U.

MakeT cprocsp-compat-altlinux cogep>xut moaynu:

Id-Isb - mogynb nogaepxku coemectumoctn OC ALT Linux c LCB

MakeT cprocsp-compat-altlinux cogepxut mogynu:

Id-Isb - moaynb nopgaepxku coemectumoctn OC ALT Linux ¢ LCB

MakeT cprocsp-curl coaep>xmt Moaynu:

libcpcurl - moaynb goctyna kK pecypcam no URL

MakeT cprocsp-rdr-gui cogepXxuTt Moaynu:

librdrrndmbio_gui - moaynb nogaepxkn BNO OCH (okHO)
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e libxcpui - Mmoaynb nogaep>xkn OKOH BBOAA pin KOAOB

MakeT cprocsp-XXX coaepXuT MoAylu W CEPBUCHbI, pPeanu3ylolMe OCHOBHbIE

KpunTorpadumyeckne QyHKUNM YKa3aHHOIro ypoBHS 3awmTtbl (XXX).

Maker Isb-cprocsp-pkcsll cogepXxut MOAynM NOAAEPXKM  MNPOrpaMMHOro
Kpuntorpadgunyeckoro nHtepderica PKCS#11.

MNakeT cprocsp-stunnel copepxut M™Moaynn, obecneuunsBarolmne TpaHCAAUMIO
kpuntorpacdpumuecknx B [MAKM «Kpuntollpo HSM» ¢ wucnonb3oBaHMeM npoTokona TLS

(nopaepxkka kaHana «K2»).
6.4 CTPYKTYPA KATAJ10IrOB KOMIMOHEHT CK3W

B 3aBuUCMMOCTM OT  OMEpauMoHHOM  CUCTEMblI  KOMMNOHeHTbl CK3U  (CO),

yYCTaHaBJ/INBaEMbIE Ha pa6o'-|el7| CTaHUMMN U cepBepe, MOryT pacnojiaratbCda B Pa3HbIX

MecTax.
HaumeHoBaHue LSB coBmectumas OC
KOMIMOHEHT
Paspensiembie /opt/cprocsp/lib/.../
6nbnnoTtekmn
UcnonHsaemble /opt/cprocsp/bin/.../
Moaynu
McnonHseMblie /opt/cprocsp/sbin/.../
cepBucbi(AeMOHbI)

KoHdurypauus /etc/opt/cprocsp/
Mpoune katanoru /var/opt/cprocsp///
O UBMEHSIEMOM
nHdopMaumm
NMpuMmevaHue: (Tpmn TOUKMW) O3Ha4arT HauMeHoBaHue noakaTasnora,

COOTBETCTBYOLWEro TOMYy U1 MHOMY TUNY npoueccopa.
6.5 CTPYKTYPA KOHOUIYPALIMOHHOIO ®AWIA CK3U

KoHdurypaumoHHbih  dann CK3WM B cpeae onepaumMoHHbIX CUCTEM CEMENCTBa
Unix/Linux saBnseTca aHanoroM BEeTBM peecTpa B onepaunoHHon cucteme Windows. B

3aBucumoctn ot OC mMecTopacrnosioXXeHne Wu UM KOHPUrypaumoHHOro arna MoxeT
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BapbupoBaTbcs. [Ana 64-pa3psagHbix Bepcun OC danna mMmeeTr mMma configb4.ini, ana 32-

pa3psaaHbix- config.ini.
B LSB coBMectumMbix OC MecTopacnonoxeHue gaina cneaywoulee:
/etc/opt/cprocsp/

CTpyKTypa KOHdUrypaumoHHoro garna npmeoantcsa B MNMpunoxexHun 1.

6.6 MEPbl 3AWNTbLI OT HCA MO C YCTAHOBJIEHHBIMA
CK3W 119 OC UNIX/LINUX

B uenom 3awumuieHHble Bepcum OC Linux no ymonyaHuio o6ecneuymBatoT AOCTaTOYHbIN
ypoBeHb 6€30MacHOCTM N5 BbIMOSIHEHUSA 06WWMX 3aaa4 cepBepa. Npu ncnonb3oBaHum NIBM
noa ynpasneHmem OC Unix/Linux Ans peleHus 3afay, CBA3aHHbIX C 3aluTol nHdopMaumm,
HEo6X0ANMMO NpPEeANnPUHATb [AOMONIHUTENbHbIE MEpbl OpPraHM3auMOHHON0 U TEXHUYECKOro

XapaKTtepa u BbIMOIHUTb AONOJIHUTENIbHbIE HaCTpOVIKM onepauMOHHon CUCTEMBDbI.

Ona OC Linux [ONOMHWUTENbHO AosXeH O6biTb peann3oBaH Creaylwmnin KoMmiaekc

OpraHM3aunoHHO-TEXHNYECKNX Mep 3awnTbl oT HCA:

1) B cucteme pernctpupyerca OAWH nMofb3oBatenb, obnagarowmin  npaBamu
aAMMHUCTpATOpa, Hocsawmik wuMsa  root, Ha KOTOporo Bo3naraetca 0683aHHOCTb
kKoHdurypuposaTtb OC, HacTpamBaTb 6e3onacHocTb OC, a Takxe KoHhurypuposaTb MN3BM, Ha

KOTOpYto ycTaHossieHa OC.

2) [Ona nonb3oBaTens root BbIGMPAETCS HAAEXHbIM Napofib BXOAa B CUCTEMY,
YOOBNETBOPSAOWMA CrieayowmMm TpeboBaHMsaM: ASIMHa Napons He MeHee 6 CUMBOJIOB, Cpeau
CMMBOJIOB Mapons A0/KHblI BCTpeYaTbCA 3arfaBHble CUMBOJIbI, MPOMNUCHbIE CUMBOJbI, UNDPbI
N crneuManbHble CMMBOJIbI, CPOK CMEHbI Mapofisd He pexe OAHOro pasa B Mecsl, AOCTYNn K

naposito A0J1IXKEH 6bITb 0becneyeH ToONbKO dAMUHNCTPATOpPY.

3) TMonb3oBaTento root A4OCTyNHbI HACTPOMKKM Bcex nonb3oBaTtenen OC, KoTopble OH
MOXEeT TrpocCMaTpuBaTb, pefakTUpoBaTb, YyAandATb, co34aBaTb. BceM nosb3oBaTenism,
3apernctpmpoBaHHbiM B OC, nosb3oBaTesb root B COOTBETCTBMM C NONTUKON 6e30nacHoCTH,
MPUHATOM B OpraHusaumun, 4aeT MMHMMaAbHO BO3MOXHble ANs HOpManbHoOM paboTbl Npasa.
Kaxabin nonb3oBatenb OC, He aBAAOWNIACA nonb3oBatenem root, MoxeT npocMaTpueaTtb U
peaakTMpoBaTtb TOJIbKO CBOM YCTAaHOBKWM B paMKaX nMNpaB A0CTyna, HA3HAYEHHbIX €My

nosib3oBaTesieM root.

4) Bcex nonb3osaTenen NMNSBM, KOTOpble HE MONb3YIOTCA AAHHOMW CUCTEMOW, U BCEX
CTaHAapTHbIX Mofib3oBaTtenemn, Kotopble co3patotcd B OC BO BpeMs yCTAaHOBKM (Takumx, Kak
«Sys», «uucp», «nuucp», u «listen»), kpome nonv3osaTtens root, cnegyet yaanuTb.

5) B OC cyuwecTBYlOT MWCMNOJHAEMblE aifbl, KOTOpble 3amnycKalwTca C npaBaMu

nonb3oBartens root. 3Tu dainbl MMEKT ycTaHoBNeHHbI dnar SUID. Monb3oBaTenb root
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[NIOJKEH OMpenennTb, KakMM M3 3TuMx (aliioB B paMKax OMpefesieHHOW B opraHusauuu
NnonuMTMKM 6e30MacHOCTM He TpebyeTcs 3amnyck C aAMUHUCTPATUBHbLIMK MOJIHOMOYUSMU, U C
nomoulbto cbpoca dnara SUID Ao/XeH CBECTM KOJMYECTBO TakmxX (alioB K MUHUMYMY.
3anyck ocTaBlnxcsa dainoB C yCTaHOBMEHHbIM dnaroMm SUID A0MXEH KOHTPOMMPOBATbCSH

nonb3oBaTtenem root.

6) CneayeT usberaTb nonagaHusa B CUCTEMY MpPOrpaMM, MO3BOMSOWMX, MOMb3YSCb

owmnbkamm OC, nony4yatb npusuiernm root.

7) [HomxkHo 6bITb oOrpaHmyeHo (C yyeToM Bbi6paHHOM B OpraHusauuMu MNOJUTUKN
6e30nacHOCTM) MCNoJIb30BaHMe MoNb30BaTeNsIMM KOMaHA cron M at - 3anycka KOMaH4 B

YKa3aHHOE BpEMA.

8) CpeacrtBamm BIOS pgomkHa ObiTb  UCKAKOYEHA BO3MOXHOCTb  OTKJ/IHOYEHUS
nonb3osatensimu ISA-yctponctB n PCI-ycTpoicTB. N5 NCKIIOYEHUS 3TON BO3MOXHOCTU BXOZ
B BIOS 25BM pomkeH ObiTb 3aluuieH naposieM, K KOTOPOMY MpeabsiBASIOTCA Te Xe
TpeboBaHMsA, YTO M K nMaposnto nonb3osaTtens root. Maponb ansa Bxoga B BIOS ponxeH 6biTb
M3BeCTeH TOSIbKO Mosib3oBaTesnto root v 6bITb OTAMYHBIM OT Napons Nosb3oBaTens root Ans

Bxoaa B OC.

9) B cBA3KW C TeM, 4TO aBapwuiiHbIA AaMn ONepaTUBHOM MaMATU MOXET coAepxXaTb
KpunTorpaduyeckn onacHyw MWHQopMauuilo, B MNPUKNAAHbIX Nporpammax, WMCNob3YyoLWmX
CK3WU, cneayer OTKAOUYUTb BO3MOXHOCTb €ro Co3gaHus C noMouwbk dyHKumn setrlimit ¢
napamMeTtpoMm RLIMIT_CORE=0.

10) B OC ucnonb3yeTtca BupTyanbHas NamaTb. O6nacTte BUPTyasnbHON NaMaTy AOJSIXKHA
6bITb OpraHmsoBaHa Ha otaenbHoM HDD. Mo okoHuyaHum pabotbl CK3U coaepxumoe
BMUPTYyanbHOW NaMsATW AO/MKHO 3aTtupaTtbCs C ucnonb3oBaHuem cpeacte OC. B cnyuae
aBapuiHoro ocrtaHosa [12BM, npu cnepyrouwen 3arpyske HeobxoaMmo B pexumme «single
user» o4ncTUTb obnacTb BUpTyanbHOW NamaTn nporpamMmon wipefile, Bxoasawen B coctas MO
CK3WN. B cnydyae Bbixoga u3 ctpos HDD, Ha KOTOpoM HaxoamTca obnacTb BUPTyanbHOMN
namatn, kpuntorpaduyeckme KAKUM noanexaTr BbiBoAy U3 Aencteusd, a HDD - He
nogsiexawmnMm pemMoHTy. I3ToT HDD yHUYTOXAETCA MO npaBuiiaM YHUUTOXEHUSA KJIHOYEBLIX

HocUTenen.
6.6.1 AOMOJIHATEJIbHbIE HACTPOMKWM OC LINUX

Hactpoiikn OC BbINOAHAKTCA NyTeM pegakTupoBaHus (yganeHusi, pobasrieHus)

pPasfIMYHbIX KOHDUIypaumMOHHbIX N KOMaHAHbIX (alinos.

Ona coxpaHeHuss BO3MOXHOCTU <«OTKaTUTb» BHECEHHble WU3MeHeHuUsa creayer
COXpPaHATb MO,CI,VId)VILI,MpyeMbIe (baVIﬂbI B «be3onacHoM» MecTe (Ha BHELWHEM HOCUTENIE UTN HA

He MOHTUpPYeMOl aBTOMaTu4eckn haliioBoOM CcuCTeMe).
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1) OrpaHnyeHne poctyna nonb3oBaTtenen wu HaCTpOVIKM nosib30BaTE/NbCKOIro

OKpYXeHuns
HacTpoiika Nonb30BaTENbCKOr0 OKPYXEHUS 3aK/TI0UaeTCa B CeAYOWMX AEACTBUAX:
a) B daiine /etc/login.defs cneayeT yCcTaHOBUTL cneaytowme AUPEKTUBDI:

PASS_MAX_DAYS=30 (napameTp 3a0aéT MaKcuMasnbHoe BpeM4

NCMosIb30BaHMs napons)

PASS_MIN_DAYS=30 (napaMeTp 3a4aéT MWHMMalbHOE KOJINYECTBO [AHEN

Mexay CMeHaMu napons)
PASS_MIN_LEN=6 (ycTaHaBAMBaEeT MMHUMAJIbHYO AJINHY NApPOs)

b) B daiine /etc/profile yctaHoBUTb 3HaueHnss umask=022 (napaMeTp 3a4aeT Macky

co3paHusa garina no yMos4yaHuio)

c) [Onsa nonb3oBaTens root yCTaHOBUTb Macky pexuma cosgaHua dannos 077 vnu
027:

umask 077 (umask 027);

d) OtpenaktupoBaTb dann /etc/shells 1 noMmecTuTb B HEFO MMEHa TOMbKO ANS TeX
nucrnonHsembix dannoe o0605104eK, KOTOPble YCTaHOB/IEHbI B cucteMme. [lo yMon4daHwuio,

coaepxunmoe danna /etc/shells moxeT 6bITb TAKUM:
/bin/csh
/bin/tcsh
/bin/sh
/bin/bash
e) Ypanutb dann (ecnm oH cywectsyeT) /.rhosts.
f)  Ymanutb cogepxxumoe daiina /etc/host.equiv.

g) OtpemaktnpoBatb dann  /etc/pam.conf c uenbo  3anpeTa rhosts-
ayTeHTUdMKauMn. BbINONHAETCS KOMMEHTMPOBAHMEM BCEX CTPOK, COoAepXXawmx MoACTPOKYy

"pam_rhosts_auth.so".

h) TpoBepuTb naeHTUdMKaATOPLI NOML30BATENSA U FPYNMbl ANS BCEX MONb30BaTenen,
nepeuncneHHolx B danne /Jetc/passwd. Cneayer ybeautbcsi, 4UTO He CylecTByeT
nosnb3oBaTesien, UMerLWnX naeHTudukaTop nonb3oBaTens 0 M unaeHTudukatop rpynnel 0

KpoMe, BO3MO>XHO, NMOJb30BaTeNs root.

i) Co3patb NnepeYYeEHb nporpamm, KOTOpble 3anyCKakTcA C npasamMmun

aAMUHNCTPATOpPa, N KOHTPOJZINpOBaTb €ro HEM3MEHHOCTb.

j) 3anpetuTb perucTpauuid B CUCTEME MOoNb30BaTesNell, WMEeLWnx cleayrolne

<<CJ'IY)Ke6HbIe MMEHa» .

Daemon, bin, sys adm, Ip, smtp, uucp, nuucp, listen, nobody, noaccess
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[elncTBme BbINONHAETCA NyTeM ykasaHua B danne /etc/passwd ctpoku '/bin/false’

B nosie shell-nporpamMmbl n ykasaHust cmumeosa 'x' B none napons.
2) OrpaHnyeHunsa Npm MOHTUPOBaHMU PaNOBbLIX CUCTEM

OrpaHu4yeHunss nNpu MOHTUPOBaHUKN dalNoBbIX CUCTEM peannsytoTcs peaakTUpoBaHUEM
daiina /etc/fstab:

YcTaHoBUTb OnumMio nosuid Nnpn MOHTMPOBaHUM GanioBON CUCTEMBI /var.

Mpn MHCTANISUMWU CUCTEMbI ChneayeT BblAeNUTb Ana ¢annosbix cuctem /, /usr,
/usr/local, /var pa3Hble pasgenbl AMCKa ANS NpefoTBpalleHus NepenoiHEHUS KPUTWUYHbIX
dannosbix cuctem (/, /var) 3a cyeT, HanpMMep, NOJSIb30BaTENIbCKMX AaHHbIX M obecneyeHus

BO3MOXHOCTM MOHTMPOBaHUS (ainsioBoi CUCTEMbI /UST B PEXMME KTOJSIbKO AN UTEHUS».
3) OrpaHnyeHnsa Ha 3anycK NpoLeccos

CnepyeTt oOrpaHuuuTb MCMOSb30BaHWE B CUCTEME MJIAHMPOBLUMKA 3ajay Ccron U
CpeacTB nakeTHon o06paboTku 3agaHun. Ons HOpManbHOro (yHKUMOHUMPOBAHUSA CUCTEMBbI
MUHUMaNbHO HEO6XOAMMbBIM SABSIETCA pa3pelleHne WCMOoNb30BaHMS MNAHWPOBLLMKA 3ajau
cron n CpeacTtB MakeTHoM o06paboTkm 3adaHuii TONbKO nofb3oBaTtento root. [Ans atoro

cnenyeT BbIMNONMHUTL crieaylowmne KkomaHabl (0T MUMEHW Ccyrneprnonb3oBaTens):
echo root > /etc/cron.allow
echo root > /etc/at.allow
4) HacTpolika ceTeBbIX CEPBMCOB
HacTpoiika ceTeBbiX CEPBMCOB 3aKJ/IlO4AETCS B ClieAYyHOLEM:

a) Cneayer orpaHuumtb (QYHKUMOHANbLHOCTb AEMOHA YMpaBJ/ieHUs CEeTeBbIMU
coegmHeHusMn xinetd. [lercTBue 3aknyaeTca B peaakTupoBaHum danna /etc/xinetd.conf u
dannos B katanore /etc/xinetd.d. Kak MMHMMYM, cneayeT 3anpeTuTb Cneayloume CEpPBUCHI:

Echo discard daytime chargen finger nfsd systat netstat tftp telnet

Ecnn He nnaHMpyeTcs uWCnosb30oBaTb HaCTpaMBaeMbi KOMMbIOTEP B KauyecTsBe
MaplwpyTusatopa, Heobxoammo B cTapToBble alibl NMOMeCTUTb KOMaHay /sbin/sysctl -w

net.ipv4.ip_forward = 0

CnepgyeT 3anpeTuTb MPUEM K3 BHELIHEN CeTu <«LWwmpokoBelwlaTenbHbix» (broadcast)
NakeToB, a TaKXe nepefady OTBETOB Ha MPUHSITbIE LWNPOKOBELWATENbHbIE» MaKeThI.

b) 3anpetutb cynepnonb3oBaTento goctyn no ftp, ana storo pobaBuTb «root» B
dann /etc/ftpusers

C) 3anyctuTb npoueaypy perucrpauumm  3anycka npoueccoB  (accounting)

BbIMO/THEHNEM KOMaHAbl /sbin/accton

d) Ecnu nnaHupyeTtcss mucnonb3oBaTb Ha HacTpaumBaeMoM cepBepe cepsuc FTP, To
cnenyet co3patbh (oTpeaakTupoBaTtb) dann /etc/ftpusers co cnmMckom nonb3oBaTtenen, ans

KOTOPbIX 3anpeLweH 4OCTyMn K cepBepy No npoTtokony FTP. ®aiin nmeet TEKCTOBbIM popMaT um
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AOJKeH coAaepXaTb No OAHOMY MMEHW MNofib30BaTens B CTpoke. B cnucke «3anpeleHHbIX»
I'IOJ'Ib30BaTeJ'Iel7I, Kak  MWHUMYM, AOOJIXHbI 6bITb nepevyncneHobl cnegywwme MMEHa

nosb3oBaTesnen:

adm

bin
daemon
listen

Ip
nobody

noaccess

Onsa orpaHuyeHnsa p[octyrna K CUCTEMHbIM cbaﬁnaM Ana  HenpuBunernpoBaHHbIX

HOﬂb3OBaTeﬂeVI, M3 KOMaHAaHOWM CTPOKU CcneayeT BbIMONTHUTL cneayroumne KoMaHAabl:

chown root /etc/mail/aliases
chmod 644 /etc/mail/aliases
chmod 444 /etc/default/login
chmod 750 /etc/security
chmod 000 /usr/bin/at
chmod 500 /usr/bin/rdist
chmod 400 /usr/sbin/snoop
chmod 400 /usr/sbin/sync
chmod 400 /usr/bin/uudecode
chmod 400 /usr/bin/uuencode
Takxe cnegyeT o6bHynuTb dnar SGID ans HEKOTOPbIX UCMONHAEMbIX (alinoB:
chmod g-s /bin/mail
chmod g-s /usr/bin/write
chmod g-s /bin/netstat
chmod g-s /usr/sbin/nfsstat
chmod g-s /usr/bin/ipcs
chmod g-s /sbin/arp
chmod g-s /bin/dmesg
chmod g-s /sbin/swapon
chmod g-s /usr/bin/wall
5) OrpaHunyeHmne KonnyecTBa «BUAMMON N3BHE» MHDOPMALMN O CUCTEME
O6bIYHO, HayanbHY MHMOPMALMIO O CUCTEME MOTEHLMNAMNbHBIN HapyLLUTENb NOyYaeT

M3 CUCTEMHbIX MpuUrnalleHuin, BblAaBaeMblx CeTeBbIMU cnyxb6amu cepsBepa (telnet-cepsep,

ftp-cepBep n np.).

Mo3TOMY, K MepaM Mo OrpaHUYeHUI0 KOJIMYecTBa «BUOAMMON UN3BHE>» MHCbOpMaLI,VIM (0]

CUCTEME OTHOCATCA:
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e (OTKas OT CTaHAapTHOrO «3arofoBKa», BbIBOAMMOro cepsepoM ftp npu oTeeTe
nonb3oBaTtento. [ocTturaetca ykasaHuem B danne /etc/default/ftpd

cneaywwmnx AMpeKTUB:
BANNER=""

e PepaktnpoBaHue ¢annoB /etc/issue, /etc/ftp-banner n /etc/motd c uenbto

pa3bsCHEHWUs MONb30BaTeNaM npasua M NONTUKN AOCTYNa K cepeepy ftp.
6) HacTtponka noacmcrtemMmbl NPOTOKOJIMPOBAHNSA M ayguTa

CnenyeT yoOCTOBEPUTBLCSA, YTO TOJSIBKO MOJSib30BaTeNb root MMeeT AOCTYMn Ha 3anucb

ans cnepyowmx gannos:

/var/log/authlog
/var/log/syslog
/var/log/messages
/var/log/sulog
/var/log/utmp
/var/log/utmpx
Ecnn Ha HacTpavBaeMoOM cepBepe ucnonb3yeTtcs web-cepsep, To cneayet ybeamtbcs,

UTO TONbKO «Bnageneu» npouecca httpd nmeer goctyn Ha 3anuck K NpoTtokonam httpd

OrpaHnunte (Cc y4yeToM BblibpaHHOM B OpraHusauum nonamTuku 6e3onacHoCcTn)
NCNoNb30BaHME MNOMb30BaTENSIMM KOMaHg Su M sudo — npenocTtaBfeHMs MOJb30BaTeNto

AAMUHUCTPATUBHDbIX MOJI HOMOUYNI

CnenyeT NpoTOKOAMPOBATbL MOMbITKM MCMNOSIb30BaHUA NporpamMm su 1 sudo. Ans 3TOro,

B daiin /etc/syslog.conf cnegyet no6aBuTb 3anmncCh:
auth.notice /var/log/authlog
nnu
auth.notice /var/log/authlog, @loghost

BTopas cTpoka aHanormyHa nepBOi, HO yKasblBAeT, YTO MPOTOKON AOMOSHUTENIbHO

nepenaetcs Ha cepeep cb6opa NPOTOKO/IOB.

Cnepyet obecneunTtb NPOTOKO/INpOBaHNE HeEYCNneEWwHbIX MOMNbITOK pernctpaunn B

CuUCTeMe B JIOKaJIbHOM npoTokose. [nd aToro, cneayeT BbINOMHUTL Cleayloune KoMaHabl:

touch /var/adm/loginlog
chown root /var/adm/loginlog
chgrp root /var/adm/loginlog
chmod 644 /var/adm/loginlog
[Ona nNpoOTOKONMMPOBAHUS CeTEBbIX COEAMHEHWI, KOHTPOJMpPYyeMbIX AEMOHOM Xinetd
(BkNtovas paTty/BpeMs coeamHeHus, IP-aapec knveHTa, YCTaHOBUBLUErO COEAMHEHUE U UMS
cepBuca, obcnyxusatwlwero coeauHeHume), B dann /etc/syslog.conf cnegyer pobasutb

3anmcb: daemon.notice /var/log/syslog
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7. NCNOJIb30BAHWNE MHTEPOEMCHbIX MOAYNEN HA
CEPBEPAX C OC CEMEMCTBA WINDOWS

7.1 YCTAHOBKA OANCTPUBYTUBA T10

Ons B3anMoaencTemsa NpUIOXKEHUI nosib3oBaTenel/cepBepoB NpuioXxeHun Ha N3BM
c OC cemerictea Windows c NMAKM ucnonb3yetca kaHan «K2». [ns ero peanusaumu Ha
cepBep Heobxoaummo yctaHoBuTb [10 «Kpuntolpo HSM Client», Bxoasiwee B cCOCTaB

AcTpmbyTmuBHOro gamcka nocrasku MAKM «Kpuntollpo HSM».,

MopsaoK YCTaHOBKM W HACTPOMKWM [AAHHOrO nporpaMMHOro obecrnedyeHmss MOXHO
npounTtatb B AOKyMeHTe <«XTAWN.00096-02 93 01. Kpuntollpo HSM. PykoBoactso

nonb3oBaTensa>».
7.2 YCTAHABJ/IMBAEMbIE KPUNTOMPOBANIEPHI

B npouecce ycraHoBkuM guctpmbytmBa B Peectpe OC Windows permcrpupytotcs

creayoumne Kpuntonposanaepsbl:
e Crypto-Pro HSM CSP (tun 75)
e Crypto-Pro HSM Svc CSP (tun 75)

e Crypto-Pro HSM RSA CSP (tun 1)
e Crypto-Pro HSM RSA Svc CSP (tun 1)

e Crypto-Pro GOST R 34.10-2001 HSM CSP (tun 75)

e Crypto-Pro GOST R 34.10-2012 HSM CSP (1tun 80)

e Crypto-Pro GOST R 34.10-2012 Strong HSM CSP (tun 81)

e Crypto-Pro GOST R 34.10-2001 HSM Svc CSP (tun 75)

e Crypto-Pro GOST R 34.10-2012 HSM Svc CSP (tun 80)

e Crypto-Pro GOST R 34.10-2012 Strong HSM Svc CSP (tun 81)
Kpuntonposangep Crypto-Pro GOST R 34.10-2001 HSM CSP (CMHOHMM WMEHU

Crypto-Pro HSM CSP) ocHoBHOM KpunTonpoBanaep 75-ro Tuna, KOTOPbIN A[OSXKEH
NCMOsb30BaTbCs BHELWHUMU NpUNoXeHusamu. OH peanusyert:
—  BbIMONHEHME @YHKUMA CO34aHUS WM MPOBEPKM 3NEKTPOHHOM noanucn (30M)
cornacHo [OCT P 34.10-2001, BO3MOXHOCTb  BbIYMCAEHUS  X3W-DYHKLUN
cornacHo NOCT P 34.11-94;

—  BO3MOXHOCTb WMMpPOBaHNA U MMUTO3aWwmTbl cornacHo TOCT 28147-89.
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NS reHepauum n XpaHeHUsa KtoYen NCnonb3yeTcs BHYTPEHHUN cumnTbiBaTenb MAKM ¢
mMeHeM «HSMDB». Ero otnuumtenbHON OCOBEHHOCTbIO SABNSETCA TO, YTO BCE 3aKpbIThle

Kntouun/knoum 3NN wndpytoTca Ha kaodax wudposaHmsa MAKM.

Kpuntonposaigepbl Crypto-Pro GOST R 34.10-2012 HSM CSP un Crypto-Pro
GOST R 34.10-2012 Strong HSM CSP 80 1 81 TMna coOTBETCTBEHHO peasim3yoT:

—  BbIMONHEHME GOYHKLUMA CO34aHUS W MPOBEPKU 3AEKTpOHHOM noanucu (3M)
cornacHo OCT P 34.10-2012 (FOCT 34.10-2018), BbluncneHume xaw-gpyHKLUN
cornacHo NOCT P 34.11-2012 (I'OCT 34.11-2018);

—  BO3MOXHOCTb WN(POBAHUSA N MMUTO3aWwmMTbl cornacHo NTOCT 28147-89.

0na reHepaumun n XpaHeHus Kito4ven NCNoab3yeTcsl BHYTPEHHMI cunTbiBaTenb MNMAKM ¢
nMeHeM «HSMDB». Ero otnmumtenbHOM OCOBEHHOCTbIO SIBASIETCA TO, 4YTO BCE 3aKpbiThie

Kntouun/knoum 3NN wndpytoTca Ha kadax wudposaHmsa MAKM.

KpuntonpoBanaepbl, BKO4YawLWmMe nekcemMy <«Svc» B WMEHM, OTIn4arwTCa OoT
KpunTonpoBanaepos 6e3 eé Hannumsa TeM, YTO NO3BONSIET BbIBOAUTb 3arpocbl Ha BBOA MWH-
KOAOB A5 K/toYen nosb3oBaTenen He Ha «pabounn cton» paboyen cTaHUMKM Nosb3oBaTens,
a Ha LCD naHenb NMAKM. Kpome 3TOro oHM NO3BOMISAIOT OpraHn3oBaTb 06MeH Mexay cepBepoM
n MNAKM no 6onee npousBoauTenbHoMy HewndpoBaHHOMY KaHany, MOpu  YyC0BUMK
OCYLLEeCTB/IEHNS  OAHO3Ha4YHOMW ABYCTOPOHHEN ayTeHTudukaumm  «cepsep<->IMAKM»,
HaxoxaeHun cepsepa u NMAKM B 04AHOM KOHTPOSIMPYEMOWN 30HE U YCI0OBUKU, YTO UCMONb3YyeTCs
cneumanbHbin cepTudmrKaT KaK4Ya A0CTyna, BKAYaowmii pacwmperme (extended key usage
- EKU) «1.2.643.2.2.34.22».

Takne KpunTornpoBanaepbl NCNOb3YEeTCSs B OCHOBHOM B CEPBEPHbIX KOH(Urypaumnsx
cepBepaMu NpuioxeHun, pabotaowmMmm B GOHOBOM pEXMME U HE MMEKLWMMU KOHCONN AN
BbiBOAA coobweHun wn/mnm 3anpoca nuH-kogoB. OHM peanu3oBaHbl B BuAe OTAENbHOMO

cepsuca OC Windows, 3anyckaemoro npwu 3arpy3ske OC.

CuntbiBaTenb «HSMDB» - 3710 BHyTpeHHsasa namaTtb (flash anck) MAKM, koTopas
3awmwaetca  kntodamm  wudposaHma [MAKM, T.e. Bce kNouM, chHOpPMUpPOBaHHbIE Ha
cuntbiBaTene «HSMDB», aBTomMaTMyeckn wWndpyoTcs. A Tak Kak kaouum wndposaHmsa NMAKM
3aWMeHbl Ha pasjesieHHOM rno cxeme 3 m3 5-Tn knde aktusaumm MNMAKM, To Bce Kouu,
co3faHHble Ha cuuTbiBaTene «HSMDB», HeBO3MOXHO OTKpbITb 6e3 aktuBauum [NMAKM

(akTMBauuM pasgeneHHoro «kaw4ya aktuBaunm NMAKM»).

B NMAKM «Kpuntollpo HSM» ycTtaHasnmeatoTca Kpuntonposagepsl Crypto-Pro HSM
RSA CSP (tvn 1) n Crypto-Pro HSM RSA Svc CSP (tun 1), KoTopble peanusytoT

anIrOpUTMbl 3NEKTPOHHOM noanucn RSA:
— TreHepauuio K/t0YeBbIX Nap C pa3MepoM OTKPbITOro Kjtoda o 16K;

— dopmMumpoBaHue n nposepky 3 (RSA);
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— BbluncneHue Hash dyHkuum c mcnonb3oBaHnem anroputmoB SHA1, SHA256,
SHA384, MD5;

— TreHepauuto cMMMeTpuyHbIX Kntoden DES, 3DES, 3DES_112;
— wudpoBaHue/pacindpoBaHme Mo ykadaHHbIM afroputMam.

CoOTBETCTBEHHO HEO6X0ANMbIE KPUMTOMpOBainAepbl AOKHbI 6biTb 3aperncTpUpoBaHbI

Ha MN3BM, ucnonb3yowmx Kpuntorpadpmnyeckne cepBuchl.

O6bI4YHOMY MO/SIb30BAaTENIO HEe C/elyeT UCMOb30BaTb KpUnTonpoBanaepbl «"... Svc ...
n

». CucteMa BCE paBHO He MO3BOANT eMy paboTaTb C AaHHbIMKM MpoOBalgepaMu, eciv B

CepTVICbMKaTe Kfto4va goctyna K NAKM HeT coOTBETCTBYHOLLEro pacllnpeHus.

AQMUHUCTpaToOpaM cepBepos Npu ucnonb3dosaHun NMAKM «Kpuntollpo HSM» ¢ Taknmu
cepBucamm kak Microsoft CA, «Kpuntolpo YL», Microsoft IIS n gpyrummn, peanmsoBaHHbIMK
B Buge cnyx6 OC Windows, HeobxooMMO WCMosb30BaTb KpUMTOMpOBaKAepbl «..SvC ..».
KnueHTckas 4dacTb Takmx nposaihgepoB (Ha MawwuHe knmeHTa MAKM «Kpuntollpo HSM»)
peanunsoBaHa B Buae cnyx6bbl OC Windows, koTopas 3anyckaeTca B MOMeHT 3arpy3kun OC un
MoxeT o6cnyxuBaTb KpunTorpaduyeckne 3anpocbl Apyrux cnayxb, naxe ecnm HUKTO U3

nonb3oBaTesnen He OTKpbIn Windows ceccuto (I'IpOCTbIM A3bIKOM — «HE BaJ'IOFMHMJ'ICH»).

KnneHTckasa 4actb 06bluHbIX nMpoBanaepos (6e3 nekcembl SVC B UMEHU) peanm3oBaHa
B BuAe OO6bIYHOr0 MNOSb30BATE/IbCKOr0 MPUAOXKEHUS, KOTOPOE rpy3uTCsa B MOMEHT BXOAa
(«noroHa») nonb3oBaTensd, u oTobpaxaeTca B BWAE WMKOHKM B CUCTEMHOM Tpee. Takum
obpasoM, ecnn Ha M3BM c¢ yctaHoBneHHbIM MO «Kpuntollpo HSM Client» HeT akTuBHOW
Windows ceccum (HW OAHOro <«3a5IOTMHEHHOro» MoJfib30BaTtenia), TO HWUKTO He CMOXeT

ob6cnyxnTb KpunTorpadumyeckmne 3anpocol, obpaleHHble K 06bl4HbIM KpUNTONpOBanaepam.

AAMUHUCTpPATOpaM  CepBepoB, HAobopoT, peKkoMeHAYeTCs  YCTaHOBUTb  ANs
nposangepos Tunos 75, 80, 81 no-yMoON4YaHMIO COOTBETCTBYKOLUME MMEHA CEePBUCHbIX
nposangepoB (BKYawLWMe nekcemy «Svc» B MMEHMU), T.K. HEKOTOpble Bbi30Bbl CEpPBUCHI

Windows nenaoT, UCnosb3ys NpoBanaepbl «MN0 YMOTYaHUIO»,

Kpome 3TOro, obpaweHus Kk kKpuntonpoBangepam, pabotatowmm c MAKM yepes
cepBuC, MOryT O6biTb cAenaHbl TONbKO MoOJjb30BaTeNssMM C Y4YeTHbIMM uMeHamun SYSTEM
(LocalSystem), NetworkService, nonb3oBaTensiMn, BXOASAWMMM B TIPynny JiOKanabHbIX
aAMUHUCTPATOPOB KOMMbOTEepa wAuM B rpynny <«lpuBunernpoBaHHble MNosb30BaTENU
Kpuntolpo HSM». F'pynny «[lMpuBmnnernpoBaHHbiX nonb3oBaTtenen Kpuntolpo HSM» MoxHO
co3pgatb Bpy4Hyto UM pobaBuTb Tyaa, HanpuMep, YYeTHble WMeHa, no4 KOTOpbIMU
WMCNONHSAIOTCS CepBUCHbIE NpUNoXeHusa (Hanpumep, nyn npunoxenuin .NET noa ynpaBneHmem
Microsoft IIS). 2Tn e npaBuna AEUCTBYIOT Npu obpaleHuu nosb3oBaTenen K nobbiM
kpuntonpoBangepam MAKM 4epe3 CUCTEMHbIN Tpen, MpU MUCMONb30BaHMKU CreumanbHOro
¢dnara B Bbi3oBax uHTepderica CryptoAPI - CRYPT_MACHINE_KEYSET.
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Mpouecc ycraHoBkn auctpubytuea IO «Kpuntollpo HSM Client» He wu3MeHsieT
3HayeHue nposangepa no ymon4yaHuiwo 1 Tuna. O6biuHO, B OC Windows um gBnseTtcs
kpunTonpoBangep «Microsoft Strong Cryptographic Provider».

B uenax obecneyeHnss BO3MOXHOCTM CO34aHUS BbICOKONPOU3BOAUTENBbHBIX CUCTEM
NOBbILWEHHOW HaAeXHOCTWU, co3daHusa nynoB u3 MNAKM, ropsyero pesepsumpoBaHUa CpeacTs
CK3 B TMAKM <«Kpuntollpo HSM» 3aperncrpypoBaHO AOMOJIHUTENIBHO MO 8 WMeH

KpuntonposangepoB 1-ro n 75-ro tuna:

Crypto-Pro HSM RSA CSP 01

Crypto-Pro HSM RSA CSP 08

“n

Crypto-Pro HSM CSP 01

Crypto-Pro HSM CSP 08,
KoTopble sBnstoTca aybnepamMm mMmeH, cootBeTcTBeHHO Crypto-Pro HSM RSA CSP u
Crypto-Pro HSM CSP.

Mo 4 nmeHn kpuntonposangepos ansa 80,81,16 n 24 Tmnos. [aHHble UMEHa MMEKT

BUA:
Ons 80 Tuna:

- Crypto-Pro GOST 34.10-2012 HSM CSP 01

- Crypto-Pro GOST 34.10-2012 HSM CSP 02

- Crypto-Pro GOST 34.10-2012 HSM CSP 03

oo™ ™ W

- Crypto-Pro GOST 34.10-2012 HSM CSP 04

Ons 81 tTuna:

- Crypto-Pro GOST 34.10-2012 Strong HSM CSP 01

- Crypto-Pro GOST 34.10-2012 Strong HSM CSP 02

- Crypto-Pro GOST 34.10-2012 Strong HSM CSP 03

o o™ ™ W

- Crypto-Pro GOST 34.10-2012 Strong HSM CSP 04

Ona 16 tnna:

- Crypto-Pro ECDSA and AES HSM CSP 01
- Crypto-Pro ECDSA and AES HSM CSP 02
- Crypto-Pro ECDSA and AES HSM CSP 03
- Crypto-Pro ECDSA and AES HSM CSP 04

ansa 24 tuna:

- Crypto-Pro Enhanced RSA and AES HSM CSP 01

- Crypto-Pro Enhanced RSA and AES HSM CSP 02
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- Crypto-Pro Enhanced RSA and AES HSM CSP 03
- Crypto-Pro Enhanced RSA and AES HSM CSP 04
MpunnoXeHnsa MOryT MCMosib30oBaTb 3TU MMEHa ANSA A0CTyrna K pasfndHbiM MMAKM u3

nyna NMNAKM, pa3MelleHHbIX B KOPNOPaTUBHOW CETHU.

Mpy HEO6XOAMMOCTN 3TN KPUNTONPOBaAepbl HA YCTPOMCTBAxX AOCTyNa AOXKHbI 6biTb

3aperncTpmMpoBaHbl BPY4HYIO.

7.3 AOOMNOJIHUTENbHbIE HACTPOWKMN NMAPAMETPOB
KPUMTOMNPOBAWAEPA

Ona 6onee TOHKOM HaACTpomkm paboTbl C KpuUMTOMpoOBanAepamMm CyLWECTBYET psag
napaMeTpoB, KOTOPble HesNb3sl U3MEHUTb, WUCMNOMb3ysa LUTAaTHbIE OKOHHble CPeACTBa MNaHenu

ynpas/sieHns KpunTonpoBanaepom:

-  «RPCTimeout» — TammayT oxugaHmsa otBeta oT [IAKM Ha Bbi30B
KpunTorpaduyeckon gyHkUnm.

- «WithoutEnc» — oTknunTb pexum wudpoBaHna B kaHane K2 ansa ysennyeHus
Mpoun3BOAUNTENILHOCTU CcepBepa.

- «SENDTimeout» — TaiMayT oXXunagaHus odyepean Ha OTrnpaBKy 3anpocos K HSM.

-  «Pool_max_connection» — MakcuManbHoe KOJIMYECTBO  OAHOBPEMEHHbIX

coegnHeHun c¢ HSM, ycraHaBnmBaemoe KaxabiM 3k3emnnsspom Kpuntollpo HSM Client

(hsmtray, cepsucom cpcsphclim).

- «Init_pool_size» — HayanbHoe KOAMYECTBO OAHOBPEMEHHbIX cCoeguHeHUn c HSM,
yCTaHaB/MBaeMoe Cpa3y npu 3anycke cepsBuca cpcsphcim wanm npm  yCTaHOBAEHUM

nogknto4deHns kK HSM yepes hsmtray.

- «Connection_pool_max_retry» — Konn4yectBo nonbITOK Halntm cBobogHoe
coeamHeHne c HSM B obuwem nyne coegMHeHnin ans o6paboTKmM NOCTynMBLIEro 3arnpoca.

- «DisableDeleteContainer» — 3anpeT nonb30BaTeNsiM Ha yAajeHue KIYeBbIX
KOHTenHepoB B HSM uepe3 ocHacTky <Kpuntollpo HSM>.

- «DisablelnstallCertificate» — 3anpeT nonb3oBaTeNsM Ha YCTaHOBKY cepTMdMKaTOB B
KJIlO4EeBOM KOHTelHep Yepe3 ocHacTky <Kpuntollpo HSM>.

- «DisableViewCertificate» — 3anpeTr nonb3oBaTenssM Ha WU3B/IEYEHME W MPOCMOTP
cepTndUKaTOB N3 KIKOYEBOr0 KOHTEMHepa yepes ocHacTtky <Kpuntollpo HSM>.

- «DisableChangePassword» — 3anpeT nonb3oBaTensiM Ha WM3MeHeHWe Maposis Ha

K0OYeBOl KOHTelHep B HSM yepe3 ocHacTky <Kpuntollpo HSM>.

[JaHHble napaMeTpbl NO-yMONYaHUIO He nNponucbiBaloTca B Peectpe Windows n umetot

cnegywuwme sHadyeHuna:
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«RPCTimeout» ans obbi4HbIX (HE CEPBMCHbBIX) KPpUNTOMPOBanAepoB paBeH 15 cekyHa.
NS cepBUCHbIX KPpUMTOMPOBAMKAEPOB ... SVC ...» OH paBeH 60 cekyHA. YBeNMUYEHHbI TanMayT
ONs cepBepHOro nposakgepa 06bscHAeTCs TeM, 4YTO pin-KoAbl Ha KOHTEMHEepPbl Ki4en,
xpaHswmxca B MAKM pans gaHHoro kpuntonposaihgepa 3anpawmsatoTcs ¢ LCD naHenwu
MNAKM. 3To MoxeT 6biTb AOBONLHO AnuTenbHasa npoueaypa, 0oCO6eHHO ecnn AONONHUTENbHO
3anpawunBaeTca NoATBepXAeHue BBoAa pin-koga. Pin-koabl e Ans KOHTEMHEpPOB KIOUeln,
cchopMmnpoBaHHbIX ans nposangepa «Crypto-Pro HSM CSP», 3anpawwBatoTcss Ha pabouem
CToNe nofb3oBaTens W AaHHag npoueaypa He BXOAUT B WHTepBan OXuaaHus OTBeTa OT
MAKM.

Mpn oyeHb BbICOKOW  3arpy3ke [IAKM  kpuntorpaduyeckmmu  3anpocamu
nonb3oBaTenen W CepBepPOB MNPUIOXKEHUI Bpema OTkAuka [MAKM MOXeT CywecTBeHHO
BO3pacTaTb, OCOBEHHO ecnuM WUCMNOoNb3yeTcs MOSHOE XYPHannpoBaHWe KpunTorpaduyeckux

3anpocoB (cobbITuin noagnucu, wundposaHus, pacwmdpoBaHuns...) B XXypHane ayauTta MNAKM.

Ona yBenuyeHMs 3HadyeHUs AaHHOrO MapaMeTpa HeobxoAMMO BPYYHYt [06aBUTHL

knto4 «RPCTimeout» 1 ero HoBoe 3HavyeHne Tuna «DWORD» B peectp Windows B BETKY:
HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\HSM\

MapameTtp «WithoutEnc» no ymonuaHuio paseH 0 (Hynw), T.e. UCNOJSIb3yeTCA KaHan
«K2». [aHHbIW napameTp MoxeT 6biTb M3MeHeH Ha 3HadeHune (DWORD) «1» TOnbkKO npwu
WCNOAb30BaHUM cneuuanbHOro ceptudukata knw4va goctyna k [MAKM, Bkawvatowero
pacwnpeHve <«AAMWHUCTpATOpP cepBepa» W WUCNONAb3yeTcs O06bl4HO KpuUATOMNPOBaNAEpPOM
«Kpuntollpo HSM Svc CSP». CooTBeTCTBYHLlAs HaCcTponka AoJ/iKHA ObiTb nMpoun3BeneHa wm
BHYTpu MAKM «Kpuntollpo HSM» (cM. onuumio «Enable K2s» B n. «[1pocMOTp U MU3MEHeHue
napameTtpoB NAKM» pokyMmeHTa «XXTHAWN.00096-02 90 01. Kpuntollpo HSM. UHCTpyKuusa no
NMCNoNb30BaHMIO»), No3Bonsaowas paboTty (3anyckatwowas cnywaTtenb Ha cneumanbHbiii NnopT
1503) no HewwudpoBaHHOMY KaHany. MNpu 3ToM TLS ayTeHTUdMKauMa NpoxoanT OObIYHBLIM

obpaszom.

ONna n3aMeHeHus 3Ha4YeHUsa AaHHOro napameTpa — OTK/AIYEeHUS WndpoBaHUS B KaHane
K2 - HeobxoauMo BpyuHyto Aobasutb ko4 «WithoutEnc» n ero HoBoe 3HaueHue («1») Tuna

«DWORD» B peectp Windows B BeTKy:
HKLM\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\HSM\
Ons 64 6MTHBIX Bepcuin OC cooTBeTCTBYOWAs BeTKA HaXoaAnTCs:
HKLM\SOFTWARE\WOW6432Node\Crypto Pro\Cryptography\CurrentVersion\HSM\

Ons oTknoueHnsa wngposaHus B kKaHane K2 (K2s), Heo6xoanMo BbINOAHUTL crefytowimne

WHCTPYKLUMN:

—  Cepsep n MAKM po/mKHbl HAXOAUTBLCS B OAHOW KOHTPOSIMPYEMON 30HE;
— [Ona paboTbl No HewndpoBaHHOMY KaHany AOMXEH WUCMOSb30BaTbCA OTAE/bHbIN

ceteBor nHTepderc NMAKM.
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NO «Kpuntolpo HSM Client» gaBnseTca MHOronoTo4YHbIM  MNpUOXeHuneMm. [Ong
obecrneyeHuns 6onblle NPON3BOAMTENBHOCTM MOXHO CO34aTb Cpa3y nyn coeanHeHun c NMAKM
«Kpuntollpo HSM». 2TK rotoBble coeaANMHEHUS MOryT 6biTb MCMOSb30BaHbl MPUIOXKEHUSMMU
nonb3oBaTensi, cepBepaMu nNpuIoXeHun ans pocrtyna Kk HSM opHoBpeMeHHO U 6e3

ONNTENBbHOIO Npouecca Ha4yasibHOM YCTAHOBKMU coeAMHEHUN.

Mo ymonuaHu wucnonbdyercas nya u3 20-TM  BO3MOXHbIX COEAUMHEHUN C
npeaBapuTenbHOM yCTaHOBKOM 1-ro coegnHeHuns. MNocnepyowme coegnHerHns (19 wr.) 6yayr
yCTaHaBAMBaTbC NO Mepe HeobxogmmocTn. Ecnm kakoe-nnbo npunoxeHme/noTok nopact
3anpoc K MAKM, HO nNpu 3TOM BCe OTKPbITble COeAMHEHUSA 3aHATbl 06paboTkol 3anpocoB OT
apyrmux npunoxenuii/notokos, To [O <«Kpuntollpo HSM Client» ycTtaHOBUT HOBOe
coeanHeHne, ecnu obulee KONMYECTBO He MpeBblllaeT 3af4aHHOro0  MaKCMMasbHOro
konmndectBa (Pool_max_connection). Ecnm e MCNonb3ylTCS BCe BO3MOXHble COeAMHEHUS,
10 MO «Kpuntolpo HSM Client» 6yaeT nbiTaTbCad HeCKONbKO pa3 (no ymondaHuto 40)
nony4dunTb ocBoboxaawleecs coegnHeHns M3 nyna. Koamyecrtso NonbITOK MOXHO UM3MEHWUTb,

YyCTaHOBMB COOTBETCTBYOLLEE 3HAUeHNe nepeMeHHoi Connection_pool_max_retry.

MakcMManbHO BO3MOXHOE KOSIM4YeCcTBO COoeguHEHUN B nyne MOXHO WM3MEHWUTb, YCTaHOBWUB

COOTBETCTBYHOLLLEE 3HaYEeHMe nepeMeHHoW Pool_max_connection.

HauyanbHOe KOMMYECTBO yCTaHaBNMBAEMbIX coeauHeHui ¢ MAKM npu 3anycke cnyx6bl Uau
npu noaknyeHnn hsmtray MOXHO WM3MEHUTb, YCTAHOBMB COOTBETCTBYIOLLEE 3HAyeHue
nepemeHHoi Init_pool_size, cooTBeTCTBEHHO OHO A.6. MeHblue M60 paBHO 3HAYEHMUIO

Pool_max_connection.

3HauyeHue napameTpa «SENDTimeout» - (TanmayT oXuaaHus ovyepean Ha OTMpaBKy

3anpocoB K HSM) no ymonuaHuio cocrtasnsieT 15 cek.

MapameTpsbl "DisableDeleteContainer”, "DisablelnstallCertificate",
«DisableViewCertificate», «DisableChangePassword» no yMOA4aHWIO UMEKT 3HavyeHusa «0»
(FALSE), T.e. paHHble onepauun paspelleHbl Nosb30BaTeNto. YCTaHOBKA UX B 3HadyeHune «1»
npuBeAET K 3anpeTy COOTBETCTBYIOLWEN onepauuu.

YKa3aHHbI€ Bbile NapaMeTpbl MOryT 6biTb NepeonpeaeneHbl rpynnoBoi NoANTUKON!

Ons  penakTUpoBaHUst  FPYAMOBOM  MOJIMTUKM  UCMNONb3YETCS  CreuuasnbHbIi

aAMUHUCTPATUBHbIN WabMOoH.
Ons poctyna K yKasaHHOW NONUTUKE UCNOJb3yNTe KOMaHAY

gpedit /32
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3HayeHns MepeMeHHbIX rpynnoBOM MOMUTUKU XpaHATCS B BeTKe peectpa Windows
Software\[WOW6432Node\]Policies\Crypto-Pro\HSM n umeloT npeumywectso (ecnu
yCTaHOBJIEHbI) Nepesn TeMU, KoTopble xpaHaTcsa B BeTke SOFTWARE\[WOW6432Node\]Crypto
Pro\Cryptography\CurrentVersion\HSM.

7.4 KOHOUIYPALNA C HECKOJ1IbKMMA MAKM
«KPUMTOIMPO HSM»

B nocrtaBnsemoinn Bepcun MO «Kpuntolpo HSM Client» uMeeTcs BO3MOXHOCTb
oAHoBpeMeHHOW paboTbl Nosab3oBaTenss C ogHoM paboyen CTaHUMKM Cpa3y C HECKOSIbKMMMU
ak3emnnapamm MAKM «Kpuntolpo HSM». [daHHble MAKM MoryT 6biTb Kak KaoHamMum apyr
Apyra, HanpuMmep, B Uensx MOBbIWEHWS NpOU3BOAUTENBHOCTM cucTeM, nmMbo B uensax
0TKa30yCTOMYMBOCTM, TaK M pas3/IMdHbIMK Mo Habopam kn4yeBolr MHPOpMaUMM M BapMaHTam

MCNoJib30BaHUA.

B KOHEYHOM uTore, C TOYKM 3peHus nporpaMMHoro nHtepdernca MS CryptoAPI, Bbi6op
npunoxeHms ansa pabotel ¢ TeM mam uHbiM NMAKM cBoautcs K BblbOpy COOTBETCTBYHOLLErO
uMeHn Kkpuntonposangepa. pu Hanuumum TOonbko opHoro MAKM «Kpuntollpo HSM» B

cuctemMe  BCA JedATeNbHOCTb MO HacTpolke W akcnayataumm  MAKM un MO
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«KpunTollpo HSM Client» HM4eM He OoTAMYaeTCcs OT TOoro, 4to 6b110 B NpeablAyLLNX BEPCUAX.

CyuwecTtByowmn rpadpudecknn uHTepdeinc nonb3oatens (GUI) no HacTpolike
napametpoB MO  «Kpuntolpo HSM Client» MPONMCbIBAET  3HauyeHus rnapamMeTpoB
noagkntodeHus K NMAKM B Peectpe Windows B BeTke:

HKLM\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\HSM

(HKLM\SOFTWARE\Wow6432Node\Crypto Pro\Cryptography\CurrentVersion\HSM - B
64-6uTHbiX Bepcuax OC;

HKLM\SOFTWARE\Policy\Crypto Pro\Cryptography\CurrentVersion\HSM - To Xxe, HO
HacTpauBaeMoe, KaK rpynnosas noanTuka;

HKLM\SOFTWARE\Wow6432Node\Policy\Crypto

Pro\Cryptography\CurrentVersion\HSM - TO e, HO HacCcTpaumBaeMoOe, KakK rpynnosas

nosiIMTUKa B cuctemax Ha 64-6utHon OC.

B nanbHeWweM Ans ynpoweHuss B [OKYMeHTe 6yAeT yKasblBaTbCA TOMbKO OAMH

BapMaHT KOPHSA AaHHOW BETKMU.

MponucbiBalOTCA cneayowme napameTpb:

"Channel" - cTtpoka, cogepxawas IP agpec nnn dns ums MNMAKM;

"Reader" - cTpoka C uMMeHeM wucnosb3lyemoro cuutbiBaTens PC/SC ana noucka
KOHTeMHepa C knto4oM goctyna K NMAKM, nmbo nonHoe MMSA KOHTelHepa AAaHHOro Kakw4a B
Peectpe Windows.

AoMmnHucTpaTtop cepsepa/paboyein cTaHUMM MOXET nponucaTtb TaM ewé [ABa
napamMeTpa:

- "RPCTimeout"=dword - 3HauyeHue TalMayTa 4O nosy4yeHuss oteBeTa oT [AKM, B

cekyHaax;

—  "WithoutEnc"=dword - 3HauyeHme 0 wnu 1, ykasbiBawowee Ha BO3MOXHOCTb

OTKNOYeHMs wudpoBaHmsa B KaHane K2.

Echvu B cucrtemMe npucyTcTByeT Tonbko oauH [MAKM, To 3TOoM BeTku Peectpa
AOCTaTOYHO ANs HopManbHoOro dyHkumoHnposaHusa cepsucos MO «Kpuntollpo HSM Client».

Ecnn B KOHMUrypauum cuctembl MpUCYTCTBYEeT Heckonbko [MAKM, To napameTpbl,
yKa3aHHble B BeTKe PeecTtpa HKEY_LOCAL_MACHINE\SOFTWARE\Crypto
Pro\Cryptography\CurrentVersion\HSM, ucnonb3yTCd KakK MapaMeTpbl MO YyMOJYaHUIo,
Hacneayemble Bcemn NMAKM.

Ona  ykasaHus nporpammHoMy obecnedeHnto «Kpuntollpo HSM Client», u4to B
cucteme wmcnosnblyetcss Heckonbko [MAKM (6onee opgHoro), Heobxogmmo nponucatb UX
naeHTndmKaTopbl B BUAE KAloven BeTkM PeecTpa:

HKLM\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\HSM\HSMIDs

Hanpumep,
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HKLM\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\HSM\HSMIDs\HSM1
HKLM\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\HSM\HSMIDs\HSM2
HKLM\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\HSM\HSMIDs\HSM3

N pna Kaxaoro MOXHO yKa3aTb TOYHO TakKue e MapaMeTpbl, Kak «napaMmeTpbl Mo
YMOJTYAHUIO», HO C OT/IMYAIOLWMMUCS, @, BO3MOXHO, M TaKUMM Xe 3HaYeHUaMn (BK/toYas 1 ip

aapec U UMs cYMTbIBaATENsI/KOHTENHepa Ktoya goctyna K NMAKM).

Ncnonb3oBaHWe HECKONbKUX OMMUCAaHMN C OAHMMKM N TEMU Xe napaMeTpamMmn MOXET
YBENNYNTb MNPOU3IBOAUTENBHOCTb CEpBEpa (pacnapannenMTb o6pau.|,eHV|;| HECKOJIbKNX

npoLeccoB K ogHOMY K ToMy xe MAKM).

Ha kaxpgbiin NMAKM MoxeT 6biTb 3anyweHoO OT O4HOro A0 HecKonbkux cepsucoB 0O
«Kpuntollpo HSM Client», a Takxe cuncremHoix Tpees. NMpu nogkntoveHnn Kk NMAKM yepes GUI
CUCTEMHOrO Tpes nofb3oBatento byaeT BblAaBaTbCsd MeHIO M3 Habopa wmaeHTUdMKaTopoB
MAKM (kntoyen BETKMU HKLM\SOFTWARE\CryptoPro\Cryptography\CurrentVersion
\HSM\HSMIDs) ans Bbibopa, k kKakoMmy [MAKM ocywecTBnTb MNOAKIKOYEHME [AHHOMO

3K3eMMspa Tpes:

Default H5M
H5M_PERS1
H5M_PERS2
H5M_SERV1
H5M_SERV2

Takum obpa3om, ecnm y nosib3oBaTtesid HET HEOBX0ANMMOCTN B 0O4HOBpeEMEHHOK paboTe
C Heckonbkumm MAKM, TO MoXeT ObITb 3anyLWweH TOSIbKO OAMH 3K3eMMNASAp CUCTEMHOrO Tpes.
Monb3oBaTenb MOXeET 3aBepwnTb paboty ¢ oaHuUM MAKM, NoTOM NOAKAKUUTBLCS K ApPYyromy,

BbibpaB M3 MeH naeHTUMdOMKATOPOB COOTBETCTBYOWMNI MAKM.

[NaBHbIM yCnoOBMEM 3anycka HEeCKOJSIbKUX CEepBUCOB U CUCTeMHbIX TpeeB [10
«KpunTtollpo HSM Client» ogHOBpeMEHHO $BASETCA TO, YTO OHW LOJDKHbI MCNOSb30BaTb
pa3Hble uMeHa «cnywartenen» - RPC (Remote Procedure Call) Touek nogkntouveHnin (RPC
Endpoint).

Onsa ykazaHus nmeHun «RPC TOYKW NOAKAKOYEHUSA» UCMNONb3YeTCs:

- Onar «-e» C nocneaywwMM WMEHeM B KOMaHAHOMW CTpoKe 3anycka Tpes
(Hanpumep, hsmtray —e "My endpoint 1 %d” );
— Mapametp «CP Service Name» B kJjouye peectpa windows, onucbiBaloWweM
3anyckKaeMmbin cepBuc.
WHcTtannauma MO «Kpuntolpo HSM Client» nponucbiBaeT oauMH cepBuc cpcsphclm
anga pabotbl ¢ NMAKM B doHoBbIX pexummax (6e3 obsasaTenbHoro Hannumsa Logon ceccum

nonb3oBaTens) - BETKU

HKLM\SYSTEM\CurrentControlSet\services\cpcsphclm
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HKEY_LOCAL_MACHINE\SOFTWARE\\Microsoft\Windows NT\CurrentVersion\Svchost
(cM. pokyMmeHTaumto no svchost)

W 3anycK O4HOro CUCTEMHOrO Tpesi Npu BXoAe Nosb30BaTesns B CUCTEMY — BeTKa:
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

MNpy 3TOM NapaMeTpbl, yKasbiBawline MMeHa RPC Touyek NOAKMHOUYEHUS, HUrAE He
nponucebiBatoTcsa. [0 yMOMUYaHMUIO MCMNOMb3YIOTCA cneaylline uMmeHa (NpownTbl B KoAe

nporpammbl)

"CryptoPro HSM Client Service LM" - ans cepsBuca;
"CryptoPro HSM Client Service %d" - ansa Tpes.

Ecnn B WMMeHM TOYKM noaKIw4YeHus nocneaHme 2 cumBona %d, To OHM bByayT
3aMeHeHbl Npu cTapte Tpes/cepBuca HomepoM LOGON ceccum nonb3oBaTtens (unm 0 — ans

cepBuca).

[na 3anycka eweé oAHOro 3K3eMnnspa Tpes HeobxoAMMO B KOMaHAHOW CTpOKe ero

3anycCKa yKa3aTb YHUKAJZIbHOE 3HA4YE€HNA OMNMUNUN «-€>.

YTo6bl 3aNyCcTUTb eLlwé oaMH 3K3eMMnsap cepeuca Heobxoanmo AobaBnTb ero onucaHue
B cuctemy (CcM. gokyMeHTauumo Ha svchost.exe), a Takxe B ero onucaHum B Peectpe
nobasntb cTpokoBbIvi mapameTp «CP Service Name» v ykasaTb TaM YHWKaJIbHOE 3HauyeHue
mMeHn RPC Toukm noaknwyeHus. [Onsg ykasaHus, K Kakomy 3sk3emnnspy MAKM gaHHbIn
3K3eMMAap cepBuca AO/MKEH MNoAKyaTbCca Heobxoammo TaMm xe p[obaBuTb CTPOKOBbLIN
napameTp «HSMID» n yka3aTb 3HadeHue mageHtndukartopa NAKM, Hanpumep, «HSM3» (6e3
KaBblyek), T.e. O0AHO W3 Tex WMEeH, KOTOpble MNponucbiBanMCcb B  BeTKe
HKLM\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\HSM\HSMIDs

Mpn 3anycke CUCTEMHOro Tpesl B KOMaHAHOW CTPOKe TakXe MOXHO yKa3aTb - C KaKuMm
MMeHHO HSMID pgaHHbIn Tpen gosmxeH pabotaTtb. 9 3TOr0 MCNOMb3yeTCs napaMeTp «-m» C
nocneaywwmm 3HadeHnem ngeHtudpmkatopa NAKM, Hanpumep, «-m HSM3». B aToM cnydae
AaHHbIN Tpein He 6yaeT BuAeTb Apyrux naeHtudunkaTopos MNMAKM, nponucaHHbIX B peecTpe,
n, daktnyeckn, bypetr «3akpenaeH» 3a KoOHKpeTHbIM [MAKM. 3To no3sonsetr 3anyckaTb
HEeCKOJ/IbKO CUCTEMHbIX TPEEB Mpu aBTo3arpyske C 3apaHee onpeieseHHoONn aAMUHUCTPATOPOM
KOHbUrypaumen.

Bubnnotekn KpMNTONpOBanaepos KpunTollpo ans noAaKIoYEeHNS K
KpunTorpadmMyeckmm cepBucaM UCNOAb3YOT 3HadyeHne napameTrpa «CP Service Name», kak
mMeHn <«RPC Toukum noakntodeHms». [aHHbIM napaMeTp nponucbiBaeTcss B  Kikue,
onucblBarLeM KOHKpeTHoe nMs KpunTonpoBanaepa (cm.

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\<unms kpuntonpoBangepa>).

Takum obpasoMm, ecin HeobxoAMMO WMCMOMb30BaTb HECKOSbKO KpunTorpaduyeckmx
CEPBUCOB, KaxXAbl U3 KOTOpbIX npocnywunsaetr RPC ¢ ncrnonb3oBaHMEM YHUKaNbHbIX UMEH

«RPC Touyek nogknw4yeHun», HeobxoaMMo 3apernctpunposatb AOMONTHUTENIbHbIE WMEHAa
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KpVII'ITOI'IpOBaﬁ,D,epOB, Y KOTOPbIX MPOMNUCaTb 3HAYEHUA 3TUX TOYEK NOAK/TIOUYEHNA.

Mpu 3TOM, ecnu npunoxeHuto Heobxoanmo obpaTuTbca K onpeaeneHHomy MAKM, oHo
OOMKHO 0bpatutbCa K onpedesieHHOMY CepBUCY/TpPeEd MO  COrflaCoOBaHHOM  «TOYKe
noakntdeHnsa», a  QakKTnyecku ucrnosb3oBaTb AN 3TOr0  rMpaBWIbHOE — UMA
Kpuntonposangepa.

T.k. BHyTpu [AKM «Kpuntollpo HSM» Habop 3aperncrpMpoBaHHbIX MWMEH
KpMNTONpOBangepoB CTPOro onpeaefnieH 3apaHee B MOMEHT €ro M3roTOB/EHUS N HE MOXeT
6bITb pacwmnpeH B npouecce akcnayaTaumm, MO cepsucos/Tpesa «Kpuntollpo HSM Client» B
TakKux cnydasix NblTaeTca caenatb 3aMeHy MMEeHW KpuntornpoBangepa, TpaHcnmpysa B MAKM

y>XXe npaBu/bHOEe UMSA. [JenaeT 3To OHO C/eayoLWM 06pa3oM:

B vMeHn kpunTonpoBanaepa, nepefaHHOM MPUNOXEHMEM CepBUCY/Tpeto, WUeTcs
noactpoka «Proxy» m ecnm HaxoauTCsl, TO MPOCTO «XBOCT» MMEHU C 3TOWM TOUKM OTCEeKaeTcs.
Hanpumep, B MAKM «Kpuntollpo HSM» n B OC Windows eCTb 3apernmctpupoBaHHbIl
nposaigep ¢ nmeHem «Crypto-Pro HSM CSP». [nsa Toro, 4tobbl Mcnonb3oBaTb elle OAMH
CepBMUC C AOMNOSTHUTENIbHOM TOUYKOM MOAKJIHOYEHMS MOXHO 3aperncTpupoBaTb AOMOJHUTENbHOE
uMs KpunTtonposanaepa c mMmeHeMm «Crypto-Pro HSM CSPProxy HSM1», «Crypto-Pro HSM
CSPProxy HSM2» n 1.n. B NMAKM cepsuc 6yaet nepenaBaTtb CTpoKy «Crypto-Pro HSM CSP».,

Kpome 3toro B NMAKM «Kpuntollpo HSM» ana uenen cosgaHusa knactepos u3 MNMAKM
nobaBneHo no 8 AONOMHUTENbHbIX UMEH KpunTonposanaepos ana 1-ro u 75-ro tunos, no 4
AononHuTenbHbiX nmeHn ana 80, 81, 16 v 24 TMNOB KpunTonpoBanaeposB. [aHHble MMeHa

UMelT BuAa:
ana 75 n 1 tnna:

- Crypto-Pro HSM CSP NN

- Crypto-Pro HSM RSA CSP NN
Fone NN - Homepa oT 1 fo 8 c nnanpyowmm Hynem (T.e. B Buge «01»... «08»).
Ons 80 Tuna:

- Crypto-Pro GOST 34.10-2012 HSM CSP 01

- Crypto-Pro GOST 34.10-2012 HSM CSP 02

- Crypto-Pro GOST 34.10-2012 HSM CSP 03

oo™ ™ W

- Crypto-Pro GOST 34.10-2012 HSM CSP 04

Ons 81 tTuna:

- Crypto-Pro GOST 34.10-2012 Strong HSM CSP 01

- Crypto-Pro GOST 34.10-2012 Strong HSM CSP 02

- Crypto-Pro GOST 34.10-2012 Strong HSM CSP 03

o oW ™

- Crypto-Pro GOST 34.10-2012 Strong HSM CSP 04

Ons 16 tuna:
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- Crypto-Pro ECDSA and AES HSM CSP 01
- Crypto-Pro ECDSA and AES HSM CSP 02
- Crypto-Pro ECDSA and AES HSM CSP 03

- Crypto-Pro ECDSA and AES HSM CSP 04
Ona 24 tnna:

- Crypto-Pro Enhanced RSA and AES HSM CSP 01
- Crypto-Pro Enhanced RSA and AES HSM CSP 02
- Crypto-Pro Enhanced RSA and AES HSM CSP 03

- Crypto-Pro Enhanced RSA and AES HSM CSP 04

Taknm o06pasoM, ecnm KONMMYEeCTBO CUHXpoHU3Mpyembix [MAKM He npeBbiwaer
yKa3aHHOro 4ucia KpunTonpoBaMAepOB HYXHOro Tumna, TO MOXHO (Aa)e peKoMeHOyeTcs)
MCMNO/1b30BaTb YKasaHHble Bbille WMMeHa, 3aperncrpupoBaHHble BHYTpu MAKM «KpunTtollpo
HSM». EcnmM KONMYyecTtBo CUHXpoHU3MpyeMmbix [MAKM 6onee BoCcbMM unm 4etbipex (B
3aBMCMMOCTM OT TuMa), B [AOMOJSIHEHME MOXHO WCMOAb30BaTb MPOM3BOJIbHbIE MMEHA,

NnoJlyYeHHble U3 3aperncTpmupoBaHHbIX UMeH C Ao6aBneHnemMm cyddukcoB «Proxy...».

Mpun ncnonb3oBaHnn UMeH ¢ cyddukcom “Proxy ..” He peKOMeHAyeTCsa MCNOoJb30BaTb
B nporpammax Bbi3oBbl CryptGetProvParam (.., PP_NAME,..), ¢ nocneaywwmm
MCNONb30BaHMEM BO3BpALLAEMOro AaHHbIM METOAOM MMEHW KpunTonpoBanaepa B TOW e
nporpamme. Bo3Bpawaemoe Takum obpaszoMm wuMmsa 6O6yaeT oTAMYaTbCs OT HayvaabHOro,
MCNONb3YEMOro MpU OTKPbITUM KOHTEKCTa, B HeM yxe 6yaeT OTCyTCTBOBaTb CydduKc
«Proxy...». CneaylwWwuin BbI3OB OTKPbITUS KOHTEKCTa C HOBbIM WMEHeM MoxXeT O6bITb

nepeHanpasJ/ieH coBceM B apyroi MAKM.
Huxe npnBoANTCA BMU3yasbHOE NOSICHEHME BCEr0 BbIlIECKa3aHHOro.

OnuncaHue 3apernctpmposaHHoro cnucka NAKM «Kpuntollpo HSM»:

-
#if Peaaxtop peectpa . e - ‘E‘@ﬂ
Qaiin Mpaeka Bwa sBpannoe Cnpaska
b i ATl Technologies || Wma Tun 3Ha4eHKne
i AVngedmTECHNOLOGIES,Inc. -‘_"](I'Io}rmonanmoJ REG_SZ (3HaYEHWE HE NPUCBOEHD)
' ET‘"”E“OL’JE“S ab| Channel REG_SZ 102.168.23.5
& - ab| Reader REG_SZ SCARD

b , Clients

PR Crypto Pro

o - App Paths

- Cryptography

4. | CurrentVersion
b - AppPath
T debug —
a- | HSM
{4 HSMIDs

-1 HSM_PERSL

. HSM_PERS2

| HSM_SERVL

t | HSM_SERV2

» - 4y KeyCarriers ¥
1| i 3 1| 1 3

1

| Komnerotep\HKEY_LOCAL_MACHINE\SOFTWARE\WowG432Node\Crypto Prot\Cryptography\CurrentVersion\HSM\HSMIDs\HSM_PERSL
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OnncaHne AOMOSHUTENbHbLIX UMEH KpMNTONpoBanaepos - No ogHoOM nape 75-ro n 1-ro
™mna ana kaxgoro MAKM, 3apermnctpupoBaHHoro B kntode HSMIDs (310 yaobHo penatb
nyTeM 3KCNopTa ONUCaHWIi CyLeCTBYWLWMX Kpuntonposanaepos, Hanpumep, «Crypto-Pro
HSM CSP» n «Crypto-Pro HSM RSA CSP» B cdannbl “.reg”, nameHeHnem B 3Tux ¢aiaax mMmeH
KpuntonpoBanaepoB M napaMeTpoB C uMeHeM «CP Service Name» (3HauyeHue RPC Touku

NOAKOUYEHNS), N 3anNyCKOM 3TMX 0B6HOBAEHHbIX (annoB 13 obonoukmn Windows Explorer):

PR T
®aiin  [Mpaeka Bug WsBpannoe Cnpaska
----- ., Command Processor | Vima i InaueHne
i Connect to a Network Projector E_?J(I'Io YMOMHAHWHD) REG_SZ (3Ha4EHME HE NPUCBOEHD)
4 Cryptegraphy 26]CP Module Entry Point ~ REG_SZ DilStartServer
& 'g:lt;f"m”me"t || 28)CP Module Name REG_SZ cpesprdl
_____ | CatalogDB ab| CP Service Name REG_SZ CryptoPro HSM Client Service %d
_____ | CatDBTempFiles £|| | 2b|CP Service UUID REG_SZ ff723aa3-d3ef-44h9-ael c-6fad64a0f52a
_____ | CertificateTemplateCache B f_'ﬂlmage Path REG_SZ C\Program Files\Crypto Pro\H5M\cpesp.dll
a- | Defaults f;'_tﬂSigInFile REG_DWORD 0:00000001 (1)
a- | Provider f;'é]Type REG_DWORD 00000004k (75)
----- . Crypto-Pro GOST R 34.10-2001 Cryptographic 5
----- J Crypto-Pre GOST R 34.10-2001 H5M Local CSP
----- . Crypto-Pre GOST R 34.10-2001 KC1 CSP
----- . Crypto-Pro HSM CSP
----- . Crypto-Pro HSM CSPProxy HSM_PERSL
----- | Crypto-Pro HSM CSPProxy HSM_PERS2
----- . Crypto-Pro HSM CSPProxy HSM_SERVL
----- | Crypto-Pro HSM CSPProxy HSM_SERV2
----- . Crypto-Pro HSM RSA CSP
----- . Crypto-Pro HSM RSA CSPProxy HSM_PERSL
----- . Crypto-Pro HSM RSA CSPProxy HSM_PERS2
----- . Crypto-Pro HSM RSA CSPProxy HSM_SERV1L
----- . Crypto-Pro HSM RSA CSPProxy HSM_SERVZ
----- . Microsoft Base Cryptographic Provider v1.0
----- . Microsoft Base D55 and Diffie-Hellman Cryptoc
----- . Microsoft Base DSS Cryptographic Provider
----- . Microsoft Base Smart Card Crypto Provider
----- | Microsoft DH SChannel Cryptographic Provider
----- | Microsoft Enhanced Cryptographic Provider v,
----- . Microsoft Enhanced D55 and Diffie-Hellman Cr.
----- . Microsoft Enhanced RSA and AES Cryptographi
----- | Microsoft RSA SChannel Cryptographic Provide
----- . Microsoft Strong Cryptographic Provider
w1 Provider Types -
4| [ | + 4| 1 | +

KomnetotephHKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography'\Defaults\Provider\Crypto-Pro H5M CSP

Mpwn aTOM 3HayeHne napameTpoB «CP Service Name» gnsa kaxaon napbel FTOCT n RSA
KpunTonpoBanaepoB AO/KHbI  6biTb OAMHAKOBbl (T.e. OAMH CUCTEMHbIM Tpeh 6yaer
noakntodaTbcss K ogHoMy MAKM, koTtopbiit obpabaTbiBaeT 3anpockl U ansg FOCT n gna RSA

KpuntonpoBarnaepa).
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28 pecacop peccroa % =)
I ®aiin  [lpaeka Bug V=6pannoe Cnpaexa
e Command Processor “ | Kpan Twun SHadeHne
, Connect to a Network Projector ﬂ_’j(l’loymoﬂuaHum] REG_SZ (sHaueHme He npUCaOEHD) k
+ Cryptography 3B]CP Module Entry Point ~ REG_SZ DllStartServer
- ?”T‘?E”"’”me”t B 3] CP Module Name REG_SZ cpespr.dil
- Ca:"I‘ - ab| CP Service Name REG_SZ CryptoPro HSM Client Service HSM_PERSL %d
""" - Ca 209 . f}_'jCP Service UUID REG_SZ ff723aa3-d3ef-44b9-aelc-6fadbdalfs2a
..... . CatDBTempFiles 3,'_'31 P . .
_____ || CertificateTemplateCache mage Path REG_SZ C:\Program Files\Crypto Pra\H5M\cpesp.dll
1.l Defaults _ﬁ:‘gsiglnFile REG_DWORD 000000001 (1)
0 || Provider i'!'.‘gTyPE REG_DWORD 00000004k (75)
----- 1y Crypto-Pro GOST R 34.10-2001 Cryptographi
----- 1. Crypto-Pro GOST R 34.10-2001 H5M Local Ct
----- 1/ Crypto-Pro GOST R 34.10-2001 KC1 CSP
----- K Crypto-Pre HSM CSP
-1 || Crypto-Pro HSM CSPProxy HSM_PERSL |
----- 1 Crypto-Pro H5M CSPProxy HSM_PERS2
..... | Crypto-Pro H5M CSPProxy HSM_SERV1
----- 1 Crypto-Pro H5M CSPProxy HSM_SERVZ
..... | Crypto-Pro H5M RSA C5P
----- 10 Crypto-Pro HSM RSA C5PProxy HSM_PERSL
..... | Crypto-Pro H5M R5A C5PProxy HSM_PERS2
----- 10 Crypto-Pro H5M RSA C5PProxy HSM_SERV1
----- 1. Crypto-Pro H5M R5A C5PProxy HSM_SERV2
. i ST — =0 < m ] v

KomnerotephHKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\ Cryptography\Defaults\Provider\Crypto-Pro HSM C5PProxy HSM_PERSL

28 Pesmrcppescr 8 ——- (==

i ®aiin TMpaska Bwg |sBpannoe Cnpaska
Il Command Processor “ || Wma Tun 3HaYeHnE
. k
. Eonnectto: Network Projector f}_'j(l'loymonuaﬂnro] REG_SZ (3Ha4EHKE HE NPUCEDEHD)
- 'Yit"tg’zp Tl . a)CP Module Entry Point  REG_SZ DllStartServer
- CUI? nrefimen H ab| CP Module Name REG_SZ cpespr.dil
s 4 Calais
B CatalogDB ab| CP Service Mame REG_SZ CryptoPro H5M Client Service HSM_PERS1 %ad
..... j I CatDBTempFiles f_‘_'j CP Service UUID REG_SZ ff723aa3-d3ef-44b9-ael c-6fadb4a0fsi2a
_____ v CertificateTemplateCache f}_'jlmage Path REG_SZ C:\Program Files\Crypto Pro\HSM\cpesp.dll
i Defaults i';'_thigInFiIe REG_DWORD 000000001 (1)
a. 1. Provider .'g';'_thype REG_DWORD (000000001 (1)

----- | Crypto-Pro GOST R 34.10-2001 Cryptographi
----- | Crypto-Pro GOST R 34.10-2001 HSM Local Cf
..... | Crypto-Pro GOST R 34.10-2001 KC1 CSP

..... 1/ Crypto-Pro HSM CSP

----- . Crypto-Pro H5M CSPProxy HSM_PERSL

..... 11 Crypto-Pro HSM CSPProxy HSM_PERSZ

----- . Crypto-Pro HSM CSPProxy HSM_SERVL

..... 1y Crypto-Pro HSM CSPProxy HSM_SERVZ

----- | Crypto-Pro H5M RSA CSP

-1 |, Crypto-Pro HSM RSA CSPProxy HSM_PERSL |
----- 1 Crypto-Pro HSM R5A C5PProxy HSM_PERS2
..... 1) Crypto-Pro H5M RSA CSPProxy HSM_SERV1
----- K Crypto-Pro HSM R5A CS5PProxy HSM_SERV2 i

‘ [ n | r < | I | 4

Komneroteph\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Crypto-Pro HSM RSA CSPProxy HSM_PERS1
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FIEET =)

Il ®aiin  [lpaeka Bug V=6pannoe Cnpaexa
L Command Processor “ | Kpan Twun SHadeHne
, Connect to a Network Projector ﬂ_ﬂ(l'loymonuaHmo] REG_SZ (3HAUEHUE HE NPUCEOEHT)
+ Cryptography 3B]CP Module Entry Point ~ REG_SZ DllStartServer
- ?”T‘?E”"’”me”t B 3] CP Module Name REG_SZ cpespr.dil
- C:;'IZ - ab| CP Service Name REG_SZ CryptoPro HSM Client Service HSM_PERS2 %d
""" - c g . 3}_’] CP Service UUID REG_SZ ff723aa3-d3ef-44b9-aelc-6fadbdalfs2a
..... . CatDBTempFiles 3,'_']1 P . .
..... || CertificateTemplateCache mage Path REG_SZ C\Program Files\Crypto Pro\HSM\cpesp.dll
i Defaults fg'_t'r]SigInFile REG_DWORD 000000001 (1)
u- || Provider i’;'_t'a]Type REG_DWORD 00000004k (75)
----- 1y Crypto-Pro GOST R 34.10-2001 Cryptographi
----- 1. Crypto-Pro GOST R 34.10-2001 H5M Local Ct
----- 1/ Crypto-Pro GOST R 34.10-2001 KC1 CSP
----- K Crypto-Pre HSM CSP
..... 1/ Crypto-Pro H5M C5PProxy HSM_PERSL
ol | Crypto-Pro HSM CSPProxy HSM_PERS2 |
..... | Crypto-Pro H5M CSPProxy HSM_SERV1
----- 1 Crypto-Pro H5M CSPProxy HSM_SERVZ
..... | Crypto-Pro H5M RSA C5P
----- 10 Crypto-Pro HSM RSA C5PProxy HSM_PERSL
..... | Crypto-Pro H5M R5A C5PProxy HSM_PERS2
----- 10 Crypto-Pro H5M RSA C5PProxy HSM_SERV1
----- 1. Crypto-Pro H5M R5A C5PProxy HSM_SERV2
- i ST — =0 < m ] v

KomnerotephHKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\ Cryptography\Defaults\Provider\Crypto-Pro HSM C5PProxy HSM_PERS2

T T e ol

|| ®aiin  MMpaska Bug MsBpannoe Crpaska
I Command Processor . “ || Wma Tun 3HaYeHnE

i Eonnectto: Metwork Projector 8] (Mo ymondanmio) REG_SZ (3HaMEHME HE NPUCBOEHD)

: '!-'it"tgfzp Tl . 28] CP Module Entry Point ~ REG_SZ DllStartServer

o Auetnrolimen E| 2B CP Module Name REG_SZ cpesprdll

.. Calais

L CatalogDB ab| CP Service Mame REG_SZ CryptoPro H5M Client Service HSM_PERS2 %ad

lllll ; ) CatDBTempFiles f_‘_’] CP Service UUID REG_SZ ff723aa3-d3ef-44b9-ael c-6fadb4a0fsi2a

..... . CertificateTemplateCache E?.]Ir.nage.Path RECSZ cA\Program FlesiCiypto ProwrisMicpesp.dl

. ). Defaults g_oJSIgIﬂF”E REG_DWORD 000000001 (1)

0. J Provider -'!':'."’]T)'PE REG_DWORD (000000001 (1)

----- | Crypto-Pro GOST R 34.10-2001 Cryptographi
----- 1y Crypto-Pro GOST R 34.10-2001 HSM Local C*
..... 1 Crypto-Pro GOST R 34.10-2001 KC1 CSP
..... 1/ Crypto-Pro HSM CSP
----- 1 Crypto-Pro H5M C5PProxy HSM_PERSL
..... 11 Crypto-Pro HSM CSPProxy HSM_PERSZ
----- 1 Crypto-Pro H5M CSPProxy HSM_SERVL
..... 1y Crypto-Pro HSM CSPProxy HSM_SERVZ
----- 1 Crypto-Pro H5M RSA CSP
..... 1/ Crypto-Pro HSM RSA CSPProxy HSM_PERSL
ol | Crypto-Pro H5M RSA CSPProxy HSM_P ERS2|
..... 1) Crypto-Pro H5M RSA CSPProxy HSM_SERV1
----- 1. Crypto-Pro HSM R5A C5PProxy HSM_SERV2

« i o 7 < | I | 4

Komneroreph\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Crypto-Pro HSM RSA CSPProxy HSM_PERS2

Ecnn B ucnonbszosaHnn RSA aropuTMoB HET HeO6XO[l,VIMOCTVI, TO M NponncCbiBaTb

COOTBETCTBYHOLLME MMEHA KpVII'ITOI'IpOBal\/’I,D,epOB HE HYXHO.



XKTAN.00096-02 90 02. KpunTtolpo HSM. Ucnonb3oBaHmne nHTepdENCHbIX MOaYEN 53

8. KOHTPOJIb LEJTOCTHOCTH

YctaHoBoYHble Moaynn «Kpuntollpo HSM Client» 1 koMnnekT 3KcniayaTaunoHHOM
OOKYMEHTaUuMM K HeMy MNOCTaBASTCSA MNOoMb30BaTeNtl0 YMNOJHOMOYEHHOW oOpraHusaumen Ha

HocuTene (CD, DVD - auckn).

Bmecte ¢ AnCTpubyTMBOM M OOKYMEHTauMen Ha ANCKe pas3MellaeTcs OoTAeNleHHas
3NEKTPOHHas NMoAnucb, AA58 NPOBEPKM KOTOPON HeoH6X0AMMO MCNONb30BaTb YTUAUTY cpverify,
MOSIyYEHHY0 AOBEepeHHbIM 06pa3oM u cogep kawylo KoY NpoOBEPKUM AAHHOW 3/EKTPOHHOM
noanvcu.

YcraHoBka «Kpuntollpo HSM Client» Mo)xeT 6bITb OCyLUeCTB/ieHa TO/IbKO B Ciy4ae
NOATBEPXAEHUS LESIOCTHOCTU MNOJSIyYEHHbIX YCTAHOBOYHbIX MOAY/en 3KCnjyaTaunoHHOMN

OOKyMeHTauunu.

1. CpeacTtBo koHTpons uenocTHocTu (cpverify.exe) nepBoHayanbHO AOMXKHO 6biTb MOAy4YEHO
nonb3oBaTesieM Ha dU3MYECcKOoM HocuTene B oduce komnaHum OO0 «KPUMTO-MPO», nubo y
oduumanbHoro gunepa. Takaa yTunumta CUMTAETCA NOJIyHYeHHON AOBepeHHbIM o6pa3oM. [danee
NONy4YeHHOW [OBepeHHbIM 06pa3oM NpuU3HaeTCs oyepeaHas Bepcus YTUAUTbI, MoAy4YeHHas
ll._.._!" nobbiM 06pa3om, HanpuMep, ckadaHHas C calnTa www.cryptopro.ru, npu ycri0BuUW, YTO OHa
6bln1a NnpoBepeHa APYrMM K3EMMNISAPOM YTUAUTbLI, NONYHYEHHBLIM paHee f4OBepeHHbIM 06pa3oM, n

rnposepka 6bl1a yCnewHom.

2. Kntou nposepkun 31, a Takxe nHdopMauns o HeM (paTa Co34aHus, anropuTM Xaw-OyHKLMHK,
naeHTUdUKaTop anropmtMa MNoAMMCK) 3anucCbiBalOTCa B WMCXOAHbIA KO4 YTUAWTbI Ha 3Tane

cbopku.

8.1 YTWINTA KOHTPONA UENOCTHOCTWU MNMPOIrPAMMHOIO
OBECIEYEHNA CPVERIFY

Moaynb cpverify.exe nossonser OCYLLECTBNATb KOHTPOJib LLe/TIOCTHOCTH
YCTaAHOBJ/IEHHOr0O  nporpammHoro  obecneyeHwus. KoHTponb  uenoctHoctn  cannos
ocyllecTBnsieTcs npu 3arpyske danna Ha wucnosnHeHne (M nepuoaMyeckm BO BpeMS
BbIMOSIHEHWSA) MW NPU PYYHOM 3amnycKe NMporpaMMbl KOHTPOSSE LEOCTHOCTM (CM. OMUUID —rv
Huxe).

Mpn nNOMOLWKM MepevYnUCsIeHHbIX HMXe Oonuui Moaynb cpverify.exe MoxeT 6biTb
MCNO/b30BaH AN CrieAyoWmnX KOHTPOSIbHbIX Lenei:

1) cpverify -mk filename [-alg algid] [-inverted_halfbytes <inv>] - BbluncneHue
3HauyeHus xaw-pyHKkunm ansa damna c nmeHem filename c nomowbto anropmutMma algid. Mone

algid moxet npuHuMaTb 3HaveHms GR3411, GR3411_2012_256 n GR3411_2012_512 (no

yMonyaHuio ucnonedyercss GR3411). [-inverted_halfbytes <inv>] yka3sbiBaeTcsa, ecnau
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nonybantel B hashvalue nepeBepHyTbl (Mo ymonuyaHuio ana GR3411 inv npuHuMmaeTcs
paBHbIM «1», ana anroputMoB GR3411_2012_256 n GR3411_2012_512 «0»).

2) cpverify filename [-alg algid] [hashvalue] [-inverted_halfbytes <inv>] - npoBepka
uenoctHoctn danna c¢ uMmeHem filename, wncnonbays anroputMm algid n xsw-3HayeHume
hashvalue. TMone algid moxeT npuHuMaTb 3HadyeHusa GR3411, GR3411_2012_256 wu
GR3411_2012_512 (no ymon4daHuto ncnonbsyercsa GR3411). Ecnm hashvalue He ykasaH, To
x3w-3HaveHne bepetcsa us danna filename.hsh. [-inverted_halfbytes <inv>] yka3sbiBaeTcs,
ecnu nony6antebl B hashvalue nepesepHyTbl (N0 yMondaHuto ansa GR3411 inv npuHMMaeTcs
paBHbIM «1», gna anropntmMoB GR3411_2012_256 1 GR3411_2012_512 «0»).

3) cpverify -rm [-alg algid] [cathame] - BbluMcCieHne 3Ha4YeHUs X3W-PYHKUMN ans
Kaxaoro un3 dannos, coaepxallmxca B kKatanore cathame B pa3sgene peectpa (ecnm cathame
He ykasaH, To 6yayT nepecuyuTaHbl BCe X3LW-3HA4YEeHWA B pasfesie peectpa). Tekyllee
3HayeHue Xx3wW-dyHKUMN Npu 3TOM 3aMeEHSEeTCAa Ha BHOBb nocuyuTaHHoe. [one algid moxeTt
npuMHMMaTb 3HaveHms GR3411, GR3411_2012_256 u GR3411_2012_512 (no yMmonuyaHuio
ncnonb3yetca GR3411).

4) cpverify -rv [cathame] - npoBepka uUenocTHocTn ¢daiinoB u3 Katanora catname B
pa3gene peectpa (ecnu catname He ykasaH, To 6yAyT npoBepeHbl BCce ¢annbl B pasgene
peecTpa).

5) cpverify -xm in_file out_file [-alg algid] [xmlcatname] - BbluMCneHne 3HaveHus
xaw-pyHKUnMM aAnsa dannos, nepeynmcneHHolx B xml-danne c¢ nmenem in_file B katanore
xmlcatname (ecnn xmlcatname He ykasaH, TO X3wW-3HadeHna 6yayT nocumTaHbl ANS BCEX
danos, nepeyncneHHolx B xml-anne c numenem in_file), n 3anncb nosyyeHHbIX 3HAYEHUI B
xml-pann ¢ nmeHem out_file. Tekywee 3HayeHne x3W-PyHKUMA NpU OTOM 3aMEHSETCH Ha
BHOBb MocumuTaHHoe. MNone algid moxeT npuHuMaTth 3HavyeHns GR3411, GR3411_2012_256 u
GR3411_2012_512 (no ymon4yaHuto ucnonbsyetcs GR3411).

6) cpverify -xv in_file [xmlcatname] - npoBepka uenocTHOCTM dannos,
nepeuncneHHolx B xml-danne ¢ nmeHem in_file B katanore xmlcatname (ecnn xmlcatname
He yKa3aH, TO nposBepka 6yaeT BbiNOSHEHa Ans Bcex dhanos, nepedncsieHHbIX B xml-danne ¢

nMeHem in_file).

7) cpverify -r2x out_file - d¢opmupoBaHne xml-danna c wumeHem out_file,
coAepxallero cnucok ¢ainoB, HaxoAsILUMXCA B pasfene peectpa MNo4 KOHTPOJIEM

LLeTOCTHOCTU, N X3LW-3HayeHns 3Tnx dannos.

8) cpverify -x2r in_file - ycTtaHoBka no4 KOHTPOSb LeNocTHoCcTu annios,
nepe4ymncneHHblx B xml-canne c umeHem in_file.

CnncoK KOHTPOSIMpYyeMbIX MoAyJSlel 3aBUCUT OT MUCMOSIHEHMSA U MOXET 6biTb Mosy4deH

npu nomoLun KoMmaHabl cpverify —r2x in_file.
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9) cpverify -addreg -file filename - BbluncneHmne 3HavyeHus xaw-pyHkunm ansa danna

c uMeHeM filename n 3anuco NMnoNTy4EHHOIo 3Ha4€HNUA B pEECTP.

10) cpverify -delreg -file filename - ynaneHmne 3HaueHusa xsw-pyHKUMM gna danna c

nMeHeM filename n3 peecrpa.

11) cpverify -file_sign filename -cont cont_name [-pin password] [-provhame
nms_npoBangepal [-provtype Tun_nposainaepa] - co3gaHume noanucu danna Cc UMeHeM
filename. MNapameTp cont_name 3agaeT MMSA KOHTENHepa K4ya, KOTOPbIN UCMONb3yeTcs AN
dopmMmpoBaHusa nognucu, password — naposb OT KoHTelHepa. lMapameTp TMn_nposakaepa

MOXET NpuHUMaThb 3HadveHus 75, 80, 81 (no ymonuaHuto ncnonbsyetcsa 75).

12) cpverify -file_verify filename [signval] -timestamp date - nposepka nognucu
danna c nmeHem filename. MapameTp signval Heo6xoaumo nepepaBaTb B BuAae 6ainToBoi
cTpoku. Ecnu napameTtp signval He ykasaH, To 3HadeHume noanucu bepetca m3 danna
filename.sgn. NapameTp date yka3biBaeT, Koraa noanuncb 6bina copMmpoBaHa, HeobxoanmMo
yKka3sbiBaTb B ¢opmaTe A4.MM.ITrr. [laHHas KoMaHAa nMpoBepsieT MnoanuMcb C  MpsSAMON
rnocnenoBaTesibHOCTbIO nonyb6anr, ans npoBepKMn noanucu C obpaTtHoi
nocnenosaTesibHOCTbIO 6alnT HeobxoaMMO MCNoMb30BaTb KOMaHAy Vversign C aHaaorn4yHbIM
HabopoMm napameTpoB. [loanMMCb MNpPoOBEpPsieTCas Ha OTKPbITOM K/Ye W3 crneumanbHOro

ceptudmkaTa ana nognmcm koga komnanmm «KPUMNTO-MPO».

Ona Toro, yTObbI nocCTaBuUTb noa KOHTPOJIb  UENOCTHOCTM  YCTAHOBJIEHHOE

nporpaMmMHoe obecneyeHne, HY>XHO BbIMO/IHUTb CNEAYHOLWYO NOCNEA0BATENbHOCTb OENCTBUN:

1. Co3patb xml-painn, coaepxawuin CNMCOK YCTaHaBAMBAEMbIX MNO4 KOHTPOJib
LuenocTtHocTn dannos. JaHHbli Xml-haiin 4onKeH UMETb CrieayoLWYy CTPYKTYpY:

<?xml version="1.0" encoding="UTF-8" standalone="no"?>
<CProlntegrity>

<catalog>

<entry name="calc.exe">
<Path>WINDOWS\system32\calc.exe</Path>
<Algid>00008021</Algid>

</entry>

<entry name="verifier.exe">
<Path>WINDOWS\system32\verifier.exe</Path>
<Algid>00008021</Algid>

</entry>

</catalog>

</CProlntegrity >

3HaudeHune nonsa Algid ponxHo paBHAaTbcs 00008021.
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2. 3anyctntb mMoaynb cpverify —xm in_file out_file TestControl, ykasaB B kauecTtBe
napameTtpa in_file wnma cospgaHHoro xml-anna. PesynbTatoM paboTbl Moayns 6yaer
aBnatTbcs xml-dann ¢ umeHem out_file, cogepxawmii BbIMMCNEHHbIE 3HAUYUEHUSA X3W-PYHKLMN
ANns nepeuncneHHbix B in_file danos 1 nMeWnin cnegyowyro CTPYKTYpY:

<?xml version="1.0" encoding="UTF-8" standalone="no"?>

<CProlntegrity>

<catalog>

<entry name="calc.exe">

<Path>WINDOWS\system32\calc.exe</Path>

<Algid>00008021</Algid>
<Tag>679837307CDC7AA1E4BDBB75194A24D42C782079AF08E2D362D7624A90D6
04C7</Tag>

</entry>

<entry name="verifier.exe">

<Path>WINDOWS\system32\verifier.exe</Path>

<Algid>00008021</Algid>
<Tag>9DF987B89A323BEBC3C29BACOAED42A4F5BD651892AAE79F1EC1D05288D0
6B9C</Tag>

</entry>

</catalog>

</CProlntegrity>

3HaueHue nonga Algid nomxHoO paBHATbCA 00008021.

3. YcTaHOBUTbL NOA KOHTPOAb LENOCTHOCTU dannbl, ANs KOTOpbIX 6biN0 BbIYMCAEHO
3HayeHue xsw-dyHKUMK, wuncnonb3lysa ™Moaynb cpverify -x2r in_file TestControl, rae
napametpoM in_file agnaerca xml-dann, nonyyeHHbIn B pe3yfbTaTe BblYNC/IEHUSA 3HaYeHUs
X3W-PYyHKUMN B NYHKTE 2.
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MPUNOXEHWE 1. NPUMEP KOHOUTYPALIMOHHOIO
OANNA NAKM «KPUMOTOMPO HSM» HA CEPBEPAX C OC
CEMEMWCTBA LINUX

[Random]
# IJaTuukKy CIIyYamHHX UMCeJl
# Bio - BMOJIOTMUECKMM OATUMK
# Dsrf - Hatumk IOCHP
# Sable - Jarumk CoBOJIb
[Random\Bio tui]
"DLL"="1librdrrndmbio tui.so"
[Random\Dsrf]
"DLL"="librdrdsrf.so"
[Random\CPSD]
"DLL"="librdrdsrf.so"

[Random\CPSD\Default]

Name = "\xcal\xcf\xc8\xcc"

Level = 3

"/dbl/kis 1" = "/var/opt/cprocsp/dsrf/dbl/kis 1"
"/db2/kis 1" = "/var/opt/cprocsp/dsrf/db2/kis 1"
[KeyDevices]

# TWOBI CUMTHIBATEJIEN

# FAT12 - CumTmBaTess "Juckxosonm"

# HDimage - CuurhBaTesb "CTpyKTypa IOMCKETH Ha XeCTKOM nucke'
# PCSC - CumuTeHBaTeslb CMapT-kapT GemPC
[KeyDevices\FAT12]

"DLL"="librdrfatl2.so"

"Group"=

[KeyDevices\HDimage]

"DLL"="librdrfatl2.so"

[KeyDevices\HDIMAGE\Default]

Name = "\xdl\xf2\xf0\xf3\xea\xf2\xf3\xf0\xe0 \xed\xe8\xfl\xea\xe5\xf2\xfb" \
" \xed\xeO \xe6\xeb\xfl\xf2\xea\xee\xec \xed\xe8\xfl\xea\xe5"

[KeyDevices\HSM]

"DLL"="1librdrfatl2.so"

[KeyDevices\FLASH]
D11 = "librdrfatl2.so"
Script = "mount flash.sh"

[KeyDevices\FLASH\Default]

Name = "FLASH"
[KeyDevices\PCSC]

DLL = "librdrpcsc.so"
Group =1

[KeyDevices\PCSC\"PNP PCSC"\Default]
Name = "All PC/SC readers"
[Capilite\cache settings]

# NapameTper CryptRetriveObjectByURL
max elements=100

fresh time=3600

[PKCS11]

# nacrpomku misa PKCS11

# [PKCS11l\slotO]

# ProvGOST = "Crypto-Pro GOST R 34.10-2001 KC1 CSP"

# ProvRSA = "Microsoft Strong Cryptographic Provider"
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# reader = hdimage

[Parameters]
# IapamMeTprl npoBaMmepa

Hacrpomxu TLS

tls client use ocsp extensions=0

tls client disable revocation check=0

tls client disable self certificate usage validation=0
tls client disable legacy cipher suites=0

tls server use ocsp extensions=0

tls server disable revocation check=0

tls server disable self certificate usage validation=0
tls server disable legacy cipher suites=0

tls server use renegotiation info extension=0

tls server max sessions=64

tls server max certificate request cas=100

S oS S o o o S 3 3E 3e e o

# Ilepron paboTH TecTepa
#TesterPeriod=10
TesterPeriod=600

PKZI Build=9092
ConfigEncoding="CP1251"
DisableShortcuts=true

[Provider]
# [abJIOHEl NPOBAMIEPOB IO THUIIAM HOCUTEJIEM

# IlpoBepka ajrebpanuyecKMx CBOMCTB OTKPHTOTO KJOUYa
CheckPublic = true

[apppath]

"librdrfatl2.so" = "/opt/cprocsp/lib/amdé64/librdrfatl2.so"
"librdrrdr.so" = "/opt/cprocsp/lib/amd64/librdrrdr.so"
"librdrrndm.so" = "/opt/cprocsp/lib/amd64/librdrrndm.so"
"librdrdsrf.so" = "/opt/cprocsp/lib/amd64/librdrdsrf.so"
"libcpui.so" = "/opt/cprocsp/lib/amd64/libcpui.so"
"libcurl.so" = "/usr/local/lib/64/libcurl.so"

"mount flash.sh" = "/opt/cprocsp/sbin/amd64/mount flash.sh"
"libcspr.so" = "/opt/cprocsp/lib/amd64/1libcspr.so”
"libpcsclite.so" = "libpcsclite.so.l"

"librdrpcsc.so" = "/opt/cprocsp/lib/amd64/librdrpcsc.so”
"librdrric.so" = "/opt/cprocsp/lib/amd64/librdrric.so"
"libpkivalidator.so" = "/opt/cprocsp/lib/amd64/libpkivalidator.so"

# Myt k OMbBIMOTEKaM

[Services]

# CoyxOb M MX [apaMeTpH .

# IMapameTp "StartService" ykaseBaeT MMS MCIOJHSEMOTO Oamia CJIyXOb
# (B xaramore @ac_default prefix@/sbin)

# OcTasibHEIE MapaMeTpH 3aBUCSAT OT CJIIYyXOEH

# CexuMM CEpPBUCOB:

# HSMServer - Cnyxba ®enuxkc-M

# HSMClient - Cnyx0a nommepxkm kKaHajsa "K" (xameHT deHmMrc-M)

# CryptSrvKB2 - Crnyxba npoealnepa KB

# CryptSrvKC2 - Cuyxba mnposarmepa KC2

[Services\CryptSrvKC2]

StartService = "cryptsrv"

[Defaults\Provider]

# IpomBarmeprl. OnMcaHue NpoBalIepa IOOJDKHO COIepXaTb I[10JI:

# "Image Path" = nyTer mo paszenseMoly OuOIMOTEKM MpoBalmepa
# "Type"= Tun nposanmepa (71, 75)

[Defaults\Provider\"Crypto-Pro HSM CSP"]

"Image Path" = "/opt/cprocsp/lib/amd64/libcspr.so"”
"Function Table Name" = "CPSRV_GetFunctionTable"
Type = 75
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Channel = ".clientk2"
Media = "HSM"

[Defaults\Provider\"Crypto-Pro GOST R 34.10-2001 KC2 CSP"]

"Image Path" = "/opt/cprocsp/lib/amd64/libcspr.so"
"Function Table Name" = "CPSRV_GetFunctionTable"
Type = 75

Channel = ".cryptsrv"

[Defaults\"Provider Types"]
# Twunel npoBarmeponB. OnucaHMe Tuna NpoBakmepa INOJIKHO COHNEepXaThb IIOJIA:
# "Name"= ums mpoBaMmepa 10 yMOJYaHMIO IJiS OAaHHOTO THUIa

[Defaults\"Provider Types"\"Type 075"]
Name = "Crypto-Pro GOST R 34.10-2001 KC2 CSP"

["dummy section comment for debug"]

# OUIBTP OTJIAHOUHHEIX CcOooOmeHurr B dopmare "VMsa Monyss"=0uToBas Macka
# ®maru ounbTpaury (mofname=x) :

# IoTepm npomsBommTesibHOCTM [HeT auth.* B syslog.conf] [ecTb auth.*]
# N _DB_ERROR = 1 0% 0%

# N DB TRACE = 2 77% 98%

# N DB CALL = 4 70% 98%

# N DB LOG = 8 1% 30%

# omaru dopmara (modname fmt=x) :

# module 1

# thread 2

# file and line 4

# function 8

# text 16

# hex 32

# error 64

[debug]

cpcsp=1
cpcsp_fmt=57
capilO=1

capil0 fmt=57
cprdr=0

cprdr fmt=57
cpext=1

cpext fmt=57
capi20=1

capi20 fmt=57
capilite=1
capilite fmt=57
libecspr=1
libcspr fmt=57
cryptsrv=l
cryptsrv_fmt=57
kchansrv=1
kchansrv_fmt=57
fenixmsrv=1
fenixmsrv_ fmt=57
libssp=1

libssp fmt=57
cppkcsll=1
cppkcsll fmt=57
cpdrv=1
cpdrv_fmt=57
dmntcs=1

dmntcs fmt=57
ocsp=1

ocsp fmt=57
tsp=1

tsp fmt=57
cades=1
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cades fmt=57
pkivalidator=1
pkivalidator fmt=57
pcsc=0

pcsc_fmt=57

[

# VneHTMOUKATOPHE aJIlOPUTMOB. OnMcaHMe MISHTUOMKATOPpa HOOJIKHO COINEPXaThb II0JIS:
# "Name"= umsa uneHTudmraTopa

# "Algid"= HoOMep umeHTUOMKATOPA (ALG_ID)

# "ExtraInfo"= OuHapHBl GJIOK HON. MHOOPMALMM (ONLMOHAJILEHO)

[OID\"1.3.14.3.2.26!'1"]
"Name"="shal"
"Algid"=32772

[0OID\"1.3.14.3.2.18!11"]
"Name"=ﬂsha"
"Algid"=32772

[OID\"1.2.840.113549.1.1.5!4"]

"Name"="shal/RSA"

"Algid"=32772
"ExtraInfo"=hex:00,24,00,00,00,00,00,00,01,00,00,00
#"ExtraInfo"=hex:00,00,24,00,00,00,00,00,00,00,00,01

[OID\"1.2.840.113549.1.1.1!3"]
" Name w_mn RSA"

"Algid"=9216
"ExtraInfo"=hex:00,00,00,00

[OID\"1.2.643.2.2.19!3"]
"Name"="T'OCT P 34.10-2001"
"Algid"=11811
"ExtraInfo"=hex:00,00,00,00

[OID\"1.2.643.2.2.21!2"]
"Name"="T'OCT 28147-89"
"Algid"=26142

[OID\"1.2.643.2.2.3!4"]

"Name"="T'OCT P 34.11/34.10-2001"

"Algid"=32798
"ExtraInfo"=hex:23,2e,00,00,04,00,00,00,4b,00,00,00
#"ExtraInfo"=hex:00,00,2e,23,00,00,00,04,00,00,00,4b

[OID\"1.2.643.2.2.30.1!20"]
"Name"="T'OCT P 34.11-94, napaMeTpe IO yMoJYaHUO"

[OID\"1.2.643.2.2.30.2!20"]
"Name"="T'OCT P 34.11-94, napametrpel xema 1"

[OID\"1.2.643.2.2.30.3!20"]
"Name"="T'OCT P 34.11-94, napamMeTps xema 2"

[OID\"1.2.643.2.2.30.4!'20"]
"Name"="T'OCT P 34.11-94, napamerpu xema 3"

[OID\"1.2.643.2.2.31.1!20"]
"Name"="T'OCT 28147-89, napaMeTpe IO yMoJjdaHuio"

[OID\"1.2.643.2.2.31.2!20"]
"Name"="T'OCT 28147-89, napamerpr umbppoBaums 1"

[OID\"1.2.643.2.2.31.3!20"]
"Name"="T'OCT 28147-89, napameTpr mmdpoBanHmus 2"

[OID\"1.2.643.2.2.31.4!20"]
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Moaynemn

61

"Name"="T'OCT 28147-89, napameTpsl

[OID\"1.2.643.2.2.31.5!20"]
"Name"="T'OCT 28147-89, napaMeTp:

[OID\"1.2.643.2.2.31.6!20"]
"Name"="T'OCT 28147-89, napameTpsl

[OID\"1.2.643.7.1.2.5.1.1120"]
"Name"="T'OCT 28147-89, napameTpsl

[OID\"1.2.643.2.2.31.12120"]
"Name"="T'OCT 28147-89, napameTpsl

[OID\"1.2.643.2.2.31.13!120"]
"Name"="T'OCT 28147-89, napaMeTp:

[OID\"1.2.643.2.2.31.14120"]
"Name"="T'OCT 28147-89, napaMeTp:

[OID\"1.2.643.2.2.31.15!120"]
"Name"="T'OCT 28147-89, napaMeTp:

[OID\"1.2.643.2.2.31.16!20"]
"Name"="T'OCT 28147-89, napaMeTp:

[OID\"1.2.643.2.2.31.17!120"]
"Name"="T'OCT 28147-89, napamMeTp:

[OID\"1.2.643.2.2.34.1!7"]
"Name"="Aynour TLS Tpaduxa"

[OID\"1.2.643.2.2.34.2!7"]

mpposanms 3"

Ockap 1.1"

Ockap 1.0"

mmupposaHma TC26 A"

mdposaHmsa TC26 1"

mbpporanusa TC26 2"

mpporanmsa TC26 3"

mbpporanmusa TC26 4"

mpporanmusa TC26 5"

mpporarmsa TC26 6"

"Name"="lVgeHTudrkalums NOJIb30BaTessd Ha lleHTpe Permcrpauum"

[OID\"1.2.643.2.2.34.3!7"]

"Name"="Ilognnuck COOEPXMMOIO cepbepa VHTepHeT"

[OID\"1.2.643.2.2.34.4!7"]

"Name"="AgMmmHucrpatop leHTpa Permucrtpaumumn"

[OID\"1.2.643.2.2.34.5!7"]

"Name"="Onepatop leHTpa Permcrpauun"

[OID\"1.2.643.2.2.35.1!20"]

"Name"="T'OCT P 34.10-2001, napaMeTpe O yMojdaHuio"

[OID\"1.2.643.2.2.35.2!20"]

"Name"="T'OCT P 34.10-2001, napamerpsl Ockap 2.x"

[OID\"1.2.643.2.2.35.3!20"]

"Name"="T'OCT P 34.10-2001, napamerps nommmucyu 1"

[OID\"1.2.643.2.2.36.0'20"]

"Name"="T'OCT P 34.10-2001, napamMeTps oOMeHa NO yMoJdaHuio"

[OID\"1.2.643.2.2.36.1!20"]

"Name"="T'OCT P 34.10-2001, napameTpu obOMena 1"

[OID\"1.2.643.2.2.911"]
"Name"="TOCT P 34.11-94"
"Algid"=32798

[OID\"1.2.643.2.2.98!3"]
"Name"="T'OCT P 34.10-2001 DH"
"Algid"=43556

[OID\"1.2.643.7.1.1.1.1!3"]
"Name"="T'OCT P 34.10-2012"
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"Algid"=11849

[OID\"1.2.643.7.1
"Name"="T'OCT P 34
"Algid"=11837

[OID\"1.2.643.7.1
"Name"="T'OCT P 34
"Algid"=32801

[OID\"1.2.643.7.1
"Name"="T'OCT P 34

.1.1.213"]
.10-2012"

1.2.201)
.11-2012 256 bit"

.1.2.311"]
.11-2012 512 bit"

"Algid"=32802

[0OID\"1.2.643.7.1.1.3.214"]

"Name"="TOCT P 34.11-2012/34.10-2012 256 bit"
"Algid"=32801
"ExtraInfo"=hex:49,2e,00,00,04,00,00,00,50,00,00,00
#"ExtraInfo"=hex:00,00,2e,49,00,00,00,04,00,00,00,50

[0OID\"1.2.643.7.1.1.3.314"]

"Name"="T'OCT P 34.11-2012/34.10-2012 512 bit"
"Algid"=32802

"ExtraInfo"=hex:3d, 2e,00,00,04,00,00,00,51,00,00,00
#"ExtraInfo"=hex:00,00,2e,3d,00,00,00,04,00,00,00,51

[OID\"1.2.643.7.1.1.6.113"]
"Name"="T'OCT P 34.10-2012 DH 256 Gur"
"Algid"=43590

[OID\"1.2.643.7.1.1.6.213"]
"Name"="T'OCT P 34.10-2012 DH 512 ©6ur"
"Algid"=43586

[OID\"1.2.643.7.1.2.1.2.1'20"]
"Name"="T'OCT P 34.10-2012 512 bit, napameTps IO yMOJUaHMO"

[OID\"1.2.643.7.1.2.1.2.2!20"]
"Name"="T'OCT P 34.10-2012 512 bit, napamerps TC26 B"

[OID\"2.5.4.3!5"]

"Name"="CN"

[OID\"2.5.4.715"]

"Name"="L"

[OID\"2.5.4.10!5"]

"Name"="0"

[OID\"2.5.4.11!5"]

"Name"="0U"
[OID\"1.2.840.113549.1.9.1!5"]
"Name":"E"

"ExtraInfo"=hex:07,00,00,00
#"ExtraInfo"=hex:00,00,00,07
[OID\"1.2.840.113549.1.9.1!5!a"]
"Name"="Email"
"ExtraInfo"=hex:07,00,00,00
#"ExtraInfo"=hex:00,00,00,07
[OID\"2.5.4.6!5"]

"Name"="C"
"ExtraInfo"=hex:04,00,00,00
#"ExtraInfo"=hex:00,00,00,04
[OID\"2.5.4.8!5"]

"Name":"S"
[OID\"2.5.4.8!5'a"]
"Name":"ST"

[OID\"2.5.4.9!5"]
"Name"="STREET"
[OID\"2.5.4.12!5"]
"Name"="T"
[OID\"2.5.4.12!5!/a"]
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"Name"="Title"
[OID\"2.5.4.42!5"]

"Name":"G"
[OID\"2.5.4.42!5!a"]
HName nw_mn GNH
[OID\"2.5.4.42!5!b"]
"Name"="GivenName"
[OID\"2.5.4.43!5"]
"Name"="1"

[OID\"2.5.4.43!5!a"]
"Name"="Initials"
[OID\"2.5.4.4!5"]

"Name nw_mn SN"
[OID\"0.9.2342.19200300.100.1.25!5"]
"Name "="DC"

"ExtraInfo"=hex:07,00,00,00
#"ExtraInfo"=hex:00,00,00,07
[OID\"2.5.4.13!5"]

"Name"="Description"
[OID\"2.5.4.17!5"]
"Name"="PostalCode"

[OID\"2.5.4.18!5"]
"Name"="POBox"
[OID\"2.5.4.20!5"]
"Name"="Phone"
"ExtraInfo"=hex:04,00,00,00
#"ExtraInfo"=hex:00,00,00,04
[OID\"2.5.4.24!5"]
"Name"="X21Address"
"ExtraInfo"=hex:03,00,00,00
#"ExtraInfo"=hex:00,00,00,03
[OID\"1.3.6.1.5.5.7.3.2!7"]

"Name"="Client authentication"
[KeyCarriers\OSCAR]
DLL = "librdrric.so"

[KeyCarriers\OSCAR\Default]

Name = "\xce\xfl\xea\xeO\xfQ"

atr = hex: 00,00,00,00,00,00,00,43,52,59,50,54,4f,50,52
mask = hex: 00,00,00,00,00,00,00,ff,ff,ff,£f£f,ff,£f£,££f, £ff
folders = "0BOO"

[KeyCarriers\OSCAR2]

DLL = "librdrric.so"

[KeyCarriers\OSCAR2\CSP]

Name = "\xce\xfl\xea\xeO\xf0 CSP 2.0"

atr = hex: 00,00,00,00,00,00,00,43,50,43,53,50,01,01,02
mask = hex: 00,00,00,00,00,00,00,ff, ff, £ff, ff, £f, ff, £f, ff
folders = "0BOO"

size 1 = 60
size 2 = 70
size 4 = 60
size 5 = 70
size 6 = 62

[KeyCarriers\OSCAR2\KChannel]

Name = "\xcal\xeO\xed\xeO\xeb \xca"

atr = hex: 00,00,00,00,00,00,00,43,50,43,53,50,01,01,01
mask = hex: 00,00,00,00,00,00,00,ff,ff,ff,£f£,££,£f£,££,££f
folders = "0BOO"

size 1 = 56

size 2 = 36
size 4 = 56
size 5 = 36
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size 6 = 62
[KeyCarriers\TRUST]
DLL = "librdrric.so"

[KeyCarriers\TRUST\Default]

atr = hex: 3b,9%e,00,00,80,31,c0,65,4d,47,00,00,00,72,£7,41,81,07
mask = hex: ff,ff,00,00,ff,ff, ff, £f,ff, ££,30,00,00, ff, ff, ff, £, ff

folders = "AN\BA\\C\\D\\E\\F\\G\\H"
[KeyCarriers\TRUSTS]
DLL = "librdrric.so"

[KeyCarriers\TRUSTS\Default]

Name = "Magistra SocCard"

atr = hex: 3b,9%a,00,00,80,31,c0,61,00,72,£7,41,81,07
mask = hex: ff,ff,00,00,ff,ff,ff,£f£,30,£ff,£ff, £ff,£ff, ff
folders = "A\\B\\C\\D"

[KeyCarriers\TRUSTD]

DLL = "librdrric.so"

[KeyCarriers\TRUSTD\Default]

atr = hex: 3b,98,00,00,80,31,c0,72,f7,41,81,07
mask = hex: ff,ff,00,00,ff,ff,ff,ff,£f,ff,ff, ff
folders = "AN\B\\C\\D\\E\\F\\G\\H"

[policy\OIDs]

"{A4CC781E-04E9-425C-AAFD-1D74DA8BDFAF6}" = "libpkivalidator.so OCSPSigni"

"ng:[mpl "
"{AFT74EE92-A059-492F-9B4B-EAD239B22A1B}"
"SigningImpl"

"{B52FF66F-13A5-402C-B958-A3A6B5300FB6}" = "libpkivalidator.so Signature"

A\l Impl"
4 = "libpkivalidator.so SSLImpl"

"libpkivalidator.so Timestamp"

\
\
\
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