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TexHn4yeckue ycsioBusa And 3anmcum annnera Ha SIM-kaprty
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O noKyMeHTe

B HacToslLleM AOKYMeHTe OMnucCaHbl TEXHUYECKUE yCoBus Ans 3anmcm Ha SIM-kapTty
annneta, nNpu  MNOMOLWM  KOTOPOro  OCYLLECTBASETCA  MNOATBEPXAEHME  onepauun,
obpabatbiBaeMbix CII «KpunTtollpo DSS».
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O603HaYeHns U COKpalleHUA

AID — Applet IDentifier

ALW — Always

BAP - Fr. «Bon a Personnaliser» - “good for personalization”
DGI — Data Grouping Identifier

EEPROM — Electrically Erasable Programmable Read-Only Memory
ICCID - Integrated Circuit Card IDentifier

MSL — Minimum Security Level

JCVM — Java Card Virtual Machine

SIM — Subscriber Identification Module

SM — Short Message

STK — SIM ToolKit

SSD — Supplementary Security Domain

TAR — Toolkit Application Reference

TLV — Tag Length Value

MnUH — MepcoHanbHbI NAEHTUDUKALMOHHBLIN HOMEp
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1. Tpe6boBaHuna kK SIM-kapte

K SIM-kapTaM, Ha KOTOpble npegnosiaraeTcs 3anucb annjeTta, npeabsBAsoTCS
cneaywowue TpeboBaHus:

> Global Platform 2.1.1 un BbiWwe.

> JavaCard 2.2.2 v Bblle.

> [llopaepxka vHTerpasnbHOro Tuna int, Hannune moaynsa javacardx.framework.util.intx.

> AnroputMm wundposaHus DES B pexnme CBC.

> AnropuTtM gonosiHeHusa ISO 9797-1 Padding Method 2.

> Anroputm wudposaHusa AES.

> Moanepxka AES-MAC.

> lMoapepxka HMAC-SHAL.

> [ocTyn Ha uyTeHue danna EF ICCID.

> [NapameTtpbl 6e3onacHocTu: MSL annneta - 010E (Heo6xoammo wudpoBaHmne n CBC-
MAC).

» Hanuune cesobogHol namatn EEPROM He meHee 36 K6 n RAM He MeHee 1420 6aunT.

» [oapepxka AMHaMmyeckoro BblaeneHnsa namsatm RAM u EEPROM.

> JCVM-6ydep pasamepoM He MeHee 1024 6anT.

» SM-6ydep He MeHee 1000 6anrT.

» CBoboaHbii TAR annneta, paBHbii 454350.

Pasmep annnerta cknagbiBaeTcs 3 (3HaueHus B 6aliTax):

> EEPROM = 30134 (naket) + 1298 (annnet) + 1677 (nepcoHanunsauunsa) + 2700 (naket
sim-util)
» RAM = 1399 (annneT) + 20 (nepcoHanunsaums)
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2. Bsanmoaencreme C TEpMUHAJNIOM

Ona B3aMMoOAENCTBUS C TepMUHANoM (MOBUNbHBLIM YCTPOWCTBOM, B KOTOpOE
BCcTaBnsietca SIM-kapTa C annjieToMm), anmnjeT MCMNOoJib3yeT BO3MOXHOCTU, MEpPEeUYNCIEHHbIE B

Tabnumua 1.

Tabnuua 1 — B3auMMoaencrame ¢ TepMUHANOM

DISPLAY TEXT, GET INPUT, SEND SHORT

poaKTBHEIE KOMaHAL! MESSAGE, TIMER MANAGEMENT
EVENT_FORMATTED_SMS_PP_ENV,
CobbITVS, Ha KOTOpble NoAnucaH annneT EVENT_FORMATTED_SMS_PP_UPD,

EVENT_TIMER_EXPIRATION

STK-MeHto He ncnonbsyetcs
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3. 3awmTa AaHHbIX Npu nepepayde npoussoaurtento SIM-
KapT

Mpu obMeHe nHdopMaumen Mexay onepaTtopom COTOBOW CBA3KM 1 npomssoantTenem SIM-
KapT Ha pas3HbiXx 3Tanax nepeaarTcs MNapaMeTpbl YCTaHOBKM annjaeta u  dannbl
nepcoHanmMsauum, coaepxawme Kpuntorpaduyeckme kawouum. [Ona  3awmTbl  AaHHOMN
nHdbopMaumm npu nepepade Heob6xoAMMO MPUMEHSATb OPraHM3aUMOHHbIE WM TEXHUYEcKue
Mepbl, OMMUCAHHbIE HUXE.

3.1. 3awmTa opraHm3aumMoOHHbIMN MepaMu

Mepecbiika MapaMeTpoB YCTaHOBKM anmyieta v ¢annoB nepcoHanmsaumn 6es
kpuntorpadumyeckon 3awuMTbl BO3MOXHa TOMbBKO MNPV MNepefaye MaTepuanbHOro HOCUTENs
(onTuuecknin auck, dnew-HakonuTenb U T.M.) C 3TUMW AAHHBIMWU M3 pYK B pyku 6e3
MCNOAb30BaHUS KaHasnoB CBA3W. [pyM 3TOM HocuTenb Ao/mkeH 6biTb nepefaH AOBEPEHHbIM
JIMLLOM ornepaTopa COTOBOM CBSI3M AOBEPEHHOMY nuuy npoussoantens SIM-kapT.

3.2. 3awmTa TEXHUYECKMMN MepaMu

Mepecbinka mnapaMeTpoB YCTaHOBKM annjeta U dannoB nepcoHanmsaunm
npousBOAMUTCSA CTOpOHaMM B MNOAMMCAHHOM W 3awndpPOBaHHOM BMAE B COOTBETCTBUU C
pekoMeHAauMsaMu No CraHdapTm3auum TexXHUYecKoro KomuTeTa no CcTraHAapTmM3auum
«Kpuntorpadunueckas 3awmta wuHdbopmaumm» (TK 26) «UNHDOpMaAUMOHHAA TEXHOOrus.
Kpuntorpadunueckas 3awmnta nHpopmaumn. McnonbzosaHne anropntmos FOCT P 34.12-2015,
FOCT P 34.13-2015, TOCT P 34.10-2012 wn TOCT P 34.11-2012 B coobueHunsax dgopmaTa
CMS».

MpM 2TOM MCNONBL3YIOTCA OTAeNbHas K4yeBas napa OTnpaBuTesnd W OTAesNbHas
K/toyeBas napa nosyyvaTens, He UCnosnb3yemble A5 APYrUX Lenei, OTAINYHbIX OT YNOMSAHYTbIX
B HaCTOSLLEM AOKYMEHTE.

CepTudukaTbl KNOYEN NPOBEPKN 3NEKTPOHHOM MOANMUCKU NpeaBapuUTebHO NepeaatoTcs
Mexay CTOpPpOHaMu OOBepeHHbIM o06pa3oMm. Ha cTtopoHe npowusBoautens SIM-kapT
nucrnonb3yeTtcsa Nboe nogaep>xmeatollee npoueaypbl ykazaHHoro gokymenta TK 26 CK3U.
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4. YcTaHOBKa anrJjiera

AnnneTt yctaHaBnmBaeTcs B Supplementary Security Domain (SSD). TpeboBaHus K

SSD:

> MNoapepxxka SCP80, KeySet 1, agnnHa knoya — 16 6anT.

4.1. NapaMeTpbl YCTAaHOBKK annseTa

MapameTpbl yCTaHOBKM annneta Haxoastcs B danne mobile-id-ecp.conf. [danee

NpuUBEAEHDbLI 3HAYUMbIE NONA YCTAHOBKW!

[AID]
package=A1130001180006FFF7100D8945435000
applet=A1130001180006FFF7100D8945435008

[INSTALL]
priv=00
appparams=0404810880040F0303060C00

type=SIM
accdomain=00
priority=255
timers=1
ms1=010E

Application specific parameters (C9) HaxoaaTcs B none appparams U 3agaloT

cnegyrwwmne sHa4YeHuna:

= i (a]

—.

. 1-1 6alT - KON-BO NocneaymWmMx 6anT, ONUCLIBAKOLWNX KOPOTKMA HOMEpP nnaTdopMbl ans

OTNpaBKM OTBETHLIX coobweHunin (L)

. 2-4 6AMT — KONNYECTBO LMDP B KOPOTKOM HOMepe

3-i1 6alT - KOAMPOBKA 3HAYEHMSI KOPOTKOro HoMepa

. 4..3+L-2 6antbl - (L) kopoTkuii Homep nnatdopmbl B cdopmate 81lh ans oTnpasku

CTaTyCOB BbINO/IHEHNA KOMaHA

2+L 6aiT - BpeMsl Nokasa amanoroB B koMaHaax STATUS no yMonyaHuio (Mo yMon4YaHuio
4)

3+L 6aiT - MakcuMasbHoOe KoanyecTso nonbiTok Beoaa NMUH (no ymonyaHuto 15)

. 4+L 6aMT - MaKCcMManbHOe KONMYecTBO NonbIToK BBoAa MNMWH nogpsa (no ymonyanuio 3)
. 5+L 6aiT - MaKkcMManbHOe KOJIMYECTBO MOMbITOK 3aaaHus MNMUH noapsa npyn akTueBaummn u

cMeHe MNH (no ymonyaHuio 3)

6+L 6auT - MMHMManbHbIN pasmep MNMUH (no ymonyaHuio 6)

7 +L 6a@iT - MakcMManbHbIl pa3mep MNH (no ymonyaHuio 12)

8+L 6anT- Tun MNMNH (0 - Tonbko undpsbl; 1 - undpbl n 6ykBbl) (N0 ymMmonyaHuio 0)

Obsa3aTenbHbIMK SBASIOTCA NapaMeTpbl:
» KOpOTKWUI HOMep (4..3+L-2 6anThbl).

OcTanbHble napamMeTpbl MOTyT 6bITb HE YKa3aHbl, TOraa 6YLI,YT MCNOJZIb30BaHbl 3HA4YEHUA

no yMmosi4aHuio.
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Mpumep:
appparams=0404810880040F0303060C00

04 — KOJ1-BO nocseaywuimx 6anT, onnucbiBaloWmMx KOpoTKknii Homep(4 b6arnTta);
04 — KOJ1-BO undp B KOPOTKOM HoMepe (4 undpsbl);

81 — KOAMPOBKA 3HA4YeHMs KOPOTKOro Homepa (Bcerga 81);

0880 — «kopoTkuit HoMep (B AaHHOM cnydae 8008);

04 — BpeMs nokasa amanoroB (4 ctaTyCc KOMaHAbl);

OF — KOJ1-BO nonbiTok BBoga MWH (15 nonbiTok);

03 — KOJ1-BO nonbiTok BBoAa NMMH noapsg (3 nonbIiTku);

03 — KON-BO NonbITOK 3agaHusa MNMNH npu aktneBaumnm n cmeHe MUH (3 nonbiTkKn);
06 — MUWHUManbHbIN pasmep MUH (6 undp);

ocC — MakcuMmanbHbll pasmep MUH (12 undp);

00 — Tnn NUH (Tonbko undpsl).

4.2. Nopaaok yCTaHOBKK annseTa

YcTtaHoBKa annneTta Ha SIM-kapTy 40M)KHA NPOUCXOANTb cneayrowmnMm obpasom.

Annnet OOJKEH ObITb yCTaHOBNEH Ha SIM-kapTty C
rnepcoHanmanpoBaHHbIM darnom EF ICCID.

1) 3arpy3uTtb nakeT com.alsystems.simutil (A1130001181003). ®ann sim-util--
<Bepcusa>.cap.

2) 3arpys3uTtb nakeT com.alsystems.javacard.mid.ecp
(A1130001180006FFF7100D8945435000). ®ainn mobile-id-ecp-<Bepcus>.cap.

3) YcraHoBuTb annnet com.alsystems.javacard.mid.ecp.Application
(A1130001180006FFF7100D8945435008) 13 naketa com.alsystems.mid.ecp, ykasas
rnapaMeTpbl YCTaHOBKU M3 daiina koHpurypaumm mobile-id-ecp.conf.

4) 3anyCcTuTb CKPUNT nepcoHanmsaunm, cogepxaLimii:

a) OpHy KOMaHAy SELECT by AID 00A40400 10 A1130001180006FFF7100D8945435008

b) OaHy komaHay STORE DATA c DGI (Data Grouping Identifier), paBHbIiM 0000 00E20000
50 <DCKA>,
roe DCKA - cooTBeTcTBYyOLULEe nofie n3 daina nepcoHanusaunm gnmHon 0x50.

¢) KomaHabl STORE DATA ¢ DGI paBHbIM 0001 00E20001 Ln <CTpoka cjoBaps>

4.3. NepcoHanmsaumnga guanoros annsjeTta

Kaxxgon cutyaumm (Kaxgomy gumanory) B annjete COOTBETCTBYET CBOM YHUKaSbHbIN
DialogID. [nsa Toro, 4tobbl NepcoHann3npoBaTb annaeT TeKCTaMu, HeobxoaAnMo 3arpysnTb
MaccuB, rae kaxaomy DialogID 6yaeT cooTBeTCTBOBaTb TEKCTOBASA CTPOKaA.
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[ns cokpalleHus MecTa, KOTOpoe 3aHMMaeT TeKCT Ha SIM-kapTe, BMEeCTO CaMOro TeKCTa
MOXHO YyKasblBaTb CCblIIKy Ha apyron DialogID, KOTOpbIA HY>XHO WMCMNOSb30BaTb, €C/N ero
TEKCT NoAXOAUT 4SSt AaHHOW CuUTyauuu.

Pazmep namsaTn, BblgensieMblid AN AWANOroB, 3aBUCUT OT  AJIMHbI  TEKCTOB,
HeobxoanMbIX Ans nepcoHanmsaumn. 3HadeHne EEPROM, ykasaHHoe B Pasgene 1,
COOTBETCTBYET TEKCTaM, NpmBeAeHHbIM B Tabnuua 3.

4.3.1. JaHHble koMaHAabl ans DGI = 0001 (cTpokun cnosaps)

Tabnnua 2 — OdaHHbie koMaHabl A DGI = 0001 (cTpokwn crnoBaps)

Mocneayroume 6anThbl

TekcT B bopmaTe:

» SMS-default 7 bit co ctapwum 6uTOoM, ycTaHoBNEHHbIM B 0;
» UCS2 B ynakoBaHHOM cdopmMaTe cornacHo MNpunoxeHuio B

PPTS 11.11 V8.14.0 (2007- ; 1h.
NaeHTUdMKaTOp AokyMmeHTa 3G S 8 0 (2007-06); dopmaT 8

CTPOKM
Mnun ccbinika Ha CyLLEeCTBYIOLLYHO CTPOKY:

WT - FF, NpM3HaK CCbISIKM Ha CYLLECTBYIOLLYIO CTPOKY;
WT - naeHTUhUKaATOp CTPOKMW.

= S¢

1-1 6a
> 2-1 6a

4.3.2. Npumep rotoBon KoMaHabl Ansa ctpokn ID 36:

00E200012124811D089EC8B8B1IBABO2E20A2COB5B1C3B5C2C1CF20B7BOBCB5BDB02053494D2E

4.3.3. NgeHTndukaTopbl CTPOK

Tabnuua 3. NaeHTudmKaTopbl CTPOK

OnuncaHune

36 Annnet B coctoaHun LOCK, eMy npuwnia KkomaHga Owwunbka. TpebyeTcsa 3aMeHa

aKTMBauum SIM.
| |
35 Annnet B coctosaHun ACTIVE, emy npuwina Owwnbka. NosTOpHas
KOMaHAa akTMBaLuum aKTuBauns HEBO3MOXHA.

33 Annnet B coctosaHuu NULL, eMy npuwina koMaHaa Owwunbka. TpebyeTca 3ameHa
aKTmeauuu SIM.

37 Odnanor aktmBauumn annneTta BBegunte Koa akTuBauun.
OcTanochb NonbITOK:

38 Koa akTuBauuu BeefeH HEBEPHO HeepHo. OcTanocb
NOMbITOK:
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OnuncaHune

39 Ncuepnanbl N nonbITOK noapaa Ans BBoAa Koaa MonbITKM ncyepnaHbl.

aKTnsauumm TpebyeTcsa 3ameHa SIM.

40 NcuepnaHbl M nonbITOK [MonbITKM ncyepnaHbl.
TpebyeTtcs 3ameHa SIM.

41 Annnet npocuT npuaymats NMNH-koAa Mpuaymante NMUH-koa <6-
12> <uundp>

42 Annnet npocuT nosTopuUThb BBOA NNH-KOAA [MoBTOPUTE BBOA:

43 Monb3oBaTenb BBen HecoBnaaawwme MNMNHebI HecoenaaeHue. MNpuaymarnTe
MANH-koa cHoBa <6-12>
<undp>

44 Monb3oBaTene 3 pasa He CMOr 3a4aTb TpebyeTcs noBTopHas

coBrnajaroLue nuHbl aKTuBauwms.

45 YcnewHoe 3aBeplieHne aktupauum YcnewHo!

68 Annnet B coctoaHun LOCK, eMy npuwia komaHaa Owwunbka. TpebyeTca 3ameHa

noanucu ot DSS SIM.

66 Annnet B coctosaHun INIT, emy npuwna KkomMaHaa Owwunbka. TpebyeTcsa

noanucu ot DSS aKTMBauug.

65 Annnet B coctosaHun NULL, eMy npuwina KoMaHaa Owwunbka. TpebyeTca 3ameHa

noanucu ot DSS SIM.

73 AnnneTy npuwna KoMaHaa nognucu ot DSS co Owwunbka. NosTOpUTE

CNINWKOM ASIMHHBIM TEKCTOM onepauuto.

69 Annnet 3anpawwusaeT seoAa NNH-koaa Beegute NMNH-koa. OcTanoch
MonbITOK:

70 AB60OHeHT HeBepHO yka3zan NNH-koa HesepHo. BeeauTte NMNH-koa
cHoBa. OcTanochb NMonbITOK:

71 McuepnaHbl N nonbiTok BeBoada NNH-kopa MonbITKM UcyepnaHsbl.
TpebyeTtcs 3ameHa SIM.

72 McuepnaHbl M nonbiTok BBoada NNH-kopa MonbITKM UcyepnaHsbl.
TpebyeTtcs 3ameHa SIM.

77 A60oHeHT BBeN BepHbil NMNH kopg MNH-koa BepPHBbIN.

74 AB60OHEeHT BBeN BepHbIN NuUH Kog. OcTanoch MNH-koa BepHbIN. OCcTanochb

MeHblwe 10 ncnonb3oBaHUi K4ya NCNO/b30BaHUN:
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OnuncaHune

75 MoaTBepxaeHue onepauuu. lNMonb3oBaTtesib BBEN MUH-koa BepHbIN. Kon-Bo
npasunbHbi MUH. Konnyectso Mcnoab3oBaHUi MCNONb30BaHUI NCHEpPMaHo.
Ka ncuepnaHo.

100 Annnet B coctosaHumn LOCK, eMy npuwnia KomaHaa Owwubka. TpebyeTcsa 3ameHa

cMmeHbl NMNH-koaa SIM.

98 Annnet B coctoaHun INIT, emy npuwna KkoMaHaa Owwnbka. Tpebyetcsa

cMmeHbl NMNH-koaa aKTuBauus.

97 Annnet B coctosaHun NULL, eMy npuwina koMaHaa Owwubka. TpebyeTcsa 3ameHa

cMmeHbl NMNH-koaa SIM.

101 ANnneT NpocuUT BBECTU TEKYLLMA NUH BeeauTte Tekywmnii MNUH-koa.
OcTanocb NonbITOK:

102 Monb3oBaTesnb HEBEPHO BBEN TEKYLIMA MUH KOA HeBepHo. BeBegnte TekyLmmn
MNH-koa. Octanock
MOnbITOK:

103 WcuepnaHbl N nonbIiTok BBOAA Tekyuiero MNMAUH MonbITKM ncyepnaHbl.
TpebyeTtcs 3ameHa SIM.

104 WcuepnaHbl M nonbIiTOK BBOAA HeBepHoro MNMNH MonbITKM ncyepnaHbl.
TpebyeTtcs 3ameHa SIM.

105 AG60HeHT BepHO yKasas TEKYLLMI MUH-KOA. MpuaymanTte NMNH-koa <6-

ANnneT NpocuT Nofb3oBaTens 3agaTb HOBbIN MUH. 12> <undp>
106 AnnneTt NpocuT NOBTOPUT BBOZ HOBOrO NMuHa lMoBTOpPUTE BBOA:
107 AG60HeHT yKkasaH HecoBnajatoLine NuHbl Hecosnaaexue. MNpuaymanTe
NMNH-koa cHoBa <6-12>
<undpp>
108 A60HeHT 3 pa3a He cMOr 3agaTb coBnajawmwme MNH-kOA HE M3MEHEH.
MUHBI lMosBTOpPUTE CHOBA.

109 YcnewHo 3agaH HosbiM MNH MNH-koA N3MeHeH.

129 CwMmeHa ko4a aktuBauum. AnnneTt nosayymn Owwnbka. TpebyeTca 3amMeHa
KoMaHay cMeHbl NMNH B coctosaHum NULL. SIM.

130 CwmeHa kao4a aktuBauum. AnnneTt noayymn Owwnbka. TpebyeTcs
KoMaHAy cMmeHbl NMNH B cocTtosaHnm INIT. aKTuBauus.

131 CwmeHa kao4a aktuBauum. AnnneTt nosayymn Ownbka. NoBTOpHasa cMeHa
KOMaHAy CMeHbl Kitoda B coctossHun ACTIVE?Z2. K/1lo4a HEBO3MOXKHaA.
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OnuncaHune

132 CwMeHa kn4a aktuBaumm. AnNnneTt noayymn Owwunbka. TpebyeTca 3ameHa
KOMaHAy CMeHbl knato4va B coctosiHun LOCK. SIM.

133 CMeHa kJtoya aktuBaumm. AnnaeTt noayymn BeeauTte Tekywnii NMNUH-koa:
KOMaHAy CMeHbl katoda B coctosiHmm ACTIVE.

134 CwmeHa koya aktuBaumu. lNMonb3oBaTtenb HesepHo. BeBeaute TekyLwmi
HenpaBWAbHO yKasan Tekywun NMNUH-koa. MUH-koa. Octanock

MonbITOK:

135 CwmeHa kno4ya aktuBauummn. Nonb3oBaTenb MonbITKM ncyepnaHbl.
HenpaBWNbHO yKa3san Tekywun NMNUH-koa. TpebyeTtcs 3ameHa SIM.
NcuepnaH Cuetumnk 1.

136 CwmeHa knoya aktuBauummn. Nons3oaTensb MonbITKM ncyepnaHbl.
HenpaBMNbHO yKasan Tekywmin MNH-koga. TpebyeTtcs 3ameHa SIM.
NcuepnaH CyeTumnk 2.

137 CwMmeHa knoya aktuBauuum. Annnet npocuT BBeanTe Koa akTusBauuu.
nosb3oBaTens BBECTU KOA aKTuBaLuum. bnok:

139 CwmeHa kntoya aktmBaumm. Owmnbka npoBepku BeeanTte Koa akTusBaumu.
KOHTPONbHOro Yyncna 6noka. Annner npocuT bnok:
nosib3oBaTeNs BBECTU KOA aKTUBaUWM CHOBA.

141 CwmeHa kno4ya aktuBaumm. CMeHa Knya YcnewHo.
aKTMBaUWM NpoNaeHa yCreLwHo.
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5. TectTupoBaHue annseTra

Ona TectnpoBaHus paboTbl KpunTorpaduueckoro Moayns anniera WCnonb3yeTcs
KOHTPOJIbHbIV NpUMep, NPpUBEAEHHbIN B JAHHOM pasaene.

1. 3anyctuTe CKpMNT CaMOMpOBEpKM anmnjera, cogepxalwmi
a. KoMaHay SELECT by AID
00A40400 10 A1130001180006FFF7100D8945435008

b. KomMaHay SELF TEST
00DD0000 40
9E8446D23DD555F0CD58083EB3080870AC216D1714E3D04A9BI7TFC2343A82760
CO9DCE4E8454E715EF183E31FAE465E3C5DC7D336AC2A37 7BA4ABIA2BAAADS9756BA
D8603C408EB43067CD4A85A6BDB366845B48164516F11901275A89430FB94

c. KoMaHay GET RESPONSE
00C00000 20

2. B oteet annnet gosmxkeH BepHyTb noanuce HMAC FOCT P 34.11-2012 (256 6uT):
327A42CA109A334627ED149242005FB414F26E86D828FADOE40545B12133C0EC

[na npoBeneHns ganbHeNWeEro TectTupoBanms npodung SIM-kapT, BAP-kapTa AaHHOro
npoduna nepefaeTtcs onepaTtopy CBA3M, KOTOPbIM CAMOCTOSATENIbHO WU C MpUBJIEYEHUEM
npomnssoaunTeENa annjeTa npon3soanT I'IOJ'IHOCbYHKLI,VIOHaJ'IbHoe TECTUpOBAHUE.
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CBEAEHUA O PASPABOTYUKE

KomnaHua Kpuntollpo co3gaHa B 2000 rogy “ B HacTosllee BpeMs 3aHMMaeT
avaupyowee rosioXKeHue Mo pacrnpoCcTpaHeHUIo CcpeacTB Kpuntorpaduyeckon 3awunThbl
MHpOPMaUUN U SNEKTPOHHON LNGPOBOIM NOAMUCH.

OcHOBHOE HanpasneHue AesATeNlbHOCTM  KOMMaHMu - pa3paboTka cpeacTts
KpunTorpadumMyeckon 3alwmnTbl MHGOPMaumn U passmutne NMHbpacTpykTypbl OTKpPbITbIX Kntoyen
(Public Key Infrastructure) Ha ocHoBe MCMOSIb30BaHUS MeXAYHapOAHbIX PEKOMEeHAauUn u
POCCUMNCKNX KpunTorpadmyeckmx aaropuTMoB.

KomnaHusa paspaboTana nosiHbli CNEKTP NPOrpaMMHbIX M anmnapaTHbIX NPOAYKTOB AN
obecrneyeHmst LENOCTHOCTM, aBTOPCTBA MU KOHPUAEHUNANbHOCTU MHDOPMaLUNK C NPUMEHEHNEM
3N u wndpoBaHus AN UCNosb30BaHMA B pa3aundHbix cpeagax (Windows, Unix, Java). Hosoe
HanpasJsieHne NpOAYKTOB KOMMNaHUn - nporpaMmMHo-anmnapaTHble cpeacTtea
Kpuntorpaduyeckon 3awuntbl MHDOpMaAUMM U MCNOMb30BaHMEM cMapT-kapT u USB knwouen,
MO3BOJIAOLWMX CYLECTBEHHO NOBbLICUTL 6€30MacCHOCTb CUCTEM, MCMOoNb3ytowmx 1.

KomnaHnua Kpuntollpo saBnsetca pa3paboTumMkoM 1 NOCTaBLMKOM CPeACTB NMPUMEHEHUS
3l B aBTOMaTM3UPOBaHHbIX NHHDOPMALMOHHbBIX cucTeMax. KpoMe 3Toro, KOMnaHusa okasbiBaeT
KOHCY/bTauUMOHHbIE yCnyrn no obecnevyeHuto AedATeNbHOCTU YAOCTOBEPSIOWMX LEeHTPOB U
npuMmeHeHnio 2SIl B aBTOMaTU3MPOBaHHbIX WHQOPMAUMOHHbBIX CUCTEMax NpeanpusaTui
pasnnyHbliX opM cOb6CTBEHHOCTMW.

YoocTtoBepsawwWwmMn  UeHTp koMnaHuu KpunTtollpo npenoctaBnsieT opraHusaumsm
(topnanyeckmm nmuam) ycayrm no U3roToBAEHUIO W yNpaBAEHUIO OTKPbITbIMU U 3aKPbITbIMU
Kn4YamMm nosb3oBaTenen MHQPOPMAUMOHHbIX CUCTEM, BKJKOYas npoueaypy nogayn u
06paboTkn 3anpocoB Ha cepTudukaTbl, BepudUKauMlo 3anpocoB Ha cepTudukaThl,
dopMmpoBaHMsa cepTUdUKATOB, WX MOJSIYYEHMS, WCMOJb30BaHMUS M  OT3biBa. TakKxe
YpocToBepslowmMM LEHTPOM MpPenoCcTaBsStoTCs WHble CEepBUCHbIE (YHKUWU, CBSA3aHHbIE C
MCNOb30BaHNWEM 3MEKTPOHHbIX Mnoanucen, wundposaHnem, obecnedyeHMeMm 31eKTPOHHOro
topManyecKm-3HaumMmMoro 4okyMmeHtooboporTa.

KoHTaKTbl:

000 «KPUTMTO-TPO»

127018, MockBa, yn. Cywésckuii Ban, 18
TenedoH: (495) 995 4820

dakc: (495) 995 4820

URL: http://www.CryptoPro.ru

E-mail: info@CryptoPro.ru
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