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1. OCHOBHblE TEXHNYECKNE AAaHHbIE U XapaKTEPUCTUKHU
NMAKM

MAKM «Kpuntollpo HSM» — nporpaMMHO-annapaTtHbiii KpunTtorpaduieckun Moaysb,
npegHasHadeH Ans UCNosb30BaHMUA B CeTsAX/cMcTeMax XpaHeHus u 06paboTkn nHpopMaumu, He
COCTaB/ISAOWEN rOCYyAapCTBEHHOW TalHblI.

NMAKM «Kpuntollpo HSM» npeacrtaBnsetr cobon ceTteBoe YCTPOWCTBO, MOAK/OYaEMoe
nmbo HenocpeacTBEHHO K cepBepy (XOCTy), uMchnosb3yluweMy Kpuntorpaduyeckne cepBuUChI
MAKM, nmbo B cerMeHT JIOKaJIbHOW CeTU 4Yepe3 CcTaHdapTHble ceTeBble YCTpPOWCTBa
(KOMMyTaTOpbl, MapLlpyTU3aTopbl, KOHLEHTpaTopbl) Ans 06CnyXuBaHUA rpynn CEpPBEPOB U
KOMMbIOTEPOB MOIb30BaTENEN CETU.

MAKM moxeT 6bITb Ucrnonb3oBaH B kadectse CK3UM B pasnmuHbiX cucteMax/nogcucreMax
Kpuntorpadunyeckom 3aWnThbl MHpopMauun, noaAep>XXnBaroLmx Kpuntorpadunyeckmne
nHtepdelicsl «Kpuntolpo CSP» (Microsoft CryptoAPI 2.0).

MNAKM «KpunTtollpo HSM» npeaHa3sHayeH ANns BbINOAHEHUS cneayowmx dYHKLUUN:

— ((opMMpoBaHuMs/NpoBepKkN 3N1eKTpoHHOM noanucu (M) noa 6710KOM AaHHbIX MO
3anpocy nonb3oBaTenen;

— wwudposaHus/pacwmndposaHnsa 610K0B AaHHbIX MO 3anpocaM Mnonb3oBaTenen.

Mpwn atom NMAKM «Kpuntollpo HSM» obecneunsaert:

— peanusaumio kKpuntorpadunyveckmx GOyHKUMA M MHTepdenc B3auMoAencTBus C
cepBepaMn U pabouymMmMmn CTaHUMSAMK NOSb30BaTENEN;

—  uHTepdenc K npuknagHoiM KpuntorpapuyeckuMm dyHKUMAM B COOTBETCTBUM CO
cneumdunkaumen Microsoft Cryptographic Service Provider;

— BO3MOXHOCTb ucnonb3oBaHus @yHkumn TAKM  «Kpuntollpo HSM»  yepes
nHTepdelicbl Microsoft CryptoAPI;

—  ngeHTndukaumo U ayTeHTUdMKaAUMIO Monb3oBaTenen npu  JIOKaJAbHOM ¢
yaaneHHoMm pgoctyne Kk NMAKM «Kpuntollpo HSM»;

— NpOBEpKY LEeNOoCTHOCTU KPUTUYHOro K 6e3onacHoMy dyHKUMOHMpoBaHuio MO npu
nHuymanusauunm NAKM «Kpuntollpo HSM»;

— TreHepauMio CilyyaliHbIX Yncen C Ucnosib3oBaHMeM annapaTtHoro JCYH;

— TEeHEepauuto 3aKpbITbiX Ko4Yen obmeHa u knwyen 31 € UCMONb30BaHMEM
MCXOA4HOro MaTepmana, npeaocTaB/ieHHOro ynosIHOMOYEHHOW opraHM3aunen;

— CpoK gencrteusl kawoden II, ABASOWMXCS HEIKCNOPTUPYEMbIMU, COCTaBsSET He
6onee 3-x net. MakCuManbHbI CPOK AENCTBUS Ktoden npoBepkn DM — 15 net
rMocie  OKOHYaHMa  CpoKa  AEeNCTBUS  COOTBeTCTBylWeEero  kawda Ol
MaKcuManbHbIi CPOK AENCTBUS OTKPbITbIX KAloven obmeHa — He 6onee 3-x ner.
MakcuManbHbIA CPOK OENCTBUS HEIKCMOPTUPYEMbIX 3aKpbITbIX KOUen obMeHa
coctaBnsieT He 6onee 3-x net. CpoK AENCTBUSA WMHbIX Ko4en He npesbiwaet 1
roaa 3 mecaues!;

— COoMpshXeHue C cepBepoM/cepBepPHOI Fpynnon rno otTaensHoMy cermeHTy Ethernet;
— BBOA 3aKPbITOro K/itoya C K/OYEBbLIX HOCUTENEH Ha MHTENEeKTyalbHOW KapTe;

— BbINoNHeHWe GYHKUNI COo34aHUa WM MPOBEPKU 3NeKTpPoHHOM noanucu (2M1)
cornacHo [OCT P 34.10-2001 wn TOCT P 34.10-2012 (FOCT 34.10-2018),
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BblUMCNeHMe Xx3aw-@pyHKumMm cornacHo MOCT P 34.11-94 n TOCT P 34.11-2012
(FOCT 34.11-2018);

— wndpoBaHue n nMutosawmTta cornacHo NOCT 28147-89;

— OMNUWOHAaNbHO, MOAAEPXKY anroputMoB RSA B 4acTu reHepauuu Kiouen,
dbopmmnpoBaHua 1 nposepku 3, wWndpoBaHns 1 pacwmndpoBaHus;

— OonuMoHanbHO, NOAAEpPXKY anropntMoB RSA B 4acTu reHepauumum KIKO4ewn,
dopMupoBaHuns n nposepku II1;

— BO3MOXHOCTb  BCTpeuyHoi pabotel TMAKM  «Kpuntollpo HSM» ¢ CK3U
«Kpuntollpo CSP»;

—  YHUYTOXEHNE KJ'HO‘-IEVI;

— COMpshXeHne C YCTPOMCTBOM JA0CTyna Mo Kpuntorpaduyecky 3alulieHHOMY
KaHany «K2». KaHan «K2» — nokanbHbIl 3aWMWEHHbIN KaHas, NCronb3yeTcs ans
3awmueHHoro obmMeHa wmHdbopmaumen mexay MAKM un ycTtponctBoMm goctyna K
MNAKM;

— COMpSXXeHue C YCTPOMCTBOM JA0CTyna Mo Kpuntorpauyecku 3awuuieHHOMY
kaHany «K». KaHan «K» - nokanbHbIi 3alUMLLUEHHbIA KaHan, UCNonb3yeTcs ANns
3awmeHHoro obmMeHa wuHdopmaumnen mexay MAKM u ycTpoircTBOM goctyna K
MNAKM?;

— perucTpauus cobbiTui B XypHane ayamTa Kpuntorpadudecknx sbizosos MAKM.

[MpnMeyaHua:

1. Cpokn pencteua kntoden 3l M 3aKpbITbIX KNtoder obMeHa MOryT YTOYHATbCSA Mpwu
nposeaeHnn pabotr no BcTpamBaHuto [MAKM «Kpuntollpo HSM» B cuctembl no T3,
cornacoBaHHbIM ¢ 8 LleHTpoMm ®CBE Poccun.

2. KaHan «K» ncnonb3yeTtcsl To/IbkO B paMkax F0/I0BHOIMO yA0CTOBEPSIOLLErO LiEHTpa.

MAKM  «Kpuntollpo HSM»  yposnetBopseTr knaccy KB/KB2 (KomnnekTtaumsa 1
McnonHenne 1) wnam knaccy KC3 (KomnnekTtauma 1 WcnonHenus 2-5) npu BbINOSHEHUMU
TpeboBaHMl aKCNAyaTaUMOHHON AOKYMeHTauum Ha MAKM.

MAKM «Kpuntollpo HSM» moxeT 6bITb Mcnonb3oBaH B kadectBe CK3UM B pasnuyHbIX
cuctemax/nogcucremMax  kKpuntorpadmyeckon  3alnTbl  MHGOpMauuMn, NoAAEpPXMBAOLWMX
kpuntorpadpuuecknin mHtepdenc (Cryptographic Service Provider (CSP)) Kpuntollpo CSP
4.0/5.0.

MAKM obecneumBaeT opgHoBpeMeHHoe obcnyxusaHme o 100 ycTpomcTte goctyna c
BO3MOXHOCTbIO hopMmpoBaHmsa 4o 3000 nognuncen xaw-3HAUYEHN B CEKYHAY.

MAKM «Kpuntolpo HSM» obecneunBaeT xpaHeHne Ao 500000 knOYEBbLIX KOHTEMHEPOB
nosb3oBaTenen.

1.1. OnepaunoHHbIE CUCTEMbI CEPBEPHbLIX NpuUoXxeHnin NMAKM

MporpammHble cpeactea [MMAKM «Kpuntollpo HSM» dyHKunoHnpytoT Ha 6a3ze AnbeT
Jinnykc CNT 7.0 ¢ 3awmTon agpa OC cpeacrtsamm naketa GRSecurity.

OC AnbT JlInHykc CNT 7.0 ceptndmnunposaHa degepanbHOn Ciyx60i No TEXHUUYECKOMY U
aKcnopTHOMY kKoHTpoa (PCTIK Poccumn). Knaccndukaums no ypoOBHK KOHTPONS OTCYTCTBUS
HeAeKNapupoBaHHbIX BO3MOXHOCTen - 4  ypoBeHb. [lokasaTenu 3aWMLEHHOCTU  OT
HeCaHKLMOHMPOBAHHOIro AoCTyna K nHdopMaumu - no 5 knaccy 3awmeHHOCTH.
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MAKM  npeaHasHayeH 4ANns  WCNOMAb30BaHUSE C  CepBEepHbIMM  MPUJIOXKEHUSMMU,
NpUIOXeHNaMM nonb3oBaTtenen Ha 6a3e onepaunoHHbIX cuctem cemencts Windows wu
Unix/Linux (cM. n. 4 gokyMeHTa «XTAN.00096-02 30 01. Kpuntollpo HSM. ®opmynsap»).

1.2. KntouesBble Hocutenu NAKM

KnioueBaa cuctema CK3U TMAKM «Kpuntollpo HSM» Bkio4daer B cebsa knawoum I,
wudpoBaHma U obMeHa (3KcnopTa Kuen).

Kntoum 3 npeacTaBngaoTca KAKYEBOM napoi: katod Il — ana dopmuposaHus 3, koY
nposepkun 2I1.

Knoun wundpoBaHuss — CUMMMETPUYHbIE K/THOYM coobleHns (nakeTa), ciydanHble Wan
AnBEpCUPUUMNPOBAHHbIE N3 CITYYaMHOro KJk4a CECCUMM MO OTKPbLITOMY 3arofloBKy COO6LieHus
(naketa).

Knioun obMeHa CTpOoSITCS Ha OCHOBE OTKPLITOrO pacrnpeaeneHunst K4en no anroputMmy
Ondpdu-XennmaHa Ha 6ase KAOYEBbIX MNap 3aKpbITbIM/OTKPbITbIM  KAKOYXM  anropmTtMma
FOCT P 34.10-2012 (IF'OCT 34.10-2018).

Ha K/ouYeBbIXx HOCUTENAX KKUYM XpaHAaATca B ¢dopMaTe KJIYEBOro KOHTelHepa.
KnioueBol KOHTeNMHep COAEPXWUT Takxe WHdopMmauuno, Heobxogmmyro ans obecneyeHus
KpUnTorpadunyeckon 3anTbl KNOYENR U X LENOCTHOCTW.

3aKkpbiTbie KUK, XpaHswumecs B namaTn MAKM, wndpyloTcs NpsMO MM KOCBEHHO
(4epe3 NpoMeXyTOouUHble K4YM — Ko4YN WndpoBaHMA) Ha Kitode aktmBaunm NMAKM.

Kniou aktusaumm MNMAKM wmncnonb3yetr cxemy pasfeneHusi cekpeTa C BBOAOM KJ/HOYEBOM
MHdopmaumm ¢ nbbix 3-x (k) n3 5-tn (n) HocuTenen ansa popMmpoBaHms GYHKLNOHANBHOIO
knoya. lMpu aToM obecneumBaeTca 3awmta (PYyHKUMOHANBHOrO K/kya Npu KOMNpoMeTauumu
KNo4yeBon WHgopMauum Ha nwbbix He 6onee k-1 HocuTensax. B cnydyae komnpoMeTtauumu
Ko4eBon mHpopMmaumm xota 6bl ¢ 04HOrO HocuTens, HeobxoamMmo nepeBbiNnyCcTUTb Bce 5 (n)
Ko4Yen.

NHTennexkTyanbHble KapThbl rnocTtaBnawTCA C NMAKM «KpunTolpo HSM»
oTOopMaTUpPOBAHHbLIMKW, C MpeayCTaHOBNEHHbIM pin-KogoM «11111111». Mpu 3anucu Kouen
Ha KapTy pin-Ko4 HeobX0ANMO CMEHUTL.

Mpn BbiNycke/3anMcu KapT C K/AKYaMWU Ha KapTy HaHOCUTCA TUM KapTbl: HOMep
KOMMOHEHTbl K/4ya 3awmTbl, cuMmBon «K» (ang kapTbl ayTeHTudwukaumm AAMUHUCTpaTOpa
UNIX/Linux Cepsepa - MAK «Kpuntollpo HSM»), cumBon «K2» (ana KapTbl ayTeHTMdMKaunm
MNonb3oBaTtens/AaMuHuctpatop Windows cepsepa - MNMAK «Kpuntollpo HSM»). Kpome 3Toro Ha
KapTy 3anucbiBaetcsa dpamumnna nuua (nonb3oBaTens - Bnagenbla), OTBETCTBEHHOrO 3a AaHHbIN
KJ1l04EeBOM HOCUTESb.

Haanucm npoussoasatcs pa3bopumBbiM  noyepkoMm (MpeanoyTuTenbHO - MNedYaTHbIMU
6ykBamn), cdnomactepom Tuna Staedtler Lumocolor permanent N 318 (c BOAOCTOMKUM
KpacuTenem).
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2. CocTaB M Ha3HaYeHne KOMMOHEHT
nporpaMMHoro obecnevenuns NAKM

2.1. CoctaB koMnoHeHT MO MAKM

NMporpamMHag koMmrnoHeHTa NAKM Bk/o4aeT ABe cocTaBngowme:

—  cucTteMHoe nporpaMmmHoe obecneuenme — OC AnbT JinHykc CMT 7.0;
— nporpammHoe obecneuyeHune MNMAKM (MO MAKM).

LWTaTHble cpeactea OC «AnbT JlInHykc CMNT 7.0» BKAOYAKOT:

— M3 - MexceTeBOW 3KpaH;

— TCP/IP —ctek npoTtokona TCP/IP;

— RPC - npoueaypa yAaneHHbIX BbI3OBOB;

— SYS Log - moaynb pabotbl ¢ log-daiinamm;

— ACL - cucteMa ynpasrieHusa gOCTyrnoM;

- [Opansep COM-nopTa;

- bubnnoteka libc, obecneumBatowas B3anMMoAeNCTBME MNPMKIALHOIO MPOrPaMMHOIO
obecneyeHuns c nporpaMMHbiMK cpeacTBamu OC.

Cocrtas ycraHasnmsaeMbix naketos OC AnbT JiInHykc CIMT 7.0 npu nsrotosnerHun NMAKM n
HacTponka OC onucaHbl B gokyMeHTe «XTAWM.00096-02 94 01. Kpuntollpo HSM. OnwucaHue
npoueaypbl c6opkn».

MporpamMMHoe obecrneyeHne NMAKM BKso4vaeT:
—  JXKTAWM.00096-01 99 01. KpunTtollpo HSM. ba3oBblie MOAYU;
- XKTAK.00096-01 99 02. Kpuntolpo HSM. UHTepdelicHbie mogynu.

bazoBbie Moaynu [MAKM  gBnaTCAa  COCTaBHOM  4acTbo  usgenusa [MAKM  n
yCTaHaBnmBawTcsa npu narotosneHnm NAKM «Kpuntollpo HSM».

MHTepdelicHble MoAyn nocTaBaatoTcs Ha otaenbHom CDROM um cnyxaT ans cosgaHus
cucteMm, wucnonb3yrwowmx CK3WN TMAKM «Kpuntollpo HSM», noacmucteM KpunTtorpadumyeckomn
3aWnTbl MHGpopMauun. [daHHble MoAyN AO0NXHbl 6biTb yCTaHOBNEeHbl Ha DBM, ucnonb3yrowen
CK3WM NMAKM «Kpuntollpo HSM».

2.2. bazosble moaynu NMNAKM «Kpuntollpo HSM»

Mpn unsrotoBneHun MAKM noMmmo 6a30BON YyCTaHOBKW OMepauUMOHHON cUCTeMbl AnbT
Ninnykc CMOT 7.0 B wu3genue ycTaHaBAMBaKTCA cregywowme rnakeTbl C  MPOrpaMMHbIM
obecneyeHunem:

Isb-cprocsp-base-4.0.0-4.noarch.rpm
Icprocsp-fenixm-server-64-4.0.0-4.x86_64.rpm
Isb-cprocsp-rdr-64-4.0.0-4.x86_64.rpm
Isb-cprocsp-rdr-sobol-64-4.0.0-4.x86_64.rpm
cprocsp-rdr-pcsc-64-4.0.0-4.x86_64.rpm
Isb-cprocsp-capilite-64-4.0.0-4.x86_64.rpm



XTAN.00096-01 96 01. Kpuntollpo HSM. OnucaHue peanusaymu

Icprocsp-hsm_db-64-4.0.0-4.x86_64.rpm

cprocsp-pam_hsm-64-4.0.0-4.x86_64.rpm

cprocsp-stunnel-64-4.0.0-4.x86_64.rpm

cprocsp-hsm_webadmin-64-4.0.0-4.x86_64.rpm

B HazBaHusAx gnctpmbytmneos CK3W vcnonb3lyeTtcs HoTaums:

Lsb — npedmkc LSB (Linux standard base) coBMecTMMOCTM NakeTa

cpro - npeduKc opraHM3aunn pa3paboTunka;

CSp — KpunTonpoBamnaep;

x86_64 - 64 -pa3psaaHasa nnatdopma Intel.

noarch — He3aBUCUMbIM OT NNaTdOpPMbl NakeT

MakeT Isb-cprocsp-base-4.0.0-4.noarch.rpm coaepXxuT Moaynu:

Cprocsp - Moaynb CcrapTta/octaHoBa cepBucoB (AeMOHOB) 06paboTku
KpunTorpaduruyecknx BbiI30BOB

NoKaJm3anpoBaHHblie BEPCUKN MaHYyalla (man)

cueHapuii co3pgaHus BCeX KaTanoros, HeobxoauMmblx Ans  YCTaHOBKU WU
dyHKumnoHmposaHus CK3U.

MakeT cprocsp-fenixm-server-64-4.0.0-4.x86_64.rpm coaep>XmT OCHOBHblE MOAY/N
KpunTonpoBanaepa:

fenixmsrv - Moaynb peanu3aumum KaHana K, ynpasneHms [MAKM kak npu
nomowm LCD naHenu, Tak wn SOAP wuHTepdenca yaaneHHoro Web
aAMUHUCTPUpOBaHMS, paboTbl € xypHanamMu MNMAKM, 3anyckaembii kak gemoH OC;

cryptsrv_hsm - ocHoBHOI Mogynb Kpuntonposangepa Kpuntollpo CSP Bepcum
3.6, obpabaTbiBalOWNMA  pacKkogMpOBaHHbIE  3anpocbl Ha  BbIMNOJIHEHME
Kpuntorpaduuecknx onepauun (Hanpasnsemble OT MoaynsMm fenixmsrv un
stunnel_hsm). 3anyckaeTtca kak gemoH OC;

srv_wrapper - Moayib 06paboTkm  KkoMaHZ, Tpebywowmx  3anycka
BTOPOCTEMNEHHbIX  YTUIUT. Ucnonb3yetca ans  obecnedeHns  6onblien
6esonacHOCTM nNyTeM oOnucaHusa orpaHundyenmin  GRSecurity, no3Bonsowmx
MUCMOSIb30BaHME [aHHbIX YTUAUT TONAbKO [AaHHbIM MoAy/feM. 3anycKaeTcs Kak
aemoH OC;

libcsp_kb2 - 6ubnunoteka NOCT anropmtMoB, peanusylowas UeneBble pyHKUNK
KpunTorpaduyeckorn 3awmtbl WMHpopMauum, paboTy C kaw4yamu, [0CTyn K
KOYEBbIM HOCUTENSAM;

librsaenh_kb2 - 6ubnuoteka RSA anroputMoB, peanu3ylowas uenesble
dyHKUMM KpunTorpaduyeckon 3awmntbl HGopMaumm, paboTy C KA4YaMm, OCTyn
K KJTlOYEBbIM HOCUTESNSM;

libcspr - 6ubnuorteka, obecneumBawlias AOCTyn K KpunTonpoBanaepy,
(PYHKUMOHMPYIOLEMY KaK OTAeNbHbIN cepBuc (npouecc OC);
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libcspsrv - 6ubnuoteka, obecneuymBaiowas TPaHCNOPT BbI3OBOB MexAay
NPUIOXKEHUSMU U cepBUCOM cryptsrv_hsm;

stunnel-K2.conf, stunnel-K2s.conf, stunnel-web.conf - (WabnoHbLI
KOH(UrypaunoHHbix dannoB Aans 3anycka COOTBETCBYKOLIMX 3K3EMMISPOB
stunnel_hsm;

hsm_backup - yTtunuta, wucnonb3yemas AN BHYTPEHHEro pe3epBupoBaHUS
kntoden NMAKM;

dsrfcopy — YTUnnta, mncnonb3yemad AONnd NOMnoJIHEHUA KNKYEBOro MaTtepuala,
npeaocraBnideMoro YI'IOJ'IHOMOl-IeHHOﬁ opraHM3auV|el7|;

read_lcd - ckpunT, ncnonb3yemblin npoueaypamm 3arpyskn OC gns noaydeHus
ckopocTh obmeHa m HoMepa COM nopta LCD naHenn u3 KOHMUrypaumoHHOro
danna kpuntonpoBangepa (cMm. MpunoxeHme 7. Ckpunt read_lcd - uTeHue
napametpos LCD naHenn);

read_parm - ckpunT, UCMOMb3YeMbIA NpoueaypamMu cTtapTa Moaynen noanep>XKku
cetn OC gng yteHusa koHbwurypaumm NMNAKM (IP agpeca ceteBbiXx MHTEpPhENCOB, NUX
XapaKTePUCTMKU,  AOCTYMHOCTb), 3agaHHoM  agMuHuctpatopm [MAKM n
XpaHsuwencsa B b mysql.

genfw - ckpunT, MCNonb3yeMbl MNpoueaypaMu cTapTa MoAyfen NOoALAEPXKM
MexceteBoro 3kpaHa OC pang uJTeHusa KoHdurypauum T[MAKM  (npasuna
MEXCETEBOr0 3KpaHa), 3agaHHon agmmHucTpatopm MAKM un xpaHswercs B bl
mysql;

lcdfunctions - ckpunT, cogepxawmnii Habop dyHKUNMI, HeobxoAuMbIX ANS
BbiBOga Ha LCD naHenb wuwHdopMauum o craTyce 3arpysku mogynen OC,
NPOXOXAeHUn npoueaypbl MNpPOBEPKU LENOCTHOCTM B MOMeHT crapta [1AKM.
Copepxunt camy GYHKUMIO TMPOBEPKM UenocTHoctn wmoaynen [MAKM  (cwm.
Mpunoxenne 5. Ckpunt lcdfunctions — Habop dyHKUMA AnS BbiBOAA CTPOK Ha
LCD naHenb 1 NpoBEpKU LLeNoCTHOCTU);

policy_hsm - cnucok KoOHTpons pgoctyna k obbektam [MAKM (ACL),
ncnonb3yembiri naketoMm GRSecurity (cM. TlMpunoxeHne 3. COMCOK KOHTpons
poctyna (ACL));

libhsmlcddrv, libhsmlcddrvse, libhsmlcddrvicm, libhsmlcddrvicm2x16 -
6nbnmnortekn gpamBeposB pasinMyHbiX ncnoaHenmnii LCD naHenen.

MNakeT Isb-cprocsp-rdr-64-4.0.0-4.x86_64.rpm coaepXuT MOAYN:

cpverify - ytuauta KOMaHOHOW CTPOKW AJ1 NMPOBEPKM LENOCTHOCTU MoAyen
CK3WU;

cpconfig — yTunnTa KOMaHAHOM CTPOKKN Ans KoHdurypmuposanmsa CK3U (pabota ¢
KOHMUIrypaunoHHbIM danaom);

csptest - yTunuTa KOMaHAHOW CTPOKMU Ans MpoOBEpPKMU
pabotocnocobHocTn/TectupoBanmns CK3W. [daHHbI KOMMOHEHT yganserca w3
MAKM B npouecce ero n3rotoBseHus;

wipefile - yTunuta KoOMaHOHOW CTpOKM ANs yapaneHusa dannos BMecTe C
COAEPXUMbIM MPU WTATHbIX N HEWTATHbIX (CBOMMPOBAHME) CUTYaLMUSX;

libcapil0 - 6ubnuoteka, peanusylowas OCHOBHble dYHKUMM UHTepdenca
CryptoAPI;



XTAN.00096-01 96 01. Kpuntollpo HSM. OnucaHue peanusaymu

MNakeT

MNakeTt

librdrdsrf - 6ubnuoteka noagaepxkn paboTbl C BHELWHEN raMMONn;
librdrfatl2 - 6mubnunoteka nogaepXKn cynTbiBaTENEN KtOYEeBON MHMOpMaumu;

librdrrdr - 6ubnuoTeka noaAepXKU CUYMTbIBATENEN KJKOYEBOW WHGOpMauuu,
obecneunBarowas YHUPUUMPOBAHHbLIA UMHTepdeNC A[oCcTyna K  K/KYEBbIM
HOCUTENNAM;

librdrrndm - 6ubnunoteka nogaepxkn ACH ;

librdrsup - 6ubnnorteka A[ONOAHUTENBHBLIX QYHKUMA MoaaepXxku paboTbl C
obopynoBaHuem, obecneuymBaeT peanusauuio obwmnx QyHKUMA gocTyna K
pasfIMYHbIM YCTPOMCTBAM XpaHEHUS KJIHOYEBbIX HOCUTENEN.

Isb-cprocsp-rdr-sobol-64-4.0.0-4.x86_64.rpm coaepXxuT Moay/b:

librdrsbl - 6ubnnoteka noaaepxxkn «Cobosnb»;

cprocsp-rdr-pcsc-64-4.0.0-4.x86_64.rpm COAEPXUT MOAYNU:

librdrpcsc - 6mubnnoteka noanepXKu cUMTbiBaTeNnen KA4YeBon MHbopMaummn -
YCTPOWNCTB YTeHUs cMapT-KapT u eToken, noaaep>xuneatowmnx nHutepdeinc PC/SC;

librdrric - 6ubnmnoteka noaaep>XKn HOCUTENEN KIKOYEBOM MHPOPMaLMN — CMapT-
kapT OCKAP, cmapT-KapTbl Ha 6a3e MnkpokoHTponnepa ST19NR66.

MakeT Isb-cprocsp-capilite-64-4.0.0-4.x86_64.rpm coaepXuT MOAY/N:

cryptcp, csptestf, inittst - npunoxeHna komaHgHol cTpoku ana paboTbl C
ceptudukatamu, wudpoBaHma U pacwndpoBaHUa AaHHbIX, CO34aHMS W
NpOBEPKWN 3NEKTPOHHOM noagnucu (IM1), X3WMpOBaHUS AaHHbIX C UCMOIb30BaHNEM
CEPTUPUKATOB OTKPbITbIX KAtovenh. [JaHHbI KOMMNOHEeHT yaansetca m3 [MAKM B
npoLecce ero U3roToB/eHUs;

libasnldata, libcpasnl, libcpext - 6ubnnoteka nogaepxkm ASN1 cTpyKTyp
PKI, comepxutT @&yHKUMKM npeobpa3oBaHMs CTPYKTYpP [AaHHbIX B MalIWUHHO-
He3aBUCUMOE npeacTaB/ieHune;

libcapi20 - 6ubnuotekn uHtepdenca CryptoAPL. UHTepdeinc moaynsa capilite
ABNAETCS NOAMHOXEeCTBOM nHTepdenca CryptoAPI v. 2.0;

libcplib - 6ubnnoteka BcnoMoraTtenbHbiX QYHKUMA A9 paboTbl C pa3fiMyHbIMU
dopmMaTamu gatbl/BpeMeHn, ABOUYHbIMK cTpokamu (blob);

libpkixcmp - 6ubnunorteka dyHKUMIA BbICOKOro ypoBHS Ansa pabotel ¢ CMP
(Certificate Message Protocol) coobweHnsMu, peanm3aumm  KOMMOHEHT
YAOCTOBEPSIIOLWNX LIeHTPOB;

libssp - 6ubnuoTteka noaaepxkm Security Support Provider Interface (SSPI);

libpkivalidator - 6ubnuoteka yHKUWIA AOMNONHUTENBHOM MPOBEPKWU LIENOYKMU
cepTndmnKaToB, OCHOBAHHOM Ha NOINTUKAX MCNOSb30BaHUA cepTUdUKaTOB;

libenroll - 6ubnnoteka noaaepXKM reHepauum 3anpocoB Ha cepTudukatbl
OTKPbITbIX K/tOYel;

libtsp, libocsp,libtspcli — 6ubnnotekn noanepxku @opMaToB 3amnpocoB K
cepBMCaM LUTAaMMNOB BPEMEHU U OHMIAH NPOBEPKN CTATyCOB CEPTUPUKATOB.

Liburlretrieve - 6nbnuorteka nogaep>xkmn gocryna kK pecypcam no URL agpecam.

10
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MNakeT cprocsp-hsm_db-64-4.0.0-4.x86_64.rpm — COAEPXUT MOAYNM:

— libhsmlogdb - 6ubnnoteka nopaepxkm paboTbl ¢ 6a30i AaHHbIX XypHana
ayauta MNMAKM;

— libhsmuserdb - 6ubnmnoteka nogaep>Xxkm paboTel C 6a3on  AaHHbIX
nonb3osaTtenen MNMAKM;

— libhsmdate - 6ubnmnorteka nogaep>xku paboTtbl ¢ popMaTaMmn AaTbl/BpEMEHMU;

— libhsmblob - 6ubnnoteka nopgaepxkm paboTbl C ABOWYHbIMKM  AAHHbLIMMU
(6nobamu).

MakeT cprocsp-pam_hsm-64-4.0.0-4.x86_64.rpm — coAep>XUT MOAYN:

— libpamcpx509 - pam Moayfnb AOMNOMHUTENbHOW ayTeHTUdUKauMM yaaneHHoro
nonb3oBaTtens no TLS-KANMeHTCKOMY cepTudukarty;

— libpamhsmlog - pam Moaynb AOMONHUTENBHOrO OTpa)XeHus cobbiTms
ayTeHTMdMKaunm B xxypHane ayamta MAKM.

MakeT cprocsp-hsm_webadmin-64-4.0.0-4.x86_64.rpm - CcOAEPXUT MOAYN:

— default.htm - html| crtpanHnuka ans ypaneHHoro web agMUHUCTPUPOBAHUS
MAKM;

— CPEnroll.cab - ycraHaBnmBaembin kak 3nemeHT ActiveX B Web uHTepdence
aAMWHUCTPUPOBAHMUSA MOAY/b, MO3BONAKWNIA (GOPMUPOBATL WM 3anucbiBaTb Ha
K/Il0UEBbIE HOCUTENM KJIHOUM U cepTudUKaTbl KK4Yen A0oCTyrna nosjib3oBaTenen
MNAKM.

MakeT cprocsp-stunnel-64-4.0.0-4.x86_64.rpm — COAEPXUT MOAY/N:

— stunnel_hsm - stunnel_hsm - moaynb, peanmsytowmn TLS npokcu cepsep,
obecneumnBatowmini ABYCTOPOHHIOK TLS ayTeHTUdUMKaumio no ceptndmnkatam x509
(FrOCT) u N'OCT anroputMbl wndpoBaHusa, obecneumBarowmnii paboty kaHana K2.
3anyckaetcsa Kak gemoH OC;

2.3. NHTepdencHble moaynm NMNAKM «Kpuntollpo HSM»

B komnnekT noctaskn MAKM «Kpuntollpo HSM» Bxoant CDROM «XXT£AKN.00096-02 99
02. Kpuntolpo HSM. UHTepdencHbie Mooy N>,

Ha pganHHom CDROM cogepxutca Heobxogmmoe MO gna nnatdopm Windows, ATAmnkKc
(«ATNIMKC-2», <«ATJINMKC-KB2»), wn LSB-coBMecTuMbiXx 32/64-pa3psagHbix OC cemelicTBa
Unix/Linux, koTopoe p[o0/XHO O6biTb ycTaHoBneHo Ha [M2BM, wucnonb3yowyto CK3U MAKM
«Kpuntollpo HSM».

OnucaHne wuHTepdelcHbix Moaynen ans OC cemenctBa Unix/Linux/ATAMKC ”n ux
NPpUMEHEHNS MOXHO HaWTUM B AOKyMeHTe <«XTAW.00096-02 90 02. Kpuntollpo HSM.
Mcnonb3oBaHne MHTepdENCHbIX Moagyen».

Onuncanne wuHTepdelicHbix moaynen ans OC cemencrtea Windows M MX MpUMeHeHus
MOXHO HalTM B AokyMeHTe <«XTAWN.00096-02 93 01. Kpuntollpo HSM. PykosoacTtso
nosb3oBaTens».
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2.4. B3zanmogencrteme OCHOBHbIX KOMMOHeHT, moayneun NMNAKM

Huxxe npeacraBneHa gMarpamMma B3auMOAENCTBMA OCHOBHbIX moaynen MAKM.

2.5. BHewHune nHtepdencol NMNAKM

B pabouem coctosiHnn NMAKM nmeeT cneayuime BHELWHME MHTepdencChb:

Stunnel .
| —————————Unix socket
sql ov.TLS (1504)— =R
StL}J<r12neI ——Unix socket
—CryptoAPI ov.TLS (1501)
Stunnel |/ .
Unix socket X
—_CryptoAPI ov.TLS (1 503)@ 1 Crypto'irgzcsp 4.0
| ) | (cryptsrv_hsm)
~SOAP Admin ov. HTTPS(443)
Stunnel
web

M3

MaTtepuan
ACP®

XKypHan
cobbITU

Unix socket CK3U1

GR
Security

Anpo OC —

SAOPAdmin (8080 nopT)
SOAP LCD (8081 nopt)

Ly )K
YnpasneHve agg:'raan
HSM

CryptoAPI ov.Channel K (1502)

Kanan K
MapameTpbl

HSM,

WHTepdenc
LCD

HacTtponku cetn

LCD ynp-e——— P, nanen Hactpoiiku M3
mysq|
fenixmsrv
YTrnutel n R|‘ac
Mpouenypsbl
ABTO3arpysku, Monb3oBaTteneit
KoHTpons Srv_wrapper mysg|
LeNoCTHOCTU

—  WNHTepdenc pyyHoro ynpasnenunsa NMNAKM yepes LCD naHenb
—  WNHTepdeiic kaHana K

—  WHTepdeiic kaHana K2

—  WHTepdeiic kaHana K2s

—  WHTepderic Web agMUHUCTpUpOBaHus

—  WNHTepdenc ropsyero pesepsmpoBaHmns (penankaumm)

2.5.1. WHTepdenc pydHoro ynpasneHus NMNAKM
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UHTepdeitic pydyHoro ynpaBneHuna MAKM npeactaBnsieT coboll CUCTEMY MEHKO U
BbI3blBaeMbIX (YHKLWUIA, ynpaBnseMblX C MOMOLLbK Knasuw M 3kpaHa LCD naHenu MAKM.
JocTyn K MeHI0 paspelleH TOJIbKO MPUBWIIErMPOBAHHLIM MOJIb30BATE/IAIM C WCMOJ/Ib30BaHNEM
CMapT-KapT, Ha KOTOPbIX 3anucaH 3aKkpbiTblil KN4 obMeHa W cepTudukat 3TOro KJwua,
BKJIIOYaAOLWN I HeobxoanMble pacwmpeHuns (npu3Haku Ponen NpuUBUIErMpoBaHHbIX
rnosb3oBaTenen).

MNpoueaypa ayTeHTudmKaumm NPUBMNErMPoOBaHHOIO nosib3oBaTens BbIrNAANT
cnepywuwmMm obpa3oM: nonb3oBaTesb HaxumaeT Ha LCD naHenu nobyo kKnasuwy, BCTaBnaseT
CMapT-KapTy C KJKOYOM U cepTudmKaToOM AOCTyNa, BBOAMT MWUH KOA AN AOCTYNa K KOHTENHepy
3aKpbITOro Katoda obMeHa Ha kapTe. CuctemMa mM3BnekaeT C KapTbl cepTudukaT, pasbupaet ero,
nosyyaet wuaeHTuduKaTop Mosib3oBaTens, Mo KOTOPOMY W3BNEKAEeT BCH MHOpMauuio o
nonb3oBaTtene u3 bl nonb3oBaTtenei MNMAKM. CpaBHuBaeT ceptudukaTt C XpaHsawumcs B b/,
nposepsieT — He 3ab/10KMpPOBaH KN MoJsib3oBaTtesb, cMopuT diarn npuveunernii. Janee cumcrema
3anycKkaeT npoueaypy npoBepku obnagaHus 3akpbiTbiIM KJ/KOYOM A0CTyna - npeanaraer
nognucatb (FOCT P 34.10-2012/TOCT 34.10-2018) HeKkyk Cly4yanlHyl MOCAeaoBaTeNbHOCTb
npu noMowm knoda M, XxpaHALWwerocs Ha KapTe, rnocsie yero ocylwecTsnseT nposepky 2I1 npu
MOMOLLUM WM3BJIEUEHHOr0 C KapTbl cepTudukata. Ecnu Bce onucaHHble AencTemsa npownu 6es
owmnboK, cmMcTeMa co3gaeT KOHTEKCT MoJsib3oBaTens, B KOTOPOM XpaHUTCHA ero maeHtudwukartop,
dnarm npuemnermin BoiNOSHEHUS PYHKUNIA yNpaBneHUs 1 paspellaeT Nosib30BaTesNto C AaHHbIM
KOHTEKCTOM pJ0CTyn K ¢yHkumsaM LCD mMeH. Jltobas BbinonHseMas GyHKUMSA MpoBepseTcs
MAKM Ha gocTtyn no dnaram npmBunerunn.

doctyn Kk dyHkumaMm LCD MeHIo OCyLecTBASETCS Npu MOMOWM pasfesieHHOro Kiwda
akTmBaunm MAKM, 3aWMTHble KIKOYM pasfesieHHOro cekpeta KoToporo (5 3awMTHbIX KapT)
pacnpegeneHbl Mexay npuBunernpoBaHHbIMM nosib3osatenamu MNMAKM. [ns 3Toro nooyepenHo
BBOAATCSA /tobble 3 M3 BO3MOXHbLIX 5-TWM yacTen pasgeneHHoro cekperta. Ha kaxayk 4acTb
(cMapT-KapTy) nonb3oBaTenb BBOAUT NUH-KOA. ocne ycnewHoro 3aBepLlieHnst 3Tol npoueaypbl
CMUCTEMA NbITAeTCA aKTUBMpOBaATb KAtod akTmBaumm MAKM u pacwundpoBaTb Ha HEM KUK
wudposaHma [AKM (onucaHue knwuen MAKM - cM. gokymeHT «XTAW.00096-02 90 O01.
Kpuntolpo HSM. WHCTpykuMs no wucnonb3oBaHwuio»). Ecnm 3Ta npouegypa 3akaH4MBaeTcCs
ycnexoM, TO CuUCTeMa co3gaeT KOHTEeKCT pgoctyna K dyHkumam LCD MeHw ¢ npaBaMu
cynepnosnib3oBaTtens (onucaHne poaeBOn MoAeNnun CM. B AOKyMeHTe «XTAW.00096-02 90 O1.
KpunTtolpo HSM. MHCTpYKUMS NO MCMNOMb30BaHMIO»). [JaHHbIN Monb30BaTelb MOXET BbIMOJHATb
Kak dyHKUMM nobbiX Apyrux posien, Tak U npucylume TonbkKo emy (HanpuMmep, ynpasreHue
NPUBMNErMpoOBaHHbIMWN NOJSIb30BATENSAMMN).

Bce nsmeHeHus HaTpoek NMAKM, onepauni ¢ ydeTHbIMK 3annucsMu nonb3osatenen NAKM,
N Apyrmx yHKUWIA, TaKk WIn MHavYe U3MEHSLWMX BHYTpeHHee cocTosHue MAKM, nonagawT B
XypHan ayauta NMAKM.

2.5.2. WHTepdenc kaHana «K»

UHTepdeinc kaHana «K» yHacnegoBaH oT npeabiaywmx peanusaunii MAKM,
cepTMdmMUMpOBaHHbIX MO Knaccy kpuntorpadudeckon 3sawmtbl KB, MK «®eHnkc-M», TK
«ATnnkc HSM». B Hactoswen peanusaumm [MAKM oOH ocTaBneH Ans COBMECTUMOCTWU, AN
obcnyxmnaHus  cepBepoB C  YCTaAHOBJIEHHOW  OMepauMoOHHOMW  CUCTEMOW  CEMENCTBaA
Unix/Linux/Atnunkc. KaHan obecneumBaeT 6e3onacHbii 06MeH AaHHbIMKM Kpuntorpaduyeckoro
nHtepderica «Kpuntollpo CSP» (Microsoft CryptoAPI) mexay cepsepamum u [AKM. MAKM
MCNOMb3YyeT A8 AAaHHOro KaHasa nopT BXoAswux coeanmHeHun 1502. CnywarteneM AaHHOro
nopTa sBnsieTcs npouecc-geMoH fenixmsrv. [aHHbIA npouecc nocne noay4vYeHus 3anpoca Ha
coeguMHeHne OT cepBepa MpouM3BOAWUT Mpoueaypy ayTeHTudukaumu, BbipabOTKM CECCMOHHOro
Kfa4ya wudpoBaHMs B KaHane W Co3haeT OTAeNbHbI MOTOK, KOTOpbIn byaeT obcnyxmeaTtb
KpunTorpadguyeckune 3anpocol nHtepdeica CryptoAPI cepsepa.
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2.5.3. WHTepdenc kaHana «K2»

UHTepdeinc kaHana «K2» obecneuymBaetr 6e3omacHblin  06MeH  AaHHbIMU
kpuntorpadguueckoro mHtepdenca «Kpuntollpo CSP» Bepcum 4.0/5.0 (Microsoft CryptoAPI)
Mexay ycTtpomctBamm goctyna (cepBepamm m paboumMn cTaHumsaMM nonb3oBatenen) m MNAKM.
KaHan K2 nonHocTblo peanm3yeT npoTokon TLS € poccuMickmmm  KpuntorpaduyeckuMmm
anroputMamn OCT. MAKM wucnonb3yeT Ans8 AaHHOrO KaHajla nopT BXOAAWMX COeAMHEHWUN
1501. CnywaTtenem gaHHOro nopta sensercsa npouecc-gemoH stunnel_hsm. [JaHHbIi npouecc
rnocne nosy4vyeHUs 3anpoca Ha coeauvHeHWe OT cepBepa npoussoauT npouenypy TLS
ayTeHTMduMKaumm, BblpaboOTKM CECCMOHHOrO K/4a WndpoBaHUs B KaHane U co3gaeTr
OTAeNbHbIN npouecc, KoTopbi byaeT obecneumsaTb WndpoBaHue/pacwimdposaHne NpoTokKona
TLS w©n nepeHanpaBnaTb pacwndpoBaHHbie Kpuntorpadumyeckme 3anpockl UWHTepdelica
CryptoAPI ycTponctBa goctyna K BHyTpeHHeMy moaynto CK3U MAKM - npoueccy cryptsrv_hsm,
MCNOSIb3YS UNiX COKeT.

2.5.4. WHTepdenc kaHana Web agmmHuctpuposaHusa NAKM

UHTepdeitic kaHana Web agMuHuctpupoBaHus NMAKM obecneunBaeT yaaneHHoe
ynpasnenne NMAKM c mncnonb3oBaHueM cTaHgapTHoro npotokosna HTTPS/TLS, wcnonbyrowero
Kpuntorpaduyeckne anropmtmbl FOCT. [Ona 3toro pabodas craHuusa yaaneHHoro WEB
aAMMHUCTPUPOBaHUA ocCHawaeTtca oTaenbHbiM CK3U «Kpuntollpo CSP» wn noaknio4vaeTcs no
OTAENbHOMY CerMeHTy NlokanbHon cetn K NMAKM Ha oTtaenbHbir ceTeBon nHtepdenc NMAKM. Ons
Bbi3oBa dyHKkUMn ynpaBneHus MNMAKM noBepx npotokona TLS wmcnonb3yetca npoTtokos SOAP.
OYyHKUMM M CTPYKTYpbl AaHHbIX MpoToKona onucaHbl B «[llpunoxeHune 1. OnucaHme SOAP
nHTepderica Web agMMHUCTprpoBaHus».

MAKM uncnonb3yeTt 4ns AaHHOro KaHasa nopTt BXOAAWMUX coeanHeHun 443. CnywaTenem
[AHHOro nopTa saBnseTca npouecc-gemMoH stunnel_hsm. [aHHbIli npouecc nocsie noaydeHus
3anpoca Ha coeauHeHue OT cepBepa Npom3BoAnT npouenypy TLS ayTeHTudmnkaumm, BbipaboTKku
CECCMOHHOro Kst4a wudpoBaHUs B KaHase U Cco34aeT OTAEbHbIN MPOLECC, 3anycKaeMbln nog
UID nonb3oBaTens, nonyyeHHoro ns ceptudkata TLS knueHTa, n Kotopbii 6yaet obecneunsaTb
wundpoBaHue/pacumdpoBaHne npoTtokona TLS U nepeHanpaBnaTb  pacwmndpoBaHHbie
SOAP/HTTP 3anpocbl Ha nopTt 8080. CnywaTtenem nopta 8080 sBnsierca npouecc fenixmsry,
KOTOpbIA Ana o06paboTkM MNOCTYNMBLUEro 3anpoca CO34aeT OTAEMNbHbIA MOTOK. DTOT MNOTOK
3anpawwunBaet 4epe3 /proc UID nonb3oBatens, noj KOTOPbIM 3anyleH COOTBETCTBYIOLWUMN
ak3emnnap npouecca stunnel_hsm, 3anpawuBaet nHdopmauunio n3 bl nonb3oBaTenem 0 HeM,
nposepseTr - He 3abnokuMpoBaH M NoONb30BaTeNb, CMOTPUT dnarn npueunerin. Ecnu
nosib30BaTesNb SABASETCS MNPUBUNErMPOBaHHbLIM, CUCTEMa@ CO34aeT KOHTEKCT Monb30oBaTens, B
KOTOPOM XpaHuTcs ero wuaeHtudukatop, dnarm nNpuBUAErMn  BbIMOSIHEHUA  DYHKUWNA
ynpaBfeHna W paspellaeT WM 3arnpelaeT rosib3oBaTeNnto C AaHHbIM KOHTEKCTOM AO0CTYyNn K
BbI3biBaeMol dyHKUMK ynpasneHusa MAKM. Jliobasa BbinonHaemaa ¢yHkumsa nposepsetcs NMAKM
Ha AocTyn no dpnaram NpuBUIErun.

Mpu nepsoMm HTTPS ob6paweHnn Ha IP agpec MNMAKM, nocne ycnewHoro cosgaHus TLS
coeauHeHus (BKYaloLWwero ABYCTOPOHHIOKW ayTeHTUuduKkaumio no ceptudunkatam), KIUEHTY B
6paysep Internet Explorer/Edge Bbigaetca html cTpaHMua C peanu3oBaHHbLIM Ha Hen
nHTepdericom aammHucTtpmpoBanmsa [MAKM, BkawvawowmMm Heobxoanmblie SOAP  BbI3OBbI.
JanbHenwasn pabota cBoaAMTCS K Bbl6OpYy TOro WAM MHOIO pexmMma Ha AaHHOW CTpaHuue,
KOTOpbI nNpu HeobxoamMoCcTM ocyulecTBnser Tpebyembie SOAP Bbi3oBbl k [MAKM o
3alMLLEHHOMY KaHany.

2.5.5. WHTepdenc kaHana K2s
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UHTepdeitc kaHana K2s (HewndpoBaHHbIN U/UAN HeayTEHTUMOUUMPOBAHHbLIM KaHan)
obecneunmBaer 06MeH JAaHHbIMM  KpunTorpaduyeckoro uHtepdenca «Kpuntollpo CSP»
(Microsoft CryptoAPI) mexay ycTpoicTBamm goctyrna - cepsepamu u MNMAKM, Haxogawmmucs B
OAHOWN KOHTponupyemomn 3oHe. KaHan K2s MOXeT peann3oBbiBaTb NpOTOKON TLS ¢ poccumnckmmm
kpuntorpadpuyeckumm anropmtmamm FOCT B 4acTm ABYCTOpPOHHen ayTeHTudukauum. MAKM
MCNOMb3yeT A8 AAHHOro KaHasa nopT BxoAswux coeanmHeHun 1503. CnywarteneM AaHHOro
nopta siBnseTca npouecc-gemoH stunnel_hsm. [aHHbi npouecc nocne nonyyeHus 3anpoca
Ha coeAMHeHWE OT cepBepa npou3BoaMT nMpouenypy TLS ayTteHTudukaumm wn cosgaeTt
OTAENbHbIN Mpouecc, KoTopbii 6ynetr nepeHanpaBnaTb HewudpoBaHHbIe KpunTorpadpuyeckme
3anpockl nHTepderica CryptoAPI ycTpoiicTBa AOCTyna K BHyTpeHHeMy moaynto CK3U MAKM -
npoueccy cryptsrv_hsm, ncnonb3ys unix COKeT.

MepeyncneHHble KaHalbl M UX WCNOAb3BaHWE NoAPOO6HO oOnuMcaHbl B AOKYMEHTe
«XKTAKN.00096-02 90 01. Kpuntollpo HSM. NHCTpYyKLMSA NO MCNOSIb30BAHUIO.

2.5.6. WHTepdenc ropsayero pesepsmpoBaHms (peninkaummn)

UHTepdeiic ropayero pesepBupoBaHna obecrneunBaeT 6e3onacHbIn 06MeH AaHHbIMU
Mexay 6azamm gaHHbix (KaodveBon mHdbopmaumm, nHdbopMaumm O MNosb30BaTeNSX, HaAcTpoek
MAKM) ocHoBHoro MNMAKM un MNMAKM ropsiyero pesepsa. KaHan NOMHOCTbIO peanu3yeT NpOTOKON
TLS ¢ poccunckumu kpuntorpadpunyecknmm anropntmamm FOCT. MAKM mncnonb3yeT ans AaHHOro
KaHana nopT BXoAswWwwux coeamHeHun 1504. CnywaTenem JaHHOro nopra siBAsSieTCcs npouecc-
aemoH stunnel_hsm. [laHHbIli npouecc nocne nonyyeHus 3anpoca Ha coeaumHeHune oT MAKM
ropsiyero pesepsa npom3BoAUT npoueaypy TLS ayteHTudumkaummn, BblpabOTKM CECCMOHHOIO
Kno4ya wudpoBaHMa B KaHane M co3paeT oTAesbHbIA npouecc, KoTopbi 6yaeTr obecneunBatb
wndpoBaHme/pacwmdpoBaHne npotokosa TLS n nepeHanpaBnaTb paclwmndpoBaHHble 3anpochl
Ha M3MEeHEeHHbIe AaHHble ocHOoBHOro NMAKM k cepsepy mysql.

MogpobHee o0 npoueaype penaMkaumm cM. [OKyMeHT <«XTSAM.00096-02 95 O01.
Kpuntollpo HSM. MNpasuna nonb3oBaHUSA».

2.6. TLS lNpokcu cepsep — stunnel_hsm

stunnel_hsm - ytunuta, paspabotaHHas ans cosgaHus TLS 3allMLIEHHOro coeanHeHus
MeXAYy KJIWMEHTOM W nokanbHbiM (inetd-3anyckaembiM) WAW yAaneHHbIM CcepBepoM. TakuM
obpa3oM, He nmes nogaepxkm TLS B TOM MM MHOM AeMOHe (CEPBUCE) CUCTEMbI, MOXHO J1Ierko
obecneunTtb 3awmnty (WndpoBaHue, OAHOCTOPOHHIOK WMAM ABYCTOPOHHIOK ayTeHTudukaumio)
coeamHeHus ¢ ncnonb3oBaHmeMm TLS. stunnel_hsm MoxeT 6bITb UCnosnb3oBaH aAns gobaBneHns
dyHKkumm TLS ana nonynsipHbix inetd cepeucoB, TMkux kak POP-2, POP-3, n IMAP, Tak xe ans
cepsucoB kak NNTP, SMTP n HTTP, unu opraHmsauunto PPP TyHenel 6e3 namMeHeHns Kkoga caMmmx
CEpPBUCOB.

Ona peanusaumu TLS npotokona stunnel_hsm wucnonb3yer peanmsauunto nHTepdeiica
Microsoft Security Support Provider Interface (SSPI) ot Kpuntollpo, ob6ecneuymBaoLlyo
MCNoJ/Ib30BaHMe pPOCCUICKMX KpunTtorpaduiveckmx anropmtmos MOCT.

B MAKM «Kpuntollpo HSM» stunnel_hsm BbinonHser ponb TLS npokcu-cepsepa,
NnpocnywuneaowWero  BXxogswmMe  3alMlleHHble  COeAMHEHUss U NepeHanpaBnsiowero
pacwndpoBaHHble 3anpocbl COOTBETCTBYHLEMY BHYTPEHHEMY cepBuUcy (AEMOHY) Ans wux
AanbHenwen obpaboTkm. B yacTtHocTm stunnel_hsm ucnonb3yerca ansg opraHusaunm KaHasoB
K2, K2s u web agMuHucTpmpoBaHumsa (cM. . 3.5).

Mpn >3ToM cCooOTBETCTBYWOWME 3K3emnnapbl stunnel_hsm Moryt u He 3anyckartbcs.
Mpouecc stunnel_hsm moxeT 6bITb 3anyLeH N OCTAaHOBJIEH:

npu cmeHe coctoaHusa MAKM (INACTIVE, ADMIN_ONLY, FULL ACTIVE, HALT);
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npu CcMeHe HacTpoek napameTpoB [MAKM, paspewanwmx win 3anpewarwmx
MCnosib30BaHMe COOTBETCTBYHOLWEro BHewHero kaHana (Enable K2, Enable K2s, Enable WEB).

[ns 3anycka COOTBETCTBYHLWWEro ak3emnaspa stunnel_hsm Heobxoaumo:

- aktnBHoe coctosiHne MAKM (FULL ACTIVE pnsa Bcex wam ADMIN_ONLY gns kaHana
WEB agMUHUCTpUpOBaHua);

- pa3pelleHmne 1UCrnosib30BaHMA COOTBETCTBYHOLWEro KaHana B HacTtponkax MAKM (onuun
Enable);

- HanmMume onucaHus xota 6bl O0AHOro npaBwuia MEXCETEBOro 3KpaHa Ans
COOTBETCTBYHOWEro KaHana (nopta) M ceTeBoro wmHTepdenca, ans Kotoporo onpeaeneH IP
aZipec B HacTpoliKax ceTu;

Ecnu xe B pexume ynpasneHna NAKM MeHseT cBoe COCTOSHME Ha HeaKTUBHOE UMK Ha
ADMIN_ONLY (ans kaHanoB K2, K2s), nan B HacTpomKax MCMNOJIb30BaHME COOTBETCTBYHOLLENO
KaHajna 3anpellaeTcsi, TO COOTBETCTBYHOWMNA 3k3emnnap stunnel_hsm y6busaetcsa, T.e. nopt
nepecTtaeT NpocayLwmMBaTbCs.

Mepen 3anyckoMm stunnel_hsm gna Hero dopMmupyercsa KOHMUrypaumoHHbI daiin,
KOTOpbIM 3anucbiBaeTcsa B Katanor /var/opt/cprocsp/tmp. NHdopMaumsa ans KOHPUrypaumuoHHro
danna 6epetcsa n3 cooTBeTcTBYlOWeEro wabnoHa (WwWabnoHbl XxpaHAaTcsa B KaTasnore /etc/stunnel)
M HacTpoek NMAKM, Takmx Kak:

- MakcmmanbHoe Konm4yecTtBo Bxoaawmx coegnHenmn (MaxClients);
- ANNTENbHOCTb YAEepXMBaHNA HeaKTUBHOro coegnHenmns (Timeoutldle);

- IP apgpec ceteBoro uHTepdenca wm COOTBETCTBYLOWMN cepTudukatr TLS cepsepa
(nogbupaeTcs No NpaBuaM MeXCEeTEBOro 3KpaHa M ONMCaHUS CeTeBbIX MHTepdencoB)

MNepeuncneHHble onuumn HacTpoek MAKM mn umx umcnonb3BaHue noapobHO onucaHbl B
AokyMeHTe «XKTAKN.00096-02 90 01. Kpuntollpo HSM. UHCTpYKLUMUS NO NCMOMb30BaHMIO».

Cpasy nocne nony4yeHus 3anpoca Ha BXxogsuiee coeamHeHue stunnel_hsm 3anyckaetcs
CTaHAapTHas npoueaypa ABYCTOPOHHEN ayTeHTUdMKaumm C UCMosib30BaHMEM CepTUdUKaToB
OTKPbITbIX KAto4Yen obMeHa KanMeHTa 1 cepeepa. ocne ycnewHom npoueaypbl ayTeHTudmKaumm
3anycKaeTcsa AOonJHUTeNbHasa npoueaypa ayTeHTuduKauum, peann3oBaHHas B pam Moayne
libpamcpx509. [Npu 3ToM pas3bupaetca cepTUdUKAT KAMEHTa, M3 KOTOPOro W3BeKaeTcs
naeHtTudunkatop nonb3oBatens. Mo aTtoMy maeHTuduUkaTopy M3 6asbl AaHHbIX NOJb30OBaTenen
MAKM wu3Bnekaetca uHopMaumsa o6 ydyeTHoOM 3anmcm nosb3oBaTtens. [MpouMcxoamT cCBepka
cepTudmKaToB M NpoBepka Ha 610KMPOBKY Nonb3oBaTens. Ecnn Bcé B nopsiake, nonb3oBaTento
npeaocTaBnseTcs AOCTyn K cooTBeTcTBytowemy mHTepdency MNMAKM. O6paboTtunk coeanmHeHus
nmnepcoHanusmpyetcas B UID paHHOro nosb3oBaTenss M TpaHCIMPYET BXOASLWMIA  BbI30B
COOTBETCTBYHOLWEMY Moaynto — ob6paboTumky kaHana (Ha nopT 8080 (npoueccy fenixmsrv) nnm
Ha unix cokeT /var/opt/cprocsp/tmp/.cryptsrv_hsm npouecca cryptsrv_hsm);

2.7. lMNpocecc cryptsrv_hsm

Mpouecc cryptsrv_hsm peanusyer kpuntorpaduyeckmin uHTepdenc npoBanaepa
Kpuntollpo CSP.

[JaHHbIN npouecc 3anyckaetca B MOMeHT 3arpy3km [MAKM, co3pgaeT unix cokeT
/var/opt/cprocsp/tmp/.cryptsrv_hsm, uyepe3 KOTOpbIi NMpUHUMAET MOCTynawLwme 3anpocbl Ha
BbIMO/IHEHME KpunTorpadunyecknx GyHKUMn uHTepderica Microsoft CryptoAPI. B MomeHT
CO3[aHns coeauHEeHUs MNpOM3BOAUTCS  M3BJieYeHuMe ayTeHTUdUKAULMOHHOM  UMHGOopMauumn
Bbi3biBatowero npouecca (UID, GID nonb3oBatens nubo ot stunnel_hsm, nubo ot fenixmsrv),
KOTOpas 3anOMMHAETCs B MepeMeHHbIX notoka obpaboTtuuka. lNMpouecc Bcerga pabortaer noa
ydyeTHoM 3anucbio root (UID=0, GID=0) n nuwb B O4YeHb peaKne N KOPOTKME MPOMEXYTKMU
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BpeMeHu (hopMmMpoBaHME MYTU K KaTanory Kal4en nonb3oBatens, Unm K JIMYHOMY XpaHUAULLy
cepTMdmMKaTOB NOMb30BaTENS) MMMEPCOHANN3NPYETCS, NCNOb3YS COXPaHEHHbIE B NEpeMEHHbIX
NoTOKa AaHHble. TakmMm o6pa3oM, npaBa Ha AOCTYN K KaTanory C K/w4daMu Mosib3oBaTens
yCTaHaBNMBAKTCSA TOJSIbKO ANs Nonb3oBaTens root, a npouecc cryptsrv_hsm BbinonHsaeT ponb
avcrnertyepa AOCTyna K 3TUM KaTanoram. [ns Kaxaoro nonb3oBaTensi CoO34akTCs CBOWM KaTanoru
KJto4en n XpaHunmuy cepTudmkKaToB B BMae UID.GID (Hanpumep,
/var/opt/cprocsp/keys/1025.1025/).

Onsa ceoeli paboTbl Npouecc noarpyxaeT Heobxoammble 6MGNMOTEKN KpUNnTONpoBanaepa,
ONMCaHHble B  KOHdurypaunoHHoM danne CK3UM  /etc/opt/cprocsp/configb4.ini  (Bcsa
KoHdUrypauma xpanutca B b1 MySQL). [na reHepaumu Ka4Yenm WUCNOAb3yeTCsa annapaTHbli
AATUMK ClyYamHbIX 4Yncen 3NeKTPOHHOro 3amka (33) «Cobonb». Kpome 3TOro, Ana reHepaumu
Ko4Yern noanucu WCMOIb3YeTCa KJIOYEBOW MaTepuasn, NpeaoCTaBNEHHbIM YMOJIHOMOYEHHOM
opraHusaumnen. [aHHbIN Knto4eBom MaTepwan yCTaHaBnmBaeTcs B KaTanor
/var/opt/cprocsp/dsrf/dbl/ (konua B /var/opt/cprocsp/dsrf/dbl/) B MOMeHT wn3roToBneHus
MAKM wunn cepBucHoro obcnyxumBaHusa. Mcnonb3yemblid MaTepuan YHUYTOXAaeTCss Mno Mepe
N3roTOB/IEHNS KJTIOYEN.

NHdopMaunms O  BbINOSIHEHWUWU/HEBO3MOXHOCTM  BbINMOMHEHUST  KpunTorpapuyeckmx
dyHKUMI 3anuncbiBaeTcs B XypHan cobbitnii CK3UW wn xypHan ayauta NMAKM (ecnm B TOM eCTb
Heob6XxoANMOCTb M NpoMn3BeAeHbl COOTBETCTBYIOLLME HACTPOMKM XypHana ayauTa).

Onucanne xypHanos MAKM un ux wncnonb3BaHve noapobHO onucaHbl B AOKYMEHTE
«XKTAN.00096-02 90 01. Kpuntollpo HSM. NHCTpYKLUMA NO MCNONIb30BAHUIO».

Mpn MNOCTYNJI€HNUM HEKOTOPbIX 3anpocoB, Tpebylowmx A0CTyna K 3aKpbITbiM 4acTsaM
K/IOYEBbIX KOHTEeNHepoB (HampuMmep, K 3aKpbITOMYy K/KO4Yy) npouecc Bbi3biBaeT callback
dyHKUMIO 3anpoca pin-Koda AOCTyna K KA4YeBOMY KOHTenHepy. [pu 3TOM B 3aBUCUMOCTM OT
cepTudmkaTa Kw4Ya AOCTyna KAneHTa AaHHbii callback TpaHcnmpyetca nnbo obpaTHo Ha
YCTPOMCTBO AocTyna (cepBep wam pabouylo CTaHuMiO mnosb3oBaTtens), nmbo Ha LCD naHenb
yepe3 npouecc fenixmsrv. [Ons Toro 4tobbl BbI3OB TpaHcamposanca Ha LCD naHensb,
Heobxoanmo, 4uTobbl B cepTuduKaTe KIMeHTa MNPUCYTCTBOBANO paclimpeHue «AgMMHUCTpaTop
cepBepa», T.e. kineHToM MNMAKM B gaHHOM cny4yae 6yaeT cepBep NpUAOXKeHUN. [nsa TpaHCnaumm
Bbi3oBa 3anpoca kK LCD naHenn, oT npouecca cryptsrv_hsm «k npoueccy fenixmsrv,
ncnonb3yetca SOAP uHTepderic LCD naHenu. OaHHbln nHTEepdeic onucaH B «lpunoxeHne 1.
Onuncanne SOAP nHTepdeinca Web aaMUHUCTPMPOBAHUS».

Mpu 3TOM ycTaHaBMBaeTCsa npsiMoe coegmHeHmne Ha nopt 8081, KOTOpbLIN NMpoCayLlwnBaeT
npouecc fenixmsrv.

Mpouecc cryptsrv_hsm BkntoyaeT peanmsaunto kpuntorpadmyecknx anroputmos MOCT un
RSA. Jlormyeckn oH obbeamHsaeT B cebe gBa pasHbiXx Kpuntomoayns. Kpuntomoaynb RSA
peanu3oBaH B BuAae pasgensiemon 6ubnmotekm librsaenh.so. [Ons npaBuabHOW TpaHCASUUMK
KpuUnTorpamnyecknx BbI3OBOB TOMY WM MHOMY KPUNTOMOAY/IO MCMNONb3yeTcs cneaylowas
cxema:
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Pa6o4as ctaHuusi/cepse
e L pBep ™~

— MpunoxeHwne 1 MpunoxeHne N —

I

Crypto API, Hanpumep CryptAcquireCertificatePrivateKey(...*hProv...)

l

Baszoeble d-uum Crypto API, Hanpumep CryptAcquireContext( Mma CSP, Tun CSP, KoHTekcT *hProv...),
CryptHashData(...hProv...)

T
hProv
+

MHTepdelicHble Moaynn KOHKpeTHoro KpunTonpoealiaepa (MapLuanuHr napameTpoB, yCTaHOBKa CeTEBOro
coefuHeHus1, co3gaHne 3almiieHHoro kaHana (TLS: ayteHTudukaums, wngposaHme)

Kanan K, K2
BaszoBble d-uum CryptoAPI vs TLS

S\
/—I'IAKM KpunTtollpo HSM ~

Stunnel_hsm (Peanusauusa TLS: ayTeHTUdMKaumnsa nonb3oBaTens no ceptudukary, umdpoBaHue).

Cryptsrv_kb2
AcquireContext (Mms CSP, Tun HashData ( hProv..)
CSP, KoHTtekcT *hProv..) hCSP = hProv->hCSP

‘ hCSP==hGOST_CSP?J

Tun CSP == 757
hProv->hCSP=hGOST_CSP Twun CSP==1? hCSP == hRSA_CSP?

hProv->hCSP=hRSA_CSP

Kpuntomoayne anroputmos FOCT Kpuntomoayne anroputmos RSA
(hGOST_CSP) (hRSA_CSP)

- /

B cooTtBeTrctBUM C npaBunaMum uUcnonb3oBaHusa uHTepderica CryptoAPI nepen
MCMosib30BaHMeM KpunTorpadmyeckmx BbI30BOB K/IMEHTCKOE TMPUAOXKEHWE CHadana AOOJ/IKHO
co34aTb KOHTeKCT Tpebyemoro kpunrtonposanaepa. B KOHEYHOM mTore 370 AefnaeTcd BbI30BOM
metoaa CryptAcquireContext, KOTOpoMy B KauyecTBe MapaMeTpoB, KakK MWUHMMYM coobuiaetcs
«Tun Kpuntomnposangepa», MIKC, BO3MOXHO, €ro 3aperncrpupoBaHHoe wuMa. [lo 3ToK
MHbOPMaLMN NOArPYXaEeTCa crneunanbHblii MOAY/b, WUCMONHSAOWMIA UAM TPAHCNPYIOWKMA 3TU
BbI30Bbl nanee ApYyrum MOAYAM KpunTonpoBanaepa. NHTepdelicHble MoAayn
kpuntonposangepa [AKM  «Kpuntollpo HSM»  ycTaHaBaMBaloT  3alUMLEHHOe CeTeBoe
coeaMHeHWe KoMmnbloTepa knmveHTa ¢ [MAKM (co3gatoT TLS coeamMHeHue C ABYCTOPOHHEN
ayTeHTuduMKaumen), ynakoBbiBalOT NapaMeTpbl Kpuntorpaduyeckoro Bbi30OBa B CneumasnbHbIN
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naket (MapwasUyInHr) U nepenarT ero no 3awmueHHoMy KaHany B NMAKM. Co ctopoHbl MAKM
ceTeBOE CcoeAMHeHMe npocnylmeaeT npouecc stunnel_hsm, OCHOBHbIM Ha3Ha4YeHMEM KOTOPOro
aBnseTca peanusauma TLS coeamHeHuns (ayTeHTuduMKaums nonb3oBaTensd no ceptudukaTy,
wundpoBaHme KaHana). Pacwudposas Bxoasawmn naket, stunnel_hsm nmnepcoHanusnpyetcs B
UID,GID nonb3oBatens (M3Bne4yeHHble U3 cepTudukaTta) W nNepefaer naker u
naeHTMPUKaLumMoHHbIE AaHHbIE MOSIb30BaTeNsa Yepes unix socket npoueccy cryptsrv_hsm.

Mpouecc cryptsrv_hsm co3gaeT notok 06paboTumK Bbi30Ba, COXpPaHSeT B NepeMeHHbIX
MnoToka UMAEHTU(PUKAUMOHHbIE AaHHble Mofnb3oBaTtens (BNOCNeACTBUMM OHM MOHAZo6saTCa AN
onpeaeneHns pasgena, B KOTOPOM XPaHSATCHA KAOUYM AAHHOMO NONb30BaTesns), pacnakoBbiBaeT
naket (AemMapwasiMHr), wu3Bfiekas napaMeTpbl Bbi3oBa. [lo «Tuny KpunTonpoBangepa»
onpeaenseTr - KakoW KpunToMoAy/lb AOJ/HKEH MCMoSib30BaTbCsA AN co3daHums KoHTekcta (RSA
mnn [OCT). Cospmaer y cebs B MnamMaTU CTPYKTYpPY KOHTEKCTa, B KOTOpPOW 3arnoMMHaeT
MAEHTUPUKATOP WUCNOAb3YEMOro KpUMTOMOAY/S, W rMepeHanpaBfisieT Bbi30B AAHHOMY
kpunToMmoaynto. MNMocne ycnewHoro Bbi3oBa Metoaa CryptAcquireContext npouecc cryptsrv_hsm
ynakoBbiBaeT B «o0bpaTHbIi nakeT» pe3ynbTaT Bbi30Ba MeToAda, Nepejasas Tyda
naeHtndunkatop (HANDLE) cospaHHOM CTPYKTYypbl KOHTEKCTa. Bce nocnegyiouwime BbI30BbI,
WMCMOMb3YylOLWNMe  AaHHbIA  KOHTEKCT, B KayecTBe MapaMeTpa nepefarT  yKasaHHbIn
naeHTndUKaAToOp KOHTekcTa. lNpouecc cryptsrv_hsm, pacnakoBas mapaMeTpbl TakKuMx BbI30BOB,
no nepefaHHOMY mAaeHTUMdMKATOPY KOHTEKCTa pas3biCKMBAET y cebss COXpaHEHHY CTPYKTYpy
KOHTEKCTa, M3BJieKaeT U3 Heé MAeHTUPUKATOP MCMNONb3yeMOro KpUNTOMOAY/AS U TpaHCAMpyeT
BbI30B YKa3aHHOMY KPUNTOMOAY/HO.

Kpome Bcero npovero npu paspbiBe CETEBOr0 COEAMHEHUSA C KAMEHTOM MO KakKon-6bl TO
HM 6bIN10 MNpUYMHE, Mpouecc cryptsrv_hsm 3akpblBaeT BCE KOHTEKCTbl, CO3[aHHble C
NCMNOJSIb30BAHNEM AAHHOMO CETEBOro COeAMHEHMS, 0CBO6OXAas Npu 3TOM pecypcbl U yaansas u3
NaMATU KPUTUUECKU BaXKHYO MHADOPMALMIO O K/IoUYax Mosib30BaTens.

2.8. lMpocecc fenixmsrv

Mpouecc fenixmsrv peanuayetr dyHkumn ynpasneHms MAKM kak yepe3s LCD naHenb
NAKM, Tak u 4yepes WEB agMMHUCTpMpOBaHME, a Takxe obecneymBaeT MpUeM BXOASALLMX
3anpocoB Ha BbINOJIHEHNE KpUNTOorpadunuecknx pyHKUNK No KaHany «K».

OyHKUMM  yripaBfieHUsa  BKAKYaKOT U3MeHeHue coctosaHua [TAKM, ynpasneHue
HacTponkamm MAKM, HacTpolikamu xypHana ayamTta MNMAKM, HacTpomkamm ceTu, HacCTpolhKamu
MEXCETEBOro 3KpaHa, O6blYHBbIMM M MPUBUNErMPOBAHHLIMW MONb30BATENSAMM, WX KAOYaMU U
ceptndumkatamn knwden goctyna k MAKM; ynpaeneHune knw4damm n ceptudukatamm MNAKM
(knwoun  akTMBaumu, WKUdpPoBaHUS, KUMKW cepTudukatel noanucm TMAKM, kawoum u
ceptudgukatol TLS cepsepa MNAKM).

Bce dyHKUuMM ynpasneHuns nogpobHO onucaHbl B AoKyMeHTe «XTAW.00096-02 90 01.
Kpuntollpo HSM. UHCTpyKUMA MO NCMONb30BaHUIO».

Kpome 3TOoro npouecc fenixmsrv obecneuymBaeT KOHTPOSIb MEepPErnoHeHUs >XypHana
ayauta NAKM un koHTponb namatu MAKM. Ins 3TOro OH 3anycKaeT OTAE/IbHbIA MNOTOK, KOTOPbIN
B COOTBETCTBUM C HacTpolkamu MAKM, yepes 3a4aHHbI NPOMEXYTOK BPeMEHU KOHTPONnpyeT
3anoJIHEHHOCTb XXypHana ayauta U npum HeobxoaMMOCTM (3aBUCUT OT HACTPOWKM cAeNnaHHOM
ayaANTOpPOM) 3anycKaeT npoueaypy aBTOOUMCTKM XypHana. lNpu 3anpete Ha aBTOOYUCTKY U
OOCTUXXEHMM MOPOroBOro 3HavyeHns obbeMa XKpHana ayauTa, AaHHbI NOTOK nepesoanT MAKM
B COCTOsIHME «TOoNbKO ANS aAMWUHUCTPUPOBAHUS», T.€. 3aKpblBaeT BCe KaHasbl 06Cy>XnBaHus
«knmeHToB NMAKM» 1 ocTasfids BO3MOXHOCTb JIOKaJIbHOMo U yAaneHHOro agMMHUCTPUPOBAHUA.
AyanTOp NMpu 3TOM MOXET BbIFPY3UTb OYEepesiHY0 MOPLUMIO XXYpHania U O4YUCTUTb ero. lNocne yero
aaMmHuctpatop [MAKM MoxeT BHoOBb nepeBect [M1AKM B coctoaHue FULL ACTIVE,
nossongwowee pabotatb 06bI4YHBIM NO/Ib30BATENSAM.
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Bce HacTponku NMAKM xpaHaTtcsa B Bl mysql.

2.8.1. KoHTponb namatu NMNAKM

NMAKM peanusoBaH Ha anmnapatHon nnatdopme, Bkawdawuwen ECC (error check &
correction) moaynu namatu. Mpu 3TOM sS4p0 OMEpPaUMOHHOM CUCTEMbI BKOYAET MNOAAEPXKKY
KOHTpons owmnbok ECC namaTtn, T.e. OHO MMeeT AOCTYN K BHYTPEeHHeMy XypHany owunbok ECC
namaTu.

OnepauuoHHaa cuctemMa (MCNOAb3yeTCs Mpouecc Cron W Bbi3blBaeMas UM yTUAWUTA
edac_util) nepnoaunyeckn Boi3biBaeT yTmunauTy edac_util, kotopas obpallaetca K dyHKUMAM g4pa
3a uHdopmauumenn 06 owwmbkax ECC namatn. [daHHaa uHdopMauusa cbpacbiBaetcs B dain
/tmp/ecc_report_simple.txt. NHdopmauma copepXxut Konmyectso owMbOK NamMaTh, KoTopble
6blI  @aBTOMaTMYeCKM WCMNpaB/fieHbl, W KONMYeCcTBO oOWwnbOK, KOTOopble He MoryT ©6biTb
ucnpasfneHbl BHYTpeHHUMU MexaHu3Mamm ECC.

MoTok fenixmsrv, oTBevaloWMUNn 3a NepuoamyecKmii KOHTPOJIb MepenosIHEHUS XXYypHana
ayauTa, OOHOBPEMEHHO 4epe3 TOT Xe WHTepBas BpEMeHM npocMaTpumBaeT dain
/tmp/ecc_report_simple.txt. MNMpn obHapyxeHun nwbon owmnbkmn ECC namsatn unHdopmauunsa ob
3TOM nuweTcs B XypHan ayamta MAKM. MNpu obHapyxeHun HeBocCcTaHoBMMOM (unrecoverable)
owmnbkn ECC namsaTtn notok nepesoaut NAKM B cocTosiHne «TonbKo ANS aAMUHUCTPUPOBAHUS>»,
T.e. 3aKpblBaeT BCe KaHanbl obcnyxumBaHus «knmeHToB MMAKM» 1 ocTtaBnsias BO3MOXHOCTb
JIOKaNbHOro M yaaseHHOro agMMHUCTPpUpOBaHusA. B pgaHHOM cnydae TpebyeTcss cepBuUCHOE
obcny>XnBaHue rno 3aMmeHe Moaynsa nNaMmsaTu.

2.9. lpocecc srv_wrapper

Mpouecc srv_wrapper npeacrtaBnser cobonm Moaynb 06paboTku KoMaHa, Tpebyrouwmx
3anycKka BTOPOCTENEHHbIX yTunuT. Mcnonb3lyetca ana obecneyeHuss 6onbuein 6e3onacHocTm
nyTeM onucaHums orpaHundyeHmin GRSecurity, no3BonswWMX MCNO/b30BaHWE AaHHbIX YTUIUT
TONbKO AaHHbIM MoayneM. KoMmaHabl AaHHOMY Mpoueccy nMocTynakwT oT npouecca fenixmsrv no
RPC npoTtokony.

B HacToswmnn moMeHT obpabaTbiBaeTcs cnegyowme KOMaHabl:

wipe_user — peKypcMBHOe yJaneHue C AgucKa MnyTeM nepesanucu Hynamm daiaos m
KaTasioroB nosjb3oBaTenss C €ero KpuntorpauyeckMMn  Ka4YaMnm U XpaHUIMLaMU
cepTndmnKaToB;

wipe_root - pekypcuBHOE ygasieHme C AUCKa NyTeM nepesanucu HynsaMmu dannos u
KaTasioroB Nosib30BaTesid C  €ro  KpuntorpauueckuMm  Ka4YaMm W XpaHuauwamm
cepTndmnkaToB, KOHPUrypaumoHHbix dainos MNAKM;

wipe_log - ypaneHue c AncKa nyTeM nepesannucu Hynsamu daiaoB XypHana cobbiTmin
CK3u;

iptables_restart — BbI30B cLeHapus pecTapTa MexceTeBoro akpaHa (iptables);
network_restart - BbI30B cueHapusa pectapTa nogaepxku cetn (networkd);

cpcsp_restart - BbI30B CLeHapus pecTapTa cepBucoB cryptsrv_hsm u fenixmsrv (npwu
aAeaktuBauunm MNMAKM);

syslog_restart - BbI30B cueHapusl pecTapTa cepBuca XXypHanuposaHus (syslogd);

stunnel_start - 3anyck cooTBeTcTBYylOWEro 3k3eMnispa stunnel_hsm. B kauectBe
rnapaMeTpoB nepeaatTcsa nMs KoHdurypaumoHHoro danna n pid-danna;

stunnel_kill - octaHoB cooTBeTcTBYlOWEro 3sk3emnaspa stunnel_hsm. B kauectse
napameTpa nepegaetcs ums pid-daiina;
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backup_root - BpeMeHHOe pe3epBupoBaHue ¢alnoB U KaTanoroe c kaw4damm MAKM
(akTuBaUMn, nNoAnNUCK, WNGPOBAHUS) U XpaHUIULWAMU CEPTUMUKATOB KOYEN MNosib3oBaTens
root Ha MOMEHT CMEeHbIl K/lo4a akTMBauum mn kntoda wudposanmsa NMAKM (npu cboe npoucxoauTt
BOCCTaAHOBJ/IEHME 3TOW MHOpMaumn);

restore_root - BoccTaHoBneHMe dannoB u kaTtanoros c katodamu MAKM (akTtusauum,
noanucu, WndpoBaHUa) M XpaHunwamu cepTudmKaToB KOYen rnosib3oBaTtensa root, ecnu B
npoueaype CMeHbl K/o4ya akTuBaumu 1 kaoda wudposaHma MAKM npousowen cboin, T.e. oHa
3aBeplimnacb Heyaa4vHo;

wipe_backup - ypaneHue BpPEMEHHOM pe3epBHOM KonMMu (anaoB M KaTanoroB C
knoyamm NMAKM (aktmBaumu, noanmcu, wWnMdpoBaHMsa) U XpaHUIMLWAMKM CePTUDOMKATOB Kto4den
nosb3oBaTtensa root, Mnocse YycCnewHOW npoueaypbl CMeHbl KAKYa aKTMBaumMu W Kw4a
wudposaHmsa NMAKM, nnbo nocne BoCCTaHOBIEHUS MHDOPMALUN U3 PE3EPBHON KOMUU;

backup_hsm - co3gaHune pesepBHOM konuwm [MAKM (BKkao4as KAKUM M XpaHUMAMLWA
nonb3oBatenen, MAKM, koHdUrypaumoHHele gannel NAKM);

restore_hsm — BocctaHoBneHune NMAKM un3 ykaszaHHoI pe3epBHon konmu NMAKM (Bkntoyas
KOUM 1M XpaHunuwa nonb3osatenei, NMAKM, koHduUrypaumoHHbie dannbl MAKM);

2.10. Ob6ecneyeHne AOMOSIHUTENBHOINO KOHTPOAS AOCTYyna npwu
nomoLin mexceteBoro akpaHa lNAKM

MexceTeBon akpaH NMNAKM peanusoBaH Ha ocHoBe BcTpoeHHoro B OC cepBuca iptables.
MpoMeXyTO4YHbIE HAaCTPOMNKM MEXCETEBOIO 3KpaHa coxpaHstotcs B B mysql.

AomunHuctpaTtop NMAKM mnameHsieT HacTpoliku npu nomown LCD naHenun NMAKM, nn6o npu
noMoLWLKM yaaneHHoro paboyvero mecta WEB agMUHUCTpMpoOBaHMAa. HacTpomku onucbiBatoTCa Ans
KaXXAoro KaHana, KaXxaoro ceteBoro nHtepderca n BKIOYaloT:

— YKkasaHue nopTa BXOASWMX coeAunHeHu (KaHana). YKa3blBaeTcs B BUAE CEKLUU
KOHuUrypaumoHHoro gamnna (Hanpumep, “[1502]");

— YKasaHue ceTeBOro mHtepdenca. YkasbiBaeTCsad B CTPOKEe onpeaeneHHOW CeKuuu
(kaHana), onucbiBalLen paspelleHme Ha A0CTyn 4depe3 AaHHbIn PU3nyeckuni
ceTeBon MHTepdenc (Hanpumep, “192 168 70 63 255 255 252 0 _eth0 = 1");

— YKasaHue CeTeBOro ajpeca M MacKuM MOACETM, OTKyAa pa3pellaeTcs [O0CTyn.
YKka3blBaeTCd B CTPOKE onpeaeneHHon cekuumm (KaHana), onucbiBaloLlen
paspeweHne Ha [OoCTyn 4epe3 du3nyeckuii ceteBo uHTepdenc (Hanpumep,
“"192 168 70_63_ 255 255 252 0_etno = "1"");

Ecnv ansa kaHana He onNMcaHoO HM OAHOro NpaBwia, TO AOCTYN NO AaHHOMY KaHany byaer
3anpelleH (K TOMYy Xe COOTBETCTBYHLWMA cnywaTtenb nopta (ak3emnnap stunnel_hsm) npocto
He byaeT 3anyLeH).

PectapT cepsuca iptables Bbi3biBaeT ckpunt (genfw), KOTOpbIMM CHadana 3anpewaer
nobylo ceTeByO aKTUBHOCTb (BXOASALWYH WM UCXOASLLYI), MOTOM YUTAET U WHTepnpeTupyeTt
cooTBeTCTBYHOWMM o0b6bpa3om wuHdopmauuto m3 b mysql, dopmupys dann /tmp/firewall.ini,
coAepXalun napaMeTpbl 3anycka cepsuca. pum 3ToM B dOpMMpyeMblX MNapaMeTpax SBHO
MponucbiBaeTCs TO/IbKO OAWH pa3pellaeMblil CeTEBOW NMPOTOKOA — tCp, N HUKAKOW APYrOn.

Mpumep KoHdUrypaunmoHHoro dannia MeXxceTeBoro aKkpaHa npusegeH B «lpunoxexHue 2.
CTpyKTypa KOHMUrypaunoHHoro darna MexcetreBoro akpaHa NMAKM»,

Ncnonb3ayembit ckpunT genfw npuBeaeH B «[llpunoxeHne 4. Ckpunt genwf -
MHTEPMNPETaTOp HaCTPOEK MEXCETEBOr0 3KpaHa».
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Mpu wnsrotosnieHn MAKM MHCTaNNSAUMOHHbBIA CKPUNT 3aMeHsieT B CTaHAApTHOM daiine
3anycka cepsuca iptables komaHay BbiBOAa napaMeTpoB 3anycka cepsuca «IPTABLES_FILTER»
¢ “cat” Ha “/opt/cprocsp/sbin/amd64/genfw"”:

cat /etc/init.d/iptables |sed 's%IPTABLES FILTER=.*$%IPTABLES FILTER=/opt/cprocsp/sbin/amd64/genfws'

>/tmp/iptables.new
mv /tmp/iptables.new /etc/init.d/iptables
chmod 755 /etc/init.d/iptables

Takum obpasom nwbon nepesanyck MAKM wunm Tonbko cepBuca iptables u3 koaa
cepBuca Srv_wrapper NnpuBoauUT K UTEHMIO MapaMeTpoB 3anycka cepsBuca iptables n3s 64 mysql,
dopMMpOBaHUIO BpeMeHHOro KoHdurypaumoHHoro darna TMAKM  /tmp/firewall.ini wn
MHTEpNpeTauMn ero ckpMntToMm genfw.

2.11. O6ecneyeHne AOMONHUTENBHOIO KOHTPOIS AOCTYyMna npu
nomowm MmexaHmama ACL

Ncnonb3yemoe a4po OnepauMoOHHOM CUCTEMbl BK/OYAET B cebsa MNoadepXXKy naTtyen
GRSecurity u PaX. 3T1o obecneumBaeT MaHAATHbLIA KOHTPOJIb AOCTyna Ha OCHOBE CMMUCKOB
KoHTpons goctyna (ACL), paHOOMM3aUMIO KOYEBBLIX NIOKANbHbIX WU CeTEBbIX MHMOPMATUBHbIX
AaHHbIX, OrpaHWYeHUst /proc KOHTPOJSIb CETEBbIX COKETOB, KOHTPOJIb BO3MOXHOCTEN, U
nobasouHble dyHKUMM ayauTa. PaX, cpeam npoumx Apyrnx BO3MOXHOCTEN, OoTMe4daeT obnactu
AaHHbIX B nNamsaTU. HanpuMmep, cTeKk OTMEYaeTcs KakK HEeWCNOoSHAeMbln, M o0bnacTb koaa
nporpaMMbl, Kak He WMellass BO3MOXHOCTU 3annucu B Heé. Llenbio 3Tol 3alunTbl SABASIETCS
3aWmTa NaMsaATM OT 3anucu, 4YTO MpeaoTBpallaeT MHOXECTBO YSI3BMMOCTEN B 6e30MacHOCTM,
TaKMx Kak nepenosiHeHne bydepa. PaX Takxe obecneumBaeT paHAOMU3aALMUIO PACMONOXEHUS B
agpecHoM npocTtpaHcTBe (address space layout randomization, ASLR), koTopas pa3mMeliaeTt
BaXHble agpeca NMaMaTyu B Cly4aliHOM Mopsiake M TakMMm o6pa3oM He MO3BOJISIET aTaKyloLeMy
3apaHee nonaraTbCs Ha 3HaHWE 3TUX aApEeCOoB.

MAKM wucnonb3yeT cneumanbHO co3gaHHble cnucku ACL ycTaHOBMEHHble B Hero npu
nsrotosneHmun. ®ann co cnmckom ACL - policy_hsm ycraHaBnmBaeTtcs B kaTanor /etc/grsec,
nocne 4yero nepeuMeHoBbiBaeTcs B “policy”. Tpu 3arpyske [MAKM grsec akTuBupyeTtcs
koMmaHaon gradm -E (nobasneHHown B dawnn rc.local npn marotoBneHun. cm. lMpunoxeHune 8.
®ann asBTo3arpy3km rc.local), koTopas akKTuBMpyeT AOMNOJHUTENbHbIM KOHTPOSb AO0CTyna,
OMUCbIBAEMbIA AaHHbIM CMMUCKOM. [paBuia Cnmcka orpaHMuMBaloT AoCTyn oaHux obbektoB OC
(npoueccos, ¢dainos, COKETOB) K APYrMM, WU QakKTUYEeCKM CO3[aloT 3aMKHYTYIO CUCTEMY, B
KoTopon otcyTtcTByeT shell, nonb3oBaTtenb root (c ero o6bIYHBIMM NpuBENervsiMmM), B KOTOpPOM
HEBO3MOXHO 3anyCTUTb MPOM3BOJIBHYIO YTUANTY, 06paTuUTbCA K Mpoueccy 4vepes unix umaum ip
soket, opraHusoBaTb nNpocnylnBaHne nopta KakuM-nnbo npoueccom, ecnn 3To He NMpPOonMCcaHo B
cnncke ACL. Hanpumep, AOCTyn Ha 3anMCb K KaTasioram, B KOTOPbIX XPaHWUTCA KiodyeBas
nHdopMauna  nonb3oBaTenen,  paspewaeTca  TONbKO  MNpoueccy  KpunTonpoBanaepa
(cryptsrv_hsm), mogynito pesepsupoBanusa (hsm_backup) n ytunute kKpuntonpoBangepa,
BblUMLLAOWENA NpU yaaneHunm uHopMauMio C AMCKa TakK, 4Tobbl €€ HeBO3MOXHO 6bu10
BoccTaHoBUTb (wipefile). Wnun, Hanpumep, obpalweHne Kk npoueccy fenixmsrv no nopty 80
(ncnonb3yetca ansa uHtepdenca yaaneHHoro agMmHucTpupoBaHus MAKM) BO3MOXHO TONbKO
npoueccy stunnel_hsm.

Ncnonb3yembin cnncok ACL cM. MpunoxeHune 3. Cnncok KoHTpons goctyna (ACL).
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3. KOHTpONb LE/0CTHOCTU NporpaMMHOro obecnevyeHus

B MAKM «KpunTtollpo HSM» B CK3MU peanu3oBaH MeXaHu3M KOHTpONs
HECaAHKLUMOHMPOBAHHOIO C/Ay4YalHOro w/wmnm npegHaMmepeHHOro WuckaxeHms (M3MeHeHus,
MoanduKauum) n/mnu paspyLlieHms nHpopMaummn, NporpaMMHbIX KoMnoHeHToB CK3U.

lMpouenypa KOHTPOJSA LENOCTHOCTU ocylecTtBasieTca Ao 3arpysku MO MAKM. B cnyuae
0b6Hapy>XeHns NCKaxXeHui nporpaMMHbIX KomnoHeHToB MAKM npekpawiaeTt ceoto paboTy.

[aHHbIN MexaHW3M peanun3oBaH cneayowmnm obpasoMm. B MoMeHT narotosneHus MAKM,
nocsie ycTaHOBKWM B Hero nporpamMMHoro obecneyeHus npou3BOAUTCS MNOACHET KOHTPOJSIbHbIX
CyMM Bcex ¢ainoB B HEU3MEHSEMbIX pa3fenax OnepaumoHHOM CUCTEMbI, 3a WUCKIIOYEHUEM
annoB yCTPOWCTB, COKETOB, CCbIJIOK Ha dainbl B U3MeHsieMblX pa3genax. Cnucok dannos
3apaHee nMoAroTOBfIeH, XPaHUTCA Ha AUCTPUOYTMBHOM JAMCKE C MOAYNAMM U CKpUMNTaMu
MHCTannsuum. B MoMeHT wusrotoBneHus [MAKM ckpuntbl n  daihinbl, Heobxoaumblie AOn4
MHCTannsauum konmpytoTcs Ha dnaw auck NMAKM BO BpeMeHHblil kaTtanor /var/tmp/post-
install.

MoACYET KOHTPOJIbHbIX CYMM OCYLIECTBASETCA MNpu MoMoWM yTunuTbl cpverify npu
NMoMOLLW CreaytoLlel npoueaypbl:

local VERIFY=/opt/cprocsp/bin/amd64/cpverify
local LIST=/var/tmp/post-install/files
local CHK=/boot/hashes/files.chk
local file
cat $LIST|\
(
while read file
do
[ ! -f $file ] && echo "File $file does not exist" && continue
echo -n $file >>$CHK
echo -en "\033[;1Hs$file\033[0K"
echo -e "\t$($VERIFY -mk $file)" >>$CHK
done

)

KoHTposibHble CyMMbI (pe3yibTaT BblUMCNEHUS X3W PYHKUMW YTUNIUTBI) 3anMCbiBalOTCS B
cneumanbHbin darn, KoTopbin noMmewaetcsa B /boot pasagen (/boot/hashes/files.chk). Bmecte c
KOHTPO/IbHbIMW CYMMaMun B AAHHOM daine XpaHATCa M NosiHble uMeHa ¢dannos, noaBepraemblxX
KoHTpont. Kpome gaHHoro daiina - files.chk B katanore boot/hashes xpaHartca apyrue dannsl,
coAepykallme KOHTPO/sbHblE CyMMbl Moaynen kpuntonpoangepa NMAKM. OHM nomMelwatoTcs Tyaa
BO BpeMS WMHCTaNNAUMM COOTBETCTBYIOLWIMX rpm MakeTosB AucTpubyTmBa Kpuntonposainjepa.
Mpoueaypa KOHTPOAS LEesoCcTHOCTN obpabaTbiBaeT BCe dalifibl CO CNMCKAMM KOHTPOJIbHbIX CYMM,
Haxoaswmecs B katanore /boot/hashes.

Mocne d¢opMupoBaHuss Bcex annoB C KOHTPOJSIbHbIMM CyMMaMM B KaTanore
/boot/hashes, Ha aTane usrotosBneHus MAKM 3anyckaeTcsi pacyeT KOHTPOJIbHOM CyMMbl BCEro
pasgena /boot npu nomowmn anekTpoHHOro 3amka (33) NMAK «Cobonb».



XTAN.00096-01 96 01. Kpuntollpo HSM. OnucaHue peanusaymu 24

KoHTponb uenoctHoctn MO MAKM «Kpuntollpo HSM» ocyuwlecTBnseTca BCSKUIA pas
nepen 3arpyskoi onepaumoHHoM cuctembl MAKM npu nomowm 33 «Cobonb», KOTOpbIA
KOHTpPOSINpYET BCe coaepXxumoe pasgena /boot, Bkioyas dan C KOHTPONbHbIMW CyMMaMmu,
pacCyMTaHHbIMM  yTuAuTOM  cpverify. B  MOMeHT 3arpysku OnepauMoHHONW  CUCTEMBI
OCYLLECTBASIETCSA npoueaypa MPOBEPKM 3TUX KOHTPOJIbHbIX CYMM: YTWUIWTOW cpverify BHOBb
NOACYUTBLIBAOTCHA KOHTPOJIbHble CyMMbl (halifioB, KOTOpblE 3aTeM CPaBHMBAKOTCA C XPaHSALWMMUCS
B cdhaninax kaTtanora /boot/hashes, nony4yeHHbIMM B MOMEHT narotosaeHmns MAKM.

B cnyyae pacxoXaeHus B 3HAYEHUAX KOHTPOsibHbIX cyMM [MAKM npekpallaeT 3arpysky
MO wn octaHaBnuBaeT cBot paboTy (Bbi3biBaeTcsa npoueaypa halt).

Mpoueaypa, ocywecTBasaloWas MpPoOBEPKY KOHTPOJbHbIX CyMM aiifioB, HaxoauTcs B
danne /etc/init.d/cprocsp. OHa Bbi3blBaeTCs BCAKMI pa3 Mpu  3arycke CepBUCOB
KpunTonpoBangepa (B MOMEHT 3arpy3km OMNepauuMoHHOW CUCTEMbl), @ TakXe MO pacrnmncaHuio
niaHUpoBLLMKaA cron.

B ™MoMeHT wusrotosneHus [MAKM «Kpuntollpo HSM» B exeaHeBHble nMAaHUpyeMble
3agaHusa cron (/etc/cron.daily) nomewaetca dann cueHapusi Cprocsp, coaepXkalluin Bbl30B
npoueaypbl, OCYLLeCTBASOWEN NPOBEPKY KOHTPONbHbIX CYMM (halinos:

/etc/init.d/cprocsp check
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MpunoxeHne 1. Onucanmne SOAP unHTepdemnca Web
AAMUHNCTPUPOBAHUS

/* SOAP unTepdeiic agMUHMCTPUPOBaHMA [IAKM */
/* VIameneHue cocTogauma [AKM (pas3juuHble BUIL aKTMBALMM, OeaKTuBaUUM) */
//gsoap admin service method-action: ChangeHSMState "urn:admin/ChangeHSMState"
int admin__ChangeHSMState (
/* VUOeHTUOMKATOP COCTOAHMS B KOTOPOE HeoOxommMo nepeBecTu [IAKM */
enum admin__HSMState HSMState,
/* OrBerTHoe SOAP coolmeHue - JVHPopMaLMs O BOSMOXHOM owmbOKe IIpu
BEIOJIHEHMM MeToma */
struct admin_ChangeHSMStateResponse* Response);

/* Permcrpaums HOBOTO MOJib30BaTenda B I[IAKM */
//gsoap admin service method-action: AddUser "urn:admin/AddUser"
int admin__AddUser (
/* CrpykTypa c mHdopMaumer O [oJjb3oBarTese */
struct admin_ HSMUser UserInfo,
/* OrBeTHOoe SOAP coobmeHue - VHPopMALMS O BOSMOXHOM OWMOKE NPU
BHIIOJIHEHUM MeToma */
struct admin AddUserResponse* Response) ;

/* VI3aMeHeHMe uMHOOpMaLMM O [OJIb30BaTejye */
//gsoap admin service method-action: ModifyUser "urn:admin/ModifyUser"
int admin__ModifyUser (
/* CTpykTypa C M3MEHEeHHOM muHbopMaumer O nojb3oBareye */
struct admin_ HSMUser NewUserInfo,
/* OrBeTHOe SOAP coofmeHue - JHbopMauus O BO3BMOXHON oumOKe IpKU
BHIIIOJIHEHMUM MeToma */
struct admin_ModifyUserResponse* Response) ;

/* YnaneHnue wmHPOpMalUMM O I[OJIb30OBaTese */

//gsoap admin service method-action: DeleteUser "urn:admin/DeleteUser"

int admin DeleteUser (
/* CepwurHent HoMep HSM, B KOTOPOM M3HAUAJILHO PETUCTPUPOBAIIC
IOJIb30BATEND .
Ecyim 3HaueHMe He ykasaHo (""), TO OaHHBM NapaMeTp He YUMTHIBAETCS, a
Honb30BaTelNb MAeHTUdMUMPyeTcsa 1o 3HauHuo noJg UID B Tekymem [AKM. */
xsd__string HSMID,
/* Ecim ykas3aHO 3HaueHue napaMerpa HSMID, TO HaHHHM [apaMeTp CONEPXUT
3Hauenme nosusa OriginalUID (ms3Hauanbuent UID nosbs3oBaTesnis B HSMID) . B OPOTMBHOM
CcJlyyae HaHHBEIM [IapaMeTp COLOEPXUT 3HadeHue nossgs UID B cTpykType mMHOOpMaLMM O
nojsib3oearesie. Ecam [NAKM He yuyacTByeT B IyJjle, HUKOTIA HE CUHXPOHM3UPOBAJICA C
npyruMu [IAKM, To UID m OriginalUID Bcerma coBnamaioT. */
xsd__int UID,
/* OrBerTHOe SOAP coofmeHue - JHbopMaumus O BO3BMOXHON oumbKe IpKU
BEIIOJIHEHMM MeTona */
struct admin_DeleteUserResponse* Response);

/* TeHepauus KJOUEN U cepTuduKaTa ayTeHTudrralumum [OJb30BaTesNd JMOO MNapOoJid.
BOBMOXHO 3TOT METOH He MNOHaJobuTCa kak TaKOBOM (BCE OymeT IejlaTbCsa B CepBUCE
LCD maHejyu, a HOBBI cepTudmkarT coxpaHaTbca MeromoMm ModifyUser) */
//gsoap admin service method-action: GenUserToken "urn:admin/GenUserToken"
int admin__GenUserToken (
/* CepwunHeni HoMep HSM, B KOTOPOM M3HAUAJILHO PETUCTPUPOBAJIC
OJIb30BATET .
Ecnm 3HaueHMe He ykazaHo (""), TO OaHHHM [NapaMeTp He Y4UYUTHBAaeTCs, a
[Mosp30BaTENb MOSHTUOMUUPYETCH MO 3HauHMio nojys UID B TekyumeMm I[IAKM. */
xsd__string HSMID,
/* Ecim ykas3aHO 3HadeHue napaMerpa HSMID, TO maHHHM [apaMeTp CONEPXUT
3Hauenuye nosusa OriginalUID (ms3Hauanbuent UID mosbs3oBaTesnis B HSMID) . B OPOTMBHOM
cJlyyae HaHHBEM I[IapaMeTp COLEPXUT 3HadeHue noss UID B cTpykType MHOOpMaLMM O
nojsib3oearesie. Ecam [TIAKM He yuyacTByeT B IyJle, HUKOTIAa HE CUHXPOHM3UPOBAJICA C
npyruMu [IAKM, To UID m OriginalUID Bcerma coBnamaioT. */
xsd__int UID,
/* Ipu3HakK TeHepauus KJoua ¥ cepTudmukaTa MM [apotis

0 - reHepauus kKJIO4Ya M cepTudmuxKaTa

1 - reHepauus napojs

-1 - HeomnpemejyieHo */

xsd int IsPasswordAuth,

/* OrBerTHoe SOAP coolmeHue - VHPopMaLMs O BO3MOXHOM oOWMOKE NIPU

BHIIOJIHEHMM MeToma */
struct admin_ GenUserTokenResponse* Response);

/* BiokupoBKa/pas3biloOKMPOBKA I[10OJIb30BaTeNs */
//gsoap admin service method-action: ChangeUserState "urn:admin/ChangeUserState"
int admin_ChangeUserState (
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/* CepwuriHeni HoMep HSM, B KOTOPOM M3HAYaJIbHO PETMUCTPUPOBAJIC
IOJIb30BATED .
Ecim 3HaueHMe He ykazaHo (""), TO OaHHHM [NapaMeTp He Y4YUTHBAaeTCs, a
Nosb30BaTENb MIOEHTUOMUMPYETCs O 3HauHuio nojys UID B rekymem [IAKM. */
xsd__string HSMID,
/* Ecim ykas3aHO 3HaueHue napaMerpa HSMID, TO HaHHHM [apaMeTp CONEPXUT
3Haueume nosusa OriginalUID (ms3Hauanbuent UID mosbs3oBaTesnis B HSMID) . B OPOTMBHOM
CcJlydyae HaHHEIM IIapaMeTp COLOEPXUT 3HadeHue nosisgs UID B CcTpykType MHOOpMaLMMU O
nojsb3oearesie. Ecam [TAKM He yuyacTByeT B IyJle, HUKOTIA HE CHUHXPOHM3UPOBAJICA C
npyruMu [IAKM, 1o UID m OriginalUID Bcerma coBnamaior. */
xsd__int UID,
/* VneHTudukaTop COCTOSHMS I[I0JIb30BATEJIA:
0 - pabBouee coCTOsSHME IOJIbL30BATEJA
1 - nojbzoBaTesb OJIOKMPOBAH
*/

xsd__int UsersState,
/* OrBeTHOe SOAP coobmeHue - VHPopMALMS O BO3SMOXHOM OWMOKE MIpU
BHIIOJIHEHUM MeToma */
struct admin ChangeUserStateResponse* Response);

/* V3ByeueHue muHbopMaLMM O MNOJb30BaTese */

//gsoap admin service method-action: GetUserInfo "urn:admin/GetUserInfo"

int admin_ GetUserInfo(
/* CepwumiHeni HoMep HSM, B KOTOPOM M3HAYaJIbHO PETMUCTPUPOBAJIC
IOJIb30BATETD .
Ecim 3HaueHMe He ykazaHo (""), TO OaHHHM [NapaMeTp He Y4YUTHBAeTCs, a
osb30BaTENb MOEHTUOMUMPYETCs O 3HauHuio nojys UID B rexymem [IAKM. */
xsd__string HSMID,
/* Ecnim ykas3aHO 3HaueHue rnapaMerpa HSMID, TO HaHHHM [apaMeTp CONEPXUT
3Hauenume nosusa OriginalUID (ms3Hauanbuent UID mosbs3oBaTesnis B HSMID) . B OPOTMBHOM
CcJlyyae IaHHEIM IIapaMeTp COLOEPXUT 3HadeHue nosisgs UID B CcTpykType mHOOpPMaLMMU O
nojsib3oparesie. Ecam [IAKM He yuyacTByeT B IyJjle, HUKOTIA HE CUHXPOHM3UPOBAJICA C
npyruMu [IAKM, To UID m OriginalUID Bcerma coBmnamaior. */
xsd__int UID,
/* OrBerHoe SOAP coobuweHue */
struct admin GetUserInfoResponse* Response);

/* TlojyuyeHue cnmcka C mHbopMaumer o [oJib30BaTeyax. */

//gsoap admin service method-action: GetUserList "urn:admin/GetUserList"

int admin_ GetUserList (
/* Ycnoeua nomucka B BI */
struct admin__HSMUserSearchCriteria SerachCriteria,
/* VHOeKC NepBOM BHIIABAEMOM HAPyXy 3alucy B HalmoeHHOM Habope */
xsd__int LimitIndex,
/* KOoJMuecTBO BHIABAEMEIX HAPYXY 3alMcCuU B HalIeHHOM Habope (pasMep
CTPaHMULEl OAHHBEIX) */
xsd__int LimitCount,
/* HawmmveHoBaume Ilojig (KOJIOHKM) , IO KOTOPOMY COPTMPOBATH BalMCH.

*/

xsd_ string SortColumn,
/* HanpaBJIeHUE COPTUPOBKMU
1 - asc
0 - desc */
xsd__int SortDirection,
/* OrBerTHoe SOAP coofmeHue mjid HaHHOTO MeToma */
struct admin GetUserListResponse* Response);

/* TomyueHue ouepenHoro UID B Tekymem I[IAKM. */

//gsoap admin service method-action: GetNextUID "urn:admin/GetNextUID"

int admin GetNextUID (
/* OrBerHOe SOAP coobuenHue */
struct admin GetNextUIDResponse* Response) ;

/* TomyueHue Habopa 3amnmcei xypHasa aynoura */

//gsoap admin service method-action: GetAuditLogRecordList

"urn:admin/GetAuditLogRecordList"

int admin_GetAuditLogRecordList (

/* Ycnoeusa nomcka B Bl */

struct admin__AuditLogSearchCriteria SerachCriteria,

/* VIHOeKC I[epBOM BHIABAEMOM HAPYXYy 3alXcCu B HalIeHHOM Habope */
xsd__int LimitIndex,

/* KonmuecTBO BHIABAEMBEIX HAPyXy 3amlucCy B HalIeHHOM Habope (pasMep
CTPaHULL IAaHHBIX) */

xsd__int LimitCount,

/* YCJOBUS COPTUPOBKM 3anucent

1 - no Bo3pacTaHM 3HaueHuy nossa EventTime
0 - no yOGeIBaHMI S3HaueHuM nojid EventTime
-1 - He copTMpoOBaAThH Banmucu */

xsd__int SortCriteria,
/* Boszepamaemoe SOAP coobueHue */
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struct admin LogRecordsResponse* Response) ;

/* OuMCTUTH 3anMcyu XypHala aymura */

//gsoap admin service method-action: ClearAuditLog "urn:admin/ClearAuditLog"

int admin__ClearAuditLog (
/* IaTa/BpeMsa, IO KOTOPOM HOOJIKHEL OHTL yHAJIEHH BCEe B3alMcCHK XypHalsa
ayoura. */
xsd__string DateBefore,
/* OrBerTHoe SOAP coolmeHue - VudPopMauys O BOSMOXHOM owmOKe IIpu
BEIIOJIHEHMM MeToma */
struct admin_ClearAuditLogResponse* Response);

/* Tomyuenre audit log total record Count */

//gsoap admin service method-action: GetAuditLogRecordCount

"urn:admin/GetAuditLogRecordCount"
int admin_GetAuditLogRecordCount (
/* OrBeTHOe SOAP coobmenHue */
struct admin GetAuditLogRecordCountResponse* Response);

/* ToJydeHue TeKyllero COCTOAHMA HSM */
//gsoap admin service method-action: GetHSMState "urn:admin/GetHSMState"
int admin_GetHSMState (

/* OrBerHoe SOAP coobuweHue */

struct admin GetHSMStateResponse* Response);

/* TlojlyueHue CuCTeMHOM mHbpopmaumm o HSM */
//gsoap admin service method-action: GetSysInfo "urn:admin/GetSysInfo"
int admin__ GetSysInfo(

/* OrBerHOe SOAP cooOmeHne */

struct admin__GetSysInfoResponse* Response);

/* YcTaHOBKa CMUCTEMHOTO BpeMeHum HSM
*/

//gsoap admin service method-action: SetHSMTime "urn:admin/SetHSMTime"

int admin_SetHSMTime (
/* CucreMmHoe BpeMms I[IAKM, KOTOpOe HOJIKHO OBITb yCTAHOBJIEHO */
xsd_string CurrentTime,
/* OrBerTHOe SOAP coobmeHue - VHPopMaLMS O BOSMOXHOM OWMOKE NPU
BEIIOJIHEHMM MeToma */
struct admin__SetHSMTimeResponse* Response) ;

/* TlomyueHme HacTpoek HSM */

//gsoap admin service method-action: GetHSMOptions "urn:admin/GetHSMOptions"

int admin__GetHSMOptions (
/* OrBerHOe SOAP coobmeHue */
struct admin_GetHSMOptionsResponse* Response);

/* YcTaHOBKa NapaMeTpoB HSM */

//gsoap admin service method-action: SetHSMOptions "urn:admin/SetHSMOptions"

int admin_SetHSMOptions (
/* HoBele HacTpoMku I[IAKM */
struct admin HSMOptions NewHSMOptions,
/* OrBerTHoe SOAP coolmeHue - JudpopMmauys O BOSMOXHOM owmOKe Ipu
BEIOJIHEHMM MeToma */
struct admin_SetHSMOptionsResponse* Response);

/* TlojlydeHue HacCTpoOeK aymmura */

//gsoap admin service method-action: GetHSMAuditOptions "urn:admin/GetHSMAuditOptions"

int admin_GetHSMAuditOptions(
/* OrBerHOe SOAP coobumenme */
struct admin_ GetHSMAuditOptionsResponse* Response) ;

/* YcTaHOBKa IapaMeTpoB ayauTa */

//gsoap admin service method-action: SetHSMAuditOptions "urn:admin/SetHSMAuditOptions"

int admin_ SetHSMAuditOptions (
/* HoBele HacTpoMku I[IAKM */
struct admin HSMAuditOptions NewHSMAuditOptions,
/* OrBerTHOoe SOAP coofmeHue - JVudpopMmauys O BOSMOXHOM owmOKe IIpu
BEIOJIHEHMM MeToma */
struct admin_SetHSMAuditOptionsResponse* Response) ;

/* TlojlydeHMe CeTeBHEIXx HacTpoek */

//gsoap admin service method-action: GetNetworkSettings "urn:admin/GetNetworkSettings"

int admin_GetNetworkSettings (
/* OrBeTHOe SOAP coofmeHne */
struct admin_ GetNetworkSettingsResponse* Response);

/* YcTaHOBKA HOBBIX CETEBHX HACTPOEK C Iepes3alyCKoM ceTu. */

//gsoap admin service method-action: SetNetworkSettings "urn:admin/SetNetworkSettings"

int admin_ SetNetworkSettings (
/* YcraHaBiMBaeMele CeTeBble HACTPOWKM */
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struct admin_ NetworkSettings NewNetworkSettings,

/* OrBeTHOe SOAP coobmeHue - VHPopMALMS O BO3SMOXHOM OWMOKE NpU
BBEIOJIHEHMM MeToma */

struct admin SetNeworkSettingsResponse* Response);

/* TlosydyeHre CIMUCKa PEe3epBHHEX KOMMM HSM */
int admin__GetBackupsList (
/* OrBerHoe SOAP coolumeHue */
struct admin_ GetBackupsListResponse* Response);

/* Ymanenue oaiiyia Cc pesepBHOM konmeir HSM */
int admin DeleteBackupFile (
/* UMsa darsia Cc pe3epBHOM kommen HSM, 6e3 nyTu k Hemy */
xsd__string BackupFileName,
/* OrBerTHOe SOAP coobumeHyne */
struct admin_DeleteBackupFileResponse* Response);

/* Tonydenue ¢daiiya C pe3epBHOM kommer HSM */
/*int admin ReceiveBackupFile (*/
/* VMs damnsia ¢ pesepBHOM komnmey HSM, 6e3 nyTu k Hemy */
/*xsd__string BackupFileName, */
/* OrBerHOoe SOAP coobueHue */
/*struct admin_ReceiveBackupFileResponse* Response);*/

/* TloslydyeHre HaCTPOeK MEeXCeTeBOI'O sKpaHa */
//gsoap admin service method-action: GetFWSettings "urn:admin/GetFWSettings"
int admin GetFWSettings(

/* OrBerHOe SOAP coobumenHue */

struct admin__GetFWSettingsResponse* Response);

/* IoBaBjleHMe ONHOM NOoACeTM "paspelleHHHX KJIMEHTOB" B HACTPOMKM MEXCETEBOTO
skpaHa. */
//gsoap admin service method-action: AddFWClientSubnet "urn:admin/AddFWClientSubnet"
int admin__AddFWClientSubnet (
/* IP ampec ¥ Macka [OICEeTHM, C KOTOPOM pas3peleH BXOL MOJib30oBaTessay [IAKM */
struct admin_ FWRule NewClientSubnet,
/* OrBerTHoe SOAP coobmeHue - VHPopMALMS O BOSMOXHOM OWMOKE NPU
BHIIOJIHEHUM MeToma */
struct admin AddFWClientSubnetResponse* Response);

/* YmajleHue IOINCETM M3 HACTPOEK MEeXCEeTEeBOT'O 3KpaHa, M3 KOTOPOM paspelueH
BXOJZ MoJib3oBaTesaMm [IAKM. */
//gsoap admin service method-action: DeleteFWClientSubnet
"urn:admin/DeleteFWClientSubnet"
int admin__DeleteFWClientSubnet (
/* IP ampec M Macka [OACeTM, yIajiseMble M3 HAaCTPOEeK MEeXCeTeBOI'o sKpaHa */
struct admin_FWRule ClientSubnet,
/* OrBerTHOe SOAP coofmeHue - JHbopMaums O BO3BMOXHON oumOKe IpKU
BEIOJIHEHMM MeToma */
struct admin_ DeleteFWClientSubnetResponse* Response);

/* wmsaMmeHeHue mHPOpPMaALMM O I[ONCETM B HACTPOMKAX MEXCEeTeBOTO 3KpaHa. */
//gsoap admin service method-action: ModifyFWClientSubnet
"urn:admin/ModifyFWClientSubnet"
int admin_ModifyFWClientSubnet (
/* Crapele IP ampec ¥ Macka [OIACETM, C KOTOPOM pas3peleH BXOL
nojb3oBaresan [IAKM */
struct admin_FWRule OldClientSubnet,
/* HoBele 3HaueHwsa IP azpeca M MaCKM NONCETHM, C KOTOPOM paspemeH BXOI
nosib30Baresnau [IAKM */
struct admin_FWRule NewClientSubnet,
/* OrBerTHOe SOAP coolmeHue - VHPopMauLMs O BOSMOXHOM ommOKe IIpu
BHIIOJIHEHUY MeToma */
struct admin_ ModifyFWClientSubnetResponse* Response);

/* Tlepes3anyCk MEXCeTeBOTO BKpaHa ([ocjie M3MeHeHMS HacTpoek) */
//gsoap admin service method-action: RestartFW "urn:admin/RestartFW"
int admin_RestartFW(

/* OrBerTHoe SOAP coolmeHue - VHPopMaLMs O BO3SMOXHOM owMOKE IIPU

BEIIOJIHEHMM MeTona */

struct admin RestartFWResponse* Response);

/* rnoJjiydeHue XypHajla COOHTUM */

//gsoap admin service method-action: GetEventLog "urn:admin/GetEventLog"

int admin_GetEventLog (xsd_ _string FromDate, struct admin__GetEventLogResponse*
Response) ;

//gsoap admin service method-action: GetRootCertificatelList
"urn:admin/GetRootCertificateList"
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int admin GetRootCertificateList (xsd int flags,
admin__GetRootCertificateListResponse* Response) ;

struct

//gsoap admin service method-action: GetRootCertificate "urn:admin/GetRootCertificate"

int admin__GetRootCertificate(xsd__string SerialNumber,
admin GetRootCertificateResponse* Response);

struct

//gsoap admin service method-action: ProcessCertRequest "urn:admin/ProcessCertRequest"

int admin__ProcessCertRequest (
/* CepwurHent HoMep HSM, B KOTOPOM M3HAUYAJIbHO PETMCTPUPOBAJIC
IOJIb30BATED .
Ecim 3HaueHMe He ykaszsaHo (""), TO OaHHBM NapaMeTp He YUMTHIBAETCS, a
llosb30BaTENlb UOEHTUOMUMPYETCA O 3HauHuo nojya UID B TekymeMm I[IAKM. */
xsd__string HSMID,
/* Eciu ykas3aHO 3HaudeHue napaMeTpa HSMID, TO IaHHHI NapaMeTp COLEPXUT

3HaveHre nojyiga OriginalUID (m3HauvanbHem UID nojb3oBaTess B HSMID) . B mpOTMBHOM
cJilyyae HaHHHIM INapaMeTp COOepXMuT 3HadeHue nojsiga UID B cTpykType MHOOpMauuUM O
nojsb3oearesie. Ecam [IAKM He yuyacTByeT B IyJle, HUKODIA HE CUHXPOHM3UPOBAJICA C

npyruMu [IAKM, To UID m OriginalUID Bcerma coBnamaior. */
xsd__int UID,

xsd string CertRequest,

xsd__int flags,

struct admin_ ProcessCertRequestResponse* Response) ;

struct admin NetworkSettings
{
/* YkaszaTesib Ha CIOUCOK CTPYKTYP SOAP NetworkRule */
struct admin__NetworkRule * ptr;
/* KoinuecTBO CTPYKTypP B Maccuee */
xsd__int _ size;

}i

/* CTpyKTypa ONMUCHBaoWas omMH (Gany C pe3epBHOM Kommem */
struct admin_BackupFile
{

/* wumsa danna */

xsd_ string filename;

/* paszmep */

xsd__int flsize;

bi

/* Comcok 0aijoB C pesepBHEMM KOMMAMM (MaccuB CTPyKTyp admin BackupFile) */
struct admin_BackupFilesList
{

/* YkKasaTesylb CHOMCOK CTPyKTyp SOAP BackupFile */

struct admin__BackupFile *_ ptr;

/* KoimuecTBO CTPYKTyp B Maccuee */

xsd__int  size;

}i

struct admin AddUserResponse

{
/* UnbOopMaumsa O HOBOM IOJIE30BATEJIE C HEKOTOPEIMM IOJIAMM, KOTOPEE HOOaBUII
cepBep (UID, HSMID, OriginalUID...) */
struct admin_ HSMUser UserInfo;

}i

struct admin ChangeHSMStateResponse
{
i

struct admin ChangeUserStateResponse
{
}i

struct admin ClearAuditLogResponse

{

}i

struct admin_ DeleteFWClientSubnetResponse
{

bi

struct admin_ DeleteUserResponse
{
}i

struct admin_GenUserTokenResponse
{
}i

struct admin__GetEventLogResponse
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xsd__string log;

}i

/* OrBeTHOe SOAP cooOmeHre s Meronma GetFWSettings */
struct admin_ GetFWSettingsResponse
{
/* CrpyKTypa C HaCTpOMKaMy MEeXCEeTeBOT'O sKpaHa */
struct admin__FWSettings FWSettings;
bi

/* OrBeTHoe SOAP cooOmenre imisa Meroma GetHSMOptions */
struct admin_ GetHSMOptionsResponse
{
/* CrTpykTypa C HacTpolkammu [IAKM */
struct admin_ HSMOptions HSMOptions;
}i

/* OrBeTHOe SOAP coobmeHue mia Meroma GetHSMAuditOptions */
struct admin GetHSMAuditOptionsResponse
{
/* CrpyKTypa C HacTpoukamu [IAKM */
struct admin_ HSMAuditOptions HSMAuditOptions;
bi

/* OreerHoe SOAP coobmenue mns Meroma GetHSMState */
struct admin_GetHSMStateResponse
{
/* BosBpamaeMmsll KO COCTOogHMS [IAKM */
enum admin__HSMState State;
}i

/* OrBeTHOoe SOAP coobueHue mjsa meToma GetHSMState */
struct admin_GetAuditLogRecordCountResponse
{

/* Total audit log recordcount */

xsd__int count;

}i

/* OrBeTHOe SOAP coobumeHme myis MmeToma GetNetworkSettings */
struct admin GetNetworkSettingsResponse
{
/* CTpykTypa C CeTeBHMM HacTpoMkamu [IAKM */
struct admin__NetworkSettings NetworkSettings;
}i

/* OrBeTHOoe SOAP coofumenme pnna Meroma GetNextUID */
struct admin GetNextUIDResponse
{
/* HoctynHemi UID B Tekymem IIAKM */
xsd__int UID;
}i

/* OrBerHoe SOAP coolumeHue misa Meroma GetSysInfo */
struct admin GetSysInfoResponse
{
/* CTpykTypa C BHyTpeHHel mHobopmaumerr [TAKM */
struct admin__HSMInfo SysInfo;
}i

/* OrBeTHOe SOAP coofmeHue mys Meroma GetUserInfo */
struct admin GetUserInfoResponse
{

/* UHbopMauma o mnoJsib3oBaTesie IIAKM */

struct admin_ HSMUser UserInfo;

bi

/* OrBerTHOoe SOAP cooOmeHre Ha MeTOH I[OJIydeHUS CIOMCKa MoJib3oBaTesielt [IAKM */
struct admin_GetUserListResponse
{
/* Bo3BpallaeMelii CIUCOK MOJib30BaTesen */
struct admin_ HSMUserList UserList;
/* BCeTo 3amnmcer HaWMIeHHHX [10 JaHHOMY YCJIOBUIO */
xsd int total;
}i

struct admin_ GetRootCertificateListResponse
{

struct admin_CertificatelList CertList;
i
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struct admin GetRootCertificateResponse
{

xsd__string RootCertificate;
i

struct admin_ ProcessCertRequestResponse
{
xsd__string UserCertificate;
}i
/* Comcok samnmceit xypHana ayamura (maccus cymHocreit SOAP_AuditLogRecord) */
struct admin_AuditLogRecordList
{
/* Yxasaresnb COMCOK CTPykTyp SOAP AuditLogRecord */
struct admin_AuditLogRecord* _ ptr;
/* KoinuecTBO CTPYKTyp B MaccueBe */
xsd__int _ size;

}i

/* OrBeTHOe SOAP cooOuWeHMe Ha MeTOI MNOoJIydeHus Habopa 3anmcelr xypHala ayIuTa
TAKM */
struct admin LogRecordsResponse
{
/* Bo3BpallaeMelli CHOMCOK 3anucer XypHaja ayaoura */
struct admin AuditLogRecordList AuditLogRecords;
/* BCcero sanmMcel HaMOeHHHX 10 OaHHOMY YCJIOBUID */
xsd__int total;
bi

struct admin ModifyFWClientSubnetResponse
{
}i

struct admin_ModifyUserResponse
{
}i

struct admin_ RestartFWResponse
{
}i

struct admin SetHSMOptionsResponse
{
}i

struct admin SetHSMAuditOptionsResponse
{
}i

struct admin SetHSMTimeResponse
{
}i

struct admin SetNeworkSettingsResponse
{
}i

struct admin_ GetBackupsListResponse

{
/* Cnmcok QaijioB C Pe3epPBHBEIMM KONMAMU */
struct admin__BackupFilesList BackupsList;

}i

struct admin DeleteBackupFileResponse
{
}i
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MpunoxeHne 2. CTpykKTypa KoHPUrypaumoHHoro danna
MeXxceTeBoro akpaHa NAKM

Huxxe npmBoauUTCS NpuMMeEp BpPeMeHHOro KoHdwurypaumoHHoro dawnna /tmp/firewall.ini,
dopMmpyeMoro ckpmntoM genfw n3 gaHHbIX, nNoaydeHHbix U3 B MySQL

[1502]
192 168 70 63 255 255 252 0 eth0 = "1™
[1501]
192 168 68 124 255 255 252 0 eth0 = "1™

192 168 70 0 255 255 252 0__eth0 = "1"
192 168 71 0 255 255 252 0 eth0 = "1"

[443]
192 168 71 191 255 255 252 0 ethl = "1"

[1503]
192 168 70 67 255 255 252 0 eth2 = "1"
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MpunoxeHne 3. Cnncok kKoHTpons goctyna (ACL)

role admin sA
subject / rvka
/ rwcdmlxi

role shutdown sARG
subject / rvka
/
/dev
/dev/urandom r
/dev/random r
/etc r
/bin rx
/sbin rx
/1lib rx
/1ib64 rx
/usr rx
/proc r
# Sgrsec_denied
-CAP_ALL
connect disabled
bind disabled

role default
subject / {
/ h
/tmp rwcd
/usr/lib/locale rx
-CAP ALL
connect disabled
bind disabled
}
role root uG
role transitions admin shutdown
role allow ip 127.0.0.1/32
role allow ip 0.0.0.0/0
subject / {

/ r
/tmp rwc
/bin rx
/dev/initctl
/1ib h
/lib/terminfo
/lib/terminfo/1/1linux r
/1lib64 rx
/opt h
/opt/cprocsp h
/opt/cprocsp/sbin/amd64 rx
/opt/cprocsp/bin rx
/opt/cprocsp/lib r
/opt/cprocsp/lib/hashes r
/boot/hashes r
/opt/cprocsp/bin/amd64/cpverify rx
/sbin r
/sbin/consoletype x
/sbin/gradm X
/sbin/initlog x
/sbin/minilogd x
/sbin/syslogd X
/sbin/start-stop-daemon X
/sbin/service rx
/usr/sbin/logrotate x
/usr h
/usr/bin rx
/usr/lib/locale rx
/usr/1ib64 rx
/usr/share rx
/usr/local rx
# /var h
/var/run rw
#TODO: ubrat
/var/log rxXw
/var/opt rx
/var/lib h

/var/etc
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/var/etc/opt r
/var/lib/mysql/cprocsp/db
/var/lib/mysql/mysql.pid
/var/lock/subsys/cryptsrv_hsm rwcd
/var/spool/at
/var/spool/cron
# /var/spool/mail
/dev
/dev/bus rw
/dev/null rw
/dev/tty rw
/dev/tty2 rw
/dev/grsec
/dev/mem
/dev/kmem
/dev/port
/dev/log
/dev/urandom r
/etc
/etc/ssh
/etc/grsec
/etc/shadow
/etc/shadow-
/etc/gshadow
/etc/gshadow-
/etc/ppp/chap-secrets
/etc/ppp/pap-secrets
/etc/samba/smbpasswd
/proc
/proc/kcore
/proc/sys
/proc/bus
/proc/slabinfo
/proc/modules
/proc/kallsyms
/root
/sys
/boot
/backup
# /backup/backup.tar
# /backup/hsmdb_dump.sqgl rwc
# /backup/hsmdb_dump_ tmp.sqgl rwd
-CAP_ALL

[af=e e gy

b

[o o s R J= o S S = o B e e N« e = o e = ie B

s B
Q=
Q
[o}

}

subject /bin/chown o {
/
/bin
/bin/chown
/etc
/etc/1ld.so.cache
/etc/nsswitch.conf
/etc/passwd
/1ib64
/1lib64/1d-2.17.s0
/1ib64/1libc-2.17.s0 rx
/1ib64/libnss files-2.17.so0 rx
/usr h
/usr/1ib64/gconv r
/usr/lib/locale r
/usr/1ib64/locale r
/usr/local/mysqgl
/var h
/var/lib/mysqgl/cprocsp/db w
/var/run
/tmp w
-CAP ALL
+CAP_CHOWN
+CAP_DAC_OVERRIDE
bind disabled
connect disabled

X O BKRDXDD

}

subject /bin/chmod o {
/
/bin
/bin/chmod
/etc
/etc/1ld.so.cache
/1ib64/1d-2.17.s0
/1ib64/1ibc-2.17.s0 rx

X R DX DD
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/1ib64/1libnss files-2.17.s0 rx

/usr h
/usr/lib/locale r
/usr/1ib64/gconv/gconv-modules.cache r
/usr/1ib64/locale r
/usr/local/mysql

/var

/var/lib/mysql/cprocsp/db rw

/tmp w
-CAP_ALL

+CAP_DAC_OVERRIDE

+CAP_ FOWNER

bind disabled

connect disabled

subject /bin/grep {

/ h
/bin h
/bin/grep X
/etc h
/etc/ld.so.cache r
/etc/sysconfig/i18n r
/etc/net r
/1lib64 h
/1ib64/1d-2.17.s0 X
/1ib64/1libc-2.17.s0 rx
/1ib64/libpcre.so.3.15.1 rx
/usr h
/usr/1ib64/gconv r
/usr/1lib64/locale r
/tmp r
-CAP_ALL
+CAP_DAC_OVERRIDE
+CAP DAC READ SEARCH
bind disabled
connect disabled

}

subject /bin/cat o {
/ h
/bin h
/bin/cat x
/etc h
/etc/sysconfig r
/etc/ld.so.cache r
/1ib64 h
/1ib64/1d-2.17.s0 X
/1ib64/1ibc-2.17.s0 rx
/1ib64/1libnss_files-2.17.s0 rx
/proc
/boot/hashes rx
/proc/cmdline r
/usr h
/usr/1ib64 h
/usr/1ib64/gconv/gconv-modules.cache r
/usr/lib/locale r
/usr/local h
/usr/local/mysql/share/fill help tables.sql r
/usr/local/mysql/share/mysql system tables.sqgl r
/usr/local/mysql/share/mysql system tables data.sql r
/ tmp r
/var/lib/mysql/mysql.pid r
-CAP_ALL
+CAP_DAC_OVERRIDE
bind disabled
connect disabled

}

subject /bin/mkdir o {
/
/bin h
/bin/mkdir x
/etc h
/etc/1ld.so.cache T
/1ib64 rx
/usr h
/usr/lib/locale r
/usr/1lib64 r
/usr/local/mysql r

/var
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/var/lib
/var/lib/mysql
/var/lib/mysql/cprocsp
/var/lib/mysql/cprocsp/db weC
/var/log h
/dev/grsec h
/proc r
/proc/kcore h
/proc/sys h
/proc/bus h
/dev/mem h
/dev/kmem h
/dev/port h
/dev/log h
/sys h
/boot h
-CAP_ALL
+CAP_DAC_OVERRIDE
bind disabled
connect disabled
}
subject /bin/rm {
/opt/cprocsp/bin r
/var/run rwcdls
/var/lib/mysql
/var/lib/mysql/mysqgl.pid rwd
/var/opt/cprocsp/tmp  rwd
/var/lock/subsys rwd
/etc/ld.so.cache r
/1ib64/1d-2.17.s0 X
/1ib64/1ibc-2.17.s0 rx
/1ib64/libnss files-2.17.so rx
/opt/cprocsp/sbin/amd64 r
/tmp rwdc
/var/lib/mysqgl/cprocsp/db wd
-CAP_ALL
+CAP_KILL
+CAP_DAC_OVERRIDE
+CAP_DAC READ SEARCH
connect disabled
bind disabled
}
subject /bin/mv {
/opt/cprocsp/sbin/amd64
/opt/cprocsp/bin r
/var/run rwcdls
/var/opt/cprocsp rwdc
/var/log rwcd
/var/etc/opt rwcd
/var/lock/subsys rwcd
/tmp rwdc
/var/opt/cprocsp/hsmdb_dump.sqgl rwcd
/var/tmp rwd
/backup
/backup/hsmdb_dump.sqgl rwcd
/backup/hsmdb_dump_ tmp.sqgl rwd
-CAP_ALL
+CAP_KILL

}

+CAP_DAC_OVERRIDE

+CAP_DAC_READ SEARCH
connect disabled
bind disabled

subject /usr/bin/mesg {

}

-CAP ALL
+CAP_FSETID
connect disabled
bind disabled

subject /usr/local/sbin/pcscd o {

/
/etc/ld.so.cache r
/etc/localtime r
/proc/sys/kernel/version r
/1lib rx

/1lib64 rx
/usr/1ib64 rx
/var/run/pcscd/pcscd.comm rw
/var/run/pcscd/pcscd.pub rwx
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/proc/bus/usb rw
/dev/log rw
/dev/null rw
-CAP_ALL
+CAP_DAC_OVERRIDE
+CAP_DAC_READ_ SEARCH
connect disabled
bind disabled
}
#Copy from original for script which restart daemon
subject /usr/sbin/pcscd o {
/
/etc/1ld.so.cache r
/etc/localtime r
/proc/sys/kernel/version r
/1lib rx
/1lib64d rx
/usr/1ib64 rx
/var/run/pcscd/pcscd.comm rw
/var/run/pcscd/pcscd.pub rwx
/proc/bus/usb rw
/dev/log rw
/dev/null rw
/dev/bus/usb rw
-CAP_ALL
+CAP_DAC_OVERRIDE
+CAP_DAC_RFAD SEARCH
connect disabled
bind disabled
}
subject /bin/ps {
/proc r
-CAP_ALL
+CAP_DAC_OVERRIDE
+CAP_DAC READ SEARCH
connect disabled
bind disabled
}
subject /sbin/shutdown {

/dev rx
/var/run rwcd
-CAP ALL

+CAP_SETUID
+CAP_SYS TTY CONFIG
}

subject /sbin/start-stop-daemon {

/usr/sbin rx
/sbin  rx

/1lib rx
/usr/lib rx
~CAP ALL

+CAP DAC OVERRIDE
+CAP_DAC READ SEARCH
connect disabled
bind disabled
}
subject /sbin/initlog {
/dev/log rwcd
/sbin/iptables-restore rx
/sbin/xtables-multi rx

/sbin/limited rx
/sbin/hwclock rx
-CAP ALL

}

subject /sbin/hwclock {

/dev/rtcO rw
/sbin/hwclock X
/var/etc/adjtime rw
-CAP_ALL

+CAP_AUDIT WRITE
+CAP SYS TIME

}

subject /sbin/limited {

/dev/log rwcd
/usr/lib/locale rx
-CAP ALL

}
subject /bin/getopt {
/dev/log rwcd
/usr/lib/locale rx
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-CAP ALL
}
subject /bin/sed {

/dev/log rwcd
/usr/lib/locale rx
-CAP_ALL

}
subject /usr/bin/expr {

/dev/log rwcd
/usr/lib/locale rx
-CAP ALL

}

subject /sbin/minilogd {
/dev/log rwcd
-CAP ALL

}

subject /sbin/syslogd {
/sbin rx
/etc/services r
/etc/syslog.conf

/dev/log rwcd
/var/log rwcd
/var/lock rwcd
-CAP_ALL
+CAP_KILL

+CAP_SYS_TTY CONFIG
}
subject /usr/sbin/logrotate {
/ rx
/etc rx
/bin/sh x
/1lib64 rx
/proc
/proc/filesystems
/selinux
/var/log rwcd
/usr/sbin/logrotate

/var/lib/logrotate rwxcd
/var/run/logrotate rwxcd

/tmp rw
/dev/null rw
/dev/tty rw
-CAP_ALL
+CAP_ CHOWN

}

subject /bin/sh {
/ r
/sbin/reload-syslog
-CAP ALL
+CAP_AUDIT WRITE
connect disabled
bind disabled

subject /bin/bash {
/ r
/sbin/gradm
-CAP_ALL
+CAP_AUDIT WRITE
connect disabled
bind disabled

rx

sock allow family netlink

}

subject /bin/umount {

/boot r
/etc rwcdl
/run/mount rw
-CAP_ALL

+CAP_DAC OVERRIDE
+CAP_SYS ADMIN
connect disabled
bind disabled

subject /sbin/killall5 {
/sbin/killall5 rx

/usr/sbin/pcscd
/usr/sbin/crond
/1lib rx
/usr/sbin rx
/usr/1lib rx
-CAP_ALL

+CAP KILL

rx
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+CAP_DAC OVERRIDE
+CAP_DAC_READ SEARCH
connect disabled
bind disabled
}
subject /bin/mktemp {
/tmp rwcd
-CAP ALL
connect disabled
bind disabled
}
subject /sbin/init {

/dev/console hs
/dev/log rwcd
-CAP_ALL

bind disabled
connect disabled
}
subject /bin/stty {
/dev r
-CAP ALL
connect disabled
bind disabled
}
subject /sbin/udevd ({
/dev/.udev rwcd

/dev/log rw
/dev/console rwcd
/dev/vcsl2 wed
/dev/vcsal2 wcd
-CAP ALL

connect disabled
bind disabled
}
subject /bin/tar {
/
/bin
/bin/gzip
/bin/tar
/etc
/etc/group
/etc/ld.so.cache
/etc/nsswitch.conf
/etc/passwd
/1ib64
/opt
/opt/cprocsp/sbin/amd64
/usr
/var
/var/tmp rwced
/var/opt/cprocsp r
/backup rwcd
/backup/backup.tar crw
/backup/hsm_backup.tgz rwc
-CAP ALL
+CAP_CHOWN
+CAP_DAC_OVERRIDE
+CAP_DAC_READ SEARCH
+CAP_FOWNER
connect disabled
bind disabled

VR

jopey

}

subject /bin/touch {
/var/lock/subsys rwc
/var/lock/subsys/mysqgl rw
/1ib64 rx
-CAP ALL
connect disabled
bind disabled

}

subject /usr/bin/tac {

/tmp rwcd

-CAP ALL
connect disabled
bind disabled

}

subject /bin/dumpkeys o {
/
/bin
/bin/dumpkeys x

o=y
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subject

}

subject

/dev

/dev/tty2

/etc
/etc/1ld.so.cache
/1lib64
/1ib64/1d-2.17.s0
/1lib64/1libc-2.17.s0

/1ib64/libnss files-2.17.s0

/usr

h
rw
h
r
h
X
rx
rx
h

/usr/1lib64/gconv/gconv-modules.cache r

/usr/1lib64/locale
/proc

/proc/kcore
/proc/sys

/proc/bus

-CAP ALL
+CAP_SYS TTY CONFIG
bind disabled
connect disabled

/bin/loadkeys o {
/

/bin
/bin/loadkeys
/dev

/dev/tty

/etc
/etc/ld.so.cache
/1ib64
/1ib64/1d-2.17.s0
/1ib64/1libc-2.17.s0

/1ib64/1libnss files-2.17.so

/proc

/proc/kcore
/proc/sys

/proc/bus

-CAP_ALL
+CAP_SYS_TTY CONFIG
bind disabled
connect disabled

/bin/login o {

user transition allow root

group_transition allow root shadow

/

/bin
/dev/urandom
/bin/bash
/bin/login
/dev

/dev/log rw

/dev/tty2

/etc

/etc/grsec

/etc/ssh

/etc/shadow
/etc/shadow-
/etc/gshadow
/etc/gshadow-
/etc/ppp/chap-secrets
/etc/ppp/pap-secrets
/etc/samba/smbpasswd
/1ib64

/var
/var/log/lastlog
/var/log/wtmp
/var/run
/var/run/utmp
/var/spool/mail
/proc

/proc/sys/kernel/ngroups max

/proc/kcore
/proc/bus
/tmp

/sys

/boot
/usr/src
-CAP_ALL
+CAP_CHOWN

r

[opegg=y

oX oD

o

0oxoX

oo D"D‘ZYD“D"D"D“D‘D‘HE

(U]
=

rw

[oa=a

W

jopi= e N
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+CAP_FSETID

+CAP_SETGID

+CAP_SETUID

+CAP_SYS TTY CONFIG

bind 0.0.0.0/32:0 stream tcp

connect 127.0.0.1/32:111 stream tcp
}

subject /bin/unicode start o {

/ h
/bin rx
/etc h
/etc/ld.so.cache r
/1ib64 h
/1ib64/1d-2.17.s0 X
/1ib64/1ibc-2.17.s0 rx
/1ib64/1ibd1-2.17.s0 rx

/proc h
/proc/meminfo r
/usr h
/usr/share/locale r
/usr/bin/tty x
/usr/1lib64/gconv/gconv-modules.cache r
/usr/1ib64/locale r
/dev

/dev/null w
/dev/tty rw
/dev/grsec h
/dev/mem h
/dev/kmem h
/dev/port h
/dev/log h
/root

/root/.kbd

/root/.kbd/.keymap_ sv w
-CAP ALL

bind disabled
connect disabled

}

subject /etc/cron.daily o {
/
/bin rx
/boot/hashes r
/1ib64 rx
/opt h
/opt/cprocsp rx
/sbin h
/sbin/halt rx
/sbin/consoletype x
/dev
/dev/log rw
/dev/null
/dev/tty rw
/dev/grsec
/dev/mem
/dev/kmem
/dev/port
/dev/urandom r
/etc
/etc/grsec
/etc/ssh
/etc/shadow
/etc/shadow-
/etc/gshadow
/etc/gshadow-
/etc/ppp/chap-secrets
/etc/ppp/pap-secrets
/etc/samba/smbpasswd
/proc
/proc/meminfo r
/proc/sys/kernel/ngroups max r
/proc/kcore h
h
r

= e je ) =

b

jopie gie jile Ni= i e e N S s SN ]

/proc/bus

/root

/tmp rwcd
/usr

/usr/1lib h
/usr/lib/perl5/strict.pm r
/usr/lib/perl5/vendor perl
/usr/local h
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/usr/local/lib
/usr/bin rxi
/usr/1ib64 rxi
/usr/libexec r
/usr/sbin rxi
/usr/src h
/var

/var/lib/logrotate rwcd
/var/lock h

/var/lock/makewhatis
/var/lock/makewhatis/lockdir wcd

/var/log r
/var/log/wtmp a
/var/opt h
/var/etc/opt/cprocsp/config64.ini r
/var/opt/cprocsp/tmp
/var/opt/cprocsp/tmp/.registry lock w
/var/run
/var/run/cprocsp.pid wed
/var/run/utmp rw
/var/spool r
# /var/spool/postfix r
# /var/spool/postfix/maildrop r
# /var/spool/postfix/maildrop/325794.24903
# /var/spool/postfix/maildrop/4F8D2548116
# /var/spool/postfix/public r
# /var/spool/postfix/public/pickup w
# /var/spool/postfix/var
/sys h
/boot h
-CAP ALL
+CAP_CHOWN

+CAP_DAC_OVERRIDE

+CAP_FOWNER

+CAP_FSETID

+CAP_SETGID

+CAP_SETUID

bind 0.0.0.0/32:0 stream dgram ip tcp
connect 127.0.0.1/32:111 stream tcp

}

subject /etc/init.d o {

user transition allow root mysqgl

group_ transition allow root mysql
/

# /bin rxi
/bin rx
/boot/hashes r
/dev
/dev/null rw
/dev/tty rw
/dev/ttyS1 rw
/dev/grsec h
/dev/mem h
/dev/kmem h
/dev/port h
/dev/sobol r
/dev/log rw
/dev/urandom

# /etc
/etc
/etc/gshadow
/etc/gshadow-
/etc/ppp
/etc/samba/smbpasswd
/etc/shadow
/etc/shadow-
/etc/ssh
/lib/modules

# /1ib64 rxi
/1ib64 rx
/1ib64/modules
/opt
/opt/cprocsp rxi
/proc
/proc/kcore
/proc/sys
/proc/bus
/proc/sys/net
/proc/sys/net/ipv4
/proc/sys/net/ipvd/conf h
/proc/sys/net/ipv4/conf/all

B Hos

X X

5 =

aa

Qo
P

o= ie e = jie Sl e )

o=y

Bl e g g = B

rwcd
rwc
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/proc/sys/net/ipv4/conf/all/arp filter w
/proc/sys/net/ipv4d/conf/default
/proc/sys/net/ipv4/conf/default/rp filter w
/proc/sys/net/core/somaxconn w

/root r
/run
/run/mount
/run/mount/utab rw
# /sbin rxi
/sbin rx
/sys h
/sys/devices/system/cpu/online r
/tmp rwcd
/usr h
/usr/bin x1i
/usr/lib/locale/ rx
# /usr/1ib64 rxi
/usr/1lib64 rx
/usr/local/mysql rx
/usr/sbin
/usr/sbin/ifplugd
/var/etc/opt r
/var
/var/log wC
/var/lib rwcd
/var/lock/subsys
/var/lock/subsys/cryptsrv_hsm wcd
/var/lock/subsys/fenixmsrv wed
/var/lock/subsys/mysqgl wed
/var/lock/subsys/srv_wrapper wcd
/var/lock/subsys/syslogd wcd
/var/lock/subsys/iptables wcd
/var/lock/subsys/network wed
/var/opt rwed
# /var/opt/cprocsp/dsrf h
# /var/opt/cprocsp/dsrf/dbl/kis 1 rw
# /var/opt/cprocsp/dsrf/db2/kis 1 rw
# /var/opt/cprocsp/log r
# /var/opt/cprocsp/log/log db.dat rw
# /var/opt/cprocsp/log/log_db.dat-journal rwcd
# /var/opt/cprocsp/mnt
# /var/opt/cprocsp/tmp rwcd
/var/run
/var/run/cprocsp.pid rwcd
/var/run/cryptsrv_hsm.pid rwcd
/var/run/fenixmsrv.pid rwcd
/var/run/syslogd.pid rwcd
/var/run/srv_wrapper.pid rwcd
/var/run/pcscd/pcscd. comm rw
/var/run/pcscd/pcscd. pub rwx
/var/resolv rwcd
/var/run/resolvcont
/boot h
-CAP AL

+CAP_NET_ ADMIN
+CAP_DAC_READ SEARCH
+CAP_NET_RAW

# +CAP_NET BIND SERVICE

+CAP_SYS MODULE

+CAP_SYS ADMIN

+CAP_DAC_OVERRIDE

+CAP_CHOWN

+CAP_SYS TTY CONFIG

+CAP_SYS RESOURCE

+CAP_IPC_LOCK

+CAP KILL

connect disabled

bind disabled

bind 0.0.0.0/32:0 dgram ip

bind 0.0.0.0/32 stream tcp

bind 0.0.0.0/32:8080 stream tcp
bind 0.0.0.0/32:8081 stream tcp
bind 0.0.0.0/32:1502 stream tcp
bind 0.0.0.0/0:8080 stream tcp

connect 0.0.0.0/32:0 raw_sock raw proto
connect 127.0.0.1/32:3306 stream tcp
connect 127.0.0.1/32:8083 stream tcp
sock allow family netlink

e S dE dE M S e e o o

subject /etc/rc.d/init.d/iptables {
/tmp rwcd
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/etc/passwd r
/etc/sysconfig rw

/var/lock/subsys/network r
/opt/cprocsp/sbin/amd64/genfw rx
-CAP_ALL
+CAP_KILL

connect disabled
bind disabled

}

#subject /sbin/iptables-restore {

# /tmp rwcd

# /etc/passwd r

# /etc/sysconfig rw

# /var/lock/subsys/network r

# /proc r

# /opt/cprocsp/sbin/amd64/genfw rx

# -CAP_ALL

# +CAP_NET RAW

# +CAP_NET ADMIN

#}

subject /sbin/xtables-multi {
/etc r
/etc/sysconfig rw
/var/lock/subsys/network r
/proc r
/opt/cprocsp/sbin/amd64/genfw rx
-CAP ALL

+CAP_NET RAW
+CAP_NET ADMIN

subject /etc/rc.d/init.d/network {

/etc r
/etc/sysconfig/network rw
/etc/net/scripts rx
/usr/lib/locale r
/usr/sbin rx
/sbin rx
-CAP_ALL

+CAP_KILL

connect disabled
bind disabled
}

subject /etc/net/scripts/ifup {
/sbin rx
-CAP ALL
connect disabled
bind disabled
}
subject /etc/net/scripts/ifup-common {
/sbin/ip rx
/sbin/resolvconf  rx
-CAP ALL
connect disabled
bind disabled
}

subject /etc/net/scripts/create-eth {
/sbin/ip rx
/sbin/resolvconf rx
-CAP ALL
connect disabled
bind disabled
}
subject /etc/net/scripts/ifdown {

/sbin/ip rx
/sbin/resolvconf rx
-CAP ALL

connect disabled
bind disabled
}
subject /etc/net/scripts/config-ipv4 {
/sbin/ip rx
/sbin/resolvconf rx
-CAP_ALL
connect disabled
bind disabled
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subject /sbin/ip {

/sbin/ip rx
/sbin/resolvconf rx
-CAP_ALL

+CAP_NET ADMIN
+CAP_SYS MODULE

#TODO: mojet mojno zapretit bind?

}

subject /sbin/ifrename {
/sbin rx
-CAP ALL
+CAP_NET ADMIN
+CAP_SYS MODULE

#TODO: mojet mojno zapretit bind?

}

subject /sbin/service {
/sbin/sd_booted rx
-CAP_ALL

}

subject /sbin/sd booted {
/sbin/sd_booted rx
/sys/fs r
-CAP ALL

}

#Need for network restart.

subject /sbin/sysctl {

/sbin/sysctl rx
/proc/sys/net rw
/usr/lib/locale rx
-CAP ALL

+CAP_SYS ADMIN
+CAP_NET_ ADMIN
connect disabled
bind disabled
}
# Role: root
subject /usr/bin/logger o {
/
/dev
/dev/log
/etc
/etc/1ld.so.cache
/etc/localtime
/1lib64
/1ib64/1d-2.17.s0
/1ib64/1ibc-2.17.s0
/usr
/usr/lib/locale
/usr/1ib64
/usr/bin/logger
-CAP_ALL
bind disabled
connect disabled
}
subject /bin/cp {
/var/opt/cprocsp
/backup/hsmdb_dump.sqgl
-CAP ALL
+CAP_DAC OVERRIDE
+CAP_DAC_READ SEARCH
+CAP_CHOWN
+CAP_FOWNER
+CAP_FSETID
connect disabled
bind disabled
}
subject /bin/find {
/var/opt/cprocsp
-CAP ALL
+CAP DAC OVERRIDE
connect disabled
bind disabled
}

=y

o X DOoR R D

rx

-

rwcdl

subject /opt/cprocsp/bin/amd64/cpverify of{

/ r

/bin/getopt rx
/1ib64
/usr/1ib64

/var/opt/cprocsp/keys
/sbin/halt rx

rx
rx
h
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/sbin/shutdown rx
/usr/include r
~CAP ALL

+CAP_ DAC OVERRIDE
+CAP DAC_READ SEARCH
connect disabled
bind disabled
}
subject /etc/rc.d/init.d/cprocsp {

/root r
/etc/grsec r
/etc/passwd r
/etc/opt/cprocsp/lcdport.ini r
/dev rw
/opt/cprocsp h
/opt/cprocsp/lib/hashes r
/boot/hashes r
/opt/cprocsp/lib/amd64 rx
/opt/cprocsp/sbin rx
/opt/cprocsp/bin rx
/var/opt r
/var/opt/cprocsp r
/var/opt/cprocsp/mnt

/var/run rwcd
/var/opt/cprocsp/tmp rwcd
/usr rx
/sbin/killallb rx
/sbin/sysctl rx
-CAP ALL

+CAP_DAC_OVERRIDE
+CAP_SYS TTY CONFIG
+CAP _KILL
+CAP_SYS RESOURCE
+CAP_SYS ADMIN
connect disabled
bind disabled

}

#TODO: cross: nado ubrat s finalnoy versii hsmcautil
#subject /opt/cprocsp/bin/amdé64/hsmcautil o {

#user transition allow root

#group_transition_allow root

/ h
/etc h
/etc/1ld.so.cache rx
/etc/nsswitch.conf r
/etc/opt/cprocsp/config6d.ini r
/etc/passwd r
/1ib64 rx
/opt h
/opt/cprocsp h
/opt/cprocsp/bin h
/opt/cprocsp/bin/amd64/hsmcautil x
/opt/cprocsp/lib h
/opt/cprocsp/lib/amd64 rx
/usr h

/usr/1ib64/libgpm.so.1.19.0 rx
/usr/1ib64/libncurses.so.5.6 rx

/usr/1ib64/libstdc++.s0.6.0.17 rx

/var h

/var/log

/var/log/hsmcautil.log w

/var/opt/cprocsp/tmp

/var/opt/cprocsp/tmp/. hsmcasnpoolfilelock d73al832-a567-19fe-2f3caaedfa971d30 we

/var/opt/cprocsp/tmp/.cryptsrv_hsm rw
/var/opt/cprocsp/tmp/.registry lock w
/var/opt/cprocsp/users/0.0
/var/opt/cprocsp/users/0.0/SerialNumberPool rw
/var/opt/cprocsp/users/0.0/hsm.ini r
/var/run

-CAP_ALL

+CAP_SETGID

+CAP SETUID

bind disabled

connect disabled

H= 3 o S S S 3 S S S S S S Sk e e S S Sk S SHe S 3 Sk S S S Sk 3 S S S Sk Sk Sk

}
subject /opt/cprocsp/sbin/amdé4/cpconfig {
/

/etc/ld.so.cache r
/1ib64 rx
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}

subject

# Role:
subject

subject

}
subject

/

/usr/1ib64 rx
/usr/share/locale r
/var/etc/opt/cprocsp/hsmwww h
/etc/nsswitch.conf r
/etc/services r
/etc/passwd r
/etc/localtime r
/opt/cprocsp/share r
/opt/cprocsp/lib rx
/var/opt/cprocsp r
/var/opt/cprocsp/tmp rwcd

/usr/local h
/usr/local/mysgl/lib/libmysglclient.s0.18.0.0
/usr/local/mysqgl/share/charsets/Index.xml r
/var/etc/opt r
/var/etc/opt/cprocsp rwcd

/var/run r
/tmp/mysqgl.sock rw
-CAP_ALL

connect 127.0.0.1/32:3306 stream tcp
bind disabled

/opt/cprocsp/sbin/amdé64/ecc_check.sh {
/tmp/ecc_report simple.txt rwcd
/tmp/ecc_report full.txt rwed
-CAP ALL

connect disabled

bind disabled

root

/usr/bin/edac-util o {

/ h

/etc h

/etc/1ld.so.cache r

/1ib64 rx
/sys rx
/usr h

/usr/bin/edac-util x

/usr/1ib64 rx
-CAP ALL

bind disabled
connect disabled

/opt/cprocsp/bin/amdé64/wipefile of

/ h
/1ib64 rx

/etc r
/usr/1ib64 rx

/etc/opt/cprocsp rwcd
/etc/opt/cprocsp/hsmwww h
/opt/cprocsp/lib rx
/var/opt/cprocsp rwcd

/var/tmp rwcd
/var/log rwcd
/backup rwcd
-CAP_ALL

+CAP_DAC_OVERRIDE
+CAP_DAC_READ SEARCH
connect disabled
bind disabled

/opt/cprocsp/bin/amd64/hsm backup o {

/1ib64 rx
/opt/cprocsp/bin/amd64/wipefile rx
/opt/cprocsp/bin/amd64/hsm backup rx
/usr/share/locale r

/usr/lib/locale rx

/bin/tar rx

/bin/gzip rx

/bin/cp rx
/bin/mv rx
/1lib rx
/usr/lib/gconv rx
/usr/1ib64 rx

/opt/cprocsp/lib/amd64 rx
/opt/cprocsp/sbin/amd64/hsmdb dump.sh x
/opt/cprocsp/sbin/amd64/hsmdb_repair.sh X
/usr/1ib64/libstdc++.s0.6.0.17 rx
/usr/local/mysqgl/lib/libmysglclient.so0.18.0.0

rx



XTAN.00096-01 96 01. Kpuntollpo HSM. OnucaHue peanusaymu

48

}

/usr/local/mysql/share/charsets/Index.xml r
/tmp rw
/etc r

/var/etc/opt

/var/opt/cprocsp rwcd

/var/tmp rwcd
/var/log rwcd
/proc T

/dev/null rw

/dev/log rw

/etc/opt/cprocsp rwcd
/etc/opt/cprocsp/hsmwww h

/backup rwcd
-CAP _ALL
+CAP_DAC_OVERRIDE
+CAP_KILL
+CAP_CHOWN

connect disabled
bind disabled

subject /opt/cprocsp/sbin/amd64/cryptsrv_hsm o {
/

/dev h
/dev/log rw
/dev/null

/dev/sobol

/dev/random

/dev/urandom

/etc

/etc/localtime
/etc/passwd

/etc/grsec

/etc/ssh

/etc/shadow

/etc/shadow-

/etc/gshadow
/etc/gshadow-
/etc/ppp/chap-secrets
/etc/ppp/pap-secrets
/etc/samba/smbpasswd
/etc/1ld.so.cache rx
/1ib64 rx

/opt h

/opt/cprocsp rx
/opt/cprocsp/sbin/amd64/cryptsrv_hsm rx

/usr h
/usr/local/lib r

/usr/1ib64 rx

/usr/lib/locale rx

/usr/share h
/usr/share/locale

/usr/local h
/usr/local/mysql/lib rx
/usr/local/mysqgl/share/charsets/Index.xml r
/proc

/proc/kcore
/proc/sys
/proc/sys/vm
/proc/bus

/var

/var/etc r
/var/lib h
/var/lib/run

/var/opt rwcd
/var/run

/var/run/pcscd
/var/run/pcscd/pcscd.comm rw
/var/run/pcscd/pcscd.pub rwx
/var/run/cryptsrv_hsm.pid rwcd
/tmp/mysql.sock rw

/var/log h

/sys h
/sys/devices/system/cpu/online r
/boot h

-CAP ALL

+CAP_DAC_OVERRIDE

+CAP_SYS_ RESOURCE

+CAP_ FOWNER

+CAP_FSETID

+CAP_SETGID

+CAP_SETUID

-

w

[Spie gie g e e jie = S o N T T T A A A o

e e e B o
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}

+CAP_KILL
+CAP_IPC_LOCK
+CAP_SYS RESOURCE

connect 127.0.0.1/32:111-1023 dgram udp
connect 127.0.0.1/32:111-1023 stream tcp
connect 127.0.0.1/32:8081 stream tcp
connect 127.0.0.1/32:3306 stream tcp
bind 0.0.0.0/32:0 stream tcp

subject /opt/cprocsp/sbin/amdé64/fenixmsrv o {

/dev

/etc

/etc/grsec

/etc/ssh

/etc/shadow

/etc/shadow-
/etc/gshadow
/etc/gshadow-
/etc/ppp/chap-secrets
/etc/ppp/pap-secrets
/etc/samba/smbpasswd
/etc/opt/cprocsp rwcd
/etc/opt/cprocsp/hsmwww r
/sbin/halt

/sbin/reboot rx
/1ib64

/opt

/opt/cprocsp
/opt/cprocsp/lib
/opt/cprocsp/lib/amd64
/opt/cprocsp/sbin

r
rw

b

oo gie Sie Ni= g e e = i e B ]

rx

rx
h
h
h
rx
h

/opt/cprocsp/sbin/amd64/fenixmsrv rx

/usr

/usr/local/lib r
/usr/lib/locale
/usr/1ib64

h

rx
rx

/usr/local/mysqgl/lib/libmysglclient.so0.18.0.0
/usr/local/mysgl/share/charsets/Index.xml r
/var r
/var/opt/cprocsp/backups rw
/var/opt/cprocsp/log rwcd
/var/opt/cprocsp/tmp rwcd
/var/opt/cprocsp/users rwcd
/var/run

/var/run/pcscd
/var/run/pcscd/pcscd.pub  rwx
/var/run/pcscd/pcscd.comm  rw
/var/run/fenixmsrv.pid

/tmp

/proc

/proc/kcore

/proc/sys

/proc/sys/vm

/proc/bus

/sys

/sys/devices/system

/boot

/backup rwed

-CAP ALL

+CAP_SETGID

+CAP_SETUID

+CAP_NET_BIND SERVICE
+CAP_FOWNER

+CAP_FSETID

+CAP _SYS TIME

+CAP_KILL

+CAP_DAC_OVERRIDE
+CAP_DAC READ SEARCH

+CAP_IPC LOCK

+CAP_SYS RAWIO

bind 0.0.0.0/32 stream tcp
bind 0.0.0.0/32:8081 stream tcp
bind 0.0.0.0/32:8080 stream tcp
bind 0.0.0.0/0:8080 stream tcp

bind 0.0.0.0/32:1502 stream tcp
connect 127.0.0.1/32:3306 stream tcp
connect 127.0.0.1/32:8083 stream tcp
sock allow family all

BB
= g
Q
[o}

OR DO HRDDOH

rx
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subject /opt/cprocsp/sbin/amd64/srv_wrapper o {
/

# Role:
subject

/usr/bin
/sbin/ki
/bin/syn
/bin/umo
/dev
/dev/nul
/dev/log
/etc
/etc/ini
/etc/ini
/etc/ini
/etc/ini
/etc/ini
/etc/ini
/etc/ini
/etc/rc.
/etc/rc.
/etc/rc.
/etc/rc.
/etc/rc.
/etc/rc.
/etc/rc.
/usr/loc
/etc/bin
/etc/1d.
/etc/loc
/1ib64
/1ib64/1
/1ib64/1
/1ib64/1
/opt
/opt/cpr
/opt/cpr
/opt/cpr
/opt/cpr
/var
/etc/opt
/etc/opt
/opt/cpr
/var/opt
/var/tmp
/var/log
/backup
/var/run
/var/etc
/proc
/proc/kc
/proc/sy
/proc/bu
/sys
/boot
/usr/src
/proc
-CAP_ALL
+CAP_NET
+CAP_DAC
+CAP_DAC
+CAP_NET
+CAP_KII,
+CAP_SYS
+CAP_FOW
+CAP_CHO
+CAP_FSE
bind 0.0
bind 0.0
connect
connect

root

/pgrep rx
11lalls rx
c rx
unt rx
h
1 rw
rw
h
t.d
t.d/cprocsp rx

t.d/syslogd rx
t.d/iptables rx
t.d/network rx
t.d/mysqgld rx
t.d/stunneld rx
d/init.d
d/init.d/cprocsp rx
d/init.d/clock rx
d/init.d/syslogd rx
d/init.d/iptables rx
d/init.d/network rx
d/init.d/mysqgld rx

al/mysqgl/support-files/mysqgl.server rx

dresvport.blacklist r

so.cache rx
altime r

h
d-2.17.s0 X
ibc-2.17.s0 rx
ibm-2.17.s0 rx

h

ocsp/sbin/amd64/srv_wrapper  rx

ocsp/sbin/amdé64/stunnel hsm rx
ocsp/bin/amdé64/wipefile rx
ocsp/bin/amd64/hsm backup rx
h
/cprocsp rwcd
/cprocsp/hsmwww h
ocsp/lib rx
/cprocsp rwcd
rwcd
rwcd
rwcd
rwcd
/opt r
T
ore h
s h
s h
h
h
h
T
" BIND SERVICE

READ SEARCH
 OVERRIDE
~ ADMIN

L

BOOT

NER

WN

TID

.0.0/32:8083 stream tcp
.0.0/32:344-1023 stream dgram tcp udp
127.0.0.1/32:111 dgram udp
127.0.0.1/32:3306 stream tcp

/usr/bin/pgrep o {

/

/etc
/etc/1d.
/1ib64
/1lib64/1
/1ib64/1
/1ib64/1

h
h
so.cache r
h
d-2.17.s0 X
ibc-2.17.s0 rx

ibprocps.so.1.1.1 rx
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}

subject

}

subject

/sys h
/sys/devices/system/cpu/online r
/usr h
/usr/bin/pgrep X
/usr/lib/locale rx
/usr/1ib64 r

-CAP ALL

bind disabled
connect disabled

/opt/cprocsp/sbin/amd64/hsmdb dump.sh o {
/ r

/backup rwcd

/usr/local/mysql/bin rx

/bin/bash x
/bin/rm x
/bin/mv X
/lib/terminfo r
/1ib64 rx
/dev/null w
/dev/tty rw

/op/cprocsp/sbin/amd64/hsmdb dump.sh r
/proc/meminfo r

/etc/ld.so.cache r

/usr/lib/locale rx
/usr/1ib64 r

-CAP ALL

+CAP_DAC OVERRIDE

+CAP_DAC_READ_ SEARCH

connect disabled

bind disabled

/opt/cprocsp/sbin/amd64/hsmdb_repair.sh o {
/

/backup
/backup/hsmdb_dump.sqgl
/bin

/bin/bash

/bin/rm

/etc

/etc/passwd
/etc/ld.so.cache
/etc/nsswitch.conf r
/var/etc/opt
/etc/opt/cprocsp/hsmdb_dump.sqgl r
/1lib h
/1lib/terminfo
/lib/terminfo/1/linux
/1ib64

/proc

/proc/meminfo

/sbin

/sbin/service

/var

/var/run
/var/lib/mysqgl/cprocsp/db
/dev

/dev/null

/dev/tty rw
/dev/grsec

/dev/mem

/dev/kmem

/dev/port

/dev/log

/opt

/opt/cprocsp
/opt/cprocsp/sbin
/opt/cprocsp/sbin/amd64
/opt/cprocsp/sbin/amd64/hsmdb repair.sh r
/root

/usr

/usr/lib/locale rx
/usr/1ib64/gconv/gconv-modules.cache r
/usr/1lib64/locale r

/usr/local

/usr/local/mysqgl

/usr/local/mysgl/bin/mysqgl X
/usr/local/mysqgl/bin/mysgladmin x
/usr/local/mysql/scripts/mysql install db X

BB DX XDoHR D
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=
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# Role:
subject

}

subject

/usr/src h
-CAP_ALL

+CAP_DAC_OVERRIDE

bind disabled

connect disabled

root
/usr/local/mysql/bin/resolveip o {
/

/etc
/etc/host.conf
/etc/hosts
/etc/1ld.so.cache
/etc/nsswitch.conf
/etc/resolv.conf
/1ib64
/1ib64/modules
/usr
/usr/local/mysql/bin/resolveip X
-CAP ALL

bind 0.0.0.0/32:0 dgram ip

connect 127.0.0.1/32:53 dgram udp

FEERR AR DY

/opt/cprocsp/sbin/amd64/stunnel hsm o {

user transition deny 998
group transition deny 998

/

/dev h
/dev/urandom r
/dev/log rw
/dev/null rw

/etc rx
/etc/grsec h
/etc/ssh h
/etc/shadow h
/etc/shadow- h
/etc/gshadow h
/etc/gshadow- h
/etc/ppp/chap-secrets h
/etc/ppp/pap-secrets h
/etc/samba/smbpasswd h

/1ib64 rx

/opt h
/opt/cprocsp rx

/proc

/proc/stat r
/proc/meminfo r
/proc/cpuinfo r

/sys r

/usr h
/usr/lib/locale rx
/usr/local h
/usr/local/lib r
/usr/local/mysqgl/lib/libmysglclient.so0.18.0.0
/usr/local/mysqgl/share/charsets/Index.xml r
/usr/share/locale r

/usr/1ib64 rx

/var h
/var/etc/opt r
/var/log

/var/log/stunnel-K2.log rwac
/var/log/stunnel-K2s.log rwac
/var/log/stunnel-web.log rwac
/var/opt/cprocsp/tmp rwcd
/var/opt/cprocsp/log rwcd
/var/opt/cprocsp/users r
/var/opt/cprocsp/users/stores/my.sto crw
/var/opt/cprocsp/users/user_db.dat r

/var/opt/cprocsp/users/999.999/stores/my.sto crw
/var/run

/tmp rwcd
/boot h
-CAP_ALL

+CAP_SETGID
+CAP_FOWNER
+CAP_SETUID
+CAP_FSETID
+CAP NET BIND SERVICE

rx
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+CAP_AUDIT WRITE

#Pochemuto snachalo na 0:0 delaet bind
bind 0.0.0.0:0 stream tcp
bind 0.0.0.0/0:443 stream tcp
bind 0.0.0.0/0:1501 stream tcp
bind 0.0.0.0/0:1502 stream tcp
bind 0.0.0.0/0:1503 stream tcp
bind 0.0.0.0/0:1504 stream tcp

connect 0.0.0.0/0:1504 stream tcp
connect 127.0.0.1/32:8080 stream tcp
connect 127.0.0.1/32:3306 stream tcp
sock allow family netlink

}

subject /usr/sbin/crond o {
user transition allow root 65534
group transition allow 65534 shadow root

/

/bin

/bin/sh

/dev

/dev/log rw
/etc

/etc/grsec

/etc/ssh

/etc/shadow
/etc/shadow-
/etc/gshadow
/etc/gshadow-
/etc/ppp/chap-secrets
/etc/ppp/pap-secrets
/etc/samba/smbpasswd
/home

/1ib64

/proc
/proc/sys/kernel/ngroups max
/usr

/usr/sbin/sendmail

/var

/var/spool/at
/var/spool/cron

/root

/tmp rwcd
/opt/cprocsp/sbin/amd64/ecc check.sh rx
-CAP_ALL

+CAP_SETGID

+CAP SETUID

+CAP_SYS RESOURCE

+CAP_SYS_ADMIN

+CAP_AUDIT WRITE

bind 0.0.0.0/32:0 stream tcp
connect 127.0.0.1/32:111 stream tcp
sock allow family netlink

oX oo

[afoa= e = i o i i = i o Se S
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% X
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}

subject /usr/local/mysqgl/bin/my print defaults o {
/
/1ib64 rx
/usr h
/usr/local/mysql
/usr/local/mysql/bin/my print defaults X
/var h
/var/lib/mysqgl/cprocsp/etc/my.cnf r
/etc
/etc/ld.so.cache
/etc/grsec
/etc/ssh
/etc/passwd
/etc/shadow
/etc/shadow-
/etc/gshadow
/etc/gshadow-
/etc/ppp/chap-secrets
/etc/ppp/pap-secrets
/etc/samba/smbpasswd
-CAP_ALL
+CAP_DAC_OVERRIDE
bind disabled
connect disabled

[opi= e e = o e g e S = 0 o
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subject

subject

}

subject

/usr/local/mysql/bin/mysql o {

/

/1ib64 rx

/usr h
/usr/lib/locale rx
/usr/1ib64 rx
/usr/1ib64/gconv h
/usr/1ib64/gconv/gconv-modules.cache r
/usr/1ib64/locale r

/usr/local h
/usr/local/mysqgl

/usr/local/mysqgl/bin/mysqgl X
/usr/local/mysql/share/charsets/Index.xml r
/var h
/var/lib/mysql/cprocsp/etc/my.cnf r

/etc
/etc/ld.so.cache
/etc/nsswitch.conf
/etc/services
/etc/grsec

/etc/ssh

/etc/passwd
/etc/shadow
/etc/shadow-
/etc/gshadow
/etc/gshadow-
/etc/ppp/chap-secrets
/etc/ppp/pap-secrets
/etc/samba/smbpasswd
/tmp

-CAP ALL
+CAP_ DAC OVERRIDE
bind disabled
connect disabled

[opi= e e = o e N e S = 0 T B o

-

W

/usr/local/mysql/bin/mysgladmin o {

/

/1ib64 rx

/usr h
/usr/lib/locale rx
/usr/1ib64/gconv/gconv-modules.cache r
/usr/1ib64/libstdc++.s0.6.0.17 rx
/usr/1lib64/locale r

/usr/local/mysql
/usr/local/mysql/bin/mysgladmin x
/usr/local/mysqgl/share/charsets/Index.xml r
/var h
/var/lib/mysqgl/cprocsp/db r
/var/lib/mysqgl/cprocsp/etc/my.cnf r
/var/lib/mysgl/mysqgl.pid rwcd

/etc
/etc/ld.so.cache
/etc/nsswitch.conf
/etc/services
/etc/grsec

/etc/ssh

/etc/passwd
/etc/shadow
/etc/shadow-
/etc/gshadow
/etc/gshadow-
/etc/ppp/chap-secrets
/etc/ppp/pap-secrets
/etc/samba/smbpasswd
/tmp

-CAP ALL
+CAP_DAC_OVERRIDE
bind disabled
connect disabled

o e e Sie i e Sle gi= S e Hio N S ST

-

w

/usr/local/mysqgl/bin/mysqgld o

—~—

user transition allow root mysqgl
group_ transition allow root mysql

/ h

/1ib64 rx
/proc/sys/kernel/ngroups max r

/etc

/etc/group r
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subject

/etc/ld.so.cache
/etc/localtime
/etc/nsswitch.conf
/etc/passwd
/etc/grsec

/etc/ssh

/etc/shadow
/etc/shadow-
/etc/gshadow
/etc/gshadow-
/etc/ppp/chap-secrets
/etc/ppp/pap-secrets
/etc/samba/smbpasswd
/proc

/usr

/usr/lib/locale rx
/usr/1ib64/libstdc++.5s0.6.0.17 rx
/usr/local

/usr/local/mysql

/usr/local/mysql/bin/mysqgld X
/usr/local/mysql/share/charsets/Index.xml r
/usr/local/mysqgl/share/english/errmsg.sys r
/usr/src h

/var

/var/1lib

/var/lib/mysql

/var/lib/mysql/cprocsp
/var/lib/mysql/cprocsp/db rwcd
/var/lib/mysql/cprocsp/etc/my.cnf r
/var/lib/mysql/mysqgl.pid rwed

/var/log h

-CAP AL

+CAP_DAC_OVERRIDE

+CAP_SYS_RESOURCE

+CAP_SETGID

+CAP_SETUID

bind disabled

connect disabled

[afie = ite e e jle e Se N S B B B

/usr/local/mysql/bin/mysgld safe o {

/ rw

/bin x

/etc r
/etc/1ld.so.cache T

/1ib64 rx
/1ib64/1d-2.17.s0 X
/1ib64/1ibc-2.17.s0 rx
/1ib64/1ibdl-2.17.s0 rx

/proc h
/proc/meminfo r

/usr h
/usr/bin x
/usr/lib/locale rx
/usr/1ib64 h
/usr/1ib64/gconv/gconv-modules.cache r
/usr/1ib64/locale r

/usr/local h
/usr/local/mysql

/usr/local/mysql/bin h
/usr/local/mysql/bin/my print defaults X
/usr/local/mysqgl/bin/mysgld
/usr/local/mysql/bin/mysqld safe r
/usr/local/mysql/1lib h
/usr/local/mysql/lib/mysqgl/plugin
/usr/local/mysgl/share h

/usr/local/mysqgl/share/english/errmsg.sys
/var/lib/mysql/mysqgl.pid rwcd
/dev

/dev/null

/dev/tty

/dev/grsec

/dev/mem

/dev/kmem

/dev/port

/dev/log

/var/log

/sys

/boot

-CAP_ALL

+CAP_DAC_OVERRIDE

s
= =

o= e e e e = g o
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bind disabled
connect disabled

subject /usr/local/mysql/bin/mysqgldump o {
/
/1ib64 rx
/usr h
/usr/lib/locale rx
/usr/1ib64/libstdc++.50.6.0.17 rx
/usr/local/mysqgl rx
/usr/local/mysqgl/bin/mysgldump X
/usr/local/mysgl/share/charsets/Index.xml r
/var h
/var/lib/mysql/cprocsp/etc/my.cnf r
/backup
/backup/hsmdb_dump_ tmp.sgl rwcd
/etc
/etc/1ld.so.cache
/etc/localtime
/etc/nsswitch.conf
/etc/services
/etc/grsec
/etc/ssh
/etc/passwd
/etc/shadow
/etc/shadow-
/etc/gshadow
/etc/gshadow-
/etc/ppp/chap-secrets
/etc/ppp/pap-secrets
/etc/samba/smbpasswd
/tmp
-CAP_ALL
+CAP_DAC_OVERRIDE
+CAP_DAC_READ SEARCH
bind disabled
connect disabled

[npie e e i e i e o e e B TN B A T o

-
=

subject /usr/local/mysqgl/scripts/mysgl install db o {

/ h

/bin x

/etc r
/etc/nsswitch.conf r

/etc/passwd r
/etc/ld.so.cache r

/1lib64 rx
/1ib64/1d-2.17.s0 X
/1ib64/1libc-2.17.s0 rx
/1ib64/1ibdl-2.17.s0 rx

/proc h
/proc/meminfo r

/usr h
/usr/lib/locale rx
/usr/1ib64/gconv/gconv-modules.cache r
/usr/lib64/locale r
/usr/local/mysqgl

/usr/local/mysql/bin h
/usr/local/mysql/bin/my print defaults X
/usr/local/mysql/bin/mysgld X
/usr/local/mysqgl/bin/resolveip X
/usr/local/mysqgl/scripts h
/usr/local/mysql/scripts/mysql install db r
/usr/local/mysqgl/share h

/usr/local/mysql/share/fill help tables.sql
/usr/local/mysql/share/mysql system tables.sqgl
/usr/local/mysql/share/mysql system tables data.sqgl
/var h

/var/run
/var/lib/mysql/cprocsp/db
/dev

/dev/null

/dev/tty rw
/dev/grsec
/dev/mem
/dev/kmem
/dev/port
/dev/log
/root
-CAP_ALL

=

o= e e =



XTAN.00096-01 96 01. Kpuntollpo HSM. OnucaHue peanusaymu

57

subject

}

+CAP_DAC OVERRIDE
bind disabled
connect disabled

/usr/local/mysql/support-files/mysql.server o {

/

/bin

/etc

/etc/ld.so.cache
/etc/rc.d/init.d

/1ib64

/opt
/opt/cprocsp/sbin/amd64
/proc

/proc/meminfo

/var

/var/run
/var/lib/mysql/cprocsp/db
/var/lib/mysql/mysql.pid
/var/lock/subsys

/dev

/dev/null

/dev/tty

/dev/grsec

/dev/mem

/dev/kmem

/dev/port

/dev/log

/usr

/usr/bin/expr
/usr/lib/locale

rw
rwcd
rw

b

rx

/usr/1ib64/gconv/gconv-modules.cache r

/usr/lib64/locale r
/usr/local
/usr/local/mysqgl

/usr/local/mysql/bin/my print defaults
/usr/local/mysql/bin/mysqld safe x
/usr/local/mysql/support-files/mysql.server

/usr/src

/sys

/boot

-CAP_ALL

+CAP DAC OVERRIDE
+CAP_KILL

bind disabled
connect disabled

role cacheman u
role allow ip 0.0.0.0/32

subject

}

subject

/A

/

-CAP_ALL

bind disabled
connect disabled

/etc/cron.daily o {
/

/bin

/etc

/etc/grsec

/etc/ssh

/etc/shadow
/etc/shadow-
/etc/gshadow
/etc/gshadow-
/etc/ppp/chap-secrets
/etc/ppp/pap-secrets
/etc/samba/smbpasswd
/1ib64

/proc

/proc/meminfo
/proc/sys/kernel/ngroups max
/sbin
/sbin/consoletype
/dev

/dev/null

/dev/tty

/dev/grsec

h
h
h

X o
-

D"HHD"QD‘D‘D"D"UD‘D"D"UH
-

X
-

rw

r
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/dev/mem

/dev/kmem

/dev/port

/dev/log

/ tmp

/usr

/usr/bin

/usr/1ib64

/usr/sbin

/usr/sbin/makewhatis

/usr/X11R6

/usr/local

/usr/share

/usr/src
/var/etc/opt/cprocsp/config64.ini

/var

/var/cache

/var/cache/man

/var/cache/man/X11R6

/var/cache/man/X11R6/whatis

/var/cache/man/local

/var/cache/man/local/whatis

/var/log

-CAP_AILL

bind disabled

connect disabled

}

role mysqgl u
role allow ip 0.0.0.0/32
role allow ip 127.0.0.1/32
subject / {
/
-CAP_ALL
bind disabled
connect disabled

}

subject /etc/init.d o {
/
/ tmp
/var/lib/mysql/cprocsp rwcd
-CAP_ALL

rwcd

bind 0.0.0.0/32:3306 stream tcp

connect disabled

subject /usr/local/mysgl/bin/mysgld o {

/

/tmp

/var/lib/mysgl rwxcd
/etc r
/1ib64 T
/proc/sys/vm r
-CAP ALL

rwcd

connect 127.0.0.1/32:1504 stream tcp

sock allow family netlink
bind disabled
}

role osec u
role allow ip 0.0.0.0/32
subject / {
/
-CAP_ALL
bind disabled
connect disabled
}
subject /usr/bin/osec o {
/ h
/etc
/etc/group
/etc/passwd
/usr
/usr/X11R6
/usr/X11R6/bin
/usr/X11R6/1ib r
/usr/X11R6/1ib/X11
/usr/X11R6/1ib/tls
/usr/bin r
/usr/games

oo R RO
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/usr/1lib r
/usr/1ib64 r
/usr/libexec r
/usr/sbin
/var
/var/lib/osec rwed
/bin

/1ib

/1lib64

/root

/sbin

-CAP_ALL
+CAP_DAC_RFAD SEARCH
connect disabled
bind disabled

(o]

R RRR

}

subject /etc/cron.daily o {
/
/etc
/etc/group
/etc/passwd
/usr
/usr/X11R6
/usr/X11R6/bin
/usr/X11R6/1ib
/usr/X11R6/1ib/X11
/usr/X11R6/1ib/tls
/usr/bin r
/usr/games
/usr/1lib r
/usr/1ib64 r
/usr/libexec r
r
h

oo R R DD

[a]

/usr/sbin
/var
/var/lib/osec rwcd
/bin r
/1lib r
/1ib64 r
/root r
/sbin r

-CAP_ALL

+CAP_DAC_READ SEARCH

bind disabled

connect disabled
}
role syslogd u
role allow ip 0.0.0.0/32
subject / {

/ h

/var/resolv

-CAP_ALL

bind disabled

connect disabled

}

role rpc u
role allow ip 0.0.0.0/32
# Role: rpc
subject / {
/ h
-CAP ALL
bind disabled
connect disabled

# Role: rpc

subject /sbin/rpcbind o {
/ h
-CAP ALL
bind 0.0.0.0/32:111 stream tcp
connect 127.0.0.1/32:712 dgram udp
connect 127.0.0.1/32:713 dgram udp
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MpunoxeHune 4. Ckpnnt genwf — MHTepnpeTaTop HAaCTpoeK
MEXCEeTeBOIro 3KpaHa

#!/bin/sh

FIREWALL INI=@localstatedir@/users/0.0/firewall.ini

test -f S$FIREWALL INI || echo -n "" >> SFIREWALL INI

awk --posix -v ip address0="@sbindir@/read parm ip address eth0" -v
ip_addressl="@sbindir@/read parm ip_ address ethl’ -v  ip_address2="@sbindir@/read_parm
ip address eth2” -v ip address3='@sbindir@/read parm ip address eth3” -v
ip address4="@sbindir@/read parm ip address eth4’ ' BEGIN ({

my ip["eth0"]=ip_ address0

my ip["ethl"]=ip addressl

my ip["eth2"]=ip address2

my ip["eth3"]=ip address3

my ip["eth4"]=ip address4

print "*filter"

print ":INPUT DROP [0:0]"

print ":FORWARD DROP [0:0]"

print ":0UTPUT DROP [0:0]"

print "[0:0] -A INPUT -s 127.0.0.1/255.0.0.0 -d 127.0.0.1/255.0.0.0 -i lo -3j ACCEPT"

print "[0:0] -A OUTPUT -s 127.0.0.1/255.0.0.0 -d 127.0.0.1/255.0.0.0 -o lo -j ACCEPT"
}
/N\N[[[:digit:]11*\1/ {

gsub ("\\[","",$1)

gsub ("\\]1","",$1)

port=$1
}
/([[:digit:11{1,3}_ ) {4} (_[[:digit:]11{1,3}) {4}/ {

ip=$1

sub("__.*","",ip)

sub (ip, "", $1)

gsub("_",".",ip)

netmask=$1

sub ("~ ","", netmask)

sub("__.*","",netmask)

gsub("_",".",netmask)

iface=$1

sub(".* ","",iface)

print "[0:0] -A INPUT -s " ip "/" netmask " -d " my ip[iface] " -i " iface " -p tcp -
m tcp --dport " port " -3j ACCEPT"

print "[0:0] -A OUTPUT -s " my ip[iface] " -d " ip "/" netmask " -o " iface " -p tcp
-m tcp --sport " port " -m conntrack --ctstate ESTABLISHED,RELATED -j ACCEPT"

}
END {
print "COMMIT"
}' <$FIREWALL INI|grep -v "“[[:space:]]*#"| grep -v '“[[:space:]]*S'
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MpunoxeHne 5. CkpunTt Icdfunctions — Habop dpyHKUMK AN
BbiBOAA CTPOK Ha LCD naHenb U NnpoBepKn LLEeNOCTHOCTHU

#!/bin/bash
#
# Define LCD port and speed
eval ‘“@sbindir@/read lcd®
#check mysgld only one time when HSM starts
#if ! test -f /var/run/fenixmsrv.pid ;
wrapper pid='/bin/pidof srv wrapper’
if [ xSwrapper pid == x ] ;
then
#check mysgld status
/etc/init.d/mysgld status 2>&1 > /dev/null
RET=$?
if test S$RET -ne 0
then
# wait 10 sec
logger -p user.err -t cprocsp.start "Waiting for mysgld to start!"

for ((retries=0; retries<5; retries++))

do
sleep 2
/etc/init.d/mysgld status 2>&l1 > /dev/null
RET=$7?

test SRET -eq 0 && break
mysqld pid="pidof /usr/local/mysqgl/bin/mysqgld’
# mysqgld is not started?
test -z $mysqgld pid && break
done

if test S$RET -ne 0
then
#try to start mysgld service
logger -p user.err -t cprocsp.start "Trying to start mysgld!"
/etc/init.d/mysgld start 2>&1 > /dev/null
RET=$?
if test SRET -ne 0 && test -x /opt/cprocsp/sbin/amd64/hsmdb repair.sh
&& test -f /backup/hsmdb_dump.sqgl

then
# repair mysqgl db from last regular hsmdb backup
logger -p user.err -t cprocsp.start "Trying to repair mysqgld
from /backup/hsmdb_dump.sgl"
/opt/cprocsp/sbin/amd64/hsmdb_repair.sh /backup/hsmdb dump.sqgl
RET=$?
fi

if test SRET -ne 0 && test -x /opt/cprocsp/sbin/amd64/hsmdb repair.sh
&& test -f /etc/opt/cprocsp/hsmdb_dump.sqgl
then
# repair mysgl db from initial (after HSM installation) hsmdb
backup
logger -p user.err -t cprocsp.start "Trying to repair mysgld
from /etc/opt/cprocsp/hsmdb dump.sqgl"
/opt/cprocsp/sbin/amd64/hsmdb repair.sh
/etc/opt/cprocsp/hsmdb_dump.sql
RET=$"?
fi
test SRET -ne 0 && logger -p user.err -t cprocsp.start "Error: Failed
to start and repair mysqgld! HSM is Diyed"
# HSM is diyed!!!
test SRET -ne 0 && exit 1
fi
fi
# network and iptables services need info from mysql. After mysgl starting we need to
restart this services
service iptables restart 2>&1 > /dev/null
service network restart 2>&l > /dev/null

LCD_LIB="@sbindir@/cpconfig -ini '\config\apppath\libhsmlcddrv.so" -view"’ |
LCD_LIB=none
else
LCD_LIB=none
fi

case SLCD_LIB in
*libhsmlcddrv.so*)

delay LCD()

{
LANG= sleep 0.$(printf "%03d" $1)
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}

clear LCD()
{

[ x$print lcd == x1 ]
}

set LCD()
{
stty

export print lcd=1
export reset lcd=0
clear LCD

}

unset LCD()
{

print 1lcd=0
}

&& echo -en "\0376\0376\001" > $LCD PORT && delay LCD 500

-F $LCD_PORT
402:0:cfb:0:3:1c:7£:15:4:0:1:0:11:13:12:0:12:£:17:16:0:0:0:0:0:0:0:0:0:0:0:0:0:0:0:0
stty —-F $SLCD_PORT speed $SLCD_ PORT_SPEED

send LCD()
{
if [ x$print lcd == x1 ];then
[ x$reset lcd == x1 ] && set LCD
echo -en "$*" > SLCD_PORT
delay LCD 300
fi

}

clear 1 LCD()
{

send_LCD "\0376\0200
}

clear 2 LCD()
{

send_LCD "\0376\0300
}

send LCD 1()

{
clear 1 LCD

send TL.CD "\0376\0200$*"

}

send LCD 2()
{
clear 2 LCD

send LCD "\0376\0300$*"

}

dprint LCD()
{
print LCD 1 $*

if [ x$2 == xcprocsp ];then
[ $1 == U ] && unset LCD
[ $1 == ] && set LCD
fi

}
*libhsmlcddrvlcm.so*)
delay LCD()

{

LANG= sleep 0.$(printf "%03d" $1)

}

clear LCD()
{

[ x$print lcd == x1 ]

}

set LCD()
{
stty

export print lcd=1
export reset lcd=0
delay LCD 300

&& echo -en "\x4D\x0D" > S$LCD PORT && delay LCD 500

-F $LCD_PORT
402:0:8b09:0:3:1c:7£:15:4:0:1:0:11:13:12:0:12:£:17:16:0:0:0:0:0:0:0:0:0:0:0:0:0:0:0:0
stty -F SLCD_PORT speed $SLCD PORT_ SPEED
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clear LCD
}

unset LCD()
{

print 1lcd=0
}

send LCD()
{
if [ x$print lcd == x1 ];then
echo -en "$*" > SLCD PORT
delay LCD 300
fi

}

clear 1 LCD()
{

send LCD "\x4D\x0C\x00\x10 "
}

clear 2 LCD()
{

send LCD "\x4D\x0C\x01\x10 "
}

print LCD 1()
{

local A="S$*"

clear_1 LCD

send LCD "\x4D\x0C\x00\x 'printf "$02x" S{#A} SA "
}

print LCD_2()
{

local A="g*"

clear 2 LCD

send LCD "\x4D\x0C\x01l\x 'printf "$02x" S{#A} SA "
}

dprint LCD()
{
print LCD 1 $*

if [ x$2 == xcprocsp ];then
[ $1 == U ] && unset LCD
[ $1 == D ] && set LCD
fi

}
*libhsmlcddrvse.so*)
delay LCD()
{
LANG= sleep 0.$(printf "$03d" $1)
}

clear LCD()
{

[ xSprint lcd == x1 ] && echo -en "\012\022\001" > SLCD PORT && delay LCD 500
}

send LCD()
{
if [ x$print lcd == x1 ];then
echo -en "$*" > SLCD_PORT
delay LCD 300
fi
}
set LCD()
{
stty -F $LCD_PORT

402:0:cfd:0:3:1c:7£:15:4:0:1:0:11:13:12:0:12:£:17:16:0:0:0:0:0:0:0:0:0:0:0:0:0:0:0:0
stty —-F SLCD_PORT speed $LCD PORT_ SPEED
export print lcd=1
export reset lcd=0
delay LCD 300
send LCD "\012\022\070\014\001"
}

unset LCD()
{
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print_lcd=0
}

clear 1 LCD()
{

send LCD "\012\022\0200\010
}

clear 2 LCD()
{

send LCD "\012\022\0300\010
}

print LCD 1()
{

clear_1 LCD

send LCD "\012\022\0200\010$*\012\014"
}

print LCD 2()
{

clear 2 LCD

send_LCD "\012\022\0300\010$*\012\014"
}

dprint LCD()
{
print LCD 1 $*

if [ x$2 == xcprocsp ];then
[ $1 == U ] && unset LCD
[ $1 == ] && set LCD
fi

}

*libhsmlcddrvlcm2x16.s0%*)
delay LCD()
{
LANG= sleep 0.$(printf "%03d" $1)
}

flush LCD()
{
true
}
send LCD()
{
if [ x$print lcd == x1 ];then
echo -en "$*" > SLCD PORT
delay LCD 300
flush LCD
fi
}
clear LCD()
{
if [ x$print lcd == x1 ]; then
send LCD "\xB5\x01\x01\x53\x0A"
lcd linel=" "
lcd line2=" "
fi
}
set LCD()
{
stty -F

stty -F SLCD_PORT speed $LCD PORT SPEED
export print lcd=1
export reset lcd=0
export lcd linel="
export lcd line2=" "

delay LCD 300

send LCD "\xB5\x01\x01\x60\x17" #Reset LCD
send LCD "\xB5\x01\x01\x53\x0A" #Clear LCD

\012\014"

\N012\014"

402:0:8bd:0:3:1c:7£:15:4:1:0:0:11:13:1a:0:12:£:17:16:0:0:0:0:0:0:0:0:0:0:0:0:0:0:0:0

send LCD "\xB5\x01\x02\x52\x01\x0B" #Backlight on

}

unset LCD()
{
print 1lcd=0

$LCD_PORT
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%256

1)

}

print LCD()
{
local A B cmd crc i

if [ x$print lcd == x1 ];then
A="S1"
B="$2"

[ ${#1} > 16 1 && A="${A:0:16}"
[ ${#2} > 16 ] && B="${B:0:16}"
for ((i=1; 1 <= 16-S${#1} ; i++))

do
A="$A "
done
for ((i=1; i <= 16-${#2} ; i++))
do
B="$B "
done

lcdﬁlinel="$A“

lcd 1ine2="$B"

A="SASB"

#cmd="echo -en "\xB5\x01\x22\x55\x02$A""
cmd="\xB5\x01\x "printf "$02x" S[S{#A} + 2] \x55\x02$A"
crc=$ (printf "\\\x%02x" $[ ( ‘echo -en "$cmd"|hexdump

send LCD "$cmd$crc"

}

clear_1 LCD()
{

print LCD " " "$lcd line2"
}

clear 2 LCD()
{

print LCD "$lcd linel™ " "
}

print LCD 1()
{

print LCD "$*" "Slcd line2"
}

print LCD 2()
{

print LCD "$lcd linel™ "$*"
}

dprint LCD()
{
print LCD_1 $*

if [ x$2 == xcprocsp ];then
[ $1 == ] && unset LCD
[ $1 == D ] && set_LCD
fi
}
;;
delay LCD()
{
return 0O
}
clear LCD()

{

return 0

}

set LCD()
{

return O

}

unset LCD()
{

return 0O

}

send LCD()

—-e

rugn

37/1

mpogre
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{

return 0

}

clear 1 LCD()
{
return 0

}

clear 2 LCD()
{
return 0

}

print LCD 1()
{
return 0

}

print LCD 2()
{
return 0

}

dprint LCD()
{

return 0
}

esac

unset check_ func
check func() {
check stop=0
trap "check_stop=1" 2 3 15
FTOTAL=S[ $# / 2 ]
FNUM=0
FPRINT=$[ 5 * ( ( $FNUM * 20 ) / SFTOTAL ) ]
set LCD
print LCD 1 "Checking..."
print LCD 2 " S$SFPRINTS%"

file=$1
hash=5$2
shift 2
CPVERIFY=@bindirQ@/cpverify
echo $$ >$PID FILE
while test $check stop = 0 && test -n "$*"
do
if SCPVERIFY S$file S$hash
then
O FPRINT=$FPRINT
FNUM=$[ $FNUM + 1 ]
FPRINT=S[ 5 * ( ( $FNUM * 20 ) / SFTOTAL ) ]

[ SFPRINT != SO FPRINT ] && print LCD_2 " S$SFPRINTS"

else
print LCD 2 "FAILURE!"

logger -p user.err -t cpcsp.check "File $file corrupted!"

sleep 10
/sbin/halt -p
fi
file=$1
hash=$2
shift 2
done
print LCD 2 "Done."
rm $PID_FILE
trap 2 3 15
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MpunoxeHne 6. CkpunnT read_parm — 4yTeHMe napameTpoB
KOHpUurypauum NMNAKM

#!/bin/bash
dm ()
{
echo $1] (
IFS="."
read wl w2 w3 w4
bits=0;
for ((i=1;i<5;i++)) do
eval tmp=\S$wSi
case $tmp in

esac
done
echo $bits
)
}
echo ‘@sbindir@/cpconfig -ini
"/network/$1l/net mask" -view\

255)
254)
252)
248)
240)
224)
192)
128)

Sbits
Sbits
Sbits
Sbits
Sbits
Sbits
Sbits
Sbits

"/network/$1/ip_address"

o+ 4+ 4+ 4+
RN WS 1oy

-view'/ dm \ @sbindir@/cpconfig -ini
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MpunoxeHne 7. CkpunTt read_lcd — 4yTeHmne napamMeTpoB
LCD naHenu

#!/bin/bash

SroT Qamny comepxmuT MHOOPMaUMIO, SBJIIAOIYICH
CcOoBCTBEHHOCTLI KoMnaumy Kpunrto Ilpo.

#

#

#

#

# Jwbas yvacTe 3TOTO daliyia He MOxeT OHThL CKONMPOBAHA,
# wmcnpaBJeHa, NepeBeleHa Ha IOPyIMe SA3BKMY,

# Joxanmso0BaHa WM MoauduMUMPOBAHA JIOOBIM CrocoOoM,

# oTkoMNuIMpOBaHa, IeperaHa IO CeTM C WM Ha

# 00y KOMIBIOTEPHYI CUCTeMy 0e3 NpelBapuTesbHOIO

# BakJoUeHMs corvlameHrsa C KomnaHuey Kpunto IIpo.

#

get lcd param()
{
awk 'BEGIN{FS:":";LN:O;LCD_PORT_SPEED:O;my_Sect:O}
/~[[:blank:]]*\[lcdport\] [[:blank:]1]1*$/ {
my sect=1;
next;
}
/~[[:blank:11*\[.*\][[:blank:]11*$/ {
my sect=0;

next;
}
/~[[:blank:]]*Number[[:blank:]]1*=[[:blank:]]1*[[:digit:]]1*[[:blank:]]1*$/ {
if (my_sect == 1) {
LN=$2;
gsub("[[:blank:]]*","",LN);
}
next;

}
/" [[:blank:]]1*Speed[[:blank:]]*=[[:blank:]]*[[:digit:]]*[[:blank:]1*$/ {
if (my sect == 1){
LCD_PORT_SPEED=$2;

gsub ("[[:blank:]]*","",LCD PORT_SPEED) ;
}

next;

}

END {printf "LN=%s;\nLCD_PORT SPEED=%s;\n", LN, LCD_PORT_SPEED; }'

@sysconfdir@/lcdport.ini

}
test -f @sysconfdir@/lcdport.ini || exit 1
eval ‘get lcd param’
if [ -n "SLN" ] && [ SLN -ge 1 ] && [ SLN -le 2 ]
then

let "LN -= 1"

LCD_PORT="/dev/ttyS${LN}"
else

echo "Wrong LCD port number: 'SLN'"
fi
if test -z "$LCD7PORT75PEED" || test -n "“echo $LCD7PORT75PEED\tr -d '[0-9]"'"""
then

echo "Wrong LCD port speed: 'SLCD PORT SPEED'"
fi

echo "LCD PORT=$LCD PORT;"
echo "LCD PORT SPEED=$LCD PORT SPEED;"
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MpunoxeHne 8. ®ann asTo3arpysku rc.local

#!/bin/sh

#

# This script will be executed *after* all the other init scripts.
# You can put your own initialization stuff in here if you don't

# want to do the full Sys V style init stuff.

/etc/init.d/clock start

clear
gradm -E
echo "

CCCCC RRRRRR Y Y PPPPPP TTTTTTTTT OOOO0O
C C R R Y Y P P T T T O O
C R R Y Y P P T O O
C RRRRRR YYY PPPPPP T O O ====
C R R Y P T (¢} (¢}
C C R R Y P T O (¢}

CCCCC R R Y P T 00000

PPPPPP RRRRRR 00000
P P R R O (0]
P P R R O O
PPPPPP RRRRRR ) O
P R R O O
P R R O O

P R R 00000
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