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AHHOTAUUSA

HacToswee PykoBoACTBO coAaepxuT obuiee onucaHwe cpeacTBa KpunTorpaduyeckon 3awmuTbl
nHpopmaunn «Kpmuntolpo CSP» v. 4.0 KC2 (OKTSW.00088-01) mucnonHeHus 2-Base n pekomeHaauum
no nucnonb3osaHnio CK3M B pasnMyHbiX aBTOMaTU3MPOBAHHbLIX CUCTEMaX.

B 3aBucuMoCcTM OT KOMMJIEKTauMnm M MUCNOSb3yeMOW MporpaMMHO-anmnapaTHoOn cpeabl
dyHKumnoHmpoBaHua CK3U cnegyeT pyKOBOACTBOBaTbCH Takxe AoKyMeHTamu [9] - [21].

NHCTpyKL MK aAMUHUCTpaTopam 6e3onacHoCcTH " nosib30BaTeNsaMm pas3nunyHbIX
aBTOMATM3MPOBaAHHbIX cUCTeM, ucnonb3ywmnx «Kpmntollpo CSP» v. 4.0, AomxHbl pa3spabaTbiBaTbCs C
ydyeToM TpeboBaHui HacToswero PykosoacTBea.
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Cnncok cokpalleHui

CRL (COC) Certificate Revocation List - Cnncok 0To3BaHHbIX CEpTUDUNKATOB
IETF Internet Engineering Task Force
APM ABTOMaTU3MpoBaHHOe paboyee MeCTO
rMa TMBKMIN MAarHUTHbIN ANCK
ACcY [JaTuuk cny4dyaiHbIx Yncen
HDD Hard Disk Drive - >XecTKuit MarHuUTHbIN ANCK
HCAO HecaHKLUWOHMpPOBaHHbIA AOCTYN
OoC OnepaunoHHasa cucrema
MAK MporpaMMHO-annapaTHbIN KOMMNEKC
no MporpamMmmHoe o6ecneuyeHue
Perucrpauus MpuceoeHne onpeneneHHbix aTpubyTos (agpeca, HoOMepa K/o4a, NpaB UCMOb30BaHUA U
T.Mn.) aboHeHTy
PernaMenT COBOKYMHOCTb VIHVCTDYKU,Mﬁ W APYron pernamMeHTmupytowen ﬂ,?KYMeHTauMM,
obecneunBawwein ¢ yHKLMOHNPOBAHME aBTOMATU3NPOBAHHON CUCTEMbI BO BCEX peXMNMaX.
DNEeKTPOHHbIN AOKYMEHT, MOATBEPXAA IOLWMI MPUHAANEXHOCTb OTKPbITOr0 KA Ya 1au
CepTtudukaTr Kto4a NpOBEPKU 31EKTPOHHON NOANUCK W ONpedeneHHbIX aTpubyToB KOHKPETHOMY
aboHeHTy
CepTudurauns Mpouyecc W3roToBNEHMA cepTudunkaTa OTKPbLITOrO KtoUa UAn Ko4da NpoBe pKu
3N1eKTPOHHOM noanucn aboHeHTa B LLeHTpe cepTUdmrKaumu
CK3un CpeAacrBo Kpuntorpadmyeckon 3awmTbl MHG opMaLmu
cC CnpaBOYHMK cepTumbMKaTOB OTKPbITbIX K/TIOYEN U KIK0YEeN NPOBEPKN 3N1€KTPOHHOM
noanuncu. CeTeBoln CNpaBOYHUK.
CoK Cpeana dyHKLMOHMPOBaAHMUS KOMMNIEKCa
LC LleHTp CepTtudmkaumn YL
yu YpocroBepsitowmin LieHTp
P LleHTp Perncrpaunmn YL
24 DNEKTPOHHbIN LOKYMEHT
an DNeKTPOHHasa noAnncb
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OcHoBHble TEPMUHbLI U NMOHATUA

ABTOMaTM3MpOBaHHAA MHMOpPMaLMOHHAsa cucTema

KoMmnnekc nporpaMMHbIX M TEXHUYECKUX CPeAcTB, npefHa3HauyeHHbIX Ans cbopa, XpaHeHwus,
noucKa v Bblgaum MHbOpMaLMmM Mo 3anpocam.
ABTOMaTM3MpOBaHHAA CUCTEMA

CucTtema, cocTosilias M3 nepcoHana u KoMnjaekca cpeacTB aBTOMaTU3aLMM ero AesaTeNbHOCTH,
peanmsyowas MHOOPMALMOHHYIO TEXHOJIOMMIO BbINOSIHEHNS YCTaHOBNEHHbIX (OYHKLMNA.
ABTOPCTBO MHbOpMaL M

OaHo3Ha4yHOE COOTBETCTBME MexAay coAepXaHueM w/wnm hopMon mHpopMauunm m CybbekTom
(0obbekTOM), chopMmpoBaBLUMM 3TY MHGOpMauuo. Ons nonb3oBatenss aBTOPCTBO MONYYEHHON UM U3
CUCTEMbl WM KaHana cBA3W WHMOpPMauUMM O3Ha4YaeT OAHO3HAa4yHOe YCTaHOBJIEHWME WCTOYHMKA,
cdhopmmposaBLlero 3Ty nHdopmauuio (ee agTopa).

AKTyanbHOCTb MHMOpMaL UK

CeoncTBo MHMOpPMaLMM COXpaHSATb CBOM CBOMCTBA (LEeHHOCTh) ans cybbekTa (nosb3oBaTtens) B
TeyeHue onpeaeneHHOro nepuoaa BpEMEHW.

AOMUHUCTpaTOp 6e3onacHoOCTU

CybbekT gocTyna, OCHOBHOM 06A3aHHOCTbIO KOTOpOro siBnsietcss obecneyeHne 6e30MacHOCTMU
KOH(pMAeHUMaNbHONW CBSA3XM Ha TOM  y4yacTKe CeTu, KOTopyl OH KypupyeT. Cucrtema
aAMVHUCTPATUBHOIO ynpasneHus 6e30MacHOCTbO BKOYaeT B cebs KOMMIeKC OpraHM3aunoHHO-
TEXHUYECKUX Mep, HamnpaBJieHHbIX Ha obecrneyeHne KOHPUAEHLUWANBbHOCTU CBSA3MU.

OCHOBHble HamnpaBfieHUs1 AesATeSIbHOCTM aAMUHUCTpaTopa 6e30MacHOCT!:

— KOHTPOJIb LLeNIOCTHOCTM NporpaMmHoro obecnevyeHus;

— ynpaB/ieHMe KJIOYEBON CUCTEMOW: XpaHeHMe, BBOA B AEWCTBME W CMeHa Khwuen

ﬂOﬂb3OBaT8ﬂeﬁ, reHepauunda 3aKpbiTbIX W  OTKPbITbIX KJo4Yen noanmcu I'IOJ'Ib3OBaTe}'Iel7I, Kao4en
3ﬂeKTpOHHOVI noanmncu, Knouen NMnpoBEPKHU 3}'IeKTpOHHOI71 noanuncu,

— ynpasJieHMe AOCTYNOM Mosb30BaTeNen CUCTEMbI K MPOrpaMMHOMY obecrnedeHuio U AaHHbIM,
BK/OYa@s yCTaHOBKY W MNepuvoaMyecKyld CMeHy naposjel, yrnpasfieHne cpeacTBaMuM 3aliuThl
KOMMYHMKaL WA, nepefaBaeMblX, XpaHMMbIX U obpabaTbiBaeMbIX AaHHbIX.

AOMUHUCTpATOP 3aLUThbI

CybbekT pOocTyma, OTBETCTBEHHbIM 3@ 3aWuUTy aBTOMATU3MPOBAHHOM CUCTEMbI  OT
HECaHKLMOHMPOBAHHOIO AOCTYyMa K MHGopMaumu.

AyTeHTUdmKaums

MpoBepka MpuHAANEXHOCTU CybbekTy AocTyna npeabsBAEHHOr0 WM  umaeHTudukartopa,
noaTBepXAeHne noasIMHHOCTMU.
AyTeHTndmKauma mHdbopmauum

YcTaHoBneHne noaSIMHHOCTU UMHMOPMAUMN UCKIKOYUTENBHO HA OCHOBE BHYTPEHHEN CTPYKTYpbl
caMOM MHpopMauMM He3aBUCUMMO OT MCTOYHMKA 3TOWN MHGOPMAUMKW, YCTAHOBJSIEHME 3aKOHHbIM
nony4yartenem (BO3MOXHO apbuTpoM) dakTa, 4YTO nonydyeHHas MHdpopMmaums Hambonee BepossTHO 6buia
nepegaHa 3aKOHHbIM oTnpaBuTeneM (MCTOYHUKOM) U YTO OHA MPM 3TOM HE 3aMeHEeHa M He UCKaXKeHa.

Jliobble nNpeaHaMepeHHble W Clly4YyamHble MOMbITKM WCKaXeHuh wuHdopMauum obHapyXuBatoTcsa C
COOTBETCTBYIOLWEN BEPOSATHOCTHIO.

be3sonacHoCTb

CoCTOoSsIHME 3aLLMLLEHHOCTM XU3HEHHO BaXXHbIX MHTEPECOB MYHOCTK, obuecTBa u rocygapcTea
OT BHYTPEHHUX M BHELIHUX Yrpo3.

OTCyTCTBME HEAONYCTUMOIO pUcka, CBA3aHHOIO C BO3MOXHOCTbIO HaHeceHus yuepba.
BezonacHocTb MHbopMauum (MHpopMaumoHHass 6e30MacHOCThL)

CocTosiHne wHdopMaumn, UWHDOPMALMOHHBIX pPecypcoB M WMHMOPMaLMUOHHBIX CUCTEM, Mpwu
KOTOpOM C TpebyeMonm BepoOsITHOCTbIO obecneumBaeTcs 3awmuta uMHbopMauum (AaHHbIX) OT yTeukw,

XULLEHWNSI, YTpaTbl, HECAHKLMWOHMPOBAHHOIO YHUUTOXEHUS, UCKaXeHus, mMoaudukauuu (noamaesnku),
KOMMpoBaHusl, 6J10KMPOBaHNS U T.M..
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CocTosiHME 3auWuWEeHHOCTM UWHdopMauum, obpabaTbiBaeMon cpeACTBaMUM BbMUCINUTENbHOMN
TEXHUKN WIN aBTOMATU3MPOBAHHOMW CUCTEMbI, OT BHYTPEHHUX WIN BHELIHUX Yrpo3.

BnokupoBaHue uHdbopmMaumu

MpekpawleHne unm 3aTpyaHEHWE JOCTYNa 3aKOHHbLIX MOJb30BaTeNen K MHopmaumu.
Bepudmkauus

YCcTaHoB/IEHME COOTBETCTBUSA MNPUHATON U NepefaHHOW MHMOPMALUM C NMOMOLLBLI JIOMMYECKNX
MeTo40B.

npouecc CpaBHEHUS ABYX YypOBHel cneundukaumm CpeacTB BbMUCIUTENBHON TEXHUKU WK
aBTOMaTM3MPOBaHHbIX CUCTEM Ha Hagsexallee COOTBeTCTBMe.
Bnageney mHdbopmauum

CybbekT, oOCylWecTBASAOWNA BNageHue U nosb3oBaHWe WHdOpMaUMEn U peannsyowni
MOSIHOMOYUSA pacropsikeHuss B npegenax npas, YCTAHOBAEHHbIX 3aKOHOM W/Wan CO6CTBEHHUKOM
MHpopMaLum.

CybbekT wuHpOpPMauMOHHBIX OTHOLWIEHMN, obnajawwunii NpaBoM BIAAEHUS, PaACMOPSXXEeHUs Wt
MoAb30BaHMEM WMHAOPMALMOHHBIM pPecypcoM Mo AOrOBOpPYy C COBCTBEHHMKOM MHGOpMaUuu.
Bnageney mHdbopmauum, mHbOOpMaumMOHHON CUCTEMbI

CybbekT, B HenocpeaCTBEHHOM BeAEHUM KOTOPOrO0 B COOTBETCTBMM C 3aKOHOM HaxoAasiTCs
uHdopmMauunsa, MHPopMaLMOHHAa CTPYKTypa.
FocypapcTBeHHas TaMHa

3awmuaemMble rocyaapcTBOM cCBeAeHUss B 06/1aCTUM ero BOEHHOW, BHELHEMNONUTUYECKOWN,
3KOHOMUYECKOMN, pa3BeabiBaTeNbLHON, KOHTppa3BsebiBaTes/IbHOM 7 onepaTuBHO - pO3bICKHOWM
OeATeNbHOCTU, pacnpoCTpaHeHne KOTOpbIX MOXeT HaHecTu yuwepb 6e3onacHocTn Poccuinckomn
denepauun.
Mpnd KoHMUMAEHLMANBHOCTH

CneunanbHas oTMeTKa Ha HocuTene uHdopmauum AnMbo B COMPOBOAUTESbHLIX AOKYMEHTaxX Ha
Hero, CBMAETENbCTBYOWAsa O TOM, YTO HOCUTE/b COAEPXUT KOHPUAEHUNANbHYO MHGOPMaLMIo.
pnd cekpeTHOCTH

PekBun3nTbl, CBMAETENbCTBYOLWME O CTEMNEHW CEKPETHOCTU CBEAEHWA, COoAepXaliuMxcs B WX
HOCuUTese, NpoCcTaBASseMble HA CaMOM HOCUTEsNe U/Mnu B CONPOBOAUTENBbHOM AOKYMEHTALMM Ha HEro.
JoKkyMeHT

[JoKyMeHTMpoBaHHaa WMHdoOpMaums, cHabxeHHas onpeaefnieHHbIMU peKBU3UTaMMU.

MaTepuanbHbin 06bEKT C MHpOPMaLME, 3aKpenaeHHON CO3A4aHHbIM YEsI0BEKOM crnocobom ans

€e nepejayn BO BPEMEHU U MPOCTPaHCTBE.
JokyMeHTnpoBaHHas MHQopMaumsa (AOKYMEHT)

3adukcmpoBaHHas Ha MaTepuasibHOM HoCcuTene MHgopMauusa C peKBU3UTamMu, NO3BOJISIOLWUMHU

ee naeHTuduuUmMpoBaThb.

MpuMmeuyaHue. [OKyMeHTMpOBaHHas MWHMOpMaUMs C  OrpaHMYeHHbiIM  AOCTYNOM Mo

YyC/IOBUSIM ee MpaBOBOro pexuMa nogpasgensercs Ha MHMOopMaLuno, OTHECEHHYHO K rocyAapCTBEHHOMN
TanHe, U KOHdMAEHLUNaNbHYHO.

JOKYMEHT B 2/1IeKTPOHHOM popMe (DNeKTPOHHbIA AOKYMEHT)

DNEeKTPOHHbIM 06pa3 AOoKyMeHTa (NNaTeXHOro uauM MHoro) - dalisi, AOCTOBEPHOCTb KOTOPOro
obecneumBaeTcs KOMMIEKCOM MeponpusaTUA no 3awuTte uHdopmauuun. Mpu aTom daiin MoxeT
coAep>XXaTb HECKOJIbKO AOKYMEHTOB (NakeT AOKYMEHTOB).

3 npeactasnser coboil AOKYMEHTMPOBAHHYK COBOKYMHOCTb AdHHbIX, 3a(PUKCUPOBAHHbLIX Ha
mMaTepuanbHOM HocuTesie (MarHMTHOM wunm  6yMaxKHOM) C peKBM3MTaMu, MO3BONAIOWMMN
nogeHTuduumposatb 3Ty WHGOpMaUMIO U aBTOpPOB AoKyMeHTa. WaeHtudwukauywna 31
obecrneynBaeTcs cpeacTBaMM 3aWlMTa Ha OCHOBE ajropMtMoB LWWUGPOBaAHUS, 31EKTPOHHOM
NoAMMCYK M 3aLLUMTbl OT HECAHKLMOHMPOBAHHOIO AOCTYyna.

3] co3paeTcs y4aCTHUMKOM CUCTEMbl Ha OCHOBE 6YMaXHOro AOKyMeHTa JIM6o Ha OCHOBaHMUM
APYroro 3J/IeKTPOHHOr0 [AOKYMEHTa M TMOMHOCTbIO MOBTOPSIET €ro Mo coaepxaHuo. 3
o6pabaTbiBalOTCS M XpaHATCca B OBM M MOryT nepeaaBaTbCsi MO 3/IEKTPOHHbIM KaHaslaM CBSI3MW.
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JocTyn K nHdpopmaumm
MonyyeHne cybbeKTOM BO3MOXHOCTM O3HAKOMJSIEHMS C MHOpMaunen, B TOM YMCe C MOMOLLbIO
TEXHNYECKUX CPeacTB.
O3HakoMneHne c uHdopMauunein, ee obpaboTka, B 4YACTHOCTM, KOMMPOBaHWe, Moaudukauwms
NN YHUYTOXEHME MHDOopMaL UK.
JocTynHOCTb MHpOpMaLum
CBOWCTBO MHdopmMaumn, TeXHNYECKMX CpeacTB " TexHonornm 0bpaboTkmy,

xapakTepusytuwieecss crnocobHocTbo  obecneumBatb 6HecnpensaTCTBEHHbIA  AOCTYyn K
MHdopMaummn cybbeKTOB, MMELMX Ha 3TO HaANexalime NoJIHOMOoYMS.

3aBepeHue (HoTapusauus)
Pernctpaums p[aHHbIX Yy [AOBEPEHHOro TpeTbero auua Ans  MOBbILEHUS YBEPEHHOCTU B
NPaBWILHOCTU TaKMUX XapaKTEPUCTUK, KaK coaepXXaHue, UCTOYHUK AaHHbIX, BpeMs AOCTaBKMW.

3awuTta nHpopmaumm
JesTenbHOCTb no npeaoTBpaLLEHMIO yTEUKMU 3awmuLaeMon nHdopmMauuu,
HECaHKLUMOHMUPOBAHHbBIX W HEMNpeAHaMEepEeHHbIX BO34ENCTBUI Ha 3aluuiaeMyto MHpopMaLmio.
KoMnnekc MeponpusaTuii, NPOBOAMMBIX C LeNbl NpefoTBpPaLLEHUs] YTEYKN, XULLEHUS, yTpaTbl,
HEeCaHKLMOHMPOBAHHOTIO YHUUTOXEHMS, NU3MeHeHus, mMoamdurkaunm (noppenku),
HECaHKLMOHMPO-BaHHOIO KOMMPOBaHMUs, 6/0KMpoBaHUSA MHGOpMaLmu.

3awuTta nHdpopmaumm ot HCA
CocTaBHaa 4acTb obuwen npobnembl obecneyveHns 6e30MacHOCTU MHGOpMauMn. MeponpuaTus
no sawmute mHdbopmauum ot HCL AO/MKHbI OCYLLECTBAATLCA B3aUMOCBS3aHO C MeponpuaTUSIMU
no crneuuanbHOW 3aliMTe OCHOBHbIX M BCMOMOraTeflbHbIX CPEACTB BbMUCNTENbHOM TEXHUKM,
CpeacTB M CUCTEM CBSA3M OT TEXHUYECKUX CPeACTB pa3BeAKM M MPOMbIWIEHHOMO WNMoHaxa. B
obwem cniydae, KOMMJEKC MpPOrpaMMHO-TEXHMYECKUX CpPeaAcTB W OpraHM3auMOHHbIX
(npoueaypHbIX) peweHui nNo 3awute uHbopmauun ot HCA peanusyeTcsa B paMKax CUCTEMbI
3aWwmnTbl uMHdpopmaumm ot HC[, YyCNnOBHO COCTOSLWEN W3 Cneaylwux 4YeTblpeX MNoACUCTEM:
ynpasneHuss  AOCTYMNOM; perucTtpaumm wn ydyeTa; Kpuntorpaduyeckon; obecnedeHus
LLeIOCTHOCTM.

3awmeHHoe CpeacTBO BbIMUCIUTENBHON TeXHUMKKM (3aliuuieHHasl aBTOMaTU3MpOBaHHAss CMCTEMA)
CpeAcTBO BbMWUCIUTENBHOMW TEXHMKM (@BTOMaTM3UPOBaHHas CucTeMa), B KOTOPOM peann3oBaH
KOMMAeKC CpeacCTB 3aluThbl.

IA32, IA64, x64, SPARC, Power PC
AnnapaTHble Nnat@opMbl, UCMNONb3yeMble npomsBoanTensmu MNIBM

NpoeHTndunkaums
MpuceBoeHne cybbekTaM M o06bekTaM [gocTyna wuaeHTudwukatopa wun (uMnm) CcpaBHEHME
npeabsiBAsSeMoro naeHTudukaTopa C NnepeyvyHeM MpPUCBOEHHbIX WMAEHTUHUKATOPOB.

UMuTOo3alwuTa
3awumnTa cmcTeMbl WM@PPOBAHHOM CBA3M OT HaBA3bIBAHUS JIOXKHbIX AaHHbIX.

MmuToBCTaBKA
OTpe3ok WHGopMauum GUKCUPOBAHHON ANMHBI, MOAYYEHHbIA MO OnpeaesieHHOMY MpaBuay w3
OTKPbITbIX AdHHbIX W KAo4Ya M Aob6aBNeHHbIM K 3awmdpoBaHHbIM AaHHbIM Ans obecnedeHus
NMUTO3aLUNTBI.

KBannduunpoBaHHbIN cepTUdMKAT KJKOYa NMPOBEPKN 3JIEKTPOHHOM MOAMNUCH
Ceptudukatr kaw4a NPOBEPKM INEKTPOHHOM NOAMWCK, BbiAAHHbIA  aKKpeAMTOBaHHbIM
yAOCTOBEPSIOWMM LEHTPOM WKW [OBEPEHHbIM JIMLOM aKKpPeAUTOBAHHOIMO YyAOCTOBEPSHOWEro
ueHtTpa nmbo depepanbHbiM OpPraHoM MWCMNOSIHUTENBHON BAACTU, YMNOJHOMOYEHHbIM B cdepe
NCMOJIb30BaHUSA 3/IEKTPOHHOM NMOAMMUCH.

Kntou (kpuntorpaduyeckuin Kitou)
KoHKpeTHoe CeKpeTHOe COCTOSIHME HEeKOTOpbIX MapaMeTpoB anroputma Kpuntorpaduyeckoro
npeobpasoBaHua  AaHHbX, obecneymBatowee BbibOp oagHoro  npeobpasoBaHms U3
COBOKYMHOCTWN BCEBO3MOXHbIX AN AAHHOMO aaroputMma npeobpasoBaHuii [ 2].
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Kntou npoBepku 3/1€KTPOHHOW MOAMUCH

YHuKanbHaga nocsiefoBaTeslbHOCTb CMMBOJIOB, OAHO3HAYHO CBS3aHHas C KJKUYOM 3ﬂeKTpOHHOﬁ
noanncm mn npegHasHavyeHHada And npoBepkun noaiMHHOCTU 3ﬂeKTpOHHOﬁ noanncu.

Kntoy a3neKTpoHHOM nognmcu

YHUKanbHaa nocnefoBaTenbHOCTb CUMBONOB, MNpeAHa3HayeHHas ANng co3jaHus 3ﬂ€KTpOHHOﬁ
noanncu.

KomnpomeTauusa kawo4a
YTpaTta pJoBepus K TOMy, U4TO WCnosb3yemble kaoum obecneymBaoT 6e30MacHOCTb
nHdopmaumn. K cobbirmsM, CBSI3aHHbIM C KOMMpPOMETauMen KJ4Yen OTHOCATCSH, BKJKOYas, HO
He orpaHuyMBasiCb, crnegytouime:
1. MNoTeps KAOUYEBbLIX HOCUTENEN.
2. MoTepsa KNHOYEBbIX HOCUTENEN C UX NOCNeayoWnM obHapyXXeHneM.
3. YBOJIbHEHNE COTPYAHUKOB, MMEBLUMX AOCTYMN K KKOYEBOWN MHGOpMaLMN.

4. HapylweHne npaBui XpaHEHUS U YHUUTOXEHMS (MOC/e OKOHYaHWS cpokKa AelcTBUS)
3aKpbITOro Kiua.

5. Bo3HMKHOBEHME MOAO3PEHMA Ha YTEeYKy WHMDOpPMauuM MM ee UCKaXeHue B CUcTeme
KOH(MUAEHLMANBHON CBS3MU.

6. HapylweHne neyatun Ha celde C KIHOYEBLIMU HOCUTESISIMN.

7. Cnyyan, Korga Henb3ss [OCTOBEPHO YCTaHOBUTb, UTO MNPOM3OLIO C KJIHOYEBbIMU
HocuTtensmu (B TOM 4MCNe CNlyYyau, KOraa KJ/loYEBOW HOCUTENb BblWea M3 CTpos W
AOoKasaTeNlbHO He OnpoBEeprHyTa BO3MOXHOCTb TOro, 4TO, QAaHHbIM aKT npousowen B
pe3ynbTaTe HECAHKLMOHMPOBAHHbBIX AENCTBWUIA 3/10YMbILIEHHMKA)

PaznuyatoTcsa gBa BuAa KOMMpPOMETauWM 3aKpbiTOro KJjw4a: sIBHAst U HesiBHasA. [lepsble

yeTblpe CObbITMSA TPaAKTYOTCS KakK siBHAs KOMMpoMeTauus kitodei. Cneayowme Tpu TpebyloT
CcneumnanbHoOro pacCMOTPEHNs B KaXKOM KOHKPETHOM Cllyvae.

KoHpunaeHUManbHOCTb MHGOPMaLMK
CybbekTuBHO onpegensemMas (npunucbiBaemMas) MWHgopMauum xapaktepuctmka (CBOWCTBO),
yKasbiBatowlass Ha HeobxoAMMOCTb BBeAEHMS OrpaHMYeHuM Ha Kpyr CybbekToB, MMELWmnx
OOCTYyNn K pJaHHOM wuHdpopmaumn, wn obecneuymBaemMas CMNOCOBHOCTbIO cuUCTeMbl (cpenbl)
COXpPaHATb YKasaHHYl WHGOpMaLUIO B TalHe OT Cy6beKkToB, He MMelWwmx MOSIHOMOYUIA Ha
npaBo AOCTyna K HeMN.

KoHdunaeHumaneHas uHdopMawms

JoKyMeHTMpoBaHHaa uHdOpMauus, AOCTyNn K KOTOPOM OrpaHM4MBaeTCs B COOTBETCTBUM C
3akoHogaTenbcTBOM P®. Apyras nHdopmaums, Tpebyrowasa 3awmrbl

KoHTponb AgocTyna (ynpaBfieHue AOCTYMOM)

Mpouecc orpaHMYeHUss AOCTyNa K pecypcaM CUCTEMbl TOJSIbKO pa3pelleHHbIM CcybbekTaMm uau
ob6bekTaM.

Kpuntorpaduyeckasa sawumrta
3awunTa AaHHbIX Mpu nomowm Kpuntorpadunyeckmx npeobpasoBaHuii AaHHbIX.

KpuntonpoBanaep
Peanusyet dyHKLNM WwncpoBaHus, BbIMUCIIEHNS UMUTOBCTaBKMU, X3 lWMpPOBaHus,
¢dopMnpoBaHMS U MPOBEPKU MOAMWUCK, FeHepauuu Mosb3oBaTeNbCKUX Katoden. ObecneumBaet
paboTy C CecCMOoHHbIMM KAo4YaMu wnudpoBaHus (reHepauus, 3KCNOPT/MMMAOPT B 3alUULLEHHOM
BUAE), 3aKpbMbIMM W OTKPbMbIMM KAo4amm DM n obmeHa, BBOA KAOYEN C  KIOYEBbIX
HocuTenen, 3awuwéHHOe XpaHEeHWEe W YHWUYTOXEHME KIOHeNn B ONepaTUBHOM MNaMsaTw.
Peanusyetca kak 6ubnuoteka, AMHaMUYeCKM 3arpyxaemas B eAMHOe aJpecHOoe MNpOCTPaHCTBO
npouecca, MHULUUMPYEMOro MpUKIaAHOM 3ajaden.

Kpuntonpoapansep
Peanusyetr GyHKUMM WKPPOBaHMS N BbMWUCIIEHMS WMWUTOBCTABKMW, X3LWMPOBAHUA W MPOBEPKMU
noanucn. O6ecneumBaeT paboTy C CECCUOHHbIMM KAOYaMU wudpoBaHma (reHepauwus,
3KCMNOPT/MUMNOPT B 3alMLLEHHOM Buae), kaw4damu npoBepku 3I1, adeMepHbIMU 3aKpbTbiMU U

OTKPbITbIMK  KNto4aMn  obMeHa, 3aWMWEHHOE XpaHeHMEe W YHUUTOXEeHMe Kuyelh B
onepaTUBHOM NamATU. 3arpyXaeTcs B agpecHoe npocTpaHcTBo siapa OC.
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Obwas yacTb
Mo cBoemy wHTepdelicy u  (yHKUMOHaNbHbM  BO3MOXHOCTSM — Kpuntogpaneep  obecrnedvBaeT
BO3MOXHOCTM  KpUITOnpoBaiaepa 3a WCKIloYeHneM dyHKUM  hopMmpoBaHns  LndgpoBor  noanvcy,
paboTbl C HOCUTENEM KIIOYEl, reHepauum KItoYer nonb3oBaTtens. [lo3BonseT  opraHW30BbBaTb
WwndbpoBaHMe AaHHbX W MPOBEpPKY LUM@POBOM MOANMMCM HAa YpPOBHE SApa OMepauMoHHOM CUCTEMbl U
YCKOpUTb  Kpurrorpacdmyeckue  ornepaumm € MOTOKOM JaHHbX 3a CYeT WCKIIoYeHusl M3 Mpouecca
06paboTkM AaHHbIX WX MEPEeChbrIKy C YPOBHS si4pa Ha ypoBeHb MPWIOXKEHW W 0bpaTHo.

Kpuntocepsuc

Mpouecc, 3anyckaembt B COBCTBEHHOM aApeCcHOM npocTpaHcTBe. KpunTocepBuc, Kak w
KpunTonpoBanaep, BbINOMHAET BCe Kpuntorpaduyeckme QyHKUUKW, BKAKOYAs reHepauuio
KAo4Yen nonb3oBaTens. KpuntocepBUC MOXET WMCMONb30BaTbCs HECKOJbKMMWU Mpoueccamu.
BsavmoaencTeme KpuntocepBuca C rnpoueccamMum ocyuwecTsnasercsa no npotokony RPC B
pexume pasgeneHuss knaueHtos. KnwoueBas uHdbOpMauus C HocuTenen BCeX KIMEHTOB
K3LWMpYeTCHa B HECBOMNUPYEMYIO YaCTb aZIpECHO0 NPOCTpaHCTBa KpunTocepsuca.
Kpuntorpaduyeckoe npeobpasoBaHue
MNpeobpaszoBaHne MHMOpPMaLMM C UCNOSb30OBAHMEM KpuUnTorpaduyeckmx aaropuTtMoB.
JlnueHsunpoBaHme B obnacTu 3aWwmnTbl MHPOPMaLLUK

JesaTtenbHOCTb, 3akiovalwlwascs B nepegade Wi noayyeHun npas Ha nposeaeHuwe paboT B
obnacTtu 3awmnTel MHGOpMaLnn.

MeponpusTnsa Mo 3awute nHpopmauymnm
COBOKYMHOCTb AeWCTBMA NO pa3paboTke w/mnm NpakTUYECKOMY MpUMEHEeHUo Cnocobos u
CpeAcTB 3awuTbl MHpOopMaumn.

MeponpusTna No KOHTPO/I0 3PHEKTUBHOCTU 3aLmMTbl MHGOPMaL UK
COBOKYMHOCTb AEWUCTBUI NO pa3paboTke w/manm npakTU4YEeCKOMY MNpPUMEHEHWUIO Crnocobos wu
CpeacTB KOHTPOAS 3PEeKTUBHOCTM 3aWmnTbl HDOpMaLnu.

MeTka KOHpMAEHLNANbHOCTH
dneMeHT WHQOpMauUMK, KOTOPbIM  XapakTepulyeT KOHPWUAEHUMANbHOCTb  MHGOpMaumn,
coaepxallencs B obbekTe.

Hapywutenb 6e3onacHocTu MHdbopMalmm
dusmyeckoe MU0, CAy4YalHO WAM NpefHaMEpeHHO coBepllalolee AeNCTBUSA, CNeacTBUEM
KOTOpPbIX SBMSieTCS HapylweHue 6e3onacHoCcTu uHdopMaumm npu ee obpaboTke TeXHUYECKUMMU
cpeacTBaMu.

Hapywutenb npaBwia pasrpaHndeHns goctyna
Cyb6beKkT AocTyna, OCYLEeCTBAAWMNA HECAHKLUMOHUPOBAHHbIA AOCTYN K MHbOPpMaLWUK.

HeKkOppeKTHbIA 3NEKTPOHHbIA AOKYMEHT

DNEeKTPOHHbIA [AOKYMEHT, He npoweawunid npoueaypbl pacwndpoBaHMa AaHHbIX, NPOBEPKMU
3/1EKTPOHHOM NoANUCKM WHQOpMauns, KOHTpons dopMaTa AOKYMEHTOB, a TakXe [OKYMEeHT,
UMEIOWMA UCKaXEHU B TekcTe coobuweHns (Hanmune cumBonoB, O6ykB wanm uudbp B
pacwmndpoBaHHOM (OTKPbITOM) TEKCTe AOKYMEHTa, He MO3BOJIAILWNX MOHATL €ro CMbIc/).

HenpeaHamepeHHoe BO34elCTBME HA MHMOPMaLUIO

Owwnbka nonb3oBaTenss, cH6ON TEXHMYECKMX U MpPOrpaMMHbIX CpeacTB WHMOOPMaLNOHHbBIX
CUCTEM, a TakKXe TnpupogHOe SBNIEHNE WIN MHOE HelesieHanpaB/ieHHOE Ha W3MeHeHue
nHdopMaumnn BO3AeNCTBME, CBSI3@aHHOE C (PYHKLUMOHMPOBAHMEM TEXHUYECKUX CPEeACTB, CUCTEM
WM C [EeSATENbHOCTLIO JIOAEN, MNpUBOASLIMNE K WUCKAXEHUK, YHUUYTOXEHMUIO, KOMUPOBAHMUIO,
6nokMpoBaHMIO [OCTyna K WHPOpMauMK, a TaKXe K yTpaTe, YHUUYTOXeHuMo wunum cboto
(YHKLUMNOHMPOBAHUA HOCUTENS MHGOpMaL U,

HecaHKLMOHMPOBaHHOE BO34ENCTBUE Ha MHGOpMaLIMIO

Bo3gencTtemMe Ha 3awumuwiaeMyto MHOOPMAUMIO C HapyleHWeM YCTaHOBAEHHbIX MpaB u/wunu
npaBwi Ha W3MeHeHuMe uHdbopMauuKM, MNpuBOASALLEE K  WCKAXEHUIO, YHUUYTOXEHWUIO,
6N10KMpOBaHUIO A0CTyNna K WHGoOpMauum, a TaKXe K yTpaTe, YHUUTOXEHMIO unanm cboro
dYHKLUMOHNPOBAHNA HOCUTENS MHpOpMaLnn.
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Obwas yacTb

HecaHKLMOHMPOBaHHbLIM AOCTYN K MHpopmaumn (HCLO)
1. MNonyyeHne 3awmwaemor wuHdbOpMaAUUM 3aUHTEPECOBaAHHbIM CYHBEKTOM C HapyLlUeHUeEM
YCTaHOBJIEHHbIX MPaBOBbIMW AOKYMEHTaMW WANW COBCTBEHHMKOM, BRagenbueMm uHdbopMauum
npas unu nNpaBwia AOCTyNa K 3awuwaemMon nHpopmauunm.
2. JocTyn K MHGOpMaLnn, HapyLLaoWmMA yCTaHOB/IEHHbIE NMpaBuaa pa3rpaHMyYeHus goctyna, C
NUCMONIb30BaHWEM LWITATHbLIX CpeacTs, npepoctasngembix CBT wunn AC. Tlog wWTaTHbIMK
cpeacTBaMM MOHUMAETCS COBOKYMHOCTb MPOrpaMMHOr0, MUKPOMPOrpaMMHOI0 M TEXHUYECKOro
obecneveHuns CBT mnu aBTOMaTusnposaHHon cuctembl (AC).

Hocutenb nHdopmaumn
dusnyeckoe MULO WM MaTepuanbHbii 0H6bEKT, B TOM 4yucne dusnyeckoe none, B KOTOPbIX
nHdopMaumnsa HaxoauT cBoe oTobpaxeHue B BuAe CMMBOIOB, 06pa3oB, CUrHaNo0B, TEXHUYECKNX
peLleHnn N NpPoLeCCOoB, KOJIMYECTBEHHbIX XapaKTePUCTUK (PU3NYECKNX BEJSTUYMH.

O6beKkT gocTtyna

EovHuua wHQOPMaLMOHHOIO pecypca aBTOMATU3MPOBAHHOM CUCTEMbl, AOCTYN K KOTOPOM
pernaMeHTMpyeTcs npaBuiaMu pasrpaHuyeHus AocTyna.

O6beKT 3aWwuThl
1. WHdopmaums mnn Hocutenb MHMOpPMaUMK, WU WUHGPOPMALMOHHbLIM MpPOLECC, B OTHOLWIEHUMU
KOTOpbIX HeobxoamMmo obecneumBaTtb 3alUTy B COOTBETCTBMM C MOCTaB/IEHHOM LEeNblo 3alunThbl
nHdbopmauum.
2. WUHdopMaumsa, TexHnyeckue cpeacTtBa M TexHonorus ee o6paboTku, B OTHOLWEHUM KOTOPbIX
Heobxoanmo obecneuunTb 6e30MacHOCTbL MHGOPMaL U,

ObpaboTka nHbopmaumu
MNepenaya, npuem, XxpaHeHue, npeobpasoBaHMe U O0TobpaxkeHwe MHdopMaLumu.

OpraHusauuns 3awmtbl MHbopMaLmnn
CoaepxaHue n Nopsaok AeNCcTBUM Nno obecneveHuo 3alinTbl MHGOpMaumu.

OTKpbITbIA KJIHOY

Kpuntorpadumyeckmin KN4, KOTOpbIM CBA3a@H C  3aKkpbMbiM C  nNoMOWb  ocoboro
MaTeMaTU4YeCKoro COOTHoweHus. OTKpbMbIA KAKY UM3BEeCTeH BCEM APYruUM MNosb30BaTeNsaM
CUCTeMbl W nNpegHasHadeH Ans NPOBEPKW 3SIEKTPOHHOM MoANUCKU W pacmndpoBaHus,
no3BosiseT OonpeaenuTb asBTopa MNOAMUCUM M AOCTOBEPHOCTb 3J/IEKTPOHHOIO AOKYMEHTa, HO He
NO3BOJIET BbMUCAUTbL 3aKpbbii  KAOY. OTKpbITbIA KDY CYUTAETCS NpuHaanexalwmm
nosb3oBaTento, ecnm oOH 6bn  3aperucTtpupoBaH (cepTuduumMpoBaH) YCTAHOBJIEHHBIM
nopsiAKOM.
Maponb
1. VneHTndumkaTtop cybbekTa AOCTyMna, KOTOPbIA sABAsieTCcsa ero (cybbekTa) CeKpeToM.

2. CekpeTHaa wuHdopMauua ayTeHTudumkaumm, o06bMHO npeacTaBnswowas cobon CTpoKy
3HAKOB, KOTOpOW AosmkeH obnagatb nonb3oBaTesb AN8 A0CTyNa K 3aliMWeHHbIM AaHHbIM.
lMnaHoBas cMeHa KJoyen
CMeHa KJ/lo4el € YCTaQHOB/EHHOM B CUCTEME MNEPUOAMYHOCTbLID, HE  Bbi3BaHHas
KOMMNpOMETaLNEN KITHOYEN.
Mo604YHbIE 3NEKTPOMArHUTHbIE M3NYYEHUS U HABOAKMU

1. DneKTpOMarHWTHbIE U3NTy4YEeHUS] TEeXHUYEeCKUx cpeactB o06paboTknm uMHbOpMauum, He
npeAHa3HayYeHHble Ans nepegayvn, npMeMa unu npeaHaMepeHHOro UCKaXeHus uHdopMauuu, a
TaKXe HaBOAKW OT TEXHMYECKMX CPEACTB B OKpPYyXaloWMxX npeaMeTax.
2. HexxenaTenbHble M3y4YeHUS M HaBOAKW, MPOSABASAKOWMECS B BuAe NOOBOYHbIX, BHEMOSIOCHDIX,
WYMOBbIX M HaBOAWMbBIX CUIHaNOB, MOTEHUMasbHO 06pa3ylolMX HEKOHTPOSIMpyeEMble KaHasbl
yTEeUYKUN KOHDMAEeHLManbHoW MHpopMaLumu.

MNMo6o4yHOE 3N1EeKTPOMarHUTHOE WU3Jy4YeHue
HexenatenbHoe  WMHQOPMALMOHHOE  3/IEKTPOMArHUTHOE  M3/ly4yeHue, BO3HMKawLWee B
pe3ynbTaTe HEeJIMHENHbIX MPOLECCOB B 3/1eKTPUYECKMX uensx npu obpaboTke uHbopmauum
TEXHNYECKMMU CpeacTBaMu U NpUBOASLLME K yTeuke MHbDOopMaLmm.
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Monb3oBaTenu

MpaxkaaHe, oOpraHbl FOCyAapCTBEHHOW BfacTuM, OpraHbl MeCTHOro CcaMoynpaBlieHus,
opraHuMsauunm un obuiecTtBeHHble obbeaMHeHUss o6nagatoT paBHbIMW MpaBaMW Ha AOCTyn K
rocygapcTBeHHbIM pecypcaM M He oba3aHbl 060CHOBbLIBaTh Nepes BAagenbLEM 3TUX pecypCcoB
Heobx0AMMOCTb MONy4YeHMs 3anpawmBaemMor MMM MHdopMauunm. WCKn4YeHue cocTaBnseT
nHdopMaumnsa € orpaHMYEHHbIM LOCTYMOM.

Monb3oBaTtenb (NoTpebutenb) MHMOPMaLMK
1. CybbekT, obpawatowmnca K MHOOPMALMOHHONW CUCTEME WMNM MOCPEAHMKY 3a MOJIlyYEHUEM
Heobxoanmol eMy MHMOpPMaLUM U NOMb3YIOWNNCSA €lo.
2. CybbekT, nonb3yowmnca nHbopmMmaumnen, noayyeHHorm ot ee cobCcTBEHHMKA, Bragenbua niu
nocpegHMka B COOTBETCTBMM C YCTaHOBMEHHbIMM MpaBaMW W nMNpaBuiaMu AocTyna K
nHdopmMaumm AnMbo C MX HapyLUeHUeM.

MONHOMOYHBIA MpeAcTaBUTENb OpraHM3aunm
MpeactaBuTenb OpraHu3auuM M3 4Yucaa nNepBbiX AO/HKHOCTHbIX JIML B COOTBETCTBUM C
YCTaBHbIM JOKYMEHTOM WIN, MMEKLNIA COOTBETCTBYHOLLYO AOBEPEHHOCTb.

MpaBuno AocTyna K 3awuwaeMmon nHdpopmaumm
COBOKYMNHOCTb MpaBwW/, PperiaMeHTUPYOWMX MNOPSAOK M YCIOBUSA AOCTyNa K 3aluliaeMoln
MHpOpMaumMn U ee HOCUTENSM.

MpaBuna pasrpaHuyenus goctyna (MPA)
COBOKYMNHOCTb MpaBwW/, persiaMeHTUpYoWKnX npaBa AOCTyna cybbekToB AOCTyna K ob6bekTaM
aocTyna.

MNpaBo AocTyna K 3aljmuaemMon nHdbopmaumm; npaso
COBOKYMHOCTb MpaBwi [OCTyna K 3awuuwaemMon MHdOpMauuM, YCTaHOBJIEHHbLIX MPaBOBbIMU
AOKYyMeHTaMu unm cobCcTBEHHUKOM, BRagenbleM MHdopMaLumu.

MNpoBepka 3N1EeKTPOHHOM MOAMUCU AOKYMEHTa
MNpoBepka COOTHOLWEHMS, CBsa3biBaoWwero x3w-(QyHKUUIO AOKYMeHTa, MoANUCb noh 3TUM
OOKYMEHTOM W KJIIOY4 MPOBEPKWU 3JIEKTPOHHOM MNOAMMCKM Moanucasllero nosb3osBaTtens. Ecnum
paccMaTpMBaeMOe COOTHOLWIEHME OKa3blBAE€TCH BbIMNOSIHEHHbIM, TO MOAMUCb MNPU3HAETCS
NpaBWibHOMW, @ CaM [JOKYMEHT - TMOAJIMHHBbIM, B MNPOTUMBHOM CJly4yae [AOKYMEHT cuuTaeTcs
M3MEHEHHbIM, @ NOAMUCbL MNOA4 HUM - HeAENCTBUTESbHON.

PazrnaweHve
HecaHkUuMOHMpOBaHHOE AoOBeAeHWe 3awuwaemon uHdbopmaumm [0 notpebutenei, He
nMeLWwmx npasa AOCTynNa K 3TOW MHpOpMauuu.

PacwmndpoBaHne aaHHbIX
Mpouecc npeobpa3oBaHMs 3aWM@PPOBaHHbIX JAaHHbIX B OTKPbMble JAaHHble MNpW MOMOLM
wudpa.

PernameHTauus
Cnoco6 3awutbl uHbDOpMauum B npouecce (QYHKUMOHMPOBAHUSA CUCTEMbI MepOonpuUATUA,
CO34aloWwmMx Takme ycsioBus nepepaboTky 3awmiaeMblX AaHHbIX, MPU KOTOPbIX BO3MOXHOCTU
HECaHKLMOHMPOBAHHOIO AO0CTyMNa CBOAATCS K MUHMMYyMy. CuyuTaeTcsd, 4yTto Ans 3ddeKTMBHOMN
3aWnuTbl  HEobxoAMMO CTPOro periaMeHTUpoBaTb  34aHuUs, TMOMELEHUs, pa3MelleHune
annapaTtypbl, oOpraHusauuto wn obecneyeHne paboTbl BCero mnepcoHana, CBA3aHHOMO C
06paboTkon KoHpUAEHLNaNbHON WHpOpPMaLnu.

CaHKLMOHNPOBAHHbIN A0CTYM K MH(OpMaLmn
JocTyn K uHpopmMaunmn, He HapyLaWWiA Npasuia pasrpaHUYeHus AocTyna.

CepTudukaT 3aluThl

[JOKyMeHT, YyAOCTOBEPAKLWMNIA COOTBETCTBME CpPeACTBa BbMWUCIUTENbHOW TEXHWKW  Un
aBTOMATM3MPOBAHHOM CuUCTeMbl Habopy onpeaeneHHblx TpeboBaHuii nNoO  3awurte OT
HECAHKUMOHMPOBAHHOIO A0CTyna K MWHdopMauum W paowmii npaBo pas3paboTumky Ha
MCNOMb30BaHME W/MNN pacnpoCTpaHeHMe UX KaK 3alluuLieHHbIX].

CepTudukaT Kao4ua NpPoBEpKM 3/1EKTPOHHON Noanucu

DNEKTPOHHbIA AOKYMEHT WAW [OKYMEHT Ha 6yMa»XHOM HOCUTesNe, BbidaHHble YA0CTOBEPSIOLMM
LEeHTpOM NM60 AOBEPEHHbIM JfINLOM YAOCTOBEPAOLWEro LEeHTpa W MNoATBeEpXJatoline
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NMPpUHaANEXHOCTb KJjilo4da MNpoOBEPKU 3J'IeKTp0HHOI7I noanncum Bnagenbuy CepTVICbVIKaTa KJ/1lo4a
NnpoBEPKHU BHEKTDOHHOVI noannucu.

CepTudukat OTKPbLITOro Ksw4a

CepTudukaT Ka4Ua NpPoBEpKU 3NEKTPOHHOW NoAnUCU unn WwnudpoBaHUa NpeacTaBnseT cob6ol
CTPYKTYPUPOBAHHYIO ABOUYHYIO 3anucb B dopMate ASN.1, cocToslLyto U3:

MMeHn cybbekTa nnm obbekTa CUCTEMbI, OAHO3HAYHO UAEHTUDMLUUNPYIOLWEN €ro B CUCTEME;
e OTKPLITOro KJjto4da cybbekTa Uam obbekTa CUCTEMDI;

e JIOMNOJIHUTENbHbIX aTpubyToB, onpefensieMbiX TpeboBaHUAMU WCMOSIb30BaHUA cepTudukaTta
B CUCTEME;

e DI MN3paTens (YAOCTOBEPSAOLWEro LEHTPA), 3aBEPSOLWYIO0 COBOKYMHOCTb 3TUX AAHHbIX.
dopmat cepTudwukaTa onpegeneH B pekomeHgauumax ITU-T .509 u pekomeHpauwmsax IETF
RFC 2459. B HacTosilLee BpeMsi OCHOBHbIM MPUHATbLIM popMaToM gaBnsdeTcs dopmaT Bepcun 3,
No3BONIAIOWNIA onpeaenntTb AonosiHeHUs (extensions), C MNOMOLWbID KOTOPLIX peanmsyeTcs
onpegeneHHas nonuMtuka 6e30MacHOCTU B CUCTEMe.

CepTudukaT COOTBETCTBUS
JOKyMeHT, BbldaHHbIN MO npaBunaM CcuUcTeMbl ceptudukauum And  NoATBEPXAeHUS
COOTBETCTBMSA CepTUPUUUPOBAHHON NMPOAYKLUN YCTaHOBAEHHbIM TpeboBaHMsSM.

CekpeTHbI (3aKpbITbi1) KoY
Kpuntorpadumyeckmn K4, KOTOPbIA XpaHUTCHA Mosb3oBaTeneM cuctemol B TarHe. OH
ncnonb3yeTcsa Ans wndpoBaHus.

CucteMa 3almnTbl MHOpMaLum
COBOKYMHOCTb OpraHoB W/vnu  WUCMOJHUTENEN, WUCNOoNb3yeMas MMW TexHMKa 3aluThbl
nHdopMaumn, a Takxe O06beKTbl 3alWUTbl, OpPraHM30BaHHbE U (GYHKUMOHMPYIOWME MO
npasunam, YCTaHOBJ/IEHHbIM COOTBETCTBYOLWNMHN npaBoBbIMY, OpraHu3aumnoHHo -
pacnopaanTenbHbiIMM WU HOPMATUBHBLIMKM AOKYMEHTaMu No 3awuTte nHdopmaumu.

Cuctema 3awmtbl MHbDopMauum ot HCA

KoMnnekc  opraHu3auMOHHbIX Mep W MNpOorpaMMHO-TeXHMYeckux (B TOM  4yucne
KpunTorpacmuyecknx) CpeacTB 3alMTbl OT HECAHKLMOHUPOBAHHOIO AOCTyna K WHdopMauun B
aBTOMATM3MPOBAHHbLIX CUCTEMAX.

CnyxebHaa 1 KoMMep4yeckas TalHa

1. MHdbopmauma cocTaBnser CcAyxebHyl WIM KOMMEpYecKyw TalhHy B CJydae, Korga
nHdopmMaumss MMeeT AENCTBUTESIbHYIO WM MNOTEHUMANbHY0 KOMMEpPYeCKYl LEeHHOCTb B CUy
HEM3BECTHOCTM ee TPEeTbMM Jnuam, K HeN HeT cBOBOAHOro AOCTyna Ha 3aKOHHOM OCHOBaHWMU, U
obnagatens uHdboOpMauuM MNpuUHUMaeT Mepbl K OXpaHe ee KOHduaeHumanbHoCTU. CBegeHus,
KOTOpble He MOryT COCTaB/sATb CJ/yXebHY WIM KOMMep4yecKyl TalHy, OnpenensaiTcs
3aKOHOM W MHbIMW MpPaBOBbLIMU aKTaMMU.

2. WUHdopmMaumsa, cocTasnswowas CcayxebHyw wanM KOMMep4yecKyk TalHy, 3awuwaeTcs
cnocobamu, npeayCMOTPEHHbIMW [paXxAaHCKMM KoaekcoMm PO wn gpyrumm 3akoHamu. Jlvua,
HEe3aKOHHbIMKM MeToZaMum nonyumswmne uHMOpMaLUD, KOTOpass COCTaBnseT CayXebHyt wnm
KOMMEpYeCcKyl TalHy, 06s3aHbl BO3MECTUTb MNPUYUHEHHbIE YbObITKKW. Takasa e 0653aHHOCTb
BO3JlaraeTcs Ha pabOTHMKOB, pa3rflaCcUBLUMX CIYXeOHYI MANM KOMMEpYEeCKYl TaWHy BOMpeKwu
TpyAOBOMY AOrOBOpPY, B TOM 4YMCJle KOHTPaKTY, M Ha KOHTpareHToOB, CAENaBLUMX 3TO BOMpPeKMU
rpa>x4aHCKO-NpaBoOBOMY AOroBOpY.

CobcTBEHHMK MHpOpMaLmn

1. CybbekT WH@OPMALMOHHbIX OTHOLUEHWI, obnagatowmin pPUANYECKUM MNpPaBOM BlafdeHMs,
pacrnopsHKeHMs 1 Mosib30BaHnsa MHMOOPMALMOHHBIM pecypcoM. KOpuandeckoe npaBo BllaAeHus,
pacrnopsPKeHMss W Mosb30BaHWA  MHMOPMALMOHHBIM  pecypCoOM  MPUHALMEXUT  nuuaMm,
NONYYMBLUMM  3TOT  WMHGPOPMALMOHHbLIA pecypc MO HacneacTtsy. ABTOpaM  OTKpPbITUNA,
n3obpeTeHnit, Hay4dHO-TEXHUYECKMX pa3paboToK, paunoHANIM3ATOPCKUX MPeanoXeHUn u T.4.
NPUHAANEXUT NpaBO BNAAEHUS, PaCMNOPSXXeHUs M Mosb30BaHUSA WMHMOpMauMen, UCTOYHMKOM
KOTOPOM OHU SBNSKOTCA.

2. CY6'beKT, B MOJIHOM o06beMe peannsyrLlmn MosHOMOYMS BfAAEHMS, MOSIb30BaHUSA U
pacrnopsi>eHust tHhopMaLumnen B COOTBETCTBUM C 3aKOHOAATE/IbHbIMU aKTaMu.
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3. lOpuanyeckoe wnn dusmdyeckoe nuULO, Bragewuwee nHDOPMaAUMEN B COOTBETCTBUM C
3aKOHOM 0 COB6CTBEHHOCTM.

Cnocob6 3awmutbl nHbopMaLmm
Mopsgok wW  nNpaBuna NPUMEHEHWs  onpedeneHHbIX MPUHLMMIOB W CPeaCTB  3aluThl
UHdopmaumn.
Cnocobbl HeCaHKLMOHMPOBAHHOIO A0CTYyna

1. MNprvemMbl N NOpPSAOK AENCTBUIA C uUenbio nonydyeHms (pob6biBaHMSA) OXpaHSeMbIX CBeAeHM
He3aKOHHbIM MyTeM. K HUM B TOM 4Mciie OTHOCATCS:

e VHULMWATUBHOE COTPYyAHMYECTBO (NpenaTesibCTBO, U3MeHA).
e CKJ/IOHEHMe (MNpuHYXAeHMe, NobyxXAeHne) K coTpyaHmdecTBy (MoaKynM, WaHTax);
e [MOAC/yLUMBAHME MEpPeroBopos;

e HE3aKOHHOEe O3HaKOMJIEHWUE;
* XULLEHHE;

e rnogaenka (Moaudwukaums);

e YHMUYTOXeHue (nopya, paspylueHue);

e HE3aKOHHOEe MOAKJ/IIYEHME K CUCTEMaM M JIMHUSM CBSA3U U nepegavyn nHdopmaumm;
e repexBaT aKyCTUYECKUX N DNIEKTPOMarHUTHbIX CUIrHaNoB;

e BU3yanbHoe HabnwaeHue;

e doTorpadupoBaHue;

e cb6bop 1 aHanM3 AOKYMEHTOB, Nybankaumin n NpPOMbILNEHHbBIX OTXOAOB.
2. K ocHoBHbIM cnocobam HC/[ oTHocaTcs:

e HenocpeacTBeHHoe obpauleHne K obbekTaM A0CTyna;

e CO34aHUE MNpOorpaMMHbIX U TEXHUYECKUX CpencTB, BbIMNOJIHAKOLWNX o6pau.|,eHv1e K obbekTaM
AoCTyna B obxon cpeacTB 3alunThbl,;

3. Mmoamdumkaums CcpencTsB 3allMTbl, No3BoNSAKOWaa ocywecTeutb HCA;

4. BHegpeHne B TexHuyeckue cpeactea CBT wmnm AC nNporpaMMHbIX WKW TeXHUYEeCKUX
MEXaHW3MOB, Hapylwalwmnx npeanonaraemMyo CTpykTtypy wu  dyHkumn CBT wam AC wu
nossonsaWwmx ocywectsntbs HC/.

CpeacTBa BbMUCIUTENBHON TEXHUKMU

COBOKYMHOCTb MNPOrpaMMHbIX W TEXHWYECKUX D/IEMEHTOB CUCTEM O6pa6OTKVI AaHHbIX,
CMNoCcOob6HbIX CDYHKLI,VIOHVIDOBaTb CaMOCTOATENIbHO UM B COCTaBe APYIrnx CUCTEM.

CpeacTBo 3aWunTbl MHMDOPpMaLUK

TexHU4yeckoe, MNPorpaMMHOe CpeacTBO, BELWECTBO W/ MM MaTepuasn, npeaHasHayeHHble Wn
ncrnosibayemble ANs 3aWuTbl MHpOpMaLun.

CpefcTBo 3aWnTbl OT HECAHKLMOHUPOBAHHOIO AOCTYyna

MporpaMMHoOe, TexHM4Yeckoe WM MNPOrpaMMHO-TEXHUYECKOe CpeACTBO, NpefHa3HayeHHoe Ans
npegorTepawleHna ninm CyweCcTBeHHOro 3aTpygHeHna HECaHKUMNOHNPOBAHHOIoO Ao0CTyna.

CpeacTtBo Kpuntorpauyeckon 3awmtbl MHGOpMaLmnm
CpeAcTBO BbMUCAUTENBHOM TEXHMKMW, OCYLLeCcTBAsSOWee Kpuntorpadudeckoe npeobpasoBaHue
nHdopMaummn ana obecneyeHus ee 6e30MNacHOCTM.

CybbekT gocTtyna
Jlnuo wam npouecc, AENCTBUS KOTOPOro pernameHTUMpyrTcs npaBuiaMm pasrpaHudeHus
jocTyna.

Cy6bekT MHMOPMaLNOHHbBIX OTHOLUEHMUN
dusnyeckoe mnu pugmyeckoe namuo, obnagawlwee onpedesieHHbIM NPaBOM MO OTHOLUEHMIO K
nHdoOpMaLUMOHHOMY  pecypcy. B  3aBMCMMOCTM  OT  ypPOBHS  MOJIHOMOYMA  CYy6beKT
MH(POPMALMOHHBIX OTHOLIEHMA MOXEeT ObITb WMCTOYHWMKOM, COBCTBEHHWMKOM, BJlAaAesibLEM WIn
nosib3oBaTtenem uMHdbopMauuu.

TexHuyeckoe cpencTBo 06paboTkn MHpopmMaumm
TexHuyeckoe cpeacTBO, NpefHa3HauyeHHoe pAJis NpUeMa, HaKOMJEeHUsi, XpPaHeHus, noucka,
npeobpasoBaHus, oTobpa)keHus M nepedavmn MHdbopMauMM MO KaHanaMm CBA3W.
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Yrpo3a 6e3onacHoCTH

CoBOKYMHOCTb YCNOBUI M (PakTOpOB, CO34aloWMX OMNACHOCTb XXM3HEHHO BaXHbIM MHTEpecaM
JIMYHOCTK, obulecTBa M rocyaapcTaa.

Y AOCTOBEPSAOLWMA LLEHTP
LUeHTp ynpaBneHuWs OTKPbITbIMX K/OYaMU W KAKOYaMU MPOBEPKM 3NEKTPOHHOM MOAMUCKU B

COOTBETCTBMM C pekomeHgauusamm X.509 B 4yacTM MCMOb30BaHUS CePTUPUKATOB OTKPbITbIX
KJtO4en.

YHUUTOXEHNE NMHGDOPMaLIUK

[JelicTBne, B pesyfibTaTe KOTOPOro WHdboOpMauuss nepectaeT (GU3NYECKW CYLLeCTBOBaTb B
TexHn4yeckux cpeacteax ee ob6paboTku.

YnpasneHune kno4amu

Co3gaHune (reHepauus) KAK4YENn, UX XpaHeHue, pacnpocTpaHeHue, yaaneHue (YHUUYTOXEHUue),
y4yeT M NpMMeHeHWe B COOTBETCTBWUM C MOMUTUKOM Beszonac HOCTw.

YTeuka nHgopmaumm

1. HekoHTponupyemMoe pacnpocTpaHeHWe 3awuwaemorn wHdopMaumm B pe3ysbTaTe ee
pasrnalweHuns, HeCaHKLMWOHMPOBAHHOIO AoCTyna K MHMOpMaUMM M MOSAy4YeHUs 3aluliaemMon
nHdopmMmauum passenkoi.

2. HenpaBoMepHbIli BbIXOA KOHMWAEHUMaNbHON WHMOpMaLMM 3a npepenbl OpraHusauuu umm
Kpyra vy, KOTOpbIM 3Ta MHMOpMaLms AOBepeHa.

DYHKLUMSA X3LWMPOBAHMS

3aknyaeTca B COMOCTAB/IEHUN MPOU3BOILHONO Habopa AaHHbIX B BuAe MNOC/iefoBaTeNbHOCTH
OBOWYHbLIX CUMMBOMIOB M ero obpasa GukCcuMpoBaHHOM HebONbWOWN ASINHBI, 4YTO MO3BONSET
ncnonb3oBaTb 3Ty GYHKUMIO B Npoueaypax 3JeKTPOHHOM MOANUCK AN COKpALLEHUS BpeMeHU
noannucuM wn nNpoBepkn noanucu. Dd@ekT COoKpalleHUss BpeMeHW A[OCTUraeTcss 3a cueT
BbMMCIEHNSA MNOAMMCK TONbKO Noj obpa3oM noanuvcbiBaeMoro Habopa AaHHbIX.

LlenocTHOCTb MHbOpMaLnm

1. CnocobHoCTb cpeacTBa BbMWUCAUTENBHOW TEXHUKWM WAW aBTOMaTU3MPOBAHHOW CUCTEMBI
obecrneynBaTb HEM3MEHHOCTb MHMOPMaLUMM B YCNOBUSAX CAy4YalHOro W/wam npegHaMepeHHoOro
NncKaxkeHus (paspyLueHus).

2. CBOMCTBO WHbOPMaLMM, 3akjtoyalolweecs B ee CYLWECTBOBaHMM B HEUCKAXXEHHOM BuMAE
(HEU3MEHHOM MO OTHOLIEHUIO K HEKOTOPOMY (PMKCUPOBAHHOMY €€ COCTOSIHUIO).

Llenb 3awmTbl MHdOpMaLIUK
3apaHee HaMeueHHbli pe3ynbTaT 3aluTbl MHbOopMaLUUu.

1. Uenblo 3awuTtbl MHDOpPMaUMM MoOXeT 6bMb MpeaoTBpalleHne yuepba COB6CTBEHHUKY,
BNafenblly, Mosb30BaTento MHPOpMaLUUM B pe3ynbTaTe BO3MOXHOW YyTeuku MuHdopMauum
N/VNN HECaHKLMOHMPOBAHHOIO W HenpeaHaMepeHHOro BO3AEWCTBUS Ha MHGOPMaLUIo.

2. Uenammn 3awmtbl 9BNAKOTCSA: NpefoTBpalleHne yTeuku, XuLEeHUs, YyTpaTbl, WCKaXeHwus,
nogaenkm uHdbopmauum; npeaoTBpaweHne  yrpo3 6e3onacHOCTM  nu4yHOCTM, obuwlecTsa,
rocygapcTtea; npegoTBpalleHne  HeCaHKUMOHWMPOBAHHbIX AEUCTBUA MO YHUYTOXEHWIO,
MoamduMKaLunumM, WCKaXEHUK, KOMMpPOBaHWIO, 6510KMpoBaHMiO MHMOpMauuM; npeaoTBpalleHme
Apyrmx (opM HEe3aKOHHOro BMellaTesibCTBa B MHMOPMALMOHHbIE pecypcChbl U MHDOPMaLMOHHbIE
cucTeMbl, obecneyeHne npaBOBOro pexuMa AOKYMEHTUMPOBAHHOM WMH@OpMauunm kKak obbekTa
Co06CTBEHHOCTH; 3almUTa KOHCTUTYLMOHHbIX MNpaB rpaXAaH Ha COXPaHEeHMEe JIMYHOW TalHbl U
KOH(MOUAEHUMANBHOCTN TMEPCOHANIbHbIX AAHHbIX, UMEKLWUXCS B WMHGPOPMALMOHHBLIX CUCTEMaX,
COoxpaHeHue rocyaapCcTBEHHOM TalHbl KOHPMAEHLNANbHOCTH AOKYMEHTMPOBAHHOM
WHpoOpMaumMm B COOTBETCTBMM C 3aKOHOAATENbCTBOM; obecnevyeHne npaB Cyb6bEKTOB B
MH(POPMaUMOHHbIX  npoueccax M nNpu  pa3paboTke, MNpPOU3BOACTBE W  NPUMEHEHUU
MHDOPMALMOHHBIX CUCTEM, TEXHOJIOMMA U CPeacTB ux obecneyeHms.

Wndp

COBOKYMHOCTb 06paTuMbIX Npeobpa3oBaHMin MHOXECTBaA BO3MOXHbIX OTKPbITbIX AAHHbIX Ha
MHOXECTBO BO3MOXHbIX 3aWKN@PPOBAHHbLIX [AaHHbIX, OCYLWECTB/SEMbIX MO OMNpeAesIEHHbIM
npaBuiaM C NPUMEHEHMEM KITIOYEN.
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LLindppoBaHue
Mpouecc 3awndpoBaHna mnm pacwumdpoBaHms.
E Knioy 3awncbpoBanus E Kniou pacwudpoBanmns
=
UCXOOHbLIN TEKCT
3aWwndpoBaHHbIA TEKCT
3awwundpoBaHue PacwudpoBaHue
Puc. 1. WindppoBaHue wuHcbdopmauumn
LndpoBaHme  umHPOpMauumM —  B3aMMHOOAHO3HAYHOE  MaTeMatTmdeckoe (Kpuntorpaduyeckoe)

npeobpasoBaHne, 3aBucsllee OT Kituda (CeKpeTHbin napameTp npeobpa3oBaHus), KOTOpoe
CTaBUT B COOTBETCTBME 6NIOKY OTKPbITOM MWHGpOpMaunnM, npeacTaBlIeHHON B HEKOTOpOM
uudppoBon koaumpoBke, 650Kk WKPpPOBAHHON MHDOPMALUKUKM, TaKxXe npeacTaB/IEHHON B
unudpposon koampoBke. TepMmuH wndpoBaHMe obbeanHseTr B cebe paBa npouecca:
3awmndpoBaHme n paclungpoBaHne nHdbopMmauyum.

Ecnn 3awndpoBaHne n pacwmdpoBaHMe OCYLLECTBASOTCS C WUCMNOSIb30OBAHMEM OAHOIMO M TOFO
XXe KJlloda, TO TakKoM anroputMm Kpuntorpaduyeckoro npeobpasoBaHus Ha3biBaeTCH
CUMMETPUYHDBIM, B MPOTUBHOM C/lyyae — aCMMMETPUYHbIM.

MpounTtaTh 3awundpoBaHHOe coobuweHne (MHMOPMaLUIO) MOXeT TOSIbKO MOJSIb30BaTesb,
MMEILLMA TOT Xe 3aKpbITbli KoY WKNdpoBaHUS.

LLindppoBaHne AOKYMEHTOB (TEKCTOB)

MpeobpazoBaHme GOpPMbl UCXOAHbIX (OTKPbITbIX) TEKCTOB coobuweHni TakuM obpa3oM, 4TO MX
CMbIC/T CT@HOBWUTCS HEMOHSATHbIM A5 Nto6oro svua, He BMAAEKWEro cekpetoM obpaTHOro
npeobpazoBaHus.

LndpoBanbHble cpeacTBa

K wwudpoBanbHbiM  (KpunTorpaduyeckum) cpeacteam (cpeacteBaMm  Kpuntorpaduyeckon
3awmnTbl MHOOPMaLumM), BKKYAS OKYMEHTALMIO HA 3TU CpeACTBa, OTHOCATC S1:

a) cpeactBa wudpoBaHWs - annapaTHble, TMpOrpaMMHbie W MPOrpaMMHO-anmnapaTHble
WwndpoBanbHble (kpunTorpadunyeckme) cpeacTBa, peanusyouwime anropuTMsbl
Kpuntorpadunyeckoro npeobpasoBaHmsa MHOpMaLUM AN OrpaHMYeHUst AOCTyna K Heil, B TOM
ymncne npu ee xpaHeHum, obpaboTke n nepenave;

6) cpeacTBa MMUTO3aWMUTbl - annapaTHble, MNPOrpaMMHble M MPOrpaMMHO-annapaTHble
wndppoBanbHble (Kpuntorpadpuuyeckme) cpeactsa (3a WUCKAKYEHWMEM CpeacTB WKUdpoBaHus),
peanusylolme anroputMbl Kpuntorpaduyeckoro npeobpasoBaHus uWHPOpMauun ans ee
3alWMTbl OT HaBsA3bIBAHUS JIOXHOM MHGOpMauumM, B TOM 4YMC/e 3aluUTbl OT MOAMDULNPOBAHKS,
ans  obecneyeHuss ee [AOCTOBEPHOCTM U  HEKOPPEKTMPYeMOCTM, a Takxe obecneyeHus
BO3MOXHOCTW BbIAB/IEHUS W3MEHEHWUNr, wuMmuTauuu, danscndmkaumm mnm MoanduLUpoBaHUS
nHdopmauuu;

B) CpeACTBa 3/IEKTPOHHOM NOAMNUCH;

r) cpeaAcTBa KOAMPOBaHUS - cpeacTBa WKUdpoBaHUS, B KOTOPbIX YaCTb KpuaTorpaduyeckux
npeobpasoBaHunii MHMOOPMaL UM OCYLLECTBASETCA C WUCMNO/Ib30BaHMEM PYYHbIX Oornepauui uiamn c
NCMNOJSIb30BAHMEM QABTOMATU3UPOBAHHbLIX CPEACTB, NpeaHasHaudeHHbIX A7 BbIMOHEHUS TaKuxX

onepauui;

A) cpeacTBa WM3rOTOBAEHUS  K/KOYEBbIX [AOKYMEHTOB - annapaTHble, MporpamMmmHble,
nporpaMMHo-annapaTHble wudpoBanbHble (Kpuntorpaduyeckune) cpeactsa, obecneuymsatowme
BO3MOXHOCTb N3roTOBJIEHUS KJ1t0O4YEeBbIX OOKYMEHTOB ans wndpoBasbHbIX

(kpunTorpadmyeckmx)  CpeacTs, He BXxoAsWwue B COCTaB 3Tux  WKdpPOBabHbIX
(kpunTorpadmyeckmx) cpeacTs;
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Ob6wasn yacTtb
€) K/Io4YeBble AOKYMEHTbl - 3/IEKTPOHHbIE AOKYMEHTbl Ha Nto6biXx HOocuTensax mHdopmauuu, a
TakXe [AOKYMeHTbl Ha OyMaXHbIX HOCUTENaX, CcoAepXaliMe KI4YeByo uHbopMauuto
OrpaHM4YeHHOro Aoctyna Ans  Kpuntorpaduyeckoro nnpeobpaszoBaHus uHGopMauum C
NCNoNb30BaHNEM asiropuTMOB Kpuntorpadunyeckoro npeobpasoBaHus nHdpopmauum
(kpunTorpadudeckuii kno4) B WndpoBasbHbIX (KpunTorpapuyecknx) CpeacTBax;

X) annapaTHble wudpoBanbHble (KpunTorpaduyeckme) cpeacrtsa - YCTPOWCTBA M UX
KOMMOHEHTbL, B TOM 4MCNe CcoAepXalliMe K/4YeBylo wuHdbOpMauuo, obecneumBarowme
BO3MOXHOCTb npeobpasoBaHus nHdopMauum B COOTBETCTBUHU C anropuTMamm
kpuntorpadumyeckoro npeobpasoBaHuss wuHdbopMauum 6e3 MCNoMb30BaHMSA MNporpamMMm  A4Jis
3/1eKTPOHHbIX BbMUCINTESbHBIX MalUWuH;

3) nporpamMmHble wudpoBanbHble (KpunTorpaduyeckue) cpeacrtea - MporpaMmbl  Ans
3/1EeKTPOHHbIX BbMUCAUTENbHbLIX MaliMH M MX 4acTu, B TOM 4UCNE coAepXaline KIK4eBYHo
nHdopmaumo, obecneymsaroime BO3MOXHOCTb NpeobpazoBaHmsa MHGOPMaLUM B COOTBETCTBUMU
C anroputMamum Kpuntorpaduyeckoro npeobpaszoBaHma umHdOpMauuM B MNPOrpaMMHO-
annapaTtHbiX wWwudpoBanbHbix (Kpuntorpaduyecknx) cpeacrtsax, WMHMOOPMaALMOHHBIX CUCTEMax
N  TEeNeKOMMYHMKAUWMOHHBIX CUCTEMAX, 3alULWEHHbIX C WCMONb30BaHMEM WNQpPOBabHbIX
(kpunTorpaduyeckmx) CpeacTs;

n) nporpamMmHoO-annapaTtHble wudposBanbHble (KpunTorpaduyeckme) cpeacTBa - YCTPOUCTBa U
MX KOMMOHEHTbl (3a WCK/YEHNEM WHPOPMALUMOHHBIX CUCTEM WU TENEeKOMMYHUKALMOHHbIX
cucTeM), B TOM 4Yucie cofepxalme K4YeByH MHPopMaumo, obecneymBatouime BO3MOXHOCTb
npeobpasoBaHua WHGOpMaUMM B COOTBETCTBMM C anropyutMamm Kpuntorpaduyeckoro
npeobpazoBaHus nHdopMauum  c MCMO/Ib30BaHNEM nporpamMMm  ans  3J1eKTPOHHbIX
BbMUC/IUTENbHbIX MalUMH, MpegHa3HauyeHHbIX A7 OCYLeCTB/IeHMss 3TuUX MnpeobpasoBaHui
nHpoOpMaLUM UM UX YacTu.

Wndpytowas darnosas cucrtema

dannoBass cuctema, nosponstowas obecneunmBaTb KpunTorpaduyeckyto 3sawuTty danna
(wndpoBaHMe) He3aBUCUMMO OT ApPYrux annos C BO3MOXHOCTbIO €ro U3MeHeHWs He3aBUCUMO
KaxAbiM U3 AOMYLEHHbIX K HEMY MoOsb30oBaTenen:

DNeKTPOHHasa nMoanucChb

JaHHble, nobaBnaeMble K 6ﬂ0Ky AdHHbIX MOJTy4YE€HHbIE B peE3ysibTaTe €ro KpVII'ITOFpaq)MLIECKOFO
npe06pa3OBava, 3aBuUCAlLEro OT 3aKpbITOro Kjw4ya u“ 6noka AadHHbIX, KOTOpPbIE MNMO3BONIAOT
NMPUEMHUKY AaHHbIX YyAOCTOBEPUTLCA B LEJIOCTHOCTU 6noKa AaHHbIX U MNOAAUHHOCTM UCTOYHKUKA
AaHHbIX, a TaKXe obecneuuntb 3aWnTy OT noasiora Co CTOpPOHbI NPpUEMHUKA AaHHbIX.

MNpoBepka 3NEKTPOHHOM noanucu nog 670KOM  OTKpbITOM MHMOPMauuM NpoOM3BOAUTCHA C

noMoLblo KpunTorpadmdyeckoro npeobpasoBaHuUs M OTKpbITOro kswda (kKnwoda nposepku M),
COOTBETCTBYlOLWEro 3akpbiroMy (katwdy 2I1), yyacTBOBaBLUEro B npouecce yctaHosku I,

a

CepTudmkar \ \
\
E CekpeTHbiit kntou ILIM OTKPHT::LE Kkntoua 3 i‘

ABC

MCXDﬂHbIﬁ TEeKCT
aun ﬁ

dopmupoBaHue dLN MpoBeka UM

ABC

VCXOAHBLIV TEKCT

Puc. 2. ®opmupoBaHue u nposepka I

DNeKTpoHHas noanucb obecnedmBaeT LLEeNOCTHOCTb coobuieHuli (AOKYMeHTOB), nepeaaBaeMbixX
Nno He3alMWLWEeHHbIM TeNeKOMMYHMKALNOHHBIM KaHanaMm obulero nonb3oBaHus B CUCTEMax
06paboTkn MHMOpMaLUUM pasIMYHOIO Ha3HA4YeHWsl, C rapaHTUpoBaHHOM uaeHTUdUKaUMeln ee
aBTopa (/iMua, noAnMCaBLUIEro AOKYMEHT) DNeKTPOHHas MOoAMMChb MO3BOJISeT 3aMeHUTb MNpwu
6e36yMaxxHOM [OOKyMeHToobopoTe TpaauUMOHHbIE MedyaTb M noanucb. [py MnoCTpoeHun
unudpoBon noannuCm BMeCTO OObIMHOM CBS3M MexAy nedyaTblo WAM PYKOMUCHOM MOAMUCHIO W
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nMcToM ByMarm BbICTynaeT CcfioXkHas MaTeMaTuMyeckass 3aBUMCUMMOCTb MeXAy 3/1eKTPOHHbIM
AOKYMeHTOM, ksitodamu I n nposepku 3.

MpakTnyeckas HEBO3MOXHOCTb MoAAesKu 3J'IeKTpOHHOl7I noanncm onupaeTcsa

Ha oOu4eHb
6onbLon 06beM onpeaeneHHbX MaTeMaTudyeCKUX BbMUCIEHUN.

lMpocTaBneHne noanucu no4 LAOKYMEHTOM He MeHSeT CcaMOoro AOKyMeHTa, OHa TOJIbKO JaeT
BO3MOXHOCTb NMpoBeEpPUTb NOAJIMHHOCTb N aBTOPCTBO I'IOJ'IyLleHHOVI MHd)OpMaLI,MM.

19



XKTAN.00088-01 91 01. Kpuntollpo CSP. PykoBoACTBO aAMWHMUCTpaTopa 6e30nacHoCTy.
Obwas yacTb

1. Haz3HaueHue CK3U

CK3M npegHasHaueHo 418 3aluTbl OTKPbTOM MHGMOpMauMM B MHGMOPMAUMOHHBIX CuUCTeMax obLuero
nosib30BaHMs  (Co3gaHne/npoBepKa 3MIEKTPOHHOM MOANMCK) M 3alluTbl  KOHMUAEHUMANbHOM uHbopMaumn, He
coaepxallen CBedeHW, COCTaBNAWMX [OCYAAPCTBEHHYI0 TaliHy, B KOPMopaTuBHbX —WHC(OPMaLMOHHbBIX
cucTeMax C BbIMOSIHEHMEM CReayowmx (QyHKUWIA:

1) 3aWwmueHHoe  XpaHeHWe MOJIb30BaTeNIbCKUX  KJK4Yel B KJ/IIOYEBOM  KOHTelHepe C
MCMONIb30BaHMEM WN(GPOBAHNS, MMUTO3ALWUTbLI N ayTeHTudmnKaumm 4ocTyna;

2) wndpoBaHue, BbMUCIEHNE UMUTOBCTABKM, X3LUMpOBaHue, co3faHue/npoBepka
3M1EKTPOHHOM MOAMWUCKU AAHHBLIX B 061acTAX NaMsaTH;

3) dopMUpOBaAHME CECCUOHHLIX KJItOUEen, Ktoyen obMeHa M Knwuen cospaHus/nposepku 3,
MX UMNOPT/3KCNOPT U3/B KNOUYEBON KOHTENHep;

4) npgeHTudukauma, ayteHtudbukauyms, wmdpoBaHme m nMmtosawmta TLS-coeamHeHun;
5) ayTeHTudunkauus B gomeHe Windows c ncnonbsosaHneMm «Kpuntollpo Winlogon»;
6)

20



XKTAN.00088-01 91 01. Kpuntollpo CSP. PykoBoACTBO aAMWHMUCTpaTopa 6e30nacHoCTy.
Obwas yacTb

2. TpeboBaHuga Kk akcnnyatauum CK3U

CK3N «Kpuntolpo CSP» v 4.0 npegHasHayeHO AN 3aliuTbl OTKPbMTOM WHQOpMauunm B
MHPOPMALMOHHBLIX cucTeMax obuwero nonb3oBaHusa (Co3gaHve/rnpoBepka 31IEKTPOHHOM MoAMMUCKU) U
3aWnTbl  KOH(pMAeHUManbHOW  MHpOpMaUmuK, He copepxalen CBeAeHWi, COCTaBASOLWMX
rocyaapCTBEHHYHO TaliHy, B KOprnopaTUBHbIX NH(OPMaLMOHHbIX cucTtemax
(wndpoBaHune/pacwmdpoBaHme MHpoOpMaUumM, BbMUCNEHME/NPOBEPKA MMUTOBCTABKMW, BbMUCEHME
3HayeHns xaWw-dYyHKLMK, BbMUCIEHNE/NPOBEPKA 3/IEKTPOHHON MoanucK).

CpeactBamm CK3M «Kpuntollpo CSP» v 4.0 He pgonyckaeTcs obpabaTbiBaTb WMHMOpMauuto,
coAepXalwyl CBeAeHUs, COCTaBSAOWME rOCYAAaPCTBEHHYIO TanHy.

CK3N «Kpuntollpo CSP» v 4.0 MOXeT MUCNonb3oBaTbCs ANs Kpuntorpadmnyeckon 3awuThbl
nepcoHasbHbIX AaHHbIX.

YcTaHoBo4uHble Moaynu CK3UW «Kpuntollpo CSP» v 4.0 U KOMMONEKT 3KcnjayaTauWoHHOW
OOKYMEHTaumMm K HeMy MOryT MOCTaBAATbCSA MOSb30BaTeNto YMNOSHOMOYEHHOW OpraHusaumen AByMs
cnocobamu:

1. Ha HocuTene (CD, DVD - guckwn);
2. MNocpencTteoM 3arpyskun yepes MHTepHeT.

Ona nonyyeHus BO3MOXHOCTWM 3arpy3km yCTaHOBOYHbIX moaynen CK3U «Kpuntollpo CSP» v
4.0 M KOMMMeKTa 3KCMyaTauMoOHHOMW [OKYMeHTauuM Mnonb30BaTeNb HanpaBAseT CBOM Y4eTHble
OaHHble YMOJIHOMOYEHHOW oOpraHu3aumn. Y4YeTHble AaHHble MOryT ObTb HanpaBsieHbl MOCPeACTBOM
3aMo/IHEHNA  Cneunann3npoBaHHOM  pernmcTpaumoHHon  GopMbl  Ha  cante  YNOJHOMOYEHHOM
opraHusauuu.

Mocne nony4vyeHMs  YNOSITHOMOYEHHOW OpraHM3auMen YUYEeTHbIX JAaHHbIX M0Jb30BaTesto
npeaocTasnsgeTcsa AOCTYN Ha CTpaHuUy 3arpy3kum ycTaHoBOYHbIX moaynen CK3U «Kpuntollpo CSP» v
4.0 n KoMNAeKTa 3KCnayaTauMoHHOW AOKyMeHTauuu. lpu 3arpy3ke nosib3oBaTesieM YCTaHOBOYHbIX
moaynen CK3UM <«Kpuntollpo CSP» v 4.0 u KoMnfaekTa 3KChAyaTauMoOHHOMW AOKYyMeHTauuu
YNOMHOMOYEHHOMN OpraHM3aunen npucBaMBaeTCs YYETHbIM HOMep, MAEHTUPUUUPYIOLWNA dK3eMnasap
CK3U «Kpuntollpo CSP» v 4.0, npeaocTasB/ieHHbI NOAb30BaTeNIo.

Ha cTpaHuue 3arpy3ku BMecTe C AUCTpUOYTUBOM M AOKYMEHTaUMElN pa3MellaeTcs oTAe/IeHHas
3JIEKTPOHHAA noAMnMuUCb, AN TMPOBEPKM KOTOpOM HeobxoaMMO wUCMofnb30BaTb YTUAUTy cpverify,
MONYYEHHYD AOBEPEHHbIM 06pa3oM U coaepXkallyto Koy NMpoBEPKU AAHHOW 3/1eKTPOHHOWM NOAMUCHU.

YcTtaHoBka CK3U «Kpuntollpo CSP» v 4.0 Ha paboyee MecCcTO NoOnb30oBaTeNss MOXET ObTb
OCyllecTB/eHa TOJIbKO B Cjly4yae MOATBEPXAEHUS LESIOCTHOCTU MOJIyYEHHbIX YCTaHOBOYHbIX MOoAynen
CK3M «KpunTtollpo CSP» v 4.0 n akcnayaTauMOHHOM AOKYMEHTaLunu.

1. CpeacrBo KOHTpoOns uenocTHocTu (cpverify.exe) nepBOHa4yasbHO AO/MKHO 6biTb MOy4YeHO
nosib3oBaTtesieM Ha @GuanM4eckoM HocuTene B oduce koMnaHum 000 «KPUNTO-MPO», nubo y
odpuumanbHoro gunepa. Takas yTuamTa cyuTaeTcd MoJyyeHHOW AoBepeHHbiIM obpasoMm. [danee
nosly4yeHHOW AoBepeHHbIM 06pa3oM NpusHaeTcs ovyepeaHas BepCcus yTUUTbl, NoslydyeHHas no6biM
IL!_!_“ ob6pa3oM, HanpuMep, ckayaHHas c carTa Www.cryptopro.ru, npu ycinoBuu, 4To oHa 6bina npoBepeHa
OPYrMM 3K3eMNASpOM YTWUAUTbI, MOJIy4EeHHbIM paHee AoBepeHHbIM o6pa3oM, M nposepka 6bina
YCNEeLWHOMN.

2. Knou nposepku OI1, a Takke MHPOpMauma o HEM (gaTa Cco34aHMUA, aaropuTM X3 W-PYyHKLWUNK,
MAEHTUGMKATOP anropmTMa NOAMNMUCK) 3aNNCbIBAOTCA B UCXOAHbIN KOA YTUIMTbLI HAa 3Tane cbopku.
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3. TlporpamMMHo-annapaTHble cpeabl GyHKUMOHMpPOoBaHUA CK3U

CK3N «Kpuntollpo CSP» v 4.0 dQyHKUMOHMPYET B CcJeaylwmnx rpynnax nporpaMMHoO-
annapaTHbIX cpej:

Windows
BkitoyaeT nporpaMMHO-annapaTHbie Ccpeabl:

Windows 7/8/8.1/10/Server 2003/2008 (x86, x64);
Windows Server 2008 R2/2012/2012 R2/2016 (x64).

LSB Linux

Bkntouaet anctpmbyTtuBbl Linux, yaosneTBopstowme ctanHaapTy Linux Standard Base ISO/IEC
23360 Bepcun LSB 4.x:

CentOS 4/5/6/7 (x86, x64, POWER, ARM);

TAO OC AUC ®CCIN Pocenm (GosLinux) (x86, x64);

Red OS (x86, x64);

Fedora 23/24/25 (x86, x64, ARM);

Mandriva Enterprise Server 5, Business Server 1 (x86, x64, ARM);

Oracle Linux 4/5/6/7 (x86, x64);

OpenSUSE 13.2, Leap 42 (x86, x64, ARM);

SUSE Linux Enterprise Server 11SP4/12, Desktop 12 (x86, x64, POWER, ARM);
Red Hat Enterprise Linux 4/5/6/7 (x86, x64, POWER, ARM);

CuHTe3-OC.PC (x86, x64, POWER, ARM);

Ubuntu 10.04/12.04/12.10/13.04/14.04/14.10/15.04/15.10/16.04/16.04.1/16.10 (x86, x64,
POWER, ARM);

Linux Mint 13/14/15/16/17/18 (x86, x64);

Debian 7/8 (x86, x64, POWER, ARM);

Astra Linux Special Edition (x86-64).

c
S
X

BkntouaeTt nporpaMMHoO-annapaTHbieE Cpeabl:

ALT Linux 7 (x86, x64, ARM);
ROSA 2011, Enterprise Desktop X.1 (Marathon), Enterprise Linux Server (x86, x64);
POCA XPOM/KOBANBT/HUKEJTb (x86, x64);
FreeBSD 9/10, pfSense 2.x (x86, x64);
AIX 5/6/7 (POWER);
Solaris
BknoyaeT nporpaMMHO-annapaTHble cpeabl:

Solaris 10 (sparc, x86, x64);
Solaris 11 (sparc, x64).
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4. PeanusyeMble Kpuntorpaduyeckme anroputmbl

Anroputm  wmdpoBaHus/pacluMpoBaHna  AaHHbX UM BbMWUCSIEHWS  WMUTOBCTaBKW  peasin3oBaH B
cootBeTCTBMM € TpeboBanuamm  TOCT P 28147-89.  «Cuctembl  0bpaboTkn  uHdopMauwm.  3awwura
Kpurrorpaduyeckas. AnroputM  Kpurrorpaduueckoro npeobpasoBaHus».

AnropuUtMbl  pOpMMpOBaHUS 1 NpoBepkuM 3l peann3oBaHbl B COOTBETCTBMM C  TpeboBaHWsMU
MOCT P 34.10-2001 mn MOCT P 34.10-2012 «MHdopmaumoHHasa TexHonorusa. Kpuntorpadwuyeckas 3sawura
mHdbopmauumn. Mpoueccobl GOPMUPOBAHMS M MPOBEPKU INEKTPOHHOM LMMDPOBOK MOAMMUCHK ».

AnropuUT™  BbPaboTKM  3HadeHus XxoW-GYyHKUMM peanm3oBaH B COOTBETCTBMM C  TpeboBaHUsiMU
TOCT P34.11-94 wn TOCT P 34.11-2012 <«WHdopMaumoHHast TexHomorvsl.  Kpurmorpadudeckas  3awura
WHpopMaLnKn. OYHKUUS XOLLMPOBAHUS ».

S-60KCbl, PyMnbl TOYEK Ha S/UMMTUYECKUX KPYBbX, 3HayeHus (YHKUMA X3LUMpOBaHWs onpeaesieHbl B
aokyMeHte RFC 4357, ®epepanbHOe areHTCTBO MO TEXHUYECKOMY  pPerysMpoBaHMiO UM METPOSoru
(POCCTAHLAPT), TexHW4ecKuin KOMUTET Mo CTaHdapTusaumm <«Kpurrorpadudeckas 3awmra uHgopmaumm» (TK
26), «Cuctembl 06paboTkm uWHGpOpMaumM. 3awmra Kpurmorpaduyeckas. MeToamyeckme pekoMeHzauum Mo
Kpurrorpadmyecknm - anroputmaM, COMyTCTBYHOWMM MpUMEHeHMIO cTangaptoBs [OCT P 34.10-2012 w TOCT P
34.11-2012»..

Kniouesasi cuctema CK3U «Kpuntollpo CSP» v 4.0 obecneuvBaeT BO3MOXHOCTb MApHO-BbHBOPOYHOM
CBS3M abOHEHTOB CETW C BbPabOTKOM A1 KaXOOro CeaHca CBA3M KIOYEM Ha OCHOBE MpUHLMMA@ OTKPbITOro
pacrpefeneHust Klo4Yer C Ucross3oBaHneM anroputMa Auddu-XennmaHa.
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O6uwan 4yacTtb

5.1. CtpykTtypa CK3U

5. Ctpyktypa u coctaB CK3U

O6bwas cTpyktypa CK3M npeacrtasneHa Ha PucyHke 5.1.

CereBble PUIIOKEHUS

A
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5.2. Coctas CK3M1

— KpUNTOCEPBWUC;

— KpunToapameep;

— Moaynb ceTeBol ayTeHTudukaumm (Kpuntollpo TLS);

- Moaysb 06paboTkn ceptudumnkatos u CMS nportokona;

— YTUAuUTa BbiIpabOTKW BHELLIHEN raMMbl;

— YyTUAMTa KOMaHAHOM CTpOKW Ans wudpoBaHua (annos;

— YTWANTaA KOMaHAHOW CTPOKW Anst paboTbl C cepTudmkatamu;
— MOAyNb ayTeHTudUuKaumm nosb3oBaTtensa B goMeHe Windows;
— nakeT pa3paboTumka Ana mcnonb3oBaHua npotokonoB IPsec (IPsec SDK);
— nakeT pa3paboTumka ana scTpamBaHmsa CK3U (CSP SDK);

— MOAYNb NoaaepXKn nHtepderica Mozilla NSS;

— cepBucHble Mmoaynu (cpverify, wipefile, stunnel);

- bubnunoteka, obecrneumBarowas MoAKIOYEHNE U (PYHKLMOHMPOBAHME KJIIOYEBBLIX HOCUTESEN
(RDK)

— 1 YHKUMOHMPYET B rpynnax nporpaMMHo-annapaTHbiXx cpeg n.3.

5.3. CocTtaB nporpammHoro obecneudeHuns CK3U

CK3N «Kpuntollpo CSP» v 4.0 hyHKLUNOHUPYET Ha OAHOM U3 ABYX YPOBHEN:

— YPOBEHb MPUNOXEHUS;
— ypoBeHb sapa OC.

B coctraes CK3UN «Kpuntolpo CSP» v 4.0 BxoasT:

- bubnunotekun dll, cepsuceol, gparisepbl «Kpuntolpo CSP».
— Moagynb ceteBon ayTeHTudmKauum «Kpuntollpo TLS».

— Moaynb «Kpuntollpo Winlogon».

— Kpuntorpaduuecknn nntepdeiic «Kpuntolflpo CSP».

— MporpaMMHbIi gaTtumk cnydanHbix dmncen (MACH) ¢ wmHcTannsuuneh ot dusmyeckoro ACH
(®ACH) BcTpamBaemMoro nporpaMmmHo-anmnapatHoro kommiekca (MAK) 3awutel ot HC[, BHelHel
rammoil.

— KOHTpOb LeNOCTHOCTM NpOrpaMMHOro obecneyeHus.
— C1ucTeMa MHXeHepHO-KpunTorpadmMyeckon 3almTbl.
— Cuctema 3awutbl ot HCA.

5.4. CoctaB noacucTtembl nporpamMmHon COK

B cocTtaB noacuctemsbl ﬂpOFpaMMHOVI COK Bxoaar cneayrwime KOMMNOHEHTDI:

— MNpunoxeHne (MNpuknagHoe nporpamMMHoe obecneveHune, ucnosnbsytowee CK3N).

- NHTepdenc SSPI (NoaMHOXEeCTBO UWHTepdenca kKpuntorpadpuyeckux NpOTOKOS0B Secure
Support Provider Interface (SSPI, CryptoAPI v. 2.0) ana peanusauuMm MNpoTOKOSIa CeTeBOW
ayTeHTudukaumm TLS v. 1.0 (nog ynpasneHnem OC Windows).

— Moaynn HacTtpoliku OC Windows ans obecnevenms dyHKunoHupoBaHusa CK3U.
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- NnTepdenc CryptoAPI 2.0.

- CpeactBa  Crypt32(Win32,64) pana obecneyeHms paboTbl C  ceptudumkatamMm C
ncnonb3oBaHneMm uHTepdenca CryptoAPI 2.0 4vepe3 kpuntorpadpumueckmin uHtepdeiic «Kpuntollpo
CSP» nopg ynpasnenmem OC Windows.

- CpencTtBa CapilLite - ana obecneyeHuss paboTbl C cepTudukaTtaMm C MCMNOSIb30BaHUEM
mHtepdeinca CryptoAPI 2.0 u4epe3 kpuntorpadpuueckmin uHtepdenc <«Kpuntollpo CSP» nog
ynpasneHnem OC cemenctea UNIX (Linux , FreeBSD, Solaris, AIX).

— KpunTtorpaduyeckunn nutepdenc «Kpuntolpo CSP».
— lTaTHble nHTEepdenchl KNOUYEBbIX HOCUTENEN.
—ASN.1 - cuctema KoaMpoBaHUsA/AeKoAMpoBaHUSa AaHHbIX B dopmaTax ASN.1.

CocTtas moaynen CK3UW n noacuctembl nporpaMmHon COK ans coOOTBETCTBYHOLMX MPOrpaMMHO-
annapaTHbIX cpefi KOHKpeTusupyeTcs B gonosiHeHunax XTHAW.00088-01 91 02, XTAM.00088-01 91
03, XTAM.00088-01 91 04, XTAMN.00088-01 91 05, XTHAM.00088-01 91 06 Kk HacTosLwweMYy
[OKYMEHTY.
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6. KnwuyeBasa cucrtemMa m Kao4yeBble HOCUTENN

6.1. O6bwme nonoxxeHus

CK3MN «Kpuntollpo CSP» v 4.0 aBnseTca CUCTEMOM C OTKPbITbIM pacnpeaeneHneM KJ4deln Ha
OCHOBE aCMMMETPUYHOM KpunTorpaduu C UCMNONb30BaHMEM 3aKPbITOr0 KJ/l04a Ha OOHOM CTOpPOHE WU
COOTBETCTBYIOLWEr0 My OTKPbITOro Kjt4da MHPOpMaLMOHHOIo B3aMMOAENCTBUS Ha APYrOA CTOPOHe.

Monb3oBaTenb, obnagawowmin npaBoM noanucu u/mnn wndpoBaHUa AaHHbIX, BblpabaTbiBaeT
Ha cBoeM pabouyeM MecTe wAM nonyyaeT y aaAMUHMCTpatopa 6e3onacHocTn (B 3aBMCUMOCTM OT
MPUHATON MOAUTUKM 6e30MacHOCTM) JINYHbIE 3aKpbbii KoY (KAod 3M) M OTKPbITbIA KoY (KoY
nposepkn 3IIl1). Ha ocHoBe KaXAoro OTKpbIroro knw4a (kawoda npoBepku Ol) YaAoCToOBEPSHOLWMM
LleHTpoMm dopMupyeTcs cepTudumkaT OTKPbITOro ktya (ceptudukaTt koya nposepku IMM).

6.1.1. lUndpoBaHne paHHbIX

Mpn 3awmndpoBaHun coobluieHns nosb3oBaTeneMm A ans nosnb3oBaTens b, nonb3osatens A
dbopMUpYyET CUMMETPUYHBIA KoY CBA3W (CeaHCOoBbIM KoY MHPOpMaUMOHHOrO obMeHa) Ha OCHoBe
CBOEro 3aKkpbIroro kw4ya obMeHa WM OTKpbITOro kwda obmeHa nosb3oBaTens b. CooTBETCTBEHHO,
Ans pacwndpoBaHmnsa 3Toro coobuieHns nonb3osaTtenem b popmmpyeTcs TOT Ke CUMMMETPUYHDBIA KNtoY
Ha OCHOBE CBOEro 3aKpbiTOro kaw4ya obMeHa n OTKpbITOro kwya obmeHa nonb3osatens A.

Takum obpaszom, ana obMeHa AaHHbIMW KaXAOMy MoJsib30BaTesito Heob6xo0AMMO UMeTb:
— JINYHbIA 3aKpbITbIi K04 0bMeHa;
— OTKpbITble Ko4n obMeHa Apyrux nonb3oBaTenen.

CeaHcoBblli K04 MHPOPMaLMOHHOIO 0obMeHa BblpabaTbiBaeTCs Ha OCHOBe anroputMma Auddu-
XennmaHa. Anroputm Auddu-XennmaHa obecnedmBaeT (HOPMUPOBAHUE CEAHCOBLIX KJIHOYEN, HO He
obecneymBaeT ayTeHTUDMKaALUKD CBA3bIBAOWNUXCS CTOPOH. [lo3TOMy [AaHHbIA anropuTM  OOJSKEH
MCMONb30BaTbC COBMECTHO C MpPOTOKONAMUM ayTeHTudumKauum, B YaCTHOCTM, C MPOTOKOJSIOM
«Kpuntollpo IKE».

6.1.2. ®opMupoBaHue n nposepka Il

Ons ¢dopMMpoBaHUA 3EKTPOHHOM MOAMUCU MCMOMb3YEeTCS KU 3JIEKTPOHHOW noanucu, Anas
MPOBEPKN — COOTBETCTBYIOLWMIA KJIKOY MPOBEPKU 3NEKTPOHHOM moanucu. Mposepswowmnii gomkeH bbb
MOSTHOCTbIO YBEPEH B MPUHAANEXHOCTU KJoya npoBepkn 3l KOHKpPETHOMY mnonb3oBaTento. [nsa aTon
Lenm ncnosbsyetcs ceptudumkaT Kaoda npoeepku I, nognucaHHbiM Y aoctoBepsatowmM LileHTpomMm.

Kaxgomy nonb3oBaTtento, obnagatoweMy npasoM noanmcu, HeobxoamMo MMETb:
— KJ1104 3/1eKTPOHHON Noanucu;

— KJIIOYM TMPOBEPKM 3NEKTPOHHOM noanucu (cepTudurkaTtbl K/lO4Yen MNPOBEPKU 3JIEKTPOHHOM
noAnuCwK) ApYyrnx nosib3oBaTesien.

Kniou 3ﬂeKTpOHHOﬁ noanMcyu Moxket 6biTb UCMOJSIb30OBaH TONbKO ANA ¢opMupoBaHus
3.

3aKkpbITbliii K104 06MeHa MOXeT 6biTb MCNOJIb30BaH KakK Ana ¢opMMpoBaHMA K/KO4a
CBAi3M C ApYruM nosb3oBaTesieM, Tak u ana opmupoBaHus 3I1.

6.2. KntouyeBon KOHTenHep

3akpbmble kntoun CK3U «Kpuntollpo CSP» v 4.0 XpaHATCSA B K/HOYEBOM KOHTEWHEpPE, KOTOPbIi
MOXEeT coaepxaTb B cebe:

— TOJIbKO KJ1I0Y MOAMNUCH;
— TONIbKO KJ1t0O4 0BMeHa;
— K104 NoANNCU U KoY 06MeHa 0AHOBPEMEHHO.
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EOVHCTBEHHBIM K/IOY K/IOYEBOro KOHTenHepa (K4 nognucu wuiam knwd obmeHa) HasbiBaeTcs
NMepBUYHBLIM KIKOYOM. ECnM B KOHTEMHepe fABa KJk4a, TO MepBbIA KAWY - K/AOY MOoANUCKU -
Ha3blBAaeTCs NEPBUYHBLIM, BTOPOM KJIOY — KJIOY O6MEeHa - BTOPWUYHbLIM.

KntoueBoi KOHTelHep COAEPXUT KpoMe Kiuden cnyxebHyw mHdbopMmauuto, Heobxoammyo ans
obecneveHns kpuntorpadunyeckon 3awunTbl KAKOYEN, NX LEAOCTHOCTU M T.N.

Kaxxabih KNo4eBON KOHTenHep (He3aBMCUMO OT Tuna HOCUTENSA), ABASETCS CaMOAOCTaTOYHbIM
M CcodepXuT BCl Heobxoaummyt uHbopMauuto ang paboTbl Kak C CaMMM KOHTEMHEpoM, Tak U C
3aKpbiMbiMM (M COOTBETCTBYIOWMUMN UM OTKPbITbIMW) KAKOYaMM.

Ha knioueBOM HOCUTENE KUK XPaHATCSA B hopMaTe KJIloYeBOro KOHTelHepa.

6.3. ®opMaT KYEBOro KOHTelHepa

KntoueBOl KOHTENHEep COAEPXUT CNeayowyo MHhopMaumio:
NepBUYHBIA KJIHOY;

MacKu MEpPBUYHOIO KJIO4a;

KOHTPOJIbHY0 MHMOPMaLMIO MEPBUYHOIO K/oua;
BTOPUYHbBIN KAOY (ONUMOHAsbHbIN);

— pe3epBHYI0 KOMUIO KJIKOYEBOr0 KOHTelHepa.

Kaxabl1 3aKpbITbii KUY XpPaHUTCSA B dopMaTte, AOMOSHUTENbHO COAEpPXalleM BCe KOHCTaHThI,
HeobxoauMble A5l GOPMUPOBAHUA M 3KCMOPTA OTKPLITOro KJio4a.

dopMaT K/YEBOro KOHTEMHepa obecrneumBaeT UYTEHME KAKOYEN M COOTBETCTBYHOLLMX MACOK
OTAENbHbIMU OnepaunsaMu B pasgesibHble (pa3HeceHHble No agpecam) obnacTtv namaTu, N8 Yero OH
COAEPXUT WeCTb 30H (peanusauuns 30H 3aBUCUT OT TMMNa KJIKOYEBOr0 HOCUTENS).

KntoyeBOi KOHTEMHEpP COAEPXUT TaKXKe AOMOSHUTENbHY WHdOopMauuio, HeobxoaWMylo ANS
obecneyeHnss ero BOCCTAHOB/IEHMS MPU BO3HWKHOBEHWWM Pa3/IMYHbLIX MPOrpaMMHO-annapaTHbiX c60eB
(aononHuTenbHas MHbOpMauMUs BKKOYAETCS B TEX Cllyyasx, Korga pasMep K/lUYeBOro KOHTelHepa
He orpaHuMyeH pasMepamu namMaTu GU3NYEecKoro HocuTens).

ONna “Crnonb30BaHUs KHOUYEBOro KOHTelHepa TOJIbKO Ha oAHOM onpegeneHHoM [K (Hanpumep,
ONs NpuBA3KM TokeHa K [K), BO3MOXHO 3TOT KOHTelHep 3awwmndpoBaTb Ha APYroM KOHTelHepe,
XpaHsaWmMMcs Ha 3ToM MK (kenaTtenbHO He 3KCMOPTUPYEMOM).

6.4. ®opMmnpoBaHMe KIo4en

dopMupoBaHMe KKO4Yen nosib3oBaTens MpousBOAUTCSA C Mcnofb3oBaHueMm ¢yHkuunm CPGenKey
(cm.  XT4AM.00088-01 96 01 «Kpuntollpo CSP. v 4.0 PykoBOACTBO nMporpaMmMucTa») mu
cneundukaumen TMNa dhopmMupyemMoro Kaoya: AT_KEYEXCHANGE. AT_SIGNATURE,
AT_UECSYMMETRICKEY.

dopMupoBaHMe KIOHEN BO3MOXHO, €C/Nn:

1. KOHTeKCT KkpunTonposangepa <«Kpuntollpo CSP» oTkpbm dyHKkumern CPAcquireContext ¢
dbnarom CRYPT_NEWKEYSET 7 HeCywecCcTBYOLWNM MMeHeM KJIH04EBOrro KOHTeMHepa,
cneunduumpoBaHHbiM napameTpom pszContainer;

2. KOHTeKkCT kpunTtonpoBaigepa <«Kpuntollpo CSP» oTkpbm dyHkumen CPAcquireContext ¢
yKasaHveM paHee CO34aHHOrO KJ/OYEeBOro KOHTeWHepa, cneunduumMpoBaHHOrO MnapaMeTpoM
pszContainer.

1. Ana vcnonHeHusa 2-Base c ucnonbsoBaHuem NACYH c uHMymanusauymen ero ot pumsnyeckoro A4CYH MNAK
3awntbl oT HCA nnam oT BHewHeW ramMmbl. Ansg ncnosHeHnuns 2-Base ¢ OC Solaris 10/11 (nnatdopma
sparc) KN4Ym 40K HbI 6bITb Nony4YeHbl HA APM, ocHaw eHHbix CK3UM B ncnonHeHunn 2-Base n yTunnTomn

l..| BblpabOTKN raMmbl.

2. MNpn MCcnonabL30BaHUWN CYUTbIBAaTENEN CMApT-KapT WK YCTPOWNCTB UTeHna Tabnetok Touch-Memory
DALLAS Heob6xoanMo npoBeaeHMe NpOBEPKU HAaCTPOMKN UCMOAb3yeMbIX MM nopToB MN3BM B BIOS u
OoC.

3. lNepea vcnosab30BaHUEM MPOLECCOPHbIE KapTbl AO/DKHbI 6bITb «BbINyLW EHbI» C NCMNOJZIb3OBAHNEM
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TpaHCNOPTHOTo NuH-koAa 1 MO Bbinycka kapT (MNocTaBnaAwTCA AUCTpUOYTOPOM KapT)

4. Mpwn ncnonb3oBaHmn HIM B KayecTBe K/IHOYEBOro HOCUTENS BO M3bexaHue NoTepu KIKYEBOWN
MHMOPMaLUN PEKOMEHAYETCA XPAHUTb €€ KOMUI0.

6.5. KntoueBble HOCUTENMU

B KauecTBe KJ/HOUYEBbIX HOCUTENEN UCNONb3YIOTCS:

-™MA 3,5”, USB aunckum;

— CMmapTkaptbl GEMALTO (GemSiml, GemSim2, Optelio, OptelioCL, OptelioCL2, Native);
- eToken, Jacarta;

— USB-TokeHbl PyTokeH 3L (Flash, Bluetooth), PyTokeH Lite Novacard;

— CMmapTkapTbl PyTokeH Lite SC, PyTtokeH 23U SC;

- Rutoken S;

- Novacard;

— Cmaptkaptbl PUK (OCKAP 1, OCKAP 2, Maructpa, TRUST, TRUSTS, TRUSTD);
— CmapTkapTa Y3K;

— CmapTkapta MS_KEY K;

— ESMART Token;

— Cmaptkaptbl Athena IDProtect, MorphoKST, Cha cardOS, Cha JCOP;

— Cmaptkaptbl AnnoTt INPASPOT Series, SCOne Series;

- Paszpen HDD M2BM (B Windows - peecTp);

- WpeHtndukatopbl Touch-Memory DS1995, DS1996.

Ncnonb3oBaHne  KOYEBbIX HOCUTENEen B  3aBUCMMOCTM  OT  MpOrpaMMHO-annapaTHOM
nnatgopmbl oTpaxeHo B XTAN.00088-01 30 01. CK3U «Kpuntolpo CSP 4.0». ®opmynsap, n. 3.8.

1. B cocras ancrtpubytuea CK3UN Bxoaat 6M61MoTeKM NOAAEPXKKM BCEX MEPEYUYNCTIEHHBIX HOCUTENEN, HO
He BxoaaT Apansepbl ang OC. o BonpocaM noslyyeHus gpanBepoB Heobxoanmo obpawaTbcsa K
NpOV3BOANTENSAM COOTBETCTBYIOLWMNX YCTPONCTB.

2. XpaHeHuMe 3akpbiTbix KAo4Yen Ha HDD MN3BM n USB auckax (B peectpe OC Windows, B pa3aene
HDD npwu paboTe nog ynpasneHuem gpyrux OC) gonyckaeTcs TO/bKO NMPU yCI0BUWM pacnpoCTpaHeHns
IL!_!_“ Ha HDD, USB agunck nnam Ha M2BM ¢ HDD Tpe6oBaHui no obpaweHunto C KNKYEBbIMM HOCUTENSMU
(n.6.7 XTAN.00088-01 91 01. PykoBoACTBO aAMUMHMUCTpaTopa 6e3onacHOCTK obuas 4acTb).

3. Bce BbllwenepeyuncrieHHble HOCUTEIM UCNOJIb3YOTCS TOMIbKO B KA4YeCTBe NMacCMBHOIMO XpaHuamuia
KNto4YeBon NHpopMaunm 6e3 NcnoNb3oBaHMA KpUNTorpadmMyeckux MEXaHU3MOB, peasiIM30BaHHbIX Ha
CMapT-KapTe/TOKeHe.

4. icnonb30BaHWe HOCUTENEN APYIrUX TUMOB - TONbKO Mo cornacoBaHuto ¢ ®CE Poccnn.

6.6. Pazmepbl Kaw4en

ONVHbI KNHOYEeN 31eKTPOHHON NoAnucu:
K04 3/1EKTPOHHON noanucu 256 nnun 512 6ur;
KJ1t04 NPOBEPKM INEKTPOHHOMN NOAMNUCH 512 wnn 1024 6ur.

ANVHbI KNoYel, MCNoNb3yeMbiX MpU WNPPOBaHUK:

3aKpbITbiA KJIHOY 256 6ut nnu 512 6uT;
OTKPbITbIA K04 512 6ut nan 1024 6uta;
CUMMETPUYHBIA KoY 256 6uT.
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6.7. XpaHeHune K4eBbIX HOCUTenemn

Mpy XpaHeHWM KoUYel HeobxoaMMo obecneunTb HEBO3MOXHOCTb AOCTyna K KI/HOUYEBbIM
HOCUTENAM He AOMyLWEHHbIX K HUM nuu. onb3oBaTenlb HECET MepPCOHasIbHYyl0 OTBETCTBEHHOCTb 3a
XpaHeHWe NINYHBIX KJIIOYEBbIX HOCUTENEN.

3anpelwaeTcs ocTaBAATb 6e3 KOHTPOSS BbMUCAUTESNbHbIE CpeAcTBa C ycTaHoBneHHbiM CK3U
rnocsie BBOAA K/HOYEBOWN MHGOpMaLMN.

B cnyyae UEHTPanu30BaHHOIO  XpaHEHWss  KAOYEBbIX HOCUTENE B  OpraHuMsaluu,
akcnnyatupyowern CK3W, agMuHUcTpaTop 6e30macHOCTM (eC/iM OH UMeeTCcs) HeceT MepCOoHasbHYH
OTBETCTBEHHOCTb 3@ XpPaHEHWE NINYHbIX KJIOUYEBbIX HOCUTENElN Nosb3oBaTene.

MNpu xpaHeHun knto4velr B peectpe Windows m Ha HDD M2BM TpeboBaHuMs MO XpaHEHWIO
JINYHBIX KJTIOYEBBIX HOCUTeneln pacnpocTpaHaTcsa Ha M2BM (HDD M32BM) (B TOM uucse m nocre
yAaneHus kntodven ns peectpa, ns HDD).

B cnyyae HEBO3MOXHOCTWM OTUYXAEHUS KJIIOYEBOrO0 HOCUTENA C K/4YeBOW WHdopMauunen oT
MSBM  opraHmM3auMOHHO-TEXHUYECKMMU  MEPONPUATUSAMW  AO/KEH  O6bMb  WCKAKYEH  J0CTyn
Hapywutenen K MN2BM c knwouyamu.

Mpn xpaHeHun kno4ven Ha HDD [M2BM HeobxoAMMO MCMNOAb30BaTb MaposbHY 3alUuTY.
CK3M mMoxeT dyHKLMOHMPOBATb M XpPaHUTb KAKO4YEBYH MHPOPMaUUIO B ABYX peXUMax:
— B NaMATW NPUIOXKEHUS;

— B «Cnyx6e XpaHeHMs KJHOYEN», peann3oBaHHOW B BUAE CUCTEMHOIO CepBUca.

Knoun HaxogosTCs B KIWeEe A0 3aBEpPLUEHMS MPUIOXKEHUS UNM A0 BbIKJKOYEHUST KOMMNbHOTEpPA
(ocTaHoOBKM cnyx6bl), UYTO MNO3BONSAET WCMNOMb30BaTb 3aKPbITbiA K/OY [aXe [MocCse 3aKpbTus
Kpuntorpadunyeckoro KOHTEKCTa.

OyHKUMOHMPpOBaHME U XpaHeHue kntouen CK3U «Kpuntollpo CSP». v 4.0 B <«Cnyxbe
XpaHeHus knw4en» obecneymBaeT AOMOSHUTESNIBHYIO 3aliMTy KA4YeBOW WHbOpMauuMmM OT ApYyrux
NPWIOXKEHUIN, BbINONHAKWNXCSA Ha MDBM, HO MOXeT He3Ha4yuTeNbHO 3aMeA/IMTb MPOU3B OAUTESNIbHOCTb
CuUcTeMbl.

B cnyyae Heob6xoAMMOCTM MpoOBEAEHUS PEMOHTHBIX M perflaMeHTHbIX paboT annapaTHOM 4acTu
CK3W/COK HeobxoamMo obecneunmTb HEBO3MOXHOCTb AOCTyMa HapywuTens K  K/KO4YeBOW
MHpOopMauum, cogepxawencsa B annapatHon 4vactm CK3U/COK. KoHKpeTHbI nepedvyeHb Mep AOJIKEH
6bITb ONpeaeneH UCxoas M3 ycnoBuh akcrnyatauum CK3U.

6.8. Cpoku gencTBUSA MONb30BaTESIbCKUX KIOYeENn

Mpu akcnnyataunm CK3U «Kpuntollpo CSP». v 4.0 go/mkHbl cobnogaTbCs crieayowme CpoKu
MCMNO/Ib30BaHMS MOJIb30BATE/IbCKUX 3aKPbITbIX K/HOUYEN N CepTUPUKATOB:

— MaKCUMasbHbIM CPOK AENCTBUS 3aKpbiroro katuda 3M-256 (kawda 3IM) - 1 rog 3 Mecsaua;
— MaKCUMasibHbI CPOK AENCTBUSA 3aKpbroro kawda 3M-512 (kawua 3M) - 1 roa 3 Mecaua;
MaKCMMasnbHbIn CPOK AENCTBUSA OTKPbITOro kat4a 3M-256 (kntoua nposepku 3M) - 15 net;
MaKCUMasibHbIA CPOK AeNCTBUS OTKpbITOro kntwda 3M-512 (kawoua nposepku 2M) - 15 neT;
MaKCMMasbHbI1 CPOK AENCTBMSA 3aKpbITbiX M OTKPbITbIX KAtoyen obMeHa — 1 rog 3 Mecsaua.

Mpn dopMMpPOBaHUM 3aKpbITOro KJloYa B KOHTEMHEp 3anuCbiBAaeTCs AaTa WCTEYEeHUs Ccpoka
AeNCTBMSA 3TOro  KJ4Ya, MO WUCTEYEHUMM KOTOpPOro B 3aBMCUMOCTM OT 3HayeHus napameTpa
ControlKeyTimeValidity BO3MOXHbI pa3fsinyHble BapuaHTbl MCMOAb30BaHUS 3TOMO KJku4a.

3HaueHne «0» napameTpa He HakaAblBAaeT HMKaKUX OrpaHWYeHuii Ha MCMOJIb30BaHWe KJtouya.

3HadeHne «1» napameTpa 3anpewaeTt ¢popmmpoBaHue 3l U WNdpOBaAHNE B KOHTEKCTE 3TOro
knoya (BO3MOXHO pacwudpoBaHHble paHee 3awmdpoBaHHbIX coobuieHnn) (3HadeHuMe Mo
YMONYaHUIO);

3HaueHne «2» napaMeTpa 3anpellaeT nobble AENCTBUA C 3aKPbITbiIM KJ/IKOYOM.
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Cpok gencTteus knoda bepetcs us (B nopsake yMeHbLUEHUS NpUOpUTETA):
— PaclwmpeHns KoHTelHepa Ko4a;

— PacwupeHns ceptudukaTta kno4a;

— OaTtbl co3paHus kno4ya + 1 rog 3 mMecsua.

M3meHeHne napameTrpa ControlKeyTimeValidity

Ons onepaumoHHbX cucteMm rpynnbl Windows Heob6xoAMMO W3MEHWUTb 3HadeHue KJua
peecTpa
HKEY _LOCAL_MACHINE\SOFTWARE\Wow6432Node\Crypto Pro\Cryptography\CurrentVersion\Param
eters\ControlKeyTimeValidity (ans 64-6UTHbIX oNepauMOHHbIX CUCTEM),

HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\Parameters\ControlKe
yTimeValidity (ans 32-6uTHbIX OMNepauMOHHBIX CUCTEM).

Hactporika CK3W ana octanbHbix OC oOCylecTBASETCS C MNOMOWb YyTuamTbl cpconfig c
NOMOLLbI0 KOMaHAbI
./cpconfig -ini "\config\parameters' -add long ControlKeyTimeValidity <3HaueHue>

MNpn paboTe B pexmMe YCUIEHHOIO KOHTPONS WMCMNOMb30BaHUA Ktoyeln (pexum obsasaTteneH K
|..| MCMOb30BaHUIO, OTKIIOYEHWE MOXET MPOU3BOAUTLCA TOJSIbLKO B LensX TeCTMPOBaHUA) 3HaYeHue
—>=— | rpynnoBOM MNOJIMTUKN KOHTPOS CpOKa AEWNCTBUSA NONb30BaTEIbCKUX KIHOYEN NPUHMMAETCH paBHbIM
«2»,

6.9. YHUUTOXEHME KIIIOYEN HA KITHOUYEBbLIX HOCUTENAX

Kntoum Ha knwueBbiXx HocuTensax (Bkawdas Touch Memory m cMapT-KapTbl), CPOK AeNCTBUSA
KOTOPbIX UCTEK, YHMUYTOXAITCHA NyTeM nepedopMaTUPOBaAHUS KIIOYEBbIX HOCuUTenen cpeacteamu MO
CK3W, nocne 4yero kak4veBble HOCUTENM MOTYT MCMNOMb30BATbCA A/ 3aMMCKU HA HMX HOBOW KJIHOYEBOM
nHdopMauuu.

06 yHMUTOXEHMM KIloYeln fenaeTcs COOTBETCTBylOWas 3anucb B <«XypHane nonb3oBaTens
cetn» (CM. BegeHune xypHanos n.8.11).

6.10. WHTepdeinc ynpasneHns knwodamm CK3U

MocnepoBaTenbHOCTL  AEWCTBMA  MPU  FEHEpauuu  3aKpbiTbiX KA4Yer wu  kawoden 2l
nonb3oBaTeNen, ynpaBAeHUM UX NapossiMM, YMpaB/eHMM KJK4YaMuM onpegeneHa B AOKYyMeHTe
«XKTAM.00088-01 92 01. Kpuntollpo CSP. UHCTpykuusa no mcnonb3osaHuio CK3W noa ynpaBneHuem
OC Windows».
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7. TpoTokon ceteBomn ayteHTUdunkaumm «Kpuntollpo TLS»

Moaynb NogaepXKn CceTeBOM ayTeHTUdUKaumm no3BosisieT peann3oBaTb 3alUMLEHHbIN CeTEeBOM
MPOTOKON B COOTBETCTBMM C pekoMeHgaumsasmm RFC 2246 «The TLS Protocol. Version 1.0» wu
«TexHM4yecKnn KoOMUTET MNo cTaHaapTulauum «Kpuntorpaduuyeckas 3awmta MHpopmauum» (TK 26),
«MHdopMaumnoHHaa TexHonorus. Kpuntorpaduyeckas 3awmta WHdopMmauun. PekoMmeHgauun o
CTaHaapTmsauun. Micnonb3oBaHne HabopoB anropuTMoB WKMdpoBaHMs Ha ocHoBe MOCT 28147-89 ans
npoTtokona 6e3onacHOCTU TpaHCMNopTHoro yposHA (TLS)». Moaynb obecneudmBaeT ABYCTOPOHHIO W
OAHOCTOPOHHIOI ayTEHTUDUKALUIO NPUIOXKEHUIA MPU UX B3aUMOAENCTBUM MO CETU C UCMNONb30BaAHMEM
anroputMa 3l 1 cepTudUKaTOB OTKPbLITbIX K/KOYEN, a TakxXe WudpoBaHUe AaHHbIX, NepefaBaeMblX B
CeTeBOM COEANHEHUU.

MpuknagHoe nporpamMMHoe o6ecneyeHne MOXeT WCMofb3oBaTb MNpoTokon TLS ans
ayTeHTMdUKaALMM M 3alLMTbl AaHHbIX, NepeaaBaeMbix Mo CO6CTBEHHbIM MPOTOKOMaM Ha ocHoBe TCP/IP
n HTTPS.

Mpotokon TLS (Transport Layer Security, cneuudukaumsa IETF - RFC2246) oTHoCUTCSA K
cpencTBaM 3awuTbl NpukaagHelx naketoB Microsoft Internet Explorer/Microsoft Edge, Internet
Information Services (IIS), Microsoft SQL Server 2000 1 COM+. OH obecneuunBaeT ayTeHTUdUKALNIO
CBSA3bIBAKOLWMNXCA CTOPOH, KOHMMAEHUMANBbHOCTE W LENOCTHOCTb MepecbulaeMon MHGopMaumn.
AyTeHTudukaumns obecneymBaeTcs MCMoONb30BaHMEM cepTudmkaToB cTaHgapTa X.509 (B cpemax c
CunbHOM ayTeHTudMKaumen), KoHDMAEHUMANBbHOCTE — LWW(POBAaHUEM TMeEpechbUiaeMbiX AaHHbIX,
LEeNoCTHOCTb — MpUMeHeHMeM x3W-dyHKUMM WM Koda ayTeHTudukauum coobuweHus (Message
Authenticity Code, MAC).

Ona noakniodeHus no npotokony TLS mcnonb3dyetcsa npedukc https, npn aTtom obo3peBaTesb
Web-cepBepa no yMmonuyaHuio 6yaet noaknoyaTbcs kK nopTy TCP 443 BMecTO CTaHAapTHOrO nopTta
TCP 80. Ecnu cepBep He noagepxumBaeT npoTtokon TLS, coeanHeHne He ycTaHaBIMBaeTCH.
MNpumeHeHne npoTokonoB SSL/TLS (SSL - 6onee paHHME BepcuM NpOTOKOJa) TMoOKa3aHo B
Tabnuue 7.1.

Tabnuue 7.1 - NpumeHeHne npoTokoaoB SSL/TLS.

NMpoTtokon Mopt OnucaHue
HTTPS 443 HTTP no SSL/TLS
SMTPS 465 SMTP (3nekTpoHHasa no4yTta) no SSL/TLS
NNTPS 563 NNTP (HoBocTu) no SSL/TLS
LDAPS 636 LDAP (gocTyn K KaTtanoram) no SSL/TLS
POP3S 995 POP (anekTtpoHHas no4yTta) no SSL/TLS
IRCS 994 IRC no SSL/TLS
IMAPS 993 IMAP (3 nekTpoHHas noyta) no SSL/TLS
FTPS 990 FTP (nepepayva dannos) no SSL/TLS

Ona Toro, 4Ttobbl npoTtokon SSL/TLS pgencteoBan, Web-cepsep ponxeH wuMeTb napy
cepTudUMKaT OTKPbITOro KJtoua/3akpbmbin KNod. Bnageneu ceptudukaTta AO/MKEH NOATBEPAUTb, UTO
OH SIBNISIeTCS BNajesbleM 3aKpbITOro KJk4a, CBS3aHHOro C cepTudukaToM. ITO AAE€T BO3MOXHOCTb
KNMeHTY ayTeHTuduumMpoBaTb CeEpBEpP, C KOTOPbIM OH XO4YeT CBSA3aTbCH.

B npouecce B3aMMHOWM ayTeHTUdUKauun:

— BbINOSTHAETCS KpunTorpaduyeckasl MNpoOBEpPKa HalMuMs y CepBepa 3aKpbToro Kiua,
COOTBETCTBYIOLWEr0o OTKPbITOMY KJ/ItOUYY, YKa3aHHOMY B cepTudukaTe;

— MpoBepsieTCs CTeneHb AOBEPUS M3AaTeN cepTudukaTa;
— MpoBepseTCs, He UCTEK TN CPOK AeNCTBUA cepTudukaTa;

- MpoBepsieTCcs, He 0TO3BaH NM cepTudukaT; no ymondaHuo Internet Explorer/Microsoft Edge
3Ty NpOBEPKY He BbINoSHAeT — 3T0 Aenaert IIS.

Ecnn nobas u3 ykasaHHbIX MPOBEPOK MPUBOAUT K OTpULATENbHOMY pesyJsbTaTy, Nofib30BaTesb
nonydaeT npeaynpexaeHne M MOXeT pasopBaTb coeaMHEHME (3TO PpeKOMeHAYyeTCs cAenaTh).
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[JOCTUrHYB [0Bepusi, CTOPOHbl BblpabaTbiBalOT CEAHCOBLIA KJ/IHOY, Ha OCHOBE KOTOpOro
obecneumBaeTcs WKUdpoBaHME AaHHbIX B TEYEHWE CEaHca.

7.1. OCHOBHbIe MOHATMSA npoTokona TLS

Mpotokon TLS npegHa3sHayeH pans obecneyeHuss KpunTorpauyeckumm CpencTBaMu
ayTeHTudukaumm otnpasutens (kaveHTa) W agpecata (cepBepa), KOHTpPONsS LEJOCTHOCTU U
wndpoBaHns AaHHbIX MHGOPMaLMOHHOrO obmeHa.

AyTeHTuduKaumnsa OnuuoHanbHO MOXeT Obmb OAHOCTOPOHHEN (ayTeHTudukKauua cepsepa
KJINEHTOM), B3auUMHOM (BCTpe4vHas ayTeHTudMKauua cepBepa v KJMeHTa) WinM He MCMNosib30BaTbCH.

Nepapxus wuHdOpMaumoHHoro obMeHa BkA4YaeT B cebs ceccunm, coeauHEeHMss U MNOoTOK
coobuwieHnit B coeanHeHun. lMoTok coobuweHunit npu 6onblwor AnvHe pasbuBaeTcsd Ha @parMeHTbl C
nakeTHon nepepayen dparMeHToB. B opgHoOMm ceccum MoxeT ObMb peann3oBaHO HECKOJbKO
COeAMHEHUN, TMpOU3BOJSIBHO pa3HECEeHHbIX MO BpeMeHU. B KaxaoM coeauMHEHUM MOXeT 6bmb
06paboTaH Heob6X0AMMBIN MOTOK COOBLEHUNA.

Ceccus xapakTepusyeTcs CleayowmMmn atpubyTamm:

— naeHTndunkatop ceccum (cnydamHoe uucno, 32 6anTta, 3a4aeTcss CepBepoM MpU OTKPbITUK
ceccun);

— MeToA4 KoMMpeccuu;
— ceptudumkaTt cepsepa (ONUMOHANLHO);
— cepTudmkaT KaneHTa (OnuMoHanNbHO);

- cneundvkaumns anropuTMOB W MapamMeTpoB 3awWuTbl (anroputmbl wudposaHus mn MAC,
KpunTorpaduyeckne napameTpbl);

— master secret (ucnonb3yeTcsa nNpu reHepauumn kntodeln wngposaHus, kawdyen MAC, BEKTOpPOB
MHUUnanmsaumm);

— ¢hnar, paspelamoLimn/3anpeLlatowmin HoBble CoegMHEHNST B CeaHce.

CeptudumkaTtbl npeacTtasnsdtotcs B cTaHgapte X509. v3. Cneuudukaums anroputmoB U
rnapamMeTpoB 3alUUTbl MOXET MEHATbCA B TEYEHME CECCUn.

CoeanHEHNE XapaKTepusyeTcs clieaylowmnummn atpubytamu:

- client_random - cnyuyaiHble 32 6anTa, 3a4aBaeMble KJINEHTOM;
- server_random- cnydJariHble 32 6aiTa, 3af4aBaeMble CEpPBEPOM;

—client write MAC secret (ka4 KAMEHTa 479 BbMUCNEHUS 3HAYEHUS KJOYEBOM
X3 W—-PYyHKLUWNN);

—-server write MAC secret (knwouy cepBepa Ans BbMUCNEHUS 3HAYEHUS  KJIHOYEBOM
X3 W-DYHKLUN);

—client write key (knwo4, ucnonblyembin A8 WAQPPOBAHUSA  AAHHbIX  KJIMEHTOM U
pacwndpoBaHMa UX CEPBEPOM);

—server write key (Kn4, wuCNonb3yembid An9 WWPPOBaHUA AaHHbIX CEepBEpPOM U
pacwundpoBaHUS UX KITMEHTOM);

—client write IV, server write IV (BekTOpbl MHMLWANM3aALWUKN, WUCMOJIb3YEMbIE KJIMEHTOM U
CepBepoM COOTBETCTBEHHO);

— MOPSIAKOBbLIA HOMEp coeanHeHus (noadep)XMBaeTCs He3aBUCUMMO ANa nepejaBaeMblX U
MPUHUMAEMbIX COOBLLEHNIA).

BekTop WHMUManNu3auum 3agaeTcs Ans nepBoro dparMeHTa coobleHWss B COeAMHEHWM; AONS
nocneaywwmx @GparMeHToB  BEKTOp  WMHMUManu3auum  GopMupyeTcss M3  KOoHeuyHoro  6s0Kka
3aluMdpoBaHHOro TeKCTa npeabiaylero dhparMeHTa.
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MopsiAKOBblE HOMepa COEAMHEHWA MOAAEPXKMBAKOTCSA HE3aBUCMMO AN NepefaBaeMbiX W
NpPUHUMaeMbix cooblieHuii. Tpu CMeHe ceccun, W3MEHEHUM chneundukauum anroputMoB U
napaMeTpoB 3alWUTbl HyYMepauus coeauHeHuit HaumHaeTcsa ¢ 0; Aunana3oH Hymepauuu: 0 + 264-1.

CoeavHeHWe accouumpyeTcs C O4HOM ceccuei.

AnroputM npeobpasoBaHuMsa WHdoOpMauum npu obmeHe C uMCNosb3OBaHMeM npoTokona TLS
BK/lOYaeT cnegyowme onepaumn:

-~ NpueM OT MpOTOKOJIa BEPXHEro YPOBHS MOTOKA HE WHTEprnpeTUpYyeMbIX AaHHbIX B 6/10Kax
NMPOW3BOJILHOIO pa3Mepa;

— bparMeHTaLusi MPUHATBIX C BEPXHEro YPOBHS [JaHHbX B CTPYKTYpPWUPOBaHHble 6710KM
(bparMeHTbl) npoTokona TLS. Pasmep ¢pparmMeHTa — He Gonee 214 6Gairt;

— KoMnpeccus pparMeHToB (ONUMOHASbHO);

— BbMUC/IEHNE 3HaudeHus kawdveBon xaw-dyHkuum (MAC) OT KOHKaTeHauum Kik4da X3aL-
dyHKUMKN, TuMa KOMNPEeCCUM, AJIMHblI KOMMPEeCCUMpPOBAHHOIO QparMeHTa, KOMMPeCcCUpPOBAHHOIO
¢dparmeHTa v 3a4aHHOM KOHCTAHTbI;

— KOHKaTeHaumsa dparMeHTa M pesynbraTa BbMUC/IEHUS 3HAYeHUs XaW-@YyHKLUUN OT HEero
(pacwupeHHbIi dparMeHT);

— 3awmndpoBaHMe pacluMpeHHoro gparmMeHTa (OnuMoHanbHO);

— pobaBrieHMe OTKpbITOro 3arosoBKa, cogepxawero Ttvun coobuweHunsa (ogmH 6aiiT), Bepcuto
npotokona TLS (gBa 6alita) n ANMHY KOMMNpPeCcCMpOBaHHOIo gparmMeHTa.

Mpy npueme nHdoOpMauum nNpuMeHseTcs obpaTHas NociefoBaTeIbHOCTL onepaumii.

IloTok maHHBIX é %

@parMeHTUPOBAaHHBIN TOTOK JAHHBIX

®parMeHT

Cxartplii hparmeHnt

Pactmpennsiit pparmeHT MAC

3amm@poBaHHbIA pacIMPEHHBIN (parMeHT

Jlo6aBneHre OTKPBITOTO 3ar0JIOBKa

PucyHok 7.1 — AnroputM npeobpasoBaHusa nHdopmauum npun obMeHe C UCNOb30BAHMEM MPOTOKOMA
TLS
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B npoTtokone TLS mncnonb3yTcs creayowme Tunbl COOOLLEHNIA:

— Hello message (ClientHello, ServerHello);

— Change cipher specs message (u3MeHeHne cneundukaumm anroputMOB M NapamMeTpoB
3aluThl);

- Key exchange message (nepegaya kntwo4ya obMeHa knto4damu wndposaHmss n MAC KmeHTa,
cepBepa);

— Alert message (npeaynpexaeHue, onoBelleHMe 0O (aTanbHON ownbke);
— Application_data message (nepegada AaHHbIX);
- Finished message (coobuweHne 0 BO3MOXHOCTU paboTbl B CO34aHHON ceccumn).

Mpotokon TLS sdABnsieTcs ABYXYPOBHEBbIM W AEWCTBYeT Haj TPaHCMNOPTHbIM MpoTOKonoM. K
nepBoMy ypoBHIO oTHocaTca TLS Handshake Protocol, TLS Change Cipher Spec un TLS Alert Protocol.
Ko BTOpOMYy ypoBHIO oTHocutca TLS Record Protocol.

TLS Handshake Protocol obecneumBaeT mHuumanusauuto ceccum (CoeanHEHUS) BbINOSIHEHMEM
crnepyowmx onepauumn:

— K/IMEHT U CepBep A0OroBapuBaloTcs 06 MCMOAb3yeMbIX B CECCUM anroputMax M napameTpax
3aWunTbl, obMeHMBalOTCa ClydYamHbiIMWU BenmnuymMHaMu client_random, server_random, AoroBapuBatloTcs,
6yayT Mnn HET HOBble COEANHEHWUS;

- npousBogutca o06bMeH cepTudwukaTamm ans ayTteHtudukauum kKnaveHta wn cepsepa (no
3a[laHHbIM ONUUAM);

— KJIMEHT TEeHEepUpYyeT CcaydyalHyl BenuyuHy pre_master secret, wudpyer ee n nepenaetr
cepsepy.

— KIMeHT u cepBep no pre_master secret, client_random u server_random dopMupyoT
master secret (Habop Heob6xoammMon kn4yeBon MHMOPMaLUKM) CeCCuUn.

TLS Handshake Protocol paboTaeT no cnegymouwen cxeme, npeacTtaBfeHHON Ha PUCyHke 7.2.
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Y

Client

ClientHello > Server

YcraHOBKa BepCHH IPOTOKOJIA, HICHTH (PUKAaTOpa CECCHH, Ha4aIhbHOTO Habopa aJlrOPUTMOB
Y TIapaMeTPOB, METOJIa KOMITPECCHH.

ServerHello
Certificate

Client € Certificate Request |« Server
Server Key Exchange

ServerHelloDone

Cepsep mochuIaeT (ONIMOHAILHO) CBOM cepTH(UKAT U 3anpaniuBaeT (OMIMOHAILHO)
cepTudHUKAT KIMEHTa, IIepeiada ClIydaifHOM BEeTMInHBI Server-random.

Certificate
Client Key Exchange »  Server
Certificate Verify

Y

Client

KnuenT noceutaer cBoii ceprudukar (eciau 6bu1 3ampoc cepepa) Ecnu ceprudukara y
KJIMeHTa HeT, oH nockutaeT Certificate Verify.

_ _| Change Cipher Spec J s
Client > Finished > erver

_ J Change Cipher Spec |
Client [€ Finished < Server

BpI00p anropuTMOB 1 MapaMeTpoB ISl yCTaHaBIMBaeMoi ceccun, 3aBepiiearne Handshake
(«pyKormoxatus»).

PucyHok 7.2 — Cxema pabotbl TLS Handshake Protocol.

7.2. Mopaynb ceteBon ayTeHTUdukaumm «Kpmuntollpo TLS»

Moaynb ceteBon ayTteHTudukauum <«Kpuntollpo TLS» peanuzoBaH Ha 6ase npoTtokona TLS
v.1.0 n poccunckux cTaHaapToB KpunTorpadumyeckon 3awmtbl KOHdDMAEHUMaNbHON WHpOpMaumn
(anroputmbl wndposaHma B cooTBeTcTBuM ¢ TOCT 28147-89, anroputMbl BblpabOTKM M NpPOBEPKMU
3IeKTPOHHOM noanmcu B cooTBeTcTBMM ¢ TOCT P 34.10-2001 u FOCT P 34.10-2012, anroputMbl
XawmnpoBaHmsa B cooTtBeTcTBMn € TOCT P 34.11-94 u TOCT P 34.11-2012). Ncnonb3yeTcs Takxe

anroput™m Auddun-XennMmaHa oTKpbITOro pacnpeneneHus knwoden Ha 6aze NOCT P 34.10-2001 u MOCT
P 34.10-2012.

AyTeHTnduKauma KIMeHT-cepBep MOXeT 6bTb OAHOCTOPOHHEN U ABYCTOPOHHEN.
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OOHOCTOPOHHASA  ayTeHTudukaumsa obecneymBaeT MUHMMANILHO HeO6XOoAUMbIA  YpPOBEHb
3alWuTbl, U BKAKOYaeT B cebs:

— obazaTenbHyto ayTeHTudumKkauuto cepeepa 6e3 ayTeHTUdUKaUmMmn KINeHTOB;

- wndpoBaHue Tpaduka Mexay KJIMEHTOM U CEPBEPOM.

Mpu paboTe B Q[aAHHOM pexuMe CepBep Ha 3Tane <«pyKonoXxaTusi» He 3anpalumbBaeT
cepTuduKaT K/MEHTA W yCTaHaB/IMBAETCS <«aHOHMMHOE» 3alluUleHHOe coeauHeHue. B 3ToM cnydae
K/IMEHT MOXET He WMeTb 3aKpbITOro Kiw4ya U ceptudukata, oAHaKo MNpuM 3TOM OH JiMWaeTcs
BO3MOXHOCTU (OpMUPOBaTb 3NEKTPOHHYK MOAMMUCb MOA AOKYMEHTaMW. PeXmMm C 0oAHOCTOPOHHEN
ayTeHTudUKaumnen cepBepa MOXET MWCNOMb30BaTbCA ANl MNpPeAoCTaB/IeHMs HEKOTOpoW rpynne
nonb3oBaTtenen KoHdbmaeHuManbHOM UWHDOPMaALMM HaA OCHOBAHMW NApPOJSIbHOM 3aWuTbl, OAHAKO
naposb B 3TOM chay4yae OyaeT npeabsiBASATbCS MOMb30BaTesieM TOJIbKO MOC/Ae YCTaHOBJIEHUS
3awmueHHoro  TLS-coeauHeHns ¢ Web-cepBepoM, 4TO nMOBbILAET YpPOBEHb 3aluUTbl OT
HECAHKLMOHMPOBAHHOIO AOCTyMa MO CPaBHEHMIO C nepejadven naposisi No OTKPbITbIM COEAMHEHUSM.
Mpn OAHOCTOpPOHHEN ayTeHTUdMKauMM CcepBep 3anpalmBaeT cepTuduKaT K/IMEHTa, HO ero
OTCYTCTBUE HE CUMTAETCS OLIMOKOMN.

[BYyCTOpPOHHSA ayTeHTUdMKauua BKIOYaeT B cebs:
— B3aUMHYI0 ayTeHTuduMKaumo knmeHta n Web-cepsepa ¢ noMowblo Ux cepTuduKkaTos;
— wndpoBaHne Tpadurka Mexay KJIMEHTOM N CepBepOM;

— (popMMpoBaHMe un MNpPOBEPKY IJIEKTPOHHOW MOAMUCK NOA 3JIeKTPOHHbMM HTML-dopmamuy,
3anoJIHAEMbIMX MOJSIb30BaTESIMN.

[OBYCTOpOHHSAA ayTeHTudMKauMs no3BossieT obecneyntb A[OCTYN B 3aKPbMYyK 4acTb
Web-cepBepa TONbKO 3aperMcTpMpoBaHHbIM BragesbuaM ceptudukatoB. Npy 3TOM HYXHO MMETb B
BMAY, 4UTO pasrpaHMyeHMe p[ocTyna K WHPOPMAUMOHHBLIM pecypcaM cepBepa, OCHOBaHHOE Ha
npoBepKe CcepTUdUKATOB KJIMEHTOB, ropa3ao HadeXHee, YeM MPOCTO NaposibHas 3aliuTa.

B pnaHHOM pexume paboTbl KAMEHTY HeobXoAMMO CreHepuvpoBaTb 3aKpbbil U OTKPbITbIA
KJIIOUM U MOAYYUTb cepTudmKaT OTKPbITOro kj4ya B Y.

TpeboBaHMAs K TeXHUWYECKUM W MporpaMMHbiIM CpeacTBaM KOMMbKOTEpPA, Ha KOTOpbIN
ycTaHaBnmBaeTca ISA cepsep, onpeaensalTcs B AOKyMeHTauuu, NOoCTaBASeMOM BMeCTe C AaHHbM
cepBepoM. [OMNOSIHUTENbHO, Ha KOMMbIOTEP AO/MKHbI 6bMb ycTaHoBNeHbl CK3UN «Kpuntollpo CSP» wu
MOAy/nb NMOAAEPXKWU CceTeBOW ayTeHTudukaumm «Kpuntollpo TLS».

[N BO3MOXHOCTW YCTaAHOBJIEHUS 3aLUMLLIEHHOTO COEAMHEHUS MeXAy KIWEHTOM U CepBEpOM
ISA HeobxoAMMO BHavane BbIMYCTUTb CepPTMOUKAT  OTKPbLITOro  KJ4Ya, KOTopbih  6yaer
MCMONb30BaTbCS AN CEPBEPHOI ayTeHTUdUKaumm no npotokony TLS.

K TakoMy cepTudukaTy NpeabaBistoTcs creayoumne TpeboBaHus:

- M ceptudukata (Common name) AO/MKHO cCoBnagaTb C wWMeHeM nybnaukyemoro Web-
cepBepa npuknagHon cuctembl. Hanpumep: pif.nikoil.ru;

— 06nacTb MCNOMb30BaHMA Kiko4ya A0/HKHA copepxaTb: «AyTeHTUdbmrkaumnsa Cepsepa».

JaHHbih cepTudmkaT AoKeH 6bMb yCTaHOB/EH Ha cepBep ISA B npuBsa3Ke C KAKYOM MOANUCHK
(3aKkpbITbiM K/HOYOM). Mpn 3TOM 3aKpbITbil KJIHOY NOANUCKU AO/KEH bbb NoMmeleH B peectp OC.

Bbinyck ©n ycTaHOBKa cepTudumkata ocyuwectsaaTca depes APM nonb3oBaTtens LleHTpa
peructpauun. NMopsaok AeNCTBUA onpeaenseTcs B MHCTPYKLWM NONb30BaTeSNto.

7.3. MpoBepKka MCNONb30BaHUSA POCCUMNCKUX airopuTMoB B Bpay3epe Internet
Explorer/Edge.

1. OTtkponTe 6pay3ep Internet Explorer/Edge.

Mpu noceweHnn Beb-cTpaHMubl obpaTute BHMMaHME, UCMNOJMb3YeTCs N NPOTOKOA COeAUHEHUS
«https».
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PucyHok 7.3 - AgpecHas cTtpoka Internet Explorer.

2. HaxxMnTe Ha 3HAUOK «3aMKa».

PucyHok 7.4 - ApgpecHas ctpoka Internet Explorer.

Jo/mKHO NMOSABUTCH OKHO cnejylowero suaa:

WaenTndmkauma seb-caita
-

000 "KPWMTO-TPO"
onpegenun seb-caliT kak:

q.cryptopra.ru

3TO NOAKNHIYEHWE K CEPBERY MCNOABIYET
LW pOBaHKE,

MozHo nun goeepaTe 3ToMy BeB-caiTy?

MpocmoTp cepTudnkatos

PucyHok 7.5 - OkHO naeHTudumkaumm Beb-carTa.

3. Haxxmute Ha lNMpocMoTp cepTudmKaToB.

OTkpoeTcsa SSL ceptudukat web-cepsepa. Ha Bknagke «CocTaB» MOXHO MOCMOTPETb
uHdbopmauunto 06 ncnonblyembix Kpuntorpaduyeckmnx asaropuTMmax.
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CsoiicTBa... KonuposaTb B dain...
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KonmposaTb 8 daitn...

[ ox |

PucyHok 7.6 - CepTtudwukar.

[ ox |
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8. YnpasneHune knwuyamm CK3U

KnioueBass cuctema CK3U «Kpuntollpo CSP» v 4.0 6asupyetrca Ha apxutektype PKI
pekomeHgaumn X.509. B kauvectBe YLl moxeT BbicTynaTb YaocToBepsiowmin ueHTp «Kpuntollpo YL»,
HO pgonyckaeTtcss wucnonb3oBaHue LleHTpa Ceptudmkaumm kopnopauum Microsoft (Microsoft
Certification  Authority), wwm  gpyrme  ceptuduumpoBaHHble ®CB  Poccum  peanmsauum,
obecneuunBatowine BbiNnosHeHMe GYHKLMA AOBEePeHHOro obpalieHus ¢ cepTudukaTamu.

PekomeHgauunu no ynpaBJ/ieHUO KJ1Io4aMu npuBeaeHbl  Ang «Kpuntollpo YU» ¢
OpraHn3aunoHHONM CTPYKTYpPOM, 3/ieMeHTaMn KOTOPOMN SABASAKOTCS:

1. UeHTp cepTtudukauum (LUC);

2. UeHtp pernctpauuun (UP);

3. APM aamuHucTpaTtopa YU;

4. MNMonb3oBaTesibCKMe cpeacTBa B3auMoaencTeus c YL;
5. MporpaMmHbIn MHTepdenc B3amMmoaencTems ¢ Y.

OnucaHue YaocTosepswuwero ueHtpa «Kpuntollpo YLU» npuseneHo B MNpunoxeHuu 4.

CK3U «KpunnTtollpo CSP» v 4.0 MOXXeT NCMONb30BaTbCs B KAUeCTBe KpUnTosapa B COCTaBe pas3/IMUHbIX
L!!l NPpUKNaAHbIX CUCTEM, OpraHu3aLMOHHble CXeMbl YNpaBAeHUS KIIOYEeBON CUCTEMON KOTOPbIX MOryT
OT/IM4YaTbCH OT paccMaTpMBaeMOMN.

Ceptudukatr OTKpbITOro kaw4ya obmeHa wm ceptudwukaTt kawda nposepku DI npeactaBnseT
Co60M CTPYKTYpPMPOBAHHYO ABOMYHYIO 3anncb B ¢popmaTe ASN.1, coaepxallyto:

— uMs cybbekTa nnn obbekta CUCTEMbI, OAHO3HAYHO naeHTUdbULMpYloLLee ero B CUCTEME;
— OTKPbITbIN KAKOY MAn Koy nposepkun Il cybbekTa nanm obbekTa CUCTEMBI;

— [IONONHUTENbHbIE aTpubyThl, onpeaenseMbie TpeboBaHMAMU MUCMNOMb30BAHUA cepTudukaTta B
cucteme;

- 3N Uspatensa (YAoCToBepSOLWEro LeHTpa), 3aBepstowyo COBOKYMNHOCTb 3TUX AaHHbIX.

Q®opmaT ceptudmkaTa onpegeneH B pekoMmeHaaumax ITU-T 1997 roga X.509 wu
pekoMeHgaumax IETF 1999 roga RFC 2459. B HacTosiuee BpeMs OCHOBHbIM MPpUHATbIM opMaToM
apnsetca dopmaT Bepcun 3, MNO3BOASKOWMWIA onpeaenutb AonosHeHus (extensions), C nMoOMoLblO
KOTOpPbIX peanunsyeTcs onpenesieHHas nonmtuka 6e3onacHoOCTM B CUCTeEMe.

Huwxe npuBegeHbl TpeboBaHMs MO YyMNpaB/EHMIO KJ/IIOYEBOWM CUCTEMOM Ha BCex 3Tanax ee
XM3HEHHOrO LUMKAa, HauuHas c  dopmmpoBaHua knwoden LeHntpa Ceptudukaummn. TpeboBaHus
npuMeBefeHbl C y4deTOM Hanmumsa LleHTpa Peructpauuun, ssnsiowerocsd ¢GyHKLUWMOHANbHOW eauHuULen
cuctembl. B cnyuae ero otcytctBus  dyHkuumm  LeHTpa PerucTpaumm  BbinonHset  LleHTp
Ceptudukaumm, dyHKUMM agMnHUCTpaTopa LP BbinonHseT agMuHucTpaTop LIC.

8.1. YpocToBepsiloWMWM LEHTP

YpocTtoBepsitowmi LeHTp obecneymBaeT BbINOSIHEHME Crieayowmx dyHKLWN:

- perncTtpauus (dbopMmpoBaHne) anctpubyTtueos MO CK3UM u Bbigaya uX Mosib30BaTenNaM;

— (popMMpOBaHME, XpaHEHWE W UCMNONb30BaHME 3akpbmoro kaw4ya (knwder) LeHTtpa
Ceptudukauynm;

— permcTpaumsi nosib3oBaTener B COOTBeTCTBUM C TpeboBaHuamu Pernamenta ([Jorosopa)
CUCTeMbI;

— MOJIYYEHNE OT MOJIb30BaTENSA 3anpoca Ha cepTudukaT, KakKk B 3/IEKTPOHHOM, Tak U B
6ymMaxHoM BuAE;

- Bepudukaumns s3anpoca Ha cepTudukar;
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— bopMUpoBaHMe CcepTUGUKATOB OTKPLITbIX KAKOYEN U KNtoden npoBepku DI nonb3oBatenemn
Ha OCHOBE MOJTy4YeHHbIX 3anpoCOB M 3aperuMcTpMpoBaHHOM MHMOPMaLuu;

— AoCTaBKa cepTudMKATOB OTKPLITbIX KlOUen n Kntouen nposepkn I nonb3oBaTensaMm;

— nosalyyeHne n obpaboTka coobLEHUA O KOMMPOMETaL UM KIOYEN NONb30BaTENSAMMU;

— OopraHm3aums CXeMbl OMepaTUBHOIO OMOBELleHMS Monb3oBatenern 060 BCex W3MeHEeHusX,
nponcxoaawmx B cetn (KOMNpoMeTaums Ki4den, BoCCTaHOB/IeHMEe KOHdDMAeHUManbHOM CBA3M nocne
KOMMpoOMeTauum KJ4en, BKOUYEHNE HOBbIX MOJib30BaTesie, NiaHOBass CMeHa K/4Yen u T. n.);

— NJaHOBOE M3roTOB/IEHME CMUCKa OTO3BaHHbIX CepTUHUKATOB;

— pa3paboTka u nogaepxxka PyHKLMNOHMPOBAHUS MNapOSIbHOW CUCTEMbl ONOBELL EHUS B CETH;

— ynpaB/ieHMe K0UYeBON CUCTEMOMN;

— pa3bop KOHMIMKTHBLIX CUTyauuh M [OKa3aTeNbCTBO aBTOPCTBA 3J/IEKTPOHHOIO AOKYMEHTa,
CHab>XeHHOro 3NeKTPOHHOM NMOAMUCHIO.

- B cocTaB YL, BxoaaT:

— NporpamMMHo-annapaTHble cpeacTBa LleHTpa CepTudukauunu;

— MporpaMMHo-annapaTtHble cpeacTBa LleHTpa Peructpauwmmn (npm ycnoBum e€ro sakcnayatauum
Ha oTgenbHon M2BM);

— MporpaMMHoO-annapaTHble cpeacTBa Ansa pasbopa KOHMANKTHBIX CUTyauuii;

— AONOJIHNTENbHbIE CpPeAaAcCTBa, obecneyunBatowme ceTeBOe B3aMMOAENCTBME MOJIb30BATENEN U
yu.

8.2. ®opmMupoBaHue knw4yen LeHTpa CepTtudmkauyum

®opmmpoBaHue kntodverr Lentpa Ceptudwukauum npousBoanTCcs agMmuHmuctpatopom LC
cnepywouwmm obpasom:

1. AamnHuctpatop LUC peructpupyetcs B YU B «XKypHane pernctpaumm aaMMHUCTPaTOpPOB
6esonacHocTn u nonb3oBatenen» (cM. 8.11 «BegeHune >xypHanos»). PerucTpauuio npoBoauT
HavyanbHUK YL (0 yeM genaeTcs COOTBETCTBYHOLWAA OTMETKA B XYypHane).

2. AaMnHucTtpatop LIC npousBoant dopMupoBaHme 3akpbiroro kawuda LIC m ceptudukata
oTKpbroro ktoda LC. C 3akpbroro knawouya LIC dopMupyeTcs pesepBHas Konusi, KoTopasl XpaHUTCS Y
HadanbHuka YLU. ®akt wusrotosneHns knwuya wu ceptudukata LC 3aHocutcas B «XKypHane
nonb3oBaTeNs CeTu» U 3aBepseTCcsd HayalbHUKOM YLL.

3. bnaHk ceptudukata LUC BbBOAUMTCA Ha NpUMHTEP B ABYX 3K3eMMisipax M 3aBepsieTcs
HavyanbHukoM YL wn agmuHmucTpaTtopom LIC. OpgHa konua 6naHka ceptudukata LIC xpaHuTcs vy
HavanbHWKa YL, BTOpas konusa nepepaetcsa aammHuctpaTtopy LUP (LC).

4. AamuHuctpaTtop UC npoussoant dopmuposaHme COC LIC, KOTOpbIt HE COAEPXKMUT HM OAHOro
oTo3BaHHoOro ceptudukarta. bnaHk COC BbBOAMTCS Ha MPUHTEP B ABYX 3dK3eMnaspax U 3aBepsieTcs
aammHuctpaTtopom LIC. OgHa konus 6naHka COC LC xpaHuTcs M HadanbHuka YL, BTOpas konus
nepepaetcs agMmuHmucTpatopy LUP (LC).

Mpn cdopmupoBaHnn COC LC u Hanmuum ceTeBbiX CpeacTB pacrnpoctpaHeHus COC B cucreme,
IE_._“ pekomMeHayeTcs  yctraHoButb B COC  pgonosHeHue  «Touyka  pacnpocrtpaHeHus COC»
—~ | (issuingDistributionPoint) c 3agaHnem B HEM MeTOZa AOCTyna, KOTOPbIA MOXET 6bITb MCMOb30BaH
nosib3oBaTensaMu ans perynsapHoro obHoeneHuns COC (cm. [22]).

8.3. XpaHeHue u ncnonb3oBaHue 3akpbroro kawoda LIC

3akpbmrbii ko4 LIC 1 ero pesepBHasi KONUSA XpaHATCS Yy HadanbHuka YLU. Mpu HeobxoanmocTu
€ro UCnonb3oBaHUA WM B Hadane pabouero AHSA (CMeHbl, NpM CMeHHOM paboTe), 3aKkpbmbii Koy LIC
BblgaeTcsa aamuHuctpatopy UC, o uyeM penaetca noMmeTka B <«XKypHane nosb3oBaTens ceTu».
PekoMeHaoyeTCcs He 3arpyxaTb nporpammHoe obecnedeHne LC 6e3 HeobxoguMmocTn, a npu
3arpyxeHHoM 10, He oCTaBNATb 3akpbirbin kA4 LIC 6e3 KoHTpons agMuHmucTpaTtopa LC.
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Cpok pencTtBust 3akpbmoro knw4da LC (ToyHee, k/wo4ya YNosHOMOYeHHOro nuua YLU)
cocTaBnaetr 3 roga. B TeueHme 1 roga 3 MecsueB 3aKkpbbid KoY YMNOJAHOMOYeHHoro svua YL
MCMONb3yeTCsa A9 W3roToBNeHuss cepTudukatoB nosib3oBaTenen uM  (GoOpMMpPOBaAHUS  CMUCKOB
0TO3BaHHbIX CePTUPUKATOB.

Mo uctedeHmm 1 roga 3 MecsiUEB M A0 OKOHYAHMSA CpoOKa [AENCTBUSA 3aKPbITOro KJo4a
YnonHoMo4yeHHOro nuua YL,  gaHHbI  3aKpbITbiA - KDY UCMNOJMIb3YETCH  UCKAKYUTENBHO  ANns
¢dhopMMpPOBaAHMA CMNUCKOB OTO3BaHHbIX cepTudukaTos YL.

8.4. dopMmupoBaHme knouyen LleHTpa Pernctpauyunm

PekomMeHgauun, onucaHHble B JaHHOM pasgenie, OTHOCATCA TOJbKO K  CUCTEMaM,
ncnonbsywwmm LleHTp Pernctpauumn.

8.4.1. Peructpauusa LUeHTpa Peructpauun

AammHunctpaTtop LUC npoussoaut peructpaumto LIP B LleHTpe CepTudwmkauuu, o yem aenaetcs
3anucb B «XXypHane perncrpaumm aaMMHUCTPATOPOB 6€30MacHOCTM M Nofb3oBaTenen».

8.4.2. N3roToBneHue knw4yen LleHTpa Pernctpauunm

1. AamuHucTtpatop LUP ycTaHaBnuBaeT ceptudmkat LC Ha TM3BM LUP. PekomeHayeTtcs
obecneunTb 3alUMLEHHYIO AOCTAaBKY U XpaHeHwne ceptudukaTta LIC Ha MOBM.

2. AaMnHucTpaTtop LUP npomsBoauT opMuMpoBaHMe JSIMYHOMO 3aKpbIroro katoda LP 1 3anpoca
Ha cepTuduKaT, codepxawero oTkpbrbiM Koy LP. C 3akpbroro kno4da LIP ¢dopMmpyeTcsa pesepBHas
KOMus, KOTOpas XpaHWUTCHA Yy HadanbHuka YL. lomMeTka o0 @dopMMpoBaHMM KO4a M 3anpoca Ha
cepTudukaT 3aHoCUTCA B «XKypHane nosb3oBaTens ceTu».

3. bnaHk 3anpoca Ha cepTuduKaT BbIBOAUTCSA Ha MPUHTEP B ABYX 3K3eMrsspax U 3aBepseTcs
aAMUHUCTpaTopoMm LP.

4. 3anpoc Ha cepTUdUKAT 3anNnUCbiBAaeTCS Ha MAarHUTHbIA HOCUTeNb (AUCKETY).

5. AopmmnHucTpaTtop LP npubbiBaet B YU, roe aamuHuctpaTtop LIC npousBogut dopMmpoBaHue
ceptudukata LIC, mcnone3ys Ans 3TOro MOSyYEeHHbI 3anpoc Ha cepTudukat m 6yMaxkHbil 6naHK
3anpoca. bnaHk 3anpoca Ha ceptudwukaTt 3asepseTca agmuHucTpatopom LC. OpgHa konusa 6naHka
3anpoca xpaHutcsa y agmmHucTpaTtopa LUC, apyraa - y agMmmHucTpaTopa LP.

6. AaMnHucTpatop LC BbBOAMT Ha npuHTep 6naHk ceptudukata LIP B AByx ak3emnnsipax.
BnaHk cepTtudumkaTta LIP cBepsieTcsa ¢ 6naHKOM 3anpoca u 3aBepsieTcs aaMumHucTpatopammn LUC, LIP m
HayaslbHUKOM YLI.

7. AaMuHucTpatop LUP nonyyaetr nauyHbmm ceptudwukat LP Ha MarHuMtHOM Hocutene wm
3aBepeHHbin 6naHk ceptudukarta LIP.

8. AoMuHucTpatop UP, ucnonesya MO LP, yctaHaBnmBaeT ceptudmkaT Ha MNMOBM LIP.

Mocne 3aBepweHns 3Tux gencteumin LleHTp Ceptudukaumm umn LeHTp PermcTpaumm rotoBbl K
permcTpaunn nosb3oBaTenen CUCTEMbI U BbINyCKY cepTuduKkaTos.

8.5. dopMUpOBaAHME KIOUYEN Nonb3oBaTens

8.5.1. Pernctpauus nosab3oBaTens

1. PykoBOACTBO oOpraHmMsaumMn-nosb3oBaTens A7s peructpauuu nosib3oBaTenis B CeTU LO/KHO
npeactasutb B YL Ha uMsa ero HadasbHMKa C COMNPOBOAUTENIbHBIM MUCBMOM Creaylolme AOKYMEHThI
(KOHKpeTHbI COCTaB AOKYMeHTOB onpeaensercs PernameHTom ([OroBopoM) CUCTEMBI:
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1) nmncTt ¢ obpasuamum nevaTm n NMYHOM MOANUC U PYKOBOAUTENS OpraHmMsauum;

2) konuto Jorosopa (BpemeHHOro cornaweHus) ¢ agMUHUCTpPaLMEn CUCTEMbI;

3) BbINMUCKY M3 MNpMKasa O Ha3HaAYEeHUM agMUMHUCTPaTopa WHPOpPMaUMOHHON 6e30MacHOCTH
opraHusauum (3aMecTuTens), 3aBEepeHHYl MOAMUCbID pPyKOBOACTBaA UM MeyaTblo
opraHusauuu;

4) 3anosiHeHHble UM 3aBepeHHble JINCTKM N0 y4deTy KagpoB Ha agMuHMcTpartopa
6e3onacHOCTM opraHusauum (3amecTurens).

2. AAMUHUCTpaTop LleHTpa Peructpaumm Ha OCHOBAHWW TMOMHOTbI W [AOCTaTOUYHOCTMU
npenocTaBNeHHbIX AOKYMEHTOB NPOM3BOAUT pPErncTpauuto nosib3oBaTesisl B CUCTEME.

3. [aHHble permcTpauumM nonb3oBaTenss BbIBOAWUTCHA Ha MPUHTEpP B ABYX 3JK3eMnispax Wu
3aBepsieTca aaMuHucTpatopoM LUP wn nonb3oBateneMm. OamH 3k3emnnap 6naHka peruvcrpauum
XpaHUTCS y agMmmHucTpaTopa LIP, BTopoin ak3eMnaap — y nosb3oBaTtens.

4. AaMuHucTpaTop LUP BbljaeT nosb3oBaTeNlO KapTOUKy OMOBELWEHWS O KOMMpoMeTauuu, B
KOTOpOM oTpaxatoTcsa TenedoHbl n naponun YL n nonb3osatens, PucyHok 8.1.

KapTouka onoBeweHnss WUCMOJIb3yeTcs  yyacTHMKaAMM  cucTembl Ansd  coobweHnin o
KoMMpoMeTauum ka4da no tenedoHHbIM KaHanaMm obuwero nonb3oBaHWs, AN 3TOr0 B Hel yKasaHbl
TenedoHbl YU, naponb (kogoBoe cnoBo) agMuHuUCcTpaTopa YL wn yHukanbHbi naposnb (Kogosoe
C/0BO), NPUCBOEHHbIM nosib3oBaTento YL. KapTouka onoBelweHns A0/KHA XPaHUTbLCS Yy Mosib30oBaTens
HapaBHe C KJIloYaMU.

Maponb YL OcHoOBHOW NapoJsb Pe3epBHbIM naposnb

TenedoHbl AoMuHKUcTpatopa UP (YLU)

Maponb nonb3oBaTens OcHoBHOW Naposb Pe3epBHbIt naposnb

PucyHok 8.1 - KapTouka onoBelleHnss 0 KOMNpoMeTaL uu.

5. MpyM Hannumm CUCTEMbI 3/IEKTPOHHOM MOYTbl M 3apPErnMcTPUPOBAHHOIO MOYTOBOrO ajpeca
nonb3oBaTtens, aaMuHucTpatop LIP nobaBnsieT ero B CMNMCOK PpacCbUIKW MOSb30BaTeNeir CUCTEMBI,
KOTOPbIN NCMNOSIb3YETCS ANA LEeHTPasIM30BaHHOIO OMOBELLEHUS MOSb30BaTeNleN CUCTEMDL

6. AIMMHUCTpaTop LUP penaetr 3anuck B <« XKypHane perucTpauun aaMUHUCTPaToOpPOB
6e30nMacHOCTM U Monb3oBaTeNens.

7. MNpn 3aBeplleHnn perncTpaunm Kaxaoro nosnb3oBaTenss cuctembl agmmHucTpatop LUC (LIP)
rnepenaeT nonb3oBaTento kKonuio 6naHka ceptudukata LUC, ceptudmkat n COC LUC (LUP).

8.5.2. dopMuMpoBaHMe NIMYHbLIX KKOYEN NoSb3oBaTesns

Mpn HannMuMmM B opraHusauum agMMHUCTpaTopa 6e30MacHOCTM, BCe OMNUCaHHbIE HMXE AeNCTBUSA
MOryT NpPOU3BOAUTBLCHA NMB60 agMUHUCTpaTOpoM 6e3onacHocTu, NMbo nosb3oBaTesieM B NPUCYTCTBUA
aaMumHucTpaTopa 6esonacHoCTM.

1. NMonb3oBaTenb ycTaHaenmeaeT ceptudukaTt n COC UC (UP) B cnpaBo4YHUK cepTUdMKaATOB.
Tpebyetca obecneunTb 3alUMLEHHYIO AOCTaBKY UM XpaHeHue cepTudukata LUC Ha [1OBM
nonb3oBaTesnis.

2. Monb3oBaTenb NpomsBoAMT (OpPMMpPOBaAHME ANYHOrO kada 3l m 3anpoca Ha cepTudukar,
coaepxawiero ko4 nposepku 31 nonb3oBaTens.

3. bnaHk 3anpoca Ha cepTuduMKaT BbIBOAUTCS Ha MPUHTEP B ABYX dK3eMMasApax M 3aBepsercs
none3osateneM, (agMMHUCTPATOpPOM 6e30MacHOCTM MNpU €ro HaauuyMm) M OTBETCTBEHHbIMU JMLAMU
(HanpuMep, AVMPEKTOPOM U rnaBHbIM Byxrantepom).

4. MNpn OTCYTCTBMM CETEBOr0 B3aMMOAEWNCTBUS oOpraHmsauumm ¢ LP, 3anpoc 3anucbiBaeTcsa Ha
MarHWUTHbIA HOCUTeNb (AUCKETY) Ana nepegayun B LIP.
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5. Mpn Hanuymm ceTeBOro B3auMoA4encTBua opraHmsauuum c LIP, 3anpoc Ha cepTudwukaT MoxXeT
bbb nepegaH no ceTtu. Mpu aToM Heobxoaumo obecneunTb MNOATBEpPXAEHWE BaAeHUSI 3aKpbITbiM
KJIIO4OM Mosb3oBaTeneM. s 3TOro 3anpoc Ha ceptudukaT MoXeT 6bmb MocnaH B Buae coobuieHus,
NMnoANUCAHHOIo MpeabAyLmnM KIKYOM MNonb3oBaTens.

6. Ecnn 3anpoc 6bin 3anMcaH Ha MarHUTHbIK HOCUTENb, MoJib30BaTesnb (aAMUHMUCTPATOP
6e3onacHocTn) npubbBawT B LeHTp Ceptudwmkauum (YL) BMecTte C 3anucCaHHbIM 3arnpocoM W
3aBepeHHbIMM 6r1aHkaMm 3anpoca.

7. Ecnhn 3anpoc Ha cepTtudwukar 6bu1 nepegaH no ceTu, nonb3oBaTenb (agMUHUCTPATOP
6e3omacHOCTK) AO/MKHbI nepeaaTb 0be konum 6naHka 3anpoca B LeHTp CepTudukauunm, ncnonb3ys
AN 3TOro AOCTYMHble cnocobbl AocTaBkK (HanpmMMep, 3aKa3Hoe NMUCbMO).

8. Mpu nonyyeHun 3anpoca Ha ceptudwukat agmuHuctpatop LIC npomsBoauT popMMpOBaHue
ceptudukata nonb3osatens. CepTtudumkaT nosb3oBaTens XxpaHutca B 6asze LC B TeudeHue
YCTaHOBJIEHHOIO CpoKa XpaHeHus (paBHOrMo CPOKy AeNCTBUSA cepTudunkaTa).

9. AaMuHucTpatop UC BbBOAWUT Ha MNpuHTEp ABe Komnuu 6naHka cepTudukaTa nosb3oBaTens u
AenaeT 3anucb o popMmpoBaHun ceptudukaTta B «XKypHane nonb3oBaTenss ceTm».

8.5.3. MNony4yeHne nNMYHOro ceptudukaTa nosb3oBaTesem

NInyubn ceptudwmkaTt MoxeT bbb NONYYeEH creayrowmmm cnocobamum:

— MPU JIMYHOM MPUCYTCTBUM Mosib3oBaTens (aaAMUHUCTpaTopa 6e3onacHocTu) B YL;

-MO CeTU C WCMNOJSIb30BAHMEM 3apErncTPUPOBAHHOINO ajpeca 3JIEKTPOHHOW MoYTbl WM B
npouecce HEMOCPEACTBEHHOIO COEANHEHUSI C LLEHTPOM.

B ntoboM M3 nepeduncneHHbiX cnydyaes ceptudukaT He nepepaeTcs nonb3oBaTesno A0 TexX nop,
noka LleHTp Pernctpaumm He nony4yuT 3aBepeHHbit 61aHK 3ampoca Ha cepTudukar.

MNpn nepepaye NMYHOro cepTuduKaTa MOAb30BaTEND €My TaKXe nepeaaeTcs 3aBepeHHbIn
aAMMHUCTpaTopoM 6naHKk 3anpoca W cepTudukata nonb3oBaTens. Bropble konun 3Tux 6GnaHKoB
xpaHatca B LC (UP).

8.6. loBTOpHas perncTpauums nosb3oBaTens

MoBTOpHas perucTpauua nosib3oBatens B LleHTpe PerucTpauum npomM3BoauUTCS B Cllydae
U3MEHEHUA 3aperncTpupoBaHHbIX anVI6YTOB noab3oBaTens MNo WHUUMaTMBE nonb3oBaTensa nubo
aAMUHUCTpaUnn CUCTEMBDI.

8.7. MnaHoBas cCMeHa KJito4ven

8.7.1. CMeHa kuoden LleHTpa CepTudukauumm

3abnaroBpeMeHHO (40 OKOHYaHWA CpoKa AeNCTBMA 3akpbmoro kitoda LC) aammHmncTpaTop LC
nponsBoaMT (GOpMMpPOBAHME HOBOMO 3aKpbiroro kaw4va n ceptudukata LUC (cMm. 8.2 «dopmupoBaHue
kntoden LleHTpa CepTudukaumm»).

ChopmumpoBaHHbii HOBbIM cepTudukat LC 3anmcbiBaeTcsi Ha MarHUTHbIA HOcuTeNb (AUCKETY)
n nepenaetcsa B LIP BMecTe ¢ 6naHkoM cepTudukara.

Mpy OKOHYaHWUM AENCTBMUS 3aKPbITOro KJK4a, K/YEBble HOCUTENN C 3aKpbITbIM KJKO4YOM, a
TakKXe KOonuu 3akpbiroro kitoda LC yHMuTOXaTCa no AKTY KOMUCCUEN.

Bce nonb3oBaTenu cUCTeEMbl A0 OKOHYaHMS CpoKa AeNCcTBMS 3akpbmoro kitoda LC obszaHbl
nonyymtb HoBbi cepTudmkat LUC mn pgobaButb ero B cnpaBo4vHMKK cepTudukatoB, 6e3 yaaneHus
Aevicteytowero ceptudukarta LC.

8.7.2. CMeHa knouyen LleHTpa Pernctpauunm
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3abnaroBpeMeHHO (A0 OKOHYaHWUSA CpoKa AencTBus 3akpbmoro kmaoda LC) agmuHmucTpaTtop LP
nponssoauT (oOpMMpPOBAHME HOBOIO 3aKPbITOro KJw4a un ceptudukarta LP.

CMmeHa kntoven LleHTpa Pernctpaumm npomMsBoaMTCS aHalOrMYHO CMEHe KJtoYel nosib3oBaTens
(cM. 8.7.3 «CMeHa K/o4en nonb3oBaTens»).

Bce nonb3oBaTtenn cUCTEMbl 4O OKOHYaHWUSI CpoKa AENCTBUS 3akpbmoro knatwoda LIP o6s3aHbl
nosy4YnTb HOBbIN cepTudukaT LP.

8.7.3. CMeHa kn4en nonb3oBaTens

Monb3oBaTenb, MMeKLWnin AEeNCTBYOWMA cepTuduKaT M COOTBETCTBYHOWMIA eMmy ka4 Ol, B
nobon MoMeHT BpeMeHn (HO He no3aHee Hedenn) A0 OKOHYAaHUS CpoKa AeNCTBUS OENCTBYHOLLEro
3aKpbITOro KJto4ya, MOXeT Npom3BecTu popMMpoBaHME HOBOro kitoda Ill.

dopMupoBaHMe HoBOro knawo4da I, 3anpoca Ha cepTudumkaT, nepegada 3anpoca B UP u
nonyyeHuwe ceptudukata nNpou3BOAMTCSA COrMMacHO MocsefoBaTeNbHOCTU, OMMCaHHOM B pasgene 8.5
«@opMMpoBaHMe KJo4er nosb3oBaTens».

KntoueBble HOCUTENN C KAYOM DI, CpOK AENCTBUS KOTOPOro UCTEK, YHUUTOXAKTCS MyTeM
nepedopMaTUpoBaHMsa (OYMCTKK), O YeM AenaeTcs 3anuch B «XypHane nosib3oBaTesns CeTu».

8.8. KomnpomeTtauwus knwouden

Onpe,qeneHme TeEpMMHa KoMMpoMeTauua, BuUAbl KoOMMpoMeTaunum UM OCHOBHbIE CO6bITVIF|,
npueoaduine K KOMrnpomMetTauumn, npmBeneHbl B pasaene «OCHOBHbIe TEPMUHBbI N MOHATUA>,

Mo dakTy KoMmpoMeTauuum K/4Yen u/mnm HocuTenem Ao/MKHO 6bmb NpoBeaeHO ciyxebHoe
paccnenoBaHue.

MHdopMauma ¢ BbiBeAEHHbIX W3 AENCTBUS  CKOMMPOMETUPOBAHHbBIX KJHOUYEBbLIX HOCUTenen
rnocsie NnpoBeAeHns cny>xebHoro paccnefoBaHUs YHUUYTOXaeTCs, O YeM AenaeTcs 3anucb B «XKypHane
NnoJsib30BaTeENIA CETU>.

8.8.1. KomnpomeTauusa knoden LeHtpa Ceptudukaumm

B cny4dyae KoOMMpoMeTauum Kinr4da Ll,eHTpa CepTMCbVIKaLLVIVI BCA CWUCTEMA [AO/HKHaA ObMb
OCTaHOBJIEHA.

Mpy HanMuMu pe3epBHbIX K/IOYEN, CUCTEMa AOJHKHA MOMHOCTLIO MNEpPenTM Ha KOMMIEKT
pe3epBHbIX KJIOYeN.

Ecnn pesepBHble KAOUM He 6blIM  NpeayCcMOTpPeHbl, ANsi BOCCTAHOBJ/IEHUMS CUCTEMBI
HeobxoanMo:

1. NoBTOpHO NpousBecTu popMMpoBaHMe Kik4a u ceptudukarta LC;
2. CohopmmposaTtb COC LC, ¢ ykazaHueM B HeM OT3biBaeMoro ceptudwukata LC;
3. Obecneuntb nonydyenme ceptudmkaTta n COC LIC BceMn nonb3oBaTeNs MU CUCTEMBI;

4. MNpon3BecTn BbINMYCK HOBbIX CepTUHUKATOB BCeX Mosib3oBaTesieil, UCnosb3ysa AeNCTByowme
cepTudmKaThl;

5. O6ecneuntb NOSIyYeHNE HOBbLIX JSIMUYHbIX CEPTU(PUKATOB MOSb30BATENSMU CUCTEMDI.

8.8.2. KomnpomeTauunsa knwoden LeHTpa Pernctpauum

KomnpomeTauua knwouya LP He npmBoAMT K OCTaHOBY cCucTeMbl. B crydae kommnpomeTauuu
CTaHOBUTCS HEBO3MOXHbIM CeTeBOe B3auMMOLENCTBME MexXAy nosb3oBaTesieM cuctembl n LIP B yactum
ynpasreHus Kto4YeBOn CUCTEMOMN.

B cnyyae komnpoMeTauumn knwova LleHTpa Pernctpauum fonXHbl 6bTb BbINOSIHEHbI Cleaytouime
MepOonpuUaTUS:

1. UC dopmupyeTt COC, ¢ ykasaHMeM B HeM oT3biBaeMoro ceptudukarta LIP;
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2. Mpn Hanuumn pesepBHbIX Kaouyen LP, LIP nepexoanT Ha pe3epBHbIN KIOu.

Ecnu pe3sepBHble KAOYM He 6bUIM NpeayCMOTPeHbl, TO AN BOCCTAHOB/IEHUS CUCTEMbI
HeobxoaAuMo:

1. MoBTOpHO nMpousBecTn GopMMpoBaHMe Kitova n ceptudukarta LP;

2. O6becneuntb nonydyeHue ceptudukata LIP Bcemm nonb3oBatensamMum cuctembl (B ciydae
CeTeBoro B3anMoA4encTeus).

8.8.3. KoMnpoMeTauusa KA4Yen nonb3oBaTesnis

Mpy KoMMpoMeTauuu KYa y MNosb3oBaTens OH AO/MKEH HeMeAsIeHHO MNpeKpaTuTb CBSA3b MO
CEeTU C APYTrMMN MOJSIb30BATENAMMU.

Monb3oBatenb (uMamM aaMuHMCTpaTop 6e30MacHOCTM OpraHusauun) L[O/MKEH HeMeaneHHo
m3sectutb LUP (YL) o KoMnpoMeTaunm Kao4en nosib3oBaTens.

NHdopMauma O KoMnpoMeTauunm MOXeT nepegaBaTbCcs B YL no TenedoHy c coobuwieHnem
3apaHee  YCNOBJIEHHOrO0  Napofs,  3aperucTpuMpoBaHHOIO B «Kaptouke onoseweHns o
KoMnpomeTauum»,

Mocne koMnpoMeTauuu K4Yel nosib3oBaTeNb (GOPMUPYET HOBLIA 3aKPbITbIA KUY M 3anpoc
Ha cepTudwukaT. Tak Kak Mnosb3oBaTeslb HE MOXET MCMNO/b30BaTb CKOMMPOMETUPOBAHHLIA KU AN
¢dopmmpoBaHua 3l u nepepgaym 3anpoca B 3allMUEHHOM BuAE NO CETU, 3anpoc Ha cepTudukar
BMecTe ¢ 6/1aHKaMW AOCTaBMSETCS JIMYHO Nosb3oBaTeneM (agMmMHMCTpaATopoM 6esonacHocTn) B LieHTp
Pernctpauyun.

8.8.4. AeincTtBunsa YL, npn KoOMNpoMeTauMn KJOUYer nonb3oBaTens

Mpy nonyyeHun cooblleHMss O KOMMpOMeTauun KJda OAHOro W3 Mofb3oBaTeNlen ceTu,
agMuHucTpaTop LP onosewaeT LUC o HeobxoanmocTu fobaBneHus cepTudurkaTa, COOTBETCTBYHOLLETO
CKOMMNPOMETUPOBAHHOMY 3aKpbITOMYy KJito4vy/kntody 3 B CMMCOK OTO3BaHHbIX cepTudukaTos. LIC, npu
¢dopmMupoBaHum ouepeaHoro COC, BK/IlOYAET B HErO OT3bIBAEMbIN CcepTUdMKaT.

[JaTta, C KOTOpoM cepTUdUKAT CUYUTAETCH HeAeNCTBUTENbHbIM B CUCTEME, yCTaHaB/IMBAETCH
paBHol gaTte msrotoBneHns COC, B KOTOpbIN 6bU1 BK/IHOYEH OT3bIBAaEMbIA cepTudukar.

Mpn Hanuumum ceTeBbiX CpeacTsB pacnpocTpaHeHnss COC, aamuHucTpatop LUP npoussogut
nybnukauuo COC.

Ona paccbuikn BHOBb m3gaHHoro COC BceM nosib30oBaTensM, 3aperucTpupoBaHHbIM B CrUCKe
paccbuikm (cMm. 8.5.1 «Peructpauus nonb3oBaTenisi»), MOXeT ObMb WCMNOJb30BaHa 3JIEKTPOHHAs
noyra.

Ceptudukat OoTKpbITOro kwo4da/knwoya nposepku 31 nonb3oBaTtena He yaansetcs w3 6a3bl LIC
(UP) »n xpaHuMTCA B Te4yeHMe YCTaHOBJIEHHOr0 CpoOKa XpaHeHus pAns npoBegeHus (B crydae
HeobxoanMocTKn) pasbopa KOHMNMKTHBLIX CUTYyaL WA, CBSAA3aHHbIX C NpuMeHeHuneM JIl.

8.9. Vickno4yeHne nonb3oBaTenis U3 Cetu

NcknioueHne nonb3oBaTtenss U3 CeTU MoXeT bbb OCyLWecTB/IEHO HAa OCHOBaHMU MUCbMEHHOTrO
3as8BNeHMa Mnosib3oBaTens B aAapec HadanbHuKa YL, 3aBepeHHOro pyKoBOACTBOM OpraHusauuu.
NcknioyeHne nosb3oBaTens M3 CeTM NPOU3BOAUTCSA aHa/IOrM4YHO AENCTBUSM MpU KOMMpoMmeTauuu
Kf4ya nosib3doBartens. [lonyumB Takoe 3asiBfieHWe, aaMuUHUCTpatop LUP npousBoanT pencteus,
onucaHHble B pasgene 8.8.4 «[eihcTtBus YL npn KOMNpoMeTauum Kito4ven nosib3oBaTens ».

8.10. MNepumoanyHocTb magaHms COC
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MepunoanyHocTe wu3gavma COC LUeHnTpom Ceptudwukauum onpegensercsa agMuMHUCTpauunen
CUCTEMBI.

LeHTp CepTudukaumm MoxeT exeaHeBHO wusgaBatb COC u nybnukoBaTb ero B CeTEBOM
CrnpaBoO4YHMKeE (MpWU ero Haam4um).

Ons pacnpocTpaHeHus BHOBb u3gaHHoro COC MoxeT ObTb WCMOSIb30BaHa CUCTeMa
3NIEKTPOHHOM MOYTbl U CNUCOK pacCbUIKM MOsb30BaTENEN CUCTEMbl, KOTOpbIn dopMUpyeTcs npu
peructpauumn nonb3osatens (cMm. 8.5.1 «Peructpauns nonb3osaTens»).

Monb3oBaTenn AOMKHbI perynspHo obHoBnsaTb COC, XpaHAWMWNCS B JIOKAJIbHOM CMpaBOYHUKE
cepTndmKaToB C UCMNONb30BAHMEM AOCTYMHbIX CPeaCTB.

8.11. BepeHue xypHanos

AoMnHuctpaTtop YL BeaeTt cneayoume XXypHanbl:
— «XXypHan permctpaumm agMMHUCTPaTopoB 6€30MacHOCTM U MOJIb30BaTENEn»;

— «XXypHan nofnb3oBaTens ceTu».
AOMUHUCTpaTOopbl 6€30MacHOCTM OpraHnsaunn BeayT XypHan «XXKypHan nonb3oBaTesnss CeTu».

B «XypHane pernctpaumm agMMHUCTpATOpoB 6€30MacHOCTM M MNosib3oBaTenem» GUKCUpytoTcs
dakTbl pernctpauum aamumHucTpatopos LC (LUP), aaMuHucTpaTtopoB 6e30MacHOCTM oOpraHusauuu,
nonb3oBaTeNnen CUCTEMBI.

B «XypHan nonb3oBaTensd CceTU» 3anucbiBalOTCHA (PakTbl U3roTOBMEHUA U MJAHOBOM CMEHbI
Knto4den, akTbl KOMMpoMeTauun K4YeBbIX AOKYMEHTOB, HeWTaTHble cuTyauum, npoucxogsiime B
ceTu, npoBefeHune perfiaMeHTHbIX paboT, AaHHble O MNOSy4YeHHbIX Y aAMUHUCTpaTopa 6e30nacHoOCTH
OpraHusauumM  K/YEBbIX HOCUTENAX, HewTaTHbIX CuTyauuax, npoumsoweawmx Ha APM ¢
ycTaHoBsieHHbIM O CK3W.

B «)XypHane nonb3oBaTensl CETU» MOXET OTpaxaTbCs creayowas nHhopMauus:

— paTta, Bpems;

— 3anncb 0O KOMMpoMeTauum Kikoua;

—3anucb 06 W3roTOB/IEHUM JIMYHOIMO KJIKOYEBOrO HOCUTENa MoJsb3oBaTens, uaeHTudukaTop
HocuTens;

—3anMcb 06  M3roTOB/IEHMM  KOMWUK  JINYHOTO  KJIIOYEBOrOo  HOCUTENs  Mofib3oBaTens,
naeHTUdUKaTOp HOCUTens;

—3anucb 06 M3roTOBAEHMM pEe3epBHOr0 KJIYEBOr0 HOCUTENSt MOoJib30BaTensi, uaeHTudmkaTop
HocuTens

—3anucb O nosiydeHun ceptudukaTa OTKPbITOro Kaw4a Wam Kaw4va npoBepku I, MOAHbLIN
HOMep KJ/04YeBOro HOCUTeNs, COOTBETCTBYOWMNA cepTudukaTy;

—3anucun, oTpaxawline Bbigayy Ha PYKW nosb3oBaTensM (OTBETCTBEHHbIM WUCMOMHUTENSAM) WU
CAayy VMW Ha XpaHEHWE JINMYHbIX KIOYEBLIX HOCUTENEN, BKAOYasa pe3epBHble KloYeBble HOCUTENW;

— cobbmumsa, npoucxogmelwme Ha APM nonb3oBatens ¢ yctaHoBneHHbiM O CK3W, ¢ ykasaHuem
MPUYUH U MPEANPUHATBIX AENCTBUIA;

L!!| OpUEHTUPOBOYHbIE rpadbl XXYPHAOB NPUBEAEHbI B MPUIOXeHUSX (cM. MpunoxeHue B).
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9. Pa360op KOHMAMKTHBLIX CUTyaunin, CBA3aHHbIX C NpuMeHeHuem Il

anMeHeHMe 3J'IEKTp0HHOI7I noanmMcum B aBTOMaTVI3VIpOBaHHOI7I CUcrteMe MOXET NnpuBoAUTb K
KOHd)J'IMKTHbIM CuUtyaumaMm, 3akKnyvyarwowmnMmMca B oOCnapuMBaHMM CTOPOHaMU (yl-IaCTHVIKaMVI CMCTeMbI)
aBTOpCTBaA u/vinu CcoAEepPXXNMOIro AOKYyMEHTa, noanMcaHHOro 3J'IeKTpOHHOI71 noanncbio.

Pazbop noAo6bHbIX  KOHMMAMKTHBIX  cuTyauumin  TpebyeT  nMpuMEHeHus  chneuuanbHOro
nporpaMMHoro obecneyeHuss AN BbINOJIHEHWS  MPOBEPOK U OOKYMEHTUPOBAHMS  AaHHbIX,
MCMONb3YEMbIX MNPV BbINOJIHEHMM  Mpoueaypbl  MNpoBepkM  cooTBeTcTBus Il coaepXmnmMomy
3JIEKTPOHHOI0 AOKYyMeEHTa.

Pazbop KOHMIMKTHOM CuUTyauun 3ak4yaeTcs B JAoKasaTeNnbCcTBe aBToOpcTBa MNOAMNUCH
KOHKPETHOIro 3/1eKTPOHHOINo AOKYMEeHTa KOHKPETHbIM MUCMOJIHUTENEM.

OaHHbm  pa3bop OCHOBbIBAaeTCss Ha MaTeMaTuM4YeCKMX CBOWCTBax anroputmMoB  3JM,
peann3oBaHHbIX B COOTBETCTBUM CO cTaHaapTtamm PO ITOCT P 34.10-2001, NOCT P 34.10-2012, TOCT
P 34.11-2012 n TOCT P 34.11-94, rapaHTUPYIOLWNX HEBO3MOXHOCTb Nopaesnikyu 3HadveHmsa Il nwobbiM
nnuoMm, He obnagaloWwnMM 3aKpbITbiM KKOYOM MOAMUCH.

MNpu npoBepke 3HayeHusa 3l ucnonb3yeTcs KoY npoBepku 31, 3HaYeHUME KOTOporo
BbMUCISIETCS MO 3Ha4YeHuto knoda 2N npu ux GopMmMpoBaHUM.

B cucteme pomxHel 6bMb MNpegycMOTpeHbl CpeacTBa BeAEHUMS apXvMBOB  3JIEKTPOHHbIX
AOoKyMeHTOB € 3l 1 cepTudmkaToB kayen nposepku 3.

Pa3zbop KOHMIMKTHOM CUTyauMW BbINOSHAETCS KOMWUCCUEWN, COCTOSALEN U3 npeacTasuTenemn
CTOPOH, cnyx6bbl 6H6eszonacHOCTM M 3kcnepToB. CocTaB KOMUCCUMM, NOPAAOK ee opMUMpOBaHUs,
pernameHT paboTbl, paccMOTpeHWe pe3ynbTaToOB onpeaenseTcs B MNpUIoXeHun K PernameHTy
(QoroBopy), 3aknoyaeMoMy Mexay ydYacTHUKamMu mHdopMaunMoHHOro obmeHa.

OcnapuBaHue pe3ynbTaTtoB paboTbl KOMMUCCUM M BO3MELleHMe MnocCTpajdaBlleir CTOpOHe
npuHeceHHoro yuwepba BbLINONHAETCS B  YCTAHOB/IEHHOM AEWCTBYHOWMM 3aKoHOAATeNIbCTBOM
Poccuinckon ®egepaunn nopsake.

9.1. Mopsaok paszbopa KOHMAMKTHON CUTyauum

Pazbop KOHMAWMKTHOM CUTyauuum BbINOJHAETCA N0  uHMUMaTmBe /boro  yyacTHuKa
nHdopMaunoHHOro obmMeHa M COCTOUT U3:

1. npeabsBNEeHNs MpeTeH3MM OAHOM CTOPOHbLI APYTroi;

2. hopMMpoOBaHNA KOMUCCUU;

3. pasbopa KOHMIMKTHON CUTyauuu;

4. B3bICKaHMSA C BUHOBHOM CTOPOHbI NpMHECEHHOro yuiepba.

Pa3zbop KOHMAMKTHOM CUTyauum MNpoOBOAUTCS C WUCMNOJSIb30BAaHMEM MpPOrpaMMHOro obecnevyeHus
CK3U «Kpuntollpo CSP» v 4.0 ans aneKTPOHHOro AOKYMeHTa, aBTOPCTBO WM CoAepXXaHue KOTOporo
ocnapuBaeTcs.

MpoBepka MOAMMCAHHOINO 3/IEKTPOHHOIO AOKYMEeHTa BK/Ao4YaeT B cebsda  BbINoOSHeHue
cneaywowmx oencTBui:

1. onpepeneHve ceptudmkaTa WM HECKONbKUX CEPTUPUKATOB, HEObXOoAMMbIX ANS MPOBEPKU
a0,

2. npoBepka 3l 3NeKTPOHHOro AOKYMEHTaA C MCMNOJIb30BAHMEM KaxAaoro ceptudukara;

3. onpeaenerHve agatbl hopMMpoBaHMSA Kaxaon 3l B 3/1eKTPOHHOM AOKYMEHTE;

4, npoBepka Il kaxpaoro ceptudukaTa, NYTEM TMOCTPOEHUS LEMOYKN CcepTUdUKATOB A0
cepTudukaTa MnasHoro LC;

5. npoBepka AeNCTBUTENbHOCTU CEPTUPUKATOB Ha TEKYLLMA MOMEHT BPEMEHMU;
6. NpoBepKa AENCTBUTENBHOCTU CepPTUPUNKATOB Ha MOMeHT dopMupoBaHms 3M1;
7. npoBepka oTcyTcTBua ceptudukatos B COC.
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Mpu npoBepke 3l pokyMeHTa, BepuduKkaumm uUenoyvkn cepTudumkKaToB, OTCYTCTBUK

cepTudmkata B COC, aBTOPCTBO NOAMNUCKU NoA JOKYMEHTOM CUYUTAETCS YCTAHOBMIEHHbIM.

HecoBnaaeHve aaTbl GOPMUPOBAHUSA AOKYMEHTA M CPOKOB AENCTBMA cepTudMKaTa /MM CpoKoB
LencTBua knoya O He BAMAIOT Ha onpejaesieHne aBTOPCTBa AOKYMeHTa. B TakoM ciydyae MOXHO

L!!l caenaTb NpeanosioXxeHue o HecobnogeHun nonb3osaTteneM PernamMeHTa (Jorosopa) B HacTu CPOKOB
OEeNCTBUSA KII0Yen, cepTUPUKATOB NI HEKOPPEKTHOIO MCNONb30BaHMA cepTudmKkaTa B NPpUKIagHOM

no.

9.2. Cny4yan HeBO3MOXXHOCTU NMPOBEPKU 3HaveHus Il

Mpn He o6Hapy>XXeHun B apxuBe cepTuduKaTa OTKpbITOro kiw4ya (kaoya npoBepku )
nonb3oBaTens, BbinofHMBLWErO DI, A0KAa3aTb aBTOPCTBO [AOKYMEHTa HEBO3MOXHO. B CBA3M C 3TuM,
apxvB C cepTuduMKaTaMn OTKPbITbIX K/Yeil Heo6XoAMMO MoABepraTh PeryasipHoOMy pe3epBHOMY
KOMUPOBAHMIO U XPaHWUTb B TEYEHWE BCEro YCTAHOBJIEHHOrO CPOKa XpaHeHMs.
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10. HewrTaTHble cuTyauuun npu skcrnyataumm CK3U

B Tabnuue 11.1 npvBeAeH OCHOBHOW MNepeYeHb HewTaTHbIX CUTyauuih M COOTBETCTBYlOLLIME
AeNcTBMSA nepcoHana npu nx BO3HUKHOBEHUMU.

Tabnvua 11.1 - [lelicTBMSA NepcoHana B HEWTaTHbIX CUTyaumusax

N "
n/n HewTaTHasa cutyauums Jdencremsa nepcoHana
OcTraHoBuTbL BCce IBM.
MepcoHan, uMeto WMt 4OCTYN K KNto4YaM, 0693aH caaTb BCce MMetowmnecs y
Hero B HaIMYMK KDY EBbIE HOCUTENN aAMUHUCTPaTopy 6e3onacHocTw.
AaMnHUCTpaTop 6€30NacHOCT M ynakKoBbIBaET BCE K/HOYEBbIE HOCUTENN,
perucrpaumnoHHbIe KapTO4YKM CEPTUPUKATOB OTKPbITbIX KNKOYeENn
nonb3oBaTenen, ceptTndunkaTtbl KNoyen nposepku 3 nonb3oBaTenemn B
dBaKkyauus, yrposa L < Z
orneyvyaTbiBaeMbll KOHTENHEP, KOTOPbIN BbIHOCUT B 6e30nacHoe nomelleHne
HanaaeHus, B3pbiBa U T.M., < N o
o nnu 3gaHue. OneyartaHHbI KOHTEHep AO0/HKEH HAXOAUTBCS NOA OXpaHom
1 CTUXMIAHbIE BeACTBUS, 0 OKOHYaHUS AENCTBUS HELITATHOM CUTYaLUN N BOCCTaHOBIEHUS
. asapuu obuiero xapakrepa ﬂo MasibHOM ap.60TbI annapaTHbIX U N o: zla-lMMHblx cpeacte CK3U
B LleHTpe ynpasneHuns P P P porp P ’
KIIOYEBOW CUCTEMOIA. AamMmnHuctpaTop 6e30nacHOCT M onoBeLlaeT No TesleOHHbIM KaHanaMm
o6 ero NnoNb30BaHNS BCeX NONb30BaTesNen o NpnocTtaHoBke paboTol
CUCTEMBI.
B cnyyae HacTtynneHus cobbiTmnsa, nosnekwero 3a cobon 40NroBpeMeHHbIN
BbIX0A N3 CTpOs annapaTHbiX cpeacts CK3U, agMUHUCT paTop
6€e30MacHOCTN YHUYTOXAET BCIO K/IHOYEBY MH( OpPMaLINIO C HOCUTENEN,
HaXoAsLW UXCS B KOHTENHepe.
KomnpomeTauunsa oaHoro u3 o . o
p U A MopsaoK AeNCTBU NpU KOMAPOMETaumMmM KNlo4yen onucaH B pasgene 8.8.3
2. JIMYHBIX KNHOYEBbIX N
o «KoMnpomeTaumsa knoyen nonb3osaTens».
HOoCUTEenen.
Bbixoa 13 cTpos NepBoro | Heo6xoAauMo cooblwnTb No TenedoHy B YL, o ¢akTe BbIxoAa U3 CTPOS
3 JINYHOTO KIO4YEBOTIO JIMYHOrO KI4YeBoro Hocutensa n obecneunTb ero gocrasky B YL ans
) HOCUTENA. BbIACHEHUS NPUYMH BbiIxoAa U3 cTpos. na paboTbl NCNOJb3yeTCcs BTOPOM
JIMYHbIN KNOYEBOW HOCUTEb.
BbIxoa 13 cTpos BTOPOro
JIMYHOTO KIYEBOro Monb3oBaTesib, Yy KOTOPOro BbIW/IM U3 CTPOsi 06a IMYHbIX KO YEBbIX
4. HocuTensa (Npwu ycnoBun, | HocuTens, sensietca B YL Ana noBTopHon perucrpaumn (6e3 uaMeHeHus
UYTO NEePBbIM TOXE Bbiles U3 | AaHHbIX perucrpauum).
cTpos).
Mpn oTkazax n cbossx B paboTe annapatHo Yactn APM co BCTpOEHHbIM
OTka3bl 1 cbon B paboTe
5 | annapaThoii yacri APM co CK3WM Heob6xoaunmo ocTtaHoBMUTbL paboTy, MO BO3MOXXHOCTM IOKaIM30BaThb
’ BETpoeHHbIM CK3M HEeMCNpPaBHOCTb M B AaJIbHENLLEM MPOMN3BECTM PEMOHT B YCTAHOBJ/IEHHOM
' nopsiake v, npu HeobxoamMmocTun, nepeycraHosky CK3W.
Mpu oTkasax n cbossx B paboTte cpeacTs 3awwuntel oT HC, aaMUHUCT paToOp
6 OTkas3bl n cboun B paboTe [ 6He3onacHOCTU, OKEH BOCCTaHOBUTL paboTocnocobHocTb cpeacts HCA.
) cpeacTs 3awnTtbl oT HCA. | MNpn Heo6x0AMMOCTN NepeyCcTaHOBUTbL MPOrpaMMHO -annapaTHble cpeacTsa
HCA.
YTeps IMYHOTO KIKOYEBOro HOCUTeNs NPMBOAMT K KOMNpoOMeTaumm
7 YTepda nMMUHOro kio4deBoro [ XpaHsWeErocs B HEM Kiito4a.
' HocuTend. Mopanok AeNCTBUN NpU KOMNPOMETAUMK KKOYEN onucaH B pasaene 8.8.3
«KoMnpomeTaumsa kio4yen nosb3oBaTens».
TKa3sbl U nB T
Otkas cbo pagote Mpun oTkazax n cbosax B paboTe NporpaMMHbIX CpeACTB, BCeACTBUE He
NnpOrpaMMHbIX CPeACTB
BUIEACTBUE He BbISIBNIeHHbIX paHee ownbok B nporpaMMHOM obecrnevyeHnn, Heob6xoamMmo
8. OCTaHOBWUTb paboTy, IOKaM30BaTb MO BO3MOXHOCTU MPUUYNHY OTKA30B U

BbISIBNIEHHbIX paHee oWnbokK
B NPpOrpaMMHOM
obecneyeHuu.

c6oeB 1 BbI3BaTb paspaboTumka gaHHoro MO uam ero npeacraBuTens 4ns
YCTpPaHEeHMsi MPUYMH, BbI3bIBA IO LLLUX OTKa3bl 1 CO60U.
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Ne o
n/n HewTaTHas cnTyaums JencrBns nepcoHana
Mpn oTka3zax B paboTe NporpaMMHbIX CpeACTB, BCNeACTBME ClydYaliHOMo
OTka3bl B paboTe P P porp PEACTB, A Y
NPOrpaMMHbIX CPEACTB NN YMBILLNEHHOTO UX NOBpeXaeHud, My o, OTBETCTBEHHOE 3a
o 6e3onacHOCTb G YHKUMOHNPOBAHMSA MPOrpaMMHbIX U annapaTHbIX CPeACTB,
9. BCNeACTBMe cnydyamHoro
W VMBI HHORO X 0653aH0 Npoun3BecTu cnyxebHoe pacciefoBaHWe Mo AaHHOMY haKTy C
I'IY)B exXACHUS Lesblo YCTaHOBNEHUS MPUYNHBI OTKa3a U BOCCTAHOB/IEHUS NPaBUSIbHOMN
P ' paboTbl NIPOrpaMMHbIX CPeACTB B YyCTaHOBNEHHOM NOpPSIAKE.
Mpu oTka3ax B paboTe NporpaMMHbIX CPeACTB, BCNeACTBME OWMNBOK
OTKasb! B pa6oTe onepaTopa, onepartop coobLaeT o AaHHOM paKTe MUy, OTBETCTBEHHOMY
P 3a 6e30MacHOCTb hYHKUNOHMPOBAHMS MPOrPaAMMHbIX U anna paTHbIX
NporpaMMHbIX CPeACTB <
10. BCNOACTENE OWNGOK cpeacrtB. OTBETCTBEHHbIN 3@ 6€30MacHOCTb ) YHKLMOHMPOBaHMS
onepaTona NporpaMMHbIX M annapaTHbIX CPeACTB AaeT COOTBETCTBYOLMNE YKa3aHNS
P pa. obcnyxmnBatoLweMy nepcoHasy no BOCCTaHOBEHUIO NPpaBuibHON paboTsl
nporpaMMHbIX CpeACTB B YCTAHOBJIEHHOM NopAaKe.

Bce HewTaTHble CuUTyauum [O/DKHbI OTpaxaTbCcsa B «XypHane nonb3oBatens cetu»
(cM. n.8.11).
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11.MpumeHeHnne «Kpuntollpo CSP» v. 4.0

Bo3MoxHbI criegytowme npumeHeHnsa «Kpuntollpo CSP» v. 4.0:

1. NpumeHeHne <«Kpuntollpo CSP» v. 4.0 B cocTaBe CTaHAApPTHOrO MpOrpaMMHOro
obecneveHus Microsoft M Apyrux KomnaHui, WMCNONL3YHOLWMX KpunTorpaduyeckuii uHTepdenc B
COOTBETCTBUM C apxuTekTypon Microsoft.

2. BctpamBanune «Kpuntollpo CSP» v. 4.0 BO BHOBb pa3pabaTbiBaeMoe wau cylecTBylLee
npuKaagHoe nporpamMMHoe obecrnevyeHue.
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12.cnonb3oBaHue CK3U B ctaHAapTHOM NporpaMMHOM obecneyeHuu

MporpamMmMHoe obecneveHne CK3M no3sBonsieT MCNONb30BaTb POCCUWCKME KpunTorpaduyeckue
anropuTMbl M cepTuduKaTbl OTKPbITbIX Kayen cTaHgapta X.509 CcoBMeCTHO CO chenyowmm
nporpaMmMHbiM obecnedyeHnem Microsoft:

— UeHTp Ceptudukaumm - Microsoft Certification Authority, Bxoaawmin B coctaB Windows 2000
Server, Advanced Server, Windows 2003 Server, Windows 2008 Server, Windows 2008R2 Windows
2012.

— DneKkTpoHHasa noyta - MS Outlook (Office 2003, Office 2007, Office 2010, Office 2013).

— DnekTpoHHas nouyta - Microsoft Outlook Express B cocTaBe Internet Explorer/Microsoft Edge,
Mouta Windows Mail, Live Mail.

- Microsoft Word, Excel u3 coctaBa Microsoft Office 2003, 2007, 2010, 2013 (¢ nomoubto
nnarmHa Kpuntollpo Office Signature).

— Microsoft Exchange Server 2010, 2013,

— CpeacTBa KOHTpoONs uenocTHocTm MO, pacnpocTpaHseMoro no cetu - Microsoft Authenticode.

— Cnyx6bl TepmnHanos ansa Windows 2003 Server, Windows 2008 Server, Windows 2008R2
Server, Windows 2012 Server (Bkatou4as w3 cnyx6 TepMmHanos).

- 3awwuTta TCP/IP coeauHeHuir B cetu WHTepHeT - npoTokon TLS/SSL npu B3anmMopencTBum
Internet Explorer/Microsoft Edge — web-cepsep IIS, TLS-cepBep, TLS-knneHT (IE).

— SQL-cepsep.

— ISA cepsep.

— CepBep TMG

— CepBep UAG.

— Cepsep TepMmnHanos u knaneHT (RDP).

Moa ynpasneHnem UNIX-nogobHboix OC CK3W ucnonb3yercss COBMECTHO CO CrieAylownm
nporpaMMHbiM obecnedyeHunem:

— Apache Trusted TLS (Digt).
— Trusted TLS (Digt).

Ncnonb3yetcss coBMecTHO ¢ Adobe Reader umnu Adobe Acrobat pans cosgaHusa/npoBepkwu
ycoBeplweHcTBoBaHHon I pdf dannos (cM. XTAN.00064-01 90 02. Kpuntollpo PDF. PykoBoacTBO
no aBTOMaTU3aLMM CO34aHMSA U MPOBEPKUN 3IEKTPOHHbIX MoAanucent).

MpumeyaHme: MWcnonb3oBaHne CK3M B CTaHAapTHOM NpOrpaMMHOM  obecneyeHunm  AO0JIHKHO
OCYLLEeCTBAATLCSA B COOTBETCTBUM C . 2 lNpasun nonb3oBaHusa XTAN.00088-01 95 01.

Poccuinckne kpuntorpaduyeckme anroputMbl U cepTuduKaTbl OTKPbITbIX Kaloden X.509
MCMONb3YTCA C YKasaHHbIM MporpaMMHbIM obecrnevyeHneM B COOTBETCTBUMM CO CJieAytowmMm
MeXAYHapoAHbIMM M POCCUACKMMWN peKOMeHAaunsaMm:

— Using the GOST R 34.10-94, GOST R 34.10-2001 and GOST R 34.11-94 algorithms with the
Internet X.509 Public Key Infrastructure Certificate and CRL Profile (rfc4491) onucbBaeT
MCMNONb30BaHME POCCUNCKUX KpunTorpaduyeckmnx aaroputMoB B MHPPACTPYKTYpPE OTKPbLITbIX Kio4ven
mHTepHeT (PKIX, Internet X.509 Public Key Infrastructure). B aaHHOM AOKyMeHTe onucaHbl popMaThl
npeacTaBNeHUs OTKpbITbIX Katodel I, Mcnonb3yemblX ANs co3gaHumsa cepTuduKaToB OTKPbITbIX
K/loYel U CrMUCKOB OTO3BaHHbIX cepTudmkaTtoB X.509, maeHTudumKaTopbl anroputMoB, COOTBETCTBUE
napamMeTpoB KpunTorpaduuecKknx aaroputmMoB UX naeHTudukaTopam.

- Additional cryptographic algorithms for use with GOST 28147-89, GOST R 34.10-94, GOST
R 34.10-2001, and GOST R 34.11-94 algorithms (rfc4357) onucbiBaeT AOMOJSIHUTENbHbIE AJIrOPUTMBI,
HeobxoauMble Ansa wmcnonb3oBaHusa [OCT 28147-89, TOCT P 34.10-2001 wn TOCT P 34.11-94. B wux
UMCNIO BXOAAT: pPeXuMbl AOMOSHEHMSA AaHHbIX Ans 6no4yHoro wudposaHus no MOCT 28147-89 mn CBC,
6no4yHoe wudpoBaHue ¢ 3auenneHnem (pexum wudpposaHma CBC), knwyesoe xawupoBaHne (HMAC
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Ha 6aze MOCT P 34.11-94), npeobpa3zoBaHue KJjto4a U CMHXPOMOCHLUTKK nocne o6paboTkm ovepeaHbIX
1 K6 paHHbIX, reHepauus nceBgocny4yalHon nocrseposatenbHocTu (aHanor PRF Ha 6asze HMACQC),
dopmMmpoBaHue ktoda obMmeHa (cornacoBaHusi) Ha 6ase FTOCT P 34.10-2001, dopMupoBaHMe Kitoya
aKcnopTa pabouero knw4a, AMBepcudmKaumnsa Kawda, akcnopt pabodero Kaw4da Ha Ki4de 3KCnopTa,
3KCnopT paboyero kwYa Ha kAw4ye o6MeHa, Habopbl cTaHAapTHbIX MNapaMeTpoB alropuTMoB
(Hanpumep, Ang WMdpPOBaHUSA - y3eNn 3aMeHbl, PeXuM WKdpPoBaHUS, anropuTM yCNOXHEHUs Kiwya),
3ajaBaeMble naeHTUdbUKaTopamu.

- Using the GOST 28147-89, GOST R 34.11-94, GOST R 34.10-94 and GOST R 34.10-2001
algorithms with the Cryptographic Message Syntax (CMS) (rfc4490) onucbiBaeT uCNosb30BaHue
POCCUIACKUX KpunTorpaduyecknx asaropuTMOB B [AOKYMeEHTaX, YAOBMETBOpSAWLWMX cTaHgapty CMS
(Cryptographic Message Syntax), B 4aCTHOCTWM, nNpuMeHsseMOM pfss o6MeHa 3aWMULWEHHBIMU
COO6LLEHMAMM MO D/IEKTPOHHOM MOYTE M ABNAKOWMMCS CTAaHAApTOM Ha npeAcTaB/ieHue 31eKTPOHHOro
OOKYMeHTa B 3allMWEeHHOM BuAe C WCMOSb30BaHWEM 3NEKTPOHHOM Mnoanucu W wudposBaHusa. Ana
WwWndpoBaHHbIX coobuweHnit onucaHbl oba BapuaHTa: O06MeH ka4YaMum M TpaHcnopT knawda (key
agreement u key transport).

- «Addition of GOST Ciphersuites to Transport Layer Security (TLS)» (draft-chudov-
cryptopro-cptls-01) saBnaetcs pgononHeHneMm K cneundukaumm RFC 2246 B 4yacTu onucaHus
NPUMEHEHNS POCCUMCKUX anroputmoB. [lpoTtokon TLS(SSL) wunpoko wuCnonb3yeTcs A7s 3aWuTbl
CeTeBbIX COeAMHEHNN, U, B YAaCTHOCTU, ANS 3alluWeHHOro gocTyna Kk Beb-cantam (HTTPS). JokyMmeHT
onucoiBaeT JeTblpe MexaHusMma (Cipher Suites), peanuaylWwKnX K/OYEBbE MNPOTOKOSbLI MpU
MCNONb30BaHMM OTKPbITbIX Kaodverr T[OCT P 34.10-2001. TlepsBble ABa WCNOMb3YIOT WUdpOBaHUE
FOCT 28147-89 1 KOHTpPO/b ULENOCTHOCTM C TMOMOLLbIO MMUTOBCTABKW, TpPeTU U 4YeTBEPTbIN He
MCMONb3YIT WUHPOBAHNE W  KOHTPOSIMPYIOT LESIOCTHOCTb C  MOMOLWbID  3HAa4YeHuUs  KJK4YeBOM
xaw-pyHkumn (MAC) Ha ocHoBe anroputma FOCT P 34.11-94.

- «Using algorithms GOST R 34.10-2001, GOST R 34.10-94 and GOST R 34.11-94 for XML
Digital Signatures» (draft-chudov-cryptopro-cpxmildsig-00) aBnsieTcs AOMNOSIHEHNEM K
CYyLeCcTBYOWEMY AOKYMEHTY, OnuCbiBaloWeMy npasBuia npuMmeHenus 3l B gokymeHTax gopmata XML
«XML-Sighature Syntax and Processing», npuHaTOMYy KOHcopumyMom W3C, B 4acTW MCNONb30BaHUS
POCCUNCKUX asITOPUTMOB 3/1€KTPOHHO-UMMDPOBOA MoANNUCH.

— TexHM4yecKMn KOMUTET No cTaHgapTmsaumm «Kpuntorpaduyeckas sawmta mHdbopmauum» (TK
26), «Cuctembl o06paboTkm  uHboOpmauum. 3awuta  Kpuntorpaduyeckas. MeToamveckume
pekoMeHgaumm no KpunaTorpaduyeckuMm anroputmMamM, COMYyTCTBYOLWMM MPUMEHEHUIO CTaHAapToB
FOCT P 34.10-2012 n FOCT P 34.11-2012».

— TexHnyecKkMn KOMmUTET No cTaHgapTmsauum «Kpuntorpaduyeckas sawmta mHdbopmauum» (TK
26), <«TexHuyeckas cneuundwukaumsa. WcnonbzoBaHue anroputmoB [OCT P 34.10, IOCT P 34.11 B
npocdune ceptudmkata U cnucke ot3biBa ceptudukatoB (CRL) MHPPaCTPYKTypbl OTKPLITbIX KO4Yen
X.509».

— TexHnyeckunih KOMUTET NO CTaHaapTmlauum «Kpuntorpaduueckas sawmrta nHbdopmayum» (TK
26), «WMHdpopMaumoHHas TexHonorusi. Kpuntorpadudeckas sawuta mHdbopmauumn. PekomeHaauum no
CcTaHgapTulaumn. Ncnonb3oBaHne HabopoB anroputMoB WwWndpoBaHMa Ha ocHoBe OCT 28147-89 ans
npoTokona 6e30nacHOCTU TPAHCMNOPTHOro ypoBHS (TLS)».

— TexHnyecKkMn KOMUTET NOo cTaHaapTusauun «Kpuntorpaduyeckas sawmnta nHopmaummn» (TK
26), «MHdopMaumoHHas TexHonorusa. Kpuntorpadwuyeckasa 3sawmta uHdbopMmauun. PekomeHaauum no
CTaHpapTusauun. Wcnonb3osaHune anroputmMos [OCT 28147-89, TOCT P 34.11 un TOCT P 34.10 B
KpunTtorpadumyeckmx coobueHmsax popmata CMS».

— TexHnyeckuii KoMUTET Mo cTaHaapTmsauun «Kpuntorpaduueckas 3awmTta mHdopmauumn» (TK
26), <«CucteMbl o06paboTkm uHPOpMauumn. 3awuta Kpuntorpaduueckasa. PekoMmeHgauum no
CTaHgapTmMsauuu. 3ajaHve napaMeTpoB 3/IMNTUYECKUX KpuBbIX B cooTBeTcTBuM ¢ OCT P 34.10-
2012»,

— TexHnyeckuii KoMuTeT no cTaHaapTmsauun «Kpuntorpadwuyeckas 3awmnta nHpopmauumn» (TK
26), «Cuctembl o06paboTkm  uHboOpMauuu. 3awmTa Kpuntorpaduyeckas. MeTtoamyeckue
pekoMeHJaumm no 3ahaHuio Yy3/710B 3aMeHbl 6n0ka noaCTaHoOBKM anroputma wudgposanma [OCT
28147-89».

— TexHnyecknn KoMuTeT no cTaHgapTmsaumm «Kpuntorpaduyeckas s3awmta nHdopmauumm» (TK
26), «Cuctembl 06paboTkn MHPopMaumn. 3almTa Kpuntorpaduyeckas. TexHmyeckas cneundukauus

no wmucnonb3oBaHmio OCT 28147-89, TOCT P 34.11-94 n TOCT P 34.10-2001 npu cornacosaHum
katodel B npotokonax IKE ISAKMP».
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— TexHnyecKkMn KoOMmUTeT No cTaHgapTmsauum «Kpuntorpaduyeckas sawmta mHdbopmauum» (TK
26), «Cuctembl 06paboTkn mHdbOpMaumum. 3awmTta Kpuntorpaduyeckas. TexHuyeckasa cneundukayms
Nno WCMOJSIb30BaHWMIO AOMNOSHUTENbHbIX Y310B 3aMeHbl FOCT 28147-89 ansa wudpoBaHUS BJIOXEHUN
IPsec ESP»

— TexHnyeckMn KoMmUTeT no cTaHgaptTmsauum «Kpuntorpaduyeckas sawmta mHdbopmauum» (TK
26), «Cuctembl 06paboTkmn mHdopmaumm. 3awmTta kpuntorpadumyeckas. TexHmyeckasa cneumdumkauymns
no ncnosb3oBaHmio MTOCT P 34.11-94 npu obecnedyeHmn LenocTHOCTM B npoTtokonax IPsec AH mn ESP.
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13. Ucnonb3oBaHne CK3W ¢ nporpaMMHbIMM NMpoayKTaMmn pa3paboTku
000 «KPUMTO-IMPO»

CK3M MoxeT MCnonb30BaTbCA COBMECTHO CO CAeaylowuMm MNporpaMMHbIMM  NpoAYyKTamu
paspaboTtkn 000 «KPUMTO-TMPO» npwu Hanndmm ceptudukaTta coorsetrctems ®Cb Poccuu:

— «Kpuntollpo YL»;

— «Kpuntollpo OCSP»;

— «Kpuntollpo TSP»;

— «KpnntoAPM»;

— «Kpuntollpo SSF»;

— «KnueHT Kpuntollpo HSM»;
— «Kpuntollpo PDF».
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14.BctpanBaHmne CK3U

ApxutekTypa CK3WN obecneuynmBaeT BO3MOXHOCTb €ro BCTPauMBaHUSA B pas/iMUHble MPOrpaMMHO -
annapaTHble cpeabl.

CK3MN mMoxeT 6bTb WCMNONb30BaHO MNpuKAaAHbIM MNporpaMMHbiM obecnevyeHMeM C MOMOLLbIO
3arpyskum moayns BbBoBoM dyHkuum Loadlibrary(). Ona 3Tux uenein B KOMMIEKT MNOCTaBKMU
BKAoYaeTcs pAokyMeHT XXTSAM.00088-01 96 01. «PykoBoACTBO MnporpaMMucTa», OMUCbIBAOWMMN
coctaB ¢yHkumin m TectoBoe MMO. lMpwu Takonm peanusauum npuknagHomy MO pgocTyneH nuvwb

OrpaHUYEHHbIN  Habop  HM3KOYPOBHEBbLIX  KpunTorpaduyecknx  GYHKUWIKA, COOTBETCTBYIOLWMUN
uHTepdelicy Microsoft CSP.
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15. TpeboBaHusa no 3awmte ot HCA

15.1. O6buwwme TpeboBaHus no opraHusaumm paboT no 3awmurte ot HCA

3awmTa annapaTHoro n nporpaMMHoro obecnedeHuns ot HCA npu yCTaHOBKE M UCMNOSb30BaHUN
CK3N «Kpuntollpo CSP» v 4.0 saBnseTrca COCTaBHOM uYacTbto obuwenn 3agaunm obecnedyeHus
6e3onacHOCTM MHpOpMaLMN B CUCTEME, B COCTaB KoTopol Bxoant CK3W.

Hapsay c npumeHeHneMm cpeacTs 3awmtbl oT HCA HeobxoAnMO BbINOMHEHME MpuUBEAEHHbIX
HWXE OpraHM3auMOHHO-TEXHUYECKUX U AAMUHUCTPATMBHbLIX Mep no obecneyvyeHunio MpaBUIbHOMO
(PYHKUMOHMPOBaHUA CcpeacTB o06paboTku M nepepaym uHOpMaLMKM, a TakKXe YyCTaHOBJIeHUe
COOTBETCTBYIOWMNX nNpaBun ansa obcnyxuBarwero nepcoHana, AonyweHHOro Kk pabote ¢
KOH(punaeHUumnanbHonm MHpopMaumnen.

3awuta uHdopmaumm ot HCA ponxHa obecneumBaTbCsd Ha BCeX TEXHOSIOMMYECKMX 3Tanax
o6paboTkn uHbOpMaUMM M BO BCeX pexuMax (YHKLMOHMPOBAHMS, B TOM 4uUCfe Mpu npoBeaeHUn
PEMOHTHbBIX M pernamMeHTHbIX paboT.

3awmuTta mHdopmaumm ot HCA posmkHa npeaycMaTpuBaTbh KOHTPOAb 3Gh(PEKTUBHOCTM CPeacTB
3awutel o  HCA. 3TOT KOHTPO/Ab [AO/MKEH NEPUOAMYECKU BbINOMHATLCA aAMUHUCTPaATOPOM
6e30MacHOCTK Ha OCHOBe TpeboBaHMN AOKYMEHTaLuUn Ha cpeacTBa 3awuTtbl oT HCA.

B opranusauun, askcnnyatupyrowen CK3W, pgomkeH 6bmb Ha3HavyeH aAMUMHUCTpaTOp
6e3onacHOCTM, Ha KOTOPOro BO3NaratTCsa 3agadn opraHusauunm paboT no umcnosb3oBaHuioo CK3WU,
BblpabOTKN COOTBETCTBYHOLWNX MHCTPYKUWIA A0S NONb30BaTenen, a TakXXe KOHTpOSb 3a cobnoaeHuem
TpeboBaHUM No 6e30nacHoOCTW.

AgMyHUCTpaTop 6€e30MacHOCTM He [AO/MKEH WMETb BO3MOXHOCTb AoCTyna K
KOHdMaeHUaNnbHOW MHbOpMaL MM MNoJib30BaTese.

MpaBoM pgocTyna K paboumm MecTaM C ycTaHoBsieHHbMM CK3W pomxkHbl 06nagaTb TOJIbKO
onpegeneHHble  4ns aKcnayaTaumm  auvua, npoweglwime  COOTBETCTBYIOWY  MNOArOTOBKY.
AAMUHMCTpaTop 6e30MacHOCTM AO/MKEH 03HAKOMWUTb KaXAoro nosibdoBaTens, npuMeHstowero CK3U, c
AokyMeHTaumnen Ha CK3U, a Takxe C APYrMMM HOPMATMBHBLIMW OOKYMEHTaMW, CO34aHHbIMM Ha eé
OCHOBE.

15.2. TpeboBaHWs MO pasMeELLEHUIO TEXHUUYECKUX CPEeACTB C yCTaHoB/IeHHbIM CK3U.

[OoMmKHbl  6bTb  NPUHATBI  Mepbl MO  WUCK/IHUEHMIO HECaHKLMOHMPOBAHHOrO A0CTyna B
NMoMeLLeHNs, B KOTOPbIX pasMelleHbl TEXHUUYECKNE CpeAcTBa C YCTaHoBeHHbIM CK3W, nmoCTOpOHHUX
JIML, He [JONyWweHHbIX K paboTe Ha AaHHbIX TeXHUYeCcKuMx CpeAcTBax. B clyyae Heo6xoAMMOCTM
NMPUCYTCTBMSA MOCTOPOHHUX NUL B YKa3aHHbIX MOMELLEHUAX A0SKeH 6bMb obecrneyvyeH KOHTPO/b 3a MX
AENCTBMAMM ONS MNPeceyvYeHnss HeraTUBHbIX BO3AEMCTBMI C WX CTOpOHbl Ha CK3W, TexHuyeckue
CpeAcTBa, Ha KOTopbIX aKcnayaTupyeTtca CK3U 1 3awmuaemMyto nHdopMaumio.

BHYTpeHHSIS  nnaHMpoBKa, PacnojioKeHWe U YKOMMAEeKTOBAHHOCTb paboumx m™MecT B
rMoMeLLeHnsIX  OO/KHbl  obecneuymBaTb uMcCnosHUTENsSIM  paboT, COXpaHHOCTb [OOBEPEHHbIX WM
KOH(pUaeHUManbHbIX AOKYMEHTOB U CBeAEHMN, BKAKOYAs K4YeBYy MHMOPMaLIMIO.

PasmeweHnne CK3U «Kpuntollpo CSP» v 4.0 B NoMelWeHUsaAX, B KOTOPbIX OCYLUEeCTBASETCS
obpaboTka WHPOpMaUMK, cCoAepXalleln CBeAeHUs, COCTaBASWMNE TOCYAApPCTBEHHYIO TalHy,
OCYLLECTBNAETCS YCTAaHOBJ/IEHHbIM MOPSAKOM.

15.3. TpeboBaHua no yctaHoske CK3U, obwecmncteMHoro n cneuyunanbHoro MO Ha M3BM

M3BM, Ha «KoTopblx wucnonblyetrcs CK3WN, pomxHbl 6bmb  AgonyweHbl aAna  ob6paboTku
KOHduaeHumanbHon wuHdopMaumm no AencTteytowmm B Poccuiickon ®depepaunn TpeboBaHuMaM Mo
3awmte uHbopMauum OT YyTEeUYKM N0 TEexXHUMYECKMM KaHajnaMm, B TOM 4ucie, Mo KaHaay CBA3M
(Hanpumep, CTP-K), ¢ yyeToM Moaenu yrpo3s B WMHPOPMaLMOHHON CUCTEME 3aKa3uymka, KOTOpbIM
AomkHO npotusocToAaTb CK3U «Kpuntollpo CSP» v 4.0.
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UHcTannsauma CK3U «Kpuntolpo CSP» v 4.0 Ha paboumx MecTax AO/DKHa MNpPOM3BOAUTLCS
TONBbKO C ANCTpMbyTMBa, NOSYYEHHOro NO AOBEPEHHOMY KaHany.

K ycTaHoBKe 06LECUCTEMHOrO M CneunanbHOro nporpaMMHoro obecneveHus, a Takxe CK3WU,
JonyckarlwTcsa nuvua, npowejline COOTBETCTBYIOLWYK MOArOTOBKY W U3YyUMBLUME [OKYMEHTauWuKo Ha
cooTBeTcTByouwee MO n Ha CK3W.

Mpn ycTaHoBKe nporpammHoro obecnedexHus CK3U cneayert:

— Ha TexHuyeckux cpeacTBax, npefHasHayeHHbix ans pabotbl ¢ CK3W, ncnonb3oBaTbe TONBKO
JIMLLEH3MOHHOE MporpaMMHoe obecneyeHne GUPM—U3roToBUTENEN.

—Mpun ycTtaHoBke MO CK3M Ha MN3BM ponxeH 6bmb obecnedyeH KOHTPOJSb LENOCTHOCTUM W
AOCTOBEPHOCTb AncTpmbyTtmBa CK3M 1 coBMecTHO noctaBnsieMbix ¢ CK3U kKoMnoHeHT COK.

—Ha TM3BM He A0MXKHbI yCTaHaBAMBATbCHA cpeacTBa paspabotkm MO u otnaguukm. Ecnu
cpeacTBa OTNaAKU MPUNOXKEHUN HYXHbl ANS TeXHoNornyeckux notpebHocTer opraHusauuu, To uX
MCMNONb30BaHME [O/MKHO O6bTb CaHKUMOHMPOBAHO aAMUHUCTpaTopoM 6e3onacHocTu. [lpn 3TOM
OO/MKHbI 6bMb peanusoBaHbl Mepbl, UCK/YalLWwme BO3MOXHOCTb WUCMONb30BaHUA 3TUX CpeacTB Ans
peaakTupoBaHua kogaa W namatm CK3WM un npunoxeHwuit, ucnonbsywwmnx CK3U, a Takxe ans
npocMoTpa koga u namatun CK3U mn npunoxeHuin, ncnonosytowmx CK3M, B npouecce obpabotkn CK3U
3awmuaemMon nHdopMauum n/mnum Npu 3arpyxXeHHoOM K4eBOon MHgopMaLmn.

- MpenycMoTpeTb  Mepbl, WUCKJIloYalLWwmMe  BO3MOXHOCTb  HECAHKLUMOHMPOBAHHOIO  He
obHapyXnBaeMoro M3MeHeHus annapaTHOM 4YaCTU TEXHUYECKUX CPeACTB, Ha KOTOPbIX YCTaHOBJIEHbI
CK3W (HanpuMmep, nyTeM onedaTbiBaHUS CUCTEMHOro 6510ka u pasbemos [M3BM).

—Mocne 3aBepweHMs npouecca YCTAHOBKW  AO/DKHbl  ObTb  BbINOSIHEHbI  AEWCTBUS,
HeobxoauMble A1 OCYLEeCTB/IEHUS NEepPUOAMYECKOr0 KOHTPONSA LEIOCTHOCTU ycTaHoBseHHoro MO
CK3W, a TakXke ero oKpy>XeHus B COOTBETCTBUN C AOKYMEHTALMEN.

- MporpammHoe obecneveHne, ycTaHaBnmBaemoe Ha [2BM c¢ CK3W He po/mKHO coaepxaTb
BO3MOXHOCTEN, MO3BONSAIOLIMNX:

* MOAUdULMPOBaTb COAEPXKMUMOE MPOM3BOJIbHBIX ObBflacTen NamMaTu;

= MogndmumpoBaTtb COHBCTBEHHBIN KOA M KOA APYTMX NOAMNPOrpamm;

* MOANDULMPOBATL MaMATb, BbiAENIEHHYO AN APYTUX NOAMPOrpamm;

" nepegaBaTb ynpaBneHne B 06M1acTb COBGCTBEHHbIX [AaHHbIX W AaHHbIX  APYTruX
noanporpaMm;

" HECAHKLMOHMPOBAHHO MoanduumnpoBaTe dannbl, coaepxawme MUCMNOoSHSAEeMble KOAbl Mpw
MX XPAHEHUM Ha XXEeCTKOM AUCKE;

" NOBbILATb NpeAoCTaBJ/IEHHblE NpUBUNErUK;

= Mogndmumposatb HacTporkm OC;

" UICMOJSIb30BaTb HEAOKYMEHTUPOBaHHble (GUpMOli-pa3paboTunkom cdyHkumm OC.

15.4. Mepbl no obecneyenmo 3awmntbl oT HCA

Mpu mncnonb3zoBaHnn CK3U gosmkHbI BLIMOJHATLCS CriegytowimMe Mepbl Mo 3awute MHdopmauum
ot HCA:

— Heobxoanumo paspaboTtaTb W NPUMEHUTb MNOJIMTUMKY Ha3HadeHWs M CMeHbl naponen (ans
Bxoga B OC, BIOS, npu wudpoBaHum Ha napose W T.4.), MCNOMb30BaTb WAbTPblI Naponen B
COOTBETCTBMM CO CJ/IeAYOWMMM NpaBuiamMm:

" AJIMHa napond AOJ1KHa 6bITb HE MeHee 8 CMMBO/OB;

"B Yyucsie CMMBOJIOB napons obsasaTenibHO AOJ/KHbI MPUCYTCTBOBATb OYKBbl B BEPXHEM U
HMKHEM permcTpax, undpbl 1 cneunansHole cumBonbl (@, #, $, &, *, % n 1.n.);

" Mapoiib He AOJIKEeH BKIo4YaTb B cebs sierko BbMUCASEMbIE COYETaHMS CUMBOJIOB (MMeHa,
damunmmn n 1. 4.), a Takxe obwenpuHaTble cokpawenus (USER, ADMIN, ALEX nT. 4.);

" [P CMeHe Naposisi HOBOE 3HAa4YeHWe AO/HKHO OT/AMYaTbCHa OT MNpeabiaylero He MeHee YeM
B 4-X No3nuusx;

* TINYHbIN napojb NoJib3oBaTes/ib HE UMEET NnpaBa coobwaTb HUKOMY,

" MepMoANYHOCTb CMEHbI Mapofs onpeaenseTcss MNPUHATON MONUTMKOM 6e30MacHOCTU, HO
He AOJIKHa npeBbiwaTbh 6 Mecsues.
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— YKa3saHHasa nonutuka obs3aTesibHa A8 BCEX YYETHbIX 3anuncei, 3aperncTpmpoBaHHbix B OC;

— CpeactBamm BIOS ponkHa 6bITb MCKAOYEHA BO3MOXHOCTb paboTtbl Ha M2BM ¢ CK3U, ecnu
BO BpeMs eé HayasibHON 3arpys3ku He NpoxoAsT BCTPOEHHble TeCThl;

- B kauecTBe Mepbl N0 ycuneHuto 3awmntbl oT HCA cneayeTt 3anpeTuTb COXpaHEHWE Naposien,
ucnonblyembix B pabote CK3W. [Ons 3Toro npeanoyTuTeslbHEE BOCMOIb30BaTbCS PyMNMnoBbIMU
NOUTUKAMU, BKJIOYUTbL FPYNMNOBY NOJIUTUKY «3anpeTuTb MUCMNOSb30BaHME COXPaHEHHbIX Maponen»:

KoHdurypauums kKoMmnbtoTepa\AAMMHUCTPATUBHbIE wabnoHbl\Knaccuyeckune aAMUHUCTpPATUBHbIE
wabnoHb\KPUMTO-MNPO\Kpunto-npo CSP

Nnn B BETKY CUCTEMHOIO peecTpa
HKLM\SOFTWARE[\Wow6432Node]\CryptoPro\Cryptography\CurrentVersion\Parameters
nobaBuTb 3HaveHue
DisableSavedPasswords (DWORD) = 1.

Mpwn akcnnyatauun CK3N 3ATMPELLAETCA:

— 0CTaBNATb 6e3 KOHTPOSS BbMWUCAUTENbHbIE CPpeACcTBa, Ha KOTOPbIX aKcnayaTupyetcs CK3U,
nocsie BBoAa Kao4eBon nHpopmauum nmnbo nHom KoHbuaeHuranbHoOn uHboOpMauuu;

— BHOCUTb Kakne-nmbo naMeHeHns B nporpamMmHoe obecneudeHue CK3WU;

— OCYLLeCTB/ISATb  HECaHKUMOHMPOBAHHOE aAMWHMUCTPATOpPOM 6e30MacHOCTM  KOMMpPOBaHWe
KJIIO4YEBbIX HOCUTENen;

— pasrnawaTtb COAEpXWMMOE HOoCUTeNleln KYeBO UHGOpMauUM WM nepepaBaTb CaMu
HOCUTENM NMUaM, K HUM He AONYyLWEHHbIM, BbIBOAUTb KJIOYEBYIO MHGOpMaLMIO Ha AUCHNEN, MPUHTEpP
M T.M. WUHble cpeacTBa OTO6paXKeHuss MHbopMauuu (3@ WCKIIOYEHWEM CllydyaeB, NpPeayCMOTPEHHbIX
AaHHbIMK MpaBuIamMn);

— MCMONb30BaTb KJ/lOYEBble HOCUTENIN B pexuMmax, He npeaycMOTpeHHbIX YHKLMOHUPOBAHUEM
CK34,

— 3anUCbiBaTb Ha KJIHOUYEBbIE HOCUTEIN MOCTOPOHHIOW MHGOpMaLUIo;
— MCMOJIb30BaTb HECHEMHbIE K/HOUYEBbLIE HOCUTENN;

— BCTaBNSATb KJ/IOYEBOM HOCUTENb B YCTPOVICTBO CUUTbIBAHNA B peXKMMax, He NpeayCcMOTpPEHHbIX
WTATHbIM PEXWMNMOM UCMNO/b30BaHUNA KNHOYEBOIro HOCUTENA,

— noagkntoyate K MOBM gononHuTenbHble YCTPOWCTBA M COEAMHUTENN, HE NpeayCMOTPEHHbIe
WTaTHOM KOMMMAEKTaunen;

— paboTaTb Ha KOMMbIOTEpPE, ec/An BO BpeMs ero HadasbHOW 3arpyskuM He npoxoauT
BCTPOEHHbIN TecT O3Y, npeaycMoTpeHHbit B MN2BM;

— BHOCUTb Kakune-nmbo naMeHeHuss B nporpamMMHoe obecnevyeHue CK3U;

— U3MEHATb HAaCTPOMKMN, YCTAaHOBIEHHble MporpaMMoin yctaHoBku CK3U mnn agMMHUCTPaTOpPOM;

— MCMONb30BaTb CMHXPOMOCHUIKKN, BblpabaTbiBaeMble He cpeacTBamu CK3U;

— obpabaTtbiBaTb Ha [3BM, ocHauweHHon CK3W, nHdbopmMaumio, coaepxallyto rocyaapCTBEHHY 1O
TanHy;

— MCnonb3oBaThb 6biBlIME B paboTe K/lYeBble HOCUTENU ANS 3anucy HOBOW MHbopMauun 6e3

npeaBapuTENbHOrO0 YHUUTOXEHUS Ha HMX Kaw4deBon uHdopmauumm cpeactsamm CK3U  «Kpuntollpo
CSP» v 4.0;

— OCYLECTBNATb HECAHKLMOHNPOBAHHOE BCKPbITUE CUCTEMHbIX 6/10k0B MOBM;

—NPUHOCUTL WU  WUCNONb30BaTb B MNOMelWeHuu, rae  pasMmeweHbl cpeactesa CK3U,
paanoTenedOoHbl U ApPYrylo paauonepegarowyto annapaTtypy (TpeboBaHuMe HOCUT peKOMeHAaTesbHbIN
XapakTep);

AaMUHUCTpaTop 6€30MacHOCTU AOMKEH CKOHMOUIypMpoBaTb OMepauuoHHY0 CUCTEMY, B Cpele
KOTOPOK nnaHupyetcs ucnosb3oBaTb CK3W, M oCyWECTBASTb Nepuoandyeckuii KOHTPONb CAeNaHHbIX
HacTpPOEK B COOTBETCTBMM CO CJIeAyOLWUMN Tpe6oBaHUSMU:

— HeZlonyCTUMO MUCMNONb30BaTb HECTAHAAPTHbLIE, U3MEHEHHblIE WKW OTNajo4Hble Bepcuun OC;
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— Heo6XoAMMO UCK/IYUTb BO3MOXHOCTb 3arpy3km w ucnonb3oBanHums OC, OTAWYHOM OT
npeayCMOTPEHHOM WTATHOM paboToi;

— Heo6XoAMMO UCKAKYUTb BO3MOXHOCTb YAaslieHHOro YynpaBfeHus, aAMUHUCTPUPOBAHUSA U
moamdmkaumm OC mn eé HacTpoek;

—Ha MN2BM pomxHa 6bmb yCTaHOBMEHa TOMIbKO OAHa OonepaunoHHas CUCTeMa;

— MpaBOM YyCTaHOBKM M HacTporikm OC u CK3U pomxeH obnagate TOAbKO agMUMHUCTpATOP
6esonacHoCcTK;

— BCE& Heucnosib3yemble pecypcCbl CUCTEMbl HEOHXOAMMO OTKAOUYUTb (MPOTOKOJIbI, CEPBUCHI U
T.M.);

— pexumMbl 6e3onacHocTu, peanunsoBaHHble B OC, A0MKHbI 6bTb HAaCTPOEHbl HA MaKCWUMasbHbIA
YPOBEHb;

— BCEeM nMoJib30BaTeNIsiM M rpynnaM, 3aperncTtpmpoBaHHbiMm B OC, HeobxooMMO HasHa4uuTb
MUWHMMaNbHO BO3MOXHble A5 HOpManbHOM paboTbl NpaBa;

— HeobxoAUMO npeayCMOTpPeTb Mepbl, MakCUMasbHO OrpaHuM4YMBalrOWmMe AOCTYMN K CAeAyoLuM
pecypcaM cucTembl (B COOTBETCTBYHOLLNX YCIOBUSAX BO3MOXHO MOSIHOE yAaneHue pecypca Waum ero
HENCNONb3YEMOI YacTn):

" CUCTEMHbIA peecTp;

= (hbainbl M KaTanory;

= BpeMeHHble dannbl;

" )XYpHasibl CUCTEMbI;

= halinbl NOAKAYKM;

» K3Wmnpyemas nHdopmMaums (naponu m T.n.);
* OT/IaA04YHas MHdOopMaLUms.

Kpome BblenepeyncieHHoro, HeobxoAMMO opraHusoBaTb CTUpaHue (N0 OKOHYaHUM CceaHca
paboTtbl CK3W) BpemeHHbIX (annoB m dannos noakadyku, QopMupyembix Man MoANPULUPYEMbIX B
npouecce pabotbl CK3N. ECAn 3TO HEe BbINOJHMMO, TO Ha XeCTKWUA AUCK AO/MKHbI pacnpOoCTpaHATbCS
TpeboBaHUs, MpeabsBsieMble K KO4YeBbIM HocuTenam (n.6.7 XTHAW.0008701 91 01. PykoBoAcTBO
aaMMHUCTpaTopa 6e3onacHOCTM obulast 4acThb).

— OOJDKHO 6bITb  MCKAOYEHO MoMagaHMe B CUCTEMY MporpaMM, MO3BONSOWMX, MNOSb3YACH
owmnbkamm OC, noBblaTb MNpPeAOoCTaBfIEHHbIE MPUBUNIEUN;

— Heob6xoAMMO perynsipHo ycTaHaB/MBaTb NakeTbl obHoBneHuss 6e3onacHoctn OC (Service
Packs, Hot fix n T1.n.), 06HOBNATbL aHTMBMpPYCHble 6a3bl, a TakXe uccnenoBaTb MHMOPMALMOHHbIE
pecypcbl MO BOMpPOCaM KOMMbIOTEPHON 6e30nMacHOCTM C Ueflbld CBOEBPEMEHHOW MWHUMMU3ALLUMK
OMNacHbIX MNOCNEACTBUM OT BO3MOXHOIMo BO34encTBusa Ha OC;

— B cny4yae nogknawdenus M3BM c ycTtaHoBneHHbiM CK3W k obwenocTynHbM ceTsaM nepenavmn
AaHHbIX, HeobX0AMMO WCKAIYUTb BO3MOXHOCTb OTKPbITUA U WCMOJHEHUS @aiioB U CKPUNTOBbIX
obbekTOoB (Hanpumep, JavaScript, VBScript, ActiveX), nony4yeHHbXx U3 06WENOCTYMHbLIX CETEMN
nepejavn AaHHblX, 6e€3 npoBeaeHWs COOTBETCTBYHOLWMX MPOBEPOK Ha NpeAMeT COAepXaHWUS B HUX
MPOrpaMMHbIX 3aK1agoK M BUPYCOB, 3arpyXaeMbix U3 ceTu;

- npu ucnonbdoBaHum CK3W Ha [M2BM, noakntO4YeHHbIX K 06WenoCTyrnHbIM CeTaAM CBSA3U, C
Lenbld UCKIIYEHUS BO3MOXHOCTWM HECAHKLMOHUPOBAHHOIMO [AOCTyna K CUCTEMHbIM pecypcam
MCMONIb3YEMbIX OMepaLUOHHbIX CUCTEM, K MNpOrpamMMHOMYy obecrneyeHuo, B OKPYXeHUN KOTOpPOro
dyHkumnoHmpytot CK3W, wn Kk koMmnoHeHTam CK3W coO CTOpOHbl YyKasaHHbIX CeTel [AOJDKHbI
MCMNONb30BaTbCS AOMOJIHUTENbHbIE METOoAbl U CpeacTBa 3awuTbl (HanpuMep, yCTaHOBKA MeXCeTeBbIX
3KpaHoB, opraHusauus VPN ceten u 1.n.). MNpn 3TOM npeanoyTeHne QOMKHO OTAaBaTbCA CpeacTBaM
3aWuTbl, UMELWMM cepTUdmKaT YNOJTHOMOUYEHHOIO OpraHa no cepTudukKauunm;

— opraHu3oBaTb W WUCMOAb30BaTb CUCTEMY ayauTa, OpraHmMs3oBaTb perynsapHbil aHanu3
pe3ynbLTaToB ayauTa;

— OpraHn3oBaTh W MCMOMb30BaTb KOMMIEKC MEPONPUSATUIA aHTUBUPYCHOWN 3aLluThl;
— IONKHO 6bITb 3anpelieHo ucnonb3oBaHme CK3UM ansa 3aliuThbl peyeBoit nHdopMaLmm;

— go/mkHa 6bmb 3anpeweHa pabota CK3UM npum BkAOUYEHHbIX B [MDBM wWTaTHbIX CcpeacTBax
BbIXx04a B paauvoKaHan.
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PekoMeHayeTcs annapaTypy, Ha KOTopon ycTaHasnmBaeTcs CK3W, npoBepuTb Ha OTCYTCTBME
annapaTHbIX 3akKnagok.

15.5. TpeboaHusa no nogkntouyeHuto CK3UN gnsa paboTbl No obwenoCcTynHbIM KaHanam
nepegavun AaHHbIX

1. Mopsigok  noakntoyeHns CK3M kK KkaHanam  CBS3M  OO/XKeH 6bMb  onpeaeneH
3KCNNyaTUpyloWwen opraHusaumnein. JIMLOM, OTBETCTBEHHbIM 3a 6e3onacHocTb paboTbl CK3UW no
06WenoCTyNHbIM KaHanaM, Kak npaBuio, A0JXeH 6biTb aagMUHUCTpaTop 6e30MacHOCTM.

2. Mpu noakntoyeHun CK3U Kk o6wenocTynHbiM KaHanaM nepefayun AaHHbIX [O/MKHa 6biTb
obecneyeHa 6e30MacHOCTb 3allMLLEHHOW CBS3W. Npy 3TOM AOMXKHbI 6bITb ONpeAesieHbl:

— Nopsagok nogknoveHna CK3WM Kk kaHana.
— BblpeneHo nuuo, oTBeTcTBEHHOE 3a 6e30nacHOCTb paboTbl MO 06LWEeA0CTYNHbIM KaHana.
— Pa3paboTaH TMNOBOW perfaMeHT 3aliULWEHHON CBS3M, BK/IOYALOLLNIA:

" MONNTMKY 6€30NacHOCTU 3aLULLEHHOW CBS3MN.

',CI,OI'IYCTVIMbIr/'I COCTaB npuKnaaHbIX MpOorpaMMHbLIX CpeacTB, ANnd KOTOPOro AOJ/IHKHO 6bITb
nccnenoBaHo M 060CHOBaHO OTCYTCTBME HEratTMBHOro BJINAHUA Ha CK3M no KaHany
nepegayn AaHHbIX.

* MepeyeHb AOMNYCTUMbIX CETEBbIX NMPOTOKOO0B.
* 3aLNTY CETEBbIX COEAMHEHUI (NepedeHb AOMYyCTUMbIX CETEBbIX 3KPAHOB).
" CUCTEMY U CPEACTBA aHTUBUPYCHOMN 3aLLUThL.

3. MepeyeHb cTaHaapTHbiX cpeactB OC, MOXeT BKAOYATbCA AAMWHUCTPATOPOM B TWUMOBOM
pernameHT 6e3 npoBeAeHUs AOMNONAHUTENbHbIX UCCMea0BaHUI MO oueHKe MX BAMaHMSA Ha CK3WU. Mpwu
3TOM AOJIXKHbI BbINOJHATBCSA CleAytoume ycaoBus:

— CBOEBpeEMeHHOe 06HOB/IEHME MPOrpaMMHbIX CPEACTB, BK/IKOUEHHbIX B COCTaB periaMeHTa;
— KOHTPONb Ccpeabl PyHKUMOHMpoBaHmna CK3WU;

— onpejeneHne U KOHTPOJIb 3a UCMNOIb30BaHMEM CETEBbIX NPOTOKOJIOB;

— cobniogeHne npasun nonb3oBaHusa CK3U u cpeabl dyHKumnoHnposaHus CK3U.

4. lonxeH 6bmb obecneyeH OpraHU3aUMOHHO-TEXHMYECKMA  KOHTPOSIb  3ampocoB  Ha
yCTaHOBJIeHNe coeanHeHus aboHeHTOB MNo mnpoTokony TLS ¢ ucnonb3oBaHMeM 3adeMepHbIX Kto4ven,
WCKJIIOYAOLWKMA BO3MOXHOCTb MUCMOAb30BaHNA aboHEHTOM He CcBOMX aTpubyToB coeauHeHusa (Takue,
kak Client_Id »n 1.n.).

5.Mpn  wucnonbzosaHnn CK3WM ¢ ApyrMMm CTaHAapTHbIMKM  MPOrpaMMHbIMKM  CpeAcTBaMu,
BO3MOXHOCTb noakntodeHns CK3M Kk obwenocTynHbIM KaHanaMm nepegavn AaHHbIX AO/KHA 6bmb
onpegeneHa TOMbKO Mocne npoBeAeHUs AOMOSIHUTENbHbLIX UCCNefOBaHUN C OLEHKOM HEBO3MOXHOCTU
HEraTUBHOIO B/IMSHWUA HapywuTens Ha dyHKunoHmposaHne CK3W, ucnonb3yowero BO3MOXHOCTHU
06LWenoCTyNHbIX KaHasoB.

15.6. TpeboBaHus No ucnonb3oBaHuio B CK3W nporpaMMHO-annapaTHbIX CPeACTB 3aluTbl OT
HCO

B kauyecTBe nporpaMMHoO-anmnapaTHbIX cpeacTs 3awuTbl oT HCA B CK3U MoryT ncnonb3oBaTbCs
MporpaMMHo-annapaTHbii  kKoMnieke  «KPUMTOH-3AMOK» 1 31eKTPOHHbIM  3aMoK  «Cob6onb».
NoeHTUdUKaunMoHHble AaHHble YKa3aHHbIX CpeacTB npuBeAeHbl B AoKyMeHTe <«XKTSAM.00088-01 30
01. Kpuntollpo CSP. ®opmynap», n.3.10.

15.6.1. DneKkTpOHHbIN 3aMok «Cobonb>»
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CucTteMa DfeKTPOHHbIM 3aMOK MpeAHa3HayeHa pAJs OpraHusauuM 3aliuTbl KOMMblOTepa oOT
BX04a MOCTOPOHHMX MNofb3oBaTtenen. og NOCTOPOHHMMM MONb30BaTENS MU MOHUMAKOTCS BCe uua, He
3aperncTpMpoBaHHbie B CUCTEME DNIEKTPOHHBIA 3aMOK KakK Mosb30BaTeNIM A4aHHOro KOoMMbkoTepa.

DNeKTPOHHbIM 3aMok «Cobosb» mcnonabsyercs Ha nnatdopmax
- Windows;

— Linux;

— FreeBSD.

DNeKTpOHHbIM 3aMok «Cobonb» obecneymBaert:

— permcTpauuio nosb3oBaTenemn KoMMbloTEpa " Ha3Ha4eHue UM nepcoHanbHbIX
MAEHTU(HMKATOPOB U Maposien Ha BXOA4 B CUCTEMY;

—3anpoc  MNepCoHanbHOro  uaeHTUdukatopa W Mapoas nNonb3oBaTens MNpu  3arpyske
KoMnbloTEpa;

— BO3MOXHOCTb 6/10KMpOBaHMs Bxo4a B CUCTEMY 3aperncTpupoBaHHOroO nosib3oBaTens;

— BeleHNe CUCTEMHOro XYypHana, B KOTOPOM MPOU3BOAMTCS PerMcTpaums cobbmuii, UMeroLmx
OTHOLWeHMe K 6e30MacHOCTU CUCTEMbI;

— KOHTPOJ1b LLe/IOCTHOCTK (haiioB Ha XecTKoM gucke (Tonbko B OC Windows);
— KOHTPOJ1b LEe/IOCTHOCTU (PU3NYECKUX CEKTOPOB XecTKoro amcka (tonbko B OC Windows);

— annapaTHY 3aWKUTy OT HECAaHKLMOHMPOBAHHOW 3arpy3kmM onepaumMoHHON CUCTEMbI C TMBKOro
ancka n CD-ROM paucka.

YCcTaHOBKa M HacTpolKa 3/1eKTPOHHOro 3aMka Ha APM nonb3oBaTtens AosmkHa NpPoM3BOANTLCS B
COOTBETCTBMW C 3KCMJyaTauMOHHON AOKyMeHTauwuen. MNepea sakcnayaTtaumen 3N1eKTPOHHOro 3aMKa B
coctaBe APM nonb3oBaTtens HeobxoAMMO O3HAKOMUTbCS C KOMMAEKTOM AOoKyMeHTauun (B
COOTBETCTBUKM C nacrnoptom YBAJ1.00300-04 INC) Ha AaHHbIM KOMMIEKC U NPUHATb pekoMeHAyeMble B
OOKYMEeHTauMn 3alMTHble OpraHM3auNoHHbIE Mepbl.

HacTpolika 3N1€KTPOHHOIo 3aMKa Ha Tpebyemyto KOHbUrypauuto BbINOJSIHAETCS
aAMUHMUCTpaTopoM 6e3onacHocTu. HacTpolika p[o/KHa WCKA4YaTb BO3MOXHOCTb BMellaTesbCTBa
rnonb3oBaTenss B MPOLECChbl 3arpy3ku OnepauuoHHOM CcUCTeEMbl U npuknagHoro MO wn npoBepkwu
LLeJTIOCTHOCTM NPOrpaMMHON cpeabl.
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16. TpeboBaHMsa No KpunTorpadmnyeckon 3alumnTe

[onXKHbI BbINONHATLCS cheaytowme TpeboBaHWs No KpuntTorpacduyeckon sawmre:
1. cnonb3oBaHWE TOJIbKO JIMLLEH3MOHHOIO CUCTEMHOrO NMpPOrpaMMHOro obecnedeHus.

2. HacTtpoinkn onepaunoHHbix cuctem ana pabotel ¢ CK3W, BkA4YeHHble B chnegywouwme
OOKYMEHTbI:

XKTAN.00088-01 91 02 PykoBoACTBO agMUHMUCTpaTopa 6esonacHocTn. Windows,
XXTAKN.00088-01 91 03 PykoBoACTBO aAMMHUCTpaTopa 6e3omnacHocTu. Linux,
XXTAN.00088-01 91 04 PykoBoacTBO aaMMHUCTpaTopa 6e3onacHocTu. FreeBSD,
XXTAN.00088-01 91 05 PykoBoACTBO aAMUHUCTpPaTopa 6e3onacHocTu. Solaris,
XKT5AN.00088-01 91 06 PykoBoAcTBO agMMHUCTpaTopa 6e3onacHocTu. AIX.

3. Mpu wmHcTannsauum CK3N pomxHbl 6bmMb o0becneyeHbl OopraHM3auUMOHHO-TEXHUYECKME Mepbl
MO UCKIOUYEHUIO MOAMEHbI ANCTpUbYyTMBA N BHeCceHns naMmeHeHun B CK3M nocne ycTaHOBKMW.

4. UcknouyeHne w3 nporpaMMHoro obecnedeHnss [9BM ¢ yctaHoBneHHbiMm CK3UM cpeancts
oTNanKwu.

5. CKBW po/mkHO  MCnoSb30BaTbCA CO  CpeaCTBaMM  aHTMBUMPYCHOM  3awutbl.  Knacc
aHTUBUPYCHbIX cpeacTB 3aWuThl onpepensiercs yCOBUAMU aKcnnyaTauum CK31 B
aBTOMaTU3UPOBaHHbIX CUCTEMaX.

6. Kntouesasa nHdopmaumna sasnaeTcsa KoHbuaeHLnanbHONM.

7. BHewHAs ramMa, wucnonbdyemas Anasd uHuumanmsaumm CcocTosHua nporpammHoro [CY,
ABNSeTC KOHDUAEHLMANbHON.

8. Maponb, wWcnonb3yembii ANs ayTeHTuduKauum nonab3oBaTenein, AO/HKEH YAOBJETBOPATb
TpeboBaHusaM n. 15.4.

9. NeproANYHOCTb TECTOBOIO KOHTPONS Kpuntorpadumyecknx GyHKUui - 10 MUHYT.
10. BExxecyTo4yHaa nepesarpyska [13BM.

11. MNepuogmnyHoCcTb ocTaHoBa [12BM c ob6s3aTenbHON MPOBEPKOM CUCTEMbl OX1aXk AeHus
npoueccopHoro 6noka N3BM - 1 mecsau.

12. 3anpewaeTcs UCNONb30BaTb peXuM MNpocToi 3ameHbl NOCT 28147-89 ans wudpoBaHus
mHdopMauum, KpoMe KJK4YEBON.

13. Mpn  ¢dyHKUuMoHMpoBaHmn CK3W [0mKHbI BbINOMHATECA TpeboBaHUst 3KCnayaTauWOHHOWN
OOKYMeHTauuMn Ha ucnonb3yembii MAK 3awmtbl ot HCA.

14. AonxHo 6bmMb 3anpeweHo ucnonb3doBaHve CK3W ana 3awuTbl peveBort nHdopMauunm 6e3
npoBeAeHns COOTBETCTBYHOWMX AONONHUTENBHBIX UCCNeaOBaHUNM.

15. JomkHa 6bmb 3anpeweHa pabota CK3UM npu BkAKYEHHbIX B MOBM wraTHbIX cpeacTBax
BbIX04a B pajuoKaHan.

16. KOHTpONeM ULEeNOCTHOCTM JAO/MKHbl Obb OxBauyeHbl (annbl, YKasaHHble B pasgenax
«TpeboBaHua no kpuntorpadumyeckon 3awmute» gokymeHToB XTHAN.00088-01 91 02, XTHAW. 00088-
01 91 03, XKTSMN.00088-01 91 04, XTAM.00088-01 91 05, XKTAN.00088-01 91 06.

17. 3AMPELWAETCH mncnonb3oBaHue 6ecnpoBOAHbIX KAaBUATYP WU KOMMbIOTEPHbLIX MbILEN.
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17.TpeboBaHunsa no BCTpanBaHUo U ncrnosbsosaHuo MO CK3U

BctpamBaHue CK3M B 3awuwiaembie MHPOPMALMOHHbIE CUCTEMbl AO/IKHO MNPOU3BOAUTLCSA B
cooTBeTCcTBUM C [MonoxeHunem MNK3-2005. BcTpavBaHuWe AO/XHbI MPOBOAUTL OpraHuMsauum, nMmerlmne
JIMLEH3MI0 Ha NpaBo MpoBeAeHUs Takumx paborT.

Ona  obecneyeHusl  3aliMTbl  3JIEKTPOHHbIX  AOKYMEHTOB W  CO34aHUSI  3aLUMLLEHHOM
aBTOMATM3MPOBAHHOW CUCTEMbl B MEPBYI O4Yepedb WCMOMNb3YTCSA Kpuntorpaduyeckne MeToabl
3aluTbl, KOTOPble MO3BONSAKT o6ecneynTb 3alnTy LEeSOCTHOCTU, aBTOPCTBA U KOHPUAEHLMANBHOCTH
3JIEKTPOHHON WHdOPMauMM W peanusoBaTb MX B BUAE MPOrpaMMHbIX WM annapaTHbIX CPeacTs,
BCTpPaMBaeMbIX B aBTOMaTU3MPOBAHHYIO CUCTEMY.

Mpwn co3gaHnn 3awWMWeHHOW MHGOPMALMOHHOM CUCTEMbI AO0MXKHbI ObTb onpeaenieHbl MoAenb
BO3MOXHbIX Yrpo3 M nonamtuka ee 6e3onacHOCTM. B 3aBUCMMOCTM OT MNOAMTUMKM 6e30MacHOCT U
onpegensietca HeobxoamMbin Habop KpunTorpaduuecknx GyHKUUA U OpraHu3auMNoHHO -TEXHUYECKUX
Mep, peanu3yeMblX B CO34aBaEMOl CUCTEMeE.

®OyHkumm CK3W npu BCTpamBaHuM B MNpUKIaAHOE MNporpaMMHoe obecrnedyeHue MoryT 6bimb
NCMOMIb30BaHbl:

1. Yepes wuHTepdenc dyHkumn CryptoAPI 2.0, u4yTO no3BOASET MNPUMEHATb BeCb
WHCTPyMeHTapuin ¢upmbl  Microsoft. [Ons 3Tux uenen paspaboTumkm MOryT BOCMOSIb30BATbCH
nporpaMMHON AoKyMeHTauuen, copgepxawenca B MSDN (Microsoft Developer Network), a Takxe
noctasnasiembiM TectoBbM [10; Ha Unix-nnatdopmax (Linux, FreeBSD, Solaris) uyepe3 wuHTepdelic
6unbnunotekn capilite.dll, spnarowencsa noamHoxecTtBoM MHTepdenca CryptoAPI 2.0. ina 3Tux uenen B
KOMMJIeKT MOCTaBKW BKAo4HaeTcsa AokyMmeHT XKXTAN.00088-01 96 01 «Kpuntollpo CSP. PykoBOoACTBO
nporpaMmMmucTa».

2. HenocpeactBeHHbiM BbBOBOM dyHKUMA CK3UM nocne 3arpy3km mMoayns C MCMNONb30BAaHUEM
dyHkuun LoadLibrary. 1nsa 3Tux uener B KOMNAEKT MOCTaBKM BKAOYaeTCcs A0KyMeHT XKTSM.00088-
01 96 01 «Kpuntollpo CSP. PykoBOACTBO MpoOrpaMMucTa», OMNUCbIBAKOWMA COCTaB QYHKUMA W
TecToBoe I0.

3awuTa OoT 3akagok, BUpycoB, Moaudukaunum CUCTEMHOro U npuknagHoro MO gomkHa 6bmb
obecneyeHa UCNOIb30BAHNEM, CPeACTB aHTUBUPYCHOM 3alUUTbl U OpraHn3aLOHHbIX MepOonpUATUNA.

MpaBuna BCcTpamBaHUA M MCNoab3oBaHusa CK3U

Mpn BcTpamBaHmm CK3U «Kpuntollpo CSP» B npuknagHoe nporpamMmHoe obecnedeHne wnim
MCMNONb30BaHMM ero B COCTaBe CcTaHAapTHOro npuknagHoro MO Ao/MKHbI BbINOAHATBCS cheayrowue
TpeboBaHus:

1. Mpy  UCMNOMb30BaHUM OTKPbLITOrO KJtoYa WAM  KA4Ya npoBepku SN AO/MKHbI  6bTb
obecneueHbl ero aBTopu3aLunsi, JOCTOBEPHOCTb, LENOCTHOCTb U MAEHTUYHOCTb.

2. Mpn  MCNonNb30BaHMM CepTUDMKATOB OTKPbITbIX KAKYEHn U KA4Yen nposepku 2,
3aBepeHHbIX MOAMUCHID AOBEPEHHOW CTOPOHbI, A0/HKHA 6bmb obecneuyeHa 6e3onacHas AocCTaBka M
XpaHeHue cepTudumkaTa K4Ya AOBEPEHHOM CTOPOHbI, C WCMOSb30BaHMEM KOTOPOro MNPOBEPSTCS
ocTasnbHble cepTudmKaTbl Kaoyen nposepku Il nonb3oBaTenen (KopHeBoro ceptudukaTta).

3. Kpuntorpaduyeckoe cpeacTBo, C MOMOLLbID KOTOPOro MNpoOM3BOAUTCS 3aBepeHue Kitouden
npoBepkn 3Ol1, OTKPbITbIX KAOYEN WIN  CMNPaBOYHUKOB OTKPbITbIX KAKO4Yeln, [A0/KHO 6bMb
cepTndMLMPOBaHO MO KAaccCy, COOTBETCTBYOLWEMY MPUHATON noautnke 6esonacHoCTy.

4. Ina oT3biBa (BbBOAA W3 AEWCTBMUSA) OTKPbITbIX KAKYEN U KAouen npoBepku ST A0SKHbI
MCMONb30BaTbCs CpeACTBa, MO3BOJISAKOLWME NPOM3BECTM aBTOpM3auMilo oT3biBatowero nvua (B 3TUX
uenax [AOJ/DKEH WCMOSb30BaH CMNUCOK OTO3BaHHbIX CepTuduKaToB, 3aBepeHHbii 2l aoBepeHHOMN
CTOpPOHbI).

5. Mpn BbBoBe [punoxeHnem dyHkumm CK3M B npuknagHoM nporpaMMHOM obecneyeHuu
[O/MKHa 6bTb MpeAyCcMOTpeHa NpoBepKa KoAa 3aBeplUeHUs Bbi3biBaeMon (YHKLMM.

17.1. TpeboBaHusa no BcTpamBaHuio Mmoagynen «Kpuntollpo IPSec».
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C wucnonb3oBaHMeM Moaysnen IPSec ocyuwecTBnsercs 3awuTa WMHpopMauum nNpu BbiXOAE B
KaHa/l CBsi3M, MO3TOMY BCTpauBaHWE AaHHbIX MOAYJNIEN PaBHOLLEHHO pa3paboTKe CaMOCTOSTENbHOro
CK31 » fonkHO NpoBoAUTLCSA B cooTBeTCTBUM C MK3-2005.

B coctaBe CK3MN «Kpuntollpo CSP» v 4.0 He BCe pexumbl Moaynen IPSec npownwm
ceptudmkKaumo, 3TO OTHOCUTCSH K pexumam ayTeHTubukauum GSS_API 6ubnuotekun libike_gost
(cpike_api) nopgaepxkn npotokona IKE n Kk pexmmam moayns esp_gost (cpesp_drv) npotokona ESP.
CepTudukaumnsa gaHHbIX PEXMMOB AOJ/KHA NPOBOAUTBLCS B cocTaBe pa3pabaTbiBaeMbix CK3U.
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23.
24,

25.

26.

JlutepaTypa

depepanbHbIi 3aKoH 0T 06.04.2011 N2 63-P3 «O6 31€KTPOHHOM NoANUCU>»;

depepanbHbIi 3aKOH 0T 27.07.2006 N2 149-03 «O6 nHdopmaumm, MHPOPMaLMOHHbLIX TEXHOMOMUAX U O
3awmTe HdopMauumn>»;

FOCTP 28147-89. «Cucrembl 06paboTkm nHgopmMaumn. 3awnta kpuntorpadudeckasa. Aroputm
KpunTtorpaduyeckoro npeobpasoBaHusa»;

FOCTP 34.10-2001. «MHdopMaumnoHHas TexHonormsa. Kpuntorpaguyeckas 3awmta nHgopMaumn. NMpoueccol
¢opMMpPOBaHUSA U MPOBEPKU SNEKTPOHHOM LLMPOBON NoANNCKU>»;

FOCTP 34.10-2012 «NHdpopmaunoHHas TexHonorus. Kpuntorpadunyeckas saw ura nHdopmMaumu. MNMpou eccol
¢ OopMMPOBaHUSA U MPOBEPKU DNEKTPOHHOM LLMPOBON NOANNUCK>»;

FOCTP 34.11-94 «<MHpopMaunoHHasa TexHonorus. Kpuntorpadunyeckas 3awwmnta nHgopmMaunn. @ yHKUmS

X3 WMPOBaHUS>»;

FOCTP 34.11-2012 «MHdopMaumoHHas TexHonorna. Kpuntorpaduyeckas 3awmura nHbopmMaumm. ® yHKU us
X3 LWWMPOBaHUS>»;

Mpuka3z ®CBEP® o1 09.02.2005N? 66 «0O6 yTBepxxaeHUn MNMonoxeHns o pa3paboTke, NpOn3BOACTBE,
peanusaunm n akcnayataunm wndposBanbHbIX (KpUNTorpadpuyecknx) cpeacTB 3awnTbl MHD O pMaLmmn
(MonoxeHune NMK3-2005)»;

XTAN.00088-01 30 01. «Kpuntollpo CSP». ®opmynsp;

. KTAN.00088-01 90 01. «KpunTtollpo CSP». OnncaHne peanmsauunm;
11.

XKTAN.00088-01 91 02. «KpunTtollpo CSP». PykoBoACTBO agMUHUCTpaTopa 6e3onacHocTu. Ncnonb3oBaHue
CK3U noa ynpasneHnem OC Windows;

XTAN.00088-01 91 03. «Kpuntollpo CSP». PykoBoACTBO agMMHUCTpaTopa 6e3onacHocTu. Ncnonb3oBaHue
CK3U noa ynpasneHnem OC B OC Linux;

XTAN.00088-01 91 04. «Kpuntollpo CSP». PykoBoACTBO agMUHUCTpaTopa 6e3onacHoCTu. Mcnonb3oBaHue
CK3W noa ynpasneHuneM OC FreeBSD;

. XT5M.00088-01 91 05. «Kpuntollpo CSP». PykoBoacTBo agMMHUCTpaTopa 6e3onacHocTu. Micnonb3oBaHue

CK3WU noa ynpasneHmnem OC Solaris;

XTAN.00088-01 91 06. «KpunTolpo CSP». PykoBoACTBO aAMUHUCTpaTopa 6e3onacHocTu. icnonb3oBaHue
CK3U noa ynpasneHnem OC AIX;

XKTAN.00088-01 92 01. CK3UN «Kpuntolpo CSP». UHcTpyKkuma no ncnonb3osaHuio Windows;
XTAN.00088-01 93 01. CK3U «Kpuntollpo CSP». APM Bbipab0TKM BHELLHEN FraMMbl;

XKTAN.00088-01 96 01. «KpunTtolpo CSP». PykoBoACTBO NpOrpamMMmcTa;

XTAN.00067-01 30 01. YoocroBepstowmnn ueHTp «Kpuntolpo YLU». ®opmMynsp;

OSI NETWORKING AND SYSTEM ASPECTS. Abstract Syntax Notation One (ASN.1);

ITU-T Recommendation X.509: Information Technology - Open Systems Interconnection — The Directory:
Authentication Framework, Oct 2012;

RFC 3280, «Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL)
Profile», April 2002;

RFC 3369, «Cryptographic Message Syntax» (CMS), August 2002;

RFC 4357, «Additional Cryptographic Algorithms for Use with GOST 28147-89, GOST R 34.10-94, GOSTR
34.10-2001, and GOST R 34.11-94 Algorithms», Jan 2006.

RFC 4490, «Using the GOST 28147-89, GOST R 34.11-94, GOST R 34.10-94, and GOST R 34.10-2001
Algorithms with Cryptographic Message Syntax (CMS)», May 2006.

RFC 4491, «Using the GOST R 34.10-94, GOST R 34.10-2001, and GOST R 34.11-94 Algorithms with the
Internet X.509 Public Key Infrastructure Certificate and CRL Profile», May 2006.
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MpunoxxeHwune A.

AKT roTOBHOCTU K paborTe.
YTBEPX[AIO

(AoMmKHOCTb)

(HanMeHOBaHMeE y4ypexaeHus)

(noanuce, ®N0O)

AKT
rOTOBHOCTM K paboTte c
(HaMMeHOBaHWe y4ypexaeHns) (HanMeHOBaHUSA U34eNNN)

c" " 201__r.

KomMucecnsa B cocTtase npeacepatens N 4Y/IeHOB,
(BOMKHOCTB) (®.1.0.)

KOMWCCUMW, Ha3HaYEHHas COCTaBWJ/la HaCTOALMA aKT O TOM, YTO

(Nnpukas3 0 Ha3Ha4yeHuUn)

noMeLL eHne 3KCnyaTUpYHLLEero opraHa , pa3MelyeHHoe ,

(Ha3BaHue) (appec)

XpaHWUni a KN 4eBbIX HOCVITGJ'IGVI, OXpaHa NMnoMeLEeHN N NoAroTOBNEHHOCTb COTPYAHUKOB K O6CJ'IY)KVIBa HUIO

(o6opynosaHue)
COOTBETCTBYIOT:

(FTOCT, MHCTpYKL WS, PYKOBOASILLME AOKYMEHTbI, MPaBuia Nofib30BaHna U T.M.)
KoMuccua oTMeyaeT, uTo nHctannsauma MO BbilleynoMsAHYThIX U34EeNUA NPOBeAeHbl B COOTBETCTBUM C

(MHCTpYKUMK)

BbiBOA: KOMUCCUMA CYUUTAET, UTO o6beKkT OoTBEYaeT Tp66OBa HUAM
Ha3BaHMe obbekTa

(Ha3BaHMe MHCTPYKLUM)

rno obecneyeHnto 6€30NacHOCTM MO YPOBHIO M MOXET 6bITb BBEAEH B AENCTBUE.
lMpepcepnatens:
(noanwuck) (®.1.0)

YneHbl KOMUCCUN:

(noanmce) (©.1.0)

(noanmce) (©.1.0)

(noanmce) (©.1.0)
M.M.
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MpwunoxeHwue b.

XypHan pernctpauum agMMHUCTPATOPOB 6€30MacHOCTU U NoNib30BaTeNel

o.1.0.
aIMMHMC TpaTopa [IpuMeua Hue
p p IaTa IaTa p
n/n | OpraHmMs3aums ©e30MnacHOCTHU IlaHHBIE PpeTryC Tpauumn (mosib30BaTEND,
perucTpaluuy | BHOBTHYSI
OJIb30B aTesd aIMVHVC TPaToOP)
CUCTEMBL
AOMMHNVC TPATO
1 Cunmopos A. A. Her 21.01.2010 A parop
6es30nacHOCTN
I[IOYTOBHIM ampec:
a.sidorov@acme.ru oneparop
2 VBanoe WM. M. ' : 01.02.2010 pacueTHOo%
JOJKHOC T :
CUCTEMH
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O6uwan 4yacTtb

>KypHan nonb3oBaTensa ceTtu

MpwunoxxeHwune B.

n/no

IaTa
Bpewmsa

®.1.0.
MOJIb30BATEI A
CYC TEMEL

CobrTHEe

JOonoyIHUT eJib Hele  [aHHbIe

[IprMmeuaHme
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MpunoxeHwue T.
«YpoctoBepsowmm ueHTp «Kpuntollpo YL»

MporpaMMHbIn KOMMIEKC <«YpocTtoBepsitowmni Lentp «Kpuntollpo YLU» npegHasHadeH ans
BbIMOJIHEHUS  OPraHM3aUMOHHO-TEXHUYECKUX  MepornpuaTMin  no  obecneyeHuto  Mosb3oBaTenemn
YpocTtoBepsitowero LleHTpa kak opraHmsaumm cpenctBaMm U cneuundukaumssMm ans UCnosib30BaHUs
cepTUdMKaTOB OTKPbLITbIX KJOYeN B LENSX:

— KOHTPOJIS LE€/IOCTHOCTU 3JIEKTPOHHBLIX AOKYMEHTOB, MNepefaBaeMbiXx B aBTOMaTM3MPOBAHHbIX
MHMOPMALMOHHBIX CUCTEMAX;

— KOHTPOS LENOCTHOCTM NYBANUYHBIX MH(MDOPMALMOHHbIX PEeCcypcoB;

— NpoBEpKU NOASIMHHOCTHU B3aUMOJAENCTBYIOLLINX NPOrpaMMHbIX KOMMOHEHTOB n
KOHMUAEHUMANbHOCTU NepeaaBaeMbiX AaHHbIX MNpU MHPOPMALMOHHOM B3aMMOAENCTBUM;

— CO034aHNna CUCTEMbI OPNANYECKN 3HA4YMMON 3ﬂ€KTpOHHOVI noarnncm B CUCTEMaAx 3/1EKT POHHOIO
AOKyMeHTo060poTa;

— obecneyveHnsa 6e30MacHOCTM M pasrpaHUYeHUss [OoCTyna npu B3aMMOAENCTBUM CYyHBLEKTOB
aBTOMATU3MPOBAHHbIX MHMOPMALMOHHBLIX CUCTEM;

— CO034aHunAa nepapxmyec KoM CUCTEMBI ynpaBieHus KJ1ro4aMm noanncu CY6'beKTOB
aBTOMAaTU3NPOBAHHbLIX MHd)OpMaLI,VIOHHbIX CUCTEM.

MporpaMMHbIn KOMMAeKC «YpocTtoBepstowmi LeHtp «Kpuntollpo YLU» obecneumBaet:
— Peanusauuio poneson Mmoaenun ynpasneHnsamm obbekTammn «Kpuntolpo YLi»;
— CozpaHne UHppacTpykTypbl YaocToBepstoWwmMx LleHTpoB, NOCTPOEHHbIX MO:
" yepapxuyeckon moaenw;
= ceTeBOM (MOCTOBOM) MOoAeNN.
— AyauTt cobbITMin, CBSA3aHHbIX C 3KCMAyaTauuen NporpaMMHOrO KOMMiekca;

- Peanuzaumnto MexaHu3Ma 3aHeceHMs B cepTudukaT ktoda nposepku 3 noanucu cBeaeHUi
06 OTHOLWIEHUSIX, MPU KOTOPbIX 3JIEKTPOHHbLIN AOKYMEHT WMeeT puanYecKyto cuiy, U obnactax
npuMeHeHnss ceptudukaTa;

— BepeHus peecTpa 3aperMcTpupoBaHHbIX Mosib30BaTeNei;

* BbinosiHEHME npoueaypbl perMcTpaunm nosib30BaTesNss B LEHTPasIM30BaHHOM peXuMe C
NpubbLITMEM PEFMCTPUPYEMOTO MOJIb30BaTENs B YA0CTOBEpSOWMiA LIeHTp;

* BbiNOSIHEHME MpOLEeAypbl perucTpaunvM Mnonb3oBaTenss B pacnpedesieHHOM pexuMme 6e3
NpubbITUA PerncTpupyeMoro nosib3oBaTens B YAocToBepstowmin LleHTp;

= BbiINO/IHEHME TMpoueaypbl yAaneHuss nonb3oBaTenen w3 peecTpa Mosb3oBaTesnien nmno
3anpocamM agMuHuUcTpaTopa Ypocrtosepsawuwero LleHTpa;

» BoinoNiHEHWE nMpoueaypbl ypaneHuss nosb3oBaTenellr mM3 peecTpa MoAb3oBaTenen B
aBTOMaTU4YECKOM pexume;

— FeHepauma knw4yen noanucu n wmdpoBaHus

* BoinosIHEHWE npoueAypbl reHepauuum NudHbIX Kaden DI un knodenn nposepkn M wm
Koyen wudpoBaHMs Mosb3oBaTesis Ha paboyeM MecTe nonb3oBaTens;
= BbiNOIHEHME Mpoueaypbl reHepauun nAWYHbIX Kader 3 n kawden nposepku DI wm
Kayen wudposaHms Ha paboyeMm MecTe agMMHUCTpaTopa YaocToBepstwowero LeHTpa;
* BoinosIHEHWE nNpoueaypbl reHepauum NudHbIX kKaoder DI u knode nposepkn 3l
yMNo/IHOMOYEHHOro nuua yagoctosepstowero LeHTpa;
* BoinosiHEHWE npoueaypbl reHepauum nudHbiX Kaoden DI m kawoyen nposepku 3T
YMNOSIHOMOYEHHOIo Nuua NoAYMHEHHOro YaocTtoBepswuwero LleHTpa;

— BeneHne peecTpa 3ampocoB M 3asiBIEHMA Ha cepTuUdUKaTbl OTKPbITbIX KAOUENn M Kioden

npoeepkn 3l B 2N1eKTPOHHOM Buae:

» DopMMpoBaHMe 3anpoca Ha cepTudukat HOBOro Kaw4ya npoeepku Ol Ha pabouem mecTe
nosb3oBaTens;
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= DopMMpOBaHMe 3anpoca Ha cepTudmKaT HOBOro KJo4da npoBepku Il Ha pabouem mecTe
aAMuMHUCTpaTopa YaoctoBepswouwero LleHTpa;
= BbiIBOA 3anpoCcoB Ha cepTudukaTtbl Ka4ven nposepkn 1 nonb3oBaTenein Ha HGyMaXKHbIA
HocuTenb Ha pabouem mMecTe nosib3oBaTens;

- BeneHne peecTpa cepTudMKATOB OTKPbITbIX K/OYEN WU KAwo4vel npoBepku Ol1, mM3gaHHbIX
YaocTtoBepsowmM LileHTpoM B 371€eKTPOHHOM BUAE:

»* KOHTPOJIb YHMKANIbHOCTM OTKPbITbIX Kalo4ven wudpoBaHmsa wn Kadeln nposepku Ol B
dopMmpyeMbix cepTudukaTtax;

= QopMMpoBaHME CepTUDOUKATOB  OTKPLITbIX  K/Yern u  Kawyen nposepku Il
nosib3oBaTesiel B 3/1IEKTPOHHOM Buae B COOTBETCTBUM C pekoMeHaauunsmm X.509 sepcum 3
m RFC 2459, no3onswowMx C nomowbo Kpuntorpadumdeckmx ™Metogos (3MN)
LeHTparn3oBaHHO 3aBepsATb COOTBETCTBME OTKPLITOro KJj4ya M Ka4da nposepku DI w
aTpMbyTOB onpeAeneHHOMY MO/b30BaTENI;

= BoiBOA cepTudMKaTOB Koden npoBepku DI nosnb3oBaTesniern Ha 6yMaxkHblh HOCUTENb Ha
pabouyeM MecTe nonb3oBaTens;

» BoiBOA cepTudumKaToB Katoven npoBepku 3l nonb3oBaTenenn Ha GyMaxKHbI HOCUTENb Ha
paboueM MecTe agMWMHUCTpaTopa YaocTosepstuwero LleHTpa;

— BeneHue peecTpa 3anpocos 7 3aaBNEeHNN Ha aHHynmpoBaHue  (OT3biB) 7
npuocTaHoB/eHNe/BO306HOBNEHNS OENCTBUS CepPTUDPUKATOB OTKPbITbIX K/OYEN W KIo4Yein NpoBepKuU
3l B 3/1eKTPOHHOM BUAE:

» BoinoniHeHWe npouenypbl (GOPMUPOBAHUSA 3arpocoOB Ha OT3blB CepTUPUKATOB KIOYeENn
nposepkn Ol Ha pabouyem MecTe nonb3oBaTens;

* BoinoniHeHWe npoueaypbl GOPMMPOBaHMUS 3anpocOB Ha OT3bB CEPTUPUKATOB KIOYeENn
nposepkn 3l nonb3oBatene Ha paboyeM MecTe aaAMMHUCTpaTopa YAOCTOBepsLWero
LleHTpa;

* BbinosiHEHNE npoueaypbl  dHOpMMPOBaHMA  3anMpocoB  OT  MNoJjsib3oBaTenen Ha
NMPpUOCTaHOBNEHNE/BO30OHOBIEHME AENCTBUS CcepTudMKaTOB Ktouyeinn nposepkn Il Ha
paboueM MecTe nosib3oBaTesns;

* BoinosiHEHME npoueaypbl ¢dopMumpoBaHus 3anpocos Ha
NMpPUOCTaHOBNEHME/BO30OHOBNEHNE AENCTBUS CepTUdUKaToB Kdel nposepkn Il
nonb3oBaTenen Ha pabouem mecTe aaMMHUCTpaTopa YaocTtosepswuwero LleHTpa;

= DopMMpOBaHME M AOCTaBKY 3aperncTpuMpoBaHHbIM MOJIb30BATENSAM CMMCKA OTO3BaHHbIX
cepTudukKaToB Katouen nposepkun Il nonb3oBaTenein;

— BbinonHeHMe npoueaypbl NOATBEPXKAEHUS MOAIMHHOCTU DI

= BbINoJsIHEHME npoueaypsbl noaTBeEp>XAeHnA NnoANMNHHOCTHU 20 B 3JIEKTPOHHDbIX
AOKYMEHTaX,

= BuiNnofiHEHME Mpoleaypbl MOATBEPXAEHUA MOAMHHOCTK 3l YyNoJHOMOYEHHOrO /ULa
YaocToBepstouwero LleHTpa B M3aaHHbIX cepTudukaTax kitoder nposepku 3MM;

- Peanm3au,mo CuUcTeMbl onoBeweHnsd nonb3oBaTenen C ncnob3oBaHUeEM NO4YTOBbIX
coobLleHnn:

= YrpaBiieHMe OnoBeLleEHNEM MoSib30BaTeNen 0 CobbITMAX B NpoLecce peructpaumm;

» YnpaBneHWe ornoBelleHneM Mosib3oBaTtesien 0 cOobbmuAX B TEYEHUW BCEro XXWM3HEHHOro
uukna ceptndukaTtos katoven nposepku 3.

ApxutekTtypa MK «Kpuntollpo YL»

MporpaMMHbIM KOoMnekc <«YaoctoBepswowmii ueHTp «Kpuntollpo YL» cocTtouT M3 cneaylowmx
KOMIMOHEHT:

— UeHtp Ceptudumkauymmn (LC);
— LleHTp Pernctpauyum (LIP);
— APM agMuHucTtpartopa LP;
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— APM pa3bopa KOH(INKTHbIX CUTyaLUWN;
- MNonb3oBaTenbCKMX CPeacTB B3ammoaencTemusa c YU ;
= APM peructpauun nonb3oBaTens;
= APM 3aperncTpmpoBaHHOro nosib3oBaTens C MapKepHbIM AOCTYMNOM;
* APM 3aperncTpupoBaHHOro rnosb3oBaTesiid C KA4YeBbIM AOCTYMNOM.
— MporpamMmHoro mHTepdenca B3ammogencTema ¢ YU (UHTepdelic BHewHnx Mpunoxenun).

e
Uewp ’
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Monb3zoBarenu

PucyHok 'l - Cxema B3anMoaenTcBma KOMNoHeHT «KpunTtollpo YL»

LeHnTp CepTudmkaumm

LleHTp cepTudmkaumm - KOMMOHeHT koMmnnekca «Kpuntollpo YL», npepgHasHadeHHbn Ans
dopmMmmpoBaHua cepTudumkaToB  Kaoden npoBepku IOl nosb3oBaTenern M aAMUHUCTPATOPOB
YAocToBepsiloWero LuUeHTpa, CMUCKOB OTO3BaHHbIX CepTUMMKATOB, XpaHEHWS 3TanoHHOK 6as3bl
cepTudMKaTOB M CMNUCKOB OTO3BaHHbIX cepTudumkaToB. LleHTp CepTudumkauum ¢GyHKUNOHUPYET B
onepaumoHHon cucteme (OC) Microsoft Windows Server 2003/2008 R2/2012/2012 R2 u ucnonbsyet
6a3y aaHHbiX Microsoft SQL Server 2005 Express (no ymonuyanuio) (MSSE) u 6a3y gaHHbIX Ciyx6bl
ceptudmkauum Microsoft Certificate Authority (CA). MSSE ycTaHaBnMBaeTCcs NMporpamMMoii YCTaHOBKMU
MO UeHTpa CepTtudmkaumm u He TpebyeT oTAENbHON YCTAaHOBKM.

B kauvecTtBe cucTtembl ynpaBneHumsa 6a3oi gaHHbix LleHTpa CepTtudukauum  MoOXeT
ncnonb3oBatbcs Microsoft SQL Server 2005, Microsoft SQL Server 2008 (C yCTaHOBJ/IEHHbIM MaK €TOM
coBMecTuMOCTM € SQL 2005), Microsoft SQL Server 2008 R2 (C YyCTaHOBJ/IEHHbIM MaKETOM
coBMecTuMocTuM ¢ SQL 2005), Microsoft SQL Server 2012 (c yCTaHOBJ/IEHHbIM MaKeTOM COBMECTUMOCTH
c SQL 2005).
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LUC B3aummopelictByeT TONbKO C LeHTpoM Pernctpaumm wnu HeckKosbkuMu LleHTpamum
Pernctpaumm no oTaesibHOMY CEerMeHTYy JIOKasbHOMW CEeTU C MCMNOoJSIb30BaHMEM 3allMLLEHHOINO CEeTeBOro
npoTokona.

LleHTp pernctpauum

LeHTp Pernctpaumm - komnoHeHT MK «Kpuntolpo YL», npeaHasHa4yeHHbIi AN XpaHeHus
permcTpauMoHHbIX  AaHHbIX  MOJb30BaTenei, 3anpocoB Ha cepTudukatbl U cepTudUKaTbl
rnosib3oBaTesiell, npeaocTaB/eHNs UHTepdelca B3aMMOAENCTBUS MOJIb30OBaTeNeEN C YAOCTOBEPSIOLIMM
LleHTpoM. LleHTp Peructpauum dyHKUMOHMPYET B onepaumnoHHon cucteme (OC) Microsoft Windows
Server 2003/2008 R2/2012/2012 R2 u ucnonb3yeT 6a3y paHHbIX Microsoft SQL Server 2005 Express
(MSSE) (no ymon4daHuo). MSSE ycTaHaBnmBaeTcs nporpamMmoit yctaHoBku MO LleHTpa Peructpauunn.

LleHTp Peructpauumn B3aumogenicteyeT C LleHTpom CepTtudumkauum no OTAENbHOMY CEerMeHTy
NloKanbHOM CeTM C WCNOSb30BaHMEM  3allMLEHHOro CeTeBOro npoTtokona. BsammopencTeue
nonb3oBaTeNen C YAOCTOBEPSOWMM LEHTPOM obecneymBaeTcs 3a CYET MCMNOJIb30BaHUS MPUIOXEHWUIA
(APM 3apeructpupoBaHHOIO MoONb30BaTENS C KJOYEeBbIM A0CTyrnoMmM, APM 3apeructpupoBaHHOMO
nonb3oBaTenss C MapkepHbiM goctynoMm, APM peructpaumm nosb3oBaTens), nNpeaocTaBisieMbIX
LleHTpom PeruncTtpauunun.

LleHTp Pernctpauunn aBnsieTCcs €AWMHCTBEHHOM TOYKOM BXxoda (perncrpauum) nosb3oBaTenen B
cucteMe. TONBbKO 3aperncTpupoBaHHbim B LleHTpe Permctpauun nosib3oBaTelb MOXET MOJyYuTb
cepTmudmKaT Ha CBOM OTKPbITLIA KoY B YaocToBepswweMm LieHTpe.

APM aagmuHucTpaTtopa LP

KomnoHeHT APM AamuHucTpatopa UP npepHa3HavyeH Ans  BbINOSIHEHUS OpraHM3auWOHHO -
TEXHUYECKMX MeponpusaTUi, CBSA3aHHbIX C  perncrpauven nosb3osaTtenen, GOpMMPOBaAHUEM
cnyxebHbix Kno4ven M cepTudumkaToB Mosb3oBaTenen u ynpasseHus LeHTpom peructpauun. APM
aaMuHuUcTpaTtopa ¢dyHKkumoHupyer B OC Microsoft Windows 7/8/8.1/10. APM aaMmuHucTpaTopa
B3aumogencTeyeT ¢ LleHTpoM PerncTpauum no JIOKasbHOMW CeTM C UCMOSIb30BaHMEM 3alLULLEHHOro
CeTeBOro NpoTokona.

lMporpamMMHoe obecneveHne APMa agMuMHUCTpaTopa ABNSeTCS  YHUBEPCasIbHbIM U
MCMNONb3YyeTCa A7 BCEX Posien NpuBUAErmpoBaHHbIX Nonb3oBatener (aAMUHUCTPaToOpoOB, ONEpPaTOpoOB
MT.40.).

APM pa3bopa KOHMOANKTHBIX CUTYyauui

APM pasbopa KOHMIMKTHLIX CUTyaLWiA MNpeaHasHayeH AN BbINOJIHEHUS OpraHM3aLMOHHO -
TEXHUYECKUX MEpPONpUSATUIA, CBA3AHHbIX:

— C NOATBEPXAEHNEM MNOAJIMHHOCTM DI B 3/IEKTPOHHbIX AOKYMEHTax W onpegesieHmMs ctaTyca
cepTUMOUKATOB OTKPbLITbIX KJIHOYEN Nosib30BaTeNnen;

— C noaTeepxaeHneMm noasnHHocTtu 3l ynonHoMouyeHHoro nuua Yaocrtosepswuwero LleHTpa B
M3roTOBJ/IEHHbIX MM cepTuduMKaTax OTKPbITbIX KAKYeN.

APM pa3bopa KOHMAMKTHbIX cuTyauun dyHkumoHmpyet B OC Microsoft Windows 7/8/8.1/10.
APM pa3bopa KOHMMKTHbLIX CUTyauuA He B3aMMOAENCTBYET HM C KaKUM APYrMM KOMMOHEHTOM
YpocTtoBepsawwero LleHTpa u ucnonb3dyeT B cBoen paboTe o06bekTbl, NpeabsBnsieMbie CTOPOHaAMMU
KOHMNMKTa B KayecTBe JoKasaTeNnbCTBa TexX WM UHbIX (akKTOB (31eKTPOHHbIN AOKYMeHT ¢ 2Jf,
cepTudmrKaTbl, CMUCKM OTO3BAHHbIX CEPTUPUKATOB U T.4.).

APM peructpaunu nonb3oBaTend.

APM perucTpauumn nonb3oBatens LleHTpa Pernctpauum npeaHasHayeH An8  BbINOJIHEHUSA
OpraHM3auMoHHO-TEXHUYECKNX MEPOMNpPUSATUA, CBA3a@HHbIX C BbIMOJIHEHWMEM MpPOLEAYpPbl perncTpauunm
nofib30BaTesNA Ha YA0OCTOBepsLEM LileHTpe B pexunMe pacnpeaefnieHHoW pernctpaunm.

APM perunctpauuu nonb3oBatens @yHkunoHmpyet B OC Microsoft Windows 98 u Bbiwe (c

ycTaHosseHHbiM MS IE 5.0 n Bbiwe). APM pernctpauuu nonb3oBaTens B3auMoaencTeyeT C LleHTpoMm
pernctpauum no npotokony HTTP(S) ¢ 04HOCTOPOHHEN ayTeHTUdUnKaunen.
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K ocHOBHbIM dyHKUMAM APM permctpaumnn nosib3oBaTens OTHOCATCS:

- obecneyeHne B3ammoaencTeus c LleHTpom Pernctpauum;

— obecrneyeHne BO3MOXHOCTU d)OpMI/IpOBaHMﬂ n nepepoayn  3anpocCa Ha perncrtpauuio
nosib30BaTENA;

— wudpoBaHMe MHPOpPMaUMK, NepedaBaeMon Mexay nonb3oBaTtenem u LleHTpoM PerucTtpauum,
C MCcnosib30BaHMeM npoTokona TLS ¢ 0AHOCTOpPOHHEN ayTeHTudmKaumnen.

APM 3aperncTpupoBaHHOro MoJsib30BaTesis C MapKepHbIM AOCTYMOM.

APM 3apernctpMpoBaHHOro noJsib30oBaTesis C MapKepHbiM AOCTYNOM npeAHa3HayeH Aans
BbINOSIHEHNS OpPraHM3auMOHHO-TEXHUYECKUX MEepPOMNpUSATUIA, CBSI3aHHbIX C reHepauunen cnyxebHbiX
Kaoden, dopMmpoBaHMEM 3anpoca Ha CAyXebHbii cepTudukaTt kawda nposepku I n nonydeHue
cnyxebHoro ceptudukaTta kaoya nposepku I.

AyTeHTUdUKAUUS 3aperMcTpMpoBaHHOIO MOJIb30BaTENS OCYLLECTBASETCS C WCMOSIb30BaHUEM
BPEMEHHOro Mapkepa AoCTyna, npeacTaBnstowero coboi COBOKYMHOCTb C/eAyoLUNX CYLLHOCTEN:

- Wpentndukatop (ID);
- MNapone.
NoenTudukatop dopmmpyetcs LleHTpom Pernctpaumm n npeactasnsgetr cobom Lenoe 4ymcno.

Maponb dopmupyetca LeHTpom Peructpauumm u npeactasnsetr coboli CTpoKy CUMMBOJSIOB
ANvHON 6.

Mapkep pocTyna, chopMupoBaHHbii LleHTpoM Pernctpauun, nepepaetcs nonb3oBaTtento nmbo
B npouecce peructpaumm (c wncnonbdoBaHmem APM 3ao4yHor (ypaneHHoOW) pernctpauum) no
3almueHHoOMy KaHany, nMbo coobuwaeTcs noab3oBaTesito aaMUHUCTPaTOPOM.

APM  3aperncTtpuvpoBaHHOro nosb3oBaTesids C MapKepHbiM AOCTYMNMOM, KaK TMpaBwio,
MUCMoOJIb3yeTCa B ABYX Cliyyasax:

— B Mnpoueaype pacrnpeaesieHHON perncTpauum nosb3oBaTens, Mnocjsie ucnonb3osaHus APM
perncTpauun nosb3osaTens;

- B CJlyyae noTepu k/4da ayTeHTudukaumm (npy KOMMpOMEeTauunm Wan B MHbIX CAy4dasx)
3aperncTpMpoBaHHOro Mosib3oBaTenss UM He WUMelwero BO3MOXHOCTM JIMYHOro npubbmus B
YpocTtoBepsaowmi LLeHTp A4ns nonyyYeHus Knuyen u ceptudukaTos.

APM 3apernctpupoBaHHOro mnosb3oBaTenss C MapKepHbIM AOCTynoM d¢yHKumnoHmpyet B OC
Microsoft Windows 7/8/8.1/10 (c ycTaHoBneHHbiM MS IE 5.0 u Bbiwe). APM 3aperMcTpmpoBaHHOIO
nonb3oBaTenss C MapKepHbIM AOCTYNOM B3auMmoaencTByeT C LleHTpoM perucTpauum no npoTo Koy
HTTP(S) ¢ 04HOCTOpPOHHEN (CepBEPHON) ayTeHTUdUKaLNeN.

APM 3apernctpmvpoBaHHOro rnosib3oBaTesid C KYEBbIM AOCTYMOM.

APM 3apernctpupoBaHHOro nosjb3oBaTesid C KJ/YEBbIM [AOCTYNOM rMpeaHa3HadeH A4
BbINO/THEHNSA  OpPraHM3aLUNOHHO-TEXHUYECKUX MEPONPUATUA, CBA3AHHbLIX C YMpaBleHUEM JIMYHOW
KNo4yeBon wuHdopmaumen wun ceptudukatamu, TakuMu Kak dopMmupoBaHue paboumx Ki4den u
3as8BNE€HUA Ha W3roToBJsieHNe CcepTudMKaTOB, 3asiBIEHWM Ha aHHy/JupoBaHWe CcepTudukaTos,
NMpUOCTaHOB/IEHNE W BO30OHOBJ/IEHUS [AEUCTBUA, MNOJIydeHWe U YyCTaHOBKA CrNMCKa OTO3BaHHbIX
ceptudmkKaTos.

APM 3aperncTpupoBaHHOrO Mosb3oBaTeNss C Ka4deBbiM goctynom dyHkumoHupyetr B OC
Microsoft Windows 7/8/8.1/10 (c ycTtaHoBneHHbiM MS IE 5.0 n Bbiwe). APM 3apermcTpupoBaHHOro
nonb3oBaTeNss C KJKYeBbIM AOCTYMNOM B3auMoOAencTByeT C LleHTpoM pernctpaumm nNo MNpoTOKOy
HTTP(S) c AByXCTOpPOHHEN ayTeHTudunkaumnen.

NHTepdeic BHewHunx MpunoxxeHun «Kpuntollpo YLI»

MNporpammHoe obecneveHne LleHTpa Permctpauuu peanusoBaHo B Buae Beb-cepBuca. Beb-
cepsuc UeHTpa Pernctpaumm 6a3mpytoTcs Ha Tpex OCHOBHbIX Beb-cTaHhapTax:
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— SOAP (Simple Object Access Protocol) —npoTokon Ans NOoCbUiKM COobLeHMn No NpPOTOKOY
HTTP(HTTPS) n apyrum Internet-npotokonam;

- WSDL (Web Services Description Language) — Ha 43blKe ANns ONMMCaHUS MNPOrpaMMHbIX
nHTepdelicos Beb6-cepBncos;

- UDDI (Universal Description, Discovery and Integration) — Ha cTaHpapTe 4N MHAEKCauuu
Be6-cepBMCOB.

Hanpumep, KOHcCONb aaMuHucTpatopa LleHTpa Pernctpauumm obwaetca C cepBepoMm
NMpUIoXeHUss NMyTeM BbiI30Ba MeTOAOB yAasieHHbiXx 06bekToB no SOAP npoTokony, ucnonb3ys WSDL
onucaHune Beb-cepsuca RA.wsdl.

LleHTp perucTpauumu npenocTaBAsieT MPOrpaMMHbIA MHTepdEeNC BHewHUX npunoxeHun (MBIM)
ANs  pocTyna K dyHKUMOHanbHoCTM LP. TlporpaMMHbIn  MHTepdENC WUCMONb3YeTCs BHELHUMU
MPpUNOXEHNSIMW, KOTOpble MOryT BbICTynaTb B POAW MOSb30OBaTens win aaMUHUCTpaTopa, B
3aBMCUMOCTM OT NMpeaocTaB/sseMoro ceptudumkara.

Ona obecneyeHns BbIBOBOB yaaseHHbIX 06beKTOB C ucnosb3osBaHneM SOAP npoTtokona LeHTp
PerncTpauunmn coaepXxut cneyunanbHyto ASP cTpanuuy «RA.asp» — obpabotunk SOAP-3anpocos. ITOT
obpaboTtumk npuHuMaeTr SOAP 3anpochbl, nocTynatouwme no npotokonam HTTP wnm HTTPS, B Buae
AokymeHtoB XML. C mncnonb3oBaHnem WSDL n WSML onucaHmsa Beb-cepsuca, oH npeobpasyeT ux B
BbI30Bbl 06bekTOB npunoxeHns COM+ LleHTpa Pernctpauuu. Mo OKOHYaHWIKO Bbi30Ba, OH noaydaeTr
BO3BpallaeMble 3Ha4YeHus, ynakosbiBaeT nx B SOAP coobuieHne n oTnpasBisieT ero KJMEHTCKOM YacTu
MPpUIOXeHUs.

QakTnyecku, paspaboTka NPWIOXKEHUS, KOTOPOMY HeobxoauMma QyHKUMOHaNbHOCTb LleHTpa
Permctpauumn, CBOAMTCA K HanNuMcaHuo nporpaMMbl, KoTtopas @GOpMUPYET <«npaBWibHbiE», B
cooTBeTcTBMM ¢ WSDL onucanueMm, SOAP 3anpochl, cogep)awwme Ha3BaHue Beb-cepsuca, noprta,
BblI3bIBAEMOr0 MeToAa, HaWMEHOBaHWUSA W 3HadeHus napameTpoB MeToaa. MNoTom HekoTopbiM 06pasom
3Ta nporpamma oTtnpasnseTr ux no npotokonam HTTP wnu HTTPS Ha URL agpec RA.asp. B oTBeT aTa
nporpamMma nony4daet SOAP oTBeT C pe3ysbTaTaMu Bbi30Ba, 3aTeM pa3bupaeT 3TOT NakeT U U3BJeKaeT
BO3BpallaeMble 3Ha4YeHus.

Pexxnmbl paboTbl «Kpuntollpo YL»

1) Pexxunmbl permcTpaummn nonblosartenen Yaocrtosepswuwero LleHTpa

MK «Kpuntollpo YL» obecneuynmBaeTr peanusauutio Creayolmx pexunmMoB permcTpaunm
rnosib3oBaTeNen:

— LleHTpann3oBaHHbIA peXum

Mpwn LeHTpasiM3oBaHHOM pexume perncTpauuu, naeHTndmKaums nonb3oBaTens
ocylwecTBnaeTca aAMWUHUCTpAToOpoM YpaocTosepsawuwero LieHTpa Ha OCHOBaHUM [OOKYMEHTOB,
yOOCTOBEPSAOWMUX NIMYHOCTb MNONb30oBaTesnsd, npu JMYHOM MNpuUbbITUM perncTpupyemMoro nosib3oBaTtens
B YU.

AOMUHUCTpATOp C ucnonb3oBaHneM [0 APM  agmuHucTpaTopa LeHTpa PermcTtpauumm
¢dopMMpyeT 3anpoC Ha perncTpauuio B 3/EKTPOHHOW (opMe OT MMEHU MNosib3oBaTens u nNpuHUMaeT
ero.

— PacnpegeneHHbii pexum

PacnpeneneHHbit pexuMm perncTpauumm nonb3oBaTens SBASETCS OMuUMOHaNbHbIM PEXMMOM U
MCMONb3yeTCcs NpW  HEBO3MOXHOCTM (MO pasHbiM MpUYMHaAM, B TOM YUCAE W N0 MpPUYUHE
3KOHOMMYECKON LenecoobpasHOCTN) perncTpaunm nonb3oBaTenen B LEHTPAIM30BAHHOM peXUME.

NaoeHTudukauyms nonb3oBaTens ocylecTensaeTcs HOTapuycom nyTeM coBeplleHus
HOTapuanbHbIX OEACTBUA MPU 3aBEPEHUWN 3aAB/IEHMS Ha perncTpauuio rnosb30BaTesisi, Ha OCHOBAHUK
OOKYMEHTOB, yAOCTOBEPAOLWNX JIMYHOCTbL MOJSIb30BaTENS.

C nomowbto MO APM peructpaumm nonb3oBaTens perncTpupyemblie nosb3oBaTenm GopMupyroT
3anpoc Ha perncTpaumnio B 3/IEKTPOHHON dopMe.

Pernctpaumna nonb3oBaTtena B pacnpeneneHHoOM pexumMme Ha YU  ocyuwecTtsndercs
aAMUHUCTpATopoM YpaocToBepswowero LleHTpa Ha OCHOBaHMWM HOTapuasibHO 3aBEPEHHOro 3asiB/eHUS
Ha pernucTpaumio M 3anpoca Ha perucTpaumio B 3/IEKTPOHHOW (opMe NyTeM MpUHATUS 3anpoca Ha
perucTpaumio B 371IeKTPOHHONI dopme.

76



XKTAN.00088-01 91 01. Kpuntollpo CSP. PykoBoACTBO aAMWHMUCTpaTopa 6e30nacHoCTy.
Obwas yacTb

2) PexkuMbl  ynpaBfieHUs  Kaw4YaMu W cepTudumkaTtaMnm  OTKPbITbIX  K/AKOYEN  MNoSb30oBaTesiein
YaocTtoBepswuwero LleHTpa

— LleHTpann3oBaHHbIA peXum

Monb3oBatenn YL nonydarT KAOUYM M CepTUdMKATbl OTKPbITbIX K/OYEN Y OTBETCTBEHHOMO
coTpyAHuka (agMuHmucTpatopa) Y.

AOAMUHMCTPATOpP BbLINOJIHAET Mpoueaypbl reHepauun Ka4den n ceptudurkaToB Mosib3oBaTesnen
Ha cBoeM pabouyeM MecTe c ucnonb3oBaHuem MO APM agmumHucTpaTopa LeHTpa Peructpauun.

YnpaBneHne ceptudurkataMm Mosb30BaTENEN B TEYEHUM WX XKU3HEHHOrO UUKIA, TaKXe
ocylwiecTBngeTca agMMHUCTpaTopom YL.

— PacnpeneneHHbiil pexunMm

lMonb3oBaTtenn YpaocTtosepsdwwero LleHTpa caMOCTOATENbHO OCYWeCTBAAKT npoueaypy
reHepauunmn KJIO4en u d)OpMMpOBaHVIe 3arnpocoB Ha CepTMq)VIKaT OTKpPbITOro KJsjko4ya.

BbinoniHeHne 3Tux npouenyp OCylWeCcTBAsgeTcs C ucnosnb3oBaHneMm APM 3aperncTtpupoBaHHOro
rnosib3oBaTesNid Ha paboueM MecTe.

MocTynatuwme 3anpocbl Ha CepTUdUKATbl OTKPLITbIX KfoYeln nofnb3osaTenen obpabaTbiBaroTcs
agMuHucTpaTtopoM YL ¢ ucnonbzosaHnem APM agmuHuctpatopa LleHTpa Pernctpauuu.

YcTaHOBKY Ha paboyeM MecTe BbiNyLlEHHbIX CepTUDOUKATOB OTKPbITbIX K/KOYEN MoSb30oBaTesb
OCYLLeCcTBNAET TakXe C wucnosbdosaHMem APM 3apernctpuvpoBaHHoro nosb3oBaTtensd. Ha APM
3aperncTpmMpoBaHHOro MNonb3oBaTens npeaocTaBfsgeTCcsd BO3MOXHOCTb OCYLWECTBUTb (popMUpoBaHMe
3anpoca Ha oT3blB (NpuUoCTaHoBMEHMEe/BO306HOBNEHME AENCTBUSA) CepTUDMKATOB OTKPbLITbIX KKOUYEN U
Kato4yen nposepku Jr1.

MacwTabupyemocTb 1 npomnssoantTensHocTb MK «Kpuntollpo YL|»

MacwTabupyemocTb

Hannume B cocTase nporpaMMHoOro obecneyeHus Ll,eHTpa PerI/ICTpaLI,I/II/I nporpaMMHoOro
MHTepq)eVlca ans paGOTbI C BHEWHUMMU NPUNOXKEHUAMU TPETbUX (bl/IpM NMno3BONIAET CO34aBaTb
UHTErpnpoBaHHbIE peELUEHNUA.

MporpaMMHbIi MHTepdENC NpeaoCcTaBSAET BO3MOXHOCTb BCTPOUTb B CTOPOHHUE MPOrpaMMHble
npoayKTbl GYHKLUMM NO yrnpaBneHuio obbekTamMum LleHTpa PerucTpauum (y4YeTHble 3anucu
nonb3oBaTenen, cepTudmnkaTthl, 3anpochkl OT Mosnb3oBaTenen u T.4.). Takoe BCTpauMBaHWe MNO3BOJISET
ONTMMM3NPOBaTb WHMOPMALMOHHbIE TMOTOKM B MNpPUKIAAHbIX CUCTEMax 3a CYeT COBMELLEHUs
peructpaummM nofib30BaTeNieh B MNPUKIAAHON CUCTEME C perucTpauuelt nonb3oBaTeNns Ha
YaocTtoBepsioweM LleHTpe, ynpoweHuss aBTopu3auuMnm aboHEHTOB B CUCTEMaxX 3alULEeHHOro
[OKyMeHToo60opoTa M Tak Aanee.

Peanuszauma nporpaMMHoro wuHtepdeiica LeHTpa Pernctpauum C  UCNOSb30BaHMEM
3alUMLEHHOINO TPAHCMNOPTHOro npoTokosa TLS u cTporor ayTeHTUdUKauMM B3aMMOAENCTBYHOLLUX
KOMMOHEHTOB Ha OCHOBE CEPTU(PUKATOB OTKPbITbIX K/to4yeln, obecneymBaeT aBTOPU3ALIMIO KIIMEHTCKUX
M CcepBepHbIX YacTeln WHTErpuvpoBaHHOIrO MpUIOXeHUsS W obecneymBaeT KOHPUAEHLMANBHOCTb
nepegaBaeMbix fOaHHbIX. TpeboBaHme obecnedyeHnss KOHMUMAEHUMANBbHOCTU nepeAaBaeMblX LaHHbIX
MeXAy BHELWHMM MNpuaoXeHnem n LleHTpom PerncTtpaunn BO3HWKaeT B CeACTBUKM TOro, YTO B COCTaB
nepefaBaeMblX AaHHbIX BXOAWT WM NepCcOHanbHas WHdopMaums nonb3oBatenen, u MHpopMauus us
OOKYMEHTOB, pernameHTmpyowmx obcnyxmnBaHme nonb3oBaTens B NpUKIALHON CUCTeMe.

Mopnepxka HEeCKOJIbkuX  LleHTpoB Pernctpauumn B COCTaBe o0AHoro KoMMniekca
YpocTtoBepsitowero LleHTpa CTaHOBUTCS aKTyasibHa B CJ/lyyae Hanamuus pasfinyHbiX 6usHec-mozenemn
ynpaB/ieHNs perncTpauuoHHbIMM  3aNUCAMKM  MOJIb30BaTENEn WM WX KAYEBOWM WHPOpMauunm B
MPUKNAAHbIX CUCTEMaxX npeanpusatTus. W3MeHss HaCcTpoMkM W pexumbl paboTbl B LleHTpax
Pernctpauun, o6cnyxmBaroWwmx COOTBETCTBYIOWME TMpUKIagHble CUCTEMbl, B COOTBETCTBUMMU C
npeabaBnseMbiMm TpeboBaHUAMW  AOCTUraeTcs ONTMMM3auUWMA CUCTEMbl  YNpPaB/IEHUS  YUYETHOM
nHdopMaunm nosb3oBaTenemn, KawyamMm n cepTUPUKaToOB OTKPLITbIX KOYen U Kayen nposepkn JIl.
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PucyHok 2 - lNopaaepxka Heckonbkux LIP

BzanmogencTteme  KOMMOHEHT YgocToBepswwero LeHTpa nocpeAcTBOM — 3alLMLLEHHbIX
coeguHeHumn C UCNONb30BaHNEM npoToKona HTTP(S) obecneymBaeT  TeppuUTOpPUASIBHO -
pacnpegeneHHyk Mogenb YpgocTtoBepstowero LleHTpa. WMcnonb3oBaHMe B KadecTBe CUCTEMbI
TeNeKOMMYHUKauui ceTb MHTepHeT MNO3BOJISIET 3HAYUTEsNIbHO YAELWEBUTb peanmsaumio Takon Moaenm
YpoctoBepswowero LleHTpa 6e3 cywecTBeHHOro ocnabneHnsa TpeboBaHuii no 6e3onacHoOCTy.

Mpon3BOANUTENBLHOCTb

C uenblo npoBeAeHUs  He3aBUCUMOM  3KCMepTm3bl  NoTpebuTenbCkMx  CBOWCTB U
npomnssogutensHocTn MK «Kpuntolpo YL», 000 "KPUMTO-MNPO" (http://www.cryptopro.ru) n 3A0
"YpocToBepstowmn Llentp" (http://www.nwudc.ru/) 3akniouuam corfalweHne, B paMmKax KOTOpOoro Ha
TexHonornyeckon 6aze 3A0 '"YgocTtoBepsioowui LeHTp" cunamm cneumannctoB KOMMaHMM 6buin
nposefeHbl wucnbmaHna MNAK «Kpuntollpo YLU». [porpamMmma w©n MeToAMKa WUCMbTaHuin 6buia
pa3paboTaHa coBMecTHO cneumanuctamm OO0 "KPUMTO-MNPO" mn 3A0 "YapocTtoBepsiowmin LleHTp" u
npeaycMatpuBasnia BbINOJIHEHME TeCcTOB, MOATBEPXAAWUX QYHKLUMOHaNbHble BO3MOXHOCTM [MAK
«Kpuntollpo VYL», 3aaBneHHbiXx npousBoauTeneM. TakXe B paMKax 3TUX [AOrOBOPEHHOCTEMN
BbIMNOSIHAIMCb HArpy304Hble TecTbl N0 perucTpauun nosbioBaTtenen Ha «Kpuntollpo YL».
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