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© 000 «KPUMNTO-MNPO>», 2000-2016. Bce npaBa 3awMlyeHbl.

ABTOpPCKMeE NpaBa Ha CpeacTBa Kpuntorpaduieckor 3awmtbl nHGopMaumm Tuna Kpuntollpo
CSP u s3KcnNyaTaUMOHHYHO 10Ky MEHTALMIO K HAM 3aperMcTpupoBaHbl B POCCUIICKOM areHTCTBE
no naTeHTaM U TOBapHbIM 3HakaM (PocnaTeHT).

Hactoawmn [JOKyMeHT BXOAWUT B KOMMJAEKT NOCTaBKu nporpamMmHoro obecneveHna CK3U
Kpuntolpo CSP Bepcumn 4.0; Ha Hero pacrnpoCcTpaHSATCA BCe YCNOBUS JIMLLEH3NOHHOMO
cornaweHus. bes cneunanbHoOro nMcbMeHHoro paspeteHnsa 000 "KPUMNTO-MPO" aokyMeHT
W/IN €ro YacTb B 3/IEKTPOHHOM M/IM NeYaTHOM BMAE He MOryT 6biTb CKONMPOBaHbI U NepeaaHbl
TpeTbUM NLaM C KOMMEPYECKON Lenblo.
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1. WHcrannsums CK3U Kpurmmolpo CSP

YcraHoBka auctpubytmea CK3M Kpuntollpo CSP go/mkHa NpoM3BOAUTbLCS NOb30BaTENEM, UMEIO L UM
npasa aAMMHUCTpaTopa.
[na yctTaHOBKM NporpaMMHOro obecneyeHuns BctTaBbTe KOMMaKT-AUCK B ANCKOBOA,.

Kpuntollpo CSP 4.0 (Disk 1 of 1)

Switch to english

VeTaHo

m

Apxutektypa x86/x64
Apxutektypa ltanium

[pumeyaHus K BeINycKy
0O630p aoKymeHTauum
Ob3op aucka

i o Caiir 000 KPUMNTO-NPO

PucyHok 1. YctaHoBka CK3U Kpuntollpo CSP

Bbibepute ynobHbIi ans Bac a3bik ycTaHOBKM U AUCTpUOYTMB, COOTBETCTBYHOLUA WMCNONb3yeMOW
onepaumnoHHOW CUCTEME.

|..| MpuMevaHme. TakKxXe yCTaHOBKa MOXET NpOU3BOANTLCA C ANCTpubyTuBa, nonyyeHHoro c carta OO0
== KPUMNTO-MPO. B TakoM ciydyae nosib30BaTENO HYXHO 3anyCcTuUTb daiin auctpnbytmuea CSPSetup.exe.

MNepen 3anyckoM MacTepa yCTaHOBKM BbIBOAUTCS AMANOMOBOE OKHO, B KOTOPOM AOCTYMNEH Bbl6Op ypOBHSA
3aWmueHHoCcTu (KHonka Onuum).

2 CSPSetup

KPUMTOIPO - KNHOYEB0E CNOBO B 38LLMTE MHBODMALLAM

http: ffervow. cryptopro.ru

BnaropapuM 3a Beibop KpunTollpo CSP.

[ns npogom«eHna yoTaHoBKK HaamTe “fanee”,
ANA YCTEHOBKM CNELMMYECKMK HACTPoeK, - "Onun™,

ECni Bhl HE 3H3ETE, YTO BLIOMPaThL, HEKMUTE
"Nanee”,

PucyHok 2. Hayano ycTaHOBKM

B CK3M KpunTollpo peann3oBaHbl knacchl 3awmntbl KC1, KC2, KC3 cornacHo TpeboBaHmam ®CBE Poccuu.
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[l CSPSetup

A3k YCTaHOBKK:

() English

YpoBeHs DE30MacHOCTK:
(@ KC1
(Cikcz
(CIKC3

CKpbITE Naneeg OTmMena

PucyHok 3. Bbi6op ypoBHs 6e30nMacHOCTH

YKax uTte TpebyeMblii ypoBeHb 6€30MacHOCTU, eC/IM OH OT/IMYAETCA OT 3HAUYEHMA NO yMolYaHuto. MNocne
3TOro MOXHO NepexoAuTb K paboTe C MacTepoM YCTaHOBKM.

5. Ycranoeka "Kpwntollpo CSP”

Bac npuBeTCTBYET NPOrpaMMa yCTaHOBKH
"KpunTolpo CSP (KC1)"

MporpamMMa BeNQAHMT YoTaHoBky HpunTaollpo CSP 4.0 "
Ha KOMMEIOTEp. [ANA NPOACMHEHWA HEXMMUTE KHOMKY "fanee”,

~ Yoo
f LAy
CryptoPro
(\ o MPEAYTIPEX{AEHWME: LaHHaA nporpaMmMa SallkileHa SaKkoHamMm
) oft ABTOPCKMY NPABAX 1M MEXA YHAPOAHBIMY COMNALIEHAAMIA,

y Fan
[ 1
N, J

'

azan Oanee > OTmeHa

PucyHok 4. NpuBeTtcTBEeHHOE OKHO MacTepa YCTaHOBKM

Ecnn Ha MmawwnHe 6bina yctaHoBneHa 6onee paHHsAs Bepcusa CK3U KpunTtolpo CSP, To B OKHe nosBuTCA
nHpopmaumna o6 obHoBNsIEeMO Bepcum:
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1 ¥cradoeka "KpwnTtollpo CSP”

Bac NpUBETCTBYET NPOrpaMMa yCTaHOBKH
"Kpuntollpo CSP (KC1)"

MporpaMMa BeINGNHKT yoTaHoBKy HpunTolpo C5F 4.0.9184°
Ha KOMNBKOTED, [ANA NPOAMTHEHMA HEHMATE KHoNKY "danse”,

CReayiouwme NpoayKTel BYAyT FaMelleHEl KOMIOHEHTAMMN
YCTEHAEMMESEMOH BEDCUN:

KpunTolpo CSP 4,0,9183

CryptoP
'\l:_".
.)"..?'

‘ I |
b NS

PucyHok 5. YcTaHOBKa C 3aMeljeHMeM KOMIMOHEHTOB
Onsa npopomkeHna yctaHoskn Kpuntollpo CSP HaxMmuTe [anee.
BHMMaTenbHO NpouYnTanTe ML EH3NOHHOE cornaleHmne, KoTopoe BbIBOAUTCS NPpU NepBO yCTaHOBKe

JanbHenwas YCTaHOBKa Npon3BoANTCA B COOTBETCTBUU C COO6LIJ,€HVI$'-|MVI, BblAaBae€MbIMKU MacCTepoM
B npouecce ycTaHOBKU MOXET 6bITb npeasioXeHo:

o BBECTU CEPUIHbIN HOMED NNLLEH3MWN KPUNTOMPOBanaepa;

o 3apervcrpupoBaTb AOMNONHWUTEJIbHbIE CYUTbIBATENN KNKOYEBON MHMDOPMaLINK;

HaCTPOUTb AONOAHUTENbHbIE AAaTYMKKM CydarHbIx Yucen (Ana yposHen KC2 n KC3);

o

o

HaCTPOWTb KPMOTONpPOBaaAEep Ha NCNOAb30BaHUe CyX6bl XxpaHeHuUs ka4yer (Ans yposHs KC1)

OTn napaMeTpbl MOXHO U3MEHUTbL NMOC/e 3aBepPLUEHUS YCTaHOBKKM Yepe3 naHesnb ceokctB KpunTollpo CSP.
Ons koppekTHon paboTbl Kpuntollpo CSP nocne 3aBepueHns yCTaHOBKN HEOH6X0AMMO nepesarpy3mTb
KOMMNbIOTEpP B C/lydae, ec/v NoJsib30BaTe o npeanaraeTca nepesarpyska.

B npouecce ycTaHOBKM MacTepoM MOXeET 6bITb npeanoXeH Bbl60p Hanbonee noaxoaswero Bmaa
YCTaHOBKW.
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13 Ycranoeka "Kpwntollpo CSP"

By yCTaHOBKA

Bribop Haubonee NoAX0ARWErD BUAE YCTAHOBKM,
BribepuTe BUA YCTAHOBKM,

() OBbuHan
BYAET YCTEHOBNEH CTEHAAPTHBIA HAG0P KOMMOHEHT.

(®) Bribopounan

Bblﬁl:lp HE0BX0AMMEIX KOMIOHEHTOE nporpaMMel M NankK
YCTEHOBKM, Pacc4MTada Ha onbITHEIX NonNb30BaTENENA,

PucyHok 6. Bbi6bop Buaa ycTaHOBKM

Mo ymonuaHuio (BuA yctraHoBku «O6blMHaa») yCcTaHaBAMBAOTCA TONIbKO OCHOBHble dalifbl Ana paboTol
CK3M (ana Windows Server 2008 no yMon4aHMIO Takxe ycTaHaBnuBaeTcsa «[panBepHas 6ubnmoteka CSP»).
MNpy HeEO6X0AUMOCTU MOXHO U3MEHUTb HA6OP KOMNOHEHTOB ANl YCTAHOBKM !

1) Ycranoeka "Kpwuntollpo CSP”

BoibopouyHan ycTaHoBKa

BblﬁEpHTE KOMNOHEHTEI NpOrpaMMbl, KOTOPBIS HeoDxoauMo YCTaHOBMTE.

UlenKHMTE 3HAY0K B CTIMCKE HKBHE, YTOBE! MEMEHMTE Cnocob YCTAHOBKM KOMMOHEHTS.

OnKcaHWe KoMNoHeHTa

........ @ CICHOBHBIE MH

--------- =) - | OcHosHble daline (x64)

--------- =) ~ | PaowipeHHan CoBMECTHMOCTE C NPOAYKTMA M
--------- - X~ | CnywBa ¥paHeHA Koqe

--------- . ¥_-| Revocation Provider

--------- - ¥ ~| KpunTonposaiinep yposHa Aapa OC

--------- = = | CoBMeCTMMOCTE © KpunTolpo CSP 3.6

--------- - X = CoBmecTimMocTb © KpunTolpo CSP 3.0

Dafnel, HeobxoaWMElE 4nA
paboThl NpoayKTa.

Manka:

C:\Program Files (x&a)\Crypto Pro\CSPY, T

Mogckaska < Hazaa OTmena

PucyHok 7. BbibopoyHasa ycTaHOBKa

PacuwunpeHHas coBMeCTUMOCTb € npoayktamm Microsoft - O6ecneynBaeT COBMECTMMOCTb C TAKNUMMU
npunoxeHusamn, kak Microsoft Office, Outlook Express. Heo6xoamuma ans Bxonaa B CMCTEMY MO CMapT-KapTaM.

Cny»x6a xpaHeHust kntouen - ObecneymBaeT XpaHeHUE, NCNONb30BaHME U K3 WWNMPOBaHMUE KlOUYEN B
oTaenbHoM cepBuce OC. Mo ymonyaHuio BKIKOYEHa Ans ypoBHS 6e3onacHoctn KC2 n KC3 (noapo6bHo onucaHa B
pa3gene YcraHoBka napameTpoB 6e3onacHocTu).

Revocation Provider - MexaHun3M npoBepKuM TeKyLlero cratyca ceptudumkaTa c ucnonb3osaHnem OCSP.
slBnsieTca AONOSHEHMEM K CTaHAapTHOMy MexaHum3aMy Windows npoBepku ctaTyca cepTudmkata Ha OCHOBe
cnmcka oTo3BaHHbIX cepTudukatos (COC, CRL). Kpome 3TOro npeaocrasnisseT BO3MOXHOCTb MCMOJIb30BaHUS
COC, BbiNyweHHbIX N0 NpaBuiaM, onmcaHHbIM B RFC 3280.
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KpuntonpoBaiaep ypoBHs aapa OC- Heob6xoauM ans paboTbl KpunTonposBakaepa B cyxbax u sape
Windows (TLS-cepBep, EFS, IPsec).

CoBmectnMocTb ¢ Kpunrtollpo CSP 3.6 - PerucrpupyeT mMeHa npoBalaepoB, COBMeCTUMble C
Kpuntolpo CSP 3.6. HeobxoamMO TONIbKO MNpU HanM4yunm B XpaHuauuie «JIMYHble» CcepTUdUKaTOB,
ycTtaHoBneHHbIX ¢ Kpuntollpo CSP 3.6.

CoBmectnMocTtb ¢ Kpunrtollpo CSP 3.0 - PerucrpupyeT MMeHa nposBanaepoB, COBMECTWUMble C
Kpuntolpo CSP 3.0. HeobxoAMMO TONbKO MpWM HanMuum B XxXpaHunuwe <«JIMyHble» cepTud MKaToB.,
ycTtaHoBneHHbIX ¢ Kpuntollpo CSP 3.0.

MpumMmeyvaHue. B coctae Kpuntollpo CSP SDK, BxoAWT onmMcaHue napamMeTpOB KOMaHAHOW CTPOKMU
|!!| yctaHoBwmka Windows (\CHM\msi-readme.txt), koTopble yaA06HO WKcCnNonb30BaTb AN
aBTOMATMYeECKOro pa3eepTbiBaHUs aucrtpmbyTtumea.

Mocne HaxaTusa Ha [lanee MacTepoM YCTaHOBKM NpeanaraeTcs 3anjaHmMpoBaTb MW OTMEHUTb YCTaHOBKY
6nbnmMoTeKk NoALAEPXKN CYUNTbIBaTENEN, @ TakKXKe NPUHATb pelleHne 0 BKIAKYEeHUN PYHKLWOHana HakonaeHus
MHpOopMaLunm 06 NCNob30BaHHbIX CbEMHbIX KNIOYEBbIX HOCUTenaX. NoMMMO 3Toro, Takke Heob6Xo0AMMO BKIIOUUTb
PEXWUM YCUIIEHHOTO KOHTP OISt UCMOJIb30BaHUS KoY e . [laHHbIM peXnM OCyLL eCTBNSIET KOHTPOJIb CpOKa AENCTBUSA
AONrOBPEMEHHbIX KIOYEN 3/EKTPOHHOW MOANMUCK U KIOYEBOro o6MeHa, KOHTPOJIb 4OBEPEHHOCTU KloUel
NpoOBepPKW 3 IEKTPOHHOM MOAMUCU N KOHTPOJIb KOPPEKTHOro UCMOJIb30BaHUA NPOrpaMMHOro gaTumka ciydaiHbiX
uncen. WcnonbzoBaHme CK3W Kpuntollpo CSP 4.0 6e3 BK/IOYEHUS peXMMa YCUIEHHOIO KOHTpPONS
MCNONIb30BaHMSA KNOYE pa3pellaeTcs TONIbKO B TECTOBbIX L ensiX.

E‘}' Ycranoska "Kpuntollpo CSP 4.0.9674" B

Mocnegxune NpMroToBeHNA K YCTaHOBKE NporpaMMmbl

[porpaMmMa roToBa K Ha4any yCcTaHOBKM.

BoibepuTe Tpebyembie G1ubnroTexku nogaepxky (MOXKHO HACTPOMTE NO3XKE):
|| 3aperucTpuposaTh cunTbiBaTENL PeecTp”
|| 3aperucTprposaTh CUMTLIBATEND CMEPT-KapT

|| 3aperucTprpoBaTh CYUTLIBATEND ChHEMHBIX HOCUTENEN

|¥]He coxpaHsTb HbOPMALIIO 06 MCMONb30BaHHBIX CHEMHBIX HOCMTENAX

|| YatnerHbii KOHTPONb MCNONL30BaHUS KMKOYel

HapkMuTe KHONMKY “YCTaHoBUTL , YToBbl Ha4aTh YCTEHOBKY.

Y1obbl NPOCMOTPETE MAKM M3MEHWUTL NapPaMETPLI YCTAHOBKM, HaXXMUTE KHONKY "Haszaa ",
HakmuTe KHonky "OTMeHa"™ AN BbIXOAE U3 NPOrpPaMMbl,

< Hasaa H YCTaHoBUTb ] | OTmeHa

PUCYHOK 8. YCTaHOBKA YCW/IE€HHOIro KOHTPOJiIS UCMNOJZIb30BaHUA KJIlOYen

Mpun ycraHoBke CK3U c BKIIOYEHMEM peXMMa YCUIIEHHOIO KOHTPOJS UCNOJIb30BaHUSA Kouen 6yayT
3anpoLleHbl JaHHble C AaTymMKa cnyvyanHblix yncen. B cnyyae owmnbkm nonyyeHmsa gaHHelx 6yaet otobpaxeHo
OKHO, NpMMep KOTOporo npmseaéH Ha PnucyHok 9. B 3ToM cniyyae npu Havane paboTbl Nob3oBaTeNs B CUCTEME C
ycraHoBneHHbiM CK3W Kpuntollpo CSP 4.0 Heo6x0AMMO MPOBEPUTb, YTO 3aperncrpupoBaH xoTs 6bl 04AUH
pu3nyecknin gaTumnk cnydarHblx Ymucen (Hanpumep, 6uonorndyeckmnin CH, BHEWHAS raMmmMa uam annapaTHbIA
OCY), v BbINOTHUTbL KOMaHAY:

csptest.exe -keyset -verifycontext -hard_rng.

Mocne 3aBepweHunsa yctaHoBkM CK3W ¢ BKIIOYEHHBIM PEXMMOM YCUNIEHHOTO KOHTPOSA UCNOJIb30BaHUA
Kno4yern HeobxoamMMOo B 06si3aTesIbHOM MopsiAKe YCTaHOBUTb [AOBEpPEHHble KOpHeBble CepTuduKaTbl B
XpaHunmwe cepTudukaTtoB nokasbHoro komnbtoTepa CryptoProTrustedStore («[loBepeHHble KOpHEBble
ceptudukaTbl Kppuntolpo CSP», «CryptoPro CSP Trusted Roots») c nomow bio ocHacTku CeptudumkaTtbl mbo ¢
MOMOLL b YTUANTLI certmgr.exe:

certmgr.exe -inst -cert -silent -store mCryptoProTrustedStore -file ca.cer
Mocne aToro cnefyeT OCYL EeCTBUTbL Nepesarpysky KOMNbloTepa.
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EJYCTEHOBKG "Kpunrollpo CSP 4.0.9702" la | @ =]

YcraunoBka "Kpuntollpo CSP 4.0.9702"

YCTaHaBNMBAIOTCA BbIBPaHHbIE KOMNOHEHTHI NPOrpaMMel,

[d LoXanTecs OKoHYaHMA ycTaHoBkK KpunTolpo CSP”, 3To MOXET 3aHATb
o HECKONbKO MUHYT,

=

Mpn MHCTaNAALNUKM HE YA3N0CH NOAYHYNUTb A3HHBIE C 4aTHMKA CNYHaNHBIX
uncen. MNMepeg ncnonszosannem Kpuntollpo CSP HeoBxogumo
ycranoente ACH 1 noayunTe MHULNANW3MPYIOLLWE JaHHBIE C
nomoLLbo Bbi30Ba "csptest.exe -keyset -verifycontext -hard_rng"

< Hasan Oanee > OTMeHa

PUCYHOK 9. OKHO OWIMBGKM NMONly4YeHUs1 AaHHbIX C AaTYMKa CJly4YaMHbIX YyMcen npm uHctanasuyum CK3WU.
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2. WNHrepderc CK3U Kpurrollpo CSP

2.1. [Joctyn K naHesmm ynpasnenns CK3U

KoHTponbHasa [lMaHenb ynpasneHus cpeacrBa kKpuntorpadwuyeckon sawutbl Hpopmaumm (CK3U)
KpuntolNpo CSP pocTtynHa KakK OTAesnbHbIA NYHKT B rpynne nporpamm «KPUMTO-MPO» (MeHio Myck =
Mporpammbl = Kpuntolpo = Kpuntollpo CSP).

[ TomnoxeHus

g Aucnetuep 3agau

Kpunrollpo CSP 7] 3aLNTHHK

A g Windows

KpunTolpo PKI fon_| KomaHiHas cTpoka
CeprudukaThl MNanHenb
YNpaeneHuA

YnpaeneHve lNpoeoaHKUK
NULIEH3WVAMM. ..

MNporpammMel no
YMON4aHMIO

PucyHok 10. [locTyn K ocHacTke

MaHenb ynpaBneHus CK3U Kpuntollpo CSP ocyuwecTBnseT AOCTYyN K HAacTpoike YHKLUMIA C MOMOLW b0
BK1apoK:

e Obuiune;
e O6opynosaHue;
e Cepsuc;

e ArOpuUTMBI;

e be30onacHOCTb;

e Winlogon;

e Hacrpomnkn TLS;
e [JONONHWUTEJILHO.

11
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&} Kpuntollpo CSP
ANropUTHEl BezonacHoCTE Winlogon HacTpoiiku TLS
Obwme OfopyooBaHWe Cepenc LononHuTensHD
I“ 4 Kpuntolpo C5P Bepoua agpa CK3K:

Bepoia npogykra:

© Komnanua KPUMTO-PO, Bce Npaga 3aMu e,

E!-' 3aNYCTHTL C NPEBaMY 3AMWHWCTDETODS

TueHzuA

CepuitHeii Hovep:  4040EGO037EKER 3CAKS
Branenew

OpraHusauma;

Cpok AeRCTEMA 22.05,2014

TWN AHLEHSHM: CepeepHan
Beoa nMueHzud. ..
Mepean ycranoska: 20.02,2014

Hablk

BeibepuTe A3bik ANA 0TOBPEKEHUA OKOH

- T <¥MONYaHWE CHCTEF W
CSP Bawel y4eTHOMR 3anmMom:

BrIfepuTe A3bIK ANA 0TOBPEKEHUA OKOH
CSP nonssoBaTeneid, He 33A8BLUMX A3bIK
(yMOnYaHMe oMcTEMBI):

Pycormi

PucyHok 11. NMNaHenb ynpasneHus

2.2. 06wwme napametpbl CK3U

Bknagka O6wme (cM. PucyHok 11) naHenun ynpasneHuna CK3U Kpuntollpo CSP npegHa3HavyeHa ans
npocMoTpa MHdopMauun o Bepcnm yctaHosneHHoro MO CK3U Kpuntolpo CSP, nHdopMaunm o nMLEH3UN U
BBOZA HOBOIro cepuiiHOro Homepa (noapobHee cM. BBOA CepUMNHOro HOMepa AMLLEeH3MW KpunTonpoBangepa
«Kpuntolpo CSP»), nameHeHuMs a3bika paboTbl NoNb3oBaTeNa € AaHHbIM MO,

2.3. BBoa cepuiHOro HoMepa nmueHsn Kpurmonposanaepa «Kpurmmollpo CSP»

Mpn ycraHoBKe nporpaMMHoro obecneyeHns Kpuntollpo CSP nonb3oBaTesito npeanaraeTcs BBECTU
AaHHble nMueH3un. be3 BBOAa NMUEH3MM MNONIb30BATENO NPefoCTaBNseTCs O3HAaKOMUTEsIbHas JIMLEeH3nsa C
OrpaHWYeHHbIM CPOKOM AeNCTBUSA, AN ncnonb3osaHmnsa Kpuntollpo CSP nocne oKOHYaHMA 3TOF0 CpOKa HYXHO
BBECTU CEPUIiHbIA HOMep c 61aHKa JInbeH3nun, Nnoly4eHHOW y opraHmsayunn-paspaboTyumnka nnm opraHmsaumm,
uMeloLWw e npaBa pacnpocrpaHeHuns npoaykra. Ecnm Kpuntolpo CSP ucnonb3yeTcs Ha KIMEHTCKOW MallUHE, TO
TpebyeTcsa ML EH3MSA KIMEHTCKOTo TUMNAa, eCiM Ha cepBepe, TO CEpBEpPHas NNL EeH3MS.

Ona seBoda nuueH3snn nocne yctraHoBku Kpuntollpo CSP Bocnonb3ymTecb KHONKOM BBOA MU EH3NM Ha
Bknaake O6wwne naHenu ynpasneHumsa Kpuntollpo CSP. OTkpoeTcs okHO «CBeAaeHUs 0 nosib3oBaTene» (CM.
PucyHok 13).

Takxe MOXXHO BBECTU NIMLLEH3MIO C MOMOLW bIO YTUANTLI YnipasneHue nvueH3namm Kpuntollpo PKI. Ang
3T0ro BbinosHMTe Myck = Mporpammbl = Kpuntollpo = YnpasneHue nuueHsnamu Kpuntollpo PKI. B
ocHacTke YnpasneHue nuueHsnamm Kpuntollpo PKI BbibepuTe NpoAyKT, MMLEH3UIO Ha KOTOPbLIA Bbl XoTUTE
BBECTU. B KOHTEKCTHOM MeHI0 BbibepuTe Bce 3apgaum - BBecTn cepuiiHbii HOMep (cM. PucyHok 12).

12



2KT$1.00087-01 92 01. Kpuntollpo CSP. MHCTpyKLMS NO MCMOJIb30BAHUIO

Y¥npaeneHwe nuuensnamu Kpuntollpo PKI = B
p p p
=g] ®ain  Jdeiicteme Bwg OxHo Cnpaeka - &
3 p
e |55 Hm & &
¥npaeneHne NMUEHINAMK H a

Ii" Kpuntollpo C5P .ﬂ. Vossmro Moo FED

@ Bre zagaun » BeecTu cepuiiHeiii HoMep. .. |

Buga p  Bok gefcTena auuenzvm: 22.03.2014 (ncrek)

n AuueHznn: Cepeepran
pcwA npogykra: 4.0.9183
pcuA kpunTorpadmyeckoro agpa (CK3L): KC1 4.0.6000

Hoeoe okHo OTCHX4E

Cnpaeka

Bbl MOXKETE BEECTH HOBBIA CEPWIAHBINR HOMER, MCNOL3YA COOTBETCTEYHILLIYHD) KHOMKY Ha
NaHENN MHCTPYMEHTOE WM KOHTEKCTHOE MEHID J3HHOTO 3EMEHTE,

[na ycranoeku nuuenzonHoro (lic) daina eccnonesylitecs 3nementom "YnpaeneHue
NNLEHIMAMI",

BeecT HOBBIA CEPUAHBIR HOMED ANLEHZAN

PucyHok 12. BBog cepMiHOro Homepa

OTkpoeTcss okHO «CBefeHMss O nofb3oBaTene», B KOTOPOM Heo6xoAMMO YyKa3aTb CBeAEHUS O
nosb3oBaTenie, opraHM3aLnm, a TakKe BBECTU CepPUiHbIA HOMep C 6n1aHka JIMLL@H3UN B COOTBETCTBYHO L NE
nons eeoaa (cM. PucyHok 13).

5 Kpuntolpo CSP

CBeqeHnA O NoNL30BaTens
YKaHMTE BeaeHnA o cebe,

MonesoBaTens:

OpraH1zauma;

CepuiiHbli HoMED:

BeeauTe CepMiiHEIA HOMED, COOTEETCTEYIOWMA NMUEHSHMOHHOMY COMNalLEHHID.
CepuiiHbIli HoMEP pacnonoxeH Ha BawewM GnaHke «/MUEH3MA Ha NPaBo MCMONE30B3HUA Ha
0aHoM pabodyen MecTe MS Windows nporpamMMHoro npoaykTa KpunTolpo CSPs

PucyHok 13. BBoa AaHHbIX IMLEH3UMN
Mocne BBOAA M HaxaTus knasnwm OK gaHHblE O NIMLEH3MM COXPAHATCA UM 06HOBATCS.
2.4. Hactpoika ob6opyaoBaHuns CK3U

Bknagka O6opyaoBaHuMe KOHTpoJbHOM naHenn CK3W npepHasHauveHa Ana M3MeHeHMs Habopa
YCTPOWCTB XPaHEHUSA U CYUTbIBAHUSA KNIOYEBON MHPOPMaL MM U 4aTUMKOB caydamnHbix yncen (A4C).
Mo yMoN4aHWIO NOAAEPXUBAKOTCA BCE CYMUTbIBAaTENM CMapT-KapT (M COOTBETCTBYKOLWME UM TUMbI

HOCUTenen), BCe AUCKOBOAbI CbEMHbIX AMCKOB, B TOM u4ucne flash-Hocutenn, ans ypoBHs 3awuTtbl KC1
cumTbiBaTENb «PeecTp» Takxke BblbMpaeTcsa No yMoON4YaHUIo.

13
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B Yecranoeka "Kpwunrtollpo CSP”

MocnefHWe NPUroTOBEHHA K YCTAHOBKE NPOrpaMMbl

MporpaMMa roToBa K Ha4any yCTaHOoBKH,

BribepuTe Tpebyemele DMBNMOTEKN NOLOEMHKH (MOMKHO HACTPOMTE NO3KE):
3apErMCTPMPOBATE CYMTLIBaTENE PeecTp”™
SEPEMMCTPMPOBAETE CYMTHIBATEND CMAPT -HADT

3aperucTPMPOBaTE CYMTEIBETENE ChEMHEIX HOCUTENER

He CoXpaHATE MHOOPMELLAKD 00 MCNONB30BAHHEIX ChEMHEIX HOCHTEMAX
|:| He pazpelaTe MHTEPaKTHMEHEIE CEpBMcE Windows
HaMUTE KHOMKY “¥CTaHOBMTE ", UToBE! HAYATE YCTAHOBKY.

YTolbl NpOCMOTPETE MM MMEHMTE MEPEMETPEI YCTEHOBKM, HEMMWTE KHoMKy Hasaa ™
HamMuTe KHonky "OTMeHa" ANA BeIX0AE M3 NPOrpaMMsl.

< Hazaa ¥CTaHOBUTL OTMeHZ

PucyHok 14. HacTpoiika o6opyaoBaHus no ypoBHIO 3awuTtbl KC1

B ncnonHeHun no yposHio 3awutbl KC1 npepycraHosneH buonornyecknin ACH. B ncnosHeHusax no
ypoBHAM 3awntbl KC2 n KC3 Buonornyeckmin ACH wmnm annapaTtHboii OCY «Cobonb»/ AMNMA3-Y M-526b
(KPUNTOH 3AMOK/Y) Mo>xHO A06aBUTb B NpoL,ecce yCTaHOBKM KpuUnTonpoBanaepa.

5 Ycranoeka "Kpuntollpo CSP”

MocnegHWe NPHroTOBEHNA K YCTAHOBKE NPorpaMMbl

MporpaMMa roToBa K HEHaNY YCTaHOBKM,

BeibepuTe Tpebyeneie BUDONMOTEKM NOADEHKM (MOMHO HECTPOMTE MOIHE):

[ zaperwcrpuposate cavToisaTens Peectp™
3EPEMMCTPMPOBETE CHMTLIBATENE CMAPT-KEPT

SEPEMMCTPMPOEETE CHMTHIBATEND ChEMHbLIN HOCUTENEH

3apErMCTPMPOBATE AATHYHK CYYSHEX Yucen "Cobone”
[] 3aperucrpuposate Guonoriuecai AATUMK CIYYERHEEX YMCEN (HE PEKOMEHAYETCR)
He coxpaHATE MHPOoPMALID 0b MCMoNb30BaHHBIX ChEMHEIX HOCUTENAX
|:| He paspelaTs MHTEpaK THBHEIE cepecs! Windows
Ha#MUTE KHOMKY “YCTaHOBMTE ", 4To0bl HEHATE YCTAHOBKY.

YTobbl MPOCMOTPETE MM MIMEHMTE NAPAMETPEI YCTAHOBKM, HEKMMTE KHOMKY "Hasan”™.
HamMuTe KHomKy "OTMEHE"™ ANA BLINOAS W3 MPOrPaMMEI,

< Hazaa ¥CTaHoBMTE OTmeHa

PucyHok 15. HacTtpoika o6opyaoBaHua no ypoBHAM 3awiutbl KC2 un KC3

2.4.1. N3MeHeHMe Habopa yCTPOMCTB CYUTbIBAHWUS KNOYEBON MHOpMaLUn
24.1.1. Ao6aBneHne cuuTbiBaTens

[Ons Toro, ytobbl fo6aBUTL cY4UTbIBaTENb, OTKpoUTe MNaHenb ynpasnernns CK3MN Kpuntollpo CSP. MaHenb
ynpasneHus 4o/HKHa 6biThb 3anyLlleHa OT MMEHW aAMUHUCTPaTopa, AN 3TOM0 HaXMUTE Ha CCbUIKY «3anyCcTuUTb C
npasamMmu agMMHUCTpaTopa» Ha Bknaake O6wme (cM. PucyHok 11). Nocne nepesanycka nepengnTte Ha BKIaAKy
O6opyanoBaHue N HaXXMUTe KHONKY HacTpouTb cunTbiBaTeNnMm.

14
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e Kpwntollpo CSP
ANropuTHBl BezonacHocTs Winlogon Hacrpoikm TLS
Ofume ObopyaosaHme CepemMc [ononHUTENLHD

CHYMTLIBATENW 3EKPBITLIX KnoYei

MossonseT 4obaEMTE MK YASNMUTE CHATRIEETENKM
SAKpPEITBIX KDY,

HEUDDMTb CHATEIBATENN. ..

LaTuUikn CIyYaiiHE X JUCEn

\nooio MossonseT 40BEEWTE MM YOANMTE AETYMKH CNYYEHHEIX
ioon yMcen,

Hactpowte ACH...

TNkl KNKYEBLIX HOCUTENER

?ﬂ, MozBonseT AoBEBNTE MK YASNMTE TUMB! KIOHEBEIX
= =
= HOCMTENEN.

HacTpouTE THNEI HOCUTENEH. .,

OK OTmMeHa MPMMEHIAT

PucyHok 16. KoHTposibHasa naHenb. Bknagka «06opyaoBaHue»

OTKpOEeTCcs OKHO «YrnpasfeHne cuuTbiBaTenamms» (cM. PucyHok 17).

e Y¥npaeneHwe cUMTbIBATENAMM
CuHTEIBaTENM
8=
| ==
|k )

¥CTEHOENEHE! CNEAYIOWMWE CHMTHIBATENM:

@ Bre CUMTHIBATENM CMAPT-KAPT
é‘Bce ChEMHBIE LWCKK
Pt; PeecTp

AobaeuTe... YA&anMTh CeoicTEa

QK OTMeHa

PucyHok 17. OKHO «YnpaBJ/ieHue cuUMTbiBaTeIAMU>»

Ona Toro uto6bl B Kpuntolpo CSP crano A0CTYNHbIM MCNOMb30BaHNE HOBOMO CYUTbIBATENS, HAXMUTE
KHOMKY [lo6aBUTb. 3anyCTUTCA MacTep YCTAHOBKM cuyuTbiBaTensa (CM. PucyHok 18).
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5] MaCTEp YCTaHOBKK CUMTLIEGSTENA

MHCTEFI YCTaHOBKHW CHMTbIBaTenA

—
.-'-'-.-

“E

MEDTEFI YCTAHOEKK NOMOraeT ERINONHNTE YCTAHOEKY W
HACTPOAKY CHMTBIERTENA KNKYEEBX HOCUTENSA,

Yrofibl NpMCTYIMTE K YoTaHoBKe, HamuTe kHonky " Hanse”.

PucyHok 18. 3anyck MacTepa yCTaHOBKM CUMUTbiBaTens

Ha>xmMnTte kHonky [lanee, yTo6bl NepenTn K wary «Bblbop cumntbiBaTens» (cM. PucyHok 19). Boibepute
M3 CNUCKa CcYMUTbIBaTE b, KOTOPbLIN CleayeT A06aBUTb.

|'E8 MacTep yCTaHOBKM CUMTLIBATENA

Bwibop cuvTLEaTENA
Kakoi cunTeiBaTENE HEOEXo QMM VCTEHOEWTE 7

BriGepuTe CuMTRIBATENE, KOTOPRIA CNEoyeT A0SaEWTE, M HakMMTE kHonky “Hanee”.

MNpoMsEoAMTENW: [pcTynHBIE CUMTRIBATEMIA

&% Dallas (DS1410E)
¥ Dalas (DS3097E)
¥ Dallzs (DS9097U)
—:-lﬁkmpn
i! Cofone

< Hazan Oanee = OmaeHa

PucyHok 19. OkHO «Bbi6op cuutbiBaTens»

B 3aBucMMOCTM OT BbI6paHHOIO CYMTbIBAaTENSA MOXeET noTpeboBaTbCa BbI6Op cOeAMHEHUS AN 3TOro
yCcTponcTea. B TakoM cniyyae Ha cneayroLleMm Ware Macrepa BbIBOANTCSA OKHO «Bbibop coeanHeHna» (cM. PucyHok
20). B 3TOM OKkHe BblbepuTe coeAMHEeHMe AN CHMThIBAaTENA U HAaXXMUTE KHOMNKY [anee.
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/%] MacTep ycTaHOBKW CYUMTLIBATENA

BwiGop coemHEHMA.
TpefyeTca BbIGpaTE COBMMHEHWE ONA 3TOMD YCTPORCTES

BrifepwTe coemMHEHWE, KOTOPOE CNEOYET MCMNONL30EATE ANA AGHHOMD COSAMHEHWA.
YTofikl NpOAOMXMTE YCTAHOEKY NOCNE COEMMHEHWA, HAXMMTE KHonKy " [anes”.

HocTynHblE COBOMHEHMWA:

LPT1

LPTZ

% < Hasan Crmvena

PucyHok 20. OkHO «Bbl6op coeaunHeHus »

Ha cnepyouweM ware BblIBOAUTCA OKHO «MsA cunTbiBaTENsA» (CM. PUCyHOK 21). B 3TOM OKHe BBEAUTE UMS
BbiIGpaHHOro cYMThIBAaTENA U HAXXMUTE KHONKY Janee.

/5] MacTep yCcTaHOBKW CUMTBIEATENS

Wma cunmesarens
TpefyeTcA HAZHAYTE MMA ANA 3TOMD CYMTLIBATENA

MoxHo nvBo BEECTM XENIEMOE MMA ANA 3TOr0 CYMTEIBEETENA, NME0 MCNONEZ0BaTE
MPEANoKeHHoe Hke uMA. YTobkl NpoaomXMTE YCTAHOBKY NOCNEe BeISopa MMeHK,
HamnTe kHonky " Hanes".

MM:FI CHATRIEGTENA:
D.'-.Ias DS1410E), LPT1

v

PucyHok 21. OkHO «Ma cuuTbiBaTens»

MocnegHun war - «3aBepleHue paboTbl MacTepa YCTaHOBKWM cuyuTbiBaTens» (CM. PucyHok 22).
BHMMaTeNbHO NpouYnTaiiTe TEKCT B 3TOM OKHE, HAaXMUTe KHOMKY MOTOBO 1 nepe3arpy3uTe KOMMbIOTEpP, €CAIN 3TO
TpebyeTcs.
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|4 MaCTEp YCTaHOBKW CUMTbLIBATENA

3aBepweHve paboTel MacTepa
YCTaHOBKW CYMTbIBaTenA

BriSpaHHeIi Bami cuMTeiEaTENE TREGVET OONONHMTENEHOMA
YCTEHOBKM Apaieepa ycTpofcTEa OT NPOM3E0aMTENA
faHHoro yoTpoicTea. Bel moxeTe nonyurte 3T gpalfisepsl
Ha Befi-cepeepe KomMnaHu Kpunto-Mpo no anpecy

hittp:/ Swnwnw cryptopro ru/cryptopro/products/csp/readers him.

YroBkl 3EKOHYMTE YOTEHOBKY CUMTEIBETENRA, HEKMMTE
kHonky "ToToEo".

Mocne s3BEPLEHMA YCTAHOBKN PEKOMEHIYETCA
MNEPEZAMPY3INTh komnewoTep.

Haxmute kHoniy "Hazan", ecni tpeyeTcA MSMEHWTE
NapamMeTpel YCTaHOBKM.

PucyHok 22. 3aBeplieHne MacTepa yCTaHOBKM CUMTbIBaTens

MpuMeyaHue. lViMeeTCcss BO3MOXHOCTb YCTAHOBKW ApaliBepoB
CTOPOHHUX npowusBoauTenen, obecneuymsarouwme B3anMoAencTBue
Kpuntolpo CSP cannapaTHOM 4acCTblo B cydae, eCiv OHW He BXOAST B
coctaB aucrpubytmea CK3W. [na wx yCTaHOBKM  cnepyet
ll_!_!_“ BOCMOJ/Ib30BaTbCA nporpamMmon YCTaHOBKM, nocraBnseMom
nponM3BoAUTENSAMM Takux yctponcTe. Hanpumep, ecnm Kpuntollpo CSP
yXe YCTaHOBJIEHO, M HYXHO WCNONb30BaTb HOBble YCTPOWCTBA,
Heo6x0aMMO YyCTaHOBUTL NOAAEPXKUBAOLWNE ApaiBepa U Apyrne Moaynm

OT NpPOM3BOAUTENIEN 3TUX YCTPONCTB.

2.4.1.2. YapaneHue cumtbiBaTens

Ons Toro, ytobbl yaanuTb c4nTbIBaTENb, OTKpoMTe MNaHenb ynpasneHnsa CK3U Kpuntollpo CSP. NaHenb
ynpasneHus A4o/HKHa 6bITb 3anyLweHa OT UMeHN aAMUHUCT paTopa, A9 3TOr0 HaXXMUTE Ha CCbIIKY «3anyCcTuUThb C
npasaMu agMMHUCTpaTopa» Ha Bknaake O6wme (cM. PucyHok 11). Nocne nepesanycka nepenante Ha BKIaAKy
O6opynoBaHue N HaXXMUTe KHONKY HacTpouTb cunTbiBaTenu.

OTKpOeTCsa OKHO «YnpaBfieHue cumTboiBaTeENIMn» (CM. PucyHok 17). Boibepute cuntbiBaTEsNb, KOTOPbIN
TpebyeTcsa caenaTb HEAOCTYMHbIM, U HAXMUTE KHOMKY YAanurb.

B OTKpbIBWEMCA AMnanore noaTeBepanTe yaaneHne CHUTbiBaTeNnd, Ha>XaB OK.

'E] MoaTEEpXAEHWE Ha YAANEHWE CUMTHIBATENA

! MogreepanTe yaanenwe canteieatens: Dallas (D51410E), LPT1

PucyHok 23. OkHo «lloaTBep>xAeHue Ha yaasieHue cuUuTbiBaTens»

MNocne noaTBepXxAeHUS ncnosb3oBaHue cymnTbiBaTens CK3UM ctaHeT HeAOCTYMHO.
2.4.1.3. MpocMOTp CBOMCTB CuMUTbiBaTenn

YT106bI NPOCMOTPETL CBOMCTBA CYMTbIBaTENS OTKpoihTe MNaHenb ynpasnenmns CK3U Kpuntollpo CSP u
nepenante Ha Bknaaky O6opyaoBaHue. B naHenn Hactporkn obopyaoBaHua CK3W Kpuntolpo CSP (cm.
PucyHok 16) HaxMuTe KHONKy HacTpoutb cuutbiBaTenm.

18



XKTAN.00087-01 92 01. Kpuntollpo CSP. MHCTpyKUUS NO UCMNOL30BaHUIO

OTKpoOeTCca OKHO «YmnpaBfieHue cumTbiBaTenaMm» (CM. PucyHok 17). BeibepuTe cumTbiBaTE b, CBOWCTBA
KOTOporo TpebyeTcs NPOCMOTPETb, MU HAaXMUTe KHOMKy CBOMCTBA.

BbiBeneTcsa cnpaBovHas MHdopMaLms o BbiIbpaHHOM CY4UTbIBaTENE, B TOM YMCNE, N AaHHble O COCTOSHUMU
ycTponcTBa. lNocne npocMoTpa CBOMCTB CHUTbIBAaTeENd HaXXxMnTe kKHonky OK.

%] Dallas (DS1410E), LPT1
Obwwe

YCTpocTED YyTeHuA Touch-memary D51410E,
noacoearHAeMoe Kk LFT nopTy.

CoeguHeHWe: LPT1

CUMTEIBaTENL!

CocToAHKME: HeaocTyned

MzroToBMTENE: Dallas Semiconductor

Bepoua: HeuzeecTHa

BubnuoTexa CONPAAEHMA:

CocToRHKMeE: YCTaHoBNEHbI
MaroToBuTEND: KoMnaHua KPMTTO-TRPO
Bepoma:

PucyHok 24. CBoMcTBa cuUMTbiBaTens

2.4.2. '3MeHeHne Habopa yCTPOMCTB XpaHEHUS KIo4YeBON MHpOpMaLumu
2.4.2.1. Jo6aBneHune HocuTensa

Ona Toro, uTobbl caenaTb AOCTYMHbLIM HOCUTEb K0 YEBOM MHMOPMaunmn, oTkponTe [laHenb ynpasaeHus
CK3M Kpuntolpo CSP. NaHenb ynpasneHns Ao/MKHa 6bITb 3anylleHa OT UMEHW aAMUHUCTpaTopa, 418 3TOro
HaXMUTe Ha CCbUIKY «3anycTuTb C NpaBaMM aAMMHUCTpaTOpa» Ha Bknaake O6wme (cM. PucyHok 11). MNocne
nepesanycka nepeinaute Ha Bknaaky O6opyaoBaHMe M HaXMUTe KHOMKY HacTpouTb Tunbl HOCUTENEN.

OTKpoeTCsa OKHO «YnpaBfeHne KIan4YeBbiIMU HOCUTEeNAMU» (CM. PUcyHok 25).

HocnTtenn Marucrpa, Marncrpa Céep6aHk/BGS, Ockap, Ockap CSP 2.0, PUK aBnsitoTcs cMapTKapTaMu.
Hocntenun tnna Rutoken un eToken asnsitoTcsa USB-kao4vamu.
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| 'EX :Y'rl'lpaB.ﬂEHL"IE KNHUYEBbIMK HOCHMTENAMMK

KnioYeBble HoOMTENK

YcTaHoBneHb! CnegyWMe KNOYEBbBIE HOCUMTENA.

-
[ ESMART Token 32¢
[ ESMART Token 64K
IROT INPASPOT
ROT INPASPOT, SCone
IRIT INPASPOT1
BIT INPASPOT2

@ 1sBC 12a/13A v
A

OobaenTe. .. YoanuTe CeolicTEa

PucyHok 25. OKHO «¥YnpaB/jieHue KJ/1l04eBbIMU HOCUTENAMN>
Ons Toro, 4tobbl cAenaTb AOCTYMHbLIM KNIOYEBOW HOCUTENb, HAXMUTE KHONKY [lo6aBUTb. 3anycTuTcs
MacTep YCTaHOBKM K/l04eBOro HocuTens (cM. PucyHok 26).

53 MacTep yCTaHOBKW KNHYEBOro HOCKUTEAA

MacTep ycTaHOBKW KNKOYEBOro
HOCHTENA

MacTep yCcTaHOBKWM NOMOraeT BLINONHATE YCTAHOBKY 1
HACTPORKY KMOYEBED. HOCKUTENSA.

YTofkl NpUCTYMMTE K YCTEHOEKE, HEXMUTE KHonky " Hanes”.

PucyHok 26. 3anyck MacTepa YCTAaHOBKM KJ1IOUEBOIro HOCUTens

Haxmute kHonky Aanee, ytobbl nepenTn K wary Bbibopa kno4yeBOro Hocutensa (cM. PUcyHok 27).
BbibepuTe KoUeBOM HOCUTE b, KOTOPbIM cneayeT caenaTb AOCTYMHbIM, M HAXMUTe KHonKy danee.

MpuMeuaHme. 3anpelwiaeTtcd  WCMNOJb30BaTb  HECbEMHbIE

|..| HOCUTENM, @ TaKXe HOoCUTeNu, AN KOTOopbix He obecnevynBaeTcs
—— HemnpepbIBHbIA KOHTPOJIb.
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'€} MacTep yCTaHOBKM KNKYEEOrOo HOCKTENA

Bwifop KmouYeB0ro HOCUTENA
Kakoi KnoueEoR HOCMTENE HEOBX0 IMMO YCTEHOBMTE 7

BrifepiTe KNoUEB0H HOCUTENE,

MpoW3E0aMTENM:

KOTOPEIA creayeT QoGSEMTE, M HEXMKTE KHonky "[anes”.

[ocTyNHEIE KNIDYEEGLIE HOCUTENK:

€¥0s195 ~
Charismathics GmbH [ ESMARTToken
ISBC CORP. @ ISBC_JavalCard
Komnanma KPMNTO-MPO ) Jcard
Koranarme Mporpamlapk B MPCOS-GEMALTO
&8 MPCOSEMY v
Al SACIDT LA TN

< Hazan Hanee = OmenHa

PucyHok 27. OKkHO «Bbl6op KJ/1lOUEBOro HoCcUTens»
Mocne Bbi6Opa KIOYEBOro HOCUTENS OTKPOETCH OKHO «MMsa kntoyeBoro Hocutena» (cM. PucyHok 28). B
3TOM OKHe BBeAUTE UMA Bbl6paHHOF0 HOCUTENA N HAXMUTE KHOMKY p,anee.

= MEIL—[E[J YCTaHOBKM KNHUYEBOIO HOCHMTENA

Hma kmouesoro HocuTens
TpefyeTCA HESHAYWATE MMA ANA 3TOMD KNHYEEOr0 HOCHTENA

MoxHo niufio BEECTH XENaEMOe MMA ANA 3TOro KNHDYES0ro HoCHTENA, nkubo
MCNONb30EaTE NPEANOKEHHOE HIGKE MMA . 4Tofbl NPOAONXATE YCTAHOBKY NOCHE
BbIGOpa MMEHKW, HaxkmMWTe KHonky " Hanee”.

MM:H KNOYeBora HOCHUTENA:
MPC(}SEM

< Hazan Hanee = OmaenHa

PucyHok 28. OkHO «MA KNO4YEeBOro HoCcUTena»

B 3aBMCMMOCTM OT TUMa KJIOYEBOI0 HOCUTENA CeAylolLNe Warn Mmactepa MOryT pasnnyaTbcs, Tak aAns
MPCOS/EMV 6yaeT oTobpaxxeHo OokHO «Pa3meTka kapTbl» (CM. PucyHok 29). B 3TOM OKHE HYXHO yKasaTb
pa3MeTKy KapThbl, NOCNe Yero NepenTun K cneayowemy wary.
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|5} MaCTEp YCTAHOBKM KNHUEBOIo HOCHUTENA

Kakan pasmetka kapm?
YCTaHOBMTE MapaMeTpel PESMETHM KapThl

ATR: [3B2A008065420101010072D641

Macka: FFFFFFFFFFFFFFFFBFOOFFFFFD
Mpunoxenwe CPCSP

< Hazapg Hanee = OmaeHa

PucyHok 29. OkHO «Pa3mMeTka KapTbl>»

OTKpoeTCca OKHO «3aBeplueHne paboTbl MacTepa yCTaHOBKM Kto4eBoro Hocutens» (cM. PucyHok 30).
HaxMnTe B HeM KHonky FoToBo.

'E3 MacTep YCTaHOBKM KNHYEEOro HOCKUTENA

3asepweHve paboTel MacTepa
YCTAaHOBKW KMNKOYEBOro HOCUTENA

Yrofiel SEKOHYMTE YCTEHOBKY KNOYSS0r0 HOCHTENA,
HasmMuTE KHonky "MoToEn™.

HasmaaTe kHonky "Hasan”, ecny TpefyeTcA MSMEHWTE
MapameTpel YCTaHOBKK,

PucyHok 30. 3aBepLueHne MacTepa YCTAaHOBKM KJ/1I0O4YEBOro Hocurens
YCTaHOBNEHHbIA KIOYEBOW HOCUTENb 0TOBPasnTCs B CNMCKE OKHa «YrnpasiieHMe K0 YeBbIMU HOCUT e/isiMu1
(cMm. PucyHok 25).
2.4.2.2, YpaneHue Knro4eBOro Hocurtens

Ons Toro 4tob6bl caenaTb HEeAOCTYMHbIM KIOYEBOW HOCUTENb OTKpoWTe [MaHenb ynpasneHus CK3U
Kpuntolpo CSP. MaHenb ynpasneHna Ao/mkHa 6biTb 3anyLweHa oT UMEHW aAMUHUCT paTopa, A1 3TOr0 HaXMuTe
Ha CCbIIKY «3anyCcTuTb C NpaBaMuM aAMUHUCTpaTopa» Ha Bkagke O6wme (cM. PucyHok 11). MNocne nepesanycka
nepenauTe Ha Bklaaky O6opyaoBaHMe U HaXMUTE KHOMKY HacTpoutb TMNbI HOCUTENei.

B OTKpbIBWWEMCA AManore noaTBepanTe yaaneHne Kao4eBoro HOCUTENA, HaXaB OK.
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iz TMoaTEep¥AeHWE Ha yAaneHWe KNHKYeBoro HocKTens

! MoateepanTe yaaneHwe knrodesore Hooutens: MPCOSEMY

PucyHok 31. OkHo «lMoaTBep)>XAeHue Ha yAasieHMe KJ1I0YeBOro Hocurens»
Mocne noaTBepXAeHUS KIIOYEBOW HOCUTENIb CTAaHeT HeaoCTyneH ANs Mcnonb3oBaHusa B paboTte
Kpuntonposangepa.
2.4.2.3. MpocMOTp CBOMCTB KJ/IOYEBOIO HOCUTeNNA

Ons Toro, 4yTo6bl NPOCMOTPETH CBONCTBA KIIOYEBOro HOCUTENS, OTKpolTe MNaHenb ynpasneHuna CK3U
Kpuntolpo CSP u nepenaute Ha Bknaaky O6opymoBaHue. B naHenu Hacrtpovikm obopyaoBaHusa CK3U
KpunTtoMNpo CSP (cM. PucyHok 16) HaxMnTe KHonky HacTpouTb TUNbl HOCUTENen.

B OoTKpbIBWEMCA OKHE «YnpaBfieHne KI4YeBbiMU HOCUTENAMM» (CM. PucyHok 25) Boibepute Kito4yeBomn
HOCUTEJIb, CBOMCTBA KOTOPOro TpebyeTcs NpoCMOTPETh, U HaXMUTe KHONKy CBOMCTBA.

OTkpoeTcs okHO «CBoncTBa: Ma HocuTena» (cM. PucyHok 32), B KOTOpOM oTobpaxaeTcsa cnpaBoyHas
MHpOpMauna o BbiIbpaHHOM KAKOYEBOM HOCUTENE, B TOM 4nCie, U AaHHble O COCTOSAHUM yCTpolcTBa. lNocne
NMPOCMOTpa CBOWCTB KIOYEBOIr0 HOCUTENSA HaXMuTe KHoMNKy OK.

£ INPASPOT, SCone

OBwme | HacTpoiika pasMETHM

INPASPOT
IPOT

BubnuoTera CONPAKEHMA:

CocToaHue: NopknoYeHsl
M3roToBMTEND! Inpas Ltd
Bepoma: 1.0.0.0

PucyHok 32. OkHo «CBOMCTBaA: UMA Hocutensa»

2.4.3. HacTpoinka gaTymkoB crydanHbix Ymncen (ACYH)
2.4.3.1. Ao6aBsnexHne ACH

Mpu HacTpoike OCY n 3arpyske auHaMmyecknx 6nbnmoTek 4O/MKHO 6bITb YCTAHOBNEHO NPOrpaMMHoe
obecneveHne, cooTBeTCTBYylOWeEE annapaTHoMy cpeacTsy. MoaknoyvyeHne OCYH pOMKHO COOTBETCTBOBATb
yCTaHOBKaM NporpaMMHoO-annapaTHOro KoMnjekca.

Onsa Toro 4tobbl aobasutb ACH, oTkpoinTe [MaHenb ynpasneHua CK3U Kpuntollpo CSP. MaHenb
ynpaBneHns O/MKHA 6bITh 3anyLieHa OT UMEHM aAMUHUCTpaTopa, 419 3TOr0 HAaXXMUTE Ha CCbUIKY «3anyCTUTb C
npasaMu agMMHUCTpaTopa» Ha Bknaake O6wme (cM. PucyHok 11). MNocne nepesanycka Nnepenante Ha BKIaAKY
O6opynoBaHue 1 HaxxmuTe kHonky Hactpoutb [ CH.

OTKpoeTCsa OKHO «YnpaBfieHne gatuymkamm ciydarHbix yncen» (cM. PucyHok 33).
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2 YnpaeaeHwe AaTyMKamMK CAYYARHBIX YMCen

JaTuUMKK CIy4aAHBIX YMceEn

¥CTaHOBAEHb! CNEAYOWME AaTHMKK mYHaﬁHbIX e e = H

OobasnTe. .. ¥oanuTe CBolCcTEa

OTbﬂa MPUMEHMTL

PucyHok 33. OKHO «YnpaBJjieHue AaTuyuKkaMu C/lyuvyauHbIX uucen»
Ons Toro, ytobbl fob6aButb [ICH, HaxMUTe KHONKY JlobaBuUTb. 3anycTutcsa macrtep ycraHoBku CYH (cm.

PucyHok 34). HaxmnTe kHonky [lanee, 4Tobbl NepenTun K cneayolwemy wary.

'] Mactep ycranoekn JCH

MacTep yctanoBku ACY

MacTep yoTaHOBKM NOMOraeT BRINONHWTE YCTAHOBKY 1
HacTPOMKY O3TYMKOE ChydaiHe ycen (OCY).

UToBkl NpUCTYNMTE K VCTAHOBKE, HEXMUTE KHonky " anse”.

PucyHok 34. 3anyck mactepa yctaHoBku [1CH

OTkpoeTcs okHO «Bbibop ACY» (cM. PucyHok 35). B 3TOM okHe BbibepuTe AaTuMK ClydarHbIX Yncen,

KOTOpbIN TpebyeTcs A06aBUTL, U HAXMUTE KHOMKY [lanee, yTobbl NepeinTu K cieayoleMy wary.
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"5} Macrep ycraHosku ACY

BuiGop [ICH
Kakon OCY Heofixoammo ycTaHOBUTE ? =

Beibepute [1CY, koTopeiil cneayeT nobasnTs, U HaxmuTe kHonky "Hanee”.

MNponzsoauTenu: LoctynHeie OCYH:

£ anma3 acy

Komnarua KPUMTO-NPO &0 KpunTolpo Mexoprsit Matepuan
000 Pupma "Arkan” ¥ CoBons

s

PucyHok 35. OkHo «Bbi6op OCY>»
OTkpoeTca okHO «Uma OCH» (cM. PucyHok 36). B 3TOM OkHe BBeAUTE MMA BbiOpaHHOro gaTtuywmka
CNy4YamHbIX YMCEN U HAXMUTE KHOMKYy [anee.

'€} MacTtep ycraHoskm [CH

Wran 1CY
TpefiyeTcA Ha3HauMTe MMA anA atoro JCY

MoxHo nubo BsecTH xenaemoe MMA anA 3toro ACY, nubo mcnonbsosats
NpeanoxeHHOE HIUKE MA . YTobkl NpoA0MXMTE YCTAHOBKY NOCNE BoIB0pE MMEHIA,
HaxkmuTe kKHonky " anee”.

WMram OCH:

omee

PucyHok 36. OkHO «Uma ACY»

MocnegHWM Warom Macrepa OTKpOeTCs OKHO «3aBeplueHue paboTbl MacTepa ycraHosku ACH» (cM. PucyHok
37). Haxkmnute B HeM kHonKy FOTOBO 1 Nnepe3arpysnte KOMNbIOTEP.
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= Macrep ycranoekm f1CH

JagepweHne paboTbl macTepa
yctaHoBkn ACY

Yokl akoHunTe yoTaHoeky JCH, HammuTe KHonKy
"TotoEn™.

Mocne s3BEPLEHMA YCTAHOBKN PEKOMEHIYETCA
MEPE3AMPY3INTE komneoTep.

Haxranme kHonky "Hazan", ecnv tpe@yeTca MamMeHnTE
NapaMaTpel YCTEHOBKH.

PucyHok 37. 3aBeplueHne MacTtepa yctaHoBku [ACH

2.4.3.2. Ynanenue 4CH

Ons Toro, utobbl ypanmte ACH, oTkponTe MNaHenb ynpasneHua CK3WN Kpuntollpo CSP. MaHenb
ynpasneHus 4o/KHa 6bIThb 3anyLleHa oT MMEHW aAMUHUCTpaTopa, AN 3TOM0 HaXMUTE Ha CCbUIKY «3anyCcTuTb C
npasaMuM agMMHUCTpaTopa» Ha Bknaake O6wme (cM. PucyHok 11). MNocne nepesanycka Nnepenante Ha BKIAAKY
O6opyanoBaHme 1 HaxMuTe KHonky HacTtpoutb [ CH.

B oTKpbIBLIEMCS OKHE «YNpaBneHne gatumkamu ciydamnHbix yncen» (cM. PucyHok 33) BblbepuTe faTuuk,
KOTOpbI TpebyeTca yaanuTb, N HAXMUTE KHOMNKY YAaNnuTh.

B nosBmBweMcs ananore Hax Mmute OK.

2 MoaTeepxaeHME Ha YAANEHME ATUMKS CIYYaRHBIX UK.,

! MoaTEEpANTE YARNEHME A3THMKS CyYHaiHe: Yncen: Cobons

PucyHok 38. OkHO «lMoaTBep>xaeHue Ha yaaneHue ACH»

Mocne noaTBepxaeHuna ACH 6yneT yoanéH.
2.4.3.3. MpocmMmoTtp cBowcTB AICH

Ons Toro ytobbl nmpocMoTpeTh ceBoncTBa ACH, [na toro 4tobwl gobasutb ACYH, oTkponTe [MaHenb
ynpasnenna CK3N Kpuntolpo CSP. NMaHenb ynpasneHns Ao/mkHa 6bITb 3anyweHa oT UMeHU agMUHUCTpaTopa,
ONS1 9TOr0 HAaXMUTE Ha CCbUIKY «3anyCTUTb C NpaBaMn aaMUHUCTpaTopa» Ha Bklaake O6wume (cM. PucyHok 11).
MNMocne nepesanycka nepenamTe Ha Bknaaky O6opyaoBaHue u HaxMmTe kHonky Hactpowutb [1CH.

OTKpoeTCa OKHO «YnpasneHue gaTymkamu ciydalHbiX yncen» (cM. PucyHok 33). Boibepute gatuuk,
CBOWCTBa KOTOpPOro TpebyeTcs MPOCMOTPETh, M HAaXXMUTe KHONKY CBOMCTBA.

OTkpoeTcs okHOo «CpoicrBa: Ums ACYH» (cM. PucyHok 39), B kKOTOpOoM oTob6parkaeTcs cnpaBo4YHas
MHbOpMauMsa 0 BbIGpaHHOM AaT4yMKe CllydanHbIX YMCEN, B TOM YMUC/IE U AaHHble O COCTOSIHUM yCTpONcTBa. MNMocne
npocMoTpa ceorcre ACYH HaxMuTe kKHonky OK.
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%3 Emonornueckmin ACH

Buonorimuecani JCH.

BubnuoTera CONPAAEHMA:

CocToaHHe: MogxnoYeHs!
WaroToBuTens: Komnanua KPUMTO-NPO
Bepoaa: 4.0,4548.0

PucyHok 39. OkHo «CBoucTBa: uma [CH»

MpumevyaHme. Ecim B CK3WM HacTpoeHO HECKOSIbKO AaTUYMKOB C/lyd4alHbIX 4ucen, To Mpu
dhopMMpOBaHMM UCXOAHOM Kto4YeBon MHDopMauum 6yaeT ncnonbsosaTtbes ACH, Haxoaaw nncs B
BEpPXHEW CTpOKe Crnucka ycraHosneHHbix ACYH, ecnn ACY He ycTaHoBneH, To 6yaeT MCNoONb30BaH
cnefyrow i n T.4. Hanpumep, ecnm yCTaHOBNEHO ABa AaTyuMKa ciydanHbix ymucen - buno1CH n ACH
DNeKTPOHHOro 3amka «Cob0sb», OHWM HAXOAATCA B COCTOSHUN — «MOAKIIOYEH» U B BEPXHEWN CTPOKE
’L_!_!_“ Crnucka AaTUYMUKOB CyYalHbIX Ymucen ykasaH JCY DnekTpoHHoro 3amMmka «Cob6osb», To dopMMpoBaHue
MCXOAHOM Ko4YeBon nHdopmauum byaet ocyuwecTBnaTbed Ha ACH DnekTpoHHOro 3amka «Co60/b>».

Ona ncnonb3oBaHusa Bno4CH, He06xX0AMMO C MOMOLWLbIO KHOMOK nepeMecTuTb ero Ha
BEPXHIOIO MO3MLNIO B CNUCKE.

2.5. PaboTa C KOHTelHepaMn 1 ceptmdurKaTamm

Bknagka CepBMC KOHTposibHOM naHenu CK3UM Kpuntolpo CSP npepgHa3HauyeHa Ans BbINOJIHEHUS
cneayrwmx onepauumn:

. KonupoBaHuve u yaaneHue 3aKpbITOro Ko4da, Haxo4sWwerocs B CyL,eCTBylOLWEM KOHTeliHepe;

. TectupoBaHue (nNpoBepka paboTocnocob6HOCTM) M oToBpaxkeHne CBOWCTB knoua (kaouen) u
cepTudukaTta (cepTndmrKaToB) B CyLLECTBYIOLWEM KOHTENHEpPE;

o MpocMOTp M ycTaHOBKa cepTuduKaTa, HaXOASWEerocs B CyLW eCTBYOLWEM KOHTENHEPE 3aKPbITOro
KNo4Ya Ha HocuTerne;

e OcyulecTBneHue CBA3KW Mex Ay CyL ecTBylW UM cepTUudMKaToOM U3 daiifa M CywecTBylOL UM
KOHTEWHEepPOM 3aKpbITOr0 K/loUa Ha HocUTene;

. MN3mMeHeHne n ydaneHwe coxpaHeHHbix naponen (PIN-koaoB) pocTyna K HOCUTENAM 3aKpbITbIX
KNK4emn;

. Ouuncrka nHdopmaLmm 0 paHee NCNOb30BaHHbIX CbEMHbIX HOCUTENSX, HA KOTOPbIX pacnofnaranmcb
KOHTENHEepPbl 3aKPbITbIX KNIOYEN.

2.5.1. TectnpoBaHuMe, KONMpPOBaHWE U yaaNeHNe KOHTEMHEpPaA 3aKpbITOro
KJiroya
2.5.1.1. TecTUpoBaHMe KOHTeMHepa 3aKpbITOro KJjkua

[Ona Toro 4To6LI NPOBECTM TeCcT paboToCcNoCOBHOCTN KOHTENHEepa 3aKpbITOro Kal4a, oTKporTe MNaHesb
ynpasnenunsa CK3U Kpuntollpo CSP u nepeiaute Ha Bknaaky CepBuc (cM. PucyHok 40). HaxxMute KHOMKY
MpoTtecTupoBaTthb.
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|5} Kpwunrtollpo C5P
ANropUTMBbI BezonacHocTb Winlogan HacTpalika TLS
Ofwme DfopyaoBaHre Cepeuc O ononHMTENEHD

KOHTERHED 38KPEITOMD KMKKYa

3TH MBCTEPa NOZB0NAKT NPOTECTUMPOEATE, CKOMMPOEaTE MNK
YoanuTe KIZIHTEIT1HE|:I 3aKpbITOrD KNko4a C HOCMTENA,

| MpOTECTHPOEETE. .. CKOMMpOBaTE. .. Yaanmtb. ..

CepTUHMKETEI B KOHTENHEDE SaKPLITOrD KIDYa

3ToT MACTEP NOSBONAET MPOCMOTPETh CEPTHRMKATHI, HEXO0AALMECH
B KOHTEAHEPE 33KPLITOMD KNKKYa, M YCTAHOBMTE WX B XpaHMnLLe
CEPTHMOMKATOE,

MpoCMOTPETE CEPTHHMKATEI B KOHTERHEDE. ..

NMUYHBIA cepTHhMKET

3TOT MECTED NO3BONSET CBAZETH CEPTMdMKAT 13 daina c
KOHTEAHEDOM 3EKPEITOMD KMHOYE, YCTEHOBME 3TOT CEPTUGMKAET B
XPEHHNKLWLE.

YCTEHOBMTE MMYHEIA CEPTUgMKET. ..
MapoaKM 3aKPEITEIX Kkoue

3TH MACTEpa NOSBONAOT W3MEHWTE Naponi (MMH-+<oabI) 3aKpEITEX
KIHOYER MKW YAENKTE 3aMN0MHEHHEIE PEHEE NapoH,

W3meHuTE naponb... ¥AanuTe 3anoMHEHHEIE NEpoH. ..
oK OTMeHZ MpUMEHKT

PucyHok 40. KoHTponbHaa naHenb. Bknaaka «CepBuc»

OTKpoeTCsa OKHO «TeCTupoBaHWE KOHTEWHepa 3aKpbITOro knwo4va» (CM. PucyHok 41).

|5} TE‘.‘CTHDDBEHHE‘.‘ KOHTE‘.‘F‘IHE‘.‘pa 3AKPBITOrNO KnH4a

HoHTeHHep 3aKpBITOro KNHoYa

BEEAWTE MNK YEIHUTE KDHTEﬁHEp JAKPEITOrD Kno4a, I‘ZCITDDI:-IL‘& HeobxoouMo rg
NpoTECTHPOBSTE

MMa kniowesoro KDHTEI:&HEDEI:

Ofsop...
BEENEHHOE MMA 3ANEET KIKIHEBOI KOHTEAHED! Mo cepTUdMKETY. ..
(®) Nonb3oBaTenA
KomneloTepa

BrifiepirTe CSP ANA NOWCKA KNHOYEBEIX KOHTEAHEDOR:
Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider W

< Haszan danee > OTMeHa

PucyHok 41. OkHO «TecTUpoBaHue KOHTEMHEpa 3aKpbITOro Kjkua»

Ha 3Toli ¢dopMe Heob6xoAMMO 3aMnofiHUTL MNose UMA Knr4yeBOro KoHrerHepa. OHO MOXeT 6biTb
BBEAEHO BPYYHYI UM HalAeHO B CnNucKax KOHTenHepoB (kHonka O63o0p) unn ceptudunkatos (kHonka Mo
ceptudumkarty).

Onuuu noucka:
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e BBegeHHoe uMMA 3afaeT KJ/HOUEeBOW KOHTeMHep - rnepek/yaTeslb YCTaHaBMBaeTCs B
nonoxeHune Monb3oBatenb nivm KomnbroTep, B 3aBUCMMOCTM OT TOr0, B KAKOM XpaHuauue
(JInyHble unmM JloKanbHOro KOMMbIOTEpPa COOTBETCTBEHHO) pacCnosioXXeH KOHTelHep. Ans
TeCTUpOBaHUS KOHTEWHEepa 3aKpbiTOro Kal4ya M3 xpaHunamuwa JlokanbHOro KoMmnbloTepa
Heob6xoAnMbI NpaBa agMUHUCTpaTopa.

e Bblbepute CSP anAa noucka KAHOUYEBbIX KOHTEMHEPOB - HeobXoauMbI KpunTonpoBaaep
(CSP) BbibupaeTca ns npeanaraeMoro cnmcka.

Mocne Toro, Kak BCce MoJsia 3anoJIHEHbl, HAXMUTE KHOMKY [fanee.

Ecnm Ha AOCTyn K 3aKpbITOMY K/KOYY YCTaHOBMEH NapoJsb, TO OH 6yaeT 3anpoweH. BeBeante naponb v
HaXxmuTe KHonky OK.

Mocne 3Toro oTKpoeTca copMa C pesynbTaToM TecTupoBaHusa (cM. PuUcyHok 42), B KOTOpoM 6yaeT
BblBeAeHa MHGMOPMALMA O JAHHOM KOHTENHEpEe M pe3ynbTaT TecTa.

['E3 TecTWpoBaHWe KOHTEWHEDA 38KPLITOrO KAKYa

PaGoTa macTepa NpoBepKN KOHTeHEpa

saBepleHa

MpoBepKa 3EESPLIEHE YINELWHD olwmbok He obHapy A
KOHTEAHED 3aKpLITORD KoYa
HMMA ivanowvcert
YHHUKANbHOE MMA ivanowvcert
FQCN WREGISTRY ivanc
NPOBEPKS LENOCTHOCTH KOHTERHEDS  YCMEWHO
nrod obmeqa AOCTYMNEH
LNWHA KMio4Ya 512 fur
3KCNOPT OTKPBITOMD KoYa YCMEWHD
MMNOPT OTKPLITOrD KNHYa YCMEWHD
NoANMCE YCMELWHO
NPoOBEQKE YCMELWHD W
£ >

CronupoBaTe & bytep obmeHa

< Hazan OTMeHa

PucyHok 42. AtoroBoe OKHO «TecTnpoBaHue KOHTeﬁHepa 3aKpbITOro KJjro4ya»

2.5.1.2, KonupoBaHue KOHTeiHepa 3aKpbiTOro Kjkua

Ona Toro 4uto6bl CKONMPOBaTb KOHTEMWHEpP 3aKpbITOro Kaw4a, oTkpouTe MNaHesb ynpasnenuns CK3U
Kpuntolpo CSP 1 nepengute Ha Bkiagky CepBuc (cM. PucyHok 40). HaxkmMuTe kHonNky CkonupoBaTb.

OTKpoeTCcs OKHO «KomnmnpoBaHMe KOHTEHepa 3aKpbIToro kmo4va» (cM. PucyHok 43).
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|5} KDI'IIH‘IFIDBEHME! KDHTEI:‘"IHE!pa 3dKpbITOrO KNHJYa
KoHTellHep 3aKpeiTOro Knova
BEEAMTE MNW YKEHMTE KOHTEAHED 3aKPEITOMD KNKOYE, KOTopeli Heobxoaumo ﬁg
CKOMWPOBATL

Wma knoqesoro KDHTEﬁHEDB:

| | Ohzop...
BBENEHHOE MMA 3A0SET KNKOYEE0A KOHTeRHEeD: Mo CEPTURMKETY. ..
(@) Nons30BaTENA
KomMnsioTepa

BribepiTe CSP ANA NOMCKE KNKIYEBEIX KOHTEMHEDOE:
Crypto-Pro GOST R 34. 10-2001 Cryptographic Service Provider W

PucyHok 43. OKHO «KonupoBaHue KOHTeiHepa 3aKpbITOro KJjkua>

Ha aToli ¢opme HeobxoaMMO 3anosHUTbL none UMA knouyeBOoro koHreHepa. OHO MoOXeT 6bITb
BBELEHO BPYYHYI WM HalAeHO B CNUCKaxX KOHTeWHepoB (kHOoMka O63o0p) nam ceptudukaTos (kHonka Mo
ceptudumkarty).

Oonuun noucka:

e BBeaeHHoe uMSI 3ajaeT KJ/IOUEBOW KOHTEMHEp - nepeko4aTenb yCTaHaBAMBaeTCs B
nonoxeHve Monb3oBaTtenb MaM KoMnbioTep, B 3aBUCMMOCTM OT TOr0, B KAKOM XpaHunuu,e
(JTnyHble nan JlIokanbHOro KOMMNbOTEPA COOTBETCTBEHHO) pacnoioXXeH KOHTenHep. g paboTbl €
KOHTEeMHEepOM 3aKpbITOr0 KA4Ya M3 XxpaHuamuia JIokanbHOro KoMnbtoTepa HeobxoanMbl NpaBa
agMUHUCTpaTopa.

e Bblbepute CSP anA noucka K/OUYEBbIX KOHTEMHEPOB - HeobXxoauMbli KpuATonpoBaaep
(CSP) BbibupaeTca n3 npeanaraeMoro cnmcka.

[Mocne Toro, Kak Bce Nosd 3anoJIHEHbl, HAXMUTE KHOMKY [lanee.

Kpwntolpo CSP
0:09:38
Bifiop KNOYEBOrD KOHTERHEDS
B crivcke nokasslBaTs:

(@) lpyecTEEHHBIE MMEHA () VHUKANBHBIE MMeHa

CRMCoK KNoHeBsIx KDHTEﬁHEDDEﬂ MNoNe30ESTENA:

=
CUYMTBIEATENE  MMA KOHTERHEPA

Peectp ivanovcert
Peectp petrovcert

PucyHok 44. Bbi6op KNO4YEBOro KOHTeHepa
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5} BesonacHocts Windows

Boibop ceptudmkata

BriBepuTe cepTudrKaT n3 xpaHnania "MuuHele"” TekyLero
NonL30BaTENA.

semenov
Mzpatens: Test Center CRYPTO-PRO

Aedctentened o 23.02.2014 no
04.10.2014

[pocroTpeTs cEORCTES
cepTndinkarta

petrov

WMapatens: Test Center CRYPTO-PRO

JefictentensH o 25.02.2014 no
04.10.2014

ivanovii

WMapatens: Test Center CRYPTO-PRO

JefictentensH o 25.02.2014 no
04.10.2014

OTtmena

PucyHok 45. Bbi6op ceptudpukara

Ecnm Ha AocTyn K 3aKpbITOMY KAOYY YCTAHOBMIEH Napob, TO OH 6yaeT 3anpoweH. BeeanTte naposb u
HaXXMnte KHonky OK.

OTKpoeTCs OKHO BBOAA MapaMeTpoB HOBOMO KOHTEelMHepa 3akpbmroro kiova (cM. PucyHok 46). Beegute mms
HOBOrO KJ/OYEBOr0 KOHTEWHepa W ycCTaHOBUTE nMepeknoyaTess BBegeHHoe uMMA 3apdaeT KAKOUYEBOM
KOHTeiHep B nosoxeHne Monb3oBaTenb v KoMnbioTep, B 3aBUCMMOCTM OT TOro, B KAKOM XpaHunuuie
TpebyeTca pa3MecTUTb CKOMUPOBAHHbIA KOHTEMHEP.

'E) KonwpoBaHWe KOHTEWHEpa 3a8KPLITOro KAKYa
KoHTelHep 3aKpeIiTOro KNoya
BeeauTe KDHTEI;IHEFI 3AKpEITOrD KNko4Ya, Ha KEITEIFIbII—‘& HEDEIDJJ.IJ‘IMD rg
CKONHMpOBaTE

MA Knrodesoro KDHTEﬁHEDE:

ivanovcopy

BEEONEHHDE MMA SANAET KIHYEBDN KOHTENHED:
(®) NonbsosaTens
KoMmnetoTepa

BriGepuTe CSP ANA NOWCKE KNKOYEBEIX KOHTEMHEDOS:
Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider W

< Hazaa OTmeHa

PucyHok 46. OkHO «KonupoBaHue KOHTEMHEpa 3aKpbITOro KJjKua>
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Mocne BBOAA HaxXMnUTe KHOMKY FOoTOBO. OTKPOETCA OKHO, B KOTOPOM He06X0AMMO BbibpaTbh HOCUTENDb AJ1S
CKOMUPOBaAHHOIo KOHTelHepa (cM. PUcyHoOK 47).

= Kpuntolpo CSP

0:09:54
k= BCTEBETE W BEIGEPUTE HOCHTENE ANA XPAHEHWA KOHTERHEDA

ZE=4  sakpeimoro knoua ivanovoopy”.
L|:u s Py
CeeneHnA
YCTpoAcTES: BCTaBNEHHBI HOCMTENR!
CocToAHKE!

OTmeHa CeegeHmA <<

PucyHok 47. OKkHO Bbl6opa HocuTens

BctaBbTe HOCMTENb B CYUTbIBaTENb, BoibepuTe HOCUTESNb U3 MepeYHs YCTPOUCTB M HaxXMuTe KHonky OK.
OTKpoOEeTCa OKHO COo34aHus Maposis Ha AOCTYN K 3aKpbITOMy ktouy (cM. PucyHok 48). Beeante naponb w
noaTBepaAnTe ero.

= Kpuntollpo CSP
0:09:14

(2= 3anaiiTe Naponk ANA CO3AAESEMO0 KOHTEAHEDS

ZE= “ivanovcopy”.

(®) YCTaHOBUTE HOBKIA Napons EM

HoBeii naponk: |

MoaTeep#aeH1e:

MogpofHee ==

PucyHok 48. OkHO BBOAa napons

KonmnpoBaHue KOHTEVIHepa 3aKpbITOro Kno4ya.

Mocne BBoAa Heob6XoAMMbIX AaHHbIX HaxMmuTe kHonky OK. CK3U «Kpuntollpo CSP» ocywecrsBut
2.5.1.3.

YpaaneHue KOHTeiHepa 3aKpbITOro Kaku4a

[Ons Toro 4yto6bl yaannTb KOHTENHEpP 3aKPbITOro kKa4ya oTkponTe MNaHenb ynpasnenmna CK3M Kpuntollpo
CSP, nepenaute Ha Bknaaky CepBmuc (CM. PucyHok 40) 1 HaXXMUTE KHOMKY YAaJIuTb KOHTENHep.

OTKpOEeTCs OKHO «YAaNeHWe KOHTEWHepa 3aKpbIToro Kitoya» (aM. PucyHok 49).
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'E} YaaneHWe KOHTERHEDE 3aKPBITOrO KIHUA

KoHTEAHED 3aKPLITOND KMoYa
BESAMTE MMM YKEHMTE KOHTEMHED 38KPBITOMD KNKOYE, KOTOpEI HeobxoamMo g
YAEanMTE

MMA knioyesoro KIZIHTEI:1HE|:IEI:

BEEAEHHOE MMA 3308ET KMHOYEB0A KOHTERHED: Mo CEpTHDMKATY. ..
(®) MonbsosaTenA
KomMnetoTepa

BribepiTe CSP ANA NOWCKE KNKOUYEERIX KOHTEHHEDOE:
Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider W

< hasan OTOB0 OTMeHa

PucyHok 49. OKHO «YaasnieHne KOHTeHepa 3aKpbITOro KJjkoua

Ha sToin dbopMe Heob6xoAMMO 3anofHUTL nosie UMA knouyeBOoro kKoHreHepa. OHO MoXeT 6biTb
BBEAEHO BPYYHYI WM HaWOEHO B CNMCKaxX KOHTeMHepoB (kKHoMka 0630p) nam ceptudmkatoB (kHonka Mo
ceptudumkary).

Onunn nouncka:

e BBegeHHOe uMS 3ajaeT KJOUYEBOW KOHTEMHep - nepekovyaTesb ycTaHaBIMBaeTcs B
nonoxeHve Monb3oBaTtenb MM KoMnbioTep, B 3aBUCMMOCTM OT TOMO, B KAKOM XpaHwuuuie
(JInyHble wnuM JloKanbHOro KOMMbIOTEpPA COOTBETCTBEHHO) PAcCMoJIOXKEH KOHTelHep. [Ans

yAaneHMsa KOHTeNHepa 3aKpbITOro KYa U3 XpaHuauiia JIoKanbHOoro KoMnbloTepa Heo6XoAMMbI
npasa aAMMHUCTpaTOpa.

e Bblbepute CSP ans noMcka KJ1lOUYEBbIX KOHTEMHEpPOB - HeO6X0AUMbI KpunTonpoBalaep
(CSP) BbibnpaeTca U3 npeafiaraemMoro cnucka.

MNMocne Toro, Kak BCe MosA 3aM0/IHEHbI, HAXMUTE KHOMKy FoToBoO.
B Avanore noATBepXAEHWS yAaNeHWs KIlOUYEBOro KoHTeHepa (CM. PucyHok 50) HaxMuTe KHonky Aa.

'€} Kpuntollpo CSP

Cefiuac GygeT NpoUIBELEHT YIANEHWE BCEX 2AKPEITEIX KNHIYER W

! cepTudKaToE KoHTEAHEPE ‘Ivanoveopy'. KoHTeRHEp nepecTaneT
CYLLECTEOBATh, BOCCTAHOENTE KAHIMW C 3TOMD KOHTEHEpa ByaeT
HesosmMoxHo, MNpogonxnTe?

[ 2 J[ =

PucyHok 50. OKHO NoaTBEPXXAEHUA YA aNIEHUS KJIIOUEeBOro KOHTelHepa

2.5.2. ﬂpOCMOTp M yCTaHOBKa JIN4YHOIO CepTVId)VIKaTa, XpaHALwerocd B
KOHTeMHepe 3aKpbITOro Kak4a
2.5.2.1. MpocMoTp cepTudmrkaTa, XpaHALWeErocs B KOHTeHepe 3aKpbITOro KJjkua

[Ona Toro 4ytTo6bI NpOCMOTPETh CEpPTUdUKAT, XPaHALWMNIACA B KOHTEMHEPE 3aKPbITOrO KAlo4Ya, OTKPONTE
MNaHenb ynpasneHus CK3W Kpuntollpo CSP u nepenante Ha Bknaaky CepBuc (cM. PucyHok 40), HaxmuTte
kHonky NMpocMoTpeTb ceptudukaTbl B KOHTEHepe.

OTkpoeTcs 0KkHO «CepTudunKaTbl B KOHTEMHEPE 3aKPbITOro Ko4va» (CM. PucyHok 51).
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'E] CepTMdwKaTol B KOHTEWHEpE 38KPEITOro KAKUa
KoHTeliHep ZaKpuITOro KN4Ya
BeeauTe MnK YEIHMTE KIZIHTEI:1HE|:I SAKPEITOrD KNkD4Ya And NpocMoTpa rg
CEPTHDMKETOE B 3TOM KOHTEMHEDE

MMA KNKYeB0ro KOHTERHEpa:
| Qbsop...

BEEAEHHOE MMA Z3A3ET KNKUYEE0A KOHTEAHED: Mo cepTdMKaTY. ..
(@) MonszosaTens
KoMneloTepa

BribepuTe CSP ANA NOMCKE KNHOYEBLIN KOHTERHEPOE:
Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider W

< Hazaa Oanee = OTMeHa

PucyHok 51. OkHo «CepTucdmkatbl B KOHTEliHEpe 3aKpbITOro Kakoua»

Ha sToin dbopMe Heob6xoAMMO 3anosHUTL nosie UMA knouyeBOro kKoHreiHepa. OHO MoXeT 6biTb
BBEAEHO BPYYHYI WM HaWOEHO B CNMCKaxX KOHTeMHepoB (kKHoMka 0630p) nam ceptudmkatoB (kHonka Mo
ceptudumkaTty).

Oonuun noucka:

e BBegeHHoe uMMA 3afaeT KJ/IIOUEBOW KOHTeWHep - rnepek/yaTeslb YCTaHaBIMBaeTCs B
nonoxeHne Monb3oBatenb wiv KomnbroTep, B 3aBUCMMOCTM OT TOr0, B KAKOM XpaHuauue
(JTnyHble wmnn JlokasnbHOro KOMMbKOTEpPA COOTBETCTBEHHO) pacnosioXeH KOoHTelHep. [ns
NMPOCMOTpa KOHTeHepa 3aKpbITOro Kto4va n3 XxpaHuamuwia JlokanbHOro Komnetotepa Heob6XxoAMMbl
npasa agAMUHUCTpaTopa.

e Bblbepute CSP ans noMcka KJIlOUYEBbIX KOHTEMHEpPOB - He0b6XoAUMbI KpunTonpoBaaep
(CSP) BbibupaeTca n3 npeanaraeMoro cnmcka.

Mocne Toro, Kak BCe MoJsia 3aMoJIHEHbI, HAXXMUTE KHOMKY [fanee.

Ecnmn cepTudmnkaTa B KOHTEWHEPE 3aKPbITOro K4ya HeT, 06 3ToM nossBuTCcsa coobuieHmne (aM. PucyHok
52).

'E] Kpwntollpo CSP

B koHTEAHERE 33KpLITOMD KAK2YA
! % 'le-13f1b328-8f40-41a8-afd3-05e0776c8Tae" oTcyTcTyeT cepTudmkar
OTKPBITOrD KNHI4YE LUNgpoBaHIA

PucyHok 52. OkHo, uHdpopmupyrouiee 06 orcytcTtBum ceptudukarta

Ecnun ceptudmkart B BbIGpaHHOM KOHTeliHepe UMeeTcsl, 0TKpoeTcs OKHO «CepTudukaTt Ansg npocMoTpa»
(cM. PucyHok 53).
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/%] CepTUdKKaThl B KOHTEAHEDE 3aKPbITOrO KAKJa

CeprmdMKaT ONA NpocHoTpa
MpocMOTPUTE U BEIDEpUTE CEPTHDMKET

CepTUhMKaT:
CybbeKT:
MoCTABLLMK:

LelcTEUTENEH

NefcTEATENEH No:

CEPMIAHBIN HoMED:

PucyHok 53. OkHO «CepTudukatbl B KOHTEMHEPE 3aKPpbITOro Kato4ya»

petrov

CM=petrov, C=RU

E=info@cryptopro.ru, C=RU, O=CRYFTO-PRO, CM=Test Center CRYFTC
25 hepana 2014 r, 16:55:03

4 orTADpA 20141, 11:09:41

6DEB0 30F2 0002 0006 9670
Obzop...
< Hazaa loTosD OTMeHa

=

[ns npocMoOTpa OCHOBHbIX CBOWCTB cepTudUKaTa HaXX MUTE KHOMKY CBOMCTBA B OkHe «CepTudukaThl B
KOHTeNHepe 3aKpbITOro kawya» (cM. PucyHok 53). OTKpoeTcsa OKHO MpoCcMOTpa CBOWMCTB cepTudukaTta (cMm.

PucyHok 54).

Ceptudmkar

Ofwme | Cocras MyTb CEpTUOMKALIN

?; Ceegennn o cepTudmKare

I1oT ceprmpukaT npegHazHayaeTca ana:

* NoaTBEPHAEET YASNEHHOMY KOMNBKITERY MAEHTHGMKaLWID
Ballero KOMNerTepa

HoMy BblOaH: petrov
HeM BhiOaH: Test Center CRYPTO-PRO

OeitictenTened ¢ 25,02, 2014 no 04 10,2014

¥ ECTb 3aKpLITHI KDY ANA 3Toro CEpTUdMKaTE.

YCTEHOBMTE CEPTHRMKET. .. SAABNEHNE NOCTAELUMKS

PucyHok 54. OkKHO NpocMOTpa CBOMWCTB cepTudukaTta

Ha Bknagke «[lyTb cepTudmnkaumm» MoXXHO NPOCMOTPETbL BCE cepTudUKaTbl 40 KOpHeEBOro YL, ecim oHun

coaepXaTtca B KOHTEVIHepe.
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2.5.2.2. YCcTaHOBKA JIMMHOIO cepTudukaTa, XpaHsWerocss B KOHTEMHepe 3aKpbITOro
Kaoua

MpuMeuyaHue. B faHHOM pasgene pykoBOACTBa MOA YCTAaHOBKOW JIMYHOrO cepTudukaTa
L.__.J NOHMUMaeTCs YCTaHOBKa cepTudukaTta B xpaHunuu e JInuHble ¢ hopMUPOBaHUEM CCbINIKU Ha 3aKpbIT bl
K/IOY, COOTBETCTBYIOLW WA AAaHHOMY cepTuduUKaTy.

Peanusauuns Kpuntolpo CSP no3BofsSieT XpaHUTb JIMUHbIE cepTUdUKATBI NOSIb30BAaTENSA HE TOJIbKO B
JIoOKaNbHOM CNpaBOYHMKE CEPTU(DUKATOB KOMMNbIOTEPA, @ TaKXe BMECTE C JIMUHbIMK KTl0OYaMM Nob30BaTeNs Ha
Klo4YeBOM HocuTene (Mpu yCIoBMM, YTO KJIKOUEBOW HOCUTENb MMEET AOCTATOUHbIA 06beM NaMsaTu ANs 3anucK
cepTudukaTa). XpaHeHune cepTudurkaTa Ha KIHOYEBOM HOCUTESE MO3BOJISIET NOMIb30BATEIO MEPEHOCUTH BCHO
Heob6xo0aMMyto KoY eBYy MHGM OpMaUMIO C KOMNblOTepa, rae 61 chopMMpoBaH K4 Nob30BaTeNs Ha ApYyrue
pabouune mecra.

[ns Toro 4ytTo6bl BOCNO/b30BaTbCA IMUYHLIMU KAOYaMKM U cepTudMKaTaMn NoJIb30BaTeNS B Pa3fIMYHbIX
NPUIOXEHNSAX Ha APYroOM KOMMbloTepe, He06XOAMMO Ha 3TOM KOMMbIOTEPE YCTAaHOBUTb MOJb30BaTesIbCKUM
cepTudmKaT B IOKaIbHbIN CNPAaBOYHMK M CO34aTb CCbUIKY, KOTOpasi 6yaeT 0AHO3HAYHO CBSI3bIBATb CEpTUHUKAT C
JIMYHBIM KJIIOYOM MO/Ib30BaTENS.

Ons Toro 4To6bl YCTAHOBUTbL IMYHbBIN cepTUdUKaT, OTKPOWTE ero AN NpocMoTpa, AN 3TOro BbINOSHUTE
nocnefoBaTeNIbHOCTb AENCTBUIN, YKa3aHHbIX B NyHKTe 2.5.2.1.

B okHe «CepTudunkaTbl B KOHTEWMHEpPE 3aKpbiTOro kao4ya» (cM. PUCyYyHOK 53) HaXMUTe KHOMKY
YcTaHOBUTD.

CepTtudukaTt 6yaeT yCTaHOBMEH B XpaHuamLLe «JInuHble» TeKylW ero noab3oBaTens UM KoMnboTepa, B
3aBMCMMOCTU OT ONLU MK, BbIGPAHHOW NPU NOUCKE KOHTENHepa.

Ecnn cepTndumnkar yxe ectb B XxpaHunuuie, 6yaeT BblgaHO npeaynpexaeHue o nepesanmcm NpexHero
ceptudumkaTta (cM. PucyHok 55).

'E} Kpuntollpo CSP

o 3TOT CepTUgIMKET yKe NPUCYTETEYET B X¥paHWAMLLE CepTUgMKaTOR,

3aMEHNTE CyLLECTEYHOLLMIA CEpTUdNKAT HOBEIM, € NPCCTABNEHHOR
CCBINKON Ha 3aKpbIThIA Kniou?

TE——

PucyHok 55. MpeaynpexpaeHne o nepesanucu ceprtudmkara

B cnyuyae ycnexa nosiButcs coobweHue o 3aBepweHun onepaunm (cM. PucyHok 56).

e Kpuntollpo CSP

CepTudmkar Gbin ycTaHoBAEH B Xpanuanile “SndyHebie” TekyLLero
nons30EaTend.

PucyHok 56. OKHO 3aBepluIeHUs YCTaHOBKM cepTudmkara

Mpu TakoM cnocobe yCTaHOBKM CepTUGDMKATOB B COOTBETCTBYIOLWLMNE XPaHUULLA TAKXe YCTaHaBIMBAOTCS
cepTUdMKaTbl KOPHEBbBIX M MPOMEXYTOUHbIX YL, €C/iM OHU coaepXXaTcs B KOHTENHEpe 3aKpbITOro Kaua.

2.5.3. YcTaHoBKa nnM4HOro ceptudukaTa, XpaHsauwerocs B anne

MpumevaHne. B faHHOM pa3gene MHCTPYKUWK NO4 YCTAHOBKOM JIMYHOIO cepTudunkaTta noHMMaeTcs
L!!' yCTaHoBKa cepTudunkaTta B XpaHuauuie JIMdHble C GPOPMUPOBAHNEM CCbISTIKM HA 3aKPbITbIA KIOUY,
COOTBETCTBYHOLW M AAHHOMY cepTuduKaTy.

Ona Toro 4to6bl YCTaHOBUTL MY HLIN cepTudukaT oTkponTe [NaHenb ynpasaeHunsa CK3U Kpuntolpo CSP
W nepenanTe Ha BkIaaky CepBuc (cM. PucyHok 40), HaXXMUTE KHOMKY YCTaHOBUTb JINUHbIN cepTudukar.

36



XKTAN.00087-01 92 01. Kpuntollpo CSP. MHCTpyKUUS NO UCMNOL30BaHUIO

B okHe «PacnonoxeHue darina ceptudukata» (cM. PucyHok 57) 6yneTt npeanoxeHo ykasaTtb Umsa
cdaina ceprudukara. Boibepute nyTbh K hanny c nomMolbio KHoNkn O630p, NOC/e YEro HaXMUTE KHOMKY
Aanee.

2 MacTep yCTaHOBKM NWYHOTO CEpTUdOMKATA

Pacnonoxenme paiina cepmmguucara
BeeguTe nnm yraxwmTe pacnonoxeHe $aiing yCTAHAENWESEMOro CEpTURMKETE @

lrA paiina cepmipkaTa:

Ofzop...

PopmaT daing MoXKET OOHAM M3 CNE LyHILLVE:

Faiin cepmvdrara - X505 ( CER, CRT)
Coofwerve ctaHpapta PKCS #7 (P7B..P7M..DER)
¥paHWMWLLE CEpPWManME0BaHHbE cepTudmkaTos ((S5T)

JameyaHue:

HexoTopkle popMaTel DEAN0E MOTYT COASpXaTE B OAHOM haline
fonee 0AHOM0 CEPTHEMKAETE.

azan Oanee > OmaeHa

PucyHok 57. OkHo «PacnonoxxeHue cdanna ceptudpumkara>

OTKpoeTcs NpoCMOTP OCHOBHOM MHMOPpMaunn ceptndmkata 4ns ycraHosku (cM. PucyHok 58). Haxas Ha
KHOMKy CBOMCTBa@ MOXHO MpocCMOTpeTb NoApobHy WMHopMauuw o cepTudukaTe B CTaHAAPTHOM OKHe
npocMoTpa CBOWUCTB cepTudmkaTa.

5} MacTep yCTaHOEKW NWUHOTO cepTUdMKaTa
Ceprmagwacar AnNA yCTEHOBK
MpocmoTpUTe ¥ BEIBEPMTE CEPTWGMKAT ANA YCTAHOBKM ﬁg
CepmidirKaT: ivanovii
CyGrexT: CN=ivanovii, C=RLI
MNocTaswmic: E=info@cryptopro.ru, C=RU, O=CRYPTO-PRO, CM=Test Center CRYPTO-f

IeficTEUTENEH C; 25 pespana 2014 15:35:04
IefcTBTeneH no: 4 oxtabpa 2014 r. 11:09:41
CepuitHeii HomMep: 6064 CHEF D002 DDDE S65C

CeolicTEa. ..

(]
=]

< Hazan Hanee = OmaeHa

PucyHok 58. OkHO «CepTucpmkar ansa yCTaHOBKU>

Ha>xmMnTte kHonky [anee. OTKpoeTcsi OKHO «KOHTeWHEep 3aKpbITOro kaoya» (cM. PucyHok 59).
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2 MacTep ycraHoBKM NMUHOrO cepTUdMKaTa

KoHTefHED SaKpRITOro Kmoua
BeegTe MW yKEXWMTE KOHTEAHED 33HPEITOMD KIHOYE, KOTOPEIR COOTEETCTEYET ﬁg
BEIGpaHHOMY CEpTHRWKETY

|:| Halim KoHTEfHED 3B TOMaTHYECKHK
Mg knioyesoro KoHTeRHEpa:
Ofzop...

BEeOsHHOE MMA S30acT KNoYesoi KoHTeAHep:
(®) MonbsosaTtenA
() KomnstoTepa

BriBepite CSP anA nowcka KNoYeBksx KOHTERHEDOS:
Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider LY

PucyHok 59. OkHO «KOHTeiliHep 3aKpbITOro Kjaroua>»

Ha sToin dbopMe Heob6xoAMMO 3anosHUTL nosie UMA knouyeBOro kKoHreiHepa. OHO MoXeT 6biTb
BBEAEHO BPYYHYI WM HAaWAEHO B CNMUCKax KOHTenHepoB (kHonka O630p) nam ceptudmkatoB (kHonka Mo
ceptupumkarty). s aBTOMATUYECKOro noucka MoAxOoAsLero KOHTeWmHepa cpean AOCTYMHbIX MOXHO
BOCMO/Nb30BaTbCs onunein HauTn KOHTeMHep aBTOMAaTUUYECKMU.

Oonuwnn noucka:

e BBeaeHHoe uMSI 3ajjaeT KJ/IOUEBOW KOHTEMHep - nepekno4vaTenb yCTaHaBAMBaeTCs B
nonoxexHve Monb3oBaTtenb MM KoMnbloTep, B 3aBUCMMOCTM OT TOr0, B KAKOM XpaHUIuL,e
(JInyHble nnm JIokanbHOrO KOMMblOTEPA COOTBETCTBEHHO) PacnosioXXeH KOHTENHep.

e Bblbepute CSP ans noMcka KJ1lOUEBbIX KOHTEMHEpPOB - He06X0A4UMbI KpunTonpoBalaep
(CSP) BbibnpaeTca U3 npeafiaraemMoro cnucka.

Mocne Toro, Kak Bce NoJs 3aMnoJIHEHbI, HAXMUTE KHOMKY Aanee.

Ecnm Ha AOCTyn K 3aKpbITOMY K/lOYY YCT@aHOBAEH NapoJsb, TO OH 6yaeT 3anpoweH. Beeante naponb u
HaXXMnte KHonky OK.
Ha cnepyowem ware c noMowW bio KHONKM O630p BeibepuTe XpaHuauwe Anaa yCTaHOBKKN cepTudunkaTa.
Ceptudukat byaetr ycTaHOBNEH B XpaHwuauuwie nMosb3oBaTens WM KOMMbloTepa, B 3aBUMCMMOCTU OT
pacnosioXXeHNa KOHTEMHepa 3aKpbITOro kaYa (CM. NpeAblaywun NyHKT).
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5} MacTep ycTaHOBKM MMUHOTO cepTUdMKaTa
XpaHunue cepTHPUKaToE
YHaxiTe XpaHANnLLE CEpTWKMKETOS ANA YCTEHOBKMW BeIGpaHHOro paHes ﬁg
CEPTADUKATA.

¥iazaHHbIA paHee gnar MCNoNES0BaHWA KNIDYSELH KOHTEAHEDOE NONL30E3aTENA MNW
KOMNEBDTEDS oNpeasnheT Bblﬁl:lp HE0 B0 IMMED XPEHWNWLLL CERTURMKaTOR

Hran FPEHANWLLE CEpTWRHMKATOR:

® MNonssoeatena
KomneoTepa
YCoTaHOBWTE CEpTUDMKAT B KOHTERHED
< Hazan Hanee = Crmaeta

PucyHok 60. OkHO «XpaHunuiwie ceptudmKkaTos>»

OZHOBpPEMEHHO cepTuUdMKAT MOXHO 3anucaTb B K/IKOYEBOM KOHTEWHep Ana ypobcrBa noucka
cepTudukaTa npuM NepeHoce KOHTENHepa Ha APYron KOMMNblTep. [ANg 3TOro CAyXuT onuus «YCTaHOBUTb
cepTudmkaTt B KOHTelHep» (cM. PucyHok 60).

Ha nocnegHem ware «3aBepweHne paboTbl MacTepa yCTaHOBKM IMYHOIO cepTudmnkata» (CM. PUCYHOK
61) Hy>XXHO NPOBEPUTb MPaBUIbHOCTb YKa3aHHbIX NapaMeTpoB MU A5 BbINOJIHEHUS YCTAHOBKU cepTudmnkaTta
HaXaTb KHOMKy FoTtoBoO.

%} MacTep YCTAHOBKM NMUHOTO CepTUdMKaTa
3aBepweHne paboTel MacTepa
I@ yCTaHOBKW NMYHOrO cepTudukaTta

Patota MaCcTEpa YCTAHOBKM NMYHOMD CEPTUMKAETE YCNEeLWHD
SaEEpWEHS.

Beiny yikasaHe! cnemyowme napameTpe!:

Bzame cepmdukaT -
Wz thaina Cas.cer
WMA CepTURUKaTA vanavii
cyEbekT CM=ivanovii, C=RU
NOCTABLLLMK Esinfo@cryptopro.ni, C=R
OEACTEMTENEH C 25 pespans 2014 15:3¢
LERCTBMTENEH MO 4 owrrbpr 2074 . 11:09:¢
CEPMIAHBIN HOMED 6D6A CHEF 0002 D006 56 v
L4 >

¥oemuTeck, yTo BeIGpaHE! MPaEMNEHEIE NapaMETPREl M
HakMUTE KHonky "ToToso" ANA BLINONHEHWA YCTAHOBKM.

PucyHok 61. 3aBepweHme paboTbl MactTepa yCTaHOBKM JIMYHOro ceptudumkaTra
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2.5.4. YnpaBseHue naposiasMu 40CTyna K 3aKpbITbIM K/O4aM
2.54.1. N3mMeHeHMe naponsifl Ha AOCTYMN K 3aKpbITOMY K104y

Ona Toro, 4Tobbl U3MEHUTb NapoJsib Ha KOHTenHep, oTkponTe MNaHenb ynpasaeHusa CK3UN Kpuntolpo CSP
n nepenaute Ha Bknaaky Cepsuc (cM. PucyHok 40), HaxkxMuTe KHOoNKy N3MeHUTb napoib.

OTKpoeTcs OKHO «KOHTEeMHEep 3aKpbITOro kn4ya» (CM. PUCYHOK 62).

|53 MNsmeHeHme naponAa KDHTEL‘:‘IHE[Ja 3dKDbITOrQ KAya

KoHTelHep 3aKpeITONo KIH4a

EeeguTe MW YEIHKKTE KIZIHTEI:1HE|3 3SKPEITOMND KNKDYa, Ha KOTOPOM HeoBx¥0aMMD rg
WM3MEHWMTE Maponb.

WA kniouesoro KIZIHTEI;IHEFIEI:

Qfsop...
BEEAEHHOE MMA 3EN3ET KNKIHESON KOHTEAHED: Mo CepTHOMKETY...
| NMonbzoEaTens
) KoMneoTepa

Bribepute C5P onA NOMCKE KIKYEBEIX KOHTEAHEDDE:
Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider W

< Hazan loToBo OTMeHa

PucyHok 62. OkHO «KOHTeliHEp 3aKpbITOro kKjroua»

Ha sToin dbopmMe HeobxoaAMMO 3anofHUTbL nosie UMA knouyeBOoro kKoHreiHepa. OHO MoXeT 6bITb
BBEAEHO BPYYHYIO WM HaWAEHO B CNUCKax KOHTelHepoB (KHoMka O630p) MM COOTBETCTBYHLUX UM
ceptTudmnkaTtoB (kHonka Mo ceptucpukary).

Onunn nouncka:

e BBeaeHHOe vMA 3apjaeT KJ/HOUEBOW KOHTEMHep - nepekiyaTesb yCTaHaBIMBaeTCs B
nonoxeHve Monb3oBatenb 1aM KoMnbloTep, B 3aBUCMMOCTM OT TOr0, B KAKOM XpaHunuuie
(JInyHble unAmM  JIOKanNbHOr0 KOMMbKOTEpPA COOTBETCTBEHHO) pAacCMosioXXeH KOHTeWHep.
ABTOMaTMYECKM CTABUTCSA B HYXXHOE MOMOXEeHMe, ecnn BbiIGOp Npou3Boauncsa No ceptudukaTy.
Ons paboTbl C KOHTEMHEPOM 3aKPbLITOr0 KAl4a M3 XpaHuauwa JlokalbHOrO KoMMblOTepa
Heo6xo4UMbI NpaBa aAMMHUCTpaTopa.

e Bbibepute CSP AnA noucka KAOUYEBbIX KOHTEMHEPOB - HE06X0AUMbIN KpUNTOonpoBalaep
(CSP) BbibnpaeTca U3 npeaniaraemMoro cnucka.

lMocne Toro, Kak BCe MoJia 3anofIHEHbI, HAXMUTE KHONKY FoToBO.

OTKpoOeTCcs OKHO BBOAA MapoJsis Ha AOCTYN K 3aKPbITOMY KoYy BblbpaHHOro KOHTelHepa (cM. PucyHok
63). BBeanTe ykasaHHbI Naposib U HaXMuTe KHonky OK.

= Kpuntollpo CSP
0:09:58
(E)=m BBeauTe Naponk ANA KoHTEMHEpa
GE2 "e-13f1b328-8f40-41a8-afd5-05e9776c87ae"
[ e
EN

Mapaonb:

[ ] 2anomauTE napons

PucyHok 63. BBoa napons Ha gocTtyn
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Ecnv naponb BBeieH BEPHO, OTKPOETCA OKHO BBOa HOBOIO NMapoJisd Ha AOCTYN K 3aKpbITOMY Kouy (cM.
PucyHok 64). BBeante ABa>KAbl HOBbIA Naposib U HAXMUTE KHOMKY OK.

= Kpwntolpo CSP

0:09:58
(2)=m BseauTe AEaXALI HOBLIA NAPONb ANA KOHTERHEpa Te-
GE—4  13f1b328-3f40-41a3-afd5-05e9776c87ae™

(®) YcTaHOBMTE HOBLIN Napans EMN

HoBrIif napons: |

HDD.TBEDP\‘LD.EHME:

COTMEHS MNoopobHes ==

PucyHok 64. BBoa HOBOro napons

MNocne noateepxaeHus eeoga napons CK3M «Kpuntollpo CSP» ocywecTBMT CMeHY Naposs Ha A4OCTyn K
3aKkpbITOMy Ktouy. Bonee noapo6bHo paboTa no ycraHoBKe Mapos n AOMNOJIHUTENIbHbLIX NapaMeTpPOoB 3aLUThbI
KOHTeWHepa onncaHa B NyHKTe Bbibop cnocoba 3alimnTbl 4OCTYNa K 3aKPbITOMY KAOYY.

MpumMmeyaHue. BMeCTO YCTAaHOBKM Napofsa Ha AOCTyn K 3akpbitoMy knouy CK3MN «Kpuntolpo CSP»
L._!| no3sosisieT 3awmndpoBaTb AAHHbIN 3aKPbIThIN K/OY Ha APYrOM 3aKpbITOM K/toUe, @ TakxXe pasaennTb
3aKpbITbIA KIOY HAa HECKOJIbKO KNo4YeBbiX HocuTenen. NoapobHee 06 aToM B pa3aene 3.2.4.

2.5.4.2. YaaneHue 3anoMHeHHbIX naponeu

CK3U «KpunTtolpo CSP» no3BonsieT COXpaHUTb B CNeLnasibHOM XpaHuUauLLe SIOKaSIbHOMO KOMNbOTEpPa
naponn Ha AOCTYN K KOHTEMHEpPY 3aKpbITOro kno4va (B ciyyae, eciv nonb3oBaTesb CTaBuT dnar 3anoMHUTL
napoJsib B OKHe BBOZA Maposisg Ha AOCTYN K 3aKpbiTOMy K/o4y). Koraa naposb coxpaHeH, npu obpaweHnm K
3aKpbITOMY KNIOYY OH He 3anpawuBaeTcsd. B 3To e XpaHuaulie 3anucbiBaeTcs TOYHbIA NMYTb K KIOYEBOMY
KOHTelHepy (CBsI3Ka MexXAy UMEHEM KOHTEMHEPA U YHUKA/bHbIM UMEHEM KOHTENHEpaA).

Ons Toro, ytobbl yaanuTb 3aN0OMHEHHbIN Naponb, oTKkponTe MNaHenb ynpasneHus CK3U Kpuntolpo CSP u
nepenaute Ha Bknaaky Cepsuc (cM. PucyHok 40), HaxXxMUTe KHOMKY YAanuTb 3arnoMHEHHbIE Naponu.

OTKpoeTCcs OKHO «YAaseHune 3anOMHEHHbIX naponen» (cM. PucyHok 65).

'E} YaaneHWe 3anoMHEHHBIX Naponei

¥AANWTE BCE 3EMNOMHEHHEIE NAD0MN 3aKPEITEIX KIKIYEH:
|:| ManezosaTena
|:| KoMnetoTepa
¥AanuTe MHbOPMALMKD 0f MCNoNE30BaHHEIX ChEMHEIX HOCUTENAX:
MonbzosaTtens

KomMnbtoTepa

OTmeHa

PucyHok 65. OKHO «YaaJsieHue 3anoMHEeHHbIX naposen»

B aTOM okHe ycraHoBuTe ¢naru Monb3oBatensa/KomnbroTepa AN yAaNlleHUS COXpPaHEHHbIX Ha
JIOKanNbHOM KOMMbIOTEPE B CheunasbHOM XpaHunuviue naponen n Haxmumte kHonky OK. Ecnn coxpaHeHHbIX
naponen HeT, TO cooTBeTCTBYlOWas obnactb 6yaeT 3aTeMHeHa.

CK3U «Kpuntolpo CSP» ocywecrBuT yAajleHWE COXPAaHEHHbIX Mapojiel TOJIbKO U3 cneuunasbHOro
XpaHunuiia Ha NoKasbHOM KOMMbIOTEPE; Naposib Ha AOCTYN K 3aKPbITOMY K/IOYY HE yaanseTcs.

KpoMe TOro, B3TOM X e OKHE MOXHO OTAENbHO YAAUTb MHPOPMaLIMIO O HU3UYECKUX XapaKTepUcTmkax
HOCUTEeNIe, Ha KOTOPbIX PacCrofioXeHbl KIYEBblE KOHTEWHepbl, MCMONb30BaBLUMECS paHee Ha AAaHHOM
KOMMblOTepe. DTO NOJIE3HO, €C/IN K/0YEBO KOHTEMHEP Ha HOBOM HOCUTESIE UMEET TO XE€ UMS, YTO OANH U3
paHee UCMoJib30BaBLUINXCA Ha JaHHOM KOMMNbIOTEPE KOHTENHEPOB.

2.6. YcraHoBKa napameTpoB 6e30mnacHOCTU

Bknagka BesonacHOCTb KOHTposbHOM naHenm CK3WM Kpuntollpo CSP npegHa3HauyeHa Ans Bbibopa
napameTpoB 6e3onacHocTu npu paboTte co CK3N «Kpuntolpo CSP».
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Ons Toro, 4tobbl ycTaHOBMTb MNapameTpbl 6e3onacHocTu, oTkponTe [laHenb ynpasnenuna CK3U
Kpuntolpo CSP. MaHenb ynpasBneHns Ao/HKHa 6bITb 3anyLweHa oT MUMeHN aAMUHUCT paTopa, A1 3TOM0 HaXXMUTe
Ha CCbIIKY «3anyCTuUTb C MpaBaMn aAMUHUCT paTopa» Ha Bkiagke O6wume (cM. PucyHok 11). Mocne nepe3anycka
nepenante Ha Bknagky besonacHocTb (cM. PucyHok 66).

Obwwme | Ob6opyaosaHue l Cepsuc | LononHUTensHo
Anroputmei |  BesonaciocTe | \Winlogon |  Hacrpoiiku TLS

HasHaveHHble no yMonyaHuio CSP Ans yKasaHHbIX TUMoB
GOST R 34. 10-2001 Signature with Diffie-Hellman Key Exchange:

|Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider v |
GOST R 34.10-2012 (256) Signature with Diffie-Hellman Key Exchange:
|Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider v |
GOST R 34.10-2012 (512) Signature with Diffie-Hellman Key Exchange:
| Crypto-Pro GOST R 34, 10-2012 Strong Cryptographic Service Pro v |

Pexm paboTel CSP

["] CoxpanaTe MHbopMaLO 06 MCNONL30BaHHBIX CHEMHBIX HOCUTENAX
YCUNeHHbIN KOHTPOMb MCNONb30BaHNA KNKoYei

BoibepuTe CSP AnA HACTPOMKM:

[Crypho-Pro GOST R 34.10-2001 Cryptoaraphic Service Provider v

@ XpaHWUTb KIKo4M B NaMATH NPUACKEHMIA
WMcnonb3oBaTh cnyx#0y XpaHeHUa KMO4el  YcTaHOBUTb

[7] BrntoumnTh K3wmposaHue

Dot wrmitime | R
FasMep KaWwa: | ©

[ OK ][ OTMeHa ] I'?Dsmemﬁ:

A

PucyHok 66. KoHTponbHasa naHenb. Bknaaka «be3zonacHocTb>»

Ha Bknaake Be3onacHOCTb MOXHO BbIbpaTh PeXMM paboTbl: C XpaHEHWEM KOYEN B NaMSATU NPUTOXKEHWUIA
6o Cc XxpaHeHMEM K/TtoYen B cnyxbe XpaHeHUs knoden. MNpu xpaHeHUU KIOYEN B CNyXb6e XpaHeHMs Ko4den
BCe onepaumm C3aKpbITbIM KNIIOYOM MPOU3BOAATCSH BHYTPU CITyXX6bl, BHELWHEMY MPUIOXKEHUIO BblAAeTCs TONbKO
pe3ynbTaT, 4To 6onee 6e30MacHO, YE€M XpPaHWUTb K/KOYM HEMNOCPEeACTBEHHO B MaMSATU NpUIOXeHurh. B

ncnonHeHmnax CK3U, ceptuduumnpoBaHHbix No ypoBHO KC2 unm KC3, pex M paboTbl C XpaHEHUEM KIlOYEN B
cnyx be aBnseTCq eANHCTBEHHbIM AOCTYMHbIM (CM. PucyHok 67).
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L Kpuntoflpo CSP | % |
l Obuwme [_ ObopyaoBsatue ] Cepsuc l [ononHUTensHo ‘
| Anroputmel | BesonacHocTb { Winlogon I HacTpoitki TLS i

HasHadeHHbie no ymondYaHuio CSP ana yKasaHHbIX TMNos
GOST R 34.10-2001 Signature with Diffie-Hellman Key Exchange:

[Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider v]
GOST R 34.10-2012 (256) Signature with Diffie-Hellman Key Exchange:
lCrypto-Pro GOST R 34.10-2012 Cryptographic Service Provider v]
GOST R 34.10-2012 (512) Signature with Diffie-Hellman Key Exchange:
[Crypto-Pro GOST R 34.10-2012 Strong Cryptographic Service Pro v]

Pexum paboTel CSP

[] CoxpaHaT MHbopMaLKIO 06 MCMONb30BAHHBIX ChEMHBIX HOCUTENSAX
(V] YounerHbil KOHTPONb MCNONB30BaHUA KNOYE
Boibepute CSP AN\ HACTPOMKM:

Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider v

XpPaHUTb K04 B NEMATI NPMAOKEHWIA
@ Wcnonb3oBaTh cnyxby XpaHeHWs Knoyel

[ | BKNtoUMTE K3LWMpOBaHME Pasienicama: | 8

OK | { OTmMeHa MpUMEHNTE

L

PucyHok 67. Bknaaka be3zonacHocTb, ypoBeHb 3awutbl KC2 nnu KC3

Mpwn xpaHeHun kKN Yeln B cyx 6e XxpaHeHUs Ko Yel BO3MOXHO MPUMEHEHME K3 LUMPOBaHWS KOHTENHEPOB
3aKpbITbIX KNtoYen. KawnpoBaHve 3aKI04YaeTCa B TOM, UTO CYHMUTAHHbIE C HOCUTENS KOYM OCTAloTCa B NaMATyU
cepsuca.

Knou u3 kawa sBAseTcs AOCTYMHbIM U MOC/Ie M3BAEYEHUs KIIYEBOr0 HOCUTENS U3 CYMTbIBATENS, a
TaKXe noc/e 3aBepLieHns paboTbl 3arpysmMBLLENO 3TOT KIOY NPUIOXKeEHMS. KaXxkablid KoY 13 K3Wwa AOCTyneH
Nto60My NPUIOXeEHUO, KoTopoe paboTaeT No4 TOW e YYETHOW 3anncbto, YTO U NPUNIOXKEHME, MOMECTUBLLEE
3TOT K/IOY B K3W. Bce kAOUYM M3 K3 LWa AOCTYMNHbI 40 3aBepLIEHNA paboTbl CNyx6bl XpaHeHUs Kouei. Mpu
nepenosIHEHMM K3 LWa 0YepeaHOoM KoY 3anmcbiBaeTcss Ha MECTO CaMOro paHHero Kya, NoMeLwEHHOTo B K3 LW,

K3 WwWmrpoBaHue KOHTEMHEPOB NO3BOSET YBENNUUTL NMPOU3BOANTENBHOCTb NMPUIOXEHNI 3a cyeT 6onee
6bICTPOro A0CTYMNa K 3aKpbITOMY K/IOYY, T.K. CYUTbIBAHUE KIHOYA OCYLLECTBSETCS TOJIbKO OAUH pas.

Pa3mep k3wWwa 3agaeT KOMYECTBO Ko4ven, KOTOpblE OAHOBPEMEHHO MOTYT XPaHUTbCA B NaMATU.

Ona Toro 4tob6bl BKAOUUTDL K3 WnpoBaHue, Heobxoanmo YCTAaHOBUTb q)nar B none Bknwuutb
K3WnpoBaHue. Heob6xoammo Takxe 3apaTb pa3Mep K3 Wa B COOTBETCTBYHOLWEM Nosne BBOAA.

MpumeuaHme. EciM Ha [OCTYN K 3aKpbITOMY KUY YCT@HOBJ/IEH MAapoJ/ib, NApoJlb HE COXPaHeH Ha

JIOKaNIbHOM KOMMblOTEpe, 3aKPbIThIA KNIOY HaXoAMUTCs B Ko Wwe (paHee K HeMy yxe 6bin ocyuwecTBneH

aocryn), 7o obpaweHne K 4aHHOMY 3aKpbITOMy K4y npousongeT 6e3 nossneHus okHa BBOAa
||__!_!J| naposisg Nosib30BaTeNs — K04 aBTOMaTUYECKN CYNTbIBAETCS M3 K3 LWa.

CK3MN «Kpuntollpo CSP» ocywecrBaseT K3WMUPOBaHMUE 3aKpbITbIX K/HOUYEN, CBA3AHHbLIX C

cepTudurKkaTamMu, yCTaHOBNEHHbIMM B XpaHunuuie ce ptudunkaTos JIokanbHOro KoMnbloTepa (HanpuMep,

3aKpbITbIX Ktoyen LleHTpa ceptudukaumm, Web-cepsepa) To/IbKO 4155 KOHKPETHOIO MoJib30BaTeNs.

Ha Bknaake «be3onacHOCTb» TakXe MOXHO BKIIOYUTb PEXMM YCUIEHHOTO KOHTPOJIS UCNOJIb30BaHUS
KNK4Yen, ecnm oH He 6bin BKIOUYEH npu yctaHoBke CK3UM Kpuntolpo CSP. MNocne Bkalo4eHUs pexumma yepes
KOHTPOJIbHYIO NaHeNb B 06si3aTenbHOM nopsiake Heo6xoaMMO:

1) ocywecTBuTb 3anyck yTuauTbl csptest.exe

csptest.exe —-keyset -verifycontext -hard rng

2) YyCTaHOBWUTb [AOBEpEeHHble KOpHEeBble cepTUdUKaTbl B XpaHwuuuie cepTU@PUKaATOB SIOKAIbHOIO

komnbtoTepa CryptoProTrustedStore («[oBepeHHble KopHeBble cepTudukatbl Kpuntollpo
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CSP», «CryptoPro CSP Trusted Roots») ¢ nomouwbio ocHacTku CepTtudwukaTtbl nmbo c
NMOMOL b YTUNUTDI certmgr.exe:

certmgr.exe -inst -cert -silent -store mCryptoProTrustedStore -file ca.cer

3) nepe3arpysnTb KOMMAbKOTEP.

2.7. [JononHuTesbHbIe HAaCTPOMKM
Bknagka [oOnNoOsIHUTENbHO KOHTpOabHOM naHenn CK3U Kpuntollpo CSP npegHa3HavyeHa ans:
o MpPOCMOTpa BEPCUN U MyTen pasMeuieHunsa ncnosbdyembix CK3N «Kpuntolpo CSP» dainnos;
. YCTaHOBKM BpEMEHW 0XUMAaHUA BBOAA MHPOPMaLLMK OT MoJib3oBaTenNs.

2.7.1. TlpoCMOTp BepCUM UCMob3yeMbixX pannos

[Ons npocMoTpa Bepcuin U NyTel pa3MeleHus ncnonblyembix CK3M «Kpuntolpo CSP» daiinos oTkponte
MaHenb ynpasneHua CK3U Kpuntollpo CSP n nepenante Ha BKkiagky [lononHutesnbHO (CM. PUcyHok 68).

|'E} Kpuwntollpo CSP
ANropuTMBl BezonacHoCTe Winlogan HacTpoiia TLS
Ofiwe OfopyaoBaHWe CepBuc fdononHuTensHo

Bepouu dalinos

7
Ma Bepoia Tan  MyTe &

advapi32.dl 6.3.9600.16384 w64 C:l\Windows'system32iad
advapi32.dl 6.3.9600.16384 x86 C:l\Windows'\SysWowady
cypt32dl  6.3.9600.16384 w64 C:\Windows'system32ioy,
oyptizdl  6.3.9600.16384  xB6  C:\Windows\SysWOwWes4y
inetcomm.dll 6.3.9600,16384 x64 C:\Windows'system32\ine
inetcomm.dll 6.3.9600.16384 x86 C:l\Windows\SysWOWe4y v
£ >

CroMMpoBaThL B Dytep obmeHa

Bpema cxkMaaHuA BECAE

Bo Bpema paboTel CSP Ha skpade MoryT BelTe NOKE3&HE! AWanoroBLie
oKkHa, Tpedyiowne BE0AE WHOPMELIKM OT NONL30BaTENA,

30eCh MOMHO HECTPOWTE MHTEPBEN BPEMEHM, MO SEBEPLUEHMID
KOTOPOro 3TH OkHa DYAYT 3aKpeiThl, Kak ByaTo Nonb30BaTens
HEWAN HA KHoMKY "OTMEHE™,

¥CTaHOBMTE BPEMA HKMASHWMA BEOAA. ..

PucyHok 68. KoHTposibHass naHenb. Bknaaka «[JononHUTE1IbHO>

B pasnene Bepcum cdbainoB B TabamuHon dopMe npeacrasiieHa MHDOpMaLWs O BEPCUSX U NYTsX
pa3meweHuns ncnonbayrowmnxca CK3N «Kpuntolpo CSP» daiinos. [JaHHY0 MHPOPMaLMIO MOXHO CKONMPOBaTh B
6ydep obMeHa, HaxxaB Ha COOTBETCTBYIOLLYIO KHOMKY.

2.7.2. YCTaHOBKa BpeMeHU OXungaHus sBoga MHgopMauum oT nosib3oBaTtens

Bo BpeMsa paboTbl CK3UN «Kpuntolpo CSP» Ha aKpaHe MOTyT NOSBAATbLCS ANasioroBble OKHa, Tpebytowue
BBOZA MoJib30BaTeNneM onpeeneHHbIX AaHHbIX (Hanpumep, BBOA Napos Ha AOCTYN K 3aKPbITOMY KIO4Y).

Ona Toro, 4tob6bl YCTAaHOBUTb WMHTepBan BPEMEHW, MO 3aBEpPLIEHWWN KOTOPOro 3TW OKHa 6yayTt
aBTOMaTMYeCKM 3aKpbiTbl (4€NCTBUE, 3KBMBAJIEHTHOE HaXKaTMIoO NoJib30BaTeNleM KHOMKM OTMeHa), OTKpolTe
MaHenb ynpaenerHmna CK3U Kpuntollpo CSP u nepenanute Ha Bknaaky JononHutenbHO (CM. PUcyHok 68).

Ha>XMUTe KHONKY YCTaHOBUTb BpeMS OXXnaaHus BBoAa.

OTKpoeTcs OKHO «MHTepBan BpeMeHn oxuaaHus seoga» (cM. PucyHok 69). YctaHoBUTE Heob6XxoaMMble
3Ha4YeHnsa nepekaoyaTteneli 3HadYeHMe nosib3oBaTens 1 3HavyeHMe Mo YMOJIMaHuIO p[ANa  Bcero
KOMMblOTEpa.

44



XKTAN.00087-01 92 01. Kpuntollpo CSP. MHCTpyKUUS NO UCMNOL30BaHUIO

'8 MHTEpBaﬂ BpEMEHW OXWAaHWA BEBOAa
BEeAMTE MHTEPBAN BPEMEHH OMMAEHWA BE0AAE NONLI0BATENA B
avanoroselx okHax KpunTolpo CSP B cekyHoax:

JHa4EHWE NONBL30BaTENA:

) YCNonb30BaTE CUCTEMHOE SHEYEHKE MO YHMONYaHMD

) ¥CTaHOBMTE BECKOHEYHOE OMMOSHHME

() ¥CTaHOBMTb MHTEpBan: 600 5 | cekyHa

JHAYEHWE N0 YMONYEHWKD ANA BCOErD KOMMBKOTERS:
YCTaHOBMTE DECKOHEYHOE OHMAEHHE

® ¥CTaHOBWTb MHTEPBaN: 600

PucyHok 69. OkHO «MHTEepBan BpeMeHU OXXuaaHuA BBOAA»

B 3TOM OKHe ycCTaHOBUTE HeobxOoAuMble 3HAUeHMsa mepeknvaTenen 3HadeHue nosib3oBaTens U
3HaueHue Mo yMOJIHaHMIO A1 BCEro KoMnbioTepa.

MepeknoyaTtenb 3Ha4Y€HME NOJIb30BATENIA MOXXHO YCTAHOBUTb B OAHO U3 CNEAYIOLW UX MNOIOXEHNN:

. Mcnonb3oBaTb CUCTEMHOE 3HAYEHME NO YMONYaHUIO — YCTaHaBNMBaET 3HauYeHne, onpeaeneHHoe
rnepeksoyatesneM 3Ha4YEeHNE MO YMONIYAHMIO A1 BCEIO KOMMblOTEPA; 3TO 3HAaYEHWE YCTAaHOBMIEHO MO YMOJIYAHUIO;

. YcraHoBUTL 6eckoHeYHoe oXuaaHue — ycTaHaBnnmBaeT 6eCKOHEUYHOoe OXUAaHMe BBOAA AaHHbIX
nosb3oBaTens;

. YCTaHOBUTb MHTEpPBAN — onpeAensier MHTepBan BpeMeHMU, BO BpEMS KOTOPOro nosib3oBaTesb A0JDKEH
BBECTU AAHHbIE.

N3MeHUTb nepeknyaTesn 3HA4YEeHMEe Mo YMOJIYAHMIO AJIA BCEro KOMMbKTEpa MOXET TOJIbKO
aAMMHUCTpaTOp JNOKalbHOro KoMmmnbikoTepa. lMpum 3ToM, ecnn B naHesam Kpuntollpo CSP akTuMBHa ccblika
«3anycTuTb C NpaBamMm agMmHucTpatopa» (cM. PucyHok 40), TO €€ HYyXXHO HaxaTb.

Mo yMo4aHUIO YCTAaHOBMIEHO OXMnaaHne Beoga B TedeHne 600 cekyHA.

MpuMeyaHune. 3HauyeHue nonb3oBaTens MMeeT 60/bWUA MPUOPUTET MO OTHOLWEHUIO K 3HaAYEHUIO
Mo yMOJsYaHMUIO AJ1S BCero KoMnbroTepa (Hanpumep, ecin 3HavyeHne nepexaoyvatens 3HayeHue
M Nno yMoJ1YaHUIO A1 BCEro KoOMmnbloTepa yCTaHOBJ/IEHO B MOJIOXEHWNE YCTaHOBUTb MHTepBan - 600
CeKyHA, a nepekKknw4yaTesb 3HaueHue noJsib3oBaTens B MOJIOXeHMe YCTaHOBUTb HGeCKoHe4YyHoe
oXwuaaHue, ToO AENCTBUTENbHBLIM byaeT 3HauyeHne — YCTaHOBUTb 6eCcKkoHeUYHOoe oXuaaHue).
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2.8. BbIibop napaMeTpoB Kpurmorpauyecknx anroputmMoB

Bknagka ANroputMbl KOHTpoJibHON naHenn CK3W Kpuntollpo CSP npegHa3HavyeHa AN yCTaHOBKM
pasnnyHbIX NapaMeTpoB peanM3oBaHHbIX KpUNTorpapuyeckmx aaropmTMoB.

[Ona yctraHoOBKM napaMeTpoB Kpuntorpaduyeckmx aaroputmos oTkponTe [NaHenb ynpasraeHuna CK3U
Kpuntolpo CSP 1 nepenante Ha Bknaaky Anroputmbl (cM. PucyHok 70):

|'%] Kpuntollpo CSP
Ofwme OfopyaoBaHWe Cepeuc LononHUTENBHD
AnropuTHEl BesonacHoCTe Winlogon HacTpoiiki TLS

MapaMeTpel SNropUTHOS

BriDepuTe TN CSP 4nA HACTPOKM NapaMeTpoe:

GOST R 34. 10-2001 Signature with Diffie-Helman Key Exchange v

MapaMeTpEl aNropuTMa WMDPOEaHUA:

M3CT 28147-39, napaMeTpbl N0 YMOMYaHHD W
MapaMeTpel anropMTMa NOANKEK:

MOCT P 34, 10-2001, napaMeTpel N0 YMON4aHHD W
MapamMeTpel anropuTMa Juddii-Kennmana:

MOCT P 34, 10-2001, napaMeTpel 0OMEHE NO YMONYE %

PucyHok 70. KoHTpo/sibHass naHenb. Bknaaka «Anropurmbl>»

Ha 3aknagke ARAroputMbl MOXHO BblbpaTb Twun KpunTtonposawaepa, AN9 KoToporo 6yaeTt
OCYyL eCTBNATbLCA HacTpoika (B Bepcuun Kpuntolpo CSP 3.6 focTyneH eANMHCTBEHHbIM TUN KpunTonpoBaaepa:
GOST R 34.10-2001 Signature with Diffie-Hellman Key Exchange), nocne yero ansa COOTBETCTBYHLNX
KpunTorpaduyeckmx aaropMTMoOB peanm3oBaHa BO3MOXHOCTb YCTAHOBKW NapaMeTpoB:

. yCTaHOBKa napamMeTpoB asroputma wudposaHusa — TOCT 28147-89.

e  yCTaHOBKAa NapaMeTpoB anropuTMa BblpaboTKMU U MPOBEPKW 3NEKTPOHHOMN LM POBOI NoanncK -
FOCT P 34.10-2001;

o yCTaHoBKa NapamMeTpoB anroputMa Anddun-XennmaHa - FOCT P 34.10-2001.

2.9. Hactporka ayteHMpumkaumm B aoMeHe Windows.

Bknagka Winlogon koHTposbHOMW naHenm CK3W Kpuntollpo CSP npepHa3sHayeHa Ans HACTpPOWMKKU
ayTeHTundunKaumm B AOMeHe c ncrnonbsosaHmem anroputmos NOCT.

Ona HacTtpownku Winlogon oTkpovite MNaHenb ynpasnenuna CK3U KpunTtolpo CSP n nepenamte Ha BKNaaKy
Winlogon (cMm. PucyHok 71):
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|'%] Kpuntollpo CSP
Ofume ObopyaosaH1e Cepsuc AonoAHKUTENEHD
ANrOpHTHbI Be30nacHocThb Winlogon HacTpoiiku TLS

K NHIYeB0i CHMTRIBATENL MO YMOMHEHMD
BeiGepuTe CSP AnA HACTPORKM:

Crypto-Pro GOST R 34. 10-2001 Cryptographic Service Provider
BuifepuTe CUMTHIBATEND!

He ycraHoeneH

MapaMeTpel
|:| OTKNOYMTE KpunTolpo Winlogon

WMononesoeate anroputhel KpunTollpo CSP Ha KDC

Mg eHTHDMKETOPE! KOHTPONNEQOE A0OMEHE

JKNOPTHUPOBEETE

PucyHok 71. KoHTposibHasa naHenb, Bknaaka Winlogon

Mpn ycraHoBke Ha KOHTposep AoMeHa 6yneT pocrynHa pns Bbibopa onuusa WMcnonb3oBaTb
anroputMmbl Kpuntollpo CSP Ha KDC n 6yayT 3anosiHeHbl Nons naeHTUMduUKaTopoB KOHTpOJIIeEpa AOMEHaA.
Moapo6bHO 0 HacTpoike Winlogon cM. COOTBETCTBYIOLW YO AOKYMEHTALMUIO.

Mpn Heob6X0AMMOCTM MOXHO MOJSIHOCTbKD OTKAKYUTbL uUcCnonb3oBaHue anroputmos [OCT npwm
ayTeHTudUKaumm B AoMeHe. [Ind 3Toro npeaHasHadeHa onuns OTtknrwouuts Kpuntolpo Winlogon.

2.10. Hactpoikn TLS.

Bknagka HacTtpoika TLS Ha koHTponbHoli naHenn CK3U Kpuntolpo CSP npepaHa3HauyeHa Ans
HacTpolku npoTokona TLS, obecneumBatoiemM ayTeHTUDMKALNIO CBA3bIBAO LLMXCA CTOPOH, KOH(M MAEHLMaNbHOCTb
M LeN0CTHOCTb NnepecbliaeMon nHdopmauun.

Ona Hactponku TLS oTkpoliTe MNaHenb ynpasaeHuns CK3MN Kpuntolpo CSP n nepengnte Ha BKNaaky
Hactpoika TLS (cM. PucyHok 72).
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/5] Kpuntollpo CSP
Obiwme OBopya0BaHHE Cepenc JononHUTensHo
ANrOpHTHEI BesonacHocTE Winlogon HacTpolika TLS
KnneHt

WcnonesoBats npoTokon OCSP
[ ]He npoBepaTs cepTMhUKAT CEPBEPE HA OT3RIE
[THe npoEepaTe HasHayeHWe coficTEEHHOMD CepTUdMKaTS
He Mcnone3o0BaTe yCTapeswke dpher suite-g
Cepeep
Wcnone3oBaTe NpoToKon OCSP
[[]He npoBepaTE CepTUMAUKAT KNMEHTE Ha OT3LIE
[]He npoBepaTh HasHaueHUe cOBCTEEHHOMD CEpTUdUKATS
|:| He MCnonbIoBaTE yoTapeswre dpher suite-t
[ nopaepsmeaTe RFC 5746 (Renegotiation Indication)
[] TpefoEaTe nogaemsiky RFC 5746 (Renegotiation Indication)
[IWcnonssosate cepTMAMKAT KOMMBIOTEDE N YMONHEHWID
Pasmep Kalwa cecoui: 64 =

MakcmMansHoe wicno LLC B sanpoce cepTudukaTa: 100 =

PucyHok 72. KoHTposibHaA naHenb, Bkaaaka HacTtpoiika TLS
B napameTpax KnneHTa:

¢dnar Ucnonb3oBaTtb NpoTtokon OCSP - KIMEHTOM OCyLL ECTBASIETCS MPOTOKOJ1 MPOBEPKN cepTudmkaTa
rno 6ase cepeepa OCSP Responder;

¢drnar He npoBepsaTb cepTudUKaT cepBepa Ha OT3bIB - K/IMEHTOM He MPOM3BOAMUTCA MpPOBEpKA
cepTUDUKATOB Ha MPUHAANEX HOCTb CMNCKY 0TO3BaHHbIX cepTudukatos (CRL);

¢nar He npoBepsATb Ha3HaueHUne co6CcTBeHHOro ceprtudumkara -

¢dnar He ncnonb3oBaTtb yctapeBluue cipher suite-bl — 0TKIOYaeTCs BO3MOXHOCTb MCMOJIb30BaHMUS
cipher suite, B KOTOpbIX 661N 06HAPYXEHbI YSI3BUMOCTU.

Heo6xoanmo TpeboBaTb noaaepxky RFC 5746.
B napameTpax cepsepa:

¢dnar UcnonbsoBatb npotokon OCSP - cepBepOM 0OCyLL ECTBISETCS NPOTOKO NPpOBEPKN cepTUdmKaTa
rno 6ase cepsepa OCSP Responder.

MyTeM yCTaHOBNEHMA COOTBETCTBYOLLMX (h1aroB B MOMAX cepBepa A0CTUraeTcs OTKIOUEHNE CEpBEPOM
npoBepku cepTuUduKaTa KIMEHTa Ha Ha/IMUME B CMUCKE OTO3BaHHbIX CEPTU(PUKATOB, NPOBEPKM HAa3HAUYEHUSA
cobcTBEHHOrO cepTudmMKaTa, Mcnosib3oBaHue cipher suite, B KOTOPbIX 6bi 06HAPYXK €Hbl YA3BUMOCT .

MocpencTtBOM ycTaHOBNEHUS/cHATMSA dnaros, CBA3aHHbIX C pacwupeHnem Renegotiation Indication,
KOHTposimpyeTcsa TpeboBaHne 6e30nacHOro cesa3biBaHUA HeckoNbkuX a3 handshake (cm. RFC 5746).

B cooTBeTCTBYOLWMX NONSAX HacTpamBaeTCs pa3Mep K3la CeCCMM M MaKCMMaslbHOE 4YUCI0 LeHTPOB
cepTudukKaummn B 3anpoce ceptudukaTa.
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3. WHTepdeinc reHepauum Kouen

KpuntolMpo CSP MoOXeT MCNo/Ib30BaTbCs Pas/IMYHbIMA MPUNOXKEHUSAMU, B TOM YUCTe ANS CO3AAHMUS
KOHTeNHepoB Ha nnatdopme Windows c ncnonb3oBaHueM ciyx 6bl ceptudmkaumnm Windows Server.

Mpumeuanmne. B onepauymoHHbIx cuctemax Windows B ciyvyae MCNoOAb30BaHUS ClyX6bl XpaHeHuUs
knoyen ansa yposHsa KC1 (cM. pa3gen YcraHoBka napamMeTpoB 6e30MacHOCTU) MM UCNOJIb30BaHMUS

||,_!__!_|| Buonormnyeckoro gatymka cnydarHbix yncen ana yposHein KC2/KC3 (cM. pa3gen Hacrponka AaTUuMKOB
Ccny4YyamnHbIX YMcen) Ananorn Bbibopa CYMTLIBATENS U reHepaLunm Kada NosaBASOTCA Ha CEPBUCHOM
peckrone.

3.1. TeHepauus K/OHEN M NOJyYeHne cepudmKata npy noMowm YL

Ona ¢opMMPOBaHMSA IMYHbBIX KIOYEN N NONyYeHUs cepTUDUKATOB MOXXHO BOCMOJ/Ib30BaTbCA TECTOBbLIM
LeHnTpom CepTudmkauyunn https://www.cryptopro.ru/certsrv.

e' : "9" https://www.cryptopro.ru/certsrv/certrgma.asp L~ac H ¥ Cnybel cepTudnkanmm Ac... ‘ |

Microsoft Cnyxbu ceptudmraumu Active Directory — Test Center CRYPTO-PRO

PacwwupeHHbIW 3anpoc cepTrdnKaTa

WpoeHTHhHUMpy oW KHE CEEQEHHA:

WMma: |Cugopoe Mean Meanoeuu

3nekTpoHHaA nouta: |sidorovi@mail.ru

Opranuzauua: |ACME

Mogpazgenexue: |MapkeTHHr

lNopoa; (Mockea

OBnacTe, wrat:
Ctpana, pervon: |RU

Type of Certificate Needed:

|Cepm¢m{ar NPOESPEH NOSNWHHOCTH KMHEHTa

MNapameTpbl Kniya:

® Coagats HoBwii HaBop kniouelt ) Mcnone3oeaTe cywecTeyowui Habop knouei
CSP: | Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider V|
Wecnoneaosauue kmousi: () Exchange O Mognvee  ® 0Ba
Pasmep rniova: NTL:::::E:::EE [CTEMASPTHEE peaMeps kmiaueli: 512 )
(® ApToMaTUUECKOE UMA KoHTelHepa kNiwa () 3agaHHOe NoMb3osaTenem UMA KoHTeRHepa Koua

LI MomeTHTh KNIoU Kak 3KCNOPTHRYEMEN|
] BentounTh yoUNerHyo 2alyuTy 3akpLITOrO Koua

[ McnonsaosaTe nokansHoe XpaHUnULLe KOMALIOTepa ANA cepTUdukaTa
Coxpanfem cepmudiukam & MoKaNsHOM XParumTuLLe
EMECITIO NOMbL308aMENLCKOE0 XparHunuwa cepmugukamos. He
ycmanagnueaem kopresol cepmudbuxam LC. Heobxodumo brims
adMuHucmpamopon, ymobel cozdame moxansHoe
XpaHLIuWE.

PucyHok 73. Nl'eHepauua kar4a npu nomowm YL
Yy

B aunanore cosgaHusa knwo4va v GopMMpoBaHUA 3anpoca Ha cepTudukaT 3agante "Wma Bnagensua"
cepTudurkaTa M BBeAUTE CBOM aApec 3/1eKTPOHHOM noyTel "Agpec E-Mail".

Ecnn 3anpawuBaeMbii cepTudmkaTt npegnosiaraetcs UCNOb30BaTb B 3/1IeKTPOHHOW No4yTe, Bbibepute
CepTudunkaT 3aLNTbl 31EKTPOHHOM NOoYTbl O6nacTb NPpUMEHEHUs KJroya.

Ecnn 3anpawwuBaembli cepTudunkaT npeanonaraeTca MCNofb3oBaTb B NpoTokone TLS, Bbibepute
Ceptudmkart ayreHTMdPMKALMM KJIMEHTA B pa3aesie O6nactb NpuMeHEeHUs KJova.

L..!l MpuMeuaHme. Eciv BBeAEHHbLI afpec NoyThbl HE COBMajaeT C 3aperncTpmupoBaHHbLIM aApecoM B
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Outlook Express (Outlook), ncnonb3osatb Kpuntorpadpunyeckme @yHKLUN B 3NEKTPOHHOM noyTe
6yneT HEBO3MOXHO.

3.2. Co3aaHve KH0YEBOro KOHTEMHepa

3.2.1. BbIbop kNOUYEBOro HOCUTENS
Mpwn cozaaHnm KIOYEBOIO KOHTENHEPA OTKPOETCS OKHO BblbOpa kKtouyeBoro Hocntens (cM. PucyHok 74).

& Kpuntolpo CSP x|
0:09:44
(fl=p BcrasbTe W BoifepHTE HOCMTEND AN XPAHEHUA KOHTEAHEPE
GE=d sakpemoro kmoua "Test 17

CeeneHuA
YcTpoicTEa: BCTaBneHHEIR HOCUTENE:
CocToRHKue:

O | OTMEHA CeefeHMA =<

PucyHok 74. Bbi6op knro4yeBoro Hocurens

DT0 OKHO oTo6parkaeTcs B TOM cJlydae, Koraa nosib3oBaTeslb MMeeT HECKOJIbKO YCTPOMCTB, ClyXallunx
KMOYEBBIMA CUMUTbIBaTENAMU. B cnyyae, Korga KOYEBOW CUMTbIBAaTENb TOJMIBKO OAMH, OH BblbMpaeTcs
aBTOMATUYECKMN, MU 3TO OKHO He oTobBpaxaeTcs.

MNMocne Toro, Kak KNIOYEBON CYMTbIBATE b BblbpaH, HaxMuTe KHonky OK.

3.2.2. TeHepauusa HavyanbHoOW nocnepgosaTtenbHocTn ACH

Mocne Bbibopa KNIOYEBOro CYNTLIBATENS, EC/IM B CUCTEME HE YCTaHOBMAEH annapaTHbii CYH, oTkpoeTcs
OKHO «Buonornyeckuin gatumnk cinydyanmHbelx ymcen» (cM. PucyHok 75).

Kpuntolpo CSP x|
0:09:25
BMonor4eckii OaTHHE I'J'l'!.l"-lElHHblx YKZen

Ha#MMaiTe KNSEMwIA 1A HEDEHEmaﬁTE YEazaTens
MbIlUK H3O 3TWM OKHOM 00 TEX Nop, NOKES KNy HE ﬁ'{.l'D.ET
co3naH...

|HET

OTmMeHa

PucyHok 75. Buonormueckuin AarTymk cry4vamHbiX yucen

Buonornyeckni AaT4YUNK CﬂyanIHbIX yucen npeaHasHa4deH Aansa reHepauyunm Ha4vasibHOWM
nocneanoBaTesIbHOCTU AaT4YKMKa CﬂyqaﬁHle yucen.

ansa reHepauuwm Heo6X0AMMO Ha>XUMaTb Ha KNAaBULIM AN ABUTATb MbIWbIO.

3.2.3. BBopA napons Ha AOCTyn K 3aKpbITOMY KJHO4Yy

MNocne 3aBeplweHnsa paboTbl GUONOrMUecKoro gaTunka ciyydalHbIX YMCes1 OTKPOETCA OKHO BBOAa Napons
Ha AOCTYN K 3aKpbITOMY KJ/IlOYY coO34aBaeMoro kKoHtemnHepa (cM. PucyHok 76).
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= Kpuntollpo CSP

0:09:50
[ 9 3anaiTe Naponb ANA CO3A3B3EMOro KoHTeHepa Te-
. |:" ba9a269d-1f95-4549-b468-52db 54c72cd 3",

(®) Y CTaHOBMTb HOBBIA Mapanb RU

HoBRIi Naponk:

MNogTEEpHAEHWE:

OTHEHE MogpobHes ==

PucyHok 76. BBoa napons Ha AOCTYN K 3aKPbITOMY KJ1HO4y
B none HoBbIM maponb noJsib3oBaTeNlb AO/MKEH BBECTU TEKCTOBbLIM Maposb Ha AOCTYMN K 3aKPbITOMY
KIOYYy CO34aBaeMoro KOHTeNHepa 1 NoATBEPAUTb ero NOBTOPHbLIM BBOAOM B No e MNoaTBeprkaeHue.
Mocne BBOAA Naponsg HaxxmMute kKHonky OK.

Ecnn knou reHepupyeTcs Ha HOCUTENb, MOAAEPXKMBAKLWMIA annapaTHbIA Naposib UM MUH-KOA, TO
Heo6XxoAMMO BBECTU TOT Naposb (MMH-KOA), KOTOPbIA YCTAHOBMIEH Ha 3TOT KIOYEBOMN HOCUTEb.

3.2.4. Bblbop cnocoba 3alwunTbl 4OCTYNa K 3aKPbITOMY KoYy

Momumo BBoaa naponsa B CK3U «Kpuntolpo CSP» cywecrByloT gpyrme cpeacrBa 3aWuTbl 4OCTyna K
3aKpbITOMy Ko4Yy. [ns Bbibopa noaAxXoAsiWero CpeacTBa 3allUTbl B OKHE BBOAA Maposs Ha AOCTYN K 3aKPbTOMy
KoYy co3paBaeMoro KoHTenHep (cM. PucyHok 76) HaxmuTe kHonky MoppobHee. OTKpoeTcs OKHO Bbibopa
cnocoba 3awuMTbl AOCTyna K 3aKpbITOMY K04y CO3A4aBaeMoro KoHTeliHepa (cM. PucyHok 77). 3awwuTa
HOCUTenen, NoAAEPXUBAIOLWMNX annapaTHbii Naponb (MMH-KOA), BO3MOXHa TOJIbKO Ha 3TOM napose (NuH-koae).

= Kpuntolpo CSP

0:09:50
(2w 3analiTe Naponk ANA CO3ASBEMOr0 KOHTEHEpa Te-
GE=d Sea%ac9f-3cc5-40dc-55ed-f3351b05dbf7 .

(®) ¥CTaHoBMTE HOBLIR Naponk RU

HoBbliA Naponk:
MogTEEmHaeHIE:

() ¥CTEHOBMTE MACTEp-+ioM

C030aTh HOBLIA KOHTEMAHED

(4] PasaeniTb KNKOMY Ha HECKONbKD HoCMTENEA

L

n

Ok OTreHa

PucyHok 77. Bbi6op cpeacTBa 3awmMThl AOCTYyNA K 3aKPbITOMY K04y

B 5TOM OKHe cofep)aTca cneayrouime nong:
J YcTaHOBUTbL HOBbIW MapoJib — BBOJ TEKCTOBOTO napons;

. YCcTaHOBUTb MacTep-K/lo4 — 3aWndpoBaHMe AaHHOIMO 3aKpbITOro K/4Ya Ha APYroM 3aKpbiTOM
Knoye (M3 Apyroro KNKYEBOro KOHTEHepa);

. Pazgenuvrb KNKOY Ha HECKOJIbKO HOCUTeNen - pa3fefieHne AaHHOro 3aKpbITOro Kaw4ya Ha
HEeCKOJIbKO HocuTenen ans obecneyeHuns gocryna K HeMy.

3.24.1. YcTtaHOBKa HOBOro napons
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Ecnv nepeknoyaTtenb Ha nose YCTaHOBUTb HOBbIW maponb (cM. PucyHok 77), To CK3W Kpuntollpo
CSP ocywecrBuT 3alnTy KIO4Ya Npu NOMOLWM Napons Ha AOCTYN, BBEAEHHOro C knaBmaTypbl. Heobxoanmo
OCyLW eCTBUTb AENCTBUSA, ONNCaAHHblE B MYHKTe BBOA Napoas Ha AOCTYN K 3aKPbITOMY KOYY.

3.2.4.2. YcTaHOBKa MacTep-KJitoya

Ecnn nepekntoyaTens Ha nosie YCTaHOBUTb MacTtep-karu (cM. PucyHok 77), To CK3U Kpuntolpo CSP

OCylwecTrBUT 3alUTy KIK4Ya npu noMowmn 3aLUVId)pOBaHVIFI AAQHHOIO 3aKpbITOro Kjakww4ya Ha APYroM 3aKpbiITOM
Knw4ye.

Ona aToro Heo6xoAMMO BBECTU MMS KOHTeNHepa (Man BbibpaTb KOHTEMHEP M3 CNMCKa C MOMOLLbIO
KHOMKW BbIGpaTtb), cogepXalwero 3aKpbiTbii KDY, Ha KOTOpPOM 6yAeT OCywWwecTBNEHO 3alwndpoBaHue
MCXOAHOTO 3aKpbITOro kntoYa. Npu Ha)xaTum KHONKKN BbiGpaTb 0TKPOETCS CMUCOK CyLL eCTBYOWNX KOHTEAHEPOB
(cM. PucyHok 78).

Kpuntollpo CSP

0:09:51
Bbibop KntoYeB0ro KOHTERHEDS
B cn1cke NokasbiBaTh:
. Apy#ecTEEHHEIE MMEHA '3::1' YHHUKENEHEIE MMEHS
CNWCoK KNHOYEBEIX KOHTERHEDOE NONbI0BATENA:
-~
CuMTbiBaTENE  MMA KOHTEHHEDS £
REGISTRY le-023c898 3-fboc-4d53-9db3-607 220149706
REGISTRY le-226a15ad-4e2a-4405-b 26f- 1ae5c860c 797
REGISTRY le-ba%a269d-1f95-4349-b468-52db54c7 2cd 3
REGISTRY test_0 >
£ >

PucyHok 78. CNMCOK CywecTBYHOLLMX KOHTENHEPOB

MNMocne Bbibopa Heo6Xx0ANMOro KoHTeMHepa Haxxmute kHonky OK. Mpu aToM Nnpou3oiaeT 3awndpoBaHue
[aHHOIO 3aKpbITOro K/o4a Ha K4Ye BblbpaHHOro KOHTelHepa.

CK3UM Kpuntollpo CSP no3BofseT OCYWeCTBAATb 3awundpoBaHMe [AHHOrMO0 KIOYa He TOJIbKO Ha
CyLLEeCTBYHOLLEM 3aKpbITOM kfoYe. MNpu ycraHoBke ¢dnara HanpoTus nosisi Co3aaTh HOBbIM KOHTEWHEp (CM.
PucyHok 77) aHanorm4yHo 6yaeTt co3gaH HOBbIM KOHTEMWHEP M Ha ero ka4e 3alundpoBaH 3aKpbITbI KNKOY
AaHHOro KOHTenHepa.

3.2.4.3. Pa3peneHune K/1loUa Ha HECKOJIbKO HOCUTEeNen

Ecnn nepekntoyaTenb yCTaHOBAEH B Nojsie Paspenurb K04 Ha HECKOJ1IbKO Hocutenen (cM. PucyHok
77), To CK3N «KpunTtolpo CSP» ocywecTBMT 3alUMTy Ko4a Npyv NOMOLL M pa3aesieHns A0CTyrna K HEMY MexXAay
HeCKOJIbKMMW KO YEBbIMU HOCUTeNnsaMu. Kaxk Abi U3 3 TUX HOCUTENEN ABNSETCS CaMOCTOSATE/IbHbIM KOHTEMHEPOM C
Cco6CTBEHHbIM NaposieM Ha AOCTYN K 3aKPbITOMY KIOUY.

3anonHuTe cneayrouwuve nong:

. KonuuecTBOo HOcuTenen AN 3arpy3km - 4YUCIO HOCUTENIEN, HEOBXoAMMbIX ANs AOCTyna K
3aKpbITOMY KJHOYY.

o O6uee KONMYEeCTBO HocUTenen — obliiee KOIMYECTBO HOCUTENEN, MEX AY KOTOPbIMK KoY 6yaeT
pa3aeneH.

MNMocne 3anofiIHEHMUSA 3TUX MNOJIEN HAYHETCH NPOL,EeCcC CO34aHNA HOBbIX KOHTEMHEpPOB, YYacTBYOLWLNUX B
pa3aeneHnm UcXoaHoro kaoyda. KolmyecrTBo co3aBaeMbiX KOHTEMHEPOB paBHO 3HAYEHMUIO, YKa3aHHOMY B NoJie
O6Luiee KONNUYECTBO HOCUTEJIEN:

1. [na kaxporo co3gaBaeMoro KOHTeMHepa OTKPOeTCs OKHO Bblbopa Kk4YeBOro Hocutens (CMm.
PuvcyHok 74). B 3TOM OKHe BblbepuTe HocuTesb, KOTOPbIN 6yAeT yyacTBoBaTb B pa3fenieHnun koda.
2. Tlocne Toro, Kak Ana Bcex KOHTeHepOB BbibpaHbl HOCUTENN, OTKpoeTCcs OkHO [CH.

3. [locne 3aBeplueHnsa reHepaLmm OTKPOETCA OKHO BBOAA MNapoJsid Ha AOCTYN K 3aKPbITOMY K04y AN
Ka>xA0ro co3gaBaeMoro KoHTerHepa (cM. PucyHok 76). B 3TOM OKHe HYXHO BBECTW wiau BbibpaTb Apyroe
CpPeACTBO 3alUTbl AOCTYMNa K 3aKpbITOMY KOUY Npu nomowm kHonku Moapo6Hee (cM. PuUcyHok 77).

Mocne co3aaHus BCeX KOHTEMHepPOB, YH4acCTBYIOLWMX B pasaeneHnn knoda, 6yaeTt obecneyeHa 3awmra
[OCTYMa K 3aKpbITOMY K/tOuYy.
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3.3. OTKpbITHe KIHOYEBOIO KOHTEMHEPa

3.3.1. OTCyTCTBME KIIHOYEBOro HOCUTENA

B cnlydae OTCYTCTBUA KNHOYEBOINro HOCUTENA NMPU OTKPbLITUN KNO4YEeBOTO KOHTeI‘/JIHepa noAaBUTCA OKHO,
coobuwatuee 06 oTcytcTBum HocuTens (cM. PucyHok 79).

{8 Kpuntolpo CSP x|
0:09:47
(El=m BcraeeTe KNKOYEE0 HOCUTENE
GIEDd testil”
CeegeHna
YCTpoicTBEa: BCTaBNEHHEIR HOCUTENE:
CocToaHne:
OTMEHZ CeeaeHnA <<

PucyHok 79. OTcyTCcTBME HEO6X0AMMOro HOCUTEenNNA

Mocne Toro, Kak HOCUTENb ByAeT NOAK/MOUEH, OTKPOETCA CNeflyloLee OKHO.
Ecnm TpebyeMbiit HOCUTENb YCTAHOBUTL HE yAaeTca, HaXX MUTe KHOMKY OTMeHa.

Koraa Heo6xoanMbiii KNoYEeBOM HOCUTENb MOAK/IOYEH, OKHO, coobuatow,ee 06 OTCYTCTBMM KIKOYEBOTO
HocuTens, He oTobpaXkaeTcs.
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3.3.2. [MpoBepKa Napond Ha AOCTYN K 3aKPbITOMY K04y

MNMocne TOro, Kak K/lOYEBON HOCUTESb YCTAHOBNEH, NOTpebyeTcsa NoATBEPXAEHME NMapons Ha AOCTyN K
3aKpbITOMY K/HOYY KOHTelHepa.

3.3.2.1. MpoBepka TeKCTOBOro naposns

Ecnmn ycraHaBnuBanack 3awmrta A40OCTyNa K 3aKpbITOMY K/IlOUY C MOMOLL bO Napons (CM. NyHKT 3.2.4.1), To
6yneTt oTobpaxeHO OKHO MPOBEPKM Naponsa 415 AOCTYMNa K 3aKPbITOMY KIHOYY OTKPbIBAEMOro KOHTeWHepa (cM.
PucyHok 80).

t KpuntoMpo CSP

0:09:54
[2)=m BseawTe naponb ANA KoHTeAHepa “test_0"
| =
=

MNapons: |

EM

[ 3anomamTs napons

PucyHok 80. NMpoBepka Napona Ha AOCTYN K 3aKPbITOMY KoYy

Ecnn paHee Bo BpeMs BBOAa Naposist Ha A40CTYN K 3aKpbITOMY KUYy ¢dar HanpoTue Nons CoxXxpaHUTb
naponb 6bi1 YCTAaHOB/EH, TO Naposib 6bl1 COXpaHEH B peecTpe. [TOBTOPHbLIM BBOA (MpOBEpPKa) 3TOr0 Naposs He
TpebyeTcsa, N0O3TOMY OKHO NMPOBepKM Napons otobpaxeHo He byaerT.

Ecnv naponb BBeieH HEBEPHO, ByaeT NpeasioXeHo NOBTOPHO BBECTU Napoiib.

MpumeyaHue. HocuTenu, uMetowme annapaTHbM NMMH-KOA4, MOTYT UMETb OFrpaHN4Y€EHNE Ha KOJIMYECTBO
I!!l HeyAauyHbIX MONbITOK BBOAA Napond. lpesBblleHWe 3TOro npeaena nNpuMBoaAUT K 6ﬂOKMpOBaHVHO
HOCUTENA Unn KOHTEVIHepa.

3.3.2.2. MpoBepka naponsa npu 3awndpoBaHUM KJ1IOYa Ha APYroM KJjio4e

Ecnm 3awimnTa AocTyna K 3aKpbITOMY Kto4dy 6bina ocylecTeieHa NpyM NnoMowm 3awndpoBaHmMsa 4aHHOTO
3aKpbITOr0 KAKOYa Ha APYroM 3aKpbITOM Katoye (CM. NyHKT 3.2.4.2), To 6yaeT oTob6paxeHO OKHO NMpoBepKMU
napons Ass 4oCTyna K 3aKpbITOMY K/lOYY KOHTEelMHepa, Ha KIlo4Ye KOTOPOro NpoBoAMNOCh 3awmndposaHune (cm.
PucyHok 80).

Mocne Toro, Kak 6bu1 NONTyYEeH AOCTYN K KHOYY paclimd poBaHus, NnponsonaeT pacwndpoBaHue Kaoya
OTKPbIBAEMOI0 KOHTEWHepa.

3.3.2.3. MpoBepka napons Nnpu pasaesIeHNn KJ4va MeXxay HeCKOJIbKUMU
HOCUTENAMUN

Ecnun 3awwmTa A0CTyna K 3aKpbITOMY KUY OCYyLECTBAANACh NPM MOMOLLM pasaenieHnsa Kioda Mexay
HocuTenaMm (CM. NyHKT 3.2.4.3), To NpoBepKy TpebyeTcs OCyW ecTBUTb AN TAKOro KOJSIMUYECTBa HOCUTENEN,
Kakoe 6bi10 yka3aHo B nosie KosnuecTBO HOCUTeneWn AN 3arpy3Ku MNpu Co3AaHUW KoHTelHepa. lMpu
HaX0XXAEeHUN 0A4HOT0 U3 KloYel 6yaeT npousBeaeHa CTaHAapTHaA NpoBepKa Napona ANA Kao4Ya-4acTu.

MpW OTKPLITUMN O HOMO U3 HOCUTEEN, YYaCTBYIOLLErO B pa3aefieHnM Kloya HEKOTOPOro KoHTelHepa (a
BCE OHM B CBOK OYepelb TakKxKe SABNATCA HOCUTENAMM), MPOBEPKa Mapo/sa Ha AOCTYN K 3aKPbIT OMy KUy
NpoBOAUTCS B COOTBETCTBMM CO CNOCO6OM 3alMThl 4OCTYNA K K/OYY, MPUMEHEHHbIM K AAHHOMY HOCUTENO. B
obuiem cnydae, A4N8 pasHbIX HOCUTENEN, YH4aCTBYOLWMX B pa3aefieHMnN 3aKpbITOro Kaoya 04HOMo U TOro Xe
KOHTEelHepa, MOTyT 6bITb MPUMEHEHLI pa3Hble CNoCco6bl 3L UThI 4OCTYMNA K KOUY.
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4. OrnucaHne KCrosb30BaHKS, HAaCTPOEK W YMpaBfieHUs Klo4aMn MOAYSIS CETEBOM
ayteHUdbwmkaumm Kpurrmolpo TLS

NS HacTpowknm ABYCTOPOHHEro coeamHeHusa (KNnMeHT-cepsBep) Mo npoTokosy TLS nonb3osBaTtento C
npasaMu agMMHUCTpPaTopa Heo6XoAMMO BbIMOJIHUTL CleayllLne AeNCTBUS:

1. YcraHoButblIIS
YcraHoButb Kpuntollpo CSP
YCTaHOBUTbL KOPHEBOM cepTUPUKAT B XPaHUIULLE KOMMNbOTEPa

YcTaHoBUTb cepTndmrKaT B 11S 1 HACTPOUTb 1BYCTOPOHHIOK ayTEHTUDUKALMIO
YCcTaHOBUTb cCepTUOUKAT NONb30BaTENSA

IS

BbINOAHWUTL NPOBEPKY COe AMHEHMSA
[nA BbiNycKa cepTUOMUKATOB B KayecTsBe nNpumepa ucnonbyetcs Tectosbiit LLC Ha caliTe cryptopro.ru

4.1. YcraHoBka IS Ha cepBepe.

B cnyyae, ecnu cnyx 661 IIS He yCcTaHOBAEHbI B onepaumoHHon cncteme Windows Mcnonb3yeMol Bepcmm
Mo ymonyaHuto, Heo6Xx0AMMO BLINOSHUTbL YCTA@HOBKY C MOMOLLbK MOJSIb30BaTeNbCKOrO MHTepdenca vyepes
KomnoHeHTbl Windows. [na aToro yepes MeHto Myck oTkpoliTe MNMaHenb ynpaeneHus, Hanaute Mporpammbl 1
KOMMOHEHTHI, BbibepuTe BKIOYEHWE U OTKIIoOYEeHMe KoMNoHeHToB Windows.

B ananoroeom okHe KomnoHeHTbl Windows Bbibepute cnyx 6ol IIS. Ana paboTbl no TLS o6a3aTenbHO
LOJDKHbI 6bITb YKa3aHbl Cy>x6bl MHTEPHETA M CPeACTBa ynpasneHns Beb-cantom:

o ||| R
. - e
A 4 » Control Panel {°] Windows Features = FE 0gran eatures P
Contiot Daves Eoms Turn Windows features on or off o
To turn a feature on, select its check box. To turn a feature off, clear its
View installed updates check box. A filled box means that only part of the feature is turned on. hnge, or Repair.
L) T;me Windows features on or ~a m =
[} 9 Indexing Service v ©
/! |, Internet Explorer 8
Installed On
= Internet Information Services
¥ FTP Server

- @ | Web Management Tools =

+ | | S6 Management Compatibility
7. |, IS Management Console
V| | 1S Management Scripts and Tools
IS Management Service
- |l | World Wide Web Services

i Application Development Features [
# B | Common HTTP Features
+ @ | Heaith and Diagnostics
+ |@ | Performance Features
s Security

Internet Information Services Hostable Web Core
i v Media Features
¥ Microsoft NET Framework 3.5.1
0 Microsoft Message Queue (MSMQ) Server -

- 1 cancel

_—
PucyHok 81. BknroyeHne KkoMnoHeHTtoB IIS

Ha»xmnte OK ansa BbiINOSIHEHMSA HACTPONKK cepBepa.

4.2. YcraHoska Kpurmmollpo CSP

YcraHoBka KpunTtollpo CSP BbinosiHAeTca 3anyckom ¢ aiina CSPSetup.exe, sanee nowaroBo C NOMOLLbIO
MacTtepa ycrtaHoBku (cM. UHctannauwma CK3W Kpuntolpo CSP) Mpu Bbibope BMAa YCTaHOBKM YyKaXwuTte
BbIGOPOYHYIO YCTAHOBKY, UTO6bl UMETb BO3MOXHOCTb BKIAKOUYUTb KOMAOHEHTHI, HE BXoAsilMe B CTaHAapTHbIN
Habop No ymon4aHuto.

B ananore BbIGOPOYHOW YCTAaHOBKM HEOB6XOAMMO yKasaTb, UTO MPUIOXKeHUe 6yaeT UCMNob30BaHO B
KauyecTBe KpunTonpoBsaiaepa yposHa sapa OC:
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3 ¥cranoeka "Kpwnrollpo CSP"

Buibopounan ycraHoBKa

BbIEEpHTE KOMAOHEHTEI NPOrpaMMbl, KOTOpEIE HeobxoguMo YCTAHOBEMTE.

LLleAKHKMTE 3HEYOK B CMIMCKE HUHE , yTobbl M3MEHWTE Cnocob YCTSGHOBKH KOMMNOHEHTS.

= OMMCEHWE KOMMOHEHTA
--------- (= = | OcHOBHBIE dakinsl
—_— Heobxoaum ana paboTol

--------- (= ~ | OcHoBHEIE dakne (x64) e T
--------- =) - | PacluperHan COBMECTMMOCTE CMPOAYKTEMI| |y gnpe Windows (TLS-cepeep,

......... ¥ | Cnymba xpadeHna Knoqei [Psec, EFS).
--------- ¥ - | Revocation Provider

-------- =R cpvrrronposaiiacp yposrin sapa OC|

= [JaHHEei KOMNCoHEHT ByAeT YCTAHOENEH HA NOKANEHBIR HECTKUIA JUCK,

=J8 [aHHBIA KOMOOHEHT W BCE NOAKOMINCHEHTEI BYyT YCTAHOBAEHE! HA NOKANEHBIA HECTEWA ANCK.

B [danHbiil koMnoHEHT GygeT yCTaHOBNEH ANA 33Mycka No CETH,

/38 8 [anHbiil KOMMNOHEHT W BCE NOAKOMMOHEHTEI By 4yT YETaHOBNEHEI 4NA 3aMycKa No CETH.

¥ [JaHHelii KoMOoHEHT BYAET HEADCTYNEH.

Moackaska < Hazan OTMeHa

PucyHok 82. BknroyeHue koMmrnoHeHtoB Kpuntollpo CSP npm yctaHoBKe

[anee ycraHoBKa Npou3BOANTCSA C PEKOMEHAYEMbIMM MO YMOJIMAHMIO napaMeTpamu. Mo 3aBeplieHnm
YCTQHOBKW Mepes3arpysuTte KoMMbloTep.

Ons Toro, uto6bl BBECTU ML EH3MI0 Ha TLS unan npoBepuTb €€ Hanmuyune, BOCNOJIb3yNTEeCb OCHACTKOMN
YnpasneHue nuueHsnamn Kpuntollpo PKI, koTopas oTKpbiBaeTca 4yepe3 MeHio [lyck (Bce nporpammbl >
KPUATO-MPO >KpunTtollpo PKI)

4.3. YcTraHOBKa KOpHEBOro cepmudmkaTta B XpaHWIULLE KOMMbOTEpPA

[Ons koppekTHOM paboTbl cepBepa B XpaHuamLLe cepTudunkaTtosB A40MKEH 6bITb YCTaHOBNEH cepTudukaT
KOpPHEBOro yaocCToBepsilowero ueHTpa. [Ans nonydyeHus cepTuduKaTa MUCNOSb3yeTcs TeCTOBbIA LLeHTP
ceptudumkauunm Kpuntollpo.

Bpaysep, yepe3 KOTOpbI OCYLLeCTBASAETCA A4OCTYN K BeE6-MHTepdeicy LeHTpa cepTUPUKaLLUKN, HYXKHO
OTKPbITb OT MMeHW agMuHucTpatopa. OTKpohTe Beb6-uHTepdenc ueHTpa cepTudukaumm Kpuntollpo
https://www.cryptopro.ru/certsrv/

Ons koppekTHON paboTbl C M YHKL MOHANOM BbiNyCcKa cepTUdUKaToB HeobxoammMo 406aBUTb aapec L eHTpa
cepTudmKaumm B AOBEPEHHLIE CaliTbl B HAacTpolkax 6bpay3epa. [ns 3Toro B cBONCTBax 6pay3epa Bblibepurte
BKNaaKy be3onacHoCTb, B CMMCOK HageXHbIXx canToB gobasbTe y3en https://www.cryptopro.ru/ u coxpaHute
M3MEHeHWs CBOWCTB.

M3 cnucka pencrBuin BbibepuTe noslydeHme cepTudukaTta yaocroBepstwouwero ueHtpa (KopHeBoi
cepTudmkat Heo6xoAMMO Nosy4yaTb LOBEPEHHbIM 06pa3om).
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= 'IIQ 3\\"0" https://wuw.cryptopro.. 0 ~ @ C ‘

W~ Test Certification Authority ‘ | {rﬁ 2.0 EE}

Qaiin  Mpaska Bua Vs6pannoe Cepswc Cnpaska

w ~
KPU H;o TecToBLIA LeHTp cepTUudmnkaumnm

English version

BHWMaHHe.

LlenTp ceptmdmKkaumm ncnonbsyer kpunronposainaep Kpunrtolpoe CSP sepcun 3.6.

Mone3oBaTeny C YCTaHOBAEHHBIM KpunTonposaigepom Kpuntolpo CSP sepcuu 1.1 He cMoryT nposeputo ILUM yenTpa.
KpvnTonpoBaigep MOXHO NONYUYMTs 30ECk.

LieHTD peanqz08aH Ha 0CHoBE CYKGkI CepTMMKaLMK, BXOAAILEH B COCTAE ONEpPaLMOHHOI ckcTersl Windows Server 2003.

LieHTp NpegHazHadueH TONbKO ANS Ueneld TRCTHPOBAHWA KpunTonpoeaigepa KpunTtolpo CSP M He f0M#eH WCroNb20BaTsCA ANA APYTHUX Lened.
BOCNoNb30BaTLCA YCAYTaMKU AeHCTBYIOLIEND YAOCTOBEPAIOLLEro LeHTpa 000 “"Kpunto-Mpo”MoMHO 0BpaTMBIINCE MO agpecy
info@cryptopro.ru unm no tenedony +7 (495) 780 4820.

Bl MOKETE MCMONLZ0BATE TECTOBLIR LEHTP A4NA TOro YToBsl NoNyUWT: UMEPOBoH CEPTMEMKAT OTKPLITOMD KNKOUa ANA PAsAMUKLIX NPUAGKEHWA.
C noMowst umdpoecro cepTudiikaTa Bel cMokeTe 0GecneunTs UeNOCTHOCTh, ABTOPCTES M KOHDHUAEHUMAaNEHOCT: NepeasaeMoii B CeTH
UHDOPMALIMM.
[OnA nonyueHna Uudposoro cepTudmKaTa Bel AomxHel GyaeTe chopMUPOSaTE 33KPLITIA N OTKDLITEIA KAKUM M SBECTH A3HHEIS, KOTOPEIE
MCNONbL3YHITCA ANA CBASLIBAHNMA OTKDLITOMO Kua M Bnanensua ceptudmkara.

NoapoBHee 0 UIMBDOBLIX CEPTUHMKATAX MOKHO YEHATE 3AECH.

BIGEPUTE MYHKT U3 MEHHK) M HAKMHTE KHONKY “"[ansue”

o] CohopMUPOEATE KNIOUWW M OTNPABHUTL 3aNpoc HE CEPTUIMKAT

® ToNy4MTE CEPTUUKAT ¥OCTOBEPREOWETD LIEHTPE MK EilCTEYHIIWMIA CICOK 0TOZBAHHELX CEPTUEMKATOR

o] TpOBEPUTE HANWUME BRIMYLIEHHOTO CEpTMdKKATE
Ha maenyio cTpakuyy Heneu= 2= | v

< >

PucyHok 83. TectoBbi# LIC

[anee BbINONHAETCS 3arpy3ka ceptudmkara ueHTpa ceptudukaymmn. Boibepnte Mmetoa WnNdpoBaHN S 1
Ha>XMUTE Ha CCbUIKy «3arpyska ceptudmnkarta LIC».

eﬁgﬂh https://www.cryptopro... © - & & H ¥~ CrywBibl cepridikauu A... ‘ ‘ A A

®aiin  Mpaeka Bwg MaBpanHoe Cepemc  Cnpaska

Criyeiel cepTwhekaLym Active Directory (Microsoff) — Test Center CRYPTO-PRO

3arpyaka ceptudmrara UC, uenovkn ceprudpmiaros nnu CRL

YTo0sl 4OESPATE CepTUMMEATAM, BEIASHHEIM 3THM UEHTPOM CepTHMMKaLINN, YCTAHOBUTE 3Ty Lenodky cepTudukaTes LIC.
YTosl 28rpy3uTe CEpTUAMKAT LIC, LenoUky CEpTUMDMKATOR MNWM CMCOK OT35IBa CEpTMEhMKaTos (CRL), BsiBepuTe 3TOT CEDTUMMKAT W METOA WM(POBAHMA.

Ceprudrar LIC:

MeTon widpoeama:
ODER
@ Base 64
3arpyska cepTudykara LIC
3arpyaka uenodks cepTudmkaros LIC
2arpyara nocnensero Gazosoro CRL
Jarpyakd N0CNeNHero DE3HoCTHOr CRL

PucyHok 84. 3arpyska ceptudumkarta L|C

Mpn nonyyeHun ceptudukaTa HyXHO BblbpaTb «OTKpbITb cepTudmnkat». ECim gaHHbIM cepTudmnkar
paHee He 6bln1 yCTaHOBNEH B XpaHW/MLLE A0BEPEHHbIX KOPHEBLIX LLe HTPOB cepTudmnkaumm, ero Heo6xoanMMo

YCTaHOBUTb.
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Ceptudukar

Obume |CocraB | MyTe cepTMdJMKaLMM|

=5

MNoapobHee o Ly

.;a]g CeeqeHna o cepTmhuKaTe

HeT QoBEpHA K 3TOMY KOp y CepTHMKaTy
ueHTpa ceprudmraln. UTobb BIOIIOUNTE OoBEpHe,
YCTAHOBMTE 3TOT CEPTWHKAT B XPaHIIHILE
AOBEPEHHBIX KOPHEBbIX CEPTHMKATOE LIEHT OB
cepTHiHKaLI.

KoMy Boigan: Test Center CRYPTO-FRO

Hem Boipan: Test Center CRYPTO-FRO

Deiicreurened ¢ 07, 04, 2009 mo 04, 10, 2014

CTEHOBWTE CEPTMOMKAT. .. JAABNEHWE NOCTaBWMKS
¥ =

PucyHok 85. lNpocmotp ceptucpumkara LIC

B okHe NpoCMOTpa CBeAEHUIN 0 cepTUdUKATE HaXX MUTE KHOMKY «YCTaHOBUTb cepTUdUKaT», OTKPOETCs

MacTep MMnopTa cepTuUduKaTos.
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B ananore Bbibopa xpaHunuiia cepTudUKaToB yKax ute «fNoMecTutb cepTudukaThl B Ciegylollee XpaHunmwe»,

npu Bbl60pe XpaHunniia nocCraBbTe (b)'la)KOK «[oka3aTb damsmqecme XpaHunniia>», yKa>Kx ute B 4OBEPEHHbIX
KOPHEBbLIX LEHTPaAX CepTMCbVIKaLI,VIVI XpaHunanue nNoKaJIbHOro KOMNbKTEpPaAa.

CepTidurar @

Ofiwme |Cc(_'raB | MyTe oepTHdJMKaLLMH|

@ﬁ Ceeqednna o ceprudmKare

Her QoBepnA K 3TOMY KOPHEBOMY CEPTROMKATY
UEeHTpa cepriudwukaumm. YTobwl BKNHOYHTE OOBEDHE,
YCTAaHOBHTE 3TOT CEPTHHOMKAT B XPaHANHILE
[[0BEPEHHBIX KOPHEBBIX CEPTHAMKATOB LLEHT POB

cepTy

MacTep umnopTa cepTrdrkaTos

Kpanwnwuie ceprwduKaTos
KPEHMMMILE CEPTUMKETOE - 3TO CUCTEMHEIE 0DNACTH, B KOTopBIX
NPEHATCH CEPTHOMKATHI.

Ke Bbifiop xpaHunuLLE MoeT BbiTh NponsseneH Windows aBTOMETHHECKM, UMK JKe
Mg MOMHO YKA3ETE PasMELLEHNE CEpTDNKATE BpYHHYIO.

() ABTOMATIMHECKM BEIBPATE XPEHWIMLLE Ha OCHOBE TWNE CEPTHMKATE

? MoMECTUTE BCE CEPTHHMKATE! B CNEAYIDLWEE XPEHWUNHLLE

KPEHHMHILE CEPTUDHKETOB!

BeiGop xpaHmniuga ceprid =l

BrIBEPUTE XPEHUNIMLLE CEPTUDMKETOE.

MoapobH

-~

[#-1| MiuHoe
".J- JLoBepeHHEIE KOPHEBEIE LIEHTPEI cepTMd|E|

| Peectp B

1l MokansHsIi KoMnsoTep

| CMapT-+xapTa

" NARAMIAT ANkHRIR ATHAIEHIAG B ANE AL
11 | 3

MogpofHee o XDaHWIMILEX

EHE

MokazaTe QUIMHECKME XPaHUNMLLE

[ OK ] [ OTtmeHa ]

il

PucyHok 86. YctaHoBka ceptudukarta L|C

3aBeplunTe yCTAaHOBKY cepTudmrkaTa ceays AajibHeNWMM yKa3aHMaM MacTepa.

Ona npoBepkn NMpaBMIbHOCTU YCTAaHOBKW cepTudMKaTa BOCMOSb3YNTECh OCHACTKOM ANS ynpaBieHus
ceptudmkatamm Kpuntollpo CSP. B meHto MNMyck BbibepuTe Bce nporpamMmbl > KPUMNTO-MPO > CepTudunkaThl.

MpaBunbHO YCI'aHOB}'IEHHbIﬁ KOpHEBOI7I cemechKaT LOJKEeH pacnonaratbca B XpaHunuuie [loBepeHHble
KOpPpHEBbIE LLEHTPbI CepTMq)MKaLI,MM NOKaJIbHOro KoMnbrTEpPaA.
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B Cepramares oo es
EP daiin  Jeiictewe  Bug  Owxnwo  Cnpaska ==
e 2f §LIXEaI0E
~| Kopenb konconu * || Komy seigan ‘ Kem Beigan
g @ EEpT“‘b“KaTbI - TekyLAR TDHBDEETU“’ __oJCopyright (c) 1997 Microsoft C...  Copyright (c) 1997 Microsoft Corp
“ @ ..Ep;quJMKETbI (nokaneHeiii kornstoTep) __oJMicrosof't Authenticode(tm) Reo... Microsoft Authenticode(tm) Root.
— ﬂ“HHDe ¢ 5] Microsoft Root Authority Microsoft Root Authority
4 OBEPEHHBIE KOPHEBBIE LIEHTPLI CEPTH
; o P:errp P HeRTR P 55 Microsoft Root Certificate Auth... Microsoft Root Certificate Authori,
= Gepa— [3/ MO LIABILITY ACCEPTED, ()37 ... MO LIABILITY ACCEPTED, ()97 V..
% CropoHtmii B4 Test Center CRYPTO-PRO Test Center CRYPTO-PRO

5] Thawte Timestamping CA Thawte Timestamping CA

“| Tpynnosas nonutuka
[ VeriSign Class 3 Public Primary ... VeriSign Class 3 Public Primary Ce,

m

| Mpeanpuatne

| CmapT-kapTa
| [loBEpUTENEHEIE OTHOLLEHMA B NPEANPY
| MpoMexyTOUHBIE LEHTPEI CEPTUMUKALY
| floBeperHble n3gaTent
| CepTndmKaThl, K KOTOPEIM HET 4OBEPUA
| CTOpOHHWE KOPHEBBIE LIEHTPBI CEPTHEY,
| NosepenHbie nuua
| Jpyrve none3osatenn
| Homegroup Machine Certificates

“| NIoReneHHRIE KNOHERKIE CENTUMUKATRI €
4 I 2 4 L 2

Xpanwnuie Peectp cogepxmt 8 cepTudukatos.

PucyHok 87. XpaHunnuwie [loBepeHHble KOPHEBbIe LleHTPbl ceptudukaumm

4.4, YcraHoBka cepmpukata IS

[Ons Toro, ytob6bl HACTPOUTL COEAMHEHME C CEPBEPOM MO NMpoTokoay TLS, Heob6xoanMO NpeanpuUHATL
cnegylouwme waru:

1. BbInycTUTb cepTUdKKaT lIS, ecnmoH He Hbia BbiNyLWEH paHee M yCTaHOBUTb €10 B COOTBETCTBYlOLLEE
XpaHunuiLe

2. Hactpouth lIS c yKazaHnem cepTudukarta

3. npoeputbcoegmHeHne no HTTPS

4.4.1. Bbinyck ceptudukaTa IIS

Ons nonyyeHns cepTudurkata ncnosblyeTcsa LeHTp ceptudunkauunm Kpunrtollpo.

Bpay3ep, uepe3 KOTOpbIN OCYLLeCTBASeTCA A0CTYN K Beb6-nHTepdency ueHTpa cepTudmkKaLmm, HyX Ho
OTKPbITb OT MMEHU aAMUHUCTpATOpa.

OTkpounTe Be6-uHTEpdeiic ueHTpa ceptudunkaumm Kpuntollpo https://www.cryptopro.ru/certsrv/ n ns
cnucka aencreuin Bolbepute «ChopMmpoBaTh KAKOUYN M OTAPaBUTb 3aNpoC Ha cepTudmkaT».
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Ino- https://www.cryptopro... © ~ @& C II @~ Test Certification Authority % | l

®Qaiin  [paska Bug Wsbpannoe Cepsuc Cnpaexa

KPUMNTO Tecroswiin LEeHTp cepTudumkaumnm
nrPo

English version

BHumaHue.

LleHTp ceptudmkaumm ucnonbiyer kpuntonposaiigep Kpunrollpo CSP sepcun 4.0
Monb30BaTenu C yCTaHOBNAEHHbIM KpunTonposaigepom Kpuntollpo CSP Bepcum 1.1 He cMoryT nposeputb UM uewnTpa.
KpunTonposaiaep MOXHO NONYYUTs 2AECh.

LleHTp peann3oBaH Ha ocHose cnyx0bl cepTuduKaumm, BXoARLUIEN B COCTAB onepauroHHoi cuctemsl Windows Server 2003.
LleHTp NpeaHazHayeH TONMbKO ANR Lenei TeCTMPoBaHuA KpunTonposaiaepa KpunTollpo CSP v He A0MKeH UCMoNL30BaTeCA ANS APYrUX Lenei.

BoCnonb30BaTbCA yC/yraMu AeiCTByouero Yaocrosepaiouero yeirpa 000 "Kpunro-fpo”MoxHo obpatuBlumch no agpecy
info@cryptopro.ru unu no tenedony +7 (495) 780 4820.

Bbl MOXETE MCMONL30BATE TECTOBLIV LEHTP ANA TOro YTobbl MoNyunTs LMDPOBOH CEPTUDMKAT OTKPLITOrO KNYa ANS PasnnMuKbIX NPUNOKEHUA.
C nomolwsi yndpoeore ceptudmkaTa Bel cMoxeTe 06ecneunTs LENOCTHOCTL, aBTOPCTBO Y KOHDWAEHUMANEHOCT: NEPeJaBaemMolt B CeTv
vHdopMaumu.

Lina nonyyeHus umdposoro ceptTudvkaTa Bel JonxHel ByaeTe chOPMMPOBATE 3aKPLITEIA M OTKPbITEIR KNHUM U BBECTU AaHHbIE, KOTOPLIe
MCMONL3YHTCA ANA CBA3LIBAHWA OTKPLITOrO KAHYa W Bnagensua ceptudukara.

MoapoSHee 0 UKMDDPOBLIX CEPTUDMKATAX MOXHO VIHATL 30ECh.

BoIGepuTe NYHKT U3 MEHH U HAXMWUTE KHONKy "[anbwe”

® ChopMHpPOSaTH KTIOUM U OTNPEBTE 3anpoc Ha cepTudukaT

0 ronyynTs CepTUMKaT Y40CTOBEPRILEro LIeHTpa uii SeiCTBYIOWMI CIMCOK 0TOZBaHHLIX CEPTUMMKATOR

MpoBepUTL HaNUYMe BbINYLEHHOro cepTUdnKkaTa

Ha rnaswyio cTpaHuuy | Oansive >>>

<

PucyHok 88. CospaHue knroua n ceptudmkarta B tectoBom LIC

Ha cneayrouwem ware Boibepute gencreme «Co3aaTb M BbldaTb 3aNpoc K 3ToMy LIC».

e@"|" https://www.cryptopro.. O ~ @ C || W CnyxBel ceprudukaumn A.. | | {FD r:i.\’ ﬁ}

Microsoft CriyGis cepmthvraLpw Active Directory — Test Genter GRYPTO-PRO

Pacuwm1peHHLIA 3anNpoc cepTUdnkaTa

Monutiea LIC onpefenAeT TNkl CEPTUGMKATOS, KOTOPLIS Bel MOKETE 3anpalliBaTs. BuBepuTe HyxHoe AeAcTEME:
Coz0aTs M Bu1ATL 38NDOC K 3TOMy LIC.

PucyHok 89. Bbi6op 3anpoca ceptudumkarta

B nosasuBwemMcs ananore noaTeepanTe BbINOMHEHWME oONepauunn C CepTMq)MKaTOM OT WMEHNU

nonb3oBaTens.

B oTkpbiBLIENCA pOpMe 3anonHnTe AaHHble cepTudurkaTa. Mpu 3anonHeHmnun nona Mma (Common Name)
Heo6X0AMMO y4UnTbiBaTb, HTO UMS cepTUdMKaTa AO/MKHO coOBNagaTh C AOMEHOM, 06cnyxBaeMbiM cepeepoM IIS,

ANna KOTOPOro BbiNyCKaeTcda CepTVId)MKaT.
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Microsoft Cnyxbel ceprugmkaun Active Directory — Test Center CRYPTO-PRO

PacwupeHHBIi 3anpoc cepTudmKkaTa

WaeHTupuumpyomme cEegeHus:

Wma: test-srvlocal

SJ'IBKTPDHHEH noyra:

OpraHnaayua:
MNoppazgeneHne:
lopog:

ObnacTe, wrar:

Crpana, pernon: RU

Type of Certificate Needed:

CepTuthukaT NpoBepKY NOANWHHOCTA CepEepa v

MapameTpel knioya:

@ Cosgare Hoselii Habop kntoueit () Mcnonb3sosate cywecteyrwnii Habop knroueil
CSP: Crypto-Pro GOST R 34.10-2001 Cryptographic Senice Provider -
Mcnone3osanwe kntouei: () Exchange ) Mogrnwce @ OBa
Murmmans s 512

(cTaHABRTHNE pasMEps kniouel: 512 )

Paamep knioua: 512 MakcumaneHsin: 512 -

@ AsTOmarnyeckoe MMA KoHTelHepa knoua () 3anaHHoe NONb30BATENEM MMA KOHTEHEpa KNoua
MoMeTUTE KNKOY KaK 3KCNOPTUPYEMBIR

[T BrntounTs yeuneHHyH 3aLTY 3aKpbITOrD KNoya
[lononHUTENLHLIE NapaMeTphl:
®opmar 3anpoca: @ CMC  © PKCS10

Anroputm xewmposanua: FTOCT P 34.11-94 ~
Mcnonsayemca moneko dna nodnucakua 3ampoca.

[C] CoxpannTts sanpoc

ATpnbyTHI: -

4 L

MouATHoe wmA: Cert for test server

PucyHok 90. 3anonHeHue napamerpoB ceptudukara IIS B tectoBom L|C

3anofHUTe HeobxoAauMble NMoAs, yKaxute Tun ceptudmnkata «Ceptudmnkat NnpoBepKku NOAIMHHOCTHU
cepBepa», B MapaMeTpax Knto4ya ykaxuTe «/Mcnonb3oBaTb HOBbIM Habop kno4ver» n Boibepute CSP: Crypto-Pro
GOST R 34.10-2001 Cryptographic Service Provider. Ecnn B panbHenwem npeanonaratoTcsa MaHUNynsaummn ¢
KN4YoM cepTudmkaTa, And yaobcrBa MOXHO MOMETWUTb KKOY KaK 3KCMOPTUPYEMbIA U B AOMNOJNIHUTENbHbIX
napaMeTpax ykasaTb NOHATHOe uMsa. OcTanbHble NapaMeTpbl peKOMEHAYETCH OCTaBUTb MO YMONYAHMUIO.

Mocne 3anonHeHns nonen GopMbl HAXXMUTE KHOMKY «BblaaTb».

B ananoroBoM okHe 6yaeT npeanoXeHo yKasaTb Naponb ANna cepTudukaTta. B AaHHOM ciydae naposib He
TpebyeTcs, NoAs HYX>K HO OCTaBUTb NMYCTbIMM U HaXaTb kHoNKy OK. Mocne 3aBeplleHnsa paboTbl 6MONOrMYECKOro
AaTumnka B 6paysepe OTKPbIBAETCSA CTPaHMLa CO CCbIIKOW ANS YCTaHOBKM BbIMyLEHHOMO cepTudukaTa:
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(& Cnyoxbir ceprudmkaumm Active Directory (Microsoft) - Windows Internet Explorer EI@
@\;} i |'°" https://www.cryptopro.rufcertsr/certfnsh.asp - % |‘y| X | | B sing p -

5y Favorites = CayBel ceptudmkaumn Active Directory (Micros...

Microsoft Cnysbe cepricbukaymn Adive Direclory — Test Center CRYPTO-PRO

CepTHHKAT BbIAaH

3anpoweHHsIR BEaMK CepTUdrKaT Gein Bam BsigaH
YCTAHOBWTE 3TOT CEPTUBMKAT

[CCoxpanuTs oTBET

PucyHok 91. YcTaHOBKa co34aHHOro uepes tectoBbii L|C ceptudpukara IIS

Ha>xMnTe «YCTaHOoBUTb 3TOT cepTuduKaT». Ha cTpaHuue noaBuTca coobuieHne 06 ycnewHom yCTaHOBKe
ceptudukaTa.

[Ons npoBepku NpaBUIbHOCTW YCTAHOBKU cepTuUdUKaTa BOCMNONb3YyNTECb OCHAaCTKOW ANS ynpaBieHUs
ceptudukatamm Kpuntollpo. B meHto MNyck BbibepuTte Bce nporpamMmel > KPUMNTO-MNPO - CepTtudumkaThl.
CepTtudukat cnyx6bl IIS go/mkeH HaXoAUTbLCS B XpaHunnwe JIM4yHoe NoKanbHOro KoMnbloTepa.
D Cepmpmarni =5 ECR =X

E) Qaiin  [eiicteme Bug  Okno  Cnpaska - [
e300 & LIRE=IHE

~| KopeHk koHconm

-
Komy ebigan Kem ebigaH
» [EP CepTndmkaTtel - TeKyLLMil NonbE30BaTENL ;

4 B Ceprudukatel (nokansHbIii komnsroTep)
4 [ | NMuyroe

 test-srv.local Test Center CRYPTO-PRO

a [ Peectp

| CepTudukatsl
| [loBEpEHHBIE KOPHEBBIE LEEHTPBI CEPTUANK
| JloBepUTENLHEIE OTHOLLIEHWA B NPELNPUATI
| MpoMeyTOUHBIE LIEHTPBI CEPTMdUKALIN
| [loBepeHHbIe n3gatenn
| CepTudKartel, K KOTOpEIM HET JOBEPMA
| CTOpOHHME KOPHEBBIE LIEHTPEI cepTuduKal
| [loBepeHHsIe nuua
| Opyrve nonssosatenn
| Homegroup Machine Certificates
| [loBepeHHbIE KOpHEBBIE CEpTUdUKATEI CMa
| JlosepeHHeie ycTpoiicTea

4| 1 RN 1

Kpanunuie Peectp cogepsnt 1 ceptudmkar.

PucyHok 92. MNpoBepka Hanunuua ceptudukarta IIS B xpaHunvie N0KaJsIbHONo KOMNbiOTEpa

Ecnm ceptudukaT He nonan B xpaHuavwe JIMYHOE JIOKaJIbHOrFO KOMMblTepa, TO HalaAuTe ero B
XpaHUWMLL e TEKYLLEro nosb3oBaTess yepes ocHacTky CepTudukaTbl U NEpEHECUTE B yKa3aHHOE XpaHunmuie.

4.4.2. Hactponka IIS c ykazaHunem ceptndukaTa
OTkponTe aucnet4dyep cnyx6 IIS ogHMM 13 cneayrowmx cnoco6o.:
e OTKpoWTe MaHenbynpasneHna = AgMnHUCTpUpoBaHue = [incnetuep cays6 IIS;
®  BbI30BWUTE KOMAHAHYIO CTPOKY KOMBOMHaumen Knasuw Win+R 1 BBegnte KomaHay inetmgr

B AucneTtuepe cnyx 6 IIS wenkHUTe NnpaBo KHOMKOW MbllWK Ha Beb6-y3en no-ymonyanuto (Default Web
Site) n BbiIbepuTe B KOHTEKCTHOM MeHto M3MeHnTb npuBasku... (Edit Bindings...)
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&5 Internet Information Services (I5) Manager o3| =
@U [@ » USER-PC » Sites » Default WebSite » | & e @ -
File View Help
Connections . Actions
e 0 Default Web Site Home
ol B Explore
83 USER-PC -PC i csions
.93 e (user , \Tﬂ) Filter: . Go %ShowAH Gt . Edit Permissions...
L=} Application Pools Edit Site
u ! Is o i
= J— Tl indings...
Default Web Site s
Authentic.. Compression  Default Directory  Error Pages Handler Vie ations
S @ View Virtual Directories
Manage Web Site o
Type Host Name Port IP Address Binding Informa.., Add... 2 Restart
http 80 . L »
@ Stop
Browse Web Site
Browse *:80 (http)
Advanced Settings...
4 m ] + Configure
Limits...
T Online Help
T
| I Fesmaes Vew 2 Cotenc view
Ready €
PucyHok 93. Auncnetuep IIS
B cnucke npuBsA3oK calita HaxMuTe KHonky Jlo6aBuTe... (Add...).
&5 Intemnet Information Services (IIS) Manager = |[E][=
@\J [@ + USERPC » Sites » DefoultWebSite » | < @~
File View Help
= O Default Web Site Home
bl 8 Explore
495 USER-PC (user-PChuser) i et an . Edit Permissions...
2 Application Pools T ——
. Site Bindings 7 || 52 | | Edit Site
48] Sites —
€ Default Web Site e
Type  Host Name Port P Address Binding Informa.., [ Add... ] Bas
http 20 c
irtual Directories
Ad Site Binding -7l
Inage Web Site -
Type: IP address: Port: Restart
Al Unassigned - 3
< Stop
Browse Web Site
Browse "80 (http)
SSL certificate:
L Advanced Settings...
pT— 2] o)
Configure
Limits...
.
I Online Help
[= Features View | |2 Content View
Ready €

PucyHok 94. lo6aBneHune ceptucdmkarta SSL

B oTKkpbiBLLEeMCS ananore obaBneHns NpmMBA3KM CalTa yKaXXute Tvn NnpoTokona noaknodeHuns (Type)
HTTPS, a B Bbinagatowem cnmcke CeptudunkaTtbl SSL (SSL certificate) Boibepute cepTudmkaT, co3gaHHbIA AN
cnyx 6 IIS. Haxmnte OK ansa coxpaHeHus napaMeTpoB, 3akponTe MpuBa3kn carita n nepesanycrute IIS, HaxaB
MNepesanyctutb (Restart) B okHe gnucneTtyepa.
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95 Internet Information Services (I5) Manager ==
@Q [@ + USER-PC » Sites » Default WebSite » [ < 5 @

File View Help

T s
- @ Default Web Site Home

95 USER-PC (user-PCluser]
23 Application Pools Filter: - (G - G Show All | Group by:

4.8 Sites s p Edit Site

Defaut Web S i — .
I Default Web Site _f}_;?_; ‘QJ 3 E—:I &

Authentic.. Compression  Default  Directory  ErrorPages  Handler
Decument  Browsing Mappings

Ch 5 - ot e @="
€ B = M = E
HTTP Logging MIMETypes Modules  Output  Request

Respon... Caching  Filtering

g

L&
SSL Settings

m

Browse Web Site
Management .
D Configure

Configurat...
Editor hd

Ready LEl

PucyHok 95. Nepesanyck IIS
4.4.3. [lpoBepka coeanHeHusa rno HTTPS

Ona nokanbHOM NpPOBEpKM COEAMHEHMUS WUCMONb3yWTE CCbIIKY B JIeBOM 4acTu OKHa MeHeaxepa IIS,
KOTOpasi noKasaHa Ha CneAyrLWeM pUCcyHKe, nnm yepes 6paysep nponaute no ccouike https:/<domainname>//,

roe <domainname> - AOMEHHOE MMA HaCTpanBaeMoro canTa (r,qe npeaBapuTenbHO AO0JDKEH 6bITb HacTpoeH
DNS).

CK3U «Kpuntollpo CSP», ¢dpyHkymoHupytowee B OC Windows 10, Takxe nogaepxupaeT paboTy B
pamMkax HTTP/2 npwu B3aumopencreumu c Internet Explorer/Edge un Internet Information Services (IIS). Ons
o6paTHOM COBMECTMMOCTM C NPOTOKOSIOM HTTP B cnydyae BO3HUKHOBEHUS Npo6ieM, CBA3aHHbIX C OTCYTCTBUEM
nognepxkun HTTP/2 Ha knneHTe/cepBepe, Heob6xoamMo B HacTpolikax Internet Explorer/Edge/IIS oTKAOUNTb
noanepxky HTTP/2 (Ha cepeepe OTKAOYaeTcs napamMeTpom

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\HTTP\Parameters\EnableHttp2Tls REG_DWORD
0).

5 Internet Information Services (IIS) Manager (E=5EcE &)
@ Q [€@ » USER-PC » Stes » DefaultwebSite » | & = (@ -

File View Help

Connections .
- g Default Web Site Home
E | o
e u,f.“:;i::j:’:::ﬂ“;m Filter: - B8 Go - G Show All | Group by: -  Permessions. -
o " Edit Sit
4 [&] Sites s i — E

Default Web Si ] 'y r
€ Default Web Site -!Es?_! %—_il ° E—j <.‘?;1

Authentic.. Compression Default  Directory  ErrorPages  Handler
Document  Browsing Mappings

8 = &
HTTP logging MIMETypes Modules  Output  Request
Respon... Caching Filtering

% B Stop

= Browse Web Site
551 Settings

;L;g = Manage Web Site ~

n

Management

E]

Configurat...
Editer -

Configure

Ready

PucyHok 96. lNpoBepka coeauHeHnss ¢ cepsepom no HTTPS

Ecnm cnyx6bl IIS HacTpoeHbl NpaBuabHO, B 6pay3epe oTo6pa3nTcs COOTBETCTBYHOLW,aa CTpaHMua:
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()= [2) e nestsmviocl v @ |B[%] x |[8 8ng x
X [ FireShot

¢ Favorites | < B Suggested Sites v || Web Siice Gallery v

B2 - |0 Cayxn cepradcagn .. | @157 s v Pagev Safetyv Toolsv @~

internet information services

Done @ Internet | Protected Mode: On v R100% v

PucyHok 97. PesynbTat NpoBepkun coeaunHeHusa ¢ cepeepom no HTTPS

Onsa Toro, utob6bbl cepsep IIS noaaepxuBan ABYCTOPOHHIOKW ayTeHTudukauuw ¢ 6paysepom
NoJsib30BaTeNs, HY>XHO BbICTaBUTb B NapameTpax IIS cooTBeTcTBYIOWME TpeboBaHuA. Ina 3Toro B iucnetuepe
cnyx 6 IIS Bbigenute Beb-y3en no-ymondaHuio (Default Web Site) n BbibepuTe B OTKpbIBLIEMCA MEHIO

MapameTpbl SSL (SS

L settings).

w [@ » USER-PC » Sites » Defoult WebSite » & = @ -
File View Help
—— e Default Web Site Home _ e
2 | B Explore =
K= X y
-85 USER-PC (user-PCluser Fiter - B0 - Gyshowal | Group by Edit Permissions...
£} Application Pools = "
. Edit Site
a8 Sites x J— ~ o T
L/ Default Web Site| &% @ - (] & F e
e L] ; = Basic Settings...
Authentic.. Compression Default  Directory  ErrorPages  Handler
Deocument  Browsing Mappings View Applications
- . - View Virtual Directories
- I I ——
= L= A Manage Web Site o~
HTTP logging MIMETypes Modules  Output  Request ”
Respon... Caching  Filtering Co b= |
P Start =
£ |lm

& Stop
S5L Settings Browse Web Site
Browse ™80 (http)

=
Tt 8] Browse ™43 (https)
Advanced Settings...
- Configure
Configurat...
Editer L4 Limits..
T || @ Help

[ Features View |72 Content View Online Help i
= 8.

PucyHok 98. HacTpoiika AByCTOpOHHEeW ayTeHTUdUKaLum

B napameTpax SSL npocrasbTe dnaxok «Tpebosatb SSL» (Require SSL) n ykaxute ansa ceptudmnkaTos

KnueHTa «TpeboBaTb» (Require).
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Qﬂ Internet Information Services (IIS) Manager

@\J [€@ + USER-PC » Sites » Default WebSite »
File View Help

MCNoJsib30BaHUIO

Connections - .
-~ 9 SSL Settings
493 USER-PC (user-PChuser)

- o This page lets you modify the S5 settings for the content of a Web site
= b’ Application Pools or application.
4 -[@] Sites

B V|
../ Default Web Site 2 ReguireSSL_

Client certificates:
Ignore
Accept

@ Require

Configuration: 'lecalhost' applicationHost.config, <location path="Default Web Site"> 9

PucyHok 99. Napametpbl SSL ansi ABYCTOpPOHHe ayTeHTUdUKaLm

Mocne aToro Haxmute <«lpumeHuTb» (Apply) Ana coxpaHeHus uM3MeHeHWI M nepes3anycrtute IIS
OMMUCaHHbLIM BbiWe cnocobom.

4.5. YcraHoBKa IMYHOro cepmdmKaTta Mnosib3oBaTess

Ons ycnewHon paboTbl Nonb30BaTeNs C CEpBepoOM Mo npotokoay TLS, Heo6xoaumo:

1. YcraHoBUTbHa KOoMnbloTep Nnonb3oBatena Kpuntollpo CSP
BbINyCcTUTb ANYHbBIN ce pTUdUKAT NO/Ib30BaTENSA, €C/IN OH He ObiN BbINYLLEH paHee U yCTaHOBUTbL 70 B
XpaHuauwe JInyHoe TeKYLWEero no/ib30BaTe/a AU Ha HOCUTE1b APYroro TMNa, AOCTYMNHbIN 41n
CUMTbIBAHMUA HA KOMMbIOTEPE NONb30BaTeNA
3. BbINONHMTL NPOBEPKY CBA3U C CEPBEPOM
Mcnonb3ysa ycTaHoBOYHbLIM daiin CSPSetup.exe ycraHoBute Kpuntollpo CSP Ha KoMnbloTeEp
nonb3oBaTens.

Ons pelweHus TeKyllel 3ahaun [OO0CTAaTOUYHO TMPUHATb MPU  YCTAaHOBKE MapaMeTphl,
peKOMeHAYeMbIE MO YMOMYAHUIO.

CepTudUKAT MNONb30BATENA MOXHO

NoNydnTb 4Yepe3 UeHTp cepTudukaumm
https://www.cryptopro.ru/certsrv/

KpunTtollpo

Ha nepBoi cTpaHuue LeHTpa cepTudukaumm eoibepute «ChopMnMpoBaTh KHOUM M OTNPaBUTb 3aMpocC Ha
cepTudmkar.
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KPUNTO Tecrosuiit LeHTp cepTudukaumm
P

Enalish version

BHHMaHHe.

LlenuTp cepTudmKayMKu UCNONb2YeT KpunTonpoeaingep Kpuntollpo CSP sepcuu 3.6.
Monb30BaTeNM C YCTAHOBNEHHbIM KpUNTonpoBaiaepoM Kpuntolpo CSP Bepcum 1.1 He cMoTyT nposepuTb UM uenTpa.
KpunTonposahgep MOXHO NONY4YWTs 30eck.

LleHTp peanvsoBaH Ha ocHoBe cny#Obl cepTUdMKaLMKY, BXOAALLEA B COCTaB OMepauMoHHoi cucTeMsl Windows Server 2003,

LieHTp NpeaHazHaded TOALKO ANA Uenel TEeCTMPOBaHWA KpUNTonposaiaepa KpunTtolpo CSP ¥ He A0M¥EeH MCNONL30BaTECA ANA APYTWMX LEneq.
BOCNONb30BaTbhCA YCAYIraMu AeACTBYHLWEro ¥10CToBEpAWEro yeHtpa 000 "Kpunrto-Tipo"mMoxHo obpatMBlIMCch Nno agpecy
info@cryptopro.ru unu no tenedouny +7 (495) 780 4820.

Bil MOMETE UCMONL30BATE TECTOBLIA LI@HTP ANA TOro YTobsl NonyuuTe UMb PoBoi cepTUdMKaT OTKPEITOrO KIOYa ANA PasNMUHLIX MPUIOKEHUE.

C moMowsH undpoeoro cepTudukaTa Bul cMoxeTe obecneunTs LEnoCTHOCTE, agTOPCTBO M KOHDWAEHUMaNLHOCTE NepegasaeMoit B CeTH
MHEOPMaLMH.

0nsA nonyueHWA UMb poBoro cepTuduKaTa Bel fonxHel OyneTe chopMUPOEaTh aKPLITsIA 1 OTKDBITEIA KAKYM W BEECTV A3HHBIE, KOTOPEIE
MCTIONE2YHTCA ANA CEASLIEAHWA OTKDLITOMO KMUYa W Bnagensua cepTudMxaTa.

MNoapobHee o UMDPOBEIX CEPTUDMKATAX MOKHO YEHATE 300k,

BhIGepHTE NYHKT W3 MEHHD W HAXMUTE KHonky "[lansiwe”

® CohopmyposaTe KMIOUKM U OTTIPEENTE 2anpoc Ha cepTUdMUEaT
(0] Mony4nTs CEPTUCIMKAT ¥ NOCTOBEPAMLIEro LIEHTPa MK AefCTEYIOWMIA CMCOK 0TO3BaHHLIX CEPTUMMWKATOR
o] MpoEepUTE HENMUKE BRINYLEHHOTD CepTU@MKaTa
Ha rnaewnyw cTpaHuuy Hansiwe === l

PucyHok 100. 3anpoc ceptudukata nonb3oBatesia Ha TecToBoM L|C

Oanee cneayet BblI6paTh ccbliKy «Co34aTh M BblAaTh 3aMpocC K 3ToMy LIC»

Microsoft Criyxba ceprwhuesupin Active Direciory — Test Center CRYPTO-PRO

Pacwup 1A 3aNpoc cepTUdIMKaTa

MNonuTkga LIC onpenenAeT THNE! CEPTUCMKATOE, KOTOPHIE Bl MOKETE 3anpallMEaTs. BoiOepuTe HyxHOe geficTane:
C03aTs M BELNATE 38NDOC K 3TOMY LIC.

PucyHok 101. PacwuMpeHHbl 3anpoc ceptudukarta

B dopMe co3pgaHus 3anpoca ob6a3aTeslbHO 3aN0/HUTE Ceaylwmne napamMeTpbl: UMS NoJIb30BaTeNs, B
KauyecTBe Tuna cepTudukaTa yKa>kurte ceptudukaT npoBepKn NOANMHHOCTU KneHTa, Boibepute CSP: Crypto-Pro
GOST R 34.10-2001 Cryptographic Service Provider, npn Heo6x0a4MMOCTU AaIbHENWNX MAHUNYISALUNA C KITIOYOM
nocraebTe Glax oK «[lOMeTUTb KU KaK 3KCNOPTUPYEMbIi». HaXX MUTe KHOMNKY «BblaaTb».
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Microsoft Cmyekbul ceprugmrauun Active Directory - Test Center CRYPTO-PRO

PacwupeHHbIN 3anpoc cepTudukaTa

HoenTndmunpyommue ceeqeHun:

AmaA: Test user

SNeKTPOHHAR NoYTa:

OpraHn3auma:
MoapasgensHue:
lopog:

ObnacTte, wrar:

CrpaHa, permon: RU

Type of Certificate Needed:

CepTndMKkar NpoBepKH NOANMHHOCTH KNUEHTE ¥

MNapameTpsl knto4a:

@ CoapaTk Hosblil Habop knodeilt () Menonbaosats cywecTteyowwil Habop knoyeil
CSP: Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider -
Mcnoneaosanue knioveii: ) Exchange O MMognuce @ OBa

MuHnmsaneHun:512

pa“aMep kmioua: 512 MakcHMansHER:512

{CTEHABPTHEE pasMERH kMouel: 512 )

@ ABTOMaTMYeCKoe UMA KoHTelHepa kntoya () 334aHHoe Nonb3aoBarenem UMA KoHTelHepa Knova
MoMETHTE KNKY KaK 3KCNOPTUPYEMBbIi

[T BrntoumTs youneHHy 3aLLUTY 38KPLITOrD KNKOYA
[OononHuTensHele napameTphl:
®opmar zanpoca: @ CMC @ PKCS10

Anroputm xewmposanua: TOCT P 34.11-94 -
Mecnonsayemes monsko 6na nodnucaHus 3anpoca.

[7] Coxpanuts 3anpoc

ATpubyThI: -

4 2

MouATHoE UMA: Test User

PucyHok 102. NMapameTpbl 3anpoca ceptudukarta nosib3oBarens

Mocne cpabaTbiBaHMA 6uonornyeckoro gatumka Kpuntollpo CSP npepnaraeTt 3ajaTb naponib AN
Cco34aBaeMOro KOHTeNHepa. 3aTeM HYXXHO YCTaHOBUTb BblAaHHbIA cepTudmkar.

Ha OTKpbIBLIENCS CTPaHULEe HAaXMUTE CCbUIKY «YCTaHOBUTb 3TOT cepTudmkaT».
& Cnyx6ul ceptndmkaumm Active Directory (Microsoft) - Windows Internet Explorer E@

@Q - |'°" hitps://www.cryptopro.ru/certsrv/certfnsh.asp - g |&1| X | ‘ b Bing o -

¢ Favorites @ Coyaier cepruduicanpn Active Directory (Micros...

Mieroseft Criywi cepTuchukalun Active Directory — Test Center CRYPTO-PRO

CepTHIpHKaT BhlJaH

3anpoWweHHLIN BaMN cepTUGNKAT GbiN B3M BLIZEH.
YCT3HOBWTH 3TOT CEOTMDHKAT

[ CoxpanuTs oTeeT

PucyHok 103. YcTaHOBKa ceptupmkarta B XpaHunuuie
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Mpu ycTaHoBke cepTudMKaTa B XpaHUNuLLE TeKyllero nosjib3oBaTesna 3anpalineaeTca naponb Ans
KOHTelHepa. MNocne BBoAa Naposs cepTudMKaT yCTaHOBNEH.

MpoBepuTb HannMume cepTudmrkKaTta B XxpaHunuuie JIMuHoe TeKywero Nofb30BaTeNs MOXHO C MOMOL bIO
ocHacTkn «CepTudukaTbl».

& Cepmdmkatel EI@

P File Action View Window Help - |&
ez 2B LI XE I HE
~| KopeHe konconu “ || Issued To Issued By

a [EJ Ceprudmiare: - Texyumi nonb3ce Test Center CRYPTO-PRO
4 | Personal
a || Registry
| Certificates
- || Trusted Root Certification Auth
. || Enterprise Trust
- || Intermediate Certification Auth
» || Active Directory User Object
» [ ] Trusted Publishers
o [] Untrusted Certificates
: || Third-Party Root Certification £
» || Trusted People

m

. || Certificate Enrollment Requests
|| Smart Card Trusted Roots

a [ Ceprudukarsl (nokansHbIi KoMME
. || Personal

4 [ Trusted Ront Certification Atk ™~
4| m 3 4| m k

Registry store contains 1 certificate.

PucyHok 104. NpoBepka Hanunuusa ceptucdmkata nosib3oBaTtesis B XpaHuUnuLie

CepTudukaT NnoNb3oBaTeNs B COCTaBe KOHTeMHepa 3aKpbITOro K/4Ya Takxe MoXeT 6biTb COXpaHEH Ha
pas/siMyHbIX TUMNAX HOCUTENEN.
4.6. TlpoBepka ABYCTOPOHHEN ayTeHTUdUKaLUMM KIIMEHT-cepBep
[Nns NnpoBepKn coeANHEHUS C CEPBEPOM MO NMPOTOKONY TLS HyXXHO 3ainTn yepe3 6pay3ep Ha CTpaHuuy
cepBepa https:/<domainname>//, rae <domainname> - nMsl JOMeHa cepBepa.

Ecnn HacTpolika coeaMHEHNS BbINOJIHEHA NPaBUJIbHO, TO MPU Nepexoae Ha CTpaHuLy oTKpoeTcs aAnanor
C BblIboOpoM cepTudmnkaTa.

-

BezonacHocte Windows

=

MoaTeepxaeHre cepTudrkaTa

MogreepanTe 3107 ceprmdmkar, Haxas kHonky "OK". Ecan 31o
HEMpaBKALHEIA cepTudinkat, HaxkmuTe kHonky "Otmena’,

(=] test

| Wzpatens: Test Center CRYPTO-PRO
Jeictentenen ¢ 09.12.2013 no 04.1...

\

[Npocmorpets ceoiicTBEa CEPTUDMNK,. .

[ ok || Omena

PucyHok 105. Bbi6op ceptucdpukara

Mocne Bbibopa cepTudukatTa 6yaeT 3anpolleH Naposib K KOHTeNHepy cepTuduKaTa nonb3oBaTens.
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g Kpwnrollpo CSP @
. 0:09:45
(2)=m BEEAWTE NapoNb ANA KOHTEeAHepa
GEDd e-7208962f-26c4-4228-bfac-abc48fa454a0"
=
EM

Mapons:

3aMNoMHUTE Naponb

PucyHok 106. BBoa naponsi KOHTEMHEpPaA 3aKpbITOro Kjrua

lMpwn BBOAE NpaBUIbHOIO NapoJid MONb30BaTENO OTKPbIBAETCA AOCTYN K ca17|Ty.

MpumeyaHue. MNMpu nonyvyeHun ceptudurkata nonb3osaTens HeobxoammMo ybeauTbCcs B TOM, 4TO
nose «YnydlweHHbIW KA4Y» COAEPXWUT 3HadeHue «[lpoBepka MOAJIMHHOCTU KAMEHTa
(1.3.6.1.5.5.7.3.2)», a none <«Wcnonb3oBaHue KO4Ya» - 3HadeHus <«Lndposas noanuce,
HeoTpekaemocTs, LUnd posaHue knoven, LLndposaHme aaHHbIX (fO)». B cnydae oTCyTCTBUSA OAHOTO
M3 3TUX 3HAUYEHUN B YKa3aHHbIX MOJIAX ABYCTOPOHHASA ayTeHTUDMKALNA «KITIMEHT -CEpPBEP>» MOXET
6bITb HEBO3MOXHA.
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5. OnvcaHve 1Crnosib30BaHMs, HAaCTPOEK M yrpaBeHns Kodamm Ha cepeepe ISA/TMG

5.1. Pa3MelleHne ceptuduKaTa ayTeHTUbUKaLUMM cepeepa Ha cepeepe ISA/TMG

Ha koMnbtoTepe c cepBepoM ISA/TMG cepTudumkaTt ayTeHTUdMKa LUK cepBepa A0/MKEH 6bITb pa3MeLleH B
xpaHunuuwe JiokanbHbi kKoMnbioTep\JIMUHbIE C MNPUBA3KON K K/IOYEBOMY KOHTEWHepy JoKanbHOro
kKoMmnbloTepa. Ceptudmkar LleHTpa cepTudurkaumm, BbigaBliero 3ToT cepTudukaT - B XpaHunmuie JIokanbHbIA
koMmnbloTep\[loBepeHHble KOpHeBble LleHTpbl CepTtudmkauymm (ecm 31oT LIC kopHeBOI) nam JIokanbHbIA
komnbioTep \MpomMmerxkyTouHbie LleHTpbl Ceptudmnkaumm (ecnm 370T LUC NnoguynHEHHBIN. B 3TOM cnyyae Bce
BblllecToAWwMe cepTUPMKaTbl NPOMEXYTOUHbIX LIC n KopHeBOl cepTudmkaT AOMKHbI 6bITb YCTaHOBNEHbI B
COOTBETCTBYOLW ME XPaHUIMLLL A SIOKaIbHOr0 KOMMNbloTepa).

Ecnn kno4yeBOM KOHTEWHep, COOTBETCTBYKOLWMIA 3TOMYy cepTudukaTy, pacnoloXXeH B peecTpe
KOMMbloTepa, TO HeobxoaAMMo 406aBUTL NpaBa Ha YTeHUE-3anucb ANs cnyxebHol yuéTtHon 3annucn Network
Service Ha pa3gen peectpa HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Settings\Keys

MpoBepuTb HanMume Heob6xoAMMbIX CEPTUPUKATOB MOXHO C NOMOLW bl ocHacTkm "Ceptudukartbl" -
cneumanbHO HacTpoeHHOW koHconm MMC Windows. [ng 3amnycka KOHCOM HYXHO BbIMONAHUTL Myck =

Mporpammbl = Kpuntollpo = Ceptudukartbl

| lpynoxeHus

g JucneTuep 3aaay

Kpunrollpo C5P 3almMTHHK
Windows

Kpunrollpo PKI F KomaHaHas crpoka
CepTMgMKATEI fl MNaHens
N YNpaeAeHua

¥npaeneHwe H MNpoBoaHMK
NALEH3AMM.

m MNporpammel no
5 YMOAYaHWHD

PucyHok 107. 3anyck koHconu Ceptudmkarbl

Mocne 3anycka OTKPbIBAeTCA KOHCOJIb:
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= CepTuhuKaThl - O
EJ Taiin  deficteme Bug Owkdo  Cnpaexa - | &
\amdl ==Y

| KopeHe koHconu Wma

» ) Ceprudmars: - Texywunii nonssosatens @CemequxaTm - TEKYLLMIA NOABICEATEND
- [EJ CepTudnkatel (NOKaNBHEIR KOMNBHOTER) 3 Ceprudunkars! (nokansrsii komnsroTep)

PucyHok 108. KopeHb koHconun Ceptucgmkartbl

YcraHoBUTE Kypcop Ha cepTudukaTt cepeepa ISA:

5] CepTMduKaThl = B
EP Daiin  Jedicteve  Bug  Oxno  Cnpasxa - [=
o gE 4§ RIXERE HE

“| Kopetb korconn ~ || Komy Ebl,ﬂ,}EH Kem BeiaaH Cpok geAcTENA

a [ Ceptudukatsl - TekyWwnil NoAL3oEaTEN

Test Center CRYPTO-PRO 04.10.2014

a || Muynoe
a4 || Peectp
| Ceptudmkatel
- || [\oBEpEHHEIE KOPHEBEIE LEHTPEI CEF
> || JoeepuTencHele oTHOWEHWA B Npea
» [ MNpomexgyTouHbIE LEHTpEI CEpTHdMI
[ OBbexT nonbscsatens Active Direch
» || JloBepeHHbIe nzgaTenu
» || CepTudMKaTel, K KOTOPEIM HET A0BE
> || CTopoHHWE KOpPHEBBIE LEHTREI CERT
> || Joeepenteie nuua
» || MocTaewpmen cepTudMKaTos NpoBef
» | MSIEHistorylournal
» || 3anpocel 33aABok Ha cepTduKaT
> || JoeepenHeie kopHeskle cepTuduika
» EJ Ceptudmkarsl (NOKabHLIR KOMABIOTER ¥
< > < >

Kpannnuwe Peectp copepant 1 ceptudmkar.

PucyHok 109. XpaHunnuuwe JinduHoe TeKyLiero nosib3oBatens

C ncnonb3oBaHmem pyHKUuuKn «KonnposaTtb», 3aHecnuTe cepTudukart B 6ydep obmeHa.

Mocne 3TOro ycTaHOBMTE Kypcop Ha pa3saene «JInuHble» cepTUdMKATOB SIOKaIbHOTO KOMMbOTEPA U
BbIMOMIHUTE DYHKLUUIO «BCTaBUTL>.

Mocrne ycTaHOBKWM cepTudUKaTa cepBepHOn ayTeHTudukaumm ISA, TakuMm xe ob6pasoM ycTaHoOBUTE
cepTUdUKaT LeHTpa cepTUDUKALNM B XpaHUIULLe «[oBepeHHbIe KOPHEBbIE LLEHTPbI CEPTUPUKALUNS XPaHMIMLLA
I0KanbHOro KOMMblOTEpPaA.

5.2. Pa3MeweHne cepmdmkaTa KIMEHTCKOM ayTeHTUdMKaumm Ha cepsepe ISA/TMG

Ecnn mexpay cepsepoM ISA/TMG 1 KoHeuHbIM Be6-cepBepoM TpebyeTtca wudposaHue Tpaduka no TLS ¢
ayTeHTuduUKaumnen no ceptTuduKaTy KIMEHTA, TO BbiNyCKaeTCa CEPTUPUKAT KIMEHTCKON ayTeHTUdnKaumm. Ha
KoMnbloTepe ¢ cepBepoM ISA/TMG 3ToT cepTudukaT AOMKEH 6biITb pa3MelleH B XpaHunvuie JlokanbHbIA
koMnbiloTep\JIM4HbIEe C NPUBA3KON K KNIOYEBOMY KOHTEWHEPY SloKaslbHOro komnbotoTepa . Ceptudukat LeHTpa

73



XKTAN.00087-01 92 01. Kpuntollpo CSP. MHCTpyKUUS NO UCMNOL30BaHUIO
cepTudmKaumn, BblgaBLIEro 3TOT cepTUdUKAT - B XpaHuauwe JloKasibHbii KoMmrbioTep\[loBepeHHble
KOpHeBble LleHTpbI Ceptndunkaumm (ecim 3TOT LC KOpHeBOW) nunu JIoKanbHbIN
komnbloTep\MpomerkyTouHblie LleHTpbl Ceptudmkaumm (ecim 3707 LIC noguynHEHHBLIN. B 3TOM cnyyae Bce
BblwecTosawme cepTudunkaTbl NpoMexyTouHbix LUC n kopHeBol cepTudmnkaTt AOMKHbI 6bITb YCTAHOBAEHbI B
COOTBETCTBYHOLW ME XpaHUIMLWa NoKanbHOro KoMnbeoTepa).

Ecnn knouyeBOr KOHTelHep, COOTBETCTBYKOLWWA 3TOMy cepTudUMKaTy, pacnosioXXeH B peecTpe
KOMMNblOTepa, To Heob6xoaMmMo 06aBUTb NpaBa Ha YTEHME-3aNNCb AN CnyXebHon yd4éTHou 3anucn Network
Service Ha pa3aen peectpa HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Settings\Keys

5.3. Hactponka coegnHenusi ¢ Web-knneHToMm

lMocne ycraHoBKM cepTUDUKATOB OTKPbIThIX K/loUYen, Heo6X0ANMMO YCTaHOBUTb U HAacTpouTb CnywaTtens
ansa BHewHero IP agpeca cepeepa (IP agpec ceteBoro nHtepdgerica, JOCTYNHONro U3 BHELWWHEN CeTH).

YcraHoBKa M HacTpoirka CnywaTtenen ocyuwecrenseTcs Ha Bkiagke Incoming Web Requests okHa
csonctB ISA cepsepa (PucyHok 110):

B okHe ISA Management yCcTaHOBUTb KypCoOp Ha MMS cepBepa M HaXxaTb NpaByl KHOMKY MbIWW.
B nosBuBLLIEMCA MeHIO BbibpaTb NyHKT Properties.

B okHe cBoncTB cepBepa BbibpaTb 3aknagky Incoming Web Requests.

Bbibepute pexum nHamesmayansHoro Cnywatens ana kaxaoro IP aapeca B none Identification.

MASLOY Properties il |

General I Outgoing 'web Requests
Incoming *#'eb Requests | Ao Discoveny I Performance | BesonacHocTe

— [dentification
£~ Uze the zame liztener configuration for &l 1P addreszes

* Configure listeners individually per IP address

Server | IP Addresz | Digplay N| .ﬁ.uthentic...| Server C... |

pgd.. | Bemove | Edi. |

TCF port: IBEI

S50 port: [443 [~ Enable S5L listeners

— Connechionz

Connection settings: Configure. .. |

[ Ask unauthenticated uzers for identification

0k, I OTreHa [ EHpEHHTE

PucyHok 110. YcTaHOBKa U HacTpoika Cnywarteneu

Job6asbTe HoBOro CnywaTtensa B CNMcok cnywaTtenen ISA cepeepa.

YcTraHoBUTE UMA cepBepa.

YcraHoBuTe BHelWHMN IP-agpec, Ha KoTopbi 6yaeT HacTpoeH CnywaTtensb.

Beeaute ums, c koTopbiM 6yaeT oTobpaxkaTbca AaHHbIM CnywaTesnb B AafibHelweM (ONLNOHabHO).
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Seryer: [MasLOv =l
IP Address: [192.168.68.5 =l
Dizplay Hame: Ipif.niku:uil.ru

[T Use a server cetificate to authenticate to web clients

I Selech.. |

—Authentication
[ Basic with thiz domair;

I Select damain,..

[ Digest with this domair:

I Select damair... |

¥ Integrated

[ Client cerificate [secure channel anly]

(] 8 I Cancel

PucyHok 111. lo6aBneHue Cnywarensi/peaaktupoBaHme cBoucTB Cnywartena(1l)

NS HaCTpOMKM 3alNLLEHHOIO COEAMHEHMUS MO NPOTOKONY TLS C ABYXCTOPOHHEN ayTeHTUdUKaLum
cepBepa ISA Heob6xoauMO:

B okHe pob6asneHua ChnywaTens wuaM B OKHE peAakTMpoBaHWM ceoicte ChywaTtens, yka3aTb Ha
ncrnonb3oBaHMe cepTudmMKaTa cepeepa Npu ayTeHTUdmkaumm ¢ Web-knmeHTom.

1]
Seryer: [MasLOv =l

IP Address: [192.168.68.5

Dizplay Mame: Ipif.niku:uil.ru

¥ Uze a zerver certificate to authenticate to web clients

I Select... |

—Authentication
[ Basic with this damain:

I Select damar... |

[ Digest with this domair:

I Select damain...

¥ Integrated

[ Client cerificate [secure channel anly]

ak I Cancel |

PucyHok 112. lo6aBneHne Cnywartens/peaakrupoBaHme cBoicTB Cnywartens(2)

BbibpaTb cepTudurkaT cepBepa, KOTOPbIN 6yaeT NCnonb3oBaTbCs AN ayTeHTUdnKauum.
HaxaTb KHOMKy Select.
B nosBMBLUEMCS OKHe Bbl6paTb U3 Ccnucka cepTudmnkaT OTKPbLITOro Kfoya cepeepa:
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Select Certificate 7] x|

Select a certificate from the lizt of certificates available on the specified
FEIVER

Certificates:

lzzued To | lzzued By | E spiration Date | Friendly Name |
if, kil i CaTEST WA 24702002

(1] I Cancel

PucyHok 113. Bbi6op cepTumkarta oTKpbITOro KJjlo4vya cepeBepa

YKaszaTb Ha ucnosib3oBaHue ceptudmnkaTta kameHTta (onuymsa Client certificate (secure channel only)).

Server [ MasLOy =]
IP Address: [192.168.68.5 |
Dizplay Mame: Ipif.niku:uil.ru

v Usze a server certificate to authenticate to web clients

Ipif.nikuil.ru Select... |

—Authentication
[ Basic with this domain:

I Selest domar.. |

[ Digest with this domair;

I Select domair...

W Integrated

Iv iClient certificate [secure channel only}

(1] I Cancel

PucyHok 114. lo6aBneHne Cnywarensi/peaaktmpoBaHume cBoucTB Cnywartensa(3)

Mocne ycraHoBkM cepTudukata (cepTuduKaToB) OTKPbLITbIX KIOYEN, HEOBXOAMMO YCTAaHOBUTbL W
HactpouTb CnywaTtensa (Web listener) ana sHewHero IP agpeca cepsepa (IP agpec ceteBoro nHtepdeinca,
LOCTYMHOIrO U3 BHELWHEWN CETK).

YcraHoBKa u HacTporika CrywaTtenein ocywecTBnseTcs No AOKyMeHTaummn Ha ISA cepeep.

B okHe no6aBneHus CnywaTens UM B OKHe peaakTupoBaHuu ceocTe CyliaTens Heo6xXxoAMMO yKasaThb
Ha Mcnonb3oBaHUe cepTudUKaTa cepBepa Npu ayTeHTubukaumnm c Web-knmeHToM 1 Bbi6paTh HAaCTPOEHHbI B M.
3.5. cepTudmrKaT cepBepa, KOTopblit 6yaeT MCNob30BaTbCA AN ayTeHTUdDUKaUnn.

[na HacTpOMKM 3alLULLLEHHOr0 COeAUHEHMS MO NPOTOKOY TLS C ABYXCTOPOHHEN ayTeHTudunKaLumnemn
Heo6X0ANMMO AOMOMHUTENBHO YKa3aTb Ha TpeboBaHMe cepTudMKaTa KINEHTA.
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5.4. TNyb6bnukauysa Web-cepeepa B cetm VHTEpHET

B >ToM pa3gene paccmaTpuBaeTca nopsaok aeucrteuii npu  onybnmkosaHum Web-cepsepa,
pacrnoJsioXXeHHOro BO BHyTpeHHen ceTu. MNpun 3ToM coeanHeHumne cepeepa ISAn Web-cepeepa 6yaet yctraHoBneHo
no npoTtokosny SSL.

Ons ny6bnmkaunm Web-cepBepa BO BHELWHIOW CeTb HEO6X0ANMO:

1. MonyunTb M yCTaHOBUTb Ha Nyb6nnkyeMbii Web-cepBep cepTUdMKAT OTKPLITOro Ko4a, KOTOpbIi
6yneT UCNoNb30BaTbCa AN CEPBEPHOI ayTeHTUdDMKaUUN.

TpeboBaHUA K cepTUdUKaTY:

e Umsa ceptudpukata (Common name) AO/DKHO coBnagaTb C AOMeHHbIM uMeHeM Web-cepsepa,
yKasbiBAaeMOro 415 peampekTa NnocTynarwmx 3anpocos (Bkiagka Action okHa CBOMCTB npasBuna
Web nybnukauwnn);

e (Ob6nacrb MCNonb3oBaHMA KOYa AO/MKHa coaepXaTb «AyTeHTudukaymsa Cepeepa>.

2. YcraHoBuTb cepTudmkaT kopHesoro LIC B Lenoyke cepTudmnkatos Web-cepBepa Ha cepsepe ISA, B
XpaHunuuie JlokanbHbli koMnbloTep \[loBepeHHble KOopHeBble LleHTpbl CepTudukaumn.

3. HactpouTb Web-cepBep Ans noanepxku SSL coeanHeHus.

Hacrporika Web-cepBepa nponsBoanTCcs B COOTBETCTBUN C AOKYMEHTaLMen cooTBeTcreytowero Web -
cepBepa.

4. Co3paTb M HacTpouTb NpaBunia nybnMkaumm Ha cepeepe ISA.

B okHe ISA Management ycraHoBuTb Kypcop Ha Web Publishing Rules, Haxoaswuica B rpynne
Publishing

HaxxaTb NpaBylo KHOMKY MbIlM U B NOSBMBLUEMCS MEHIO BbiIGpaTb nocineaosaTensHo New un Rule
B oTKpbIBWEMCA OKHE, C MOoMoLblo MacTepa co3agaHus Mpasuna Web nybnvkauum, cosgaTb NpaBuio.
BeecTun umMs nyb6amkaummn (NpounsBosibHOE UMS) U HaxaTb «[Janee»

New Web Publishing Rule Wizard x|

Welcome to the New VWeb
Publishing Rule Wizard

Thiz wizard helps pou create a new wieb publishing rule.
Web publishing rules map incoming requests to the
appropriate \Web servers.

Mate: Be sure to create new policy elements required by the
fule before you uze thig wizard.

Wweb publishing rule name:

Ipif.niku:uil.ru

To continue, click Mext.

< Hazan, I Hanee » I OrraeHa |

PucyHok 115. OkHo MacTepa cospanus NMpaswna Web

B okHe Destination Sets octraBuTb 3HaueHue, npegnaraeMmoe nNo ymondaHuio (Niobble HasHavYeHns) n
HaXxaTb «[lanee».
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]

Destination Sets
Select the destinations to which thiz rule applies.

Apply this rule to;

< Hazan I Nanee » I OrrieHa |

PucyHok 116. OKHO YCTAaHOBKW Ha3Ha4YeHus

DTOl YyCTaHOBKOW onpeaenseTcs, UTo AaHHOe npaBuno nybnnkauuun (pakTtnyeckn peampekrt) byaeTt
npumMeHATbCA ko BceM Web-3anpocam, npoweawmm yepes CnywaTtenei, BHe 3aBUCMMOCTU OT TOro, Kakoi pecypc

N3 BHYTPEHHEI ceTu oHM 3anpocunn. B cnyyae ny6nmnkaumm Heckonbknx Web -ce ppepos, Heo6x0aMMo co3aaTh U
NPpUMEHATb B MpaBuiax Nyb6aMKaumnm HasHauyeHus.

B okHe Client Type octraBuTb 3HauyeHue, npegsiaraemoe no ymondaHuo (Nobble 3anpockl) U HaxaTb
«[anee»

MNew Web Publishing Rule Wizard x|
Client Type
You can specify client type by uzer name, group name, or IP address.

Apply the rule to requests from;

" 5pecific computers [client address sets)

{ Specific uzers and groups

{ Hazan I Danee » I OTreHa

PucyHok 117. OKHO TMNa KJiMeHTa

B 3TOM OKHe Mbl yKa3biBaeM, YTO NpaBu/Io NpUMeHsieTcs Ko BceM Web-3anpocaM, BHE 3aBUCMMOCTH OT
TOro K/MeHTa, KTo copMMpoBas 3anpoc.

B okHe Rule Action BhibpaTb peanpekT 3anpocos Bo BHyTpeHHUn Web-cepBep (Redirect the request
to this ... )

BBecTu gomMeHHOe UMsA Nyb6ankyemoro Web-cepBepa v HaxaTb «[anee».
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New Web Publishing Rule Wizard x|

Rule Action
Specifty how pou want thiz rule to regspond to requests from clients.

Responze to client requests:

£~ Dizcard the request

{+ Redirect the request ta this intermal Web server [name or IP address):

Iefu:u.niku:uil.rd Browse... |

r Send the oniginal hozst header to the publizhing zerver instead of the actual
one [zpecified above].

T

Connect to thiz port when bridging request az HTTF: a
Connect ta this port when bridging request as S50 443

Connect ta this port when bridging request az FTP: 21

W

< Hazan I Nanee » I OrrieHa |

PucyHok 118. OkHO BBOAA AOMEHHOIO0 UMEHM

YcraHOBMB NpaBuo peanpekTa Takmm obpasom, Bce 3anpochl, npuweawue kK Cnywatento Ha 80 nopT,
6ynyt peaupektupoBatbca Ha 80 nopt Web-cepeepa. Toxe camoe 6yaeT mpoucxoAuTb C 3anpocamu,
NOCTYNUBLWIWMKU Ha 443 nopT (N0 NpoTokosy TLS).

3aBepwunTb paboTy Macrepa, HaxaB «[0TOBO>.

B cnucke npasun Web-ny6amMkaummM nosiBUTCA HOBasi CTpOKa, COOTBETCTBYOLWAA CO34aHHOMY HaMu
npasuny.

SA Management 10| =l

J,g,eﬁ::Tsme EMa |J¢.-’|||@ ‘
CTRYKTYRE I Crder | Tarme | Diescripkion | Action | Applies ko | Destination |
 Inkernet Security and Acceleration Server 4| @ 1 pif .nikail .ru Route...  Any request &l destinations
=8y Servers and Arrays Bhrast  Default rule Derry Any request All destinations
B4 MasLov
- Monikaring

Cornpuker
[+ 2 Access Policy
=) Publishing

----- 5] wehb Publishing Rules

------ [C Server Publishing Rules
----- ([ Bandwidth Rules

[+ Policy Elements

[+ Cache Configuration

- Manitoring Configuration LI

PucyHok 119. Cnucok npasun Web-ny6nukauum
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6. OnucaHve 1Cnosib30BaHUS, HAacTpPOeK U yrnpasneHus kitodamMn B Kpurmrolpo Winlogon

Ona peanusauunm nepBoOHAa4vYaNbHON ayTeHTUdUKaLUUKM nonb3oBaTens npoTtokona Kerberos V5 no
cepTudukaTy M KIH0YEBOMY HOCUTENIO, BbiNYLW EHHbIMU B cOOTBETCTBUM C anroputmamm FOCT P 34.10-2001
unn FTOCT P 34.10-2012 cucnosb3oBaHueM ceptudnumnposaHHoro CK3U Kpuntolpo CSP HyXHO BbINOJHUTb
cneaylouwme AencTBus:

1. YcTraHOBWUTb M HaACTpOUTb KOHTpossep AoMeHa Ha cepsepe (Active Directory Domain Services

HacTpavBaeTCs COrflacHoO CTaHAapTHOM AOoKyMeHTauun Windows).

2. YcraHoBuTb CK3UN Kpuntollpo CSP Ha cepBep, Ha KOTOPOM pa3BopaymBaeTCsa KOHTPOS/Iep AOMEHa, Ha
cepsep LleHTpa ceptudukaunm (B cnydae, ecnm cnyxba LIC pacnonaraercsa Ha oTAeNbHOM cepBepe) u
Ha KOMMNbIOTEpPbI NO/b30BaTENEN AOMEHA.

YcraHoBUTbL M HacTpouTb cnyx by ceptudumkaumm Active Directory (LIC).
BbinycTuTb cepTMduKaT KOHTpOAJepa AOMEHA.

BbinycTnTb cepTudmnkat AreHta permcrpaumnm.

BbInyCcTUTb CMapT-KapTy NoJb30BaTend JOMEHA.

ousw

Ona pa6oTtel KpunTtollpo Winlogon Heo6xoanma cneumaneHas My eHsns (419 cepeepa 1M knaneHTckoro MK).
OTa NMueH3us MoxXeT BxoauTb B nnueH3suio Kpuntollpo CSP, unu BbiaaBaTbCs oTAebHO. BBecTn cepuiiHbin
HOMEP JINL,EH3UN MOXHO C MOMOL b0 YTUINTLI YNpasneHune nuyeHsmamm Kpuntolpo PKI (noapobHee cM. CCbinKy
Ha pa3ges B UHCTPYKLUUK).

6.1. YcraHoBKa 1 HacTponka cnyx6bl ceptmdumkaumm Active Directory (LIC)

CeptudunkaTbl KOHTpO/s/lepa AOMEHa W NOJib30BaTeNeld AOMeHa 3anpalMBalOTCA 4Yepe3 OCHaCTKy
Ceptudmkartbl Ha cepBepe, Ha kKoTopoM HactpoeH LIC NMpepnpuatna (Enterprise CA) nnm yepes Beb-
mHTepdelic Lientpa Ceptudpmkaumm navuoM, MWMeWMM NpasBo BbiNnycka cepTudukaTos. [Hdanee
paccMmaTpuBaeTcsa BapuaHT pa3sepTbiBaHuA LIC Ha cepBepe.

MNepepn yctaHoBkoW 1 HacTponkon LIC Mpeanpusatus Ha cepeepe fosmkeH 6biTb ycTaHoBneH Kpunrollpo

CSP, Takxe notpebytoTca npasa rpynnsl AamMmHucTpaTopbl Mpeanpuatua (Enterprise Administrators).
Ons ycraHoBku LIC Mpeanpusatmsa Hy>XHO Ao6aBuTb poJsib LleHTpa cepTudukaymu.

[ns 3TOoro B AgMcneTyepe cepBepoOB HYXHO BbibpaTh [lo6aBUTb POJSIN U KOMIMOHEHTDI.
Ha ware Bbibopa ponu cepeepa Heo6xoanMMo oTMeTUTL Cnyx6bl cepTtudmnkaroB Active Directory.

[ MacTep A0BaBneHVa PONer M KOMMOHEHTOB = | = -
= - " N . KOHEYHsIA CEPEER
Buibop ponen cepsepa DCttestioc
Mepeg Hauanom paBors BribepuTe ogHy VAW HECKONBKO PONel ANA YCTEHOEKM Ha 3TOM CEPEEPE.
Ponwm Onucanune
Buibop c2peepa ~ CnyxBel ceptudukatos Active

Bep (¥cTaHosneHD ANA COSAAHUA LUEHTPOE
KOMMOHEHTE [] Hyper-v CEPTHHMKALIAN U CER3aHHBIX Cnyxb
[ Be-cepsep (IS) ponei M MOIECAANT BLIAEATE
- ) . CEPTMEMKATEI ANA MHOXECTED
v| JomenHoe cnyxdn Active Directory (Ycranosnen NPHNCHKEHWI 1 YIPABNATE 3THMM
cepTrdMKaTamMu.

[] Cepeep npunoseruii

[ Cnysbl Active Directory obneruensoro acctyna ¥
[ Cayx6s Windows Server Update Services

[ Caysbiei akrusaumm KOpnopaTMEHLIX AULEH3NI
[] Cayx6ol nesat v A0KyMEHTOB

[ Cysbi nonmmmkm cetv v goctyna

[ Cnyxbel pazseptsisatmns Windows

O

[ Caysbl yaanesksix paboumnx ctonos

— S - L¥

< n >

| < Hazag || lanee = | VeTaHOBWUTE Ommena

PucyHok 120. lo6aBneHune ponu L|C

Mpn aTom pobaenawTCca Heo6X0AMMblE KOMAIOHEHTbI:
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Ponwn cepeepa

cepeepe. IEHWA LEHTPOE

4 Cpeactea cnyx6 ceprudmkawn Active Directory
KaTamu,
[Cpeactea] CpeacTea ynpaEneHUA LEHTPa CEpTUdUKaL]

<| ]

BntounTh CpeacTEa YNpasneHus (ECTM NPUMEHMO)

‘,ﬂ,o&aam KOMIMOHEHTSI ‘ ‘ Ommexa ‘

4 CpeacTea aiMWHUCTEMPOBaHWMA ponei KaThl AN8 MHOXECTER
EHUA 1 YTIPEBNATE STUMK

& MacTep a06aBAEHMA PONERA 1 KOMMNOHEHTOB = | B 22
ar % KOHEYHLIA CEPBER
Bbibop ponei ¢ BC sstloc
X
[06aBWTb KOMNOHEHTLI, HeobxoanmMble Ana CnyxbBbl
ceptmomkatos Active Directory?
e
JlnR ynpaEneHnA 3TMM KOMMNOHEHTOM TpeGYHOTCA CAEAYIOWME cepradukatos Active
CpeacCTES. OAHEKD WX HE HY#HO YCTAHAENWMEATE H3 OOHOM W TOM X2 h (AD CS) npeaHasHaueHs!

KAl W CEA3aHHBIX CRyxE
4 CpeacTea yAaneHHOTO AMMHUCTPUPOBaHKA CepESpa NOSE0AAKT BBIABEATE

| < Hazag | | Janee > | |YcraHoBuTb| | Ommena

PucyHok 121. flo6aBneHne KOMNOHEHTOB Anfa ponu LIC

[Janee npuHuMalTCA N0 yMONYAaHUIO KOMNOHEHTbLI N Ha CcejyloueMm ware BbI6MpaeTC9~| cny>|<6a pOHEﬁ

LleHTp cepTudmnkaumn.

Buibop cnyx6 ponei

Mepes Hadanom padoTel

KOHEHHsINA CEPSER

BriGepuTe cnyxGel poneid gna ycraHoeku ana CyxBel ceptudunkatos Active Directory.

TN yCTaHOBKW Crnyx6e ponei Onucanne

Brifop cepespa
P oepEspR Llentp ceprndukayan (LIC)

Ponaw cepespa

KomMnoHeHTs!

CnyxBa cepTudukalyim A... [ Ceresoii oteeTumk

MNoateepxaeHe

MCNONB3YETCA ANA BRIMYCKa
[] BeB-caywba noauTMK pErMCTPaLMM CEPTUGMKATOS ¢ wynp

Rl

oBpasyroT MHbpacTpyxTypy
OTKPBITHIX KNHOHEH.
[] CnyxBa perncTpaumm B UeHTPE CEPTUMKALMM Uepe

[] CnyxBa perncrpaumm Ha CETEBbIXN YCTPOIRCTEAX

MK,

[ BeB-cayxba perncrpaumi cepTudmKaTos Heckoneko ofwegunentuix LIC

D{C1testloc

| ¥coraHoBWTb | | Omuera

PucyHok 122, Bbi6op cny»x«6bl ponu LIC

Ha ware MNMoaTBep>xaeHue rnocsie rnpocMoTpa Bbl6paHHbIX Ana YyCTaHOBKWM KOMMOHEHTOB Ha>XMuUtTe

KHOMKY YCTaHOBUTD.
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i MacTep A0baBneHWA poNeid N KOMNOHEHTOB = || = -
KOHEYHSIA CEPEER
|_|O,£LTB€ pPKAEHNE YCTAaHOBKK KOMIMOHEHTOB DC1 test loc
Mapeg Hauanom pabate Yrobkl yCTaHOBMTE Ha EBIDpaHHOM CepEEpe Cieayrowme poni, Cnyxbbl poNei MK KOMIOHEHTHI,

HEXMUTE KHONKy "YcTanosuTe".

Tun y

SHOBKK

ABETOMaETHMUECKWIA NEPE3aNYCK KOHEYHOTO Cepeepa, ecnu Tpebyerca
Brifop cepeepa O pesany! peEp: peby

Ha 37oit CTPpaHWuLEe MOryT BT OTOapa)KEHbI AONCAHWUTEAEHBIE KOMMOHEHTHI (HEI'IPMMEPI CpeacTed

Fond cep SAMWHWCTPMPOEAHWA), TEK KaK OHW Beinn Enibparsl asTomaTuecky. Ecan Bel He xoTuTe yoraHaenmeats
KOMMOHSHTE 3TH ACNOAHMTENEHBIE KOMMOHEHTB, HAXMUTE kKHONKY "Hasan", yTobBel CHATH MX dAaHKK,
CnyxBa cepribukam A...

Cny#6ul cepTudukaros Active Directory

LenTp cepTudukaumm

CnyxBel poneid
MoaTEEpX ASHKE C
PEACTEE YAANEHHOMNS agMUHUCTPWPOEBaHWA CepeEEpa
CpeacTea agMWHACTPUROBaHWA ponei
Cpeactea cnyxb ceprudukaumn Active Directory

CpeacTea yNpasneHna UEHTPa CEPTUDUKELIMKM

3KCNOpT NapaMETPoE KoHgUrypaumm
¥ka3aTh aNETEPHATUEHBIA MCOAHBIR MyTs

< Hazag llanee > | YeraHoBuTe | | Ommena |

PucyHok 123. MNoaTBEep)xAeHNe YCTaHOBKM KOMMOHeHTOB ponu LIC

[0 OKOHYaHWM YCTaHOBKM KOMMOHEHTOB, Tpebywwmnxca ana ponn LleHTpa cepTuduKaumnm HY>XHO
HaCTPOUTb CNYX6bl cepTUdMKaToB. AN 3Toro HaxMmTe «HacTtpouTb cnyx6bl cepTudmnkatos Active Directory Ha
KOHEYHOM cepBepe».

[ MacTep AobaBaeHWA poaei N KOMNOHEHTOB = | = -

XO,[L VVCTAHOBKI KOHE4HBIA CEPBER

D<A testloc

MpocmoTp xoAa YCTaHOEKKM

o ¥cTaHoEKa KOMMOHEHTA

Tpebyerca HacTpoiika. Ycranoeka eninontena Ha DC1 testloc

Cnywbel cepruduraros Active Directory
YUroBe HacTpouTe cnysbe ceprudmkaros Active Directory Ha koHeuHom cepeepe, Tpebyrotca

ONONHWUTENBHEBIE EﬁCTEMﬂ.
acTpouTe Ciy#be ceptwdukatos Active Directory Ha KOHEYHOM cepeepe
H YK Active Directary

UenTp ceptndmraiym
CpeacTea yaaneHHoro aAMUHUCTPUPOBAHKUA cepeepa
CpeacTea agMUHUCTPMPOBaHKMA ponei
Cpeactea caywb cepruduuaiym Active Directory
CpeacTea ynpasneHnsa LeHTpa cepTrdrkaumn

3TOT MACTEP MOXHO 33KPLITE, HE MPEpPLIEaR EEINONHADWMECR 33434, HabatogaiTe 3a xogom
ELINONHEHWMA 334344 MM OTKPOIATE 3Ty CTPaHKLY CHOBA, BbIBPAE Ha NAHENW KOMBHA MyHKT
"¥Yeegomnenwa®, a 3atem "Ceegenwa o sagaqe”,

IKCNOPT NapaMeTPOE KOHGUIypaumMu

m
T
=

< Hazap lanee > Omm

PucyHok 124. HacTtpoiika cny»x6bl ceptudpukatos AD Ha KOHEYHOM cepBepe

OTKpoeTCcs MacTep HaCTPOWKN KOHGUrypauum cnyxbbl ceptudukaToB.
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YueTHble AaHHble

¥UeTHble faHHkI2

CnywBel ponei

KOHEYHLIA CEPBEP
DCl.test.loc

YKaxuTe YUETHbIE A3HHbIE 1A HACTPOMKKM Cyx6 poan

UroBel yeTaHOBMTE cnegytowme cayxBel ponu, HeoBxoguMo BeiTe UNSHOM NoKansHoM rpynnsl
"AgpmHucTpatope™

* ABTOHOMHEIA LIEHTP CepTHdMKaLn

* CayeBa perucrpaumu B ueHTpe ceptudukaumm vepes Mnteprer

* Cetesolf oTeeTumK
Y1068 YCTAHOEMTE Ciegyroume cry#Gel ponn, HeobXoAUMO ObiTe WIEHOM TpYMNE!
" AIMMHUCTPETOPE NpeAnpuATAa™:

* UenTp ceptudmrralnmm NpeanpyuatHa

* Beb-cnyxba NOAWTUK PETUCTPELWMK CEPTUGMKETOR

* Beb-cnyxba pervcTpauymy cepTMdMkaTos

*+ Cnysfa perncrpalyii Ha CETEBRIX YCTPORCTEAX

YuetHuole gannHbie: TEST \AgmuHwcrpatop

JlononHuTenbHeie CBEAEHWA O ponax cepeepos AD C5

| < Hazap || Danee > | |Hacrpc:\mb|| Otmena

PucyHok 125. YyeTHblie faHHble cny»6bl ceptudpmkatos AD

YKaXXMTe YyuyeTHble [AaHHble AN HACTpoOMKM M Ha cCreayloleM wWware Bblbepute posib «LeHTp

cepTudmkaymm>».,

Cnyx6bl ponei
YUSTHEIZ L3HHEIZ

BapWaKT YCTRHOBKN

Tun LIC

33KpEITER KK
noposaHe
Ame LC
Cpok AelcTama

Ba32 JaHHEIX CEPTHOMKET...

Noateep# eHua

KOHEYHBIA CEPBEP
DCltestloc

BuiBepute cnykBbl pOU 419 HACTPOKKM

Uentp ceprudukavim

[] Cnyxba permcrpaumm B ueHTpe cepruduxaumn yepes WntepHer
[ Cereroii oteeTumnk

[[] Cay=6a peructpaui Ha ceTeBsIx yoTpoRCTEaxX

[] Beb-cnyxba perncTpaumm cepTudHKaTos

[] Beb-cnyxba NOAMTUK pErucTpaLMi CEPTUDHKETOR

JononHuTenbHele CBEAEHUA 0 ponax cepeepos AD C5

| < Hasag || Janee > | |HaCI'pDI.1Tb|| Omaera

PucyHok 126. Bbi6op cny»6bl ponu ans HacTpokm LIC

HaxmuTe Janee v BbIbepuUTe BapmMaHT yCTAHOBKMU.
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KOHEYHBIA CEPBEP
BapwaHT ycraHoBkm DCLtestloc

YUETHEIE A3HHbIS YkaxkmTe BapuanT ycraHoskm LIC
CywBel poned

UroBbl yNpocTUTE YNpaBneHWe CepTUBMKATaMM, LEHTPE CEPTUOUKALIUK NPSANPUATIAR MOTYT

WCMONL30EaTh AomeHHsle cnyxbel Active Directory (AD DS). Aston UEHTPE cepTUdMKaLmn

HE MCNoNE3YICT AoMerHble cnyxbel Active Directory gna swigaqw cepTudUKaTes AW ynpasneHua
EET oIS N U] M.

ndpoaarne @ LC npeanpustia

Wmg LIC Y1oBbi USHTPB CEPTUDMKALMK NPEANPUATAA MOTAW EbIAGESTL CEPTHOUKETE WK NOANTMKA
cepTUhUKaTa, CHU AOMKHE! BXOAWTE B AOMEH W GbiTk NOAKMOHEHB! K CETU.

Cpok aefcTamna

B333 4aHHEI CERTHOMKAT... ) AsTonomHen LIC

MoaTBepX JeHHe ABTOHOMHBIE LEHTPhI CEPTUDUKALMN MOTYT BbiTh uneHamu paboueil rpynnel nan gomera. Mpw
MCMOML30EAHMM ETOHOMHBIX LEHTROE CepTidHKaLMM gomerHble cayxbel Active Directory
CEeTEE0E NOAKNIOHEHWE HE TPeBYIOTCA,

MNogpobhes © BapUaHTe YCTAHOBKM

| < Hazag || lanee > | |Hacrpc:\mb|| Ommena

PucyHok 127. Bbi6op BapnaHTa yctaHoBku LIC

Ha cneayrowem ware ykaxute tun LIC (KOpHEBOW/MOAYMNHEHHDIN).

KOHEYHLIWA CEPBEP

TM I I_Il(: DCl.test.loc

YUSTHEIZ A3HHbIZ Yraxmre TIn |_||C
CyxBrl poneit

BapWanT YCT2HOBKMN Mpw ycranoexe cayxb ceprudmkaroe Active Directory (AD C5) Bm cO3Aa8TE MM pacLUMpRETE
~ WEpapXuI MHbpacTpykTypel oTKpeimeix knrouei (PKI). Kopresoi LIC pacnonoxed Ha sepinne
MEPEPXUI UHOPACTPYKTYPSI OTKDBITHIX KNHOUSA M BEIA3ET COBCTEEHHEIR CaMO3asepRIoLLMA
JaKpLITEIA KKOY ceptudukar, NMogunHenneid LC nonyyaer ceprudwmkar ot apyroro LIC, pacnonoxeHHoro Eelle B
MEPAPXUN UHOPACTPYKTYPEI OTKPRITEIX KAKOUEH,
LWmdpoaaHme
Mmr LIC @ Kophesoii LIC

Cpox aeficrann KDpHEE‘E:IE LUC HacTpansatoTcA B MEpapXMK WHGPaCTPYKTYPE! OTKPHTLIX KAHOYER NepEbiMy;
HacTpoiika gpyrux LIC moxeT ne notpebosatsca.
B232 AaHHbli CERTHAMKET .

) MogunHerHmA LIC
Ana paboTe noguuHenHex LIC TpeByeTen ycTanosneHHan epapxua MHbpacTpykTypel

OTKPBITLIX KNHOYER; OHW AETOPU3OBaHE! ANA BbIAaYH CEPTHOUMKATOE LEHTPOM CEPTUOUMKALIMM,
PACNoNoXKEeHHBIM BhIWIE B MEPADXAN.

MoaTeepxasHHE

Mogpobree o Tane LIC

| < Hazag | | lanee » | | Hactpoute | | Ommena

PucyHok 128. Bbi6op TMna LIC

Mocne 3TOro Hy>XXHO co3a4aTb 3aKpbIThi ko LC.
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. KOHEYHbII CEPBEP
3a KPbITbIM KIHOY DClitestloc

YUSTHEIZ A3HHEE Ykaxumre tmn 3a KPBITOrO KAH4a
CnywBel ponei

TV Utobei co3AaBaTE CEpTUAUKATE M EBIAABATE WX KIMEHTAM, LIEHTD CEPTUhMKALINN AOMHKEH
BapuaHT yCT3HOBKK P [PEu
MMETD 33KPBITEIA KoY.

Tun LLC

Vb ITHIF KAKOY ®) Cosgats HosIA akpaITEI K04
WLnopozatme Vcnonssyiite 3T0T NapaMeTp, €Ci y BAC HET SaKPLITOND KIKOUA WK BBl XOTHTE CO3AATE HOBLIGA

P h SEKPLITHIF KoY.
Mms LIC

Cpok aeifcTama ) McnonbsosaTs cywecTEyrWMA SakpaITsIf KAHy
Wenonesyilite 37oT napamerp, utofel npu nepeycradoske LIC rapaHTMposate HenpapeIBHOCTs €
Ba32 AaHHbLIX CEPTHRHKAT... pakee Exl W cepTid "

MoareepxAsHWE () BriBpaTs cepTMhWKAT M MCNONES0EETE CBAZAHHBIRA € HUM 3AKPRITHIR Koy
BrifepuTe STOT NapameTp, ECAM Ha 3TOM KOMMNLIOTEPE eCTh CYLIECTEYOWMA cepTugmrkar
MK ECAW Bbl XOTUTE MMNOPTUPOBAT CEPTUHWKAT M MCNONL30BATH CEASAHHBIA C HIAM
SAKPBITHIA KO,
(U BuipaTe CyWeECTEYHOWMIA SAKPRITHIA KAKY Ha STOM KOMMBIOTEpE

BuifepuTe 3TOT NapaMeTp, €CAW Bbl COXPAHWAM 33KPLITHIE KNKOYM U3 Npeabigywel
YCTAHOEKW MAW XOTWTE WCMOAB30BATE 3AKPBITHIA K4 W3 APYTOro MCTOMHMKA,

MNogpothes o sakpLTOM KAOYE

| < Hazap | | Janee > | | Hacrpouts | | Ommena

PucyHok 129. Bbi6op TMNa 3akpbiToro knatouda ana L|C

[Janee BblbepuTe M3 AOCTYMHOrO CNMCKa MoOCTaBlwWuKa ciyx 6 wudpoBaHma n npocrasbTe Ga)xok
«Pa3pewnTb B3anMoaencTBme c agMmHucTpatopomM, ecnm LIC o6pawjaeTcs K 3aKpbITOMY KOUY».
MNpumeyaHune: B HekoTopbix Bepcnax Windows Server gaHHbIN dhnaxok Ha3biBaeTcs «Paspewunts CSP goctyn K
pabouemy ctony». Ecam 37O CBOWCTBO OTK/IHOUEHO, CUCTEMHbIE CAyXObl HE CMOTYT B3aMMOAEWCTBOBATL C Paboumm
CTOJIOM MONIb30BaTENS, KOTOPbIV BOLUEN B CUCTEMY.

KOHEUYHLIWA CEPBEP

ndposanme ana LIC DCltestloc

YUETHEIZ A3HHEIR Ykaxmre NnapaMeTPhbI LIJVICI)pOBaHMH

CnyxBel poned

BapWaHT yCT2HORKM BnifepuTe nocTaswmk cny*0 WwudposaHus: Jnnna knroya:
Tun LC [ Crypto-Pro GOST R 34.10-2012 Strong Cryptographic Service Pr [~ |[ 1024

3aKpEITeIA KoY
BrifepuTe ¥31-anroputi Ans NoAnWcelEaHMA CepTMdMKaToE, Belgasaembix 3Tum LIC:

FOCT P 34.11-2012 512 Gur
Mms LC

Cpok asAcTerA
B232 JaHHeld C2PTHOUKET..

MoateepxacHue
PaspewwTs B3aMMOAeRCTEME € agMUHMCTRpaTopomM, el LIC obpallaeTca K SakphiTomMy Koy,

Mogpobhee o wndposanum

| < Hazag || lanee > | |HaCI'pDI.1Tb || Omaera

PucyHok 130. Bbi6op napameTpoB wucgpposauua ans LLC

Ha cnepyrowem ware 3agaetca nma LIC.
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= KoHdurypauws cnyx6sl ceptudmrkatoe Active Directory =
KOHEYHLIA CEPBEP
l/l MHA LLC DCl.test.loc
YugTHLIE A3HHbIE Yxaxumre mma LIC

CrnywBel pone

BapuWakT ycTaHoBKN Beegute obuyge UMA, onpegenatoles 3ToT ueHTp cepTudukauan (LIC). 31o uma Byaet
_ A0BaBNATLCA BO BCe cepTMdMKaTS, Beigasaemele aanHeM LIC. 3Hauenun cydbdukca
-mLle PasAMUA0WErOCH MMEHM COS43MTCA SGETOMATHUECKM, HO MOTYT BbiTe M3MEHEHEIL
33KPbITRIA EAKOY
O6wee wma gna storo UG

LUndposaHue

test-DC1-CA
Mma LC

Cydmke pasnuuaroLerocs MMeH:
DC=test,DC=loc

Cpok aefcTenA
Ba3a fiaHHbIX CEPTUGMKAT...
MoATBEpXK ASHKE MNpeanpocMoTp PasNMYAMLLENOCA WMEHK:
CN=test-DC1-CA DC=test DC=loc

Mogpobhes ob umenn LIC

a anee HAacTpoOUTE TMEHS
< H > O

PucyHok 131. Beoa o6wero nmenm LIC

[Mocne aToro ykasbiBaeTcs CPOK AENCTBUSA KNKOYA M pacnofioxxeHne 6asbl AaHHbIX CEPTUDUKATOB.

= KoHdurypaums cnyxbel ceptudukatos Active Directory = [ = -
KOHEUYHLIA CEPBEP
lNoaTBEPXACHWE DCltestloc
VUETHEIS AZHHLIE Yrobui HacTpouTe Cchegytowwme ponw, cryKGel poned MM KOMNOHEHTLI, HAKMWATE KHOTIKY
"Hactpouts".
CayxBrl poneit
BapWaHT YCTaHORKM +  Cnymbbl ceprvpmranmnn Active Directory
I (e Llentp ceprndmranmn
33KPLITEIA KAKOY Tun LUC: KopeHe npegnpuatua
Mocraewwk cry«6 Crypto-Pro GOST R 34.10-2012 Strong Cryptographic Service
WK POBHMA: Provider
ANropvTM XEWWPOBEHWA MOCT P 34.11-2012 512 Gwr
[navHa knroua: 1024
5232 4aHHGIX CEPTHHKAT... Paspewwts 63aumogeicTeme ¢ Brarouero

MoaTEepK AcHHE 3AMWUHWUCTPATOPOM:

Cpok geficteun ceprudmrkara:  18.03.2019 16:11:00

Paznnuaroweecs uMa: CN=test-DC1-CA DC=test,DC=loc
Pacnonoxenwe Basul ganneix  C\Windows\system32\Certlog
cepTudukatos:

Pacnonoxenue xypHana Bazel  C\Windows\system32\Certlog
AAHHEIX CEPTHBMKATOR:

DNanee > | Hactpouts | | Ommera

PucyHok 132. NoaTtBep)xaeHne napametrpos LIC

Bce ykasaHHble MapaMeTpbl el é pas BbiBOAATCA Ha wWware MoaTeepaeHue. HaxMmnute HacTpoutb AN
TOro, YTo6bl CKOHGUIYPUPOBaTh CYX6bl B COOTBETCTBUM C 3TUMU NapaMeTpamu.

B npouecce co3gaHnsa 3akpbiToro kaova ans LIC BbiIBOAMTCA OKHO BUoornyeckoro gatyuunka ciyyamHblx
yuncen (ACH) n kpunTOnNpoBanaep 3anpawmBaeT Naposib Ha Co34aBaeMbli KOHTEHep (NapoJsib B AaHHOM cllyyae
YKa3blBaTb HE HYXHO).
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(=] KoHdurypauws cnyx6el ceptudukartos Active Directory =

KOHEYHbIM CEPBEP
X0/ BbINONHEHMUA DCltestJoc

HacTpaveatoTcn creqyrowme ponw, ciywGbl pONed v KOMNOHEHTEI:

Hacrpolika...
I
(=) X
Cryncor ¢ Kpuntollpo CSP
UenTp cep 0:09:27

BHONOrM4eckuil AaTHMK Cl'lWEII:iHbIX qMcen

Y&

HEMMEIATE KNSEWLLKM WK MEPEMELLEIATE WazaTEN:
MbILM HAA STUM OKHOM 40 TEX MOpP, NOKa KoY He ByaeT
co3aaH...

|HET |

X0A BEINCAHEHWA

< Hazag lNanee » Hacrpouts Ommena

PucyHok 133. BoinosiHeHne koHdpurypuposanma LIC

Mo OKOHYaHWK BbINOJSIHEHNSA KOHMUIypUpOBaHUSA BbIBOAUTCA MHPOpMaLuna o6 ycnewHom HacTponke
cnyx 661 LIC.

MNMocne BbINONHEHUS AaHHOW 3ajayu KopHeBoW cepTudukat LUC MOXHO yBMAETb B XpaHuauuie
[oBepeHHble KOPHEeBble LleHTPbl JIOKaZ1bHOro KOMNbroTepa 4yepes ocHacTky Ceptudmkarbl.

MNpuMeyaHune: eciM WU3MEHEHUS He BCTYNWAM B CUJly, Ansl 0OHOBMEHWS TPynnoBOW MNOSMTUKU B
KOMaHAHOW CTpOKe BbINONIHUTe gpupdate /force.

6.2. [obasneHve wabnoHoB cepmurKaToB Ha cepeepe

Ona Toro, utobbl KOHTpoOANep AoMeHa nogaepxunsan Winlogon, Heob6xoamMMo BbINYCTUTL cepTudukaT ANg
KOHTponnepa AoMeHa. YTobbl nonb3oBaTesb C posibio AreHTa perucrpaumu MOr Mpou3BOAUTbL BbIMyCK
cepTudurKaToB 419 APYrMX NONb30BaTeNen, HYXK HO BbINYCTUTb CepTUPUKaTbl AreHTa permcrpaumm n Bxoaa no
cMapT-KapTe.

La6noHbl 414 BbilWeyKa3aHHbIX CEPTUPMKATOB MO YMOTYAHMUIO MOTYT 6bITb OTK/IOYEHBI, MO3TOMY HYXHO
NpoOBEPUTb UX HaNM4YMe B CNncKe WwabnoHOB cepTUdPMKATOB U BKIIOUYNTb HeagoCTaowme. [ing 3Toro Ha cepeepe,
Ha KOTOpPOM ycTaHoBfeHa cnyxba LIC, oTKpohTe OCHaCTKy LeHTpa cepTudukaumn: NaHenb ynpaBiaeHusa —
ApMuHucTpupoBaHue — LleHTp Ceptudmkaumm. B cnncok wabnoHoB cepTudmKaTtos Heo6X04NMMO BKIIOYUTb
wabnoHsbl:

KoHTponnep aooMeHa,
AreHT perucrpaTtop,
Bxopa co cmapT-kapTon.

Ona asToro BblbepuTe LWa6bnoHbl cepTudPUKaATOB, 3aTEM W3 KOHTEKCTHOro MeHiw Co3patb -
BbiaaBaeMblii WabnoH ceptudmkara.
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OK.

A certsrv - [LleHTp cepTudmrkaumm (JlokansHeld)\test-DC1-CA\LLabnoHsl cepTudUKaToE] =

Qain  [eiictewe  Bug Cnpaeka

o= 2| 0= H

-'___'RJ Lentp ceprudmkaumn (okansst | Mma
4 g test-DCI-CA

E Mourosan PENAVKAUNA KaTanora

HasHaueHne
Moutoean penankayma cayxGol Katano..

| OtossakHble cepTudukary| | 5] Mpoeepka nognuHHocTh KonTponne..  [Nposepka negnunHocTy kKnuenTa, MNpo..

| Boigantie ceprudmkatel || Gl nposepka nognunHocti Kerberos

_| 3anpockl B oXUAIHAR
_| HeyaauHeie zanpocel

] Arent BoccTaHoenerna EFS
5 Basosoe wndposanne EFS

| WaBnows)

Mpoeepka NeANMHHOCTY KNKeHTa, Mpo..
BoccTaHoenenne dalince
Lndpyrowan daiinosan cncrema (EFS)

” Mpo...

Ynpaenexune MpoBepka NOANMHHOCTI KAKWEHTa, Mpo..,
Cozgate 3 || Bolgasaemblil Liabnon cepTndukara
Bua > Wnpyrewan daiinoeas cucrema (EFS)..
OBHOBWTE ceptudmkaumn  <Bce>
INCOPTMPOBATD CIMCOK Mognuceisanne cnvcka gosepua (Micr..
Cnpaexa

< [} >

BKJ'IIO‘-IEHME,JJ,DI'IUJ'IHMTEJ'IbeIX wabnoHoe CEFITI.'1¢I.'1KETDE Ha 3TOM LEHTDE CEFITMqJMKELI,MM

PucyHok 134. lo6aBnexHne wabnoHoB cepTudmukaTos

] BiaroueHwe wabnoHoB cepTUQWMKaToB

Brifepute omiH walinoH cepTMgMKaTa ANA MCNoNES0BEHWA B 3TOM LUEHTRE cepmaduicarya (LIC).

Mpurmeyanie. Ecnv cosnaHHeR wabnoH cepTiguKaTa He oToBpEXaETCA B CNMCKE, NOACKIMTE HEKOTOpOS
BPEMA, NOKE MHPOPMAELAA 0 WabnoHe He GyaeT PENNMLMPOBEHE Ha BCE KOHTDONNEPE! AOMEHE .

He Bce wabnoHel CEpTUPMKATOE B OpraHM3aUdi MoryT GeiTe QoCcTyNHEl AnA eawero LIC.

,.':lCI'IC."IHHT&"II:H}"PC I-1H¢ICpI'-,IELI|I-1I'C CM. B pEE,.!I'E"IEDEHCEHbIE CEENEHWNA O wiabnoHax CEISTHl.'bl-ﬂCﬂTE!E‘E

Mma HazHauerwe -
& IPSec |IKE-nocpearvk IP-BezonacHocTv
5] IPSec (@ETOHOMHEIA 2anpoc) |IKEnocpeaHuk |P-GesonacHocmi _
& RAS-u |AS-cepeepel [NpoBepKa NOANMHHOCTH KneHTa, Mpoeepka no =
5] ArenT B0CCTEHOBNEHUA Kiiousi AreHT BOCCTEHOENEHWA KNHYeR
E AreHT pervcTpaw (KomMneoTep) ArenT sanpoca cepTMdwKaTa
E Arent pervctpau Bxchange (@sToHomMHBIR sanpoc) AreHT sanpoca cepTvdmKaTa
) MapwpymizaTop (3EToHOMHER Zanpoc) MpoBEpKa NOAMMHHOCTH KINMEHTS
I MNeperpecTHEIR LEHTP CEpTUDMKALMK <Beex
& Mogrmcsisanne koga MNoanvcEIESHWE KoaS
E MNognuceisaHue oncnuka DSPC Mogmmcanue OCSP hd
< m >

| CK | | CmienHa

PucyHok 135. BksitoueHme wabnoHoB ceptucgmkaTos

Kpuntolpo CSP. [1na aToro Ha Bkiagke Winlogon Hy>XXHO HaxxaTb KHOMKY LLIa6noHbI.

OTKpOETCHA OKHO BKJIIOYEHNS wabnoHoB CepTVId)MKaTOB, B KOTOPOM HY>XHO BblAENNUTb WwabnoHbl U HaxaTb

Janee agMmHucTpaTtopy AoMeHa Heob6xoammMo 06HOBUTE WabnoHbl Yepe3 MaHenb ynpasneHnsa CK3U
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% Kpwntolpo CSP
Obwme | OBopynoEaHKE | Cepemc | LononHUTensHo
AMropHTMEI | BesonatHocTh | Winlagon | HacTpolikun TLS

KNHoYeB0i CHMTEIBATENL N0 YHMOMHSHWHD
BribepuTe CSP AnA HacTpoMKkK:

Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider
BrifepHTe CHMTRIBETENG:

He ycTaHosneH

MapamMeTpel

|:| Orrnounts Kpunmolpo Winlogon

Woonesoeate anroputme KpunTtolpo CSP Ha KDC

MaeHTHbUKETOPE! KOHTPONNEPOE AOMEHS
KoHTponnep aoMeHa:

DC1.test.loc W SKCNoOpPTHPOBATE
| | |

MaeHTUbMKATOP KOHTPONNEPE AOMEHE!
| IF1fd7703-cd5d-4ac5-9262-Te6 77dd 27115} | aBnoH

0K || OTMeHa | MprMEHKTE

Mocne BbINOMHEHWA 3TOro AEWCTBUS NOABUTCA coobuieHne O TOM, 4YTO BCe WAbBAOHbI ycnewHo
06HOBNEHbI, MOXXHO ByaeT NnpucTtynaTbh K CO34aHUIO 3a8BOK Ha cepTudukaThbl.

Ecnn pepakTupyloTca uam [06aBnsioTCA HOBble WabnoHbl AN KOHTpoJiepa AOMEHa M aredTta
perucrpaumnn, aHHoe AeCTBUE HY>XHO NMPOU3BOAUTL B 0653aTE/IbHOM NopsAaKe.

6.2.1. HacTtpounka wabnoHoB cepTudmKaToB

Ons Toro, 4utob6bbl cepTudukatbl MOXHO 6bII0 mMcnonb3oBaTb B Winlogon, HyXHO, 4TObGblI OHM
YAOBNETBOPSANN oNpeaenéHHbiM TpeboBaHMAM Kk cepTudmrkaTam KoHTponnepa agoMeHa, AreHTa perncrpaTtopa,
Bxopa no cmapTt-kapTe. [logpobHee paHHble TpeboBaHMA oOnNuMcaHbl B AOKyMeHTauum Microsoft
http://support.microsoft.com/kb/281245/en-us

Ecnu cyw ecreytowmnin wabnoH He yaoBneTBopsieT TpeboBaHUIO, K COCTaBy cepTudurkaTta, Heobxoanmo ero
N3MEHUTDb. ,U,J'IFI 3TOro HY>XHO Co34aTb KOMUIKO ma6n0Ha, oTpeaAaKTunpoBaTb eé 1N BKNIYUTb B CNMNCOK WabnoHoB

LcC.

OTkpornTe ocHacTtky LeHTpa ceptudunkaunnm (Myck - MaHenb ynpaBneHns — AAMUHUCTPUPOBaAHKE —
LleHTp cepTudmkaunmn).

B ocHacTke Bblbepute cBoi LIC, oTkpoiiTe LabnoHbl cepTudmkaToB.B KOHTEKCTHOM MEHIO HaXMUTe
YnpasneHue.
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®ann  Jdedctene

Bug Cnpaska

e« 7| ¢ H

ﬁ Llentp ceprudmrkaumm (fokansHei) ran

4 g test-SERVDC-CA

7] OToseamHeIe cepTudmKaThl
| BrigaHHele CEPTUHKATEI
7] 3anpocs B oxugaHum

[7] HeyaauHele sanpocsl

] Bxog co cmapT-kapToi ¥3K
= BeB-ceprep TLS

I Bxog co cmapT-kapTon

5 Arent PETMCTRALMK

| KoHTponnep aomeHa

||f| LabnoHs! cep1u¢uua105| =ln "

| ¥npaeneHne

Cozgate
Bug
OBHOENTE

JKCNOPTHPOBATE CIMCOK..,

Cnpaeka

e CUUTUC O T U TOT TR T T
i) KoHTponnep aomeHa

| BeB-cepeep

& Komnerotep

[ Nonszoeatens

HasHaueHue

Bxog co cmapT-kapTod, MNposepka nog...

[Mposepka NogIMHHOCTY CEPBEPa

Bxog co cmapT-kapTon, [Npoeepka nog...

ArenT 3anpoca ceptidgnkaTa

Mposepka nognuHHOCTY cepeepa, MNpo..,
Mpoeepka nognuHHOCTY KNneHTa, Bxoa,..

ArenT 3anpoca cepTidrkaTa
ArenT 3anpoca cepTidrKaTa

3alMLLEHHAA INEKTPOHHAA nouTa, Mp..
MouToBan penankauma cy#Bbl KaTano..,
Mpoeepka nognuHHocTk KAnenTa, MNpo..,

Mpoeepka nognuHHoCTK KAnenTa, MNpo..

BoccraHoenenwe dainoe
Wndpyrowan dainoean cncrema (EFS)

Mposepka nognuHHOCTY KAneHTa, MNpo...

Mpoeepka NCANMHHOCT CEPBEPa

Mposepka nognuHHOCTY KAneHTa, MNpo...
Wndoviowan dainoeas cucrema (EFSI..

3anyck ocHacTkW LWaBNoHoB CeEpTUgMKATOB

3anycTuTca ocHacTka wabnoHoB cepTudunkaToB. B Hel HYy)XHO BbibpaTb peAaKTUPYeEMbI WabnoH m
HaXaTb B KOHTEKCTHOM MeH «CKONMpPOBaThb WaboH».

@aiin  [Jenctene

Bug Cnpaeka

"

XE = B

| WaBnoHe ceprudukatos (s

< m >

OroBpamxaemoe uMA WwabnoHa

= Wwpposanme CEP

Huc Exchange

[ Toneke nognuce nonesosatens

& Toneko nognnce Exchange

I Mpoeepka nognuHHOCT paBoyed cTa..
I MpoBepka NOANUHHOCT KOHTPOANED...
= NpoEEpKa NoOANMHHOCTH Kerberos

= MpoeepenHeIi ceanc

# MNourosan PENAMKALWA KaTanora

1 Nonezosarens co CMapT-KapTon

& Nonezoearens Exchange

# Nonesosarens

B Mog4nHEHHBIA UeHTP cepTrdrKaLMn
' Noanucsisanne cincka ADBEPUA CEPT..,
\E MNoanuceieadue oTennka OSPC

' Noanuceisanne koaa

= MepekpecTHbIi LeHTR cepTuduraumn
= MapwipyTusatop (aBToHoMHBIR 3anpoc)

= KopHesoi LeHTp cepTudukalmmn

Bepcua cxemel

o T R R L T 1 ® Ty

Deictena

dononHuTeneHEIE g2i...

JonoAHUTENEHEIE gEA...

4

>

KonTponnep gomeHa |

Cronupoeate WabnoH

= KonTponnep pomena

= KomneroTtep

1 Buog co CMapT-KapTo
5l Bxog co CMapT-KapTo Bce zagaun
[ Bxog co cmapT-kapTa
= BeG-cepeep

= Ceoicrea
£ m

Ynanute

I'Ipu HCNCABICEaHMK AaHHOI o wabnoHa B kavecTee Bazosl

Cnpaeka

V3meHNTE MMmeHa

Moaate NOBTOPHYH: 33ABKY ANA BCEX BENAAENBLUES CEPTMHNKATOR
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OTkpoeTcsa ¢opMa, B KOTOPOM MOXHO M3MEHUTb CBOMCTBA LWAB/IOHOB TakK, YTO6bl OHM COOTBETCTBOBaIN
TpeboBaHUAM, ONUCaHHLIM B M.n. TpeboBaHUA K cepTudUKaTy KOHTposnepa AoMeHa, TpeboBaHusa K
cepTnudunkaTy ANa BXoda Mo cMapT-KapTe.

CBOWCTEa HOBOTO WabnoHa -
LpoeaHKE I ArTecTawA Knioyer I WA cybbexTa I Cepeep
TpeGoBaHWA BblOa4Mn I YeTapeslwme WatnoHsl | PacumpeHia I BezonacHocTs
CoBMECTUMOCTE | D6iwme | O6pafioTka sanpoca
Orofpaxaemoe uMA wabnoHa:
Korma "KoHTponnep gomena’| |
WA wabnoHa:
|Kc-nu1n "KoHTponnep gomeHs”
MNepwoa oeficTEMA: Mepron oBHOENSHWA

T

Ony@invkoeats cepmudmkaT B Active Directory

|:| He wcnone3o0EaTs aETOMATHYECKYIO NEPESARBKY, ECMKM TaKoH
cepTihuKaT yxe cywectsyeT B Active Directony

| OK || COmvenHa | MpHMeHUTE

Mocne coxpaHeHWs HOBOTO WabsioHa HY>XHO A06aBUTb ero Yepes CNUCoK WabnoHOB cnoco60M, ONMMUCAHHLIM B M.
6.2 [lobaBneHne wabnoHoB cepTUdMKaTOB Ha cepBepe.

6.3. Bbinyck cepmuduKaTa KOHTposUiepa AOMeHa

Bbinyck cepTudurKaTa KOHTpoOJSiiepa AOMeHa JAO/KEH MNpOoM3BOAUTLCA Ha CepBepe, Ha KOTOPOM
pa3BEépHYyTbl cnyx6bl AD, Nosib30BaTeNleM C NpaBaMn agMUHUCTpaTopa AOMeHa. [ns 3Toro yepes MeHo Myck
MOXHO OTKpbITb OCHacTky mmc Ceptudmkartbl, 3aTeM B XpaHunuuwe JinyHoe JIokaNibHOro KOMMbloTEpa
BblbpaTb Bce 3agaum — 3anpocuTb HOBbI cepTudmkar.
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B ®aiin  Jeiicteme  Bug  Owwo  Crnpaska

TN EEEEL

7] KopeHs konconn Komy BblgaH

Kem BelgaH Cpok gedcTENA HazHaueHn,|
b [EP Cepugukats - Texywuii nonssosare EDC‘I testloc test-DC1-CA 20.03.2015 Mpoeepka r

4 [P CepTudmkaThl (NoKaNbHBIA KOMABIOT| ﬁtest-DC'l-CA test-DC1-CA 18.03.2019 <Bcex
4[] Munoe

HHBIE KOPHEE Bce sagaun 3anpocuTe HOBLIA CEPTMGUKAT...
p [7] [osepuTensHeie otH

b B MpomexyTouHbIE Ue
b [ JlosepenHiie usgaten Hoeoe okHo oTcroga JononHUTENBHEIE CNEpaLMI
b B CepTudmkarel, k KoTQ OBHOEUTE
b [C] CTopoHHNE KopHEEs!
b [ flosepenntie nnua

b | Mocraswmkn cepTady Cnpaeka
b ] YaanenHsii patounii cTon
7] 3anpocel sanBok Ha cepTudmnkat
I || [loBepeHHEIE KOpHEEBIE CEPTMdIK
b [] [JoBepeHHbie ycTpoiicTea

Bua Hrnopr...

3KCNOPTUPOBATE CIMCOK...

3anpocuTe HOBLIA cepTUdMKAT oT UenTpa cepTudmkauin (LLC) B 3Tom aomene

PucyHok 136. 3anpoc ceptudmkata KOHTpoJsJiepa fOMEHa

OTKpoeTCca MacTep perucrpaumm ceptudumkatoB. Haxmute Qanee.

MNepen Hauanom paboTsl

CRegytoLine Wark NoMoryT YCTaHOBUTE CERTUHMKATE], ABNAKLLMECA LNGPOBEIMKM YHETHBIMKA JaHHEIMK,

WCNoAB3IYEMEBIMA ANA NOAKAMIHEHKA K GECI'IFIOBO,!I,HI:IIM CETAM, 33LLMTEI KOHTEHTA, H,EI,EHTH¢'HKELI,HH W MHEBX
3a4ad GesonacHoCTI,

an}K,JJ,E HEm 3anpallnBEaTs CEFI-TH¢M K3T, yﬁEAHTECb, YTon

3TOT KOMNBHITED NOLKNHIYEH K CETH]

MMEHITCA YHETHBIE ABHHBIE, KOTOPBIE MOMYT BbiTe MCNONB30EAHLI 4NA NOATEEPHAEHWA NpaEa Ha
NoAy4eHNE CEPTUgMKETA.

MoapobHee 0 undpoBbLE CEpTUHUKATAX

PucyHok 137. Mactep permctpaumm ceprtmpmkatos
OTkpoeTcs Amanor Belbopa NOMNTUKM perncrpaumu.
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BbIGOp MOAMTUKW PEMMCTPaLLWKM CEPTUOWKATOB

MonuTika pEFMCTPALMA CEPTUBNKATOE NO3BCAAET PETMCTEUPOEATE CEPTUNKATEI HA CCHOBZHWUN 334aHHbIX
3apaHee wabnoHoe cepTudmukatos, MNonnTuka perncTpaunn cepTdkaTos y2Ke Morna Beime HacTpoeHa.

Hacrpaneaembie agmyuHncTpaTopom

Monwtuka pernctpaunn Active Directory v

Hactpaneaemele nonbzoearenem JoBaeute

MoapobHee o NCAWTUKE PETMCTRALMK CEPTURUKATOE

PucyHok 138. Bbi6bop nonutnmkmn perucrpauum ceprtucdpukatos

B AAQHHOM OKHE HY>XXHO OCTaBUTb MapaMeTpbl MO YMOMYaHUIO U nepeﬁTM K cneaywouwemy wary, Haxas
Aanee.

M3 cnucka TUNoB cepTUdUKaTOB BbibepuTe KOHTponsiep goOMeHa.

3anpoc cepTUdUKaToB

Bbl MozkeTe 3anpociTe CAELYHOLIWE TN cepTidnkaTos. BuiGepuTe cepTudmkatel, KOTopbIE XOTHTE
3ANPOCUTE, M HEKMUWTE KHOMKY "3aReka’.

[w] Kowtponnep aomena kp Cocroanme: JoctynHo MogpoBHoct ~

Cnegyrne NapameTpel CNPEIENAKT XapakTep MCNOAE3CEAHWUA U CRoK AeACTBUA JaHHOMC TMNa
cepTudmkaTa:
Mcnonesoeanne knova: Ludposan nognuce
Wndpoeanne knroyei
Monutuen npumeredna: Mposepka NOAMMHHOCTI KAWEHTA
Mposepka NOANMHHOCTY CEPEEPE

Cpok geficTenn (greid): 363

[ Mouroean pennukauma katanora kp Cocroanme: JoctynHo MogpoBHoomk v

[[JMokazate sce wabnoHe

Moapotuee o cepTudukatax

PucyHok 139. 3anpoc ceptucdmkaTta KOHTposiJiepa AOMEHa

MpoBepbTe MNPaBUILHOCTL WM MpU HEO6XOAMMOCTU Bbi6epuTe MNOCTaBWMKA CNyX6bl WKUHPOBaHUS B
CBOMCTBax Ha BKaZke 3aKpbITbil KJ1IOY.

[na Toro, 4To6bl BbINYCTUTb CEPTUGUKAT Ha KOHTPOSIEP AOMEHa, HaXMUTe KHOMKy 3asBka. pu
BblMyCcke cepTuduKkaTa npeanaraeTcss yCTaHOBUTb HOBbIM Maposib Ha KOHTeliHep. B npouecce cosaaHus
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3aKpbITOro Kfw4da And KOHTpo/iepa AOMEHa BbIBOAUTCA OKHO Buonorunyeckoro ACH un KpmnTonpOBaﬁp,ep

3anpaluvMBaeT Naposib Ha co3faBaeMblii KOHTelHep (Maposib B AAHHOM Cllydae yKasbiBaTb HE HYXHO).

Mocne 3aBepweHus paboTbl Buonornyeckoro ACY oTKpoeTcsa OKHO, MHbOpMUpylowee 06 ycnewHomn

yCTaHoBKe cepTudmkaTa.

PesynsTaTel YCTAHOBKM CEPTHOMKATOR

CAEAFOLME CEPTHMKATE! BbLAM NOMYUENE 1 YCTEHOBNEHE! HE JAHHOM KOMNEHOTEDE,

Monwrkia perwcrpaumem Active Directory
| KoHTpOnnED AoMEHS J’ CocroanmWe: Yonewno

PucyHok 140. Pe3ynbTaTt ycTaHOBKU cepTudmkKaTa KOHTpo/Jiepa AOMEHa

Pa3sepHyB Moapo6HOCTH MOXHO NPOCMOTpPETb CBeAeHUs 0 cepTudmnkaTe.
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- | O X
—a Peructpauma ceptudukatos

PesynsTaThl yCTAHOBKM CEPTMdMKATOS

Cﬂtﬂ,}'l‘ﬂlﬂ“! E!pTH¢HHBTbI BibLaK AT HEHE W YCTAHOENEHE M3 JAHHOK KOMNsFOTEDE.

| Monurnxa permcTpaumm Active Directory
Kontpoanep gosena o Cocrommme: Yenewno Nogpobmoctn ~
Cregyrowme napameTpel CNPEASnRicT XapaKTeR MCNCALICEAHHA W CROK SEACTENA AAHHOTO THNA
CEpTUgIICATE

" Ceptubukat 1]

Obuiet | Cocras |ﬂ:.rrm:gpm¢lwf.ﬂ.m |

MpocmoTpers cepTrdimiar |

A Ceregentn o cepTdnraTe

ITOT CEPTIdNKAT NPEHASHANAETCR [UNAC |
« DfecneyBasT MO -EHNE anm{mﬂ OT YEaneHHOrD _

KOMNE:0TERA
*MoaTEAMHABET YQAMEHHOMY KOMNGIOTEDY MAEHTHEV B0

BAWEND KOMNESOTEPA
loToso

KoMy Buipan: DC 1. test.boc

Hewn awaan: test-DC1-CA

Dedicrearenes ¢ 20.03.2014 no 20.03.2015

| ECTb BespoiTosi Kre04 ANA 3TORD CEpTHdNAaTA,

NoapobHes o cepTidumaTax

[ |

PucyHok 141. NMpocMoTp cBeaeHuii o ceptudukare

CepTuduKaT KOHTPOJIIEpPA AOMEHA B pe3y/ibTaTe A0/KeH ObITb YCTAHOBNEH B XpaHUIULLE cepTUDUKATOB
JNloKaNbHOro KoMnbloTepa. MNMocne Bbinycka cepTudmnkaTa KOHTpoIep AoOMeHa He06X0AMMO Nepe3arpysmvThb.

MpumeyaHue: Ansa ceptudurkatos c FTOCT-kno4aMn @yHKL UM aBTOMaTUYECKOro BbiNyCcka cepTudmrKaTos
KOHTpOJilepa AOMeHa HeAOCTYMHbl, MO3TOMYy Heo6XoAMMO cneAuTb 3a BanMAHOCTbIO cepTudukata DC um
06HOBNATbL €ro A0 NUCTeYeHNsa Cpoka AENCTBUS.

6.3.1. TpeboBaHua K cepTudunKaTy KOHTposiepa AOMeHa

CepTudukaT 4O/DKEH MMETb pacluMpeHune ToUYKn pacnpocTtpaHeHus CRL, KOTOpbIA yKa3biBaeT Ha
OEeNCTBUTENbHBbIN cepTudukaT cnmcok oT3biBa (CRL), Hanpumep:

[1] Touka pacnpeaeneHunsa cnmucka ot3biBa (CRL)

MMa ToOUKM pacnpocTpaHeHus:

MonHoe nms:

URL=http://serverl.name.com/CertEnroll/caname.crl

Mpn HeobxoammocTn paspen cybbekTta cepTudukaTa AOMKEH cofgepXxaTb NyTb K KaTanory
cepBepHoOro obbvekTa (MMs), HanpuMep:

CN=Serverl.northwindtraders.com OU = Domain Controller, DC = northwwindtraders, DC = com
Paspnen Ncnonb3oBaHme AO/MKEH coaepXaThb:

LUndposasa noanuce, LUndposaHne knoyen

Pa3gen OcHOBHblE OrpaHUYeHns A0DKEH coaepXaTh:
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[Tun Tembl = KOHeYHbIN CybbeKT, orpaHMyeHns Ha ANnHy nyTn = OTCyTCTBYeT]

e Pasgen pacluMpeHHOro UCMoJb30BaHUS Ko4Ya cepTudurkaTa AOMKEH coaepXaTb:

MpoeBepka nognmHHocTu knneHTta (1.3.6.1.5.5.7.3.2)
MpoBepka nognmHHocTmn cepeepa (1.3.6.1.5.5.7.3.1)

e PazpenJononHutenbHoe nmsa cybbekTa AomkeH coaepxxatb DNS-umMs. Mpu ncnonbzosaHun SMTP-
penankauuu pasgen gonoaHuTeslbHoe nMsa cybbekTa cepTudurkaTa AO/MKEH Takxke cogepxaTb
rno6anbHbI YHUKanbHbIN naeHTudmkatop (GUID) o6bekTa KOHTpoOJl/lepa AOMEHa B KaTaJsiore.
Hanpumep:

Opyroe nmsa: 1.3.6.1.4.1.311.25.1 = ac4b 29 06 aa d6 5d 4f a9 9c 4c bc b0 6a 65 d9
DNS Name=serverl.northwindtraders.com
e LUlabnoH cepTudmrkaTa 4OHKEH MMETb pacliMpeHme co 3HavyeHnem BMP «DomainController»

6.4. Bbinyck ceptudpmkata AreHta pervcrpauyn.

[To ymon4yaHuio pa3pelieHne Ha 3anpoc CepTVId)MKaTOB OT ML a NoJsib30oBaTeENd NPpeaAoCTaBNdAeTCA TOJ/IbKO
aAMUHUCT paTopaM foMeHa. O4HaKo NoJib30BaTeNto, He ABALLEeMYCS aAMUHUCTPaTOPOM AOMEHA, MOXeET 6bITb
npeaocraB/neHO pa3pelleHne CTaTb areHToM permcrpauunn.

[ns BbliNycka cMapT-kapT areHTa perucrpaumu u nofib3oBaTeniell AoMeHa AO0JkKHa 6biTb Takxke
yCTaHOBNeHa NoaaepX)ka HeEO6X0AUMbIX cCHUTbIBaTENEN (CCbika Ha pasfen B OCHOBHOW UHCTPYKLUN).

MNpuMeyaHue: Hanmume cepTudmrkaTa areHTa permcrpaLmm no3BoasieT nogaBaTh 3asiBKM Ha MoJslydyeHue
cepTUdMKATOB U CO34aBaTb CMapPT-KapTbl OT UMEHU JIIO60ro NoIb30BaTENS B COCTaBe opraHusaunm. NonydeHHas
TaknM 06pa3oM cMapT-KapTa MOXET 3aTEM UCMO/Ib30BaTbCA A/ BXOAa B CETb No4 UMeHEM Nosib3oBaTens 6e3 ero
BegoMa. MockobKy cepTUdUKaT «AreHT perucrpaummn» npeaoctaBnseT WUPoKne BoO3MOXHOCTU, HACTOSATESIbHO
peKOMeHAYEeTCA NPUAEPXKMBATLCA B OpraHnU3aLMmn CTpormx NoMTmuK 6€30nacHOCTU ANs 3TUX CEPTUDUKATOB.

YT106bl CTaTh areHTOM perncrpaumnm, Heo6xoaMMo NoAaTh 3a8BKY Ha cepTUdMKAT AreHT perucTpauum
yepes ocHacTky CepTudukaTtbl — TeKyL| Uit NoNb30BaTeNb.
= -

| Perucrpauma cepTUdMKaToE

3anpoc cepTUPMKaTOB

Bei MoxeTe 3anpocnTe cnegyrolne Tunel ceptudimkares. BeiGepute ceptudmiatel, KOTopbIe XoTUTE
3ANPOCUTE, U HAXKMWUTE KHONKyY "3aneka’.

MonuTuka permcrpaumn Active Directory A
[] ArenT sBoccranoenenns EFS ,_i‘_,;'COCIOJIHME: Joctynho MogpotHoc v
[w] Arent pernctpaumm _i_) Cocroanue: [JoctynHo MogpotHoc ~ -

CReyrolne NapamMeTpel CNPEAENART XaPaKTER MCNONB30EAHMA M CROK JERCTENA JaHHOTO TUNa
cepTudmkata:

WMcnonssceanue knoda: Lndpoean nognuce

Monutken npumenerna: AreHT 3anpoca cepTudikara

Cpok gefictena (gnei): 730

CeoiicTea

[ Nokaszate ece wabnoHe

| 3aneka || OtmeHa

PucyHok 142, Bbi6op 3asaBkM AreHra perncrpauuvm

Heo6xoaMMo oTpeAakTMpoBaThb WabsoH cepTudmrkaTa, Ha)xkaB Ha KHonky CBOMNCTBa.
Ha Bknaake 3aKpbIThblit kKoY B nose MocTaBlmK cnyx6bl WdpPOBAaHUSA HYXX HO YKasaTb MNOCTaBL MKa.
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CeovcTea ceptudmkaTta

| OBwme I CyleekT I PaowumpeHia | 3aKpbITHI KoY |L|,EHT|:I CEpTHEMIKaLIN |

Mocraswme cny*Bel LWndposaHna ~

Mecraewme cnycbel wngposanua (C5P) - 3To nporpamma, Co34aoWan oTKRBITEIR W
33KPLITEIA KUK, KOTOPLIE MCNOAB3YOTCA BO MHOTMX NPOLECCAY, CBA3AHHBIX
cepTrdukaTamm,

BriGepuTe nocTaeLymka cny#Gebl LWngpoBaHa:

[] Micresoft Strong Cryptegraphic Provider (Mognuce) -
[] Crypto-Pre GOST R 34.10-2001 Cryptographic Service Provider (Mognues)
[] Crypto-Pre GOST R 34.10-2012 Cryptographic Service Provider (Mognues)

Crypto-Pro GOST R 34.10-2012 Strong Cryptographic Service Provider
(Mognuce)

[] Microsoft Base Cryptographic Provider v1.0 (Moanuce)

L
L . T L e L T O O e S 1 [T I o P 1

[]Nokazats scex nocTaswmkos cnyx6 WwWindposaHua

Mapametpel Kntoua w
Tun knroua )
| Ok | | OTMeHa | | MpHMEHUTE

PucyHok 143. Bbi6op noctaBuwmuka cny»x6bi wndcgposaHus
Ha Bknaake LeHTp cepTudmkaunm obsasaTenbHo gomkeH 6biTb ykasaH cooTBeTcrByowni LC.
CeoiicTBa cepTUdMKaTa -

| Obwme | CyoeekT I Pacwmperna I SaKPEITEIA KoY | LleHTp cepTHbHKELIM

Cepeep perucTpaumnn HeoGxoaum Ana Beigaumn v npogneHns cepTudmkatoe. Cncrema
NOAKNHYAETCA K CEPBEPAM PETMCTRALMK U3 CAEYHILLErD CANCKa AnA oBpaboTkm
33MNPOCOE HA CEPTMRUKATEI

Ha kaxaom cepeepe perncTpaumm AoCTynHEl HE Boe WabnoHe! ceptugmkatos, B yenax
AVNArHOCTUKN NONESHD ONPEAENNTE BCE AOCTYNHBIE CEPBEPDI PEMMCTPALMN.

LeHTp cepTudmkaummn Tum:
[w] test-DIC1-Ca Kopresoi UC npegnpuatia

[[]Mokazate Boe cepeepel pErMCTRaLMK

MogpobHee o cepeepay PETMCTRALIMK

| OK || OTMeHa | MpHMEHUTE

PucyHok 144. Bbi6op yeHTpa ceptudpmkaumm
Mocrne coxpaHeHMs UBMEHEHUI HYXXHO HaXaTb KHOMKY 3asBka AN TOro, YTobbl HAYaTb popMMpoBaHue
KOHTeHepa c cepTUdMKATOM U 3aKPbITOro K/o4a.

Ecnm pocrynHo 6onee ogHoro cumntbiBaTens, oTobpasmtca agnanor Bbibopa cYmMTbIBaTENS, B KOTOPOM HYX HO
yKa3aTb, KyAa MOMECTUTb CO34aBaeMbli KOHTeNHep.

B npouecce co3paHusa 3aKpbITOro Ko4Ya BbIBOAMTCA OKHO Buonormnyeckoro ACYH n kpuntonposanaep
3anpalwmBaeT Naposb Ha co3aBaeMbii KOHTenHep. lNMNocne BBoAa Naposia n BbIBOAMTCA coobueHne 06 ycneLwHom
BbiNycke cepTudukaTta
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- | O
—] Perucrpauma cepTUdUKaTos
PesynbTaTebl yCTaHOBKM CEPTU(EMKATOB
Cnegyrowme ceptudkaTel BeUIN NOTYYEHEl U YCTAHOBNEHE! HA ABHHOM KOMMBIOTEPE.
Monutrka perncrpaumn Active Directory
AreHT perncTpaumm J Cocroanwe: Yenewno MNogpoBHocTH v

lotoeo

PucyHok 145. Pe3ynbTaT BbINOJIHEHUA YCTAaHOBKU cepTudukata AreHta peructpartopa

6.5. Bbinyck cepmmdukaTtoB 4519 BXOAA MO CMapT-KapTe.

Ha koMnbloTepe B 4OMEHE, HA KOTOPOM nNpeABapuTenbHO yctaHosneH Kpuntollpo CSP, nonb3oBaTenb,
apnaWmninca yneHom rpynnel Monb3oBatenun n umewwnn ceptudukat AreHra perucrpatopa, MOXeT
BbiNycKaTb cepTudMKaTbl 415 APYrnx NoNb30BaTeNen AOMeHa.

Ona sToro B ocHactke CeprtudukKatbl HYXHO pa3BepHyTb y3en JInuHble M BbibpaTb MYHKT
Ceptudrmkarhbl, B KOTOpPOM BbiNoONHUTL Bce 3apaum -  [ononHuTesNbHble onepauvum -
3aperncTpmpoBaTtbCs OT MMEHM.

= CepTudmkaTsl = = -
@ Qaiin  [Jedicteme  Bug  Okno  Cnpaska
L 1| 6= H
| Kopere koncamm ~ || Komy eoigan Kem BblaaH Cpok geiicTe
4 ) CepTudmkaTel - Tekylnii nonssos fiﬁJser\rdc.test.local test-SERVDC-CA 12.03.2015
4[] Mnunoe iiﬁJservdc.test.local test-SERVDC-CA 14.03.2015
43 p?ECTF \ZﬁJtest-SERVDC-CA test-3ERVDC-CA 12.03.2019
| CepTuduratsl
p 3 .ﬂ.05| Bece 33aa4m » 3anpoCKTb HOBBIA CEPTMENKAT. .
[[: : ﬁ;E Hoeoe okHo oTcroga Vimnopr...
p [0 061 OBHOBMTE | JononHUTensHEIE CRIERALMK 4 Co34aTe HacTpaneaemelil 3anpoc..,
I _ Jee s ‘ 3aperucTpUpoBaTECA oT MMEHH...
b ~ Cey ¥npaeneHne NoSMTHKEMI PECMCTRALNA. .
I [ CTOpoHHWE KOPHEERIE LIEHTPEI
b | [loBepeHHble Mg
p || MocTaewmn cepTudukaTos ny
b || JeBEpeHHEIE KOPHEBRIE CERTHY
4 [EP Ceprudmratsl (nokansHbIi koMb
4 [ ] Muunoe
4 [ Peectp
| Ceptudmkatel
p || JloBEpEHHBIE KOPHEBRIE LEEHTPI
b | JeBEpUTENEHEIE GTHOLLEHWA B,
4 ; 1] > £ m >
38aperncTpUpPoBaTECA OT MMEHM...,

PucyHok 146. Bbinyck ceptucdukata nosib3oBatesis CMapT-KapTbl

Mepenante K cepTudunkaty AreHTa perucrpaymm, KoTopbin 6yaeT ncnosib3oBaTbCa 418 NOANMUCbIBAHNS
obpabaTbiBaeMoro 3anpoca ceptudukaTa.
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"Nanee”.

Ceprudimkat nognucu:

—:) Pervctpauma cepTMdUKaToB

BuibepuTe cepTUdMKaT areHTa pervcrpaumm

CepTudMKaT areqTa perncTpanul HeoBxodum ANA NOANUCK 33NPoCa HA CepTUgMKAT OT MMEHKN JpyTiX
nonssoeatened, HaxmuTe kHonky "O6zop”, yToGel HAWTK CEpTUGMKAT NOANNCH, 3 33TEM LLENKHWTE

OtmeHa

PucyHok 147. Bbi6op ceptucdmkata AreHta permcrpaumm

Mocne Bbibopa cepTUbMKaTa AreHTa perucTpaummn M3 cnmcka AOCTYMNHbIX CepTUDUKATOB 3anpallmBaeTcs
naposb Ha AOCTYN K 3TOMy cepTudukary.

"Nanee".

CepTrduKaT nognucK
AreHT perucTpaumm

=l Pervcrpauma cepTMdMKaToB

BribepuTe cepTMdMKAT areHTa perncTpaumm

= Kpuntolpo CSP -

0:09:45
(£)=p BeeauTE Napoib ANA KoHTEMHEpE
zE=4 "e-EnrollmentAgent-dab12db5-728d-4ba6-8575-31bd62531

RU
Maponk: ||
[ 3anomAuTe napons
MoapobHee o Nogaye 33AB0K HA CEPTUGUKATE OT MIMEHW APYTWX NONE30EATENE
lanee

= (O X

CepTUnKaT areHTa perncTpauyi HeoBxo UM ANA NoANMCK 3aNPOCa Ha CEPTHGMKAT OT UMEHN APYTIX
none3oearensd. HaxmuTe kHonky "063op", yToGel HAATW CEPTUEMKAT NOANWMCH, 3 3aTEM LLENKHWUTE

OBzop...

OTtmena

PucyHok 148. BeBoa napons ans ceptudmkarta AreHta perucrpauumm

B Macrepe perucrtpauum cepTuduKaToB ykasbiBaeTcsd TUN cepTudukata Bxoa €O cMapT-KapTou.
Heo6x0AMMO OTpeAakTMpoBaTh NapaMeTphbl BbiNycka cepTudukaTa, 4158 3TOro HaXXMUTe KHonky CBOMCTBA.
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—] Perucrpauma cepTUdUKaTos

Janpoc cepTUPHKaTOB

Bbl MoxeTe 3anpocuTe cegyrolne Tunel ceptudimkatos. BuiBepute ceptudmkatel, KOTopbIe XoTUTE
3AMPoCUTE, U HEXKMWTE KHonky "Janee”.

=
L)
(®) Bxoa co cmapT-KapToii 1) Cocroanme: loctynHo MogpotHoctn ~
ChefyroLLne NapamMeTpel CNPEAENART XapakTep MCNoNB30EAHMA M CROK JERCTENA JaHHOrD TUNa
cepTudnkaTa:
Wenonesceanne knroda: Undposas nognuce
Wndposanne knroqeil
Monutnen npumededna: MNposepka NOAAMHHOCTI KIWEHTE =
Bxoa co cmapT-kapToi
Cpok gefctena (gHed): 365
b
[[JMNokazate ece wabnoHe
MNogpobHee o cepTudmKaTax
| Janee | | OTtmeHa

PucyHok 149. Bbi6op TMNa ceptudmkarta

Hy>XHO yKa3aTb MOCTaBUMKA CNyX6bl WMPPOBAHUA U LEHTP cepTUDMUKALIUM Ha COOTBETCTBYHOLLMUX
BKNaZKax:

CeolicTBa cepTUdMKaTa -
3aKPEITEI KNy LleHTp cepTHdMKELYAA
Mocraswmk cnyGel WndposaHna ~

MocTaewk cnyxbel Wndposadna (C5P) - 3To nporpamma, co3jamiwan oTKpeITeId 1
33KPEITEIA KAHIUM, KOTOPBIE MCNOEIYHOTCA BO MHOTWX NPOLECCAX, CBAZAHHBIX
cepTUdMKaTamm,

BriGepuTe nocTaewmka cny:Bel LindposaHma

[] Microsoft Streng Cryptographic Provider (Wndposanne) ~
[] Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider (Lndposanne)

[] Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider (Lndposanne)
Crypte-Pro GOST R 34.10-2012 Strong Cryptographic Service Provider

(Wwndpoearue)
[ Microsoft Base Cryptographic Provider v1.0 (Wndpoearue)
MR ndt Dares MCC amd MidFin Heallom e oo aoe—e hic Nemssider Al hadhnanain. el e
[[JNokazats Bcex noctaswymioe cryxB wnpposaHua
MoapobHee 0 33KPBITBIX KAKYEK
| oK | | OTMEHR | | MPMMEHNT B

PucyHok 150. Bbi6op noctasuwmka cnyx6bi wimndposaHus

Ona coxpaHeHusa BblbpaHHbIX MapaMeTpOB HYXHO Ha)xaTb KHOMKY MpuUMeHUTb 1 3aKkpbiTb popmy. B
MacTepe co3faHusa cepTudukata HaxmmTe [anee, 4Tobbl nNepenTn K caeaylolemy wary m BbibpaTb
nosib30BaTend gOMeEHa.
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B hISEpHTE‘ NOoNbB30BaTENA

YroBel 3anpocnTe cEpTHgMKAT 0T MMEHK roroc None3CE3ATENA, BEEAWTE Ero QOPMAneHOE HMA UKW
3
omeHHoe umA. Hanpumep, ncnonesyiite dopmat "uma damununa”, "uma_nonszosatens’ wam
' v -
IIAOMEH\HMH one3oeatena”.

Mpexae Yyem 3anpallnBaTe CEPTUGUKAT NONE30BATENA, YEEANTECE, YTD YCTPONRCTED, HA KOTOPOM OH
AonzkeH BbiTe YCTAHOBAEH, NOKAKIYEHD,

MnMa nons3oBatens wauM NceegoHUmM:
TESTONtestuser | | Otsop...

HOAFIO&HEE 0 NoA34E 3IFABCK HA CEQTH d)I(H(ETbI OT WMEHK AW TAX none3oBaTenel

|3aﬂmca || 01Meua|

PucyHok 151. Bbi6op nonb3oBaTensd, AN KOTOPOro BbilyCKaeTcsa CMapT-KapTa

Ha>xMMTe Ha KHOMKYy 3asBKa, YTo6bl HauaTb GOPMMPOBAHME KOHTEHEPA U KoYa.

Janee BblbupaeTcs yCTPOWCTBO AN 3anMUcM Ha HocuTenb. CuuTbiBaTeNb AO/MKEH 6biTb NOAKIOYEH K
KOMMbOTEPY, @ CMapT-kapTa onpepenarbcsa. B npouyecce pOpMMPOBaHMSA KOHTElWHepa BbIBOAUTCA OKHO
Bbuonornyeckoro ACH n 3anpawmBaeTcsa naposib 4711 HOBOrO KOHTENHepa.

B ananore Bbibopa naposs HY>XHO BBeCTM Naposb AJ1S CO34aBaeMoro KoHTtelHepa. [ns npasBuiibHOM
paboThbl CO CMapT-KapToW Naposb ANS CO34aBaeMOro KOHTEMHEPa U CMapT-KapTbl 40/DKEH 6bITb OAHUM.

B pe3ynbTaTte BbiIBOAUTCA coobuweHne 06 ycneu.lHof/'l 3anncum KOHTEVIHepa Ha CMapT-KapTy.

PesynbTaTbl yCTaHOBKKM CEPTU(MKATOB

Cnegyrowme ceptudnkaTtsl BeUIM NOTYYEHEl W YCTAHOBAEHE! H3 A3HHOM KOMIBIITERE,

MonuTkka peructpawmu Active Directory

(%) Bxog co cMapT-KapToii W Cocrosnme: Yenewno MoagpoBHoomk ~
CnegytoLlne napaMeTpel ONPejenstoT X¥apakTep HCNoAE30EaHWA U CPOK 4eACTBNA AaHHOMD TUNa
cepTudmkara:

Mcnonesceanue kntova: Lndposan nognuce
Wndpoeanne knrodei

Monutien npumenenns: MNposepka NOAAMHHOCTH KIMEHTE
Bxoa co cmapT-kapTor

Cpok geficTenn (gHei): 365

MpocuoTpeTe cepTudurar

| Chnegytolwnii Nons3ceaTent || JakpbITe |

PucyHok 152. PesynbTar Bbinycka ceptucdpmkara
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Mocne Toro, kak KOHTEVIHep 3anncbiBaeTcd Ha HOCUTENb, BXOoA4 C OOMEHHOM YHETHOVI 3anuncblo
NoNb30BAaTENA MOXET OCYW ECTBNIATLCA C aBTOpVIBaLI,MEI‘;I Mo CMapT-KapTe.

testuser
TESTOtestuser

testuser
testuser@test loc
Cmapr-kapra

I'IHH—Ko,ﬂ,

7

PucyHok 153. ABTOpM3aumsi C NOMOLbIO CMapT-KapTbl NoJib3oBaTesis AOMeHa

[Ons aBTOopM3aunm Nosb3oBaTeNs AOMEHA K KOMMbOTEPY, C KOTOPOro OCYLLeCTBAsSeTCS BXOA B JOMEH,
HYXHO NOAKOYUTbL CHUTbIBaTENb M BCTaBUTbL B HEMO CMapT -KapTy, 3aTEM U3 NapaMeTpoB BXoAa BblbpaTb 3Ha4OK
«CmapT-kapta» u Beectun NMNH-koa.

6.5.1. TpeboBaHua K cepTudunkaTy AN BXoAa Nno CMapT-KapTte

e Touka pacnpoctpaHeHuss CRL (rae CRL - cnnMcok oT3biBa cepTudmnkaTa) A0/HKHa 6bITb 3aN0JIHEHA,
AOCTYMHA M HaXOAWTLCSA B ONMepaTUBHOM pexume. Hanpumep:

[1]Touka pacnpocTpaHeHns CRL

MMa TOYKM pacnpocTpaHeHns:

MonHoe nms:
URL=http://serverl.name.com/CertEnroll/caname.crl

e lcnonb3oBaHue knoya = Lindposas nognmco

e OcHOBHble orpaHuyeHus [Tun TeMbl=KoHeUYHbIN cyb6beKT, OrpaHNUYEHNS ANMHbI NYTU=HET]
(Heobsa3aTenbHO)

e lcnonb3oBaHWE yNy4dLIEHHOrO K/lo4Ya =

MpoBepka NOAMHHOCTM knneHTa (1.3.6.1.5.5.7.3.2)
(MpoBepka noannMHHocTn knmeHTa (OID) TpebyeTca TONbKO B c/lydasx, Koraa ceptudukar
MCMosb3yeTCs AN NMPOBEpPKM NOAJIMHHOCTM NO NpoTokony SSL.)

e Bxoa B cucrtemy c nomoLbio cMapT-KapThl (1.3.6.1.4.1.311.20.2.2)

e [JononHutenbHoe nms cybbekTa = gpyroe nmsa: OcHoBHoe nmsa nosb3oBatensda= (UPN). Hanpumep:
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OCHOBHOE MMS Mosb3oBaTeNsd = userl@name.com
UPN Apyroe umsa OID: "1.3.6.1.4.1.311.20.2.3"
UPN [pyroe nmsi 3HauyeHue: 3710 gokHa 6biTb ASN1-koampoBaHHas ctpoka UTF8

J Tema = Paznnuaroweecs Mg nosib3oBaTens. 3170 nose asnseTcs o6sa3ateNbHbIM AONOSIHEHMNEM, HO
3anoJIHATb €ro Heobs3aTeNnbHO.

6.6. Hactpoitka Active Directory n KOHTposUiepa AOMeHa /18 BXOA4a Mo CMapT-KapTaM C
MOMOLLbO MPYMMOBOM MOSIUTUKM MPU UCTOSIb30BaHUM CTOPOHHErO LieHTpa ceptuduKaumm

[na npoBepKM NOAIMHHOCTM C MOMOLL b cMapT-KapThl B Active Directory Heo6xoanmo, 4Tobbl paboumne
CTaHUWMM co cMapT-kapTamu, Active Directory n koHTponnepbl aoMeHoB Active Directory 6bininM npaBubHO
HacTpoeHbl. YT06bl BbINOAHUTEL NPOBEPKY NOAJIMHHOCT M MOJIb30BaTesiell Ha OCHOBe CepTUMUKATOB OT LLeHTpa
cepTudmKaumm, HyXXHo, 4TOob6bl NpunoxeHune Active Directory goBepsinio 3ToMy LEeHTpPY cepTudukaunm. U
pabouse craHUuuM CO CMapT-KapTaMuh, U KOHTPOJIIEPbl AOMEHOB AOJ/DKHbI 6bITb HACTPOEHbI C MPaBUJIbHO
HaCTPOEHHbIMK cepTUdMKaTaMN.

Mpwn ntoboi peannsaumm NH@ pacT pykTypbl 0OTKpbITOro kntoda (PKI) Heob6xoammMo, 4To6bI BCE y4aCTHUKM
A0BepSNN KOPHEBOMY LLEHTPY CeEpTUdMKaLMM, K KOTOPOMY NPUBA3bIBAETCS BbIMYCKato WM LLEHTP ce pTudukaunm.
M KOHTponnepbl AOMEHOB, U paboune CTaHL UM CO CMapT-KapTaMn A0OBEPSIIOT 3TOMY KOPHEBOMY LLEHTPY.

Ons HacTpoliku Active Directory n koHTponnepa AoOMeHa He06XoAMMbI Crieayo W e ycnoBums:

° YT106bI BLINOSIHUTBL NPOBEPKY MOAIMHHOCTU nosib3oBaTenen B Active Directory, cTopoHHMe BbinyckawLmne
LEeHTPbl cEpTUPUKALUM AOSDKHbI HAXOAUTbCA B XpaHunuwe NTAuth.

° YT06bl BbINOSIHATL NPOBEPKY MOAJIMHHOCTU MNOJSIb30BaTeNIe C NMOMOLWbIO CMapT-KapT, KOHTpoOAnepbl
AOMEHOB A0J/DKHbI 6bITb HACTPOEHbI C CEPTUDMKATOM KOHTpOIIepa AOMEHA.

° TakXke MOXXHO HacTpouTb Active Directory Tak, YTo6bl HE3aBUCMMbIE KOPHEBbBIE LLEHTPbI CEpTUDUKAL NN
pacnpoCTpPaHANNCh B XpaHUAULL A AOBEPEHHbIX KOPHEBBIX LLEHTPOB CepTUdMKALMM BCEX YNIEHOB AOMEHA C
MOMOLL b FPYNMOBON MOJIMTUKMN.

6.6.1. YKaszaHus no HaCTpomnKe

[Ons HacTpoWKkn Heo6xoaMMO MMETb HE3aBUCUMbIV KOPHEBOW cepTudumkaT B kKoanposke Base64 X.509, a
Takxe cepTudumkaTbl Bbinyckatowmnx LIC.

6.6.1.1. [o6aBneHne HeE3aBMCMMOro KOPHEBOIO LieHTpa ceptudmkaumm K

AOBEPEHHbIM KOPHEBbIM LLeHTPaM B 06beKT rpyrnnoBoi MNMOJIMTUKUN CNY>k6bl Active
Directory.

HaCTpoVn(a rpynnosoﬁ noamTukn B gomeHe Windows ans pacnpocTpaHeHNA HE3aBUCUMbIX KOPHEBbIX
LEHTPOB CepTMq)VIKaLI,MM B XpaHunuwa [0BEPEHHbIX KOPHEBbIX LEHTPOB BCEX KOMMNbHTEPOB AOMEHa
npomn3BoAnUTCA cneayroumm 06pa30M:

1. OTKpoWTE B KOHCOM MMC OCHACTKy YnpaBJieHUe rpynrnoBOi MOJIUTUKOW.
2. Pa3BepHUTE B OTKPbIBLIENCS OCHACTKE 3/IEMEHTLI: YNpaBJieHUe rpynnoBoi MoJIMTUKONU - Jlec:

<uMmss goMeHa> > [loMeHbl. Ha COOTBETCTBYIOLEM AOMEHE BbIOEPUTE B KOHTEKCTHOM MEHIO
N3MeHUTb.
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KoHconb1 - [KopeHs KoHconM\Ynpasnesuye rpynnosoi noavtukoi\Jlec: testlocal\omeHbi\testlocal \Default .. [ = | B -

EDal.TU'l Jeiictene  Bug  MsBpannoe

o= 2E X

Okno  Cnpaska

“| Kopetib korcenm Default Domain Policy

4 |3l Ynpasnenue rpynnosoii noantukoi

OBracTe | Caepgtun I MapameTpb | [enervposanme

A _ﬁ MNec: test.local

4 (55 Nometibl
4 35 testlocal MokazaTe CEASH B PECNIONOKEHIN |test.|oca| v|
] Default Damain Dolic = WE CafThl, AOMEHBI M NOAPaSOENEHNA
b (21 Domain MamennTs... |
- i MpuHymATENEH
I =] test MpuHyanTensHeIR HET ¥
b L5 Oébencn: CeA3b BKIOYEH
& OuneTpy
b =4 P CoxpaHuTe OTHET...
[+ L5 Havaney
L@ Caiter Bua 4
jﬁ': Mogenuposan Hoeoe ckHo oTcroga
4 Pesynetatel rp N
HoewIi BMA NaHenw 3agadq...

¥aanute ™

Mepenmerosate BKTa FPYTINOS0M MOMMTHKM MPMMEHRAIOTCA ©
BATENEN W KOMMBIOTEDOE:

OBHoBuTE

Cnpaska

JDeicreua

Default Domain Policy

JononHUTENBHBIE AERCTENA

PucyHok 154. OcHacTka YnpaBJjieHue rpyrnnosoi noJiIMTUKOMN

OTKpoeTca OKHO Pepaktopa ynpasneHusa rpynnosbiMA NOSIMTUKAMU

3. B penakTope ynpaBneHus rpynnoBbIMA MNOJUTUKaMK pa3BepHnTe KoHdUrypauus KoMnbloTepa

- Monutukmn > KoHdurypauuma Windows = MNapametpbl 6e3onacHoctu > MNMonutukmn

OTKpbITOro Kjitoua -> [loBepeHHble KOPHEBble LieHTPbl cepTudukaumumn. B 3To xpaHumuie
UMMNOPTUPYITE KOPHEBOM cepTudmkaT LIC, OTKPbIB Uepe3 KOHTEKCTHOE MEHIO MAacCTep MMMopTa

cepTUdUKATOB 1 CNeays YKasaHUsM MacTepa.

=}

Maiin  Oedctene

LR ETEE

Bug Cnpaeka

Penaktop ynpaeneHua rpynnoBbIMn NOAUTHKAMK

(= [= |

___j' Monawruka Default Domain Pelicy [DCT.TEST.LOC] ~
4 Al Kondmrypauma KomneroTepa
a | Noavrukw
| KoHgurypauma nporpamm
| Kondwrypauywa Windows

b ow |

|| Moautuka paspelueHna uMeH

CueHapun (3anyck/saeepLueHme)
Mapametpel BezonacHocTk

vvvvvvvvvllﬂl'[

;ﬂ MoAWTUEN YHETHBIX 3aNMCei

] NokaneHele neautka

:.:EI KypHan cobemui
& Tpynnbl ¢ OrpaHUHEHHBIM 4OCTYNOM
4 Cncremueie cysxBel

7 Peectp
5 Maiincean cuctema
L,J' MoanTuen npoecgHoi cetn (IEEE 302.3)
| bpanamay=zp Windows B peskime noseiweHHoi BesonacHo
| MoawTvkn gMCNeTHepa cNMCcKa ceTei
[ ;ﬂ]j Monwtnkn GecnposogHoi cerw (IEEE 802.11)
4 || MonuTykn oTKpEIToro KNKoJa
| Wnépoeannan daiinoean cucrema (EFS)
| 3awmTa AaHHbIX
| Wndposanme gucka BitLocker
| Ceptumkar ceresoid pasBnokMpoekK 4nA LundpoBaHis
| MapameTpel 3ETOMETHYECKDIO 3aNPOCa CEpTMhUKATOE
~| JloBEpEHHEIE KOPHEBLIE LIEHTPEI CEPTU(MKILIM
| JoBepuTensHbIE OTHOLLEHWA B NPEANPHATURN

| MpomexyTouHbIE LEHTPEI CEPTURUKILIM
| Nemewnmei tm e nare
< mn >

Kony BblaaH
hltest-DC1-CA

Kem ebigaH
test-DCT-CA

Kpanunuie JosepeHHbIE KOPHEBbIE LEHTPEI cepTudukaumm cogepxnT 1 cepTudmkar,

PucyHok 155. lo6aBneHne ceptupmkata gosepeHHOro YL B rpynnosbie NOJSIUTUKU
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6.6.1.2. Jlo6aBsieHMe CTOPOHHMUX BbINMyCKAaKLWMX LLEHTPOB cepTudmKkaumm B
xpaHunuuwie NTAuth cny»x6bl Active Directory.

CepTudukaT BXOAa MO CMapT-KapTe AO/MKEH 6biTb BbINYyLWEH LEHTPOM cepTUdUKaL M, HaXOA4AL UMCS B
xpaHunnuie NTAuth. KopHeBble cepTudmnkaTthbl LeHTpoB cepTudmnkauymnm Microsoft Enterprise CA aBToMaTuU4eCcKku
pobasnaoTca B XpaHunuuwe NTAuth, a cepTudwunkaTbl CTOPOHHUX LEHTPOB cepTudwmnkaumm Heobxoanmmo
MOMECTUTb B XPaHWUIMLLE BPYYHYK WM C MOMOLW b yTuauTbl certutil, koTopas npucyTcrByeT B nocraBke
Microsoft Windows.

Xpanummuwe NTAuth pans Bcero neca HaxoAUTCa B KOHTeMHepe KoHdurypauuu. [lpumepHoe
pacnonoxeHue:

LDAP://serverl.name.com/CN=NTAuthCertificates,CN=Public Key Services,CN=Services,
CN=Configuration,DC=name,DC=com

Mo yMon4YaHuIo 3TO XpaHUKLLEe CO34aeTcs NPU YCTaHOBKeE LieHTpa cepTudukauunm Microsoft Enterprise.

[Ons Toro, utob6bl noMecTuTb cepTudukaT B XpaHunmwe NTAuth c nomowbto certutil coxpaHuTe ero B
dann v BbINOHUTE CIEeAYIOLW Y KOMaHAY:
> certutil —dspublish -f <filename> NTAuthCA
3pech <filename> - umMa panna c cepTuduUKaToM.

NMocne nomeweHns cepTUdUKATOB HE3aBUCMMOIo LeHTpa cepTudukaumm B xpaHuamuwe NTAuth
rpynnoesas noamtuka Ha 6as3e goMeHa pa3MelwaeT pasfen peecrpa (oTnevyaTok cepTudukaTa) Ha BCex
KOMMblOTEpax AOMeHa B ClieAyloLwem pasgene:
HKEY_LOCAL_MACHINE\Software\Microsoft\EnterpriseCertificates\NTAuth\Certificates

O6HoBneHMe Ha pabouux CTaHUMSAX MPOUCXOAUT KaXAble BOCEMb 4YacoB (CTaHAapTHbIM MHTepBasn
rpynnoBon noamTukm). MNMpn HEeob6X0AMMOCTUM MOXHO MPUHYAUTESIbHO MPUMEHWUTb FPYMAMOBYK MOJIMTUKY C
MoMoL b0 KOMaHAblI HA cepBepe gpupdate /force

6.6.1.3. 3anpoc u ycTaHOBKa cepTudumkaTa KOHTPOJIJZIEPpOB AOMeHa Ha KoHTponsep(bl)
AOMeHa.

Kaxablh KOHTpONep AOMeHA, BbIMOJIHAO WU NPOBEPKY NOA/IMHHOCTM NOJIb30BaTesNeN Mo cMapT -KapTaM,
OO/DKEH MMeTb cepTudmKaT KOHTpoJlepa AoMeHa. MNpu ycTaHoBKe L eHTpa cepTudukaumnm Microsoft Enterprise B
nec cnyx6bl Active Directory Bce KOHTpoOJ/iiepbl JOMEHA OTMeYatloTCa B cepTudurKaTe KOHTPOIEPOB AOMEHa
aBToMaTnyeckn. DopmaTt cepTudunkaTa 4O/HKEH OTBeYaTb TpeboBaHUAM K cepTudmnKaTy KOHTposiepa AOMeHa.

MoapobHO 3anpoc M ycTaHOBKa cepTudukaTa paccMaTpuBaeTcs B pasgene Bbinyck cepTtudukaTa
KOHTpO/iepa AOMEHA.

6.6.2. Bxopg B gpoMeH no Y2K
B KpunTtolpo Winlogon peann3oBaHa BO3MOXHOCTb MCMONb30BaHMsa YOK aAna asTopusaumm B foMeHe. Ans
TOro, 4YtTo6bl HACTPOUTbL 3TY PYHKL NI, HYXHO BbINOJIHUTL Ha cepBepe AD cneaywuime AeCTBUS:
1. BknwouuTb B HAaCTpoOMKax rpynnoBoi nonntukm AD napameTp, pa3pelwatwmin npm exoae Boibop 13
cepTndurKaToB, COAEPXALLNX NIEKTPOHHYIO MOAMUCH.

MNapameTp Paspewutb KJOUM NoANUCEN ANA BXOAA BKIOYAETCA B peAakTope rpynnoBbIX MNOJIUTUK
(gpedit.msc) Ha KkoOHTponnepe paomMeHa B y3ne KoHdwurypaumsa koMmnbioTepa — AAMUHUCTPaTUBHbIE
wabnoHbl — KomnoHeHtbl Windows — CMmapTt-kapra.
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Penakrop ynpasaeHWa rpynnoesiMy NOANTHUKEMKA

4

[

=[ Monwtuka Default Domain Controllers Po ~
4 i Kondurypauws komnewoTepa

Monutukn
| Kongmrypauua nporpamm
| Kongmrypayua Windows
| AgmuHWcTpaTMBHEIE LaBNoHE =
4 || KomnoHenTel Windows
b | Internet Explorer
| NetMeeting
~| Password Synchronizat
| RSS-kaHankl
| Serverfor NIS
| SkyDrive

| Windows Media Centel
~| Windows Messenger
| Windows PowerShell

~| Workplace Join

| AHanuwz cTaBuneHoCTH
| Brnometpna

~| BcTpoeHHas cnpaeka

| Tamxerbl pabouero oo

| [dncnetuep oko pabo
~| JoBasnenune KomnoHel

| Jomalnaa rpynna

| 3aWwTa AOCTYNa K CETH

B 3awwTHre Windows

3eyKosanuce

1Arrrniaa raiinne

. CmapT-KapTa

Paspewwmts witoun nognnced gns
BX0p3.

MameHnTe NapameTp NoauTHER

TpeboeaHua:
He Hioee Windows Vista

OnucaHne:
3T0T NapameTp NosBcAAET

CEPTUGHMKATOS, OCHOBAHHBIX Ha
KAKOYEX NOANMCER,

Ecn 3T0T napameTp BKNHDNEH, TO Ha
3KpaHe BxoAa ByayT nepeqmncneHsl
8CE AOCTYMHEIE A1A CMAPT-KapTel
CEPTMGUKATEI TOABKD € KIKIHOM
AeATMCH,

Ecnmn 370T Napamerp oTKIHUEH WK
HE 3343H, TO HUK3KME AOCTYNHBIE
CEPTUMKATEI AN CMBPT-KApT,
OCHOBAHHBIE H3 KNHIYEX NOANMCER,
HE By ayT NEPEYNCIEHBI Ha IKPAHE
BXDA3.

Pa3pPELLNTE NPW BXOE NEPEHNCIEHNE

CocToaHue

i Pazpewnte cepTudnkatel Bes aTpubyTa cepTRgMKaTa pacLUMPEHHD...

OKa3blBaTh 3KPEH BCTPOEHHOI pastnoknposky npw sxose
'a3PELLNTL KIFOYM NOANWCER ANA BX0AA.

33IPELINTE CEPTUPUKATEI € MCTEKLLMM CPOKOM ASfCTEMA,
KHOYNTE PACNPOCTPAHEHNE CEPTUGNKATOB CO CMaPT-KapThl

ACTPOWTE OHMCTKY KOPHEBOT cepTuduKaTa

T MNLTPOELIEATE yBANKATEI CEpTUdNKATOE BX0A3
PUHYAUTENEHO CHUTEIBATE CO CMAPT-KapTel BCE CEpTUhUKATE
i= MokaseigaTs cTpoky Npw BACKWPOBKE CMAPT-KapThl

3MEHNTE XPaHALLLEECA B CepTUdNKETE MMA CyBbekTa

BEA0MNATE 0B yCNELIHE yCTaHoBKE Apalieepa cmapT-kapT
|2 PaspewunTs nogckasky MMEHN NON530BaTENA

BKHUMTE pACNpOCTPaHEHWE KOPHEBOTD CepTUUKATE CO CMapT-K..,
aNpPeTUTE BO3BpaLLeHne TekcToebx PIN-KOA0B ANCMETUEPOM YUET...
a3pewwnTe ncnonesosanune ceptudmkaros ECC ana sxoaa w npose..,

KARUMTE CNyekBy CaMOHACTRaMBaHILLIMKCA YCTPORCTE 4NA CMapT-...

CocTosHue
He zagaHa
He zapaHa
Brntouena
He zagaHa
He zagana
He zapaHa
He zagaHa
He zagaHa
He zapaHa
He zagana
He zagaHa
He zagana
He zapaHa
He zagaHa
He zagaHa
He zapaHa

Kommentapy
Her
Her
Her
Her
Her
Her
Her
Her
Her
Her
Her
Her
Her
Her
Her
Her

\ Pacwinpertbii /(CTEHﬂ,EpTHb\ﬁ

PucyHok 156. Pa3pelwieHue Bxoaa B AOMEH MO KJ1l04YaM nognucen

2. Ob6ecneunTb AOBEpUE KO BCEN LLeNoYKe cepTMHUKATOB Ha CcepBepe U pacnpoCTPaHNTb €ro C MOMOLL bt
rpynnosou nonmtmukm (cMm. n.n. 6.6.1.1 n 6.6.1.2)
3. O6ecneunTb A4OCTYN K cn1cKy oT3biBa ceptudumkatos (CRL).

Ha UC, Bbinyckatowem ceptudunkat anga YIK gosmkeH 6biTb ncnosb3oBaH wabnoH ¢ uMeHeM «Bxoa co
CMapT-KapToW». Beinyck ceptudmnkaTa nogpobHo onucaH B n.n. 6.2 n 6.5.
Ha knineHTCckowW MalwnHe Heob6XxXoaANMO:
YcraHoBuTb CK3U KpunTtolpo YK CSP.
2. O6ecneuunTtb B3ammogencrene c CV-cepsmucom no 443 nopTy.
Ons npoBepkn goctynHoctu CV-cepBuca oTKponTe yTunmty Hactpoiikn YOK (Myck = MporpamMmbl =
Kpuntolpo = UEC tool), BBeauTe aapec cepBepa, Ha KOTOPOM pacCrnoloXXeH CEPBUC, HAaXX MUTE KHOMKY «TecT>».

1.
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Hactpoiikm ¥3K 2

Cepeep
|cvservice.uecard.ru | . |443 | | Tecr |

[] Wcnonsbsosats aicremsi npokom-cepsep

Dan

Cozaate 3an|

Onepauws 3aseplueHa .:l
EAETE

YCTaHOBUTE
TecTMpOBaHKUE YCNELWHD 33BEPLUEHD FLENE

XpaHunue ayTed

) CapT+a

MNpoealinep

CHMTRIBATENE

PaboTa c MMH

MpeatABMTE Koa pastnokuposki MAH (KPT)

PaboTa C KapToi

YAANMTE Y TEHTHOMKEALMOHHYID MHBODMALUAD

| COpomMTE HACTPOMKM | |CoxpaHMTb HACTPOIKM | 3aKpLEITE

PucyHok 157. NpoBepka aoctynHoctn CV-cepBuca

3. YepesnaHenb ynpasneHuns CK3U Kpuntolpo YOK CSP Hy>XHO yKa3aTb B CBONCTBaX HOCUTENS, UTO OH

3aperucrpuposaH B Smartcard Winlogon.
Ons aToro oTkpolite naHenb ynpasneHus (Myck = Mporpammbl = Kpunrtollpo = Kpunrtollpo Y3K

CSP), Ha Bklagke O6opyaoBaHMe HaxMuTe «HacTpouTb TUNbI HOCUTEseN...» BbibepuTe 13 npenoxeHHOro
Crucka TUN HoCUTens, COOTBETCTBYOLWNN ncnonbdyemMon YOK n OTKpOWTE CBONCTBa HocuTens. Ha Bknagke

CBOMCTBaA KapTbl A0/KeH 6bITb NMpocTaBneH Gnaxok «3aperncTpupoBaH B smartcard winlogon».
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e Kpuntolpo ¥3K CSP £
ANropUTHE I BesonacHoCTE I Winlogon I Hacrpoiin TLS
Ofwme | OfopyaosaHme | Cepsuc I JononHUTensHo
CUMTRIBETENN 3EKPEITEIX KNOYER

Mg
a 33 "5} YI'IpEIB.'IE.‘HIf'IE‘ KNHYEEBBIMKM HOCMTENAMM £

KnioueBsIe HocUTeNK |

HaTuukn cny

oo il —
Hioio Nng
ML y

) |
UEC2 ]|

=1

=P - CBolicTEa KapTel
ATR.: | 3B70130000806400000000730000003100 |
Macka: | FFFOFFFFOOFFFFO0000000FFO00000FF]0 |

MpunoskeHre: | 0BO1 |

( 3aperucTpMposaH & smartcard winlogon ]

| HacTpoiika ¥3K |

OK | | OTMEHE

PucyHok 158. HacTpoiika napaMeTpoB KJ/1lOUEBOro HoCUTens

EciM ¢naxok He MpoCTaBfeH, TO HYXHO yAanuTb KIIOYEBOW HOocMTenb B (opMe YnpasneHue
K/1I0ueBbIMU HOCUTENSAMU, N06aBUTb €ro 3aHOBO M MPOCTaBMUThb 3TOT NapaMeTp npu Ao6asneHuUn.

4. ToAKMUYUTb K KOMNbIOTEPY MNOJb30BaTENId CYUTbIBATENb CMapT-KapT, COOTBETCTBYIOLIJ,VII‘/‘I

cneundukaumm ana gocryna Kk cmapt-kaptam PC/SC (npu Heo6XxoAMMOCTWM YCTAaHOBUTb ApanBep
CUMTbIBATENS BPYUHYIO).

Mocne BkNOUYEHUS BCEX Bbillenepe4vyncreHHbIX HaACTpoOeEK HY>XHO y6e,EI,I/ITbC9|, 4YTO rpynnoBasd nojJnTuUKa
NpUMEHEHa K KJIMEHTCKUM YYETHbIM 3aMNCAM U KOMNbKOTEPAM, M aBTOPU30BaTbCA B AOMEHE C MOMOL b0 Y2OK.
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7.

Ncnonb3oBaHme Kpurmmollpo CSP npy paboTe ¢ no4yTtoBbIM KveHTOM The Bat!

[na Toro, 4Tobbl MCNONB30BaTb 3aLWUTY NEPENUCKN Yepe3 3IEKTPOHHYIO MOYTY NO CTaHA4apTy NpoTOKoa
S/MIME B noudtoBoM knneHTe The Bat! C ucnonb3oBaHuneMm [OCT-anropuTtMOB Mpu WUGPOBAHUN W
NOANUCbIBAHUN COOBLLEHNA HYXHO BbIMOMHUTL PS4 HAaCTpoOeK.

1. ykasaTb napameTpbl SIMIME B HacTpolikax MOYTOBOrO KJIMEHTA

2. HACTPOUTH MOYTOBLIN SIIIVK,

3. oOMEHAThCSA cepTUdUKaTaMH ¢ JPYTUMH YIACTHUKAMHU TICPETIMCKH W TIOMECTHTh HMX B XPaHWIMINA

cepTudrKaToB.

[TpenBapuTenbpHO Ha KOMITBIOTEP € TOJIb30BaTENs TODKHO ObITh ycranoBieHo CK3U Kpwumnrollpo CSP.

7.1. Hactponka napametpos S/MIME nou4TOBOro KAMEHTa

1. BrnasHom meHio The Bat! Bbibepute Ceoictea—S/MIME u TLS...
2. BokHe MapameTtpbl SIMIME u TLS ykaxure ciieayromme HaCTPOHKH:

B 6n10Ke Peanusauua S/MIME u ceptudumkatbl TLS Bbibepute Microsoft CryptoAPI;

¢dnar Becerga wnppoBaTb OTNPABUTENIO CTAaBUTCA, €CN HeoBX0aMMO, YTOObI MCXoaALLAA NoYTa
WwndpoBanacb C NOMOLLbIO cepTUdMKaTa NoNyYaTeNs B Cyvae, eC/i Takolh cepTUDUKAT eCTb;
KpuntonpoBaiigep — BbibepuTe U3 BbINaSatOLLENO CMIMCKA NOCTABLUMKA CNYXKO WindpoBaHusa;
¢dnar HUKorga He UCNOIb30BaTb A4 PYIrUX KPUNTONPOBAUAEPOB CTaBUTCA, €CIN AAHHbIN NOYTOBbLIN
KJWEHT He NAaHMpPYyeTCcA UCNONb30BaTb C APYIMMM NOCTABLUMKAMM CNYHKO WndpoBaHus;
Anroputm WndpoBaHUA — YKa3blBAeTCA a/ITOPUTM WNPPOBaAHUSA, COOTBETCTBYHOLLMIA BbIBpaHHOMY
Kpuntonposanaepy;

X3LWW-anroputm NOANUCU — YKa3bIBAETCA X3LW-aNTOPUTM NOANUCH;

MomHuTb cBA3M e-mail agpecos c cepTudurKaTamm 4aa NOANUCK CTaBUTCA 4/15 aBTOMATUYECKOTO
BblbOpa cepTUPUKATOB;

MomHuTb cBA3M e-mail appecos ¢ cepTuduKatamu pana wudpoBaHUA CTaBUTCA ONA
aBTOMaTUYeCcKoro Bbibopa cepTUPMKaATOB.

e NapameTpel S/MIME u TLS

Peanwzauma S/MIME w cepTudukatel TLS
() BHyTpeHH=s

(®) Microsoft CryptoAPI

Beerga W poEaTe OTNRABHTENK
Kpuntonpoeaigep
Crypto-Pro GOST R 34,10-2001 Cryptographic Service Provider W

HwKorga He MCNOAL30BATE APYTMX KPUMNTONPOBaMAED 06
ANropUTM WG poBaHKA

GOST 28147-89 w

Xew-anropuTM Nagnmcm
GOSTR 34.11-84 W

MNoMHWTE CBAZK 2-mail 3apecoE ¢ CepTHgMEATAMK ANA NOZNHCK

MNOMHWTE CEAZK &-mail 34pecoE ¢ CepTHdMEATAMMK ANA WHGPOEAHWA

OTmeHa Cnpaeka

PucyHok 159. HacTtpoiika napametpoB S/MIME u TLS

3. CoxpaHuTe HaCTPOMKM, HaxKaB KHoMKy OK.
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7.2. Hactpomka no4TtoBOro fluKa

1. [na nameHeHUs napameTpPOoB NOYTOBOrO ALINKA BblAENUTE NMOYTOBbLIN ALIMK U B r1aBHOM MeHto The Bat!
Bblbe puTe AWwmK — CBOMCTBA NOYTOBOrO ALWMKA...

2. B okHe CBOMCTBa NOUTOBOrO fALLMKA BbibepuTe pasaen NMapameTpsbl. B 610Ke «PegakTop nMcem» A0IKHO
BbITb 0oTMeueHO ¢nakkom none AeTo-S/MIME. Takske MOMKHO BKAOUMUTL onuuu Mognucatb nepeg,
oTnpaskoi 1 3awmndpoBaTb Nepen OTNPaABKOM.

sl CBOMCTBA NOUTOBOIO AWMKa - TEST
@ OBWwwWe ceegeHna
J& TpaHcnopT MNpoEepKa NOYTOEOTD AWMKS
el .

[£) ¥npaenenue nauToi [] Nposepate npw sanycke The Bat!

~[*E] NapameTpel [ 0 7 [ ——

. E [T MNpoEEpATE C MHTEPEANOM B ¥

4 £]] WaGnoHe =

1:' HoBoe nuceMo MomMeyaTe NMCEMO KaK NPOYKUT. NP NOKase B Tey, 2 v ek
@ OTEET [ Nomeyats nueemo kak NpoNUTAHHOE NPU OTKPEITMKM B 0TASALHOM OKHE
1} Mepecoinka MoMeYaTe OTEEYEHHOE NUCEMO KAK NP OYMTAHHOE AETOMETHYECKN
1:@« MogTEEpHAEHME NpoY
{5 Coxpanenne & daiin [] PacmpenHoe xypHanuposarue
1} BEICTPEIA OTEET MakcMManeHeIA pasmep Gaina #ypHana pasoTel 20 & | KeBaiiT
5y Oesvze
JameTKM [ WrnopupoeaTs KomMaHay NpoEepkn BCeX ALMKOE

[ Pazpewmtes oTnpasky/nonyyeHne nouTe s BE0Aa Napona

|:| OYMWATE KOP3KHY NpK Beixode u3s The Bat!

|:| (KaTe BCE NankW Npw Beixoge w3 The Bat!

PeaakTop nUcemM

|:| MogTeepx#aaTe HEMELNEHHYO OTNRAEKY DABT:J - OJpenPGP
[¥] Noanweate nepeg oTnpaskoi [+] AgTo - S/MIME
3awndpoEaTE NEPES OTNPABKOM

[[] Noareepxaate HezawndposarHyw oTNRABKY

PucyHok 160. PegakTMpoBaHMe CBOMWCTB MOYTOBOro siLiMKa

3. CoxpaHuTe HaCTPOMKM, HaxKaB KHoMKy OK.

|..| Npumeuanne. B moutoBom wimeHTe The Bat! BO3M0OXXHO HACTpPOWUTH TOJBKO OJWH MOYTOBBIHN
——  SAIMK, pabOTaIONMI ¢ 3JEKTPOHHOIN MOAMUCHIO U I (POBAHUEM ITHCEM.

7.3. 0O6meH ceptudmkaTamm

Ona Toro, utobbl noANUCbIBaTE NMCbMa U WM pPOBaTb UX B a4 pec NoslydyaTens Nnpu oTnpaske C MOMOLLbIO
MOYTOBOIO K/IMEHTA, B XPaHUAML ax cepTudmMKaTos KOMNbOTEPA A0/DKHbI HAX0AUTLCSA CepPTUdMKaAT OTApaBuTens
C K/IIOYOM U cepTuduKaTbl noayvatenen. CeptndmnkaTt OTNpPaBUTENA C KIIIOUYOM TaKXKe MOXeET XPaHUTbCA Ha
CbeMHOM HocuTerne (cMapT-kapTe, USB-TOKEHEe U TA.), KOTOPbIA A0/MKEH 6bITb MOAKIOYEH K KOMNbIOTEPY NpU
paboTe CcMOYTOM, OH COAEPXUT CBeAeHUSA 06 31eKTPOHHOM aapece, AN paboTbl C KOTOPbIM OH 6bi BbiNyLLEH.

Mpn Hannumm cepTudwmkatTa C KIOYOM MOJSb30BaTeslb MOXET MOANWUCLIBATbL MUCbMa 3J/IEKTPOHHOM
noAMNnCbO, HO ANs Toro, 4Tobbl 3awmndposaTb coobuweHne, Heo6xoaMMo, UTO6bI B XpaHunmuw,e ceptndmnkaTos
Haxoauncsa ceptudukaT noaydaTens, COAepPXaLluin OTKPbITbIA KOY.

CaMbii NpocToli cnocob yCTaHOBUTb CepTUDMKAT B HYXKHOE XpaHuavwe — nojyymTb NMUCbMO, KOTOpoe
COAEPXUT 3NEKTPOHHYIO NOANUCL U 406aBUTb OTNPaBUTENSA B aAPECHYIO KHUTY.

1. MMpu npocMmoTpe NMCbMa HYHO HaxKaTb KHOMKY MpocmoTpeTb AeCTBUTENbHYIO NOANUCH.

01: TECT2 <testuser 1997 @mail.ru=
Komy: MeaH MeTpos <testuser 1996@mail.ruz @H

Tema: TecToS0E NMCEMO m
Mpocmotpets JEVCTBUTENBHYHD nognuc |

e

SopascTeyiTe, HEaH.

PucyHok 161. ®yHkumua npocmorpa noanucu B The Bat!
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2. B OKHe npoBepKu noanucu HaxkmuTe MpocmoTpeTb cBoicTBa cepTUdUKaTa.

BezonacHocte Windows

[elcTeMTENbHAA NOANUCE
¥ 3TOro NUCEMa 4EACTEMTENEHEA NOLNWCE,

Metp MeaHos
lzpatene: Test Center CRYPTO-PRO

Jevicteutened o 03.04.2014 no
04.10.2014

[MNpocMoTpETh CBORCTED
ceptndmkata

OTmeHa

PucyHok 162. ®opma npocMoTpa noanucu

3. B oKHe npocmoTpa cBOICTB cepTUdUKaTa HaxkmmTe YCTaHOBUTb cepTUdUKaT.

R Certificate Details

Obwwe | Cocras | MyTe ceprrdmcalym

g Ceepennn o ceprndmrare

310t ceprndmKaT NnpegHasHavaeTca OQna:
* SawmwEeT coobLLEHMA INEKTPOHHON NoYTEI

Komy enigan: MeTp HMeaHos

Kem Boigan: Test Center CRYPTO-PRO

Aeicrenrenen ¢ 03,04, 2014 mo 04, 10, 2014

YCTEHOBMTE CEPTMRMKAT.. .

PucyHok 163. ®opma npocMmoTpa ceptudmkara

4. B OoTKpbIBLIEMCA MacTepe MMMNopTa cepTUPUKaTOB BbibepUTE XpaHumLe TeKyLero noab3osaTens n

HaxXmute Oanee.
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£+ Macrep umnopTa cepTUdKWKATOB

Mactep nmnopta ceptndnKaTos

ITOT MACTEP MOMOrEET KOMMPOBATE CENTMMMKETLI, CNIMCKM AOBEPWA W CTMCKM OT3bIBa
CEpTHMKSTOE C NOKaNEHOro AWCKE B XPaHWIMWLE CEpTHEMKaTOE,

CepTUHKET, BEIAGHHEIN LEHTPOM CepTHgMKALMM, ABNASTCA NOATESPHAEHUEN BalSH
AMHHOCTH W COAEHMT MHDOPMELWIO, HEOBXDAMMYIO ANA SEWMTEI AAHHEIX MK
YCTEHOBNEHWA 3ALUMILEHHBIX CETEBLIX NOLKMAKKHEHMA, XPEHMIMILE CEPTHDMKETOS —
370 0BNacTs CMCTEMBI, NPeAHA3HaHEHHAR ANA ¥PaHEHWA CepTUDUKAT OB,

PacnonomeHHe XpaHuniLE

Terywmil Nonb30saTens

() NMoK&ENEHEIR KoMMBKOTER

[lna MpoAomHEHUA HEXMUTE KHonky "Lanee”,

lanee OTtmeHa

PucyHok 164. Bbi60op pacnosnioXXeHuss XpaHwiuviwia npu uMnopre ceprtudmkaTra

5. Hacnepylowem ware Bpy4Hyto BbibepuTe xpaHunuuie Apyrue nonb3osartenm v Haxkmute fanee.

(€) # Macrep umnopra cepTudnkatos

Xpanwnme ceprwduKaToR

KPEHUMNLLE CEPTMBMKETOE - 3T0 CUCTEMHEIE 0GNACTH, B KOTOPEIX
KPEHATCA CEPTMBMKATEL

Windows aETOMETUYECKM BEIDEPET XPAHWIMILE, MMM Bol MOMETE YKA3aTh
PaoNoHeHHE CEPTHBMKATE BPYHHYIO.

(_) ABTOMETHYECKM BbIDPETE XPEHWMMLLE HE OCHOBE THNa CepTHdMKaTS
I TIGMECTWTE BCE CEPTMDMKETEI B CIEAYHIWLEE XPAHWIMLLE
KPEHANMILE CEpTMDMKATOE:

Obzop...

Bribop xpaHuaniia ceptudmkata

BrifepuTe XpaHunMLLE cepTUdMKETOB, KOTOPOE Bkl
XOTMTE WCNIONB30BaTE.

| CTOpOHHWE KOPHEBKIE LIEHTPEI CEOTAGM A
| OoBepeHHEIE NMUa

| MocTaBwMkM CEpTUUKATOE NPOBEDKA |

:

| MSIEHistoryJournal

= L
NARFPARHHRIE KNNHRRRIS FENTAMKEATR ¢

< >

lanee Crmena

[INoxasaTe dusMHeakie XpaHAMILE

PucyHok 165. Bbi6op xpaHunuwa npu mMnopre ceprtudukarta
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6. Mo 3aBepweHun paboTbl MacTepa Haxkmute [FoToBO. [osABMTCA coobleHne 06 ychnewHom
BbINONIHEHWUM MMMNOPTA.

Mocne 3Toro B agpec Bragenbua ceptudukaTta MOXHO OTNpPaBnATb 3awundpoBaHHble MUCbMA,
BOCMO/Ib30BaBLUMCb KHOMKOW 3awundpoBaTbh nepen OTNnpaBKOWA B OKHE peakKTMpOBaHUs NUCbMa .

£ PepaktvpoeaHue nKceMa -> MNetp MeaHos <testuser1997@mail.ru= = B
Mucemo  TMpaeka Mowck @opmat  WHcorpymentel  Opdorpadwa Kpwntorpadms w GesonacHocTe CeoiicTea
S-S & PR CHE e & * &R B

Komy: MNeTp MBaHos <testuser 1997 @mail.ru= J 3| ||_5:|

Karaa:

Tema: Re: TecToB0e NHCbMO

SnpascTeyiiTe, IIeTp.
PMCYHOK 166. d)YHKLIMSI LIJVI(')pOBaHMSI B d)opMe peAaKTMpoBaHUA NMUCbMa

Mpu 3TOM Nepen oTNpaBKoON NpeanaraeTca cHavana Bblbpatb cepTudUKaT AN wndpoBaHMsa nucbMa (ero
MO>XHO BblI6paTb U3 CMNCKa AOCTYMHbIX UM OH BbiIbMpaeTcs aBTOMaTM4eCcKn, No e -Mensy noslydyatens nucbMma), a
NOTOM BBECTM Napob AN KOHTenHepa NMnYHoro ceptudurkaTa, C NOMOLW b0 KOTOporo 6yaeT nognmMcaHo NUCbMO,
ecnn Bbl ykazanu MoganucaTb nepen oTNpaBKOWM.
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8. WUcnonb3osanme Kpurmmollpo CSP npu paboTe ¢ noutosbiM kneHToM Outlook 2013

Wcnonb3oBaHne cpeacTte kpuntorpadudeckor 3awutbl B Outlook 2013 Bo MHOrom cosnajaeTt C
ucnonb3oBaHuem B Outlook paHHUX Bepcuii.

8.1. KoHdbwurypaumsa Outlook 2013

Bbibepute nyHkT MapameTtpbl (Options) meHio ®ann (File).

©

— CeeseHndA 06 y4eTHOM 3anmcy

OTkphITh U
3KCNOPTHPOBaTE

A
U) Microsoft Exchange

CoxpaHWTb Kak

& [oBaenTe yueTHyo sanucs

F‘ MapameTpbl Y4eTHOMN 3aMnch U COLIMANbHbIX
afr ceTeit

WMsmennTe NnapamMeTpel 4NA 3TOR yHETHOR
3aNMCK WK YETAHOBKUTE BoNbLUE COSIMHEHNI.

HacTpoiika y4eTHbIx
sanucei *

Meuats

Joctyn k 3T0i y4eTHOI 3annck Ha Beb-

caiTe,
YuerHan zanuce

Office

HD,\’J,KJ'IHJHEHME K COUWManeHBIM CETAM.

MapameTphbi
ABTOOTBETHI (HET Ha paboTe)

Beag « WenonesyiiTe aBTOOTEETEI ANA YEELOMAEHHMA APYTX NONL30BATENER O
TOM, YTO Bkl OTCYTCTBYETE HA paboyem MECTE, HaKOAMTECE B OTIYCKE

ABTOOTEETEI "
WK HE MMEETE BOIMOMHOCTI OTBEYETE HA COOBLLEHNA 3NEKTPOHHOIR
noyTsl,

= OuncTKa NOYTOBOrO ALLWKa

=4 ¥Ynpaenaiite pasmepom NOYTOBOMD ALLMKE, MCNOAL3YA OHUCTKY Nanku
Cpeactea "YpanenHeie" u apxueaumnio,
OYNCTKN ~ i |

CeobogHo: 24,3 MBaiit, keota: 24,4 [BaiiT
a HpaBMﬂa W onoselweHnAa
=1 Wcnonesyiite npasnna u oNoBELLIEHUA ANA OPraHnZaLMK BXOAALLINK
¥Ynpaenenwe npasuaamm co0BLLEHMIA 3NEKTPOHHON NOYTEl M NOAYYeHnA 0BHOBNEHII Npw
¥ ONOEELEHNANMM A0G3BNEHNK, UMEHEHWUN WIW YARNEHUN FNEMEHTOB,

PucyHok 167. MeHio ®aiin Outlook

B oTkpbiBleMCA OKHe BblbepuTe B 3aknagke LleHTp ynpaBneHusa 6e3onacHocTtbio (Trust Center)
nyHkT MapameTtpbl LleHTpa ynpaBneHus 6e3onacHocTtbio (Trust Center Settings).
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06wme @ O6ecneyeHue Ge30NacHOCTH AOKYMEHTOB, a Taloke 3aluTel U paboTocnocobHocTi

KOMMbOTEPA

Mouta

3 &
¢

Kanenaapb uwy

cTn

TMogn Kopnopauua MaiikpocodT 3a6oTutca o Balueit koHduaeHumansHocTh. Hrobel nonyunte
ACNONHUTENBHBIE CBEAEHNA O ToM, kak Microsoft Outlook nomoraer coxpanute

3apaun KOHOWAEHUNANBHOCTE, CM. 3a8BNIEHNE O KOHDWAEHUMANBHOCTH,

Mounck 3asenenue o kondugenunansHoctn Microsoft Qutlook

Azbik 3asenerne o koHdugesunansHoctu Office.com

ﬂgorgamma YAYHLWEHNA K34ECTE3 NPOrpamMmMHOro obecneuenuns

3asenenune o KonduaeHumansHocTH ansa cpeacrea "OTnpasuTe yabibky” ans otseieos o Microsoft
Hactpouts nexty Office

[JononHutensHo

Manens BeicTporo gocTyna
besonackoctb u apyrue ceefienun

Haacrpoiikn

JlononHUTENEHBIE CBEAEHS O 33LLMTE KOHPUAEHUMANEHOCTM W BE3ONACHOCTU NPUBEAEHDI Ha CalTe
Office.com.

COBQBHME S3LUMLLIEHHBIX MHQOEMEHMOHHMX CUCTEM

LlenTp ynpasnenmns 6esonachocreio Microsoft Outlook

LlenTp ynpaenenus BesonacHocTeto
COAEPKUT NapameTpbl BesonacHocTh n
KOHGUAEHUMANBHOCTH, 3TH NapamMeTpbl
nomoratoT oBecneynts GesonacHocTE [apameTpbi UeHTpa ynpasaeHna 6esonacHoCTbIO... ‘
KoMnbroTepa. VsmeHaTs ux He

PEeKOMEHAYETCA.

PucyHok 168. LleHTp ynpaBneHusa 6esonacHocTbio Outlook

BbibepuTe 3aknaaky 3awura aneKTpoHHoi noutbl (E-mail Security).

Hagewreie nzgatenn
Indpoeannan 3nekTpoHHan noura

Mapamerpel KoHGUAEHUMANEHOCTH

% WwndpoeaTe COAEPHKNMOE N BADKEHNA WCXOAALLMK CooBLLEHNE

3aLMTa INEKTPOHHOR NOYTBI
- P Ao6aenaTe undpPOEYH NOANMCE K MCXOAALLIMM COOBLLEHNAM

OBpaboTka BoXeHWi OtnpaenaTe NognUcarHele cooBLLEHNA OTKPEITEIM TEKCTOM

ABTOMaTWUECKaR 3arpyska 3anpawweate yseaomnenne 5/MIME ana cex nognucanHbx coofyennii 5 MIME

Mapamerpel Makpocos Mo ymonyaHu: |YcraHoaKM S/MIME { - | EI T bl

Mperpammuenii goctyn L
PP

yaocrosepenmn (ceprurares)

% Lindpoebie yaoCcTOBEPEHUA MW CEPTMGUKATEI ABNAKITCA AOKYMEHTAMM, KOTOpBIE 0BECNEYMEANDT BEIONACHOCTE
gl BaLLVX INEKTPOHHBIX TRAHIaKUWA,

| OnyBankosaTe B rAoBankHOM CNMCKE 3APEco.., | ‘ WMmnopt/zkenopr... ‘ | DonyunTe yaocTosepenme. .

“Hurate Kax obbIuHbIA TEKCT

[T Yurare oBeiHElE NHCEME Kak oBbIYHBIR TEKCT

YuTath NWCEMa © LNGPoBCIA NoANMCEHD Kak oBbIMHbIA TEKCT
(I.lEHapMM B Nankax

[] Paspewwnts cuerapnm & oBLLyx nankax

[] Paspewwuts cuenapnm & oBLyeaoCTyHEX Nankax

PucyHok 169. NMapaMeTpbl 3aliUTbl 3/IEKTPOHHOW MOUTbI

Haxxmute MapameTtpsbl (Settings).

BbibepuTe NMMYHbIE cepTUd MKaTbl, COOTBETCTBYHOLME KIK0YaM MOAMUCK U WG pOBaHMS, NCNOJIb3YS KHOMKY
Bbi6paTtb (Choose). OTobpaxaembliit AManor N03BoASET N0b30BATESO YKa3aTb CBOWU IMYHbIE CEPTUdUMKATDI,
KOTOopble 6yayT NCnosib30BaTbCs NpU BbIbOpe NMYHBIX KloYen Nonb3oBaTens Ansa GopMMPOBaHNA 3NEKTPOHHOM
L1 poBOM NOANMCK N paclimnd poBKM BXOASAW MX coobweHnn. YctaHoBuTe dnar NepegaBatb ceptudmkatbl €
coobweHnem (Send these certificates with signed messages).
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MameHeHne HACTPOMKM Be30NacHOCTH

Hacrpoika Be30nacHOCTH
ma koHurypaumnm:
YeraHoskK S/MIME | ] W

PopmaT KpunTorpagrm S/MIME
[ | Hacrpoiika GesonacHoCTM MO YMOAYaHMKD ANA 3TOMO GopMaTa
HacTpoika no yMoa4aHWie 4nA BCeX Co0BLEHNIA
MeTkW Be3onacHoTH.. Cozgate ¥aanuTe

CepTWd MKaTH M anropyUTME

CepTUdMKaT NoOgNKUCA: ErlGpaTk...
CepTndinkaT wndposaHna: EmbpaTe...

MepepagaTe CEPTHHMKATE ¢ COOBWEHHWEM

PucyHok 170. U3ameHeHne HacTpoiiku 6e3onacHoctn Outlook

OkHo Bbl6Opa cepTudmUkaTa:

bezonacrocte Windows

Buibop cepTudmkaTa
test

Wzpatens: test_rut
OedctenTtened o 22.053.2013 no

01.05.2030

OtmenHa

PucyHok 171. Bbi6op ceptudpumkara

Mocne Bblibopa cepTudmkaTa Heob6xoaMMo ykaszaTb UMa koHurypaumm (Security Settings Name). B
npoTmeBHoM ciiydae Outlook Bbigact ownbky.
B 3akfagke 3awura 3J/1eKTpoHHOM noutbl (E-mail Security) MoxHO BkIOUYMTL pexumbl LWndpoBaTtb
coAep)>XuMoe M BNoXeHusa ucxoasiwmx coobueHuin (Encrypt contents and attachments for outgoing
messages) n [lo6aBnate UMPpPoOBYIO Noanucb K ucxoasawmm coobuieHnsam (Add digital signature to
outgoing messages) ans Toro, 4tobbl WKUdpoOBaHNE M INEKTPOHHas uudpoBass NMOAMNUCbL BbINOSHANNCD
aBTOMaTMYECKM AN KaXaoro coobweHnnsa. Ecim aTn pexummbl He BKIKOYEHbI, ONL UK WKndpoBaHNa N NoANUCK
HY>XHO 6yaeT BKIUaTb ANS KaXxAoro otnpasnsemMoro coobuieHns. B 3Tom xe amanore AONONAHUTENBHO MOXHO
yCTaHOBUTb onuuio OTnNpaBnsATbL NoANUCaHHble coo6LleHnA OTKPbITbIM TekCTOM (Send clear text signed
message when sending signed messages). pu BKIIOYEHHOM pexume noanucb GopMupyeTcs B Buae
OAHOro OTAENbHOIO BAOXeEHMUS 415 coobuieHns. Ecnm pexuMm BbiktoUYeH - TEKCT coobLeHns 1 Bce BIOXEHUS
06beaAnHATCA B eAMHOE LLeNI0e N KOAMPYHOTCA B COOTBETCTBMM C NpaBuiamMu koguposaHmusa BASE64, nocne yero
pe3ynbTaT KOAUPOBaHUA NOAMNUCBIBAETCS.

8.2. OmpaBka noanMcaHHbIX COO6LLLEHMIA

Ons co3pgaHuMa M oTNpaBku MOAMUCAaHHOIO coobweHns Haxmute KHonky Co3apaTtb coobueHue

Co3gatb

coobuuenme :(New E- mail) .

116



XKTAN.00087-01 92 01. Kpuntollpo CSP. MHCTpyKUUS NO UCMNOL30BaHUIO
Bbibepute nonydatens coobueHus (none To) n BBeante Temy coobuweHnsa (Subject). Ecim nucemo 6yaet

coaepxaTb HEKOTOPbIE (halisbl, fo6aBbTe UX B MMCbMO, MCNONb3ys KHONKY Bnoxxutb ¢dann (Attach File).
EH B Tect - Coobuwenne (HTMWL) ?T EH - O X

COOBLEHWE BCTABKA MAPAMETPHI @OPMAT TEKCTA PELLEH3MPOBAHWE

H=] oo 7 o
1= CK Knonkw ronocosaqma ~ 7 3agepKKa AOCTABKK
i ) Wndpoeate - ¥ E.‘ iepacea A
o or YBEAOMUTE O 4OCTABKE . % HanpaenaTe oTeeTh B
Temel Paspewwerna © CoxpaHnTe oTNpasneHHeIA
n MNoanucate \
- - YBEAOMWTE O NPOYTEHMI S EMEET T
MokazaTe NoAA PazpelweHmne OTCnewnBaHue |; JonNoAHWTENEHBIE NapameTpbl I ~
Komy... testmail@mail.ru
Konwug..
OTnpasnTE
Tema Tect

Baoxerune M= Tekcrdocudocs [45 Kaith

test

PucyHok 172. Co3gaHue noagnmMcaHHoro coob6buwenusa B Outlook

Ons Toro, utob6bbl moanucaTb coobuieHne HaxMmuTe Ha kHonky Mopnmcare (Sign) B 3aknagke
MapameTtpbl (Options).

Ons oTnpaBkun coobuieHna HaxMmTe KHonky OTnpasuTtb (Send).

Ecnm cepTundmkart, C NOMOLLBbIO KOTOPOro noAnMcaHo coobuieHne, 6bi1 0TO3BaH UM 3IEKTPOHHbLIN aapec,
yKa3aHHbI B cepTuduUKaTe He coBrnajaeT C 3/IEKTPOHHbIM aapecoM AAaHHOW y4YeTHOW 3anucu, To NosiBUTCA
cnepyluee npegynpexaeHme, a camo coobuieHme He 6ygeT oTnpas/aeHo.

Heaonyctumblli ceptudukart ﬂ

Mpunoxeruo Microsoft Outlook He yaaeTca nognucate Man 3awndpoeaTe COOBLEHNE
W3-33 OTCYTCTEMA CEPTUPUKATOB, KOTOPLIE MOMYT BBITh MCMOAB30BaHbI 418 OTNPABKK C
agpeca” d *. Mony4yuTe HoBOE UMPOBOE YAOCTOBEPEHWNE AN AaHHOMN

! . YYETHOW 3anucu MMB0 HAXKMUTE KHOMKY “YYeTHBIE 3anucKn’, YToBbl OTNPABUTE COOBLUEHHE C
NOMOLUBIO YHETHOM 3aNnUcK, 4N9 KOTOPOWM MMEETCA CepTUUKET.

WN3meHUTE NnapameTpel 6830NacHOCTH.., OK

PucyHok 173. Ownbka ceptudpukata ornpasurens B Outlook

8.3. Tony4yeHre cepmdpurKaTta OTKPLITOro Ktova aboHeHTa Ans WwndpoBaHUsa COO6LLLEHMI

Ons wndpoBaHUsa coobLleHW B aapec Apyrux noJsib3oBaTtenein HeobXxoaAnUMo npeaBapuUTenbHO NMPOU3BECTU
o6MeH cepTudmkaTamu. na 370oro 0b6blMHO AOCTATOYHO NepecsaTb NoanucaHHoe cooblieHne B aapec
Tpebyemoro aboHeHTa (coobuieHne nocblaeTca BMecTe C ceptudukatom otnpasutens). Nocne nonyyerHus
Co06LWEeHNS M NPpOBEPKN 3 NIEKTPOHHO LM@POBOM NOANMCU NPOU3BOANTCA aBToMaTnyeckoe gobasneHme agpeca
OTNpaBuUTeNs N ero cepTudurkaTa B agpeCcHY KHUTY.

Ons KoHTponsa go6asneHns BbINOJIHUTE CleAYo Wne AEeNCTBUS.
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1. OTKpOWTE NoKasibHY0 afpeCHY0 KHUTY, HaXkxaB Ha 3HAUYOK B HMXKHEW YyacTn 061acTm nanox.

B E S -

®ANN FMABHAR

OTMPABKA 1 MOMYYEHWE TTATTIA

Inbox - corptest@cryptopro.ru - Outlook
BLA

¥
ljl ."j i x (2 Orseturs m Mepemectute B: 7 Mepe
o +
c C“ - & I'E%_ OTBETUTE BCEM (=) Pykosogutento |+ | 5 Mpae
034aTE 038aTh AANNTE 5] - —
= El =
cooBueHne 3nemenT~ W9 T QHEPEC“ET" C Coobuienme rp... _@Onef‘
Co3gate YganuTe OTBETUTE BbiCTpEIE 4EACTENA ] Mepel
- . <
EPETALMTE CBQ 36paHHele Nan - MoWck B Nanke “Ws TeKyWera noyTosoro saumka” (CTRL.. O |-
Bce HenpouwraHHbie Mo data * Hoswe +
4 corptest@cryptopro.ru o
]
[ Inbosx Tecr 16:45
YepHosuku [1] Tecr
Sent ltermns corptest
Deleted ltems EncryptandSignTestMessage 5:30
Mews Feed
T corptest
utbox Encrypt&ndSignTestMessage 4:53
RS5-kaHane
HexenatensHan noyra corptest
Encryptand3ignTestMessage Yt 5:47
OTnpaenexHele
[ Mankw nowcka corptest
EncryptindSignTestMessage Yt 5:19
N corptest
B W e eee EncryptAndsignTestMessage Yt 4:43

SNEMEHTDBL: 80 BCE MAMKK ¥>E OBHOBNEHEI

NMOOKTHYEHD & MICROSOFT EXCHA

PucyHok 174. JlokanbHaa agpecHas kHura Outlook

2. B oTkpbiBwelica dopmMe BbibepUTE HYXHbIA KOHTAKT U OTKPOUTE ABOMHbBIM KJIMKOM.
3. B dopme, kKoTOpas copoepXut cBeaeHUs O KOoHTakTe, Bblbepute Mokas (View), B OTKpbIBLIEMCSH

Ceptudukartol ‘g
BbiNnaZakweM MeHO Haxmnte CepTtudmnkaThbl pTvg (Certificates).
= H *T b= corptest - Kontakt T EH - O X
AN KOHTAKT BCTABKA QOPMAT TEKCTA PELLEH3MPOBAHWME
@ x R Coxparnte n cosgate - =] [} OtnpaeuTe no 3nekTporHoii nadte [EE] > BE,
23 Nepecnate - F‘EI Cobpanue
Coxpanute ¥aanute Mokaz Wmena Mapamerper Tern  Q6uosute  Maciurab
W 33KPEITE O, OneNote - 7 Dononnutensto = - - -
JeiicTena CeAsb OBHoBMTE  MacowTas -
1 B Hoapob
MoaHoe AMA.., corptest El il hes Tl corptest
g )
OpraHusauma : OBuwme Elcenonn corptest@cryptopro.ru
AonxHocTe Mokas
XpaHWTE Kak corptest - -
VIHTEpHET
EE 30, novra... - corptest@cryptopro.ru

3
3aMETEM
corptest

OTobpaxaTe Kak
EBe6-cTpaHuua

MrH, cooBweHusa

TenegoHsl
PaBGo4mit.., -
OOoMAWHW... -
Dake [pakouuii)... -
MoBUABHBIM... -
Aapeca
PaBOYM... -

CHHTETE NOYTOBLIM
anpecom

0 Nogpobees o corptest.

PucyHok 175. KoHtakt Outlook
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B pe3ynbTaTe OTKPOETCs CNUCOK cepTUdUKaTOB, B KOTOPOM MOXHO YBUAETb cepTUd MKAT OTNpaBUTENS.

BE d L Y corptest - Kontakt ? EH - O X
GAAN KOHTAKT BCTABKA GOPMAT TEKCTA PELEH3WPOBAHWE
@ x B Coxparute n cospate - =i T EE: > 3;53
’.3_.|, Mepecnate = )
Coxpannte Yganute m Mokas Cemse Wmena Mapamerper Tern  O6uosuts  Maciirab
W 33KpPRITE i OneNate - - M = -
JercTena JBHOBWUTE  MacwTab ~

Mpw oTnNpaeke Wy poBaHHOrD CO0BIWEHWA JAHHOMY KOHTAKTY BYAET MCNOALIOEATECA O4HH
WE 3THX CEPTURMEATOE. CepTUgUKaTH 406AENAKTCA NME0 NPK NOAYYEHNK COOBLWEHNA € LMGPOEDH NOANWCEID 0T
A3HHOMD KOHTAKTA, NMG0 NPpH MMNOpPTE ero $afna cepTHgUKaToE.

CepTH@HEaTE [UWEPOBRIE YAOCTOERDEHKWA)

WeaHoe MEaH MeaHosn4(MNo ir.mﬂanmo CEOMCTER...
[

Mo ymonyaHumo

WMmnopTt..

JKCNOPT..

¥aanuTe

ﬂ Mogpobees o corptest D L

PucyHok 176. Cnucok ceptudpukatoB Outlook

g

CoxpaHute

lMocne aToro HaXxXMmMTe Ha KHOMKY CoxpaHuUTb M 3akpbITh == (Save & Close). Ecny aboHeHT C TakuM
aApecoM yxe CyllecTByeT, NporpamMMa npeanoxuT, ninb6o aob6aesmTb HOBbIM KOHTakT (Add new Contact), 1m6o
o06HOBUTbL cBeaeHMA O BbiaeneHHoM koHTakTe (Update information of selected Contact). Boibepute BTOpO#
NyHKT. [pn 3TOM B CyLLeCTBYIOLW NI KOHTAKT 6yaeT gob6aBneH NosydeHHbI cepTudunkaT, a pe3epBHas Konus
6yneTt coxpaHeHa B Deleted Items Folder (YaaneHHbie).

8.4. OmpaBka WndpoBaHHbIX COOBLLEHNN
(=]

Cosgatb

[ns co3pgaHusa v oTnpaBkuy WNdpPOBaHHOro coobuleHna Hax MmTe KHonky Cospgatb «t<: (New E-mail).

Bbibepute nonydatens coobweHus (none To) n sBBeante Temy coobuweHnsa (Subject). Ecim nucemo 6yaet
coaepxaTb HekoTopble dalinbl, no6aBbTe UX B NUCbMO, UCMOJb3YsA KHOMNKY Bnoxxutb ¢gpain (Attach File) B
3aknagke BctaBka (Insert). [Ons oTnpaBku coobuieHnss B 3awmMdpPOBaAaHHOM BUAE HAXMUTE KHOMKY
LWndposaTtb (Encrypt).

119



XKTAN.00087-01 92 01. Kpuntolpo CSP. NHCTpyKUMS NO UCMNONb30BaHUIO

BEH® O * Vs test - Coobuuenme (HTML) ? B - O %X
AN COOBLEHWNE BCTABKA MAPAMETPHI QOPMAT TEKCTA PELLEH3VPOBAHWE
B CK e i% R‘ 8= 3apepxka gocTaskm
T iS5 Or @ Or . :;_ Hanpaenate oTeeThI B
€mbl Paspewuern: g Moanucats CNeXnBaHUE  CoxpaHWTb OTNPaBNEHHBII
v - v 3NEMEHT ™
Mokasatb N... PaspeweHune AononHuTenbHbie NapameTps oA

Komy... irkorolev@cryptopro
Konus... ’ ‘
OTnpasuTe !

| Tema ‘test

test|

PucyHok 177. Co3paHue 3awumdpoBaHHOro coobuieHmsa Outlook

Mocne Toro, kKak coo6LeHMe NOAroTOB/IEHO K OTNpaBKe, HaXXMMTe KHoMNKy OTnpaButb (Send).
Mpu nonbiTke 3aWwmndpoBaTe MMCbMO Ha OTKPbLITOM KJlOYe Bflajesnblia 0ToO3BaHHOMo cepTudmkaTa,
NnosIBUTCA ClefytoLlee NpeaynpexaeHue.

Mpunoxernio Microsoft Outlook He yganoce 3awndposate
CO0BLWEHNE, NOCKONBKY CIBAYIOWNE NOAYHATENN HE UMEIOT
CEpTUHUKATOE, MMEIOT HEAEMCTEUTENBHEIE CEPTUDUMKATE MK HE
NoAAEPXMUEAIOT AaHHOE WHdpPOBaHKe:

corptest

Coo6uweHne MoXeT 6biTb 3aWndpoEaHO U OTNPABAEHO, HO
YKa3aHHbIE NoAy4YaTenu, No-BMAUMOMY, HE CMOTYT €ro NPoYuTaTh.

\ He wnudpoeaTte coobueHne } MpoaonxnTs

PucyHok 178. Owmnbka npy wmdppoBaHum 0oTO3BaHHbIM cepTuduKaToM

8.5. lpoBepka cepmdukaTa Ha OT3bIB

[na KOHTPONs NpOBEPKM CEpTUDNKATOB Ha OT3bIB BbIMOMHUTE Cieaytolime aencTeusa. OTKpoUTe noyvyeHHoe

noanMcaHHoOE NUCbMO. HaX MUTE KHOTMKY — Npu3Hak noaAnncaHHOro coobLeHus.
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Tema: Tecr
o CepebpeHHukosa EneHa CepreesHa
MognucaHo:

Q LUudposaa nognuce COOBLEHWA ABNAETCA

AeNCTEBMTENBHON U AOBEPEHHOMN.

[ns NpocMoTpa CBejeHnit 0 cepTudukaTe,
NPUMEHAEMOM B LMOPOEOI NOANKMCK COOBLIEHMS,

HaxXMuTe KkHonky "CeeaeHuna’.
CeegeHua...

D Mpeaynpexaate 06 OWWMBEKAX B NOANWMCAHHEIX COOBLWEHNAX 40 OTKPHITUA.

PucyHok 179. NpoBepka uncgpoBoit noanucu

Haxmute kHonky CBepneHus (Details).
A ecnm OoTKpbIiBLLeecs 0KHO Noao6bHo cneaytowemy, To COC He yCcTaHOBMEH NGB0 CPOK ero AeCTBUSA UCTEK.

O6HoBUTE COC, XpaHSALWMIACSA B IOKaIbHOM CNpaBOYHMKE CePTUPMKATOB, C UCNONb30BaHMEM AOCT YMNHbIX
cpeacTtB. Eciv okHO ocTanocb NpexHum, To ceptTudmrkaTt He b1 0TO3BaH.

E Tema: Tecr

CooBueHna MoryT WK poBaThca U COAEpPkKaTe 10U LMPPOBLIX NOANUCEN
101 4ONYCKAET HANMYME HECKONBKWUX MOANMCEN.

Cnowu 6e30nacHOCTH
Bri6epuTe cNoi 4na NPOCMOTPa Ero ONUCaHWUg.
v
+' YpoBeHb UM POBLIX NOANKMCEN
‘o TlOANMCAHO: » -

Onucanue:

OK: nognucaHHoe coobueHune,

Cnegyrowme KHONKK NO3B0NAI0T NPOCMOTPETE 40NONAHUTENBHEIE CBEAEHNA WAW BHECTH
W3MEHEHWA B BEIBPaHHLIN C10M:

MN3MeHWTD gOBEPME,., fMogpoBHOCTH... Josepue K UeHTPY cepTudurkaunm..,
D MpeaynpexaaTte 06 OWKMBKAX B NOANMCAHHEIX COOBLEHMNAX

PucyHok 180. CBeaeHus o uncdposoii nognucu B Outlook

Ecnu xe COC 06HOBJ'IeH, a NMCbMO NoANMMCAaHO OTO3BAHHbIM CepTMd)VIKaTOM, TO NPWU HAa>XaTnn KHOMKKU ®
noaBUTCA cneayrouiee npeaynpexigeHue:
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7 ] 52

Uudposas nognucs: HenpasuabHaa

P

Tema: noan
OoT: Kopones CtaHucnas Badecnasosuy
Moarmucaro:  skorolev@cryptopro.ru
Ludposas noanmce cooblueHna SBnaeTca
HEeAENCTBUTENBHOM MK HE AOBEPEHHOI.

N8 NpocMoTPa CBEAEHMIA 0 CEPTUDMKETE, NPUMEHAEMOM B
WihpoBOoit NOANMCH COOBLLEHNS, HEXXKMUTE KHONKY
"CeeaeHus".

Mpeaynpexaats 0b ownbKax B NOAMMCaHHLIX COOBLWIEHMAX A0 OTKPBITUA,

\, J

PucyHok 181. CoobuieHne o HegencTBuTesIbHOW LM POBOA NoanucH

Haxxmnte kHonky CBeaeHus (Details) ans npocMoTpa cBegeHuin o cepTudukare.

@ Tema: Tecr

CooBLweHna MoryT WwnudpoBaTeca U COAepkKaTb oW UMb poBbiX nognuceit. Kaxabii
101 4ONYCKAET HANMYME HECKONBKWUX MOANMCEN.

Cnowu 6e30nacHOCTH

BribepuTe CNoi 4na NPOCMOTPa €ro ONUCaHKUA.

© Tema: Tear
i 0 YpoBeHb UM POBLIX NOANKUCEN
i) Moanucaro: W

Onucanue:

Owwnbka:
CUCTEME HE YAAETCA NPOBEPUTE, ABNAETCA AN MCMONB30BaHHLIN ANA CO34aHNA

AaHHOM NOAMWUCK CePTUHUKAT A0CTOBEPHBIM, v
MNAannuraun S — ranuAamen FOCT DA A0 2001 /TNCT D 24 11 QA

Cnegyrowme KHONKK NO3BONAIDT NPOCMOTPETE 40NONHUTENBHEIE CBEAEHNA WAW BHECTK
W3MEHEHWA B BEIBPaHHLIN CI0M:

| W3meHnTb goBEpue.., ’ MoapoBHOCTK... l lLlosepnexuempy CepTUOUKALNM.., ]

[]npeaynpexaate 06 owmnéKax B NOANMCAHHEIX COOBLIEHNAX

PucyHok 182. CBegeHus 0 HepgencTBUTeNbHOM LU poBOU NoanNUCH
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