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1. AHHOoTAUMA

[JaHHbIA OOKYMEHT COAEPXMUT MNpaBuia MNosb30BaHMA CpeacTBa KpuUMTorpad@uueckor 3aliuThbl
mHdpopMmauum (CK3U) «Kpuntollpo CSP» Bepcum 4.0, ero coctaB, Ha3HauyeHME, KJIIOYEBYHD CUCTEMY,

TpeboBaHus no 3awute ot HCA.
JOKyMeHT npeaHasHa4veH ans aAMUHNUCTpPATOpPOB MHMOPMaLMOHHOM 6e3omnacHoOCTH
YUpEeXAEHUIM, OCYLLECTBAAWMX YCTAHOBKY, 06CNyXMBaHME KOHTPOJb 3a cobniaeHmeMm TpeboBaHui

K 3kcnnyatauum cpeactB CK3W, a Takxe agmumHuctpatopaMm CepBepoB, CeTeBbIX pecypcoB
npeanpuaTms n Apyrux paboTHMKOB Ciyx6bl MHPOPMAUMOHHOM 6e30MacHOCTM, OCYLeCTBASIOWMM

HacTponky paboumnx MecT ans paboTbl co cpeacteamu CK3U.

NHCTpYy KLU MK aAMUHUCTpaTopam 6e3onacHoCTH " nosib3oBaTensam pa3NYHbIX
aBTOMaTU3UPOBaHHbIX cucTeM, wucnonwsyrwowmx CK3U «Kpuntollpo CSP» Bepcun 4.0 [OSKHbI
pa3pabaTbiBaTbCa C yyeToM TpeboBaHWMn HacToawmX Mpasu.
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2. HasHaueHue CK3W. YcnoBusa skcnayatauumm

CK3MN «Kpuntollpo CSP» Bepcumn 4.0 npegHasHavyeHO ANs 3aluUTbl OTKpbTOn MHbOpMauum B
MHPOPMALMOHHBLIX CuUCTeMax obuero nonb3oBaHus (BbMUCIEHWME W npoBepka 3M) wn  3awWwuThl
KoHbUAEHUMANbHON WHQOpMaLMN, He CcoAepXalel CBeAeHMNW, COCTaBAAWMX FOCyAapCTBEHHYIO
TalHy, B KOpnopaTMBHbIX WHGPOPMAUMOHHBIX cucTeMax (wudpoBaHne U pacwmdpoBaHme
WHpoOpMauun, BbMUCIIEHME U NPOBEpPKa WMWUTOBCTABKW, BbMUCIEHME 3HAYEHUS X3LW-dYyHKLNK,
BblMMCNEHNE W NpoBepka 3I).

Mpn skcnnyaTtaumm CK3U «Kpuntollpo CSP» Bepcun 4.0 [osmKHbI BbINOSHATLCA Clieaylolne
TpeboBaHus:

— CpeacTtBamn CK3U He ponyckaeTtcsa obpabaTbiBaTb MHpOPMaLMio, coaepXallylo CBeAeHus,
COoCTaBnsaoLWme rocyaapCTBEHHYO TaliHy.

- [Jonyckaetcs wucnonb3oBaHne CK3UW pgna kpuntorpaduyeckon 3awuTbl MNepcoHabHbIX
OAHHbIX.

- Knwueas vHbopMaumna aBaseTcs KOHbDuAeHUManbHOM.

— Cpok pgencteua kaoda nposepkn Il — He 6onee 15 neT nocne OKOHYaHUS CpoKa AeNCTBUS
CcooTBeTCTBYOLWEro katoya 3r1.

— BHewHsia ramMma, ucnosblyemas Ans WHUMLManM3auuMm COCTOSIHMS nporpaMmHoro [CH,
ABNSAETCA KOHPUAEHUNANbHON.

- CK3M LOJKHO MCNONb30BATLCH co cpeacTsamm AHTMBUPYCHOM 3alUuThl,
ceptndmympoBaHHbiMm OCB Poccun. B cnyyae wx OTCYTCTBUS peKOMeHAYeTcs Mo
BO3MOXHOCTW WCMOMb30BaTb CYLWECTBYIOWME aHTUBUPYCHble cpeacTBa 3awuTtbl. Knacc
QHTMBUPYCHbIX CpPeACTB 3aluTbl onpegenserca ycaoBusaMm 3skcnnyataumm CK3U B
aBTOMaTMU3UPOBAHHbLIX CUCTEMax.

— PasmeweHne CK3M B noMelweHMax, npefHa3Ha4YeHHbIX N8 BeAeHUS MNeperoBopoB, B Xoae
KOTOPbIX obcyxapatoTcs BOMpPOCHI, cogepxauwme cBeneHus, cocTaBnsawowme
rocyfapcTBEHHYIO TalHy, OCYLEeCTBNSETCA YCTaHOB/IEHHbIM MOPSAKOM.

— [3BM, Ha koTopbix wucnonblyetrca CK3W, pomxHbel 6bmb gonyweHbl Ana o6paboTku
KoHdUAeHUMaNbHON  uHdoOpMauum no  pgencTeywowmm B Poccuiickon  ®epepauunm
TpeboBaHuAM no 3awmte nHbopMaunm OT YyTEYKN N0 TEXHMYECKUM KaHasaMm, B TOM 4ucne,
no kaHany cBsA3n (Hanpumep, CTP-K), ¢ y4yeToM Mogenn yrpo3 B MWHQPOPMaALMOHHOM
CUCTeMe 3aKa3umka, KOTOpbIM AO/HKHO NpoTUBOCTOATL CK3W.

—  WHcTtannsaumns CK3UM Ha paboumx MecTax AO/MKHA Mpou3BOAUTBLCS TONbKO C aucTpubyTtuea,
NoJsly4eHHOro no AOBEpPEeHHOMY KaHany.

— BctpauBaHue CK3W B apyrue cpeacTBa BO3MOXHO TOMbKO C WUCMOMb30BaHUEM (YHKLUN,
yKasaHHbiX B [punoxeHmn 2. B crydae WCMNONb30BaHUA MNPOYUX BbIBOBOB (QYHKLMUN
nporpaMMHbIX WHTepdencoB (ypoBHel BcTpauBaHusa) CK3M Heobxoammo npousBOAUTb
paspaboTtky otaenbHoro CK3W B cooTBeTCTBUMM C AeUCTBYlOWeENH HOpMaTMBHOW 6a3oi (B
yacTtHocTh, ¢ [locTaHoBneHueM [lpaButensctBa Poccuiickon ®depepauum ot 16 anpens
2012 r. N° 313 wn TlonoxeHneMm o pa3paboTke, nNpou3BOACTBE, peanmsaumm u
aKcnayaTaumn wndpoBanbHbiXx (Kpuntorpaduyecknx) CpeacTs  3awutbl  MHbOpMaLnm
(MonoxeHue MK3-2005)).

— Npun 3kcnnyataumm CK3M  [o/MXKHbI MCNONBb30BATbCA TONIbLKO CepPTUPUKATbl OTKPbITbIX
KJIlOYEN, BbINyLleHHble OOBEpPEHHbIM OpraHoMm cepTudukauun. B kayecTBe Takoro opraHa
[O/KeH BbiIcTynaTb cepTtuduumpoBaHHbim O®CB Poccum YpocTtosepswowmn ueHtp (YLU),
BbIMyCKAaOWMA cepTudukaTbl U NOAAEPXKMBAKOLWMIA CMUCKN OTO3BaHHbIX CepTUdUKaToB B
cooTBeTcTBMM C PernamenHtoM YL, a Takxe cnyxba KoOpnopaTUBHOM CUCTEMBI,
obecrneunBatowas [AOBEpPEHHble CMPaBOYHUKM CepTUDUKATOB OTKPbITbIX KAOYERn C
noAAepXXKOW aKTyasIbHOCTM BKJ/IlOYAEMbIX B CMpaBOYHUKK cepTuduKaToB.
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Mopsinok opraHmsauum un obecnedeHne 6e3onacHOCTM XpaHeHus, o6paboTku M nepegayn no
KaHanaM CBS3M C WCMOJSIb30BaHMEM CpeACTB KpunTtorpaduyeckor 3awwunTbl MHbDOPMaUUM CBeAEHUN,
cocTaBnAwWmMX KoHbduaeHUanbHyto MHDOPMaL KMo, OCYyLWEeCTBASEeTCS B COOTBETCTBUM C AOKYMEHTaMMU
«MHCTpyKumna o6 opraHusauum n obecneyeHnn 6e30MacHOCTU XpaHeHusi, 0bpaboTkM KU nepegauun no
KaHanaMm CBS3M C  WUCMOMb30BaHMEM CpeacTB  KpunTorpaduyeckor 3sawutbl uHbOpMauum C
OrpaHUYEHHbIM AOCTYMOM, He coAepXalwel CBeAeHMN, COCTaBASAKWMX FOCYAapCTBEHHYH TanHy»
(MNpukaz ®AMCU N 152 ot 13 wutoHa 2001 roma), «MonoxeHme o pa3paboTke, NpPoOU3BOACTBE,
peanusauum u skcnayatauum wmdposasnbHbix (KpynTorpaduyeckmnx) CpeacTs 3awuTbl MHdoOpMaunum»
(Npukasz ®CBb Poccum N2 66 ot 9 deBpana 2005 roga) v ApyrMMM pPyKOBOASILLMMU LOKYMEHTaAMMU MO
obecneveHntio 6e30NacHOCTU MHGPOPMALLUN.

CK3n «Kpuntollpo CSP» Bepcun 4.0 MOXHO 3KCNJyaTupoBaTb CO cleayouwmmu
NporpaMMHbIMK nNpoaykTamMu 6e3 npoBeAeHMS AOMOJSIHUTENbHBbIX TeMaTUUYEeCKUX WUCCeAoBaHui u/wmnm
OUEHKW BUSAHUA:

—  npunoxenus, Bxoasme B coctas OC;
- MS Outlook (Office 2003, Office 2007, Office 2010, Office 2013);
— cepsep IIS;

HeobxoaMMoCTb MpoBeAeHUs OUEHKW BIIMSAHUS ANS NpPO4YMX MNporpaMMHbIX NpoAyKTOB (B TOM
yncne yCTaHOBJIEHHbIX aAMWHUCTPATOPOM/MONb30BaTENEM LOMOJIHEHUA U paCLUMPEHUA NPOrpPaMMHOIo
obecnevyeHnsi, NepevynMcsieHHOro Bblle) onpepenseTcs ¢ y4detoMm n.1.5 ®opmynsapa XTHAW.00087-01
30 01.

Cnepywowme nporpaMmMmHble KoMnoHeHTbl CK3UWM  «Kpuntollpo CSP» Bepcun 4.0 MOXHO
ncnonb3oBaTtb 6€3 npoBeaeHUss AOMOJSTHUTENbHBIX TeMaTUYEeCKUX UCCef0BaHUN:

—  NpWIOXeHMe KOMaHAHOW CTPOKWM ANns noanucu u wmdposaHunsa dannos cryptcp;
—  MpWIOXeHNe KOMaHAHOM CTpoku ansa paboTel ¢ cepTudmkatTamm certmgr;
— npunoxeHune ansa cosganus TLS-TyHHensa stunnel.

Ucnonb3osaHne CK3WN «Kpuntollpo CSP» Bepcun 4.0 C BbIK/IIOYEHHLIM PEXMMOM YCWUIIEHHOIO
KOHTPONIS WCMNOSIb30BaHMUS KJIlOYENW He JonyckaeTcs. BkaoyeHne [daHHOrO pexuma onvcaHo B
AokyMeHTax XTHAM.00087-01 91 02. PykoBoACTBO aaMMHUCTpatopa 6e3onacHocTtu. Windows,
XKTAN.00087-01 91 03. PykoBoacTBo aaMuHucTpatopa 6esonacHocTu. Linux, XTSAKW.00087-01 91 04.
PykoBoacTBo agMuHucTpaTopa 6e3onacHocTu. FreeBSD, XTSAWM.00087-01 91 05. PykoBoACTBO
aagMmHucTpaTopa 6e3onacHocTu. Solaris, XTAW.00087-01 91 06. PykoBOoACTBO aAMMHUCTpaToOpa
6esonacHocTun. AIX, XTAMN.00087-01 91 07. PykoBoacTBO agMMHUCTpaTopa 6esonacHocTn. Mac OS.
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3. Mopsapok pacnpocrpaHeHua CK3U

YcTtaHoBo4Hble Moaynm CK3U «Kpuntollpo CSP» Bepcun 4.0 n KOMMIEKT 3KCMayaTauWOHHOM
OOKYMEeHTauumM K HeMy MOryT MOCTaBAsATbCA MONb30BaTeslo YMNOJHOMOYEHHOW OpraHuMsauuen ABy Ms
cnocobamu:

1) Ha HocuTene (CD, DVD-guckn);
2) nocpeacTBOM 3arpy3ku yepes MIHTepHeT.

Ons nosiyyYeHus BO3MOXHOCTH 3arpysku YCTaHOBOYHbIX MoAaynemn CK3M
«Kpuntolpo CSP» Bepcun 4.0 M KOMMAeKTa 3SKCMAyaTauMOHHOW AOKYMEHTauun noJsib3oBaTesib
HanpaBfiseT CBOM YYeTHble JAaHHble YMNO/JHOMOYEHHOM oOpraHumsauun. Y4yeTHble AaHHble MOryT 6bmb
HanpasJ/ieHbl MOCPeACTBOM 3arofIHEHUSA CheynanmanupoBaHHOM perucTpaumoHHoOn GopMbl Ha cauTte
YNO/THOMOYEHHOM OpraHu3auuu.

Mocne nony4vyeHus  YMNOSHOMOYEHHOMW  OpraHuM3auuen Yy4YeTHbIX [AaHHbIX MoSb30BaTesto
npegocTtaBngercs AocTyn Ha CTpaHuuy 3arpysKku YCTaHOBOYHbIX mMoaynen CK31
«Kpuntollpo CSP» Bepcun 4.0 1 KoOMnNeKkTa 3KCrjyaTauMoOHHOM AokymeHTauun. [lpu 3arpyske
rnosb3oBaTesnieM yCTaHOBOYHbIX Moaynen CK3U  «Kpuntollpo CSP» Bepcun 4.0 1 KOMMIeKTa
3KCMIyaTaunoHHOM AOKYMeHTauumM YNOJIHOMOYEHHON OpraHu3auunelnl NpMcBamMBaeTCs YYETHbIA HOMep,
MAeHTUOULNPYOLW NI aKk3eMnnsap CK31 «Kpuntollpo CSP» Bepcun 4.0, npeaocTaB/IEHHbIN
nosb3oBaTesto.

Ha cTpaHuue 3arpy3ku BMecTe C gUCTpnbyTMBOM M AOKYMEHTaUMel pasMellaeTcs oTAes/IeHHas
3N1eKTPOHHas noAnucCb, ANs MNPOBEPKM KOTOPOW HeobxoaMMO uMcCnonab3oBaTb yTuUauTy cpverify,
MOMYYEHHY0 AOBEpeHHbIM 06pa3oM M coaepXkallyto Koy NMpoBEPKU AAaHHOW 3/1eKTPOHHOW NOAMUCHU.

YcTaHoBka CK3U «Kpuntollpo CSP» Bepcumn 4.0 Ha paboyee MeCTO Mosb30oBaTeNs MOXET bbb
OCYLEeCTB/eHa TOJ/IbKO B Clly4yae NOATBEPXAEHUS LeNOCTHOCTU MOJSIYYEHHbIX YCTAHOBOYHbIX MoAyel
CK3M «Kpuntollpo CSP» Bepcun 4.0 n akcnayaTauMOHHOMN AOKYMEHTauun.

1. CpeacTtBo KOHTpons uenocTHocTM (cpverify.exe) nepBOHa4anbHO AOMKHO 6bMb
nosy4YyeHo nosib3oBaTeneM Ha dusndeckom Hocutene B odwuce komnaHum 00O
«KPUMTO-MPO», nmbo y odwuumanbHoro awnepa. Takas yTwiMTa cuuTaeTcs
Mnosy4YyeHHOMW JoBepeHHbiM ob6pa3oM. [lanee nMoOJly4eHHOW [OBepeHHbM obpa3om
npu3HaeTCs o4yepenHas Bepcus YTWAUTbIL, MNonydvyeHHas nwbem obpasom, Hanpumep,

|..| CKayaHHasa ¢ callTa www.cryptopro.ru, Npu ycrsosum, 4To oHa 6buia nposepeHa ApyruMm
-~ 9K3EeMMNAAPOM YTUAUTbI, MOJSIYYEHHbIM paHee [OBepeHHbIM 06pa3oM, M npoBepka Obuia
YyCMEeLHOoN.

2. Kntou nposepku 2Ol, a Takxe uHbOpMauuma o HeM (AaTa CO34aHMs, anroputM X3L-
dyHKUMKN, wunaeHTMdMKaTOp anroputMa NOAMNMCKU) 3anuCbiBalOTCA B WCXOAHbIA  KOA
YTUINTBLI Ha 3Tane cbopku.
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4. OCHOBHbIE TEXHUYECKMNE AaHHbIE U XapaKTEepPUCTUKMH

4.1. MNporpaMMHO-annapaTtHbie cpeabl PyHKUMoHupoBaHua CK3MWU:

23360

Windows

BkntouaeT nporpaMMHO-annapaTHbie cpeabl:

-  Windows 7/8/8.1/10/Server 2003/2008 (x86, x64);
- Windows Server 2008 R2/2012/2012 R2/2016 (x64).

LSB Linux

Bknouwaetr auctpubyTumBbl Linux, yaosneTBopsiowme crtaHgapTy Linux Standard Base ISO/IEC
Bepcun LSB 4.x:

- CentOS 4/5/6/7 (x86, x64, POWER, ARM);

— T4 OC AUC ®CCIN Poccum (GosLinux) (x86, x64);

— Red OS (x86, x64);

— Fedora 23/24/25 (x86, x64, ARM);

— Mandriva Enterprise Server 5, Business Server 1 (x86, x64, ARM);

— Oracle Linux 4/5/6/7 (x86, x64);

— OpenSUSE 13.2, Leap 42 (x86, x64, ARM);

— SUSE Linux Enterprise Server 11SP4/12, Desktop 12 (x86, x64, POWER, ARM);

— Red Hat Enterprise Linux 4/5/6/7 (x86, x64, POWER, ARM);

— CuHTe3-0C.PC (x86, x64, POWER, ARM);

— Ubuntu 10.04/12.04/12.10/13.04/14.04/14.10/15.04/15.10/16.04/16.04.1/16.10 (x86,
x64, POWER, ARM);

— Linux Mint 13/14/15/16/17/18 (x86, x64);

— Debian 7/8 (x86, x64, POWER, ARM, MIPS);

— Astra Linux Special Edition (x86-64).

Unix

BkntoyaeT nporpaMMHO-annapaTHble cpeabl:

— ALT Linux 7 (x86, x64, ARM);

— ROSA 2011, Enterprise Desktop X.1 (Marathon), Enterprise Linux Server (x86, x64);

— POCA XPOM/KOBANBT/HUKEJIb (x86, x64);

— Red Hat Enterprise Linux (RHEL) Version 3 Update 3 (x86, x64);

— FreeBSD 9/10, pfSense 2.x (x86, x64);

- AIX 5/6/7 (POWER);

- Mac 0S X 10.7/10.8/10.9/10.10/10.11/10.12 (x64).

Solaris

BkntouaeTt nporpaMMHoO-annapaTHbiE Cpeabl:

— Solaris 10 (sparc, x86, x64);
— Solaris 11 (sparc, x64).

i0S

BknoyaeT nporpaMMHO-annapaTHble cpeabl:

- Apple iOS 6.0/6.0.1/6.0.2/6.1/6.1.2/6.1.3/6.1.4/6.1.5/6.1.6/7.0/7.0.1/7.0.2/7.0.3/7.0.4/
7.0.5/7.0.6/7.1/7.1.1/7.1.2/8.0/8.0.1/8.0.2/8.1/8.1.1/8.1.2/8.1.3/8.2/8.3/8.4/8.4.1/9/9.
0.1/9.0.2/9.1/9.2/9.2.1/9.3/9.3.1/9.3.2/9.3.3/9.3.4/9.3.5/10 (ARM, arm64, arm7s).
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BupTyaabHble cpeabl

— Microsoft Hyper-V Server 2008/2008R2/2012/2012R2/2016 (x64);
- VMWare WorkStation 11/12 (x86-64);

- VMWare Player 7/12 (x86, x64);

- VMWare Sphere ESXi 5.0/5.1/5.5/6.0 (x64);

— Virtual Box 3.2/4.0/4.1/4.2/4.3/5.0/5.1 (x86, x64);

- RHEV 3.4/3.5/3.6/4.0 (x64).

4.2. KnwouyeBasa cMcTeMa U KJIloueBbleé HOCUTeNM

CK3N «Kpuntollpo CSP» Bepcun 4.0 9BNSieTCs CUCTEMOM C OTKPbITbIM pacnpegesneHnem
KJIlO4el Ha OCHOBE aCMMMETPUYHON KpunTorpaduun C WUCMOMIb30BaHWMEM 3aKpbITOro KJ/oya Ha O4HOWN
CTOpPOHE U COOTBETCTBYIOLWErO €My OTKPbLITOrO Kfo4a Ha ApYron CTOpOHe.

Monb3oBaTeslb BKJYAETCA B CUCTEMY U UCKJIIOYAETCA U3 Heé YyCTaHOBMIEHHbIM
Y10CTOBEPSIOLINM LIEHTPOM MOPSAAKOM.

Monb3oBaTenb, obnagawowmini npasoM noanucum wu/vnn wndpoBaHUS AaHHbIX, BblpabaTbiBaeT
Ha cBoeM paboyeM MecTe WM nonaydaeT y agMuHUCTpaTopa 6e3onacHocTu (B 3aBUCUMOCTM OT
MPUHATON MOAUTUKM 6e30MacHOCTU) JINYHbIE 3aKpbiTbii KoY (katod 3M) M OTKpbITbIA Kaod (KoY
npoeepkn 3I1). Ha OCHOBe KaxAoro OTKpbIOro knaw4a (knw4va nposepku 3II) YAOCTOBEPSAOWMM
LleHTpoM cdopMupyeTcs cepTuduKaT OTKPLITOro kaova (ceptudukaT kawova nposepku IM).

4.2.1. KnoyeBon HoCUTenb

B kauecTBe KAKO4YEBbIX HOCUTENEN UCMNONb3YOTCSA:

- M4 3,5"”, USB agucku;

— CmapTtkaptbl GEMALTO (GemSiml, GemSim2, Optelio, OptelioCL, OptelioCL2, Native);
- eToken, Jacarta;

— USB-TokeHbl PyTokeH 2UIM (Flash, Bluetooth), PyTokeH Lite Rutoken S;

— CMapTkapTbl PyTokeH Lite SC, PyTokeH 3L SC;

— PyTokeH S;

- Novacard;

— CmapTtkapTtbl PUK (OCKAP 1, OCKAP 2, Maructpa, TRUST, TRUSTS, TRUSTD);
— CMmapTkapTa Y3K;

— Cmaptkapta MS_KEY K;

— ESMART Token;

— Cmaptkaptbl Athena IDProtect, MorphoKST, Cha cardOS, Cha JCOP;

— CMmaptkapTbl AnnoT INPASPOT Series, SCOne Series;

— Pazgen HDD MM2BM (B Windows - peecTp);

— WpeHtudumkatopsel Touch-Memory DS1995, DS1996.

Ncnonb3oBaHwe  KAOYEBbLIX HOCUTENerW B  3aBUCUMOCTM  OT  MNpOrpaMMHO-anmnapaTHOM
nnatgopmbl oTpaxeHo B XTAN.00087-01 30 01. CK3U «Kpuntolpo CSP 4.0». ®opmynsap, n. 3.8.

1. XpaHeHne 3akpbrbix katoderr Ha HDD M2BM u USB puckax (B peectpe OC Windows, B
pasgene HDD npu pabote noag ynpasneHnem apyrux OC) ponyckaeTcsi TOMbKO Mpu
ycnosun pacnpocTtpaHeHms Ha HDD, USB auck wnam Ha M2BM c¢ HDD TpeboBaHuin no

I_I!_.__“ obpalieHntio ¢ Knaw4yeBbiMM HocuTenamm (n.6.7 >KTSAM.00087-01 91 01. PykoBoACTBO

—— aAMUHUCTpaTopa 6e3onacHocTM oblas 4YacTb).

2. Bce BblenepeyncneHHble HOCUTENN WCMOMb3YTCAAOMKHbI UCMNOMb30BaTbCs TOSIBKO B
Ka4yecTtBe MnacCcuMBHOINro  XpaHwuula Kto4eBOWn VIHq)OpMaLI,MM 6e3 uMcnonb3oBaHus
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Kpuntorpauyecknx MexaHMsMoB, peasi3oBaHHbIX Ha CMapT-KapTe/ToKeHe.

3. Ucnonb3oBaHue HocuTenen Apyrnx TUNOB - TOJSIbLKO Mo cornacosaHuio ¢ ®CB Poccum.

4.2.2. Pa3Mepbl U CPOKN AENCTBUSA KNtOUeNn

ONvHbl KNtoYen 31eKTPOHHOW NoanncC u:

—  KJK0Y 3JIEKTPOHHOM MOANUCH 256 nnun 512 6ut;
—  KJII0Y NpOBEPKM 3NEKTPOHHOM NOAMUCH 512 wnn 1024 6uT.

ONvHbl KNoYel, NCnonb3yeMbiXx Npu WKdpoBaHUK:

—  3aKpbITbiA K4 256 6uT nnu 512 6uT;
— 3aKpbTbii KJHOY 512 6ut nan 1024 6uta;
—  CUMMETpPWYHbBIN KoY 256 6ut

Mpn akcnnyatauum CK3U «Kpuntollpo CSP». Bepcus 4.0 gomxkHbl cobntogatbca cneaywouime
CPOKM MCMNOJIb30BaHMUS MONb30BaTENbCKUX 3aKPbITbIX KAlo4Yen n cepTudukaTos:

—  MaKCuMasbHbI CPOK AEWCTBMUS 3aKpbmoro knawda IM-256 (kawua 3M) - 1 rog 3 mecsaua;

— MaKCUMasbHbIl CPOK AENCTBUSA 3aKkpbiroro kntoda 2M-512 (knwua 3M) - 1 rog 3 mecsaua;

— MaKCuMasbHbI1 CPOK AENCTBUSA OTKPbLITOro knt4va 3IM-256 (knwya nposepkn M) - 15 neT;

— MaKCUManbHbIM CPOK AENCTBUSA OTKpbIToro kiwda 3M-512 (kntoda nposepku IM) - 15 neT;

— MaKCUManbHbIA1 CPOK AENCTBUS 3aKpbITbiX M OTKPbITbIX KAto4ven obMeHa — 1 roa 3 mecsua.

Mpu ¢dopMMpoBaHUM 3aKpbITOro K/ko4a B KOHTEMHEp 3amnucbiBAaeTCA JdaTa MCTedeHus Cpoka
OENCTBMS 3TOro  KJK4a, MO WCTEYEHMM KOTOPOro B 3aBMCUMMOCTM OT 3HauyeHus napameTpa
ControlKeyTimeValidity BO3MOXHbl pa3nnMyHble BapuaHTbl UCMNOb30BaHUS 3TOroO Kouya.

3HauveHne «0» napaMeTpa He HaknagbiBaeT HUKAKUX OrpaHMHeHMVI Ha MCNoJib30BaHME KJIO4a.

3HaueHMe «1» napameTpa 3anpewaet gopmmposaHme Ol M WKdpoBaHME B KOHTEKCTE 3TOro
kntoda  (BO3MOXHO  pacwudpoBaHHble paHee 3awudpoBaHHbIX coobuweHnit) (3HadeHne Mo
YMOJT4aHUIO);

3HaueHne «2» napaMeTpa 3anpellaeT nobble AENCTBUA C 3aKPbITbiIM K/KOYOM.

Cpok AeicTBus kova bepeTcs 13 (B NOpsaKe YMeHbLUEHUS MpUopUTeTa):

— PaclumMpeHns KOHTelHepa Kknwoua;
— PaclumpeHns ceptudmkaTa Kwoua;
- [aTtbl co3aaHua knoda + 1 roa 3 mecsua.

M3meHeHne napameTpa ControlKeyTimeValidity

Ona onepauuoHHbIX cucteMm rpynnbl Windows HeobxoAMMO M3MEHUTb 3Ha4yeHWe KJioya
peecTpa

HKEY _LOCAL_MACHINE\SOFTWARE\Wow6432Node\Crypto Pro\Cryptography\CurrentVersion
\Parameters\ControlKeyTimeValidity (ans 64-6uTHbIX OnepaunOHHBIX CUCTEM),

HKEY _LOCAL_MACHINE\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\Parameters\Co
ntrolKeyTimeValidity (ans 32-6UTHbIX ONepauUMOHHbBIX CUCTEM).
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Hactporika CK3W ana ocTtanbHbiXx OC ocCylecTBASeTCS C MNOMOWb YyTunuTbl cpconfig c
NOMOLLbI0 KOMaHAbI

./cpconfig -ini \config\parameters -add long ControlKeyTimeValidity <3HaueHune>

4.2.3. XpaHeHune KN4YeBbIX HOCUTenen

Mpn XpaHeHun Kfo4yern HeobxoanMMo obecneynTb HEBO3MOXHOCTb AOCTyNna K KJ4eBbiM
HOCUTENAM HE [AonyLleHHbIX K HUM Jnl. Monb3oBaTenb HeceT nepcoHa/ibHyt0O OTBETCTBEHHOCTb 3a
XpaHeHune JINYHbIX K/H4YeBbIX HOCUTenen.

3anpelwaeTcs ocTaBnATb 6e3 KOHTPOss BbMUCAUTESNbHbIE CpeAcTBa C ycTaHoBNeHHbiM CK3U
rnocsie BBOAA KOYEBOM MHBOpMaLmN.

B cnyyae UEHTpanM30BaHHOrO  XpaHeHWUs  KJYEBbLIX HOCUTENei B opraHusauuu,
akcnnyatupyowernn CK3W, agMMHUCTpaTop 6e30nacHocTU (ec/iM OH MMEeeTCs) HeceT MepCOoHasbHYo
OTBETCTBEHHOCTb 32 XpPaHEHME NINYHbIX KJIIOUYEBbLIX HOCUTENEN Nosib30BaTeneil.

Mpn xpaHeHun knwodven B peectpe Windows m Ha HDD [9BM TpeboBaHWS MO XpaHEHUIo
JINYHBbIX KKOYEBbLIX HOCUTENEW pacnpocTpaHsiTcsa Ha M23BM (HDD M3BM) (B ToM uucne m nocne
yAaneHus knto4ven ns peectpa, ns HDD).

B cnyyae HEBO3MOXHOCTU OTUYXAEHUS KJIHOYEBOr0 HOCUTENA C KAK4YeBOW MHMOpMauuen ot
M5BM  opraHM3auMOHHO-TEXHUYECKMMM  MeponpuaTusaMM  JOo/mKeH  ObTb  WUCK/YEH  JOoCTyn
Hapywutenen kK MN3BM ¢ knwo4amu.

Monb3oBaTenb, MMeELWWUn AENCTBYOLWMA cepTUdUKAT M COOTBETCTBYOWMIA eMy kawod 2OI, B
ntobon MOMeHT BpeMeHuM (HO He no3aHee HeAenn) A0 OKOHYaHUS CpoKa AeWCTBUS AENCTBYIOLLErO
3aKpbITOro KJitoya, MOXET Npom3BecTu opMMpoOBaHME HOBOrO Kitoda Ill.

dopMmpoBaHue HOBOro kiw4da 3l, 3anpoca Ha ceptudwukaT, nepegada 3anpoca B LP wu
nonyyeHue ceptudukata NpousBOAUTCS COIMMACHO MNOC/eA0BaTesNIbHOCTM, OMNUMCaHHOW B pasgene 8.5
«DopMMpoBaHMe KJ4Yer nonb3oBaTens» AokyMmeHta XTAM.00087-01 91 01. «Kpuntollpo CSP.
PykoBoaCTBO agMMHUCTpaTopa 6e3onacHocTU. Obuwas 4acTb».

KntoueBble HocuTenu c kw4yoMm Il, CpoK AENCTBUS KOTOPOro UCTEK, YHUUTOXAKTCS MyTeEM
nepecdopMaTmMpoBaHust (OYUCTKM), O YEM AENAETCS 3anucb B «XKypHasie Nosib30BaTeNs CeTu».

K C06blTl/IF|M, CB4A3aHHbIM C KOMﬂpOMeTaLlMGVI Kao4en OTHOCATCA, B YaCTHOCTW, cneaywouwimne:

—  NOTeps KJIIOYEBLIX HOCUTENEN;

— MoTeps KJUYEBbIX HOCUTENEN C UX NOC/EeAYOWMM 0bHapyXXEeHNEM ;

—  YBOJIbHEHME COTPYAHMKOB, UMEBLUMX AOCTYN K KAKYEBOM MHPOPMaLUK;

— HapylweHue TnMpaBWI XpaHEHUS W YHUUYTOXeEHUS (Mocne OKOHYaHMS CpoKa [AeNCTBuSA)
3aKpbITOro KJoua;

— BO3HMKHOBEHME MNOAO3PEHUIA Ha YTEUKY MWHPOpPMAUMN WIN €€ UCKAXEHME B CUCTeEME
KOH(MUAEHLUMANBHON CBS3M;

— HapylweHue ne4dyaTu Ha ceide c KNYEBLIMU HOCUTENSAMU;

— Cllyyaun, Korga Hesb3si JOCTOBEPHO YCTAHOBUTb, YTO MPOU3OLIO C KJIHOUYEBBIMW HOCUTENSMU
(B TOM uyucne ciayyaum, Korga KJ/lOYEeBOW HOCUTENb BblWes M3 CTPOS M AOKa3aTeslbHO He
OMNpOBEPrHyTa BO3MOXHOCTb TOro, 4TO, [AaHHbIM daKT npousowen B pe3yfbraTte
HECaHKLMOHMUPOBAHHbBIX AENCTBUI 3/10YMbILLNEHHWKA ).

PasnuuatoTcs ABa BWAa KOMMNPOMeTauWW 3aKpbTOro kj4a: ssBHas W HesiBHas. [lepBble
yeTbipe CcO6bTUS TPaAKTYOTCA KakK sBHas KoOMMpoMeTauus kiwoden. Cnegyowme Tpu TpebytoT
crneumnanbHoOro pacCMOTPeHUs B KaXXA0OM KOHKPETHOM clly4ae.
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Mpn KoMNpoMeTauum CBOEro Ksw4a rosib3oBaTesNb A0O/DKEH HEMeANeHHO MpeKpaTUTb CBSA3b MO
ceTM C ppyrumm nonb3osaTtensamu. [pu 3ToM nonb3oBaTesb (MAKM agMUHUCTpaTop 6e30macHOCTMU
opraHmsauum) [o/mKeH HemeaneHHo wu3Bectutb UP (YL) o koMnpomeTauum kya nonb3oBaTens.
MHdpopMaums o kKoMmmpoMeTauuum MOXET nepegaBaTbcs B YL no TenedoHy c coobuieHneMm 3apaHee
YCJ/IOB/IEHHOIO NMaposs, 3aperncTpupoBaHHOro B «KapTouke onoBelleHUss O KOMNpOMETaLnum».

Mocne kKOMMNpoOMEeTauuMn KJYEN Mosb3oBaTeslb POPMUPYET HOBbIA 3aKpbITbil K04 U 3anpoc
Ha cepTudwukaT. Tak KakK Mosb3oBaTe/lb HE MOXET MCMNO/b30BaTb CKOMMPOMETUPOBAHHLIA K4 AN
¢dopmmpoBaHua Il v nepepjaym 3anpoca B 3alMWEHHOM BuAe MO CeTu, 3anpoc Ha cepTudwukaTt
BMecTe Cc 6/aHKaMu AOCTaBnsSeTCs IMYHO nonb3oBaTeneM (aAMUHMUCTpPAToOpoM 6e3onacHocTun) B LleHTp
Pernctpauyun.

Mpu XpaHeHun knwder Ha HDD M3BM Heob6x0AMMO MCMONb30BaTb MAPOJIbHYHO 3aluuTy.

CK3M MoxeT (pyHKLMOHMPOBATb U XPaHWUTb K/HOUYEBYH MHMOPMALMIO B ABYX peXuMax:

1) B mamsAiTM NpUNoOXeHus;
2) B «Cnyx6e xpaHeHus Kiw4eln», peanmsoBaHHOM B BMAE CUCTEMHOIMO cepBuUca.

Kntounm HaxodsTCcs B K3LWeE [0 3aBEpLUEHUS MPUIOXKEHUS WM A0 BbIK/IIOYEHUS KOMMbOTEpPaA
(ocTaHOBKM Cnyx6bl), 4UYTO MNO3BOMSET MWCMOMNb30BaTb 3aKPbITbii KAOY JaXKe Mocse 3aKpbmus
KpunTorpamn4eckoro KOHTEKCTa.

@OyHKLUWOHMpPOBaHWe u XxpaHeHue knwoudelr CK3UW «Kpuntollpo CSP» Bepcum 4.0 B «Cnyxb6e
XpaHeHus Kawyen» obecneuymBaeT AOMOAHUTENbHYHK 3awWuTy K/YEBOW WHGOpMauunm OT ApYyrux
NPUIOXKEHUIN, BbINONHAKOWNXCA Ha [M3BM, HO MOXeT He3HauyuTeNbHO 3aMeAnuTb NPOU3BOAUTENBHOCTb
CUCTEMBIL.

B cnyyae Heob6xoAMMOCTW NpOBeAEHMS PEMOHTHbBIX M perfaMeHTHbIX paboT annapaTHOM YacTwu
CK3W/COK HeobxoamMo obecneunmTb HEBO3MOXHOCTb AOCTyMa HapywuTens K  K/KO4YeBOWN
MHpopMauum, cogepxaweicsa B annapatHon 4vactm CK3U/COK. KoHKpeTHbIi nepeyvyeHb Mep AOJIKEH
bbb onpeaesneH UCXOAS M3 YCNoBUI akcnayaTauum CK3U.

4.2.4. YHUUYTOXEHUE KITHOUYEN HA KJTHOYEBbIX HOCUTENAX

Kntoum Ha knw4eBbix HocuTensax (Bkawodas Touch Memory u cMapT-KapTbl), CPOK AENCTBUS
KOTOPbIX UCTEK, YHMUTOXATCSA NyTeM nepedopMaTUpOBaHUS KOYEBbIX HOCUTenen cpeactsamum MO
CK3W, nocne yero ko4yeBble HOCUTENM MOTYT MCMOJSIb30BATbCS AN 3aMMCU Ha HMX HOBOWM KJHOYEBOW
MHpopMaLum.

06 yHMUTOXEHUW KIYEN AenaeTcsd COOTBETCTBYMOWAa 3anucb B «XXypHane nonb3oBaTtens
cetn» (cMm. BepeHue >xypHanos n.8.11 XT$AW.00087-01 91 01. Kpuntollpo CSP. PykoBoACTBO
aaMmHucTpaTtopa 6esonacHocTu. Obwasa yacTb).
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5. CoctaB CK3U1

NcnonHeHne 1-Base knacca 3awutbl KC1 BbINONHEHO B CliegyloweM CcOoCTaBe:

KpunTonpoBanaep;

Kpuntoapamneep;

MoAy/b ceTeBOn ayTeHTudumkauumm (Kpuntollpo TLS);

Moay/nib 06paboTku ceptudukatoB n CMS npoTtokona;

yTunuTa BblpaboTKM BHELUHEN rammbl;

yTUANTa KOMaHAHOMW CTPOKM Ans wudpoBaHus ¢ainnos;

YyTUANTA KOMaHAHOW CTPoKM ansa paboTbl ¢ cepTudmnkatamu;

MOoAYyNb ayTeHTudMKauum nonb3osaTtens B goMmeHe Windows;

naket paspaboTumka ans ucnosb3oBaHua npotokonosB IPsec (IPsec SDK);
naket paspaboTumnka gnsa sctpamsaHmsa CK3U (CSP SDK);

MoAy b noanepXxkn nHrtepdenca Mozilla NSS;

cepBucHble moaynu (cpverify, wipefile, stunnel);

6ubnnoteka, obecneumBatowaa noAakayeHne U DYHKLMOHMPOBAHME  KJIKOYEBbIX
HocuTenen (RDK).

CK3U dyHKUMOHUPYET B rpynnax nporpamMMHo-annapaTtHbiXx cpej n.4.1.

CK3U «Kpuntollpo CSP» Bepcuun 4.0 pyHKLMOHMPYET Ha OAHOM M3 ABYX YPOBHEW:

YPOBEHb MPUIOXKEHUS;
ypoBeHb saapa OC.

B cocTtas CK3U «Kpuntollpo CSP» Bepcun 4.0 BXOAAT:

6unbnunotekun dll, cepsucel, apamsepbl «Kpuntollpo CSP»;

MoAyNb ceTeBoM ayTeHTudumkauum «Kpuntollpo TLS»;

mMoaynb «Kpuntollpo Winlogon»;

kpuntorpadumyeckmn nHtepdenc «Kpuntollpo CSP»;

NpPOrpaMMHbIn  AaTumMK ciay4darHbix dmcen (MNACYH) ¢ wmHcTannsumen ot dwusmyeckoro ACH
(®ACH) BcTpamBaeMoro nporpamMMmHo-annapatHoro komnnekca (MAK) 3awutbl ot HCA,
BuolCH, BHeWwHen rammel;

KOHTPOJIb LEeNOCTHOCTM NporpaMMHOro obecneveHus;

cUcTeEMa MHXEHEPHO-KPUNTOrpaduyecKomn 3allmnTbl;

cuctema 3awmtbl oT HCA (Mcnosb3yeTcs onuuoHasbHO).

5.1. CoctaB noacucrembl COK

B coctas noacuctembl COK BXoAAT crneaytolwme KOMNOHEHTDI:

npunoXxeHuwe (nNpuvknagHoe nporpammHoe obecnedeHue, ucnosnbytowee CK3U);

nHTepdenc SSPI (nogMHOXecTBO uHTepdenca Kpuntorpaduyeckux NpoTOKOAOB Secure
Support Provider Interface (SSPI, CryptoAPI 2.0) ans peanusauum NpoToOKONa CETEBOW
ayTeHTudukaumm TLS v. 1.0 (nog ynpasneHnem OC Windows);

mMoaynn HacTponku OC Windows ana obecneveHns dyHkunoHnposaHus CK3WU;

nHtepderic CryptoAPI 2.0;

cpeactea Crypt32(Win32, 64) ans obecneveHns paboTel C ceptudumkatamMm ¢
ncnonb3oBaHmeM uHTepdenca CryptoAPI 2.0 u4epe3 kpuntorpadumyeckmn uHTepdeic
«Kpuntollpo CSP» noa ynpasneHnem OC Windows;

cpenctea Capilite - ana obecneuyeHus paboTbl C cepTudmkaTamm C MCMNOSb30BAHMEM
nHtepderica CryptoAPI 2.0 uepes kpuntorpadumyeckunin nHtepdenc «Kpuntollpo CSP» noa
ynpasneHmem OC cemencTtBa UNIX (Linux , FreeBSD, Solaris, AIX);

kpuntorpadumyeckmn nHtepdenc «Kpuntollpo CSP»;
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— WwTaTHble MHTepdEeNChl KAKYEBbLIX HOCUTENEN;
— ASN.1 - cucTemMa KogmpoBaHusa/aAekoaMpoBaHMS AaHHbIX B opmaTax ASN.1.

CocTtaB moaynen CK3U n nogcuctemol nporpaMMHori COK ans coOTBETCTBYHOLWMX NPOrpaMMHO -
annapaTHbIX Cpes KOHKpeTusumpyeTcs B pononHeHuax XTAWM.00087-01 91 02, XTSM.00087-01 91
03, XT5KM.00087-01 91 04, XTAMN.00087-01 91 05, XTAMN.00087-01 91 06, XTSMN.00087-01 91 07,
XKTAN.00087-01 91 08 Kk HacTosAWEMY JOKYMEHTY.
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6. KoHTponb vuenocrHoctu NMNO CK3U Kpuntollpo CSP

KOHTpO/b LENOCTHOCTU ANCTpUBYyTMBa obecneyMBaeTCcs Mpu MOMOLWM YyTUAUTBI cpverify.exe,
noslydeHHON AOBEpeHHbIM CNocoboM B COOTBETCTBMM C MpunoxeHnem 1.

CK3WM Kpuntollpo CSP nos3sonseT OCyWwecTBAATb AMHAMUYECKUA KOHTPOb LenoctHocTu MO.
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7. TpeboBaHMA NO BCTpaMBaHUIO U ucnosnb3oBaHuio MO CK3UN

BcTpamBaHne CK3M B 3awuuiaeMblie MHPOPMALMOHHbIE CUCTEMbl [AOSIXHO MNPOU3BOAUTLCA B
cooTBeTCcTBUM C [MonoxeHueM [MK3-2005. BcTpavBaHWe [OMKHbI NMPOBOAUTL OpraHuMsauuun, nMeroline
JIMLIEH3MI0 Ha NpaBO MpoOBeAEHUS Takux paborT.

Mpu co34aHuUM 3aULWEHHON WMHAPOPMALMOHHOW CUCTEMbI AO/IKHbI ObITb onpegeneHbl Mogenb
BO3MOXHbIX Yrpo3 W nonutuka ee 6e3onacHocTn. B 3aBucMMOCTM OT nonuTukM 6e3onacHoCcTuU
onpegensieTca HeobxoamMbin Habop KpunTorpaduuecknx GyHKUUA U OpraHu3auMNoHHO -TEXHUYECKUX
Mep, peanu3yeMblX B CO34aBaeMOl CUCTeMe.

3aWmnTa OT 3aknagok, BUMPYcoB, MoAudUKALUM CUCTEMHOrO M MpukiaaHoro MO poshkHa 6bMb
obecrneyeHa UCMNOJIb30BAHMEM, CPEeACTB aHTUBUPYCHOM 3alUUTbl U OPraHM3aLMOHHBIX MepPONpPUSTUIA.

Mpn BcTpamBaHum CK3U Kpuntollpo CSP B npukniagHoe nporpammHoe obecnedveHne unm
MCNO/b30BaHUM €ro B COCTaBe CTaHAapTHOro npuknagHoro MO A0/MKHBI BbINOAHATLCSA Ccrieayiolive
TpeboBaHus:

1. TMpn wncnonb3oBaHMM OTKPLITOrO KAk4Ya WM Kaw4ya nposepkn DI gomkHbl  6bTb
obecneyeHbl ero aBTopmsaumns, AOCTOBEPHOCTb, LENOCTHOCTb U MAEHTUYHOCTb C MOMOLLbIO
npoueayp YAOCTOBEPSAOLWEro LeHTpa.

2. Tpn wucnonb3oBaHuM CepTUMOMKATOB OTKPbITbIX KIKYEN U KAKYen nposepkn I,
3aBEepeHHbIX MNOAMUCHI0 AOBEPEHHON CTOpPOHbl, AO/MKHa 6bmb obecneveHa 6e3onacHas
AOCTaBKa W XpaHeHMe cepTudukaTa K/4yYa LOBEPEHHOM CTOPOHbl, C MCMNOJSIb30BaHMEM
KOTOPOro NpoOBEPSAOTCS OCTasibHble cepTuduKaTbl KoYer nposepkn Ol nonb3oBaTenemn.

3. Kpuntorpadumyeckoe cpeacTBO, C MOMOLLbD KOTOPOro MNPOM3BOAUTCS 3aBEpPEHME KIIoYEN
npoBepkn 2Ol1, OTKPbITbIX K/IHOYEN WM CNPABOYHMKOB OTKPbITbIX KJIKOYEW, AOJIKHO ObTb
cepTUdULMPOBAHO MO KflacCy, COOTBETCTBYIOWEMY NMPUHSATON MONUTUKE 6e30nacHOCTM!.

4. [Ona oT3bBa (BbiBOAA W3 LAENCTBUS) OTKPLITbIX KJKOYErH M Kayen nposBepku I AOKHbI
MCMNONb30BaTbCA CpeacTBa, MO3BOASAKOWME MPOU3BECTU aBTOpMU3auMIoO OT3biBaloLWero avua
(B 3TUX uensx MoxeT 6blTb UCMNOSb30BaH CMNUCOK OTO3BaHHbIX CEPTUPUKATOB, 3aBEPEHHbIN
Sl poBEepEeHHON CTOPOHLI).

5. Tpn BbBoBe npunoxeHneMm dyHkunm CK3M B npuknagHoM nporpaMMHOM obecnedeHum
AO0/MKHa 6bMb MpeayCMOTpeHa NMpoBepKa KoAa 3aBeplUeHUst Bbi3bIBAEMON (YHKLMN.
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8. TpeboBaHusa no 3awumrte ot HCA

8.1. O6wue TpeboBaHua No opraHMsauum pabortbl no sawure ot HC4

3awuTa annapaTHoro u nporpaMMHoro obecnedyenns ot HCA npu yCTaHOBKE U MCMOSb30BAHUN
CK3MN gaBnaetcsa cocTaBHOM 4yacTbto obuwen 3agaum obecnedveHums 6e3o0mMacHOCTM MHpoOpMauum B
cucTeMe, B COCTaB KOTopol Bxoant CK3U.

Hapsay c npuMmeHeHueMm cpeacTB 3awutbl oT HCJ Heo6xoAMMO BbINOSIHEHME NpUBEAEHHbIX
HMKE OpraHM3aLMOHHO-TEXHUYECKNUX W aAMWUHUCTPATUBHbIX Mep Mo obecneyvyeHuo MpaBWIbHOMO
dyHKUNOHMpPOBaAHUA cpeacTB o06paboTkm u  nepepjaun umHbOpPMaUMM, a TakKXe YyCTaHOBJIEeHUe
COOTBETCTBYHOLWMX MpaBua Ana  obCnyXxuBalowero nepcoHana, JAonyuweHHoro K pabote c
KoHdUAeHUManbHON MHbOpMaunen.

3awmnta uHdopmauun ot HCO posmxkHa obecneumBaTbCs Ha BCEX TEXHOAOMMYeCKMX 3Tanax
06paboTkm MHOpMaUMM M BO BCEX pexXuMax (PYHKLMOHMPOBAHWUS, B TOM 4uMC/ie Npu NpoBeaeHun
PEMOHTHbBIX M pernaMeHTHbIX paborT.

3awmuTta mHdopmaumm ot HCO pomkHa npegycMmaTpuBaTb KOHTPOAb 3(PHEKTUBHOCTU CpeacTB
3awutel o HCA. 3TOT KOHTPOJAb [AO/MKEH NEepuoAnMYecKW BbINOMHATLCA aAMUHUCTPATOPOM
6e3onacHOCTM Ha ocHoBe TpeboBaHWMN AOKYMEHTauuM Ha cpeacTBa 3awuTtbl oT HCA.

B opranusauumn, askcnnyatupytowen CK3W, pgomkeH 6bmb Ha3HayeH aAMUHUCTPATOP
6e3o0MacHOCTM, Ha KOTOPOro BO3/aralTcs 3adaynm opraHmsaumm paboT no ucnonb3oBaHuo CK3U,
BblpabOTKM COOTBETCTBYIOLWMX UHCTPYKLWIA ONS NOSMb30BaTeNeN, a TakXe KOHTPONb 3a cobnwageHnem
TpeboBaHUM No 6e30nacHOCTW.

AaMmHucTpaTop 6e30MacHOCTM He AO0MXKEH MMETb BO3MOXHOCTM AOCTYNa K KOHMDUAEHLMANbHOM
nHdopMauum nosb3oBaTenen.

MpaBoM pocTyna kK pabouymM MecTaM C YycTaHoBfeHHbMM CK3W poskHbl 0651a4aTbh TOJSIbKO
onpeaeneHHble  Ans  3KChAyaTauuuM  Avuda,  npowejwne  COOTBETCTBYIOWYH — MOArOTOBKY.
AgMUHUCTpaTop 6€30MacHOCTU AO/IKEH 03HAaKOMUTb KaXk[aoro nosib3oBaTtens, npumensiiowero CK3U, c
JokyMeHTauuelr Ha CK3W, a Takxe C ApYrMMM HOPMATMBHBLIMM [OKYMEHTaMu, CO3AaHHbMKU Ha eé
OCHOBE.

8.2. Tpe6oBaHus NO pa3MeLeHUI0 TEXHUIECKNX CPeACTB C YCTAaHOBJIEHHDbIM
CK3M

Mpn pasMelleHNN TEXHUYECKUX CPeaCcTB C yCTaHoBieHHbIM CK3U:

— [JomxHbl bbb MAPUHATBI Mepbl MO MUCKOYEHUID HEeCaHKUMOHWMPOBAHHOIMO A0CTyna B
NMoMeLLeHNsI, B KOTOpPbIX pa3MelleHbl TeXHU4Yeckue cpeacTtBa C ycTaHoBieHHbiM CK3U,
MOCTOPOHHMX /UL, N0 poAy CBOEN [AeATeNbHOCTU He ABASKWMUXCS MepcoHasioM,
jonyuweHHoiM K paboTte B 3TUX noMeweHuax. B cnyyae HeobxoaAMMOCTW NPUCYTCTBUS
MOCTOPOHHMX JIML, B YyKa3aHHbIX MOMELEHUSX AO/MKEH 6bmb obecneyeH KOHTPOb 3a MX
aenctemamm m obecneyeHa HEBO3MOXHOCTb HEraTMBHbIX AENCTBUIM C MX CTOPOHbI Ha CK3MU,
TeXHMYeCcKMe CpeacTBa, Ha KOTopbix 3kcnayatupyetrcs CK3M  u  3awuvwaemyto
nHbopMaLuuio.

— JomxHbl 6bTb NPUHATHI Mepbl, UCKOYaKLWmMe HeCaHKLMOHMPOBAHHOE BCKpPbITME KOPMyCOB
M cpeacTs, Bxoasawmx B coctas CK3W.

— BHYTpeHHsS nNaHWpoBKa, pacrnofioXXeHne W YKOMMIEKTOBaHHOCTbL pabounmx MecT B
noMeLeHnsax A0MKHbl obecnevynmBaTb UCMONHUTENSAM paboT, COXPaHHOCTb AOBEPEHHbIX UM
KOH(MUAEHUMANBbHBIX AOKYMEHTOB M CBEAEHWUI, BK/IOYASA KJHOUYEBYHO MHMOpMaUMIO.
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PazmeweHne CK3UN <«Kpurrollpo CSP» Bepcvv 4.0 B MNOMeEWeEHUsX, B  KOTOPbIX
ocywecTengetrca obpaboTka wuHdOpMauuu, cogepxallen CBeAeHUs, CcocTasnswowme
rocyAapCTBEHHYIO TaHy, OCYLECTBASETCHA YCTAaHOBIEHHbIM NOPSAKOM.

CK3N «Kpuntollpo CSP» Bepcun 4.0 BBOAUTCHA B 3KCMjyaTauuio U BbIBOAUTCHA U3
sKcnayaTauum B COOTBETCTBUN C AOKYyMeHTauunen Ha CK3N.

8.3. TpeboBaHua no yctaHoBke CK3WU, obwecucremHoro m cneyuanbHoro Nno
Ha M2BM

1.

M3BM, Ha koTopbix wucnonbdyetca CK3W, pomkHbl 6bmb gonyweHsl ansa obpaboTku

KOHuaeHUmnanbHoW wuHdbOpMauum no  gencTeyowmnM B Poccuiickon @eaepauum

TpeboBaHUAM MO 3awmute MHbOpMauuM OT YTEYKM MO TEXHUYECKUM KaHaslaM, B TOM 4ucne,

no kaHany csasum (Hanpumep, CTP-K), ¢ ydyeToM Moaenum yrpos B WHGMOPMALMOHHOM

CUCTEMe 3aKasuumkKa, KOTOpbIM A0/XHO npoTmeocToAaTb CK3U «Kpuntollpo CSP» Bepcum

4.0.

MHcTannauma CK3WM  «Kpuntollpo CSP» Bepcunm 4.0 Ha paboumx MecTax AOJIKHaA

NMpOM3BOAUTBLCS TONIBKO C ANCTPUBYTMBA, NOSyHYEHHOrO MO AOBEPEHHOMY KaHany.

K ycTaHoBke 06WeCcUCTEMHOro M cneuuanbHOro nporpamMmHoro obecnedeHus, a Takxe

CK3U1 «Kpuntollpo CSP» Bepcun 4.0, gonyckarTcd nuvua, npowejlime cCOOTBETCTBYIOLLYIO

noAroTOBKY U M3y4MBLUME AOKYMeHTauuio Ha cooTBeTcTBYylowee MO n Ha CK3W.

Ha TexHuueckux cpeacTBax, npeaHasHayeHHblXx Ans pabotbl ¢ CK3W, ucnonb3oBaTb

TOJIbKO NTULEH3MOHHOE MnporpamMMHoe obecneveHne GUPM-U3rOTOBUTENEN.

MNpu yctaHoBke MO CK3U Ha M3BM pgonxeH 6bmb obecneyeH KOHTPOJib LEeNOCTHOCTU U

AO0CTOBEPHOCTb Anctpmbytnuea CK3UM n coBMmecTHO noctaBnsembix ¢ CK3M kKoMnoHeHT COK.

Ha M3BM He [OMXKHbI yCTaHaBnMBaTbCs cpeactBa paspabotkm MO m otnagumkun. Ecnm

CpeAcTBa  OT/NaAKM  MPWIOXKEHUIA  HYXHbl  ANs  TEeXHOSOrM4Yeckmx  notpebHocTen

opraHusauun, TO WX UCMONb30BaHWe AO0/MKHO 6bMb CaHKLMOHMPOBAHO aAMMHUCTPATOPOM

6e3onacHoCcTU. MpM 3TOM AOMXKHbI 6bTb peanM3oBaHbl MepPbl, UCKJKYaoLWmMe BO3MOXHOCTb

MCMNONb30BaHUA 3TUX CPEACTB ANS peaakTupoBaHusa koada n namatm CK3U u npunoxeHun,

ncnonb3yowmx CK3WM, a Takxke pnas npocmoTpa koga v namatm CK3U v NpuioxeHuin,

ncnonb3ytowmx CK3U, B npouecce obpaboTkm CK3N 3awmwaemont uHdbopmauum wm/vmnm

nMpwu 3arpy>eHHOM Ko4eBor MHpopMauuun.

MNpn ycTaHoBKe nporpaMMHoro obecneyenms CK3U «Kpuntollpo CSP» Bepcumn 4.0

cnepyer:

MNpeaycMoTpeTb  Mepbl, MUCKA4YalWwme  BO3MOXHOCTb  HECAHKLUWMOHMPOBAHHOIO  He

0b6HapyXMBaeMoOro W3MeHeHWss annapaTHOM 4YacTU TeXHUYECKUX CpeacTB, Ha KOTOpbIX

ycTtaHoeneHbl CK3M (HanpuMmep, nyTeM onedyaTbiBaHUs CUCTEMHOro 6510ka M pa3beMoB

Nn>BM).

Mocne 3aBeplweHMss npouecca YCTaHOBKM  AO0MKHbI  ObMb  BbINOSHEHbI AENCTBUS,

Heobxoanmble ans ocyulecTBieHus nepmoan4yeckoro KOHTpOAs LeNoCTHOCTH,

ycTaHoBneHHoro MO CK3W, a TakXke ero oKpy>eHusi B COOTBETCTBUM C AOKYMEHTALWNEN.

MporpamMMHoe obecneveHune, ycTaHaBnueaeMoe Ha M9BM c¢ CK3W, He Ao/mMKHO coaepxaTb

BO3MOXHOCTEN, NO3BONASAOLINX:

MoamnduumpoBaTb COAEPXKMMOE NPOM3BOJIbHBIX 0bracTen namsaTy;

MoanduMLMpoBaTb COBCTBEHHbIM KOA M KOA APYTMX MOoANporpamm;

MoamduumMpoBaTb NaMsATb, BbAESIEHHYO ANS APYTMX NOAMPOrpamm;

nepepaBaTb YyrpaeneHne B 065acTb CO6CTBEHHbIX AaHHbIX W  AdHHbIX ApYrux

noanporpaMm;

o  HEeCaHKLMOHMPOBAHHO MoauduuupoBaTb ¢alnibl, CoAepXalliMe UCMOoSHSEMblE KOoAbl
Npu MX XpaHeHUN Ha XEeCTKOM AUCKE;

o MOBbIWATb MNPeAOCTaB/IEHHbIE NMPUBUIEIUN;

o

o

o
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o moamduumposaTb HacTponkn OC;
o MCNoNnb30BaTb HEAOKYMEHTUpOBaHHble dupmon-paspabotunkom dyHkumnn OC.

8.4. Mepbl no o6ecneueHmnto 3awurbl ot HC

Mpu mncnone3oBaHun CK3W foOKHbI BbINOSHATBCA Cleaylwmne Mepbl Mo 3awute nHdopmaumm

ot HCA:

Heobxoammo paspaboTaTb M MNPUMEHUTb MNOJSIMTUKY Ha3HAYeHUs U CMeHbl naponen (ans
Bxoga B OC, BIOS, npu wudpoBaHuM Ha napose u T.4.), MCnonb3oBaTb GUALTPbI Naponen
B COOTBETCTBUM CO CNeayrLuMmM npasmnamu:

o AOJIMHa napons po/mxkHa bbb He MeHee 8 CMMBOJIOB;

o B u4ucne CcuMBOSIOB nNaponsd obs3aTenbHO AO0/MKHbI MNpUCYTCTBOBaTb OyKBbl B
BEPXHEM UM HMXXHEM perncrtpax, umdpbl n crneuunanbHble cumonbl (@, #, $, & *, %
nT.N.);

o Mapofib He AO0/KeH BKA4YaTb B cebs Nerko BbMUCNSEMble COYeTaHuss CUMBOJIOB
(nmeHa, damunum n T. 4.), a Takxe obuwenpuHAaTbie cokpaweHuns (USER, ADMIN,
ALEX n 1. a.);

o MpW CMeHe Maposis HOBOE 3Ha4yeHue AO/DKHO OT/iM4aTbCs OT npeabiaylero He
MeHee 4yeM B 4-X No3nuusax;

JINYHBIA Maposib NONb30BaTesb HE MMEeT npaBa coobwartb HUKOMY;

o MNEepUoANYHOCTb CMEHbI Mapons onpeaenseTcs NPUHATON NOAUTUKOM 6e3onacHoCTy,

HO He JoshKHa rnpesbiwaTb 6 Mecsues.
yKasaHHasa nonutmka obssaTenibHa A7 BCEX YYETHbIX 3arnucen, 3aperncTpupoBaHHbIX B
OcC.
cpeacteammn BIOS pgomkHa 6bmb MCKAOYeHa BO3MOXHOCTb paboTbl Ha M3BM ¢ CK3U, ecnu
BO BpeMsl €€ HayasibHOW 3arpy3Ku He MpoXOoAsiT BCTPOEHHble TeCThl.
aaAMmHUCTpaTop 6e3onacHOCTU (eCsiM OH UMeeTCs) HeCeT NepCOoHaNbHY OTBETCTBEHHOCTb
3a XpaHEHWEe NNYHbBIX KYEeBbIX HOCUTENeN nosib3oBaTesnen.

Mpun akcnnyaTauun CK3N 3anpelieHo:

ocTaBfATb 6e3 KOHTPOJS BbMUCAUTESNbHbIE CPEeACTBa, Ha KOTOPbIX aKcnayaTmpyeTcs CK3U
(B TOM uucne cMapT-KapTbl), nocjle BBoAa KJj4yeBOW WHPopMmauunm nmMbo WHOM
KoHbMaeHUanbHON nHbOpMauuu;

BHOCUTb Kakme-nnbo nameHeHmss B nporpammHoe obecnedeHne CK3U;

OCYLLEeCTBNSATb HECAaHKLUMOHMPOBAHHOE aAMWHUCTPaAToOpoM 6e30MacHOCTM KOMMpoBaHue
K/II0YEBbLIX HOCUTENEN;

pasrnawartb COAEepXMMOE HOCUTENEN KJoYeBOWM WHMOpMaumMm wnin nepepaBaTb CcaMu
HOCUTENWN fiMuaM, K HUM He AOMYyLLEeHHbIM, BbIBOAUTb K/OYEBYIO MH(MOPMaLMIO Ha AUCTNEN,
NPUHTEP MHble CpeacTBa oTobpaxkeHus MHdopmaumm;

NCNosb30BaTb Ko4YeBble HoCUTEeNu B pexumax, He npeayCcMOTPEHHbIX
dyHKumnoHmposaHuem CK3U;

3anncbiBaTb Ha K/OYEBbIE HOCUTEIM MOCTOPOHHIOK MHBOpMauuio.

AaMUHUCTpaTop 6e30MacHOCTU AO0MXKEH CKOHMUIrypupoBaThb OMEpaLMOHHY0 CUCTEMY, B cpeae
KOTOpOM nnaHupyetcss ucnonb3oBaTb CK3W, M ocyllecTBnATb NeEPUOANYECKUA KOHTPOJSib CAENaHHbIX
HaCcTpPOEK B COOTBETCTBMM CO CJeAyoWnMN TpeboBaHNSMU:

He MCMNOoMb30BaTb HeCcTaHAapTHbIE, U3MEHEeHHble UAKn oTnagoyHble Bepcun OC;

NCKAIOYUTb BO3MOXHOCTb 3arpy3kum M ucnonb3oBaHms OC, OTAMYHOM OT NpenyCMOTpPEHHOWM
lWTaTHoM paboTton;

WUCKIIOYUTb BO3MOXHOCTb YyAAsIEHHOr0 YrnpaBieHus, aAMUHUCTPUPOBAHUA W MoauduKaumnm
OC n eé HacTpoek;

Ha M3BM poskHa 6bITb yCTaHOBMIEHa TObKO OAHa OonepaunoHHasl cuctema;
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— nMpaBOM YyCTaHOBKWM K HacTpoinkm OC m CK3U pgonkeH obnagatb TOJIbKO aAMWHUCTPATOp
6e3onacHocTK;

— BCe HeucnoJsib3yeMble pecypcbl CUCTEMbl HEOBXOAMMO OTK/OUYUTL (NPOTOKO/bI, CEPBUCHI 1
T.M.);

— pexumbl 6e3onacHocTn, peanmsoBaHHble B OC, pAomkHbl 6bMb HACTPOEHblI Ha
MaKCUMasbHbIA YPOBEHD;

— BCEM MoJib30BaTesiiM W rpynnamM, 3aperucTpupoBaHHbiM B OC, Heob6xoAMMO Ha3Ha4UTb
MWHMManbHO BO3MOXHble A/ HOpMasibHOM paboTbl Npasa;

- HeobxogMMO MpeayCcMOTpeTb Mepbl, MaKCUMasibHO OrpaHMYuMBaloWmMe AOCTYM K CAeAyHLWuM
pecypcaMm cucteMbl (B COOTBETCTBYIOLWMX YCOBUAX BO3MOXHO MOSIHOE yAalieHue pecypca
WA €ro HeMcnosib3yeMom 4vacTmn):

CUCTEMHbIN peecTp;

dannbl U KaTanoru;

BpeMeHHble dannbi;

XKYPHanbl CUCTEMBI;

dannbl NOAKaYKH;

Kawnpyemas uHdopmaumsa (napoam v T.m.);

o OTnagoyHas mHpopMaums.

- Kpome TOro, HeobxoamMMo opraHu3oBaTb CTUpaHMe (N0 OKOHYaHMKM ceaHca paboTbl CK3U)
BpeMEHHbIX arnnos wun dannos nogkadukn, GOpMUPYEMbIX WAN  MOAUDULUPYEMBIX B
npouecce pabotbl CK3W. EcAnm 3TO He BbINOJHWUMO, TO HA >KECTKMA AUCK AOXKHBbI
pacnpocTpaHATbCS TpeboBaHus, NpeabsiBisieMble K K/HOYEBbIM HOCUTENSM;

— [OMKHO 6bTb WCK/KYEHO MonajgaHve B CUCTEMY MporpaMM, MO3BOMSKOWMX MOBbLILATH
npeaoCTaB/IEHHbIE MpuBUIErMn 3a cyet owunbok B OC;

— HeobxoAoMMO perynsipHo ycCTaHaB/MBaTb MakeTbl ob6HoBNeHuss 6esonacHocTtu OC (Service
Packs, Hot fix un T.n.), 06HOBNATL aHTUBUPYCHble ©6a3bl, a TaKXe uccienoBaTtb
nHdoOpMaLMOHHbIE pecypCbl MO BOMpOCaM KOMMblOTepHOW 6e3o0macHOCTM C  Uenblo
CBOEBpeMeHHON MUHMMM3aLMK ONACHbIX NOCNAeACTBUIMA OT BO3MOXHOIMo BO34encTBmsa Ha OC;

- B cnyyae noakntwodvenHms [OBM ¢ ycTtaHoBneHHbM CK3W Kk o6wenocTynHbIM CeTaM
nepegaym JAdaHHbX, He0ob6X0AMMO WCKKUYUTL BO3MOXHOCTb OTKPbITUS W WUCMOJIHEHUS
dannoB n ckpuntoBbiX 06beKTOB (Hanpumep, JavaScript, VBScript, ActiveX), nony4yeHHbIX
n3 obwenoCTynHbIX CceTel nepegsavm JdaHHbix 6e3 mnpoBedeHuss COOTBETCTBYHOLWMX
NPOBEpOK Ha nMpeaMeT COoAEepXaHuss B HMX MNPOrpaMMHbIX 3akjafok W BUPYCOB,
3arpy>aembix M3 ceTu;

— npu ucnonbzoBaHum CK3UM Ha MM3IBM, moAK/OYEHHbIX K 06WeaoCTYyMNHbIM CeTsaM CBA3W, C
Lenblo  UCKIIIYEHUS BO3MOXHOCTM HECaHKUMOHMPOBAHHOIMO AOCTyna K CUCTEMHbIM
pecypcaM WCMOJIb3yeMbIX OMEpPaLMOHHbIX CUCTEM, K nporpamMmHoMy obecnedyeHunio, B
OKpy>XeHun KoTtoporo dyHkumoHnpyttT CK3U, u K kKoMnoHeHTaM CK3M co CTOpOHbI
YKa3aHHbIX ceTelr AO/HKHbl UCMONb30BaThCA AOMOAHUTENbHbIE MEeTOAbl U CpeacTBa 3awWuThbl
(HanpuMep, yCTaHOBKa MeXCeTeBblX 3KpaHoB, opraHmsaumsa VPN cetei u T1.M.). lNpu aTOoM
npeanoyTeHne  AO/DKHO  OTAaBaTbCA  CpeacTBaM  3alWuThl,  UMeWMM  cepTudukaTt
YMNOJIHOMOYEHHOr0 OpraHa no ceptudukaumm;

— OpraHu3oBaTb M WCNOMb30BaTb CUCTEMY ayAuTa, OpraHmM3oBaTb pPerynspHbii  aHanu3
pe3ynbLTaToB ayauTa;

— OpraHu3oBaTb W UCMONIb30BaTb KOMMJIEKC MEPONPUSATUIA aHTUBMPYCHOW 3aluunThbl;

— [OMKHO bbb 3anpelweHo ncnonbsosaHme CK3U ang 3awunTbl peyeBon MHbopMaLuu;

— Jo/mkHa 6bmb 3anpeweHa pabota CK3M npum BKAOYEHHbIX B M3BM wWTaTHbLIX CpeacTBax
BbIX0Ja B paguokaHan;

—  MCNOMb30BaTb K/OYM C UCTEKLIMM CPOKOM AeNCTBUS;

— OCYLWeCTBASATb HECAHKLMOHMPOBAHHOE KOMMPOBaHWE KOYEBbIX HOCUTENEN;

O O O O O O
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— pasrnawaTtb COoAEepXMMOe HOCUTeNeh Kw4vyeBon uWHdOpMauuu wan nepedaBaTb CaMu
HOCUTENN nuuaMm, K HUM He AONYLWEHHbIM, BbIBOAUTb K/OYEBYI WMHMOPMauuio Ha AUCTIENn
W NpuHTEp (3a UCK/IIOYEHUEM CayYaeB, NPeaAyCMOTPEHHbIX AAHHbIMX MpaBuiamMun);

— BCTaBASATb  KJ/ILOYEBOW HOCUTENlb B  YCTPOWCTBO CUUTbIBAHMS B  pexuMax, He
NPeAyCMOTPEHHbIX LITaTHbIM PEXWUMOM MCMNOJIb30BAHUSA KJIKOYEBOro HOCUTENS ;

— noakmwoyaTtb K M2BM AononHuUTeNbHbE YCTPOWCTBA M COEANHUTENN, HE MpeayCMOTPEHHbIE
WTAaTHOM KOMMeKTauunen;

— pabotate Ha M2BM, ecnn BO BpeMs ero HadasibHOW 3arpy3kKu He MNpOXOAUT BCTPOEHHbIN
TecT O3Y, NnpeaycMOTpeHHbIN B 9BM;

— BHOCUTb Kakue-mbo nsMeHeHns B nporpamMmHoe obecnedveHue CK3U;

—  UW3MEeHATb HaCTpOMKH, YCTaHOBJIEHHbIE nporpaMmon YCTaHOBKM CK31 unu
aAMUHUCTPATOpPOM;

—  MCNosb30BaTb CUMHXPOMOCHLIKKN, BbipabaTbiBaeMble He cpeactBamu CK3U;

- obpabaTbiBaTb Ha M3BM, OCHalleHHoM CK3HU, MHdopMauuto, coaepxaulyto
rocyfapcTBEHHYIO TalHy;

—  ucnosb3oBaTb 6bBLWIME B paboTe KOUEBbIE HOCUTENM ANS 3anucu HOBOW MHGopMauun 6e3
npeaBapuUTEsNIbHONO YHUUYTOXEHUS Ha HUX KJIloYeBOM MHGopMaumm cpeactBamm CK3U

—  OCYLEeCTB/ATb HECAHKLMOHNPOBAHHOE BCKPbITME CUCTEMHbIX 6510K0B M2BM;

— TMNPUHOCUTL W  UCMONL30BaTb B  MOMELLEeHUN, rae pasMmeweHol cpeactea CK3U,
paguoTenedoHel M ApYyrylo paguornepegarowyto annapaTtypy (TpebosaHne HOCUT
pekoMeHAaTesNbHbIN XapaKkTep).

AnnapaTypy, Ha KoTopoi ycTaHaBnueaeTca CK3W, pekoMeHAyeTCs NMpPoBEpUTb Ha OTCYTCTBUE
annapaTHbIX 3akilafokK.

8.5. [leMcTBMA Npu KOMNpoMeTauum KJIouYeun

B cnyyae koMmnpoMeTauum Kaw4vern no QakTy KOMNpoMeTauumnm [O/HKHO bbb npoBeneHo
cnyxebHoe paccnegoBaHmne. CKOMMPOMETUPOBAHHbIE KJHOUM BbIBOASTCS U3 AENCTBUS.

BblBeaeHHble M3 OEeWCTBUS CKOMMPOMETUPOBAHHbLIE KJ/HOUYEBbIE HOCUTENW MOC/ie NpoBeaeHus
CNy>ebHOro paccfiefloBaHNs YHUUTOXAKTCHA, O YeM AefnaeTcs 3anuchk B «XypHane nonb3oBaTens
cetTu».,

CKOMMpPOMETMPOBAHHbIE K/KOYM NoasexaT 3aMeHe.

MopopobHble p[encTBus Mpu  KOMNpPOMeTauuMn K4deln onucaHbl B nN. 8.8 [OKyMeHTa
«XTAM.00087-01 91 01. PykoBoACTBO agMUHUCTpaTopa 6e3onacHocTn. Obwasa 4yacTb. »

8.6. TpeboBaHua no noakntoveHnto CK3U ana pab6otbl No obweaoCTyNHbIM
KaHanaM nepenayvum AaHHbIX

Mopsaok nopkntoveHus CK3UM K kaHanaMm CBS3M [O/MKEH ObTb onpeeneH 3KCrnyaTupylowen
opraHusaumen. JinuoMm, OTBeTCTBEHHbIM 3a 6e3onacHocTb paboTbl CK3M no o6wenocTynHbM
KaHafnaMm, Kak npaswuio, gomkeH bbb agMuHMcTpaTtop 6e3onacHocTw.

Mpu nopkntoyeHun CK3UM k o06WwenocTynHbIM KaHanaMm nepedadu AaHHbIX AO/HKHA 6bmb
obecneyeHa 6e30NacHOCTb 3aWULLEHHON CBA3KU. [pn 3TOM A0/MKHbI 6bTb OnpeaesneHsbl:

— nopsagok nogknodeHns CK3U k kaHanaw;

— MU0, OTBETCTBEHHOE 3a 6e30MmacHOCTb paboTbl N0 06WEAOCTYMHbIM KaHanam;
—  TWMNOBOW pernaMeHT 3allULEHHON CBA3W, BKIOYAKOLWNA:

o nonuMTukKy 6e30macHOCTU 3alWULEHHON CBSA3U;
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o [OMyCTUMbIN COCTaB MNPMKAAAHbIX MPOrpaMMHbIX CPeACTB, A1 KOTOPOro AOJ/MHKHO 6bmb
nccnenoBaHo M 060CHOBAHO OTCYTCTBME HeraTMBHOro BAMSAHMA Ha CK3WM no kaHany
nepeaayn AaHHbIX;

o nepeyeHb AOMYCTUMbIX CETEBbIX MPOTOKOJIOB;
3alUMTYy CeTeBbIX CoeaAnHEHMN (nepedeHb AO0MNYCTUMbIX CETEBbIX 3KPaHOB);
cucTemMa u cpeacTBa aHTUBUPYCHOM 3almTbl.

MepeuyeHb cTaHaapTHbIX cpeacts OC MoXeT BKYaTbCHd AAMUMHUCTPATOPOM B TUMNOBOM
pernaMmeHT 6e3 npoBeAeHUs AOMNOAHUTESbHbLIX UCC/ea0BaHUIA MO OLeHKe MX BamsHus Ha CK3W. TMpu
3TOM AOJI)KHbI BbINONHATLCS

— CBOeBpeMeHHoe 06HOBMeHne NporpaMMHbIX CpPeacTB, BK/AOYEHHbIX B COCTAB perfamMeHTa;
— KOHTposib cpenbl dyHKUMOHMPpOBaHUA CK3U;

— onpeaeneHne M KOHTPOJib 3@ MCMNOSIb30BAHMEM CeTEeBbIX MPOTOKOJIOB;

— cobnogeHne npasun nonb3osBaHna CK3U n cpepon dyHKUMOHUpoBaHnsa CK3W.

OomxeH 6bmb  obecnevyeH  OpraHM3auMOHHO-TEXHUYECKWIA  KOHTPO/Sb  3anpocoB  Ha
yCTaHOBJIEHME coeanHeHnss aboHeHTOB MO NpoTokoay TLS ¢ mcnonb3oBaHneM 3dEMEpPHbIX KIIYER,
WCKJTIOYAOLWMX BO3MOXHOCTb MCMOIb30BaHMA aboOHeHTOM He cBOuxX aTpumbyToB coeauHeHus (Takwue,
kak Client_Id v T1.n.).

Mpn  ucnonb3oBaHum CK3WM Cc  ApyrMMM  CTAHAAPTHbIMW  MPOrpPaMMHbIMKM  CpeACTBaMM
BO3MOXHOCTb noaktoveHns CK3M k o06lWenocTynHbIM KaHanaMm nepegadvvm AaHHbiX A0/KHA 6bMb
BO3MOXHA TOJIbKO MOC/Ie TMNPOBEAEHUS AOMOJSIHUTENbHBLIX MWCCNeA0BaHUA C OLEHKOM HeraTMBHOMO
BNINSIHUA HapywuTena Ha dyHKuuoHMpoBaHne CK3W, ucnonb3ytowero cpeactBa o6WwenocTynHbiX
KaHanoB.

Mpn ycTaHoOBKEe nMapaMeTpoB, MNO3BOJNSAKLWMUX CO34aBaTb COEAUMHEHUS, OT/INYHbIE OT
KpunTorpadumyeckn 3allULEHHbIX, B COOTBETCTBMW C HacToAwuMmu npasunamm (TLS-coeauHeHwe Ha
ocHoBe cepTtudumkaTos koden FTOCT P 34.10-2001, NOCT P 34.10-2012), AomkHbI 6bITb NPUHATbI MEPBI,
UcKIYawwme yteuky Tpebyrouieit 3awmntbl MHGOpMaLum c 3awmuaemoro obvekta nHpopmaumm. Nposepka
AOCTAaTOYHOCTU NPUHATBIX MEP 3aWuUTbl NPOBOAUTCA NpK aTTectaumn obvekta MHdopmaTmsauum c CK3U no
TpeboBaHNSAM MHPOPMaAaLUNOHHOM 6€30NacHOCTH.

8.7. TpeboBaHua no ucnonbzosaHuio B CK3UN nporpaMMHO-annapaTHbIX
cpeacTs 3awurbl ot HCL

B kadecTBe nporpamMMHO-annapaTHbiX cpeacTB 3awuntel oT HCA B CK3M  mMoxert
MCMONb30BaTbCs CEPTUDULNPOBAHHBIA 3EKTPOHHBIM 3aMoK «Co60b».

DNeKTPOHHbIN 3aMOK «Co60Nb» npegHasHaueH ANS OpraHM3auUMM 3alWTbl KOMMbIOTEPA
OT BX04a MOCTOPOHHMX Monb3oBaTenen. MoA NOCTOPOHHMMK MOSb30BATENAMMU MOHUMAIOTCA BCE NMUa,
HE 3aperncTpuMpoBaHHble B CUCTEME 3/IEKTPOHHbIM 3aMok «Cobonb» Kak Mofb30BaTeNu [AaHHOro
KOMMblOTEpa.

DNEeKTPOHHbIN 3aMok «Co60/Ib» WUCMOMb3yeTCs Ha Creayrouwmx niatdopmax:

— Windows (nnatdgopma IA32);
— Linux (nnatdopma IA32);

— FreeBSD (nnatdopma IA32);
— Solaris (nnatdopma IA32).

DneKTpOHHbIM 3aMok «Cobonb» obecneumBaet:

— perncTpaumio  nosib3oBaTesien  KOMMblOTEpa W Ha3Ha4YeHWe MM MNepCOHaNbHbIX
noeHTMdUKaTopoB M Naposieii Ha BXO4 B CUCTEMY;
— 3anpoc nepcoHanbHOro uaeHTudumkaTopa W Naposis MNonb3oBaTens npu  3arpyske
KOMMbloTEPA;
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— BO3MOXHOCTb 6/IOKMPOBaHUS BX04a B CUCTEMY 3aperncTpupoBaHHOroO nosib3oBaTens;

— BeAeHMe CUCTEMHOro >XypHana, B KOTOPOM TMpPOM3BOAMTCS peructpaunss cobbiruid,
UMEILWMX OTHOWEHNEe K 6e30NacHOCTN CUCTEMBI;

— KOHTpPOJIb LLEIOCTHOCTU (painoB Ha xecTkoM gucke (Tonbko B OC Windows);

—  KOHTpPOJIb LLEeNOCTHOCTN PU3NYECKMX CEKTOPOB XECTKOro ancka (tonbko B OC Windows);

— annapaTHyl 3aWwuTty OT HeCaAHKLWOHMPOBAHHOM 3arpy3kKum OnepaumMoHHOW CUCTEMbl C
rmbkoro gmucka n CD-ROM aucka.

YCcTaHOBKa M HaCTpoOMKa 3NEeKTPOHHOro 3amMka Ha APM nonb3oBaTtens AOJIKHA NPOU3BOANTLCS
B COOTBETCTBMM C 3KCMSyaTauMOHHON fOKyMeHTaumen. Neped sakcnayaTaunen 3N1eKTPOHHOIo 3aMKa B
coctase APM nonb3oBaTtens HeobXoAMMO O3HAKOMUTbCS C KOMMAEKTOM JAOKyMeHTauunm (B
COOTBETCTBMM C nacnoptom YBAJ1.00300-04 TNMC/ KBAOX.468243.067) Ha QAOaHHbIA KOMMIEKC W
MPUHATb peKOMeHAyeMble B AOKYMEHTAUMN 3alUTHblE OpraHM3aLMOHHbIE Mepbl.

HacTpolika 3N1eKTPOHHOIo 3aMKa Ha Tpebyemyto KoHbUrypauuto BbINOSTHAETCH
aAMMHMUCTpaTopoM 6e3onacHoCcTu. HacTpolika p[o/mKHa WCKA4YaTb BO3MOXHOCTb BMellaTesbCTBa
nonb3oBaTeNls B MNpouecChbl 3arpy3ku oOnepaumoHHOM CcuUcTeMbl M npuknagHoro MO M npoBepku
LLeSIOCTHOCTM NpOrpaMMHON cpefpl.
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9. YctaHoBka aucTtpnbytusos NO CK3U

YctaHoBka MO «Kpuntollpo CSP» Bepcum 4.0 B 3aBUCMMOCTWM OT MCMONb3yeMON MaatdopMbl
npoM3BOAMUTCSH B COOTBETCTBUM C pononHeHusmm XKTAN.00087-01 91 02, XTSAM.00087-01 91 03,
XKTAN.00087-01 91 04, XKTSAW.00087-01 91 05, XTAM.00087-01 91 06, XTHAM.00087-01 91 07,
XKTAN.00087-01 91 08, k pokyMeHTy XTSAM.00087-01 91 01. Kpuntollpo CSP. PykOBOACTBO
aaMmHucTpaTopa 6e3onacHocTu. Obwasa yacTb».

YcTaHoBka auctpmbytmBa Kpuntollpo CSP gonkHa Npou3BOAUTBLCS MOJSIb30BATENIEM, UMEKOLLIMM
rnpaea agMUHUCTpaTopa.

Mepen ycTaHOBKON HEO6XOAMMO OCYLLECTBUTb KOHTPOJb LLE/IOCTHOCTU YCTaHOBOYHbLIX MOoAyeNn
avcTtpubyTmBa npu MOMOLWM  yTuauTbl cpverify.exe, BxoAsiwen B cocTaB auctpumbytmBa CK3U
Kpuntollpo CSP.
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10. HewTaTtHble cuTyauum npv akcnayatauum CK3U

Hmxe npuBeleH OCHOBHOW MNepeyeHb HeLWTaTHbIX CUTYyauuih U COOTBETCTBYHOLLIME AeWCTBUSA
nepcoHasna npu Mx BO3HUKHOBEHUMU.

Ta6numua 1 - lecTBMA NepcoHasia B HEWTATHbIX CUTyaLusaX

N°n/n | HewTtaTHas cutyauus [Jencteuna nepcoHana

OcTaHOBUTbL BCe DBM.

MepcoHan, nMerwwmnin 4oCcTyn K Ka4daM, ob6s3aH caaTb BCe
MMELWMEeCs Y HEro B HaJIMuuUM KJlOYEBbIE HOCUTENU
aaMUHMUCTpaTopy 6e3onacHocTu.

AQMUHUCTpATOp 6e3onacHoOCTH YNaKOBbIBAET BCE KJIlOYEBbIE
HOCUTEJIN, PETNCTPALNOHHBIE KapTO4KuU CepTM¢MKaTOBOTKpbWbM

SBaKyauus, yrposa K/l0O4YeN nonb3oBartenen, ceptudukaTbl Kao4ven nposepku O
HanageHusl, B3pbiBa u nosib30BaTeNIeN B OMneYaTbiBaeMbli KOHTEWHEpP, KOTOPbIA BbIHOCUT B
T.M., CTUXUIAHbIE 6e3onacHoe nomelieHne mnu 3gaHue. OneyaTaHHbIl KOHTEMHEp
6encTeusa, aBapum OO/DKEH HaxoAMTbCSA MO OXPaHOM A0 OKOHYaHWUS AeNCTBUS
obuiero xapaktepa B HEeWTaTHON CUTyauum 1 BOCCTAaHOBNEHNS HOPMasibHOM paboThl
LleHTpe ynpaBneHus annapaTHbIX W nMporpaMMmHbiXx cpeacTts CK3U.

K/TIOYEBOW CUCTEMOM.
AOMUHUCTpaTop 6e30mMacHOCTK onoBelaeT rno TenedoHHbIM

KaHanaMm obliero nonb3oBaHWS BCEX MOJSib30BaTENEN O
npuoctaHoBke paboTbl CUCTEMBI.

B cnydae HacTynneHuns cobbimusa, nosnekwero 3a cobom
OONrOBpPEMEHHbIN BbIXO4 M3 CTpOs annapaTtHbiXx cpeacts CK3U,
aaAMUHUCTpaTop 6e30MacHOCTM YHUUTOXAET BCIO KIKOYEBYHO
MHMOPMaLUIO C HOCUTENEN, HAXOAALWNXCS B KOHTenHepe.

KoMmnpomeTauus OA4HOro

MopsaoK AenCTBUIA NMpU KOMMpoOMeTauuMn Kder onucaH B pasaene
M3 INYHBIX KJTHOYEBbIX

9.5 «[lencTBusa Npu KOMNpoMeTaLuun KIouen».

HOoCUTEnen.

Bbixoa M3 CTpoS Heo6xoauMo coobwuThb rno tenedoHy B YL, o dakTe Bbixoda M3
nepeoro JIn4Horo CTpOS INYHOMO KJIIOYEBOro HOCUTENS M o6ecrneynTb ero A4OCTaBKY B
K/TIOHEBOro HOCUTENA. | V|| ans BbIACHEHMSA MPUUMH BbIXoda M3 cTpos. [Ans paboTbl

MCNONb3YEeTCHA BTOPOM JINUHbBIA K/IHOYEBOW HOCUTESb.

Bbixon u3 cTpos
BTOPOro JINYHOIro
KJTIOYEBOr0 HOCUTENS
(npu ycnosumn, 4to
MepBbIA TOXE BbIWES
n3 CTpoS).

Monb3oBaTenb, Y KOTOPOro BbIWAN U3 CTpos 06a NMYHbIX
KNlo4YeBbIX HOCUTens, siBnseTcs B YL Ans noBTOpHOM perncTpaumm
(6e3 n3MeHeHMs AaHHbIX perucTpauun).

Mpu oTkazax u cbosix B paboTe annapaTHoi yactn APM co
BCTpoeHHon CK3UN HeobxoamMo ocTaHOBUTL paboTy, Mo
BO3MOXHOCTW JIOKa/IM30BaTb HEUCMNPABHOCTb U B AaJibHeMLeM
NPOU3BECTN PEMOHT B YCTAHOB/IEHHOM Mopsake n, nNpu
HeobxoanmMocTu, nepeycTaHoBky CK3W.

OTkasbl U cboun B
paboTe annapaTHoM
yactmn APM co
BCTpoeHHon CK3W.
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N°n/n

HewTaTHada cutyauud

[eicTBma nepcoHana

OTkasbl U cbon B
paboTe cpeacTs
3awmnTbl oT HCA.

Mpu oTkazax n cbosix B paboTe cpeacTs 3awmtbl oT HCA,
aaMuHucTpatop 6e3onacHoOCTH, AOIXKEH BOCCTAHOBUTDb
paboTtocnocobHocTh cpeacTs HCA. MNpu HeobxoanmocTun
nepeycTaHoOBUTb NpOrpamMMHo-annapaTtHble cpeactsa HCA.

YTepsa nU4HOro
K/IOYEBOro HocuTens.

YTepsa NMYHOro K0YeBOro HOCUTENs NPUBOAUT K KOMMNpoMeTauuu
XpaHAaUWerocda B HEM KJiouya.

MopsiAoK AeNCTBUI NMpM KOMMpPOMeTauuM KoUYen onnucaH B pasgene
9.5 «[lencTBusa Npu KOMMNpoMeTauum Kauemn»,

OTka3sbl U cbon B
paboTe NporpaMMHbIX
CpeacTB BCNeACTBUE He
BbISIBJIEHHbIX paHee
owmnbok B
MporpamMMHOM
obecneveHuun.

Mpu oTkazax n cbosix B paboTe NporpaMMHbIX CpeacTB, BCNeACTBUE
He BbISIBNIEHHbIX paHee oWwnboK B MporpaMMHOM obecnevyeHuu,
HeO6X0ANMMO OCTAHOBUTb paboTy, NOKaNN30BaTb MO BO3MOXXHOCTMU
NpMYnHy oTKa3oB M c6oeB n BbiBBaTb pa3paboTumka gaHHoro MO
WIN ero npeacTtaBuTens Anst yCTpaHeHUs NPUYKMH, BbBbIBAOLWMNX
oTKa3bl 1 cbowm.

OTka3sbl B paboTte
MPOrpaMMHbIX CpeacTB
BCNeACTBME
C/Ty4YanHOro unu
YMBbILLJIEHHOIO KX
noBpexaeHus.

Mpu oTkasax B paboTe NporpaMMHbIX CPeACTB, BCIeACTBUE
CNY4YamHOro WAM YMBbIWAEHHOIO WX MOBPEXAEHUs, UL,
OTBETCTBEHHOE 3a 6€30MacHOCTb PyHKLMOHMPOBaHMUS
NpOrpaMMHbIX W annapaTHbIX CPeacTB, 06493aHO NPOM3BECTH
cnyxebHoe pacc/iefoBaHUe Mo AaHHOMY akTy C Lesbio
YCTaHOBJIEHMS MPUYMHbI OTKa3a U BOCCTAHOBJIEHMS MPaBUIbHOM
paboTbl NMPOrpPaMMHbLIX CPeACTB B YCTAaHOBIEHHOM MOPSAKE.

OTka3sbl B paboTte
MpOrpaMMHbIX CpeacTB
BCNeACTBMe ownbok
onepartopa.

Mpu oTkasax B paboTe MporpaMMHbIX CpeacTB, BCieacTBue ownbok
onepaTtopa, onepatop coobliaet o0 AaHHOM dakTe nuyy,
OTBETCTBEHHOMY 3a 6e30NacHOCTb PYHKLMOHNPOBAHUS
MPOrpaMMHbIX M anmnapaTHbIX CcpeacTB. OTBETCTBEHHbIA 3a
6e30nacHOCTb PYHKLMOHNMPOBAHNSA MPOrpaMMHbIX W annapaTHbIX
CpeAcTB AaeT COOTBETCTBYHOLME YKa3zaHMa 06cnyxmBatoLemy
nepcoHasay no BOCCTAHOBJIEHMIO MPaBWIbHOM paboTbl MpOrpaMMHbIX
CpeAcCTB B YCTAHOBJIEHHOM MoOpsiAKe.

Bce HewTaTHble CUTYaUMU O0/KHbI OTpaxaTbCsa B «XKypHasie nosb3oBaTesid CeTu».
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11. BctpanBaHue CK3U

Mpu BcTpauBaHum CK3U «Kpuntollpo CSP» B npukiagHble CUCTEMbl HEOH6XO0AMMO MPOBOAUTL
OLEHKY BJIMSAHWA annapaTHbIX, NporpaMMHO-annapaTHbIX M MNPOrpaMMHbIX CpeacTB ceTu (CUCTEMbI)
KoHdMAeHUMaNnbHON CBS3M, COBMECTHO C KOTOpbIMM Mpejnofiaraercs wraTtHoe (yHKLMOHMPOBaHME
CK3W, Ha BbinonHeHue npeabaBaeHHbiX K CK3U TpeboBaHuil B criegyowmx cnydyaax:

ecnu mHpopMaums KOHdDMAEHLMANbHOro xapakrtepa MoANeXWUT 3aluuTe B COOTBETCTBUMU C
3akoHozaTenbCcTBOM Poccuiickon denepaunn;

npu opraHmMsauumm Kpuntorpaduyeckonm 3awmTbl MHPOpMaUMM  KOHDUAEHUNANBHOIO
xapaktepa B degepasibHbiX OpraHaxX WCMOJIHUTENbHOW BlaCTW, OpraHax WCMOJIHUTESIbHOM
BnacTu cybbekToB Poccuinckonn degepaumn (ganee - rocyaapCcTBEHHbIE OpraHbl);

npu opraHmsauuMm Kpuntorpaduyeckonm 3awmTbl MHPOpMaUUM  KOHDUAEHUNANBHOIO
XapakTepa B OpraHusauumsx He3aBUCMMO OT WX OpraHu3auMOHHO-MNpaBoBOK GOpPMbI U
¢dopMbl COBCTBEHHOCTU MpPU BbINOSIHEHUN MMM 3aKa30B Ha MOCTAaBKYy TOBApOB, BbINOSIHEHME
paboT WM oOKasaHuMe YyCnayr Ans rocyfapCTBEHHbIX Hyx4a (Janee - opraHmsauum,
BbINMONIHAOWME rOCYAApPCTBEHHbIE 3aKasbl);

ecnu obszaTenbHOCTb 3aWnTbl MHGOPMaLMN KOH(MAEHLMANbLHOIO XapakTepa Bo3naraeTcs
3aKoHogaTenbCcTBOM Poccuiickor ®degepaumm Ha Uy, WMeLWKMX [AOCTyn K 3TOw
WHpOpMauMM  UAM  HAZENEHHbIX  MOJITHOMOYMAMM MO PacropsiXXeHU  CBEeAEHUSIMY,
coAepXawnumMnucs B gaHHon mHdbopMauuu;

npn obpabaTbBaHMM UHDOPMaLUUM  KOHMUAEHLMANBHOrO  XxXapakTepa, obnagaTtenem
KOTOpPOM  SBAAKTCHA rocydapCTBEHHble oOpraHbl WAW  OpraHu3auuu, BbINOJHSOWME
rocygapcTBeHHble  3akasbl, B CJlyyae TMpUHATMA UMM Mep N0 OXpaHe ee
KOH(MAEHUNANbHOCTM MYyTEM UCMOJSIb30BaHNS CpeACcTB KpunTorpaduyeckon 3awmTbl;

npu obpabaTbiBaHuM uHbOpPMauUKM KOHPUMAEHLMANBLHOIO XapakTepa B roCyAapCTBEHHbIX
opraHax W B oOpraHmMsauusx, BbINOJHAOWNX TOCyAapCTBEHHbIE 3akasbl, obnagaTtensb
KOTOPOW npuHMMaeT Mepbl K OXpaHe ee KOHMOWUAEHUMANbHOCTW MNYTEM YCTaHOBJIEHUS
HeobxoaAMMOCTN KpunTorpadmMyeckon 3aluTbl AAHHON MHMOPMaLUN.

YKasaHHy0 npoBepKy Heobxogmmo npoBoanTb no T3, cornacoBaHHoMy ¢ 8 LleHTpom O®OCBH

Poccwun.

Ona  WCKIOUYEHMUS  BO3MOXHOCTW  BAWSIHUS  annapaTHbiX  KOMMNOHeHToB COK  Ha
yHKkUMOHMpoBaHMe CK3W posmkHbl 6bTb BbINOMHEHbI cleaytowme TpeboBaHus:

B MO BIOS [2BM poskHbl bbb onpepeneHbl YCTaHOBKU, WUCKIOYalowmMe BO3MOXHOCTb
3arpysku onepaumoHHOM CUCTEMbI, OT/IMYHOM OT YCTAHOBJIEHHOW Ha XX eCTKOM AUCKE;

Bxoa B BIOS [3BM poskeH 6bTb 3allMLEeH NaposieM C AJIMHOM He MeHee 6 CMMBOJIOB;
cpeacteamm BIOS pomkHa 6bMb UCKAOYEHA BO3MOXHOCTb paboTbl Ha [19BM, ecnu Bo
BPEMS ero HayaJibHOM 3arpys3ku He NPoXoAAaT BCTPOEHHble TeCThbl;

OOMKHO 6bMb MpoBeAeHO onedvaTbiBaHWMe CUCTEMHOro 6s10ka € ycTaHoBfeHHbiM CK3WY,
NcKayYawLlee BO3MOXHOCTb 6ECKOHTPOJSIbHOMO WM3MEHeHus anmnapaTHor 4vactu pabouen
CTaHUMN U MOAK/TIIOYEHNS BHELIHUX YCTPOWUCTB;

yctaHoeka CK3W npoum3BoAUTCHA TOMbKO JAuUaMK, UMEWMMKM [A0NYyCK K pabotam (B
COOTBETCTBMM C HOpMaMu Mo 6e30NacHOCTM, NPUHATBLIMKM B O praHu3aunn);

nogkntovaemoe Kk M3BM obopynoBaHue He AO/MKHO Cco3aaBaTb yrpo3 6esonacHoctn OC u
CK3W, ycTaHoBNeHHbIX Ha MN2BM;

Mn=BM, Ha KOTOpoM ycTaHaBnuBaetcsa CK3W, po/mkHa  BbINONHATb  Mpouenypsbl
CaMOKOHTpPOJIA OCHOBHbIX armnapaTHbIX KOMMOHEHTOB rMocfie Kaxaoro cbpoca cucTeMbl
BKJ/IIOYA@s MOMEHT MOSIBNEHUS NMUTAHUS;

K akcnnyaTtauum CK3W pgonyckatoTcs nuua, npoleflive COOTBETC TBYIOLWYIO MOArOTOBKY M
M3yumMBLUME SKCMNyaTauMOHHY AOKYMeHTauuto Ha CK3U;
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— B YCNOBUSIX:

o ecnnm wuHdopmauuna, obpabaTtbiBaemas T[lAK, noanexut 3awmrte B COOTBETCTBUMU C
3aKoHoAaTenbCTBOM Poccuiickon deanepauuu;

o Npu opraHusauuu kpuntorpadumyeckon 3awutbl MHMOpMauuum B deaepanbHbiX OpraHax
WCNONIHUTENBbHOM BNAacTM WU B OpraHax MCMNOJIHUTENbHOM BnacTnm cybvekToB Poccuinckoin
depepaumnm;

o nNpu opraHusaumm Kpuntorpaduyeckor 3awuntbl obpabatbBaemon [MAK umHpopmauumn, B
OpraHusaumnax He3aBuMCMMO OT WX OpraHMs3auumoHHO-npaBoBoM dopMbl U GOPMbI
Cco6CTBEHHOCTM MpW BbINOJIHEHMM MMM 3aKa30B Ha MOCTaBKy TOBapoOB, BbinoJsiHeEHMe paboT
AW OKasaHwe yCcnyr AN rocyaapCTBEHHbIX HYXA,

o ANna  orpaHu4yeHus  BO3MOXHOCTW  BAWSIHMSA  annapatHbiX KoMmnoHeHToB CBT  Ha
dyHKumoHmpoBaHune CK3W HeobxoaumMo npoBeaeHuMe uccefoBaHMin Ha cooTBeTcTBue MO
BIOS CBT, Ha koTopbiXx ycTaHoBneHo CK3W «BpeMeHHbIM MeToAMYECKUM peKOMeHAauUusM K
NpoOBeAEHNI0 UCCNefoBaHMn nporpaMMHoro obecnedyenus BIOS no AOKYMEHTUMPOBAHHBLIM
BO3MOXHOCTAM>».
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12. UIcnonb3oBaHMe NporpaMMHbIX MHTepchencos

PaszpaboTka nporpammHoro obecneuyeHus Ha ocHoBe CK3U «Kpuntollpo CSP» ¢ y4detom n.1.5
Q®opmynsapa XTSM.00087-01 30 01 moxeT npoussoamtbcs 6e3 cosgaHms HoebiX CK3WM B cnydae
MCNO/b30BaHNSA BbI3OBOB U3 rnepeyHs lMpunoxeHnsa 2.

B cnyyae mcnonb3oBaHMsA MNpoOYMX BbBOBOB HEO6XOAMMO MpPOM3BOAMTbL pa3paboTKy OTAeNbHOro
CK3M B cCoOTBETCTBUM C AelCTBylOWEN HopMaTMBHOM 6asom (B 4acTHOCTM, C [locTaHOBMEHMEM
MpasutensctBa Poccuiickon ®egepaumm ot 16 anpens 2012 r. N2313 w MNonoxeHnem o paspaboTke,
npou3BOACTBE, peanu3aunnm n 3KcnayatTauum wngposasbHbiX (Kpuntorpauyeckux) cpeacTs 3awmThbl
mHdopmauum (Monoxenme MK3-2005)).
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Mpuno)xxeHune 1. KOHTpOJb LLEIOCTHOCTU NMPOrpamMMHOro
obecneuyeHusn

KOHTpO/Ib LLEe/IOCTHOCTN NpPOrpaMMHOro obecrnevyeHms ¢ NOMOLLbI anropmTMOB
X3LLMPOBAHUS

Moaynb cpverify.exe nO3BOMISET OCYLWECTBAATb KOHTPO/Sb LENOCTHOCTU YCTaHOBMIEHHOIO
nporpamMMHoro obecneveHuss. KOHTposb LLeIoOCTHOCTU (paiifioB ocylwecTBAsSeTCSA Npu 3arpyske daina
Ha ucnosHeHue (M NepuvoaAUYECKM BO BPEMS BbIMNOSHEHUS) WM MpPU PY4YHOM 3anycke MporpamMmbl
KOHTPONSA LEeNOCTHOCTU (CM. OMUUI0 —rV HUXE).

Mpy NoMoLWM MNepeyvYnCrieHHbIX HUXE onuui Moaysb cpverify.exe MOXeT 6bTb UCNOMb30BaH Afs
cneayrouwmx KOHTPOSIbHBIX Lenei:

cpverify -mk filename [-alg algid] [-inverted_halfbytes <inv>]- BbMUCNEHME 3Ha4eHUS
xaw-dyHkumn ana danna ¢ umeHem filename c nomowsbo anroputma algid. Mone algid moxert
nMpuHUMaTb  3HadeHmss  GR3411, GR3411_2012_256 wn GR3411_2012_512 (no yMoOn4aHuKo
ucnonbsyetcsa GR3411). [-inverted_halfbytes <inv>] yka3sbiBaeTcsa, ecnau nonybantel B hashvalue
rnepeBepHyTbl (Mo ymonuyanmwo ana GR3411 inv npuHMMaeTcs paBHbM <«1», Ona anropuTtMoB
GR3411_2012_256 wn GR3411_2012_512 «O0»).

cpverify filename [-alg algid] [hashvalue] [-inverted_halfbytes <inv>] - npoBepka
uenoctHoctTn danmna ¢ umeHem filename, wcnonbays anroputm algid n xsw-3HayeHne hashvalue.
Mone algid ™MoxeT npuHMMaTb 3HadeHuss GR3411, GR3411_2012_256 un GR3411_2012_512 (no
yMonyaHuto ucnonbdyerca GR3411). Ecnm hashvalue He ykasaH, TO Xx3w-3HadeHune 6epetcs wu3
danna filename.hsh. [-inverted_halfbytes <inv>] yka3sbiBaetcsa, ecnu nonybarktel B hashvalue
nepeBepHyTbl (Mo ymonyanmw ansa GR3411 inv npuHMMaeTcs paBHbM <«1», Ong anropuTtMoB
GR3411_2012_256 wn GR3411_2012_512 «0»).

cpverify -rm [-alg algid] [catname] - BbMMUC/EHME 3HAYEHUA X3LW-QYHKLUUN AN KaXx[oro ms
dannos, coaepxawmxca B katasnore catname B pasgene peectpa (ecnu catname He ykasaH, TO
6yayT nepecumTaHbl BCe X3LW-3Ha4yeHUs B pasgenie peecTtpa). Tekywee 3HadeHne Xaw-@yHKUMA nNpu
3TOM 3aMeHsieTCS Ha BHOBb NocyuTaHHoe. T[lone algid ™MoxeT npuHUMaTb 3HadeHus GR3411,
GR3411_2012_256 wn GR3411_2012_512 (no yMmon4yaHuio ucnonbsyercs GR3411).

cpverify -rv [cathame] - npoBepka uenocTHOCTM ¢ainoB M3 KkaTanora catname B pasgene
peecTpa (ecnun catname He ykasaH, To 6yayT npoBepeHbl Bce dainbl B pasaene peecTpa).

cpverify -xm in_file out_file [-alg algid] [xmlcatname]- BblMMCNEHNE 3HAYEHMUS X3LW-DYHKLUN
ans  dannoB, nepeyducneHHblx B Xxml-danne c¢ wuMeHeMm in_file B kaTtanore xmicatname (ecnu
xmicatname He ykasaH, TO X3W-3HayeHuns O6yayT nocuuTaHbl AN BCeX (asioB, NepeyncsieHHbIX B
xml-cdarine ¢ wumeHem in_file), n 3anucb Nony4deHHbiXx 3HadeHu B xml-danin ¢ umeHem out_file.
Tekywee 3Ha4yeHMe XaW-@PYHKLUIA Npn 3TOM 3aMeHsieTCa Ha BHOBb nocumTaHHoe. [one algid moxet
nMpuHUMaTb  3HadeHmsa  GR3411, GR3411_2012_256 wn GR3411_2012_512 (no yMoOn4aHuKO
ncnonbsyetcsa GR3411).

cpverify -xv in_file [xmlcatname] - npoBepka UuLENOCTHOCTU alnoB, NEPEYUCSIEHHbIX B
xml-garne ¢ umeHem in_file B katanore xmicatname (ecnm xmicathname He ykasaH, TO npoBepka
6yaneTt BbINOSIHEHA AN4 BCeXx (anos, nepedncneHHblx B xml-danne ¢ nmeHeM in_file).

cpverify -r2x out_file - dopmmpoBaHue xml-daina ¢ nmeHem out_file, coaepxaliero cnmcok
¢dalinoB, HaxoAsAWMUXCS B pasjgesie peecTpa MNo4 KOHTPOSIEM LENIOCTHOCTU, M X3 -3HAYEHUS 3TUX
dannos.
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cpverify —x2r in_file - ycTaHOBKa no4 KOHTPO/Sb LENOCTHOCTM (hannoB, MepedyucsieHHbIX B
xml-cdarine ¢ umeHem in_file.

CnnMcoK KOHTPONMPYEMbIX MOAYMEN 3aBUCUT OT WUCMOSHEHUA W MOXeT ObMb MOsy4vYeH npwu
nomowin KomaHabl cpverify —r2x in_file.

Ons Toro, u4Tob6bl MOCTaBUTb MO KOHTPO/Sb LENOCTHOCTM YCTaHOBJIEHHOE MpPOrpaMMHOE
obecneyeHne, HYXXHO BbINOIHUTL CNeayloLLYo Noc/iefoBaTeNbLHOCTb AEUCTBUN:

1. Co3paTtb xml-cdain, coaepXawuhn CMUCOK YCTaHaBIMBAEMbIX MO KOHTPOJIb LLETOCTHOCTMU
dannoB. daHHbii xml-dainn [oMKeH MMeTb Cleayowyo CTPYKTYpPY:

<?xml version="1.0" encoding="UTF-8" standalone="no"?>
<CProlntegrity >

<catalog>

<entry name="calc.exe">
<Path>C:\WINDOWS\system32\calc.exe </Path>
<Algid>00008021 </Algid>

</entry>

<entry name="verifier.exe">
<Path>C:\WINDOWS\system32\verifier.exe </Path>
<Algid>00008021 </Algid>

</entry>

</catalog>

</CProlntegrity >

3HauveHue nonsa Algid gomkHo paBHaTbCcs 00008021.

2. 3anyctutb Moaynb cpverify —xm in_file out_file TestControl, ykazaB B KauyecTBe napaMeTpa
in_file mmMs co3gaHHoro xml-darina. Pe3ynbtratoM paboTbl Moayna 6yaeTr saBnatbcs xml-dann ¢
nMmeHeMm out_file, coaepxalmin BbMUCNIEHHbIE 3HAYEHUS X3W-(PYHKUMN ANna nepeduncieHHbix B in_file
dannos 1 MMeKLWMn cneayowyto CTPYKTYpY:

<?xml version="1.0" encoding="UTF-8" standalone="no"?>
<CProlntegrity >

<catalog>

<entry name="calc.exe">
<Path>C:\WINDOWS\system32\calc.exe </Path>
<Algid>00008021</Algid >

<Tag>679837307CDC7AA1E4BDBB75194A24D42C782079AF08E2D362D7624A90D604C7 </
Tag>

</entry>
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<entry name="verifier.exe">

<Path>C:\WINDOWS\system32\verifier.exe </Path>

<Algid>00008021 </Algid >

<Tag>9DF987B89A323BEBC3C29BACOAED42A4F5BD651892AAE79F1EC1D05288D06BIC</
Tag>

</entry>

</catalog>

</CProlntegrity >

3HaueHune nonsa Algid gonkHo paBHATbLCS 00008021.

3. YCTaHOBUTb MNOA4 KOHTPOJIb LESIOCTHOCTM ainbl, ANs KOTOPbIX 6bUI0 BbMWUC/EHO 3HaveHue
XaW-dyHKUMM, ncnonbdyss moaynb cpverify —x2r in_file TestControl, rae napametpom in_file sBnsaercsa
xml-alin, nonydeHHbi B pe3ysibTaTe BbMUC/IEHUS 3HAUEHUS X3LW-(YHKUMM B NyHKTE 2.

KOHTpO/1b LLe/TIOCTHOCTX NPOrpaMMHOro obecrneyeHumst ¢ NOMOLLbI anropmTMoB
noAnmcu

- cpverify -file_verify umsa_danna [3Ha4yeHue_noanucu] -timestamp pata

MpoBepka noanucm ¢anna Cc uUMeHeM <«uMsa_danna». [MapaMeTp <«3Ha4vyeHue_noanmcu»
HeobxoanMMo nepenaBaTb B Buae 6anMTOBON CTPOKU. ECnv nmapaMeTp «3HadeHue_rnoanncu» He yKasaH,
TO 3HayeHwe noanucm b6epetca u3 dawnna umsa_danna.sgn. lMapameTp «aaTa» ykasblBaeT, Korga
noanuce 6bina cdopmmpoBaHa, Heobxoammo yKasbiBaTb B dopmaTe Aa.MM.rrrr. [JaHHas KoMmaHaa
npoeepsieT NOAMNUCL C MPSIMOM NocnefoBaTesIbHOCTbIO NonybanT, 4ss NpoBepKM noanucu ¢ obpaTHoM
nocnefoBaTeNbHOCTbIO 6anT HeobxoAMMO MCMNOSb30BaTb KOMaHAy versign ¢ aHanorMyHbiM Habopom
napameTpoB. [lognncb npoBepsieTCs Ha OTKPbTOM KAl4Ye U3 cheuwnanbHOro ceptudwukata ans
noannucu koza komnaHmm «KPUMTO-TTPO»,

- cpverify —pe_sign FileName [kpuTepuu noucka ceptudukaTa]l [gon. napaMeTpbi]

JobasneHne B d¢ann ¢ uMeHeMm FileName uudposon noanmcu B dopmaTe authenticode
MOSHOCTBID Ha POCCUMACKMX aaroputMax ¢ nomowbio Microsoft CryptoAPI. C nomowblo AaHHOM
KOMaHAbl MOXHO nognucaTb Tonbko dannbl dopmaTtos .exe u .dll.

Ona Toro utobbl noanucatb dainna, HeobxoaMMO B xpaHunuwe «JlnyHoe» TeKylero
Monb30oBaTeNss UMETb YCTaHOBJIEHHbIM CepTUMMKAT CO CCbUIKOM Ha 3aKPbITbiA K04, B Ha3HaYeHUSIX
KOTOporo npucytcTByeT «[loanucobiBaHne Koaa».

MonCK HY>XHOro cepTudunKaTa OCYyLLEeCTBASETCS C NOMOLLbIO CleayLlWwmnx Kputepmes:

Nma cybbekTa cepTudmkaTa Noanmcu. STO 3HAUYEHMe

-name SubjectName N
MoXeT 6bTb MOACTPOKOW MOJSIHOTO MMeHU CcybbekTa.

-alg Algld ANropuT™M X3WMPOBaHUA 474 NoANMUCU B
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cepTudmkaTe. JonycTumMbie 3HaueHus GR3411,
GR3411 2012 256, GR3411 _2012_512.

-fp FingerPrint 3HadveHune shal oTnedaTka cepTudukaTa.

Moanucb 6ypet nobasneHa Kak BTOpOCTENeHHas.
Ecnn B danne HeT OCHOBHOW MOAMUCU WM NapaMeTp
—append He nepeaaH, To nognucb byaet
pobaBneHa Kak OCHOBHas.

-append

Ecnu Heckonbko cepTudukaToB YAOBAETBOPSIOT 33AaHHbIM KPUTEPUAM, TO MOJSIb30BaTeso
6yaeT npenocTaB/ieHa BO3MOXHOCTb BPYUYHYO BbibpaTbh HYXHbIA cepTudukar.

- cpverify —pe_verify FileName [gon. napameTpsbl]

Mpoeepka authenticode noanucu danna ¢ umeHem FileName 6e3 ucnonb3oBaHusa Microsoft
CryptoAPL.

MNpoBepka Bcex authenticode nognucein, HanpgeHHbIX
-multiple B panne. Ecnm napameTp He nepegaH, To 6yaert
npoBepeHa TObKO OCHOBHAas MOAMMUCH.
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NMpuno)xxeHue 2. NepeyeHb Bbi30OBOB, UCMOJIb30BaHUE KOTOPbIX
npu pa3pabotke cuctreMm Ha ocHoBe CK3UN «Kpuntollpo CSP» c
yyeTtoM n.1.5 dopmynsapa XXTAN.00087-01 30 01 Bo3MOXKHO 6e3
AOMNOJIHUTENIbHbIX TEMAaTUUYECKUX UCCNea0BaHUM:

OyHKLNA

OnucaHue

OrpaHun4yeHnss Ha UCMoNb30BaHME
dYHKLMN

DYHKUMM MHMLMANM3aLMM U HaCT

poiikn npoBaigepa

CryptAcquireContext

OyHkuma CryptAcquireContext
MCMONb3yeTCcsa ANa Co34aHus
Aeckpunrtopa
KpuntonpoBangepa C MMEHEM
KJIIOYEBOro KOHTENHepa,
onpeAenéHHbIM napaMeTpom
pszContainer

CryptReleaseContext

®dyHkuma CryptReleaseContext
MCNoNb3yeTcsa Ansa yganeHus
Aeckpunropa
KpuynTonpoBangepa, CO34aHHOro
CryptAcquireContext.

CryptContextAddRef

YnpaBiideT CYEeTUYNKOM
AeCKpUNTopoB CO34aHHOIo
CryptAcquireContext.

CryptEnumProviders

MepeuncneHne yCcTaHOBMIEHHbIX
KpMNTONpoBaiaepos

CryptEnumProviderTypes

MepeuncneHne yCTaHOBJIEHHbIX
TMMNOB KpMNTONpOBanaepos

CryptGetDefaultProvider

[MonyyeHne KoOHTEKCTa
npoBaligepa, YCTaHOBIEHHOIO B
CUCTEME MO YMONYaHUIO

CryptGetProvParam

OyHkuuna CryptGetProvParam
nosly4yaeT napameTpsbl
KpunTonposanaepa.

CryptSetProvParam

OyHkumsa CryptSetProvParam
yCTaHaB/MBAET NapameTpsbl
KpuntonpoBangepa.

FreeCryptProvFromCertEx

dyHKLUMA ncnonblyeTcs ans
yAaneHus geckpunropa
KpuynTonpoBangepa, CO34aHHOro
CryptAcquireContext nnu yepes
CNG.
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CryptInstallDefaultContext,
CryptSetProvider,
CryptSetProviderEx,
CryptUninstallDefaultContext

®YHKUWN ynpaBlieHus
KOHTEKCTOM NpoBainaepa no
yYMON4aHUKo

®DYyHKLMM reHepauwm u o6MeHa KIOUaMK, co3aaHue KOHhUrypupoBaHMWe U yaasieHue Kiuen

CryptGenKey

OyHkumna CryptGenKey
reHepupyeT cnyd4anHble
KpunTorpaduyeckmne Ka4Yu umm
KJlOYeBYHO napy
(3aKpbITbIA/OTKPbITbIA  KHO4UN).

CryptDestroyKey

OyHkuuna CryptDestroyKey
yOanseT K4, nepeaaBaeMbin
yepe3 napameTp hKey. lNocne
yAaneHusa kswoud (geckpunrtop
K/to4va) He MoXeT
NCMNoNb30BaTbCH.

CryptExportKey

OyHkuuna CryptExportKey
MCMoNb3yeTcsa ANa 3KCnopra
Kpuntorpapuyeckmnx Kaw4ven ms
KJTIOYEBOro KOHTelHepa
KpunTonposBanaepa, CoxpaHsis
X B 3aWMWEHHOM Buae.

Pa3peu.|eHo 3KCNOpPTUpPOBaATb TOJIbKO
OTKpbITblIE KJTHO4YU
(PUBLICKEYBLOB).

CryptGenRandom

OyHkuma CryptGenRandom
3anonHsaeTt bydep cnyvyanHbiMn
6antamu.

CryptGetKeyParam

OyHkuma CryptGetKeyParam
BO3BpallaeT napaMeTpbl K/o4ya.

CryptGetUserKey

OyHkuuna CryptGetUserKey
BO3BpaLLaeT AeCKPUMTOpP OAHOM
N3 AOSITOBPEMEHHBIX KJIH0UEBbIX
nap B KJIlOYEBOM KOHTeEMNHepe.

CryptImportKey

OyHkumna CryptImportKey
ncnonb3yeTcsa Ang umnopTa
KpuynTorpadunyeckoro ksaw4ya m3
knoyeBoro 6n106a B KoHTelHep
KpunTonposanaepa.

PaspelueHo MMNOPTUPOBaTb TOJIbKO
OTKpbITble KJIO4YK
(PUBLICKEYBLOB) npwu Hynesom
3HayeHun dnaros.

CryptSetKeyParam

OyHkumna CryptSetKeyParam
yCTaHaB/MBaeT napaMeTpsbl
K/o4a.

PaspelueHo ncnosnb3oBaHWe TOJIbKO
CO CNeAy WM CUMBOJIbHBLIMU
aprymeHtamu: KP_CERTIFICATE,
KP_CIPHEROID, KP_DHOID,
KP_HASHOID.

dyHKUMM 06paboTkm kpuntorpad

MYeCcKMux coobuieHun

CryptSignMessage

®dyHkuma CryptSignMessage
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CO3[aeT X3 onpeaeneHHoro
coaep)XaHusi, noanucbIBaeT XLl
M 3aTeM NpounsBoanT
3aKoAnpoBaHME U TeKCTa
MCXOAHOro coobueHus, n
MoANMMCAHHOro xaLa

CryptVerifyMessageSignature

OyHKLMA
CryptVerifyMessageSignature
npoeepseT 3N1eKTPOHHO-
undpoByo noanmchb
noAnMcaHHoOro coobuieHus.

CryptVerifyDetachedMessageSignat
ure

OyHKUMA
CryptVerifyDetachedMessageSig
nature nNpoBepseT noanucaHHoe
coobueHne, cogepxawee
oTcoeanHeHHyto (detached)
noanMcb AN NoANUCKU

CryptDecodeMessage

OYyHKUMA OeKoaAnpyeT,
pacwundpoBbIBAET M NpoBepsieT
coobuieHune

CryptDecryptAndVerifyMessageSign
ature

dyHKUNA aekoampyeT U
nposepsieT coobueHne

CryptEncryptMessage

®yHkumna CryptEncryptMessage
3awndpoBbiBaeT U NpoOn3BOAUT
3aKoAnpoBaHue coobuienus.
AYTEHTUYHOCTb CO0bLLEHNS He
obecneuymnBaeTcsH.

CryptDecryptMessage

®dyHkuma CryptDecryptMessage
Nnpon3BOAUT pacKoAMPOBaHME U
pacwudpoBaHme cooblieHus.
lMpoBepka ayTEHTUYHOCTHU
coobLeHns He Npon3BoOANTCS.

MpumeyaHune: He ponyckaeTcs
aBToOMaTUYECKUA aHanms
pe3ynbrata paboTbl PyHKUMN,
HanpaBJIEHHbLIA Ha MPOBEPKY
KOPPEeKTHOCTK coobuieHus.

CryptGetMessageCertificates

OyHKUMA BO3BpaLLaeT
XpaHunuwe cepTndurkKaToB U
CMNUCKU aHHYJTIMPOBAHHbIX
cepTuduKaToB n3 cooblieHuns

CryptGetMessageSignerCount

OyHKUMA BO3BpaLLaeT
KOJINYEeCTBO NoANUCaBLUNX
coobuieHmne
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CryptHashMessage

dyHKUMA co3paeT
X3WMpoBaHHoe coobuieHne

CryptSignAndEncryptMessage

CDYHKLI,VIFI co34aeT nognncaHHoe
M 3awmndpoBaHHOE cooblleHme

CryptSignMessageWithKey

OyHKUMA co34aeT nognnucaHHoe
coobueHne

CryptVerifyDetachedMessageHash

dyHKUNA npoBepseT
OTKpPENJIEHHbIN X3 LW

CryptVerifyMessageHash

dyHKUMA npoBepseT
X3 WWMpoBaHHOe coobuieHne

CryptVerifyMessageSignatureWithK
ey

OyHKUMA npoBepsieT
noanucaHHoe coobueHne

CryptMsgCalculateEncodedLength

OyHKUUA
CryptMsgCalculateEncodedLengt
h BbMUCNAET MakcuManbHoe
KonnyecTtBo 6anToB,
Heobxoaumoe ans
3aK0AMpPOBaAHHOIO
KpunTorpaduyeckoro
Ccoo0bLLEeHUs, 3a4aHHOIMO TUMOM
coobuieHus, napameTpamm
KOAMpOBaHMs 1 obLlen anvHom
MHpopMaumnn, KoTopas AOSHKHA
6bITb 3aKOoAMpPOBaHa.

CryptMsgOpenToEncode

OyHKUMSA
CryptMsgOpenToEncode
OTKpbIBaeT kpuntorpaduryeckoe
coobleHre ans 3akoanpoBaHus
M BO3BpallaeT AeCKpUnTop
OTKPbITOro coobLieHus.

CryptMsgOpenTo-Decode

OyHKUMNA
CryptMsgOpenToDecode
OTKpbIBaeT KpunTtorpadgunyeckoe
coobueHue ans
packoaMpoBaHMa U Bo3BpallaeT
OECKpUNTOP OTKPbITOro
coobueHuns.

®dyHkuma CryptMsgUpdate
NOMoJSIHAET TeKCT

CryptMsgUpdate
P g Kpuntorpadunyeckoro
coobueHuns.
CryptMsgGetParam OyHkumna CryptMsgGetParam

nosyyaeT napameTp CoobLlieHMUs
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nocsie Toro, Kak
Kpuntorpadguueckoe coobuieHne
6bU10 packoaAupOBaHO MK
3aKoAMpOBaHo.

CryptMsgControl

®yHkuma CryptMsgControl
BbIMNOJIHAET KOHTPOJIbHOE
nencTeue.

CryptMsgClose

®dyHkunsa CryptMsgClose
3aKpbiBaeT AeCKpUNTop
KpunTorpadunyekoro
coobueHus.

CryptMsgDuplicate

®dyHkunsa CryptMsgDuplicate
AybnupyeT aeckpuntop
KpunTorpadunyeckoro
coobLeHns NyTeM yBeMyeHns
CYeTuMKa CChbUIoK

®dyHKUuUM paboTbl C aNIrOpUrMamMm

X3 LUMPOBaHus

®dyHkuma CryptCreateHash
WHULMANN3NPYET AECKpUNTOp

PaspelieHO nUcnonb3oBaHWe TONbKO
CO CNleayoLWnMmN CUMBOJTbHBLIMU
aprymeHTtammn: CALG_GR3411,
CALG_GR3411_2012_256,

CryptCreateHash HOBOTO 0GbEKTa (yHKLIMN CALG_GR3411_2012_ 512,
X3WMPOBAHUA MOTOKA AaHHbIX. CALG_GR3411_HMAC,
CALG_GR3411_2012_256_HMAC,
CALG_GR3411_2012_512_HMAC,
CALG_SHAREDKEY_HASH.
®yHkumsa CryptDestroyHash
CryptDestroyHash yaanseTr o6bekT dyHKLMn

X3 WnpoBaHu4.

CryptDuplicateHash

®yHkumsa CryptDuplicateHash
CO34aé€T TOYHY KOoMnuo 0bbekTa
PYHKUUN X3 LWIMPOBaHMUS,
BKJ/IlOMas BCE ero nepeMeHHble,
onpegensioime BHyTpeHHee
COCTOsIHME 06beKkTa PyHKLUM

X3 LUIMPOBAHMS.

®yHkuma CryptGetHashParam
BO3BpalllaeT napameTpbl

CryptGetHashParam obbekTa PyHKLMMN X3LWMPOBAHUS
M 3HaYeHne PyHKLUn
X3 LWMpPOBaHUS.
OyHkumnsa CryptHashData
CryptHashData nepenaért gaHHble yKa3aHHOMY

06BbeKTY pyHKLUN

37



mk:@MSITStore:E:/CSPbuild/CSP/doxygen/CSP/external/CSP_4_0.chm::/html/group___pro_c_s_p_hash_1gc0b58ceb898b4aa92b75113f41346570.html
mk:@MSITStore:E:/CSPbuild/CSP/doxygen/CSP/external/CSP_4_0.chm::/html/group___pro_c_s_p_hash_1gc0b58ceb898b4aa92b75113f41346570.html
mk:@MSITStore:E:/CSPbuild/CSP/doxygen/CSP/external/CSP_4_0.chm::/html/group___pro_c_s_p_hash_1ge7701bdba5cff19a70df6b812d338cbb.html
mk:@MSITStore:E:/CSPbuild/CSP/doxygen/CSP/external/CSP_4_0.chm::/html/group___pro_c_s_p_hash_1ge7701bdba5cff19a70df6b812d338cbb.html
mk:@MSITStore:E:/CSPbuild/CSP/doxygen/CSP/external/CSP_4_0.chm::/html/group___pro_c_s_p_hash_1gd30c6ff088a3db20cfe8ecb85cb0676a.html
mk:@MSITStore:E:/CSPbuild/CSP/doxygen/CSP/external/CSP_4_0.chm::/html/group___pro_c_s_p_hash_1gd30c6ff088a3db20cfe8ecb85cb0676a.html
mk:@MSITStore:E:/CSPbuild/CSP/doxygen/CSP/external/CSP_4_0.chm::/html/group___pro_c_s_p_hash_1gee786dcf0de8f984ebeb224da0922318.html
mk:@MSITStore:E:/CSPbuild/CSP/doxygen/CSP/external/CSP_4_0.chm::/html/group___pro_c_s_p_hash_1gee786dcf0de8f984ebeb224da0922318.html
mk:@MSITStore:E:/CSPbuild/CSP/doxygen/CSP/external/CSP_4_0.chm::/html/group___pro_c_s_p_hash_1g2a5cdde9c76ec548a435bc61559af280.html
mk:@MSITStore:E:/CSPbuild/CSP/doxygen/CSP/external/CSP_4_0.chm::/html/group___pro_c_s_p_hash_1g2a5cdde9c76ec548a435bc61559af280.html

XTAn.00087-01 95 01.

Kpuntollpo CSP. lNpaBuna nonb3oBaHus

X3 WnpoBaHu4.

OyHkuma CryptSetHashParam

Pa3peu.|eHo ncnosib3oBaHME TOJIbKO
C CMMBOJIbHbIMMN aprymMmeHTamMmu

CryptSetHashParam y;la:isn;BjET nBapHaMn;eprl HP_HASHSIZE,
ObbeKTa X3 tMpOoBanna. HP_OID/KP_HASHOID, HP_OPEN.
PaspelweHO ncnonb3oBaHue TOJIbKO
®yHKLUMA CryptSignHash C KNHOYEBbIMW KOHTEeNHepamu,
NoJsly4eHHbIMW paHee C NMOMOLL b
BO3BpallaeT 3HaueHue BLEOBA
CryptSignHash 3N1IEKTPOHHOM 0BO .
rYpt>ig /ICKTPOHHON LMdPOBOA CertGetCertificateContextProperty
MOANUCK OT 3HadeHunss yHKLUK
n3 ceptudmkaTa, NPOBEPEHHOIO C
X3 LWMPOBaAHMS.
NnoMoL bl YHKL UK
CertVerifyCertificateChainPolicy
Pa3pelwieHo ncnosib3oBaHMe TOJIbLKO
C AecKpunTopaMm Kaudew,
NoJSly4YeHHbIX paHee C NOMOLLbIO
®yHkuna CryptverifySignature BbBZBa C t?m or’cPuincKL(Ia-l Info
CryptVerifySignature OCYLLEeCTBASET NpoBepKy rYPHImp 4

undpoBON NOAMUCHK.

(CryptImportPublickeyInfoEx) w3
cepTudmrkaTa, NPOBEPEHHOIO C
NOMOLL b0 YHKLMMK
CertVerifyCertificateChainPolicy

®dDyHKUMM paboTbl C cepTudmuKaTtaMy, CNUCKaMM aHHYJIMPOBAHHbIX CEPTU(MUKATOB, XPaHWIMLLEM

cepTudvkaToB

CnUCKMN aHHYJIMPOBAHHbIX CepTUPUKATOB

CertAddCRLContextToStore

OyHKUMSA

CertAddCRLContextToStore
nobasnseTt koHTekcT COC B
XpaHunuuwe cepTudurkKaToB.

CertAddCRLLinkToStore

DYyHKLUMNA co3[aeT CCbUIKY Ha
CMUCOK aHHY/IMPOBaHHbIX
cepTndmKaToB B APYrOM
XpaHunumie

CertAddEncodedCRLToStore

OyHKUUA
CertAddEncodedCRLToStore
co3gaeT KoHTekcT COC u3
3akogmpoBaHHoro COC u
nobaBnaer ero B xpaHuauue
cepTndmkaToB. OyHKLMS
co3paeT Konu KoHTekcTa COC
nepen nobaBneHMeEM ero B
XpaHunuue.

CertEnumCRLsInStore

OYyHKUUA
CertEnumCRLsInStore
noslyyaeT NepBbii Uan
cneaytwowmn COC B
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XpaHunuuwe. 3Ta yHKUMS
NCMosb3yeTCs B LuUKNe A/
TOoro, 4ytobbl NocnegoBaTeNbHO
nony4utb Bce COC B
XpaHunumuie.

CertFreeCRLContext

®yHkuuna CertFreeCRLContext
ocBoboxaaeT koHTekcT COC,
YMEHbLUAss CYETYMUK CCbUIOK Ha
eanHuuy. Korga cyertuumk
CCbUIOK 06HyNnsieTcs, dyHKUMA
CertFreeCRLContext
ocBObOXAAET MaMsTh,
BbliAE/IEHHYIO MOA KOHTEKCT
COC.

CertCreateCRLContext

OyHKUMA
CertCreateCRLContext coszpaeT
KOHTekcT COC u3
3akogmpoBaHHoro COC.
Co34aHHbIN KOHTEKCT He
MOMeLaeTCcs B XpaHunuue
ceptndmkaToB. B cozgaHHOM
KOHTeKCTe hyHKLUMS
pasMellaeT KOMNuio
3akoampoBaHHoro COC.

CertDeleteCRLFromStore

®yHKUMSA yaanseT cnmcok
aHHYNMPOBAHHbIX
cepTMdUKaTOB U3 XpaHUINLLA

CertDuplicateCRLContext

OyHKLUMSA
CertDuplicateCRLContext
ayénupyet koHTekcT COC,
yBeMYMBas CYETUYMK CCbUIOK
Ha COC Ha eauHuLy.

CertFindCRLINStore

®yHkumna CertFindCRLInStore
HaxoAuT MepBbiA MK
cneayrowmn koHtekct COC B
XpaHunuuwe ceptndurkKaTos,
KOTOPbIN COOTBETCTBYET
KpUTEPUIO MOUCKA,
onpeaenseMoMy napamMeTpoMm
dwFindType 1 cBa3aHHbIM C
HUM pvFindPara. 2Ta dyHKuMs
MOXeT bbb UCNosb30BaHa B
uuKne gns Toro, 4tobbl HaUTH
Bce COC B xpaHunuuwe
cepTndurKaTos,
yAoBJieTBOpstoWme 3a4aHHOMY
KpUTEPUIO Moucka.
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OyHKUUA
CertDeleteCertificateFromStore
CertDeleteCertificateFromStore yhanseT onpegeneHHbin
KOHTeKCT COC u3 xpaHumnuiia
cepTmndmKaToB.

DyHKLUMSA OCyLLeCcTBseT NOMCK
3afaHHoro ceptudukarta B
CMUCKe aHHY/IMPOBaHHbIX
cepTtmndmkaToB

CertFindCertificateInCRL

OyHKUMSA
CertGetCRLFromStore
noJly4yaeT nepsbii nnm
cneaywwmin koHtekct COC ansa
CertGetCRLFromStore onpegeneHHoro uspatens
ceptmndmkaTa n3 xpaHumnuwia
cepTudukaTos. 3Ta PyHKUUS
Takxe ocyuiecTsnsieT
BO3MOXHY0 nposepky COC.

OyHKUMSA cepuanmsaumm
CNUCKa aHHYIMPOBAHHbIX
cepTuduKaToB CO CBOUMM
CBOWCTBaMM

CertSerializeCRLStoreElement

PacwupeHHble cBoicTBa cepTudukaTa cnucka oto3BaHHbIX (COC) cepTtudpmkatos m CTL

OyHKUMA
CertGetCRLContextProperty
CertGetCRLContextProperty nosly4yaeT pacllupeHHble
CBOWCTBa onpeaeneHHoro
KoHTekcTa COC.

OyHKUMA
CertSetCRLContextProperty
CertSetCRLContextProperty yCTaHaB/MBaeT pacLlUMpeHHble
CBOMCTBA onpeaesieHHoro
KOHTekcTa COC.

OyHKUMA
CertGetCertificateContextPropert
y nonydaet uHdbopMauyuto,
coaepXXalylcCs B pacLUMPEHHbIX
CBOMNCTBAX KOHTEKCTa
cepTtudmkaTa.

CertGetCertificateContextProperty

OyHKLUMSA
CertEnumCertificateContextProp
CertEnumCertificateContextProperti | erties noszsonser nepeyncnunTb
es MHdOpPMaLuo, coaepxXallycs B
pacLlMpeHHbIX CBOWCTBaXxX
KOHTEKCTa cepTudukara.

40



http://msdn.microsoft.com/en-us/library/windows/desktop/aa376063(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376570(v=vs.85).aspx

XTAn.00087-01 95 01.

Kpuntollpo CSP. lNpaBuna nonb3oBaHus

CertSetCertificateContextProperty

OyHKUUA
CertSetCertificateContextPropert
Yy YCTaHaBAMBAET pacLlUMpeHHbIe
CBOWCTBa ANa onpeaeneHHoro
KOHTEKCTa cepTudumkara.

CertEnumCRLContextProperties

MepeuncneHne paclunMpeHHbIX
CBOWCTB CMuUcka
aHHYIMPOBAHHbIX CepTudunkaTos

CertEnumCTLContextProperties

MepeuncneHme paclMpeEHHbIX
ceomncte CTL

CertGetCTLContextProperty

Mony4yeHne paclmMpeHHOoro
cBoncTBa CTL

CertSetCTLContextProperty

YCcTaHOBKa pacLUMPEHHbIX
cBoncte CTL

CertAddCTLContextToStore

OyHKUMA

CertAddCTLContextToStore
nobasnset KoHTekcT CTL B
XpaHunuwe cepTudumkaToB

CertCreateCTLContext

OyHkumna CertCreateCTLContext
CO3J4aeT KOHTEKCT
3akogmpoBaHHoro CTL.
Co34aHHbBIN KOHTEKCT He
rnoMeLlaeTcs B XxpaHunuuie
ceptudukaTtos. PyHKUUA aenaeT
konuto CTL B co34aHHOM
KOHTEeKCTE.

CertDuplicateCTLContext

OyHKUMA
CertDuplicateCTLContext
aybnupyet kKoHTekcT CTL,
yBenuunmBasa CcUYeTUMK CCbUIOK Ha
CTL Ha eanHuuy.

CertFreeCTLContext

OyHkumna CertFreeCTLContext
ocBoboxaaeT kKoHTekcT CTL,
YMeHbLUas CYEeTUYMK CCbUIOK Ha
eavHuLy. Korga cuyeTymk CCbU1okK
obHynaeTcs, dyHKUUSA
CertFreeCTLContext
ocsBoboxaaeT namaTb,
BblgeneHHy noa KoHTekcT CTL.

®DyHKUMM paboTbl ¢ cepTudmkaTamm

CertAddCertificateContextToStore

OyHKUMA
CertAddCertificateContextToStor
e nobaBnseT KOHTEKCT
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cepTudukarta B XpaHunuiie
cepTudmKaTos.

[obaBnseT ccbUKy Ha
CertAddCertificateLinkToStore ceptndukaTt B Apyrom
XpaHunme

OyHKUUA
CertAddEncodedCertificateToSto
re co34aeT KOHTEeKCT
ceptudukaTa 13
CertAddEncodedCertificateToStore 3aKOAMPOBAHHOIO cepTudukaTa
n pobaBnsieT ero B XpaHunuiie
ceptudukaTtos. Co3gaHHbIN
KOHTEKCT HEe COAEPXUT HUKAKUX
pacLlUMpeHHbIX CBOWNCTB.

OyHKUUA
CertEnumCertificatesInStore
nonyvyaeTt NepsBbii WUIn
cneaywowmn ceptudukar B
xpaHunuuwe ceptmudurkaToB. OTa
PYHKLNA UCNonb3yeTcsa B Luknie
ONs TOro, Ytobbl
nocsegoBaTeNlbHO MOSyYUTb BCE
cepTuduKaTbl B XpaHunuwe
cepTmndmKaToB.

CertEnumCertificatesInStore

OyHKUMSA
CertFreeCertificateContext
CertFreeCertificateContext ocBoboOXaaeT KOHTEKCT
cepTndmkaTa, yMeHbLIas
CYETUYMK CCbUIOK Ha eauHuLy.

OyHKUUA
CertCreateCertificateContext
CO3[aeT KOHTeKCT cepTudukaTa
U3 3aKOAUPOBAHHOIO
ceptmndmkata. Co3aaHHbI
KOHTEKCT He noMeLlaeTcs B
xpaHunuuwe ceptudukaTos. B
CO3[aHHOM KOHTEKCTEe PyHKUMS
pa3MellaeT KOMuio
3aKkoAnpoBaHHoro ceptudukaTta.

CertCreateCertificateContext

OyHKUMA
CertDuplicateCertificateContext
CertDuplicateCertificateContext aybnupyeTt KOHTeKCT
ceptndmkaTa, ysenmdmeas
CUYETUYMK CChUIOK Ha eanHuLY.

OyHKUMSA
CertFindCertificateInStore

CertFindCertificateInStore
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HaxoAUT MepBbin UIn
CNneayoLWmnii KOHTEKCT
cepTuduKaTa B XpaHunuuie
cepTudUKaToB, KOTOPbIN
COOTBETCTBYET KpUTEPUIO
novcka, onpegensieMomy
napameTpoM dwFindType un
CBSI3aHHbIM C HMM pvFindPara.

CertDeleteCertificateFromStore

OyHKUMSA
CertDeleteCertificateFromStore
yAansiet onpeaeneHHbln
KOHTEKCT cepTudmkaTta u3
XpaHunmwa ceptudurkaTos.

CertGetSubjectCertificateFromStor
e

OyHKUUA
CertGetSubjectCertificateFromSt
ore nosly4yaeT KOHTeKCT
cepTudmkaTa n3 xpaHumnuwia
cepTuduUKaToB, 04HO3HAYHO
onpeaenseMblii ero nsgaTenem u
CepuiiHbiIM HOMepOM

CertGetlIssuerCertificateFromStore

Mounck ceptudunkaTos nsgatenemn
3aflaHHOro ceptudukaTa

CertGetSubjectCertificateFromStor
e

Monck ceptudunkarta no
CepUMHOMY HOMEpY W usgaTento

CertGetValidUsages

Mounck nepeceveHns KeyUsage
Ana maccusa ceptudukaTos

CertSerializeCertificateStoreElemen
e

Cepuanusauna snemeHTa
XpaHumnuia

CertComparePublicKeyInfo

OyHKUMSA
CertComparePublicKeyInfo
CpaBHMBAET ABa OTKPbITbIX
KAo4Ya n onpeaensieT, ABASIOTCS
1IN OHW NAEHTUYHbBIMU

CertFindExtension

OyHkumnsa CertFindExtension
Haxo4AuT paclUMpeHne B MaccuBe
W BO3BpallaeT yKasaTesb Ha
Hero.

CertGetPublicKeyLength

OyKHUUSA
CertGetPublickeylLength
BO3BpallaeT AJIMHY KJtoya B
butax.

CertGetIntendedKeyUsage

OyHKLUMSA
CertGetIntendedKeyUsage
Nnosly4yaeT Ha3Ha4YeHue Ki4da u3
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ceptudwukaTa.

CertCompareCertificateName

OyHKUMSA
CertCompareCertificateName
cpaBHMBaeT ABa cepTudmkaTa u
onpeaensieT, ABASATCA N OHU
NOEHTUYHBIMM,

ocspP

CertAddRefServerOcspResponse

YBennyeHne cyeTumKa CCbUIoK
Ha OCSP otBeT

CertAddRefServerOcspResponseCo
ntext

YBenyeHme cyeTymkKa CCbU10K
Ha KoHTekcT OCSP oTBeTa

CertCloseServerOcspResponse

3akpbmue pgeckpuntopa OCSP
oTBeTa

CertGetServerOcspResponseContex
t

MonyyeHne koHTekcTa OCSP
oTBeTa

CertOpenServerOcspResponse

OTkpbrmne geckpuntopa OCSP
oTBeTa AN4 3a4aHHOW LLenoyku
cepTmndmkaToB

OKOHHbIe (PyHKLUM

OTobpaxkeHne amnanora Bbibopa

CertSelectCertificate cepTudumkaTa rno 3ajaHHbM
KpUTEpUsIM
OTobpaxeHne guanora
CryptUIDIgCertMgr

yrpaBieHms cepTudunkatTamm

CryptUIDIgSelectCertificate

OTobpaxeHne amnanora Bbibopa
ceptudukaTa

CryptUIDIgSelectCertificateFromSto
re

OTobpaxeHune amnanora Bblbopa
cepTndmkaTa M3 xpaHuauwia

OTob6paxkeHne amnanora co

IDIgVi ifi
CryptUIDIgViewCertificate CBOMCTBaMu cepTudukaTa
OTobpaxeHne cepTudmukarta,
CryptUIDIgViewContext CMMCKAa aHHYJIMPOBaHHbIX

ceptudukartos mnm CTL

CryptUIDIgViewSignerInfo

OTobparkeHne ananora C
MHpOpMauunen o nognucasLlem

CertSelectionGetSerializedBlob

Cepunanusauus ceptudukaTta ns
CTPYKTYpPbl, UICMONb3yEMON 4SS
oTobpaxeHus

GetFriendlyNameOfCert

Mpeo6pasoBaHne MMeEHU
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cepTuduKaTa K «4UTaeMomy»
BUAY

®DYHKLMM NPOBEPKU Lenouek

CertVerifyCertificateChainPolicy

OyHKUMA
CertVerifyCertificateChainPolicy
npoBepsieT Lenoyky
cepTmndmKaToB Ha
OOCTOBEPHOCTb, BKJItOYAs
COOTBETCTBUE KPUTEPUIO
WCTUHHOCTMW.

CertGetCertificateChain

OyHKUMSA
CertGetCertificateChain ctpout
Leno4yky ceptTnudunkaTos,
HayMHas € nocnegHero
cepTudukaTta, B 06paTHOM
HanpaB/eHUN A0 AOBEPEHHOrO
KOpHEBOro ceptudukarta, ecnm
3TO BO3MOXHO.

CertFreeCertificateChain

OyHKUMA
CertFreeCertificateChain
ocBobOXAaeT Lenoyky
cepTuduUKaToB NyTeEM
YMEHbLUEHNS CYEeTYMKa CChbUIOK.
Ecnu cueTumnk CCbUiOK paBeH
HY/t0, TO NaMATb, BblaeneHHas
noa Lenoyky, ocsoboxaaercs.

CertCreateCertificateChainEngine

OyHKUMSA
CertCreateCertificateChainEngin
€ CO34aeT KOHTEKCT
HCERTCHAINENGINE, koTopbin
No3BoJisieT U3MEHSATb NapaMeTpbl
MexaHM3Ma MOCTPOEHUS LernoYku
cepTudukartos. Mo3sonser
orpaHuymBaTb MHOXeCTBO
[OBepeHHbIX CepTudUKaToB.

CertFreeCertificate-ChainEngine

OyHKUUA
CertFreeCertificateChainEngine
0CBObOXAaeT KOHTEKCT
HCERTCHAINENGINE.

CertCreateCTLEntryFromCertificate
ContextProperties

Co3paHune CTL Ha ocHOBEe CBOWCT
aTpmbyTOB KOHTEKCTa
cepTndumkara

CertDuplicateCertificateChain

[Oy6nupoBaHue KOHTEKCTa
LenoYKMu.
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CertFindChainInStore

DYHKUMSA NOCTPOEHUS LLEMOYKMU
Nno 3aZaHHbIM KpUTEPUSM U3
XpaHunuwa

CertFreeCertificateChainList

OyHKUMA 0cBOb6OXAEHUS
MaccuBa Lerno4vek

CertIsValidCRLForCertificate

DyHKUNSA NPOBEPKN Hannuus
ceptudumkaTa B crnmcke
aHHYJIMPOBAHHbLIX CepTudnKaTos

CertSetCertificateContextProperties
FromCTLEntry

YCTaHOBKa CBOWCTB B KOHTEKCT
ceptudukaTta Ha ocHose CTL

PacwupeHHble cBoicTBa cepTudukata (EKU)

CertGetEnhancedKeyUsage

OyHKUUA
CertGetEnhancedKeyUsage
nony4yaeTt uHdopMauuo o
pacLlMpPeHHOM MUCMNONb30BaHUMK
KJ1l04a M3 COOTBETCTBYHOLWEro
paclwmpeHns unu ms
pacLlMpeHHbIX CBOWCTB
cepTudmkaTa. PacwmpeHHoe
NCMOosIb30BaHMe KJitoua CRyXuT
NMpM3HaKoM MNpaBOMEpPHOro
MCMNONb30BaHUA cepTudukara.

CryptAcquireCertificatePrivateKey

OyHKUUA
CryptAcquireCertificatePrivateKe
y nony4yaeTr AeCKpUnTop
HCRYPTPROV wun napameTp
dwKeySpec ans onpegeneHHoro
KOHTEKCTa cepTudukara.

®DyHKUMM paboTbl ¢ aeHTudMKaTopamm

CryptFindOIDInfo

®yHkuma CryptFindOIDInfo
nosly4yaeT NepByo
npegonpeaeneHHyo unm
3aperucTpMpoBaHHY CTPYKTYpY
CRYPT_OID_INFO,
COrnacoBaHHyto C

onpeaeneHHbIM TUMAOM KJoYa U C
KJ1HO4OM.

CryptEnumOIDInfo

MepeuncnexHue
3apermcTpmpoBaHHbIX
MAEHTNDUKATOPOB WU MONYUYEHUNE
MHdOpMaUuUM ans HUx

DYHKUMM paboTbl C XpaHWIMLLEM

CertOpenStore

®yHkumna CertOpenStore
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OTKpbIBaeT XpaHuauuie
cepTudunkaTos, UCMNOAb3YS
3aZaHHbli TMN NpoBangepa.

®yHkuma CertDuplicateStore
aybnupyeTt geckpuntop
CertDuplicateStore XpaHwnuwa, ysenuymsas
CYETYMK CChUIOK Ha XpaHwIumLia
Ha eanHuuy.

OyHkuma CertOpenSystemStore
NMCMONb3YyeTCs ANA OTKPbITUS
Hambosiee 4acTo MCMNOJIb3YyEeMbIX
XpaHunnuw, cepTtudumKaToB.

CertOpenSystemStore

OyHkuma CertCloseStore
3aKpbiBaeT AeCKpUNTop
CertCloseStore XpaHunuwa cepTudunkaTosB U
YMEeHbLUAeT CYETYMK CCbUTIOK Ha
XpaHunuwa Ha eauHuuy.

[JobaBneHne XpaHunuiia B
KOMNEKLMIO

CertAddStoreToCollection

YcTaHoBKa HOTUdUKaLUKU Mpu
pasnnumax B 3aKeLMpOBaAHHOM
XpaHunuiie u GUsn4Yeckom
XpaHunuuie

CertControlStore

DYyHKUMN, UCNOJIb3yeMble ANA paboTbl C OTKPbITbIMU AAaHHbIMU U 06beKTamMm

OyHKUMSA
CryptImportPublicKeyInfoEx2
MMMOOPTUPYET MHpOpMauuno ob
OTKpbIroM kJto4ve B CNG un
BO3BpallaeT A4eCKpMNTop
OTKPbITOro KJtoua.

CryptImportPublicKeyInfoEx2

OyHKUMNA
CryptImportPublicKeyInfoEx
uMnopTmpyeT uHdopmaumo 06
OTKpbITOM KJtoye B CSP u
BO3BpallaeT AeCcKpunTop
OTKPbITOro KJtoua.

CryptImportPublicKeyInfoEx

OyHKUMA
CryptImportPublicKeyInfo
npeobpasoBbiBaeT
CryptImportPublicKeyInfo MMMOOPTUPYET MHDOpMauuo ob
OTKPbLITOM KJIlOYe B npoBangep u
BO3BpaLLaeT AeCKpuUnTop
OTKPbITOro KJitoya.

CryptExportPublicKeyInfoEx dyHKLUMSA
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CryptExportPublicKeyInfoEx
aKCcnopTmpyeT nHdopmaumo ob
OTKPbITOM KJ1lOYEe, CBSI3aHHYIO C
COOTBETCTBYHOLLNM CEKPETHBIM
K/I04YOM npoBangepa.

CryptExportPublickeyInfo

OyHKUMSA
CryptExportPublicKeyInfo
aKCnopTmpyeT nHdopmaumo ob
OTKPbITOM KJIlO4e,
aCCOLMMPOBAHHYIO C
COOTBETCTBYHOLLNM CEKPETHBIM
K/IIO4OM MpoBangepa.

CertCompareCertificate

OyHKUMSA
CertCompareCertificate
CpaBHMBaeT ABa cepTudukaTa
ANs Toro, YTob6bl ONpeaennTb,
ABNSAIOTCS NN OHU UAEHTUYHBIMM.

CertComparelntegerBlob

OyHKUMA
CertComparelntegerBlob
CpaBHMBaET ABa LLeI0YMNCIEHHbIX
6noba gnsa onpeaeneHust Toro,
npeacTaBfSAOT /I OHKM cobon ABa
paBHbIX 4ucCna.

CryptExportPublickeyInfoFromBCry
ptKeyHandle

DKCNopTUPYET MHpopMaumuo ob
OTKPbITOM KJIlO4e,
aCCOLMMNPOBAHHYIO C
COOTBETCTBYHOLLNM CEKPETHBIM
K/IIO4OM MpoBangepa.

DYHKLMUM KOAUPOBAHUSA/ AeKOANPOBAHUA

CryptDecodeObject

®dyHkuma CryptDecodeObject
NCMosb3YyTCA AN
AeKoaMpoBaHUsa cepTudunKaTos,
CMNCKOB @aHHYIMPOBAHHbIX
ceptudukaTtos (COC) un
3anpocoB Ha cepTudukaTbl.

CryptDecodeObjectEx

®yHkuma CryptDecodeObjectEx
MCMONb3YTCA ANs
AekoanpoBaHus cepTudmkaToB,
CMNCKOB aHHYIMPOBAHHbIX
cepTndmMKaToB M 3anNpoCcoB Ha
ceptmndurkaThbl

CryptEncodeObject

®dyHkumsa CryptEncodeObject
MCMNONb3YOTCH ANS KOAMPOBaHUS
cepTudmnkaTos, CMMCKOB
AHHYJIMPOBaHHbIX CepTudnKaTos
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M 3anpocoB Ha cepTudUKaThbl.

CryptEncodeObjectEx

®dyHkuma CryptEncodeObjectEx
NCMONb3YTCA A1 KOANPOBAHMUS
cepTuduKaToB, CMMCKOB
aHHY/IMPOBaHHbIX CepTuUdUKaToB
M 3anpoCcoB Ha cepTudmKaTsbl.

MonyuyeHne 06bEKTOB M3 yAaJsIeHHbIX UCTOYHMKOB

CryptRetrieveObjectByUrlA

OyHKUMA
CryptRetrieveObjectByUrlA
nonydyaet ob6beKkT
MHDPaCTPYKTYpPbl OTKPbITbIX
Knto4ven no 3agaHHomy URL.

CryptRetrieveObjectByUrW

®dyHkunsa CryptRetrieveObject-
ByUrlW saBnsetcs unicode
Bepcuen dyHKLnm
CryptRetrieveObjectByUrlA.

[AononHutrenbHble (YyHKLUUN

CryptBinaryToString OYyHKUMA NepeBoaAnT ABOUYHYIO
CTPOKY B CTPOKY Base64/HEX.
CryptStringToBinary OyHKUMA NepeBoanT CTPOKY

Base64/HEX B ABOWYHYIO
CTPOKY.

CertFindAttribute

®yHKLMSA NpON3BOAUT MOUCK
aTpubyTta ceptudukaTta no
naeHTndurKaTopy.

CertGetNameString

dyHKUMA nonyyaeT umMs
Bnagenbua v npatend
ceptudmkaTa.

CertNameToStr

dyHKUMSA NponsBoauT
packogmpoBaHne uMeHn m3s ASN
cTpykTypbl B DN (RFC1779).

CertSaveStore

®yHKUMA NPOM3BOAUT 3anucb
XpaHunuwa ceptndukaTos
(BKIOYAs CAMCKM OTO3BAHHBIX U
AOoBepeHHbIX cepTudurkKaToB) B
Buae CTpyKTypbl PKCS#7 wnn
6uHapHoOro gamna B nNamsaTb UK
dann.

CryptFindCertificateKeyProvInfo

OyHKLUMA OCYLLeCcTBASET NOUCK
3aKpbITOro K4a,
COOTBETCTBYIOLLErO OTKPbITOMY
K4y ceptudukaTa.
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CryptHashPublickeyInfo

OyHKkUMa ocywecTBnsdetT ASN1
KOAMPOBAaHME U X3LWMPOBaHUe

CTPYKTYpbI
CERT_PUBLIC_KEY_INFO

CryptMsgCountersign

dyHKUKSA BblpabaTbiBaeT
A06aBoOYHYO NOAMMUCH.

CryptMsgCountersignEncoded

dyHKUMA BblpabaTbiBaET
A06aBOYHYO NOAMNUCH.
(kogmpyeT cTpykTypy Signerinfo,
Kak onpegeneHo B PKCS #7).

CryptMsgVerifyCountersignatureEn
coded

OyHKUMA npoBepseT
006aBOYHYIO MOANUCH.
(AekoamnpyeTt CTpyKTypy
Signerinfo, kak onpepeneHo B
PKCS #7).

CryptMsgVerifyCountersignatureEn
codedEx

dyHKUMSA npoBepsieT
Ao6aBoOYHYO NOAMMUCH.
(AexoaupyeT CcTpyKTypy
Signerinfo, kKak onpeaeneHo B
PKCS #7).
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