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1. AHHOTaumM4

JaHHbIN AOKYMEHT COAepXWT MpaBuna MNoJib30BaHUA CpeacTBa KpunTorpaduueckon 3aluThbl
nHdopmaumm (CK3N) «Kpnntolpo CSP» Bepcunsa 4.0, ero cocras, Ha3HAaYEHNE, KKOYEBYIO cMCTEMY, TpeboBaHuMSA

no 3awunte ot HCA.

[JOoKyMeHT npepHa3HayeH Al agMUMHUCTpPaTopoB MHMOPMaLMOHHONW 6€30MacHOCTU YyYpeXAeHuH,
OCYyLL ECTBASOWMX YCTA@HOBKY, 06CyX MBaHWE KOHTPOb 3a cobltoAeHMeM TpeboBaHWIA K 3KCNyaTalun CpeacTB
CK3M, a Takxke agMuHuctpatopam CepBepoB, CeTEBbIX PeCYpCoOB NpeanpuUaTUa U Apyrnx paboTHUKOB CyX Obl
MHdOpMaLMOHHOW 6e30MacHOCTK, OCYL ECTBALW MM HAaCcTponKy pabounx mect ansa paboTbl co cpeacreamm
CK3Mu.

NHCTpyKUMW agMuUHUCTpaTopaM 6e30nNacHOCTM WM MOJb30BaTENSAM pas3/IMYHbIX aBTOMaTU3MPOBaAHHbLIX
cucteM, ncnosnbsytowmnx CK3U «Kpuntollpo CSP» Bepcmsa 4.0 4ok Hbl pa3pabaTbiBaTbCa C y4eToOM TpeboBaHUm
Hacrtoawmnx Mpasun.
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2. HasHauyeHue CK3W. Ycnosusa akcnnyataumum

CK3N «Kpuntollpo CSP» Bepcusa 4.0 npegHa3HayeHO Ana 3aWuMTbl OTKpPbITOWM MHbOpMauum B
MHG OpMaLMOHHbBIX cMCTeMax obuero nosb3oBaHus (BblumMcneHue u nposepka 211) 1 3aWnTbl KOHO NAEHLMANBHON
WHdpopMaLmn, He coaepxkallelrt CBeAEHWI, COCTaBMAKLWMUX rOCyAapCTBEHHYK TalHy, B KOPNopaTUBHbIX
WH(MPOPMaLMOHHBLIX cucTtemax (wudposaHne M pacwundpoBaHue MHDOPMaLUK, BblYUCIIEHUE U MPOBEPKA

MMUTOBCTABKW, BblHNCNEHNE 3HAYEHUA X3UJ-¢)YHKLI,VIVI, BblMUCNIEHNE N NMPpOBEPKaA 3|-|).

Mpun >kcnnyatauum CK3N «Kpuntollpo CSP» Bepcus 4.0 [O/MKHbI BbINONHATLCA Cheaylolume
TpeboBaHus:
- CpeactBamn CK3M He ponyckaeTcsa ob6bpabaTbiBaTb MHGOpMaUUio, COAEpXallyl CBEAEHMUS,

COCTaBnsAOLWME rOCyAapCTBEHHYIO TaliHy.
— JonyckaeTcsa ucnonb3osaHne CK3W ans kpuntorpadunyeckon 3awMTbl NepPCOHaNbHbIX AaHHbIX.
— KntoueBas HopMauuna aBnseTcsd KoOHDUaeHL abHON.

- Cpok peuncrBua knoda npoeepkm I - He 6Gonee 15 neT nocne OKOHYaHUSA Cpoka AEWCTBUSA

cooTBeTCTBYOWeEro ka4va 3r1.

— BHewHAa ramma, ucnosblyemasd AN UHULMANM3aLUKM COCTOoSHUA nporpamMmHoro ACYH, sasnseTtca

KOHUAEHUNANBHOMN.

— CK3W pomKkHO Mcnosib3oBaTbCsa CO CPeACTBaMU aHTUBMPYCHON 3awnTbl, cepTudurympoBaHHbiMu ®CH
Poccun. B ciiydae nx oTCyTCTBMSA pPEKOMEHAYETCS MO BO3MOX HOCTM MCMO0J1b30BaTh CyLLeCTBYHOLWME aHTUBNPYCHbIE
cpeacTBa 3awWwnTbl. Knacc aHTMBUMPYCHBIX CPeACTB 3aluTbl onpeaenseTca yciosnusammn skcnnyataymm CK3U B

aBTOMaTU3NPOBaAHHbIX CUCTEMaX.

- PasmelweHne CK3M B noMeleHuUax, NpeaHa3HavYeHHbIX 411 BEAeHUS NeperoBopoB, B X04e KOTOPbIX
o6cyxaatoTca BONPOCh], COAEPXKallMe CBeleHUsl, COCTaBSIOLLME FOCYAapCTBEHHYIO TalHYy, OCyLLeCTBASETCS

YCTaHOBJIEHHbIM MOPAAKOM.

- M3BM, Ha koTopbix ncnonbdyetcad CK3U, gomkHbl 6bITb AonyLweHbl 4158 06paboTkm KOHUAEH LA IbHON
MHpOpMauum no gencreyrownm B Poccninckont ®egepaumn TpebosaHmam no 3awmre nHGopMaLum OT yTeYKu no
TEXHUYECKMM KaHanaMm, B TOM 4yucrie, nNo KaHany ceasm (Hanpumep, CTP-K), ¢ yyeToM mMoaenun yrpos B

MH(pOpPMaLMOHHO CMCTEME 3aKa3uMlKa, KOTOPbIM A0MKHO NpoTuBocTosATh CK3MU.

— WMHcTtannsauunsa CK3UM Ha paboumx MecTax A4oJDKHA NPOU3BOAUTLCA TONbKO C ANCTPpUBYyTMBA, NONYYEHHOIO

no AOBEPEHHOMY KaHany.

— BctpanBaHue CK3U B apyrue cpeacrea BO3MOXHO TOJIbKO C MCMOJIb30BaHMEM PYHKL UM, YKa3aHHbIX B
MpunoxeHun 2. B cnydae Mcnonb30BaHMSA NPOYMX BbI30BOB DYHKL WA NPOrpaMMHbIX MHTepdencos (YpoBHEN
BcTpauBaHus) CK3N Heobxoanmo nponseoanTb paspaboTky oTaensHoro CK3M B cOOTBETCTBMM C AENCTBYIOLLEN
HOpMaTuBHOM 6a3om (B YacTHocTK, c NoctaHoBneHneM lMpasuTtenbcrea Poccuinckon depgepaunnm ot 16 anpens
2012 r. N? 313 u NonoxeHnem o paspaboTke, NpON3BOACTBE, peannsaunm n aKcnayaTaunm WndposabHbIX

(kpunTorpaduyecknx) cpeacrs 3awmTbl HpopmMauuu (MonoxeHue MK3-2005)).

—MNpn skcnnyataumm CK3M [OMKHbI MCNOL30BaTbCA TOJIbKO CepPTUMUKATLI OTKPLITbIX KIOYeMn,
BbiMyWeEeHHbIE AOBEPEHHbIM OpraHoM cepTudukauum. B kKayecTtBe Takoro opraHa JAO/MKEH BbICTYnaThb
ceptuduumposaHHbin ®CB Poccunm Ypocrosepswownin ueHtp (YU), Bbinyckawwwmi ceptudukaTbl U

I'IOAAep)KMBaPOLIJ,VIm CMNCKN OTO3BaHHbIX CepTMCbVIKaTOB B cooTBeTCcTBUU Cc PernameHToM YL, a Takxe cny>|<6a

a4
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KOpropaTMBHOW cucTeMbl, obecneymnBatolLlas 4OBEPEHHbIE CNPaBOYHUKM CEPTUPUKATOB OTKPbLIThIX KIOYEN C

noagaepx KoM AKTYaJIbHOCTU BKIKOYAEMbIX B CMPaBOYHUKHN CepTVId)VIKaTOB.

Mopsapok opranmnsaumm n obecneyeHne 6e3onacHoOCTn xpaHeHus, 06paboTkm n nepepgayvm No KaHanam
CBS3W C WCMNOJIb30BAaHMEM CPeACTB KpunTorpaduyeckon 3alntbl MHOOPMaL MK CBEAEHWUMWN, COCTaBJIANLLLMUX
KoHdMaeHUManNbHyt0 WHMOpPMaLMio, OCYLWECTBASETCS B COOTBETCTBMM C AOKYMeHTaMu <«UHCTpyKuus o6
opraHusaumMnm m obecneyeHnnm 6e30MacHOCTU XpaHeHUs, 06paboTKM M Mepegaym No KaHanaMm CBS3U C
MCNONb30BaHMEM CPeACTB Kpuntorpaduyeckor 3awmtbl MHPOPMaLWMM C OrpaHUYEHHbIM AOCTYMOM, He
cogepixalen ceeeHUNn, COCTaBNALWMX rocyaapcrBeHHyo TanHy» (Mpukas OAMNCU N2 152 oT 13 nioHg 2001
roga), «lonoxeHne o pa3paboTke, MNPOM3BOACTBE, peanM3auuMm u 3KcayaTaumm wWudpoBaibHbIX
(kpunTorpaduyecknx) cpeacts 3aw utbl MHDopMaunmn» (Mpukas ®Cb Poccnu N2 66 oT 9 peBpansa 2005 ropa) u

APYrMMU PYKOBOAALLMMN AOKYMEHTAMM No o6ecneyeHunto 6€30nacHoCTM MHdopMaL uun.

CK3N «Kpuntollpo CSP» Bepcum 4.0 MOXHO 3KCnjlyaTMpoBaTb CO CleAylLWMMU NPOrpaMMHbIMU
npoayktamu 6e3 npoBeAeHWs AOMOJHUTENbHbBIX TEMAaTUYECKUX UCCEe J0BAaHUI U/UNN OL€HKU BIUAHUS:

—  npuaoxexHus, exoaswme s coctas OC;

- MS Outlook (Office 2003, Office 2007, Office 2010, Office 2013);

- cepsep IIS;

Cneayowme nporpaMMHble koMnoHeHTbl CK3U «Kpuntolpo CSP» Bepcumn 4.0 MOXHO Mcnonb3oBaTh 6e3

npoBeaeHunAa A0NOJIHUTENbHbBIX TEMAaTUYECKUX nccnenoBaHUiA:

- NpWIoXeHWe KOMaHAHOW CTPOKWU AN noanuck u wudpoBaHua dainos cryptcp;
—  MpUIOXEHME KOMaHAHOW CTPOKM Ans paboTbl C cepTudmkaTamm certmgr;

- npunoXxeHue ans codgaHung TLS-TyHHens stunnel.

Ncnonb3oBaHue CK3U «Kpuntolpo CSP» Bepcun 4.0 € BbIKIIOYEHHbIM PEXMMOM YCUIEHHOIO KOHTPOSIS
MCMoJIb30BaHUSA KIlOYE He AoNyCKaeTcs. BkntoueHne gaHHOro pexmma onucaHo B AokyMeHTax XX TAW.00088-01
91 02. PykoBoactBo aamuHucrpatopa 6e3onacHoctu. Windows, XTAM.00088-01 91 03. PykoBoacTtso
aaMuHuct patopa 6e3onacHoctu. Linux, XKTAM.00088-01 91 04. PykoBoacTBO agMUHUCTpaTopa 6e3onacHocTu.
FreeBSD, XXTSAM.00088-01 91 05. PykoBoacTBo agMmHucTpaTopa 6e3onacHocTu. Solaris, XKTAN.00088-01 91 06.

PykoBoacTtBo aaMuHuUcTpaTopa 6e3onacHocTtu. AIX.
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3. Nopsagok pacnpocTtpaHeHmnsa CK3U

YcraHoBouHble Moaynn CK3U «Kpuntolpo CSP» v 4.0 1 KOMNAEKT 3 KCNyaTauMoOHHON AOKYMEeHTauum K

HeMYy MOTyT NOCTaBAsATbCS NOSIb30BaTENO YNOJHOMOYEHHOW OpraHu3aLumnen oByMst cnocobamu:
1. Ha Hocutene (CD, DVD - ancku);
2. MocpeacTBoM 3arpysku yepes MHTepHeT.

Ona nonyyeHms BO3MOXHOCTM 3arpy3ku ycraHoBo4HbIX moaynen CK3UN «Kpuntolpo CSP» v 4.0 n
KOMMMeKTa 3KCnyaTauWOHHOW [OKYMEHTauwuu nosb30BaTeNnb HanpasBnseT CBOW Yy4yeTHble JAaHHble
YNONHOMOYEHHOW OpraHuM3aunn. Y4YeTHble AaHHble MOryT 6biTb HamnpaBfieHbl MOCPeACTBOM 3amnOJIHEHUS

cneumnanm3mpoBaHHON perncTpaymMoHHOM OopMbl HA caiTe YMOJIHOMOYEHHOW OpraHmnsauun.

Mocne nonyyeHUs YNONHOMOYEHHOM OpraHm3aLumeit y4eTHbIX AaHHbIX NOJIb30BaTeN0 NpeaoCcTaBaseTcs
AOCTYN Ha CTpaHuuy 3arpy3km YyCTaHOBOYHbIX Moayneh CK3UM «Kpuntollpo CSP» v 4.0 n koMmnnekTa
3KCnyaTauMoHHON AOoKyMeHTauuun. MNMpu 3arpyske nonb3oBaTenieM ycTaHOBOYHbIX Moaynen CK3UN «Kpuntollpo
CSP» v 4.0 n KOMMNIEKTa 3 KCnJjlyaTauMOHHOMW AOKYMEHTaL MM YNOJHOMOYEHHON OpraHm3aymen npuceanBaeTcs
YYeTHbIn HOMep, uaeHTuduumpyrowun sksemnnap CK3UN «Kpuntollpo CSP» v 4.0, npenocCTaBneHHbIN
nonb3oBaTesnto.

Ha crpaHuue 3arpy3kum BMecTe C AUCTPMOYTMBOM WM AOKyMeHTauuel pa3MmellaeTcs OTAeNleHHas
3N1eKTPOHHaa NoANUCb, AN NPOBEPKN KOTOPON Heob6XOAMMO MCMNOSb30BaTb YTUAUTY cpverify, Nnony4yeHHyto

AO0BepeHHbIM 06pa3oM 1 coaepixallylo KoY NpoBEPKN AAHHOW 31eKTPOHHOW NOANUCH.
YcraHoska CK3U «KpunTtollpo CSP» v 4.0 Ha pabo4yee MecTo noJsib3oBaTens MOXET 6biTb OCyL ecTBAeHaA
TOJIbKO B C/ly4ae NoATBEPXKAEHUS LLENIOCTHOCT U MOJyYEHHbIX YCTaHOBOUYHbIX Moaynein CK3MN «Kpuntolpo CSP» v

4.0 v aKcnayaTauMOHHOM AOKYMEHTAU NN,

1. CpeacTBO KOHTPONS LenocTHocTu (cpverify.exe) nepBoHa4YyanbHO AO/HKHO 6bMb MOAy4YeHO

nosib3oBaTenemMm Ha Gpuandyeckom Hocutesne B oduce komnaHum OO0 «KPUMTO-MPO», nnbo y

obuvumanbHoro aunepa. Takasd yTwiuTa CUYUTAETCS MOJIYYEHHOW [OBEpPEHHbIM 06pa3om.

Janee nonydeHHOW pAoBepeHHbM 06pa3oM npu3HaeTcsa o4yepeaHas Bepcus YTUANUTDI,

nonydyeHHas nwoboeiMm obpa3oM, HanpuMmep, CcKa4vyaHHas C cauta www.cryptopro.ru, npmu

ll!_.__“ yC/l0oBMM, 4TO OHa 6blla npoBepeHa ApYyrMM 3K3eMMaspoM YTWAWUTbI, MOJSIlyYEHHbIM paHee
fosepeHHbiM ob6pa3oM, n nposepka 6buia yCrneLwHonm.

2. Kniou nposepku 3l1, a Takxe wuHPopmauma o0 HeM (paTa CO34aHMSA, anroputM XL -
dyHKUMKN, naeHTUdMKATOp anroputma MNoAMMCK) 3anucbiBalOTCS B MCXOAHbIM KOA YTWIAUThI
Ha 3Tane c6opkwu.
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4. OCHOBHbIe TeEXHUYECKMNE AaHHble N XapaKTePUCTUKU

4.1. CK3/ pyHKUMOHMPYET B Clieayowmx NporpaMMHO-annapaTHbIX cpeaax:

Windows

BksitoyaeT nporpaMMHO-annapaTHble cpepbl:

Windows 7/8/8.1/10/Server 2003/2008 (x86, x64);
Windows Server 2008 R2/2012/2012 R2/2016 (x64).

LSB Linux

Bkntovaet anctpmbyTuBbl Linux, ygosneTBopstowme ctaHgapTy Linux Standard Base ISO/IEC
23360 Bepcuu LSB 4.x:

CentOS 4/5/6/7 (x86, x64, POWER, ARM);

TAO OC AUC ®CCIN Poccnm (GosLinux) (x86, x64);

Red OS (x86, x64);

Fedora 23/24/25 (x86, x64, ARM);

Mandriva Enterprise Server 5, Business Server 1 (x86, x64, ARM);

Oracle Linux 4/5/6/7 (x86, x64);

OpenSUSE 13.2, Leap 42 (x86, x64, ARM);

SUSE Linux Enterprise Server 11SP4/12, Desktop 12 (x86, x64, POWER, ARM);
Red Hat Enterprise Linux 4/5/6/7 (x86, x64, POWER, ARM);

CuHTe3-OC.PC (x86, x64, POWER, ARM);

Ubuntu 10.04/12.04/12.10/13.04/14.04/14.10/15.04/15.10/16.04/16.04.1/16.10 (x86, x64,
POWER, ARM);

Linux Mint 13/14/15/16/17/18 (x86, x64);

Debian 7/8 (x86, x64, POWER, ARM);

Astra Linux Special Edition (x86-64).

c
=
X

BksitoyaeT nporpaMMHoO-annapaTHble cpepbl:

ALT Linux 7 (x86, x64, ARM);
ROSA 2011, Enterprise Desktop X.1 (Marathon), Enterprise Linux Server (x86, x64);
POCA XPOM/KOBAJ/IbT/HUKEJIb (x86, x64);
FreeBSD 9/10, pfSense 2.x (x86, x64);
AIX 5/6/7 (POWER);
Solaris

BkntouaeT nporpaMMHo-annapaTHbie cpenbl:

Solaris 10 (sparc, x86, x64);
Solaris 11 (sparc, x64).
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4.2. KnoyeBas cucteMa U KJIloUueBble HOCUTENN

CK3U «Kpuntollpo CSP» v 4.0 aBnseTCAa CMCTEMOM C OTKPbITbIM pacnpefesieHUeM KIloYen Ha OCHOBe
ACMMMETPUYHOM KpUNTorpadmun C MCNoJb30BaHMEM 3aKPbITOrO Kto4Ya Ha O4HON CTOPOHE M COOTBETCTBYIOLWErO

€My OTKpbITOro Ko4ya MHHOPMALMOHHOIO B3aMMOAENCTBMA Ha APYrol CTOpPOHe.

lMonb3oBaTesib BK/AOYAETCA B CUCTEMY U UCKIOYAETCa U3 Heé YyCTAaHOBNEHHbIM YA0CTOBEpPAOLWNM

LEHTPOM NOpPAAKOM.

Monb3oBaTenb, obnagarow M NnpasoM NoANUCK M/ Mnn WM pPoBaHNA AaHHbIX, BbipabaTbiBaeT Ha CBOEM
paboyeM MecTe MAM MNofydaeT y agMUHUCTpaTopa 6e3onacHoCTM (B 3aBMCUMOCTU OT MPUHSTOM MOSIUTUKK
6e30nMacHOCTM) NIMYHbIE 3aKkpbiTbid koY (kaoy 3IMM) n oTKpbITbIM koY (kaod npoBepkm 3IM). Ha ocHoBe
KaX[4oro OoTKpbITOro katoya (knodya nposepku II1) YaocTtoBepswwmm LleHTpoM dpopMupyeTcs cepTudukar

OTKpbLITOro kno4ya (ceptudunkaTr knoya npoeepkun 31).

4.2.1. KnoyeBon HOCUTENb

B kauecTBe KJ/IOYEBbIX HOCUTENEN MCNONb3YOTCA:

- M4 3,5"”, USB aucku;

— CmapTtkaptbl GEMALTO (GemSiml, GemSim2, Optelio, OptelioCL, OptelioCL2, Native);
- eToken, Jacarta;

— USB-TokeHbl PyTokeH 3UIM (Flash, Bluetooth), PyTokeH Lite Rutoken S;

— CmapTkapTtbl PyTokeH Lite SC, PyTtokeH 2L SC;

— PyTokeH S;

- Novacard;

— CmapTtkapTtbl PUK (OCKAP 1, OCKAP 2, Maructpa, TRUST, TRUSTS, TRUSTD);
— CmapTtkapTta Y3K;

— Cmaptkapta MS_KEY K;

— ESMART Token;

— Cmaptkaptbl Athena IDProtect, MorphoKST, Cha cardQS, Cha JCOP;

— CMmapTkapTtbl AnnoT INPASPOT Series, SCOne Series;

- Paspen HDD M2BM (B Windows - peecTp);

- Mpentndmkatopbl Touch-Memory DS1995, DS1996.

Ncnonb3oBaHue KAWOUYEBLIX HOCUTENel B 3aBMCMMOCTM OT MNpOrpaMMHoO-annapaTHOM nnaTtgopmMsbl
oTpaxeHo B XKTAM.00088-01 30 01. CK3UN «Kpuntollpo CSP 4.0». ®opmynsap, n. 3.8.

1.XpaHeHune 3akpbiTbiXx knoyen Ha HDD M3BM n USB anckax (B peectpe OC Windows, B pa3aene
HDD npwu paboTe nog ynpasneHuem apyrux OC) gonyckaeTcs TONbKO NMPW yCI0BUM pacnpocTpaHeHus
Ha HDD, USB auck nnm Ha M3BM ¢ HDD TpeboBaHuii no obpalleHunio C KNK4YeBbIMA HOCUTENSMU

(n.6.7 XTAMN.00087-01 91 01. PykoBoAcTBO aaMUHUCTpaTopa 6e3onacHocTn obuias 4yacrb).

I..l 2.Bce BbllLeNEpPEYNCNEHHbIE HOCUTEIN NCNONb3YHTCAAO/MKHbBI NMCMNOJIb30BaTbCA TOJIbKO B Ka4YeCTBe
MaCCMBHOIo XpaHunuuia Ko4YeBOM MHCI)OpMaLI,VIVI 6e3 wncnosb3oBaHUSA KpVIFITOFpa(bMLIECKVIX

MEXaHN3MOB, peaJinu30BaHHbIX Ha CMapT-KapTE/TOKEHe.

3./cnonb30BaHMe HOCUTENEN APYIrNX TUNOB - TOJIbKO MO CcornacoBaHuio C O CB Poccum.
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4.2.2. Pa3sMmepbl U CPOKU AENCTBUSA KIHOYEN

[ONVHbI KNtOYen 3 NeKTPOHHOW NoAMNUCK:
KII0Y 3/IEKTPOHHOM noanucu 256 vnn 512 6uT;
KJII0Y NPOBEPKM 3/IEKTPOHHOM noanuncm 512 vnn 1024 6uT.

OnvHbI KNoYe, UCNob3yeMbIX MpU WU POBaHUK:

3aKpbITbIK KOY 256 61T nam 512 6uT;
OTKPbITbINA KOY 512 6ut nnm 1024 6uTa;
CUMMETPUYHBIA KJOY 256 6uT.

Mpn akcnnyatauum CK3U «Kpuntolpo CSP». v 4.0 no/mxkHbl cobniogatbCs creayolime Cpoku

MCNOAb30BaHUS MONIb30BATENbCKMX 3aKPbITbIX KAKOYEN U CEPTUDPUKATOB:

— MaKCUMasbHbIA CPOK AENCTBUS 3aKpbiroro knatoua 3M-256 (knwoda 3IM) - 1 rog 3 Mecsaua;
— MaKCWUMasbHbIA CPOK AENCTBUS 3aKpbroro ktda 3M-512 (knwua 3M) - 1 rog 3 Mecsaua;

MaKCUMasbHbIA CPOK AENCTBUS OTKPbITOro knwya IM-256 (kaw4ya nposepku 2M) - 15 neT;
MaKCMMasbHbIn CPOK AENCTBUSA OTKpPbITOro kiato4a 3M-512 (kntoua nposepkun 3M1) - 15 ner;
MaKCUMasnbHbIA CPOK AENCTBUSA 3aKpPbITbIX WU OTKPbITbIX KAlo4Yen obmeHa — 1 rog 3 mecsua.

Mpn hOpMMPOBAHUM 3aKPLITOro Kjlo4a B KOHTEMHEpP 3anuchbiBaeTcs gaTa WUCTEYEeHUss cpoka
OeNcTBUS 3TOro KJ4Ya, MO WUCTEYEHUM KOTOPOro B 3aBUCUMOCTM OT 3HauyeHus napameTpa

ControlKeyTimeValidity BO3MOXHbI pa3fsiMyHble BapuaHTbl MCMOAb30BaHUS 3TOMO KJwu4a.
3HadeHne «0» napameTpa He HakaAbBaeT HUKAKUX OrPaHMYEHUA Ha UCMOSIb30BaHME KJio4a.

3HadeHne «1» napameTpa 3anpewaet popMmmpoBaHue 3l U WNPpPOBAHNE B KOHTEKCTE 3TOro
kntoda  (BO3MOXHO  paclwudpoBaHHble paHee 3awudpoBaHHbiX coobuieHuit) (3HadeHne Mo

YyMONYaHUIO);

3HaueHue «2» napameTpa 3anpelwaeT nobbie AENCTBUS C 3aKPbITbIM K/THOYOM.

Cpok gencteua knaoda 6epetcsa ns (B nopsake yMeHblleHUs npuoputeTa):

— PacwmpeHuns KOHTEMHEpa K/4a;
— PacwmpeHusa ceptudukaTa Kaw4a;
— daTtbl co3aanmsa knwda + 1 rog 3 mecsua.

M3meHeHMe napameTpa ControlKeyTimeValidity
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Ona onepauuoHHbIX cucteMm rpynnbl Windows HeobXxoAMMO M3MEHUTb 3HayeHWe KJoya
peecTpa

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Crypto Pro\Cryptography\CurrentVersion
\Parameters\ControlKeyTimeValidity (ans 64-6UTHbIX OMepaLMNOHHbLIX CUCTEM),

HKEY _LOCAL_MACHINE\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\Parameters\Co

ntrolKeyTimeValidity (ans 32-6MTHbIX ONepauUMOHHbLIX CUCTEM).

HacTtpoiika CK3U pns ocTtanbHbix OC ocCywecTBaseTcsa C MNOMOWbi yTuamtbl cpconfig ¢

NMOMOL b0 KOMaHAbI

./Jcpconfig -ini \config\parameters -add long ControlKeyTimeValidity <3HaueHune>

4.2.3. XpaHeHue KJoYEBbIX HOCUTENEN

Mpwn xpaHeHUn Kno4yen Heobxoammo ob6ecneynTb HEBO3MOXKHOCTb AOCTyna K KNnto4yeBbIM HOCUTENIAM HE
AoNyLw eHHbIX K HUM nuL,. lNMonb3oBaTeNb HECET NePCOHANbHY OTBETCTBEHHOCTb 3a XpaHEHUNE NIMYHbIX K/ YeBbIX

HoCUTENEN.

3anpeuiaeTca oCTaBnsaTb 6e3s KOHTPONS BbIMNC/IUTENbHbIE CpeACTBa C ycTaHoBneHHbIM CK3W nocne Beoaa

KNK4YeBON MHDOPMaL NN,

B ciyyae LeHTPasiM30BaHHOMO XpPaHEHMA KNOUYEBbLIX HOCUTENEW B OpraHunsalunm, 3KCnayaTupytoLLen
CK3W, agMuHucTpaTop 6€30MacHOCTM (EC/IM OH UMEETCA) HECET NepPCOHaslbHY0 OTBETCTBEHHOCTb 3@ XpaHeHue

JIMYHBIX KNIOYEBbLIX HOCUTEIEN NoMib30BaTeNneMn.

MNpn xpaHeHun knoden B peectpe Windows n Ha HDD MN3BM TpeboBaHMSA MO XpPaHEHWUIO JIMYHbBIX
KNIOYEBbIX HOCUTENEN pacnpocTpaHaTcs Ha M2BM (HDD N3BM) (B TOM uncie n nocne yaaneHUs KNyen ms
peectpa, u3 HDD).

B cnyyae HEBO3MOXHOCTUM OTUYYXAEHMUS KIOYEBOr0 HOCUTENsa C kKnodeBon nHdopmaymen ot MNIBM
OpraHn3aumnMOHHO-TEXHUYECKMMN MePONPUATUAMU A0/MKeH 6biTb MCKAIOYEH AO0CTYn Hapywwutenen K NM3BM c

KN 4YaMmn.

Monb3oBaTeNb, MMEKOW NI AENCTBYOLWWMA CEpTUPUKAT M COOTBETCTBYOW MM eMy ktou I, B mobon
MOMEHT BpeMeHn (HO HEe No34Hee HeAeNnM) A0 OKOHYaHMSA CpOKa AENCTBUSA AENCTBYIOLWEro 3aKpbITOro Kaw4a,

MOXeT nponsBectn GopMmMpoBaHMe HOBOro ko4a 1.

®opMupoBaHue HoBoro knaw4ya 31, 3anpoca Ha cepTudukaT, nepegada 3anpoca B LIP u nonyyeHue
ceptudurkaTa NpoU3BOAUTCA COrACHO MOCIeA0BaTENbHOCTU, ONUCaHHOW B pasgene 8.5 «dopmumpoBaHue

KJl0YEen nosb3oBaTens».

KnioueBble HocuTenM ¢ kno4yYoM 3l1, CpoK A[EUCTBUA KOTOPOr0O WUCTEK, YHUUTOXAalTCA nyTem

nepedopMaTupoBaHus (OUNCTKM), O YEM AenaeTcs 3anucb B «XKypHasie Nosib30BaTENs CETUS.

K cobbITnam, cBA3aHHbIM C KOMNpOMeTauuen KA4Yen OTHOCATCS, BKOYas, HO HE OrpaHMYUBasIChb,

cnepywouwme:
—MNoTepa KNOYEBbLIX HOCUTENEN.

—oTepsa KNo4veBbIX HOoCMTenen c nux nocneayrouwmnm OGHapy>KEHVIEM.

10
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— YBO/NIbHEHWNE COTPYAHWNKOB, UMEBLUMX JOCTYN K KNIOYEBON MHpOpMaLnn.

- HapyweHne npaBun XxpaHeHNs N YHUUTOXEHMSA (NOC/Ie OKOHYaHUS CpOKa AeNCTBUSA) 3aKpbITOro KoYya.

- Bo3HMKHOBEHME noAdO3peHU Ha yTeuky WHdOpPMaUUKM UM  €e  WUCKAXEeHMe B CUcTteme
KOH(UAEHLMANbHOM CBA3N.

- HapyweHune neyaTtn Ha celide C KNIOYEBLIMA HOCUTENSAMN.

Cnyyan, Korga Henb3s 4JOCTOBEPHO YCTaHOBUTb, YTO MPOM30OLWIO C KHOYEBbIMM HOCUTENAMU (B TOM
yncne ciyvyau, Korga Kal4YeBoW HOCUTESb BbilWen U3 CTPOS M AOKa3aTeslbHO He ONPOBEPrHyTa BO3MOXHOCTb
TOro, YTO, AAHHbI PaKT NPOU30LWEN B pe3yfibTaTe HECAHKLWOHUPOBAHHbLIX AENCTBUI 3M10YMbIWWNEHHWNKA )

PasnuualTca ABa BMAa KOMMPOMETaUMM 3aKpbITOro Kao4a: AABHAA M HesiBHasA. [lepBble yeTbipe
cobbITMS TpaKTYlOTCA Kak sBHas KOMNpoMmeTauus knwodven. Cnepytowmne Tpu TpebyoT cneyunanbHoro
paccMOTpPEeHUs B KaXXA0OM KOHKPETHOM ciiy4yae.

MNpn KoOMNpoMeTauun KaK4Ya y Nofib3oBaTens OH AO/DKEH HEMeANIeHHO NMpeKpaTuTb CBA3b MO CeTu C
ApYrMMM NoNb30BaTeNSaMM.

Monb3oBaTenb (MK agMMHUCTpaTop 6€30MacHOCTU OpraHmM3aumnn) 4O/MKEeH HEMeANIeHHO n3BecTuTb LP
(YU) o koMnpoMeTauumn KJtoUYENn Nonb3oBaTeENS.

NHdpopmMaumsa o koMopoMeTaunum MoXeT nepegasaTtbca B YU no TenedoHy ¢ coobweHnem 3apaHee
YCNOBMEHHOIO Napons, 3aperncTpmMpoBaHHoOro B «Kaptouke onoBeLweHMss 0 KOMNpoMeTaLuumn».

Mocne koMnpoMeTauwWu KAOYEn Mnosb3oBaTeslb POPMUPYET HOBbIM 3aKPbITbIA KAKOY W 3anpoc Ha
cepTudumKaT. Tak Kak Nosib3oBaTeslb HE MOXET UCM0JIb30BaTb CKOMNPOMETUPOBaHHbIN KNoY ANns dopMnMpoBaHus
3N u nepepaym 3anpoca B 3allUUlEeHHOM BWAe MO CEeTWU, 3anpoc Ha cepTudukat BMecTe C BnaHkamm
[OCTaBnseTCca IMYHO nonb3oBaTenem (agMUHUCTpaTopoM 6e3onacHocTun) B LleHTp Perncrpauun.

MNpwn xpaHeHnn kntodeli Ha HDD MN3BM Heo6x0AMMO NCMONb30BaTb NAPOJIbHYIO 3aLUUTY.

CK3U MoxeT dYyHKLMOHMPOBATb U XPaHUTb KIHOYEBYIO MHPOPMaLUIO B ABYX peXnmax:

— B NaMATWN NPUNOXKEHNS;

- B «Cnyx6e XxpaHeHus K 4yeli», peanM3oBaHHON B BUAE CUCTEMHOIO CepBuUCca.

Knouun HaxoasaTca B K3 We A0 3aBepLlueHs NPUIoXK eHUS N A0 BbIK/IIOYEHUS KOMAbIoTepa (OCTaHOBKMU
cnyx6bl), YTO MNO3BONSET WMCMOb30BaTb 3aKPbIThbIM KUY AaXe Mnocie 3aKpbiTUS Kpuntorpaduyeckoro
KOHTEeKCTa.

®yHKLUMOHUPOBaAHME N XpaHeHue knoudelnn CK3U «Kpuntollpo CSP». v 4.0 B «Cnyx6e xpaHeHus
Knoyeln» obecneymBaeT AOMNOSHUTENbHYK 3aWUTy KIO4YeBOMW WMHDOpMAUMWM OT APYruX MNPUNOXKEHUR,
BbINONHAKO W MXCA HA NDBM, HO MOXeT He3HauyMTeNbHO 3aMeAMTb NPOU3BOANTENIBHOCTb CUCTEMBI.

B cnyyae HeobxoaMMOCTM MNpoBeAeHUS PEMOHTHbLIX WM perfamMeHTHbiX paboT anmapaTHOW 4actu
CK3UN/COK Heobxoammo obecneymTb HEBO3MOXHOCTb AOCTyrnMa HapywuTens K KA 4yeBon MHopMauuu,
copgepxawencs B annapaTtHoii yactn CK3N/COK. KOHKpeTHbIN nepevyeHb Mep AOJDKEH B6bITb onpeaeneH ncxoas

13 ycnosuin akcnnyatauyumu CK3U.

4.2.4. YHNUTOXEHMNE KTKOYEN Ha KIKOYEBbLIX HOCUTENNAX

Kniouun Ha kno4deBbiXx HocnTenax (Bkaoyasa Touch Memory n cMapT-KapTbl), CPOK AENCTBUSA KOTOPbIX
UCTEeK, YHUUTOXAaloTCA nyTeM nepedopMaTMpoBaHNA KNOYEBBLIX HocUTenen cpeacreamm NO CK3WU, nocne yero

KN 4YeBbleE HOCUTENIM MOTYT UCNOJIb30BAaTbCA A4 3aNMNUCU HA HUX HOBOW KIlO4YEBOM VIHCbOpMaLI,VIVI.

11
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06 YHUUTOXEHUM KNoYel AenaeTcs COOTBETCTBYOWas 3anmck B «XXypHane nonb3oBaTens ceTu» (cM.

BeneHune xypHanos n.8.11).

12



XTAN.00088-01 95 01. Kpuntollpo CSP. Npasuna nonb3oBaHUsA

5. CoctaB CK3U

NcnonHeHne 2-Base knacca 3awmtbl KC2 BbINOSHEHO B C/eAyloleM cocTase:

— KpUNTOCEPBMUC;

— Kpuntogpaveep;

— Moaynb ceTeBok ayTeHTudukaumm (Kpuntollpo TLS);

— Mmoaynb 06paboTkm ceptudmkatos u CMS npotokona;

— YTUAUTa BbiIpabOTKW BHELLUHEN raMMbl;

— YTUWAMTa KOMaHAHOM CTpoku Ans wudpoBaHma ¢dalinos;

— YTWAUTaA KOMaHAHOW CTPOKW Anst paboTbl C cepTudumkatamu;
— MOAyNb ayTeHTudUuKaummn nosbloBaTtensa B goMeHe Windows;
— nakeT pa3paboTumka Ana mcnonb3oBaHua npotokonoB IPsec (IPsec SDK);
— nakeT paspaboTtuuka ana sctpamBaHus CK3U (CSP SDK);

— MOAyNb noanepXxKun nHtepdenca Mozilla NSS;

— cepBuUCHble Mogynu (cpverify, wipefile, stunnel);

- 6bubnuoTteka, obecneumBarowlas MNOAKAOYEHME N (PYHKLMOHMPOBAHME KJIKOUYEBbLIX HOCUTENEMN
(RDK)

— 1 YHKLUMOHMPYET B rpynnax nporpaMMHoO-annapaTHbiX cpeg n.4.

CK3N «Kpuntolpo CSP» v 4.0 pyHKLUMOHMPYET Ha O4HOM M3 ABYX YPOBHEMN:

— YPOBEHb MPUIOXKEHUS;
— ypoBeHb aapa OC.

B coctas CK3UN «KpunTtollpo CSP» v 4.0 BxoasT:

— bubnuotekn dll, cepsuceol, gpanBepbl «Kpuntolpo CSP».
— Moaynb ceteBomn ayTeHTudmnkauum «Kpmntollpo TLS».

— Mogynb «Kpuntollpo Winlogon».

— Kpuntorpaduveckun mHtepdeinc «Kpuntollpo CSP».

— MNporpamMMHbIM AaTumk cnydanHbeix umcen (MACH) c wHcTannsauumen ot dusmyeckoro ACH
(®ACYH) BCcTpamBaemMoro nporpaMMHo-annapaTtHoro komnnekca (MAK) 3awwutel ot HC[, BHewHen
raMmMmol.

— KOHTpONb LenoCcTHOCTM NporpaMMHOro obecneyeHus.
— Cuctema MHXXeHepHo-KpunTorpaduyeckom 3awunThbl.
— Cuctema 3awutbl oT HC (Mcnonb3yeTcs OnuuMoHanbHO).

5.1. CoctaB noacucrtembl COK

MpunoxeHune (MpuknagHoe nporpamMMHoe obecneveHue, ncnonbsyruwee CK3N).

NHTepdenc SSPI (noaMHOXeCTBO MHTepdelca Kpuntorpadumyecknx NpoTokonoB Secure Support
Provider Interface (SSPI, CryptoAPIv. 2.0) ana peanusaunm NnpoToKosa ceTeBon ayTeHTudumkaumm TLS v. 1.0

(noag ynpasneHuem OC Windows).

Moaynu Hactpoiikn OC Windows anst o6ecneuyenmns dyHkyumoHnposaHuns CK3U.

13
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NHTepdetic CryptoAPI 2.0.

CpeacrBa Crypt32(Win32,64) aons ob6ecneyeHums paboTbl C cepTudukataMm C MCMOJIb30BaHUEM
nHTepdemnca CryptoAPI 2.0 yepes kpuntorpadpuyeckmin nHtepoeric «Kpuntollpo CSP» nog ynpasneHuem OC
Windows.

Cpeacrea Capilite - ana obecneyeHunsa paboTbl ¢ cepTudmrkaTtamm € MCNONb30BaHMEM MHTepdelica
CryptoAPI 2.0 uepes kpuntorpaduyecknin nHtepdenc «Kpuntolpo CSP» nog ynpasneHunem OC cemencrea UNIX
(Linux , FreeBSD, Solaris, AIX).

Kpuntorpaduuecknn nHtepdenc «Kpuntollpo CSP».
LLTaTHbIe MHTEPdENCHI KIIOYEBLIX HOCUTENEN.

ASN.1 - cuctema KoampoBaHUs/AekoaNpoOBaHUA AaHHbIX B dopMaTax ASN.1.

Cocrtae moaynen CK3M wn noacuctembl nporpamMmHon COK ansa cOOTBETCTBYHOLWWMX MPOrpamMMHO -
annapaTHbIX cpej KOHKpeTu3supyeTcs B ponosHeHuax XTAN.00088-01 91 02, XTAM.00088-01 91 03,
XTA1.00088-01 91 04, XKTAN.00088-01 91 05, XKXTAN.00088-01 91 06 Kk HacToALW EMY JOKYMEHTY.

14
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6. ObecneyeHne KOHTPONS LENOCTHOCTU

6.1. KoHTponb uenoctHocTu NO CK3N Kpuntollpo CSP

KOHTpOb LENOCTHOCTM AUCTPUBYTMBa 06ecneunBaeTcs Npu NOMOLUMN YTUINTLI cpverify.exe, NoslydeHHoM

AOBEPEHHbLIM crnocoboM B COOTBETCTBUM C MpunoxeHunem 1.

CK3U KpunTtollpo CSP no3sonseT oCyLWecTBAATb AMHAMUYECKNIA KOHTPOb LenocTtHoctu MO.

15
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7. TpeboBaHus nNo BCTpamBaHUIO N ncnonb3oBaHuio MO CK3U

BcrpaneaHue CK3U B 3awmwaeMble MHPOpPMaLMOHHbIE CUCTEMbl AO/DKHO MPOM3BOAUTLCA B COOTBETCTBUMN
¢ NonoxeHnem MNK3-2005. BctpamMBaHue AO/MKHbI MPOBOAUTbL OpraHusaunm, UMeoLWwmne NMLEeH3n0 Ha nNpaso
nposefeHus Taknx pabor.

Mpw co3gaHnm 3aWw ULWEHHO M MHM OPMaLMOHHO M CUCTEMbI L0J/DKHbI ObITb ONpeaeneHbl MoAeIb BO3MOX HbIX
yrpo3 1 nonmTuka ee 6e3onacHocTu. B 3aBucMMoOCTM OT NOMTUKKM 6e30MacHOCTM onpeaenseTcsd Heob6xoanMbIn
Habop kpuntorpadunyecknx GyHKLMUA U OpPraHM3aLMOHHO -TEXHUYECKNX MEP, peasin3yeMbix B CO34aBaeMoM
cucTeme.

3awmTa oT 3aKagokK, BUpycoB, MoandKaLMm CUCTEMHOro u npuknagHoro MO gomkHa 6bITb 06eaeveHa

ncnosib3oBaHMEM, Cpencrte aHTMBMDYCHOﬁ 3alWnTbl N OPraHn3alMOHHbIX MepOI'IpMﬂTMl‘;I.

MpaBuna BCTpanmBaHua U ncnoab3oBaHnsa CK3U

Mpun BctpamBaHum CK3U Kpuntolpo CSP B npukiaaHoe nporpaMMHoOE o6ecneyeHne nnm ncnoib3oBaHmm

ero B coctraBe CTaHgapTHOro npmknagHoro NO AOMKHbI BINONHATLCA cneayrouw e TpeboBaHus:

1. Mpn ncnonbL3oBaHMM OTKPLITOrO K4Ya UAM Ka4da npoBepku 31 AOMKHbI 6bITb 06ecneveHbl ero

aBTopM3aums, 4OCTOBEPHOCTb, LLENOCTHOCTb U MAEHTUYHOCTb C MOMOLL bIO NMpoueayp YA0CTOBEpSAKOLW Ero LeHTpa.

2. Mpn unCnonb3oBaHMM CepTUDMUKATOB OTKPLIThIX KMOUelW W Khouvei nposepku DI, 3aBepeHHbIX
noAnNnchbo 4O0BEPEHHO CTOPOHbI, A0/MKHA 6bITb 06ecneyeHa 6e3onacHasn AOCTaBKa U XpaHeHue cepTudmrkaTa
KtoYa AOBEPEHHOI CTOPOHbI, C UCNOJIb30BAaHMEM KOTOPOro MPOBEPSAOTCA 0CTallbHble CEpPTUdUKATLI KtoYel

npoeepku Il nonb3oBaTenen.

3. KpunTtorpadunyeckoe cpeacTBO, C MOMOLL b0 KOTOPOro NPON3BOAUTCS 3aBEPEHME KIIOUEN NMPOBEPKMU
DI, OTKPbITbIX KOYEN UM CNPAaBOUYHUKOB OTKPLITbIX KOUEeh, AO/MKHO 6bITb CEPTUGHOMUMPOBAHO MO Kiaccy,

COOTBETCTBYKOLWEMY NPUHATON NOAMTUKe 6e3onacHoCTu.

4. [0na oT3biBa (BbiBOAA W3 AEWNCTBMSA) OTKPbITbIX K/OYEN M KAoyen npoBepkn DI AOMKHbI
MCNONb30BaTbCs CPEACTBA, MO3BONSALWLME NPOU3BECTM aBTOPM3aLMIO OT3biBatoWero amua (B 3TUX Lensax MoXeT
6bITb NCMNONB30BaH CNUCOK OTO3BaHHbIX CEPTUHUKATOB, 3aBEPEHHbIN 3 JOBEPEHHOW CTOPOHDI).

5. MNpwu BbizoBe npunoxeHunem pyHkummn CK3M B npuknagHoM nporpamMMHoM o6ecnevyeHmnm AoMKHa 6biTb

npeaycMoTpeHa NpoBepKa KoAa 3aBepLlleHUs Bbi3biIBAEMOW PYyHKL UK.
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8. TpeboBaHua no 3awmnte ot HCA

8.1. O6wme TpeboBaHus No opraHusaumm paboTsl No 3awmute ot HCA

3awmnTaannapaTHOro n nporpamMmHoro obecnedernus ot HC/, npn ycraHoBKke 1 ncnosb3osaHnm CK3U
ABNSIETCA COCTAaBHOM YacTblo obuwen 3agaun obecneyeHns 6e30nacHOCTM MHGpOPMaL M B CUCTEME, B COCTaB

KoTOopoW BxoamnT CK3U.

Hapsay c npuMeHeHueM cpeacTB 3awuTtbl oT HCA Heo6X0AMMO BbINOSIHEHME MPUBEAEHHbIX HUXE
OpraHM3aLMoOHHO -TEXHUYECKMUX N @ AMUHUCT PATUBHbIX MEP Mo o6ecrneyeHmnto NpaBuIbHOro MYHKLMOHUPOBaHUSA
cpeactB 06paboTkn M nepepayn MHGoOpMaLKMM, a TakXKe YCTaHOBMIEHME COOTBETCTBYWLUX MpaBun ans

obcnyxuBalwero nepcoHana, 4onyweHHoOro K paborte ¢ KOHGUAEHUNANIbHON MHDOPMaLVeN.

3awuTta nHbopmaumm ot HCl fomkHa ob6ecneuymnmBaTbC HA BCEX TEXHOJIOMMYECKNX 3Tanax o6paboTku
MHpOpMAaUUM U BO BCEX peEXMUMax GYHKLUMOHMPOBAHWUA, B TOM 4UCIe NpU MPOBEAEHUM PEMOHTHBIX U

pernaMeHTHbIX paboT.

3awuTa nHdopmaunmn ot HC aomkHa npefycMaTpuBaTb KOHTPOSb 3 D PEKTUBHOCTM CPEACTB 3aLWUTbl OT
HC. 3TOT KOHTPOJIb AO/DKEH MEPUOAMYECKU BbIMNOJHATHCS aAMUHUCTPATOPOM 6€30MacHOCTM Ha OCHOBE

TpeboBaHM AOKYMEHTAL MM Ha cpeacTBa 3awutbl oT HCA.

B opraHunsaumum, akcnnyaTtupyouwein CK3U, nomkeH 6bITb HasHauyeH agMMHUCTpaTop 6e30nacHoCTU, Ha
KOTOpPOro BO3/araloTcs 3a4a4um opraHmsaunm paboT no ncnonbsoBaHnio CK3U, BbIpaboTKM COOTBETCTBYHOLLMUX

WHCTPYKL WA AN8 NOoNb30BaTeNeln, a Takxke KOHTpOosb 3a cobnoaeHnem TpebosaHuii no 6e3onacHocTu.

AaMMHUCTpaTOp 6e3onacHocCcTHn He AOJIXKEH nMeTb BO3MO>HOCTH aocTtyna K

KOH(pMAeHunanbHoM MHPoOpMaLuun nonb3oBaTesnen.

MNpaBoMm gocryna kK pabounm mectam c yctaHoBneHHbIMM CK3U gomkHbl 06nagaTtb TOSIbKO ONpeaeneHHble
AN 3KCnayaTauum nvua, npowealune CoOoTBETCTBYIOLW YO NOArOTOBKY. AAMUHMCTpaTop 6e30NacHOCTM AO/DKEH
O03HaKOMUTb KaxAaoro nonb3osaTtens, npumeHsaowero CK3U, c nokymMeHTauumen Ha CK3U, a Takxke c 4pyrumm

HOPMaTUBHbIMKN AOKYMEHTAaMWN, CO34aHHbIMMN Ha e€é ocHoBe.

8.2. TpeboBaHMs NO pa3MeLLEHMIO TEXHUYECKUX CpeacTB C YyCcTaHoBNeHHbIM CK3U

Mpwn pa3meweHNn TEXHNYECKNX CPeaCTB C yCTaHoBNeHHbIM CK3U:

— [JosKHbI 6bITb MPUHATHLI MEPLI MO UCK/IIOYEHUIO HECaHKLLMOHMPOBAHHOIO AOCTYNa B NMOMELLEHUS, B
KOTOPbIX pa3MeleHbl TeEXHUYECKNe CpeacTBa C ycTaHoBMAeHHbIM CK3M, NOCTOPOHHMX NnL, MO poAay CBOeM
LEeSATeNbHOCTN He SBNSALWUXCA NepcoHanoM, AonyweHHbIM K paboTe B 3TuUx nomeweHusax. B cnyyae
Heo6X0ANMOCTM NPUCYTCTBMSA MOCTOPOHHUX UL, B YK@3aHHbIX MOMeL eHUsaxX Ao/DKeH 6biTb o6ecnevyeH KOHTPOJb
3a Ux gencremsaMm n obecnevyeHa HEBO3MOXHOCTb HEraTUBHbIX AENCTBUI C UX CTOPOHbI Ha CK3WU, TexHn4yeckune
cpeacTBa, Ha KoTopbix akcnayatTmpyeTtca CK3M n 3awmwaemyto nHpopmaumio.

— [omKHbl 6bITb MPUHATbI MEPbI, UCKNOYA O LLNE HECAaHKLMOHUPOBAaHHOE BCKPbITME KOPMNYCOB U CPeACTB,
BXxoadawmnx B coctas CK3U.

— BHYTpeHHAs nnaHupoBKa, pacnosioXeHUe U YKOMMNIEKTOBAHHOCTb paboynx MecT B NoMeLleHnsax
AOJDKHbI 06ecneunBaTb MCNOHUTENSAM PaboT, COXPaHHOCTb AOBEPEHHbIX UM KOHP MAEHL NASIbHbIX AOKYMEHTOB U

CBEAEHWNIN, BKIKOYAS KTOYEBY MHDOPMaLUIO.
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- PasmeweHne CK3U «Kpurrollpo CSP» Bepcust 4.0 B NMOMelleHUsIX, B KOTOPbIX OCYyLLeCTBAsSETCS
obpaboTka nHdopmaunm, cogepxalwen ceeaeHuns, CoOCTaBAsloW e rocyaapCcTBEHHYIO TallHy, OCyL eCcTBAsSeTCcs

YCTAHOBJIEHHbIM MNOPAAKOM.

— CK3U «Kpuntollpo CSP» Bepcus 4.0 BBOAUTbLCA B 3KClyaTauuio U BbIBOAUTCA M3 3KCAyaTauum B

COOTBETCTBMM C AOKYMeHTaumnen Ha CK3N.

8.3. TpeboBaHusa no ycraHoBke CK3U, obuwecncteMHoro n cneunansHoro MO Ha MN2BM

1. M2BM, Ha koTopbix wucnonbdyetca CK3W, pomkHbl 6bITb  gonyweHbl Ana o6paboTku
KOH(pMaeHunanbHon mMHdbopmMaummnm no gencreyrowmm B Poccniickon ®epepauymn TpeboBaHMaM Mo 3awute
MHpOpPMaLUM OT YTEUYKMN MO TEXHUYECKMM KaHanaM, B TOM Yncne, no kaHany ceasmn (Hanpumep, CTP-K), c yueTom
MoAesim yrpo3 B MHOOPMaLMOHHOW CMCTEME 3aKa3dmnKa, KOTOpbIM AO0/MKHO npoTmuBocTtoaTb CK3U «Kpuntollpo
CSP» Bepcusa 4.0.

2. NHctannayma CK3U «Kpuntollpo CSP» Bepcus 4.0 Ha paboumx MecTax AO/HKHA MPOM3BOAUTHLCSA

TONbKO C AUCTPUBYTMBA, MONlYYEHHOrO NO AOBEPEHHOMY KaHainy.

3. K yctraHoBKe 06LIECMCTEMHOINO M CNeunasbHOro nporpamMMHoro obecnedeHus, a Takxe CK3U
«Kpuntolpo CSP» Bepcna 4.0, gonyckaloTca My a, npowealie COoOTBeTCTBYOW Y NOArOTOBKY U U3yYMBLLUUE
AOKyMeHTauuo Ha cooTBeTcTBYylowee MO n Ha CK3W.

4. lMpwn ycraHoBke nporpaMMHoro o6ecneyenns CK3UN «Kpuntollpo CSP» Bepcns 4.0 cneayerT:

5. Ha TexHunuyecknx cpepacreBax, npeAHa3HaYeHHbIX AN4 paGOTbI ¢ CK3M, wncnonb3oBaTb TOJNbKO

MU EH3NOHHOE NpOorpaMMHoOe obecneveHune (bVIpM - N3roTOBUTENEN.

6. MNpwu yctraHoBke MO CK3W Ha M2BM gomkeH 6bITb 06ecneyeH KOHTPOJb L efIOCTHOCTU U AO0CTOBEPHOCTb

anctpubytusa CK3M n coBmecTtHO nocrasnsembix ¢ CK3M koMnoHeHT COK.

7. Ha TI9BM He A0/MKHbI yCTaHaBaMBaTbCa cpeacrBa paspaboTku MO u oTnagyukn. Ecnm cpeacrea
OTNAaAKWN NPUIOXKEHUIA HYXHbI A1 TEXHOIOMMYECKMX NOTPEebHOCTe M OpraHm3aLmmn, TO X UCNOJIb30BaHUE AODKHO
6bITb CAHKLMOHMPOBAHO aAMMHUCTpPaATopoM 6e3onacHocTu. MNpu 3TOM AOKHbI 6bITb peanM3oBaHbl MepbI,
uckoYatLme BO3MOXHOCTb MUCMNOJIb30BaHUSA 3TUX CPEACTB ANS pefaKTUpoBaHUsA koda M namatun CK3U u
npunoxeHun, ucnonesyrowmnx CK3U, a Takxke and npocmotpa koda wm namatu CK3UM un nNpunoxeHun,
ncnonb3yowmnx CK3UM, B npouecce o6paboTkn CK3M 3awmuwaemon nHdopMaumum u/vMnan npu 3arpyx eHHomn

KlOUEBOW MHpOPMaLL UK.

— MNpeaycMoTpeTb Mepbl, UCKNOYatloWw e BO3MOXHOCTb HECAHKLMOHUPOBAHHOIO He O6Hapy>XBaeMoro
M3MEHEHWS annapaTHOMW 4YacCTu TEXHWYECKUX CPeACTB, Ha KOTOpbIX ycTaHoBneHbl CK3U (Hanpumep, nytem

onevyaTbiBaHWUSA cucteMHoro 6n1oka u pasbemoBs MIBM).

- MNocne 3aBeplleHNsa NpoLecca YCTaHOBKMU AO/MKHbI 6bITb BbINOJIHEHbI AENUCTBUSA, HEOH6XOAMMbIE AN
OCYyLL ECTB/IEHNS NEPUOANYECKOTO KOHTPOSS L,eI0CTHOCTM ycTaHoBeHHoro MO CK3U, a TakXXe ero okpyxXeHus B

COOTBETCTBUN C AOKYMeHTaLlMEVI.

- MNporpamMMHoe ob6ecneveHne, ycTtaHaBnuBaemoe Ha [OBM c¢ CK3M He p[omkHO cofepxaTb

BO3MOXHOCTEW, MO3BONIAIO L NX:
= MOANPULNPOBaTb COAEPXUMOE NPOU3BOJIbHLIX 061acTelt NamMaTu;
= MOAM(ULUMPOBaATb COBCTBEHHBIA KOA4 U KOA APYIMX NOAMPOrpamMm;

= MOANDULMNPOBATbL NAaMATb, BbiAENEHHYIO AN APYrMX NoANporpamm;
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"nepenasaTtb ynpasneHune B o6nacTb CO6CTBEHHbIX AAHHbIX U AaHHbIX Apyrnx nognporpamm,

* HECAHKL MOHUPOBAHHO MoAudUUUpOBaTL Galinbl, coaepXalwue WUCNofHSeMble KoAbl MpuU KX

XPaHEHWUMN Ha XECTKOM AUCKE;
= NoBbIWaTb NpeAoCTaBfeHHbIE MPUBUIETUN;
= MoAnduUUUMpoBaTb HacTpoikn OC;

" UCMOJIb30BaTb HEAOKYMEHTUPOBaHHble PpupMon-paspaboTumkom dyHkumm OC.

8.4. Mepbl Nno obecneyeHmnto 3awnTsbl oT HC/,

Mpu ncnonb3osaHnm CK3M 40K HbI BBINONHATLCS cieayoume Mepbl No 3awmrte nHgpopmauymm ot HCA:

- HeobxoamMo pa3paboTaTb U MPUMEHUTL NONIMTUKY Ha3HaYEHMSA U CMeHbl Naponen (ana exoaa s OC,
BIOS, npu wudpoBaHuM Ha napone u T.4.), UCNOMb30BaTb PUNbTPbI NAaposel B COOTBETCTBMU CO CNEAYIO L UMK

npasuiamn:
— ANIMHA Napons 40K HA 6biTb HE MeHee 8 CMMBOJIOB;

— B 4ucne CMMBOIOB Mapons ob6s3aTenlbHO AOJDKHBbI NPpUCYyTCTBOBATb 6YKBbI B BEPXHEM U HUXHEM

perncrpax, undpsbl u cneymnanbHble cumMosbl (@, #, $, &, *, %o n T.n .);

—napoJib HE A0/HDKEH BKNKOYATb B ceb649 nerko BbluMcCsieMble cOMeTaHUsi CUMBOJIOB (MMeHa, cba MU N T.

A.), a Takxe obwenpuHaTble cokpaweHuns (USER, ADMIN, ALEX n 1. a.);

—MNpun CMeHe Naposid HOBOE 3HauyeHue AO0J/DKHO OT/IMYaTbCAa OT npeabiayuwlero He MeHee 4yeMm B 4-X

no3nuunsax;
— JINYHbIN napoJib N0JIb30BaTEJIb HE MMEET MNpaBa coobuwaTtb HUKOMY,

— NepuoANYHOCTb CMEHbI Napons onpeaenseTcs NpUHATON NoAMTUKON 6e30nNacHOCTU, HO He A0/DKHA
npesbiwaTb 6 Mecaues.

— YKa3aHHas nomMTmkKa obs3aTenibHa ANs BCEX YUETHbIX 3anunceit, 3aperncTtpmpoBaHHbix B OC.

— cpeacrBamm BIOS gomkHa 6bITb MCKIIOUYEHaA BO3MOXHOCTb paboTbl Ha NM3BM c CK3W, ecnu Bo BpeMs eé

Haua/flbHOW 3arpy3kM He NPOXOANAT BCTPOEHHblE TECTbI.

— aaMUHUCTpATop 6e3onacHocTun (ECJ'IVI OH MMEETCH) HeCeT NepCoOHa/IbHYKO OTBETCTBEHHOCTb 3a XpaHEHUEe

JIMYHBIX KNKOYEBbIX HOCUTEIEN Nosib30oBaTeNneMn.

SANPELLAETCA:

—ocCcTaBnATb 6e3 KOHTPONS BblMUCAUTENbHbIE CPeACTBa, Ha KOTOPbIX 3kcnsyaTupyetcs CK3U (B Tom

yuncne cMapT-KapThbl), NOoCie BBOAA KHOYEBOW MHPOopMaumn nmbo MHOM KOHpUAEeHUMaNbHON nHpopMaumu;
— BHOCUTb Kakne-nnbo namMeHeHuns B nporpamMmHoe obecneyerHmne CK3U;

— OCYLLeCTBASATb HECAHKLMOHWPOBAHHOE aAMUHMUCTPAaTOpPOM 6€30MacHOCTM KOMUpOBaHMeE KIHYeBbIX
HOCUTEnen;

— pa3srnawwaTb COAEPXMMOE HOCUTENEN K/IIOYEBOW MH(p OpMaLIMM UK NepedaBaTb CaMU HOCUTENN NNl aM,
K HUM He AOonNyW eHHbIM, BbIBOAUTbL KIOUYEBYD MHGPOPMaUWUIO Ha AUCNIEN, NMPUHTEP U T.M. UHbIE CPeaCTBa

oTob6paxkeHnsa nHpopmaymu;

— MCNOJIb30BaThb K/OYEBbIE HOCUTENN B PEXUMaX, HE NPeayCMOTPEHHbIX hYHKLIMOHMpoBaHueM CK3U;
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— 3anucbiBaTb Ha KIOUYEBbIE HOCUTEM MOCTOPOHHIO MHMOPMaLnIo;

AAMUHUCTpaTop 6€30MacHOCTM A0/MKEH CKOH(UTYPMPOBaTb ONEPaLMOHHYIO CUCTEMY, B CpeZie KOTOPOW
nnaHupyeTcs ucnonb3oBaTb CK3U, M ocywecTBnsaTb NepuoAUYECKUA KOHTPOJb CAEeNlaHHbIX HacTpoek B

COOTBETCTBMK CO Cneayrownmm TDE6OBaHMﬂMM:
— Heé NCNoJib30BaTb HECTaHAApPTHbIE, UBMEHEHHbIE UM OTNaA04Y HbleE BEPCUU OC.

— UCKJTIOYUTb BO3MOXHOCTb 3arpysku n ncnosb3oeaHmsa OC, OTANYHOM OT NPeayCMOTPEHHOM WTAaTHOMN

pa6oTon.

— UCKNKYNTb BO3MOXHOCTb YAAQ/IEHHOIO ynpaBneHunda, agMMHUCTPUPOBAHNA U MO,CI,VICDVIKaLI,VIVI OCwun eé

HacTpoek.
— Ha MN3BM gomkHa 6bITb YCTaHOB/IEHA TOIbKO OA4Ha onepal MOHHasa cucrema.
— NpaBOM yCTaHOBKWU K HacTpoikn OC n CK3U gonmxkeH obnapatb TONbKO aAMUHUCTpATOp 6e30MmacHOCTu.
— BCE HEUCMNOJb3yeMble pecypCbl CUCTEMbl HEO6X0AMMO OTKMOUUTL (MPOTOKOJIbI, CEPBUCHI U T.M.).
— pexunMbl 6e3o0nacHoCTn, peannsoBaHHble B OC, 4O/MKHbl 6bITb HACTPOEHbI HA MaKCMMaibHbIN YPOBEHb.

— BCEM MOJIb30BaTENAM U rpynnaM, 3aperncrpmposaHHbiM B OC, Heo6Xx0ANMMO Ha3HAYUTb MMHUMANIBHO

BO3MOXHblE ANA HOpMaJ'IbHOVI paGOTbI npaea.

— Heob6xoanmo npeaycMoTpeTb MEPbI, MaKCMMaAJIbHO OrpaHun4YmnBarouwne A0CTyn K creayrowmnm pecypcam
CNCTEMDbI (B COOTBETCTBYOWUNX YyCNIOBUAX BO3MOXHO MNOJZIHOE yAaneHWUe pecypCa uanm ero HEMCHOﬂb3YEMOVI

yacru):
" CUCTEMHbIN peecTp;
= hbaninbl U KaTanoru;
= BpeMeHHble hannbl;
" )XYpHasbl CUCTEMbI;
= haninbl NnogKauku;
" K3 Wmnpyemas nHdpopmayms (naponm un 1.n.);

" OTNnago4yHada VIHCI)OpMaLI,VIFI.

Kpome TOoro, Heo6xoamMMo opraHusoBaTb CTupaHue (Mo OKOH4YaHuUKM ceaHca paboTbl CK3UN) BpeMeHHbIX
dannos n pannos nogkavyku, GopmMmpyemboix Uam Mmoanduumnpyemolix B npoyecce pabotbl CK3U. Ecnm 3T0 He
BbIMO/IHMUMO, TO Ha XXECTKMWA AUCK AO/MKHbI pacnpoCTpaHATbCA TpeboBaHUSA, NpeabsaBAseMble K KAOYeEBbIM

HOCUTENAM.

— AOJ/DKHO 6bITb NCKIOYEHO NONagaHne B cncremy nporpamm, no3eosiIdl0 W NX, NOJIb3YyACb owmnbkamm 0ocC,

noBbIWAaTb NpeaoCTaB/IiEHHbIE NPpUBUNIETUN.

— HeobXxoAWMO perynsipHoO ycTaHaBnnBaTb NakeTbl 06HOBNeHUs 6e3onacHocTn OC (Service Packs, Hot fix
M T.n.), o6HOBASATbL AaHTUBMPYCHble 6a3bl, @ TakXe MccrneaoBaTb MHGPOPMaUMOHHbIE pecypcbl MO BOMpocaM
KOMMbIOTEPHOM 6€30MaCHOCTM C L, eJibl0 CBOEBPEMEHHOW MUHUMU3AL MM ONACHbIX NOCIEACTBUI OT BO3MOXHOIMO

Bo3aencrteua Ha OC.

— B cnyyae nogknoyveHus MIBM c ycraHoBneHHbIM CK3M K 061 e0CTYNHbIM CETAM Nepeaayn AaHHbIX,

HEe06X0AMMO UCKTHOUYNTb BO3MOXHOCTb OTKPbLITUSA U MCMNOSIHEHUSA DAIOB U CKPUNTOBbLIX 06BEKTOB (HanpuMep,
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JavaScript, VBScript, ActiveX), nonyyeHHbIx M3 06LWEeA0CTYNHbLIX CETEN Nepepayun AaHHbIX, 6€3 npoBeaeHuUs
COOTBETCTBYHLMNX MPOBEPOK HA NpeAMeT COAEPXAHUS B HUX NPOrpaMMH biX 3aK/1af0K U BUPYCOB, 3arpy>XaeMbix

n3 ceTn.

— npu ucnonbszoBaHun CK3WM Ha MIBM, noakto4YeHHbIX K 06W,en0CTYNHbIM CEeTSAM CBS3W, C Lesblo
WUCKTIOYEHNS BO3MOXHOCTM HECAaHKLMOHMPOBAHHOINO AOCTyna K CUCTEMHbIM pecypcaM MCNoJib3yeMbIX
onepauunoHHbIX CUCTEM, K MPOrpaMMHOMY obecneyeHunto, B OKPYXXeHnm KoToporo dyHKUnMoHnpytoT CK3U, 1 k
KoMnoHeHTaM CK3W co CTOpOHbI yKa3aHHbIX CeTeW, AO/MKHbI UCMOJIb30BaTbCs AOMOJHUTENIbHbIE METOAbl U
cpeacrsBa 3aWuThl (HanpuMmep, yCTaHOBKA MeXCeTeBbIX 3KpaHOB, opraHmsauunsa VPN cetenn n 1.n.). Npu aTOM
npeanoyTeHme A0/HKHO 0TAaBaTbCsA CPeACTBaM 3alUTbl, UMEO LW UM cepTUdMKAT yNOJHOMOYEHHOIO OpraHa rno

cepTudmkaymnm.

— OpraHu3oBaTb M WUCMNOMb30BaTb CUCTEMY ayaAuTa, OPraHM30BaTb PerynsapHbIi aHau3 pe3ynbTaToB

ayauTa.

— OpraHu3oBaTb M UCMNOJIb30BaTb KOMMJIEKC MEPONPUATUA @HTUBUPYCHOM 3aLLUThI.

— AOMKHO 6bITb 3anpelieHo ncnosbdoBaHne CK3M ans 3awmTbl peyeBoi MHGopMayun.

— AOMKHa 6bITb 3anpeuweHa pabota CK3M npu BkAoUYEHHbIX B N3BM wWTaTHbIX CpeacTBaX BbixoAa B
paavoKkaHarn.

— Wcnonb3oBaThb KHOUYM CBbILWE CPOKaA, YKa3aHHOMO B HACTOALWMUX NpaBuiax.
— OCyWecCTB/IATb HECaAaHKL MOHNPOBaHHOE KONMNpOBaHME KJIIO4YEBbIX HOoCUTenen.

— pa3rnawaTb cogepxXmnmoe HOCuTenemn KN YeBom VIHCbOpMaLI.VIVI nnn nepegaBaTtb CaMM HOCUTENU UL aM,
K HUM He AonyLW eHHbIM, BbIBOAUTb K/TIOYEBYHO VIH('bOpMaLl,VIIO Ha gucnnen u NMPUHTEP (3a NUCKNKYeHneM cy4yaes,

NnpeayCcMOTPEHHbIX AAHHbLIMA NMpaBuiaMn).

— BCTaBNSATb K/IIOYEBOW HOCUTENDb B yCTpOVICTBO CYUNTbIBAHWA B peXXUMaX, HE NPpeayCMOTPEHHbIX LWUTATHbIM

pPEXUNMOM UCMNOJIb3OBAHUA KIIOYEBOIT0O HOCUTENA.

—noakno4dartb K NM3BM gononHuTeNbHbIE YCTPOMUCTBA M COEAUHUTENN, HE NMPEeAYCMOTPEHHbIE LWTAaTHOWN

KOMNNeKTauuen.

- pa6OTaTb Ha KOMMNbOTEPE, €C/ BO BPpEMA €TI0 HayanbHOM 3arpy3km He npoxoanTt BCTpOEHHbIVI TECT

0O3Y, npeaycMoTpeHHbIM B M2BM.
— BHOCUTb Kakne-nnbo nameHeHuns B nporpamMmHoe obecneyeHmne CK3U.
— U3MEHATb HAaCTPONKU, yCTAHOBNEHHbIE NporpaMMoin yctaHoskn CK3U nnamM agMUMHUCTpaTopoM.
— NCNONb30BaTb CMHXPOMOCHLINKN, BbipabaTbiBaeMble He cpeacTteamm CK3U.
— ob6bpabaTbiBaTb Ha MN3BM, ocHaweHHon CK3U, nHdDopMaunto, coaepXxally rocyqapCTBEHHYHO TanlHy.

—uncnonb3oBatb 6biBlWKE B pa60Te Klo4YeBble HOCUTENW AN 3anucm HOBOM MHq)OpMaLI,MM 6e3s

npeaBapuUTENbHONo YHUUYTOXEHUS Ha HUX KNtoyeBon MHDopMauun cpeacreamm CK3UM Kpuntollpo CSP.
— OCYLLEeCTB/SATb HECAHKL MOHUPOBAHHOE BCKPbITUE CUCTEMHbIX 6510k0B MO BM.

—~ NMPUHOCUTb 1 UCNOJIb30BaTb B MOMELL EHNUN, FTAE pa3MelleHbl cpeacTBa CK3U, paanoTenedoHbl U 4pyryio
paavonepepatolyto annapaTtypy (Tpe6oBaHMe HOCUT peKoMeHAaTesNbHbIN XapakTep).

PekomMeHayeTcs annapaTypy, Ha KOTopon ycraHaBnuBaeTca CK3WM, nmpoBepuTb Ha OTCYTCTBUE

annapaTHbIX 3aKnagok.
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8.5. [lencTtBusa npuv KOMNpoMeTaunmn Kin4en

B ciyyae koMnpoMeTauuu kao4ven no dakTy KoMnpoMeTauuu AOMKHO BbITb NpoBeAeHO ciyxebHoe

paccneaoBaHue. CKOMI'IpOMETMpOBaHHbIe K/IOY M BbIBOASATCS U3 AENCTBUS.

BbiBeAEeHHbIE N3 4eNCTBUSA CKOMNPOMETUPOBAHHbIE KTlOYEBbIE HOCUTENN NOCNIE NpoBeEAEHNSA CJ'IY)Ke6HOFO

paccnefoBaHUA YHUUTOXAKTCH, O UEM AenlaeTcd 3annck B «XKypHane nosib3oBaTensa cetu».

CKOMI'IpOMeTVIpOBaHHbIe KN4 noanexatT 3aMeHe.

Moapo6Hbie AeCTBMSA NPU KOMMPOMETaL MK KI0Ye onmcaHbl B N. 6.8 gokyMeHTa «XTAM.00088-01 91

01. PykoBoacrBo agMuHucTtpaTopa 6esonacHoctun. O6wasa yacrb.»

8.6. TpeboBaHua no noakntoyveHno CK3MN gna paboTbl No 06 ea0CTYNHBIM KaHanam

nepeanayn AaHHbIX

1. Mopsagok noakmoyeHns CK3M k kaHanaMm cBs3M AO/MKEH ObiTb OMpeAeneH 3KChyaTupytowen
opraHmsauuen. JInyom, oTBETCTBEHHbLIM 3a 6e3onacHocTb pab6oTbl CK3M no o6wenocTynHbIM KaHanaM, Kak
npaeuno, AomkeH 6biTb agMmHucTpaTop 6e3onacHocTu.

2. Mpu nogkmnoyeHun CK3U k o6 enocTynHbIM KaHanam nepegaydm AaHHbIX 4ok Ha 6biTb o6ecneyeHa
6e30MacHOCTb 3aLW UL EeHHOW CBA3W. py 3TOM AOJKHbI B6bITb ONpeaeneHsbl:

—MNopanok noaknoveHmns CK3U k kaHanam.

—Jlnyo, oTBeTCcTBeHHOe 3a 6e30nacHOCTb paboTbl N0 06WeA0CTYNHbIM KaHaNaM.

— PaspaboTaH TMNOBOW perfamMeHT 3allULWLEHHON CBA3WN, BKIKOYAKWNA:

" NOJINTUKY 6e3onacHOCTM 3aLW ML eHHOWN CBA3M.

- LI,OFIYCTMMbIﬁ COCTaB NpUKNaAHbIX NTPOrpaMMHbIX CPEACTB, AN1d KOTOPOTro A0JIXHO 6bITb NccnegoBaHoO

n 060CHOBaAHO OTCYTCTBME HEraTUBHOIO BAnsaHNA Ha CK3M no kaHany nepegaydun AaHHbIX.
" NepeyeHb 4OMNYCTUMbIX CETEBbIX MPOTOKOJIOB.
" 33WMTY CeTeBbIX COeANHEHMUN (NepeYvyeHb A0MNYCTUMbIX CETEBbIX 3KPaHOB).

" Cucrema n cpeacrea aHTMBMDYCHOVI 3alWnThbl.

3. MNepeueHb cTaHAapTHbIX cpeacts OC, MOXeT BKIYAThLCA aAMUHUCTPATOPOM B TUMOBON pernamMeHT
6e3 npoBeAeHUs AOMOJSIHUTENbHbLIX MCCNeAOBaHUIA MO OLEeHKe MX BAMAHUA Ha CK3W. Mpu 3TOM AO/MKHbI
BbIMNOJIHATbCA:

— cBOEBpEMEHHOEe 06HOBNEHNE NMPOrpaMMHbIX CPEACTB, BKIIOYEHHbIX B COCTaB perfaMeHTa.

— KOHTPOJb cpeabl hyHKLUMOHMpOoBaHUa CK3U.

—onpeaeneHne n KOHTPOJIb 32 UCMOJ/Ib30BaHUEM CETEBbIX MPOTOKOJIOB.

— cobnogeHne npasun nonbsoBaHmsa CK3U n cpeaont dyHkunoHmnpoBaHmusa CK3U.

4. fomkeH 6bITb obecneyeH OpraHl/I3aLl,MOHHO-TEXHVI‘-IECKMﬁ KOHTPOJ1b 3aNpoCoOB Ha yCraHOB/NIEHUE
coeanHeHUss aboHEeHTOB Mo npotokony TLS ¢ wucnonb3oBaHWEM 3(beMeprIX KJ'IFOHEI\/II, MCKNKYakWwunx

BO3MOXXHOCTb UCNOJ/Ib30BaHNa aboHEeHTOM He cBouXx aTpubyToB coeanHeHus (Takme, kak Client_Id v 1.1.).

5. Mpn mncnonbzosaHmm CK3U c apyrMmm cTaHAapTHbIMM NpOrpaMMHbIMKU CpeacCTBaMu, BO3MOXHOCTb
noaknoyeHnsa CK3M k o6w,en0CcTynHbIM KaHanaMm nepegayn gaHHbIX 4O/MKHA 6bITb onpejesieHa TOMbKO nocne
npoBeAeHNs AO0MNOHUTENbHbIX UCCIIEe[0BaHMI C OLL€HKOW HEBO3MOXXHOCTUW HEraTUBHOMO B/IMSHUSA HApyLLUUTENSA Ha

dyHKUMoHMpoBaHue CK3U, ncnonbsyrowero BO3MOXHOCTM 06WeA0CTYyMHbIX KaHal0B.
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6. lNpwn ycTaHOBKe NapamMeTpoB, NO3BOJIAIO LWMX CO34aBaTb COeAMHEHUS, OT/IMYHbIE OT KpUNTOrpadmyeam
3al ML EHHbIX, B COOTBETCTBUM C HacTosawmMMmn npasunamm (TLS Ha ocHoBe cepTudukaToB knto4en FTOCTP 34.10-
2001), AoMKHbI 6bITb MPUHATLI MEPbLI, UCKTIOYatoLWKMeE yTeuKy Tpebytowel 3awmTel tHDOopMaLnm C 3aLnLLaeMoro
ob6bekTa nHdopmauum. Nposepka AOCTAaTOHYHOCT M MPUHATLIX Mep 3aLLWTbl NPOBOAMTCS NpU aTTecTaunm obbexra

nHpopmaTusaunm ¢ CK3M no tpebosaHnam nidopmMaLMoHHOM 6e30nacHOCT .

8.7. TpeboBaHuMs Nno ncnosb3oBaHuio B CK3U nporpaMmMHO -annapaTHbIX CPeACTB 3alUnTbl OT
HCO

B kauecTBe nporpaMMHo-annapaTHbIX cpeacTB 3awuTbl oT HCA B CK3M MOXeT MCnonb30BaTbCs

cepTUdMUNPOBAHHBIA 3N1EKTPOHHLINA 3aMOK «Co60/1b>.

8.7.1. DNeKTPOHHbIN 3aMOK «Cobonb»

CucremMa BHeKTPOHHLIﬁ 3aMOK npegHa3HadeHa ANg opraHmM3aumnn 3aWnTbl KOMMNbOTEPA OT BXo4a

MOCTOPOHHUX none3osatenen. [loa NMOCTOPOHHMMM NOJib30BaTeENAMM TMNMOHUMMAKOTCA BCE JiMLUa, HE

3aperucTpupoBaHHble B cucTeMe JJIEKTPOHHBIN 3aMOK KaK NMosib30BaTe M JaHHOIro KOMMboTepa.

DNeKTPOHHbLIN 3aMOK «Co60/b» ncnonb3yeTca Ha nnatdopmax
= Windows (nnatdopma IA32);
= Linux (nnatdopma IA32);
* FreeBSD 7/8/9/10 (nnatdopma IA32);
= Solaris 10/11 (nnatdopma IA32).

OneKkTpoHHbIN 3aMoKk «Cobonb» obecneymBaeT:

— perncrpauuio nosab3oBaTesielt KOMNbIOTEPA U HAa3HAYEHUE UM MepCoHabHbIX MAEHTUDUKATOPOB U
naponei Ha BXoJ B CUCTEMY;

—3anpoc NepcoHasibHOro naeHTUdUKaTopa 1 Naposis Nosb3oBaTeNs NpU 3arpyske KOMMNbIOTEPA;

— BO3MOXHOCTb 6/10KMPOBaHUSA BXOAA B CUCTEMY 3aperMcTpMpoOBaHHONO NOb30BaTeNS;

— BeJeHMe CUCTEMHOTO XYypHasna, B KOTOPOM NPOU3BOAUTCS PErncTpauns cobbiTuii, MMELWNX OTHO LLEHNE
K 6e30MacHOCTN CUCTEMBI;

— KOHTPOJb LEenoCTHOCTU halifioB Ha XecTkoM agucke (tonbko B OC Windows);

— KOHTPOJIb LLENIOCTHOCTU PU3NYECKUX CEKTOPOB XeCTKOro ancka (Tonbko B OC Windows);

— annapaTHYo 3alLUTy OT HECAaHKLMOHMPOBAHHOWM 3arpy3kn onepauoHHON cMcTeMbl C rTMH6KOro Ancka wm
CD-ROM pgucka.

YcTaHoBKa W HacTpoWKka 3MeKTPOHHOro 3aMka Ha APM nonb3oBaTens AO/HKHA MPOU3BOAUTLCS B
COOTBETCTBMM C 3 KCMlyaTauNOHHOM AOKYMeHTaumnen. NMepea akcnayaTaunen 3NeKTPOHHOro 3amka B coctase APM
nonb3oBaTenss HeO6XOAMMO O3HAKOMUTbLCA C KOMMJIEKTOM AOKYMeHTauuum (B COOTBETCTBMM C MACNOPTOM
YBAJ1.00300-04 MNC/ KBA>X.468243.067 TY) Ha AaHHbIN KOMMNEKC U NPUHATb peKOMeHAyeMble B JOKYMEHTaLUnmn

3dalWlUTHbIE OpraHn3auyWOHHbIE MEPDI.
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HacTpoiika 31eKTPOHHOro 3aMka Ha TpebyeMyl KOH(WUrypauwuio BbIMNOJSHSETCA aAMUHUCTPATOPOM
6e3onacHOCTM. HacTpoika AO/MKHA MCKAYaTb BO3MOXHOCTb BMELlATeNIbCTBa MOJIb30BaTeNs B MpOL,eCcehl

3arpysku onepaumnoHHON cucteMsl U NpuknagHoro MO 1 NpoBEepPKM LLENOCTHOCTM NP OrpaMMHO cpeabl.
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9. YcTtaHoBka anctpnbytmeos MO CK3U

YcraHoska MO «Kpuntollpo CSP» Bepcus 4.0 B 3aBMCMMOCTM OT WCMNOJIb3yeMOW nnat@opmMbl
NnPoOn3BOAUTCA B COOTBETCTBUM C AononHeHmamum XXKTAN.00088-01 91 02, XKTAM.00088-01 91 03, XXTAN.00088-
01 91 04, XTAN.00088-01 91 05, XXTAMN.00088-01 91 06, kK gokyMeHTY XTAN.00088-01 91 01. Kpuntollpo
CSP. PykoBoacTBO aaMMHUCTpaTopa 6e3onacHocTtn. Obuwas 4acTb>».

YcraHoBka guctpubytmea Kpuntollpo CSP go/mkHa Npon3BoAMTbLCS NOMb30BaTeNeEM, MMEOLW UM NpaBa
agMMHUCTpaTopa.

Nepen yCTaHOBKOW HeEO6X0AMMO OCYLW,ECTBUTb KOHTPOJIb LENIOCTHOCTM YCTAaHOBOYHbIX MOAYNEWN

ANCTPUBYTUBA NPpU NoMOLW M YyTUINTbI cpverify.exe, Bxoaswen B coctaB anctpndytnsa CK3U Kpuntolpo CSP.
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10. HewTaTHble cuTyauum npwu skcriyataumm CK3U

Huyke npvBeAeH OCHOBHOW NepeyeHb HELWTaTHbIX CUTYaL M U COOTBETCTBYHOLLME AeNCTBMS NepCcoHana

npu X BOBHUMKHOBEHUMN.

Tabnuua 1 - JelicTBUA NepcoHana B HelWTaTHbIX CUTYyauusax

N°n/n | HewrTtaTHas cutyauus dencTBua nepcoHana
OcTraHoBuTb BCce DBM.
MepcoHan, nMeroLWwKMn 4OCTYN K KNtovam, 0693aH caaTb BCe MMetoWmecs y
Hero B HaJIMYNN KN YEBbIE HOCUTENN aaMUHUCTpaTopy 6e3onacHocTn.
AamMmnHucTtpaTop 6e30nacHOCT M ynaKoBbIiBaeT BCE K/HOYEBble HOCUTEN,
perucrpaumnoHHbIE KapTO4YKM CEPTUPUKATOB OTKPLIThIX KIKOYeEN
DBaKyauus, yrposa nonb3oBaTenen, ceptmdukarbl KNoyen nposepkn DI nonb3oBaTenen B
HananeHus, B3pbiBa U oneyaTbiBAaEMbI KOHTEMHEDP, KOTOPbIA BBIHOCUT B 6e30nacHoe noMeLleHne
T.M., CTUXUNHbIE nnn 3gaHme. OneyaTaHHbI KOHTENHEP A0/DKEH HAaXOAUTLCS NOA OXPaHOWN
1. 6encreus, aapum obwero| 40 OKOHYaHUS AeACTBUS HELWTATHOMN CUTYyaL MM M BOCCTAHOB/IEHUS
Xapaktepa B LleHTpe HOpMaibHOM paboTbl annapaTHbIX M MporpaMMHbIX cpeacts CK3W.
YNpaBneHuna KNo4eBon | AnmuHncTpaTop 6€30MacHOCT onoBeLLaeT no TenedOoHHbIM KaHanam
cicTemon. 06L1ero Nonb30BaHNSA BCEX NOMb30BaTeENe! 0 MPUOCTaHOBKE PaboThbl
CUCTEMbI.
B cnyyae HacTtynneHus cobbiTus, nosnekwero 3a co6oi 40NroBpeMeHHbIN
BbIXO4 U3 CTpOsd annapaTHbiX cpeacts CK3U, aaMmMHuUcTpatop
6€30MacHOCTM YHUUTOXAET BCHO KOYEBYO MHMOPMaLMIO C HOCUTENEN,
HaXxoAsL MXCS B KOHTEWHepe.
KoMmnpomeTtauunsa ogHor o " o
2 oMnpo auua olxoro Mopsaok AeNcTBU NpU KOMANpPOMeTaLU MK Knto4yen onucaH B pasaene 9.5
: N3 NINYHBIX KNHOYEBbIX < .
. «[JencTBms Nnpmn KOMNpoMeTaLum Ko Yen».,
HOCuTenen.
BbixoA U3 cTposi NnepBoro | Heo6xoaMMo coobunTb Mo TenedoHy B YL, 0 dakTe BbIxoAa U3 CTpos
3. JINHHOI O KNnto4eBoro JIMYHOIO K/IHOYEBOro HocuTens n obecneunTb ero gocraeky B YL ans
HOCUTENSA. BbISCHEHUS MPUYNH BbIxoAa M3 cTpos. Ana paboTbl NCNOb3yeTCss BTOPOM
JINYHBIN KNIOYEBON HOCUTENb.
Bbixo4 M3 cTtpos BTOpoOro
JIMYHOTO KNKOYEBOro Monb3oBaTesb, Y KOTOPOro BbIW/M U3 CTPOS 06a IMYHbIX KT YEBbIX
4. HocuTens (Mpw ycnoeumn, | Hocntens, aensietca B YL, ans noBTopHOM perncrpaumm (6es nameHeHus
UTO NEPBbIM TOXEe BbilWes | AaHHbIX perucrpauum).
n3 cTpos).
Mpun oTkaszax n cbossx B paboTe annapatHo Yactn APM co BCTpoeHHOM
Otkasel 1 cbom B pabore CEBVI Heob6xoanMo ocrazosmb a60LJ Mo BO3MOXHOCTU noxarj1m3osaTb
5. annapartHon Yactn APM co VTb P Vi
o HEMUCNPaBHOCTb M B Aa/IbHENLLEM NPOU3BECTU PEMOHT B YCTAHOBIEHHOM
BcTpoeHHOM CK3N.
nopsiake u, npu Heob6xoaAMMocCTu, NnepeycraHoBky CK3W.
Mpun oTkazax n cbosax B paboTe cpeacTs 3awutbl oT HCA, aaMUHUCT paTop
0 6 6 6e3onacHoOCTU, LOMKEH BOCCTAHOBUTbL paboTocnocobHocTb cpeacts HCA.
6. TKasbl 1 cOOn B pabOTe | mp ) Heo6x0AMMOCTU MepeyCTaHOBUTL MPOrPaMMHO -arnnapaTHble CpeAcTBa
cpeacts 3awunTbl oT HC/. HCL
YTeps IMYHOTO KO YEBOro HOCUTeNst NpMBOAMT K KOMNpoMeTaumnm
7. YTepda MiM4HOro KN4yeBoro | XpaHAUWErocda B HEM KJito4a.
HOCUTENA. Mopanok AeNCTBUN MPpU KOMNPpOMETaLNn KNKYen onucaH B pasagene 9.5
«[1eicTBMS Npmn KOMNpoMeTaLum Ko Yen».
OTka3bl n cboun B paboTte | MNpun oTkazax n cboax B paboTe NporpaMMHbIX CpeACTB, BUIEACTBUE He
8. NMpPOrpaMMHbIX CPeACTB | BbISIBIEHHbIX paHee oWwnboK B NporpaMMHOM obecneyeHmm, Heob6xoanMo

BCneacCTBue He
BbIABJIEHHbIX PaHEE

OCTaHOBUTb pa60Ty, NNOKaIn3oBaTb MO BO3MOXHOCTU NMPUYNHY OTKasoB U
cboeB u BbI3BaTb pa3pa60le|Ka AaHHoro N0 nnav ero npeacrasuTens Ans
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N°n/n | HewrTtaTHas cutyauus [encTteuna nepcoHana
owmnbOoK B MpOrpaMMHOM | YCTpPaHEHUSI MPUYMH, BbI3bIBAOLLLMX OTKa3bl 1 cbou.
obecneveHuu.
Mpu oTka3sax B paboTe NporpaMMHbIX CPeACTB, BCIEACTBMNE CITy4aHO MO
OTka3sbl B paboTe p P porp PEACTs, A \
NPOrpaMMHbIX CPEACTB NN YMbILLNEHHOIO UX NOBpeXAeHUA, MO0, OTBETCTBEHHOE 3a
9 o 6e30nacHOCTb O YHKLUMOHUPOBaAHMA MPOrpPaMMHbIX U annapaTHbIX CPeACTB,
' BCNIeACTBUE Clly4aliHOro
W VMBILIEHHORO X 0653aHO Npoun3BecTUn cyxebHoe pacciejoBaHWe No AaHHOMY G aKTy C
H);BDE)KLI,EHMH Lenblo yCTaHOBNEHUS MPUYUHbBI 0TKa3a U BOCCTAHOB/IEHUS MpaBUJIbHOM
’ paboTbl NPOrpaMMHbIX CPeACTB B YCTAHOBIEHHOM NOpsiaKe.
MNpu oTka3lax B paboTe NporpaMMHbIX CPeACTB, BCIeACTBUE OLWMBoK
OTKasbl B pa6oTe onepaTopa, onepaTtop coobLaeT o faHHOM paKTe MLy, OTBETCTBEHHOMY
P 3a 6e30nacHOCTb G YHKLMOHUPOBAHMSA NPOrPaMMHbIX U @annapaTHbIX
10. NporpaMMHbIX CPeACTB

BCneacreme ownbok
onepaTopa.

cpeactB. OTBeTCTBEHHbIM 3a 6€30MacHOCTb O YHKLMOHMPOBAHMUS
NporpaMMHbIX M annapaTHbIX CPeACTB AaeT COOTBETCTBYIOLMNE YKa3aHNS
obcnyxmnBatowemy nepcoHany No BOCCTAaHOBAEHUIO MPaBUIbHON paboThbl
NporpaMMHbIX CPeACTB B YCTAHOB/IEHHOM MO psAKe.

Bce HewTaTHbIE CUTyaUunn AOJDKHbI OTpaXaTbCA B <<)KypHane nonb3oBaTeENdA CETU>.
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11. BctpamBaHune CK3U

Mpwu BctpansBaHum CK3U «Kpuntolpo CSP» B npuknagHble cncremMbl HE06X0AMMO NPOBOAUTb OLEHKY
BAMAHUS annapaTHbIX, TpOrpaMMHO -annapaTHbIX U MPOrpaMMHbIX CPEACTB ceTU (CUCTEMbI) KOHDUAEHLNANBHON
CBS3M, COBMECTHO C KOTOPbIMM MpeanonaraeTcd wrtaTHoe dyHKUMOHMpoBaHne CK3W, Ha BbiNoSHEHUE

npeabsasneHHbIx K CK3M Tpe6oBaHUIt B CNeayolnx ciydasx:

1) ecnn uHdboOpMauunsa KoHdUAEHUMANbHOrO XapakTepa MOoANEXUT 3alWuTe B COOTBETCTBUMU C

3aKoHO4aTeNbCTBOM Poccuitckoin depepauum;

2) npy opraHusaunm Kpuntorpaduyeckon 3awmnTbl UHPOPMaL UM KOHPUAEHLMANBHOIO Xapakrepa B
depepanbHbiX OpraHax MCNOMHUTENbHOW BAACTU, OpraHax UCNOSHUTENbHON BNacTu cybbekToB Poccuinckon

denepauumn (nanee - rocyaapcrBeHHbIE OpraHbl);

3) npu opraHmMsaunm KpunTorpaduyeckon 3awmnTel MHGOPMaL UM KOHD naeHLManbHOro Xapakrepa B
opraHu3aumnax He3aBUCUMO OT MX OPraHM3aLNOHHO -NpaBoBol G opMbl U G OPMbl CO6CTBEHHOCTU NPU BbINOHEHUN
UMM 3aKa30B Ha NOCTaBKy TOBApOB, BbIMNOJIHEHNE paboT UK okasaHwe yCnyr Ans roCyAapCcTBEHHbIX HYX A, (nanee

- OpraHusaunm, BbIMOJHAK W NE FrOCyAapCTBEeHHbIe 3aKa3sbl);

4) ecnn 0693aTeNbHOCTb 3aWUTbl MHMDOPMALUN KOHPUAEHLMANBHOrO XapakTepa BO3faraeTcs
3aKOHOAaTeNbCTBOM Poccuitckoin deaepaumm Ha NnL, UMEo W NX AOCTYMN K 3TOW MHdOpMaL MU UK HadeneHHbIX

MOJIHOMOYUNAMU MO pacCnopsaAXeHUNO cBegeHnamMmn, cogepxauwmnmmca B DaHHOM I/IHCbOpMaLl,VIVI;

5) npu o6pabarbiBaHMKN MHDOpMaLUM KOHDUAEHUMANbLHOIO XapakTepa, o6/1agatenemM KOTOPoOn ABNSAKOTCS
rocyaapCTBEHHbIe OpraHbl UM OpraHn3aunm, BbINOJHSA WMeE rocyaapCcTBEHHbIE 3aKas3bl, B Clydae NpUHATUS UMUK

Mep Mo oxpaHe ee KOHPpUAeHUNANTbHOCTU NMyTEM UCMOJIb30BaHWS CPEACTB KpUNTorpadyeckol 3almThl;

6) npn o6pabaTbiBaHMM NMHEOPMa LUK KOHDUAEHUNANBHOIO XapakKTepa B rocy4apCTBEHHbIX OpraHax u B
opraHu3auusx, BbINOMHAK WMX FOCyAapCTBEHHbIE 3aKa3bl, 061aaaTenb KOTOPO NPUHUMaET MEPbI K OXpaHe ee

KOH@UAEHUNaNbHOCTM NyTEeM YCTaHOBNEHUS HEO 6X0AMMOCT M KpUNTOrpadryecKon 3aWmnTbl AaHHOM MHMO pMaL .
YKa3aHHy npoBepKy Heob6xoa4MMO NpoBoAUTL Mo T3, cornacoBaHHoMy ¢ 8 LleHTpom ®CB Poccuu.

ONns ncknoyeHmns BO3MOX HOCTU BNMSAHMS annapaTHbIX KoMnoHeHToB COK Ha dyHKUuMoHUMpoBaHue CK3U

AO0/MKHbI 6bITb BbIMNOJIHEHBI Cneaylowme TpeboBaHus:

eB MO BIOS M3BM pomkHbl 6bITb ONpeaeneHbl YCTAHOBKN, UCKOYatoLWMEe BO3MOXHOCTb 3arpy3ku
onepaunoHHOM CUCTEMbI, OTZIMYHOM OT YCTAHOBNEHHOW Ha XX eCTKOM AMuCKe.

e BXxoa B BIOS N3BM gosmkeH 6biThb 3aWMu,eH naponaeM C 4JIMHOM HE MeHee 6 CMMBOJIOB;

e cpeacreammn BIOS pgomkHa 6biITb MckNtOYeHa BO3MOXHOCTb paboTbl Ha M3BM, ecnn Bo BpeMs ero
HayaslbHOW 3arpy3kn He NMPOXoAAT BCTPOEHHbIE TECThI;

e JO/DKHO 6bITb NPOBEAEHO OnevaTbiBAaHME CUCTEMHOrO 610Ka € ycTaHoBneHHbIM CK3WU, nckniovatowee
BO3MOXHOCTb 6€CKOHTPOIbHOrO M3MEHEeHUs annapaTHOW YacTn paboyen CcTaHU MW N NOAKIIOYEHNSA BHELHUX
yCTPOWCTB.

e ycTaHoBka CK3M npoun3BoAUTCS TOJSIBKO NMLAMKU, UMELW UMM AONYCK K paboTam (B COOTBETCTBUMN C
HOpMaMu No 6e30MacHOCTU, NPUHATLIMKM B OpraHmM3auunm);

e Moakno4yaemoe kK M3BM obopynoBaHMe He AO/MKHO co3gaBaTbhb yrpo3 6e3onacHoctn OC mn CK3HU,
YCTaHOB/EHHbIX Ha M2BM;

¢ [12BM, Ha kKoTopo# yctaHaBnuBaetca CK3W, gomkHa BbIMOIHATL Npoueaypbl CAMOKOHTPOJIS OCHOBHbIX

annapaTHbIX KOMMNOHEHTOB MNOC/E KaXa40ro c6poca CNCTEeMbl BKJTIOYaaA MOMEHT NOABNEHUA NUTaHUA,;
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e K 3KCMNyaTauum CK3M gonyckatoTcs nnMua, npowealiMe COOTBETCTBYIOL YO NOATOTOBKY M U3yUMBLUNE
3KCNNyaTauMOHHYO AOKYMeHTaumwo Ha CK3W.

e B ycnosusax:

- ecwm wuHbopmauwns, obpabaTtbBaemasa [AK, noagnexuTt 3awurte B COOTBETCTBUM C
3aKoHopaTenbCcTBoM Poccuinckon ®depgepauuu;

- NpuW opraHums3auumu Kpuntorpauyeckon 3awutbl MHPOpMauun B deaepasbHbIX OopraHax
MCNONHUTENIbHOW BNacTM M B OpraHax MWCNOJNIHUTEeNbHOW Bractn cybbekToB Poccuitckom
depepauunn;

-  MNpun opraHums3aumm kpuntorpaduyeckon 3awuntbl obpabaTtbiBaemon MAK umHdbopmauuu, B
OopraHusaumsax He3aBnUCMMO OT UX OPraHNU3auMOHHO -NMPaBoBO POPMbI U POPMbI CO6CTBEHHOCTH
npu BbINOJIHEHMW UMK 3aKa30B Ha NOCTaBKy TOBapOB, BbiMOJIHEHME paboT MM okasaHue ycnyr

ANa rocygapCrBEHHbIX HYXA;

AN OrpaHMYeHns BO3MOXHOCTU BMAHUSA annapaTtHbiXx KOoMnoHeHToB CBT Ha dyHKumMoHuposaHue CK3U
HeobxoaMMO npoBeaeHMe nccneaoBaHuii Ha cooTBeTcTBue MO BIOS CBT, Ha koTopbiXx ycTaHoBneHo CK3U
«BpeMeHHbIM MeToANYECKNMM peKOMeHAaunsaM K NpoBeAeHUI0 ncciefoBaHnim nporpamMMHoro obecnedeHuns BIOS
Mo AOKYMEHTMPOBAHHbIM BO3MOXHOCTAM>.
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12. Ncnonb3oBaHne NporpaMMHbIX MHTEpdENCOB

PaspaboTtka nporpamMmMHoro obecnedyeHus Ha ocHoBe CK3U «Kpuntollpo CSP» c yyetom n.1.5
®opmynsapa XTHAM.00088-01 30 01 moxeT npomsBoaMTbCa 6e3 co3paHumsa HoBbIX CK3W B cnyyae ncnonb3oBaHus

BbI30BOB U3 nepeyHd lNpunoxeHunsa 2.

B cnyyae ncnonb3oBaHMSA NpOYnX BbI30BOB HE06X0AMMO Npon3BoAUTb pa3paboTky oTaensHoro CK3U B
COOTBETCTBMM C AENCTByHOLWEN HOpMaTMBHOW 6a3oi (B 4acTtHoctu, c locraHoBneHuem [lpaBuTenbCTBA
Poccuiickon ®epnepaumu ot 16 anpens 2012 r. N°313 v MNonoxeHnem o pa3paboTke, Npon3BOACTBE, peanm3salnm

M aKcnayaTauum wudpoBanbHbiX (KpUntorpadunyeckmux) cpeacrs 3awmntbl nHpopmauymm (MonoxeHne MK3-
2005)).
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MpunoxeHne 1.KOHTPOAb LENOCTHOCTM NporpaMMHOro obecneyeHus

KOHTPOJIb LLETOCTHOCTM NPOrpaMMHOI0 o6ecrnedeHnss C NOMOLLbK anropuTMoB

X3aWnpoBaHU4A

Moaynb cpverify.exe no3BOASET OCYLECTBASATb KOHTPO/Jb LEAOCTHOCTU YCTaHOBJIEHHOMO
nporpaMMHoOro obecnevyeHus. KOHTpO/ab LENOCTHOCTM (painoB OCyLecTBASETCA npu 3arpyske danna
Ha ucnosiHeHMe (M MepuoaMYecKn BO BpeMS BbIMNOJIHEHWS) WAM MNPUM PYYHOM 3anycke MporpaMmbl
KOHTPO/IS LEeNoCTHOCTM (CM. OMNUUIO —IV HUXE).

Mpy NoMoLWM MepeyvYnCceHHbIX HUXE onuuii Moaysb cpverify.exe MoXeT 6blTb MCMO/b30BaH ANS
Cneayowmx KOHTPOsIbHbIX Lienei:

cpverify -mk filename [-alg algid] [-inverted_halfbytes <inv>]- BbMUCNEeHME 3HaueHUs
xaw-dyHkumn pgna daiina ¢ mMmeHem filename ¢ nomowbio anroputma algid. Mone algid moxeTt
npuHUMaTb  3HadeHmss  GR3411, GR3411_2012_256 wn GR3411_2012_512 (no yMon4aHuKo
ncnonbdyetca GR3411). [-inverted_halfbytes <inv>] ykasbiBaetcsa, ecnu nonybantbl B hashvalue
nepeBepHyTbl (Mo ymonyanumiwo ana GR3411 inv npuHMMaeTcs paBHbM <«1», [nsg anropuTtMoB
GR3411_2012_256 wn GR3411_2012_512 «0»).

cpverify filename [-alg algid] [hashvalue] [-inverted_halfbytes <inv>] - npoBepka
uenoctHoctn danmna c umeHem filename, wcnonbays anroputm algid n xsw-3HayeHne hashvalue.
Mone algid ™MoxeT npuHMMaTb 3HadeHus GR3411, GR3411_2012_256 u GR3411_2012_512 (no
yMondaHuto wucnonbsyetcsa GR3411). Ecnu hashvalue He ykasaH, TO X3w-3HadeHue 6epeTcsa w3
¢danna filename.hsh. [-inverted_halfbytes <inv>] ykasbBaeTtcs, ecnm nonybantbl B hashvalue
nepeBepHyTbl (Mo ymonyanmwo ana GR3411 inv npuHMMaeTCcs paBHbM <«1», [na anropuTtMoB
GR3411_2012_256 w1 GR3411_2012_512 «0»).

cpverify -rm [-alg algid] [catname] - BblMMCAEHWE 3HauYeHUs X3W-ADYHKUUM ANS KaxXaoro m3
dannos, coaepxawumxca B KaTasore catname B pasgene peectpa (ecnu catname He ykasaH, TO
6yayT nepecuuTaHbl BCE X3L-3HadeHus B pasgene peecTpa). Tekyliee 3HavyeHue Xxaw-dyHKLWIA npu
3TOM 3aMeHsieTCsa Ha BHOBb nocuuTaHHoe. [lone algid MoxeT npuHMMaTb 3HadeHus GR3411,
GR3411_2012_256 1 GR3411_2012_512 (no ymonuaHuto mucnonbsyercsa GR3411).

cpverify -rv [cathame] - npoBepka UeNOCTHOCTU daiioB u3 Katanora catname B pasaene
peecTpa (ecnmn catname He ykasaH, To 6yayT npoBepeHbl BCce daibl B pa3aene peecTtpa).

cpverify -xm in_file out_file [-alg algid] [xmlcathame]- BbMMUCNEHME 3HAUYEHUS XDLW-PYHKUMN
ans  dannoB, nepeducneHHblx B Xxml-danne ¢ wumeHeMm in_file B kaTtanore xmicatname (ecnm
xmlcatname He ykasaH, TO x3duW-3HayeHus 6yayT mocuuTaHbl 4n8 BCeX (anos, nepedncrieHHbX B
xml-daiine ¢ wmMeHem in_file), n 3anncb nony4yeHHbXx 3HadeHun B xml-dpann ¢ ummeHem out_file.
Tekywee 3HadeHne x3W-AdYHKLUWIA NpM 3TOM 3aMeHseTCsa Ha BHOBb NocuuTaHHoe. [lone algid moxeTt
npuHuMaTb  3HadeHus  GR3411, GR3411_2012 256 wu GR3411_2012 512 (no yMon4aHuio
ncnonbsyetcs GR3411).

cpverify -xv in_file [xmlcatname] - npoBepka UuLENOCTHOCTU alnoB, NEpPeYUCsIEHHbIX B
xml-cdarine ¢ umeHem in_file B kaTtanore xmlcathame (ecnn xmlcatname He ykasaH, TO MNpoBepka
6yaeT BbinosiHeHa Ansa Bcex dasnos, nepedncneHHblx B xml-dganne ¢ umeHem in_file).

cpverify -r2x out_file - dopmupoBaHme xml-daiina c mmeHem out_file, cogepxalwero cnmcok
dannoB, HaxoAsWWMXCA B pasfenie peecTpa MNOA KOHTPOAEM LENOCTHOCTU, M X3LW-3HayeHus 3TUX
dannos.

cpverify —-x2r in_file - ycTaHOBKa no4 KOHTPO/Sb LENOCTHOCTM (hannioB, Mepevyuc/ieHHbIX B
xml-darine ¢ umeHem in_file.

CnncoK KOHTpOAUpyeMbIX Moaynen 3aBUCUT OT MWCMNOJSIHEHMS M MOXET ObmMb NosydeH npwu
noMowin KoMaHabl cpverify —r2x in_file.

Ons Toro, u4tobbl MOCTaBUTb MNOA4 KOHTPO/Sb LENOCTHOCTM YCTAHOBJIEHHOE MporpaMMHoe
obecneyeHne, HYXXHO BbINOSIHWUTL CREAYIOWYO NocieaoBaTeNbHOCTb AEACTBUNA:

1. CozgaTte xml-cdann, cogepxawmih CNUCOK yCTaHaBAMBaeMbIX MO KOHTPOJb LEeN0CTHOCTU
dannoB. daHHbii xml-dann [omkeH MMeTb CAeayowyo CTPYKTYpPY:
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<?xml version="1.0" encoding="UTF-8" standalone="no"?>
<CProlntegrity >

<catalog>

<entry name="calc.exe">
<Path>C:\WINDOWS\system32\calc.exe </Path>
<Algid>00008021 </Algid >

</entry>

<entry name="verifier.exe">
<Path>C:\WINDOWS\system32\verifier.exe </Path>
<Algid>00008021 </Algid >

</entry>

</catalog>

</CProlntegrity >

3HauveHue nonsa Algid gomkHo paBHaTbcs 00008021.

2. 3anyctutb Mogynb cpverify —xm in_file out_file TestControl, yka3zaB B ka4yecTBe napaMeTpa

in_file wumMs co3gaHHoro xml-darina. Pe3ynbtatoM paboTbl Moayna 6yaer saBnartbcs xml-dann ¢
nmeHeMm out_file, cogepxalwinii BblMUCEHHbIE 3HAYeHUa X3W-(dYHKUMM AN nepedmcneHHbix B in_file
dhannoBs N UMeKLWMn cneayLwyo CTPYKTYpY:

Tag>

Tag>

<?xml version="1.0" encoding="UTF-8" standalone="no"?>

<CProlntegrity >

<catalog>

<entry name="calc.exe">

<Path>C:\WINDOWS\system32\calc.exe </Path>

<Algid >00008021 </Algid >
<Tag>679837307CDC7AA1E4BDBB75194A24D42C782079AF08E2D362D7624A90D604C7 </

</entry>

<entry name="verifier.exe">

<Path>C:\WINDOWS\system32\verifier.exe </Path>

<Algid>00008021 </Algid >
<Tag>9DF987B89A323BEBC3C29BACOAED42A4F5BD651892AAE79F1EC1D05288D06B9C</

</entry>
</catalog>
</CProlntegrity >

3HaueHune nonga Algid agomkHo paBHATbCS 00008021.

3. YCTaHOBUTb MOA4 KOHTPOJIb LENOCTHOCTWU aisbl, ANs KOTOPbIX 6bU10 BbMWUCIEHO 3HaYeHue

X3 W-dyHKLMM, ncnonbdys moaynb cpverify —x2r in_file TestControl, roe napametpom in_file aBnsercsa
xml-dalin, nosydeHHbl B pe3ysbTaTe BbMUCIEHUS 3HAauYeHus Xaw-AdyHKUMM B NyHKTE 2.
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KOHTpO/Ib LLENOCTHOCTM NPOrPaMMHOI0 06ecneyYeHnss C MOMOLLLbI anropuTtMoB
noAnmcu

— cpverify -file_verify umsa_danna [3HayeHue_noanucu] -timestamp pata

MNposepka noanucm ddanna ¢ wumeHeMm <«uma_danna». [lMapameTp <«3HavyeHue_noannucm»
HeobxoauMo nepepasaThb B Buae 6anToBOlM CTPOKWU. ECnM mapamMeTp «3HadeHue_noArnmcu» He yKasaH,
TO 3HauyeHue noanucum 6Gepetca wmn3 danna wumsa_daina.sgn. MapameTp «aaTa» yKas3blBaeT, Koraa
noanuce 6buia cdopMmpoBaHa, HeobxoaumMo ykasbiBaTb B dopMaTe A4.MM.ITrr. [laHHas KOMaHAa
rnpoBepsieT NoANMCb C NPSAMOM NOCNeA0BaTENIbHOCTLIO Noy6anT, Ansa NpoBepKU noanucu ¢ obpaTHoOM
nocsiefoBaTeNbHOCTLIO H6anT HeobxoaMMO MCMOb30BaTb KOMaHAy versign C¢ aHanorMyHbiM Habopom
napameTpoB. [lognncb npoBepsieTCs Ha OTKPbITOM Kal4ye U3 creuwnanbHOro ceptudukata ans
noannucu kogza komnaHumm «KPUMTO-TTPO»,

- cpverify —pe_sign FileName [kpuTepuun noucka ceptudukaTa] [gon. napaMeTpbi]

NobaBneHne B dann ¢ wumeHeMm FileName uundposon noanucum B dopmaTe authenticode
MOMHOCTbBID Ha POCCUMACKMX anroputMax ¢ nomowbio Microsoft CryptoAPI. C nomowblo AaHHOM
KOMaHAbl MOXHO nognucaTb Tonbko dannel dopmatos .exe u .dll.

Ona Toro utobbl noanucatb dann, HeobxoauMMo B XpaHuauwe «JInyHoe» TeKylero
Monb30BaTeNss UMETb YCTaHOBJIEHHbIN CepTUPUKAT CO CCbUIKOM Ha 3aKpbiTbid K4, B Ha3HavyeHusX
KOTOpOro npucyTtcTByeT «[ognuceiBaHme Koaa».

MonCK HYXXHOro cepTudmnkaTa oCyLecTBASETCS C NOMOLLbIO ClIeAYWNX KPUTEPUEB:

Nma cybbekTa cepTudumkaTa noagnmcu. ITO 3HAYEHUE

-name SubjectName o
MoXeT 6bMb MOACTPOKOWM NOSIHOFO MMeHU cybbekTa.

AJ'IFOpVITM XaWwmnpoBaHuna anda noanncum B

-alg Algld ceptudmkaTe. JonycTuMbie 3HauveHusa GR3411,
GR3411_2012 256, GR3411 2012_512.
-fp FingerPrint 3HadeHune shal oTnedaTka cepTudukara.

Mognunceh 6ynet gobaBneHa Kak BTOPOCTENEHHas.
Ecnn B hanne HeT OCHOBHOW MOAMUCU WM NapaMeTp
—append He nepenaH, To noanucb byaer
pobaBneHa Kak OCHOBHas.

-append

Ecnnm Heckonbko cepTudMKaTOB yAOBAETBOPAT 3aAaHHbIM KpUTEpUsiM, TO MOJIb30BaTesto
6yaeT npefocTaB/ieHa BO3MOXHOCTb BPYYHYO BblbpaTb HyXHbI cepTudukar.

- cpverify —pe_verify FileName [gon. napameTpsbl]

MpoBepka authenticode noanucu danna ¢ umeHem FileName 6e3 ucnonb3oBaHus Microsoft
CryptoAPL.

MNpoBepka Bcex authenticode nognucen, HanaeHHbIX
-multiple B harne. Ecnm napameTp He nepegaH, To 6yaer
npoBepeHa TOJIbKO OCHOBHas MOAMUCH.
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MpunoxeHue 2.MepeyeHb BbI30OBOB, UCMOJIb30BaHME KOTOPbIX Npu pa3paboTke cUCTeM Ha
ocHoBe CK3W «Kpuntollpo CSP» c yyeTtom n.1.5 ®opmynapa XTAM.00088-01 30 01

BO3MOXXHO 6e3 A0MOJ/IHUTESIbHbIX TEMATUYECKNX UCCea0BaHNi:

DyHKUMSA

Onucanmne

Orpa}mqemm Ha UCIIOJb30BaHHE

¢ yuxuun

@DOYHKUMHA UHUIHAIU3ANUAA U HACTPOMKHU MpoBaiiiepa

CryptAcquireContext

OyHkuma CryptAcquireContext
ncnonblyeTcsa And co3gaHus
Aeckpunropa
KpuvnTonpoBangepa C MMEHEM
KJTIOYEBOr0 KOHTENHepa,
onpeaenéHHbiIM napamMeTpoMm

pszContainer

CryptReleaseContext

®yHkuma CryptReleaseContext
Ncnonb3yeTcs Ans yaaneHus
AeckpunTopa
KpunTonpoBangepa, CO34aHHOI0

CryptAcquireContext.

CryptContextAddRef

YnpaBnseTr CYEeTUMKOM
AECKPUNTOPOB CO34aHHOIO

CryptAcquireContext.

CryptEnumProviders

MepeuncneHne ycTaHOBJIEHHbIX

KpMATONpoBanaepos

CryptEnumProviderTypes

[MepeuncneHne ycTaHOBJIEHHbIX

TUMOB KPUNTOMNPOBaAepoB

CryptGetDefaultProvider

MonyyeHne KoHTeKCTa
nposanaepa, yCTaHOB/IEHHOrO B

cncrtemMme no ymos4aHuro

CryptGetProvParam

OyHkuma CryptGetProvParam
rnosy4vyaeTt napameTpbl

KpunTonpoBanaepa.

CryptSetProvParam

OyHKuma CryptSetProvParam
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YCTAaHaBJZIMBaAET NapaMeTpbl

KpunTonpoBaiaepa.

FreeCryptProvFromCertEx

dyHKUMA ncnonblyeTcsa ans
yAaneHus aeckpunropa
KpunTonpoBanaepa, CO34aHHOI0
CryptAcquireContext nnun uepes
CNG.

CryptlnstallDefaultContext,
CryptSetProvider,
CryptSetProviderEx,
CryptUninstallDefaultContext

OYyHKUMN ynpaBaeHuns
KOHTEKCTOM npoBangepa no

YMOYaHUo

DyHKIUM reHepauuu u o0

MEHA KJII4aMH, CO31aHne KOHGUIrypHpoBaHHe M yJaJeHHe KIHYeH

CryptGenKey

OyHkuma CryptGenKey
reHepupyeT ciydaliHble
KpunTorpaguyeckmne Kiouu unm
KJlOYeBY0 napy

(3aKpbITbI/OTKPbITbIA  KAO4UN).

CryptDestroyKey

®yHkuuna CryptDestroyKey
yhanseT K4, nepeaaBaeMbin
yepe3 napameTtp hKey. MNocne
yAaneHus kwuy (geckpuntop
K/to4a) He MoXeT

MCnosib30BaTbCA.

CryptExportKey

OyHKkuma CryptExportKey
MCNONb3yeTcsa AN aKcnopTa
KpunTorpadumyeckmnx Kar4ven ums
KJTIOYEBOro KOHTElHepa
KpunTonpoBanaepa, COXpaHsas

X B 3aluULEHHOM BUae.

PaspelleHo 3KCNOpTUPOBaThb TOJIbKO
OTKpbITble K/O4YN
(PUBLICKEYBLOB).

CryptGenRandom

OyHKuma CryptGenRandom
3anonHsaeT 6ydep cny4arHbiMm

6anTamun.

CryptGetKeyParam

OyHkumna CryptGetKeyParam

BO3BpalllaeT napamMeTpbl Kwoua.

CryptGetUserKey

OyHKkunsa CryptGetUserKey
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BO3BpaLLaeT AeCKPUMNTOP OAHOM
U3 AONITOBPEMEHHbIX KJIIOUYEBBIX

nap B KJKOYEBOM KOHTENHeEpeE.

OyHkuma CryptImportKey

MCNOoJIb3YyETCA ANd UMMMNOopPTa

PaspelueHo MMNOPTUPOBaTb TOJIbKO

CryptImportKey KpunTorpadmyeckoro ksw4ya m3 OTKpbITble KO4YU
knoyeBoro 6n106a B KoHTeliHep (PUBLICKEYBLOB).
KpunTonpoBanaepa.
Pa3pelweHoO MCNosb3oBaHME TOJLKO
OyHkuma CryptSetKeyParam CO cneayrwmumMm CUMBOJIbHbLIMU
CryptSetKeyParam ycTaHaB/mMBaeT napameTpbl aprymeHTamm: KP_CERTIFICATE,
Kroua. KP_CIPHEROID, KP_DHOID,
KP_HASHOID.
®ynkuum 00padoTku KpunrorpaguyecKux coodIe Huit
OyHkuma CryptSignMessage
co34aeT X3W onpeaeneHHoro
coAep)aHusl, noanucbiBaeT X3l
CryptSignMessage M 3aTeM NpoussBoaunT

3aKoAMpOBaHWe n TekcTa
NCXOZHOro coobuieHuns, u

noanMCaHHOro Xsla

CryptVerifyMessageSignature

OyHKUMA
CryptVerifyMessageSignhature
npoBepsieT 3/1eKTPOHHO-
umdposyto noannchb

MnoAnMcCaHHOro coobLleHus.

CryptVerifyDetachedMessageSignat

OyHKUMA
CryptVerifyDetachedMessageSig

nature npoeepsaeT noAnucaHHoe

ure coobuieHne, coaepxalliee
oTcoeanHeHHyto (detached)
noanMcb MAn NoANUCKU
OyHKUNA fAekoaupyeT,
CryptDecodeMessage pacwndpoBbIBAET U npoBepseT

coobuieHmne
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CryptDecryptAndVerifyMessageSign

ature

dyHKUMSA AeKoANPYET U

nposepsieT coobuieHme

CryptEncryptMessage

OyHkuma CryptEncryptMessage
3awndposbiBaeT U Npon3BOAUT
3akoampoBaHue coobuieHus.
AYyTEHTUYHOCTb Cco0bLLeHNs He

obecneuymBaeTcH.

CryptDecryptMessage

OyHKkumna CryptDecryptMessage
Npon3BOAUT pPacKOAMPOBAHME U
pacwndpoBaHue cooblieHus.
MpoBepka ayTEHTUYHOCTM

coobLieHna He Npon3BOAMUTCS.

MpumeuvaHne: He ponyckaeTtcs
aBTOMATM4YECKUN aHanms
pe3yfbraTta paboTbl GyHKUMUH,
HanpaBJ/IEHHbLIN Ha NPOBEPKY

KOPPEeKTHOCTU coobuieHus.

CryptGetMessageCertificates

®DyHKUKMS BO3BpalLlaeT
XpaHunuue ceptuduKaTos u
CMUCKWN aHHYTMPOBAHHbIX

ceptudmkaToB n3 coobueHns

CryptGetMessageSignerCount

OyHKLNA BO3BpalLaeT
KOSIMYeCTBO noAnMcaBLUnNX

coobuieHmne

CryptHashMessage

OyHKUMA co3paeT

X3WMpoBaHHoe coobueHune

CryptSignAndEncryptMessage

OyHKUMA co3paeT noanmcaHHoe

M 3awmndpoBaHHOe coobulieHme

CryptSignMessageWithKey

OyHKLMA co34aeT noannucaHHoe

coobuieHmne

CryptVerifyDetachedMessageHash

dyHKUMS npoBepsaeT

OTKpPEnJEHHbIN X3LW

CryptVerifyMessageHash

OyHKUMA npoBepseT

X3 WMpoBaHHoe coobuieHune
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CryptVerifyMessageSignatureWithK
ey

OyHKUMA npoBepseT

noanucaHHoe coobleHne

CryptMsgCalculateEncodedlLength

OyHKUMSA
CryptMsgCalculateEncodedlLengt
h BbMMCNSieT MakCcuMasnbHoe
KonnyecTBo 6anToB,
Heobxoaumoe Aans
3aK0AMpPOBAHHOTO
Kpuntorpadnyeckoro
coobulenmns, 3aAaHHOro TUMNOM
coobueHns, napameTpamm
KOAMpPOBaHMS U obLLen AnnHom
nHdopMauum, KoTopas AOIKHaA

6bTb 3aKkoaMpoOBaHa.

CryptMsgOpenToEncode

OyHKUMA
CryptMsgOpenToEncode
OTKpbIBaeT KpunTorpaduyeckoe
coobuieHre ans 3aKoANpoOBaHMUS
W BO3BpallaeT AeCcKpunTop

OTKPbITOro coobulieHus.

CryptMsgOpenTo-Decode

OyHKLMNSA
CryptMsgOpenToDecode
OTKpbIBaeT KpunTorpaduyeckoe
coobuweHne ans
pacKkoAMpOBaHMA W BO3BpaliaeTt
OEeCKpuNTOp OTKPbITOro

coobLweHuns.

®dyHkumsa CryptMsgUpdate

nonosiHaeT TeKCT
CryptMsgUpdate
KpunTorpadunyeckoro
cooblenHus.
OyHkuma CryptMsgGetParam
noay4yaeT napameTp coobueHus
CryptMsgGetParam

Kpuntorpadumyeckoe coobuieHne

rnocsne Toro, Kak

6bU10 packoaAupOBaHO MK
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3aKoAMpoBaHoO.

CryptMsgControl

OyHkumna CryptMsgControl
BbINOSIHAET KOHTPOJIbHOE

hencTeue.

CryptMsgClose

OyHkunsa CryptMsgClose
3aKpbiBaeT AEeCKPUNTOp
KpunTtorpaduyekoro

coobLweHuns.

CryptMsgDuplicate

OyHkumna CryptMsgDuplicate
AybnupyeT geckpuntop
KpunTorpaguyeckoro
coobLeHns NyTeM yBeMYeHNs

CYEeTYMKa CCbUIOK

@yHKIUHM PpadoThI C ANTTOPUTMAMH X3IIMPOBAHMA

OyHkuma CryptCreateHash

MHULMANU3NpyeT AeCKpUNTOp

PaspelweHo ncnonb3oBaHMe TOJbKO
CO cnefyrLwmMn CUMBOJTbHBIMU
aprymeHTtammn: CALG_GR3411,

CALG_GR3411_2012_256,

CryptCreateHash CALG_GR3411_2012_512,
HOBOro obbvekTa yHKLMN
CALG_GR3411_HMAC,
X3WMPOBaHUA MOTOKA AaHHbIX.
CALG_GR3411_2012_256_HMAC,
CALG_GR3411_2012_512 HMAC,
CALG_SHAREDKEY_HASH.
OyHkumsa CryptDestroyHash
CryptDestroyHash yoanset 06beKkT pyHKUUM

X3 WnpoBaHu4.

CryptDuplicateHash

®yHkumsa CryptDuplicateHash
CO34a&T TOYHYIO KOMMo ob6bekTa
byHKLUUKN X3LWMpoBaHMUS,
BKJ/IlOYAs BCe ero nepemMeHHble,
onpegensiiowne BHyTpeHHee
COCTOsIHMEe 0b6bekTa PyHKLNM

X3 WnpoBaHu4.

CryptGetHashParam

OyHkumsa CryptGetHashParam
BO3BpallaeT napameTpbl

o06bekTa PyHKUMM X3 WNPOBAHUS
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N 3HauYeHne yHKLMM

X3 WnpoBaHu4.

CryptHashData

OyHkuma CryptHashData
nepefaéTt AaHHble yKasaHHOMY
06beKkTy dyHKLUN

X3 WnpoBaHu4.

CryptSetHashParam

OyHkumsa CryptSetHashParam
yCTaHaB/MBaEeT napameTpbl

obbeKkTa XaLWmnpoBaHus.

PaspelwweHo ncnonb3oBaHmMe TOJIbKO
C CUMBOJIbHBIMM @apryMeHTamm
HP_HASHSIZE,
HP_OID/KP_HASHOID, HP_OPEN.

CryptSignHash

OyHkumsa CryptSignHash

BO3BpallaeT 3HayeHne

3NEKTPOHHON LNdpOBOM
NoAMUCK OT 3HAYEHUS PYHKLUK

X3 WnpoBaHu4.

PaspelweHo ncnonb3oBaHWe TObKO
C KJIIOYEBbLIMM KOHTEMHEpPAMM,
Noslyd4eHHbIMW paHee C MOMOLLbH
BbI30OBa
CertGetCertificateContextProperty
nU3 cepTudukaTa, NpoOBEPEHHOIO C
NOMOLLbI0 DYHKLMMK

CertVerifyCertificateChainPolicy

CryptVerifySignature

®yHkums CryptVerifySignature
OCyLLeCcTBsIeT NPOBEPKY

undposon noanmcu.

Pa3pelleHo ncnonb3oBaHMe TObKO
C AeCKpUNTopaMun Ki4en,
NoJly4YeHHbIX paHee C MOMOLLbiO
BboBa CryptImportPublicKeyInfo
(CryptImportPublickeyInfoEx) u3
cepTudmrkaTa, NPOBEPEHHOIO C
NOMOLLbI0 DYHKLMMK

CertVerifyCertificateChainPolicy

®OYHKUUM paboTbl C cepTudUKaTaMm, CNMCKaAMKU aHHYIMPOBAHHbIX CEPTUHOUKATOB, XpaHUIULLLEM

cepTudmkaTos

Cnucky aHHYJHPOBAHHBIX cepTU(HUKATOB

CertAddCRLContextToStore

DOyHKUMA
CertAddCRLContextToStore
nobasnsaeT koHTekcT COC B

XpaHunuuwe cepTtmudmkKaTos.

CertAddCRLLinkToStore

OYyHKUMA co34aeT CCbUIKY Ha

CMUCOK aHHYJIMPOBAHHbIX

cepTuchunKaToB B APYroMm
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XpaHwunuuie

CertAddEncodedCRLToStore

DOyHKUMA
CertAddEncodedCRLToStore
co3gaeT KoHTekcT COC un3
3akoampoBaHHoro COC u
nobaBnsaeTr ero B xpaHunuuwe
ceptudmkatoB. PyHKLUS
co3paeTt Konuio KoHTekcTa COC
nepen pobaBneHneM ero B

XpaHUnuuie.

CertEnumCRLsInStore

DOyHKUMA
CertEnumCRLsInStore
noJly4yaeT nepsbii nnm

cnepytowmn COC B
XpaHunuwe. 3Ta PyHKUMS
MCMONb3yeTCcsa B UuKIe ans

Toro, 4tobbl NnocnenosaTenbHO
nony4dutb Bce COC B

XpaHunnuuie.

CertFreeCRLContext

OyHKuma CertFreeCRLContext

ocBoboxaaeT koHTekcT COC,

YMEHbLIAs CYETYMK CCbUIOK Ha

eanHmyy. Korga cueTtumk

CCbUOK 0BHynseTcs, MyHKLMS
CertFreeCRLContext
ocBoboXxaaeT namsTh,

BblAENEHHYI0 MOA KOHTEKCT

COC.

CertCreateCRLContext

DOyHKUMSA
CertCreateCRLContext co3paet
KOHTekcT COC un3
3akogmposaHHoro COC.
Co3aaHHbIA KOHTEKCT He
rnoMewaeTcs B XpaHunuue
cepTmudmkaToB. B cozpgaHHOM
KOHTeKCTe yHKLUSA

pa3MeLllaeT Konuwo
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3akoampoBaHHoro COC.

CertDeleteCRLFromStore

OYyHKUMA yaanseT CnMcokK
adHHYJIMPOBAHHbIX

cepTudmMKaToB U3 XpaHUIuwa

CertDuplicateCRLContext

DOyHKUMSA
CertDuplicateCRLContext
aybnupyet koHTekcT COC,
yBEe/M4YMBasa CYETUYUK CChUIOK

Ha COC Ha eguHuLy.

CertFindCRLInStore

OyHkuma CertFindCRLInStore
HaxoAuT MNepBbiA UIn
cneaytowmin koHtekcTt COC B
xpaHunuuwe ceptmudurkaTos,
KOTOPbIN COOTBETCTBYET
KpUTEPUIO MOUCKaA,
onpegensieMoMy napaMeTpoM
dwFindType n cBs3aHHbIM C
HMM pvFindPara. 2Ta dyHKLMA
MoXeT bbb MCnosib3oBaHa B
uuKnie ansa Toro, 4Tobbl HANUTH
Bce COC B xpaHunuuie
cepTudukaTos,
yAOBeTBOpAoWMe 3a4aHHOMY

KpUTEPUIO MouCKa.

CertDeleteCertificateFromStore

OyHKLNA
CertDeleteCertificateFromStore
yAanseT onpefeneHHbIN
KOHTeKCT COC mn3 xpaHunuiia

cepTudmKaToB.

CertFindCertificateInCRL

CDYHKLI,VIFI OCyLUeCTBNAET NMOUNCK
3agaHHoro ceptudukarta B
CMUCKEe aHHYJIMPOBAHHbIX

cepTudmkaToB

CertGetCRLFromStore

OyHKUMA
CertGetCRLFromStore

nonyyvaeT Nepsbii UK
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cnepyowmn koHtekct COC ansa
onpeaeneHHoro mspartens
ceptudukata M3 xpaHunuwa
ceptudukaTos. I1a PyHKLUA
TakXxe ocyuiecTBnaseTr

BO3MOXHY0 nposepky COC.

CertSerializeCRLStoreElement

OyHKUMA cepuanmsayum
CNUCKaA aHHYNMPOBAHHbIX
cepTndmKaToB CO CBOUMMU

CBOMNCTBaMM

Pacumpennbie cBoiicTBa ceprupukara cnucka oro3Banubix (COC) cepruduxaros u CTL

CertGetCRLContextProperty

OyHKUMSA
CertGetCRLContextProperty
noslyyaeT paclUMpeHHble
CBOMCTBa onpeAeneHHOro

kKoHTekcTa COC.

CertSetCRLContextProperty

OyHKUMA
CertSetCRLContextProperty
yCTaHaBNMBaET paclUMpPEHHble
CBOMCTBA OMpeaeneHHOro

koHTekcTa COC.

CertGetCertificateContextProperty

OyHKUMA
CertGetCertificateContextPropert
y nonyyaeT uHdopmaumio,
coAepXallylcs B paclUMpeHHbIX
CBOMCTBAaX KOHTEKCTa

cepTudukaTa.

CertEnumCertificateContextProperti

es

OyHKUMSA
CertEnumCertificateContextProp
erties nossBonaeT nepeyncnanTb
MHpOpMaLmo, coaepxallytcs B

pacLMpPEeHHbIX CBOWCTBaX

KOHTeKCTa cepTtudukaTa.

CertSetCertificateContextProperty

OyHKUMA
CertSetCertificateContextPropert

Yy YCTaHaB/IMBAET paclUMpPEHHbIE
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CBOMCTBa ANs onpeaeneHHoro

KOHTeKCTa cepTtudukara.

CertEnumCRLContextProperties

MepeuyncneHne paclUMpeHHbIX
CBOWCTB CMUCKa

aHHY/NIMPOBAHHbIX CepTUDUKATOB

CertEnumCTLContextProperties

MepeuncneHve pacLlmMpeHHbIX

csoncte CTL

CertGetCTLContextProperty

Mony4YyeHne paclUMpeHHOoro

csounctBa CTL

CertSetCTLContextProperty

YcTaHOBKa paclMpeHHbIX

csoncte CTL

CertAddCTLContextToStore

OyHKUMSA
CertAddCTLContextToStore
nobasnser kKoHTekcT CTL B

XpaHunuwe ceptudukaTos

CertCreateCTLContext

OyHkuma CertCreateCTLContext
co3paeT KOHTeKCT
3akogmpoBaHHoro CTL.
Co3aaHHbIN KOHTEKCT He
noMeLLlaeTcs B XpaHunumue
ceptudmkaToB. OyHKUKNA fenaeT
konuto CTL B CO3A4aHHOM

KOHTEKCTE.

CertDuplicateCTLContext

OyHKUMA
CertDuplicateCTLContext
aybnupyet koHTekcT CTL,

yBenuymBas CYETUYMK CCbUIOK Ha

CTL Ha eanHuuy.

CertFreeCTLContext

OyHkuma CertFreeCTLContext
ocBoboxgaeT kKoHTekcT CTL,
YMEHbLUAss CYETYMK CCbUIOK Ha
eavHnuy. Korga cyeTuymk CCbUloK
obHynseTcs, dyHKUMSA
CertFreeCTLContext

ocBoboxaaeT nNamsaThb,
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BblaesieHHYt0 noj KoHTekcT CTL.

DyHkHuH padoThl ¢ cepTU UKATAME

CertAddCertificateContextToStore

OyHKUMSA
CertAddCertificateContextToStor
e pobaBnseT KOHTeKCT
cepTudumkaTta B xpaHwunuiie

cepTtudmkaTos.

CertAddCertificateLinkToStore

[JobaBnseT cCcbUiKy Ha
ceptudmkaT B ApPYrom

XpaHuue

CertAddEncodedCertificateToStore

OyHKLMNSA
CertAddEncodedCertificateToSto
re co3gaeTt KOHTEKCT
ceptudmkaTta um3
3aKkoAupoBaHHOro ceptudukaTa
n nobaBnsieT ero B XxpaHunuue
ceptudmkaTtoB. Co3aaHHbIN
KOHTEKCT HE COAEPXMUT HUKaKUX

pacLMpPEHHbIX CBOWCTB.

CertEnumCertificatesInStore

OyHKLMNSA
CertEnumCertificatesInStore
nosly4yaeTt NepBbii UK
cneaywowmnn ceptudmkaT B
XpaHunuuwe ceptudumkaToB. IdTa
dYHKLUNSA UCNONb3YETCA B LUKNE
AN TOro, 4tobbl
nocnepoBaTesibHO MONY4YUTb BCE
cepTudmKaTbl B XpaHuuLe

cepTndmKaToB.

CertFreeCertificateContext

OyHKUMA
CertFreeCertificateContext
ocBobOXAaeT KOHTEKCT
ceptudmkaTa, yMeHbLlas

CYETYUK CCbUIOK Ha €anHunLy.

CertCreateCertificateContext

OyHKUMA
CertCreateCertificateContext
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CO34aeT KOHTEeKCT cepTudumkaTa
N3 3aKOANPOBAHHOIO
ceptudmkaTta. CosaaHHbIN
KOHTEKCT He nomeljaeTcs B
XpaHunuuwe ceptudumkaTos. B
CO3[aHHOM KOHTeKCcTe yHKLMS
pa3MeLlaeT Konuio

3aKoAupoBaHHOro cepTudukara.

CertDuplicateCertificateContext

OyHKLMNA
CertDuplicateCertificateContext
AybnupyeTt KOHTeKCT
ceptudukarta, ysenmymeas

CYETYUK CCbUIOK Ha eanHuLy.

CertFindCertificateInStore

OyHKUMA
CertFindCertificateIlnStore
HaxoauT MNEpBbIA UK
CneayrLlmnin KOHTEKCT
cepTudmrKaTa B XpaHUIuULLE
cepTudmKaToB, KOTOPbIN
COOTBETCTBYET KpUTEPUIO
novcka, onpeaenseMmomy
napameTtpoM dwFindType u

CBS3aHHbIM C HMM pvFindPara.

CertDeleteCertificateFromStore

OyHKUMSA
CertDeleteCertificateFromStore
yhanseT onpeaeneHHbIn
KOHTeKCT cepTudukarta us

XpaHWMwa ceptudmKaTos.

CertGetSubjectCertificateFromStor

e

OyHKUMA
CertGetSubjectCertificateFromSt
ore nosy4vyaeTr KOHTeKCT
cepTndmkaTa M3 xpaHmauuia
cepTudurKaToB, 04HO3HAYHO
onpegensieMbin ero usgaTtenem u

CEPUNHBIM HOMEPOM

CertGetlIssuerCertificateFromStore

Mounck ceptudmkaToB usgartenen

3a4aHHoro ceptudukaTa
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CertGetSubjectCertificateFromStor

e

Mouck ceptudmkaTta no

CepuiHOMY HOMepy W usgaTento

CertGetValidUsages

Monck nepecedveHus KeyUsage

ANs MaccuBa cepTudurkaToB

CertSerializeCertificateStoreElemen

e

Cepuanmsauuns sneMeHTa

XpaHunnuilia

CertComparePublicKeyInfo

OyHKUMA
CertComparePublicKeyInfo
CpaBHMBAET ABa OTKPbITbIX

Klo4a U onpeaenseT, ABNSTCS

N OHN NOEHTUYHbIMU

CertFindExtension

®dyHkumsa CertFindExtension
HaxoAuUT paclunMpeHne B Maccuse
M BO3BpalLLAeT yKasaTe b Ha

HEero.

CertGetPublicKeyLength

OyKHUMA
CertGetPublicKeyLength
BO3BpallaeT AJIMHY KJllo4a B

éuTax.

CertGetIntendedKeyUsage

OyHKUMA
CertGetIntendedKeyUsage
noslyyaeT Ha3Ha4YeHue Kr4ya u3

cepTudukaTa.

CertCompareCertificateName

OyHKUMA
CertComparecCertificateName
CpaBHMBAaET ABa cepTudukarta u
onpegensieT, ABASIOTCS SN OHU

MOEHTUYHbIMU.

OCSP

CertAddRefServerOcspResponse

YBenmuyeHue cyeTuymka CCbU1OK

Ha OCSP otBeT

CertAddRefServerOcspResponseCo

ntext

YBennyeHne cyeTumka CCbUIOK

Ha KoHTekcT OCSP otBeTa

CertCloseServerOcspResponse

3akpbirmne geckpuntopa OCSP
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OTBETa

CertGetServerOcspResponseContex
t

Mony4yeHne koHTekcTa OCSP

OTBETa

CertOpenServerOcspResponse

OTkpbirne pgeckpuntopa OCSP
OoTBEeTa A4/19 3a4aHHON Leno4ku

cepTmndmkaToB

Oxonnble (pyHKIIUM

OTobpaxxeHne ananora Bbibopa

CertSelectCertificate cepTudmkaTa No 3ajaHHbIM
KpUTEpUSM
OTobpaxeHue amnanora
CryptUIDIgCertMgr

ynpasneHus cepTudukatamm

CryptUIDIgSelectCertificate

OTobpaxeHne ananora Bblbopa

ceptudukaTa

CryptUIDIgSelectCertificateFromSto

OTobpaxxeHne ananora Bbibopa

re cepTndmkaTa M3 xpaHmauuia
) . OTobpaxeHune aunasnora co
CryptUIDIgViewCertificate
CBOMCTBaMU cepTudmkarta
OTobpaxeHune ceptudmkaTta,
CryptUIDIgViewContext CMMCKa aHHYJIMPOBaHHbIX

ceptudukartos mnm CTL

CryptUIDIgViewSignerInfo

OTobpaxeHne ananora c

nHdopMaumneln o noagnucasLlem

CertSelectionGetSerializedBlob

Cepuanusauusa ceptudukaTa ms
CTPYKTYpbl, NICNOSb3yEMON AnS

oTobpaxeHus

GetFriendlyNameOfCert

MpeobpasoBaHne MMEHMU

ceptTudmkata K «4ynTaemMomy»

BUAY

@OYHKIUM NPOBEPKHU LeNo4YeK

CertVerifyCertificateChainPolicy

OyHKUMA
CertVerifyCertificateChainPolicy

NpoBepseT Lenoyky
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cepTudukKaToB Ha
[OCTOBEPHOCTb, BK/OYaN
COOTBETCTBUE KPUTEPUIO

NCTUHHOCTMW.

CertGetCertificateChain ctpout

CertGetCertificateChain

HanpaBJaeHNUN 40 AOBEPEHHOIO

KOpHeBOro cepTudmukaTa, eciu

OyHKUMA
Lenoyvky ceptmdurkaTos,

Ha4dnHaa C nocneanHero

ceptndmkaTta, B 06paTHOM

3TO BO3MOXHO.

CertFreeCertificateChain

OyHKUMA
CertFreeCertificateChain
ocBoboXaaeT Lenoyky

cepTudurKaToB NyTEM

YMEHBbLUEHUS CYETYUYMKA CCbUIOK.
Ecnn cuyeTumk CCbUIOK paBeH
HY/t0, TO NaMATb, BblaeneHHas
noa uenouky, ocsoboxaaeTcs.

CertCreateCertificateChainEngine

OyHKUMA
CertCreateCertificateChainEngin
€ CO34aeT KOHTeKCT
HCERTCHAINENGINE, koToOpblii
Mo3BOJISET M3MEHSATb NapaMeTpbl
MexaHM3Ma MOCTPOEHUS LernoYku
cepTudukaTos. lNo3Bonser
orpaHuymMBaTb MHOXECTBO

[IOBEPEHHbIX CepTUDUKATOB.

CertFreeCertificate-ChainEngine

OyHKUMA

CertFreeCertificateChainEngine

0CcBO6OXAaeT KOHTEeKCT
HCERTCHAINENGINE.

CertCreateCTLEntryFromCertificate
ContextProperties

Co3pnaHune CTL Ha ocHoOBe CBOWCT

aTpubyTOB KOHTEKCTa

ceptudukaTa
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CertDuplicateCertificateChain

OybnnpoBaHMe KOHTEKCTa

LLEMOYKMN.

CertFindChainInStore

DYHKLUNA NOCTPOEHUSA LIENMOYKHU
Mo 3aZlaHHbIM KPUTEPUAM U3

XpaHunnuilia

CertFreeCertificateChainList

DYHKLUMNS 0CBOBOXKAEHUS

MaccuBa Lenoyvyek

CertIsValidCRLForCertificate

DYHKLMSA NPOBEPKN HanM4uus
cepTmudmkaTa B Cnucke

AHHY/IMPOBaHHbIX CepTUdUKaTOB

CertSetCertificateContextProperties
FromCTLEntry

YcTaHOBKa CBOMCTB B KOHTEKCT

cepTudmkaTa Ha ocHoBe CTL

Pacumpennsie cBoiictBa ceprudukara (EKU)

CertGetEnhancedKeyUsage

OyHKUMSA
CertGetEnhancedKeyUsage
nony4yaeTt uHgopmauunio o

pacLlMpeHHOM WCMOsIb30BaHNN
K/to4a M3 COOTBETCTBYIOLLErO
paclmMpeHns nnun ms
pacLlUMpeHHbIX CBOWNCTB
cepTudukaTa. PacwmpeHHoe
MCMONIb30BaHME KJo4a CAYXUT
MpM3HaKoM NpPaBOMEPHOro

NCMNoJ1Ib30BaHUA CepTVId)VIKaTa .

CryptAcquireCertificatePrivateKey

OyHKUMA
CryptAcquireCertificatePrivateKe
y nofiyyaeT AeCKpuUnTop
HCRYPTPROV un napameTp
dwKeySpec ans onpeaesneHHOro

KOHTeKCTa cepTudukaTa.

DOyHKUMU PpadoThl ¢ HAeHTH(UKATOPAMH

CryptFindOIDInfo

OyHkumsa CryptFindOIDInfo
nosiydaeT nepByto
npeaonpenesieHHYo nu

3aperncTpupoBaHHy0 CTPYKTYpY
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CRYPT_OID_INFO,
CornacoBaHHyto C
OonpeaeneHHbIM TUMOM Kjitlo4a U C

KJTIO4YOM.

MepeuncnexHue
3aperncTpmpoBaHHbIX
CryptEnumOIDInfo
NAeHTUMHOUKATOPOB M NoJslydeHune

MHdOpMaUuUM ans HUx

@OyHKUMA PadoThl ¢ XPAHWIHIIEM

OyHkuma CertOpenStore
OTKpbIBaeT XpaHwunuLie
CertOpenStore
cepTndmKaToB, NCMNONb3YS

3a4aHHbIi TUN NpoBanaepa.

®yHkumna CertDuplicateStore
AybnupyeT geckpuntop

CertDuplicateStore XpaHuauwa, ysenmumsas

CUYETUMK CCbUIOK Ha XpaHunua

Ha eauvHuLYy.

OyHKuma CertOpenSystemStore
MCMONb3YeTCsa ANs OTKPbITUS
CertOpenSystemStore
Hambonee 4YacTo UCMOJIb3YEMbIX

XpaHWIUL, cepTUdMKaTOoB.

OyHkumsa CertCloseStore
3aKpbiBaeT AECKpUNTOpP
CertCloseStore XpaHunuwa ceptmdumnkaToB U
YMEHbLUAeT CYETYMK CCbUTOK Ha

XpaHunnna Ha eanHuuy.

JobaBneHne xpaHunuwa B
CertAddStoreToCollection
KONNeKLUmno

YcTaHoBKa HoTudUKaLMM npu
pa3inymnsix B 3aKeWNpPOBAHHOM
CertControlStore
xpaHunuuwe u Gusndeckom

XpaHunuwe

(I)yHKlll/ll/l, HCIOJIb3yEMBbIE€ 1JIsA paﬁoTbl C OTKPBLITBIMHU JAHHBIMHA H 00beKTaMH

CryptImportPublicKeyInfoEx2 OYHKLUSA
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CryptImportPublicKeyInfoEx2
uMnopTupyeTt mHdopMaumio 06
oTKpbroM kntove B CNG u
BO3BpallaeT AeCKpUNTop

OTKPpbITOro KJjk4a.

CryptImportPublicKeyInfoEx

OyHKUMA
CryptImportPublicKeyInfoEx
MMMOPTUPYET MHpopMaumno 06
OTKpbITOM Kkntove B CSP un
BO3BpallaeT AeCKpUNTop

OTKPbITOro KJjko4a.

CryptImportPublicKeyInfo

OyHKUMA
CryptImportPublicKeyInfo
npeobpasoBbiBaeT 1
UMMOPTUPYET MHpopMaumno 06
OTKpPbITOM KJlOYe B npoBanaep u
BO3BpallaeT AeCKpUNTop

OTKPbITOro KJjiko4a.

CryptExportPublicKeyInfoEx

OyHKUMA
CryptExportPublicKeyInfoEx
3KCNopTupyeT nHdopmaumo ob
OTKPbITOM KJIlOUYE, CBA3AHHYI0 C
COOTBETCTBYIOLIUM CEKPETHbBIM

KJIIO4OM MpoBangepa.

CryptExportPublicKeyInfo

OyHKLMNA
CryptExportPublicKeyInfo
3KCNOpTMpYeT nHpopmMauuio ob
OTKPbITOM KJllO4e,
aCCOLUNPOBAHHYIO C
COOTBETCTBYIOLWUM CEKPETHbIM

K/lO4OM MpoBangepa.

CertCompareCertificate

OyHKUMSA
CertCompareCertificate
CpaBHMBaET ABa cepTudmukaTa
ANns Toro, 4tobbl onpeaenunThb,

ABNAKTCA 1IN OHU MAEHTUYHbBIMA.
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OyHKUMA
CertComparelntegerBlob
CpaBHMBAET ABa Le04YMNCNEHHbIX
CertComparelntegerBlob
6noba onsa onpeneneHunst Toro,
npeacTasBnstoT An oHn cobol aBa

paBHbIX 4Kucna.

DKCNopTuUpyeT uHdopMauuo ob

OTKPbITOM KJ1HO4E,

CryptExportPublickeyInfoFromBCry
acCoUMUPOBAHHYIO C

ptKeyHandle
COOTBETCTBYIOLWWNM CEKPETHbIM

KJIIO4OM MpoBangepa.

DOyHKIMH KOIMPOBAHNS/1€ KOIUPOBAHUSA

®yHkuumsa CryptDecodeObject
MCMONb3YTCH AN
AeKoaupoBaHusa cepTudmKaTos,
CryptDecodeObject
CMNCKOB aHHYJIMPOBAHHbIX
ceptudukatos (COC) un

3anpocoB Ha cepTuduKaThbL.

OyHkumsa CryptDecodeObjectEx
MCNoNb3yTCa Ans
AeKoAMpoBaHMa cepTUhUKATOB,
CryptDecodeObjectEx

CMNCKOB aHHYIMPOBAHHbIX
cepTudmrKaToB M 3anpocoB Ha

cepTndmKaThbl

OyHkumnsa CryptEncodeObject
MCNONB3YTCS ANt KOAMPOBaHUS
CryptEncodeObject cepTudmKaToB, CNUCKOB
aHHYNMPOBAHHbIX CepTUDUKATOB

M 3anpocoB Ha cepTuduKaTsbl

OyHkumsa CryptEncodeObjectEx
MUCNONb3YTCA AN KOANPOBaHUSA
CryptEncodeObjectEx cepTudmnKaToB, CMUCKOB

AHHYJIMPOBAHHbLIX CepTUdnKaToB

M 3anpocoB Ha cepTuduKaTbl.

ITosryuyeHue 00beKTOB U3 YA€ HHbIX HCTOYHUKOB



http://msdn.microsoft.com/en-us/library/windows/desktop/dd433802(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/dd433802(v=vs.85).aspx

XTAN.00088-01 95 01. Kpuntollpo CSP. Npasuna nonb3oBaHUsA

CryptRetrieveObjectByUrlA

OyHKUMA
CryptRetrieveObjectByUrlA
rnosy4vyaert ob6bekT
NMHMDPACTPYKTYpPbl OTKPbITbIX

Katoyen no 3agaHHomy URL.

CryptRetrieveObjectByUrlW

®yHkuma CryptRetrieveObject-
ByUrW saBnseTtcsa unicode
Bepcuen dyHKLUn

CryptRetrieveObjectByUrlA.

JonosHuTeIbHBIE ()YHKIMHT

CryptBinaryToString

DyHKUMS NMepeBoANT ABOUYHYIO
CTPOKY B CTpOKy Base64/HEX.

CryptStringToBinary

DyHKUNSA NepeBoaAnT CTPOKY
HEX/Base64 B OBOWYHYIO
CTpPOKY.

CertFindAttribute

OYyHKLUMSA NpON3BOAMT MOUCK
aTtpmbyTa ceptudmukaTta no

naeHTndurkaTopy.

CertGetNameString

®DyHKUMSA nonyvaeT UMs
BNajesnbua unu msgaTens

cepTtudukara.

CertNameToStr

OyHKUMA Npon3BOaAUT
packoaupoBaHue mMeHu us ASN

cTpykTypbl B DN (RFC1779).

CertSaveStore

OYyHKLWA NPOM3BOAMT 3anuchb
XpaHunuwa ceptudumkaToB
(BKIOYA@s CANCKM OTO3BAHHBIX U
AOBEpEeHHbIX CepTUdUKATOB) B
BuMae CTpyKTypbl PKCS#7 wnn
6uHapHoOro gamna B NamsaTb WU

dann.

CryptFindCertificateKeyProvInfo

DYHKUMA OCYLECTBAAET NOUCK
3aKpbITOro Kswua,
COOTBETCTBYHOLIEN0 OTKPbITOMY

KJtovy cepTudmkaTa.
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OyHKkuUuuna ocyuwecTtenaetr ASN1
KOAMPOBaHWE W X3LWMpOBaHUE

CTPYKTYPpbI
CERT_PUBLIC_KEY_INFO

CryptHashPublicKkeyInfo

®yHKUMs BblpabaTbiBaeT
CryptMsgCountersign
[06aBoOYHYO MoAnuch.

OyHKUMSA BbipabaTbiBaeT
[06aBOYHY0 NOAMUCH.
CryptMsgCountersignEncoded )
(kogmpyeT cTpykTypy Signerinfo,

Kak onpegeneHo B PKCS #7).

dyHKUMA npoBepsieT

[o6aBoYHYO Moanuch.
CryptMsgVerifyCountersignatureEncode

q (,u.eKo.quyeT CTPYKTYpPY

Signerinfo, kak onpeaeneHo B
PKCS #7).

®dyHKUMA NpoBepsieT 406aBOYHYIO
CryptMsgVerifyCountersignatureEncode | moanucb. (aekoanpyeT CTPYKTYpYy

dEx Signerinfo, kak onpeaeneHo B PKCS
#7).
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10.

11.

12.

13.
14.
15.
16.
17.

18.

19.

20.

JlutepaTypa

FOCT 28147-89.TocyaapcrBeHHbI cTaHaapTt Pocaniicko ®egepauymn. Cucrembl 06paboTkn nHpopmaumu.
3awuTta Kpuntorpaduyeckas. AMropuTMm Kpuntorpadumyeckoro npeobpasosaHus.

FOCT P 34.10-94. l'ocynapcTBeHHbI cTaHaapT Poccniickoin ®epepaumm. MHpopMaunoHHasa TEXHOOTMS.
Kpuntorpadwryeckas sawuta nHpopmauun. MNpoueaypbl BoIpaboTKn 1 NPOBEPKM 3JIEKTPOHHOW UMb POBOWA
noanmcy Ha 6a3e aCMMMETPUYHOIO Kpuntorpadmyeckoro anropmTma.

FOCTP 34.10-2001.NocyaapcrBeHHbI cTaHaapT Poccuitckon ®epepaumnm. MHdopMaLnoHHasa TEXHOIOTMS.
KpunTtorpadunueckas 3awmta MHdopmaummn. NMpoueccbl oOpMNMpOBaHUSA U MPOBEPKN 3NEKTPOHHOM LM poBo#
noANUCK.

FOCT P 34.11-94. l'ocynapcTBeHHbIM cTaHaapT Poccuinckoin ®epepaunm. MHbopMauMoOHHasa TEXHOIOTMS.
Kpuntorpaduueckas sawmrta nHpopmMaunm. ®yHKLNA X3 WMPOBaAHUS.

FOCT P 34.10-12 NHdopMaumoHHaa TexHonormnsa. Kpuntorpaduyeckas sawmta nHdopmauunmn. Npouyeccol
(dhOpMMPOBaAHNA N NPOBEPKK 3NEKTPOHHOM LMD POBOM NOAMNUCK.

FOCT P 34.11-12 UHdopMauunoHHasa TexHonorua. Kpuntorpaduueckas 3awmta nHdopmauunmn. OyHKL U
X3 WNPOBAHUS.

XTHAN.00088-01 30 01. Kpuntolpo CSP. ®opmynsp.

XTAN.00088-01 90 01. Kpuntollpo CSP. OnucaHune peanusayun.

XTAN.00088-01 91 01. Kpuntolpo CSP. PykoBoacreo AgMmHucrpatopa 6esonacHoctu. Obuwas yacrb.
XTAN.00088-01 91 02. Kpuntollpo CSP. PykoBoacrtBo AaMMHUCTpaTopa 6e3onacHocTu. Micnonb3oBaHue
CK3U noa ynpasnennem OC Windows .

XTAN.00088-01 91 03. Kpuntollpo CSP. PykoBoacreo AaMmnHucrtpatopa 6esonacHocTtu. Ucnonb3oBaHue
CK3WU noa ynpasneHunem OC Linux.

XKTAN.00088-01 91 04. Kpuntollpo CSP. PykoBoacTtBo AaMnHuctpatopa 6e3onacHoctu. cnonb3oBaHue
CK3U noa ynpasneHnem OC FreeBSD.

XTAN.00088-01 92 01. Kpuntolpo CSP. NHcTpyKkums no ncnonb3oBaHuto. Windows.

XTAN.00088-01 94 01. Kpuntolpo CSP. APM BblpaboTKN BHELIHEWN FrAaMMbl.

XKTAN.00088-01 96 01. Kpuntolpo CSP. PykoBoacTBo nporpaMMucra.

[X.680-X.699]. OSI NETWORKING AND SYSTEM ASPECTS. Abstract Syntax Notation One (ASN.1)
[X.509]. ITU-T Recommendation X.509 (1997 E): Information Technology - Open Systems Interconnection
- The Directory: Authentication Framework, June 1997.

[PKIX]. RFC 2459. Housley, W. Ford, W. Polk, D. Solo, «Internet X.509 Public Key Infrastructure Certificate
and CRL Profile», January 1999.

MonoxeHne o pa3paboTke, MNpouM3BOACTBE, peanu3auum U 3KcayaTaumm  WKdpoBabHbIX
(kpunTorpaduyecknx) cpeacrs 3awmTbl tHPopmMauuu (MonoxeHue MK3-2005).

Mpukas ®AMNCHU ot 13.06.2001r. N2152 «O6 MHCTpYKLU MK 06 opraHM3aummn n obecnevyeHnn 6e3o0nNacHoOCTH
XpaHeHus, o6paboTkM U Nnepegaym No KaHasaMm CBSA3M C UCMNONIb30BAaHMEM CPEACTB KpunTorpaduryeckomn

3aWnTbl MHpOpMaUuMM C OrpaHWYEHHbIM JAOCTYNOM, He copepXXalen CcBeAeHUN, COCTaBAAKLWNX
rocyAapCTBEHHYIO TaHy».
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