127 018, MockBa, Cywesckuii Ban, a.18 /\
TenedoH: (495) 995 4820

Goxe: (455 095 4820 P KPVMTOMPO
http://www.CryptoPro.ru

E-mail: info@CryptoPro.ru v

Kpuntollpo CSP

CpeﬂCTBO Bepcusa 4.0 KC2
o 2-B

KpunTtorpaduyeckoli ase

PyKOBOACTBO aAMMHMUCTPATOpPa

3aWnTb! 6e3onacHocTn

NHdopmaumm Ncnonb3oBaHue CK3U

noa ynpaenenmem OC Windows

XKTAM.00088-01 91 02
Jlncros. 47

2016 .


http://www.cryptopro.ru/
mailto:info@CryptoPro.ru

XTAN.00088-01 91 02. Kpuntollpo CSP. PykoBoACTBO agMMHUCTpaTopa 6e3onacHocTu.
Mcnonb3oBaHue CK3W noa ynpasneHnem OC Windows

© 000 «KPUMNTO-MNMPO>», 2000-2016. Bce npaBa 3awWwmLyeHbl.

ABTOpCKMEe npaBa Ha cpeacTBa Kpuntorpaduyeckon 3awuTbl UHPOpMaLMK TuNa
«KpuntolNpo CSP» 1 3KcnayaTauMOHHYK [AOKYMeHTauuio 3apeructpyupoBaHbl B
PoccuiickoM areHTCTBE MO NaTeHTaM M TOBapHbIM 3HakaM (PocnaTeHT).

HacToawmn AoKyMeHT BXOAUT B KOMMIEKT NOCTaBKKU NporpaMMHoro obecneyeHuns CK3U
«Kpuntolpo CSP» Bepcun 4.0; Ha HErO pacnpOCTPaHSOTCA BCE YCNOBUA NULEH3UOHHOMO
cornaweHunsa. be3 cneumanbHOro nucbMeHHoro paspeweHuns 000 «KPUMNTO-MPO»
L OKYMEHT UK €ro YacCTb B 3JIEKTPOHHOM MJTM NeYaTHOM BUAE He MOryT 6bITb CKONMMPOBaHbI
M nepegaHbl TPeTbUM NMLLA@M C KOMMEPYECKON Lesbio.




XTAN.00088-01 91 02. Kpuntollpo CSP. PykoBoACTBO agMMHUCTpaTopa 6e3onacHocTu.
Mcnonb3oBaHue CK3W noa ynpasneHnem OC Windows

CoaepxaHune
AHHOTaAUMA 5
CITNCOK QOKPALLEHMIM 1utvuetistetseet s tet s e s ea s eteea s e seea s e seea e e aeea s e ae e e e e e e e e e e e e e e e e e e e e e ne e e n e s ea e e s en e nanns 6
1. OcHoOBHble TeXHUYeCKMNe AaHHble N XapaKTePUCTUKU CK3U .......coeviiiiiiiiiiiiieens 7
1.1. NporpaMMHO-annapaTHbIE CPeAbI B YHKLINOHUPOBAHM ... vueuieriueteninseensaneusastneneasensteensnsenenssnensnrenennnns 7
1.2. Cocrae CK3N 7
G 0 3oL o T i = TR 7
2. YcrtaHoBka ANCTPUOYTMBOB MO CK3U . ..vieiiiii e 9
2.1. NapameTpbl YCTaHOBKM «KPUATOTIPO CSP» V 4.0, ..cuiiuiiiiiiiiiiiii et ea e 9
B 4 1 = 11 =L 1 T 1O 2 0 1 17 12
3. O6HoBneHne «KpnnTolpo CSP V. 4.0 ..o e e 13
4. BapwaHTtbl BCcTpamBaHua «Kpuntollpo CSP» v 4.0 n «Kpuntollpo TLS» B npuknagHoe
no 14
4.1. BcrpamBaHue Ha YPOBHE CryptOAPT 2.0 . e i e e e e e e e e e s e eas 14
4.2. BCTPamBAHMNE HA YPOBHE CSP ...uiiiiiiiiiiiiiii it s s s s b s s e e s s s b s a s e ens 14
4.3. Na10/1b30BaHNE COM MHTEPMIEMOOB . e.uueuiteninitetietusateetaasestsesa st ess e eas s eas e st e sa e enaenrarenenssaens 14
4.3.1. CAPICOM 14
4.3.2. Certificate Enroliment Control (Windows Server 2003) ... .cueieiirereranernranennerranernranennsnnennsnnsnnrnnennens 15
4.3.3. Certificate Enrollment API (Windows 2008/7/2008R2/8/2012/8.1/2012R2/10)....ccvuiiriiniiiiiniiniieniennans 15
4.3.4. Certificate Services 15
4.4. Nanonb3oBaHme CK3U Ha nnatdopme Microsoft NET Framework .....cccveveiiriiiiiiiiiiiincis e nea e 15
4.5. Nanob30BaAHMNE CK3M B BEO-OP@Y3EPAX 1eu iruiennienieniienianiesrensesnsessensenesnssanssensasaaenssensessennsenseens 16
4.6. VHULIMANINBALMA OUD TTUOTEKM SOP L .. ittt iiiiiit it reeiererasresstee s rasarassseessenersrassasssenersrasnrnnsnsn 16
4.7, 3ABEPLUEHME CECCUM tuuririsisisinsnsneneseeeesssss s s s s easassesensssssssssasasnsnsnssssssesesssssesesnsesnnsesenesenenensnens 17
S T o T<(oTe] == 1 E I STt o] a = Lo 2 o Yo PP 17
5. CocTtaB 1 Ha3HayeHne KOMMNOHeHT nporpaMMHoro obecnevenns CK3MU................ 18
5.1, COPBUCHDIE MOLYI M cueuiuinininiaitittees e etetesesaneaeeeeseae e e e s s s s s sasa e s sasssasnsnensnsnsnsnsnsnsnsnsnsnsnssressnsnnnen 18
5.1.1. Moy b KOHTPOSA LLESIOCTHOCTU AUCTPUOYTUBA ..uvueniinieniinieniansesansessss st sasssasasastsassnsnsensensenss 18
5.1.2. AncrpubyTtnel 8
5.1.3. MOAY b KOHMUIYPALMM «..eueuieneniensensenssnsenssssenssnssassnssnssnssnssnssassnseasssssnsssssssnsesnsssetsssnernensensennenns 18
5.1.4. MOAYIb WIPEFIIE v 18
5.1.5. Moay/ib KOHTPOJIA LLENOCTHOCTU B APAMBEPE ..vueuettnineneusteeuansessssseasnssesnsnnenstsesnseasnssnsnsnrensnsnnennes 18
5.2. Moaymm Hacrpovikn nogancreMbl TPOrpaMMHON COK OC WINAOWS .....ovuivnienieiiiiereeeceeeeseeeeaeennas 19
5.2.1. Mogynb pacwmpeHms n HACTPOMKMN CryPEOAPT 2.0, ... uuieiiiiiiiiiiii e e e e e e 19
5.2.2. Moaynu nHnyranusaumm HacTporKn BCTPOEHHOM noacucteMbl nporpaMmHoii COK OC Windows.............. 19
5.2.3. Moaynb HacTtporkm Ang cucTeMHOTO DLL Crypt32.dll ...ceveiiiii i 19
5.2.4. Moaynb HacTporkm ana cucteMHOTO DLL inetcomm.dll .....oiiriniiii i e 19
5.2.5. Mogynb HacTporkm ang cucteMHOro DLL certom.dll......ovvieiiiiiiiii 20
5.2.6. Moy b HacTponkm anst cUCTEMHOTO DLL wWininet.dll......ovvrii i e ae e 20
5.2.7. Moaynb HacTtporkn ang cucteMHOro DLL advapi32.dll ..o 20
5.2.8. Moaynb Hactponky anst cUCTEMHOTO DLL Kerberos.dll......ccviiiiii i e e 20
5.2.9. Moaynb HacTpoikn TLS20
5.2.10. MoAY /M HACTPOMKIN MS OffiC 1 .uueieiniietiteit ittt et ettt e e et e e e et e e e et e e e s a et e e e ne e rannaneaeenen 20
oI I R\ (o AV 31 =T T 1 T N | P 20
5.2.12. Moay/lb HACTPOMKUN KOHTPOIIEP@ [AOMEHA ... e uuenesnesnesnesnesnssnssnssssnesnsssssnssnssnsssennssnsnnemnssnemnsnnennsnnes 21
5.3. Kpuntonpoangaep «KpUMITOMPO CSP» V 4.0, . .cuiiuiiiiiiiiiiier et s et s e s et s en e e e nenas 21
5.3.1. UHTepdencHas 6MBIMOTEKA KPUMTOMPOBAMMEPA «tuvururnrrenenernanrnesansaeseaesssnsaeessnsaerssnsaeessnesnenenernenes 21
5.3.2. UHTepdeicHas 6MbamoTeKka KPUMTOrPAMUUECKOTO CEPBMCA .. uuuturnrrrenersrnsnranssenerssnessrnsnranssenesnrenennenes 21
5.4. CK3U «KPUMTOITPO CSP» V 4.0 .. uuiuiiniiiiiniiiiiiiiii i s s s s s e s s s s b s areass 21
5.4.1. Peanmzaumnsa CK3M B opMe CEPBNCA XPAHEHUS KITHOUEM L .uuuersieintsiseneiaiastaassssssssnesasnseasssassasnsneassns 21

5.4.2. Peanmsauuns kpuntonposaigepa B HopMe NOATPYKAEMBIX BUBITMOTEK ..uviuiriieiiiiiiiiiiiiiiiesieaesaeeeaans 21




XTAN.00088-01 91 02. Kpuntollpo CSP. PykoBoACTBO agMMHUCTpaTopa 6e3onacHocTu.
Mcnonb3oBaHue CK3W noa ynpasneHnem OC Windows

5.4.3. Peanmzauuns kpuntonposaiaepa B dopMe ApamiBepa SAPA OC. .. .cvriiiiiiiiiiiiiieiiiiissnisnesesisnesasaneaeans 22
5.4.4. IHTEPMEMNCHBIE MOLY I LCH Louttiiititiiet ittt sttt e e e e e e e e et e et e e st e e e et r e e s e e e e s e e neenaeananes 22
5.4.5. MaHenb ynpasneHus pecypcamm CK3N «KpnUnToMNPO CSP» V 4.0....ceieiiiriiinieineneenesiesnennanesnnsnneneenens 22
5.5. Moaynb ayTeHTUPUKALMM B LOMEHE WINAOWS .. eueuieienieieeiteereeeaenseseensesnsesasessnsnseasnsensnensensnsnnennes 22
5.6. Moaynb noaaepxkn ceteBor ayTeHTUMOUKAUNMN KPUMTOMPO TLS. ..o e ee e 22
5.7. Noaancrema nporpaMMHON COK «KPUATOMPO CSP» V4.0 ... ittt e e e e e 22
5.7.1. UHTephenc AOCTYNA K KIIOUEBBIM HOCUTEIIAM 4 .uuuinesntnesanenesasnsssssssssnsesasssnssssneserssienesssnesssienesnsns 22
5.7.2. UHTepdencHble Moy M YCTPONCTB XPaHEHUS KIIIOHEBON MHMOPMALMM . vuuereeinineitiaeraseesssnesnanenesaanss 23
5.7.3. BubnvoTteka noaaep>XKn A OCTYNA K KIIOUEBBIM HOCUTEIIAM .u.uuuueueineeseisensenssnsensssaessesssntenesneenesneenernens 23
5.7.4. Moaynb ASN1 23
5.7.5. Ucnonb3oBaHme KAoUEer PEECTPA WINAOWS ...uurieiieie s it sesss e sesesaesnesasanesesansnnsnesaneaneanenneneeness 23
6. Kpuntorpaduyeckmnin nHTepdenc CryptoAPI 2.0 ..vvviiiiiiiiiiirreeese e e 25
7. BctpanBaHue CK3U B NPUKNAAHOE O ... e 27
8. 0OcobeHHOCTN paboTbl peXKnMa YCUNEHHOTO KOHTPONS UCMOJIb30BaHUS KKOYen... 28
9. TpeGOBaHMFI no opraHnM3aunoHHO -TEXHNHYECKUM N aJMUHNCTPAaTUBHBbIM MepaM
ob6ecneyeHns aKCMYaTaUMM CK3U ... e 30
10. TpeboBaHUS MO 3AUMTE OT HCL. . .uiiii it n s eneaans 32
10.1. OpraHn3aumoHHO -TeXHUYE CKME Mepbl 3aLLUUTBI OT HC ... vuieieiiiiie et e e e e e e e 32
10.2. Hacrpomka arcremHoro peectpa OC Windows npu yCTaHOBKE CK3W ....cuvviiiiriiiiiieiieneivenensreneennenas 34
10.3. anonb3oBaHme CK3U o craHaapTHbIMU NporpaMMHbIMU cpeacTBaMU COK .. ...cvviviiiiiiiiiiiniee e 34

10.4. TpeboBaHus no opraHmnsaummn CK3M ceTeBOro noAKOYEHNS K KOPNOpaTMBHBIM CETAM M ceTaM obLuero
nocryna. 35

11. TpeboBaHMA N0 KPUNTOTPADUUECKOM BALLUMTE ..vueuenenenenrnrnrereneensnsnsnsnsnsnsnrenenenens 36
MpunoxxeHne A. KOHTPOJIb LLEJIOCTHOCTM MPOrPAMMHOTO OB IEUEHMS 1.vvivrinitienisieenesnensaesnssnsssrensneenenen 40
A.1 KOHTpO/b LLeNOCTHOCT NPOrPaMMHOIO obecrneyeHmst C MOMOLLBK aJIfOPUTMOB X3 LUMPOBAHMS. vuvvvuerrenenenennss 40

A.2 KOHTPOAb LLeNOCTHOCTN NPOrpaMMHOI0 obecneyeHnst C MOMOLLBIO @/ITOPUTMOB MOATIMCHU cuvvverrennieenennnnennens 42
Mpunoxenne B. Cnyx6bl cepTudmnkaunm onepauMoHHON aUCTEMbI WINAOWS.......vvivieiiiiiieiniieie e 44

MpunoxkeHue B. YrpaBieHNE NPOTOKOSMPOBAHMEM ..vuuueueneneneneneesensnsnsnssssnsnsnsnsnmnsnsnsnmnmnrnrnmnmreremnmnnes 46




XTAN.00088-01 91 02. Kpuntollpo CSP. PykoBoACTBO agMMHUCTpaTopa 6e3onacHocTu.
Mcnonb3oBaHue CK3W noa ynpasneHnem OC Windows

AHHOTAUMA

HacTtosiwee PyKkOBOACTBO AononHSAeT AOoKyMeHT <«XTAM.00088-01 91 01. Kpunrtollpo CSP.
PykoBoacTtBo apgMuHucTpaTopa 6e3onacHocTtu. O6was 4JacTb» npu  ucnonb3oBaHum CK3U nog
yrnpasneHneM onepaumoHHbix cuctem Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10.

NHCTpyKL MK aAMUHMUCTpaTopam 6e3onacHoOCTH n nosib3oBaTensamMm pa3NnyHbIX

aBTOMaTU3NPOBaAHHbIX cuUCTeM, ucnonb3sywmx CK3W  «Kpuntollpo CSP» v 4.0, [OMXKHbI
pa3pabaTbiBaTbCs C y4eToM TpeboBaHWA HAaCTOALWEro AOKYMEHTa.
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Cnuncok cokpalleHui

APM ABTOMaTU3NpOBaHHOE paboyee MecTo
r™Ma MBKMIN MarHUTHbIN O UCK
Acu JaTunk cnydarHbix Yncen
HDD XecTknii MarHUTHbIN AUCK
HCA HecaHKUMOHUPOBaHHbIN 4,0CTyn
ocC OnepaunoHHas cncrtema
no MporpamMMHoe obecnevyeHne
PernamenT COBOKYMNHOCTb MHCTPYKLUWI W 4 pYyron pernvaMeHTmpyrou.leﬁ AOKyMeHTaummn, obecnedmnBsatoLlemn
PYHKLMOHMPOBaHNE aBTOMaTU3MPOBAHHOM CUCTEMBI BO BCEX PEXMMAX.
CepTudukar D NEeKTPOHHbIV AOKYMEHT, MOATBEPXAAIOLWMA MPUHAANEXHOCTb OTKPbITOrO K/lo4a 1 onpeaeneHHbIX
aTpubyTOB KOHKpEeTHOMY aboHeHTy
Cepmudumkayus Mpouecc n3rotoBrieHUs cepTndmKaTa OTKPLITOro Kjtoua aboHeHTa B LLeHTpe cepTudunkaumm
CoK Cpena @yHKLMOHMPOBaHNSA KPUNTOCPEACTBA
CK3U CpeacTtBo kpunTorpaduryeckon 3awmTbl MHGOPMa LUK
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1. OCHOBHble TeXHUYEeCKMe aaHHble N xapaktepuctmkm CK3U

1.1. MNporpaMMHo-annapaTHble cpeabl OYHKLNOHNPOBAHNS

CK3M XTS5N.00088-01 dyHKUMOHMPYeT noA ynpasneHnem OC Windows B nporpaMMHo-
annapaTHbIX cpejax:

Windows 7/8/8.1/10/Server 2003/2008 (x86, x64);
Windows Server 2008 R2/2012/2012 R2/2016 (x64).

MpumeyaHue: Mpu akcnayaTauun CK3M HEO6X0AMMO Yy4YMTbIBaTb, YTO MOPAAOK M CPOKWM 3KCMy aTtauum
OMNepauMoHHbIX CUCTEM, B cpeae KoTopbix dyHKUMOHMpyeT CK3W, onpeaensoTcss npov3BoAUTENSIMU
OMepaLMOHHbIX CUCTEM.

1.2. Coctas CK3U
McnonHeHne 2-Base knacca 3awmtbl KC2 BbINOJIHEHO B COCTaBe:

— KpUNTOCEPBMUC;

— KpunToapameep;

— Moaynb ceTteBol ayTeHTudukaumm (Kpuntollpo TLS);

— Mmoaynb 06paboTkn ceptudmkatos u CMS npotokona;

— YTUAnUTa BbiIpabOTKW BHELLUHEN raMMbl;

— YTWIUTA KOMaHAHOW CTPOKMU;

— MoAyNb ayTeHTudUKauum nonb3osaTtens B goMeHe Windows;
— MoAaynb noaaepxku uHtepderica Mozilla NSS;

— cepBucHble Mmoaynu (cpverify, wipefile, stunnel);

- 6ubnunoteka, obecneumBalowas MoAKAOYEHNE U (YHKLMOHUPOBAHUE KITOUYEBBLIX HOCUTESNEN
(RDK)
N HYHKLUMOHMPYET B rpynnax nporpaMMHo-annapaTHbix cpeg n.1.1.

1.3. KntouyeBble HOCUTENU
B KayecTBe KJIHOUYEBbIX HOCUTENEN UCMNONb3YIOTCS:

-™MA 3,5”, USB aucku;

— Cmaptkaptbl GEMALTO (GemSiml, GemSim2, Optelio, OptelioCL, OptelioCL2, Native);
— eToken, Jacarta;

— USB-TokeHbl PyTokeH 3L (Flash, Bluetooth), PyTokeH Lite Novacard;

— CMmapTkapTbl PyTokeH Lite SC, PyTtokeH DU SC;

- Rutoken S;

- Novacard;

— CmapTtkapTtbl PUK (OCKAP 1, OCKAP 2, Maructpa, TRUST, TRUSTS, TRUSTD);
— CmapTkapTa Y3K;

— Cmaptkapta MS_KEY K;

— ESMART Token;

— CMmapTtkapTtbl Athena IDProtect, MorphoKST, Cha cardOS, Cha JCOP;

— CMmaptkapTbl AnnoT INPASPOT Series, SCOne Series;
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— Pasgen HDD TM2BM (B Windows - peecTp);

- Mpentndmkatopbl Touch-Memory DS1995, DS1996.

Mcnonb3oBaHMe  KHOYEBbIX HOCUTENel B  3aBUCMMOCTM  OT  MPOrpamMMHO-annapaTHOM
nnaTtdopMbl oTpaxeHo B XXTSN.00088-01 30 01. CK3U «Kpuntollpo CSP 4.0». ®opmynsap, n. 3.8.

1. B cocraB aucrpubytmsa CK3U BxoaaT 6Mb6aMoTekM NoaAepPX KM BCEX NEPEUNCIEHHbBIX HOCUTENEN, HO
He BXxoAaT apaneepbl ansg OC. o Bonpocam nojlydeHus apanBepoB HeobxoanmMo obpawaTbcsa K
NpOW3BOANTENSAM COOTBETCTBYIOLNX YCTPOMUCTB.

1. XpaHeHue 3akpbITbiX kntoyen Ha HDD M2BM n USB auckax (B peectpe OC Windows, B pa3aene
HDD npwu paboTe nog ynpasneHmem gpyriux OC) gonyckaeTcs TONbKO NP YCNOBMKW pacnpocTpaHeHus
ll!_.__“ Ha HDD, USB aunck nnm Ha M23BM c HDD Tpeb6oBaHU No obpalleHnto C KNKYEBBLIMU HOCUTENSAMU
(n.6.7 XXTAN.00087-01 91 01. PykoBoacreBo agMnHuUcTpaTopa 6e3onacHocTmn obuwas 4acrb).

2. Bce BbllenepeyuncrieHHble HOCUTENIM UCNONb3YTCHA TOJIbKO B KAYeCcTBe NacCUBHOMO XpaHWUAULLa
KNto4YeBon MHpopMaunm 6e3 NCnoNb3oBaHMA KpUNTorpadryecknx MEXaHM3MOB, peaM30BaHHbIX Ha
CMapT-KapTe/ToKeHe.

3. Ncnonb3oBaHne HocUTENEN APYrMX TUMOB - TOJIbKO MO cornacosaHuto ¢ ®CHb Poccnu.
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2. YctaHoBka auctpmbytmmeos NO CK3U

YcTaHoBka puctpumbyTtmBa <«Kpuntollpo CSP» v 4.0 gosmkHa MNpovM3BOAUTCS MNOJSib3OBaTeneM,
MMeLWmnM nNpaBa agMMHUCTpaToOpa.

Onsa yctaHoBkn CK3U «Kpuntollpo CSP» v 4.0 cHayana HeobxoAMMO yCTaHOBUTb MpoBanaep,
a 3aTeM yCcTaHaB/NMBaTb OCTaljibHble MOAY/N, BXOASLIME B COCTaB KOMMAEKTauuu.

Ona ycTaHOBKM MporpaMMHOro obecrneyeHms BCTaBbTE KOMMAKT-AUCK B MPUBOA CUUTbIBATENS.
N3 npepnaraeMbix AUCTpUOYTMBOB BbibepuTe AUCTpUOYTMB, noaxoAswuni ans Bawen onepauuoHHOM

CUCTEMbI, UMEKLWNA HYXHbIM BaM knacc 3awuTtbl U yao6HbIM Ans Bac SA3bK YCTaHOBKW. 3anycTure
BbINOJIHEHNE YCTaHOBKMU.

ﬂ Ycranoseka "Kpuntollpo CSP 4.0.9799" X

Bac npuBeTCTByeT NporpaMMa yCTaHOBKH
"Kpuntollpo CSP (KC2)"

MporpamMMa BeINoNHUT ycTaHosky "KpunTtolpo CSP 4.0.979%"
Ha KoMnbioTep. [AnA NPOAOMKEeHUA HakMUTE KHONKY “flanee”,

-~ MPEAYNPEXAEHVE: JaHHas nporpamMma 3alMileHa 3aKoHaMu
| S — 06 aBTOpPCKMX MPaBax U MEXAYHEPOAHBIMA COTNALIEHMAMA,

< Haszaa Oanee > OTtMeHa

PucyHok 2.1 - MacTtep ycraHoBku «Kpuntollpo CSP» v 4.0.

Onsa panbHenwen yctaHoBku Kpuntollpo CSP HaxmuTe [anee.

Mocnepytowas ycTaHOBKa MpPOM3BOAMTCSA B COOTBETCTBUMM C COOOLWEHMSMW, BbiaaBaeMbiMu
nporpamMmort  yCcTaHOBKW. B npouecce ycTaHOBKM 6yaeT npeanoXeHo 3apernctupuvpoBaTthb
OOMNOJSHUTENbHbIE CUYUTbIBATENN  K/OYEBOW WHMOpPMauun, LOMNOJHUTENbHblE AATYMKKU  CJy4YalHbIX
ynucesn WIM HaCTPOUTb KPUMTOMPOBaWAEp Ha WMCMNOMb30BaHME CAYXObl XpaHeHus kno4veil. Bce aTum
HaCTPOMKM MOXHO MPOM3BECTU KakK B MOMEHT YCTaHOBKM KpUMNTONpoBanaepa, Tak n B Ntob6ON MOMEHT
nocJsie 3aBepLleHnst yCTaHOBKW Yepe3 naHenb CBOWCTB.

Mocne 3aBeplUeHMst YCTaHOBKW AUCTpuBYTMBA Heob6X0AMMO MpOM3BECTU Mepesarpysky
KoMMbloTepa.

2.1. MapameTpbl ycTaHoBkn «Kpuntollpo CSP» v 4.0.

Mpn yctaHoBke <«Kpuntollpo CSP» v 4.0 MOXHO WCNOAb30BaTb pas3/iMyHble napaMeTpsbl
KOMaHAHOM CTPOKW, BAUSIOLWLME Ha YCTaHaB/MBaeMble KOMMOHEHTbI, HayaabHYyl0 HAaCTpPOWKY MpoAyKTa
uT.A.

Onsa nx ncnonb3oBaHMs HeobxoAMMO 3anyCcKaTb YCTAaHOBKY criefytowmMm obpasom:
msiexec /i <NOSIHbIA UNU OTHOCUTESbHBLIM NYTb K .msi-danny> <napaMmeTpbl>

Cneaywouime onuum no3BonsOT He yCTaHaBAMBaATb COOTBETCTBYOWME BUBANOTEKN NOAAEPKKN:
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NODALLAS =1
NODS=1
NODSRF =1
NOEMV=1
NOFLOPPY =1
NOJCARD=1
NOPCSC=1
NOREGISTRY =1
NORIC=1
NORUTOKEN=1
NOSABLE=1

Hocutenun Dallas

CuutbiBaTenu Dallas

JCH «[lMocnenoBaTenbHOCTb MNOCTaBLLMKa»
Kapta EMV

CuutbBaTENbL ANCKET

KapTbl JCard

PC/SC

CuntbBaTenb «PeecTp»

KapTtbl RIC/OSCAR

Hocutenb Rutoken

Cobonb

Cnepgylowme onuuu no3BOASAKT YNpaBnsaTb perncrpauven noggepxxkmsaemoro obopyaosaHus
BO BpeMs ycTaHoBku <«Kpuntollpo CSP» v 4.0 (3HauveHune «0» oO3HauyaeT <«OTK/KUUTb OMLUIO>»;
3BE3404YKOIM OTMeYeHbl ONUUK, BKIKOYEHHbIE MO YMOJSIYAHUIO):

REGETOKEN=1

REGFLOPPY =6yKkB bl
REGPNPFLOPPY =1

REGDSRF =nyTb

REGDS14 10E=nopThbl

REGDS9097E=nopThl

REGDS9097U=nopThl

REGDS199X =1
REGOSCAR=1
REGOSCAR2=1
REGTRUST =1
REGTRUSTS =1
REGTRUSTD=1
REGPNPPCSC=1
REGALLPCSC=1
REGREGISTRY =1
REGRIC=1
REGRUTOKEN=1
REGSABLERDR=1

3aperncTtpmpoBaTb BCEe HOCUTENn «Alladin eToken» *
(oTaoenbHble TUNbI; REGETOKENJAVA10, REGETOKENJAVA10B,
REGET OKENMA420, REGETOKENM420B, REGETOKEN16,
REGETOKEN32, REGETOKENR?2)

3aperncTpupoBaTb CUMTbIBATENb <«AUCKETa» Anst 6yKB, YyKa3aHHbIX
yepes 3anaTyto

3aperncTpupoBaTb CUnTbiBaTENb «BCe CbeMHblE HOCUTENN» *

3apernctpuposate [ACH «[llocnegoBaTenbHOCTb MOCTaBLMKa» U
3agaTb NyTb (6e3 «\» Ha KoHue) K nanke ¢ dsrfnet

3aperucTtpmpoBaTb cuuTbiBaTenb «DS1410E» (cnmMcok nopTtoB 4yepes
3anartyt: LPT1,LPT2,...)

3apernctpupoBaTtb cuuTbiBaTenbs «DS9097E» (cnmMcok nopToB 4vepes
3anaTtyt: COM1,COM2,...)

3apernctpmpoBaTb cuuTbiBaTenb «DS9097U» (CNUCOK NOpToOB 4yepes
3anaTtyt: COM1,COM2,...)

3apernctpupoBaTb HocuTenb «DS199x»

3apernctpupoBaTb HocuTenb «Ockap»

3apernctpupoBaTb Hocutenb «Ockap2» *
3aperucTtpupoBaTb HocuTenb «Marmctpa» *
3apernctpupoBaTb Hocutenb «Marmctpa CbepbaHk/BGS» *
3aperucTtpmpoBaTb HocuTenb «Marmctpa Debug» *
3aperucTpmpoBaTb cumuTbiBaTenb «Bce cumtbiBaTenn cmaptkapT» *
3aperncTpmpoBaTb NOAK/OUYEHHbIE CUUTbIBATENM CMapTKapT
3aperucTpupoBaTb cuuTbiBaTenb «PeecTp»
3apernctpumpoBaTb Hocutenb «PUK»

3apernctpupoBaTb Hocutenb «Rutoken» *

3aperncTpupoBaTth cuuTbiBaTe b «Co60/b»

10



XTAN.00088-01 91 02. Kpuntollpo CSP. PykoBoACTBO agMMHUCTpaTopa 6e3onacHocTu.
Mcnonb3oBaHue CK3W noa ynpasneHnem OC Windows

REGSABLERND=1
NOETOKENWL=1
NOOSCAR2WL=1
NOTRUSTWL=1

NOTRUSTSWL=1

NOTRUSTDWL=1
NORUTOKENWL=1

3apeructpuposaTtb ACH «Cobonb»

He peructpupoBaTb HocuTenu «Alladin eToken» ana Winlogon
He peructpupoBaTb HocuTenb «Ockap2» ana Winlogon

He peructpupoBaTb HocuTenb «Marmctpa» ans Winlogon

He peructpupoBatb Hocutenb <«Maructpa Cb6epbaHk/BGS» ans
Winlogon

He pernctpupoBaTtb HocuTenb «Marmctpa Debug» gnsa Winlogon

He pernctpupoBaTb Hocutenb «Rutoken» gna Winlogon *

YnpasneHve pexumamu paboTbl:

CPCSPR=1

MEDIACSPS=1

CACHED=N

CSPDELETEKEYS=1

Onsa  Bepcum KC1l nos3BonsieT BbibpaTb pPeXuM
CNy>x6bl XpaHeHnsa Ktouen (ToNbKO Npu yCTaHOBKE)

PernctpupoBaTb B cCuCTeMe OTAeNbHbIA MpoBanaep
ANS KaXxAoro Tuna KI4YeBbiX Hocutenen (TosbKo
npu yCTaHOBKE)

HacTpolika kawwupoBaHua knwoden. Ecnam N=0, TO
Bbik/to4HeHO, ecnm N>0, To 3agaeT pa3Mep Kawa
(ToNbKO NpW yCTaHOBKE M TONBKO A/ peXxuma
CNyX6bl XpaHeHns Kito4en)

Mpn vypaneHunm npoaykKTa yAanuT TaK Xe Bce
HaCTpPOMKM U BCE KJIIOUEBbIE KOHTEMHEpPbI U3
peecTpa

Bknountb peEXunM YCUNEHHOro KOHTPOJIA

STRENGTHENEDKEYUSAGECONTROL=1 wucnonb3oBaHus knt4den (TONbKO MpU yCTaHOBKE;

peXxum obsizaTeneH K VICI'IO}'Ib3OBaHVIPO)

YKaszaHue CepuiHbIX HOMEPOB IULLEH3UN:

PIDKEY = Mcnonb3oBaTb yKasaHHbIM CepuitHbin HoMep CSP

WLPIDKEY = Mcnonb3oBaTb yKasaHHbIM cepuitHbin HoMep Winlogon

RPPIDKEY = Mcnonb3oBaTb yKasaHHbIN CepuiiHbii HOMep Revocation Provider
OCSPAPIPIDKEY = Ncnonb3oBaTb yKasaHHbIM cepuiiHbin HoMmep OCSP Client
TSPAPIPIDKEY = Ncnonb3oBaTb yKasaHHbIM cepuiiHbin HoMep TSP Client
CraHpapTHble napameTpbl  Windows Installer (nogpobHee - CM. [OKYMeHTauMio:

http://msdn.microsoft.com/en-us/library/aa367988.aspx):

INSTALLDIR=
INSTALLDIR64 =
REBOOT=R

ADDLOCAL=Moaynu

REMOVE=moaynu

lMyTb yCcTaHOBKM
MyTb yCTaHOBKMW ANs 64-pa3psHblX KOMMOHEHT
He nepesarpy»xaTb KOMMbOTEP MNOCJIe YCTAHOBKM

3ajaeT CMMCOK JAOMOJSIHWUTENbHbIX MoAyneil, KoTopble crneayet
YyCTaHOBUTb (cnucok yepes 3ansaTyto). CyuwiecTByiowme
[IOMOJIHUTENbHbIE MOAYNU: reprov, driver, compat.

[lna y>Ke yCTaHOBJIEHHOro NpoAyKTa yAanseT yKa3aHHble Moaynu
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JononHnTenbHble napaMeTpbl.

/qb ycTaHoBKa 6e3 MacTtepa
/an ycTaHoBKa 6e3 OKOH
/L*v dann co3aaHue XypHania yCTaHOBKMU

Ona ypaneHuna Kpuntollpo CSP:
msiexec /x {54A08450-B343-40B0-924E-68F031450996}

Mpumepbl:
msiexec /i "d:\KpunTollpo CSspP 4.0\csp-win32-kc1-rus.msi" INSTALLDIR="d:\csp" /L*v
"c:\temp\csp.log" /qgb

B ykasaHHOM npuMepe 3anyckaeTcs .msi-gain, pacnonoxeHHor no agpecy d:\Kpuntollpo
CSP 4.0\csp-win32-kcl-rus.msi, ycTaHoBKa mnporpaMMHoro obecnedyeHusa 6yaeT MNpoM3BOAUTLCS B
avpekToputo d:\csp, XypHan ycTaHOBKkM 6yaeT HaxoauTbCs Mo agpecy c:\temp\csp.log, ycTtaHoBka
6yneTt BbINOJHATLCS 6e3 MacTepa.

2.2. YpaneHue MO CK3U

PekoMeHayeTCs cHadana yaanuTb YCTaHOBJIEHHbIE MPOAYKTbl Yepe3 «YCTaHOBKY W yAasieHue
nporpaMmm», nepesarpy3nTb KOMMbOTEP, WU 3aTeM 3anyCTuTb cspclean.exe. YTunuTta npegHasHa4veHa
ONS OYUCTKM KOMMblOTepa OT He yaanéHHbiX 35emMeHToB npoayktoB KPUMTO-TMPO. T[locne
3aBepleHus paboTbl yTunuTbl 0683aTenbHO nepesarpy3nte KOMMblTep.

12



XTAN.00088-01 91 02. Kpuntollpo CSP. PykoBoACTBO agMMHUCTpaTopa 6e3onacHocTu.
Mcnonb3oBaHue CK3W noa ynpasneHnem OC Windows

3. O6HoBneHue «Kpuntollpo CSP v 4.0»

Onsa obHoBneHua «Kpuntollpo CSP» v 4.0 Ha OC Windows Heob6xoamMmo:

— 3aNOMHUTb TeKYLUY KoHdurypauuwo CSP (ycTaHoBneHHble ACY, cuuTbiBaTENU, HOCUTENM,
napameTpbl aJirfOPUTMOB MO YMOJYAHUIO U T.M.);

—yAanuTtb wratHeiMu cpeactesamm OC anctpubyTtms Kpuntollpo CSP;
— YCTAQHOBUTb @HaNOMM4uHbin HOBbIN ANCTpunbyTMB Kpuntollpo CSP;
— MpY HeobX0AMMOCTN BHECTU U3MEHEHUS B HACTPOMKM.

Kntoun n CepTVICbVIKaTbI COXPaHAKTCA aBTOMATUYECKMN.
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4. BapwuaHTtbl BcTpamBaHua «Kpuntollpo CSP» v 4.0 n «Kpuntollpo TLS» B
npuknagHoe MO

4.1. BcTpamBaHue Ha ypoBHe CryptoAPI 2.0.

«Kpuntollpo CSP» v 4.0 wMoxeT ObmTb WCMOAb30BAHO B MPUKIAAHOM MPOrpamMMHOM
obecneyeHun (kak u nwboli aApyron KpunTonpoBangep, nocTaensiembii ¢ OC Windows) uepes
nHTepdelic CryptoAPI 2.0, onucaHve KOTOpPOro npuBeAeHO B MNpPOrpaMMHOM AOKyMeHTauum MSDN
(Microsoft Developer Network):

http://msdn.microsoft.com/en-us/library/windows/desktop/aa380239.aspx.

B aToM cnydae cnocob Bbibopa KpunTorpaduyeckoro anroputMa B npuknagHom MO moxeT
onpefenaTeCs  MAEHTUMUKATOPOM  anroputMa  OTKpbITOro  KfK4va  oTnpasuTens/nonydartens,
coaepxauwerocs B ceptudukarte X.509.

BcTtpamBaHme Ha ypoBHe CryptoAPI 2.0 no3sonsetr BOCMNOAb30BaTbCs HAboOpoM yHKLMA,
pewatowmx 60nbWMHCTBO Npobnem, CBA3aHHbIX C npeacTaBseHneM (dopMatamMu)  pasanUHbIX
KpunTorpadumyeckmx coobuweHnit (noanucaHHbX, 3awundpoBaHHbIX), crnocobamMu npeacTaB/ieHUs
OTKPbITbIX KAO4Yen B Buae UMDPOBbLIX cepTUdukaTtoB, cnocobamMm xpaHeHUs U nouvcka ceptudukaToB
B pas3/IMYHbIX crnpaBoYHWKax, Bkito4vasa LDAP.

®yHkuum CryptoAPI 2.0 no3BOMAKT MOSHOCTLIO peanu3oBaTb npeacTasfeHMe u obmeH
OAHHbIMWM B COOTBETCTBUM C MeXAyHapoAHbiMM pekoMeHaauusamm u UHdbpacTpykTypoit OTKPbITbIX
Kntouelr (Public Key Infrastructure).

4.2. BcTpanBaHue Ha ypoBHe CSP

«Kpuntolpo CSP» v 4.0 MoxeT ObMb HenoCcpeaACTBEHHO WCMOJIb30BAHO B MNPUKIALHOM
nporpaMMHOM obecrneveHun nNyTeM 3arpy3kum Moayns € ucnosb3oBaHveMm dyHkuum Loadlibrary(). Ans
3TUX UeNel B KOMIJIeKT nocTaBku BkAw4aeTcs XTHAW.00088-01 96 01 «Kpuntollpo CSP. v 4.0
PykoBoaCcTBO nporpaMmucTa», oOnNuUcCbiBalowee cocTaB GyHKUMin un TecTtoBoe [10. [pu Takomn
peanusauumM  npuknagHoMmy O JOoCTyneH JiMWb  OrpPaHUYEHHbIM  Habop  HWU3KOYPOBHEBLIX
Kpuntorpadunyeckmx dyHKLUUA, COOTBETCTBYOLWMIA nHTepdency Microsoft CSP.

4.3. Ncnonb3oBaHne COM wuHTepdelicoB

«Kpuntolpo CSP» v 4.0 mMoxeT B3aMMOAENCTBOBaTb CO ciaeaytowunmm COM wmHTepdencamm
pa3paboTku Microsoft:

— CAPICOM;

— Certificate Enrollment Control;
— Certificate Enroliment API;

— Certificate Services.

4.3.1. CAPICOM

CAPICOM  (peanusoBaH B (¢anne capicom.dll) npegoctasnser COM wuHTepdelic,
NCMONb3YKOLWNIA OCHOBHble (yHKUMM CryptoAPI 2.0. DTOT KOMMOHEHT siBAseTCs fob6aBNeHUeM K yxe
cywecTtsytoweMmy COM uHTepdeincy Certificate Enrollment Control (xenroll.dll), koTopbii peanusytoT
K/IMEHTCKME (QYHKUMM reHepauum KJK4Yen, 3anpocoB Ha ceptudukaTbel U obMeHa ¢ LleHTpoM
Ceptudukaunu.

CAPICOM no3BonseT ucnonb3oBaTb QYHKUMM HOPMUPOBAHMUSA U TMPOBEPKU 3DNEKTPOHHOM
noAnMCKM, TMOCTPOEHUS W TMpPOBEPKM Lenoyek cepTudukaTtoB, B3aMMOAENCTBUS C  PpassIMYHbIMU
cnpaBo4YHMKaMn cepTtudukaTtos (Bkawdas Active Directory) ¢ wmcnonb3osaHuem Visual Basic, C++,
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JavaScript, VBScript n cpeabl paszpabotkun Delphi. Ucnonb3zosaHne CAPICOM no3BonsieT peannsoBaTb
dYHKLMOHANbHOCTb «TOHKOrO» KJIMeHTa B MHTepdence 6pay3sepa Internet Explorer/Microsoft Edge.

CAPICOM gBnsetcs cBob0oAHO pacnpocTpaHsieMbiM, U MocTaBasieTcs B cocTaBe Redistributable
MHCTpyMeHTapus paspabotumka Microsoft Platform SDK.

4.3.2. Certificate Enrollment Control (Windows Server 2003)

COM wuHTepgeric Certificate Enrollment Control (peanusosaH B danne xenroll.dll)
npeAHasHayeH AN MCMNONb30BaHMA OrpaHuYeHHOro konudectsa @yHkuunin CryptoAPI 2.0, cBSi3aHHbIX
C reHepauuen Kiw4ein, 3anpocoB Ha cepTudukaTbl U1 06paboTkon cepTUDUKATOB, MOJYYEHHbIX OT
UeHTpa CepTudukaumm C MCNONb30BaHMEM $3bIKOB nporpammmpoBaHms Visual Basic, C++,
JavaScript, VBScript n cpeabl paspabotku Delphi.

OTOT WMHTepdenc mncnonb3yrT pasnndHbie LleHTpbl Ceptudmkauum (VeriSign, Thawte n 1. 4.)
npy hopMMpoBaHUM 3anpocoB Ha cepTudukaTt noab3osaTenen Ha nnatdopme Windows Server 2003.

4.3.3. Certificate Enrollment API (Windows 2008/7/2008R2/8/2012/8.1/2012R2/10)

NHTepdenchl  Certificate  Enrollment API (peanusoBaHHble B ¢danne certenroll.dll)
npefHasHayeHbl ANs reHepauuu K4YeRn, 3anpocoB Ha cepTudukaTtbl, 06paboTkn cepTmuduUKaToBs,
nony4eHHbix oT LleHTpa CepTudukaunm ¢ MCNoNb30BAHMEM PA3/INUHbIX A3bIKOB MPOrpaMMMpOBaHMS.

OTOT MHTepdenc mcnonab3yrT pasnmdHbie LleHTpbl Ceptudmkaumm (VeriSign, Thawte n 1. 4.)

npu @GOpMMPOBAHMM  3aMpocoB Ha cepTudwukaT nonb3oBatenern Ha nmnatdopme Windows
2008/7/2008R2/8/2012.

4.3.4. Certificate Services

Certificate Services BkntouyaeT B cebss Heckonbko COM mHTepdENCOB, NO3BOJSOWMX NU3MEHUTD
dyHKUMOHanbHOCTL LleHTpa CepTudukauum, sxoasuwero B coctaB OC Windows Server. Mpu nomowm
OAHHbIX MHTEepPdENCOB BO3MOXHO U3MEHEHMUE:

— 06paboTky NocTynarwLwWwmMx OT Nosb30oBaTesiel 3anNpoCcoB Ha cepTudmKaThbl;

— coCTaBa AaHHbX (B TOM 4yucne gononaHeHmin X.509), 3anucbiBaeMbiX B M3[aBaeMble LEHTPOM
cepTudmkaThbl;

— cnocoba ny6nvkauun (XpaHeHus1) U3AaHHbIX LEeHTPOM CepTUDUKATOB.

4.4, cnonb3oBaHne CK3WM Ha nnatdopme Microsoft .NET Framework

KomMnaHnen OO0 <«KPUMTO-MPO» 6bin pa3paboTaH nporpaMMHbin npoaykT <«Kpuntollpo
.NET», no3sBonsdwwWwMin UCMNoAb30BaTb CpPeacTBO KpunTorpaduyeckorm 3awutbl  uHOOpMayum
«Kpuntolpo CSP» v 4.0 Ha nnatdopme Microsoft .NET Framework. «Kpuntollpo .NET» peanusyet
Habop uHTepdelicoB Ana gocTtyna K kpuntorpaduyeckmm onepaumsim .NET Cryptographic Provider:

— X3LWMPOBaHUE;

— MoAMnuCh;

— WwndpoBaHue;

- MAC;

— reHepauus KJjJyen un T.4.

Kpome Toro, Kpuntollpo .NET no3BonsieT MCnonb3oBaTb CTaHAapTHble Kjnaccbl Microsoft ans
BbICOKOYPOBHEBbIX Onepauni:

- pa3bop ceptudukaTa;
— NMOCTPOEHNE U NMpoBepKa L,EeNoYKM CcepTUdMKaToB;
— 0obpaboTtka CMS coobuieHnis;
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— YCTaHOB/IeHMe 3auunueHHoro obmMeHa depes SSL/TLS, HTTPS mn FTPS;
— XML noanucb u wudposaHme.

MoapobHyo MHpOpMaLMo, ANCTPUOYTUBbLI, AOKYMEHTALMIO U CLEeHapuM MCMNOb30BaHMUS MOXHO
HaWTK Ha canTe npoaykTa www.cryptopro.ru.

4.5. UIcnonb3oBaHue CK3W B Beb6-6paysepax

«Kpuntollpo CSP» v 4.0 MoxeT Obb WCMoAb30BaHO B Beb-6pay3epax Ha pas/inyHbIX
nporpamMMHo-annapaTtHblx nnatdopMmax nyTém BbBoBa QyHKUMM «Kpuntollpo DL Browser plug-in»,
Bxoaswero B coctaB «Kpuntollpo PKI SDK» (MAK «Cnyx6bl YL|»).

«Kpuntolpo 3UM Browser plug-in» coaepXxut kKoMnoHeHTy ActiveX pna pabotbl B Microsoft
Internet Explorer/Microsoft Edge v nnarmn NPAPI ans gpyrux Beb6-6pay3epoB, noaaepXMBatOLMX
JaHHbIA  MHTepdeinc BCTpamBaHuus nnarnHoB. ®PyHkumm CK3M MOXHO BbBbBaTb M3 CLEHapueB
JavaScript, cogepxawumxcsa B otobpaxkaemoi Beb-6pay3sepomM cTpaHuLe.

MoapobHas nHdopmaums [OCTynHa CcTpaHuue nnarvHa rno agpecy
http://www.cryptopro.ru/products/cades/plugin.

4.6. MHMumanusaumna 6mbnmotekmn SSPI

MpounssoanTcsa 3arpyska 6mbnmnotekn Secur32.dll.

C MOMOLL b0 dyHKLMN GetProcAddress nonydaercs yKasaTenb Ha dyHKUMIO
InitSecurityInterfaceA (InitSecuritylnterfaceW B cnyyae komnunasumm ¢ Unicode).

BbBoBoM dyHKkumn InitSecuritylnterfaceA (InitSecuritylnterfaceW B cnydae koMnunasuuum c
Unicode) nony4aetcsa Tabnuua dyHkunim SSPI.

BmMecTto umcnonb3oBaHua  GetProcAddress, MOXHO NOAKMOUYUTL 6MOAIMOTEKY  MMMOpTa
secur32.lib (Bxoaut B MS Platform SDK)

3anonHsaetca cTpyktypa SCHANNEL_CRED. Mona 3TOM CTpPYyKTypbl AO/MKHbI 6bMb HyfeBbIMY,
Kpome:

SchannelCred.dwVersion = SCHANNEL_CRED_VERSION;

SchannelCred.dwFlags = SCH_CRED_NO_DEFAULT_CREDS | SCH_CRED_MANUAL_CRED_VALIDATION;
[ns cepBepa M He aHOHMMHOIO KJMEHTA 3aMoJIHATCA TaKxe nons:

SchannelCred.cCreds = 1;

SchannelCred.paCred = &pCertContext.

L!!' KoHTekcT cepTudukaTta pCertContext 4o/mkeH coaep)aTb CCbIIKY Ha 3aKpbITbIi KoY.

MpounsBoanTcs BbIBOB (yHKLUMM co3paHus Credentials: AcquireCredentialsHandle ¢ nepenauyen
en cTpyktypbl SCHANNEL_CRED u wumeHm naketa - UNISP_NAME («Microsoft Unified Security
Protocol Provider»).

WMHuMumanusauuna coeamHeHust KAWEHTOM npou3BoamTCcs Bbi3oBOM InitializeSecurityContext 6e3
BXOAHOro 6ydepa u cepBepoM — Bbi3oBOM AcceptSecurityContext, nmocne 4yero maeTr 06bMHbIM LUK
Handshake.

Mocne ycTaHOBNEHMS COEAMHEHMS, HO A0 Hayajna nepefayvn AaHHbIX, MPWIOXKEHME LOHKHO
BbINOSIHUTL MPOBEPKY MapaMeTpoB COeAVMHEHUS U cepTudukaTa yaasneHHOW CTOPOHbI.

Ons nony4yeHuns cepTtudmkaTta yAaneHHomn CTOPOHbI BbiBblBaeTCH dyHKUMSA
QueryContextAttributes ¢ aprymeHtoM SECPKG_ATTR_REMOTE_CERT_CONTEXT.

ONns  nocTpoeHuss Ueno4vYku CepTUPMKATOB pPEKOMEHAYEeTCS  MCNosb30BaHve  (yHKUMK
CertGetCertificateChain, onucanHyto B MSDN/Platform SDK/Security, (¢ dnaramm npoBepku,
COOTBETCTBYOLWMMN BbIDpaHHOMY YpPOBHIO 6e3onacHocTU. PekoMeHayeTcs ncnonb3oBaTb ¢nar
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CERT_CHAIN_CACHE_END_CERT | CERT_CHAIN_REVOCATION_CHECK_CHAIN.

Llenouka cepTtudmkaTtoB nposepsietca ¢yHkumen CertVerifyCertificateChainPolicy, onucaHHom
TaM Xe, C apryMeHToMm pszPolicy, paBHbiM OIDCERT_CHAIN_POLICY_SSL, u aprymeHToMm pPolicyPara,
3anosIHEHHbIM crlieayowmnm obpas3om:

ZeroMemory (&polHttps, sizeof(HTTPSPolicyCallbackData));
polHttps.cbStruct = sizeof(HTTPSPolicyCallbackData);
polHttps.dwAuthType = AUTHTYPE_SERVER;
polHttps.fdwChecks = 0;

polHttps.pwszServerName = pwszServerName;
memset(&PolicyPara, 0, sizeof(PolicyPara));
PolicyPara.cbSize = sizeof(PolicyPara);
PolicyPara.pvExtraPolicyPara = &polHttps;

Heob6xoammo, 4TobblI Ans Kaxaoro ceptudumkaTa B Lenoyke
pCertContext->pCertinfo- >SubjectPublickeyInfo->Algoritm- >pszObjld
pszObjld 3akaHumBanacb Ha szOID_GR3410.

BoebiBaeTtcs  dyHkuma  QueryContextAttributes ¢ aprymenTom  ulAttribute, paBHbM
SECPKG_ATTR_CONNECTION_INFO, pans nosyyeHus napaMeTpoB COeAMHEHMS W KX MNPOBEPKM Ha
BbINOSIHEHWE YCIOBUN:

ConnectionInfo.dwProtocol == SP_PROT_TLS1_CLIENT;
ConnectionInfo.aiCipher == CALG_G28147, Connectionlnfo.aiHash == CALG_GR3411;
aiExch=CALG_DH_EX_EPHEM wnun CALG_DH_EX_SF;

WndposaHusa/pacwmdposaHmne peanusyeTcs C MOMOLL bIO dyHKLMA
EncryptMessage()/DecryptMessage().

JomkHa 6bITb 06ecneyeHa KoppekTHas o6 paboTka KogoB Bo3BpaTa dyHKUuii SSPI. Mpu aToM cneayeT
y4YunTbIBaTbh, YTO TpebyeTcs pa3Has o6paboTka B 3aBUCMMOCTM OT TOro, SIBNISIETCA KO BO3BpaTa KOAOM
ll._!_!_“ yCNEewWwHOoro BbINONHEHUs @GYHKUMKM, KOAOM He daTanbHOM owunbku, He Tpebywwen paspbiBa
coeanHeHns, wan  koaoMm daTanbHOM owunbku, Tpebywuwen paspbiBa coeauHeHusA. Bce
HeobpabaTbiBaeMble KOAbl BO3BpaTa OWMOBOK AOMKHbI NPUBOAUTL K pa3pbiBy COEANHEHMUS.

4.7. 3aBeplueHne ceccuu

KoppekTHOe 3aBeplueHue ceccnm ocylecTBnseTcs Bbi3oBoM dyHkUum ApplyControlToken.

4.8. TpeboBaHus 6e30MacHOCTU

1. MpyMeHeHMe M™MoAyNns MOAAEpPXKW CeTeBOW ayTeHTuduKauum p[onyckaeTcss TOMbKO Mpu
MCMOSIb30BaHNN OTKPbITbIX KJlOUelr cepBepa M KAWEHTa, CepTUdPUUUPOBAHHBLIX AOBEPEHHbIM LLEeHTPOM
cepTudmkKaumn.

2. MpunoxeHneM A0/MKHbI o6ecneymBaTbCs :

— npoBepka ceptudukaTtos B coobuweHusx Certificate n CertVerify;

—npoeBepka 12 6ant B coobuweHusax Finished knveHTa un cepBepa, SABAAKOLWUXCS
UMUTOBCTaBKaMN K MHPOpPMaLIUW BCEro Auanora KAMeHT-cepBep B NpoLecce YCTaHOBNEHUS Ceccum;

— KOHTPO/SIb COOTBETCTBUSA MMeHU KnueHTa (cepsepa) IP-agpecy, No KOTOPOMY YyCTaHOB/EHA
ceccus.
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5. CocTaB M Ha3zHa4yeHue KOMMOHEeHT nporpaMMHoro obecneveHmns CK3U

MporpammHoe obecneuyeHne CK3UN <«Kpuntolpo CSP» v 4.0 npu GYHKUMOHMPOBaHUM MoOA
ynpasneHnem OC Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10 cocTouT K3 cneaytowmx
KOMMOHEHT:

1. CepBUWCHble Moaynu;

2. Mogynn HaCTpoOWKM BCTPOEHHOM MOACUCTEMbI MPOrpaMMHON cpeabl (OYHKLWOHMPOBAHUSA
komnnekca (CPK) OC Windows;

3. Mogynun conpsixenus «Kpuntollpo CSP» v 4.0 co BCTpOEHHOM NOACUCTEMOWM MpPOrpaMMHOWN
COK OC Windows n nHtepdeinc kpmntorpadmyeckoro cepBuca;

4. CK3W «Kpuntolpo CSP» v 4.0, peanusytouiee uenesble yHKUMM KpunTonpoBaraepa B
dopme:

— 6ubnunoTek, 3arpyxaembix B agpecHoe NPOCTPAHCTBO MPUSIOXKEHUS;

— KpunTorpauyeckoro cepsuca XpaHeHus KI4en;

— KpunTorpadunyeckoro gparieepa;

— 6ubnunotek npotokona «Kpuntollpo TLS».

5.1. CepBUCHble MOoAayU

CepBUCHblEe MOAynM obecneymBaldoT KOHTPOJIb LENOCTHOCTU AncTpubytuBa «Kpuntollpo CSP»
v 4.0, ero yCTaHOBKY W yAaneHwe u3 ornepaLlmoHHOM CUCTEMbl, @ TaKXe KOHMUrypauuio napameTpos
CK3U ansa kaxaoro nosb3oBaTens.

5.1.1. Moaynb KOHTPOAS LenoCTHOCTM ancTpmbyTmnsa

Moaynb cpverify.exe, cM. [lpunoxeHve A, npeAHa3HayeH AN KOHTPOAS LEeNoCTHOCTHU
avcTpubyTmBa npu yctaHoBke M ucnonb3oBaHum MO CK3U «Kpuntolpo CSP» v 4.0 Ha KoMmnbioTepe
nonb3oBaTtens (NOCTaBAsSeTCS COBMECTHO C AUCTPUOYTUBOM).

5.1.2. AuctpmnbyTme

Onctpubytue CK3U «Kpuntollpo CSP» v 4.0 nocTtaBnsetcs B Buae naketa <«Windows
Installer» (dann csp-win32-kcl-rus.msi unm nonobHoe HasBaHue. B Ha3BaHuM danna yCTaHOBLIMKA
npucyTcTByeT o603HayeHwe nnatdopMbl, A9 KOTOPOW OH MpeAHasHaydyeH, Kaacc 3awutbl U 43blK
ycTaHoBkK). Tpu 3anycke dann csp-win32-kcl-rus.msi pa3BopaymBaeT CTPYKTYpPbl AaHHbIX
ANCTpubyTmBa BO BPEMEHHDbIM KaTanor u nposoant ycTaHoBky MO CK3U «Kpuntolpo CSP» v 4.0.

5.1.3. Moaynb KOHbUrypaumm

Moaynb cpconfig.cpl obecneuunsaer BO3MOXHOCTb ynpasneHus nosib3oBaTenem
KoHpurypaumen MO CK3UN «Kpuntollpo CSP» v 4.0, a TakXe COoAepXWUT BO3MOXHOCTU pernctpauunm
ycTaHoBsieHHoro MO n nony4deHus nonb3oBaTeneM AOMNOJHUTENbHOMW MHMOpMaLUK.

5.1.4. Moaynb Wipefile

Moaynb wipefile ncnonbsyetca ansa yaaneHumsa dannos BMeCTe C COAEPXUMbIM NMPU LWITATHbIX U
HewTaTHbX (CBOMMpOBaHME) cuUTyaumsx.

5.1.5. Moaynb KOHTpOAS LENOCTHOCTU B ApaliBepe
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Ona paboTbl ¢ N06bIM O0TAAAYMKOM MOAY/b KOHTPOAS LESIOCTHOCTU B ApariBepe Ao/MKeEH bbb
OoTK/toUeH. [opafoK OTK/KUYEHUA AaHHOro Moaynsa onuvcaH B AokyMeHTe «XKT4K.00088-01 96 01.
Kpuntolpo CSP v 4.0. PykoBoACTBO NporpamMMmucTa».

5.2. Moaynn HacTpolikn nogcuctembl nporpammHoni COK OC Windows

Moaynv npegHasHayeHbl ana obecneyeHns ncnonb3oBaHua MO CK3UN «Kpuntollpo CSP» v 4.0
B noacucteme nporpammHonr COK OC Windows. Moagynm Takxe peanumsyoT dopMaTsbl
KpunTorpadmMyeckmx CoobLEeHNN, WCMONb3YEMbIX B 3allULWEHHON 351eKTpoHHOM nouTte (S/MIME),
Office 2007/2010, Authenticode un dyHkumsax CryptoAPI 2.0, d¢opmaTtbl cepTudumkaTtoB M KX
o6paboTky.

|..| MonHbIA NepeyveHb NoAAEPXKMBAEMbIX MPUNOXeEHU Microsoft npueeaeH B fokyMeHTe XTHAN.00088-01
—~ 1 90 01. KpunTtolpo CSP v 4.0. OnucaHue peannsayuu.

Moaynu HacTpomku KnaccudpuumpyrTcs Kak nogcmucteMa nporpaMmMmHoir COK m OTBETCTBEHHbI
3a wucnonb3oBaHue kpuntonpoBangepa «Kpuntollpo CSP» v 4.0 co CTOpPOHbI NpUIOXEHUN. OHM
obecneuymBaloT BbI3OB CepBUCa KpunTorpaduyeckux @yHKUMn, HO He obpabaTbiBalOT KOUEBYIO WU
KpunTorpaduyeckm onacHy MHdbopMauuto (He MMelT AOCTyna K Ka4daMm U T. n.).

5.2.1. Mogynb pacwmpeHns mn HacTpolku CryptoAPI 2.0

Mogynb cpext.dll aBnsetrca 3aperMcTpMpoBaHHOM B CuUCTeMHOM peecTtpe Windows
AnHamuyeckon 6ubnunotekon (DLL) pacwupeHns CryptoAPI 2.0 n obecneumBaeT:

— YCTAHOBKY COOTBETCTBUS Mexay maeHTudunkatopamm obbektoB (OID) B KpunTorpaduyeckmx
coobweHnax n ceptudmnkaTax OTKpbIrbiX Katoden n dyHkumamm CK3UN «Kpuntollpo CSP» v 4.0;

— ¢hopmupoBaHme wn pasbop Kkpuntorpaduuyeckmnx coobuieHnn u cepTUPUKaTOB OTKPbITbIX
Kto4en.

5.2.2. Moaynun vHMumnanmsaumm HaACTPOMKW BCTPOEHHOM noacucTembl nporpammHon COK OC
Windows

Moaynb wuHuumnanmsaumm gna  OC  Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10
peanusoBaH B Buae pgpariBepa CProCtrl.sys. [paviBep ob6ecneumBaeT 3arpysky onpeaeneHHbIX
OnHamuyeckmx 6ubnmotek (DLL) B aapecHoe npoOCTpPaHCTBO MNpoLEeccoB, wucnonb3ywwmx CK3U
«Kpuntollpo CSP» v 4.0.

JOonosHUTEeNbHO 3TOT MOAY/b OCYLECTBASET KOHTPOJib LeSIOCTHOCTM YycTaHoBaeHHoro MO
«Kpuntolpo CSP» v 4.0 n nogcmuctembl nporpammHoinn COK (nepuogmydecknin n npu 3arpyske OC).

5.2.3. Mogynb HacTpolikm ana cuctemHoro DLL crypt32.dll

Moaynb cpcrypt.dll 3arpy>xaetcs B BUpTyanbHOE agpecHOoe NpPOCTPaHCTBO KaXAoro npouecca,
K KoTopoMy noarpyxaetca crypt32.dll, ana ycTaHoBneHus nepexBaTtoB (YHKUWIA, MCNOMb3YOLWNX
nposangep «Kpuntolpo CSP» v 4.0.

Hactporika 3akniouaetca B pobaBneHunm nporpammHori COK BO3MOXHOCTM 06paboTku
naeHTUOMKATOPOB anropmTMoB, peanmsyembix Kpuntonposangepom «Kpuntollpo CSP» v 4.0.

5.2.4. Mogynb HacTpoiku ans cuctemHoro DLL inetcomm.dll

Moaynb cpintco.dll 3arpyxaetca B BUpTyanbHOE agpecHOe NMpOCTPaHCTBO KaXxaoro npolecca,
ncnonb3ytouwero inetcomm.dll, ansa yctaHoBAeHUs nepexsaToB (yHKLUNNA.
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HacTpoiika 3aksiodaeTcs B noadepXKe AOMOSHUTENbHbIX WMAEHTUMUKATOPOB asropuTMoOB U
BO3MOXHocTen S/MIME, peanusyeMbix Kpuntonposangepom <«Kpuntollpo CSP» v 4.0, npwu
ncnonb3oBaHun B MO Microsoft Outlook n Microsoft Outlook Express.

5.2.5. Moaynb HacTponku ana cuctemHoro DLL certocm.dll

Moaynb cpcertocm.dll 3arpyxaetca B BuWpTyasibHOE afpecHoe MNpPOCTPaHCTBO npoLlecca
yCTaHOBKMW UeHTpa cepTudmkaumm (CA) OC Windows.

Moaynb NO3BOSISIET HACTPOUTb LUEHTp cepTuduKaumm npu ero ycTaHOBKe Tak, 4Tobbl
nogaepxumeanmcb anroputmbl «Kpuntollpo CSP» v 4.0.

5.2.6. Moaynb HacTpoiku ansa cuctemHoro DLL wininet.dll

Moaynb cpwinet.dll 3arpyxaeTcsa B BMpTyaJibHOe agpecHoe MpoCTpaHCTBO mpouecca Internet
Explorer/Microsoft Edge, ecnn B Hero otobpaxaetcs wininet.dll.

Moaynb no3BonseT npaBwibHO oTobpaxaTtb anroputmbl Kpuntollpo TLS B Internet
Explorer/Microsoft Edge.

5.2.7. Mogynb HacTponku ans cuctemHoro DLL advapi32.dll

Mogaynb cpadvai.dll 3arpy>aeTtcs B BMpTya/ibHOE agpecHOe MPOCTPAHCTBO KaxZAoro npouecca,
ncnonb3ytowero advapi32.dll, ana yctaHoBneHUa nepexsaToB QyHKLUMA.

HacTporika 3aknwyaetrca B A06aBNeHMM BO3MOXHOCTM 06paboTkuM  mnaeHTuUdUKaTopoB
anropuTMoB, peanmsyemblx Kpuntonposangepom «Kpuntolpo CSP» v 4.0.

5.2.8. Moaynb HacTponku ansa cuctemHoro DLL kerberos.dll

Moaynb cpkrb.dll 3arpyxaeTca B BupTyalbHOe ajpecHoe mMpoCTPaHCTBO MpoLEeccos,
ncnonb3ywmnx moayno kerberos.dll, n obecneumBaeT sMynsaUMIO NOAAEPXKWM KPUATONpPOBanaepom
cTaHpapta Triple DES.

5.2.9. Moaynb HacTponkn TLS

Moaynb cpschan.dll 3arpyxaeTcs B BUpTyanbHOe agpecHOe MpoCTPaHCTBO npouecca Internet
Explorer/Microsoft Edge, ecnn oH ucnonb3yet TLS.

Moaynb Mo3BONSAT MUCMOAb30BaTb anroputmbl «Kpuntollpo TLS» B Internet Explorer/Microsoft
Edge.

5.2.10. Moaynun HacTpoinku MS Office

Moaynb cpMSO.dll 3arpy>xaeTcs B BUPTYyasibHOE aapecHOe MpOoCTPaHCTBO npoueccos MS Word
n MS Excell n no3sonseT noanucbiBaTb AOKYMEHTbI C NOMOLWbO anroputmoB «Kpuntollpo CSP» v 4.0.

Moaynb cpExSec.dll 3arpyxaetca B BUpTyasibHOE aApecHoe MNpoCTpPaHCTBO npouecca MS
Outlook, n HacTpamBaeT ero ans npasuibHOM paboTbl ¢ «Kpuntolpo CSP» v 4.0.

5.2.11. Mogynb HacTpoikn XML

Moaynb cpXML.dIl 3arpyxaetca B BupTyajlbHOe ajpecHOe MpOoCTPaHCTBO MNpOLECcCOB,
ucnonesywuwmnx XML, u nossonsetr npuMeHaTb anroputmbl «Kpuntollpo CSP» v 4.0 ana noanuvcwu
XML.
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5.2.12. Moaynb HaCTPOMKM KOHTpoOSINepa AOMeHa

Moaynb cpkdc.dll 3arpyxaeTtcs B BUpTyasibHOe aApeCcHOe NPOCTPaAHCTBO MNPOLECCOB AOMEHHOWM
ayTeHTudUKaumMnm Ha KOHTpossiepe AoMeHa M obecneymBaeT BO3MOXHOCTb WCMONb30BaHUA AN
MPOBEPKN NOAMUCU anroputMoB, peanmsyembix «Kpuntollpo CSP» v 4.0.

5.3. Kpuntonposaiigep «Kpuntollpo CSP» v 4.0

5.3.1. UHTepdeiicHas 6ubnmoTeka KpunTonposanaepa

NHTepdelrcHas 6ubnuoTteka cpcsp.dll peanusyeTt CTaHOapPTHbLIN nHTepdeiic
KpuaTonpoBanaepa, COOTBETCTBYOWMNA cneyndukaumm Microsoft Cryptographic Service Provider, u
obecneynBaeT AaHHbIN MHTepdenc ANa 06bIMHbIX NMPUIOXKEHUI Yepe3 KpunTorpaduuecknin cepesuc no
RPC, win pgna npuBuAermpoBaHHbIX MpPUIOXKeHMA (MMerLWwKnx MnpaBo AOCTyna K YCTPOWCTBaM
HOCUTENEN KJIIOYUEBOIrO0 KOHTENHEPA) - HEMOCPEeACTBEHHO.

5.3.2. UHTepdeiicHasa 6ubnuoteka kKpuntorpaduryeckoro cepsuca

UHTepdeicHas 6ubnunoteka cpcspr.dil obecneumBaeT BO3MOXHOCTb oOb6palieHns O06bMHbIX
NMPpUNOXeEHUN K cepBuUCy Kpuntorpadumyeckmx gyHKUMA no npotokony RPC.

5.4. CK3UN «Kpuntollpo CSP» v 4.0

CobcTBeHHO, CK3UM  «Kpuntollpo CSP» v 4.0 peanusyeT uenesble  QyHKUUN
Kpuntorpadunyeckon 3awutbl MHpopMauumn, paboTy C Kaw4yamMu, AOCTYN K KJKOYEBbIM HOCUTENAM,
AocTyn K dmsmyeckomy [CH.

5.4.1. Peanusauuna CK3U B dhopmMe cepBucCa XpaHeHUs Kalo4en

Moaynb cpcspi.dll peanusyetr uenesble dyHKUMM KpunTorpaduyeckon 3awutbl MHPOPMaLUN
npun obpaweHmn no RPC ¢ noKanbHOro KOMMblOTEpa AN UHTepdeNcHoOn 6ubnnotekm
Kpuntorpadunyeckoro cepsuca.

Moaynb obecneumBaert:
— XpaHeHne n paboTy C KOHTEKCTOM YpPOBHS 6bubnmoteku;
— XpaHeHne Kpuntorpadunyecknx obbeKTOB:
= KntoueBbiX nap (MOCTOSAHHbIX W BPEMEHHbIX);
» OTKpbITbIX K/to4Yelh (BpeMeHHbIX);
= Kntouen ceccuii (BpeMeHHbIX CUMMETPUUHbBIX);
= O6BEKTOB (PYHKLUM X3 LLMPOBAHUS.
— BbINOJIHEHME KpunTorpaduyecknx npeobpasoBaHuUn.

5.4.2. Peanusauusa KpuntonpoBaiaepa B ¢opMe NOArpyXaembix 6ubnmotek

UHTepdenc cpcspi.dll  peanusyer ueneBble  GYHKUUM  KpunTorpaduyeckom  3aluuThl
mHdopmauum ana WHTepdencHon 6ubnmnotekn Kpuntonposangepa (cM. 5.3.1) B BapuaHTe
dYHKLMOHMPOBAHUS NnO  <«Kpuntollpo CSP» v 4.0 6e3 wucnonb3oBaHusa  WHTepdeiica
Kpuntorpadguyeckoro cepsuca (cm. 5.3.2).

21



XTAN.00088-01 91 02. Kpuntollpo CSP. PykoBoACTBO agMMHUCTpaTopa 6e3onacHocTu.
Mcnonb3oBaHue CK3W noa ynpasneHnem OC Windows

5.4.3. Peanusauuna kpuntonposangepa B dopme apamnsepa sapa OC

WHTepdeic cpdrvlib.sys peanusyetr nogMHOXECTBO UeNeBbiX (MYHKUWIA Kpuntorpadunyeckon
3aWunTbl  uHbopMauum  ana  WHTepdencHonm  6mubnmnoTtekm  KpuntonpoBangepa B BapuaHTte
dyHkumoHmpoBaHua MO «Kpuntollpo CSP» v 4.0 B sape OC Windows. [painBep nogaepxuvsaet
BbIMOSIHEHNE DYHKUWI WKdpOBaHMSA, MMUTO3ALWMNTBI, X3LWNPOBAHUS, MPOBEPKM MNOAMUCU W BbipaboTKy
K/o4Yer cornacoBaHuss Ha 3deMepHbXx Kaw4dax. [pariBep He nogaepxueBaer paboty C
Mob30BaTENIbCKMMU KJTHOHaMMU.

5.4.4. HTepdencHble moaynn OCH

Ob6ecneunBatloT peannsaumnio AocTyna K cneayowmm tunam 4CH:

— sable.dll OCY snekTpoHHOro 3amka «Cobonb»

5.4.5. MaHenb ynpasneHusa pecypcamm CK3U «Kpuntollpo CSP» v 4.0

YnpaBneHne pecypcamn CK3UN «Kpuntollpo CSP» v 4.0 ocyuwecTBnseTcss KOMaHAHbIM aniom
cpconfig.cpl 4yepe3 naHenb ynpaBneHuss «CeokcTBa: Kpuntollpo CSP». K OCHOBHbIM cCpeacTBam
ynpasneHuns pecypcamm CK3UM oTHOCATCSA cpeacTBa yrnpaBieHUs:

— NI EH3NAMMU;

- ACY;

— 6MbnmMoTekamMmn CUUTbIBAHUS KHOYEBOW MHGOpMaLmu;

— 3aKpbTbIMK  KJlOYaMU N cepTudurKaTaMm OTKPbLITbIX KITHOYENR;

— napameTtpamu CK3W.

5.5. Moaynb ayteHTudmkaumm B gomeHe Windows

Moaynb winlogonmgmt.dll obecneumBaeT ayTeHTudMKauuio Ha 6ase 31eKTPOHHOW MNOAMNUCKU C
ncnonb3oBaHneM anropmtmMos NOCT 34.10-2001, NOCT 34.11-94.

Moaynb ayTeHTudumKaumm obecneymBaeT pasrpaHMyeHMe AOoCTyrna K ceTu goMeHa Windows
nmbo Kk nokanbHoi MawuHe Windows Ha ocHoBe npoBepku Ol1, BbipaboTaHHOM C WCMNOSIb30BAHUEM
KJlto4a AOCTyna, pacroflIoXXeHHOro Ha KJ/IlOYEBOM HOCUTESIE MOSb30BaTEsNS B K/KOUYEBOM KOHTelHepe
CK31 XTAM.00088-01. CepTudukat OTKPbITOro Kjto4va npoBepKM NoANMUCK 3aHOCUTCS B CUCTEMeE Mpwu
perncTpauum nonb3osartens gomeHa Windows.

5.6. Moagynb noanepxku ceteson ayteHTudunkaumm Kpuntollpo TLS

Moaynb MNoAAEepXKW CceTeBOM ayTeHTudukauum peanumsyetca B GopMme NoArpy>Kaemom
6ubnuotekn wn  peanusyer  NOAMHOXECTBO  uHTepdelica Microsoft =~ SSPI(SSP/AP) (cm.
cooTBeTCcTBYWOWMA pa3gen MSDN). Moaynb obecneuymBaeT ayTEHTUUYHOE 3alUMLIEHHOE COEANHEHME
Mexay nonb3oBaTteneM u cepsepoM. cpssl.dll, cpsspap.dll - npu ycTtaHoBke Moayns ayTeHTudukKauum,
noaaepxxuBatuwiero ayteHtudukaumio B gomeHe, cpsspcore.dll, ssp.dll - 6e3 BO3MOXHOCTU AOMEHHOMN
ayTeHTudunkaymu.

5.7. Noacuctema nporpammHoit COK «Kpuntollpo CSP» v 4.0

5.7.1. UHTepdenc aoctyna K K/t04YEBbIM HOCUTENSAM

Bubnunoteka cprdr.dll obecneunBaetr yHMDULMPOBaHHLIM UHTEpdENC [AOCTyna K KJ/HOYEBbIM
HOCUTENSIM BHE 3aBUCMMOCTM OT MX Tuna.
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5.7.2. HTepdelncHble MOAYN YCTPOMCTB XpPaHEHUST KKOYEBOM MHGOPMaLMK

Moaynu obecneuymBatoT peanmsaumio A0CTyMna K KOHKPETHbIM TUMaM K/OUYEBbLIX HOCUTENEN U
CUYUTbIBATENEN:

fat12.dll K Auckosoay u gamckete 3.5"

reg.dll K CUCTEMHHOMY peecTpy W KK4YaM B HUX

sable.dll K 3N1eKTPOHHOMY 3aMKy "Cobonb"

dallas.dll K cuuTbiBaTento Touch-memory Dallas

ric.dll K cmapTkapTte PUK n Ockap

emv.dll K cmapTkapTe MPCOS EMV/3DES

hs.dll K 3/71IeEKTPOHHOMY KJitouy eToken

pcsc.dll K cumMTbiBaTensM cMmapTkapTt 1 eToken, nogaepxuBatowmMm uHtepderic PC/SC
ds199x.dll K Tabnetkam DS1996, DS1995.

5.7.3. bubnmuoteka noaaep>XKu AOCTyrna K KAOYEBbIM HOCUTENSAM

Bubnunoteka cpsuprt.dll obecneumBaeT peanmsaumio o06WKMX (PYHKUMA [OCTyNa K pasiMyHbIM
YCTPOACTBAM XpaHEHUS1 KNOYEBbIX HOCUTENEN.

5.7.4. Moaynb ASN1

MopnepxunBaeT QyHKUMM npeobpa3oBaHMs CTPYKTYP JAaHHbIX B  MalWHHO-HEe3aBUCUMOe
npeacTaBneHme.

5.7.5. Ucnonb3oBaHue kntoyen peectpa Windows

YcTaHOBKa NporpamMMHOro obecneyvyeHus AOMKHa nponsBoanUTCA nMoJsib3oBaTtesnieM C MnpaBaMu
aaAMUHUCTpPAaTopa. ﬂpM 3TOM nporpamMMa yCTaHOBKMU Tpe6yeT AOCTyn K cneayrowmnMm KjrdaM peecTtpa:

— HKEY_LOCAL_MACHINE - nonHbi gocTtyn;
— HKEY_CLASSES_ROOT - nmonHbin gocTtyn.

Mpu mncnone3oBaHun CK3U «Kpuntollpo CSP» v 4.0 n co3gaHum ko4yen nonb3osaTenein 6es
ncnonb3oBaHua dnara CRYPT_LOCALMACHINE TtpebyeTtcsa gocTyn K crefylowmM Ka4yam peecTtpa:

— HKEY_LOCAL_MACHINE - 4yTeHue, nepeyducneHue;

— HKEY_LOCAL_MACHINE\SOFTWARE\CryptoPro\Settings\USERS - co3gaHMe noakKso4ven,
YTeHMe, NepeyYncneHune;

— HKEY_LOCAL_MACHINE\SOFTWARE\CryptoPro\Settings\USERS\SID - nonHbii pgoctyn; SID
- SID nonb3oBaTens.

Mpwn MCMONb30BaHUM CK31 7 co3gaHum Kno4en C MUCMOJSIb30BaHNEM dnara
CRYPT_LOCALMACHINE pononHuTenbHO TpebyeTcsa AOCTYN K CAeAylowmM Kao4vaM peecTpa:

— HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Settings - nonHbmm gocTtyn.
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Ona naMeHeHus koHdpurypaumm CK3U «Kpuntollpo CSP» v 4.0 C MCNONb30OBaAHWMEM MaHenu
ynpasneHnss (Control Panel), kpome Toro, TpebyeTcs nNOMAHbLIA AOCTYNn K K4y peecTpa
HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro.

1.Mo ymonuaHuw <«Kpuntollpo CSP» v 4.0 MoxeT wucnonab3oBaTb A0 65536 onwuncatenen
Kpuntorpadunyeckmx o6beKToB. AN yBeM4YeHna 3Toro 3HadyeHns Heob6xoanmo gobasuTb B peecTp
(HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\Parameters)

m napameTp DWORD, paBHbIit TpebyeMoMy 4Unucny onucatenen, Ho He 6onee 1048576.

2. XpaHeHune 3aKkpbITbiX knoyen Ha HDD M3BM u USB anckax (B peectpe OC Windows, B pa3gene
HDD npwu paboTe nog ynpasneHunem apyrux OC) gonyckaeTcs TObKO NMPU yCI0BUW pacnpoCTpaHeHns
Ha HDD, USB agunck unm Ha MN3BM c HDD TpeboBaHuii no ob6paweHnto ¢ KIlYeBbIMU HOCUTENAMU
(n.6.7 XTAN.00088-01 91 01. PykoBoACTBO aAMUMHMUCTpaTopa 6e3onacHOCTK o6 as 4acTb).
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6. Kpuntorpadunuecknim nHreppenc CryptoAPI 2.0

CK3MN moxeT 6bMb MCMOAB30BAHO MpUKNAAHBIM MpOrpaMMHbIM obecneveHnem (kKak u nwbon
Apyron kpuntonposangep, noctasnasembii ¢ OC Windows) uyepe3 wuHTepdelic CryptoAPI 2.0
(onncaHue - B gokyMmeHTaumm MSDN - Microsoft Developer Network). B aTtom cnyyae cnocob Bbibopa
KpunTorpadmMyeckoro aaropuytMa B MpUKIAAHOM MpPOrpaMMHOM obecneyeHun MOXeT onpenensaTbcs
nHdopMaumnein, cogepxawencsa B ceptudumkaTax oTKpbrbix Kaoyen X.509.

Kpuntorpadumueckmn nHtepdenc CryptoAPI 2.0 nossonserT:

1. ObecneunTb nNpuUKAAAHOMY YPOBHIO A[OCTyn K KpuntorpadumyeckmMm QyHKUMAM  ans
reHepauum Kno4en, dhopMupoBaHMsa/NpoBEpPKHU 3NEKTPOHHOM undposomn noanucu,
wnbpoBaHus/pacwmdpoBaHms AaHHbIX B YC/IOBUSIX M30JIMPOBAHWUS MPUKIAAHONO YPOBHS OT YPOBHS
peanusauunn kpuntorpapuyeckmnx GyHKUnMn. MNMpunoXeHUsaM M NpukIaaHbiM NPOrpaMMUCTaM HE HYXHO
JeTasnbHO BHMKaTb B 0OCOOEHHOCTWM peanus3auum TOro WAM MHOro anroputMa WIn U3MEHSTb B
3aBMCMMOCTU OT anropuMTtMa npukiagHble NporpaMmbl.

2. Obecneuntb OAHOBPEMEHHOE WCMOJIb30BAHUE Ppa3HbIX aJroOpuTMOB U Pas/iNYHbIX KX
peanmsauni Kak NporpaMMHblX, TakK W anmnapaTHbIX.

Ob6uwas apxutekTypa Kpuntorpaduyeckmnx GyHKLUIM NokasaHa Ha PucyHke 6.1.

CAPICOM CoM MpHnoxeHua
Certificate Services HTR G epTHdMEaLMH Outiook Oullook Express | Authenticode | Internet Explorer

1 Authority

Cerfificate Enrolment Contraol |

Brnart Card Enrollrment Contr ol |

Wutepdreic CryptoAP1 2.0
QYHEL M CNPEE OUHKIKE CEpTHOWMKATOR
Cerfficate Store Functions

(Y HELAM K0, IMD OB SH MALLEKO QP OBAHKMA
CEPTMMKATOR
CryptEncode/CryptDecade (ASN.1)

Wurepdhesic mopyneid BezonacHOCTH

BrICoKDypOBHEREIE CHYHKLW FMNTOMa WU Bcia Security Support Provider Interface

cooBueHwd Simplified Message Functions

CryproPro SChannel

HuztoypoBHEER 2 diyHELIMM KPMITTOr pa SHUSCHME
coobueHmd Low Lewel Wessage Functions

Microsoft Unified Security
SSP| Protocal Prowider

.

Bazoeeie ipunTorpadiueckle dvHLK
Base Cryptography Functions

Wutepchesic mpunmorpadmyecrix chy urumi Cryptographic Service Providers

Microsoft Base Cryplographic Provider 1.0
Gernplus GernSAFE Card CSP w10

Microsoft Base DEE Cryptographic Prowider
Microsoft Base DSE and Diffie-Hellman Cryptographic Provider

Grypto-Pro Cryptographic Service Provider

Microsoft Strong Cryptographic Provider

Mlicrosoft Enhanced 0SS and Diffie- Hellman Cryptographic Provider
MWicrosoft Enhanced Cryptographic Provider 1.0

PucyHok 6.1 - ApxutekTypa kpuntorpadpuyeckmx dyHkumin B OC Windows

Obwas apxutektypa CryptoAPI 2.0 npeacTaBfieHa MSATbIO OCHOBHBIMU  (YHKLMOHANbHBIMU
rpynnamm:

1. BbasoBble kpuntorpadunyeckme QyHKUUN:

— dyHKUMN  mHMUManm3aumm  (paboTbl C  KOHTEKCTOM). 3OTU  (QYHKUMM NpeaocTaBnstoT
NPWIOXKEHUID BO3MOXHOCTb BblIOpaTb oOMpeAeneHHbI KpUnTonpoBakaep Mo TWUMNY MMEHW WAM MO
TpebyeMon pyHKLMOHANBHOCTH;
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— GYHKUMN TreHepauum kaw4Yen. ST dYHKUUMKM nNpeAHasHadeHbl AN  (GOpMUMpoBaHMA U
XpaHeHUss KpuUNTorpaduYeckmx KUen pasfndyHbX TUMOB;

— dyHKUMM obMeHa knt4amMu. DTN DYHKUMM npefHasHayeHbl AN TOro, 4tobbl MpUAOXeHUs
MOrnM  OBMeHMBATbCA  Pas3/IMYHbBIMM  TUMAaMM  KA4YeBOW  uHdbopMmauum  ans  obecnedyeHus
B3aMMOAENCTBUS Mexay cobon;

2. ®YHKUMM KOAMPOBAHWA/AEKOAMPOBAHNS .

[JaHHble dyHKUMM npegHasHadeHbl Ana npeobpasoBaHua (KOAMPOBAHWSA) U3 BHYTPEHHEro
npeacTasneHna obvekTtoB, ucnonbsdyembix B CryptoAPI, Bo BHelwHee npeacTtasneHne n obpaTHo. B
KayecTBe BHelwHero npeacTasneHns obbekToB wucnonbsdyercsa dopmat ASN.1 (Abstract Syntax
Notation One), onpeaeneHHbin cepueli pekoMmeHgauuni X.680. K aTol xe rpynne pyHKUMA OTHOCUTCS
Habop @YHKUMIA, MO3BOASAKOWMX pacwmputb @GyHKLMOHaNbHOCTL CryptoAPI nyTtem peanusauum u
perncTpaymnm CobCTBEHHbIX TUMNOB 06BHEKTOB;

3. ®yHKUMM paboTbl CO CNpaBOYHMKAMU CepTUDUKATOB.

OTa rpynna &YHKUWIM nNpeaHa3sHayeHa AN9 XpaHeHnsa u  o0bpaboTkm cepTudumkaToB B
pPas3fIMYHbIX TUMAaxX CNpaBOYHMKOB. [lpnyeM B KayecTBE CMNpaBOYHMKA MOMyT MCMNOMb30BaTbCA CaMble
pasfiMyHble TUMblI XpaHWIULL: OT npocToro garna no LDAP;

4. BbicokoypoBHeBble dyHKUUN 06paboTkm KpunTorpapuyeckmx coobLieHni.

OT1a rpynna dyHkumn (Simplified Message Functions) B nepByto o4vepenb npegHasHayveHa Ans
ncnonb3oBaHusa B npuknagHom 0. C noMowbio 3TUX MYHKLUA MOXHO

- 3awundpoBaTb/paclumdpoBaTb CO0OLIEHME OT OAHOIO MONb30OBATENS K APYrOMY;

- MoanuncaTtb AaHHbIE;

— MpoBepuTb NOANUCH AAHHbIX.

OTn dyHKUMM (Takxe, Kak U GYHKUMM HU3KOrO YpOBHSA) ONepupyrloT cepTudurkaTamm
OTKpbITbIX Kodern X.509 gna agpecaunw oTnpasuTens/nonydvatens AaHHbiX. B kadecTBe dopmaTa
OAHHbIX, dopMupyeMbiX GYHKUMAMKU, ucnonblyetca dopmat PKCS#7 (RFC 2315) wam CMS (RFC
2630).

5. HuskoypoBHeBble GYHKLUN 06paboTkn KpunTorpaduyeckmnx coobuieHnn.

OaHHas rpynna d¢yHkumn (Low Level Message Functions) npegHa3HauyeHa AN aHaNOrM4YHbIX
uenen, 4Yto M rpynna BbICOKOYPOBHEBbLIX (YHKLMA, HO obnagaeT 6onblien yHKLMOHANBHOCTBIO U
TpebyeT OT npukIagHoro nporpaMmmcTa 6onee pgeTasibHbIX 3HaHWKM B 06nacTM  MmMpukAaaHoOM
KpunTorpadun.
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7. BcTtpaunBaHune CK3U B npuknagHoe MO

Mpu BcTpauBaHum CK3U «Kpuntolpo CSP» v 4.0 B npuknagHoe nporpaMMHoe obecneyeHue
OO/DKHbI BbINONHATBCSA TpeboBaHusa pasgena 17 pokymeHTa <«XTSM.00088-01 91 01. Kpuntollpo
CSP. PykoBoacTBO agMuMHucTpaTopa 6e3onacHocTu. Obwasa vyacTe» n gokyMmeHTa «XKTHAMN.00088-01 96
01. Kpuntollpo CSP. PykoBOoACTBO NporpaMMucTa».
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8. OcobeHHOCTH pa6OTbI peXnMa yCUNIEHHOIo KOHTPOJ14 UCMNOJZIb30BaAHUA KJto4uen

PeXxum yCWIeHHOro KOHTPOJsS WUCMOofb30BaHUA Kawyen obecnedymBaeT oOcCyuwecTBAeHue
KOHTPOSIS CpOKa AENCTBUS AOJITOBPEMEHHbIX K/OYEN 31EKTPOHHOM MOAMUCKM W KAK4YeBOro obmeHa,
KOHTPONS [AOBEPEHHOCTU KJ/IIOYEN NPOBEPKM 3DJIEKTPOHHOM MOAMUCKM W KOHTPOSS KOPPEKTHOro
MCMONIb30BaHMS MNPOrpaMMHOro gaTuyukKa Ciy4darHbiX yucen. [aHHbii pexuMm [OMKEH Obmb BKOYEH
npy  wuHcTannauum CK3UW, nmbo uyepe3 KOHTposbHYyH naHenb Kpuntollpo CSP  (Bknapka
«be3onacHocTb»). Pabota CK3W npu OTKAIOYEHHOM pexuMe [OMNYyCKAeTCss WCK/IIYUTENbHO B

TEeCTOBbIX UendxXx.
& Kpunrollpo CSF vy

Obwme l_ Obopyaosatue ] CepBic I [LlononHUTEeNsHO
Anroputmer | Besonaciocts | Winlogon |  Hactpoiku TLS

HasHa4yeHHbie no ymonyaHuio CSP ans yKasaHHbIX TUNoB
GOST R 34.10-2001 Signature with Diffie-Hellman Key Exchange:

[Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider v ]
GOST R 34.10-2012 (256) Signature with Diffie-Hellman Key Exchange:
| Crypto-Pro GOST R 34, 10-2012 Cryptographic Service Provider v |
GOST R 34.10-2012 (512) Signature with Diffie-Hellman Key Exchanage:
| Crypto-Pro GOST R 34, 10-2012 Strong Cryptographic Service Pro v |

Pexxim paboTel CSP

["] CoxpanaTe nHbopMaLKO 06 MCNONL30BEHHBIX CHEMHBIX HOCUTENAX
[V] YounerHbil KoHTPonb MCNonb30BaHUA KAKo|e
Boibepute CSP ans HaCTPOMKM:

[Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider

@ XpaHWTb K04 B NaMATH NPUNOXKEHMIA
Ncnonb308aTh cnyxOy XpaHeHNs KnoYell  YcTaHoBUTL

[ BkntoumTe K3wmposakme Pazmep Kkawa: | 8

OK ] [ OTMeHa ] [ MpuMeHUTL

PucyHok 8.1. - BkJlOUEHME pexunMa YCUNEHHOrO KOHTPOS UCMOJSIb30BaHUSA K/itouel B KOHTPOJbHOM
naHenn Kpuntollpo CSP.

MNpoBepuTb, BKJIIOYEH JIN PEXWUM YCWIIEHHOrO KOHTPOAS MWCMONb30BaHMA KJ/lOYelr, MOXHO B
KOHTponbHOM naHenn Kpuntollpo CSP (Bknagka «be3onacHOCTb»), AMBO NpPOCMOTpPEB 3Ha4dYeHue
kntoda StrengthenedKeyUsageControl B BeTke peecTpa:

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Crypto Pro\Cryptography\CurrentVersion
\Parameters\StrengthenedkeyUsageControl (gns 64-pa3psgHol onepauuoHHOK CUCTEMbI),

HKEY _LOCAL_MACHINE\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\Parameters\Str
engthenedKeyUsageControl (ana 32-pa3psgHoii onepauMoHHON CUCTEMbI).

B cnydae, ecnm BKAOYEHME peXuMa YCWIEHHOrOo KOHTPOJI WCMOSIb30BaHUSA  KJtoYen
NpPoOM3BOAMIOCH He Ha 3Tane MHcTamnsumm CK3U (4epe3 KOHTPOJSIbHYH MaHesb, peAakTop rpynnoBoi
noNUTUKKM wunn pepaktop peectpa OC Windows) unn B xopae uHcTamnsumm CK3U He ypanochb
MOAYYUTb CllydaWHble AaHHble C AaTuuKa ClydanHbIX Yncen (B 3TOM Ciyyae MHCTannatop otobpaxaer
OKHO 06 owmnbke, CM. pUCYHOK 8.2), He06X0AMMO BbINOSIHUTL KOMaHAY:

csptest.exe —-keyset -verifycontext —-hard rng
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B cnyyae, eCcnm pexumnMm yCUNEHHOro KOHTPOSS UCMNONb30BaHMUS KJllOUYer BKOYaNCs He npu
mHcTannsumn CK3U, nocne BKIOYEHUS pexnMma HeobxoamMMo MNpOM3BECTM Nepe3arpysKy KoMMbroTepa.

_L%J Ycranoska "Kpuntollpo CSP 4.0.8702" ‘E = | 23 :\
Ycranoska "Kpuntollpo CSP 4.0.9702"
YCTaHaBNMBaIOTCA BbIBPaHHbLIE KOMMNOHEHTEI MPOrpaMMbl,
2 3 [oXanTEeCh OKOHYaHMA ycTaHoBKKM KpunTolpo CSP”, 3To MOXET 3aHATL
B HECKONbKO MUHYT.
>
Mpwn MHCTaNNAUWMK HE YAAN0CE NONYYNUTE AZHHbBIE C A3TYWNKA CNYy4YalHbIX
! % uucen. MNMepea ncnonssosannem Kpuntollpo CSP Heobxogumo
ycranoenTe ACH 1 nony4nTe MHULUWANWINPYIOLLME AaHHBIE C
nomMoLLbo Bbiz0Ba "csptest.exe -keyset -verifycontext -hard_rng"
Lok |
Hasan Hanee | OTMeHa |

PucyHok 8.2. — Owmnbka nosydeHus AaHHbIX C AaTymKa C/y4danHbIX YMCen npu MHCTaNasaumnm
CK3M

B kpuntonpoBangepe «Kpuntollpo CSP» v 4.0 pgna kmwoden OCT P 34.10-2001/2012
peann3oBaH AOMOJIHUTESbHbIA KOHTPOJb AOBEPEHHOCTU cepTudmKaTa K/to4ya MPOBEPKU 3IEKTPOHHOM
noanuCK, ANS 4Yero coBepllaeTCcs MOCTpPOeHMe uenoyek cepTuduKaToB A0 AOBEPEHHbIX K/KYEBbIX
cepTUdMKATOB, HaxXOAAWMUXCA B XpaHunuuie nokanbHoro komnbtoTepa CryptoProTrustedStore
(«doBepeHHble KOpHeBble cepTudukaTtbl Kpuntollpo CSP», «CryptoPro CSP Trusted Roots»). [laHHoe
XpaHunve cepTuduUKaATOB aBTOMAaTUYeCKM co3aaéTtcs npu uHcTannauum «Kpuntollpo CSP» v 4.0.
MNMocne ycnewHoOro 3aBeplleHus MHCTasauMm Heobxoammo B o6s3aTesibHOM NopsigKe Npov3BecTu
YCTaHOBKY [OBEpPEHHbIX KOpPHeBbIX cepTudukatos B xpaHunuwe CryptoProTrustedStore ¢ noMouwbio
ocHacTkun CeptudukaTtbl MO0 e C NOMOLWbIO YTUIUTLI certmgr:

certmgr.exe -inst -cert -silent -store mCryptoProTrustedStore -file ca.cer

BHuMaHue! Pab6otra CK3U 6e3 yCTaHOBKM AOBEPEHHbIX KOPHEBbIX CepTudpuKaTtoB B
xpaHwimwe CryptoProTrustedStore aonyckaercs UCKAHOUYUTENIbHO B TECTOBbIX Lensax!

Mocne npoBeAeHUs YCTAHOBKW [OBEPEHHbIX KOPHEBbIX CepTUPMKATOB B  XpaHunuwe
CryptoProTrustedStore cnegyet nepesarpy3uTb KOMMbOTEp.

CepTtudukatbl oTKpbITbiX katouder FTOCT P 34.10-2001/2012, ons KOTOPbIX HeNb3s MOCTPOUTH

LenoYyky K KOpHeBbiM cepTudwmkatam B  xpaHunuwe  CryptoProTrustedStore, daBnstTCs
HeAOBepEeHHbIMU. [Na UX yAaneHus MOXHO BOCMO/Mb30BaTbCA yTUAUTAMK certmgr nnbo cryptcp:

certmgr.exe —-delete -cert -store uMy -dn CN=test-user

cryptcp.exe —-delcert -dn CN=test-user -uMy
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9. TpeboBaHWs NO OpPraHM3aLNOHHO-TEXHUYECKUM U aAMUHUCTPATUBHBIM MepaM
obecneyeHuns akcnnyataumm CK3U

[ OMKHbI BbINOMHATECS TpeboBaHMSA MO OpPraHM3aLMOHHO-TEXHUYECKMM U agMUHUCTPATUBHLIM
MepaM obecneyeHus 6esonacHocTm skcnnyataumm CK3M B obbeMe paspgenos 15 m 16 pokyMmeHTa
«XTSMN.00088-01 91 01. Kpuntollpo CSP v 4.0. PykoBoACTBO agMuMHUCTpaTopa 6e30MacHOCTWU.
Ob6wasn yacTb».

Mpu nogkntodeHnn CK3WM k o6bwenocTynHbiIM KaHajlaMm nepejadu JAaHHbIX AOJHKHA 6bmb
obecneyveHa 6e30nNacHOCTb 3alUMLLEHHON CBA3WU. NpM 3TOM AO/MKHbI 6bITb OnpeAesieHbl:

— Nopsagok noagknyveHnsa CK3U Kk KaHana.
— BbizeneHo nvuo, oTBeTCcTBeHHOe 3a 6e3onacHoOCTb paboThl MO 06WEeA0CTYNMHBIM KaHanaMm.
— Pa3paboTaH TMMNOBOW periaMeHT 3alUMLEHHON CBSA3M, BK/IOYAIOLWLNIA:

" NONUTMKY 6e30MacHOCTM 3allULLEHHON CBA3M;

* JONYCTUMbIA COCTaB MpUKAAAHbIX MNPOrpaMMHbIX CpPeacTB, AN KOTOpPOro AOJHKHO
6bmb MccnenoBaHo M 060CHOBAHO OTCYTCTBME HEraTMBHOrO BiMsSHUS Ha CK3UW no
KaHany nepeaayun AaHHbIX;

" NepeyeHb A0MNYCTUMbIX CeTEBbIX MPOTOKOJIOB;

" 3aLUTY CeTeBbIX COeANHEHUI (NepevyeHb AONYCTUMbIX CeTEBbIX 3KPaHOB);

" CUCTEMA N CpeacTBa aHTUBMPYCHOW 3alLUThbl.

Mopsapok noakntodeHns CK3UM k kaHanam CBSA3M AoskeH 6bMb onpeneneH sKcnayaTupyloLwen
opraHusaumemn.

JIMLuoM, OTBETCTBEHHbIM 3a 6e3omnacHocTb paboTbl CK3M no o6uenocTynHbIM KaHanaMm, Kak
npaBuno, Ao/keH 6biTb aAMUHUCTpPATop 6€30MacHOCTM.

MepeyveHb WTaTHbIX cpeacTB OC, MOXeT BKIKOYATbCA aAMUHUCTPaTOPOM B TUMOBOW periaMeHT
6e3 npoBeaeHMs AOMONHUTENbHbIX WCCNeAOoBaHWI MO oueHKe WMX BAusHus Ha CK3W. Mpwu aTom
OOJXHbI BbINOSTHATBLCSA !

1. cBoeBpeMeHHoe 06HOBNEHWE MPOrpaMMHbLIX CpeaCcTB, BKIOYEHHbIX B COCTaB perfiaMeHTa;
2. KOHTpoOsib cpeabl hyHKUMOHMpoBaHua CK3U;

3. onpeaeneHne M KOHTPOJib 3a UCMOJSIb30BAHUEM CETEBbIX MPOTOKOJ/IOB;

4. cobnogeHne npasun nonb3osaHus CK3U mn cpepoin dyHKUMOHMpoBaHus CK3N.

Mpu wucnonb3oBaHum CK3W Cc  4ApyrMMM  CTaHAApTHbIMM  MPOrpaMMHbIMM  CpeacTBaMu
BO3MOXHOCTb noaktodyeHms CK3M k o06wWenoCTynHbIM KaHanaMm nepefayv AaHHbIX AOSHKHa 6bImb
onpejeneHa TOJNIbKO MOCAe NpoBeAeHUs AOMOSIHUTENbHbIX UCCIeA0BaHUA C OLEeHKOW HEBO3MOXHOCTU
HeraTMBHOIO BWSIHUA Hapywutens Ha @yHkuunoHmpoBaHve CK3M, ucnonb3ytowero BO3MOXHOCTHU
06l efoCTYNHbIX KaHanos.

Ona oTknodeHnss dyHkunim Tenemetpum Ha OC Windows 10/Server 2016 Heob6xogmmo
BbINOSIHUTbL Crieayolme AeNCTBUS:

1. MpoBepuTb Hanuume un ctatyc cepBuca DiagTrack (MaHenb ynpasneHua -> Cuctema u
6e3onacHOCTb -> AAMUHUCTpPUpPOBaHue -> Cnyxbbl).

2. Ecnu cepBu1C 3anyLieH, ToO 0OCTaHOBUTb ero.

3. YpanuTb 3anucb peructpauum cepsuca DiagTrack u3 peectpa ([lyck -> BbINOJAHUTL ->
regedit, pasgen HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services. 3aecb HeobxoanMmo
HanTn n yaanutb nanky DiagTrack).

4. Ypanutb NOArOTOBNIEHHbIE K OTMNPaBKe AaHHble, KOTOpPble COXPAaHATCSA B 4veTbipex dainnax ¢
pacwupeHveM *.rbs, XxpaHsawmxcs B aumpektopun %ProgrambData%\Microsoft\Diagnosis. WmeHa
dannos ansa production c6bopok OC - event00.rbs, eventOl.rbs, eventl10.rbs u eventll.rbs. Ons
insider c6opok OC wuMeHa MOryT OT/IM4yaTbCs, MO3TOMY HeobxoaAMMO yaanuTb Bce dainbl C
pacwupeHneMm *.rbs. lpuM BO3HMKHOBEHMM npobsemM C ypasneHuMeM JAaHHbiX (annoB Heobxoaumo B
CBOWCTBax Ha Bkagke «be3onacHOCTb» pas3pelunTb MOMHbIM AOCTyn K danny, a 3aTeM yaanuThb.

5. OcTaHoBuTb aBTOMaTmudeckyto (AutoLogger) ETW ceccuto AutolLogger-DiagTrack-Listener,
koTopyto DiagTrack akTuBmMpyeT B npouecce CBOEN OCTaHOBKMW.

6. Yoganutb alin, B KOTOpbM aBToMaTuyeckass (AutoLogger) ETW ceccua AutolLogger-
DiagTrack-Listener coxpaHsina cobpaHHble OaHHbIE.
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MyTb K danny XpaHUTCS B peecTpoBoi 3anucu AutolLogger-DiagTrack-Listener B 3HaueHun
FileName. KoHdurypauum asTomaTmyeckmx (AutoLogger) ETW ceccuin HaxoasdATcsa B K/o4ve peecTpa
HKLM\SY STEM\CurrentControlSet\Contro\WMI\AutoLogger. KoHdpurypaums LLeneBown ceccumn
XpaHUTCS B AaHHOM KJtode nog 3anmcbio AutolLogger-DiagTrack-Listener.

B HacToslwee BpeMs AaHHble COXpaHsaTCSA B dann
%ProgrambData%\Microsoft\Diagnosis\ETLLogs\AutoLogger\AutoLogger-DiagTrack-Listener.etl.

7.Yhanutb 3anumcb pernctpaumm koHdurypauum astomaTtmdeckon (AutoLogger) ETW ceccum
AutolLogger-DiagTrack-Listener u3 peecTtpa.

[aHHble AelCTBUA HeobXoAMMO BbIMNOJIHATL MOC/IE KaX[oro KyMyJISTUBHOMO O6HOBNEHUS,
MOCKOJNIbKY [aHHble O6HOBNEHUS SHABAAOTCA MO CYTU MOJIHOM nepeycTaHoBkolh OC U yaaneHHble
CepBUChI BOCCTaHaB/IMBAIOTCH.
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10. TpeboBaHua no 3awmnte ot HCA

CK3N «Kpuntolpo CSP» v 4.0 KC2 (knacc 3awutbl KC2) npu ycnoBum BbINOSMHEHUS
TpeboBaHUI HacTosAwero PykoBoACTBa, @ TakKXe BbINOSIHEHMS TpeboBaHmi N.15 «XXTAM.00088-01 91
01. Kpuntollpo CSP. PykoBoacTBO agMuMHUCTpaTopa 6e3onacHocTun. O6was 4dacTb» obecneuymBaeTt
3aWnUTy  KOHPUAEHUMANBHOM  WHGOPpMaLMM  OT  BHELWHEero  HapywuTens, CaMoCTOSTENbHO
OCYLECTBASAIOWEro co3gaHve MeToAOB W CpeACTB peanu3auum aTtak, a TakXe CaMOCTOATEesNbHO
peanuaylLlero ataku.

3anpewaeTtca ucnonb3osaHme CK3WN «Kpuntollpo CSP» v 4.0 B cnydae obHapyXeHusi oTkasa
obopynoBaHusa nmbo nporpaMMHoro obecnedeHus MNAK sawmtbl oT HCA.

10.1. OpraHmsauuoOHHO-TEXHUYecKne Mepbl 3awmntbl oT HC

JomkeH 6bTb peann3oBaH Cneayowmin KOMMNIEKC OpraHm3auMOHHO -TEXHUYECKMX MEpP 3alUUTbl
ot HCA:

1. B cucteme peructpupyertcs oauMH nonb3oBaTenb, obnagatowunii npaBamMm agMuMHUCTpATOpa,
Ha KOTOpOro BO3MaraeTcs 06583aHHOCTb KOH(MUrypnpoBaTb ocC Windows
2003/2008/7/2008R2/8/2012/8.1/2012R2/10, HacTpauBaTb 6e3onacHoOCTb 0C, a Takxe
KOHpurypmuposaTb M3BM, Ha koTopyto ycTtaHoBneHa OC Windows.

2. Ans aagMUHUCTpaTopa BbIBUPAeTCs HaAeXHbIM Naposib BXoAa B CUCTEMY, YAOBMNETBOPSIOLLMUI
cneaywowmm TpeboBaHWSM: ANMHA napons He MeHee 8 CWMBOJIOB, CpeauM CUMMBOJIOB Napons
BCTPeYalTCsa 3arnaBHble CUMBOJIbl, MPOMUCHblE CWUMBOSbI, UMPPbl U ChneuunanbHbie CUMBOSbI, CPOK
CMeHbl Mapons He pexe O0A4HOro pasa B Mecsl, AOCTYN K Maposio Ao/keH 6bmb obecrneyeH TosbKO
nonb3oBaTento, obnagatolemMy npaBamMuM afAMUHUCTpaTOpa.

3. Bcem rnonb3oBaTensaMm, 3aperncTpupoBaHHbIM B ocC Windows
2003/2008/7/2008R2/8/2012/8.1/2012R2/10, aAMWHUCTpAToOp B COOTBETCTBUM C  MOJIUTUKOM
6€30MacHOCTH, MPUHATOW B OpraHuMsauuM, AaeT MWHWManbHO BO3MOXHbIE A1 HOpMasibHOW paboThbl
npaBa. KaxabWw nonb3osatens OC Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10, He
ABASAOWMACSA aAMUHUCTPATOPOM, MOXET MpoCMaTpuBaTb M peAakTMpoBaTb TOJIbKO CBOW YCTAHOBKWU B
paMKax npaB A0OCTyMa, Ha3HaAY€eHHbIX eMy agAMWUHUCTPaTOPOM.

4. Ha KOMMNblOTEpPE yCcTaHaBnBaeTcs TOJIbKO oaHa oC Windows
2003/2008/7/2008R2/8/2012/8.1/2012R2/10. He wcnonb3ylTCcsa HeCTaHAAPTHblE, W3MEHEHHble Wun
oTnagoyHble Bepcum OC Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10 Takue, Hanpumep,
kak Debug/Checked Build. Ha Bcex HDD ponxHa 6bmb ycTaHoBneHa darnosasa cuctema NTFS.

5. NpaBa AocTyna K KaTasioram %Systemroot%\System32\ Config,
%Systemroot%\System32\SPOOL, %Systemroot%/\Repair, %Systemroot%\COOKIES,
%Systemroot%\FORMS, %Systemroot%\HISTORY, %Systemroot%\SENDTO,

%Systemroot%\PROFILES, %Systemroot%\OCCASHE, \TEMP, a Takxe dannam boot.ini,
autoexec.bat, config.sys, ntdetect.com n ntldr go/mxkHbl 6bb YCTaHOBMEHbI B COOTBETCTBMM C
NonUTUKOM 6e30MacHOCTU, NPUHATOMN B OpraHM3auuu.

6. Jo/mkHbl 6bMb  YCTAHOB/AIEHbl OrpaHWYeHWs Ha A[OCTyn nojsib3oBaTenieli K CUCTEMHOMY
peecTpy B COOTBETCTBUM C MPUHATOM B OpraHM3aumm NoamMTuKomn 6e30onacHOCTHU, YTO peannsyeTcs npu
nomowin ACL nam ycTaHOBKOWM npas goctyna npu Hanmumm NTFS.

7. [omkHa 6bTb MCKAOYEeHa BO3MOXHOCTb YAaNEHHOr0 peaakTMpoBaHMA CUCTEMHOrO peecTpa.

8. omkHa 6bmmb npoBedeHa ycTaHoBka SECURITY_ATTRIBUTES npoueccoB u MNOTOKOB B
CoOoTBEeTCTBMU C TpeboBaHUAMN 6€30NaCHOCTN BCEN CUCTEMbI B LLESIOM.

9. Echm  HeT HeobxoamMMocTW, He creayeT uUCMNonb3oBaTb MpoTtokon SMB. B cayuae
Heob6xoanuMoCTH NCNosib30BaHUsA npoTokona SMB napameTpsl EnableSecuritySignature
(REG_DWORD) " RequareSecuritySignature(REG_DWORD) B Koue
HKLM\System\CurrentControlSet \Services\LanManServer\Parametrs Ao/ixHbl 6bmb YCTaHOBMEHbI CO
3HAUYEHUSAMN «1>»,

10. Y rpynnbl Everyone go/kHbl 6bTb yAasneHbl BCe NpUBUIErUN.
11. JonxeH 6bmb NepeMmeHoBaH nosb3oBaTtenb Administrator.
12. JomkHa 6bImb OTKJ/IIOYEHA yyeTHasa 3anucb gns rocteBoro sxoaa (Guest).
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13. Jo/KHO 6bITb UCK/IOYEHO WUCMOMIb30BAHWE pexuMa aBTOMATUYECKOro BXoJa Mofib3oBaTens
B OMEpPALMOHHY0 CUCTEMY MpU ee 3arpyskKe.

14. JonkHo 6bITb OrpaHNYEHO C YYETOM BbIOpPaHHOM B OpraHmM3auum MNONUTUKM H6Ee30MacHOCTU
MCnonb3oBaHWe nosb3oBaTensamm cepsuca Scheduler.

15. JomkeH 6bmb oTKOYeH cepBuc DCOM.
16. Jo/MKHbI 6bTb OTK/IIOYEHDbI CETEBbIE MPOTOKOJIbl, HE UCMOMIb3yeMble Ha gaHHoli [M3BM.

17. B cnyyae noakntodeHus [OBM ¢ yctaHoBneHHbM CK3UM Kk 06WenocTyrnHbM CEeTSM
nepefayvn AaHHbIX AO/MHKHO ObTb MCKAOYEHO ucnofb3oBaHue JavaScript, VBScript, ActiveX n gpyrux
NpPOrpaMMHbIX OHBEKTOB, 3arpyxaemMbiX M3 CeTW.

18. JomkHa 6bmb UCKAOUEHA BO3MOXHOCTb CETEBOIr0 agMMHUCTPUPOBAHMS ANa BCeX, BKJOY as
rpynny Administrators.

19. Jo/mkeH 6bTb 3aKpbT AOCTYM KO BCEM HE WUCMOJIb3yeMbIM MOPTaM.

20. JomkHbl  BKAOYATbCS  GUABTPbI  Maponel, ycTaHaBfiMBaeMble BMecTe C MNaKeTaMmu
o6HoBnenmn OC Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10.

21. JomkHbl  6bITb  WUCKAOYEHbI WUCMOJIHEHME W OTKpbITME  alnoB, MOMYUYEHHbIX U3
06Len0CTYNMHbIX CETEN nepeaaymn AaHHbX, 6€3 NpoBeAeHNss COOTBETCTBYIOLWMNX NPOBEPOK Ha MNpeaMeT
coaepXXaHusi B HUX MNPOrpaMMHbIX 3aKjaf4oK U BUPYCOB.

22. JlomxHbl 6bITb  yaaneHbl Bce ob6wune pecypcbl Ha [9BM ¢ ycTaHoBneHHbM CK3U
«Kpuntollpo CSP» v 4.0 (B TOM yucne M cosgaBaeMble Mo yMonvaHuio npu yctaHoske OC Windows
2003/2008/7/2008R2/8/2012/8.1/2012R2/10), KoTOopble He wucnonb3ywTCcsa. [llpaBa p[gocTtyna K
MCNO/b3yeMbIM 06LWMM pecypcaM AO/MKHbl 6bTb 3a4aHbl B COOTBETCTBUMM C NOUTUKON H6e30nacHOCTH
NMPUHATON B OpraHmMsauum.

23. MNocne ycTaHOBKW oOMNepauMoHHOW CUCTeMbl M3 KaTanora %Systemroot%\System32\Config
AomkeH bbb yganeH dann sam.sav.

24. lomkHbl  KUCMNONb30BaTbCs  Haubonee  3awuvuieHHble  MNPOTOKO/Mbl  ayTeHTuduKauuu,
peanusoBaHHble B Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10, ecnn dyHKUMOHMPOBaHME
CK31 He npepycMmaTpuBaeT NpUMeHeHue ApYyrux rnpoTOKOO0B.

25. Mo BO3MOXHOCTM crieayeT TMpPUMEHATb CaMble CunbHble WAabnoHbl 6e3o0nacHoCTHU
(Templates).

26. omkHa 6bmb pa3paboTaHa cMCTEMa Ha3HAUYEHUS U CMEHbI Naposien.

27. [omkHO 6bMb 3anpeLleHo ncnosb3oBaHne GOYHKLUM pe3epBHOr0 KOMMPOBaHUSA MNaposei.

28. JomkHbl 6bTb OTKOYEHbI peXUMbl O0TO6pa)keHWss OKHa BCeX 3aperucTpuMpoBaHHbIX Ha
M3BM nonb3oBaTenier n 6bICTPOro nepekstoyeHnss noab3oBaTenen.

29. [lomkHa ObITb OTKJ/IIOYEHA BO3MOXHOCTb YAANEHHOrO0 aAMUMHUCTpUpoBaHua [19BM ¢
ycTaHoBsieHHbIM CK3U «Kpuntollpo CSP» v 4.0.

30. JomkHO 6bMb OrpaHMYeHO KOSIMYECTBO HeydauyHbIX MOMNbMOK BXxoda B CUCTEMY, B
cooTBeTCcTBME C nonautukonm 6esonacHoctn (HO He 6onee 10), nNpUMHATOM B OpraHuM3auuu.
PekomeHayeTcs 610KMpoBaTh CUCTEMY MOCSE Tpex HeyAauHbIX MOMbITOK.

31. Jo/mkHbl UCMONb30BaTbCA CUCTEMA ayauTa B COOTBETCTBME C MOJUTUKOM 6e3omacHoCTH,
MPUHATON B OpraHmMsauun, N OpraHuU3oBaH perynspHbii aHanui3 pe3ynbTaToB ayauTa.

32. lomkeH npoBOANTLCSA PerynsipHbii MpocMOTp coobuweHnin B XypHane cobbmuin Event
viewer.

33. OC Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10 pommkHa 6bmMb HacTpoeHa Ha
3aBepleHne paboTbl Mpy NepenosiHEHUM XypHana ayauta.

34. JonkHa 6bImb obecneyeHa HEBO3MOXHOCTb MoanduKaumm OoC Windows
2003/2008/7/2008R2/8/2012/8.1/2012R2/10 4epe3 obwenoCTynNHble KaHaNbl Nnepegaym AaHHbIX.

35. Nocne wHcTtannsumm OC Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10 ponxeH
6bTb ycTaHoBneH nocnegHuii oduumanbHbin Service Pack oT dupmbl Microsoft, cywecTByowmnn Ha
MOMeHT ycTaHoBkn OC Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10.

36. Jo/mKHbI UCMONb30BaTbCA NOAMMCAaHHbIE ApaniBepbl.

37. Ha Bce paupekTOopuu, coaepxawume cucTteMmHole ddarnnbl Windows 1 nporpammbl U3
komnnekta CK3W, pomkHbl 6bMb YyCTaHOBMEHbI MpaBa [AOCTyna, 3anpewatuime 3anucb BCeM
nonb3oBaTtensM, kKpome AamuHucTpatopa (Administrator), CospaTtens/Bnagenbua (Creator/Owner) wu
CucteMbl (System).
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38. Jo/mkHa 6bTb WMCKAOYEHA BO3MOXHOCTb CO3A4aHWs aBapuiHOro Jamna onepaTuBHOM
namMsTh, Tak Kak OH MOXEeT colep)KaTb KpunTorpaduyeckn onacHyo MHbopMaLmio.

10.2. HacTpoiika cuctemHoro peectpa OC Windows npu yctaHoBke CK3U

Ha M2BM ¢ OC Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10 npu ycTtaHoBke CK3U
HeobxoaAMMO MpPOBECTU HACTPONKY CUCTEMHOro peecTpa:

-B Kn4ye HKLM\System\CurrentControlSet\Control\LSA, YCTaHOBUTb napameTp
RestrictAnonymous (REG_DWORD) co0 3HadeHuMeM <«1» A8 WCKAKYeHUs A[OCTyna aHOHMMHOMO
nonb3oBaTtens (null-session) K cNUCKy pas3gensieMbliXx peCypCcoB, a TakKXe A/ UCK/IYEHUS JoCcTyna K
CoAep>XMMOMY CUCTEMHOIO peecTpa;

— 0719 UCKJTIOYEHUS YTeYKM WHGopMaumm npu nepegade AaHHbIX MO MMEHOBAHHOMY KaHany
\\server\PIPE\SPOOLSS yaanuTb nms SPOOLSS u3 Ko4a
HKLM\System\CurrentControlSet\Services\LanManServer\Parameters\NullSessionPipes;

- B kntove HKLM\System\CurrentControlSet\Services\LanManServer\Parameters ycTaHOBUTb
napameTpbl AutoShareWks mn AutoShareServer, umetowme tun REG_DWORD, co 3HauyeHuneMm «0» ans
3anpeTta aBTOMaTMYEeCKOro Co34aHns CKPbITbIX COBMECTHbIX PECYpPCOB;

-B KJto4e HKLM\Software\Microsoft\WindowsNT\CurrentVersion\Winlogon YCTaHOBUTb
napameTp CashedLogonCount (REG_DWORD) co 3HadeHueM 0 p[nsa OTKJ/OYEHUST KILWMPOBaHMUS
naposiei nocraeaHuUx AeCcATU Nonb3oBaTesnei, BOWEAWNX B CUCTEMY;

- B kaoye HKLM\System\CurrentControlSet\Services\Eventlog\<LogName> (LogName - wums
XXYpHana Ans KOTOPOoro cieayeT OrpaHuuyuTb AOCTYN Mosb3oBaTensaM rpynnel Everyone) ycTaHOBUTBL
napameTp RestrictGuestAccess (REG_DWORD) co 3HauyeHMeEM «1» pfsi UCKJKOYEHUSA AOCTyna rpynnbi
Everyone K CUCTEMHOMY >XYpHany W XXypHasny NpUIoXeHWN;

-B Kno4ye HKLM\System\CurrentControlSet\Control\SessionManager\MemoryManagment
ycTaHoBuTb napameTtp ClearPageFileAtShutDown (REG_DWORD) co 3HauyeHueM <«1» ans BKJ/IOYEHUS
MexaHM3Ma 3aTupaHusa daiinia nogkavyku rnpu nepesarpyske;

-B kntoye  HKLM\System\CurrentControlSet\Control\SecurePipeServers\ ycTaHOBUTb B

COOTBETCTBUM C MOSIUTUKOM 6e30MacHOCTM MPUHATOM B OpraHu3auun paspelleHnss Ha AoCcTyn K
napamMeTpy winreg ans orpaHMYeHusl yaaneHHOro AocTyrna K peecTpy;

-B kaoye HKLM\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Winlogon\ ycTaHOBUTb
napamMeTp AllocateFloppies (REG_SZ) co0 3HauyeHuMeM «1» ana uUCKAKYeHUs napansienbHoro
MCMOsb30BaHNSA AMCKOBOAA ANA TMOKMX AMCKOB;

-B Koue HKLM\System\CurrentControlSet\Control\Lsa YCTaHOBUTb napameTp
AuditBaseObjects (REG_DWORD) co 3HauyeHneM <«1» ans BKJ/OYEHUS ayguTa Ha 6a3oBble 06bEKTHI
CUCTEMBI;

-B K4ye HKLM\System\CurrentControlSet\Control\Lsa YyCTaHOBUTb napameTp
FullPrivilegeAuditing (REG_BINARY) coO 3HaueHueM «1» Ans BKAOYEHUS ayauTa npuBwUIeriin;

— ANa UCKJ/loYeHUs nepegaydn napons nosb3oBaTenen nNo cetu B oTkpbmoM Buae (OC Windows
XP) B kntodve HKLM\SYSTEM\CurrentControlSet\Services\MRxSmb\Parameters ycTaHOBUTb napamMmeTp
EnablePlainTextPassword (REG_DWORD) co 3HauyeHneM «0».

10.3. Ncnonb3oBaHme CK3W co cTaHgapTHbIMM NporpaMMHbiMM cpeacTtBamm COK

MporpamMmMHoe o6ecneyeHne CK3U XKXTAN.00088-01 mno3BOMSIET MCMONL30BATb POCCUICKME
Kpuntorpadundyeckme anropuTMbl U cepTuUdUKaTbl OTKPbITbIX Kouyeln cTaHgapta X.509 ¢ pa3iunyHbIM
nporpaMmHbiM obecnedyeHnem Microsoft:

— UeHTp Ceptudukaumm - Microsoft Certification Authority, Bxoaswwuii B coctas Windows 2000
Server, Advanced Server, Windows 2003 Server, Windows 2008 Server, Windows 2008R2 Server,
Windows 2012 Server, Windows 2012R2 Server.

— DnekTpoHHas noyta - MS Outlook (Office 2013, Office 2010, Office 2007, Office 2003, Office
XP, Office 2000).

— DnekTpoHHas nouyta - Microsoft Outlook Express B cocTaBe Internet Explorer/Microsoft Edge.
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— Microsoft Word, Excel, Info Path u3 coctaBa Microsoft Office 2003, 2007.
- Microsoft Exchange Server 2010, 2013.
— CpeacTBa KOHTpons uenoctHocTm M0, pacnpocTpaHseMoro no cetun - Microsoft Authenticode.

— Cnyx6bl TepMnHanoB ana Windows 2003 Server, Windows 2008 Server, Windows 2008R2
Server, Windows 2012 Server, Windows 2012R2 Server (BkJto4as W03 CAyX6 TEpMUHANIOB).

- 3awuta TCP/IP coeauHeHuin B cetn WNHTepHeT - npoTtokon TLS/SSL npu B3aMMoOAeNCTBUM
Internet Explorer/Microsoft Edge - web-cepsep IIS, TLS-cepBep, TLS-knueHnT (IE).

— SQL-cepsep.

- ISA/TMG cepsep.

— CepBep TepMuHanoB u kaneHTt (RDP).

— Cpeacrtea @yHKUMOHMpOBaHMA KoMmnnekca paspabotkn OO0 «KPUMTO-TPO» Kpunto-Tipo
YU, Kpuntollpo OCSP, Kpuntollpo TSP, KpuntoAPM, CryptCP, KnueHT Kpuntollpo HSM.

10.4. TpeboBaHusa no opraHmsaumm CK3U ceTeBOro moaktoueHns K KOpnopaTUBHbIM CETSAM U
cetam obuiero gocrtyna.

Mpu nogkntoyeHnn CK3WM Kk o06WenocTynHbIM KaHanaM nepejauvv AaHHbX A0JHKHaA 6bmb
obecneyeHa 6e30MacHOCTb 3allMLULEHHOW CBS3W. NPy 3TOM AOSXKHbI 6bITb ONpeAesieHbl:

— Nopsagok noagknyveHns CK3UM Kk KaHana.
- BblzeneHo nuuo, oTBEeTCTBEHHOE 3a 6e30onacHoOCTb paboThl N0 06WEeN0CTYNHBIM  KaHasaM.
— Pa3paboTaH TMNOBOW pernaMeHT 3allMLEeHHOM CBSA3W, BKKOYAOLWNA:

" NONTUKY 6e30NacHOCTU 3allULEHHON CBA3N;
* JOMNYCTUMbIN COCTaB MNPUKAAAHbIX MPOrPaMMHbIX CPeACTB, AN KOTOPOro AO/MKHO
6bmb MccnengoBaHo M 0H6OCHOBAHO OTCYTCTBME HeraTMBHOro BAMAHMSA Ha CK3U no
KaHany nepegavun AaHHbIX;
" nepevyeHb AOMYCTUMbIX CeTeBbIX MPOTOKO/OB;
" 3aLUTY CeTeBbIX CoeanHeHnn (nepedyeHb AOMYyCTUMbIX CeTeBbIX KPaHOB);
" CUCTEMA M CpeacTBa aHTUBUPYCHOM 3aluThbl;
Mopspok noakntodeHns CK3U k kaHanam CBS3M AosbkeH 6bmb onpeneneH sKcnayaTupyloLen
opraHmusaumen.
Jlnuom, oTBeTCTBEHHbIM 3a 6e3onacHocTb paboTbl CK3M no obwenocTynHbM KaHanam, Kak
npaBwio, AOJKEH 6bITb agMUHUCTPaTOp 6€30MacHOCTMU.
MepeyveHb wWTaTHbIX cpeacTB OC, MOXeT BKIKOYATbCA aAMUHUCTPaTOPOM B TUMOBOW periaMeHT
6e3 nposeAeHWs [ONOJSIHUTENbHbIX WCCAefOBaHMA MO oOueHke ux BAuaHMS Ha CK3W. Tpu 3ToMm
OOJDKHbI BbIMOHATHCS

— CBOEBpeMeHHoe 06HOBJIEHNE NPOrpaMMHbIX CPeAcTB, BK/KOYEHHbIX B COCTaB persaMeHTa;
— KOHTpPOJIb cpeabl PyHKUMOHMpoBaHma CK3WU;

— onpejesieHne N KOHTPOJib 3@ MCMNOSIb30BaHWEM CeTEeBbIX MPOTOKOSIOB;

— cobnogeHne npasun nonb3osaHnsa CK3U n cpepon dyHKumMoHuposaHusa CK3U.

Mpn wucnonb3zosBaHum CK3U ¢ agpyrumm  cTaHAapTHbIMM  MNPOrpaMMHbIMKU  CpeacTBamMu
BO3MOXHOCTb noakatodeHns CK3UM k obuwenocTynHbiM KaHasiaMm nepefadn AaHHbIX Ao/kHa 6bmb
onpegesieHa TOJIbKO MOC/Ae MpOBeAEeHUs AOMOJIHUTESIbHbIX UCCNeA0BaHUM C OLLEHKOW HEBO3MOXHOCTU
HEraTUBHOIO BJUAHUS HapywuTens Ha dyHKunoHmpoBaHue CK3W, ucnonb3ylowero BO3MOXHOCTMU
06w enoCTYMHbIX KaHasoB.
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11. TpeboBaHua No KpunTorpaduyeckom s3awmTe

[JOMKHbI BbINONHATBCSA TpeboBaHusa No KpunTorpaduyeckon 3awute pasgenos 15 m 16 wu
AoKyMeHTa «XTAM.00088-01 91 01. PykoBoacTBO agMuHucTpatopa 6e3onacHocTn. Obwasa yacTb» B
yacTun, kacawuwencsa OC Windows.

MNepen HadanoM paboTbl AoMKEH BbTb NPOBEAEH KOHTPO/b LLESIOCTHOCTM!.
KoHTponeM LenoCTHOCTU AO/KHbI 6bTb OXBayveHbl dalinbl:

\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program

Files\Common
Files\Common
Files\Crypto
Files\Crypto
Files\Crypto
Files\Common
Files\Common
Files\Common
Files\Common

Windows 32-bit

Files\Crypto Pro\AppCompat\detoured.dll
Files\Crypto Pro\AppCompat\CProCtrl.sys
Pro\CSP\accord.dll

Pro\CSP\apmdz.dll

Pro\CSP\bio.dll

Files\Crypto Pro\AppCompat\cpExSec.dll
Files\Crypto Pro\AppCompat\cpMSO.dl1l
Files\Crypto Pro\AppCompat\cpadvai.dll
Files\Crypto Pro\AppCompat\cpcertocm.dll

\Windows\system32\cpcng.dll

\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program

Files\Crypto
Files\Common
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Common
Files\Common
Files\Common
Files\Common
Files\Crypto
Files\Common
Files\Common
Files\Common
Files\Crypto
Files\Crypto
Files\Common
Files\Common

Pro\CSP\cpconfig.cpl

Files\Crypto Pro\AppCompat\cpcrypt.dll
Pro\CSP\cpcsp.dll

Pro\CSP\cpcspi.dll

Pro\CSP\cpcspr.dll

Pro\CSP\cpdrvlib.sys

Files\Crypto Pro\AppCompat\cpenroll.dll
Files\Crypto Pro\Shared\cpext.dll
Files\Crypto Pro\AppCompat\cpintco.dll
Files\Crypto Pro\AppCompat\cpkrb.dll
Pro\CSP\cpksp.sys

Files\Crypto Pro\AppCompat\cpmail.dll
Files\Crypto Pro\AppCompat\cpoutlm.dll
Files\Crypto Pro\AppCompat\cprastls.dll
Pro\CSP\cprdr.dll

Pro\CSP\cprndm.dll

Files\Crypto Pro\AppCompat\cpschan.dll
Files\Crypto Pro\AppCompat\cpsecur.dll

\Windows\system32\cpssl.dll
\Program Files\Common Files\Crypto Pro\AppCompat\cpsslsdk.dll
\Windows\system32\cpsspap.dll

\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program

Files\Crypto
Files\Crypto
Files\Crypto
Files\Common
Files\Common
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto

Pro\CSP\cpsuprt.dll

Pro\CSP\cpui.dll

Pro\CSP\cpverify.exe

Files\Crypto Pro\AppCompat\cpwinet.dll
Files\Crypto Pro\AppCompat\cpxml5.dll
Pro\CSP\csptest.exe
Pro\CSP\dallas.dll

Pro\CSP\ds199x.d1l1

Pro\CSP\dsrf.dll

Pro\CSP\emv.dll
Pro\CSP\esmarttoken.dll
Pro\CSP\etok.dll

Pro\CSP\fatl2.dll

Pro\CSP\genkpim.exe
Pro\CSP\inpaspot.dll

Pro\CSP\isbc.dll

Pro\CSP\jcard.dll

Pro\CSP\kst.dll

Pro\CSP\novacard.dll

Pro\CSP\pcsc.dll
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\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program

Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Common

Pro\CSP\reg.dll

Pro\CSP\ric.dll

Pro\CSP\rtSupCP.dll

Pro\CSP\sable.dll

Pro\CSP\snet.dll

Pro\CSP\wipefile.exe
Pro\CSP\esmarttokengost.dll
Pro\CSP\certmgr.exe

Files\Crypto Pro\AppCompat\detoured.dll

\Windows\system32\inetcomm.dl1l
\Windows\system32\rastls.dll
\Windows\system32\wininet.dll
\Windows\system32\msi.dll
\Windows\system32\crypt32.dll
\Windows\system32\schannel.dll
\Windows\system32\kerberos.dll
\Windows\system32\certenroll.dll
\Windows\system32\cryptsp.dll*
\Windows\system32\sspicli.dll*

*

IOna OC Windows Server 2008
cryptsp.dll wm sspicli.dll HaxonmsaTcsa
\Windows\system32\secur32.d1l1l

non
OUbIIMOTEeKM

KOHTPOJIEM LIeJIOCTHOCTHU BMeCTO

OubismoTek
\Windows\system32\advapi32.dll

n

Windows 64-bit

\Program Files (x86)\Common Files\Crypto Pro\AppCompat\detoured.dll
\Program Files (x86)\Crypto Pro\CSP\accord.dll

\Program Files (x86)\Crypto Pro\CSP\apmdz.dll

\Program Files (x86)\Crypto Pro\CSP\bio.dll

\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpExSec.dll
\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpMSO.dll
\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpadvai.dll
\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpcertocm.dll
\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpcrypt.dll
\Program Files (x86)\Crypto Pro\CSP\cpcsp.dll

\Program Files (x86)\Crypto Pro\CSP\cpcspi.dll

\Program Files (x86)\Crypto Pro\CSP\cpcspr.dll

\Program Files (x86)\Common Files\Crypto Pro\Shared\cpext.dll
\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpintco.dll
\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpkrb.dll
\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpmail.dll
\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpoutlm.dll
\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cprastls.dll
\Program Files (x86)\Crypto Pro\CSP\cprdr.dll

\Program Files (x86)\Crypto Pro\CSP\cprndm.dll

\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpschan.dll
\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpsecur.dll

\WINDOWS\SysWOW64\cpssl.dll

\Program

Files

(x86) \Common

Files\Crypto Pro\AppCompat\cpsslsdk.dll

\WINDOWS\SysWOW64\cpsspap.dll

\Program Files (x86)\Crypto Pro\CSP\cpsuprt.dll

\Program Files (x86)\Crypto Pro\CSP\cpui.dll

\Program Files (x86)\Crypto Pro\CSP\cpverify.exe

\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpwinet.dll
\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpxml5.dll
\Program Files (x86)\Crypto Pro\CSP\csptest.exe

\Program Files (x86)\Crypto Pro\CSP\dallas.dll

\Program Files (x86)\Crypto Pro\CSP\dsl199x.dl1l

\Program Files (x86)\Crypto Pro\CSP\dsrf.dll
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\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program

Pro\CSP\emv.dll
Pro\CSP\esmarttoken.dll
Pro\CSP\etok.dll
Pro\CSP\fatl2.dll
Pro\CSP\genkpim.exe
Pro\CSP\inpaspot.dll
Pro\CSP\isbc.dll
Pro\CSP\jcard.dll
Pro\CSP\kst.dll
Pro\CSP\novacard.dll
Pro\CSP\pcsc.dll
Pro\CSP\reg.dll
Pro\CSP\ric.dll
Pro\CSP\rtSupCP.dl1l
Pro\CSP\sable.dll
Pro\CSP\snet.dll
Pro\CSP\wipefile.exe
Pro\CSP\esmarttokengost.dll
Pro\CSP\certmgr.exe

Files (x86)\Crypto
Files (x86)\Crypto
Files (x86)\Crypto
Files (x86)\Crypto
Files (x86)\Crypto
Files (x86)\Crypto
Files (x86)\Crypto
Files (x86)\Crypto
Files (x86)\Crypto
Files (x86)\Crypto
Files (x86)\Crypto
Files (x86)\Crypto
Files (x86)\Crypto
Files (x86)\Crypto
Files (x86)\Crypto
Files (x86)\Crypto
Files (x86)\Crypto
Files (x86)\Crypto
Files (x86)\Crypto
Files\Common

Files\Common
Files\Crypto
Files\Crypto
Files\Crypto

Files\Crypto Pro\AppCompat\detoured.dll
Files\Crypto Pro\AppCompat\CProCtrl.sys
Pro\CSP\accord.dll

Pro\CSP\apmdz.dll

Pro\CSP\bio.dll

\WINDOWS\system32\cpsspap.dll

\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program

Files\Common
Files\Common
Files\Crypto
Files\Common
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Common
Files\Common
Files\Common
Files\Common
Files\Common
Files\Common
Files\Crypto
Files\Crypto
Files\Common
Files\Common

Files\Crypto Pro\AppCompat\cpadvai.dll
Files\Crypto Pro\AppCompat\cpcertocm.dll
Pro\CSP\cpconfig.cpl

Files\Crypto Pro\AppCompat\cpcrypt.dll

Pro\CSP\cpcsp.dll
Pro\CSP\cpcspi.dll
Pro\CSP\cpcspr.dll
Pro\CSP\cpdrvlib.sys

Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto

Pro\Shared\cpext.dll
Pro\AppCompat\cpintco.dll
Pro\AppCompat\cpkrb.dll
Pro\AppCompat\cpmail.dll
Pro\AppCompat\cpoutlm.dll
Pro\AppCompat\cprastls.dll

Pro\CSP\cprdr.dll
Pro\CSP\cprndm.dll
Files\Crypto Pro\AppCompat\cpschan.dll
Files\Crypto Pro\AppCompat\cpsecur.dll

\WINDOWS\system32\cpssl.dll

\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program

Files\Crypto
Files\Crypto
Files\Common
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto

Pro\CSP\cpsuprt.dll
Pro\CSP\cpui.dll
Files\Crypto Pro\AppCompat\cpwinet.dll
Pro\CSP\csptest.exe
Pro\CSP\dallas.dll
Pro\CSP\dsl199x.d1l1l
Pro\CSP\dsrf.dll
Pro\CSP\emv.dll
Pro\CSP\esmarttoken.dll
Pro\CSP\etok.dll
Pro\CSP\fatl2.dll
Pro\CSP\inpaspot.dll
Pro\CSP\isbc.dll
Pro\CSP\jcard.dll
Pro\CSP\kst.dll
Pro\CSP\novacard.dll
Pro\CSP\pcsc.dll
Pro\CSP\reg.dll
Pro\CSP\ric.dll
Pro\CSP\rtSupCP.dll
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\Program Files\Crypto Pro\CSP\sable.dll
\Program Files\Crypto Pro\CSP\snet.dll
\Program Files\Crypto Pro\CSP\certmgr.exe

\Program Files\Crypto Pro\CSP\esmarttokengost.dll

\Program Files (x86)\Common Files\Crypto Pro\AppCompat\detoured.dll

\Program Files\Common Files\Crypto Pro\AppCompat\detoured.dll

\Windows\system32\inetcomm.dl1l
\Windows\SysWOW64\inetcomm.dll
\Windows\system32\rastls.dll
\Windows\SysWOW64\rastls.dll
\Windows\system32\wininet.dll
\Windows\SysWOW64\wininet.dll
\Windows\system32\msi.dl1l
\Windows\SysWOW64\msi.dll
\Windows\system32\crypt32.dl1l
\Windows\SysWOW64\crypt32.dll
\Windows\system32\schannel.dll
\Windows\SysWOW64\schannel.dll
\Windows\system32\kerberos.dll
\Windows\SysWOW64\kerberos.dll
\Windows\system32\certenroll.dll
\Windows\SysWOW64\certenroll.dll
\Windows\system32\cryptsp.dll*
\Windows\SysWOW64\cryptsp.dll*
\Windows\system32\sspicli.dll*
\Windows\SysWOW64\sspicli.dll*

*

IOns OC Windows Server 2008 1nom KOHTpPOJIEM

cryptsp.dll u sspicli.dll HaxomsaTcsa OUOIMOTEKU
\Windows\system32\advapi32.dll
\Windows\SysWOW64\advapi32.dll
\Windows\system32\secur32.d1l1l
\Windows\SysWOW64\secur32.d1ll

LIEeJIOCTHOCTHU

BMECTO

OubmoTekr

B cnyyae ecnu UenoCTHOCTb JAaHHbiX 6ubnnoTtek HapyweHa B pesynbrate O06HOBAEHMS
onepaumoHHON cucTembl, Heobxoaumo obpaTutbcsa K paspaboTtumky CK3M 3a pasbACHEHMSMU O
BO3MOXXHOCTU MPOAO/HKEHUA ucnonb3osaHus CK3UW Ha gaHHOM cucTeme.
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MpunoxeHne A. KOHTPONb LIEIOCTHOCTU NPOrpaMMHOro obecrnedyeHus

A.1 KOHTpONb LENOCTHOCTM NporpaMMHOro obecrneyeHus C NOMOLbIO afiropMTMOB
X3LWMPOBAHMS.

Moaynb cpverify.exe no3BOASET OCYLWECTBASATb KOHTPO/b LEAOCTHOCTU YCTaHOBJIEHHOIO
nporpamMMHoro obecneyeHusi. KOHTpOAb LENOCTHOCTM (aioB OCyLecTBASETCA NMpu 3arpyske danna
Ha ucnosiHeHMe (M MepuoaMYecKn BO BpeMs BbIMNOJSIHEHWS) WAM MNPUM PYYHOM 3anycke MporpaMmbl
KOHTPO/S LEeNoCTHOCTM (CM. OMNUUIO —IV HUXE).

Mpy NoMoLM NepeyvYnucieHHbIX HMUXe onunii Moaynb cpverify.exe MoXeT 6bTb MCNOb30BaH ANs
Cneaywmx KOHTPObHbIX Lenen:

cpverify -mk filename [-alg algid] [-inverted_halfbytes <inv>]- BbMUCNEHME 3Ha4eHUS
xaw-dyHkumn ans danna c wmMmeHem filename ¢ nomowbto anroputma algid. MNone algid moxet
npuHuMaTb  3HadeHus  GR3411, GR3411_2012 256 v GR3411_2012 512 (no yMon4aHuio
ncnonblyetca GR3411). [-inverted_halfbytes <inv>] yka3sbiBaeTcs, ecnu nonybantbl B hashvalue
nepeBepHyTbl (Mo ymonuyaHmwo ansa GR3411 inv npuHMMaeTcs paBHbM <«1», Ang anropuTtMoB
GR3411_2012_256 wn GR3411_2012_512 «0»).

cpverify filename [-alg algid] [hashvalue] [-inverted_halfbytes <inv>] - npoBepka
uenocTtHocTn ¢danna c umeHeMm filename, mcnonb3ys anroputm algid M xaw-3HauveHne hashvalue.
Mone algid ™MoxeT npuHMMaTb 3HadeHus GR3411, GR3411_2012_256 un GR3411_2012_512 (no
yMon4yaHuto wucnonbsyetcsa GR3411). Ecnu hashvalue He ykasaH, TO X3wWw-3HadeHue 6epeTcsa w3
danna filename.hsh. [-inverted_halfbytes <inv>] yka3bBaeTtcsa, ecnu nonybantel B hashvalue
nepeBepHyTbl (Mo ymonuyaHumwo ana GR3411 inv npuHMMaeTCcs paBHbIM «1», aOna anropuTtMoB
GR3411_2012_256 n GR3411_2012_512 «0»).

cpverify -rm [-alg algid] [catname] - BbMMCEHME 3HAYEHUA X3LW-(PYHKLUN AN KaX[oro ms
dannos, coaepxawmxca B KaTanore catname B pasgene peectpa (ecnu catname He ykasaH, ToO
6yayT nepecuunTaHbl BCe X3L-3HadeHus B pa3fenie peectpa). Tekyliee 3HavyeHue Xow-pyHKLUWIA npu
3TOM 3aMeHsieTCS Ha BHOBb MocuymTaHHoe. T[lone algid ™MoxeT npuHUMaTb 3HadeHus GR3411,
GR3411_2012_256 1 GR3411_2012_512 (no ymonuaHuo mucnonbsyercsa GR3411).

cpverify -rv [catname] - npoBepka LenocTHocTW dainoB M3 KaTanora catname B pasaene
peecTpa (ecnu catname He ykasaH, To 6yayT NpoBepeHbl Bce dalinbl B pasaene peecTtpa).

cpverify -xm in_file out_file [-alg algid] [xmlcatname]- BblMMCNEHME 3HAYEHUS X3LW-DYHKLNN
ana  dannos, nepeuncneHHbix B xml-danne ¢ umeHem in_file B katanore xmlcatname (ecnm
xmlcatname He ykasaH, TO x3duW-3HayeHus 6yayT mocuuTaHbl 4n8 BCeX (anos, nepedncrieHHbX B
xml-darine ¢ wmMeHem in_file), n 3anncb nonyyeHHbIX 3HavyeHMn B xml-dann ¢ ummeHem out_file.
Tekylwee 3HadyeHne x3W-(YHKUWIA NpM 3TOM 3aMeHSIeTCA Ha BHOBb nocuymTaHHoe. [lone algid moxeTt
nMpuHUMaTb  3HadeHmsa  GR3411, GR3411_2012_256 wn GR3411_2012_512 (no yMoOa4aHuKO
ncnonb3lyetcsa GR3411).

cpverify -xv in_file [xmlcatname] - npoBepka UuLENOCTHOCTU alnoB, NEpPeYUCsIEHHbIX B
xml-cdarine ¢ umeHem in_file B kaTtanore xmlcathame (ecnm xmlcathame He ykasaH, TO MNpoBepka
6yaeT BbinosiHeHa Ansa Bcex dasoB, nepedncnieHHbix B xml-danne ¢ umeHem in_file).

cpverify -r2x out_file - dopmMmmpoBaHune xml-canna ¢ nmeHem out_file, coaepxawero cnmcok
¢dannoB, HaxoAAWMUXCA B pasfjenie peecTpa MoA KOHTPOJAEM LEeSIOCTHOCTWU, U X3LW-3HAa4YeHUs 3TUX
dannos.

cpverify —-x2r in_file - ycTaHOBka no4 KOHTPONb LENOCTHOCTU (hannoB, MEpedyucsieHHbIX B
xml-darine ¢ uMmeHem in_file.

CnncoK KOHTpOAMpyeMbIX MoAyfnel 3aBUCUT OT MWCMNOJSIHEHMSE M MOXET Obmb NosydeH npwu
noMowinm KoMaHabl cpverify —r2x in_file.

Bo BCex nepeuduncneHHbIX Bblle Cly4yasiX, ec/iM He YyKasaHo uMMsa kaTanora xmlcatname, ToO
npMHMMaeTCcs MMS KaTaJlora CpCsSp, MCMNONb3yeMoe CSPp A/ KOHTPOS LEesIOCTHOCTU BXOAALWMX B €ro
coctaB Moaynei. CNMCOK KOHTPOMPYEMbIX MOAYNEN 3aBUCUT OT UCTMOJSIHEHUS N MOXeT bbb Mosy4eH
npu nomowmn KomaHabl cpverify —r2x in_file cpcsp.

Ons Toro, u4tobbl NOCTaBUTb MNOA4 KOHTPO/Sb LENOCTHOCTM YCTAHOBJIEHHOE MpOorpaMMHoe
obecneyeHne, HYXXHO BbINOSIHUTbL CAEAYIOLWY0 NoC/ief0BaTeNbHOCTb AEUCTBUNA!
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1. CoszpgaTtb xml-cain, copepxawuhm CrNUCOK YyCTaHaBAMBAEMbIX MO KOHTPOJIb LENOCTHOCTU

dannos. OaHHbii Xml-dainn A0MKEH UMETb CNeaYoWY CTPYKTYpPY:

<?xml version="1.0" encoding="UTF-8" standalone="no"?>
<CProlntegrity >

<catalog>

<entry name="calc.exe">
<Path>C:\WINDOWS\system32\calc.exe </Path>
<Algid >00008021 </Algid >

</entry>

<entry name="verifier.exe">
<Path>C:\WINDOWS\system32\verifier.exe </Path>
<Algid>00008021 </Algid>

</entry>

</catalog>

</CProlntegrity >

3HaueHune nonsa Algid pomkHo paBHATBCS 00008021.

2. 3anyctutb Mogynb cpverify —xm in_file out_file TestControl, ykazas B ka4yecTBe napameTpa
in_file wvmsa co3gaHHoro xmil-darina. Pe3ynbTratoMm paboTel mMoayna 6yaer saBnartbcs xml-dann ¢
mmeHeM out_file, cogepxalinii BbMUCNEHHbIE 3HAYEHUS X3W-(PYHKUUN ANS NepedyncieHHbix B in_file

dannos n nMeLWMn CneayLyo CTPYKTYpY:

<?xml version="1.0" encoding="UTF-8" standalone="no"?>
<CProlntegrity >

<catalog>

<entry name="calc.exe">
<Path>C:\WINDOWS\system32\calc.exe </Path>

<Algid >00008021 </Algid >

<Tag>679837307CDC7AA1E4BDBB75194A24D42C782079AF08E2D362D7624A90D

604C7</Tag>

</entry>

<entry name="verifier.exe">
<Path>C:\WINDOWS\system32\verifier.exe </Path>
<Algid>00008021 </Algid >

<Tag>9DF987B89A323BEBC3C29BACOAED42A4F5BD651892AAE79F1EC1D05288D

06B9C</Tag>
</entry>
</catalog>
</CProlntegrity >

3HauveHune nong Algid gonxHo paBHATbcs 00008021.

3. YCTaHOBUTb NOA KOHTPOJIb LLeNOCTHOCTU annbl, AN KOTOPbIX 6bU10 BbMUCEHO 3HadeHue
X3 W-dyHKUMM, ncnonbdys moaynb cpverify —x2r in_file TestControl, rae napametrpom in_file aBnsercsa

xml-darn, nony4deHHbIin B pe3ynbTaTe BblMUCAEHUS 3HAYEHUS X3LW-@PYHKUMN B MYHKTE 2.

Mocne o6HoBneHns Windows BO3MOXHO BO3HMKHOBEHME OWMOKWM Npu NpoBepKe X3LW-
3HAaYEeHUN CUCTEMHbIX 6Mbnuotek, ncnonbsdyembix CK3M. 3To byaeT oTpaxeHo B CUCTEMHOM XYypHane,
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KyZa Mo yMOS4aHWIo 3anucbiBaeTcs MHGOpMaums 0 peldysbTaTe NpoBeAeHUS KOHTPOSS LLeNOCTHOCTM.
B aToM cny4yae Heob6xoamnmo:

e yBEAOMUTb pa3paboTumka O HECOOTBETCTBUM X3LW-3HAa4YeHUN CUCTEMHbIX BubnmoTek ¢ uenbto
nocTaHoBkM paboT No npoBeAeHU0 aHanm3a O6HOBJIEHHBIX CUCTEMHbIX H6MBNMOTEK, MCNOJb3yeMbIX
CK3M ycTaHOBNEHHbIM MOPSAKOM;

eHa nMepuoa A0 TMOJyYEeHUs  pe3ysbTaToOB  WCCAeAOBaHWMN  CliefoBaTb  WMHCTPYKLUSAM
paspaboTumka, NosyyYeHHbIM MM U3 CMeLManm3npoBaHHON OpraHMsauum.

Ona ypoBHs 3awunTtbl KC2 Heobx0AMMO BKJKOYUTb YCWAEHHbIM pexum paboTbl KOHTpONs
LesIoCTHOCTH, KoTopbi 6nokmpyeT paboty CK3U B criydae BO3HMKHOBEHWSA yKasaHHoOW ownbku. Ons
3TOro HeobxoanmMo nobaButb B peecTp
(\\REGISTRY\\MACHINE\\SYSTEM\\CurrentControlSet\\Control\\Session Manager\\CProlntegrity)
napameTp HaltFileCorrupt oTAM4HBLIN OT Hyns.

Ona  ypoBHs 3awutbl KC1 npuv nonyyeHuu paspelleHnss oT paspaboTumka p[AonyckaeTcs
O06HOBUTb 3HAUYEHUS X3LW-PYHKUMA AN AaHHbIX 6MBANMOTEK C MOMOLLbIO KOMaHAbI

cpverify —mksystem.

A.2 KOHTpO/ib LIe/IOCTHOCTX NMPOrpaMMHOro obecneyeHms c NOMoLLb alropuTMOB
noanucu

- cpverify -file_verify umsa_danna [3HayeHue_noanucu] -timestamp pata

MNposepka noanucm ddanna ¢ wuMmeHeMm <«uMmsa_cdanna». [MapaMeTp <«3HadYeHue_noanmcu»
HeobxoauMo nepegaBaTb B Buae 6anToBOM CTPOKKU. ECNM mapaMeTp «3HadeHune_noAarnmcu» He yKasaH,
TO 3HauyeHue noanucm bepetcs wm3 danna wmMma_danna.sgn. lMapameTp «AaTa» yKasbiBaeT, Korga
noanucb 6bia cdopMmpoBaHa, HeobxoauMMO ykasbiBaTb B dopmate AAa.MM.rrrr. [JaHHas KoMaHaa
nposepsieT NoANUCb C NMPSIMON NOC/eA0BaTeNbHOCTbLIO nonybanT, Ana nNpoBepku noanncu ¢ obpatHom
nocsieAoBaTE/IbHOCTbIO 6aT HeobxXoAMMO WMCMNOMb30BaTb KOMAHAY Versign C aHanorndHbiM Habopom
napameTpoB. [lognncb nNpoBepsieTCs Ha OTKPbITOM KJ4Ye W3 chneuymanbHOro ceptudukata ans
noanucu koga komnaHmm «KPUMTO-TPO».

— cpverify —pe_sign FileName [kpuTepun nomcka cepTtudukarta]l [aAon. napameTpbi]

NobaBneHne B dann ¢ wumeHeMm FileName uudposon noanucm B dopmaTe authenticode
MOMHOCTbID Ha POCCUMWCKMX anropytmax C nomouwbio Microsoft CryptoAPI. C nomowbio faHHOM
KOMaHAbl MOXHO nognucaTb Tonbko dannbl dopmatoB .exe u .dll.

Ona Toro utobbl noanucatb dakn, HeobxoaMMO B xpaHunuwe «JlnyHoe» TeKylero
rMoJsib30BaTENS MMETb YCTAHOBJIEHHbLIN CEPTUMUKAT CO CCbUIKOM Ha 3aKpbTbid K/OY, B Ha3HA4YEHUSAX
KOTOpOro nNpucyTcTByeT «[lognucbiBaHne Koaa».

MoncK HY>XHOro cepTudukaTa OCYLECTBAAETCSA C NMOMOLLbIO CleayolnX KpUTepues:

NMa cybbekTa cepTudmkaTa noanncK. ITo 3HaUEHMUe

-name SubjectName N
MO eT 6bITb MOACTPOKOWN MOJIHOTO UMEHU CcybbekTa.

ANrOPUTM X3 WLNPOBAHUSA ANA NOANUCK B cepTudmnkaTe.
-alg Algld JonycTtumble 3HaveHns GR3411, GR3411_2012_256,
GR3411_2012_512.

-fp FingerPrint 3HayeHune shal oTneyaTtka cepTudmkara.

Moanucb 6yaeTt nobaBneHa Kak BTopocTeneHHas. Eciuv B
-append danne HeT OCHOBHOM NoANMCU UM NapaMeTp —append
He nepefaH, TO NoAnUcb byaeT fobaBneHa Kak OCHOBHaS.

Ecnn Heckonbko cepTudMKATOB YyAOBAETBOPAT 3ajaHHbIM KpuUTepusM, TO MNoJsib30BaTesno
6yaeT npenocTaBneHa BO3MOXHOCTb BPYy4YHYO BblbpaTb HyXHbI1 cepTudukar.

— cpverify —pe_verify FileName [gon. napameTpbl]
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MpoBepka authenticode nopgnucun dainna ¢ uMmeHem FileName 6e3 ucnonb3oBaHusa Microsoft
CryptoAPI.

MpoBepka Bcex authenticode nognnucen, HaliaeHHbIX B
-multiple danne. Ecm napameTp He nepefaH, To 6yaeT npoBepeHa
TOJIbKO OCHOBHas NOAMNUCH.
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Mpunoxenne b. Cnyx6bl cepTdmKaumm onepaumoHHom cucteMmol Windows.

Beaywune MupoBble NpomM3BOAUTENMN CUCTEMHOIO M MPUKAAAHOrO nporpaMMHoro obecneveHus
aKTUBHO WHTErpuvpyloT pelleHus, OCHOBaHHble Ha WHMpacTpyKType OTKpPbITbIX KAYen B
onepaumnoHHble CUCTEMbl W MNPUIOXKEHUA. SPKUM MNpPUMEPOM HBNASETCS OrnepauMoHHass cuctTema
Windows, nonHocTbio nogaepxumBatowas MOK.

B onepauuoHHo cucteme Microsoft Windows B nonHom o6beMe peanusoBaHa
NHdpacTpyKTypa OTKPbITbIX KAKOYEN. DTa WMHIPaAcTpyKTypa npeactaBnsieT cobon MHTerpumpoBaHHbIN
Habop cnyx6 W CpeaAcCTB aAMWUHUCTPUPOBAHMS AN CO34aHMA WM pa3BepTbIBAHMA MNPUNOXEHWUN,
NPUMEHSIIOWMX KpUnTorpaduio C OTKPbITbIMM KJIlO4aMK, a TakXe N8 yrpaB/ieHns UMu.

MHbpacTpyKTypa OTKpbITbIX K/OYel npeanonaraeT WepapxXuyeckytd MoAesb MNOCTPOeHUs
LEHTPOB  cepTudukauun. Takas  Moaenb obecneymBaeT  MacwTabupyemocTb, yA0O6CTBO
aAMVHUCTPUPOBaHMSA M COMMacoBaHHOCTb C PacTyLWMM YMC/IOM MPOAYKTOB M LLEHTPOB cepTudukauum.
MpocTeiwas cdhopMa Mepapxum COCTOMT M3 OAHOTO LEeHTpa cepTudukauum, a B 06LWEM crlyyae - U3
MHOXECTBA C ABHO OMNpeAesIEHHbIMA OTHOLIEHUSIMU POAUTE NTbCKU-A0YEPHUIA.

NHdpacTpyKkTypa OTKPbITbIX K/KOYeW, peanumsoBaHHas B oOnepaunoHHOW cucteme Microsoft
Windows 2000/2003 nosHOCTbIO MoagepXuBaeT UM MNO3BOASET Co34aTb MepapxXuyecKkyl Moaesnb
LEeHTpOB cepTuduKaumm.

Intermediate CA Issuing CA

Issuing CA

R

Issuing CA

A "L R

PucyHok B1- Moaenb nocTpoeHus LeHTpoB cepTudurkaumnm

B coctaB cnyx6 ceptudukaumm onepaumoHHonm cuctembl Windows BxogaT crepytouwme
CNyX6bl U KOMMOHEHTBbI.

CepBuc ceptudpumkaumm

CepBuc ceptudukauum npegocTtaBnser Habop cnyx6 pgna Bbinycka, YyMpaBieHUs U
MCMNONb30BaHMUA CepTUPUKATOB OTKPbITbIX K/KOYEN B 3alUMLLEHHbIX TEXHOJOMMAX U MNPUIOXKEHUNX,
ucnonbsywwmx MWOK. CepBuc ceptudumkaumm BbINOJHAET OCHOBHYIO poOfib B ynpaBJfieHun
6e30nacHOCTbID  TexHOMorMM U NpunoXxeHnn wn obecneymBaeT npouUecC AOCTOBEPHOrO MU
KoHduaeHUManbHoro obmeHa nHdpopMaumen.

KoHconb uyeHTpa cepTucdmukaumm

KoHconb ueHTpa ceptudukaunm sgsenserca pabouymMm MecToM agMUHMUCTpaTopa 6e3o0mnacHoCTH,
MO3BOJISIIOLWMM YNPaBAsATb CepTUPUKaTaMM OTKPbITbIX KIIHOYEMN.
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{23 Certification Authority [_ O
J&ction Yiew |J¢'-P| |.||§
Tree I Request ID | Requester Mame | Binary Certificate | Serial Mumber | Certificate EFFE:I
[ Certification Authority (Local) Elzz04 WWWAILSR_FW - BEGIN CERTL.. 3sfaZeld00.. 17.04.2002 18
= P CoP Test CA Elzsos WAWWATUSR_FY -l BEGIN CERTL... <4lsfca4alln... 18042002 7:
" (12 Revoked Certificates Elz=06 WWWATUSR_FW - BEGIM CERTL... 429c6fd3000,..  18.04.2002 11
a Issued Certificates 2507 WWWATUSR_FW -] BEGIM CERTIL... 429dS4f2000... 18.04.2002 11
(10 Pending Requests Elz=0s WWWATUSR_FW - BEGIM CERTL... 42dcdd4S000.,.  18.04.2002 12
D Failed Reguests 2509 WWWATUSR_FW -] BEGIM CERTIL... 42e327d4000... 18.04.2002 12
2510 WWWAILSE_PW - BEGIM CERTI... <2e37cchO00...  13.04.2002 12
2511 WWWATUSR_FW -] BEGIM CERTIL... 42eeflccod... 15,04, 2002 12
2512 WWWAILSE_PW - BEGIM CERTI... <2fredofooo... 15.04.2002 12
2513 WWWATUSR_FW -] BEGIM CERTIL... 437FF3cfO000... 18.04.2002 15
2514 WWWITLSR_Fw - BEGIM CERTIL... 438h5S429000... 18.04.2002 15
2515 WWWAILSE_PW - BEGIM CERTI... 033d9c9S000,,, 19.04,2002 14
2516 WWWATUSR_FW -] BEGIM CERTIL... 0360c51a000.., 19.04,.2002 15
251? WWWAILSE_PW - BEGIM CERTI... 039cb962000,,, 19.04,2002 16
2518 WWWATUSR_FW -] BEGIM CERTIL... 03bfbedadno... 19.04.2002 16
2519 WWWAILSE_PW - BEGIM CERTL... 03e9c496000,,, 19.04.2002 17
F& - BEGIM CERTI... 0447baled0d... 19.04 219
1] |

PucyHok B2 - KoHconb ueHTpa cepTtudukaumnm

CpeactBa pacwumpeHms (pyHKLMOHaJIbHOCTU cepBuca cepTtudmukaumm

CpeactBa pacwupenns @GYHKLWOHaNbLHOCTU cCepBuUCa cepTudukaumm npeaocTtaBnsatoT Habop
MEeTOA0B, MO3BOMASAKOWMNX U3MEHATb W pasBuBaTb (PYHKUMOHANBHOCTb CTAaHAAPTHOIO CepBuUca
ceptTudumkaumm ana  yaoBAeTBOPEHUS MNOTPebHOCTM KOHKPETHOM MNPUKAAAHOMW CUCTEMbl UK
TEXHOMOMMN. DTU CpeacTBa MNO3BOMSAT MHTErpMpoBaTb cepBuca ceptudukauum C  pasinyHbIMU
CeTeBbMW CMpaBOYHMKAMKU W NPUIOXKEHUAMM, dopMmnpoBaTb CocTaB CcepTUdMKATOB OTKPbITbIX
KJto4en, moanduumpoBaTb nNpouecc ynpasneHust ceptudukaTamu.

KnueHTCKMe cpeacTBa B3aMMOAEUCTBUS CO Cy>k60i cepTtudmkaumm

KnueHTckue  cpeAcTBa  MpeAoCTaBAfAOT  MOMNb30BATENsSM  pasfnuyHbie  MeToAbl  Ans
(bopMUpPOBaHMA 3aKpbITbIX K/lOYeW, 3anpocoB Ha cepTudukatbl M 06paboTkM cepTuduMKaTos,
BbINyLWEHHbIX Cy>X 601 cepTudmkaumu.

ApxuTekTypa cepsuca ceptudmkaumm npeacrtasneHa Ha PucyHke B3.

3aKpbliThle
KN4

T

RPUNTONPOEANAED. -
RV PEBaaeED
PRI PYEANAER

OTKpbITEIE
KNKOYM

Ceprrdhnrarel
3anpocel |
PKCS10 ! /
|| Mogyne | Cnyxb6a Moayne
'~ | mpuena cepTuchrKaumn HYTILEILL) R
: ’ CRL
Y
WabnoHbl Monyne
CepTHdUKATOBR NOJUTHEN

PucyHok B3 - ApxuTtekTypa cepBuca ceptudumnkaymu.
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lMpunoxeHwne B. YnpaBneHne NpoToOKOIMPOBAHUEM

Ona BKAOUYEHUs/OoTKNOUEeHMS npoTokonupoBaHus ana Windows 32[Windows 64] pobasnsetcs
B peecTp:

HKEY_LOCAL_MACHINE\SOFTWARE\[Wow6432Node]Crypto
Pro\Cryptography\CurrentVersion\debug\
DWORD napamMeTp cpcsp Ansa onpeneneHnsa ypoBHSA NpOTOKONa
DWORD napameTp cpcsp_fmt ana onpeaenennsa dopmata NpoTokona

3HayeHWeM napameTpa ypOBeHb NPOTOKONA sBNSEeTCSA butoBas Macka:

N_DB _ERROR =1 # cooblieHunsa o6 owmbkax
N_DB LOG = 8 # coobu,eHus o Bbil3oBax

3HauyeHneM napaMeTpa ¢opMaT NpoTokona sBnseTcsa 6uToBas Macka:
DBFMT_MODULE = 1 # BbBOAUTb UMS MOAYyNSA
DBFMT_THREAD = 2 # BblBOAWTb HOMEP HUTKMWU
DBFMT_FUNC = 8 # BbIBOAUTb UMSA (DYHKL UK
DBFMT_TEXT = 0x10 # BbiBOAMUTb CaMo coobuieHune
DBFMT_HEX = 0x20 # BbBOoAMTb HEX pamn
DBFMT_ERR = 0x40 # BbiBoauTb GetlLastError
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JINCT permctpaunm naMeHeHu

Jlncr perncrpaumnm naMeHeHumn

Homepa nuctos (cTpaHuy) Bxoaswumn
Bcer
Ne cero Ne N¢ conposoau-
i aHHYMpo- fmeros ’ TeNIbHOrO MoanwvcslaTta
/N |u3MeHeHHbIX|3aMeHeHHbIX HOBbIX (cTtpaHuy) B | AOKYyMEHTa
BaHHbIX 0Ky MEHTE AOKYyMeHTa,
paTa
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