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AHHOTAUUSA

[JaHHbIn  JOKYMEHT coaepXuT obwyto wHpopMauMio Mo MCNOSb30BaHMIO MPOrpaMMHOr0
npoaykta <«XT5M.00088-01 93 01. Kpuntollpo CSP. T[punoxeHne KOMaHAHOW CTPOKW»,
npeAHasHa4vyeHHOro ans paboTtel ¢ ceptuduMkaTtaMm C MCNOSb30BaHMEM WHPPACTPYKTYPbl OTKPbITbIX
kntodel, wudpoBaHus/pacwmndpoBaHua cooblieHnin, cogepxawmxcsa B dannax, co3aaHus/npoBepku
3JIEKTPOHHbIX MOAMUCEN U X3LWNPOBaHMS coobleHur, cogepxawmxcs B danne wam rpynne ganios.

1. CucteMHble TpeboBaHus

Windows
BkntoyaeT nporpaMMHo-annapaTHble cpeabl:
Windows Vista/7/8/8.1/10/Server 2003/2008 (x86, x64);
Windows Server 2008 R2/2012/2012 R2/2016 (x64).
LSB Linux
Bkntouaet gmuctpmbyTtmebl Linux, yaosnetBopstowme ctaHaapTy Linux Standard Base ISO/IEC
23360 Bepcun LSB 4.x:
Cent0S 4/5/6/7 (x86, x64, POWER, ARM);
TO OC AUCDCCN Poccun (GosLinux) (x86, x64);
Red OS (x86, x64);
Fedora 23/24/25 (x86, x64, ARM);
Mandriva Enterprise Server5, Business Server 1(x86, x64, ARM);
Oracle Linux 4/5/6/7 (x86, x64);
OpenSUSE 13.2, Leap 42 (x86, x64, ARM);
SUSE Linux Enterprise Server11SP4/12, Desktop 12 (x86, x64, POWER, ARM);
Red Hat Enterprise Linux 4/5/6/7 (x86, x64, POWER, ARM);
CuHTe3-0C.PC(x86, x64, POWER, ARM);
Ubuntu 10.04/12.04/12.10/13.04/14.04/14.10/15.04/15.10/16.04/16.04.1/16.10 (x86,x64, POWER,
ARM);
Linux Mint 13/14/15/16/17/18 (x86, x64);
Debian 7/8 (x86, x64, POWER, ARM);
Astra Linux Special Edition (x86-64).

c
=
X

BkJitoyaeT nporpaMMHoO-anmnapaTHble Ccpeabl:

ALT Linux 7 (x86, x64, ARM);
ROSA 2011, Enterprise Desktop X.1(Marathon), Enterprise LinuxServer (x86, x64);
POCA XPOM/KOBAJIbT/HUKESIb (x86, x64);
FreeBSD 9/10, pfSense 2.x (x86, x64);
AIX5/6/7 (POWER);

Solaris

BkntoyaeT nporpaMMHoO-annapaTHble cpeabl:

Solaris 10 (sparc, x86, x64);
Solaris 11 (sparc, x64).
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2. ilcnonb3oBaHMe NporpaMmsl

2.1.3anyck nporpamMmel

MporpamMma peanusoBaHa B BUAE UCMOAHAeMOro darna «cryptcp.exe».
Onsa ee 3anycka Heo6XoAMMO BbINOSHUTL CHAEAYIOLWY0 KOMaHAY:

[nyTb]cryptcp [<komaHaa> [<onuuu m danbi>]]

NyTh IyTh K MECTOPACIIOIOKCHHIO ITPOrpaMMbl (Harmpumep, «C:\utils\»);
Cryptcp wuMs UCTIOTHSAEMOTO (aiiia MPUI0KEHHUS;
KOMAaHJa OJIHA U3 JOMYCTUMBIX KOMaH (CM. HUXKE);

OIMIUHU TapaMCTPbl KOMaH bl (CBOI/I JUIsL Ka)KI[OI\/'I KOMaH)IBI), HAYHUHAIOMIMECA C <M,

MMEHa OJTHOTO WJIM IBYX (DaiiJIOB, B 3aBUCHMOCTH OT KOMaHIbl. [lopsimok ¢aiinoB B
(daiiibl  KOMaHIHOW CTPOKE OTHOCHUTEIBHO JPYT JApyra JOKEH ObITh TaKOM, KaK YKa3aHO B
OIMCAaHUU KOMAaHEI.

MpumeuaHue: K noHaTuo dann Takxke OTHOCATCHA Macku ¢annios.

Ecnn He ykasaTb KOMaHAy, TO Ha 3KpaH BbBOAUTCH CMMUCOK BCEX AOCTYMHbIX KOMaH4 C WX
KpaTKMM onucaHueM. [na nony4vyenus 6onee p[AeTanbHOro oOMNucaHusl onpefeneHHor KoMaHAabl,
Heobxoaumo ykasaTb onuuio -help.

Mpu onmucaHmm onumn 3Be3404KOM (*) noMeyeHa onumsa MO yMos4YaHuioo (AN HEeCKOJIbKUX
B3aMMOMUCKITIOYAOLWMX OMNLUN).

2.2. Kputepuin noucka ceptudmkaTos

Kputepuin noucka ceptudukatos (panee - KIMC) ucnonb3yercsa AN 3ajaHusa CBeAeHUA O
cybbekTax, ubM cepTudukatbel O6yayT WCNOAb30BATbCS MNPU  BbINOJHEHUM KOMaHAbl (Hanpumep,
wndpoBaHue uamM NoANUCh AaHHbX). Ecnv koMaHga TakoBa, 4To KIMC gomkeH yAoBIeTBOPSTb TOAbKO
oavH ceptudukaTt, TO Takoh KIC 6yaetr o6o3HauaTbcsa KIC1l. KIC 3apgaetcs B dopme onuuin
KOMaHAHOM CTPOKW, KOTOPblE MMEKT CeayoLWwnii CUHTAaKCUC:

[-dn <RDN>]n pas [-issuer <RDN>]m pa3[-{m]|u}[<uma>]|-f <dainn>]k pa3 [-thumbprint
<otneuartok>] [-all|-1]|-q[N]] [{-nochain|-errchain [-norev]}]

yKkazanue cTpok st morucka B RDN (uHave mouck He 3aBucUT OT RDN). Eciu
-dn  BBOIMTCS HECKOJIBKO CTPOK JUIS MOKCKA, TO OyAeT HaiiieHO 0OoJblee KOIHYECTBO
cepTu(uKkaros;
CIHCOK CTPOK (YUepe3 3aIATYI0), UCIOIB3YeMbIX JJI TTOMCKA CEPTU(UKATOB.
RDN Oynyr naiinensl ceptudukarsl, B RDN cyObekra/msaarens KOTOPBIX
MPHUCYTCTBYIOT BCE 3T CTPOKH.
-issuer wucnoms3yercss RDN usmaresst s moucka
-M 1mouck ocymecTBisieTcss B Xpanuwiuax komnestotepa (LOCAL MACHINE);
-U* mowuck ocymectBisercss B xpanunuu@ax nosuszoatens (CURRENT USER);
Ha3BaHME XpaHUIULIRA (110 yMomyaHuto «My» Ui co3aanust HOANUCH UITH
pacumdpoBku u «My+Addressbook» st ocraneHBIX CitydaeB);
-f B KauecTBe XpaHIIKII@A KCIIOIB3YETCS COOOIICHIE WK (aitsr cepTudukara;
daiin  umsa gaiina;
-thumbprint orneuarok ceprudukara;
-all* wucnons3oBarh Bee HaiineHHbIe cepTrduratel (* s KIIC),

UM
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-1* Oynet HaiiJieH TOJIbKO OJUH cepTuduKaT, nHaye — onmoka (* ans KIIC1);
Nj S Haizieno meree N cepTU(UKATOB, TO BBIBECTH 3aMpoc Ui BHIOOpa
aIN] HY)KHOTO (110 ymoruanuto N=10);
-nochain He mpoBepsATH IEMOYKN HAllIEHHBIX CEPTH(DUKATOB;

-NOreV  He MpOoBepATh CEPTU(HUKATHI B IIEMTOYKE HA IPEAMET OTO3BAHHOCTH;
3aBepIIATh BBHITTOJIHEHUE C OMMMOKOM, €CIT XOTs OBbI OZIMH CepTU(HUKAT HE
IIPOILLET TPOBEPKY.

[Tpumeps! ncnons3oanus KIIC MokHO HallTH B oNTMCaHUSAX KOMaHJ,
UCIIONB3YIOIMX €ro.

-errchain

MpuMmeuyaHne: Ecnm BHyTpu onumn wmMma win  RDN  npucyTcTtBytoT npobenbl, To ee
HeobXx0AMMO 3aK/KUYUTb B KaBbMKW. TO XK€ OTHOCUTCS K MMeHaM dannoB M Narnok.

Mpumep:

UBaH UBaHoB,a@b.c - HEBEPHO;
“UBaH UBaHOB,a@b.c” - BepHO;
CN=UBaHoB,E=a@b.c — BEPHO.

2.3. KoMaHab! WwWngpoBaHus/pacluingpoBaHms

Ona Toro, uTo6bl 3awndpoBaTb AaHHble U CO34aTb COOOLIEHME, He0b6X0AMMO BbINOJIHUTb
cneaywlly KoMaHay:

-encr <KMNC> [-der] [- strict] [-encryptionAlg <OID>] <BxogHoi cpann> <coobleHne>

KIIC KIIC nonyuarenei;
-der wucnonn3oBath popmar DER BMecTo BASE64;
-strict Hcmosb3oBaTh oHO3HaYHOE KoaupoBanue DER (a ve BER);
-encryptionAlg 3agate anroput™ mmQpoBaHUS
BXO/HOM (paiin  aiin, cogeprkanmii BXOJAHbIE TaHHBIE;
cooOmeHne Qaiia, KOTOPBI OyeT coAepKaTh CO3IaHHOE COOOIIEHUE.

MpumeuaHme: [na Ttoro 4tobbl 3awmndpoBaTbh AaHHble «Ha cebsa», Heobxoammo ykasaTb KIC
cBoero ceptudukara.

Mpumepbi:

cryptcp -encr -dn "MBaHoB lMeTp,ivanov@bank.ru" -uMy -der test.txt testl.msg

3awndpoBaTb copepxumoe dainna "test.txt" B "testl.msg" (6uHapHbIM opmaT), MUCMNoNb3yS
BCE cepTudukatbl xpaHunuwa "JlndyHere" ("My") Tekywero nosb3oBatens (a He 0KanbHOMo
KoMnbtoTepa), cogepxawume B none "Cybbvekt" ("Subject") noactpokm "MBaHoB TleTp" u
"ivanov@bank.ru".

cryptcp -encr -f "a:\Petr's cert.p7b" test.txt testl.msg
3awundpoBatb coaepxumoe danna «test.txt» B «testl.msg» (dopmat BASE64), mcnonb3ys
ceptudmkaT mn3 danna «a:\Petr's cert.p7b».

Ona Toro, utobbl paclwmndpoBaTh AaHHble U3 COOOLWEHNS, HEOOXOANUMO BbINOSIHUTL ClIeAYIOLW YO
KOMaHAay:

-decr <KMNC1> [-start] [-pin <naponb>|-askpin] <coobuwieHue> <BbixogHoOh cdann>

KIIC1 KIIC nomyuarens;
-start OTKpBITH (3aIyCTUTb) MOJYYEHHBIH (aiii;
-askpin 3ampocuTh mapoJib KIYEBOro KOHTEHHEpa ¢ KOHCOJIH;
-pin  3a1aTh MapoJIb KIFOUEBOTO KOHTCHHEPA;
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NapoJib Iapojib K KIIFOYEBOMY KOHTEHHEPY;
coodmenne aiin, comepkanmii cooOIEeHNE;
BbIXO/IHO# (paiij  ¢aiin, B KOTOPHINA OyayT 3amucaHbl JAHHBIE U3 COOOIICHHUSI.

Mpwumep:

cryptcp -decr -dn

"MiBaHoB lMeTp,ivanov@bank.ru" -start test.msg test2.txt

PacwudpoBaTtb coobueHne mn3s cdarina «test.msg» B dann «test2.txt», ncnonbaysa 3akpbrbii

KJ1l0Y, CBSI3@aHHbIM C

ceptndumkKaToOM XpaHunuia

«/lnuHble» («My») TeKylero nosb3oBaTens,

cogepxawmm B none «CybbekT» («Subject») noactpokm «MBaHoB MMeTp» u <«ivanov@bank.ru», a

3aTeM OTKpbITb MOSyYEHH

bl pann.

2.4.PaboTa c naketamn pannos

MponssecTn X3
«MMS_mcxogHoro_darna.

wnMpoBaHue CoAepXUMOro darinos 7 3anucaTtb pesynbtaT B

hsh» MO>@HO C NOMOLbIO KOMaHAbI

[-dir <nanka>] -hash [-provtype <N>] [-provhame <CSP>] [-hashAlg <OID>] [-hex] <macka

-dir
-provtype
-provname
-hashAlg
oID

-hex
macka ¢ aiision

cdanos>
yKa3aTh Mamnky Juist (aiioB co 3HAYEHUSIMU X3II-(PYHKIIMH, UHAYe — TeKyIlas
yKazaTh TUIl Kpunromnposaiigepa (N) (mo ymonuanuto 75);
yKaszaTtb uMsl kpunrornposaiiaepa (CSP);
3a7aTh AITOPUTM XM POBAHUS
OID anroputma xsumpoBanus: 1.2.643.2.2.9 mis TOCT P 34.11-94
1.2.643.7.1.1.2.2 s TOCT P 34.11-2012 256 bit
1.2.643.7.1.1.2.3 ana TOCT P 34.11-2012 512 bit
3Ha4YeHHE XA PYHKIUH B (aiiie B BUJE MIECTHAIATUPUIHON CTPOKH,
CTaHapTHAas Macka X3IMPYeMbIX (HaiiioB.

3

MpuMeuaHue: Ecnu onuua -provhame He ykasaHa, To 6yJeT MCMofb30BaH MpoBaiaep Mo

YMOIYaHUIO YKa3aHHOro
co3jaHa.
Mpwumep:

Tuna (-provtype). Ecnu ykasaHHas nanka He CywecTByeT, TO oHa byaeT

cryptcp -hash -dir hashes -provtype 75 *.exe
MocuntaTb A5 BCeX (pannoB C paclUMpeHNEM «exe» TeKyLlelh nanku 3Ha4YeHue X3LW-@yHKLn

M 3anucatb uUX B
yMon4daHuio ang tuna 75

nanky

«hashes». T[llpn Xx3WMpoBaHMM WCMONb30BaTb KpuATonpoBanaep Mo

MpoBepuTb 3HaueHue x3uW-dyHKUUI dalina, co3gaHHOe C MOMOLLbI0 MNpeabiaylwen KOMaHAbl,
MOX>XHO C MOMOLL b KOMaHAbI:

[-dir <nanka>] -vhash [-provtype <N>] [-provhame <CSP>][-hex] <macka ¢ainoB>

-dir

-provtype
-provname
-hex

Macka ¢ aiiioB

yKa3aTh ManKy Juis GaiijioB Co 3HAYSHUSIMH X3II-PyHKINU, WHAYE — TEKYIIas;
yka3aTh THUI Kpunronposaiiaepa (N) (mo ymonuanuto 75);

yKa3aTh UMl KpuntonpoBaiiaepa (SCSP>);

3HaueHHE X31I-QyHKIMKM B Qaiiie B BUJE MIECTHAIATHPUIHON CTPOKH;
CTaHJIapTHas MacKa MpoBepsAeMbIX (aiiIoB.

MpuMmeuaHue: Ecan onuua -provhame He ykasaHa, To 6yAeT Mcnonb3oBaH nposangep rno

YMOJTYAHUIO YKA3aHHOro
Mpwumep:

Tvna (-provtype).

cryptcp -vhash -dir c:\hashes -provtype 75 *.exe
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MpoBepuTb AN Bcex GaWnoB C paclMpeHnem

«exe» TeKyLleW nankyu 3HavyeHne Xol-

dYHKUMKN, 3TaNoOHHbIE 3HAuyeHus XxXpaHaTcsa B nanke "c:\hashes". lNpu X3wWwupoBaHUM MCNONbL30OBaTb
KpunTonpoBanaep no ymMonyaHuio ansg tuna 75.

Cozpatb noanucu GainoB M 3anmcatb MX B danfibl «MMS_UCXOAHOrO_daina.sgn» MOXHO
cneaytouwien KoMmaHaom:

[nyTtb]lcryptcp -signf [-dir <nanka>] <KMNC1> <Mmacka ¢ainos> [-cert] [-cri] [-der]
[-strict] [-sd<URL>] [-ss<URL>] [-nostampcert] [-stampchaincheck] [-xlongtypel]
[-cadesTSA<URL>] [-hashAlg <OID>] [-pin <maponb>|-askpin] [-display]

-dir
KIIC1
-cert
-crl
-der
-strict

-sd
-SS
URL

-nostampcert

-stampchaincheck

-xlongtypel

-cadesTSA
URL
-hashAlg
OID

-askpin
-pin
apoJib

-display

Macka ¢ aiiioB

YKa3aTh HankKy AJist (1)a171n013 C OAIINCAMHU, MHAYC — TCKYLIAs,

KIIC aBTOpa noamnucwu;

N00aBIIATH B MOANUCH CEPTU(HUKAT OTIIPABUTEIIS;

N00aBIISATH B MMOANKMCH CITHCOK OTO3BAHHBIX CEPTU(PHKATOB;

ucmoib3oBath opmat DER BmMecTto BASE64;

Hcnonb3oBaTh oqHo3HauHOE KoaupoBanue DER (a He BER)

N00aBHTH B IMOIKCH IITaMIT BPEMEHH Ha TIOJIITUChIBAEMbIC TAHHBIC
(moanucaHHbIN aTpUOYT);

N00aBHUTH B MOAINKCH IITaMI BPEMEHH Ha TOJINUCH (HETOIMMCaHHBIN aTpulyT);
aapec ciyk0bl mrammnoB B Buje "http7//..." (MOXHO 3a/1aTh pa3HbIC IJIs1 OMIIUHN -SS
u -sd, HO, eciy 3aJ1aH Ui OJHOM U3 HUX, TO UCIIOJIB3YeTCs U Ul BTOPOH);

He TpeOOoBaTh BKIIIOUEHUS B IITaMII CepTU(UKATa CITY>KObI IITAMIIOB BPEMEHU
(ucrmonb3yercst BMecTe ¢ -Sd u/uim -SS);

IIPOBEPHUTH LIETIOUKY cepTU(HKaTa B IITaMIIe BPEMEHU

coznaBathk nognuck CAdES-X Long Type 1 (ecnu naHHBIN napaMeTp 3a1aH,
rmapameTp -ss OyleT MTPOUTHOPHUPOBAH )

ciyx6a mramnoB Bpemenu it moanucu CAJES-X Long Type 1

aapec ciyxObl 1mrammoB B Bue "http//..."

3a/1aTh AITOPUTM X3 POBAHUS

OID anroputma xsumpoBanus: 1.2.643.2.2.9 nnsa TOCT P 34.11-94
1.2.643.7.1.1.2.2 ansa TOCT P 34.11-2012 256 bit

1.2.643.7.1.1.2.3 msa TOCT P 34.11-2012 512 bit

3aIPOCHUTH MAapOJIb KIIOYEBOTO KOHTEHHEpa ¢ KOHCOJIH;

3a71aTh M1apoJIb KIIOYEBOTO KOHTEHHEPA;

1apoJib K KII0YEBOMY KOHTEHHEDY;

BBIBOAUTH MH(OPMAIMIO HA DKpaH CPECTBA JJOBEPEHHOTO OTOOPaKEHHS
IOJIIMChIBAEMBbIX IaHHBIX;

CTaHJapTHasi MacKa IMOJIICHIBAEMBIX (ailioB.

MpuMeuaHune: Ecnu ykasaHHasa nanka He CYLEeCcTBYeT, TO OHa by[eT co3aaHa.

Mpumep:
cryptcp

-signf

-dir \signs -uMyCerts -dn "MBaHOB [leTp,ivanov@bank.ru" d:\*.doc -

sdhttp://cryptopro.ru/tsp/tsp.srf

MognuncaTb cogepxmnmoe Bcex pannoB C paclumMpeHMeM «doC» M3 KOPHEBOW Manku gucka «d:»,

MCMoNb3ys
nonb3oBaTesns,
«ivanov@bank.ru»,
Kpome >TOrO,

3aKpbIT bl
coAepxawmm B none
NoNy4YeHHble MNOAMUCKM COXPaHWTb B MarkKe <«signs» B KOpHE TeKylero Aucka.
NONy4YnTb LWTaMMNbl BPEMEHM HA KaXAbli noanucbiBaeMbli dann 1M BAOXUTb UX B

«MyCerts»
«/BaHOB

CBSI3@aHHbIM C cepTUdUKATOM XpaHwWIMLa
«CybbekT» («Subject») noacTpoku

KJ10uY, TeKyLero

MNetp» wu

COOTBETCTBYIOWME NMOANMNCHA.

MpoBepuTb NOANUCK CoAepXUMOro ¢annoB, CO34aHHble C MOMOLLbLIO Mpeablaywen KoMaHabl,
MOXHO crnegylouwmM obpasom:

8
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[nyTb]cryptcp -vsignf [-dir <nanka>] [-sd[<Bpema>]] [-ss[<Bpema>]]
[-xlongtypel | -nocades] <KMNC> <macka c¢dainoB>

-dir ykasaTh manky ¢ ¢aiiiaMu, CoaepKAIMMK MMOANKUCH, HHAYE — TEKYIIA;
KIIC KIIC aBTOpa noamnucu;
Macka (paiiioB  cTaHgapTHas Macka MpoBepseMbIX (haifIoB.

_s¢ TPOBCPHTE ITAMIT BPCMCHHU HA MOMNCAHHBIC NAHHbIC (moamucaHHbII
arpuoyT);

-SS IPOBEPHTH LITAMIT BPEMEHHU Ha ONUCH (HEMOANUCAaHHBIH aTproyT);
YKa3bIBA€TCsl B 4acax; €CJIM yKa3aHO, TO IPOBEPSET, YTOOBI ITamIl ObLI C/I€TaH HE

Bpemsl paHee yKa3aHHOI'O KOJMYECTBA YacOB Ha3aJ OT TEKyLIET0O MOMEHTA;
npoBepuTth noanucb CAAdES-X Long Type 1, KIIC Oyner npournopupoBan
-xlongtypel
-nocades 3ampeTHTh UCMONIB30BAHHE BIOKEHHBIX B ITOMUCH IOKA3aTEIBCTB
Mpumep:

cryptcp -vsignf -dir \signs -uMyCerts d:\*.doc -sd24

MNpoBepuTb BCe dannbl ¢ pacwmpeHnem «doC» M3 KOPHEBOW Manku gucka <«d:», MCnonb3ys
CO3[aHHble paHee MOAMUCU U3 ManKu «Signs» B KOpPHe Tekyuwero aucka. lMouck ceptudukata ans
MpoOBEpPKM noamnucer wuckatb B xpaHunuwe <«MyCerts» Tekywero nosb3oBaTtens. Kpome 3Toro,
MpOBEPUTbL LUTAMMN BpPeEMEHM Ha noanucb (HemoAnWCaHHbIA aTpubyT) M NpoBepuTb, 4YTO6bI 3TOT WTaMnN
6bl1 BbldaH He paHee, YEM CYTKW Hasag.

[Job6asutb nognucb ganna B 'MCcxogHbIM_dann.sgn' MOXHO KOMaHAOoM

[nyTb]cryptcp -addsignf [-dir <nmanka>] <KMNC1> <macka daimnos> [-cert] [-crl] [-der]
[-sd<URL>] [-ss<URL>] [-nostampcert] [-stampchaincheck]
[-xlongtypel] [-cadesTSA<URL>] [-pin <naponb>|-askpin]

-dir
KIIC1
-cert
-crl
-der
-sd

yKa3aTh Manky A7 (aiaoB ¢ MOAMMUCIMHU, MHAYE — TEKYIAs;

KIIC aBTopa noanucu;

N00aBJIATh B MOJIKCH CEPTU(HKAT OTIPABUTEIS,

100aBJIATH B MOANMCH CIIMCOK OTO3BAHHBIX CEPTU(PHUKATOB;

ucnons3oBarh popmar DER BmecTo BASE64;

1006aBUTH B MOAMKCH IITaMII BPEMEHH Ha IIOIITIUChIBAEMbI€ JaHHBIE
(moanucaHHbIi aTpUOYT);

N00aBUTh B MOJNKUCH IITAMIT BPEMEHH Ha MOANUCH (HEMOANUCAaHHbII aTpulyT);
aapec ciyk0bl mrammnoB B Buje "httpy//..." (MOXHO 3a/1aTh pa3HbIC AJIs OMIUH -
ss ¥ -sd, HO, €ClIu 33/1aH JJIs1 OJTHOM M3 HUX, TO UCIOJIB3YETCS U JJIS1 BTOPOH);
He TpeOOoBaTh BKIIIOUEHUS B IITaMII cepTU(UKATa CIIY>KObI IITAMIIOB BPEMEHU
(ucrmonb3yercss BMecTe ¢ -sd u/uim -SS)

MIPOBEPHUTH LIETIOUKY cepTU(HKaTa B IITaMIIe BPEMEHU

no6aButh noamuck CAJAES-X Long Type 1 (ecnu maHHBIN TapaMeTp 3a/1aH,
napamerp -ss OyAeT NPOUTHOPHUPOBAH)

-SS
URL

-nostampcert

-stampchaincheck

-xlongtypel

-cadesTSA
URL

-askpin

-pin

napoJib

Macka ¢ ailinos

ciyx6a mrammnoB Bpemenw s noxnucu CAdES-X Long Type 1
aapec CykObl mrammoB B Buae "http//..."

3allPOCUTH MAPOJIh KITIOYEBOTO0 KOHTEHHEPa U3 KOHCOIH

3a7aTh MapoJIb KITFOYEBOTO KOHTEHHEepa

MapoJib K KIIOYEBOMY KOHTCHHEPY

Macka JJisi 0TOOpa MOAMKMCHIBAeMbIX (DaliioB
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cepTtudmkaTos,
cnenyouwmm
pacnoJsiIOXXEHHbIE B AMPEKTOPUM SingS, COOTBETCTBYHOLWME YCNOBUIO 'MCX0aHbIM_dain.sgn'

Mpwumep:

cryptcp
/testdocuments/*.doc

-addsignf -dir /signs -uMy -dn ‘"E=ivanov@test.ru, CN=Ivanov"

MoanucaTb Bce dainbl C paclwmpeHneM «doc» M3 AuMpekTopum testdocuments cC nomolybto

HaxoAsIlWUUXCA B XpaHWIuLWe
KpUTEpUAM:

«My» TeKkylwero nonb3oBaTesNsl, YAOBETBOPSIOLLIMX

E=ivanov@test.ru, CN=Ivanov. T[loanucm pobasutb B dalnbl,

2.5.PaboTa c nognucamm

MoanucaTb AaHHble M co3A4aTbh COObLEeHME MOXHO creaytowmMm obpa3om:

[nyTb]cryptcp -sign <KMC1> [-nocert] [-crl] [-der] [-strict] [-authattr <aTpnbyT>]n pas

[-attr <aTpmnbyT>]k pa3s [-sd<URL>] [-ss<URL>] [-nostampcert] [-stampchaincheck] [-xlongtypel]

[-cadesTSA<URL>] [-hashAlg <OID>] [-pin <naponb>|-askpin] [-display] <BxoaHoi cdaiin>

KIIC1
-nocert
-crl

-der
-strict
-authattr
-attr

aTpuldyT

-sd
-SS
URL

-nostampcert

-stampchaincheck

-xlongtypel
-cadesTSA

URL
-hashAlg
OID

-askpin
-pin
napoJjib

-display

BXOJAHOM (p a1

coo0IeHHE

Mpumep:

<coobweHne>

KIIC aBTOpa noanucu;

He 100aBJISITh B COOOILEHHUE CepTU(HUKAT OTIIPABUTEIS;

N00aBJIeHNE CIIUCKAa OTO3BaHHBIX CEPTU(UKATOB;

ucnons3oBatk popmat DER Bmecto BASE64;

Hcnonb3oBaTh ogHo3HauHOE KogupoBanue DER (a ne BER);

N00aBUTH MOANKUCAHHBIN aTpUOYT B MOAINMKC;

N00aBUTH HEMOANMCAHHBIN aTpHOYT B MOATHKC;

"<OID>,<¢aiin ¢ 3aKk0AMPOBAHHBIM COJIEPKUMBIM aTpudyra>"(mpumep:
"1.2.3,attr.bin™);

N00aBUTH B MOJIKCH ITaMII BPEMEHH Ha MOIMTMChIBaeMble TaHHBIE (TTOITUCAaHHBIN
aTpuoyT);

N00aBUTH B MOJMUCH LITAMIT BPEMEHU Ha MOANUCH (HEMO MU CaHHBIA aTpuOyT);
anpec cmykO0bl mrammioB B Buje "httpy//..." (MOXHO 3a1aTh pa3HbIe IS OIMIINH -SS H -
sd, HO, ecH 3a/1aH JUIsl OTHOM U3 HUX, TO UCIOJb3YETCs U ISl BTOPOi);

He TpeOOoBaTh BKIIOUEHHUS B LITAMIT CePTU(HKATA CITyKObI IITAMIOB BPEMEHU
(ucmnone3yercst BMecTe ¢ -Sd u/uiu -SS);

IPOBEPUTH LIETIOUKY cepTU(UKaTa B IITaMII€ BPEMEHU

npoBeputh noanucb CAAES-X Long Type 1, KIIC Gyner npournopupoBan
ciyxo6a mramnoB Bpemenu 1y noanucu CAdES-X Long Type 1

azpec cykObl mmrammnoB B Buje "http//..."

3a7aTh AITOPUTM X3 POBAHUS

OID anroputma xoumpoBanust: 1.2.643.2.2.9 mua TOCT P 34.11-94
1.2.643.7.1.1.2.2 misa TOCT P 34.11-2012 256 bit

1.2.643.7.1.1.2.3 nnst TOCT P 34.11-2012 512 bit

3aIPOCUTH MapOJTh KIIOYEBOTO KOHTEHHEpa ¢ KOHCOJIH;

3a/1aTh NApOJIb KIIIOYEBOIO KOHTEHHEPA;

napoJib K KII0OYEeBOMY KOHTEHHEDY;

BBIBOJINTH MH(OPMAITHIO HA DKPaH CPECTBA JOBEPEHHOTO OTOOPaKECHHUSI
MOJIUChIBAEMbIX ITaHHBIX;

daiin, conepxanmii BXOJHbIC JaHHEIC,

daiin, KoTopblit OyIeT coaepk aTh CO31aHHOE COOOIICHHE.
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cryptcp -sign  -mMy -dn -nocert -crl -der test.txt
sshttp://cryptopro.ru/tsp/tsp.srf

MoanucaTtb cogepxumoe darna «test.txt» M co3pgaTb noanuMcaHHoe coobuieHue «test2.msg»
(8 6uHapHOM BuAae), He BKJto4Yatowee B cebs MCNonb3yeMbit cepTUduKaT, HO BKJKYawLee CnMcok
OTO3BaHHbIX CepTUdMKATOB LeHTpa cepTuduKkauum, BbldaBLIero MCnosblyembii ceptudukaTt. Kpome
3TOro, MOJAYYUTb LWTaMMN BPEMEHW Ha CO34aHHYK MOAMUCb U BJIOXUTbL €e B coobuweHne. Touck
NCnonb3yeMoro ceptmdukaTa Npoucxoamt crnegyrowmm obpasom:

1. Haxogsatca Bce cepTudumkaTbl XpaHuauwa <«JIn4Hbie»
JIOKaJIbHOro KOoMMbloTepa.

2. Ecnn ux Hawnocb 6onee naTM, To - owubka, MHaye nosnb3oBaTesnto byaeT npeanoXeHo

BbibpaTb OAWMH M3 HaNMAEHHbIX CepTUPUKaATOB.

Cepos -@g5 test2.msg -

TEKYLWEro nonb3oBaTtenda w

Job6aBuTb LNdpPOBYO NOAMNCHE B COOBLLEHME MOXHO C MOMOLLbIO Bbl30OBA:

cryptcp -addsign <KMNC1> [-nocert] [-crl] [-sd<URL>] [-ss<URL>] [-nostampcert]
[-stampchaincheck] [-xlongtypel] [-cadesTSA<URL>] [-hashAlg <OID>] [-pin <naponb>|-askpin]
[-authattr <aTpubyT>]n pas [-attr <aTpubyT>]k pa3 <coobuweHune>>

KIIC1
-nocert
-crl
-authattr
-attr

KIIC aBTOpa noamnucwy;

He 100aBJIATh B COOOIIEHUE CePTU(HUKAT OTIPABUTEIIS;

n00aBIIeHUE CITUCKAa OTO3BAaHHBIX CEPTU(UKATOB;

N006aBUTH MOANMCAHHBIN aTpHOYT B MOAINUCE;

N00aBUTH HEMOAMMCAHHBIN aTprOyT B MOAIHKC;

"<OID>,<aiin ¢ 3aKOAUPOBAHHBIM COJIEPKUMBIM aTpuOyTa>"(mpumep:
"1.2.3,attr.bin™);

N00aBUTH B MOAIKCH IITaMII BPEMEHH Ha IIOITMChIBACMbIE TAHHBIC
(moamucaHHbIN aTpuOyT);

N006aBUTH B MOAMKCH IITaMII BPEMEHH Ha NOJINUCH (HEMOAMUCaHHBIN aTpuOyT);
azapec cayxObl mrammnoB B Buje "hitpy//..." (MOXHO 3a7aTh pa3HbIe Ui OMIHH -SS
u -sd, HO, eciv 3a/1aH JUTsl OJHOW M3 HUX, TO UCIIOJIB3YETCS U JUISI BTOPOH );

He TpeOOBaTh BKIIOYEHHUS B IITAMIT CepTU(HKATA CITyXKObI IITAaMIIOB BPEMEHU
(ucrosib3yetcst BMecTe ¢ -Sd u/uim -SS);

MIPOBEPUTH IIETIOUKY cepTH(HUKaTa B IITaMIIe BPEMEHHU

no6asuth noanuck CAJES-X Long Type 1 (ecnu naHHbIN mapameTp 3aaH,

aTpudyT

-sd
-SS
URL

-nostampcert

-stampchaincheck

-xlongtypel
rapamerp -ss OyJIeT TPOUTHOPUPOBAH )
-cadesTSA cnyx6a mrammnos Bpemenw s noanucu CAdES-X Long Type 1
URL aapec ciyxObl mrramnos B Buze "http//..."
-hashAlg 3agarh anropuT™ X3UMPOBAHHUS
OID OID anroputma xsumpoBanus: 1.2.643.2.2.9 nnsa TOCT P 34.11-94
1.2.643.7.1.1.2.2 mia TOCT P 34.11-2012 256 bit
1.2.643.7.1.1.2.3 ms TOCT P 34.11-2012 512 bit
-askpin  3anmpocuTh MaposIb KIOYEBOr0 KOHTEHHEPA ¢ KOHCOJH;
-pin  3a7aTh MapoJb KIIOYEBOTO KOHTCHHEPA,
napojb Tapojb K KIIOUYEBOMY KOHTCHHEPY;
coobmenne (aityn, comepXkamii COOOIECHHE.
MNpumeuaHue: MWCMNoNb3yeTcsi WCKAYUTENbHO AN Ao6aBfeHus MOAMWUCKM B MOAMUCAHHbIE

coobuweHuns. na TekcToBbIX Man apyrux damnnos He paboTaer.

Mpwumep:

cryptcp -addsign -m -dn "MBaHoB [leTp,ivanov@bank.ru" test.msg

[JobaBntb B noanucaHHoe coobuleHne «test.msg» noANUCb, MCNOMb3ysS 3aKPbITbiA KKOY,
CBSI3a@HHbIN C cepTudurkKaToM XpaHuamwa <«JInyHble» («My») NnOKanbHOro KOMMblOTepa, coAepXkaliuM
B none «CybbekT» («Subject») noactpokm «MBaHoB MMeTp» M <«ivanov@bank.ru». B gob6aBneHHyto
noanuce 6yneT BKOYEH cepTuUdmKaT OTKPLITOro KJK4a aBTopa noanucu.
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YaanuTb umMdpoBy NOAMUCH M3 COOBLLEHNS MOXHO KOMaHAoM

-delsign <KMNC1> <coobweHne>
KIIC1 KIIC aBTopa noanucu;
cool0meHne (aiin, comepkanmii cooOIeHuE.

MNposepka unbpoBOW NOANUCHK

-verify [<KMNC> | -verall] [-start] [-sd[<Bpemsa>]] [-ss[<Bpemsa>]]
<coobuweHue> [<BbIxoaHOW cdhann>]

KIIC KIIC aBTOpoB nogmnuceii;
-verall mpoBepsATh Bce moanucu (MHaUe — TOJIBKO moanucu aBTopoB u3 KIIC);
-start OTKpBITH (3aIyCTUTbH) MOJYYEHHBIH (aili;
IPOBEPUTH LITAMII BPEMEHH Ha MOJIMCAHHbIE JaHHbIE (IOANUCAHHBIN
aTpuOyT);
-SS MPOBEPUTH IITaMII BPEMEHH Ha MOJNKUCH (HEMOAMUCaHHBIN aTpuOyT);
YKa3bIBAETCSl B 4acax; €CJIM YKa3aHO, TO IPOBEPSET, YTOOBI LITaMIT ObLI
CZIETIaH HE paHee YKa3aHHOTO KOJIMYECTBA YacOB Ha3aJ OT TEKYILETO MOMEHTa;
-xlongtypel mnposeputs noamucs CAJES-X Long Type 1, KIIC O6yner npourHopupoBan
-nocades 3ampeTHTh UCIOJIB30BAHKE BIIOKEHHBIX B TIOMKUCH JOKA3aTEIIHCTB
coobIenune aiin, comepkammii COOOIICHHE;
BBIXOJHO# ¢aiisn  (aiin, B KOTOpBINA OyIyT 3amMcaHbl JaHHbBIE U3 COOOILCHUSI.

BpeMs

MpumeuyaHue: Ecim B COOBWEHNM COAEPXKUTCHA CcepTUdMKAT KOro-TO M3 aBTOPOB MOAMUCEN, TO
MCMONIb3YeTCS MMEHHO 3TOT cepTudukar.

Mpumepbi:

cryptcp -verify -dn ivanov@bank.ru test2.msg test2.txt

MNpoBepuTb noanucb coobueHna "test2.msg", mcnonb3dys OAWH M3 HaWAEHHbIX CepTUDUKATOB B
xpaHunuwax "Muunbie" ("My") n "Opyrue nonb3oBatenun" ("AddressBook") Tekywero nosnb3oBaTens,
cogepxawmx B none "CybbekT" ("Subject") noactpoky “ivanov@bank.ru” v 3anmcaTb coaep)xumoe
noanucaHHoro coobuweHuns B gann "test2.txt".

cryptcp -verify -sd3 test2.msg

MNpoBepuTb BCe nNognmcu coobueHuns "test2.msg", ncnonbays cepTuduKkaTbl, cogepxalimecs B
coobuweHun. Ecnm ang kakon-nnb6o noanmcm B coobuieHnn ceptudurkaT He yaanocb HaNTK, TO
noanucb nNpoeepeHa He 6yaet. Kpome 3TOro, NpoBepuUTh LWTAaMM BPEMEHM HA MOAMUCAHHbIE
AaHHble (noanMcaHHbiM aTpubyT) M NpoBepUTb, UTO6bLI 3TOT WTaMn 6bU1 BbldaH He paHee, 4YeM
TPpMW Yaca Hasaa.

[Jo6aBnTb HenoaANUCaHHbIA aTpmbyT B NOAMNNUCH MOXHO C MOMOLLBbID KOMaHAbI

-addattr <KNC1> [-attr <aTpnbyT>]n pas <coobuwieHue>

KIIC1 KIIC aBTOpa nmoanucu;
-attr 106aBUTH HEMOANMCAHHBII aTPUOYT B MOITHUCH;
"<OID>,<¢aiin ¢ 3aK0AUPOBAHHBIM COJEPKUMBIM aTpuOyTa>"(npumep:
"1.2.3,attr.bin™);
—coo0mmenue aiis, cogepkanmii cCooOIIEeHUE.

aTpudyT

MpumeuaHue: Wcnonb3yeTcsa wuckAw4YUTENbHO aAna  pobasneHus noagnvcu B NOAMMCAHHbIE
coobuweHus. [ns TeKCToBbIX Wan apyrmx dannos He paboTaert.
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2.6. PaboTa c ceptudmkatamm

CKOFII/IpOBaTb CepTl/ICbMKaTbI B 3aJaHHOe XpaHwaunwe MO>XXHO C NoOMOL b KOMaHAbI

KIIC
-dm
-du*
HMA
-df
daiin
-der

-copycert <KMNC> [-{dm|du}[<uma>]|-df <dann> [-der]]

KIIC, xoTopbie Hag0 CKOMMPOBATS;

kornupoBanue B xpanuuine kommnerorepa (LOCAL _MACHINE);
xonuposanue B xpanunuiie noias3zosaressd (CURRENT USER);
Ha3BaHME KOHEYHOTO XpaHUJIUIIA (110 yModanuto “My”);

B KaueCTBE XpaHUJIUIIA UCIIONb3yeTcs (aiin ceprudukara;

umMms Qaiina;

ucnoib3oBatk opmar DER BMecto BASE64 (Tosbko ¢ kitodom -df).

MpumeuaHme: Ecnmn ykasaH kntou -df, To, B cny4yae, ecnu HavdeH TOAbKO OAMH cepTudukar,
co3fgaeTcsa dann Tmna «.cer», nHave — «.p7b».

Mpwumep:

cryptcp -copycert -u -df a:\MyCerts.p7b

KonupyeT Bce cepTuduKaTbl XpaHunuLa

«JlnyHble» («My») Tekywero nosb3oBatens B dann

«a:\MyCerts.p7b» (B kogmposke BASE64).

CkonunpoBaTb cepTUdMKAT U3 KJIIOUEBOr0 KOHTEMHEPA B 3aZaHHOE XPaHWIULWLE MOXHO C MOMOLLbLO
cneaytoulen KoMmaHabl

-CSPcert [-provtype <N>] [-provhame <CSP>] [-cont <kOHTelHep>]
[-ku|-km] [-ex]|-sg] [-{dm|du}[<uma>]|-df <dann> [-der]]

-provtype ykaszate Tun kpunromnposaiinepa (N) (mo ymonuanuto 75);
-provname yka3ath uMs kpunronposaiiaepa (CSP);
-cont  3a1aTh MM KIIOUYEBOTO KOHTelHepa (110 YMOJIYaHUIO BBIOOP U3 CIIHUCKA);
-ku* ucnone3zoBatk koHTeitHep monb3oBarenss (CURRENT USER);
-km ucnons3oBars koHTeHHEP KoMmbioTepa (LOCAL MACHINE);,
-eX* HMCMOJB30BATH KIOY /7151 0OOMEHa 3aM(ppOBaHHBIMH JaHHBIMHU;
-SJ HCIOJIB30BATH KIOY JJIsl paOOTHI € TIOITUCIMH;
-dm kommposanue B xpanuuie kommnborepa (LOCAL MACHINE);
-du* komumpoBanue B xpanmimiie nonbzobarenss (CURRENT USER);
MMs Ha3BaHHWE KOHEYHOTO XpaHuiauua (mo ymonyanuio “My”);
-df B KauecTBe XpaHHUIIHIIA HCIOIB3YeTCs COOOLCHNnEe Win (aiin cepTudukara;
daiin  ums gaiina;
-der wucnone3oBatk gopmar DER BMecTo BASE64.
NpumeuaHue: Ecnv onuus -provname He ykasaHa, To 6yAeT ucrnonb3oBaH nposaiaep Mo

yMO/MYaHuIo yKasaHHoro tuna (-provtype). [na onepauuoHHbIX cucTeM cemeicTtBa UNIX B KauyecTBe

napaMeTpa onuun

-cont HeobxoAMMO YyKasblBaTb MMS KOHTelHepa BMeCcTe CO CuuTbiBaTeNeM B

dopmaTe “"\\.\numa_cuntbiBaTenda\mMsa_koHtenHepa” (Hanpumep “\\.\HDIMAGE\cont_name”).

Mpwumep:

cryptcp -CSPcert -km -cont WebServer -df a:\WebServer.cer -der

KonupyeT

cepTtudmkaTr

M3 KJYEBOro KoHTerHepa <«WebServer» kpuntonposangepa no

yMOn4YaHuio And Tmna 75 nokanbHoro komnbtoTepa B dann "a:\WebServer.cer" (B koanposke DER).

Yaanutb cepTuUduKaT U3 XpaHunuwa MOXHO KOMaHAOM
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Mpwumep:

-delcert <KMNC> [-yes]

KIIC KIIC ynansiembIx cepTH(UKATOB;
-y€S aBTOMAaTHUYECKU OTBEYATh HA BCE BOMPOCHI «Jlay.

cryptcp -delcert -m -dn OldServer

Ypansetr Bce

cepTudmkaTtbl xpaHunuwa  «JIMuHbie» («My»)  JlOKasbHOTO

cogepxawme B none «Subject» nogctpoky «OldServer».

2.7.PaboTa c 3anpocamun Ha cepTudukar

KomMaHaa ans cosgaHmsa 3anpoca ceptudukata u coxpaHeHune ero B panne PKCS #10.

-creatrqst -dn <RDN> [-provtype <N>] [-provhame <CSP>] [-SMIME]
[-nokeygen|-exprt] [-keysize <n>] [-hashAlg <OID>] [-ex]|-sg|-both] [-ku|-km]
[-cont <uma>] [-silent] [-pin <naponb>|-askpin] [-certusage <OIDs>] [-der]

RDN

-provtype
-provname
-nokeygen

-SMIME

-exprt
-keysize
-hashAlg
OID

-ex
_Sg
-both*
-ku*
-km

-cont
-silent
-askpin
-pin

napoJib

-certusage

-requestlic

-der

-ext
paclmpeHue
ums paiia

[-ext <pacwwupeHue>]n pa3 <uma cdanna>

cnucok uMeH nosieid RDN (manpumep: CN, O, E, L) u ux 3HaueHu it
Buna:<Wwmsllons1>=<3naueunellonsa 1 >[,<Umsllona2>=<3naueunellons2>... |
yka3zatp Tumn kpunronposaaepa (N) (mo ymomuanuto 75);

yKa3aTh uUMs Kpuntonposaiiaepa (CSP);

M CII0JIb30BaTh CYIIECTBYIOIME KIIOYM U3 YKa3aHHOIO KOHTEWHEpPA;

BKIIOYUTE BO3MOKHOCTH S/MIME (110 ymonmyanuto — HeT; Tosibko Windows);
MMOMETHUTH KIIOYH KaK SKCIOPTUPYEMBIE;

YCTaHOBUTH JJIUHY KIto4a (n);

3a7laTh AJITOPUTM XIIIMPOBAHUS

OID anroputma xsumpoBanus: 1.2.643.2.2.9 nnsa TOCT P 34.11-94
1.2.643.7.1.1.2.2 nna TOCT P 34.11-2012 256 bit

1.2.643.7.1.1.2.3 ansa TOCT P 34.11-2012 512 bit

CO3/IaTh/UCII0Ib30BaTh KIIOYH Il OOMEHa 3al (ppoBaHHBIMU JTAHHBIMU;
CO3/IaTH/MCIIOIB30BATh KIIOYH TOJIBKO JUIS PaOOTHI C MOAMHCSIMU;
CO3JIaTh/UCTIOIB30BaTh 00a THUIMA KITIOUEH;

ucnonb3oBars koHTelHep nosb3oBarens (CURRENT USER);

ucnonb3oBarh koHTelHep kommnbioTepa (LOCAL MACHINE);

3a7aTh UMS KIIIOYEBOTO KOHTelHepa (eciu 3aqaHa onuus -nokeygen u He 3ajaHa
OIIIus -CONt — BBIOOp U3 CIIHCKA);

reHepanus Kiouda 0e3 moJib30BaTeIbCcKoro nHTepdelica Kpunronposaiiaepa;
3arfpaimBaTh Mapoiib MPU CO3JAHUU KITI0YEBOTO0 KOHTEHHEpa C KOHCOIH (TOJIBKO
UNIX);

YCTaHOBUTH MapoJIb MPU CO3AaHUH KItoueBOoro koHTeHepa (tonbpko UNIX);
apoJib K KII04eBoMy KoHTeHHepy (Toibko UNIX);

3anath HazHadeHus ceprudukara (OIDS). Ecnn Ha3HadueHU HECKOIBKO, TO HX
HEOOXOIMMO YKa3aTh depes3 3amsaryro (Hampumep, ’1.3.6.1.5.5.7.3.4,
1.3.6.1.5.5.7.3.2”);

3aIPOCHUTH CEPTU(UKAT, colep)anmii pacumpenue ¢ tunensueid Ha Kpunrollpo
CSP. Y11 nmomkeH ObITH HACTPOEH HA BBIIAYy TAKHX CEPTHU(HUKATOB;
ucnons3oBarh popmar DER BmecTo BASE64;

N00aBUTH PACHIMPEHHE K 3aIIPOCY;

ums (aitna ¢ 3akogupoBaHHbIM pacumpenneM (BASE64 umu DER);

uMs (aiisia, B KOTOPOM CJIelyeT COXPaHUTh 3aIpoc.

KOMMbloTEpa,
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MpumeuaHue: Ecnu onuus -provhame He ykKasaHa, To 6yaeT ucnonb3oBaH npoBaikgep no
YMONYaHUo ykasaHHoro Tuna (-provtype). [danee, ecnm He ykasaHbl onuuu -nokeygen m -cont, To
MMSi KOHTEWHepa CreHepupyeT KpuntonpoBanaep. [Ons onepauuoHHbiXx cucTeMm cemenctBa UNIX B
KauyecTBe NapaMeTpa onuuu -cont Heo6xoAMMO yKasbiBaTb MMsSi KOHTEMHepa BMECTE CO CUMTbIBATENEM
B dopmaTe “\\.\umsa_cuutbBatena\mmsa_koHtenHepa” (Hanpumep, “\\.\HDIMAGE\cont_name”).

Mpumep:

cryptcp -creatrgst c:\request.der -provtype 75
-dn "E=ivanov@bank.ru,CN=VBaHoOB Metp"
-provname "Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider"

Co3paTtb 3anpoc Ha cybbekT "E=ivanov@bank.ru,CN=VBaHoB [MeTp", NCnonb3ys OTKPbITbIA KoY,
CreHepupoBaHHbIN B KOHTelHepe "Ivanov" Tekyllero nosnb3oBaTens kpunrtonposanaepom "Crypto-Pro
GOST R 34.10-2001 Cryptographic Service Provider" (tun - 75) wn coxpaHuTb ero B dann
c:\request.der B koauposke Base64. Ha3sHaueHunsa kso4da - noanucb 1 wWndbpoBaHue.

Ivanov
-ku

-cont
-both

YcraHoBka ceptudunkaTta us danna PKCS #7 nnm darina ceptudunkara.

-instcert [-provtype <N>] [-provhame <CSP>] [-cont <umsa>] [-ku|-km]
[-{dm|du}[<uma>]] [-noCSP] [-pin <naponb>|-askpin] <uma danna>

-provtype
-provname
-cont
-ku*

-km

-dm

-du*

UM
-noCSP
-askpin
-pin
napoJib

ykazatb Tumn kpunronpoaiaepa (N) (mo ymomuanuro 75);

ykazaTh UM KpunronpoBaiinepa (CSP);

3a7aTh UM KITFOUYEBOTO KOHTelHepa (110 yMOJIYaHUIO BEIOOP M3 CITHCKA),
ucob30Bath koHTelHEp nmojs3oBareiss (CURRENT USER);
UCIob30BaTh KoHTelHep kommbioTepa (LOCAL MACHINE);
yctaHoBKa B xpaHuiuiie komnbtotrepa (LOCAL MACHINE);

ycraHoBka B xpaHumuire nonb3oBarens (CURRENT USER);

Ha3BaHHUE KOHEUHOTO XPaHUJIUIIA /IS YCTAHOBKHU (110 yMOJTYaHU0 «MYy»);
HE COXpaHsATh cepTU(UKAT B KOHTEHHEpe KpUIITOIIpoBaiiepa;

3alpOCUTH MApOJIb KI0YEBOTo KOHTelHepa ¢ koHconu (Tonbko UNIX);
3a/1aTh MapoJjb KI04YeBoro koHTenHepa (toapko UNIX);

NapoJjb K KitoueBoMy KoHTeiHepy (Tosbko UNIX);

HE 3allpalliBaTh pa3pelicHne Ha yCTAaHOBKY KOPHEBOTO cepThdUKaTa B
xpanunuie «J{oBepenHbie KopHeBbie IEHTPHI» (Root) (Tompko UNIX);
ums (aiina, comepkamero cepTudukar

-enable-install-root

ums ¢ aiina

MpumeuaHue: Ecnu ykasaHa onuumss noCSP, 10 onuum provname, provtype, cont, km, ku
urHopmpytoTcsa. Ecnm onums -provhame He ykasaHa, To 6yaeT wucnonb3oBaH npoBanvaep no
YMOJIYaHUIO yKa3aHHoro tuna (-provtype). [na onepauunoHHbIX cucTtem cemerctBa UNIX B kauvecTBe
napameTpa onuum -cont HeobxoauMMO ykKasbiBaTb MMSA KOHTEMHEpa BMecTe CO CuUuTbiBaTesleM B
dopmaTe “"\\.\uma_cuntbiBaTtena\mmMsa_koHtenHepa" (Hanpumep, “\\.\HDIMAGE\cont_name”).

N3BneuyeHne nHdbopMaumm 0 HaCTpoMKax NapaMeTpoB YYeTHbIX 3anncel nonb3oBaTens Ha YL
-listDN [{-CA <appec LIC>}|{-CPCA <apgpec LIC>} |{-CPCA20 <apgpec LIC>}]

-CPCA

aapec YL
-CPCA20

aapec YII
folder

ykaszatb aapec Bed natepdeiica Kpunrollpo VII;

Buga \"Nttp //xxx.yyy/zzz\" wmm \"https://xxx.yyy/zzz\",

ykazath anpec Bed untepgeiica Kpumnrollpo Y1 Bepcun 2.0;

suga \"nttps//xxx.yyy/zzz/{folder}\";

o6o3nayaer GUID nanku Y1 wiu nyts nanku B uepapxuu namnok Y1, mpu stom
paszenuTeneM UMEH MaroK B yTH SBJISETCS CUMBOI ‘|’
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Perucrpauua nonb3osatens Ha YL

--creatuser [-CPCA <appec YL >] [-field <ID nona = 3HayeHune>]n pas

-CPCA yxazath aapec BeO untepdeiica Kpunrollpo V1,
aapec YI{ Buma \"nttp//xxx.yyy/zzz\" wmm \"https://xxx.yyy/zzz\";
-CPCA20 yxkazath anpec Be6 mntepdeiica Kpunrollpo VI Bepcumu 2.0;
agpec YL Buma\"https://xxx.yyy/zzz/folder\"; folder o63nauaer GUID nmanku VII unun
IyTh TAKA B Uepapxuu nanok Y1, mpu 3ToMm pasaenuTeseM MMEH MarokK B
MYTH SIBJISICTCS] CHMBOJI ‘|’
-field noGaButk mosie B DN peructpupyemMoro mosb30BaTes
ID nons  uaentudukarop nosis DN. Cincok uaeHTH PUKATOPOB MOKHO MTOCMOTPETH
KoMaH10i1 cryptcp —listDN

MpumeuyaHue: [py ycnewHOM BbINOJIHEHMN KOMaHAA BO3BpalLlaeT MapKep BPEeMEHHOro
AocTyna ans ayteHtudumkauyum Ha YU Kpuntollpo 1 naposib K MapKepy BPeEMEHHOro AocTyna

MpoBepuTb, 3aperMcTpmMpoBaH v Nosb3oBaTesnb Ha YL

-checkreg -token <ID mapkepa> -tpassword <naponb> [-CPCA <apapec YL >]

-token 3amaTh Mapkep BPEMEHHOIO JOCTYIIA JJIsl IPOBEPKH CTaTyca
-tpassword 3agath maposb K MapKepy BPEMEHHOTO IOCTYIa
-CPCA ykazath aapec BeO unTepdeiica Kpunrollpo VI,
unade 3to aapec "CP CSP Test CA"™ httpsJ//cryptopro.ru/ui
aapec YI Buna "http:/xxx.yyy/zzz" wnmm "https://xxx.yyy/zzz"
-CPCA20 ykazatp aapec BeO uatepdeiica Kpunrollpo VII Bepcuu 2.0,n
uHaue 370 aapec "CP CSP Test CA™ httpsy//cryptopro.ru/ui
aapec YI Buna "https:/xxx.yyy/zzz/

Co3pmaTb 3anpoc Ha cepTudwukaT, OTNPaBUTb e€ro B LEeHTp cepTuduKaumm, NoJydnTb BbINMMCAHHbIN
cepTuduKaT N yCTaHOBUTb ero.
[nyTb]cryptcp -creatcert -rdn <RDN> [-provtype <N>] [-provhame <CSP>] [-SMIME]
[-nokeygen|-exprt] [-keysize <n>] [-hashAlg <OID>] [-{ex|sg|both}]

[-cont <umsa>] [-ku|-km] [-certusage <OIDs>] [{-CA <appec LIC>}|{-CPCA <appec YL >}]
[-requestlic] [{-token <ID TokeHa> -tpassword <naponb>}| -clientcert KMNC1 ]
[-{dm|du}[<uma>]] [-noCSP] [-silent] [-pin <naponb>|-askpin] [-keysize <N>]

[-FileID <Uma c¢danna>] [-ext <pacwupeHue>]n pa3 [-enable-install-root]

RDN

-provtype
-provhame

-SMIME

-nokeygen
-exprt
-keysize
-hashAlg
oID

cnucok umeH nosieidt RDN (nanpumep: CN, O, E, L) u ux 3Hauenuit Bua:

<Umsllonsal>=<3nauennellonsl>[,<Umsllons2>=<3nauenuellona2>...]
yka3ate TUM Kpunrtomnposaiinepa (N) (mo ymonmuanuto 75);

yKazaTh MMsl kpuntonpoaiinepa (CSP);

BKIIOYUTH BO3MOKHOCTH S/MIME (110 yMOT4aHUIO — HET; TOJIBKO
Windows);

MCIOJIB30BATh CYIIECTBYIONME KIIOYM U3 YKa3aHHOTO KOHTEWHEPa,
MTOMETUTH KITFOYX KaK SKCIIOPTHPYEMBIE;

YCTaHOBUTSH JUTHHY Ki1roua (N);

3a7aTh AITOPUTM X3 POBAHHUS

OID anroput™ma xaumpoBanus: 1.2.643.2.2.9 nua 'OCT P 34.11-94
1.2.643.7.1.1.2.2 myis TOCT P 34.11-2012 256 bit

1.2.643.7.1.1.2.3 ansa TOCT P 34.11-2012 512 bit
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-ex
-sg
-both*
=ku*
-km
-cont

-certusage

-CA
aapec LC

-CPCA
aapec YL

-CPCA20
aapec YL
-tmpl

nuMmna

-token
-tpassword

<Knci>

-dm
-du*
nms
-noCSP

-silent

-askpin

-pin

naponb
-requestlic

-FileID

-enable-install-root

-ext
paclwupeHue

CO3J1aTh/UCIOIB30BATh KIIOUH JUIsI OOMEHa 3ali(pOBaHHBIMU JaHHBIMU;
CO3JIaTh/UCIIOIB30BATh KIIOYHM TOJIBKO JUIS PAOOTHI C MOAIHUCIMU;
CO3/1aTh/HCHOIL30BATh 00a THUIIA KITFOUEH;

ucnoinp3oBarh KoHTeitHep nonb3oBarens (CURRENT USER);
ucnonb3oBarh koHTeHep komnbioTepa (LOCAL MACHINE);

3a/1aTh UM KIIIOYEBOTO KOHTelHepa (110 yMOJYaHUIO BHIOOD M3 CITUCKA),
3aaath HazHaueHus ceptudukata (OIDs). Ecnu Ha3sHadeHH HECKOIBKO,
TO MX HYXXHO yKa3aTh 4epe3 3aIsTyro (Hampumep,
”1.3.6.1.5.5.7.3.4,1.3.6.1.5.5.7.3.2”);

yKa3aTh ajpec LeHTpa ceptuduranuu, nnave 3to ajapec “CP CSP Test
CA”;

Buja “http//xxx.yyy/zzz” wnu “\cepBep\umsallC” (cm. “CucreMHBIE
TpeboBanus");

ykazatb aapec Bed unrepdeiica Kpunrtollpo VII;

Buaa \"http //xxx.yyy/zzz\" wmm \"https://Xxx.yyy/zzz\";

yka3ath aapec Bed untepgeiica Kpunrollpo V11 Bepcuu 2.0;

Buga \"https //xxx.yyylzzz\";

3a7aTh A0JIOH 3ampanmBaeMoro ceptudukara (toiasko YL Kpunrollpo
Bepcuu 2.0);

HazBanue uiau OID mabmona (tonpko YL Kpunrollpo Bepcuu 2.0)
HCIO0JIb30BaTh MapKep BPEMEHHOTO 10CTyNa JUIs ayTeHTH(PUKALUK

Ha YII Kpunrollpo;

3a71aTh MapoJib K MapKkepy BPEMEHHOIO JIOCTYIIa;

UCIOJIB30BaTh cepTUdUKaT 111 ayreHTHGukanuu Ha Y1 Kpuntollpo
(Tomeko s Unix);

ycranoBka B xpanmiunie komneiotepa (LOCAL MACHINE);
ycraHoBKa B xpanunuie nois3oBarens (CURRENT USER);

Ha3BaHUE KOHEYHOI'0 XpaHWIMINA JJIs YCTAaHOBKU (110 yMoiadaHuio “My”);
HE COXpaHATh CEPTU(UKAT B KOHTEIHEpe KpUIITONIpOBaiiiepa;
reHeparus Kioda 0e3 moJIb30BaTeIbCKOro nHTepderica
KpPUIITOIIPOBAN IEpa;

3alpalmBaTh NapoJib IPU CO3AaHNHU KIHOUYEBOI0 KOHTEIHEpa ¢ KOHCOIN
(Tonsko UNIX);

YCTaHOBUTD NApOJIb [IPU CO3AAHUU KIIIOUEBOI0 KOHTEHHEpa (TOIbKO
UNIX);

1apoJIb K KII0UeBOMY KoHTeiHepy (Tosnbko UNIX);

3aMpPOCUTDH CePTU(MHUKAT, COJAEPKANMU PaCIIMIPEHUE C JIMICH3UEH Ha
Kpunrollpo CSP. V11 nomkeH ObITh HACTPOEH HA BBIAAYY TaKUX
CepTH(UKATOB;

uMs Qaiisia, UCIOJIB3YeMOr0 ISl 3alIMCH UICHTH(HKATOpa 3a1poca B
cilyyae

“oTyIOKeHHOM BhIaun” ceprudukara (cM. -pendcert). Ecmu daiin He
yKa3aH, TO UJACHTH(GUKATOP OyAeT BBIBEJCH HA DKpaH.

He 3alpalmBaTh pa3pelieHe Ha YCTAaHOBKY KOPHEBOTO cepTU(UKaTa B
xpanunuine “JloBepeHHble KopHeBbIe HEHTPhI” (Root) (Tonbko UNIX);
N00aBUTH PACHIMPEHUE K 3aIPOCY;

umMms Qaiina ¢ 3akoanpoBaHHbIM pacimpernruem (BASE64 wnu DER);

MpumeuaHue: Ecnu onuus -provhame He ykasaHa, To 6yaeT ucnonb3oBaH nposarvgep no
YMONI4aHUIO yKasaHHoro tuna (-provtype). [danee, ecsm He ykasaHbl onuuu -nokeygen m -cont, To
MMS KOHTeWHepa CcreHepupyeT KpunTonpoBaihgep. [na onepaumoHHbiX cucteMm cemeictBa UNIX B
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KayecTBe napameTpa onuum -cont Heob6xoAMMO yKa3sbiBaTb UMS KOHTENHEpPa BMECTe CO CUMTbIBaTENEM

B dopmaTe “\\.\umsa_cuutbBatensa\mmsa_koHtenHepa” (Hanpumep, “\\.\HDIMAGE\cont_name”).

MpoBeEpUTb, He BbINylleH NN cepTUdUKAT, 3anpocC Ha KOTOpPLIN 6biN OTMNpaBieH paHee, MOYYUTb

BbIMMCAHHbIN CepTVId)MKaT N YCTAHOBUTb €r0.

-pendcert [-provtype <N>] [-provhame <CSP>] [-cont <umsa>] [-ku|-km]
[{-CA <appec LIC>}|{-CPCA <appec LIC>} |{-CPCA20 <appec LIC>} ]
[{-token <ID TokeHa> -tpassword <naponb>} | -clientcert KIMNC1 ]
[-{dm]|du}[<uma>]] [-noCSP] [-FileID <Umsa cdaitna>]

-provtype
provname
-cont
-ku*

-km

-CA

agpec IIC

-CPCA

anpec YII
-CPCA20

anpec YL
-token
-tpassword
<KIIC1>

-dm
-du*
UMs

-noCSP

-FileID
-askpin

-pin
napoJib

-enable-install-root

MpumeuvaHue: Ecnu

[-pin <maponb>|-askpin]

ykazaTh Tun kpunrtomnposaiigepa (N) (mo ymonyanuto 75);

yKazaTh UM kpunronposaiinepa (CSP);

3a7aTh UMs KIIOYEBOTO KOHTelHepa (110 yMOITYaHUIO BEIOOP U3 CITHCKA);
ucnoib30Bath koHTelHEp noas3oBarenss (CURRENT USER);
ucnoinb3oBarh KoHTeiHep komnbtoTepa (LOCAL MACHINE);

yKazaTh aapec IeHTpa cepTudukanum, naade 31o ajapec “CP CSP Test CA”;
Buja “http//xxx.yyy/zzz” wmm ‘“\\cepBep\umsallC” (cm. “CucremMHbIE
TpeGoBaHU");

ykazaTh aapec BeO untepdeiica Kpunrollpo VII;

Buga \"Nttp //xxx.yyy/zzz\" wmm \"https://XxX.yyylzzz\",

yka3ath anpec Bed unrepgeiica Kpunrollpo VII Bepcuu 2.0;

Buja \"nttps//xxx.yyylzzz/\",

MCII0JIb30BAaTh MapKep BPEMEHHOTO JOCTyMa AJsl ayTeHTH(UKAUH

Ha Y1 Kpunrollpo;

3a7laTh NapoJib K Mapkepy BPEMEHHOTO JI0CTYIIa;

HCIIOJNIb30BaTh cepTuduKkar mist ayreHTHuKanuu Ha Y1 Kpunrollpo
(ronbko s Unix);

ycraHoBKa B xpaHuiuiie komnbtotrepa (LOCAL MACHINE);

yctaHoBKa B xpanunuuie noas3oBarens (CURRENT USER);

Ha3BaHUE KOHEUYHOI'0 XpaHWINIL@ JUIsl YCTAaHOBKH (110 yMomyaHuio “My”);
HE COXpaHsATh cepTU(UKAT B KOHTEHHEpPE KpUIITOIIpOBaiiepa;

umMms (aiina, comeprkariero uaeHTUukatop 3amnpoca. Ecnu He ¢aiin He
yKa3aH, TO UACHTU(PUKATOP HYKHO OyJeT BBECTH BPYUHYIO.

3alPOCUTH MApOJIb KITFOYEBOT0 KOHTEHHepa ¢ kKoHcouH (Tosibko UNIX);
3a7aTh MapoJib KITFYEeBOro KoHTeiHepa (Toapko UNIX);

MapoJib K KI04YeBOMy KoHTerHepY (Toipko UNIX);

HE 3alpalBaTh pa3pelieHle Ha YCTAHOBKY KOPHEBOIO cepThduKaTa B
xpanmiuie “JloBepeHHbIe KopHEeBbIe IEHTPHI (Root) (Tompko UNIX);

ykaszaHa onuma noCSP, 1O onuum provhname, provtype, cont,

km, ku

urHopupytoTcsa. Ecnam onums -provhame He ykasaHa, To 6yaeT wucnonb3oBaH nposangep no
YMOJI4aHUIO yKasaHHoro tuna (-provtype). [na onepauunoHHbIXx cucteMm cemenctea UNIX B kadecTBe
napameTpa onuum -cont HeobxoAuMMO yKasbiBaTb MMS KOHTeMHepa BMecTe CO CuuTbiBaTesleM B
dopmaTte “"\\.\umsa_cuutbBaTens\nmsi_koHTenHepa” (Hanpumep “\\.\HDIMAGE\cont_name”).

2.8. KomaHaa ons paboTbl C cepuiiHbIM HOMEPOM NnueH3un (Tonbko ana Windows)

CoxpaHuTb/nokasaTb CEPUNHbBIA HOMED JINLLEH3UN.

18



XKTAN.00088-01 93 01. Kpunrollpo CSP. [Ipunoxenune koMaHJHON CTPOKU

-sn [<cepuitHbIii HOMep>]

cepuiiHbIii HOMep CepuiiHBIM HOMEp, KOTOPbIH HEOOXOIUMO COXPAaHUThH (MOXKHO yKa3bIBaTh
KakK C pa3lesuTeNsIMU, Tak U 0e3 HUX).

MpumeuaHme: [nsg Toro YtTobbl NOCMOTPETbL COXPAHEHHbLIN CEPUIHBIA HOMEpP, AOCTAaTOYHO yKa3aTb
KomaHgy -sn 6e3 napameTpa. B onepaumoHHbiXx cuctemax cemenctBa UNIX komaHpa He
MCMoNb3yeTCs.

NMpumep:

cryptcp -sn P020G-Q0010-A5000-01UXA-XUFFD

CoxpaHsieT yKa3saHHbln CepuiHbIii HOMep JSINLLEH3MN Ha KOMMbIOTEpE.

2.9.YcoBepLieHCTBOBAHHAs 3/1IeKTPOHHAs noanuchb

[MpunokeHre KOMaHHOM CTPOKH MOIEPKUBAET BO3MOXKHOCTE CO3/IaHMS YIAYUIICHHOM 3JIEKTPOHHON
nojmucu, coorBercTByroterd cranaapry CAJES (cm. RFC 5126 "CMS Advanced Electronic Signatures
(CAdES)"). MHcmomap3oBanue ¢opmara YCOBEPIICHCTBOBAHHON IMOJIMHCH HWMEET 3HAYMTEIbHBIC
[PEUMYILECTBA, 00eCIICUMBast:

e JI0KAa3aTCJIbCTBO MOMCHTA IMMOAIKUCH JOKYMCHTA U ﬂeﬁCTBHTeHBHOCTH CCpTI/I(bI/IKaTa KIIro4a
IIOAIIMCH Ha 5TOT MOMECHT,

e OTCYICTBHC H606XO,Z[I/IMOCTI/I CCTCBLBIX 06p8.H.[CHPII>i IIpu IPOBECPKE ITOAIINCH,

e APXMBHOC XpAHCHHC SJICKTPOHHBIX JOKYMCHTOB;

e IPOCTOTY BCTpPauBaHU.

JUis nokazaTenbcTBa MOMEHTA IMOJMUCH HCIIONB3YIOTCS IITaMIIBl BPEMEHH, COOTBETCTBYIOLME
mexxayHapoaaoit pexomenmanuu RFC 3161 'Internet X.509 Public Key Infrastructure Time-Stamp
Protocol (TSP)".

JlokazarenbcTBa ICHCTBUTENBHOCTH cepTU(HUKAaTa B MOMEHT MOAMUCH 00E€CIEUNBAIOTCS BIOXKEHHEM
B PEKBU3UTHl JOKYMEHTa IEMOYKd cepThudukaroB 1o noepeHHoro YII m OCSP-orBeroB. Ha st
JIOKa3aTeIbCTBA TAKOKE MOJYYaeTCs IITaMIl BPEMEHH, MOITBEPXKIAIONMA WX HEJIOCTHOCTh B MOMEHT
IPOBEPKHU.

[pu Takux yCIOBHUSAX MOSBIISIETCS BO3MOXHOCTD IIPOBEPHUTH TOITHICH B PEKUME OTCYTCTBHUS CETEBBIX
coenmuHeHuu, aocryna K cayxbam OCSP u ciyxO6am mramMnoB BpeMeHH. Takke BCsl TOMOTHUTEIbHAS
uH(opMalus XpaHUTCA B pEKBU3UTAX (ailna MmoAmUCcH, YTO TpeOyeTcs Uis apXUBHOTO XpaHEHMUS
AIIEKTPOHHBIX IOKyMEHTOB.

Jns  wucronb3oBaHus (opMara yCOBEPIICHCTBOBAHHOW IOANKMCH PEaTM30BaHAa BO3MOXHOCTb
NPUMEHEHHUS CIEHUalIbHBIX MapaMeTpoB IMpPU CO3AaHUM, JOO0ABICHHHM M TPOBEPKE AIIEKTPOHHBIX
HOOITNCEN.

Crnenyrore arpuOyThl MOXHO UCIIOJB30BATh MPU PA0OTE C TOIMHUCIMH:

-xlongtypel wucnons3yercs dopmar mommucu CAJES-X Long Type 1
-cadesTSA ykaseiBaercs ciyx0Oa mrrammnos Bpemenu it noxnucu CAJES-X Long Type 1
-nocades MCKIFOYAETCs MCIOJIb30BAHUE BJIOKECHHBIX B MTOAIUCH JIOKA3aTEIBLCTB

MpumeyaHue: [na paboTbl C YCOBEPLWEHCTBOBAHHOMW MNOAMUCBLID HEO6X0AMMO Haluyme Ha
koMnbtoTepe nonb3oBatena MO Kpuntollpo TSP Client n Kpuntolpo OCSP Client ¢ gencrteytowmnmm
JIMUEH3USAMMN, KOTOpble BBOAATCS vepe3 ynpasneHue nuueHsnamm Kpuntollpo PKI.

19


http://www.ietf.org/rfc/rfc5126.txt
http://www.ietf.org/rfc/rfc5126.txt

XKTAN.00088-01 93 01. Kpunrollpo CSP. [Ipunoxenune koMaHJHON CTPOKU

Mpwumep:
cryptcp.exe -sign -dn "CN=MBaHoB [eTp" -cadesTSA http://tsp.test/tsp_root/tsp.srf -xlongtypel
C:\data\test.txt C:\data\test.txt.logn_sgn
Cosnats moanuchk opmata CAJES-X Long Type 1 ans daitia test.txt, ncrmonb3ys 3aKpbIThIA KITHOY,
CBSI3aHHBIM ¢ cepTu(uKaToM XpaHwinia «JInunbie» («My») TeKylero mosab3oBaTess, COAEpKalMM B

noine «Cy0bekr» («Subjecty) monctpoky «MBanoB Iletpy», ¢ mHpOBEpKOi IIEMOYKMA HailICHHBIX

CepTH(HKATOB,

pesyabTatr B (aiia test.txt.logn sgn

3. Kpuntonposanaepbl «Kpuntollpo CSP>»

CryptoPro CSP 1.1

MUma | Crypto-Pro Cryptographic Service Provider
Tvin 2
CryptoPro CSP 2.0 / CryptoPro CSP 3.6
Uma | Crypto-Pro GOSTR 34.10-94 Cryptographic Crypto-Pro GOSTR 34.10-2001 Cryptographic
Service Provider Service Provider
Tvin 71 75
CryptoPro CSP 3.0 (kcl)
Uma | Crypto-Pro GOSTR 34.10-94 KC1 CSP Crypto-Pro GOSTR 34.10-2001 KC1 CSP
Tvin 71 75
CryptoPro CSP 3.0 (kc2)
Uma | Crypto-Pro GOSTR 34.10-94 KC2 CSP Crypto-Pro GOSTR 34.10-2001 KC2 CSP
Tvin 71 75
4. Bo3Bpalwlaemble Koabl OWMOOK
Kon Kon
owmnbkmn ownbkn OnucaHue ownbkmn
(DEC) (HEX)

536871012 20000064 | Mano namaTtum

536871013 20000065 | He ynanocb oTKpbITb dann

536871014 20000066 | Onepauuvsa oTMeHeHa noJsib3oBaTenem

536871015 20000067 | HekoppekTHoe npeobpa3oBaHne BASE64

536871016 20000068 | Ecnm ykasaH napameTp '-help', To Apyrnx 6bITb HE AO/DKHO

536871112 200000C8 | YkasaH nMwHui pann

536871113 200000C9 | YKasaH HEW3BECTHbIM KOY

536871114 200000CA | YKka3aHa nuMuwHAs KoMaHaa

536871115 200000CB | Onga kno4Ya He yKa3aH napaMeTtp

536871116 200000CC | He ykazaHa koMaHAa

536871117 200000CD | He yka3aH HeE06X0AMMbIA KNHOY

536871118 200000CE | Yka3aH HeBepHbIl KoY

536871119 200000CF | NapameTpoM kno4Ya '-q' AODKHO 6bITb HATYpaJbHOE YNCII0

536871120 200000D0 | He yka3aH BxogHOW pann

536871121 200000D1 | He yka3aH BbixogHOM hann

536871122 200000D2 | KomaHaa He ucnosib3yeT napaMeTp C UMeHeM panna

536871123 200000D3 | He ykasaH dawnn coobuieHuns

536871212 2000012C | He yaanocb OTKPbITb XpaHWUMLLLE CEPTUMDUKATOB:

UCIIONB3Ys CiIyxOy mraMinoB Bpemenu httpi//tsp.test/tsp_root/tsp.srf, u coxpaHuTh
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536871213 2000012D | CepTudukaTbl HE HaNAEHbI

536871214 2000012E | HanpeHo 6onee ogHoro ceptndukara (kawoyd '-1')

536871215 2000012F | KomaHga nogpasyMeBaeT MCNONb30BaHNE TOJIbKO OAHOro ceptudmkara
536871216 20000130 | HeBepHO yKka3aH HoOMep

536871217 20000131 | HeT ncnonb3lyembix cepTndKaToB

536871218 20000132 | JaHHbIN cepTUdUKAT HE MOXET NPUMEHSATbLCS AJ19 3TOW onepauum
536871219 20000133 | Ueno4yka cepTndurKaToB HE NpOBEPEHA

536871220 20000134 | KpunTonpoBangep, NoAAe p>XUBaAOLWMA HEOBXOANMbIV aIFOPUTM HE HAWAEH
536871221 20000135 | HeypgauHbIi BBOA Napons KIKOYEBOro KOHTENHEpPa

536871312 20000190 | He yka3aHa Macka hannoB

536871313 20000191 | Yka3aHbl HECKOJIbKO MacoK palinos

536871314 20000192 | davnblHE HaNAEHBI

536871315 20000193 | 3apaHa HeBepHas Macka

536871316 20000194 | HeBepHoe 3Ha4YeHne XaW-pyHKLUNMN

536871412 200001F4 | Kntoy '-start' ykasaH, a BbIXOAHOW panin HeT

536871413 200001F5 | Copepxumoe panna - He noanNMcaHHoe coobLieHne

536871414 200001F6 | Hen3BeCTHbI anropmTM NOANMUCH

536871415 200001F7 | CeptudumkaTt aBTopa NnoANNUCU HE HANAEH

536871416 200001F8 | Moanuncb He HalaeHa

536871417 200001F9 | Noanwuce He BEpHa

536871418 20000200 | WTamMn BpeMeHU He BepeH

536871512 20000258 | Coaepxumoe danna - He 3awmdpoBaHHOe coobLieHne
536871513 20000259 | HeunsBecCTHbIM anropmTM Wnd poBaHNS

536871514 2000025A | He HaltaeH cepTudurKaT C COOTBETCTBYIOLWMNM CEKPETHBIM K/TIOYOM
536871612 200002BC | He yganocb nununanmsmposatb COM

536871613 200002BD | KoHTeWHepbl HE HalAEHbI

536871614 200002BE | He yaanocb n0ay4uTb OTBET OT CepBepa

536871615 200002BF | CepTudurkaT He HanaeH B OTBETE CepBEpa

536871616 200002C0 | ®ann He coaepXuT naeHTMduKaTop 3anpoca:

536871617 200002C1 | HekoppekTHbi agpec LIC

536871618 200002C2 | Nony4vyeH HeBepHbIN Cookie

536871712 20000320 | CepuinHbI HOMEP COAEPKUT HEAONYCTMMOE KOJIMYECTBO CUMBOJIOB
536871713 20000321 | HeBepHbIi KOA NpOAYKTa

536871714 20000322 | He yaanocb NpoBEPUTb CEPUNHBLIN HOMED

536871715 20000323 | He yaanocb COXpaHUTb CEPUNHBIA HOMEP

536871716 20000324 | He ynanocb 3arpy3mtb CEPUINHbI HOMED

536871717 20000325 | JlnueH3unsa npocpoyeHa

IMpume uyanue : KpoMe Ko10B, MPUBEICHHBIX B Ta0JIHMIE, MPWIOKEHHE MOKET BO3BpAIATh KO JFO00M
cuctemHoi ommboku Windows.
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