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2. AHHOTALUA

Hacrosmmee PykoBoactBo momomnsier gokymeHT <«OKTAM.00087-01 91 01. Kpumnrollpo CSP.
PykoBoncTBO agmuHucTparopa 6ezomacHoctd. OOmast yacte» npu ucnonszoBanuu CK3U «Kpunrollpo
CSP» v 4.0 (manee - CK3U) B BUPTYaIbHBIX Cpeiax.

WucTpykunu aIIMUHUCTPaTOpaM Oe3omacHOCTH " MOJIL30BATEISIM pa3ITMYHBIX
aBTOMAaTU3UPOBAHHBIX cucTeM, wucnons3ytoumx CK3WM B BUpTyanbHBIX Cpeldax, JOJIKHBI
pa3pabaThIBaThCS C yI€TOM TPeOOBAHMI HACTOSIIETO JOKYMEHTA.
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3. OcHoBHbIE TexHHYECKHe TaHHbIe U xapakTepucTuku CK3U

[IporpamMHoO-annapaTHble cpe/ibl PyHKIIMOHUPOBAHUS !

Microsoft Hyper-V Server 2008/2008R2/2012/2012R2/2016 (x64);

VMWare WorkStation 11/12 (x86-64);

VMWare Player 7/12 (x86, x64);

VMWare Sphere ESXi 5.5/6.0 (x64);

Virtual Box 3.2/4.0/4.1/4.2/4.3/5.0/5.1 (x86, x64);
RHEV 3.4/3.5/3.6/4.0 (x64, POWER).

B KadecTBe TOCTEBBIX BUPTYAIBHBIX CPEl JOIYCKACTCS MCIOJIb30BATh MPOTPAMMHO-alapaTHbIC
matopMel, iepednciennsie B 1. 3.2 @opmymsipa KTAM.00087-01 30 01.
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4. TpeooBanus no 3amure ot HCJJ

4.1.Opranuszanus padot mo 3aumre ot HCJJ

HeoOxomumMo  HanmMuuMe Kak MHHUMYM JBYX (QyHKIMOHAJBHBIX pOJIEH  BHUPTYaJbHOUH

uH(pacTpyKTyphI:

1. AAMUHUCTpAaTOp BHUPTYaJbHBIX MAIIMH, OCYIICCTBIISIONMI yIpaBJIeHWE KOMIIOHEHTaMH
BUPTYIbHONH WMH(PACTPyKTypbl: BUPTYaJbHBIMH MAIlMHAMH, CEPBEPHBIMH KOMIIOHEHTaMH, CHCTEMOM
XpaHEHUsl TaHHBIX.

2. AnmuHHECTpaTOp 0€30MaCHOCTH, OCYIIECTBISIONMK — aJIMHUHHCTPUPOBAHUE BHUPTYaIbHBIX

MaIlH.
[Tpumeuanue: BupryansHas nH@pacTpykrypa (MHQpPacTpyKTypa BUpTYaIH3allMd, BUPTYyalbHas cpena) -
B 3aBHCHMOCTH OT KOHTEKCTa, JIMOO MHOKECTBO MPOTPAMMHO-AIIaPaTHBIX CPEICTB, 00ECTIEYMBAIOLIIX
pa3BEPThIBAaHNE BHUPTYAJTBHBIX MAaIMH, JHUOO caMHU 3TH BHUPTYaJbHBbIE MAIMHBI U CHCTEMa MX CBS3Ei
MEeXTy COOOH.

4.2.YcranoBka [10

[I3BM, Ha KOTOpBIX HCHOJIB3YIOTCA cpencTBa Busyanuszanuu 1 CK3W, nomkHbl OBITH AOIYIICHBI
Uit 00paboTku KoH(UAeHIHANIbHON wuHpopManuu 1o AekcTByronmM B Poccuiickoit denepannu
TpeOOBaHUSIM T10 3alMTEe WHMOOPMAMKM OT YTCYKH 1O TEXHHYECKHMM KaHaJaM, B TOM YHUCJIE, [0 KaHaTy
cBs3u (Hanpumep, CTP-K), ¢ yuerom mMomenu yrpo3 B MHGOPMAITMOHHOW CHCTEME 3aKa3dhKa, KOTOPhIM
JnoipkHo nipotuBocTosTh CK3U.

Nucramnsauus CK3U Ha pabouyMx Mecrax JOJDKHA HPOU3BOAMTHCSA TOJIBKO C JUCTpUOYTHBa,
MOJIy4eHHOTO MO JaoBepeHHOMY Kanamy (m.2 JXTSAM.00087-01 91 01. PykoBomcTBO 0e€30macHOCTH.
OOmmas 4acTp).

K ycranoBke oOIIECHCTEMHOIO M CIEUAIBHOIO MporpaMMmHoro odecrnedenus, a Tawke CK3U,
JONYCKAIOTCSl JIMIA, TPOLICAIIME COOTBETCTBYIONIYIO ITOATOTOBKY M HM3YYHBIIME JOKYMEHTAIMIO Ha
cootBercTBytomiee 10 u CK3M.

TpeOoBanust k ycraHoBke mnporpammHoro obtecrneueHuss 1 CK3U B rocreBoil um XocTOBOM
ONEepPallMOHHBIX CUCTEMAX:

— Ha Ttexauueckux CpCACTBAxX, MPCAHA3HAUCHHBIX JJId pa6OTBI CO CpCACTBAMU BHUPTYyAJIHU3allUN

U B CO3JAHHOW 3THMH CPEICTBAMU BUPTYAJIBHOU Cpeje CleIyeT MCIOJIb30BaTh TOJIBKO JIMIICH3MOHHOE
nporpaMmmHoe o0ecriedeHrue Gupm — MPOM3BOAUTEIICH.

—IIpu ycraHoBKe mpOrpaMMHOTO oOOECIeUeHUs] BUPTYaIM3alUM, TOCTEBOM OmepariOHHOM
cucrembl 1 CK3U HE0O6X0MMO IPOBECTH KOHTPOJIb LEIOCTHOCTH U JIOCTOBEPHOCTh COOTBETCTBYIOIIETO
JucTpuOyTUBa.

— Ha [IDBM u B BUpPTyaJIbHOH cpesie He JOJKHBI YCTaHABIMBATHCS cpeacTBa paspadotku [10 u
ornaquuku. Ecam cpeacTBa OTNafKud MPHIOKEHUH HYXKHBl A TEXHOJOTMYECKHX MOTpeOHOCTeN
OpraHu3aIuu, TO UX UCIIOJIb30BAHUE JOJKHO ObITh CAHKIIMOHUPOBAHO a/IMUHUCTPATOPOM 0€3011a CHOCTH.
Ilpy 3TOM [OJIXKHBI OBITH peaJN30BaHbl MEPhI, MCKIIOYAIONME BO3MOXKHOCTh HCIIOJIB30BAHMS ITHX
cpencTB misa penaktupoBaHus koaa v namsatd CK3U u nmpunoxenuit, ucnonssyronmx CK3U, a Tawke
i mpocmotpa koga u namsatu CK3U u npunoxenuit, ncnons3yroumx CK3U, B mporecce 06 paboTku
CK3U zanmmaemoil nHpopMauy W/UIU NP 3arPY’KEHHON KII04eBON HH(POPMAIUH.

— Ilocne 3aBepieHUs TpoIlecca YCTAHOBKU JIOJDKHBI OBITH BBITTOJIHEHBI AEWCTBUSI, HEOOXOIMMBIE

JUISL OCYILIECTBIICHUS MEPUOAUYECKOT0 KOHTPOJIA LenocTHOCTH ycTanoBieHHoro [0 CK3U, a Taxke ero
OKpPY>KEHHUS B COOTBETCTBUHU C JOKYMEHTAI[UEH.
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— Ilocne 3aBepiieHUsT mpolecca CO3MaHUS BUPTYAIbHONM MAaIMHBI, BBIMOTHEHUS TPeOyeMbIX
HACTPOCK M 3amaHusi TpeOyeMbIX mapameTpoB BM, momKHBI ObITH BBITTOJTHEHBI IEHCTBUS, HEOOXOAMMBIE
JUISL OCYIIECTBJICHUSI TIEPUOJAMYECKOTO KOHTPOJIA LI€JI0CTHOCTH HACTPOEK U nmapameTpoB BM.

Jns BupryansHeix mMammea VMWare WorkStation, VMWare Player, VMWare Sphere ESX
KOH(pUTYpaIIMOHHBIN (i)l HAXOAUTCS B TOW K€ TUPEKTOPUH, UTO U 00pa3 BUPTYaIbHON MallMHbI, UMEET
pacumpenue .VMX. Ha3panue koH(UIrypalimoHHOTo (haityia COBIaaaeT ¢ KMEHEM BUPTYaJIbHON MAIMHBI.
AnHanornyHo KOH(UTYparmoHHBIC (alibl BUPTYyadbHbIX MammH Virtual Box nexar B aupekropum ¢
00pa3oM BUPTYaJbHOH MAalMHBI, UMEIOT paclMpeHHe .vboX W Ha3BaHHUE, COBIAJAIONIce C MMEHEM
BHUPTYaJbHOW MalmMHbBI. [lankoi Mo yMOJYaHHIO JUIS XPaHEHUS HACTPOCK BUPTYyaIbHBIX MammH Hyper-V
seisiercss manka \ProgramData\Microsoft\Windows\Hyper-V, umMs coBmagaer ¢ MMEHEM BHPTYaIbHOMI
manmHbl. RHEV 1o ymonm4anuio xpaHuT KoH(UIrypanuoHHble ¢aiinsl B qupekropuu /etc/libvirt/, nms
COBIIAJIaCT C MMEHEM BUPTYAIbHON MAIHBbI.

— Ilocne 3aBepieHus mpoiecca yctaHOBKA TocTeBoM OC MOMKHBI OBITH BBIMOJHEHBI JCHCTBUS,
HEOOXOAMMBIE JJISi  OCYIIECTBIICHUS TEPUOJAUYECKOr0 KOHTPOJIS LEJTOCTHOCTH YCTaHOBJIEHHOTO
cuctemoro IIO B coorBercTBUU ¢ mnpuBeA¢HHBIM B aokymeHtannun CK3U cnuckom aiinos,
MOJIEKANMX KOHTPOJIIO 11€TIOCTHOCTH.

— [IpemycMOoTpeTs  MEphl, HCKIIOYAIOMKME  BO3MOKHOCTh  HECAaHKIIMOHMPOBAHHOIO  HE
00HapyKMBAaEMOI0 M3MEHEHHUsI allllapaTHOM YacTH TEXHUYECKUX CPEJCTB, Ha KOTOPBIX YCTAHOBJIEHBI
CK3U u KOMIOHEHTHI BHPTYaJTbHOW WHQPACTPYKTYphbl (HAmpuMep, IMyTeM OIEYaThIBAaHUS CHCTEMHOTO
6noxa 1 pazsemoB [I19BM).

4. 3.HacTtpoiika runepsuszopa

Hactpoiikamu runepBu3opa J0JKHO ObITh 00€CIIE€YeHO BBIMOIHEHUE CIEAYIOINMX TPEOOBaHMII:

- I[J'IH Ka)K,HOﬁ BHpTyaHBHOﬁ MalllMHBI AOJIXKHA OBITE BBIACIJICHA OTACIBbHAA 001acTh OHCpaTHBHOﬁ
IMaMATH XOCTOBOI MalllMHBEI.

— HeoOxoaumo obecrieunTh HEBO3MOKHOCTh MH(MOPMAIITMOHHOTO 00MEHa MEXY BUPTYaIbHbBIMU
MalMHaMH C UCTIOJIB30BAHUEM OOIIMX PECYPCOB XOCTOBOW MAIMHEI.

— HeoGxoaumo obecrieunTh HEBO3MOXKHOCTh MH(OPMALIMOHHOTO 0OMEHa MEXJy BUPTYaJIbHBIMU
MalllMHaMH, TPOrpaMMHBIMU MPOLIECCAaMH U ONEPAllMOHHON CHUCTEMOM XOCTOBOW MAallMHBI, HA KOTOPOM
(GYyHKIMOHUPYET BUPTYyalbHas HHQPACTPYKTypa, UCHOIB30BAHUEM OOIIMX PECYPCOB XOCTOBON MAIMHBI.

— HeoOxoaumo obOecrneunTh HEBO3MOXKHOCTh HH(POPMALIMOHHOTO 00OMEHa MEXTy TPOrpaMMHbIMH
[polleccaMy, HCIOJIb3YEeMBIMHM JJISl JIOCTyNa I0Jb30BaTeNiell K BUPTYaJIbHBIM MalllMHaM, U HUHBIMHU
IPOrpaMMHBIMHU MTPOLIECCAMHU € MCIIOJIb30BaHUEM OOLMX, pa3/iesiieMblX PECYPCOB.

4.4.3amura ot HCJI npu 3xcnayatamun CK3U

3anpemeHo:

— OCTaBJIATh 0€3 KOHTPOJS BBIYUCIUTENbHBIE CPEJICTBA, Ha KOTOPBIX AKCILTyaTHPYeTCs
BHUpTYyalbHasl MalllMHa ¢ ycTaHOBJIeHHBIM Ha Hell CK3W, u xineHTckue mecTta (TEpMUHAJIBI) TOCIIE BBOJIA
KITI04YeBOH WHGOPMAITUH JTHOO WHOW KOH(UICHIIHAIBHOW WH GOpMaIIny;

— OCTaBJIATh 0€3 KOHTPOJIS KIMEHTCKHE MecTa (TepMUHaibl) IOJIb30BaTENIed BUPTYaIbHBIX
paboumx CTOJNOB ¢ ycraHoBJIeHHbIME Ha HUX CK3U;

— BHOCHUTD KaKkue-1100 N3MEHEHUs B MporpaMMHoOe obecrieuenne Buptyanusanun u CK31.
Heo0xoaumo:

— OpraHu3oBath 3aTupanue (Mo okoH4aHuu ceanca paborsl CK3U) BpeMeHHBIX (ailnoB u ¢aitinos
MOJKauKH, (OPMHUPYEMBIX I MoauduImpyemsIx B mpouecce padotst CK3U. Ecnu 310 HEBBIIOTHUMO,
To rocreBags OC no/MKHA MCIONB30BaThCAd B OJHOIOJB30BATEIBCKOM DPEXMME M Ha KECTKUM AUCK
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XOCTOBOH MalllMHBbI, a TaKKE Ha 06p33 JHUCKa BHpTyaHBHOﬁ MalllMHbI JOJIZKHBI PACIIPOCTPAHATHCA
Tp€60BaHI/I$I, MMPCABABISACMBIC K KIIHOUCBBIM HOCUTCIIAM,

— peryJIsipHO yCTaHaBJIMBATh MakeTbl OOHOBIeHHs Oe3omacHocTH OC XOCTOBOM MalMHBI U
rocteBori OC BuptyanpHOi ManmmHbl (Service Packs, Hot fix u 1.11.), 0OHOBISATH aHTHBUPYCHBIE Oa3bl B
COOTBETCTBUM C HOPMATUBHBIMU JOKYMEHTAMM OJKCIIIyaTHpYIOLIEH opraHuszanuu. Pexomenmyercs
uccnenoBaTh MHEGOPMAIIMOHHBIE PECYPChl IO BOMPOCAaM KOMIBIOTEPHOW OE30MacHOCTH C IIEJIbIO
CBOEBPEMEHHOW MUHUMM3ALMU OMACHBIX IMOCJIEICTBUM OT BO3MOKHOTO Bo3aercTBHs Ha OC;

— UCKJIIOYHUTHh BO3MOXKHOCTh nomnaganus B OC XOCTOBOW MalMHBI, & TAKKE B TOCTEBYK) CHCTEMY
BUPTYaJbHOM  MAalMHBI  [pPOTpamMM, IO3BOJIONMX, MONb3yAch oummbOkamMu OC, NOBBIIATH
IIPEJOCTABJICHHBIE IPUBUJIETUH,

— UCKIIOYHUTH OJHOBpEeMEHHYI0 pabory B rocteBoit OC ¢ pabortatonmm CK3U u 3arpyxeHHOM
KII04eBOl HMH(pOpMaIuell HECKOJIbKUX Iojb3oBareneil. BupryanbHas ManmHa, QyHKIHOHUPYIOWAS MO
OC Windows, #na xoropoii ycranoBaeHo CK3M, nomkHa HCHONB30BAaTBCS  TOJBKO B
OJIHOII0JIB30BATENBCKOM peXUMeE. B ciydae HEBO3MOKHOCTH BBIIIOJIHEHH S PEKOMEHIallK B OpraHu3allii
JOJKHBI  OBITH MPEAYCMOTPEHBI JOMOJIHUTENbHBIE OpraHU3allMOHHBIE Mephl 10 00ecrne4eHHIo
COXPaHHOCTH KJII0UEBOI MH(pOpMAIINH, XpaHsIIelcss Ha TaHHOW BUPTYaJbHOW MaIlMHE.

4.5.CucteMa ynpaBJieHUs BUPTYaJbHOM cpeaoii

CucremMa ynpaBlieHUs] BUPTYaJIbHOM Cpefod — 3TO 4acTh BUPTYaJIbHON MH(PAaCTPYKTYpbl, KOTOpas
C MOMOIIBIO ANIAPATHO-IIPOIPAMMHBIX CPEACTB U CPEACTB CETEBOI0 B3aMMOECHCTBUSI 00ECIIEeUNBALT:

— yIpaBJieHUe TUIIEPBU30pOM ((hOPMUPOBAHUE HACTPOCK U 3aJaHNe apaMEeTPOB);

— HACTPOMKY BUPTYaJIbHbIX MALMH, BUPTYAJIIHBIX CETEH, UCIIOIb3YEMBIX XPaHUIIUIL JAHHBIX;

— [EHTPAIMU3aLHUI0 BUPTYAJIBHBIX pecypcoB (oOecreyeHre pabdoThl BCEX BUPTYaJIbHBIX MAIlMH,
BUPTYaJIbHBIX CETEBBIX XPAaHWJIMIL JAaHHBIX U BUPTYAIbHOTO CETEBOTO 000PYIOBaHUS HH(POPMAIMOHHON
CHUCTEMBI, IOCTPOCHHOM C HCIIOJIB30BAHMEM TEXHOJIOTMM BUPTYaIU3alMHU, KaK €IUHOW BUPTYAIBHOU
pacripesieI€éHHOM BBIUMCIUTENBHOMN CeTh);

— yIpaBJI€HHE IepeMELIEHUEeM (MUTpalyei) BUPTyalbHbIX MallMH C OJHOTO KOMIBIOTEpa Ha
APYTOi.

Cetp ynpaBiieHUs] BUPTYaJbHOW CPEelOil MOJKHA OBITH BBIJENICHA B OTJCIBH B CETEBOM CETMEHT.
J1st 3anmTBHl JAHHOTO CEIrMEHTa JIOJDKHBI HMCIOJIB30BAaThCS CPEACTBA MEXKCETEBOIO 3KpaHUPOBAHUS U
[IPEJOTBPAILCHUS BTOPKCHUN.

Cetp ynpaBiieHUs1 BUPTYaJbHOW MH(PACTPYKTYpOi HE JOJDKHA MOIKIYATHCS K OOIIEIOCTYITHBIM
ceTsiM (ceTsiM, JOCTYN K KOTOPbIM HE OrpaHUYeH ONpeAeIEHHBIM KPYroM JIHLY).

4.6. TpeGoBaHMs K MUTPAIMU 00Pa30B BUPTYAJIbHbBIX MAIIIMH

[Tpu mepenave (murpanuu) o6pazoB BM uvepes npoctpanctBo BHE K3 HE00X01MMO MCIIOIB30BAThH
KaHaNbl, 3alMIIEHHBIE CPEJCTBAMHU M (PPOBAHUS, UMEIOIMMH CEPTU(HUKAT YIOTHOMOYEHHOTO OpraHa.
[lpy o>TOM I COMNIACOBAHUS CEAHCOBBIX KIouel mm@poBaHUS HEOOXOJUMO UCIOJIB30BATh
KpunTorpaduueckie MPOTOKOJIbI, OOECIICUNBAIONME 3alMTY CEAHCOBBIX KIOUYEH U ayTeHTH(UKAIHIO
B3aMMO/ICHCTBYIOIIMX CTOPOH.

4.7. TpeGoBaHUSA K CO3IaHUIO CHAMIIIOTOB

Ha cHanmot BUpTyallbHON MallMHBI, CIETAHHBINA MOCIE BBOJIA KIIOYEBOW HHMOPMAIIUY, JOTKHBI
pacrpoCTpaHsaThCs TPeOOBaHUS MO OOpaIlCHHIO ¢ KIT0YeBbIMU HocuTeasmu (11.6.7 XKTSIM.00087-01 91
01. PykoBoAcTBO aiMUHUCTpaTOpa 6€30MaCHOCTH OOIIAs YacTh).
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4.8.3ammTa OT ceTeBbIX aTaK HA TUTIEPBU30P

Heo0xonumo:

— HCIIONB30BATh MEXXCETEBBIC OKPaHbl M CHUCTEMBI MPENOTBPAILCHHUS BTOPKEHMH  AJIA
OJIOKUPOBAHUS CETEBBIX aTaK U (DUIIBTPAIIMU CETEBOTO TpaduKa,

— ycTaHaBiauBaTh oOHOBIeHUs [10 runepsusopa;

— IIPOBOJUTH KOHTPOJIb 1esnocTHOCTU [1O 1 HacTpoek runepBu3opa;

— MPOU3BOANTH PETUCTPALUIO IEHCTBUU aIMUHUCTPATOPOB BUPTYaJIbHOM CPEIBI.

4.9.3ammuTa oT ceTeBbIX aTaK Mexk1y BM

JomkeH ObITh 3ampenicH WHOOPMAIMOHHOW OOMEH MEXKAy BUPTYAIbHBIMH MAalllMHAMHA
MCIIOJIb30BAHNEM OOIMX PECypCcOB XOCTOBOW MAIMHBI, B TOM YHCJIE€ OOHMX oOnacTedl omepaTuBHOM
MaMsTH XOCTOBOU MAIlMHBI.

HpI/IMeanI/Ie - JJIA OnepaTHBHOﬁ IIaMATHU BBIITOJIHCHHUEC ITAaHHOTI'O Tp€6OBaHI/I$[ ABTOMATUYCCKA
obecrieunBaercs cpeactBamu Hyper-V u VMWare. HeoOxonuMo Taroke o0ecredynTbh HEBO3MOXKHOCTH
MOAKITIOYCHUS TI0 CETH BUPTYAIbHBIX MAllMH K CBOEW XOCT-MalMHe (HacTpoiikamu OpaHaMay’pa u/uiu
CCTCBBIMU HOJ'II/ITI/IKaMI/II/I) U HCBO3MOXHOCTHb UTCHHUS AWUCKOB XOCT-MAalllMHBI B BI/IpTyaJ'II)HI)IX MalmmHax
(HacTpoWKaMH BUPTYaJIbHBIX MAIMH, KACAIOIMXCS JOCTYIA K JIOKAJTLHBIM pecypcam).

410. Kourtpoas nejoctHoctu [1O BupTyaabHoii cpeabl

Heo0xomuMoO BBINOJIHATE KOHTPOJb IE€JIOCTHOCTH CIEAYIOIMX KOMIIOHEHTOB BHPTYaJbHOU
cpenpl:

— I1O runepBu3opa (Ha XOCTOBOIl MallMHe);

— HaCTPOEK T'MIIEPBU30Pa;

— I1O rocreBoif onepaliiOHHON CUCTEMBI;

— 00pa3oB BUPTYaJIbHBIX MAIlMH, B TOM 4YHCIE, STAIOHHBIX 00pa3oB BM, ucnons3yromumxces npu
pa3BEPThIBaHUM HOBBIX BM.

Kontpons mnenoctHoctu CK3W, ycTaHOBIEHHOrOo Ha BUPTYaJIbHOM MalmMHE, HE00X0IUMO
IPOBOANUTH aHAJIOTUYHO KOHTpoJIto 1enoctHoctn CK3U, yctanoBieHHOTO Ha (pu3nueckoit miargdopme.

411. TpeGoBaHUA KITAJOHHBIMH 3arPy304HbIM 00pazam BM

[lpu co3maHuM STaTOHHBIX OOpPa30B BUPTYalIbHBIX MAIMH MPEABAPUTENHHO [OJKHA OBIThH
BBITIOJTHEHA IPOBEPKA:

— COOTBETCTBHS TapaMeTPOB U HacTpoek BM ycTaHOBJIEHHBIM TpeOOBaHUSM O€30TIaCHOCTH;

— nenoctHoct cucteMHoro 110 rocreBoit OC u 110 CK3U B cOOTBETCTBUU € SKCILTyaTallHOHHOM
nokymenTanueir Ha CK3U. Ilocne cozmanus sTaionHOro obdpasza (kioHa) BM nomxkHa ObITh BBITTOTHEHA
KOHTPOJIbHAsA ycTaHOBKa BM ¢ maHHOTO 00pas3a M KOHTPOJIbHAsI TPOBEpKa 1EeTOCTHOCTH cucteMHoro [10
roctesot OC u I10 CK3U;

Jns Kaxaoro  ATallOHHOro  o0Opa3a  BUPTYalIbHBIX  MAIMH  JIOJDKHBI  BBITIOJHSATHCS
perIaMeHTHPOBAHHBIE TPOLEAYphl OOHOBIEHUS HACTPOEK, BKIIOYEHHBIX B 00pa3 MPOTPaMMHBIX
komnonenT CK3U.

JIOJDKHO BBITIOJIHATHCSI CBOEBPEMEHHOE OOHOBJICHHE HACTpoeK BM, BKIIOUEHHBIX B 3TAJIOHHBIN
o0pas3.

JloibkHa BBITIONHATRCS CBOEBPEMEHHAs! ycTaHOBKa oOHOBieHUU Oe3omacHocTH OC (rocTeBod M
XOCTOBOW ).
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Mcnonb3oBaHne CK3U B BUpTYyasibHbIX cpeaax.

3arpy3o4Hble 00pa3bl JOJDKHBI CO3/1aBATHCS TOJIBKO JUI BUPTYaJbHBIX MAllMH, CO3JaHHBIX C
UCII0JIb30BAaHUEM 3TaJIOHHBIX 00pa3zoB. Ilpu 3TOM NOMKHO OBITH MCKIIOYEHO BHECEHHE B 3TAJOHHBIM
00pa3 U3MEHEHU, BBIITOJIHEHHBIX IIPU CO3JIaHUU 3arpy304HbIX 00pa30B.

KonupoBanue 00pa3oB BUPTyalbHBIX MallMH C BBEACHHOH KIOueBOM HH(popMaiueil u/mimm
nHuImanuuposanHbeiM I1JICY 3anpermieHo.

412. TpeGoBanus k ayreHTH(puKkanuu noab3oBareeii CK3U

Hns  ayrentudukanmm  monp3oBarened  CK3M  gomyctmmMo — MCHONB30BaTh — MapoJiH,
YIOBJIETBOPSIIOIIME CIICAYIOIIMM YCIOBHUSIM:

— JIMHA TTapoJisl TOJKHA ObITh HE MEHEe 8 CHMBOJIOB;

— B YHCJIE CUMBOJIOB TapoJisi 0053aTENbHO JI0JKHBI TPUCYTCTBOBATH OYKBHI B BEPXHEM M HUKHEM
peructpax, nudpsl U CrenraiIbHbie CUMBOIBI (@, #, $, &, *, % u T.11.);

— [apojib HE JOJKEH BKIIOYaTh B ce0sl JIETKO BBIYMCISIEMbIE COYETaHHS CHMBOJOB (MMEHa,
damuiuu u T. 1.), a Takke obmenpunsTeie cokpamenus (USER, ADMIN, ALEX u T. 1.);

— IIpH CMEHE TIapoJisi HOBOE 3HAUYEHHUE JOJDKHO OTIMYATHCS OT MPEABIIYINEro He MeHee YeM B 4-X
MO3UIUSAX;

— JIMYHBINA MTapOJIb MOJIE30BATEh HE MMEET MpaBa COO0IATH HUKOMY;

— IepUOANYHOCTh CMEHBI HapoJisi ONpeNeNseTcss MPUHATON MOJIMTUKON Oe30MmacHOCTH, HO He
JIOJKHA MPEBBIIIATH 6 MECSIICB.

413. TpeGoBaHMe K yNpaBJeHHIO 10CTYIIOM

[lItaTHRIMU  CcpeACTBAMU BUPTYAJIW3AIlMU  JOJKHO BBITIOJHATHCS YIPABICHHE JIOCTYIIOM
CYOBEKTOB JOCTyHna K OOBEKTaM [O0CTylla B BUPTYaJbHOM HH(QpacTpykType, B TOM YHUCJIE BHYTPH
BUPTYaJIbHBIX MAIMH.

4.14. TpeOoBaHue K perucTpanuu coOObLITHH

[lraTHbIMU  CpelCTBAMU BUPTYaJM3alMU  JIOJDKHA BBIMOJHATBCA PETUCTPALUsl COOBITHM
0€30MMacCHOCTH B BUPTYaJIbHOU WH(pacTpyKType.
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