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AHHOTAUMSA

JaHHbIM  OOKYMEeHT coaepXuT obwy wuHdpopMauumio no WUCMOSIb30BaHUIO MNPOrpPpaMMHOro
npogykta <«XTSM.00088-01 93 01. Kpuntollpo CSP. TlpunoxeHune KOMaHOHOMW  CTPOKU»,
npefHasHayeHHoro Ans paboTbl C cepTudukaTamm C MCNOb30BaHMEM WHMPACTPYKTYpPbl OTKPbITbIX

Kao4en, wudposaHus/pacwmndpoBaHus coobleHnn, cogepxawmxcsa B dannax, co3gaHus/npoBepku
3NIEKTPOHHbIX NoAnucen u xawnpoBaHmsa coobuleHmin, cogepxawmxcsa B danne wam rpynne ¢dannos.

1. CucteMHble TpeboBaHus

Windows
BkntoyaeT nporpaMMHoO-annapaTHble cpeabl:
Windows 7/8/8.1/10/Server 2003/2008 (x86, x64);
Windows Server 2008 R2/2012/2012 R2/2016 (x64).
LSB Linux

Bkntouaet guctpmbyTtmebl Linux, yaosnetsopswwme ctaHgapty Linux Standard Base ISO/IEC
23360 Bepcuu LSB 4.x:

Cent0S 4/5/6/7 (x86, x64, POWER, ARM);
TA OC AUCDCCMN Poccum (GosLinux) (x86, x64);
Red OS (x86, x64);
Fedora23/24/25 (x86, x64, ARM);
Mandriva Enterprise Server 5, Business Server 1(x86, x64, ARM);
Oracle Linux 4/5/6/7 (x86, x64);
OpenSUSE 13.2, Leap 42 (x86, x64, ARM);
SUSE Linux Enterprise Server11SP4/12, Desktop 12 (x86, x64, POWER, ARM);
Red Hat Enterprise Linux 4/5/6/7 (x86, x64, POWER, ARM);
CuHTe3-0C.PC(x86, x64, POWER, ARM);
Ubuntu 10.04/12.04/12.10/13.04/14.04/14.10/15.04/15.10/16.04/16.04.1/16.10 (x86,x64, POWER,
ARM);
Linux Mint 13/14/15/16/17/18 (x86, x64);
Debian 7/8 (x86, x64, POWER, ARM);
Astra Linux Special Edition (x86-64).

Unix

BkntoyaeT nporpaMMHo-annapaTHble cpegbl:

ALT Linux 7 (x86, x64, ARM);
ROSA 2011, Enterprise Desktop X.1(Marathon), Enterprise LinuxServer (x86, x64);
POCA XPOM/KOBA/IbT/HUKE/b (x86, x64);
FreeBSD 9/10, pfSense 2.x (x86, x64);
AIX5/6/7 (POWER);

Solaris

Bkntouaert nporpaMMHO-annapaTHble Cpeabl:

Solaris 10 (sparc, x86, x64);
Solaris 11 (sparc, x64).
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2. ilcnonb3oBaHMe NporpaMmsl
certmgr - yTmiuMTa KOMaHIHOW CTPOKH Ui YIpaBlieHUS CepTU(UKATAMH, CIHUCKAMU OT3BIBA
ceprudukaroB (CRL) m xpaHuaumaMu. YTHIHNTa MOXKET YCTaHABJIMBATh, YAaliTh, PACKOAWPOBATH,
HKCIIOPTUPOBAaTh M OTOOpakaTh ceprudukarel uian CRL u3 ¢aiimoBoro XxpaHuiauina WM KIIOYEBOTO

KOHTEWHepa.

Bo Bcex BbI30Bax yTHIIMTA certmgr OJKHA OBITh €AMHCTBEHHON KOMaHIO0M.
[To3unus KOMaH/IbI ¥ MOPSAAOK OINIUK HE ONPECIICHBI.

<certmgr> <-komanua> [<-options> ]

<certmgr> <-inst> [<-store>] | [<-file>] | [<-cont>] |
[<-pin>] | [<-cr>] | [<-at_signature>] | [<-provname>] | [<-provtype>]

<certmgr> <-list> [<-store>] | [<-file>] | [<-cont>] | [<-dn>] | [<-crl>]
| [<-thumbprint>] | [<-verbose>]

<certmgr> <-decode> [<-src>] | [<-dest>] | [<-der>] | [<-base64>]

<certmgr> <-export> [<-cont>] | [<-store>] | [<-dest>] | [<-dn>] | [<-base64>] | [<-cri>]
| [<-provname>] | [<-provtype>] | [<-thumbprint>] | [<-at_signature>] | [<-silent>]

<certmgr> <-delete> [<-store>] | [<-dn>] | [<-crb>] | [<-cont>] | [<-thumbprint>]
| [<-provname>] | [<-provtype>] | [<-al>] | [<-silent>]

-inst

YcranoButh ceprudukar unn CRL B xpanwmimme. MoeT co3IaTh CCBUIKY M3 CepTH(UKara Ha
3aKpBITHIN KITI0Y, €CIM HE0OX0IUMO.

-list

Beisectu B stdout ceprudukatel vwm CRL u3 xpanwnuina, ¢aiiina wim KoHTelHepa.
-decode

IlepexomupoBats ceptudukat nam CRL n3 DER B base64 wnu oGpaTHO.

-export

OxcnoptupoBaTh ceptudukaT nian CRL u3 xpaHuauina nin KoHTeHepa B ¢aii.
-delete

Ynamute ceprudukar uau CRL u3 xpanuimima.

-help

BeiBectu cripaBky.
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JIJ1st yTUJIATBL HET Pa3HUIbl MEXTY JUIMHHBIMU (--) U KOPOTKUMH (-) OMLIUSMHU.
[Topsimok omniuii He onpeIesneH.

-at_signature

Hcnonw3oBath 3akpeiThiil kod AT_SIGNATURE Bmecto AT_KEYEXCHANGE.

-ask-cont

[TonmpocuTs MOIB30BaTENS YKa3aTh KOHTEWMHEP U3 CIIUCKA JOCTYIIHBIX KOHTEHWHEPOB.

-base64

3akomupoBath ceprudukar uau CRL B base64 koaupoBKy.

-cont <container>

VYKazaTh UMsI KOHTEHHepa ¢ cepTHU(PUKATOM MIIM 3aKPBITHIM KiItouyoM. VIMst nmeer dopmar, Harpumep,
\\reader\name. Ecnu onmus B<file> He Oblua ykazaHa, 3aKpBITBIA KIIOY M CEPTH(HUKAT OYIyT B3ATHI U3
yKazaHHOTO KoHTelHepa. KoHTeiiHep MoxeT ObITh yKa3aH B BHje CTpoku 'skip', B TakoM ciydae B
ceprudukare He OyleT co3aHa CChUIKA Ha 3aKPBITHIN KIIOY.

-cert

PaboTath ¢ ceptudurarom (3HaUCHHE MO YMOTIAHHIO).

-crl

PaboTath co ciucKOM OT3bIBA CEPTU(PHKATOB BMECTO CEPTU(UKATA.

-silent

Heuntepaktuupiii pexkxuM. Bosppamaer ommOKy B ciydae, €CiIM TOJA 3aJaHHBIC IMapaMeTphI
noaxoaut Oojee oxHoro ceprudukata(CRL), B TakoM ciydae TpeOyercs ykazaTb Ooljiee CTpOrHe
KPUTEPHUU MOUCKA.

-all

Hcnonp3oBath Bce moaxosmme ceptudurarsl(CRL).

-der

3akogupoBath cepTudukar uiu CRL B DER-koanpoBKy (3HaUueHHE 1O YMOTYAHUIO).

-dest <path>

®aiin gy packoaupoBaHHoro ceptudukara unn CRL.

-dn <field=value,...>
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Kputepun noucka ans cepruduxara. Ecnu G6onee ogHOro ceprudukara yIoBJIETBOPSIOT 33JaHHBIM
KpUTEPHUSIM, MOJIB30BATENIO OyAeT MPEAI0KEHO BBIOPATh OJJMH U3 HalICH HBIX.

-file <path>

[Tyte k aiiny ¢ ceprudukarom mim CRL (moxer 6piTh DER mnu base64-3akoaupoBaHHBIM WA
CEpUATM30BAHHBIM XPAHHIIHILEM).

-provname <name>

Nwms nposanaepa.

-provtype <type>

Tun mposaiifepa (3Ha4eHUE TT0 YMOJTYaHU 0 75).

-help

BriBecTu cripaBKy 0 3aJJaHHOW KOMaHJIE.

-pin <pincode>

[InH-KO KOHTEWHEpA.

-src_file <path>

@aiin c cepruuraTom nnu CRL s packogupoBaHus.

-thumbprint <hash>

[MudpoBoii oTedaTok cepTudukara s QrIBTpaAIUy.

-verbose

BeiBoauTh moapoOHYI0 HHGOPMAIIUIO O cepTUduKare.

-store <name>

Nms xpanunumia. [lepBas OykBa yka3bIBaeT THUIl XpaHWIMIA - 'U Ui I10Jb30BATEIBCKOIO
XpaHUJUIR, 'm A7 XpaHWINIA MALMHBI, OCTaJIbHAsl 4aCTh CTPOKU Oe3 MepBoi OyKBbI 0003HAUAET UM
xpanuiuima. Hcnonb3oBanue 6e3 v wim 'm ABhsgercs ycrapeBIMM. CyIeCTBYET HECKOJIBKO
MpeIoIpeIeIeHHBIX XPAH UITHIIL

<My> - XpaHUJHUIIE 715 TTOJIH30BATEICKUX CEPTUUKATOB,

<Root> - s kopHeBbIX CA cepTU(HKATOB,

<CA> - ms mpomexxyrouabix CA ceprudukaroB uim CRL,

<AddressBook> - mist pyrux mosib30BaTeIbCKUX CEPTH(OHUKATOB,

<Cache> - xpanmmmie xma ceptudukaToB/CRL (IOCTYTHO TONBKO YTEHUE U ylaJICHUE).

<uMy> sBIIETCS 3HAYEHUEM 10 YMOJIYAHHUIO.

certmgr BO3BpAIllAeT HOJb MIPU yCIIEXe U HEHYACBOM KOJ ONIMOKM MPH OIIMOKE.
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certmgr -inst -store uMy -file /media/floppy/testuser.cer -cont "\.\FAT12 0\31cc730c-e57e-4b56-
8014-9b8f2ab79d6d'

YcraHnoBuTh cepTuduKaT U3 (aiina testuser.cer B MOJIB30BATENBCKOE XpaHUIHIE My ¢ CCHUIKOM Ha
3aKpPBITBINA KITFOY.

certmgr -decode -src /media/floppy/testuser.cer -dest /media/floppy/testuser base64.cer -base64

PackogupoBate ceptudukar wu3 (aiina testuser.cer B base64 KOAMPOBKY U TOJOXHTH €0 B
testuser base64.cer.

certmgr -export -crl -store mCA -dest /media/floppy/root.crl

OxcnoprupoBats CRL u3 MmanmuHoro xpanunuita CA B ¢aiin root.crl
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