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1 CryptoPro CSP installation

The CryptoPro CSP installation must be performed by a user with administrator privileges. To install
the software insert the CD in the CD-ROM drive. If installation doesn’t start automatically, browse the disc to
find the program setup file called CSPSetup.exe. Run the file to start installation (Figure 1).

CryptoPro CSP 4.0 (Disk
10f 1)

Language
Switch to russian

Install
x86/x64-based operating systems

Other Information
Read the release notes
Browse documentation
Browse this CD
Visit Crypto-Pro Corp. website
CryptoPro
CSP

Figure 1. Installation CSP from CD

% Note. Installation can also be made from the distribution obtained from the CRYPTO-PRO LLC site.
1 |Run the file CSPSetup.exe to start installation.

Note. If an earlier version of CryptoPro CSP is already installed on your computer, the «CSP update
confirmation» window opens:

2 Update X

CryptoPro CSP 4.0.9842 will be updated to version 4.0.9944. Continue?
%

~*| Insta oot Certiricates es ]
[+] Install Root Certificat Y N

In case of the security level updating, the base program features and other settings will be saved. In
order to change the security level you should previously remove an earlier version from the computer.

Before running the Setup Wizard you will see a welcome window (Figure 2). Select Install to start
installation immediately with recommended options. Select Additional options to choose the security level
(KC) and installation language.
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Jl2 CryptoPro CSP 4.0.9944

Thank you for choosing CryptoPro CSP.

By continuing the installation, you accept the terms in the License Agreement.
The product will be installed with 3-month temporary license.

hitp://www.cryptopro.ru

— Install (recommended)
Install product in KC1 configuration and OS language with default options.

—> Additional options

Allows choose KC-level and language.

Install Root Certificates

Figure 2. CSP welcome window

According to the Russian Federal Security Service requirements, CryptoPro CSP provides three types
of security levels — KC1 and KC2. After choosing the required security level and installation language select
Install to run the Setup Wizard (Figure 3).
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& ||2 CryptoPro CSP 4.0.9944

Thank you for choosing CryptoPro CSP.

Installation language:
(O) Russian
(®) English

Security level:

(®) KC1
(OKC2
O K3

— Install

Install with chosen KC-level and language.

Install Root Certificates

Figure 3. Installation options

The Setup Wizard (Figure 4) will install CryptoPro CSP on your computer. To begin the installation
click Next.

15 CryptoPro CSP 4.0.9944 Setup X

Welcome to the Setup Wizard for CryptoPro
CSP (KC1)

The Setup Wizard will install CryptoPro CSP 4.0.9944 on your
computer. To continue, click Next.

C e )
ryptorro
2 — WARNING: This program is protected by copyright law and
(} 8 p international treaties.

Figure 4. Setup Wizard welcome window

For the next steps of installation follow the messages in the «Setup Wizard» window. You should read
and accept the license agreement and enter the serial number. If no serial number is entered, the 3 months
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evaluation version of CryptoPro CSP will be installed.

% Note. You can enter the product license number after installation using the CSP control panel. See
A Entering the CSP license serial number for details.

During the installation process the following settings can be configured:

e additional key readers
e use of the cryptographic key services

All these settings can be made during the installation process or at any time after installation using the
CryptoPro CSP control panel.

At the next step choose the type of installation — typical or custom (Figure 5).

15 CryptoPro CSP 4.0.9944 Setup X
Setup Type
Choose the setup type that best suits your needs.

Please select a setup type.

(®) Typical
@ Typical components will be installed.
(C) Custom
Choose which program features you want to install and where they will
@ be installed. Recommended for advanced users.

Figure 5. The installation type selection window

By default (type of installation «Typical»), only the base program features for CSP are installed (for
Windows Server 2008 the «Driver Library CSP» is also installed by default). Using the «Custom» installation
type you can install the following additional components (Figure 6):

e Advanced compatibility with Microsoft products option provides compatibility with applications
such as Microsoft Office, Outlook Express. This option is required for smart card logon process.

o Key storage service provides storage, use and caching of keys in a separate OS service.

e Revocation Provider is a verification mechanism of a certificate status with the help of OCSP. It is
complementary to the standard Windows mechanism of the certificate status verification based on Certificate
Revocation List (CRL). In addition, there is an option to use CRL produced in accordance to RFC 3280.

e Kernel mode CSP is required for the TLS protocol support in Windows OS.

e CryptoPro CSP 3.0 (3.6) compatibility component registers the names of providers that are
compatible with CryptoPro CSP 3.0 (3.6). It is necessary only if there are certificates installed by CryptoPro
CSP 3.0 (3.6) in the certificate storage «Personal.
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15 CryptoPro CSP 4.0.9944 Setup X
Custom Setup

Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

. _ Feature Description
=-| Base files (x64) Necessary files.

‘=~ Advanced compatibility with Microsoft products
X _-| Keys storage service

-+ -] Revocation Provider

- % _-| Kernel mode CSP

gl CryptoPro CSP 3.6 compatibility

‘3% =] CryptoPro CSP 3.0 compatibility

Install to:

C:\Program Files (x86)\Crypto Pro\CSP\ Change

Tips < Back Cancel

Figure 6. Custom Setup window

The last Setup wizard window contains the list of additional CSP libraries which should be configured
and some security settings (Figure 7).

Before starting the installation, it is necessary to enable the Strengthened key usage control mode.
This mode allows to monitor the validity period of long-term keys of electronic signature and key exchange,
control the trust of the keys for checking the electronic signature and control the correct use of the software
random number generator (RNG).

% Note. CryptoPro CSP 4.0 without enabling the strengthened control of key usage can only be used for
A |test purposes.

Choose the required options and select Install to start the installation process.
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15 CryptoPro CSP 4.0.9944 Setup X

The last step before install program

The wizard is ready to begin installation.

Choose needed support libraries (can be configured later):
Register "Registry" reader

Register smart card reader
Register removable media reader

Do not save removable media information
[ ]Do not disable Microsoft Windows telemetry
[ ]strengthened key usage control

Click Install to begin the installation.

If you want to review or change any of your installation settings, click Back. Click Cancel to exit
the wizard.

< Back Install Cancel

Figure 7. The supported libraries and security settings window

If the strengthened key usage control mode was enabled, data from the RNG will be requested during the
CryptoPro CSP installation. In case of using a biological RNG a corresponding window opens (Figure 8). Press
the keys on the keyboard or move the mouse pointer to generate the random sequence.

CryptoPro CSP X
0:09:52
Press keys or move mouse pointer to generate a random sequence.
1

Figure 8. Biological RNG window

If an error occurs during the random data acquisition process, the Wizard displays a corresponding message
(Figure 9).

Random data was not obtained during the installation process.

! Before using CryptoPro CSP an RNG must be installed and an
initialization value must be collected using "csptest.exe -keyset
-verifycontext -hard_rng"

Figure 9. Random data acquisition error message
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In this case check that at least one physical RNG (for example, biological RNG, external gamma or
hardware RNG) is registered and execute the command:

csptest.exe -keyset -verifycontext -hard_rng

After CryptoPro CSP installation with enabled strengthened key usage control mode you must install the
trusted root certificates into the CryptoProTrustedStore certificate store of the Local Computer («CryptoPro

CSP Trusted Roots») using the Certificates snap-in or the certmgr.exe utility:

certmgr.exe -inst -cert -silent -store mCryptoProTrustedStore -file ca.cer

Once installation is completed close the Setup Wizard and reboot your computer.

15 CryptoPro CSP 4.0.9944 Setup

Setup Wizard Completed

4.0.9944. Click Finish to exit the wizard.

< Back

The Setup Wizard has successfully installed CryptoPro CSP

Cancel

X

Figure 10. Final Wizard window

Now CryptoPro CSP 4.0 is ready for use.

=

Note. CryptoPro CSP SDK includes a description of the Windows Installer command line parameters
(\CHM\msi-readme.txt) that can be useful during the installation.

10



CryptoPro CSP version 4.0 1-Lic. User guide for Microsoft Windows

2 CryptoPro CSP interface

The following section includes information on how to use the CryptoPro CSP control panel (Settings
panel).

2.1 CSP control panel

The CryptoPro CSP Settings panel is available as a separate item in the program group «Crypto-Pro»
(Start menu = All Programs = Crypto-Pro = CryptoPro CSP) (Figure 11).

Crypto-Pro

Alarms & Clock

| Ilb

Calculator CryptoPro CSP

Calendar

Camera %

CryptoPro PKI
Connect license...

Cortana

Crypto-Pro H

Certificates Certificates

A
©
C
&
O
n
[

CryptoPro CSP
CryptoPro PKI license managem...

User Certificates

LI

Figure 11. Access to the CSP control panel

The CryptoPro CSP control panel provides the ability to view and change CSP settings using the following
7 tabs:

General
Hardware
Service
Algorithms
Security
Winlogon
TLS Settings
Advanced

11
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2.2 General settings

The General tab (Figure 12) of the CryptoPro CSP control panel is used to view information about the
program version and license, to set the CSP license serial number (see Entering the CSP license serial number
for details) and to select the CryptoPro CSP display language.

|2 CryptoPro CSP K
Security Winlogon TLS Settings
General Hardware Service Advanced Algorithms
Iu« ) CryptoPro CSP Product version:4.0.0944

CSP core version:4.0.9017 KC1
© Crypto-Pro LLC. All rights reserved.

© Run as administrator

License
Serial number: 4040EGD037EKBR3CEK4U
Owner: Windows User
Organization: Acme

License validity: 8/17/2018

License type: Server
5/16/2018

First install:

Language

Select language to display CSP windows <System Default> ~
for your user account:

Select language to display CSP windows English
for users who did not set language
(system default):

0K Cancel Apply

Figure 12. General tab

2.3 Entering the CSP license serial number

During the CryptoPro CSP installation you will be asked to enter the CSP license serial number. If you
do not do this, you will be provided with a trial license with a limited 3 month validity period. After the end
of this period you must enter the serial number from the License form obtained from the CSP developer or
distributor.

To enter the CSP license serial number open the CSP control panel General tab and click Set license
button. The «Customer information» window opens (Figure 13). Input the 25-digit serial number from the
License form into the corresponding field.

12
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1B CryptoPro CSP 4.0.9944

Customer Information

Please enter your personal information.

User Name:

|Window5 User

Organization:

IAcme

Serial Number:
o00a100006300006300006300001

Input serial number from the license agreement.

Cancel

Figure 13. Customer information window

You can also enter the license number using the CryptoPro PKI license management snap-in (Start menu
= All Programs = Crypto-Pro = CryptoPro PKI license management). Open the snap-in and choose
the CryptoPro product for which you want to enter a license. Select Action — All Tasks — Enter serial

number in the context menu (Figure 14) or use the button on the toolbar.

You can enter new serial number by using corresponding
button on the toolbar or context menu of this item.
To install license (lic) file use “License managment”.

Enter a new license serial number

[%3] CryptoPro PKI license management - U X
[%g] File Action View Window Help - 87X
& ® P
[#4] License management Actions
\l;_ CryptoPro CSP ﬂ ForimbaDen CD CryptoPro CSP -~
<& CryptoPro Win All Tasks > Enter serial number..
More Actions »
View 5 Buy product...
8
New Window from Here
Hel
= n:KC2 409017

Figure 14. «CryptoPro PKI license management» snap-in

13
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2.4 CSP Hardware configuration

The Hardware tab (Figure 15) allows you to add or remove key carriers, key readers and random number
generators (RNG). All smart card readers (and their corresponding media types) and all removable disk drives
including flash-media are supported by default.

In case of KC1 security level, a biological RNG is preinstalled. During the CryptoPro CSP installation
process you can also add a «Registry» reader (Figure 7)

|2 CryptoPro CSP K
Security Winlogon TLS Settings
General Hardware Service Advanced Algorithms

Private key readers

% Allows to add or remove private key readers.

Configure readers...

Random number generators

19000 Allows to add or remove random number generators.

010001
101110

Configure RNGs...

Key carrier types

g?s Allows to add or remove key carrier types.

Configure key carrier types...

0K Cancel Apply

Figure 15. Hardware tab

2.4.1 Key readers configuration

2.4.1.1 Adding a reader

To add a new key reader the CSP control panel must be run with administrator privileges. To do this,
open the CSP control panel General tab and click Run as administrator. Then open the Hardware tab and
click Configure readers button. The «Readers’ control> window opens (Figure 16).

14
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Ill2 Readers' control had

Readers

The following readers are installed:

@ All SmartCard readers
=All removable media
E Reqistry
Add... Remove Properties

Figure 16. Readers’ control window

To make a new reader available for CryptoPro CSP click Add button. The «Reader Installation Wizard»
window opens (Figure 17). For further steps click Next.

I[l2. Reader Installation wizard X

Reader Installation wizard.

This wizard will help you to install reader and support library.

To begin installation, click "Next".

< Back Cancel

Figure 17. Reader Installation Wizard

In the next Wizard window choose the reader that you want to add and click Next (Figure 18).

15
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|2 Reader Installation wizard X

Select reader
Which reader do you want to install?

Select support libraries of your reader and then click Next.

Manufacturers: Available readers
(All manufacturers) @Accord
Crypto-Pro LLC Dallas (DS1410E)

€} Dallas (DS90S7E)
§] Dallas (DS9097U)
& savle

< Back Cancel

Figure 18. Choosing a reader

Depending on the type of selected reader the choice of reader connection can be required. Select the
connection for the reader and click Next (Figure 19).

|2 Reader Installation wizard X

Select the connection.
You must choose the connection type for this device.

Choose the connection to use for this device. To continue
installation after it, click "Next"

Awvailable connections:

LPT1

LPT2

< Back Cancel

Figure 19. Choosing the reader connection

Assign a name for the installed reader and then click Next (Figure 20).

16
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[ Reader Installation wizard X

Reader name
You can assign a name for this reader

You can type a name for this reader, or you can use the
name supplied below. When you finished, click Next.

Reader name

Dallas (DS1410E), LPT1

< Back Cancel

Figure 20. Setting the reader name

Read the text in the final wizard window and click Finish to complete the reader installation (Figure 21).
After the reader installation is completed it is recommended to reboot your computer.

[ Reader Installation wizard X

Reader installation completion.

The reader you have chosen requires drivers from hardware
manufacturer. You can download these dnvers from Crypto-Pro
internet site
http:/iwww_cryptopro.ru/cryptopro/productsicspireaders_htm.

To complete the reader installation, click Finish.

Itis strongly recommended to REBOOT computer after the
installation.

Click Back to modify any of the installation parameters.

< Back Cancel

Figure 21. Reader installation completion

Note. Some drivers that enable the interaction of CryptoPro CSP with readers are not included in the
setup package. In this case you should use the installation program supplied by the manufacturers of
such devices. Also, if CryptoPro CSP is already installed and you need to use new devices, you should
install support drivers and other modules from the manufacturers of these devices.

17
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2.4.1.2 Removing a reader

To remove a key reader the CSP control panel must be run with administrator privileges. To do this, open
the CSP control panel General tab and click Run as administrator. Then open the Hardware tab and click
Configure readers button. The «Readers’ control» window opens (Figure 16).

Select the reader you want to remove and click the Remove button. Confirm deletion of the reader
(Figure 22).

2. Delete reader confirmation X

| Confirm the deletion of the reader: Dallas (DS1410E), LPT1

Figure 22. The reader deletion confirmation window

2.4.1.3 Displaying reader properties
To view the reader properties open the Hardware tab and click Configure readers button. The «Readers’
control» window opens (Figure 16).

Select the reader which properties you want to view and click the Properties button. The «Reader
properties» window opens (Figure 23).

l[2. Dallas (DS1410E), LPT1 X
General
9 Touch-memory reader DS1410E, connected to
LPT.
Connect: LPT1
Reader:
Status: Failed
Manufacturer: Dallas Semiconductor
Version: Unknown

Support Library:

Status: Installed
Manufacturer: Crypto-Pro LLC
Version: 4.0.4737.0

Figure 23. The reader properties window

18
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2.4.2 Key carrier types configuration

2.4.2.1 Adding a carrier type

To add a new key carrier type the CSP control panel must be run with administrator privileges. To do
this, open the CSP control panel General tab and click Run as administrator. Then open the Hardware tab
and click Configure key carrier types button. The «Key carriers’ control> window opens (Figure 24).

2. Key carriers' control X

Key Carriers

The following key carriers are installed:

LIOTH, SCOne J3H081 ~
[POTALIOTH, SCOne Series

BIJALIOTH, SCOne V3

POTALIOTH, SCOne Vi4

«~# Athena |DProtect (F)

[ ESMART Token 32K

(Z ESMART Token 64K

[Z ESMART Token GOST

[ ESMART Token GOST o

Add... Remove Properties

Figure 24. Key carriers’ control window

To make a new key carrier type available for CryptoPro CSP click Add button. The «Key carrier
Installation Wizard» window opens (Figure 25). For further steps click Next.

19
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Il Key Carrier Installation Wizard

Key Carrier Installation Wizard.

This wizard will help you to install key carrier and support library.

To begin installation, click "Next".

< Back Cancel

Figure 25. Key Carrier Installation Wizard

In the next Wizard window choose the key carrier type that you want to add and click Next (Figure 26).

Select key carrier

Manufacturers:

I[l2. Key Carrier Installation Wizard

Which key carrier do you want to install?

Select support libranes of your key carrier and then click Next.

(All manufacturers)
(Unknown manufacturer)
Crypto-Pro LLC
ProgramPark Ltd.
SafeNet, Inc

X

Available key carriers

osioo
[ ZESMARTToken

[Z ESMARTTokenGOST

@) 1sBC_Javacard

EHl Jcard

B8 MPCOS-GEMALTO

Bl MPCOSEMV v

< Back Cancel

Figure 26. Choosing a carrier type

Assign a name for the installed key carrier type and then click Next (Figure 27).

20
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||l Key Carrier Installation Wizard X

Key carrier name
You can assign a name for this key carrier

You can type a name for this key carrier, or you can use
the name supplied below. When you finished, click Next.

KEY carrier name

< Back Cancel

Figure 27. Setting the carrier name

Depending on the type of selected key carrier type some special key carrier settings can be required, for
example, card format attributes (ATR, MASK), file system settings or the possibility of using a smart card to
logon (Figure 28). After specifying key carrier settings click Next to continue.

||l Key Carrier Installation Wizard X

What file system settings?
Set file system settings

Type Start Quantity

DS1993 o] 512
DS1994 0 512

DS1995 0 2048

DS1996 0 |s192

< Back Cancel

Figure 28. The carrier parameters setting

Click Finish to complete the key carrier installation (Figure 29). After the installation is completed it is
recommended to reboot your computer.

21
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Il Key Carrier Installation Wizard X

Key carrier installation
completion.

To complete the key carrier installation, click Finish.

Itis strongly recommended to REBOOT computer after the
installation.

Click Back to modify any of the installation parameters.

< Back Cancel

Figure 29. Key carrier installation completion

2.4.2.2 Removing a carrier type

To remove a key carrier type the CSP control panel must be run with administrator privileges. To do this,
open the CSP control panel General tab and click Run as administrator. Then open the Hardware tab and
click Configure key carrier types button. The «Key carriers’ control> window opens (Figure 24).

Select the key carrier type you want to remove and click the Remove button. Confirm deletion of the
carrier (Figure 30).

Il Delete key carrier confirmation X

| Confirm the deletion of the key carrier: DS199x

Figure 30. The carrier deletion confirmation window

2.4.2.3 Displaying carrier type properties

To view the key carrier properties open the Hardware tab and click Configure key carrier types button.
The «Key carriers’ control» window opens (Figure 24).

Select the key carrier which properties you want to view and click the Properties button. The «Key
carrier properties» window opens (Figure 31). Depending on the selected key carrier type this window can
contain more than one tab with carrier properties.

22



CryptoPro CSP version 4.0 1-Lic. User guide for Microsoft Windows

2 DS199x X [l2 DS199x X
General File System General File System
9 D5199x Type Start Quantity
D51993 0 512
D51994 0 512
D51995 ‘ 0 | 2048
D51996 ‘ 0 | | 8192

Support Library:

Status: Active
Manufacturer: Crypto-Pro LLC
Version: 4.0.4733.0

Cancel Cancel

Figure 31. The carrier properties window

2.4.3 Random number generators (RNG) configuration

2.4.3.1 Adding a RNG

% Note. Before configuring the RNG and loading the dynamic libraries, make sure the software of the
A |selected generator is installed.

Note. If there are more than one RNG are configured, the initial key information will be generated by
the RNG which is located at the top of the installed RNG list. If the first RNG is not available, the
4 next one on the list will be used, and so on. For example, if Biological RNG and Accord are installed
é} (see Figure 32) and both of them have «Connected» status, the first RNG on the list will be used, that
is Accord. In order to use a Biological RNG to generate initial information, put the Biological RNG on

top of the list using the buttons ﬂ and ﬂ

To add a new RNG the CSP control panel must be run with administrator privileges. To do this, open
the CSP control panel General tab and click Run as administrator. Then open the Hardware tab and click
Configure RNGs button. The «Random number generator control» window opens (Figure 32).

23
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Ill2. Random number generators control X
RNG

101110
100100

010001
AT

The following random number generators are installed:

%Accord

Biological random number generator

Add... Remove Properties

Cancel Apply

Figure 32. Random number generator control window

To make a new RNG available for CryptoPro CSP click Add button. The «RNG Installation Wizard»
window opens (Figure 33). For further steps click Next.

2. RNG Installation wizard X

RNG Installation wizard.

This wizard will help you to install random number generator
(RNG) and support library.

To begin installation, click "Next".

< Back Cancel

Figure 33. RNG Installation Wizard

In the next Wizard window choose the RNG type that you want to add and click Next (Figure 34).
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2 RNG Installation wizard X

Select RNG
Which RNG do you want to install?

Select support libraries of your RNG and then click Next.

Manufacturers: Available RNGs
(All manufacturers)

Ancud Ltd.
Crypto-Pro LLC

. APMDZ random-number generator
%CryptoPro Source Data

D

i Maxim RNG

i save

< Back Cancel

Figure 34. Choosing a RNG type

Assign a name for the installed RNG and then click Next (Figure 35).

2 RNG Installation wizard X

RNG name
You can assign a name for this RNG

You can type a name for this RNG, or you can use the
name supplied below. When you have finished, click Next.

RNG name

APMDZ random-number generator|

< Back Cancel

Figure 35. Setting the RNG name

Click Finish to complete the key carrier installation (Figure 29). After the installation is completed it is
recommended to reboot your computer.
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I[2. RNG Installation wizard X

RNG installation completion.

To complete the RNG installation, click Finish.

Itis strongly recommended to REBOQOT computer after
installation.

Click Back to modify any of the installation parameters.

< Back Cancel

Figure 36. RNG installation completion

2.4.3.2 Removing a RNG

To remove a RNG the CSP control panel must be run with administrator privileges. To do this, open
the CSP control panel General tab and click Run as administrator. Then open the Hardware tab and click
Configure RNGs button. The «Random number generator control> window opens (Figure 32).

Select the RNG you want to remove and click the Remove button. Confirm deletion of the RNG
(Figure 37).

[2. Delete random number generator confirmation K

Confirm the deletion of the random number generator:
! APMDZ random-number generator

Figure 37. RNG deletion confirmation window

2.4.3.3 Displaying RNG properties

To view the RNG properties open the Hardware tab and click Configure RNGs button. The «Random
number generator control» window opens (Figure 32).

Select the RNG which properties you want to view and click the Properties button. The «Random
number generator properties» window opens (Figure 38).
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Il APMDZ random-number generator X
General
ﬁ\_ Certified APMDZ random-number generator
c v D“

Random Number Generator:

Status: Failed
Manufacturer: Ancud Ltd.
Version: 1.0.0.19

Support Library:

Status: Installed
Manufacturer: Ancud Ltd.
Version: 1.0.0.19

Figure 38. RNG properties window

2.5 Certificates and containers

The Service tab of CryptoPro CSP control panel (Figure 39) is used to perform the following operations:

e copying and deleting a private key container;

e testing (functional check) and displaying the properties of the key(s) and certificate(s) in the container;
e viewing certificates in a private key container and installing them into the certificate store;

e linking certificate from a file with a private key container;

e changing and removing saved passwords (PIN-codes) for accessing private key container;

e removing information about previously used removable carriers.

% Note. To perform operations with certificates (and corresponding containers) stored in the Local
A Computer certificate storage the CSP control panel must be run with administrator privileges.

27



CryptoPro CSP version 4.0 1-Lic. User guide for Microsoft Windows

||l CryptoPro CSP X
Security Winlogon TLS Settings
General Hardware Service Advanced Algorithms

Private key container

This wizards allow to check, copy or delete a private key container from
a carrier.

Copy... Delete...

Certificates in private key container

This wizard allows to view certificates located in a private key container
and install them into a certificate store.

View certificates in container...

Private certificate

This wizard allows to link certificate from a file with a private key
container by installing it into a certificate store.

Install my certificate...

Passwords on private keys

This wizards allow to change passwords (PINs) on private keys or
remove previously saved passwords.

Change password... Delete saved passwords...

OK Cancel Apply

Figure 39. Service tab

2.5.1 Checking a private key container

To perform a functional container check, open the CSP control panel Service tab and click Check button.
The «Check private key container» window opens (Figure 40).

|22 Check private key container >

Private key container
Type or choose private key container to check l@

Key container name:

| ‘ Browse...

This name specifies key container for: By certificate...
(®) User
Computer

Choose CSP for key containers search:
Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider ~

Figure 40. Check private key container window
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2.5.1.1 Choosing a key container

Choose the container you want to test by filling in the Key container name field. It can be entered using
the keyboard or selected from the container list (Figure 41) by clicking the Browse button or from the certificate
list (Figure 42) using the button By Certificate.

5 CryptoPro CSP K
0:09:34
Select key container
View:
(®) Friendly names () Unigue names

User key container list:

Redder Name
Regis... te-92ebe593-3e03-4ee5-98aa-a3f17780f672
Regis... te-8954b882-540-4c92-h586-1b10fch05896

Figure 41. Selecting a key container

Windows Security X

Select a Certificate

Choose a certificate from "Personal” store of the current user.

usertest
Issuer: CRYPTO-PRO Test Center 2
Valid From: 23/08/2018 to 23/11/2018

Click here to view certificate properties

More choices

usertest2
Issuer: CRYPTO-PRO Test Center 2
Valid From: 23/08/2018 to 23/11/2018

usertest
Issuer: CRYPTO-PRO Test Center 2
Valid From: 23/08/2018 to 23/11/2018

oK Cancel

Figure 42. Selecting a certificate
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There are two options for searching a key container:

e This name specifies key container for — option specifies in which type of certificate store (Current
User or Local Computer) certificate is located.

e Choose CSP for key containers search — option specifies the CSP used in the key container.

After filling in the form (Figure 43) click Next.

[l2. Check private key container

Private key container
Type or choose private key container to check l@

Key container name:
| te-92ebe593-3e03-4ee5-98aa-a3f1/780f672

Browse...

This name specifies key container for: By certificate...
(®) User

Computer

Choose CSP for key containers search:
Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider

< Back Cancel

Figure 43. Filing in Check private key container form

If a password is set for the selected container, it will be requested in the password input window (Figure 44).
Enter the password and click OK to continue.

% CryptoPro C5P X

0:09:43
l?= Type password for container "te-92ebe593-3e03-4ee5-
— 98aa-a3f17780f672"

EN

Password: | ‘

[ ] save password

Figure 44. Entering a container password

A window with the test result opens. It contains information on the results of the container functional
check, the parameters of the container.
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[l2 Check private key container X

The private key container check
wizard completed

Check container succeed no errors were detected ~
Private key container user's
name te-92ebe593-3e03-4ee5-98aa-a>
unique name REGISTRY\\te-92ebe593-3e03-4
FQCN \\.\REGISTRY\te-92ebe593-3e0>
container integrity check succeed
Exchange key available
Public key length 512 bits
public key export succeed
public key compute succeed
public key import succeed
signing succeed
verifying succeed ¥
< >

Copy to dipboard

< Back Cancel

Figure 45. Key container check results

2.5.2 Copying a private key container

To copy a key container, open the CSP control panel Service tab and click Copy button. The «Copy
private key container» window opens (Figure 46).

Choose the key container you want to copy by filling in the Key container name field (see Choosing a
key container for more information) and click Next.

IIl2. Copy private key container Ed

Private key container r
Type or choose private key container to copy

Key container name:

| te-4956da70-c243-488e-a164-bc89fbb2bddb Browse...
This name specifies key container for: By certificate...
(®) User

Computer

Choose CSP for key containers search:
Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider ~

< Back Cancel

Figure 46. Copy private key container window

If a password is set for the selected container, it will be requested in the password input window. Enter
the password and click OK to continue.
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In the next window enter a name for the new key container and check the box to to indicate which type

of certificate store (Current User or Local Computer) key container is specified for (Figure 47). Click Finish to
start the key container copying.

| Copy private key container X

Private key container r
Type private key container name to copy to

New key container name:
e-4956da70-c243-488e

This name specifies key container for:

(®) User

Computer

Choose CSP for key containers search:
Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider ~

< Back Cancel

Figure 47. Setting a name for the new key container

Choose the carrier for the copied key container and click OK (Figure 48).

% CryptoPro CSP X

0:09:45

8= Insert and select carrier media for storing private key container "te-
I==1 4956da70-c243-488e-a164-bc89feb2bddb - Copy".

Details
Readers: Carrier media inserted:
Registry Status:

2

Altiv Ritnkan

Cancel Details <<

Figure 48. Choosing the carrier for the new key container

Set the password for the produced container (Figure 49) and click OK to finish the container copying. If
successful, a window with an appropriate message opens (Figure 50).
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% CryptoPro C5P

(®) Set new password

New password:

Confirmation: ‘

Set password on produced container "te-4956da70-c243-
488e-a164-bcBof6b2bddb - Copy".

X
0:09:52

EN

Cancel Details >>

Figure 49. Setting a password for the produced container

I, CryptoPro CSP

Container 'te-4956da70-c243-488e-a164-bc89feb2bddb’ has
been successfully copied to

'te-4956da70-c243-488e-a164-bc89f6b2bddb - Copy”.

Figure 50. Successful container copy completion

To be able to copy the private key container, the key must be mark as exportable during its creation. If
not, an attempt to copy the container fail and a window with corresponding error message opens (Figure 51).

D

|2 CryptoPro CSP

Error copy container
te-92ebe593-3e03-4ee5-98aa-a3f17780f672:
You do not have permission to export the key. That is, when

the key was created, the CRYPT_EXPORTABLE flag was not
specified.

Error 0x8009000B: Key not valid for use in specified state.

X

Figure 51. Container copy error message

2.5.3 Deleting a private key container

To delete a key container, open the CSP control panel Service tab and click Delete button. The «Delete
private key container» window opens (Figure 52).

Choose the key container you want to delete by filling in the Key container name field (see Choosing

a key container for more information)

and click Next.
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|2 Delete private key container X

Private key container r
Type or choose private key container to delete

Key container name:
| te-4956da70-c243-488e-a164-bc89f6h2bddb - Copy

Browse...
This name specifies key container for: By certificate...
(®) User
Computer

Choose CSP for key containers search:
Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider v

< Back Cancel

Figure 52. Delete private key container window

Confirm deletion of the key container in the window (Figure 53). After a successful completion the
following window opens (Figure 54).

||l CryptoPro CSP

All private keys and certificates from container
‘te-4956da70-c243-488e-a164-bc83feb2bddb - Copy’ will be
deleted now and you cannot recover these keys any more.
Continue?

Figure 53. The key container deletion confirmation window

||l CryptoPro CSP X

Caontainer 'te-4956da70-c243-488e-a164-bc89f6b2bddb -
Copy' has been successfully deleted.

Figure 54. Successful container delete completion

If the selected container is stored on the removable media that is not currently connected to the computer,
you will be asked to insert this carrier (Figure 55).
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{83 CryptoPro CSP X
0:09:36
Insert key carrier media
"rutoken_ecp_346f8c0b".
Details
Readers: Carrier media inserted:

Aktiv Rutoken Salls;
ECP O Another carrier media.

Cancel Details <<

Figure 55. Key carrier media request

Once the carrier is connected the container will be deleted automatically. If successful, a window with an
appropriate message opens (Figure 54). You can also choose whether to delete the corresponding certificates
from system certificate stores or not.

|2 CryptoPro CSP

Container 'SCARD\rutoken_ecp_346f8c0b\OFOO\179F" has been
! successfully deleted. Delete corresponding certificates from
system stores?

Figure 56. Successful container delete completion

2.5.4 Viewing certificates in a private key container

To view certificates in a key container and install them into the system certificate store, open the CSP
control panel Service tab and click View certificates in container button. The «Certificates in private key
container» window opens (Figure 57).

Choose the key container which contains the certificate you want to view by filling in the Key container
name field (see Choosing a key container for more information) and click Next.
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||l:* Certificates in private key container X

Private key container r
Type or choose private key container for view certificates in this container

Key container name:
| te-4956da70-c243-488e-a164-bcB9fob2bddb

Browse...
This name specifies key container for: By certificate...
(®) User
Computer

Choose CSP for key containers search:
Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider v

< Back Cancel

Figure 57. Certificates in private key container window

If there is no certificate in private key container, the corresponding message opens (Figure 58).

2. CryptoPro CSP K

No certificates in private key container
'SCARD\rutoken_ecp_346f8c0b\OEOON6054"

Figure 58. No certificates in private key container

If there are certificates in the selected container, the «Certificate to view» window opens (Figure 59).
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Certificate to view
View and choose certificate

||l:* Certificates in private key container

=

Certificate: ‘ usertest3

Subject: ‘ CN=usertest3, C=RU

Issuer: ‘ E=support@cryptopro.ru, C=RU, L =Mascow, O=CRYPTQ-PRO LLC, CN=Cl
Valid from: ‘ Friday, August 24, 2018 2:17:30 PM

Valid to: ‘ Saturday, November 24, 2018 2:27:30 PM

Serial number:

‘ 1200 2C4C 43DC 4A55 8CES B689 3900 0000 2C4C 43

Install Properties...

Browse...

< Back Cancel

Figure 59. Certificates in the private key container

To view the properties of the certificate in a key container, click Properties button. The «Certificate»

window opens (Figure 60). Use Install Certificate button on the General tab to install the certificate into
the store you selected. On the Certification Path tab you can view all certificates to the root CA if they are

contained in the selected container.

a  Certificate

General Details Certification Path

8 Certificate Information

This certificate is intended for the following purpose(s):
* Proves your identity to a remote computer

Issued to:

usertest3

Issued by: CRYPTO-PRO Test Center 2

Valid from 24/08/2018 to 24/11/2018

7 You have a private key that corresponds to this certificate.

Install Certificate...

Issuer Statement

Figure 60. Certificate properties
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2.5.5 Installing a personal certificate stored in a private key container

% Note. In this section, personal certificate installation is understood as an installation of the certificate
A |into the Personal store with the corresponding private key linking.

CryptoPro CSP allows you to store personal user certificates both in the Local Computer certificate store
and together with the user’s personal keys on a key carrier. Keeping a certificate on a key carrier allows the user
to transfer all the necessary key information from the computer where the user’s key was generated to other
workstations.

To install a personal certificate, open it for viewing by following the actions specified in Viewing certificates
in a private key container section.

In the «Certificate to view» window click Install. The certificate will be installed into the Personal
Current User or Local Computer certificate store depending on the option selected when searching for the
container (Figure 61).

2. CryptoPro CSP K

o Certificated is installed to the "Personal" store of the current
user.

Figure 61. Successful certificate installation completion

If the selected certificate is already present in the store, you can replace the existing certificate with a new
one and link it to a private key (Figure 62).

Il CryptoPro CSP

o This certificate already exists in the certificate store.

Replace existing certificate with new one, with link to private
key?

Figure 62. Replace the certificate in the store

Using this installation method root and intermediate CA certificates are also installed into the
corresponding stores, if they are contained in the private key container.
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2.5.6 Installing a certificate stored in a file

% Note. In this section, personal certificate installation is understood as an installation of the certificate
A |into the Personal store with the corresponding private key linking.

To install a personal certificate stored in a file, open the CSP control panel Service tab and click Install
my certificate button. The Private certificate installation wizard opens (Figure 63).

Choose the certificate file you want to install by filling in the Certificate file name field. It can be
entered using the keyboard or selected from the list by clicking the Browse button. Click Next to continue.

[ Private certificate installation wizard X

Certificate file location E :
Type or choose installing certificate file location @

Certificate file name:

C-cert_usertest cer Browse...

Certificate file format can be one of the following:

Certificate file - X.509 ( CER,.CRT)
Message in PKCS #7 standard (.P7B,.P7M,.DER)
Microsoft serialized certificate store (.SST)

Note:

More than one certificate can be stored in a single file in the some
formats.

< Back Cancel

Figure 63. Private certificate installation wizard

The window with the main certificate information opens (Figure 64). Use Properties button to see the
selected certificate properties.

39



CryptoPro CSP version 4.0 1-Lic. User guide for Microsoft Windows

||l Private certificate installation wizard X

Certificate to install r
View and choose certificate to install

Certificate: ‘usertest

Subject: CN=usartest, C=RU

Issuer: ‘E=support@cryptopro_ru, C=RU, L=Moscow, O=CRYPTO-PRO LLC, CN=CR
Valid from: ‘Thursday, August 30, 2018 2:37:26 PM

Valid to: ‘Friday, November 30, 2018 2:47-26 PM

Serial number: ‘1200 2C88 7AEF 7F4A 6CB1 CBE7 1B00 0000 2C88 7A

Properties...

Browse.

< Back Cancel

Figure 64. Choosing a certificate for installation

At the next step choose a private key container corresponded to the selected certificate by filling in the
Key container name field (see Choosing a key container for more information) and click Next (Figure 65).

[|22 Private certificate installation wizard X
Private key container r'
Type or choose private key container, corresponded to selected certificate

[ | Find container automatically
Key container name:
|te—d2b?d3?6—m d3-4162-929a-alaeb8d2d /b7 Browse..

This name specifies key container for:

(®) User

Computer

Choose CSP for key containers search:
Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider b

< Back Cancel

Figure 65. Choosing a private key container

Choose the certificate store to which you want to install the certificate (Figure 66). The certificate will be
installed into the Personal Current User or Local Computer certificate store depending on the option selected
when searching for the container. You cannot change the «Using certificate store» field value — it is determined
by the private key container location.
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You can also install the certificate into the key container for easy search for a certificate when you move
the container to another computer. Mark the field «Install certificate (certificate chain) to containers» with a
square to install into the container only the certificate or set a check mark to install all the certificate chain.

[ Private certificate installation wizard X

Certlificate store r'
Choose certificate store to install certificate

Selection of certificate store constraints flag value selected earlier (use user's or machine's key)

Certificate store name:
Personal Browse...

User
Computer

|E| Install ceritificate (certificate chain) to container

< Back Cancel

Figure 66. Choosing a certificate store

In the last wizard window check the specified installation parameters and click Finish to perform the
certificate installation (Figure 65).

[ Private certificate installation wizard X

Completing the private certificate
installation wizard

You have specified the following settings:

Get certificate ~
from file Cicert_usertest.cer
certificate name  CN=usertest, C=RU
subject CN=usertest, C=RU
issuer E=support@cryptopro.ru, C=RU, L=Mos
valid from Thursday, August 30, 2018 2:37:26 PM
valid to Friday, November 30, 2018 2:47:26 PM
serial number 1200 2C88 7AEF 7F4A 6CB1 CBE7 1B
Make link e
< >

Make sure you specify the correct parameters and click Finish to
perform installation.

< Back Cancel

Figure 67. Private certificate installation wizard completion

In case of installation the certificate into the key container if a password is set for the container, it will be
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requested in the password input window.

2.5.7 Changing the password for a private key container

To change the private key container password, open the CSP control panel Service tab and click Change
password button. The «Change password for private key container» window opens (Figure 68).

Choose the private key container for which you want to change password by filling in the Key container
name field (see Choosing a key container for more information) and click Next.

[l2. Change password for private key container X
Private key container r
Type or choose private key container to change password on @

Key container name:

| te-4956da70-c243-488e-a164-bc89f6h2bddb Browse...
This name specifies key container for: By certificate...
(®) User

Computer

Choose CSP for key containers search:
Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider v

< Back Cancel

Figure 68. Change password for private key container

If a password is set for the selected container, it will be requested in the password input window (Figure 69).
Enter the password and click OK to continue.

5 CryptoPro CSP X
0:09:48

I?H Type password for container "te-4956da70-c243-488e-
— a164-bc89feb2bddb”

EN

Passwaord: | ‘

[ ]save password

Figure 69. Entering the password

If the entered password is correct the new password setting window opens (Figure 70). Enter the new
password twice and click OK. The new password will be installed on the container.
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X
0:09:45

I?H Type new password for container "te-4956da70-c243-488e-
a164-bcB9f6b2bddb” twice

% CryptoPro C5P

@ Set new password EN

New password:

Confirmation: ‘

Figure 70. Setting the new password

/ Note. Instead of using a private key container password, you can set a master key for access to the
é} private key or split the key into several key carriers. See Selecting a way of private key access protection

for details.

2.5.8 Deleting saved passwords

CryptoPro CSP allows you to save a key container password in a special Local Computer store. To do
that, check the Save password box (Figure 69). If the password is saved, it is not requested when accessing

the private key.

To delete saved passwords, open the CSP control panel Service tab and click Delete saved passwords

button. The «Delete saved passwords» window opens (Figure 71).

Il Delete saved passwords

Delete all saved passwords to private keys of:

[Juser

Computer

Delete removable media information:
[ Juser
Computer
oK Cancel

Figure 71. Delete saved passwords

Set the User / Computer flags to delete the passwords stored on the local computer and click OK. If

there are no saved passwords, the corresponding fields will not be available.

% Note. Saved passwords will be deleted only from the special Local Computer store. The password for
A accessing the private key container is not deleted.

You can also use this window to delete the removable media information. This is useful if the key container
on the new media has the same name as one of the previously used on this computer containers.
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2.6 Security parameters

The Security tab of the CryptoPro CSP control panel is used to select CryptoPro CSP security settings.

To set CryptoPro CSP security parameters the CSP control panel must be run with administrator
privileges. To do this, open the CSP control panel General tab and click Run as administrator. Then
open the Security tab (Figure 72).

2. CryptoPro CSP X
General Hardware Service Advanced Algorithms
Security Winlogon TLS Settings

Default CSPs for specified types
GOST R 34.10-2001 Signature with Diffie-Hellman Key Exchange:
Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider ~

GOST R 34.10-2012 (256) Signature with Diffie-Hellman Key Exchange:
Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider ~

GOST R 34.10-2012 (512) Signature with Diffie-Hellman Key Exchange:
Crypto-Pro GOST R 34.10-2012 Strong Cryptographic Service Prov

CSP mode

[ ] Save removable media information

D Strengthened key usage control

Choose CSP to configure:

All supported cryptoproviders v

@ Store keys in applications’ memory
Use keys storage service  Install
[]Enable caching 8 =

Cancel Apply

Figure 72. Security tab

The following options are available for setting using the Security tab:
default CSPs for specified types;

saving removable media information;

strengthened key usage control;

key storage location;

caching key containers.

Using the Security tab you can enable the strengthened key usage control if it was not enabled when
installing CSP. After enabling the strengthened key usage control using the control panel you must perform the
following operations:

1) run the csptest.exe command:

csptest.exe -keyset -verifycontext -hard_rng

2) install the trusted root certificates into the CryptoProTrustedStore certificate store of the Local
Computer («CryptoPro CSP Trusted Roots») using the Certificates snap-in or the certmgr.exe utility:
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certmgr.exe -inst -cert -silent -store mCryptoProTrustedStore -file ca.cer

3) reboot computer.

There are two key storage modes available in CryptoPro CSP — storing keys in applications’ memory and
using the keys storage service. In case of using the key storage service all operations with a private key are
performed inside the service, the external application receives only the result of these operations, that is more
secure than storing keys directly in application memory.

In case of KC1 security level the key storage service is not installed by default. If you want to use it, click
Install button on the Security tab, wait until the installation is complete and select the corresponding field.

When storing keys in the key storage service, you can use the caching of the private key containers, which
means that the keys obtained from key carriers are then temporarily stored in the service memory space.

The key from the cache is available even after the key carrier is removed from the reader, and after
completion of the application that downloaded the key. Each key from the cache is available to any application
that works under the same account as the application that placed this key in the cache. All keys from the cache
are available before shutting down the key storage service. When the cache is overflow, the next key is written
instead of the earliest key in the cache.

Key containers caching can increase application performance due to faster access to the private key, because
the key is read only once.

To enable the key container caching mode, check the Enable caching box on the Security tab and set
the cache size. The cache size specifies the number of keys that can simultaneously stored in memory.

/ Note. If the key container has a password, the password was not saved on the local computer and the
é} private key stores in the cache, the access to this private key will perform without a password request
and the key will automatically be read from the cache.

% Note. CSP caches private keys associated with certificates, installed in the Local Machine certificate
A |store (for example, Certification Authority or Web-server private keys), only for a specific user.

2.7 Advanced settings

The Advanced tab of the CryptoPro CSP control panel allows to:

e view versions and paths of the files that are used by CryptoPro CSP;
e set the time-out for entering information from the user.

To view versions and paths of the files that are used by CryptoPro CSP, open the CSP control panel
Advanced tab (Figure 73).
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2. CryptoPro CSP X
Security Winlogon TLS Settings
General Hardware Service Advanced Algorithms

File versions
Name Version T S... Path A
accord.dll 4.0.4749.0 x64 OK C:\Program Files\(
accord.dll 4.0.4792.0 x86 OK C:\Program Files (
apmdz.dil 1.0.0.19 x64 OK C:\Program Files\(
apmdz.dil 1.0.0.19 x86 OK C:\Program Files (
bio.dll 4.0.4822.0 x64 OK C:\Program Files\(
bio.dll 4.0.4852.0 x86 OK C:\Program Files (
certenroll.dll 10.0.17134.1  x64 OK C:\WINDOWS\syst ¥
L& >
Recalculate hashes Copy to clipboard

User input timeout
During use of CSP it may show dialog windows waiting for user input.
Timeout can be set here that allows to close these windows after a

specified time period as if the "Cancel" button was pressed.

Set user input timeout

Figure 73. Advanced tab

In the File versions section there is a table that contains information about versions and paths of the
files used by CryptoPro CSP. If you want to copy this information, click Copy to clipboard button.

While the CSP is working, dialog boxes may appear on the screen, requiring the user to enter certain
data (for example, a password for accessing the private key). To set the time interval after which these windows
will be automatically closed (an action equivalent to clicking the Cancel button), open the CSP control panel
Advanced tab (Figure 73) and click Set user input timeout button. The User input timeout window opens
(Figure 74).
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[l2. User input timeout X
Choose timeout of user input for CryptoPro CSP dialog
windows (in seconds):

User value:

(®) Use system default value

() Set infinite imeout

(O Set timeout: 600 = | seconds

System default value:
() Set infinite timeout
(®) Set timeout: 600 = seconds

Figure 74. User input timeout

Check the User value radio button to choose one of the following values:

e use system default value — sets the default value defined by the field System default value;
e set infinite timeout — sets infinite waiting for user input;

e set timeout — specifies the time interval (in seconds) during which the user must enter data.

The System default value field can take the same values. Only the administrator of the local computer

can change the System default value field value. To do this, run CSP control panel as administrator by
clicking Run as administrator button on the General tab.

The default time-out value is 600 seconds.

if the System default value field value is set to «Set timeout 600 seconds» and the User value field

A Note. The User value field has a higher priority than the System default value field. For example,
=
value is set to «Set infinite timeout», then the value «Set infinite timeout» will be valid.

2.8 Algorithms parameters

The Algorithms tab of the CryptoPro CSP control panel is used to set various parameters of the
cryptographic algorithms implemented in the CSP.

To set the parameters of cryptographic algorithms the CSP control panel must be run with administrator

privileges. To do this, open the CSP control panel General tab and click Run as administrator. Then open
the Algorithms tab (Figure 75).
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2. CryptoPro CSP X
Security Winlogon TLS Settings
General Hardware Service Advanced Algorithms

Algorithm parameters
Choose CSP type:
GOST R 34.10-2001 Signature with Diffie-Hellman Key Exchange
Encryption algorithm parameters:
GOST 28147-89, default parameters &2

Signature algorithm parameters:
GOST R 34.10-2001, default parameters £4

Diffie-Hellman algorithm parameters:
GOST R 34.10-2001, default exchange parameters  ~

Cancel Apply

Figure 75. Algorithms tab

used is not required. If the parameters are changed by users, the correct working of the CSP is not

/ Note. For most uses of CryptoPro CSP, changing the parameters of the cryptographic algorithms
=
guaranteed.

To set the parameters of cryptographic algorithms, you need to select the type of CSP which you want to
configure. You can set the parameters for the following types of the cryptographic algorithms:

e encryption algorithm;
e signature algorithm;
e Diffie-Hellman algorithm.

2.9 Winlogon settings

The Winlogon tab of the CryptoPro CSP control panel allows to set up domain authentication using
GOST algorithms.

To configure Winlogon authentication parameters, open the CSP control panel Winlogon tab (Figure 76).
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2. CryptoPro CSP X

General Hardware Service

Advanced Algorithms
Security Winlogon

TLS Settings
Default key reader
Choose CSP to configure:

Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider

Choose reader:
Mot set

Parameters
[ ] Disable CryptoPro Winlogon
Use CryptoPro CSP algorithms on KDC

Identifiers of domain controllers
Export

Fix templates

Figure 76. Winlogon tab

When CSP is installed on the domain controller, the option Use CryptoPro CSP algorithms on KDC

will be available and Domain controller and Identifier of the domain controller will be automatically
filled. For more information about configuring Winlogon, see section 5.

You can disable the GOST algorithms in domain authentication by checking the Disable CryptoPro
Winlogon box.

2.10 TLS settings

The TLS Settings tab of the CryptoPro CSP control panel is used to configure the TLS protocol,

which provides authentication of the communicating parties, the confidentiality and integrity of the forwarded
information.

To configure TLS protocol, open the CSP control panel TLS Settings tab (Figure 77).

49



CryptoPro CSP version 4.0 1-Lic. User guide for Microsoft Windows

2. CryptoPro CSP pd
General Hardware Service Advanced Algorithms
Security Winlogon TLS Settings

Client
[ ]use OCSP protocol

[ ] Disable server certificate revocation check
[ ] Disable self certificate EKU check

Do not use legacy dipher suites

Server
[ ] Use OCSP protocol

[ ] Disable client certificate revocation check

[ ] Disable self certificate EKU check

[ ] Do not use legacy dpher suites

Enable RFC 5746 support (Renegotiation Indication)
D Require RFC 5746 support (Renegotiation Indication)
[ ]Use default machine credential

Sessions cache size: 64

Maximum certificate request CA count: 100

40 4

Cancel Apply

Figure 77. TLS settings tab

The following options can be configured in the Client settings:

e Use OCSP protocol (if you have OCSP-client) — client performs certificate verification protocol on the
OCSP Responder server database;

e Disable server certificate revocation check — client does not check whether the server certificate is in
Certificate Revocation List;

e Disable self certificate EKU check — client does not check the assignment of its certificate;

e Do not use legacy cipher suites — client does not use cipher suites in which vulnerabilities were found.

The following options can be configured in the Server settings:

e Use OCSP protocol (if you have OCSP-client) — server performs certificate verification protocol on the
OCSP Responder server database;

e Disable client certificate revocation check — server does not check whether the server certificate is in
Certificate Revocation List;

e Disable self certificate EKU check — server does not check the assignment of its certificate;

e Do not use legacy cipher suites — server does not use cipher suites in which vulnerabilities were found;

e Enable RFC 5746 support (Renegotiation Indication) — server supports the TLS Renegotiation
Indication Extension (see RFC 5746 for details);

e Require RFC 5746 support (Renegotiation Indication) — server requires the TLS Renegotiation
Indication Extension support by client (see RFC 5746 for details);

e Use default machine credential — server uses the default computer certificate;

e Set a session cache size and maximum certificate request CA count.
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3 Key generation interface

CryptoPro CSP can be used by various applications to create key containers on a Windows platform using
the Windows Server Certificate Services.

3.1 Crypto-Pro LLC Test Certificate Authority

In order to test the key generation interface, you can use Crypto-Pro LLC Test Certificate Authority
https://www.cryptopro.ru/certsrv/en/ to generate private keys and obtain public key certificates.

To generate a certificate request, open the Crypto-Pro LLC Test CA home page and click Generate the
keys and send the certificate request button. The «Advanced Certificate Request» form opens (Figure 78).

Microsoft Active Directory Certificate Services -- CRYPTO-PRO Test Center 2

Advanced Certificate Request

Identifying Information:

Name:
E-Mail:

Company:

Department:

City:

State:
Country/Region:

Type of Certificate Needed:

[Client Authentication Certificate |

Key Options:

@ Create newkey set (O Use existing key set
CSP: |Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider v
Key Usage: OExchange O Signature @ Both
Key Size: G';: Z]g (common key sizes 512 )

@® Automatic key container name O User specified key container name

[IMark keys as exportable

[[JUse Local Computer Store for certificate
It saves certificate at Local Store except Current User Store.
it does not install CA certificate.
It needs to be Administrator to create Local Store.

Additional Options:
Request Format: < CMC ® PKCS10

Hash Algorithm: | TOCT P 34.11-94 v

Only used to sign request.

[[]save request

Attributes:

Figure 78. Advanced Certificate Request form

To complete the certificate request, fill in the following fields:
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Name — name of the certificate owner;
E-mail — email address may use the characters A-Z, a-z, 0-9 and some special characters;
Company, Department, City, State — optional fields;
Country/Region — two-letter country code according to ISO 3166 (for example, RU for Russia);
Type of certificate — selected from the list. If the requested certificate is intended to be used in
e-mail, choose E-Mail Protection Certificate. If the requested certificate is intended to be used in TLS
protocol, choose Client Authentication Certificate.

o Key options:
— key container name — select User specified key container name to use a container name
specified in the Container Name field.
— create exportable keys — check the Mark keys as exportable box to be able to export keys in
the future.
— use Local Computer certificate store — choose Use Local Computer Store for certificate
to install the certificate in the Local Computer store instead of Current User. You need to have
administrative rights to perform this operation.

% Note. If the entered e-mail address does not match the address registered in Microsoft Outlook Express
A (Microsoft Outlook), the cryptographic functions in the e-mail will not be available.

If you do not need to install a certificate immediately, you can save the certificate request in a file for later
installation. To do this, check the Save request box. In this case, the certificate will not be installed, and the
request result will be saved as a PKCS#10 file.

Click the Submit button to start the certificate issuance procedure.
3.2 Creating a key container

3.2.1 Selecting a key carrier

During the creation of the key container, if there are several available key carriers, the key carrier selection
window opens (Figure 79).
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8 CryptoPro CSP >

0:09:37
[2d=m Insertand select carrier media for storing private key container
. |= "te-659dd422-7bd6-4674-af 25-533 27299 349",

Details
Readers: Carrier media inserted:
=
Status:
Registry

2

Altiv Rutnken

L

Cancel Details <<

Figure 79. Choosing a key carrier

If there is only one available key carrier, it is automatically selected for storing the private key container
and this window is not displayed.

Click OK to confirm the key carrier selection.
3.2.2 Generating RNG initial sequence

After selecting a key carrier, if there are no installed hardware RNGs, the Biological RNG window opens
(Figure 80).

CryptoPro CSP X

0:09:52
Press keys or move mouse pointer to generate a random sequence.

]

Figure 80. Biological RNG window

The Biological RNG is intended for initial sequence generation. Press the keys on the keyboard or move
the mouse pointer to generate the random sequence.

3.2.3 Setting the key container password

After the Biological RNG finishes working, a window for entering the password for accessing the private
key of the created container opens (Figure 81).
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& CryptoPro CSP *

0:09:54
(2)=m Set password on produced container “te-659dd422-7bde-
l|=: 4674-af23-53827299349e",

@ Set new password EM

Mew password: | | |

Confirmation: | |

Cancel Details ==

Figure 81. Setting the key container password
Set the password for the produced container in the New password field and confirm it in the
Confirmation field. Click OK to finish.
If the key is generated on a carrier that supports a hardware password or PIN, you should enter the

password (PIN) that is set for this key carrier.

3.2.4 Selecting a way of private key access protection

In addition to key container password, there are other ways of private key access protection. To select
the appropriate one, click the Details button in the password input window. The window for selecting the
authentication method for the key container opens (Figure 82).

{8 CryptoPro CSP >
0:08:36

?:,, Set password on produced container "te-659dd422-7bde-

r: :’: 4674-af2a-53827239345e",

O Set new password EN

(®) Set master key

Container name: Browse...

[]create new container

() split key to a few carriers

-

(5]

-

5 -

-

0K Cancel Details <<

Figure 82. Selecting a key container authentication method

The following options are available:

e Set new password — text password is used to access the private key;
e Set master key — private key is encrypted using the other key (from the other container);
e Split key to a few carriers — private key is split into a few carriers.
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If the Set master key authentication method is selected, choose the container you want to use to access
the generated key. It can be entered using the keyboard or selected from the container list using the Browse
button (Figure 83). The generated private key will be encrypted with a private key from the selected container.

E CryptoPro CSP

Select key container
View:

(®) Friendly names

Iser key container list:

O Unigue names

d
0:08:19

Reader

Aktiv Rutoken ECP O
Aktiv Rutoken ECP 0O
Registry
Registry
Registry
Registry
Registry

Registry

Mame
te-0fe 134fa-0c4f-44chb-98bf-fald 38 1 7dfas

te-1d5c71e6-05b7-4c1f-8fe4-6d058d00f9ee
te-4956da70-c243-438e-a 164-bcB9fEb 2bddb

te-4556da 70-c243-488e-a 1649-bc89feb2bddb - Copyl

te-3954b88 2-2540-4c92-b5586-1b 10fcb05336
te-32ebe593-3e03-4ee5-983a-a3f17780f672
te-a068928e-908f-4347-ad3e-1e235615cd3fa
te-d2b7d376-c1d3-4f62-9293-alae58d 2d7b7

Cancel

Figure 83. Selecting a key container for the master key

CryptoPro CSP allows to encrypt a key not only with a private key from the existing container, but also
from the new one. Check Create a new container box to create a new container with private key that is used

to encrypt the generated key.

If the Split key to a few carriers authentication method is selected (Figure 84), the private key will be
split into a few independent carriers each of which has its own password.
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& CryptoPro CSP *

0:09:18
[2}=m Setpassword on produced container “te-659dd422-7bds-
G[==8 4674-af2a-53827299349e",

O Set new password EM

(") Set master key
Browse...
Create new container

(®) split key to a few carriers

Mumber of carriers to restore key: 3 =
Total amount of carriers: 5 =
Cancel Details <<

Figure 84. Splitting a key into a few carriers

Fill in the following fields in the window:

e Number of carriers to restore key — the number of carriers required to access the private key;
e Total amount of carriers — the total number of carriers between which the key will be split.

After filling these fields, the process of splitting the key starts:

e several key containers will be created, which number is equal to the Total amount of carriers field
value;

e for each created container the key carrier selection window opens (Figure 79) — select the carrier you
want to use to store the container;

e after selecting the carrier for each container the Biological RNG window opens (Figure 80);

e after generating the initial random sequence a password entry window opens for each created container
(Figure 81) — set the password or choose the other authentication method for each container.

After all of the containers are created, the key split process is completed.

3.3 Installing certificate in the store

After creating the container, the page with a link to install the issued certificate opens in the Crypto-Pro
LLC Test CA web interface (Figure 85). To install the certificate, click Install this certificate button.
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e | https://www.cryptopro.ru/certsivy 2 ~ @ @ | e Microsoft Active Directory ... /U_’D __ o} -

Microsoft Active Directory Certificate Services -- CRYPTO-PRO Test Center 2

Certificate Issued

The certificate you requested was issued to you.

Install this certificate

[]Save response

Figure 85. Installing a certificate

If a password is set for the corresponding container, it will be requested in the password input window
during the certificate installation process. If the certificate is successfully installed, a corresponding message
appears in CA web interface (Figure 86).

e o https://www.cryptopro.ru/certsrv; 2 ~ @ ¢ e Microsoft Active Directory ... )LT'LI\ __ o} w

Microsoft Active Directory Certificate Services -- CRYPTO-PRO Test Center 2

Certificate Installed

Your new certificate has been successfully installed.

Figure 86. Successful certificate installation completion

To verify that the certificate is installed correctly, use the CryptoPro Certificate snap-in. Open Start
menu = All Programs = Crypto-Pro = Certificates and find the certificate in the Current User or Local
Computer Personal certificate store (Figure 87).

o7



CryptoPro CSP version 4.0 1-Lic. User guide for Microsoft Windows

@ Certificates
EP File Action View Window Help
e am 4 XEE HE

[Z Console Root lssued To
v Eﬁl Certificates - Current User
~ || Persenal

5 || Trusted Root Certification Authorities
» || Enterprise Trust

» [ Intermediate Certification Authorities
» [ Active Directory User Object

5[] Trusted Publishers

» [ Untrusted Certificates

» || Third-Party Root Certification Authori
» [ Trusted People

5 || Client Authentication lssuers

» || Local NonRemovable Certificates

> [ MSIEHistoryJournal

» [ Certificate Enrollment Requests

5 || Smart Card Trusted Roots

> Eﬁl Certificates (Lecal Computer)

< > €

-

Issued By
CRYPTO-PRO Test Center 2

= Certificat % ltest_pass CRYPTO-PRO Test Center 2
- Cenficates ?ﬂusertest

CRYPTO-PRO Test Center 2

?ﬂusertestl CRYPTO-PRO Test Center 2
?ﬂusertesﬂ CRYPTO-PRO Test Center 2

Expiration Date

30/11/2018
301172018
23112018
241172018

Intended Purposes

Client Authentication
Client Authentication
Client Authentication
Client Authentication
Client Authentication

Friendly Name

<None>
<Naone=
<MNone=

<Naone=

Personal store contains 5 certificates.

Figure 87. Certificates snap-in
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4 CryptoPro TLS network authentication module

To configure a two-way connection (client-server) using TLS protocol, the user with administrator rights
must perform the following actions:
e install IIS on Windows Server;
install CryptoPro CSP;
install a root CA certificate;
install IIS certificate and configure a two-way authentication;
install user certificate;
test a two-way authentication.

In this section Crypto-Pro LLC Test Certificate Authority is used to demonstrate the CryptoPro CSP
operation and issue test certificates.

4.1 Enabling IIS on the server

If Internet Information Services (IIS) is not installed on the server by default, you are need to enable it using
Window Server Control Panel. To do this, open Control Panel = Programs = Programs and Features
= Turn Windows features on or off. Add Roles and Features Wizard opens. Fill in the Installation type
and Server Selection tabs following the instructions in the wizard. On the Server Roles tab (Figure 88) check
Web Server (IIS) box and click Next.

=, Add Roles and Features Wizard — O X
DESTINATION SERVER
Select server roles WIN-CAIVIECNIUA

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

Seiyelgelection ["] Active Directory Federation Services Web Server (IIS) provides a reliable,

[ Active Directory Lightweight Directory Services manageable, and scalable Web

] Active Directory Rights Management Services application infrastructure.

Features ["] Device Health Attestation
Web Server Role (lIS) ["] DHCP Server
) ["] DNS Server
Role Services [ Fax Server

Confirmation

[m] File and Storage Services (1 of 12 installed)
["] Host Guardian Service

] Hyper-v

[] MultiPoint Services

] Network Policy and Access Services
[] Print and Document Services

"] Remote Access

"] Remote Desktop Services

[ Volume Activation Services

[] Windows Deployment Services

["] Windows Server Essentials Experience
] Windows Server Update Services

‘ < Previous | I Next > l Install

Figure 88. Selecting server roles

On the Select role services tab (Figure 89) select the required role services for IIS. For TLS protocol

99



CryptoPro CSP version 4.0 1-Lic. User guide for Microsoft Windows

functioning Web Server and Management Tools role services must be enabled.

Add Roles and Features Wizard — O X
. DESTINATION SERVER
Select role services WIN-CAIVIECNIUA

Before You Begin Select the role services to install for Web Server (lIS)

Installation Type Role services Description
Server Selection 4 Web Server provides support for
Server Roles I Common HTTP Features HTML Web sites and optional

i Health and Diagnostics support for ASP.NET, ASP, and Web
Features i Performance server extensions. You can use the
Web Server Role (IIS) i Security Web Server to host an internal or

i Application Development external Web site or to provide an
environment for developers to

b [] FTP Server per:

Confirmation [ Management Tools create Web-based applications.

‘ < Previous | I Next > Install

Figure 89. Selecting the role services

Confirm the list of installed roles and role services in the next window and click Install. Wait until
installation procedure is completed.

4.2 Installing CryptoPro CSP

To install CryptoPro CSP follow the instructions in CryptoPro CSP installation section. In the «Setup
type» wizard window choose Custom setup type to be able to enable components that are not included in CSP
by default.

In the «Custom setup» wizard window specify that the application will be used as a kernel mode CSP
(Figure 90).
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155 CryptoPro CSP 4.0.9950 Setup X

Custom Setup

Select program features you want to install.

Click on an icon in the list below to change how a feature will be installed.

~3+| Base files Feature Description

.23+ | Base files (x64) Required for services and Windows
2| Advanced compatibility with Microsoft products kernel (TLS server, IPsec, EFS).
| Keys storage service

-..% +] Revocation Provider

| = This feature will be installed on local hard drive.

=38 This feature, and all subfeatures, will be installed on local hard drive.

5 This feature will be installed to run from network.

Install 288 This feature, and all subfeatures, will be installed to run from the network.

%X This feature will not be available.

Tips < Back Cancel

Figure 90. Selecting server roles

The further installation is performed with the recommended default settings. When the installation is
complete, restart the computer.

To enter a license for TLS or check its availability, use the CryptoPro PKI license management snap-in
(Start menu = All Programs = Crypto-Pro = CryptoPro PKI license management).

4.3 Installing root certificate in the computer store
A root certificate authority certificate must be installed in the certificate store for the correct operation
of the server. You can use the test CryptoPro CA to obtain certificates.

The browser through which you access the web interface of the CA must be opened by administrator. Add
the CA web address to the trusted sites list in your browser settings to ensure its correct operation. To do this,
select Security settings tab and add the https://www.cryptopro.ru/ to the trusted sites list.

Open the CA welcome page and click Obtain the Crypto-Pro LLC Test CA certificate or the
certificate revocation list button (Figure 91).
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Crypto-Pro LLC Test Certificate Authority

Pycckas Bepcust

/7 N\
P KPUMNTOMPO
N

Welcome to the website of the Crypto-Pro LLC Test Certificate Authority (CA).

= You can use the test CA to obtain a public key certificate for a digital signature verification.
= To obtain a certificate you should generate the private and public keys and input the data that is used to associate a public key and the certificate’s

owner.

Requirements

= For the test CA signature verification you need to have CSP that supports Russian cryptographic algorithms - CryptoPro CSP and others. You can
download CSP here.
= The Crypto-Pro LLC Test CA is based on the certification service, which is a part of Microsoft Windows Server 2012 R2 operating system.

= If you use a web browser different from Microsoft Internet Explorer, you need to install CryptoPro Digital Signature Browser Plug-in to obtain the

certificate.

The Crypto-Pro LLC Test CA is intended only for testing purposes and should not be used for other purposes.
The Crypto-Pro LLC Test CA does not verify the certificate request information. Do not trust the certificates issued by the test CA.

You can leamn more about available services of the existing Crypto-Pro LLC Certificate Authority here.

Get certificate
Select the necessary action:

» Generate the keys and send the certificate request
» Send the Base64 encoded PKCS#10 or PKCS#7 request

» Obtain the Crypto-Pro LLC Test CA certificate or the certificate revocation list

© "Crypto-Pro" LLC, 2000-2016
+7 (495) 995-48-20

Figure 91. Obtaining the CryptoPro LLC Test CA certificate

On the next page choose the certificate encoding method and click Download CA certificate button

(Figure 92).
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Microsoft Active Directory Certificate Services -- CRYPTO-PRO Test Center 2

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate chain.

To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method.

CA certificate:

Current [CRYPTO-PRO Test Center 2]
Encoding method:

@®DER

(O Base 64

[Download CA certificate |
Download CA certificate chain
Download latest base CRL

Figure 92. Downloading the CryptoPro LLC Test CA certificate

Once the certificate is downloaded, choose Open certificate. Install this certificate to the Trusted Root
Certification Authorities store of the Local Computer if it has not been installed before.

To install the CA certificate, click Install button in the «Certificate Information» window (Figure 93).

n  Certificate -4

General Details  Certification Path

ﬁ Certificate Information

This certificate is intended for the following purpose(s):

» All issuance policies
» All application policies

Issued to: CRYPTO-PRO Test Center 2

Issued by: CRYPTO-PRO Test Center 2

valid from 8/5/2014 to 8/5/2019

Install Certificate... | | Issuer Statement

Figure 93. Installing the CryptoPro LLC Test CA certificate

The Certificate Import Wizard opens (Figure 94). Choose Local Machine store location and click Next.
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=# Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
O Current User
(®) Local Machine

To continue, dick Mext.

| &Nt | | Cancel

Figure 94. Certificate Import Wizard

In the next wizard window select Place all certificates in the following store and choose Trusted
Root Certification Authorities store (Figure 95).

*
€ L Certificate Import Wizard
Certificate Store
Certificate stores are system areas where certificates are kept,
Windows can automatically select a certificate store, or you can specify a location for
the certificate.
(O Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store
Certificate store:
| | | Browse. ..
Select Certificate Store *

Select the certificate store you want to use,

Personal
Trusted Root Certification Authorities
Enterprise Trust
Intermediate Certification Authorities
Trusted Publishers

| Intriisted Certifirates
< >

[shaw physical stares

Figure 95. Specifying the CA certificate location
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For the next steps of installation, follow the messages in the «Certificate Import Wizard» window.

In order to verify the correct certificate installation open the Certificates snap-in (Start menu = All
Programs = Crypto-Pro = Certificates). If the certificate is properly installed, you will find it in the Local
Computer Trusted Root Certificate Authorities store (Figure 96).

EP Certificates — O *
EP File Action View Window Help - &
o9 2R {dBIXEHE

W

[ Console Root
_ﬂﬂ Certificates - Current User
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Certum CA
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Expiration Date
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Trusted Root Certification Authorities store contains 30 certificates.

Figure 96. Certificates snap-in

4.4 Installing IIS certificate

The following steps are required to configure TLS connection with server:

e issue an IIS certificate (if it was not issued earlier) and install it in the appropriate store;
e configure IIS with the indication of the certificate;
e test HI'TPS connection.

4.4.1 Issuing IIS certificate

The test CryptoPro CA is used to obtain IIS certificate. The browser through which you access the web
interface of the CA must be opened by administrator.

To issue the IIS certificate follow the steps in Key generation interface section in accordance with the
recommendations below:

1) In the Name field specify the name of the certificate. It must match the name of the domain served
by the IIS server for which the certificate is issued.

2) In the Type of Certificate Needed select «Server Authentication Certificate».

3) In Key Options section select «Create new key set» and choose the CSP below.
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4) If you plan to use the key in future, check the «Mark keys as exportable» box and specify the friendly
name in additional parameters.

5) Check the Use Local Computer Store for certificate box to install the obtained certificate in the
certificate store of the local computer.

6) Leave the rest of the request parameters as default.

7) Do not the password for the created container. To do this, leave fields in the password input window
empty and click OK.

Microsoft Active Directory Certificate Services — CRYPTO-PRO Test Center 2

Advanced Certificate Request

Identifying Information:

Name: |test-srv.local
E-Mail:

Company:

Department:

City:
State:

Country/Region: I:I

Type of Certificate Needed:

| Server Authentication Certificate v

Key Options:

(® Create new key set (0 Use existing key set
CSP: | Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider v

Key Usage: ()Exchange O Signature (® Both
Key Size: HinB12 (common key sizes: 512 )

(O Automatic key container name  (® User specified key container name

Container Name: |test—srv.local

Mark keys as exportable

Use Local Computer Store for certificate
It saves certificate at Local Store except Current User Store.
It does not install CA certificate.
It needs to be Administrator to creafe Local Sfore.

Additional Options:

Request Format.  CMC & PKCS10

Hash Algorithm: | GOST R 34.11-2012 256 bit v|
Only used to sign request.

[ 5ave request

Attributes:

Friendly Mame:

Figure 97. IIS certificate request

In order to verify the correct certificate installation open the Certificates snap-in (Start menu = All
Programs = Crypto-Pro = Certificates). If the certificate is properly installed, you will find it in the Local
Computer Personal store (Figure 98).
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= Windrwe | ive 1N Taken leons ¥

>

-srv.local CRYPTO-PRO Test Center 2 Server Authenticati <None>

Personal store contains 1 certificate,

Figure 98. Certificates snap-in

If the certificate does not appear in the Personal Local Computer store, find it in the Personal Current
User store through the Certificates snap-in and transfer it to the specified repository.

4.4.2 Configuring IIS

To configure IIS, open IIS Manager using one of the following ways:

e open Server Manager = Tools = Internet Information Services (IIS) Manager;
e open the Run window using Win+R keyboard shortcut and execute the inetmgr command.

In IIS Manager right-click Default Web Site, and then in the context menu click Edit Bindings...

(Figure 99)
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[ Festurs view ] ContentView
Ready -

Figure 99. IIS Manager

The «Site Bindings» window opens. Click Add button to add site binding. In the opened window
(Figure 100) select https in the Type field and choose the IIS certificate in the SSL certificate field. Click
OK to save the settings.
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Figure 100. Adding a site binding

Close the «Site Bindings» window and restart IIS by clicking the Restart button in the Manage Website

section.

4.4.3 Testing HTTPS connection

For a local connection check, use the Browse *: 443 (https) link on the right panel of the IIS Manager
window (Figure 101) or use the browser to open https://<domainname>/, where <domainname> is the site
domain name (DNS must be previously configured).
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Figure 101. Testing HTTPS connection

EnableHttp2Tls)

Note. CryptoPro CSP, which runs on Windows 10, also supports HTTP/2 work with Internet
Explorer/Edge and Internet Information Services (IIS). To maintain backward compatibility with the
% HTTP protocol in case of problems related to the lack of support for HTTP/2 on the client/server,

A |disable HTTP /2 support in Internet Explorer/Edge/IIS settings (on the server it is disabled by the
registry parameter HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\HTTP\Parameters\

If IIS is configured correctly, the browser displays the appropriate page (Figure 102).
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e @ https://test-srv.local/ ~ad
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Figure 102. IIS welcome page

To provide two-way authentication between user browser and IIS server, set the appropriate requirements
in the IIS settings. To do this, select Default Web Site in the left panel and choose SSL settings in the
panel Features View (Figure 103).
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Figure 103. IIS manager Features view

In the «SSL settings» window (Figure 104) check the Require SSL box and select Require in the Client

certificates field. Click Apply button to save the changes and restart IIS.

Configuration: 'localhost’ applicationHest.config, <location path="Default Web Site">

@5 Internet Infarmation Services (/IS) Manager — m] X
& @ » WIN-CAIIECNJUA » Sites » Default Web Site » s @~
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“;' H|#A ﬁ. 0 g 5y Apply
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_;* Application Pools Require SSL .
v -8l Sites ~ Client certificates:
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O Ignore
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[T Fsturss vie 5 Content View
L=

Figure 104

. SSL settings
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4.5 Installing personal user certificate

The user should do the following steps to support correct TLS connection with server:

e install CryptoPro CSP on the user machine (use default parameters);

e issue user certificate and install it in the Personal Current User store or other carrier type, which is
available on the computer;

e test the connection with server.

To issue the IIS certificate follow the steps in Key generation interface section in accordance with the
recommendations below:

1) In the Name field specify the name of the certificate user.

2) In the Type of Certificate Needed select «Client Authentication Certificate».

3) In Key Options section select «Create new key set» and choose the CSP below.

4) If you plan to use the key in future, check the «Mark keys as exportable» box and specify the friendly
name in additional parameters.

5) Leave the rest of the request parameters as default.

A user certificate as a part of a private key container can also be stored on different types of key carriers.

In order to verify the correct certificate installation open the Certificates snap-in (Start menu = All
Programs = Crypto-Pro = Certificates). If the certificate is properly installed, you will find it in the
Current User Personal store.

4.6 Testing two-way client-server authentication

To verify TLS connection with server, browse https: /<domainname> //, where <domainname> is a server
domain name.

If the connection is configured correctly, the certificate selection window opens when you open the page
(Figure 105).

Windows Security x

Select a Certificate

Site test-srw.local needs your credentials:

John D
Issuer: CRYPTO-PRO Test Center 2

Valid From: 9/6/2018 to 12/6/2018

Click here to view certificate properties

More choices

oK Cancel

Figure 105. Selecting a user certificate

After selecting the certificate, the password to the user certificate container will be requested. If the user
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enter the correct password, he will be granted access to the site.

=

Note. Make sure that the following fields on the Details tab of the user certificate have the specified
values:

e Enhanced Key Usage — «Client Authentication (1.3.6.1.5.5.7.3.2)»;
e Key Usage — «Digital Signature, Non-Repudiation, Key Enchipherment, Data Enchipherment (f0)».

If one of these values is absent, two-way client-server authentication may not be possible.
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5 CryptoPro Winlogon

To implement the initial authentication of the Kerberos V5 protocol user using the certificate and key
carrier (issued in accordance with GOST R 34.10-2001 or GOST R 34.10-2012 algorithms using the certified
CryptoPro CSP), perform the following actions:

1) Install and configure the domain controller (DC) on the server (Active Directory Domain Services is
configured according to the standard Windows documentation).

2) Install CryptoPro CSP on the DC server, CA server (in case the CA service is located on a separate
server) and on the domain users computers.

3) Install and configure the Active Directory CA.

4) Issue a DC certificate.

5) Issue a Registration Agent certificate.
6) Issue a smart card for the domain user.

For CryptoPro Winlogon operation, a special license is required (for the server and the client PC). This
license may be included in the CryptoPro CSP license , or be issued separately. You can enter the license serial
number using the CryptoPro PKI License Management snap-in (see subsection 2.3 for details).

5.1 Installing and configuring Active Directory CA

Domain and domain user certificates are requested through the Certificates snap-in on the server with
configured Enterprise CA or via the Certification Authority web interface by a person authorized to issue
certificates.

Before installing and configuring the Enterprise CA, install CryptoPro CSP on the server. You also should
have the Enterprise Administrators rights.

To install the Enterprise CA, you need to add the Certification Authority role on the server. To do this,
open Server Manager = Add roles and features. The Add Roles and Features Wizard opens. On the
Server Roles tab (Figure 106) check Active Directory Certificate Services box and click Next.
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Add Roles and Features Wizard

Select server roles

Before You Begin

Select one or more roles to install on the selected server.

Installation Type Roles

Server Selection
Features
AD CS

Role Services

Confirmation

Active Directory Certificate Services| -

[] Active Directory Domain Services

[7] Active Directory Federation Services

[7] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[7] Device Health Attestation

["] DHCP Server

[] DNS Server

[7] Fax Server

[m] File and Storage Services (1 of 12 installed)
[] Host Guardian Service

[ Hyper-v

["] MultiPoint Services

["] Network Policy and Access Services

[] Print and Document Services

["] Remote Access

["] Remote Desktop Services

[] Volume Activation Services

[m] Web Server (IIS) (9 of 43 installed)

["] windows Deployment Services ™)

< Previous Next > Install

— O x

DESTINATION SERVER
WIN-CAJVIECNJUA

Description

Active Directory Certificate Services
(AD CS) is used to create certification
authorities and related role services
that allow you to issue and manage
certificates used in a variety of
applications.

Cancel

Figure 106. Selecting server roles

On the Select role services tab (Figure 107) select «Certification Authority» role service and click Next.

Add Roles and Features Wizard

Select role services

Before You Begin
Installation Type
Server Selection
Server Roles
Features

AD CS

Role Services

Confirmation

Role services

Certification Authori

[] Certificate Enrollment Policy Web Service
[] Certificate Enrollment Web Service

[] Certification Authority Web Enrallment
["] Network Device Enrollment Service

["] Online Responder

< Previous Next > Install

— O X

DESTINATION SERVER
WIN-CAJVIECNJUA

Select the role services to install for Active Directory Certificate Services

Description

Certification Authority (CA) is used
to issue and manage certificates.
Multiple CAs can be linked to form a
public key infrastructure.

Cancel

Figure 107. Selecting AD CS roles

Confirm the installation of the selected components in the next window. After installing the components
required for the Certification Authority role, you should configure Certificate Services.
Installation progress window click Configure Active Directory Certificate Services on the destination server

(Figure 108).

To do this, in the
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Add Roles and Features Wizard — O X
- DESTINATION SERVER
Installation progress WIN-CANIECIUA

View installation progress

o Feature installation

Configuration required. Installation succeeded on WIN-CAJVJECNJUA.

Active Directory Certificate Services
Additional steps are required to configure Active Directory Certificate Services on the destination
server
Configure Active Directory Certificate Services on the destination server
Certification Authority

Remote Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > Close Cancel

Figure 108. AD CS installation progress

The AD CS Configuration wizard opens. Specify credentials to configure role services and click Next. On

the Role Services tab (Figure 109) select Certification Authority role service and click Next.

e AD CS Configuration

Role Services

Credentials

Setup Type

CA Type

Private Key
Cryptography
CA Name
Validity Period

Certificate Database

Confirmation

- O X

DESTINATION SERVER
WIN-CAJVJECNJUA

Select Role Services to configure

Certification Authority
Certification Authority Web Enrollment
Online Responder
Network Device Enrollment Service
Certificate Enrollment Web Service
Certificate Enrollment Policy Web Service

More about AD CS Server Roles

Figure 109. Selecting role services

On the Setup Type tab select the appropriate CA setup type and click Next. On the CA Type tab specify

the type of the CA.
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On the Private Key tab (Figure 110) choose Create a new private key and click Next.

AD CS Configuration — m} X

DESTINATION SERVER

Private Key WIN-CAJVJECNJUA
Credentials Specify the type of the private key
Role Services
Setup Type To generate and issue certificates to clients, a certification authority (CA) must have a private key
CA Type ® Create a new private key

Private Key Use this option if you do not have a private key or want to create a new private key.

Cryptography () Use existing private key

CA Name Use this option to ensure continuity with previously issued certificates when reinstalling a CA.
Validity Period Select a certificate and use its associated private key
Certificate Database Select this option if you have an existing certificate on this computer or if you want to

. . import a certificate and use its associated private key
Confirmation
Select an existing private key on this computer

Select this option if you have retained private keys from a previous installation or want to
use a private key from an alternate source.

More about Private Key

< Previous Next > Configure Cancel

Figure 110. Creating a new private key

On the Cryptography for CA tab (Figure 111) select a cryptographic provider and check the Allow
administrator interaction when the private key is accessed by the CA box. Click Next to continue.

AD CS Configuration — O X

DESTINATION SERVER

Cryptography for CA WIN-CAJVJECNJUA
Credentials Specify the cryptographic options
Role Services
Setup Type Select a cryptographic provider: Key length:
CA Type Crypto-Pro GOST R 34.10-2012 Strong Cryptographic Service Pr. ~ || 1024 v
Private Key

Select the hash algorithm for signing certificates issued by this CA:

Cryptography GOST R 34.11-2012 512 bit

CA Name
Validity Period
Certificate Database

Confirmation
Allow administrator interaction when the private key is accessed by the CA.

More about Cryptography

< Previous Next > Configure Cancel

Figure 111. Specifying the cryptographic options

On the CA Name tab (Figure 112) specify the CA common name and distinguished name suffix and click
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Next.
AD CS Configuration — ] X
DESTINATION SERVER
CA Name WIN-CAJVJECNJUA
Credentials Specify the name of the CA
Role Services
Setup Type Type a common name to identify this certification authority (CA). This name is added to all
certificates issued by the CA. Distinguished name suffix values are automatically generated but can
CA Type be modified.
Private Key
. ' Common name for this CA:
ryptograph
Gl test-DC-CA
CA Name
Validity Period Distinguished name suffix:
Certificate Database DC=test, DC=local
Confirmation

Preview of distinguished name:

CN=test-DC-CA,DC=test, DC=local

More about CA Name

< Previous Next > Configure Cancel

Figure 112. Specifying the CA name

In the next windows specify the validity period for the certificate and certificate database location.

All the above parameters are displayed once again in the «Confirmation» window. Click Configure to
configure the services according to the specified parameters.

During the CA key generation you might be asked to select key carrier (choose Registry), generate the
initial random sequence using Biological RNG and set the password for the produced container. Select Registry
as a key carrier and do not set the password.

After issuing the CA certificate open the Certificates snap-in (Start menu = All Programs = Crypto-
Pro = Certificates) to check for a certificate in the Trusted Root Certification Authorities store of the Local
Computer (Figure 113).
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Figure 113. Certificates snap-in

5.2 Adding certificate templates on the server

To ensure that the DC supports Winlogon, the DC certificate must be issued. In order for a user with
the Registration Agent role to be able to issue certificates for other users, you must issue the Certificate of the
Registration Agent and the Smart Card Login.

Templates for the above certificates by default can be disabled, so you need to check them in the list of
certificate templates and include the missing ones. To do this, on the server with installed CA services open CA
snap-in (Control Panel = System and Security = Administrative Tools = Certification Authority.

The following templates should be included in the list of certificate templates:

e Domain Controller;
e Enrollment Agent;
e Smartcard User.

To do this, select Certificate Templates, then from the context menu choose New — Certificate
Template to Issue (Figure 114).
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fﬁj certsry - [Certification Authority (Local]] — O >
File Action View Help
== H > =

ﬁ Certification Authority (Local) MName Description

v @l test-DC-CA & test-DC-CA Certification Authority
|| Revoked Certificates

7] lssued Certificates

[ ] Pending Requests
[ Failed Requests
| Certificate Temnlates

Manage
New ¥ Certificate Temnplate to Issue
Refresh

Help

Enable additional Certificate Ternplates on this Certification Authority

Figure 114. Adding certificate templates

In the «Enable Certificate Templates» window (Figure 115) select the required templates and click OK.

B " Enable Certificate Templates x

Select one Certificate Template to enable on this Certffication Autharity.

Note: i a certificate template that was recently created does not appear on this list, you may need to wait urtil
information about this template has been replicated to all domain controllers.

All of the cedificate templates in the organization may not be available to your CA.

Fer more information, see Certificate Template Concepts.

Name Intended Purpose 6
E Authenticated Session Client Authentication

] CA Exchange Private Key Archival

E CEP Encryption Certificate Request Agent

&l Code Signing Code Signing

[ Cross Certfiication Authority <All>

5 Enroliment Agent Certificate Request Agent

E Enrollment Agent (Computer) Certificate Request Agent

)| Exchange Enroliment Agent (Offine request) Certificate Request Agent

E Exchange Signature Only Secure Email

E! Exchange User Secure Email -

corce

Figure 115. Enable Certificate Template

Next, the administrator of the domain needs to update the templates using the CryptoPro CSP control
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panel. To do this, open the Winlogon tab and click the Fix templates button (Figure 116).

|42 CryptoPro CSP *
General Hardware Service Advanced Algorithms
Security Winlogon TLS Settings

Default key reader

Choose CSP to configure:
Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Pravider

Choose reader:
Mot set

Parameters
[Jpisable CryptoPro Winlogon

Use CryptoPra C5P algorithms an KDC

Identifiers of domain controllers
Domain controller:

DC.test.local e Export

Identifier of the domain controller:
| {919ca4c0- le 1c-40ab-ob2d-880fd 19fd 14f} | Fix templates

Cancel Agply

Figure 116. CSP Winlogon tab

After the message that all the templates have been successfully updated, you can start creating certificates
requests.

This action must be performed every time when new templates for the DC and the enrollment agent are
edited or added.

5.2.1 Configuring certificate templates

In order to use the certificates in Winlogon, you need them to satisfy certain requirements described in
the .

If the existing template does not meet these requirements, you must change it. To do this, create a copy
of the template, edit it and include it in the list of CA templates.

Open the Certification Authority snap-in, select Certificate Templates, then from the context menu
choose Manage (Figure 117).
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fEJ certsry - [Certification Authority (Local)\test-DC-CA\Certificate Templates]

File Action View Help

e 2|6z H

Il Certification Authority (Local) MName
v g tfgt-DC-CA » 8 Smartcard User
~| Revoked Certificates E Enrollment Agent
I Issued Certificat '
j PSSUZ. ER I |ca;:s = Directory Email Replication
ending Requests
g e E Domain Controller Authentication

| Failed Requests 3 S
= Certificate Templates - Kerberos Authentication
1t

Manage
Mew >
View ¥

Refresh
Export List... ication Authority

Help

Intended Purpose

Secure Email, Client Authentication, Sm...

Certificate Request Agent
Directery Service Email Replication

Client Authentication, Server Authentic...
Client Authentication, Server Authentic...

File Recovery
Encrypting File System

Client Authentication, Server Authentic...

Server Authentication

Client Authentication, Server Authentic...
Encrypting File Systern, Secure Email, Cl...

<All>

Microsoft Trust List Signing, Encrypting...

Starts Certificate Ternplates snapin

Figure 117. Certification Authority snap-in

The Certificate Templates Console opens. Select an editable template and click the Duplicate Template

button in the context menu (Figure 118).
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&l Certificate Templates Conscle

File Action View Help

> |m B HE

] Certificate Templates (DC.test.lo
p

£ >

Template Display NamAe
{5 Administrator

i Authenticated Session
i Basic EFS

i ca Exchange

& cep Encryption

il Code Signing

&l Computer

1] Cross Certification Authority
& Directory Email Replication

Schema Version *

E-:| Domain Controller 1

{# Domain Contraller Au
& EFs Recovery Agent

& Enrollment Agent

@ Enrallment Agent (Co
& Exchange Enrollment ,
& Exchange Signature O
& Exchange User

& 1PSec

] IPSec (Offline request)
{5 Kerberos Authentication
& Key Recovery Agent

& ocsp Response Signing
] RAS and IAS Server

{# Root Certification Authority

@ Router (Offline request)
& Smartcard Logon
& Smartcard User

;E Subordinate Certification Authority

o Trust List Signing
@ User
£

1
1
1
2
1
1
1
2
2
Duplicate Template
All Tasks »
Properties
Help
1
1
1
2
2
3
2
1
1
1
1
1
1
1 v

Actions

Using this template as a base, creates a template that supports Windows Server 2003 Enterprise CAs

Certificate Templates (DC.test.local)
Meore Actions

Domain Controller
Meare Actions

Figure 118. Certificate Templates Console

The «Properties of New Template» window opens, in which you can change the properties of the templates

so that they meet the requirements for the certificate (Figure 119).
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Properties of Mew Template d
Subject Name Server lssuance Reguirements
Superseded Templates Bxensions Security

Compatibilty General  Request Handling  Cryptography  Key Attestation

Template display name:

Copy of Domain Controller |

Template name:

|Cl:||:r:.r of Domain Controller

Validity period: Renewal period:

years w Ijl weeks w

Publish certfficate in Active Directory

[] Do not automatically reenrall if a duplicate certificate exists in Active
Directory

ox |

Figure 119. Copy of DC template

After saving the new template, you need to add it to the template list.

5.3 Issuing a DC certificate

A DC certificate must meet the requirements described in the Microsoft documentation.

The DC certificate must be issued on the server on which the AD services are deployed, by the user with
domain administrator rights. To issue the DC certificate, open the Certificates snap-in, in the Personal Local
Computer store select All Tasks — Request New Certificate (Figure 120).
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EP Certificates — O >
EP File Action View Window Help

= 7578 6= HmE

(12 Console Root A | Issued To Issued By Expiration Date  Intended Purposes Friendly Name

g Ee:?:?“:e‘ iLC“"fgtU" ltest-DC-CA test-DC-CA 07/09/2023 <All> <None>
W Ermicates oca omg

w || Personal

| Certificates
| Trusted Root C All Tasks » Request Mew Certificate...
J Enterprise Trus: View s Import..
| Intermediate C
| Trusted Publist Mew Window from Here Advanced Operations »
| Untrusted Cert
| Third-Party Ro
| Trusted People
| Client Authent Help

Refresh
Export List...

| Preview Build Roucs
| CryptoPro CSP Trust:
| eSIM Certification Av
" Homegroup Machin
| Local NonRermovakl
| MSIEHistoryJournal

| Certificate Enrollmer
| Smart Card Trusted F

| Trusted Devices

= Windrwe |ive 10 Take Y
< > < >

Request a new certificate frem a certification authority (CA) in your domain

Figure 120. Certificates snap-in

The Certificate Enrollment wizard opens. In the «Select Certificate Enrollment Policy» window leave the
default settings and click the Next button (Figure 121).

=] Certificate Enrollment

Select Certificate Enrollment Policy

Certificate enrollment pelicy enables enrcliment for certificates based on predefined certificate templates.
Certificate enrollment policy may already be configured for you.

Configured by your administrator
Active Directory Enrellment Policy v

Configured by you Add Mew

Cancel

Figure 121. Select Certificate Enrollment Policy
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In the «Request Certificatess window select Domain Controller from the list of certificate types
(Figure 122). Verify the certificate details and, if necessary, select the cryptographic service provider in the
Certificate Properties on the Private Key tab (Figure 123).

5 Certificate Enrollrment

Request Certificates

You can request the following types of certificates, Select the certificates you want to request, and then

click Enroll.
Active Directory Enrollment Policy ~
[] Directory Email Replication jg STATUS: Available Details +
Domain Controller jg STATUS: Available Details ~
The following opticns describe the uses and validity period that apply to this type of certificate:
Key usage: Digital signature

Key encipherment
Application policies:  Client Authentication
Server Authentication

Validity period (days): 365
Properties

[]Show all templates

Enroll Cancel

Figure 122. Request Certificates

Certificate Properties x
General Subject Extensions Private Key  Certification Authority
Cryptographic Service Provider A "
A CSP is a program that generates a public and private key pair used in many
certificate-related processes,
Select cryptographic service provider (CSP):
[[] Microseft Strong Cryptegraphic Provider (Encryption) -
[ Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider (Encryption)
[ Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider (Encryption)
Crypto-Pro GOST R 34.10-2012 Strong Cryptographic Service Provider
(Encryption)
[ Microsoft Base Cryptographic Provider v1.0 (Encryption)
MR remrndt Darn AT an d R A Hallnan M mombmmeanbhic Beaidar fEmemo Fimet e
[ 5how all C5Ps
Key options v
Key type o
Key permissions ¥ v
Cancel Apply

Figure 123. Certificate Properties
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During the DC private key generation, the Biological RNG window is displayed and CSP requests a
password for the container (no password is required in this case). In the «Certificate Installation Results»
window (Figure 124) expand the Details and click View Certificate to view certificate details (Figure 125).

— d x

5] Certificate Enrollment

Certificate Installation Results

The following certificates have been enrolled and installed on this computer,

Active Directory Enrollment Policy

Domain Controller J STATUS: Succeeded Details ~
The following options describe the uses and validity period that apply to this type of certificate:
Key usage: Digital signature
Key encipherment
Application policies:  Client Authentication
Server Authentication
Validity period (days): 363
View Certificate

Finich

Figure 124. Certificate Installation Results
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n  Certificate >

General Details Certification Path

g Certificate Information

This certificate is intended for the following purpose(s):

» Proves your identity to a remote computer
® Ensures the identity of a remote computer

Issued to: DC.test.local

Issued by: test-DC-CA

Valid from 9/7/2015 to 9/7/2019

I You have a private key that corresponds to this certificate.

Figure 125. DC certificate

The certificate of the domain controller must be installed in the Personal Local Computer certificate store.
After the certificate is issued, the domain controller must be restarted.

% Note. For certificates with GOST keys, automatic issuance of certificates for a domain controller is not
A available, so you need to monitor the validity of the certificate and update it before expiration.

5.4 Issuing an Enrollment Agent certificate

By default, permission to request certificates on behalf of the user is granted only to domain administrators.
However, a user who is not a domain administrator can be granted permission to become an enrollment agent.

Note. An enrollment agent certificate allows you to apply for certificates and create smart cards on
A behalf of any user in the organization. The resulting smart card can then be used to log on to the
é} network under the user name without his knowledge.
Because the Enrollment Agent certificate provides wide opportunities, it is strongly recommended to
maintain strict security policies for these certificates.

To become an enrollment agent, you must apply for the certificate using Certificates — Current User
snap-in.

To do this, open the Certificates snap-in, in the Personal Current User store select All Tasks — Request
New Certificate. In the «Request Certificates» wizard window select Enrollment Agent from the list of
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certificate types (Figure 126).

= Certificate Enrollment

Request Certificates

You can request the fellowing types of certificates. Select the certificates you want to request, and then

click Enroll,
Enrcllment Agent jg STATUS: Available Details »
The following opticns describe the uses and validity period that apply to this type of certificate:
Key usage: Digital signature

Application policies:  Certificate Request Agent
Validity period (days): 730

Properties
[ smartcard User jg STATUS: Available Details
[Juser jg STATUS: Available Details

[ Show all templates

Enroll Cancel

Figure 126. Request Certificates

Click Properties button and select the cryptographic service provider in the Certificate Properties
on the Private Key tab (Figure 127). On the Certification Authority tab specify the corresponding CA

(Figure 128).
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Certificate Properties X

General Subject Extensions Private Key  Certification Authority

Cryptographic Service Provider ~
A C5P is a program that generates a public and private key pair used in many
certificate-related processes,

Select cryptographic service provider (CSP):

[] Microseft Strong Cryptegraphic Provider (Signature) A
[ Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider (Signature)
[ Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider (Signature)

Crypto-Pro GOST R 34.10-2012 Strong Cryptographic Service Provider
(Signature)

[] Microsoft Base Cryptographic Provider v1.0 (Signature)

| I ORGSRy . PRV o TSR | o .75 U | SRRV U SRR R TP R P S, 7

[] Show all CSPs
Key options v

Key type i

Cancel Apply

Figure 127. Certificate Properties

Certificate Properties X

General Subject Extensions Private Key Certification Authority

A enrcllment server is needed to issue and renew certificates, The system will connect to
enrollment servers in the following list to process certificate requests,

Not all certificate templates are available each enrollment server, For diagnostic
purposes, it may be helpful to identify all available enrcllment servers,

Certification Autharity Type:
test-DC-CA Enterprize root CA

[[] Show all enrollment servers

Cancel Apply

Figure 128. Certification Authority

After saving the changes, click Enroll button to start the container generation. During the private key
generation, the Biological RNG window is displayed and CSP requests a password for the container.

The certificate of the enrollment agent must be installed in the Personal Current User certificate store.
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5.5 Issuing a Smartcard User certificate

A user who is a member of the Users group and has the Enrollment Agent certificate can issue certificates
to other domain users using a computer in the domain with pre-installed CryptoPro CSP.

The smart card certificate must meet the requirements described in the Microsoft documentation.

To issue a SmartCard User certificate, open the Certificates snap-in, in the Personal Current User store
select All Tasks — Advanced Options — Enroll On Behalf Of (Figure 129).

@ Certificates

| Enterprise Trus, -
| Intermediate C 1w

“| Active Director Mew Window from Here

Import..

Advanced Operations

— O >
EP File Action View Window Help -
e nm Bald=HE
(3 Console Root lssued Te Issued By Expiration Date  Intended Purposes Friendly Name
v F?";f"atesl'curre"tuse' ) Administrator test-DC-CA 06/09/2020 Certificate Request .. <None>
v ?rsona“ _aJAdministrator Administrator 14/08/2118 File Recovery <Mone>
| Certificates
| Trusted Root C All Tasks Request New Certificate...

Create Custom Request...
| Trusted Publisk
| Untrusted Cert
| Third-Party Reo
| Trusted People

Refresh Enrall On Behalf Of...

Export List... Manage Enrollment Policies...

- Help
| Client Authenticauo s
| Other People
| Local NenRemovable Ci
| MSIEHistery)ournal

| Certificate Enrollment R
| Smart Card Trusted Roo

_E}J Certificates (Local Compute

£ >«
&Enroll On Behalf Of...

Figure 129. Certificates snap-in

In the «Select Enrollment Agent Certificate» window of the Certificate Enrollment wizard select the
certificate of the Enrollment Agent that will be used to sign the processed certificate request (Figure 130).
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= Certificate Enrollment
Select Enrollment Agent Certificate

Browse to locate a signing certificate, and then click Mesxt,

Signing certificate
Administrator

You need an enrcllment agent certificate in order to sign a certificate request on behalf of other users. Click

Browse ...

Mext Cancel

Figure 130. Select Enrollment Agent Certificate

In the «Request Certificates» wizard window select Smartcard User from the list of certificate types

(Figure 131). Click the Properties button to edit the certificate settings.

5 Certificate Enrollrment

Request Certificates

click Next.

You can request the following types of certificates, Select the certificates you want to request, and then

(®) Smartcard User erSTATUS: Available

Key usage: Digital signature
Key encipherment
Application policies:  Secure Email
Client Authentication
Smart Card Logon

Validity period (days): 363

() User 1) STATUS: Available

The following opticns describe the uses and validity period that apply to this type of certificate:

Details &~

Properties

Detailz +

[]Show all templates

Cancel

Figure 131. Request Certificates
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Select the cryptographic service provider in the Certificate Properties on the Private Key tab
(Figure 132). On the Certification Authority tab specify the corresponding CA (Figure 133).

Certificate Properties bt
Private Key  Certification Authority
Cryptographic Service Provider ~
A C5P is a program that generates a public and private key pair used in many
certificate-related processes,
Select cryptographic service provider (CSP):
[ Microsoft Strong Cryptographic Provider (Encryption) A
[] Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider (Encryption)
[] Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider (Encryption)
Crypto-Pro GOST R 34.10-2012 Strong Cryptographic Service Provider
(Encryption)
[] Microsoft Base Cryptographic Provider v1.0 (Encryption)
M AN rcmrnfl Dara NCC and N n Hallnan T mombmmeanbhis Denidar fLmemo Fimed A
[ Show all C5Ps
cance | [ honly
Figure 132. Certificate Properties
Certificate Properties X

Private Key Certification Authority

A enrcllment server is needed to issue and renew certificates, The system will connect to
enrollment servers in the following list to process certificate requests,

Not all certificate templates are available each enrollment server, For diagnostic
purposes, it may be helpful to identify all available enrcllment servers.

Certification Authority Type:
test-DC-CA Enterprise root CA

[[] Show all enrollment servers

Cancel Apply

Figure 133. Certification Authority

To save the selected settings, click the Apply button and close the form. In the Certificate Enrollment
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wizard, click Next to continue. Select the domain user by clicking the Browse button and click the Enroll
button to begin the container and private key generation (Figure 134).

= Certificate Enrollment

Select a user

To request a certificate on behalf of another user, enter the fermal name or domain name of that user. For
example, Firstname Lastname, username, or domainiusername,

Befare enrolling for a certificate, make sure the device on which the user certificate needs to be installed is
attached.

Uszer name or alias:
TESTVAdministrator

| I Browse...

Enroll Cancel

Figure 134. Select a user

Next, the key carrier is selected to create the container. The carrier must be connected to the computer,
and the smart card must be identified. During the private key generation, the Biological RNG window is
displayed and CSP requests a password for the container.

In the password setting dialog you need to enter the password for the created container. For the correct
operation of the smart card, the password for the created container and smart card must be the same.

After the container is written to the carrier, the user can login with a domain account using the smart
card.

To authorize a domain user to the computer, connect the reader and insert a smart card into it, then
select the «Smart Cards icon from the input parameters and enter the PIN code.
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6 Using CryptoPro CSP with Microsoft Outlook 2016

CryptoPro CSP allows you to use the public key infrastructure and standard Microsoft products (including
Microsoft Outlook, Microsoft Outlook Express, Windows Mail and Windows Live Mail) with strong russian
cryptographic algorithms and 256 or 512-bit keys.

This section contains instructions for integrating CryptoPro CSP with the Microsoft Outlook 2016 mail
client.

6.1 Configuring Microsoft Outlook 2016

Open Microsoft Outlook 2016 application, open File menu and click Options button (Figure 135).

©

Account Information

Open & Export

= test_user2019@mail.ru
= .
Save As IMAR/SMTP

# Add Account

F‘ Account Settings
a3

Change settings for this account or set up more connections.

Account
Settings =
Office Account
Options = Mailbox Cleanup
— Manage the size of your mailbox by emptying Deleted ltemns and archiving.
Cleanup
Exit Tools -
a Rules and Alerts
(=1 Use Rules and Alerts to help organize your incoming e-mail messages, and receive
Manage Rules updates when items are added, changed, or removed.
& Alerts

Figure 135. Outlook File menu

In the «Outlook options» window open the Trust Center tab and click Trust Center Settings button
(Figure 136).
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CQutlock Options

General

Mail

Calendar

People

Tasks

Search

Language
Advanced
Customize Ribbon
Cuick Access Toolbar
Add-Ins

Trust Center

@ Help keep your documents safe and your computer secure and healthy.

Security & more
Visit Office.com to learn more about protecting your privacy and security.

Microsoft Trustworthy Computin

Microsoft Qutlook Trust Center

The Trust Center contains security and privacy settings. These settings help keep your
computer secure. We recommend that you do not change these settings.

Trust Center Settings...

oK

| | Cancel

Figure 136. Trust Center tab

Next open the E-mail Security tab and click Settings button in the Encrypted e-mail section

(Figure 137).
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Trust Center ? b4

Trusted Publishers
rustEd Fubhsher Encrypted e-mail

Privacy Options
q_ [] Encrypt contents and attachments for outgoing messages

ety [] Add digital signature to outgoing messages

Attachment Handling Send clear text signed message when sending signed messages

Automatic Download [ Request S/MIME receipt for all S/MIME signed messages

Macro Settings Settings... |

Programmatic Access Digital IDs (Certificates)

ey | Digital IDs or Certificates are documents that allow you te prove your identity in electronic transactions,
Import/Export.. Get a Digital ID...

Read as Plain Text

[ Read all standard mail in plain text

Script in Folders

O Allow script in shared folders
[ Allow script in Public Folders

oK Cancel

Figure 137. E-mail Security tab

In the opened «Change Security Settings» window (Figure 138) in the Certificates and Algorithms section
select personal certificates that match the signature and encryption keys using the Choose button. Check the

Send these certificates with signed messages box. Then specify the Security Settings Name and click
OK.
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Change Security Settings >

Security Setting Preferences

Security Settings Name:

| S/MIME Settings (test user2019@&mail.ru w

Cryptography Format:  S/MIME

Default Security Setting for this cryptographic message format
Default Security Setting for all cryptographic messages
Security Labels.., Mew Delete

Certificates and Algorithms

Signing Certificate: test_user2019 Choase...

Encryption Certificate: [test_user2015 Choase...

Send these certificates with signed messages

Figure 138. Changing e-mail security settings

On the E-mail Security tab you can also turn on the Encrypt contents and attachments for outgoing
messages and Add digital signature to outgoing messages options to automatically encrypt and add digital
signature to each outgoing message. If these modes are not enabled, the encryption and signing options will
need to be enabled for each message sent.

You can also select the Send clear text signed message when sending signed messages options.
When the mode is enabled, the signature is formed as one separate attachment for the message. Otherwise,
the message text and all attachments are combined and encoded according to the BASE64 encoding rules, after
which the encoding result is signed.

6.2 Sending signed messages

To create and send a signed message, click New E-mail button. Select the message recipient (To) and
enter the subject of the message (Subject). If the message contains some files, add them to the email using
the Attach File button. To sign message, click the Sign button in the Options tab (Figure 139). Click Send
button to send message.
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H Test - Message (HTML) =

File Message Insert Options Format Text Review Q Tell me what you want to do...

= oo .
=B Use Voting Buttons ~ : .
Aal = Bee @ Encrypt L] Use Voting Buttons af &'ﬂDElE}"DEh‘JEr}"
q A . iD From S Request a Delivery Receipt et
EIMES age Efmlﬁlﬂ”m ) avesent B Direct Replies To
Talar - Request a Read Receipt ltem Ta - o P
Themes Show Fields Permission Tracking T More Options fa A
To.. user_test2019@mail.ru
Cc...
Send

Subject Test

Test message

Figure 139. Signing a message

If the certificate with which the message was signed has been has been revoked or the e-mail address
specified in the certificate does not match the address of this account, a warning will appear (Figure 140) and
the message will not be sent.

Invalid Certificate =

Microsoft Qutlook cannot sign or encrypt this message because there are no certificates which

can be used to send from the e-mail address ‘test_user2019@mail.ru’, Either get a new digital ID

to use with this account, or use the Accounts button to send the message using an account that
! you have certificates for.

Change Security Settings...

Figure 140. Message signing error

6.3 Obtaining a user public key certificate for message encryption

To encrypt messages to other users, you need certificates of recipients of letters.

If the sender and all recipients of the message are users of the same domain, you can use the global address
book. In this case, the domain user e-mail security certificates must be installed in AD.

If you use the CryptoPro CA for issuing certificates, you can configure the certificates export to the AD
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(see the documentation for CryptoPro CA). If the CA is not configured to publish certificates to AD, the domain
user can publish his certificate himself so that it is available to other domain users to encrypt the mail.

To import the certificate into the global address book, follow these steps:

e open the E-mail Security tab of the Trust Center;
e in the Digital IDs (Certificates) section click Publish to GAL button (Figure 141). The current user
certificate, selected by default, will be imported into the global address book.

Trust Center ? *

Trusted Publishers .
Encrypted e-mail

Privacy Opticns
95 [ Encrypt contents and attachments for outgoing messages

Email Securi t . o .

mail security [ Add digital signature to outgoing messages
Attachment Handling Send clear text signed message when sending signed messages
Automatic Download [J Request S/MIME receipt for all S/MIME signed messages
Macro Settings Settings...
Programmatic Access Digital IDs (Certificates)

= | Digital IDs or Certificates are documents that allow you to prove your identity in electronic transactions,

Publish to GAL... Import/Export... Get a Digital 1D...

Read as Plain Text

[] Read all standard mail in plain text

Script in Folders

d Allow script in shared folders

1 Allow script in Public Eolders

oK Cancel

Figure 141. Publishing certificate to GAL

Instead of global address book a local copy of the address book can be used. To update the information
about the recipient certificate in the local copy of the address book, perform the following actions:

1) in the Microsoft Outlook 2016 main view open the Send /Receive tab, select Send /Receive Groups
— Download Address Book (Figure 142).

2) in the opened window select the address book and click OK. The information in the address book will
be updated.
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Inbox - test_user2019@mail.ru - Outlook

Send / Receive Folder View ] t you want to do...
[=% =+ Update Folder . = Mark to Download A
=1 = e (3 e
= Send All Unmark to Download
Send/Receive . Show Cancel Download Waork
All Folders ~ E15end/Receive Groups ~ Progress Al Headers - Process Marked Headers ~ Offline
g 0"All Accounts” Group i Server Preferences £
> se; | test_user2019@mail.ru” Only hox
y All Inbox "
2 Download Inbox Headers
=
Process Marked Headers
=] Download Address Book...
.g’é; Define Send/Receive Groups
Disable Scheduled Send/Receive
2%
Filter applied Connected |]:| @

Figure 142. Downloading address book

If the sender and recipients of messages are not domain users or they are users of different domains or the
domain does not use the publication of certificates to protect e-mail, you can use the contact list instead of the
global address book to obtain information about recipient certificates.

To do this, user A should send a signed message to the user B. User B should add the sender of the signed
message to the Outlook contacts by right-clicking the sender name and selecting Add to Outlook Contacts

(Figure 143).

F_}(_ Reply @_ Reply All Q, Forward
User Test <user_test2019@mail.ru>

Test
By Copy

Test message

- Add to Favorites

User Test

24 Addto Outlook Contacts
Open Qutlook Properties

Open Contact Card

Figure 143. Adding user to contacts

To verify that a certificate is added:
1) open the local address book by clicking the Address Book button of the Find tab;
2) in the opened window (Figure 144) open the required contact with a double click;
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[l Address Book: Contacts
File Edit Teols

Search: @ Mame only O More columns  Address Book

|| | Go |C0ntacts -test_user2019@mail.ru w Advanced Find

| Mame Display Mame E-mail Address

3) in the contact card click the Certificates button in the Show section (Figure 145);

Close

Save & Delete Save & Forward General

Figure 144. Local address book

>

Contact Insert Format Teat Review

8 Certificates

New - [l Al Fields

Actions Show Communicate

Full Name... Wser Test Certificates

Show the Certificates page of the

Company contact, in which you can store
) Digital IDs used to send encrypted
LU mail to this contact.

File as Test, User i |

Email Meeting More  Address (
@ Book N

Y Tell me what you want to dy

P X b3 Elie 2 @

Mamg

Internet
EE E-mail... | o |user test20 19 @mail.ru |
Display as |UserTest

Figure 145. Address book contact

4) make sure that there is a user certificate (Figure 146);
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~ User Test - Contact

Contact Insert Farmat Text Review @ Tell me what you want to do...

E_.f?j x K. Save & New ~ = (=] Email |a§= a& o Il [* Follow Up ~
! -
23] Forward - F‘g Meeting J@ -*j& ] Private

Save & Delete Show = Address Check Business Picture Zoom
Close M tv Maore ~ Book Mames Card -

Actions Communicate Mames Options Tags Zoom S

Outlook will use one of these certificates to send encrypted mail to this contact,

You can get a certificate by receiving digitally signed mail from this contact or by importing a certificate file for this
contact,

Certificates (Digital IDs)
user test2019(Default)

Properties...

Import...
Export...

Remove

Figure 146. Contact certificate

6.4 Sending encrypted messages

To create and send an encrypted message, click New E-mail button. Select the message recipient (To)
and enter the subject of the message (Subject). If the message contains some files, add them to the email using

the Attach File button. To encrypt message, click the Encrypt button in the Options tab (Figure 147).
Click Send button to send message.
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H Test - Message (HTML) =
File Message Insert Options Farmat Text Review @ Tell me what you want to do...
= oo . . 5
Aa] i=- Bec % [zl Use Voting Buttons R‘ 5= Delay Delivery
q A . iD From S Request a Delivery Receipt et
== age ermission 9 ¢ ave sent ® o :
Color : A Sign ar e e [ P— a% Direct Replies To
Themes Show Fields Permission Tracking T More Options fa A
To.. user_test2019@mail.ru
=1
Cc...

Send
Subject Test

Test message

Figure 147. Encrypting a message

If there is no certificate of the recipient in the certificate store or the certificate is invalid (for example,
expired or revoked), the following warning appears (Figure 148).

Encryption Problems >

Microsoft Outlook had problems encrypting this message because
! the following recipients had missing or invalid certificates, or
conflicting or unsupported encryption capabilities:

user_test2019@mail.ru

Continue will encrypt and send the message but the listed
recipients may not be able to read it.

S5end Unencrypted Continue

Figure 148. Message encryption error

6.5 Viewing encrypted messages

Viewing encrypted messages is only available to users who have a certificate that was used by the sender
when encrypting the message.

To view information about the user certificate, open the encrypted message and click button — the
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sign of the encrypted message.

The «Message Security Properties» window opens (Figure 149).

Message Security Properties X

E Subject: Test

Messages may contain encryption and digital signature layers. Each
digital signature layer may contain multiple signatures.

Security Layers

Select a layer below to view its description,
-._/ Subject: Test

e B Encryption Layer

Description:

OK: Protected by 256 bit GOST 28147-89 encryption. Encrypted for
test_user2019@mail.ru.

Click any of the following buttons to view more information about or

make changes to the selected layer:

Edit Trust... View Details... Trust Certificate Authority...

[+] Warn me about errors in digitally signed e-mail.

Figure 149. Message Security Properties

If the recipient of the encrypted message does not have a certificate that was used to encrypt this message,
the preview of the message content is not available, and the following message is displayed in the Microsoft

Outlook 2016 window (Figure 150).

Search Current Mailbox (... J@ | Current Mailbox - 'ﬂ'This item cannot be displayed in the Reading Pane. Open the item to read its
contents.

All Unread By Date = Mewest 4
4 Today

test_user2019@mail.ru
Test 10:51 AM

Figure 150. Viewing an encrypted message without certificate

If the recipient tries to open such a message, a window with an error opens (Figure 151).
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Microsoft Outlook X

| Sorry, we're having trouble opening this item. This could be temporary, but if you see it again you might want to restart Outlook. Your Digital ID name cannot be found by the underlying security system.

Figure 151. Error viewing the encrypted message

6.6 Verifying the signed message sender certificate

o
To verify the user certificate, open the signed message and click M button — the sign of the signed
message.

The digital signature verification window opens (Figure 152).

Digital Signature: Valid x

Subject:  Test
From user_test2019@mail.ru
Signed  wuser_test2019@mail.ru

Q The digital signature on this message is Valid and Trusted.
For more information about the certificate used to digitally
sign the message, click Details.

Details...

DWarn me about errors in digitally signed e-mail before message oper|

Close

Figure 152. Verifying the message signature

To view information about the certificate, click the Details button. If you see the following window
(Figure 153), the sender certificate is valid.
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Message Security Properties >

E Subject: Test

Messages may contain encryption and digital signature layers. Each
digital signature layer may contain multiple signatures.

Security Layers
Select a layer below to view its description.
g’ Subject; Test
b + Digital Signature Layer
e Signer: user_test2019@mail.ru

Description:

OK: Signed message.

Click any of the following buttons to view more information about or
make changes to the selected layer:

Edit Trust... View Details... Trust Certificate Authority...

|:|Warr1 me about errors in digitally signed e-mail.

Figure 153. Digital signature details

If the sender certificate of the signed letter is issued by CA that is not trusted by the recipient computer,
the following warning will be displayed when the signed letter is opened (Figure 154).

Digital Signature: Invalid >

Certificate Authority Information
Your message was digitally signed with a certificate issued by a
Certificate Authority.

The signature is invalid because you have either distrusted or
not yet chosen to trust the following Certificate Authority:

Issued by: CRYPTO-PRO Test Center 2

Valid From: 8/5/2014 to 8/5/2019
For more information about the certificate used to digitally sign the
message, click Details,

Details...

Trusting the Certificate Authority

Trusting a Certificate Authority means that you trust mail that is digitally
signed by certificates issued from that Certificate Authority.

Do you want to trust this Certificate Authority?

If you choose Trust, you must also click Yes on the Root Certificate Store
dialog that follows to add the certificate to your system.

View Certificate Authority... Trust

|:|Warr1 me about errors in digitally signed e-mail before message opens.

Figure 154. Warning about an untrusted CA
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If the validity of the sender certificate could not be verified or if this certificate was revoked, the following

window opens (Figure 155).

Message Security Properties x

@ Subject: Test

Messages may contain encryption and digital signature layers. Each
digital signature layer may contain multiple signatures.

Security Layers
Select a layer below to view its description,
) subject: Test

- 0 Digital Signature Layer

Signer: user_test2019@mail.ru

Description:

Error: L
The system cannot determine whether the certificate used to

create this signature is trusted or not. o

Cinmad kv nicar +act WSS mail v nicimn COCT O 34 A0 3073 308

Click any of the following buttons to view more information about or
make changes to the selected layern:

Edit Trust... View Details... Trust Certificate Authority...

[]wWarn me about errors in digitally signed e-mail.

Figure 155. Message Security Properties

This error may occur if the CRL and/or the address of the OCSP services in the sender certificate is
missing or inaccessible or contain out-of-date information, and at the same time the CRL of the CA that issued
a certificate of the sender is not installed on the recipient computer or has expired. In this case, install the

current CRL in the certificate store on the recipient computer to verify the sender certificate.

If the digital signature verification is not possible or the signature is invalid, the preview of the message
content is not available, and the following message is displayed in the Microsoft Outlook 2016 window

(Figure 156).

Search Current Mailbox (... J2@ | Current Mailbox - 'ﬂ'This message has an invalid Digital Signature. Open the message for more

Test message <end>

information.
All Unread By Date *  Mewest ¢
4 Today
user_test2019@mail.ru R
Test 9:49 AM

Figure 156. Viewing a signed message without certificate
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