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1. NHcTtannauma CK3UW Kpuntollpo CSP

YctaHoBka Aauctpubytnsa CK3W Kpuntollpo CSP posmkHa npomM3BOAUTLCS MOJSb30BaTeNemM,
UMeLWnM npasa agMMHUCTpaTopa.

Ona ycTtaHoBKM nporpaMMHoro obecneyeHus BCTaBbTe KOMMNaKT-AUCK B Auckosoj. W3
npeanaraembix AuCTpubyTMBOB BbibepuTe AUCTpUBYTMB, noaxoasdwmin Ans Bawen onepauMoHHON
CUCTEMbI, WUMEILWNIA HYXHbIM BaM ypoBeHb 3alMWEeHHOCTM W yAobHbIN Ana Bac S3blK YCTaHOBKMW.
3anycTuTe BbINOJIHEHME YCTAaHOBKM!.

{§ Ycranosxa "Kpunvollpo CSP™ ] x|

Bac npuBETCTEYET NPOrpamMma yCcTaHOBKU
"Kpuntolpo CSP (KC1)"

Nporpanna ssiNonMKT ycTamoexy "Kpnntollpo CSP" Ha
KoMneloTep. ANA NPOACMKEHHA MaWMMTe KMonky “Aanee”,

MPEAYNIPEX AEHME: Aannan Nporpamda IAUHILEHS 3AK0HAM1
Hn“mnn o cSP 06 aBTOPCKHX NPABAX H MEMAYHADOANBIMA COr NALUEHHSAMA,

3.6

Puc. 1. NpuBeTcTBEHHOE OKHO MacTepa YCTaHOBKM.

Ecnu macTep yctaHoBKM OB6HapyXUT Ha MalwmHe 6onee paHHio Bepcuto CK3U Kpuntollpo CSP, To
B OKHE MosIBUTCA MH(OpMaUns 0 3aMeLllaeMbiX NpoayKTax:

{§ Ycranosxa "Kpunrollpo CSP™ ] x|

Bac npuBETCTEYET NPOrpamMma yCcTaHOBKU
"Kpuntolpo CSP (KC1)"

Nporpanna ssINoNMKT ycTamoexy "Kpnntollpo CSP" Ha
KoMneloTep. ANA NPOACMKEHHA MaXWMMTe KMonky “Aanee”,

ChReayIOWHE NPOAYKTbI BYAYT SAMEILEHD! KOMMOHEHT SHH
YETAHABMBAEN0N BEDCHIL

Kpsnrolpo CSP 3.0
Kpsnrolpo Winlogon

MPEAYNPEX AEHME: Aannan Nporpamda IAUHILEHA 3AK0HAM1
Hn“mon o CSP 06 aBTOPCKHX NPABAX H MENAYHAPOAHBIMH COr NALUEHHSMA,

3.6

Puc. 2. YcTaHOBKa C 3aMeLleHNEeM KOMIMOHEHT.

MNpuMeyaHue: MNpu yCTaHOBKE B peXMMe 3aMelleHWs KOMMOHEHT BaXXHO, 4Tobbl YpoBeHb
3alUNLLEHHOCTM YCTaHOBMEHHOMW Ha komnbioTepe Bepcum CK3W Kpuntollpo CSP cosnagan c
YPOBHEM 3alUMLLIEHHOCTN B BbIbpaHHOM Bamu ans yctaHoBKM AnCTpubyTuee. B NpoTMBHOM cnydae
nosiBuTca coobuieHne 06 owmnbke n ycTaHOBKa 3aBepllieHa He byaeT:
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i'e!:l‘ CBeAEeHHMA O NPOrpaMMe ¥CTAaHOBKK - KpHnTO ﬂ

YCTaHOENEHHAA EepckA KpunToMpo 5P MMEET ApWroH YpOBEHE
! AEZ0NacHOCTH (K],

B aToM cnyuyae Heo6xoAMMoO Bbi6paTb YCTAHOBKY C AUCTPMOYTMBA, MMEIOLWEr0 COOTBETCTBYHOLUMIA
YCTaHOB/IEHHOMY YPOBEHb 3aLUNLLEHHOCTH.

Onsa panbHenwen yctaHoskn Kpuntollpo CSP HaxMmuTe [anee.

Mocnepylowas ycTaHoBKa MPOU3BOAMTCS B COOTBETCTBUM C COOBLWEHUSMU, BblAAaBaeMbIMU
nporpamMMoli yCTaHOBKW. B npouecce yctaHOBKM GyaeT npeanoXeHo 3aperucTpupoBaTth AOMOSHUTENbHbIE
cunTbiBaTENWN KOYEBON MHMOPMaUUKU, AONOMHUTENbHbIE AATUMKN CnydalHbiX Yncen (ans yposHeln KC2 u
KC3) unu HacTpouTb KpUnNTonpoBanaep Ha UCNOAb30BaHME CNyXbbl XpaHeHus kntodel (ansa yposHa KC1).
Bce 3TM HacTpoMKkm MOXHO MPOU3BECTU KakK B MOMEHT YCTaHOBKM KpunTonpoBawgepa, Tak u B tobon
MOMEHT NOoCNne 3aBeplleHns yCTaHOBKM Yyepes naHenb ceorcte Kpuntollpo CSP.

Mocne 3aBeplleHUsi YCTAHOBKM  AUCTpUBYTMBa Heob6xoAMMO  MpPOM3BECTM  Mnepesarpysky
KOMMbtoTEpa.

Mo ymonuyaHuio (BUA ycTaHoBkM «O6blyHas») ycCTaHaB/MBAKOTCHA TOJIbKO OCHOBHble dannbl AN
pabotbl CK3W (ans Windows Server 2008 no yMon4yaHMIO TaKXe ycCTaHaBnmBaeTcs «/[lpanBepHas
6ubnuoteka CSP»). o XenaHU MOXHO YCTaHOBUTb cleaylowme AOMNOSHUTENbHbIE KOMMOHEHTbl (BUA
yCTaHOBKM «BbibopouHas»):

1_’{? ¥cranoeka "Kpunmollpe C5P" I&

BeibopouyHan yCTaHOBKAE

BI:-IEEI:IMTE KOMNOHEHTEI NPOrpaMMel, KOTOpBIE HeoDXoaMMo YCTAHOBWTE.

LLlenKHWTE SHEHOK B CTMCKE HMKE, yTobEl MSMEHUTE Cnocob YCTAHOBKK KOMMOHEHTA.

= CINMcaHWe KoMNoHeHTa
CcHoBHBIE dainel (x64)
COBMECTMMOCTE C MpogykTamu Microsoft
Cny#ba xpaHeHA Knodei

Revocation Provider

KpunTonpoeaiioep yposHA Aapa OC
CosmecTumocTb C KpunTollpo CSP 3.0

dalnel, HeobxoguMee 4na
paboTel NPOAYKTA.

Manka:

C:\Program Files (x88)\Crypto ProCSPY,

[ < Hazan ][ Janees = ][ OTMEHE ]

Revocation Provider - MexaHn3M npoBepku TeKyLlero cratyca ceptudmkara C UCMoSb30BaHNEM
OCSP. flBnsieTcq AONOMHEHMEM K CTaHAapTHOMYy MexaHu3My Windows npoBepku cTtaTyca ceptudukarta Ha
OCHOBE CMucCKa O0TO3BaHHbIX cepTudukatos (COC, CRL). Kpome 3TOro npenocraBnisieT BO3MOXHOCTb
ncnonb3osaHna COC, BbiNyLWEHHbIX N0 NpasuiaM, onmcaHHbiM B RFC 3280.

L9

KpuntonpoBaiigep ypoBHA sigpa - Heobxoaum ans pabotel TLS B cnyx6ax Windows
Vista/2008/7.
CoBMecTUMOCTb C npoayktamum Microsoft - O6ecneunBaeT COBMECTMMOCTb C TakKuMMU

npunoxeHusimmn, kak Microsoft Office, Outlook Express. Heobxoaum ana Bxoga B CUCTEMY MO CMapT-
KapTam.
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CosMecTtumoctb ¢ Kpuntolpo CSP 3.0 - Peructpupyetr nmMeHa npoBanaepoB, COBMeCTUMble C
Kpuntollpo CSP 3.0. HeobxoaMMO TONbKO MNpW Hannuuum B XpaHunuuwe <«JInyHble» cepTUduKaTos,
ycTaHoBieHHbIX ¢ KpunTtollpo CSP 3.0.

NMpuMmeuvanne. B coctas Kpuntollpo CSP SDK, BxoauTt

ll!.._“ onuvcaHMe mnapaMeTpoB KOMaHAHOM CTPOKM YycTaHoslwmMKka Windows

== (\CHM\msi-readme.txt), «koTopble ynobHo wucnonb3oBaTb ANs
aBTOMaTM4YeCKOro pasBepTbiBaHUSA AUCTpubyTunBa.
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2. HTepdeinc CK3U Kpuntollpo CSP

2.1. [ocTtyn K KOHTposibHOW naHenn CK3U

[aHHblA pa3gen aBASIETCS MHCTPYKUMEN MO WCMOSb30BaHUK KOHTPOJIbHOM naHenu (naHenu
HacTpoMKM) cpeacTBa Kpuntorpaduyeckon 3awmtbl MHGopmauum (CK3U) Kpuntollpo CSP. [MaHenb
HacTpoikn Kpuntollpo CSP gocTynHa Kak OTAEsIbHbIA MYHKT B rpynne nporpamMm «Kpuntollpo» (MeHw
Myck = Mporpammbl), a Takxe M3 ocHacTtkm Kpuntollpo PKI, pacnonoxeHHOW B TOW e rpynne
nporpamMm «Kpuntolpo» (MeHio Myck = MporpamMmbl).

*;_31 DVD-ctyauns Windows

@ Internet Explorer (64-pazpagHbiit)

@ Internet Explorer admin
 Windows Media Center

@ Konnekuus ragxkeroe pabouero ctona JoxymerTbl
@ Mporpammel no ymMonyaxuio

@ Mpourpeieatens Windows Media
-4 Cpeactso npocmoTtpa XPS

%) ®akcol u ckannposanue Windows
{‘:'_] Llentp cbHoenenna Windows

Mzobpaxetrns

Mysbika

Komnbiote
. Astosarpyska P

.. Wrpoi
. Kpunto-lpo
|||@ Kpuntollpo CSP
W~ Kpuntollpo PKI

@] Ceprudurate! lMporpammei No ymMon4YaHuto
W~ Ynpaenenne nuuensuamu Kpuntollpo PKI

Manens ynpasnerns

YcrpoiicTea n npuHTEpSI

1 OBcnyxusarnune Cnpaeka u noagepxka
. CranpapTHble

Hazag

o v g | gre g
| 3asepiuenrne paboter | ¥

l r-':'uf*u r1pﬂ(_pm('(- u

Puc. 3. locTyn K OCHacTKe.

B ocHactke «YnpaBneHue nuueHsumsamu Kpuntollpo PKI», pacnonoxeHHoW B rpynne
nporpamMm «Kpuntollpo» (MeHio Myck = MporpaMmbl) OCYLLECTBASETCA BBOA JNLEH3MA U MPOCMOTP
JIMLEH3NOHHOM MHpOopMaummn 060 BCex ycTaHoBAEHHbIX npogykTtax 000 "KPUNTO-MPO".
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-
W~ Kpuntollpo PKI E@ﬂ

W Qaiin [efictewe Bwg OkHe Cnpaska

&= | 2Bl oz H=R 8

Pl YnpasneHne NUMLEHIHAMK

- & x

2 K Moo CSP Hazsanue Bepcun Muuensna Cpok geiictena

(2 KpunTelpo

i @ Kpunrolpe WinLegon 2 KpunTeMpo CSP 3.6.7155 Knwentckan u TL5-cepeep  Heorpanwnuen
%2 Kpunrolpo WinLogon @Kpunml’lpu WinLegon - Toneko KAMEHTCKER Heorpanuqen

Puc. 4. OcHacTka «YnpassieHue nuueHsnamm Kpunrtollpo PKI».

B ocHacTke «KpunTtollpo PKI», pacnonoxeHHon B rpynne nporpamm «Kpuntollpo» (MeHo Myck
= MporpamMmMmbl) B KOHTEKCTHOM MeHI0 nyHkTa Kpuntollpo CSP pocTtynHa KOHTponbHasa naHenb CK3U
Kpuntolpo CSP «CBoMcTBa: Kpuntolpo CSP» (cM. Puc. 5), KoTopasi COCTOMT U3 CEMU BKIaZ4OK:

e Obuwue;

e (ObopynoBaHue;
e CepBuc;

e be3onacHoOCTb;

e  [1OMONAHUTENEBHO;
e Anropwutmbl;

e WinLogon.
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2 Kpuntollpo CSP Iﬁ

| ANropuTHEl | BesonacHoCTE | Winlogon | HacTpoitki TLS
Obwme | ORopyaosaHue I CepBMc | LononHWTENEHD
Ill 4 KpunTollpo CSP Bepoua anpa CK3M: 3.6.5301KC1

Bepoua npoaykTa: 3.6.7152
Copyright (C) KPUMTO-NPO. 2000-2012

'E‘E' 23Ny CTUTh C NDaEaMM 3AMWHWCTDaTOoDa

NMueHsKA
CepuiiHBlT HoMep:  3636ATF0000ECTEACEDW 4

Enagenew |

OpraHKzawm9a; k

THM AMLUEHSMI: CSP u TLS-cepeep
CpoK QelCcTEMA: MacToAHHAA

[ BEOO NHMUEHZKMK ]

MNepean ycTaHoeka: 19.00,2012

Ak
BribepuTe A3bIK ANA 0ToOpEHEHWA OKOH [{WnnuaHMe CHCTEr ,]
CSP Balwei yYeTHON 3anMom:
BrifepuTe A3bIK ANA 0TOOpEHEHWMA OKOH Pyccruii
CSP nonbsoBaTenel, HE 3adaBWMx ASbIK
(YyMONYaHWe CUCTEMBI):
Ok ] [ OTMeHa MpUMEHKTE

L

Puc. 5. NMaHenb HaCTPOMKH

2.2. Obuwasn HacTponka CK3U

Bknagka O6wme naHenu ceonctB CK3UM Kpuntollpo CSP npegHasHadeHa Ans NpocMoTpa
MHdopMauum o Bepcun yctaHosneHHoro NO CK3U Kpuntollpo CSP n ans naMeHeHus sisbika oTobpakeHus
OKOH, BblAaBaeMblX KpMNTonpoBangepomM.

2.3. BBog cepmnHOro HoMepa fiMuUeH3nn Kpuntonposanaepa
«KpunTtollpo CSP>»

Mpwn ycraHoBke nporpammHoro obecneveHns Kpuntollpo CSP 6e3 BBOAa NMUEH3MN NONb30BaTeNtO
npenocTaBnsieTcsl JIMLEH3US C OrFpaHMYEHHbIM CpPOKOM aeicTteus. Ons mcnonb3oBaHus Kpuntollpo CSP
nocsie OKOH4YaHus 3Toro cpoka (cMm. Puc. 8) nonb3oBaTesib AOMXKEH BBECTUM CEpuUiiHbIi HOoMep C 6naHka
JlvueHsnn, nonyyeHHonm y opraHusauum-paspabotumka wAM  opraHMsauuu, UMerwen npasa
pacnpoCcTpaHeHns NpoAyKTa.

Onsa BBoga nuvueH3unm BbinonHuTe Myck = Mporpammbl = Kpuntollpo = YnpaBnexHue
nuuensnamn Kpuntollpo PKI. B ocHacTke Ynpasnenue nuueHsnamum Kpuntollpo PKI (cm. Puc. 4)
BblbepuTe NpOAYKT, NULEH3MI0O Ha KOTOPbIA Bbl xoTUTe BBeCTU. B KOHTEKCTHOM MeHi Bbibepute Bce
3apaum - BBectn cepuiiHbiii Homep. (cM. Puc. 6)
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L ™
w~ Kpuntollpo PKI E‘E‘g
W Qaiin  [feiictene  Bug  Owkdo  Cnpaeka EIE‘E‘

] |
= Kpuntollpo PKI Kpunrollpo CSP
4 ¥npaeneHue AULEHINANMN I—
l&.’_ KPH [ e —

0 32 Kpur Bee3agaun » ‘ BeecT cepuiiHEId HOMEp... I
@ KpunTel| Bug N )
[l pOK AEACTEMA ANUEH3MN: Heorpanuyen
Hosoe okHo oTchga 1N nuuenzim: Knnentckan n TLS-cepeep
epcuA npofykra: 3.6.7155
N Cnpaeka epcua KpunTorpaguyeckoro agpa (CK3M): KC1 3.6.5361

Bbl MosETE BBECTH HOBLIN CEPUIHBIN HOMER, NCNOALIYA COOTBETCTEYHILLYHO
KHOMKY H3 NAHENN MHCTPYMEHTOE WK KOHTEKCTHOE MEHID 4@HHOTO 3NEMEHTE,

[na ycTaHoeku AuLeHznoHHore (lic) daina eocnonesyiiTecs 3neMeHTOM
"¥npasneHne AMUERZAAMK,

Beecti HOBbIA cepuiiHBIl HOMED MULEHINN

Puc. 6. BBoa cepuitHOro Homepa.

Cuctema oTo6pasuT okHo «CBefleHUsl 0 Nosib3oBaTeNie», B KOTOPOM HEO6X0AMMO YKasaTb CBeAeHUN
0 nonb3oBaTesie, OpraHu3auuu, a TakKXe BBECTM CEepUHbIXN HoMep C 6naHka JimueHsum B
COOTBETCTBYHOLLME NoNs BBoAA (CM. Puc. 7).

rﬁ! Kpuntellpo CSP ﬁj

Ceenenun o nonL30Bartens

YKIHKATE (BEAEHWA O cebe,

MonbsoBaTenb:

OpraH1zauma;

CepuiiHBIA HoMEP:

Puc. 7. BBoa AaHHbIX JIMLEH3UN

Mocne BBoaa u HaxaTtua knasuwun OK npousoiriaeT Bo3BpaT K OCHACTKe YNpaBsieHne NULEH3USMU
KpunTtolpo PKI ¢ yka3aHHbIM TUMOM NTMLEH3UMN N CPOKOM ee aencteus (cm. Puc. 4).
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W OQaiin [deficteme Bwag OkHo Cnpaeka

o= HEHD 5

¥YnpasneHne NMLEHINAMK
& Kpuntolpo WinLogon
|||E Kpuntollpe CSP

Kpuntollpe CSP

Cpok geictena nugenziu: 07.09.2010 (nerek)

Tun Avuersum: KnvenTtokan, TLS-cepeep v gpaieep
Bepcua npogykra: 3.6.6426

Bepoua kpuntorpaduyeckoro agpa (CK3M): KC1 3.6.5358

Bl MOsETE BEECTH HOBBII CEpHITHBIR HOMER, MCNONE3YA COOTBETCTEYHOLLYHD KHOMKY Ha
NaHENN MHCTRYMEHTOB MWW KOHTEKCTHOE MEHHD JAHHOTC 3AEMEHTE,

na ycranosku nuuensnonHero (lic) ¢aifina eocnonesyiitece 3neMentom "Ynpasnenue
NUUEHZNAMBK",

Puc. 8. BpeMs feicTBUS NMLEH3UN UCTEKO.

2.4. Hactporka obopynosaHus CK3U

Bknagka O6opyaoBaHue KOHTposibHOW naHenn CK3W npeaHa3sHayeHa ans mM3MeHeHust Habopa
YCTPOWCTB XPaHEHMUS N CUMTbIBAHUS KOUYEBOW MHMOPMaUMK U AaTUMKOB CriydalHbix uncen (O4YC).

MNpeaycTaHOBNEHHbIMU SBAAKOTCS BCE CUYMTbIBATENW CMapT-KapT (M COOTBETCTBYHOLIME UM TUMbI
HOoCuTENen) U BCe AMCKOBOAbI CbeMHbIX AMCKOB, B ToM uucne flash-Hocutenn. B npouecce ycrtaHoBKu
KpunTonposanaepa MOXHO AOMNOSIHUTENbHO 3aperncTpMpoBaTh B CUCTEME cUnTbiBaTeNb «PeecTp».

{i# Ycranoska “"Kpuntollpo CSP™ o x|
Mocne AHWE NPUrOTOBEHUS K YCTAHOBKE NPOrpaMMbl

MporpamMMa roToBa K Ha4any YCTaHOBKH,

BeiGepuTe Tpebyemble BMENMOTEKH NoAAEPHKH (MOMHO HACTPOMTE NO3MKE):
[ 3aperucTpupoBaTe CYMTEIBaTENL "PeecTp”
[V 3aperucTpHpoBaTh CYMTHIBATEND CMAPT-KApT
[V 3aperncTpupoBaTh CYMTLIBATENE CHEMHBIX HOCHTENEH

™ Mcnonbsosate cnyskBy XpaHEHHA KNHOHEH (MOMHO HACTPOWTE NO3XeE)

HaxMuTe KHoNKY "¥CTaHOBMTE", Y4TobbI HAYaTh YCTAHOBKY.

Y1obbl NPOCMOTPETE MAM M3MEHWMTE NApaMETPL! YCTAHOBKH, HaMMMTE KHoNKy "Hasaa".
HammnTe KHonky "OTMEHa" ANA BbIXOAE W3 MPOrpaMbl.

Cycranoeats | Omwena |
B ncnonHeHun no yposHto 3awmtbl KC1 npeaycraHosneH bruonornuyeckuin JCH. B ncnonHeHmax no

ypoBHAM 3awmTbl KC2 n KC3 buonornyeckmin ACH nnm annapatHbidi ACH «Cobonb» MOXHO Ao6aBUTb B
rnpoLecce yCTaHOBKM KpunTonpoBanaepa.

< Hazaa

12
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{i¥ Ycranoska “Kpuntollpo CSP" o X|

MocnegHWe NPpUroToBEeHWs K ¥CTAHOBKE NPorpaMmbl

MporpamMMa roToBa K Ha4any YCTaHOBKH,

BeibepuTe Tpebyemble BMENMOTEKH NoAAEPHKH (MOMHO HACTPOMTE NO3MKE):

[ 3aperucTpupoBaTh CYMTHIBaTENL "PeecTp”
[V 3aperucTpHpoBaTh CYMTHIBATEND CMAPT-KApT
[V 3aperucTpHpoBaTh CHMTLIEATENE CHEMHBIX HOCHTENEH

[V 3apervcTpupoBaTh AATHMK ChyYakiHelx Yncen "Cobone”

[~ 3apervcTpHpoBaTh BHONOrMHYECKHI AGTHMK CNYYaHHBIX YMCEn (He PEKOMEHAYETCA)

HamuTe KHONKY "YCTaHoBHMTL", Y4ToDbl Ha4aTh YCTaHOBKY.

Y1obbl NPOCMOTPETE MAM M3MEHWMTE NApaMETPLl YCTAHOBKH, HaMMUTE KHoNKy "Hasaa".
HammnTe KHonky "OTMEHa" ANA BbIXOAE W3 NPOrpaMmbl.

<Hasaa | OTMeHa l

2.4.1. N3MeHeHne Habopa yCTPONCTB CHUTbIBAHMS KIHOUYEBOM MHGOpMaLnm
2.4.1.1. Ao6aBneHue cuntbiBaTens

Ona Toro, utobbl fobaBuTb cuuTbiBaTenb, BbinonHUTe Myck = Mporpammbl = Kpunrtollpo =
Kpuntollpo CSP. Ecnu akTuBHa ccCblka «3anyCcTuTb C npaBaMu agMuHucTpaTtopa» (cM. Puc. 5) TO
HaXMuTe e€ M nepenante Ha BkIagky O6opyaoBaHue. B naHenun HacTtpoikm obopyaoBaHus CK3U
Kpuntollpo CSP (cM. Puc. 9) HaxmuTe KHOMNKY HacTpouTb cuuTbiBaTeNu.
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i N
2 Kpuntollpo CSP ﬁ

ANropuTHEl | Be3onacHoCTE | Winlogon | HacTpoliku TLS
Obuyme | ObopyaosaHue | CepeMc | JononHUTeRsHD

CHATEIESTENM 33KPBITHIX KITHOYER

MozBonAeT AoBaErTE MK YOanuTe CHUTEIESTENKM
JAKPEITEIX KKOYER,

[ HaCTpouTh CHMTEIBETENM. . ]

JETUMKM CYYSAHEIX YI4CEN

ooiro o
oo MozsonseT 0oDEEMTE MM YAAMMTE AATHHKKM CTYYERHED

aroon HMCEN,

HactpouTte ACH...

THNbl KNHYEBLIX HOCUTENEN

?_'I MozeonseT gobaEMTE MM YAANMTE THMb! KIKOYEBEIX
¥ == -
le HOCUTENEeR,
HacTpoMTE THMEI HOCHTENEH, ..
OK ] [ OTmeHa MpUMEHKTE
. 4

Puc. 9. KoHTtponbHasa naHenb. Bknagka «O6opynosaHue»

Cucrtema oT06pasunT OKHO «YnpasneHune cuntbiBaTenamm» (cm. Puc. 10).
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E ¥npasneHUe CHUTBIEETENAMM I,i‘s-,l

CHMTLIBETENK

g 1
| ==
=

EL_FEIHDB.I'IEHI:I CnenyHoWKEe CHMTEIBEATEMM:

@ BCe CUMTLIESTENM CMADT-KEPT
ﬁﬁce ChEMHBIE AMCKW
IF PeecTp
AobaeuTh... ] | ¥OanuTb | | CEOMCTES

DK | | OTmena

b

Puc. 10. OKkHO «¥YnpaBJjieHue CUUTbIBaTeIAMN>»

Ona Toro utobbl Kpuntollpo CSP 3.6.1 caenano AOCTYMNHbIM UCMOJ/Ib30BaHME HOBOMO CUYUTbLIBaTENS,
HaXXMuTe KHonky [lo6aBuTb. MponsonaeTt 3anyck Mactepa yctaHOBKKM cuuTbiBaTtens (cM. Puc. 11). B okHe
MacTepa YCTaHOBKMU HaxXMunTe KHonKy [fanee.

,
IE Macrep ycranosxu cunTeisatens ' [i_h,l

MECTEFI YCTAaHOBKKM CHMTbIBATENA
e

_—

‘i

MEIDTE.'FI Y¥CTAGHOBKK NOMOracT BRINONHMTE YCTIHOBKY M
HACTPORKY CUMTLIEATENR KMIOYEBLE HOCHTENEA.

Utofibl APMCTYIMTE K YCTAHOBKE, HEMKUTE kHonky " Hdanee”.

Puc. 11. 3anyck MacTtepa yCTaHOBKMW CUYMUTbIBaTenNs
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Cuctema oto6pasuT okHO «Bbibop cuuTbiBaTens» (cM. Puc. 12). Ansa Toro 4tobbl Mcnonb3oBaTb
cunTbiBaTeNb, BXOAAWMNN B cocTaB auctpnbytnesa CK3UW Kpuntollpo CSP, B 3TOM OKkHe BbibepuTe 13 cnucka
CuUMTbIBaTeNb, KOTOPbLIV cneayeT A06aBUTb, 1 HaXXMuTe KHOMKy [Aanee.

E MacTep ycTAHOEKW CUWTBIEATENA

Boibop cCuMTHEaATENA
KaKol cCYMTRIBEETENE HEOGXKDOMMO YCTEHOEMTE 7

BriSepTe CYMTLIBETENE, KOTOPRIA CNEeayeT N0G3EBWTE, M HEXMATE KHomky ' danes”.

[MNpowzBooMTENM: NocTyNHBIE CYATRIBITENM:
€9Dalos 0514105
Crypto-Pro Lid. @ Dallas (DS5057E)
Kormnanua Kpunto-Mpo @ Dallas (D55057L)
@ Gemplus USE SmartCard Reader 0
3 Mcopn
ﬁ Muckoson A
] -
< Hazag ][ Hanee > J [ Cimaeta

Puc. 12. OkHo «BbI60p cuuTbiBaTens »

B 3aBMCcMMOCTM OT BbI6paHHOro cuuTbIBaTENs MOXET noTpeboBaTbCsl BbIOOP CoeaMHEHUS ANS 3TOro
ycTporicTBa. Toraa cucrtema otobpasut okHO «Bblbop coeamHeHuns» (cM. Puc. 13). B 3ToM OokHe BbibepuTte
COeAMHEHME ANS CYMTbIBATENS M HAXMUTE KHOMKy Oanee.

E MacTep ycTaHOEKW CHWTBIBATENRA

Boibop coemAHEHWMA
TpefyeTcA BRIGpaTE COEAMHEHWE ANA 3TOMO YCTROACTES

BrifepyTe coegMHEHWE, KOTOPOE CNEAYET MCNONES0ESTE ANA AGHHOMD COEQMHEHHA.
Yrobkl MpoaonxTs YCTEHOBKY NOCNE COEMMHEHWA, HaxmMiTe KHonky " anee”.

LpcTynHele coegMHEHNA:

LFT1

LPT2

< Hazag ][ Oanee > ] [ Cimaeta

Puc. 13. OkHO «Bbl6op cunTbiBaTens »
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Cuctema oTobpasut okHO «WMsa cumTbiBaTens» (cMm. Puc. 14). B 3TOM OKHe BBeaUTe WMS
BbI6paHHOro CcYMTbLIBATENS N HaXMUTe KHOMKy [fanee.

-
E MacTep ycTanoekM cUMTLIBEATENR ‘

Wrmn cumTeeaTens
TpefyeTcA HASHAYMTE MMA ANA 3TOMD CYMTLIBATENA

MoskHo mufio BEECTW XENaeMoe MMA ANA 3TOrD CYUMTEIBATENA, MME0 MCNONES0EaTE
NPEANOXEHHOE HIKE MMA. Y7086l NpoooM*MTE YCTAHOBKY Nocne BeIGopa MMEHW,
HasranTe KHomky " anee".

HMH CUYHMTRIEATENRA:

< Hasan |[ Danee = ] | CmaeHa |

Puc. 14. OkHO «NMA cunTbiBaTensa>»

Cucrtema oTobpas3nT oKHO «3aBeplieHue paboTbl MacTepa yCTaHOBKW cumTbiBaTensa» (cM. Puc. 15).
BHMMaTenbHO NpoYMTailTe TEKCT B 3TOM OKHe, HaxMmmte B HeM kHonky FOTOBO v nepesarpysute
KOMMblOTEpP, €cnum 310 TpebyeTcs.

.
E MacTep ycTanoekM cUMTLIBEATENR ‘ LEJ

JaBpepuweHne paboTel MacTepa
YCTAaHOBKW CHUThIBATENA

BrifpanHelt Bamu cunTeiEaTens TpedyeT AononHMTE NEHOR
YCTEHOBKW OpafBepa yCTpoWCTES OT NPOMSE0AMTENA
AAHHOrD yoTpoRcTea. Bel MoXeTe NonywTe 3TW OpafEspel
Ha eeb-cepeepe KomnaH KpunTo-lpo no agpecy

hittp:# fwwew cryptopro nu/cryptoproproducts/csp/readers him.

Urobkl 33KOHYMTE YCTEHOBKY CHMTLIBATENA, HEXMUTE
kHonky “ToToso”.

MNocne saBepleHWA YCTEHOBKM DEKOMEHOYETCR
MEFEIAMPY3INTh komnetoTEp.

HaxranTe kHonky "Hasan', ecnm TpefiyeTCA MSMEHWTE
MapEMETPE! YCTAHOEKM,

< Hazan || lotos0 1 | Ommena

Puc. 15. 3aBeplueHMe MacTepa YCTAaHOBKU CUMTbIBaTens
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[

NMpuMeuaHue. lMeeTcs BO3MOXHOCTb YCTaHOBKW J[panBepoB
CTOPOHHUX  npou3sBoauTenen, obecneumBarowme  B3auMMoAENCTBUE
KpunTtolpo CSP c annapaTHOM 4acTblo B Cllyvyae, eC/ii OHM He BXOAST B
coctaB  auctpubytmsa CK3W. [Ons  wXx  yCTaHOBKM  cneayer
BOCMOJ1b30BaTbCS nporpaMmmom yCTaHOBKM, nocrasssieMon
Npou3BOANTENSAMU Takmx ycTpoihcTB. Hanpumep, ecnn Kpuntollpo CSP
yXe YCTaHOBJIEHO, M HYXHO WCMOsb30BaTb HOBble YCTPOWCTBA,
HeobxoaAnMO YyCTaHOBUTb NOAAEPXUBalOWMe ApalriBepa u Apyrme mMoaynum
OT Npou3sBoAnNTEeNen 3TUX YCTPOMUCTB.

2.4.1.2.

Onsa TOro 4rtobbl

CYUTbIBaTEeNN.

YapaneHuve cuutbiBaTens

caenaTtb HeAOCTYMHbIM MWCMO/b30BaHME cuuTbiBaTens, BbinoaHuTe Myck =
Mporpammbl = Kpuntollpo = Kpuntollpo CSP. Ecnn akTmBHa ccbiika «3anycTuTb C NpaBamMu
aaMuHucTpatopa» (cM. Puc. 5) To HaxMmuTe eé€ u nepenguTte Ha BKkNaaky O6opypaoBaHue. B naHenn
HacTpoikn obopyaoBaHua CK3WM Kpuntollpo CSP (cMm. Puc. 9) Haxmute kHonky HacrtpounTb

Cucrtema oTo6pasuT OKHO «YnpasseHue cuuTbiBaTensamm» (cM. Puc. 10). Boibepute cumntbiBaTEND,
KOTOpbIV TpebyeTcs caenaTb HEAOCTYMHbLIM, U HAXXMUTE KHOMKY YAaNUTb.

Cunctema oTtobpasut okHO «[lloaTBepxaeHWe Ha yaaneHue cumTbiBaTtens» (cM. Puc. 16). Haxmute
kKHonky Aa. CunTbiBaTenb 6yaeT yaaneH.

r N
E MNogTeepxasHWe Ha YOANEHWE CHMTHIEATENR l" I

Bel gefcTEMTENEHD XOTWTE YA3NWTE cHMTeIBaTENE: Dallas (D51410E),
LPT1?

da | [ Het

e

Puc. 16. OkHo «lMoaTBepxAeHne Ha yaaneHne cYMTbiBaTens »

2.4.1.3.

NMpocMOTp CBOWCTB CUnTbIBaTeNs

Onsa Toro, 4tobbl MPOCMOTPETb CBOMCTBa cuuTbiBaTENS, BbinonHute Myck = MporpaMmbl =
Kpuntollpo = Kpuntollpo CSP u nepeigute Ha Bknaaky O6opyaoBaHue. B naHenn HacTponku
o6opynoBaHusa CK3W Kpuntollpo CSP (cM. Puc. 9) HaxMmuTe kHonky HacTpouTb cuuTbiBaTenm.

CncteMa oTo6pa3nT OKHO «YrpaBrieHne cuuTbiBaTensMn» (cM. Puc. 10). Boibepute cumntbiBaTens,
CBOICTBa KOTOPOro TpebyeTcsi MPOCMOTPETh, U HaXMUTe KHoNky CBOMCTBA.

Cunctema otobpa3snt okHo «CBolcTBa: MMs cunTbiBaTens» (cM. Puc. 17), B KoTopoM oTob6paxkaeTcs
cnpaBoyYHas nHdbopMaumsa o BbIGpaHHOM cuuMTbIBaTENE, B TOM YMUCAE, U AAHHbIE O COCTOSIHUM YCTPOMCTBA.
Mocne NnpocMoTpa CBONCTB CUMTbIBaTENS HaxXxMuTe kHoMNKy OK.

18
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2]

E Peectp

BubnmoTexa CoONpAAEHMA!

CocToAHWE! MoaknYeHsl
MzroToBuTENL: KomMnaHua Kpuntodpo
Bepoma: 3.6.4299.0

CUMTEIEATENE MHDOPMELAN U3 PESCTPA.

[ Ok ][ OTHeHa ]

Puc. 17. OkHo «CBOMCTBA: UMA CUMTbIBaTesN S »

2.4.2. N3MeHeHne Habopa yCTPONCTB XpaHeHUSs KtoveBon MHdopMaumnm

2.4.2.1. Jo6aBneHune Hocutens

Onsa Ttoro 4tobbl caenaTtb AOCTYMHbIM HOCUTENb KK4YeBOM MHGopMaumu, BbinonHute Myck =
Mporpammbl = Kpuntolpo = Kpuntollpo CSP. Ecnn aktmBHa ccCbika «3anyCcTuTb C MNpaBamMu
aaMuHucTpatopa» (cM. Puc. 5) To HaxmuTe eé€ M nepenamTte Ha Bklaaky O6opypaoBaHue. B naHenn
HacTponkn obopyposaHus CK3W Kpuntollpo CSP (cM. Puc. 9) Haxmute KHOMKy HacTtpouTb Tunbl

HOCUTeneMn.

CuncteMa oTo6pasunT OKHO «YnpaBneHue Kt4YeBbIMKM HocuTenamm» (cMm. Puc. 18).
Hocutenn Maructpa, Maructpa C6epbaHk/BGS, Ockap,

cMmapTkapTamn. Hocutenun tvna Rutoken n eToken ssnstoTtca USB-knouamu.

Ockap CSP 2.0,

PUK aBnsatoTcs
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|2 ¥npasneHue KNHOYEBHIMKM HOCHTENAMM I,i‘s-,l

K.noYeBkIE HOCUTENW

=
(==
==

YcTaHoEneHs! CNENYHOLWKWE KNEDHYEERIE HOCUMTERNM!

a_f.ﬁ.ﬂ'uena IDProtect (F) -
IPOT INPASPOT
IPOT INPASPOT1
IPOT INPASPOTZ
f JaCarta

# JaCarta LT
i Rutoken
#F RutokenECP i

m

[ﬂnEaBMTb... ] | ¥aaniTe | | CeoMCTEa

Ok | | OTMeHa

LS

Puc. 18. OkHO «YnpaBJsieHMe KJ1Il04eBbIMU HOCUTEIAMU »

Onsa Toro utobbl caenaTtb AOCTYMHbLIM KAKOYEBOM HOCUTENb, HaXMmuTe KHOMKy Jlo6aBuUTb.
Mpounsonaet 3anyck Mactepa ycTaHOBKM KntouyeBoro Hocutenst (cM. Puc. 19). B okHe MacTepa yCTaHOBKMU

HaXXMuTe KHoNKy danee.

MacTep ¥CTAaHOBKK KNHOYEBOro HOCHTENA xI

MECTEP YCTaHOBKW KNHOYEEBOro
= HOCWUTENA
————

e

M acTep YCTaHOBKM NOMOrAET BEINOAHHTE YCTAHOEKY M
HACTPOMEY KENHYEERRY HOCHTENEEH,

HTolkl NpHCTYNMTE K YoTaHoBKE, HaskrTe kHonky ' Nanes'

< Hazan I DNanee » I OtreHa

Puc. 19. 3anyck MacTepa YCTaHOBKM KJ/1IOUEBOro HOCUTENs
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Cuctema otobpasnt okHo «Bbibop kntouveBoro Hocutensa» (cMm. Puc. 20). B 3ToM okHe Bbibepute
K/1I04EBOW HOCUTENb, KOTOPbIA CreayeT caenatb AOCTYMHbIM, U HAXMUTE KHoNKy danee.

E MacTep ycTaHOBKK KAHYEEOTD HOCUTENRA

Bwfiop kmouesoro HocHTENA
Karoit kniouesoll HoCWTENE HEODKDMAMO YCTaHOBWTE 7

BrifepiTe KNHYEB0A HOCWTENE, KOTOPLIA cneayeT AofaBuTs, M HaxmMWTe kHonky “[anse".

MporsEomMTENM: ocTynHbIE KNIOYEBEIE HOCUTEMA:

€¥0s19% -

Charismathics GmbH & MPCOSEMY I

Kormnanua Kpunto-Mpo # cha CARDOS V4.3B E
& cha JCOP 21 il
& Marwctpa
B Marwctpa CoepBank/BGS il
[ = i W

< Haszan ][ Danee = J [ CmaeHa

Puc. 20. OkHO «Bbl6op KNOUYEBOro HocuTena »

Cucrtema otobpasut OkHO «MMsa ki4deBoro Hocutens» (cMm. Puc. 21). B 3TOM OKHe BBeAUTE UMS
BbI6paHHOro HoCUTENA U HaXxXMuTe KHonky Aanee.

E MacTep yCTaHOBKM KAHYEEOTo HOCUTENA

HMmn KmouyeBoro HOCUTENR
TpefyeTCcA HASHAYMTE MMA ONA 3TOMD KNDYEB0ra HOCKTENA

MooxHo nufio BEECTW XENSEMOE WMA ANA 3TOM0 KNHYEB0ro HOCWTENA, G0
MCMONb30EATE NPEANIKEHHDE HIKE MMA. YToBkl NpoooMyMTE YCTAHOBKY NoCne
BbIGODE MMEHI, HakmuTe kHonky " Janee".

MrA knioyesoro HocuTENA:
MPCOSEMY|

< Hazag ][ Hanee > J [ Cimaeta

Puc. 21. OkHO «AMA KNOYEeBOro HocuTena »
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Cuctema MoxeT oTo6pasnTb AOMNOMHUTENbHbIE OKHA B 3aBMCUMOCTM OT TUMA KIIHOYEBOr0 HOCUTENS,
Tak ana MPCOS/EMV 6yneTt oTtobpaxeHo okHO «Pa3smeTka kapTbl» (CM. Puc. 22). B 3TOM OKHe yKaxuTte
pasMeTKy KapTbl U HaXXMUTe KHOMNKy [fanee.

or

E MacTep yCTaHOBKM KAHYEEOTo HOCUTENA

Kaxan pasmenca KapT 7
YCTAHOBWMTE NEpaMETDR! PESMETKM KapTel

ATR: [IB2AD0EDERA201010100720641

Macsca: FFFFFFFFFFFFFFFFEFO0FFFFFD
Mpunoxkenwe CPCSP

< Hazag |[ Oanee = ] | Cimaeta

Puc. 22. OkHO «Pa3MeTka KapTbl>»

Cuctema otobpasnT OKHO «3aBeplleHne paboTbl MacTepa YCTaHOBKW KHOUYEBOro HocuUTens» (CM.
Puc. 23). HaxxmuTe B HeM KHonky NoToBo.

.
E MacTep ycTaHoEKM KAKIYEEOTC HOCWTENR ‘ LEJ

JaBpepuweHne paboTel MacTepa
YCTAHOBKMW KIKOYEBOro HOCHUTENSA

Urobkl 33K0HYMTE YCTAHOEKY KNHDYSE0rD HOCHTENA,
HaxmMuTe KHonky "ToToBa™.

HaxranTe kHonky "Hasan', ecnm TpefyeTcA MSMEHWTE
MapaMeTpel YoTAHOBKM,

< Hazan || lotoB0 1 | Ommena

Puc. 23. BaBepl.ueHMe MacTepa YCTaHOBKM KJ1l0O4YEeBOro Hocurtens
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2.4.2.2. YaaneHue KJloMeBOro Hocurtens

Onsa Toro utobbl caenaTb HEAOCTYMHbLIM KNOYEBOW HOCUTENb, BbiNonHUTe Myck = MporpamMmbl =
Kpuntollpo = Kpuntollpo CSP. Ecnn akTuBHa ccbiika «3anycTuTb C npaBaMu aaMuHUCTpaTopa» (CM.
Puc. 5) To HaxmMuTe e€ 1 nepenaute Ha BklaaKky O6opyaosaHue. B naHenn HacTtpoikun obopyaosaHus
CK3U KpunTtolpo CSP (cM. Puc. 9) Haxmnte KHOMKy HacTpouTb TUNbI HOCUTENIEN.

Cuctema 0T106pa3uT OKHO «YnpaBreHue K4eBbiMU HocuTensmu» (cM. Puc. 18). Boibepute
KJTIOYEBOW HOCUTENb, KOTOPbIV TpebyeTcs yaannTb, U HAXMUTE KHOMKY YAanuThb.

CnctemMa oTtobpasunt OKHO «lloaTBEpXAEHUE Ha yAaneHue Kw4yeBoro Hocutens» (cMm. Puc. 24).
HaxmuTte kHonky Aa. KnouyeBon CTaHET HeAOCTYMHbIM.

i N
E MoaTeepxasHWe HA yAaneHWe KNDNEECTO HOCUTENR I‘ ]

! . Bl geficTEnTENEHD XOTUTE YANWTE KAHOYEBCH HoouTens: MPCOSEMY?

da | [ Her

e

Puc. 24. OkHo «lMoaTBepkAeHne Ha yaaNieHue K/1I04eBOro HocuTens »

2.4.2.3. MpocMoOTp CBOMCTB K/IIOUEBOIro HocuTens

Onsa Toro 4tobbl NPOCMOTPETH CBOMCTBA KOUEBOro HocuTens, BbinonHmTe NMyck = MporpaMmel
= Kpuntollpo = Kpuntollpo CSP v nepeingute Ha Bknaaky O6opyaoBaHue. B naHenun HacTpoOMKM
o6opyanoBaHus CK3WN Kpuntolpo CSP (cM. Puc. 9) HaxmuTe KHonky HacTpouTtb HOCUTenwu.

Cnctema oT06pa3suMT OKHO <«YMpaB/ieHWEe K/4YeBbIMU HocuTenamm» (cM. Puc. 18). Bbibepute
KJTIOYEBOWM HOCUTESb, CBOMCTBA KOTOPOro TpebyeTcsl MPOCMOTPETb, U HaXXMUTe KHOMKy CBOMCTBA.

CnctemMa otobpa3ut okHo «CsoicTtBa: MmMsa Hocutenss» (cMm. Puc. 25), B KOoTopoM oTobpakaeTcs
cnpaBo4yHas MHGOpMauMs O BbIBpaHHOM K/KOYEBOM HOCUTENEe, B TOM YWUCIE, WU AaHHble O COCTOSHUM
ycTpolicTBa. ocne NpocMoTpa CBOMCTB KKOYEBOIr0 HOCUMTENS HaXMuTe kKHonky OK.
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g mPcosemy ==

MPCOSEMY

BubnmoTexa CoONpAAEHMA!

CocToAHWE! MoaknYeHsl
MzroToBuTENL: KomMnaHua Kpuntodpo
Bepoma: 3.6.4293.0

[ Ok ][ OTHeHa ]

Puc. 25. OkHO «CBoOMCTBa: UMA HOCUTENs »

2.4.3. HacTponka aatumkoB cny4danHbix umncen (ACH)
2.4.3.1. Ao6asnenune ACY

Mpn HacTtporike AOCH wn 3arpyske AuHaMuyeckmx 6mMbnanotek [AOMKHO 6bITb YCTAHOBJIEHO
nporpamMMHoe obecrevyeHne, COOTBETCTBYHLLEE anmnapaTHoMy cpeacTBy. [MoakntoueHne [ACH [0/mKHO
COOTBETCTBOBATbL YCTAHOBKAM NpOrpaMMHo-annapaTHOro KoMnnekca.

Onga Toro utobbl gobasutb ACH, BbinonHuTe Myck = Mporpammbl = Kpuntolpo = Kpuntolpo
CSP. Ecnn aKkTMBHa ccbllka «3anycTuTb C NpaBaMu aaMuHucTpatopa» (cM. Puc. 5) To HaxmuTe €é un
nepenauTe Ha Bklaaky O6opyaoBaHue. B naHenn HacTpolikn obopyaosaHus CK3U Kpuntollpo CSP (cm.
Puc. 9) Haxmunte kHonky Hactpoutb [CH.

Cucrtema oT06pasunT OKHO «YNpasfeHne gatynkamm criydyamHbix yncen» (cM. Puc. 26).
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P N
E ¥npasnseHWe JaTUMKAMK CTYHYERHBIX YMcen [iE-J

AETUMRM CYYSAHEI Y4CEN

i

EL_FEIHDB.I'IEHI:I CnenyiWwMe 0aTHKK r_nyqaﬁHblx H{ceEn:

LobaeuTh... | | ¥OanuTb | | CEOMCTES

b

Puc. 26. OKHO «YnpaB/ieHMe AaTYMKaMM CllydyarHbIX Yyncen>»

Ona Toro uytobbl pobasutb ACH, HaxmuTe KHonMKy J[o6aBuTtb. [pousongeTr 3anyck MacTtepa
ycTaHoBku [CH (cM. Puc. 27). B okHe MacTepa yCTaHOBKM HaXMUTe KHonky [anee.

MacTep ycraHoskd AC4H E[

- MacTep ycTaHoBku ACH
S

MacTep yoTaHOBKM NOMAr3ET BRINOAHWTE YoT aHOEKY W
HACTPOMAKY AATYHMEOE CY4afHER wcen [JCH]

HTofikl APMCTYAWTE K UCTAHOBKS, HaskKTE EHoMkY " Janee"

< Hazan

OTtieHa |

Puc. 27. 3anyck Macrtepa ycraHoBku [1CH

Cucrtema otobpasnt okHO «Bbibop ACY» (cMm. Puc. 28). B 3ToM OKkHe BblibepuTe AaTtumnK CryyamHbIX
uuncen, KoTopbin cneayet Ao6aBuTb M HAXMUTE KHOMKY fanee.
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i T

[l Macrep ycranossw [ICY

BwiGop ICY
Karoin OCY Heofxompimo yoTaHoBWT: 7
Brifepwte JCH, koTopeii cneayeT noGaBWMTE, M HaxMUTE kKHonky “[lanes”.
MpowseomaTena: LoctynHee OCH:
(Bce npovssomaTEmA) iﬁ ANmMO3 OcH
Komnarma KPUNTO-MPO 3 Mopn
000 Pupma "LAHkan” Buonormueciuwid JCY
Kpuntolpo WMexoarert Matepuwan
i! CoBone
[ < Hasan ][ Hanee = ] [ Omaena

Puc. 28. OkHO «Bbi6op ACY>»

Cucrtema otobpasut okHo «Wma AOCH» (cMm. Puc. 29). B 3ToM OKHe BBeAMTE WMSA Bbl6paHHOro
AaTuMKa CnydamHbIX YMCEN N HAaXMUTE KHOMKy [anee.

r

2 Macrep ycranoesxa [ICH

Hram ICY
TpefyeTcA HESHEYTE MMA anA 3Toro JCY

MoxHo nubio eeecTi xenaemoe umA anA storo JCH, nubo wenonesoeate
NpeanokEHHoE HAXE MMA. YTobbl NpoaoMEKTE YCTAHOBKY NOCNE BhIGOpE MMEHA,
HaranTe kHonky “danes”.

N Mrar OCH:

< Haszan ][ Danee > ] [ Omena ]

b JE— 4

Puc. 29. OkHOo «Uma ACY»

Cucrtema oTto6pasuT OKHO «3aBeplueHne paboTbl Mactepa ycraHoBku ACY» (cm. Puc. 30). Haxmute B
HeM KHornky FOTOBO 1 nepesarpysuTe KOMMbIOTEP.
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MacTep ycTaHoexkH ACY E[

3aeepleHue paboTkl MAcTepa
yeTaHosku ACH

Hrobel sakoHuuTe yoranoeky JCH, HammuTe kHOMKY
"MoToea'.

MNocne saBeplIeHUA YCTAHOBKM PEKOMEHIYETCA
MNEPE3AMPH3INMTE kornewTEp.

HastaTe kHoNkY "Hasan", ecnd TpeayeTcA WEMEHUTE
NaparAET phl YCTSHOEK M,

OrtaeHa |

< Hazan

Puc. 30. 3aBepwieHne Mmacrepa ycraHoBku [1CH

2.4.3.2. Ypanenue ACH

Ong Toro ytobbl yaanute ACH, BeinonHnte Myck = Mporpammbl = Kpuntollpo = Kpuntolpo
CSP. Ecnn aKkTMBHa CCbllka «3anyCcTuTb C nNpaBaMu aaMuHucTpatopa» (cMm. Puc. 5) 1O HaxmuTe €€ un
nepenauTe Ha Bklaaky O6opyaoBaHue. B naHenn HacTpolikn obopyaosaHus CK3W Kpuntollpo CSP (cM.
Puc. 9) HaxxmnTe kHonky Hactpoutb [ CH.

Cucrtema oTtobpasuT OKHO «YMpaBneHue AaTymkaMu ciydanHblX ymcen» (cM. Puc. 26). Boibepute
AaTUMK, KOTOpbIN TpebyeTcsa yaanuTb U HaXMUTE KHOMKY YAanuTb.

Cucrtema oTobpasnT okHO «lloaTBepXAeHWE Ha yAaneHue AaTynka ciydamHbix umcen» (cMm. Puc.
31). HaxmMuTe kHonky Aa. [aTtuuk cnyyainHbix umcen 6yaeT yaaneH.

MoaTBEp K AEHWE Ha ¥ AaNEHME A aTUMKa CAYYarHbIX Y1cen ] X]

) E Bbl ABACTEMTENEHO XOTHTE YASNMTE A3THHK CRYYaiHbIX Yrcen: Kpuntolpo McxoaHeIr MaTepran?
.

da |

Puc. 31. OkHo «lMoaTBep>xaeHne Ha ypaneHue [ACY»

2.4.3.3. MpocmoTp ceBoiicTB ACH

[Onga Toro 4tobbl NnpocMoTpeTh ceolicTea ACH, BbinonHuTe Myck = Mporpammbl = Kpuntollpo =
KpunTtollpo CSP 1 nepenaute Ha BkNaaky Ob6opyaoBaHue. B naHenwu Hactpolikm obopyposaHusa CK3U
Kpuntolpo CSP (cM. Puc. 9) HaxmuTe kHONKy HacTtpoutb ACH.

Cucrtema oTtobpasuT OKHO «YMpaBneHue gaTymkamu cnydamrHblx ymcen» (cM. Puc. 26). Boibepute
[laTumnK, CBOMCTBA KOTOPOro TpebyeTcs NPOCMOTPETh, U HaXMUTe kKHonky CBOMCTBA.

Cuctema otobpasut okHO «CsoicTtBa: Mma [AOCY» (cMm. Puc. 32), B KoTOopoM oOTO6paxaeTtcs
cnpaBoYHas MHdopMaums 0 BbiIBpaHHOM AaTuMKe CrydalHbIX YMcen, B TOM YMUCNe U AaHHble O COCTOSIHUM
ycTpowncTtea. NMocne npocmoTtpa ceomnctB ACH HaxMuTte kHonky OK.
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i Buonorvueckni ACY I&
Obwme |

Buonorugeckqid JCY,

BubnmoTexa CONPAAKEHMA:

CocToAHKE: MoaknoyeHs!
MaroToBMTENE: KamMnanua KPHUMTO-TIPO
Bepoma: 3.6.9436.0
[ 0K ]I OTMeHa
5 ]

Puc. 32. OkHOo «CBo#cTBa: ums ACY»

MpuMmeuyaHune. Ecnn B CK3M HacTpoeHO HECKOSIbKO AaTuyMKOB
ClydamHbIX 4ucen, TO nNpu  GOPMUPOBAHUM UCXOAHOW  KHOYEBOM
nHdopmaunn 6yaet wucnonb3oeaTtbca OCH, HaxoAsaWMNCA B CNuUCKe
ycTaHoBneHHbix [CY B camolii BepxHelh cTpoke, ecnam [OCY He
ycTaHoBneH, To 6yaet ncnonb3osaH cneagyownii n 1.4. Hanpumep, ecnm
YCT@aHOBNEHO JABa JAaTyvMka ChydyanHbiXx uucen - bBuoACH wn [ACH
DONeKTpoHHOro 3amka «Cobonb», OHWM HaxoAATCA B COCTOSHUM —

L._._Jl «MOAK/OUEH» U B BEPXHEN CTpOKe CMuCKa AaT4YMKOB C/lydamHbIX yuncen
ykaszaH [CY DnektpoHHOro 3amka «Cobonb, TO ¢dopMmMpoBaHue
NCXOAHOM KYeBoM wuHbopmaumn 6yaer ocywecTBnaTbCcs Ha [ACH
OneKkTpoHHoro 3aMka «Cobonb». [Ans wcnonb3oBaHus bBunoCH,

Heo6xoAMMO C MOMOLBbI KHOMOK J J nepeMecTtnTb €ro Ha

BEPXHIOK NO3NLUIO B CNUNCKE.

2.5. PaboTta c KoHTenHepaMn n ceptTudmkaTamm

Bknagka CepBuc KoHTposbHOM naHenu CK3W Kpuntollpo CSP npegHasHadeHa ANns BbINOSIHEHUS
cneaylowmx onepaummn:

. KonunpoBaHue n yganeHune 3akpbITOrO KaK4a, HaxoasWwerocs B CyLWeCcTBYOLWEM KOHTeVIHepe;

o TectnpoBaHme (nposepka paboTocrnocobHOCTN) M oTo6paXkeHMe CBOWCTB Kitoda (Kaw4en) u
ceptudukarta (cepTmdnKaToB) B CYLLECTBYIOLWEM KOHTEHEpPE;

[ [MpocMOoTp U ycTaHOBKa CepTM(bMKaTa, Haxogduweroca B CylWeCcTByrLWEM KOHTeﬁHepe
3aKpbITOro Kjar4a Ha HOCUTENE,

) OcylecTBiieHMe CBSA3KM MexXAay CYLLeCTBYHLWUM cepTudukaTom us danna n CywecTBYLWUM
KOHTENHEPOM 3aKpbITOr0 Ko4a Ha HocuTene;

. N3MeHeHVe n yaaneHne coxpaHeHHbix naposnei (PIN-koaoB) AOCTyna K HOCUTENAM 3aKpbITbIX
KNo4en;

) Ounctka wHPOpPMauUMM O paHee UCMNOoSb30BaHHbIX CbEMHbIX HOCUTENAX, Ha KOTOPbIX
pacrnofnaranmcb KOHTEMHEPbI 3aKPbITbIX KIOYEN.

28



XKTAN.00050-03 90 03. Kpuntollpo CSP. VIHCTPpYKUMSA NO UCMNOSIb30BaHUIO

2.5.1.

TecTnpoBaHue, KONMMPOBaAHME U yaaneHne KoHTenHepa

3aKpbITOro Ksiro4a

2.5.1.1.

TecTupoBaHue KOHTEIHepa 3aKpbITOro KJwua

Ona Toro utobbl NnpoBecTn TecT paboToCnOCOBHOCTU KOHTEMHepa 3aKpbITOro Kjk4a, BbINOSHUTE
Myck = Mporpammbl = Kpuntolpo = Kpuntolpo CSP n nepeliante Ha Bknagky CepBuc (cMm. Puc.
33). Haxmute kHonky MpoTecTtupoBaTthb.

L

2 Kpunrollpo CSP

=

ANrOpHTMEI | Be30nacHoCTh | Winlogon | HacTpoiikiy TLS

Obwyme I ORopyaoBaHueE | Cepeuc | AononHATEREHD

KOHTEMHED ZEKPEITOMD KNKDYa

3TH MACTEPA NO3BONAKDT NPOTECTMPOBATE, CKOMMPOBETL MK
¥yaoanuTe KIIIHTEI:1HE|:I 3J3KPBITOrD KNoYa C HOCMTERA.

[npOTECI'HpOEFETI:-...J [ CronupoBaThb... ] [ ¥aanuTs. ..

CepTUDMKaTEI B KOHTEAHEDE 38KPEITOMD KNKDYa

ITOT MACTED NOZEONAST MPOCMOTPETE CENTMGBMKETEI, HEXOOALMECA
B KOHTEAHEDE 3EKPEITOMD KMNKIYE, M YCTAHOBMTE MX B XPEHUMMULE
CEPTUMKATOR,

[ MpocHMOTPETE CEPTMRMKETEI B KOHTEAHEDE. ..

MU4HBIA cepTdMKaT

ITOT MECTED NO3E0NAET CBASATE CEPTMHMKAT 13 daina c
KOHTEHHEPOM 3AKPLITOMD KNKIYa, YCTAHOBME 3TOT CepTURMKET B
MPEHWUMMLLE,

[ ¥CTEHOBUTE NAYHEIA CEPTHMgMKET. .. ]

Mapony 3arpeIThIX KNoqei

3TH MECTEDE NOE0NAKT MSMEHEHUTE Naponi (TMH-koab!) 3aKpeITEIX
KMHOYER MK YASMMTE 38N0MHEHHEIE PEHEE MNEpani,

WzmeHuTE naponb... ] [ ¥AanuTe 3anoMHEHHEIE napon... ]

[ OK ][ OTMeEHE ] MpUMEHIT!

Puc. 33. KoHTponbHasi naHenb. Bknagka «CepBuc>»

CnctemMa oTo6pasunT OKHO «TeCTupoBaHmMe KOHTenHepa 3aKpbIToro kato4da» (cM. Puc. 34).
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r — — —_— =
E TecTuposaHWe KOHTERHEDE 3AKPLITOMD KAKKYa @
. ]
KoHTeiiHep 3aKpbITONo KNoYa i
BEEAWTE MK YKEHMMTE KOHTERHED 3aKPEITOMD KNKDYa, KOTopelA Heobxoauma g |
NpOTECTHPOEATE

MMA KNKOYeE0ro KoHTERHEPE!

| Ofzop... |
BESOEHHDE MMA 3303eT KNKIYEE0A KOHTERHED: | Mo CEpTUDMKETY. .. |
@ MonszosaTens
KoMneloTepa

BribepuTe CSP ANA NOWCKE KNHYEBLIX KOHTENHEDOE:
Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider - |

< Hasan Danee = OTMeHa

Puc. 34. OkHO «TecTupoBaHMe KOHTEMHepa 3aKpbITOro Kjr4a>»

B oTOM okHe Heobx0aAnMO 3anosTHUTb cnepywuiee none eeoaa:

e M5 KIIOUEBOro KOHTeMHepa - BBOAUTCS BPYYHYIO UM BbibupaeTcs us cnucka (cMm. Puc. 37)
nocpeacTBOM HaxaTus KHonkn O63op.

Onumn noucka:

o BBeaeHHOe MMA 3ajaeT KII4YEeBOW KOHTEMHep - nepeksiyatesb yCTaHaBNMBaeTCs B
nonoxexHve Monb3oBaTtenb Uin KoMnbrotep, B 3aBUCUMOCTU OT TOrO, B KAKOM XpaHWAMLLE PacrofiOXeH
KOHTelHep.

o Bbi6bepute CSP ana noucka KJiloueBbliX KOHTEMHEPOB - HeobxoaMMbIi KpunTonpoBanaep
(CSP) BblbnpaeTtcs U3 npeanaraeMoro crimcka.

MoXHO TakXxe BblbpaTb KOHTENHep, COOTBETCTBYHOLMA YCTAHOB/IEHHOMY B CUCTeEMe cepTudukaTy.
Onsa aToro BMecto KHonkn O630p Hy>xHO HaxaTb Mo ceptudmkaTty m BoibpaTtb N3 cNMcka cepTMdUKaToB,
YCT@HOBJ/IEHHbIX B JIMYHbIE XpPaHWUINLLLA NONb30BaTENS UK, eC/N eCTb NpaBa agMUHUCTPATopa, JIOKaAbHOro
KOMMblOTEpPA, TOT, KOHTEMHEP KOTOPOro Heob6xoanmo npoTtecTtuposaTb (CM. Puc. 38);

Mocne TOro, Kak BCe NoJsA 3arnojiHeHbI, HAXXMUTE KHOMNKY Hanee.
Ecnv Ha pgocTyn K 3aKpbITOMy K/OYY YCTaHOBJ/IEH Naposib, TO CUCTEMA MOMPOCUT BBECTU €Ero.
BeeauTe naposb U HaxmuTe KHonky OK.

Cucrtema oTob6pasnT UTOrOBOE OKHO MacTepa «TeCTMpOBaHWe KOHTEMHepa 3aKpbIToro kioya» (CM. Puc.
35), B koTopoM 6yaeT BbiBeAeHa MHGOpMaLMS O AAaHHOM KOHTeWHepe 1 pe3ynbTaT TecTa.
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[t

-
E TecTHpoBaHWe KOHTEAHEDE SAKPBITOND KAKYa

3aBepuweHne paboTbl MacTepa
NpoBepKN KOHTeNHepa

PesyneTaThl NPOBEDkM:

MpoBEpKE SEBEPLEHE YINEWHD owMbor HE oDHapYHEHD

KOHTEMHED 3EKPEITOMD KIKYE
HMMA vas-cpca-2009

REGISTRY Y\was-cpca-201 £

W \REGISTRY \Wwas-cpca-

YHUEKANEHOE MMA
FQCN

IArPY3IKEa KNoYe YCMEWHD
K.niou obmeHa AOCTYMEH
IKCMIOPT KMo4a pazpeleH

ANroOpHTH MOCT P 34,10-2001 DH
MOCT P 34, 10-2001, nar

MOCT P 34, 11-94, napar

CEDTMDMKET B KOHTEAHEDE

COOTBETCTEBVET 3aKDBIT

4 I

2

< Hazan H loToBO ] | OTmena

=

Puc. 35. UtoroBoe oKHO «TeCTUpoBaHME KOHTelHHepa 3aKpbITOro Kjtou4a>»

2.5.1.2. KonupoBaHMe KOHTeiHepa 3aKpbITOro KJjro4ya

[ns Toro Yto6bl CKOMMPOBATb KOHTEMHEP 3aKpbITOro Kitoua, BbinonHuTe Myck = MporpamMMbl =

Kpuntollpo = Kpuntollpo CSP n nepengute Ha Bkiaaky CepBuc (cM. Puc.
CkonupoBaTb.

Cunctema oTo6pasuTt okHO «KonmpoBaHMe KOHTEMHEpPA 3aKPbITOro Kitoda» (

33). HaxMuTte KHOnMKy

cM. Puc. 36).

- = =

E Konuposanve koHTERHEPE 33KPRITOMD KNOHE

-

KoHTellHEp 3aKpLITOMNo KAKYA

BeeguTe unm YKIHWTE KDHTEﬁHEp 3AKpEITOrO Knko4a, KDTprIﬁ HeobXogMMo
CKONWMPOBEaTE

MMA KAKOYEE0rD KOHTERHEDS:

=
=

| Ofzop... |

BEEOEHHDE MMA 3803ET KNOYEB0N KDHTEﬁHED:

| Mo CEPTHUDMKETY. .. |

@) [None30BaTENA
KoMnetoTepa

Bribepute CSP AnA NOMCKE KNHYEBEIX KOHTEMHEDOE:
Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider

- |

OTmeHa

Puc. 36. OkHO «KonupoBaHue KOHTEMHepa 3aKpbITOro Kat4ya»
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B 5TOM okHe HeobxoAMMO 3anoNHUTL Cneaytollee rnose BBoAa:

e IMA K/IlOUEBOro KOHTeMHepa — BBOAUTCA BPY4YHYIO MM BbibupaeTtcs ns cnucka (cMm. Puc. 37)
nocpeacTBOM HaxaTus KHonkn O63op.

Onumun noucka:

U BBeageHHoe MMA 3ajaeT KAuYeBoW KOHTeﬁHep — nepeknk4yaTtesib yCtaHaB/IMBaAeTCAaA B
nonoxexHue NMonb3oBartenb 1M KoMnbroTep, B 3aBUCMMOCTU OT TOFO, B KAKOM XpaHW/INLLE pacrosioXeH

KOHTEelHep;
o Bbi6epute CSP ANna noucka K/4YeBbiX KOHTEAHepoB - HeobXxoaAnMblii KpunTonpoBanaep

(CSP) BbibnpaeTca n3 npeanaraemMoro cnucka.

F B
Kpuntollpe CSP p—
0:00:52
Brifop KNKYEBOD KOHTEMAHEDS
B cnMCKe NOKE36IBETE:
@ Ipy#ecTEeHHBIE MMEHS (71 ¥HMKENEHBIE MMEHE
CNWCoK KNKHEBEIX KOHTEAHEPOE NONE30BaTENA:
e
CunTeiBaTENE  MMA KOHTEMRHEPE 1IN
PeecTp 535 ‘E ‘
PeecTtp F7a8 (A |
i PeecTp le-2fadf75a-1f1a-4d3e-3529-23de 54428 5d
Peectp le-50c9e4de-f82d-4825-b 25d-fa0425725df6
4| ' T ' 3
| |
Ok ] [ OTMeHE
L

Puc. 37. Bbi6op kN1104UEBOro KoHTeHepa

Boibop cepTvduikaTa ilil

BrIGEpHMTE CEPTHERMKAT H3 XPAHMAMLLE “MHYHEIE" TEKYLLErD NONEI0EATENA MM
NOKaNBHOrD KoMNeHTERa,

KoMy Bb1AaH | KeM BelaaH | HazHaqeHHa | MoHATHOE ... I CpoK gL, ..
new user Tesk Cente... Mpoeepka... OTcyTocTeyer  15.02.2009

itatianka st Cente,,. [poEepea ... OToyToTEYET 15 a9
Iu:u:al com.., TeskCente,,, [poeepka... OTCyTCTEYeT  15.02,.2009

dl | 2]
0,4 I OTHEHS MNpocMoTR CEpTHRHEATS |

Puc. 38. Bbi6op cepTudukara

MoXHO Takxe BblbpaTb KOHTENHep, COOTBETCTBYIOLWMIA YCTaHOBEHHOMY B CUCTEMe cepTudukary.
[nsa aToro BMecTto kHonkn O630p HyxHO HaxaTb Mo cepTudukaTty n BoibpaTb U3 CNUCKa CEPTUPUKATOB,
YCT@HOBJ/IEHHbIX B JIMYHbIE XpPaHWUINLLIA NONb30BaTENS UK, €C/N eCTb NpaBa agMMHUCTPATopa, JIOKaabHOro
KOMMblOTEpa, TOT, KOHTEHEP KOTOPOro Heob6xoanmMo ckonuposaTb (cM. Puc. 38);

lMocne TOro, KaKk BCe Noss 3anofIHEHbI, HAXMUTE KHOMKY [anee.
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Ecnn Ha AoCTyn K 3aKpbITOMY K/HOYY YCTaHOBJIEH Maposib, TO CUCTEMa MOMpoCUT BBECTU €ro.

BeeauTe naposib U HAXMUTE KHOMKY OK.

Cucrtema 0oT06pasuT okHO «KonmpoBaHMe KOHTelHepa 3aKpbiToro kitoda» (cM. Puc. 39), B KOTOpOM
HeobxoaAnMO BBECTM MMSI HOBOIMO K/IOYEBOr0 KOHTeNHepa M yCTaHOBUTbL Nepekntovatesis BBegeHHoe nmsa
3apaeT KJIIYeBOoi KOHTelHep B nosioxeHne Monb3oBatesnb niv KomnbroTep, B 3aBUCMMOCTM OT TOrO,

B KQKOM XpaHunuiie TpebyeTcs pa3sMecTUTb CKOMUPOBAHHbIA KOHTENHep.

— —

.
E KonwposaHWe KOHTERHEDE 33KPLITOrD KARKYa

=)

KoHTellHED 3aKPLITOMND KNHYa

BeeagwTte KDHTEI:1HE|:I 3aKpbITOrD KNo4a, Ha KDTDDbIIﬁ HeobxoauMo
CKONMWMpOBEaTE

MIMA KMKOYEEOrD KOHTEAHEDS!
copy2

BeepeHHoe MMA 3@naeT KIHYEE0N KDHTEﬁHEp:

BribepuTe CSP ANA NOWCKE KNHKDYEBLIX KOHTERHEDOE:
Crypto-Pro GOST R 34. 10-2001 Cryptographic Service Provider v]

=

[ < Hazan ][ loToso ] [ OTmeHa

Puc. 39. OkHO «KonupoBaHue KOHTeMHepa 3aKpbITOro Kato4ya»

Mocne BBoaa HaxMmuTe KHoNky ForoBo. Cucrtema OTO6pa3VIT OKHO, B KOTOpOM Heobxoanmo

BblbpaTb HOCUTENb A1 CKOMMPOBAHHOIO KoHTelHepa (cM. Puc. 40).

[ E Kpunmellpe CSP I&“

BoTaBb Te YACTRIA KNOYEE0A HOCUTENE
"copyd”.

CeensHuA

¥oTpoicTea: BoTaeneHHBIR HOCKTENL:

= -

Peectp

>

Gemnlie ISR

CocToaHwe:

0:00:56

[ QK ][ CimaeHa ][ CBEREHWA <=

b

Puc. 40. OkHo Bbi6opa HocuTens

BctaBbTe HOCUMTENb B cyMTbiBaTeNb U HaxMmuTe KHonky OK. Cuctema oTo6pasmnT OKHO YCTaHOBKMU

naposs Ha AOCTYM K 3aKpbiToMy Kitody (cM. Puc. 41). BeeauTe naposnb,

noaTeepanTe e€ro,

npu
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HeobxoauMocTn yctaHoBuTe ¢nar CoxpaHuTb naponb (ecnu paHHbI dnar 6yaeTr ycTaHOBMEH, TO
naponb COXPaHATCA B CreuumanbHOM XpaHWIMLLE Ha NoKaJbHOM KOMMbiTepe M npu obpaweHnn K
3aKpbITOMY KoYy naponb 6yAeT aBTOMaTUYECKU CUYUTbIBATbCA M3 3TOr0 XpaHunuwa, a He BBOAUTLCA
nosnb3oBaTesnieM).

(5 Kpunrompo CsP — -t
2 kpwrrorp

0:00:57
[E)==m YCTAHOBWTE Naponk Ha CO30SB3EMBIM KOHTERHED “topy 2™,
| =
i —
@) YCTaHOBMTE HOBRIA Napons EM

HoBkIi Napons: |

MNogTEepHAEHUE!

Puc. 41. OkHO BBOAA napons
Mocne BBOAaA HEOOXOAUMbIX AaHHbIX HaxmuTe KHonky OK. CK3W «Kpuntollpo CSP» ocyuwecTBut
KOMMpOBaHME KOHTENHepa 3aKpbITOro Kitoua.
2.5.1.3. YaaneHue KoOHTelHepa 3aKpbITOro KJjwua

Onga Toro utobbl yoanuTb KOHTEMWHEp 3aKkpbITOro kat4va BbinoaHuTe Myck = MporpaMmbl =
Kpuntollpo = Kpuntollpo CSP u nepeingnte Ha Bknaaky CepBuc (CM. Puc. 33), HaxmuTe KHOMKY
Yaanutb KOHTEeNHep.

Cuctema 0T06pasnT OKHO «YAaneHne KOHTeHepa 3aKpbITOro Kio4a» (CM. Puc. 42).

- ————

E ¥Ypanerne KOHTEAHEPa 3AKPLITOND KADYE

KoHTellHEp 3aKpLITOMNo KAKYA

BeeguTe unm YKIHWTE KDHTEﬁHEp 3AKpEITOrO Knko4a, KDTprIﬁ HeobXogMMo
YoanuTe

MMA KMKOYEE0rD KOHTEAHEDE:

copy2 | oOfsop.. |
BEEOEHHOE MMA 3303ET KNKYEEON KOHTERHED: [I'In CEPTHRMKETY. .. ]
) Nons3oBaTens

@ KoMnetoTepa

Bribepute CSP AnA NOMCKE KNHYEBEIX KOHTEMHEDOE:
Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider v]

Hasan [ [oToBD l [ OTMeHa

k

Puc. 42. OkHO «YpaaneHue KOHTeilHepa 3aKpbITOro kjkya>»

B 3TOM OkHe HeobxoAMMO 3anoNHUTL Crieaylolee nosae BBoAa:

e UMA KIOUEBOro KOHTEeMHEepa — BBOAUTCS BPYYHYIO UM BbibupaeTcs ns cnmcka (cMm. Puc. 37)
NOCPeACTBOM HaxaTus KHonku O63op.

Oonunn noncka:
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o BBeaeHHoe MMA 3ajaeT KJ/IUYEeBOW KOHTeMHep - nepeksiyaTtesb yCTaHaBNMBaeTCs B
nonoxeHve Monb3oBaTtenb Ui KoMnbroTep, B 3aBMCUMOCTU OT TOrO, B KAKOM XpaHWUIMLLE PacrnofioXeH
KOHTeWnHep;

o Bbi6epute CSP ANna noucka K/l4YeBbiX KOHTEAHepoB - HeobXxoaAnMbIii KpunTonpoBanaep
(CSP) BbibMpaeTca n3 npeanaraemMoro cnucka.

MOXHO TakXe BblbpaTb KOHTEWHEP, COOTBETCTBYIOWMIA YCTAaHOBNEHHOMY B CUCTEME CepTUdUKaTy.
[ns aTOoro BMecto kKHonkn 0630p HyXXHO HaxaTb Mo cepTudukarty m BoibpaTb U3 cnmMcka cepTndurKaTos,
YCT@HOBJ/IEHHbIX B JIMYHbIE XpaHWUIMLLLA NONb30BaTENS UK, eC/ eCTb NpaBa agMMHUCTPATopa, JIOKaabHOro
KOMMNbIOTEpPA, TOT, KOHTEMHEpP KOTOporo Heobxoanumo ckonmnpoBaTb (cM. Puc. 38);

[Mocne BBOA@ BCeX AAHHbIX HAaXXMUTe KHOMKY MOTOBO.

Cuctema 0TO6pa3nT OKHO MOATBEPXKAEHWUS YAASIEHWUSI KITKOYEBOrO KOHTelHepa (cM. Puc. 43). Haxmute
kHonky Aa. CK3U «Kpuntollpo CSP» npou3BeaeT yaaneHue KIto4eBOro KOHTENHEpa.

rE Kpunrollpo CSP l r

Cefvac BygeT NpoWIBEREHD VARNEHWE BCEX 3AKPBITEIX KNHYER 1

! L cepTdmkaToE KoHTelHepa 'copy?'. KoHTEAHED NepecTaHeT
CYLLECTEDEATE, BOCCTAHOENTE KHOYK © 3TOMC KOHTEAHEDE BygeT
HegosmoxHo, MMpogonsnte?

fa ] | Her

L

Puc. 43. OKHO NoATBEpP>XAEHUS yaanieHUsl K1Io4UeBOoro KoHTelHepa

2.5.2. T1pocMOTp U yCTaHOBKa JIMYHOIro cepTudmKaTta, XpaHsLerocs B
KOHTEeNHepe 3aKpbITOro Kya

2.5.2.1. MpocmoTp cepTucdmukaTa, XpaHALLErocsi B KOHTeMHepe 3aKpbiToro
KJIloya

Onsa Toro 4uTtobbl MpocMOTpeTb cepTMdMKaT, XpaHSALWWACA B KOHTEMHepe 3aKpbITOro KJkua,
BbinosiHuTe Myck = Mporpammbl = Kpuntolpo = Kpuntolpo CSP n nepengute Ha Bknagky CepBuc
(cM. Puc. 33), HaxxmuTe KHOoMNKy MpocMoTpeTb cepTudukaTbl B KOHTENHEpe.

Cucrtema 0T06pasunT okHO «CepTudurKaTbl B KOHTEMHEPE 3aKPbITOro K4a» (CcM. Puc. 44).
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i — = —_— b
E CepTvdukaThl B KOHTERHEPE 32KPBITOTD KAKIYA I&
KoHTeiiHep 3aKpbITONo KNoYa
BEEAWTE MK YKEHMMTE KOHTEAHED 3aKPBITOMD KNDYa ANA NpocMaTpa g
CEPTMDMKSTOE B STOM KOHTERHEPE

MMA KMKOYEEOrD KOHTEAHEDE!

le-2f6df75a-1f1a-4d 3e-8529-88de 54422 5d | Ofizop... |
BESAEHHOE MMA 3303ET KNKIYEB0M KOHTERHED: | Mo cepTUdMKaTY. .. |
@ MonszosaTens
KoMneloTepa

BribepuTe CSP ANA NOWCKE KNHYEBLIX KOHTENHEDOE:
Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider - |

Puc. 44. OkHo «CepTudmnkaTtbl B KOHTEMHEPE 3aKPbITOro Kjrua>»

B HeM Heobx0aAMMO 3anoNHUTL cneaytollee rnonae BBoAa:

o UMa KNO4YEeBOro KOHTEMHepa - BBOAUTCS BPYYHYHO unuM BblbupaeTcs mM3 cnmucka (cM. Puc.
37) nocpeAcTBOM HaxaTus KHonkn O63op.

Onumn noucka:

o BBeaeHHOe MMA 3ajaeT KII4YeBOW KOHTEMHep - nepeksiyatesb yCTaHaBNMBaeTCsl B
nonoxexHve NMonbsoBartesnb i KoMnbroTep B 3aBMCUMOCTU OT TOrO, B KaKOM XpaHUIMLLE pacrosioXeH
KOHTeWHep;

o Bbi6bepute CSP ana noucka KjiloueBbliX KOHTEMHEPOB - HeobxoaMMbIi KpunTonpoBanaep
(CSP) BbibnpaeTtcs U3 npeanaraeMoro crimcka.

MoXHO Takxe BblbpaTb KOHTENHep, COOTBETCTBYIOWMIA YCTaHOBEHHOMY B CUCTEMe cepTudukary.
Onsa aToro BMecto KHonkn O630p Hy>xHO HaxaTb Mo cepTudmkaTy n BoibpaTb N3 cNMcKka cepTMdUKaTOoB,
YCT@HOBJ/IEHHbIX B JIMYHble XpaHWIMLWa NOSb30BaTeNsi W JIOKAJIbHOrO KOMMbOTepa, TOT, KOHTelHep
KOTOPOro HY>XHO MpocMoTpeTb (CM. Puc. 36);

lMocne TOro, Kak BCe nons 3anoSIHEHbI, HAXMUTE KHOMKY Danee.

Ecnn koHTeliHep 6bin caenaH Ha komnbioTepe ¢ Kpuntollpo CSP Bepcum 3.6.1 n Ha pgocTyn K
3aKpbITOMY K/O4Yy YCTAHOBJIEH Maposfib, TO CMCTEMa MOMPOCUT BBECTU ero. BeeauTe naponb M HaxmuTte
KHonky OK.

Ecnn ceptudwukata B KOHTEWHepe 3aKpbiTOro Kjya HeT, TO cucrtema oTobpasuT OKHO,
nHdopmMumpyoLwee nonb3osaTtens 06 oTCyTcTBUM cepTudmKaTa B KOHTenHepe (cM. Puc. 45).

[ E Kpunmollpo CSP &Jw

B koHTEAHEpE 33KPRITOMD KNKIYE
l % 'REGISTRY“\le-2fodf75a-1fla-4d3e-85e9-38de54428f5d" oToyTcTRyET
CEPTUHEAT OTEPRITOND KAMYE WHGRoEaHKA

.

= — — —

L

Puc. 45. OkHO, HdopMupyloulee 06 oTcyTcTBUM cepTudukaTa
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Ecnu ceptudukaT B BbI6paHHOM KOHTEliHEpe uMeeTcs, TO cuctema otobpasmut okHo «Ceptudukart
Ans npocmoTtpa» (cM. Puc. 46).

S _ -
E CepTudukaThl B KOHTERHEDE 33KPLITOND KAHHE @
CeprwpmKaT gna npocHMoTpa
MpocMOTPUTE 1 BRIbEpHTE CEpTMOMKET F;g
CepTHMdMKaT: 555
CyfberT: C=RU, CM=555
MoCTaBWME: E=info@cryptopra.ru, C=RU, O=CRYFTQ-FRO, CN=Test Center CRYFTC
[efcTEMTENEH C; 11 despana 2010 r, 14:57:39
AeRcTBMTENEH NO: 11 egpana 2011r. 150739
CEpPMIHEIN HOMED: 4604 5039 0002 0000 477F
YCTaHOBMTE ] [ CBOMCTEA. ..
Obzop...
[ < Hazan ]| loToso | [ OTMEHS
-

Puc. 46. OkHo «CepTudukaTbl B KOHTEHEPE 3aKPbITOro KJrua»

[ns npocMOTpa OCHOBHbIX CBOWCTB cepTudMKaTa HaxXMuTe KHonNKy CBOMCTBA B OKHE

«CepTndukaTbl B KOHTEMHEpe 3aKkpbIToro kaw4ya» (cM. Puc. 46). Cucrema otobpas3uT CBOMCTBa
ceptudukaTa (cM. Puc. 47).

37



XKTAN.00050-03 90 03. Kpuntollpo CSP. VIHCTPpYKUMSA NO UCMNOSIb30BaHUIO

[ E CepTudmrar l&1

Obwwe | Coctas | Myt cepridmkaum |

ﬁ CeeeHuA O cepTuhuKaTe

3IToT cepTwdMKaT NnpeaHaZHAYAETCA ONA:

* MoaTEEpHAEET YAANEHHOMY KOMMNBKOTEDY MAEHTUhMKALIID
BALLErD KOMOEKOTEPS i

KoMy BoiOgaH: 555
KeMm BoigaH: Test Center CRYFTO-PRO

Oeiicteutensic 11, 02, 2010 mo 11, 02, 2011

= w
"lf'I Ectb 3aKpPbIThIM KNKOY ANA 3Toro EEFITMEI:IMKEITEI.

— = —

— — Fe—— -

Puc. 47. OKHO NpocMOTpa CBOMCTB cepTucdumkara

2.5.2.2, YcTaHOBKa IMYHOro ceptudunkarta, XpaHALLErocs B KOHTenHepe
3aKpbITOro KJjro4a

MpuMeuaHue. B faHHOM paspesie pyKOBOACTBA Mo YCTAHOBKOM

JIMYHOrO cepTuduKaTa TMOHMMAETCA YyCTaHoBKa cepTudumkata B

IL_._.__“ xpaHunvwe JInuyHble ¢ HGOpPMMPOBAHMEM CCbIIKM HA 3aKpbITbIA KIHOY,
COOTBETCTBYHOLWMNA AAaHHOMY cepTudmkaTy.

Peanuzauus Kpuntollpo CSP no3BonaseT XxpaHuTb NIMYHble cepTUdUKaTbl NOb30BaTeNs HE TOJIbKO
B JIOKaANbHOM CMpaBoYHWKe CcepTMMHUKATOB KOMMbIOTEPA, a TakXe BMeCcTe C JIMYHBbIMW KJO4YaMu
rnosib3oBaTens Ha KA4YeBOM HocuTene (Npu yCnoBUK, YTO KIIOYEBOM HOCUTESNIb UMEET AOCTAaTOYHbIN 06beM
namMaTm Ang 3anucu  cepTudukaTa). XpaHeHue ceptTudukata Ha KIAOYEBOM HOCUTeENe Mno3BoNseT
Nosb30BaTeNl0 MNEPEeHOCUTb BCK HeobxoauMmylo KuyeByrd wHdbopMaumio C KomnbikoTepa, rae 6bin
cdhopMmnpoBaH KoY Nonb3oBaTensa Ha gpyrve paboune mecrta.

Ons Toro u4tobbl BOCMOSIBL30BATbCS JIMYHBIMWU  KJKOYAMU U CepTVId)MKaTaMM nonb3oBaTeNna B
Pa3IMYHbIX MNPUNOXEHNAX Ha ApYyroM KOMNbHOTEPE, HeobxoaAMMO Ha 3TOM KOMMNbOTEPE YCTAHOBUTH
MoJib30BaTeNbCKUM CepTI/ICbVIKaT B JIOKAJIbHbIX CMpPaBOYHUK M CO34aTb CCbIJIKY, KOTOpas 6yp,eT OAHO3Ha4HO
CBA3blBaATb cemecwaaT C JINYHbIM KJTKOYOM NoJib30BaTeENA.

Ona Toro utobbl YCTAHOBWUTHL NIMYHBIA CEPTUdUKAT, BbIMOMHUTE MOCNEAO0BATENbHOCTb AENCTBUINA,
yKasaHHbIX B NyHKTe 2.5.2.1.

B okHe «CepTudukatbl B KOHTEMHEpe 3aKpbITOro knaw4ya» (cM. Puc. 46) HaxMmuTe KHOMKY
YcTraHOBUTD.

CepTudukat 6yaeTr YyCTaHOBJEH B XpaHuauwie <«JIMYHble» TeKylero rMofb30oBaTens Wu
KOMMblOTEpaA, B 3aBMCUMOCTU OT OMLUMMK, BbIBPAaHHON NP NOUCKE KOHTENHEpaA.
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Ecnu ceptudukar yxe ectb B XpaHunuwe, 6yAeT BblAaHO NpeaynpexineHne o nepesanucu

npexHero ceptudukata (cMm. Puc. 48).

( E Kpunrollpe CSP l ]1

'0' 3TOT CEpTUGNKAT Y3KE NPUCYTCTEYET B XPaHWAMLLE cEpTUgWKaTOE,

3aMEHNTE CYLLIECTEYHILLMA CEpTUgMKAT HOBBIM, C NPCOCTABNEHHONA
CCBLNKO HA 3aKpBITEIA Kakod?

B[ b=

b

Puc. 48. NMpeaynpexpaeHne o nepesanucu ceptudmkara

B cnyyae ycnexa 6yaeT BblAaHO OKHO O 3aBeplueHuu onepaumn (cm. Puc. 49).

f E Kpuntollpe CSP - @1

b CeptudmkaT Beln yoTaHoBNEH B xpadnnunige "MnyHee" Te Ero
|
! none3oBaTENA.

L

Puc. 49. OkHO 3aBeplUeHUs YCTaHOBKMU cepTudmnkara

2.5.3. YcTaHoBKa nu4HOro ceptudukarta, XxpaHauwerocs B danne

MpumeuyaHue. B faHHOM pa3sgene MHCTPYKUMM Mog YCTAaHOBKOM

JIMYHOrO cepTuduKaTa TMOHMMAETCA YyCTaHoBKa cepTudmkata B

ll_!_!_“ xpaHunvuwe JinuyHble ¢ HGOpMMPOBAHMEM CCbIIKM Ha 3aKpbITbIN KIHOY,
COOTBETCTBYHOLWMNA AAaHHOMY cepTudmkaTy.

Ons Toro utobbl YCTAHOBWUTb JIMYHLIA cepTudmKaT BbiNoaHMTE Myck = MMporpamMmsbl

=

Kpuntollpo = Kpuntolpo CSP u nepenante Ha Bknagky CepBuc (cMm. Puc. 33), HaxmuTe KHOMKY

YCTaHOBUTDb JINUHbIA cepTudUKar.

Cnctema oTo6pasuTt OkKHO «PacnonoxeHune danna ceptudukata» (cM. Puc. 50). B none Umsa
cdanina ceptudunkaTa ykaxuTe MosHbIA NyTb K 3TOMY (anny (yaobHO BOCNONb30BaTbCA KHOMKOM O630p)

M HaXXMUTe KHOMKy Aanee.
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r — — =
E MacTep ycraHoBKw AMYHOrD cepTudmkara I&

Pacnonoxenwe dhaiina cepnbykara
BeemiTe Nk yKEXWMTE pACcNoNOXEHWE PafNa YCTaHAENWEIEMOrD CEpTURMKaTa g

Hra daiina cepmagiKaTa:

PopMaT aina MOokeT OOHMM 1S CIE Ly
PPaiin cepmadukara - X 509 (CER, CRT)

Coofiuenwe ctanaapta PKCS #7 (F7B..P7M..DER)
i ¥PEHWNMLLE CEPMANM3Z0BaHHBE CepTUKaToE ((55T)

JaMeyaHME:
HekoTopeie hopmMaTs! hafnoe MoryT COOepXaTe B 0OHOM haine
Gonee ofHOMD CepTURMKaTE.

Oazop...

< Hazan Oanee > Cmaeta

Puc. 50. OkHo «Pacnono>xeHue ¢ainnosB ceptudpukara>»

CuctemMa nepenger K okHy «CepTtudwukat ans yctaHoBku» (cM. Puc. 51). B Hem
OCHOBHasi UHdopMaums o ceptudukate. HaxaB Ha KHonky CBOMCTBA MOXHO MPOCMOTPETb NOAPOGHYHO
MHQOpMaUuo 0 cepTudunkaTe B CTaHAAapPTHOM OKHE NMPOCMOTpa CBONCTB cepTudukaTa.

r — .
E MacTep ycranoBkk MMyHOrD cepTudmkata I&

Cepmadmkar:
CyfibexT:
MNocTaEWMK:

DNeficTBMTENEH C;

CepmwgwucaTt Ans yCTAHOEKM
MNpocmoTpuTe M BERIBEPUTE CEPTMMKAT ANA YCTAHOBKM

[efcTBMTENEH NO:

CepMitHLIR HoMep:

=

yrri
fa

CN=777

QU=Ctoen TecwpoeanuA, O=KpunTto-Npo, C=RU, DC=ru, DC=cp, CN=CA
Twona 2000, 17:21:00

TwonA 200151, 17:31:00

10CC 000C 0004 D000 2405

< Haszan

Puc. 51. OkHo «CepTudunkaT AN YCTAaHOBKUN»

BbIBOAUTCA

HaxmuTte kHonky [anee. Cuctema otobpasnTt okHO «KOHTEeMHep 3aKkpbITOro kitya» (cMm. Puc. 52).
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# = — =
E MacTep ycTaHoBKW AMYHOrD cepTudukata &J

KoHTefiHEp 3aKpHITOrD Kmovya
BeemiTe N1 yKEXWTe KOHTERHED SEKDEITOMD KNHOYE, KOTOPEIA COOTEETCTEYET F;g
BLIBPEHHOMY CEpTMhRMKETY

Haima KoHTEAHED SBTOMETUYECKH
KirA Knioyesoro KOHTEAHEDS:
| DGsop...

BeeneHHOE MMA S3038T KNYEE0R KOHTEAHED:
@) [Nonbsosatens
KomneioTepa

Brifepute CSF AnA nowcka KNoYeBs KOHTEAHEPOE:
Crypto-Pro GOST R 34.10-2001 Cryptagraphic Service Provider - |

Puc. 52. OkHO «KOHTeilHep 3aKpbITOro Karouya»

B HeM Heobx0aANMO 3anosTHUTb cnegywume nond seoaa:

e HalTM KOHTeillHep aBTOMAaTM4YeCKW - MPOBOAWUT MOMCK MOAXOASILLEro KOHTeliHepa cpeau
AOCTYMHbIX KOHTEMHEPOB, €CNIN KOHTEWHEp HaldeH, To ero nMsa 6yAeT NoAcCTaB/ieHO cpasy;

. UMsa KNno4vYeBOro KOHTeMHepa — BBOAWUTCS BPYUHYK WK Bblbupaetcs n3 crnvcka (cM. Puc.
37) nocpeAcTBOM HaxaTus KHornkn 063op;

. BBegeHHOe MMA 3aAaeT K/IYEeBOM KOHTeMHep - nepeksiuyaTesb yCTaHaBMBaeTcs B
nonoxeHve Monb3oBatenb uan KomnbioTep, B 3aBUCMMOCTM OT TOro, B KakoOM XpaHunuuie
pacnonioXeH KOHTENHep;

o Bbi6bepute CSP ana noucka KJiloueBbIX KOHTEMHEPOB - HeobxoaMMbIi KpunTonposanaep
(CSP) BbibupaeTtcs U3 npegsiaraemMoro cnmcka.
Mocne TOro, Kak BCe NOJs 3anojiHeHbl, HAXXMUTe KHOMKy [danee.

Ecnm Ha AJoCTyn K 3aKpbITOMy K/HOYY YCTaHOBJEH MNaposib, TO CUCTEMa MNOMNPOCUT BBECTU €ro.
BeBeauTte naposb U HaxXxMute KHonky OK.

Cunctema oTo6pa3unT okHO «XpaHunuue ceptudukatos» (cM. Puc. 53).

C nomowbto kKHonMkn 0630p BbibepuTe xpaHunuwe JinuHble. CepTudukaTt byaeT yCcTaHOBMEH B
xpaHunuuwe Texkywuii nonb3oBaTesnb/JInuHblie wnu JlokanbHbI KOMMNblOTEp/JINUHbIE B
3aBUCMMOCTM OT 3HayeHunsa nepeknovatens [Monb3oBaTtenb/KomnbiloTtep. V3MeHUTb 3HayeHue
nepeknioyaTtens Monb3oBartenb/KoMnbloTep Henb3s; OHO ONpeaenseTcs pacrnosioKeHNneM KOHTenHepa
3aKpbITOro Ka4a (CM. npeablayLWwmin NyHKT)
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-
E MacTep ycTaHoBKM AMYHOrD cepTudukaTa

S

—

XpaHunuile CEpPTHIMICETOE

paHes cepTMPUKaTa.

Hra xpaHnuLa cepTMgMKaTos:

YicaxunTe ¥PEHWNWLLE CEPTARWKETOE ANA YCTAHOEKW B HErD BbIEDEIHHDFD

¥iasaHHbIRA paHee hnar Mcnonk30EaHWA KNHYEBLI KIIIHTE.'IFIHEFIEIB NonkS0E3ITENRA MNA
KOMMNEKDTEDE ONpEOENRET Bblﬁl:ll:l HEDEC'IIDJﬂMbB{){]:IEHHHHI.I.L CEPTARMKETOE

YCTAHOBWTE CEPTUMKAT B KOHTEAHED

=

Ofzop...

MNonezosaTtena
KomnetoTepa

Puc. 53. OkHO «XpaHunuwe ceptudunkaTos>»

OHOBPEMEHHO CcepTUdUKAT MOXHO 3anucaTb B K/OUEBOW KOHTelHep Ana yaob6cTBa noucka
cepTuduKaTa Npu NepeHoce KOHTeMHepa Ha ApYroi KomnbioTep. [Ans 3TOro CAYXWUT OnuMa «YCTaHOBUTb

cepTudukaTt B KOHTenHep» (cM. Puc. 53).

Mocne Bblbopa xpaHunuwa cuctema oTobpasuT OKHO «3aBepweHune paboTbl MacTepa yCTaHOBKMU

nn4yHoro ceptudukaTta» (cM. Puc. 54).

MacTep ¥CTaHOBKH NMUHOro cepTHdMKaTa

x|

3aBepweHue paboTkl MacTepa
YCTAHOBKM NMUYHOrO cepTUthbMKaTa

PafioTa rMacTepa YoTAHOBKM NMYHOMD CERTHDME STa YorewHo
SAEEPIUEHA.

BEINM YKa5aHEl CNELYIOLME DapatET Pk

BzaTe cepTHdMK.aT

Wz palina D:ADocuments and Setting
WA CERTHEHEATS CarrierT est

CySbeKT E =faw@cryptopro., Ch=[
MOCT AELL HE, C=RU, CH=5WF Ch

9 orTRopA 2003 r. 3:42:00
9 orTaGpa 2004 r. 3:51:0
B104 7FE4 0000 Q000 002

-
3
HAgguTeck, YT0 BRIOPAHEI NPABMIEHEIE NANAMETPE 1
HastakTe kHonky '"ToToso' 4nA BRINOAHEHWA YCTSHOEK M.

OEACTEMTENEH C

AENACTEMTENEH N0

CEPHHHEIN HOMER
MpocTaeuTE Cobinky

A CREKORTHRIG K Y IR NNRAHWA
A

OrraeHa |

Puc. 54. 3aBepuweHue paboTbl MacTepa yCTaHOBKM JINYHOro ceptudukara

MpoBepbTe NpPaBUAbHOCTL YKa3aHHbIX AaHHbIX U HaXxmuTe KHornky FortoBo. CK3WN «KpunTtollpo
CSP» npou3eepeT yCTaHOBKY cepTudukaTa.
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2.5.4. YnpasneHue naponsaMu AoCTyrna K 3aKpbITbIM K/lOHaM
2.5.4.1. N3MeHeHMe naposia Ha AOCTYN K 3aKPbITOMY KJ1lO4y

Ona Toro u4tobbl M3MEHUTb Mapofib Ha KOHTelHep, BbinosHuTe Myck = [MMporpamMmbl =
Kpuntollpo = Kpuntollpo CSP u nepeinante Ha Bknaaky CepBuc (CM. Puc. 33), HaxmumTe KHOMKY
U3MeHUTb Naposib.

Cucrtema oTo6pa3mnT okHO «KOHTelHep 3aKkpbIToro knto4a» (cM. Puc. 55).

' -
il WzmereHne Napons KOHTENHEDa 33KPRITOMO KAoYa I&

KoHTellHep 3aKpbITOMo KNHuYa
BESOMTE UMW YKEHWTE KOHTENHED SAKDLITOMD KKOYE, HE KOTOPOM HeoBXoaMMD g

M3MEHMTE Naponb.

WMMa kniowesoro KI:IHTEI:1HE|:IEI:

| | Ofzop... |
BEESOEHHDE MMA 3303ET KNKOYEB0 KOHTEAHED: | Mo CEpTHDMKETY. .. |
@ NonbzoBaTenA
KoMneloTepa

BribepuTe CSP ANA NOMOKE KNHDYEBRIN KOHTEAHEDOE:
Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider - |

Puc. 55. OkHO «KOHTellHep 3aKpbITOro Kjirua>

B HeM Heobx0ANMO 3anosTHUTb cnepywume nond seeoaa:

e MmMsa kN10UEBOro KOHTEWHepa - BBOAUTCS BPYYHYIO UM BblbMpaeTcs U3 cnmcka
(cm. Puc. 37) nocpeactsoM HaxaTtms kKHonku O630p. MoxHO Takxe BblbpaTtb
KOHTelHep, COOTBETCTBYIOLWMN YCTAaHOBNEHHOMY B cucteme ceptudwukaty. [Ans
3TOro BMecTO KHonku 0630p HyxHO HaxaTb Mo ceptudukatry u BbibpaTtb u3
CANCKa CepTUPUKATOB, YCTAHOBJ/IEHHbIX B JIMYHblE XpaHWNULWA Mnofib3oBaTens wu
NIOKaNbHOro KOMMbiOTEPA, TOT, KOHTEMHEP KOTOPOIro HYXHO nMpocMoTpeTb (CcM. Puc.
38);

e BBeaeHHoe WvMMA 3ajaeT KJ/IIOUYEBOW KOHTeEMHep - repeksyaTenb
yCTaHaBnuBaeTcs B nonoxeHue Monb3osatenb niv KoMnbrotep B 3aBUCUMOCTH
OT TOro, B KakKOM XpaHwsuLie pacrosioxXeH KoHTelHep. Npu Bbibope KOHTenHepa no
ceptudukaty nepeknwouyatens 6O6yaeT yCTaHOBAEH B  HYXHOE MOJIOXeHue
aBTOMaTU4eCcKu;

e Bblibepute CSP pana noucka KJ/O4YEeBbIX KOHTEAHEpoB - HeobxoaAnMbIN
Kpuntonposaiaep (CSP) Bbibnpaetcs U3 npeanaraeMoro cnmcka.

lMocne TOro, Kak BCe nons 3anofIHEHbI, HAXMUTE KHOMKY FoToBO.

Cuncrema oTtobpasuT OKHO BBOAA Naposs Ha AOCTYM K 3aKpbITOMY K/O4y Bbl6paHHOro KOHTeMHepa
(cm. Puc. 56). BBeauTe yKasaHHbI Napofb U HaxmuTe KHonky OK.
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Kpuntollpo CSP ﬂ
0:03:55
[ 5 BEequTe naponk 409 KOHTEAHEDA
GE=d Med72ia46-221c-4dde-BifF-9d7Be5Ed b3

Maponk: |-u“|

[T Zanormume napons

TreHa |

Puc. 56. BBoa napons Ha gocrtyn

Ecnu naponb BBeAeH BepHO, TO CUCTeMa OTO6pa3vMT OKHO BBOAA HOBOrO Maposns Ha AOCTyn K
3aKpbITOMy Kknto4y (cMm. Puc. 57). Beeante ABakabl HOBbIW Naposib U HaxXMuTe KHonky OK.

Kpuntollpo CSP El
00951
2w BeeanTe ABaMALI HOBLIF N3P0k ANA KOHTERAHEPS
GETA "e472fad6-221c-4dde-8fF7-9d78e56d1b33"

{* Y¥CTaHOEMTE HOEGIM Daponk

HOBEIA Naponk: | TITYYY

MNoATEEp® AEHHE: I [IITYIT]

DTHMEHA | MoapofHe:s == |

Puc. 57. Beoa HoBoOro napons

Mocne Beoaa napons CK3N «Kpuntollpo CSP» oCyLLeCTBUT CMEHY Mapofs Ha A0CTYN K 3aKpbITOMY
KoYy,

NMpumeuyaHue. BmMecTo YCTaHOBKM napons Ha A[OCTyn K

3akpbiToMy kntody CK3U «Kpuntollpo CSP» nos3BonsieT 3awundpoBaTb

ll_._!“ OAHHbIN  3aKpbITbIf KoY Ha ApyroM 3aKpbiTOM Kioue, a TaKkxe

== pasfennTb 3aKpbITbin  KAKOY Ha HECKONbKO KI/OYEBbLIX HOCUTENen.
OcylecTBeHme gaHHbIX onepaumin onmcaHo B nyHkTe 3.1.5.

2.5.4.2. YpaaneHue 3arnoMHeHHbIX naponem

CK3N «Kpuntollpo CSP» no3BonsieT COXpaHUTb B CreuvanbHOM XpaHWnuLie JSI0KalbHOro
KOMMblOTEPA NApoNM Ha [AOCTYyN K KOHTEMWHepy 3aKkpbiToro kiw4va (CoxpaHeHWe OcCyLecTBASETCA
yCTaHoBKOM (priara 3arnoMHUTb Naposib B OKHe BBOAA NapoJis Ha AOCTYN K 3aKpbITOMY KJIO4Y).
Ecnu naponb coxpaHeH B [AaHHOM XpaHunuwe, To npu obpalweHun K 3aKpbITOMY K4y Maposb
aBTOMaTuyeckun 6yaeT cuuMTaH U3 KOHTelMHepa 6e3 nosBNeHUMs OKHa Ans9 BBOoAa napons. B aTtom xe
XpaHWIuLEe COXpaHsAeTCs TOYHOE HaXOXAEHWe K/IHYEeBOro KOHTelHepa (CBA3Ka Mexay WMeHeM
KOHTelHepa U YHUKaslbHbIM UMEHEM KOHTENHEpa).

Ons Toro 4tob6bl yaanuTb 3anOMHeEHHbIW Naposib BbinosHUTE Myck = Mporpammbl = Kpuntollpo
= Kpuntollpo CSP un nepenaute Ha Bkiaaky CepBuc (cM. Puc. 33), HaxMmTe KHOMKY Ypanutb
3anoMHEHHbIe NapoJin.

Cuctema oTo6pasuT OKHO «YaaneHne 3anoMHeHHbIX naponen» (cM. Puc. 58).
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Y¥naneH4e 3anoMHeHHLIX I'IEl[IDIIEi;‘i XI

¥ AanKTE ECE 3AMNOMHEHHEIS N3PONH SaKPEITER: KNHYER;
I fi ;

| FoMnerTEpa

¥ AT MHBOPMALHHD 08 HCNONEI0EAHHEE: ChEMHEIE HOCMTENAX:
[~ MonezoeaTens

| FoMneroTEpa

], 4 I OTHEHA

Puc. 58. OKkHO «YaaneHue 3arnoMHEeHHbIX naponen>»

B aTOM okHe ycTaHoBuTe dnaru Monb3oBartensi/KoMnbrotTepa ANs yAasleHUs COXPaHEHHbIX Ha
JIOKasbHOM KOMMblOTEPE B CMeLnasbHOM XpaHWIuLLEe Naposei n HaxmuTe kHonky OK. Ecnn coxpaHeHHbIX
napoJsieli HeT, TO COOTBETCTBYtoWas ob6nacTb 6yAeT 3aTeEMHEHA.

CK3U «Kpuntolpo CSP» ocywecTBUT yaaneHue CoOXpaHeHHbIX Napofiei TObKO M3 cneumnasnbHOro
XpaHWNLLA Ha SI0OKaNbHOM KOMMNbKOTEPE; NAapOSib HA AOCTYN K 3aKPbITOMY KJ/IHOUY HE yaanseTcs.

KpoMe TOro, B 3TOM Xe OKHE MOXHO OTAEeNbHO yaAanuTb WHdoOpMaumo o duUanyecknx
XapaKTePUCTUKAX HOCUTENEN, Ha KOTOPbIX PACMOJSIOXKEHbI K/tOYEBble KOHTEMHEepbl, MCMOJIb30BaBLUMECS
paHee Ha AaHHOM KOMMblOTepe. DTO MOJSIE3HO, €C/U KJIIOYEBON KOHTEMHEp Ha HOBOM HOCUTeNle MMeeT TO
e UMSl, YTO OAUH U3 paHee NCMOoJIb30BABLUMXCS Ha AAHHOM KOMMbOTEPE KOHTENHEPOB.

2.6. YcraHoBka rnapameTpoB 6e30nacHoOCTH

Bknagka bBe3onacHOCTb KOHTponbHOM naHenn CK3UM Kpuntollpo CSP npegHasHadeHa Ans
Bblbopa napameTpoB 6e3onacHocTn npu pabote ¢ CK3U «Kpuntollpo CSP».

Ona Toro 4tobbl ycTaHOBMUTbH NapameTpbl 6e3onmacHocTu, BbinonHUTe Myck = MporpaMmbl =
Kpuntollpo = Kpuntollpo CSP. Ecnn akTnBHa ccbinika «3anycTuTb C npaBaMu aaMuHUCTpaTopa» (CM.
Puc. 5), To HaxxMuTe €€ n nepenagmte Ha Bknaaky besonacHocTtb (cM. Puc. 59).
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2 Kpuntclpe CSP ﬁ

Ofwme I ObopyaoBaHWe I CepBuc I LOononHKUTENEHD
ANTOpUTMEI | BesonacHoCTb | Winlogon | HacTpoiik TLS

HazHa4eHHBIe Mo yMonYaHues C5P anA yKaszaHHbIX THNoE
GOST R 34, 10-2001 Signature with Diffie-Helman Key Exchange:

Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider

Pexim paboTel CSP

CoXpaHATE MHDOPMELKD 00 MCNONE30BaHHEIX ChEMHEX HOCUTENAX

BeibepiTe C5P ANnA HACTpolikA;
[Crﬂ:lto—F‘ro GOST R 34, 10-2001 Cryptographic Service Provider -

(71 Mcnonb3oBaTe cny#y XPaHeHWA KNKoYei
(@) ¥paHWTE KNKOYM B NEMATH NPHMACHEHME

BrAKOYMTD KSLWMPpOBaHKME a

[ DK ] [ OTmeHa MpHMEHKMTE

L

Puc. 59. KoHTponbHasi naHenb. Bknagka «be3onacHoOCTb>»

Ecnn CK3U «Kpuntolpo CSP» ceptudumumpoBaH no yposHio KC1, To Ha Bknagke besonacHocTb
MOXXHO BblbpaTb pexuM paboTbl: C XpaHEHMEM KIHOUEN B NAMATU NMPUNIOXKEHUN NGO C XpaHEHMEM KItOYen
B cnyxbe xpaHeHusa knwouden. lMNpun XxpaHeHun knwo4ven B cnyxbe XpaHeHUs Kawyer Bce onepauum C
3aKpbITbIM KJIKOYOM MPOM3BOAATCS BHYTPU CNYXO6bl, BHELWUHEMY MPUSIOXKEHUIO BbIAAETCS TOJIbKO pe3ynbTarT,
yTto 6onee 6e3o0macHO, YeM XpaHUTb K/IHOYM HEMNOCPeACTBEHHO B MaMATU MPUIOXEHUN. B ncnonHeHusx
CK3W, ceptudunumpoBaHHbix no ypoBHiO KC2 unn KC3, pexuMm paboTbl C XpaHEHUEM KOYeEH B cnyxbe
SABNAETCSA €AMHCTBEHHbIM AOCTYMNHbIM (CM. Puc. 60).
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2 Kpuntollpo CSP @

ObLwue I OfopyaoBaHWe I CepBuc I LOononHKUTENEHD
AnropuTHEl | BezonacHocTe | Winlogon | HacTpoiki TLS

HazHa4eHHblE N0 yMonYadue C5P Ana yKasaHHbIX THNos
GOST R 34, 10-2001 Signature with Diffie Helman Key Exchange:

Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider

Pexiam paboTel CSP
CoXpaHATE MHDOPMELYAKD 00 MCNONE30EaHHEIX ChEMHEIX HOCUTENAX

Bribepute CSP ana HacTpoikm:

[Crypto-P‘rn GOST R 34, 10-2001 Cryptographic Service Provider -

(71 Menonb3oBaTe cnywby XPaHEHHUA KNoYei

(@) XpPaEHWTE KIHOHM B NaMATH NPUACHEHWA

oo

BrAKIYMTE KILWMPOBaHWE

Ok ] [ OTmMeHa MpHMMEHKMTE

Puc. 60. Bknaaka BesonacHocTb, ypoBeHb 3awinTtbl KC2 nnmn KC3.

Mpn XpaHeHuun KNo4ven B cny>K6e XpaHeHUA KNOYEN BO3MOXHO NMPpUMEHEHNE K3WNpoBaHUA
KOHTEVIHepOB 3aKpbITbIX KJHOYen. KawunpoBaHue 3ak/o4aeTcs B TOM, UTO CUUTAHHbIE C HOCUTENS KITHOUN
OCTaloTCAa B NaMATU CepBUCa.

Kntoy M3 Kawa ABnseTcs 4OCTYMHbIM U MOCNEe U3BEYEHUS KITIOUEBOIO HOCUTENSA M3 CYUTLIBATENS,
a Takxe nocsie 3aBeplueHus paboTbl 3arpy3uBLIEro 3TOT K/OY MPUIOXeHUs. KaxAablid KoY M3 Kawa
AOCTyMeH NtoboMy MpUNoXEHUI0, KoTopoe paboTaeT noj ToW e YYETHOM 3anucbio, YTO U NPUIOXKEHME,
NMOMecTMBLLEE 3TOT K/OY B K3W. Bce KAOUM M3 KaWwa AOCTYMNHbI 40 3aBeplueHus paboTbl Cyx6bl
XpaHeHus kitodeid. Mpu nepenosiHEHMM K3lla oYepeaHOol KoY 3anuncbiBaeTCs Ha MECTO CaMOro paHHero
K/to4a, NOMELLEHHOMO B KLU,

KawunpoBaHve KOHTEMHEPOB MO3BOJISIET YBEMUYUTL MPOU3BOAUTENBHOCTb MPUIIOXKEHUN 3@ CYyeT
6onee 6bICTPOro AOCTyNa K 3aKpbITOMY KJO4Y, T.K. CYUTbIBAHWE KJ/HOYa@ OCYLLECTBASIETCS TONbKO OAMH
pas.

Pa3Mep Kalla 3a4aeT KOMIMYECTBO K/HOYEN, KOTOPbIE OA4HOBPEMEHHO MOMYT XPaHUTLCS B NaMsATHU.

Ona Toro u4Tobbl BKOYUTH KaWnpoBaHue, Heobxoamnmo YCTAaHOBUTb (‘bJ‘IaF B nosne BKAOUUTb
K3lWMpoBaHue. Heobxoanmo Takxe 3agaTb pa3Mep Kawa B COOTBETCTBYHOLWLEM NoJie BBOAA.

MpumeuaHune. Ecnn Ha AOCTYN K 3aKPbITOMY K/IO4Y YCTAaHOBMEH
naponb, Maposib He COXpaHeH Ha I0KaJbHOM KOMMblOTEPE, 3aKpbITbIn
K/1I04 HaxoauTCs B Kale (paHee K HeMy yxe 6bln ocylecTBieH AoCTyn),
T0 obpaweHne K [aHHOMY 3aKpblITOMy K4y npousongetr 6e3
nosiBfIeHNS OKHa BBOAA Maposs MONb30BaTeNs — K4 aBTOMaTUYeCcKu
CYMUTbIBAETCH U3 Kella.

ll‘—!—!—“ CK3U «KpunTtollpo CSP» ocylecTBAsSeT K3WMpoBaHMe 3aKpbITbIX
KlOYeN, CBA3a@HHbIX C  cepTuduKaTtamMm, YCTaHOB/IEHHbIMW B
XpaHunuwe cepTudukaToB JlokanbHOro KoMmnbkoTepa (Hanpumep,
3aKpbITbiX Kntoven LeHTpa ceptudukaummn, Web-cepsepa) ToNbKO Ansd
KOHKPETHOro rnosib3oBaTtens.
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2.7. [onosHUTeNbHbIE HACTPOMNKMN
Bknaaka [lonosHMUTENIbHO KOHTposibHOM naHenn CK3W Kpuntolpo CSP npeaHa3HayeHa aons:
. MpoOCMOTpa BEPCUMI N NyTen pasMelleHns ncnonbsyembix CK3N «Kpuntollpo CSP» dalinos;
. YyCTaHOBKW BPEMEHU 0XMAAHMS BBOAA MHMOPMaLKMKM OT Nosb30BaTeNS.

2.7.1. TlpocMOTp BEPCUN UCMOSb3yeEMbIX (annos

[Ons npocMoTpa Bepcun U nyTen pasMeweHuns ucronblyembix CK3U «Kpuntollpo CSP» dainnos
BbinosHuTe Myck = Mporpammbl = Kpuntollpo = Kpuntollpo CSP u nepeigute Ha BKIaAKy
[AononHutenbHO (CcM. Puc. 61).

i Kpunrollpo CSP I&

ANrOpUTHEI I Be30NaCHOCTE | Winlogon I HacTpoiikn TLS |
Obwwme I ObopyAoEaHWE | CepBnC | JononHUTENEHD

Bepoin dainoe
-~

Kna Bepoia Tun  MyTe

advapid2.dl 6.1.7600.16385 x64 C:\Windows\system32\ady
advapi3Z.dl &.1.7601.17514 x86 C:\Windows\SysWOWeda

m

cpcng. dil 3.6.4523.0 xe4  CYWindows'system32\cpo
cpecng. dil 3.6.4544.0 86 Ci\Windows\SysWoOWaed o
cpssl.di 3.0.3051.1 ¥86  CriWindows\SysWOWad o
cpssl.dl 3.6.3532.1 ¥64  CrWindows'system32\ops: ™
] 1 F

CKONMMPOBEATE B Dydep ofMeHa ]

Bpema cMAaHWA BECAS

Bo epemMA paboTel C5P Ha akpaHe MoryT DeiTe NOK&3aHE! DManoroBLIe
OKHa, TpebyrowWwKe BE0AE MHDOPMALAM OT NoNe30EaTENA,

3AECk MOWHD HACTPOMTE MHTEPEAN EPEMEHM, MO 3ABEPLUEHMHD
KOTOPOrD 3TH OKHa DYAYT 3aKPeITel, Kak BYATO NoNL30BaTEND
HEan Ha KHonky OTMeHa”

[ VcTaHoBWTE BpEMA CHMASHWA EEOAA...

[ Ok H OTMeEHa ] MPHUMEHMTE

L

Puc. 61. KoHTtponbHaa naHenb. Bknagka «/1onosiHUTENbHO>»
B paspnene Bepcum daitnoB B TabnmuHol dopMe npeacrtaBneHa MHbopMauus 0 BEPCUSIX U NyTAX
pa3meweHnsa ncnonbsywmxcs CK3M «Kpuntollpo CSP» dannos.

HaxaTne Ha kHonky CkonupoBaTb B 6ydep o6MeHa npuBeaeT K COXPaHEHUIO AaHHOM
nHdopmauum B 6ydep obmeHa.

2.7.2. YcTaHOBKa BpeMeHU oxunagaHus sesoga MHGopMaunm ot
nosib3oBaTens

Bo Bpems pabotbl CK3U «Kpuntollpo CSP» Ha 3kpaHe MOryT nosiBNATbCSA AMANOroBble OKHA,
Tpebyowme BBOAA MOSb30BaTeneM ONpefeneHHbiX AaHHbiX (Hanpumep, BBOA Mapons Ha AoCTyn K
3aKpbITOMY KJIO4Y).

Ona Toro utobbl YyCTaHOBUTb WHTEpPBAn BPEMEHW, MO 3aBEPLUEHUM KOTOPOro 3TW OkKHa 6yayT
aBTOMaTU4eCKM 3aKpbiTbl (AENCTBME, 3SKBMBANEHTHOE HaXaTuio Mofib3oBaTeneM KHOMkM OTMeHa),
BbinonHMTe Myck = Mporpammbl = Kpuntollpo = Kpuntollpo CSP wn nepeiiante Ha BKNaAKy
AononHutenbHO (CM. Puc. 61).

Haxmunte KHOMKY YCcTaHOBUTDbL BpeMsAa OXXKmaaHuAa BBoAaA.
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CucteMa oTO6pasuT OKHO «MHTepBan BpeMeHW oxuaaHus BBoga» (cM. Puc. 62). YcTaHoBuTe
HeobXxoaMMble 3HaYEHWUS NepekntoyaTeneil 3HaueHue nosib3oBatens 1 3HauyeHMe No YMOJIYaHUIo Ans
BCEro KoMnbroTepa.

r© -
E MHTepean EpeMeHW OXMAaHWA EBOAE I,&J

BEeanTe MHTEpPBan EPEMEHN CHMAEHWA BEOAA NONE30BATENA B
OWanoroeblx okHax Kpuntollpo C5P B cekyHaax:

3H@4YeHWE NoONL30EATENA:

@ moNE30BaTE CMCTEMHDE SHAYEHWE N0 YMOMHEHMH

¥CTaHOBUTb ﬁEEKDHE‘-IHDE HHMOaHWE

o

YCTEHOBUTE UHTEDBanN: G600 | ceryHA

3Ha4YEHWE No YMONY4aHWID ONA BCEr0o KOMNBKOTEPS:
¥CTEHOBMTE BecKoHeYHDE HHMOaHue

¥CTEHOBMTE MHTEpEan: 600

Ok ] | OTmena

L

Puc. 62. OkHO «HTepBan BpeMeHM OXxnpaaHusa BBoaa>

B 3TOM OKHe ycTaHOBUTE HeobxoanMble 3HavYeHus rlepeKmoaneneVl 3Ha4yeHue nosb3oBaTensa u
3HaueHue no YMONT4YaHUIO A1 BCEero KomMmnbroTepa.

Monb3oBatenb, He SABNAKOLWMNACS AaAMUHUCTPATOPOM Ha JIOKaJ/IbHOM KOMMbKOTEPE, MOXET
OCYLLECTBUTb TOJIbKO YCTAHOBKY nepeknoyaTtens 3HayeHue nonb3oBaTtens (rlepeKmoanenb 3HauyeHue
no ymosil4yaHUIO ANA BCero KoMmnbroTepa 6y,qu BaTEMHeH) B O4HO U3 cneayrwmnx MONIOXKEHUI:

J Mcnonb3oBaTb CUCTEMHOE 3HayeHWe O  YMONYaHU - YyCTaHaBAMBAET 3HauyeHwue,
onpegeneHHoe nepeknyvyaTtenem 3Ha4yeHne no yMon4aHUK AONn4a BCero KoOoMMNbKTEpPa, 3TO 3HaA4YeHue
YCTAQHOBJIEHO MO YMOJI4aHUIO;

J YcTaHOBUTL 6eckoHeuyHoe oXxugaHue - yCTaHaB/MBaeET beckoHe4yHOe oOXuaaHue BBOAA
AaHHbIX NOJ1b30BaTeENA;

e  YCTaHOBUTb MHTEpBan - OMNpefensieT MHTepBas BPEMEHW, BO BPeMs KOTOPOro MoJib30BaTesb
[O/KEeH BBECTU [laHHble.

N3MeHnTb nepekntovaTesib 3Ha4YE€HUe Mo yMOJIYaHUIO A8 BCEro KOMnblTEpa MOXET TOJIbKO
aAMUHUCTpATOp NoKajnbHOro komnbtotepa (cM. Puc. 63). Mpu atom, ecnn B naHenu Kpuntollpo CSP
aKTUBHA CCblJIKa «3anyCTuUTb C MpaBaMm agMmMHucTpaTopa» (CM. Puc. 5), To eé Hy>XHO HaxaTb.

Mo ymonyaHuio yCTaHOBIEHO OXuaaHue BBoAa B TeveHne 600 cekyHa.
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F N
E MHTepean BpeMeHy oxMaaHWA EBOAE &J

BEeanTe MHTEPBaN EPEMEHKM CXMAEHWA BEOAA NONE30BATENA B
aWanoroeblx okHax Kpuntollpo CSP B cekyHaax:

3Haq4eHMEe NonNE30BaTENA:

@ 1moNE30EaTE CMCTEMHDE SHAYEHWE N0 YMOMHSEHMH

¥CTaHOBUTb ﬁEEKDHE‘-IHDE HHMOaHWE

o

YCTEHOBUTE UHTEDBanN: G600 | ceryHA

3HAYEHWE NO YMOMYEHWED ANA BCErD KOMMBIOTEPS!
¥CTaHoBMTE DeckoHeYHDE MO aHueE

@ YCTaHOBWTE MHTEpBan: G600 = ceKyHA

OK ] | OTHMEHE

L

Puc. 63. OkHO «HTepBan BpeMeHU OXxnaaHusa BBoAa>» AN agMUHUCTpaTopa

KOMMNbiOTEPAa

[

NMpumeuyaHue. 3HauyeHuMe nosib3oBaTensa uMeeT 60nbLMi
NpMOpUTET MO OTHOLWEHMIO K 3HA4YEeHUIO MO YMOJIHaHUIO AN BCEro
KOMMNblOTEpa (HanpuMep, ecin 3HayeHue nepeknyvatens 3HadyeHue
no yMoOJIYaHUIO ANl BCEro KOMMNblOTEpa YCTaHOB/IEHO B MOJSIOXEHUEe
YctaHoBuTb MHTepBan - 600 cekyHa, a nepeknwyatens 3HadveHue
nosib3oBaTeNA B MNOJIOXKeHMEe YCTaHOBUTb 6eCKoHe4yHOoe oXumaaHue, To
AencTBuTeNbHbIM  6yaeT 3HadyeHMe -  YcTaHoOBUTb 6HeckoHeuHoe
oxungaHue).
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2.8. YcTaHoBKa napameTpoB KpunTorpadunyeckmux aaroputMoBs

Bknagka ARMroputMmbl KoHTposbHoM naHenn CK3W Kpuntollpo CSP npegHasHadeHa Aans
YCTaHOBKW pa3/iNyHbIX NapaMeTpoB peasim3oBaHHbIX KpunTorpapuyeckmx anropmMTMoB.

Ons ycTtaHOBKM MapamMeTpoB Kpuntorpaduyecknx anroputmMoB Heob6xoammo BbinonHUTH Myck =
Mporpammbl = Kpuntollpo = Kpuntolpo CSP v nepeiiante Ha Bknaaky Anroputmbl (cM. Puc. 64):

2 Kpunrollpo CSP I&

| ObLue | OfopyaoBaHWe | CepBuc I LOononHKUTENEHD

AnropuTHEl | BesonacHoCTe | Winlogon | HacTpoiki TLS

MapaMeTpel aNropUTHMOE

BeibepiTe TN CSP ANA HACTPOMKK NapaMeTpoE:

| GOST R 34. 10-2001 Signature with Diffie-Hellman Key Exchange v |

MapaMeTpel aNropHTHE XSWHWPOBEHWA:

[I‘DCT P 34.11-94, napaMeTpbl N0 YMOnHaH D v]

MapaMeTpel anropuTHE WbPOBEHMA:

[I‘DCT 28147-89, napaMeTpel Ockap 1.0 v]

MapaMeTpel aNropUTME MOAMMoA:

[I‘DCT P 34.10-2001, napaMeTpil N0 YMONYaHAD v]

MapameTpel anropuTha duddm-XennmaHa;

[I‘DCT P 34, 10-2001, napaMeTpel 0OMEHa NO YMONYE v]

Ok ] [ OTMEHE MPHUMEHKMTE

b

Puc. 64. KoHTposibHasa naHenb. Bknagka «Anropmtmbi»

Ha 3aknagke AAroputMbl MOXHO BblbpaTb TWUM KpunTtonpoBanaepa, A4Ana KoToporo 6yaeTt
OCyLlecTBNATbCA  HacTpovka (B Bepcum  Kpuntollpo CSP 3.6 poctyneH €AWMHCTBEHHbIM  Tun
kpuntonpoBangepa: GOST R 34.10-2001 Signature with Diffie-Hellman Key Exchange), nocne uvero ans
COOTBETCTBYHOLMX KpunTorpadumyeckux aaroputMoB peanmsoBaHa BO3MOXHOCTb YCTaHOBKW NapaMeTpoB:

o OCYLLECTBMSIETCA YCTaHOBKA MapaMeTpoB anroputMa XxewwuposaHuss - [OCT P 34.11-94
(napameTpbl N0 YMOYaAHUIO);

. OCYLLEeCTBNSIETCA YCTaHOBKa MapaMeTpoB anropuytMa wmdposaHus — MOCT 28147-89 (napameTpbl
no ymon4yaHuio, napameTrpbl Ockap 1.0, napameTpbl Ockap 1.1, napameTpbl PWK1, napameTtpsl
wndpoBaHua 1, napamMeTpsbl WwWKdpoBaHUs 2, napaMeTpbl WndpoBaHms 3).

) yCTaHOBKa NapaMeTpoB afroputMa BbipaboTKu M NPOBEPKMU INEKTPOHHOM LUNGpPOBOIM NoANUCU
- FOCT P 34.10-2001 (napameTpbl N0 ymMon4yaHuto, napameTpbl Ockap 2.x, napaMeTpbl nognucu 1);

. yCTaHOBKa napameTpoB anroputma Auddwu-XennmaHa - FOCT P 34.10-2001 (napameTpbl
obMeHa no ymon4yaHuio, napameTpbl o6MeHa 1).

2.9. Hacrpomnka ayteHTUdmKaumm B gomeHe Windows.

Bknagka Winlogon koHTponbHoM naHenu CK3W Kpuntollpo CSP npeaHasHaveHa Ans HacTPOMKM
ayTeHTUdMKaunm B LOMEHE C ucnonb3oBaHnem anropntmos NOCT.

Onsa Hactpovikn Winlogon BbinonHute Myck = Mporpammbl = Kpuntollpo = Kpuntollpo CSP
n nepengute Ha Bknagky Winlogon (cM. Puc. 65):
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F A
2 Kpunrollpo CSP 29
Ofwme I ObopynoBaHWe | CepBuC | LOononHKUTENEHD
AnropyUTHEl | BEsONacHOCTE | Winlogan | HacTpoiika TLS

KNHOYEB0A CHMTEIBATENE MO YMONYSHID
BeibepiTe C5P AnA HacTpolik;

Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider
BolbepHTe CYMTHIBETENE:

He yCTaHoBneH

MapaMeTpbl

|:| OTRnoYATh KpunTolpa Winlogon

Mcnone3oBaTe anropdTHel KpunTallpo C5P Ha KDC

Mo eHTUDMKATOPE KOHTPONNEDOE A0MEHS

Ok ] [ OTMEHE MPHUMEHKMTE

LS )

Puc. 65. KontposnbHaa naHenb, Bknagka Winlogon.

Mpwn ycTaHoBKe Ha KOHTposnep agomeHa 6ypetr poctynHa ans Bbibopa onums Ucnonb3oBaTtb
anroputmbl Kpuntollpo CSP Ha KDC u 6yayT 3anoniHeHbl NONs MAEHTUHUKATOPOB KOHTpoJsnepa
AomeHa. MNoapobHo o HacTpolike Winlogon cM. COOTBETCTBYIOLLYIO AOKYMEHTAUMIO.

Mpn HeobxoAUMOCTM MOXHO MOSHOCTbIO OTKAKYUTL UcCnofb3oBaHue anropmtmos [OCT npwm
ayTeHTuduKaumm B gomeHe. [ina aToro npegHasHadveHa onuus OtTknwountb Kpuntollpo Winlogon.

2.10. Hactpownku TLS.

Bknagka Hactpo#ika TLS Ha koHTponbHOM naHenu CK3W Kpuntollpo CSP npeaHasHadeHa ans
HacTporkuM  npotokona TLS, obecneuymBatoweM  ayTeHTUdMKALMIO  CBA3bIBAIOWMXCA  CTOPOH,
KOH®UAEHUMANBHOCTb M LENIOCTHOCTb NepeckiiaeMon nHpopMauum.

Ons HacTtpoiikn TLS BbinonHuTe Myck = Mporpammbl = Kpuntolpo = Kpuntollpo CSP u
nepenauTe Ha Bknaaky Hacrponka TLS (cm. Puc. 65).

Mpwn ycraHoBneHmn ¢nara B none knveHta WMcnonb3oBatb npotokon OCSP, kIneHToM
OCYLLECTBISIETCA NPOTOKON NpoBepku cepTudmkaTa no 6ase cepsepa OCSP Responder.

Mpwn yctaHoBneHuu ¢nara B none knmeHta He nmpoBepsaTb cepTuduKar cepBepa Ha OT3bIB,
K/IMEHTOM He nNpOM3BOAMTCH MpoOBepKa CepTUdUKATOB Ha MNPUHAANEXHOCTb CMUCKY OTO3BaHHbIX
ceptucdukatos (CRL).

Mpn ycraHoBneHun ¢nara B none knveHta He mcnonb3oBaTb ycrtapeswue cipher suite-bi
OTK/1I04aeTCs BO3MOXHOCTb UCMNOAb30BaHus cipher suite, B KOTOpbIX 6bl1M 06HapyXeHbl yS3BUMOCTHU.

Mpu ycTtaHoBneHun dnara B nosie cepBepa WMcnonb3oBatb nportokon OCSP, cepsepoMm
OCYLLECTB/ISIETCSA MPOTOKOS NPOBEPKM cepTudmkaTa no 6ase cepsepa OCSP Responder.

MyTeM yCTaHOBNIEHUSI COOTBETCTBYHOLWMX (naroB B MOMsSX CEpBeEpa AOCTUraeTcs OTK/OUEHME
CepBepoM MpoBepKu cepTudmKaTa KAMEHTA Ha HanuuMe B CMMUCKE OTO3BAHHbLIX CepTUdMKATOB, NPOBEPKU
HasHayeHus cobCTBEHHOro cepTudwukaTa, MCNonb3oBaHMe cipher suite, B KOTOpbIX 6bln 06HapyXeHbl
YySI3BUMOCTH,
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MNocpeacTBoM  ycCTaHOBMeHUS/cHATMS  dnaros,

CBA3aHHbIX

C

paclwmMpeHmem

Renegotiation

Indication, koHTponupyeTtcs TpeboBaHne 6e30nacHOro CBA3biBaHMA Heckonbkux da3 handshake (cm. RFC

5746).

B cOOTBETCTBYOLWMX NOMAX HaCTpansBaeTca pa3Mep K3la Ceccmin n MakcmMasbHoe 4Yncno LEHTPOB

cepTudumnkaummn B 3anpoce ceptudukara.

i Kpunrollpo CSP

=

Ofwme I DbopynoBaHue | CepBHcC I LJononHKWTENsHD |
ANroprTHE | BESONACHOCTE | Winlogon | HacTpoiikin TLS
KnmueHt

Mcnonb3oBaTe NpaToron OCSP
["|He npoBepATL CEPTUAMKAT CEPEEPE Ha OT3bIB
["|He npoBepATE HasHaYEHME COBCTEEHHOMD CEPTUOMKATA
He ucnonbsoeaTe yoTapeswme dpher suite-t
Cepeep
MononbsosaTte npoTokon OCSP
["|He npoBepATE CEPTHHWKAT KNMEHTA Ha OTSLIE
["|He npoBepsaTE HasHaYeHMe CoBCTEEHHOMD CEPTUDMKATE
|:| He Mnonb30BaTE YCTaPEeELWME cpher suite-si
[ Noapaepwieate RFC 5746 (Renegotiation Indication)
[| TpefiosaTe nogaepsy RFC 5746 (Renegotiation Indication)
[ Mcnonb3oBaTE CEPTUhMKET KOMNLKOTEPE N0 YMOMYEHWID
PasmMep Kala cecoi: 64 =

MakcMManeHoe Yicno LG B 3anpoce cepTudukaTa: 100 =

[ DK J[ OTMeHa ] MpHUMEHKMTE

Puc.66. KoHTponbHasa naHenb, Bkjagka Hacrpoiika TLS
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3. IHTepdenc reHepaummn Kro4ven

3.1. CozpaHue KI4eBOro KoOHTenHepa

3.1.1. Bbibop KNOYEBOro HoCHUTENS

Mpn co3paHMM KNKOYEBOrO KOHTEMHEpa cucteMa 0TobpasuT OKHO Bbibopa KIOYEBOrO HOCUTENS
(cM. Puc. ).

x|
0:03:55
(20w BorasTe YHCTEIR KAKYEE0R HOCHTE
GE=d ''897aBaB0-a97e-4974-Bi0c-a5bfbefb 33",

— CeeneHua
YeTpolicTEa: B oT aENEHHEIA HOCHTE Mk
IE Y
CoCTOAHME:
Feectp

= _

Misre menn LI
F, I OTreHa Ceegenua <<

Puc. 67. Bbi6op kno4yeBOro Hocurens

DT0 OKHO oOTo6pa)kaeTca B TOM C/lydae, Korda mMoJib30BaTeflb UMEeT HECKOSIbKO YCTPOWCTB,
CNyXallMx KAYEBbIMU CUMTbIBATENAMU. B cnydyae, Koroa K/IKOUEBOW CUMTbiBaTeNb TOSIbKO OAWH, OH
BblIBMpPaETCa aBTOMaTUYECKM, M 3TO OKHO He oTobpaaeTcs.

Mocne Toro, Kak K/loUeBOoi CUMThIBATENb BbiGpaH, HaxMnTe KHonky OK.

3.1.2. TeHepauus HavyanbHOM NnocnegosBaTenbHocTM ACYH

Mocne BblbOpa KAOYEBOro CUYUTbLIBATENS, €CfiM B CUCTEME He YCTaHoBfieH annapaTHbin [ACY,
cucrtema otobpasnT OKHO «buonornyeckunii gaTtumk cnyvamHbix yncen» (cm. Puc. ).

[ E Kpuntollpoe CSP l&1

0:09:55

Bronoryeckii OaTHHK I'_I'I'E.l"-lal-.:1Hb-D( H{ceEn

HaMMaiTe KNSBsMwM 1A I'IEFIEMELLI.EI[&TE YEa3aTens
MBILWKM HAO 3THM OKHOM 00 TEX NOp, NOKA KNKDY He ﬁ'!.l'D.ET
Co30aH. ..

Alt +

OTMEHE

Puc. 68. BuonormuecknMini AaTumK cayvyamHbIX ymcersn

Buonormnyecknii  patumk Cﬂy‘-laﬁHbIX ymncen npegHasHaydyeH Aans reHepauumun Ha4anbHOM
nocneaoBaTesiIbHOCTU AaTUMKa CﬂyanIHbIX yucen.

ans reHepauunm Heo6Xo0ANMO HaXXuMaTb Ha KJIaBULLM UM ABUraTh MbILWbLO.

54



XKTAN.00050-03 90 03. Kpuntollpo CSP. VIHCTPpYKUMSA NO UCMNOSIb30BaHUIO

3.1.3. Wcnonb3oBaHWEM CEPBUCHOIO AecKTona

B onepaumoHHbix cuctemax Windows Vista/2008/7/2008R2 B cny4yae MCMonb30BaHUS CryxX6Obl
XpaHeHusa knoden ana ypoBHa KC1l unuM MCnonb30BaHUs AaTUMKOB CJYYaWHbIX 4yucen Ans ypoBHeEN

KC2/KC3 (Bunonornyeckmn ACH) amanorm BblbOpa cuMTbiBATENS M FEHepauum K4da MOoSIBASIOTCA Ha
CEepBUCHOM JecKTone.

Mpn wucnonb3oBaHMn Cnyxbbl XpaHeHus kn4den B pabote Kpuntollpo CSP 3.6.1 Ha
onepaumnoHHbix cuctemax Windows 8/Server 2012 Heobxoaumo, uTobbl Ha cepBepe 6bina 3anyuleHa
cnyxba obHapyxeHus nHTepakTMBHbIX OkOoH (UIODetect). Ons aToro B pepaktope peecTpa B pasjene
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Windows Heo6x0AMMO BbICTaBUTb 3HauyeHue
napametpa "NolnteractiveServices" B 0(no ymonyaHuio BbICTaB/eH B 1).

x|
0:05:47
()= BcTaebTe YMCTEIA KMDYEE0H HOCKTENE
t|==l: "phicl-23938255-347d-48: 2252 8- 74 5 7abfb 2"

—CeensHWA

YoTpoicTEa: BoTaEneHHBIR HOCHTENE:

CocTosHwe:

QK I CmaeHa CeenetuA <<

Puc. 69. Bbi6op K/1l04EBOro HOCUTENIA HA CEPBUCHOM fiecKTone
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Kpuntollpo CSP |
0:09:50
BMONOrMYECkMi AETHHK CTYHE0HBIK SMCEn

HasMMaiTe KNSEMLWIA 1A I'IEDEHEIJJ.EETE YEa3aTens
MBIl HEO 3THM OKHOM 00 TEX NOp, NOKE KNHY He EWII.ET
coznaH...

IHETl

Puc. 70. Bbi6op Buonornueckuii 1CH Ha cepBMCHOM fecKTone

3.1.4. Bsoa naposid Ha AOCTYN K 3aKPbITOMY K/HOYYy

Mocne 3aBepweHns paboTbl 6MoONOrMYecKoro AaTunka ciydamnHblX YnMcesn cucteMa oTobpasnT OKHO
BBOZA Mapo/ia Ha AOCTYMN K 3aKpbITOMY KJ/O4Y CO34aBaeMoro KoHtemHepa (cm. Puc. ).

rE Kpunrollpo CSP — @1

0:09:53
(Sl=p YCTaHOBMTE Naponk Ha CO3AaBaEMLIA KOHTElHep "555"
==
=
(@) ¥cTaHOBMTE HOBEIA Naponks EM

HoBkllii Naponk:

MogTEEepHOEHHE:

) Co=) s

Puc. 71. BBoa napons Ha AOCTYN K 3aKpPbITOMY KJ1IOUy

B 3TOM OKHe CyLiecTByeT BO3MOXHOCTb BBOAA TEKCTOBOIO Mapons Ha AOCTYN K 3aKpbITOMY K4y
CO34aBaeMOro KoHTelHepa (OAWMH M TOT e naposib Heob6xoauMMo BBecTM B nonss HoBbiM nmaponb W
MoarBeprkaeHue).

Mocne BBoAa naponsa Haxmute KHonky OK.

Ecnu kno4u reHepupyeTcs Ha HOCUTENb, MOAAEPXXMBAKOLWNIA annapaTHbIi Naposib UAW MUH-KOA, TO
Heo6xoANMO BBECTU TOT Naposb (MUH-KOA), KOTOPbI YCTAHOBJIEH HA 3TOT K/1IOUEBOW HOCUTENb.
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3.1.5. Bbibop cnocoba 3awmnTbl AOCTYyMNa K 3aKPbITOMY K04y

Mommnmo BBoaa napons B CK3U «Kpuntollpo CSP» cylwecTBYyOT Apyrmve cpeacTBa 3awmTbl AOCTyNa
K 3akpblTOMy Ko4y. Ona Bbibopa noaxoaswiero cpeacrsa 3aliMTbl B OKHe BBOAA MAposis Ha AOCTyn K
3aKpbITOMY K04y CO34aBaeMoro KoHTenHep (cM. Puc. ) HaxmuTe kHonky NMoapo6Hee. Crctema oTo6pasuT
OKHO Bblbopa crnocoba 3awmMTbl AOCTYyNa K 3aKpbITOMY K/O4y CO34aBaeMoro KoHTewHepa (cMm. Puc. ).
3awmTa HocuTenen NoAAepXuUBaloLWMX annapaTHbii Naposb (MMH-KOA) BO3MOXHA TONIbKO Ha 3TOM Mapone
(nnH-KkogZe).

[ E Kpunrollpo CSP [-E?-f

0:09:29
?j YCTaHOBWMTE Napont Ha COSAaBaEMBIN KOHTENRHER "555",

L3
=

@) ¥CTEaHOBMTE HOBBIM 0Ep0Ne EM

HoBkIlA Napons:
MoATEEMHAEHNE:

YCTEHOBUTE MACcTEP-HIHOY [

C0303Th HOBRIA KOHTEAHED

EEI3JJ,E.I'IP1TI: KIHOY Ha HECKONEKD HOCMTENEA

L

[4,]

| 0K | OTmMeHa

Puc. 72. Bbi6op cpeacTsa 3alimTbl AOCTYNA K 3aKPbITOMY KJ1lOUy

b

B 3TOM OKHe coaepxaTcs cneayrowme nons:

. YCTaHOBUTb HOBbIW MapoJib — BBOJ TEKCTOBOrO Naposns;

L] YCcTaHOBUTDb MacTep-Kamw4y - 3aLIJVId)pOBaHVIe AAHHOINo 3aKpbITOro KJ4Ya Ha [Apyrom
3aKpbITOM KJtoYe (M3 ApYyroro Kit4YeBoro KoOHTelHepa);

L] PaspaenuTtb K104 HAQ HECKOJIbKO HOocUuTeneun - pasaeneHne AaHHOro 3aKpbITOro Ksiro4da Ha
HEeCKONbKO HocuTenen ansa obecneyeHns AoCTyna K HEMY.

Ona Bo3BpaTa n3 okHa Bbibopa crnocoba 3awmTbl AOCTYNa K 3aKpbITOMy kaody (CM. PUC. ) K OKHY
BBOAA Napons Ha goctyn (cM. Puc. ) NnoBTOPHO HaxmuTe KHonKy Moapo6bHee.

3.1.5.1. YcTtaHOBKa HOBOro napons

Ecnn nepekntoyaTtenb yCTaHOB/IEH B MoJjle YCTAHOBUTb HOBbIA naponb (cM. Puc. ), To CK3U
«Kpuntolpo CSP» ocywecTBuMT 3awWuTy Ka4Ya npyv MNOMOWM Napons Ha J[AO0CTyn, BBEAEHHOro C
KnaBuaTypbl. Heo6x04MMO OCyLLeCcTBUTb AENCTBUS, ONMUCaHHble B NyHKTe 3.1.4.

3.1.5.2. YcraHOBKa MacTep-KJoya

Ecnu nepeknioyaTtens ycTaHOBNeH B none YcTaHOBUTb Mactep-katou (cMm. Puc. ), to CK3U
«Kpuntolpo CSP» ocywecTBUT 3awWwmTy KK4Ya npu NoMowm 3awmdpoBaHUa AaHHOIO 3aKpbITOro K/ko4a
Ha ApPYroMm 3aKpbITOM KJlOYe.

Ons sToro Heo6xo4MMO BBECTU UMS KOHTeWHepa (Man BbibpaTb KOHTEMHEpP M3 CMcKa C MOMOLLbHO
KHONKn BblI6paTb), coaepikallero 3aKpbiTbll K04, Ha KOTOpOM 6yaeT ocyllecTBAeHO 3awwudpoBaHue
WMCXOAHOrO0 3aKpbITOro K4a. MNMpu HaxaTum KHonkn BblibpaTtb cnuctema oTob6pasnT CNMCOK CyLLECTBYOLWMX
KOHTeWHepoB (cM. Puc. ).
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r N

Kpuntollpo CSP -

0:09: 56
Bribop KNHOYEB0ro KOHTERHEPA

E CNUCKE NOKEa3blEATE:

@ [py#wecTBeHHbIE MMEHS ) ¥HWKANbHEIE MMEHS

CRWCoK KNioYesbIx KDHTEﬁHEDDB None30B3TENA.

=
CyYMTEIBATENE  MMA KOHTEAHEDS

PeecTp le-5ffafafi-3d 23-443b-afal-af298d 1c754a

PeecTp le-ba364ebs-ddfe-4054-a2fa-ddecc2334b00

Ok ] I OTmeHa

L

Puc. 66. Cn1Mcok CcyulecTBYHLMUX KOHTENHEepOoB

Mocne BbiGopa HeobX0AMMOro KOHTelHepa HaxmuTe kHonky OK. [pu 3ToM npowusonger
3awndpoBaHmMe AAaHHOMO 3aKpbITOro K/4Ya Ha Koye BbiI6BpaHHOro KoHTenHepa.

CK3U «Kpuntollpo CSP» no3BonsieT oCcyLecTBNsaTb 3awmndpoBaHne AAaHHOMO K/4Ya He TOJIbKO Ha
CYLUeCTBYIOLWEM 3aKpbITOM Kitoye. Mpu ycTaHoBKe cdrara Hanpotus nosnsi Co3aaTh HOBbIA KOHTEWHep
(cM. Puc. ) cuctema aHanormMYHO CO34aCT HOBbI KOHTEMHEP M Ha ero K/l4e OCyLecTBUT 3alndposaHue
3aKpbITOro K/4a AaHHOMo KOHTenHepa.

3.1.5.3. Pa3aeneHuve KnroYa Ha HECKOJIbKO HOocUuTeneun

Ecnu nepekntoyaTenb yCTaHoB/ieH B nosie PasgenuTb KJIIOM HAa HECKOJIbKO Hocutesneu (CM.
Puc. ), To CK3U «Kpuntolpo CSP» ocywecTBMT 3alMTy K/to4ya Npu NMoMoLM pa3geneHus AoCcTyna K HeEMY
MeXAy HEeCKOIbKMMWU Ko4YeBbIMU HOoCUTenamu. Kaxablii U3 3TUX HOCUTEeNnen SIBNSeTCs CaMOCTOSTeNlbHbIM
KOHTEMNHEepPOM C CO6CTBEHHbIM NaposieM Ha AOCTYN K 3aKPbITOMY KJ/TtO4Y.

HeobxoaAnMO 3anonHUTL crneayowue nons:

e KonunuecTtBO HOCUTENEN ANA 3arpy3kKmM — UYNCO HOCUTENEN, HEeobXoaAMMbIX ANa AOCTyna K
3aKpbITOMY K4y .

o O6Lwee KONMNMYECTBO HOcUTenem — oblilee KONMMYECTBO HOCUTENEN, MeXay KOTOPbIMU KoY
6yneT pa3aeneH.

Mocne 3anosHeHMs 3TUX MNoOJSen cucTtema nepeﬁ.qu K npoueccy co3aaHuna HOBbIX KOHTEVIHepOB,
y4yacCTBYwWNX B pasgesieHnMn WUCXoAQHOro Kitk4a. Konunyectso co3paBaeMbix KOHTeVIHepOB paBHO
3HA4YEHWND, YKa3aHHOMY B none Ob6uee KOJIMYECTBO HOCUTENeN:

1. [Ona kaxAaoro co3jaBaeMoOro KOHTeWHepa cucTemMa 0To6pa3svT OKHO Bbibopa KIO4YEBOro
Hocutens (cMm. Puc. ). B 3ToM okHe HeobxoauMmo BbibpaTb HOCUTenb, KOTOpPbIM 6yAeT ydacTBoBaTb B
pasgeneHunu Kwva.

2. Tocne TOro, Kak Anss BCeX KOHTeNHepoB BbibpaHbl HOCUTENW, cucTeMa OTO6pasuT OKHO
«Brnonornyeckun gatunk cny4yamHblx ymcen» (cM. Puc. ), B KOTOPOM MNPOU3ONAET reHepaums HadasbHOM
nocnegoBaTeNlbHOCTU AaTumKa CiydarHbIX yucen. Ecnm yctaHoBneH (u3nMyeckmin AaTuuk Ciy4YanHbIX
ymcen, To reHepaumnsa npomsseaeHa byaet M. B 3ToOM cnyyae OKHO «BMONOrMYEcKMn AaTunK CryyYanHbIX
umncen» otobpaxartbcs He byaerT.

3. Tlocne 3aBeplieHMS reHepaumn cucteMa OTO6pa3uMT OKHO BBOAA Mapons Ha A[ocTyn K
3aKpbITOMY K/HOYY A5 KaXAO0ro co34aBaeMoro KoHTerHepa (cM. Puc. ). B aToM okHe Heo6xoanuMo BBeCTU
naponb nmbo BbIGpaTb Apyroe CpeacTBO 3alimMTbl AOCTyNa K 3aKpbITOMY KJO4YYy MPU MOMOLUM KHOMKM
Moapo6Hee (cM. Puc. ).

MNMocne TOro, Kak BCe KOHTEWHepbl, y4yacTBylolwMe B pasgefeHun kwda, 6yayT co3aaHbl,
npousoinaeT npolecc obecrneyeHns 3allmThl AOCTYMa K 3aKpbITOMY KoY.
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3.2. OTKpbITHE KIHOYEBOI0 KOHTEMHEPA

3.2.1. OTcyTCTBME KIHOYEBOr0 HOCUTENS

B cnyyae oOTCYyTCTBUSI K/HOMEBOIO HOCUTENSI MPWU OTKPLITUM KIIOYEBOrO KOHTEWHepa cucTeMa
oTo6pasuT okHo, cooblatowee 06 oTcyTCTBMM HOoCcuTens (CcM. Puc. ).

;|§ BoTaeeTe KAKYEBON HOCHTENE
=3 QO0DO0D0_FEEE4875-FC.
— CeEaaeHHA
HerpolicTea: B cTaEneHHEIN HOCHTEnE:

CocToAHKE:

Huckoean, a:
OTCYTCTEYET HOCHTENG.

OTreHa CeegeHMA <<

Puc. 67. OTcytcTtBMEe He06X0AMMOro HocuTens

Mocne Toro, Kak HocuTenb 6yAeT NOAK/IIOUEH, CUCTEMA NepelleT K creaytoweMy okHy (cM. Puc. ).

Ecnu TpebyeMbin HOCUTENb YCTAaHOBUTb HE YyAaeTCs, HaXMuTe KHornky OTMeHa. B 3toM cnyuyae
Npouecc OTKPbITUS KOHTEMHEPa NpeKpaTuTcs.

B cnyyae, korga Heo6XoAMMbIA KKYEBOM HOCUTENb MNOAKJIKOYEH, OKHO, coobwatowee 06
OTCYTCTBUM KJIKOYEBOIro HOCUTENs, oTobpaxaTbCcst He byaeT.
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3.2.2. NMpoBepka Naposig Ha AOCTYN K 3aKPbITOMY K04y

lMocne TOro, Kkak HeobXxoaAuMbIA HOCUTENb YCTaHOB/EH, cucrema n0Tpe6yeT noaTeepXxaeHume
naponas Ha A0CTYyN K 3aKpbITOMY K04y OTKPbIBAEMOIo KOHTeVIHepa.

3.2.2.1. MpoBepka TEeKCTOBOro naposns

Ecnu 3awmTa AocTyna K 3aKpbITOMy K4y 6blia ocyllecTBieHa npu nNoMoLwmM BBOAA TEKCTOBOMO
naponsa (cM. nyHkT 3.1.5.1), To 6yaetr oTo6pakeHO OKHO MpOBEpKW Napons Ans A0CTyna K 3aKpblTOMY
KJII04Y OTKpbIBAEMOro KoHTenHepa (cMm. Puc. ).

BesauTe naponk 4078 KoHTEHHEPa
bd8bade-cI0e-dacs-beel-63 B53abdbe. 4

Mapone: I"’“‘

[T ZanotnuTe naponk
omes |

Puc. 68. NMNpoBepka napona Ha AOCTYN K 3aKPbITOMY KJIO4Yy

Ecnn paHee BO BpeMsa BBOAA Mapons Ha AOCTYN K 3aKpblTOMy KAl4dy dnar HanpoTuMB nons
CoxpaHnTb Naponb 6bi1 YCTaHOB/IEH, TO Naposib 6bis1 COXpaHeH B peecTpe. MoBTOpPHbIN BBOA (NpoBepka)
3TOro napons He TpebyeTcs, N03TOMY OKHO NpoBepKu napons otobpaxeHo He byaerT.

Ecnn naposib BBeAeH HEBEPHO, CUCTEMaA NOMPOCUT NOBTOPHO BBECTU Maposib.

MpuMmeyaHue. HocuTenu, uWMeLWMe annapaTtHblii MNUH-KOA,

ll_._._“ MOTYT MMETb OrpaHWYeHMEe Ha KOJIMYECTBO HeyAauyHbIX MOMbITOK BBOAA

== naponsa. [lpeBblleHWe 3TOro npeaena nNpuMBOAUT K 6JI0KMPOBAHUIO
HOCUTENS NN KOHTElHepa.

3.2.2.2. MpoBepka napons npy 3aliMdpoBaHUU KJIlOYa Ha APYroM KJo4e

Ecnn 3awmta pgoctyna K 3akpblTOMy K4y 6blia ocyuwecTsfieHa Npy nNoMowM 3awndpoBaHus
[aHHOro 3aKpbITOro KJ4a Ha ApPYroM 3aKkpbITOM ktode (CM. NyHKT 3.1.5.2), To byaet oTobpakeHo OKHO
NpoBepKn napons Ans AOCTyna K 3aKpbITOMY KOy KOHTelHepa, Ha KJl4ve KOTOpPOoro MnpoBOAWMSIOCH
3awmndposanHue (cm. Puc. ).

Mocne TOro, kak 6bia1 NOMy4YeH AOCTYN K K4y pacwndpoBaHus, nMpouM3ongeT pacwmdpoBaHmne
KJ1l04a OTKPbIBAEMOIr0 KOHTENHepa.

3.2.2.3. MpoBepka napons npu pasaeneHun Kjr4vya Mexxay HeCKOJIbKUMu
HOCUTENSAMMU

Ecnu 3awmrta focTyna K 3aKpbiTOMY K4y OCyLWEecTBAsnacb Npu MOMOLWLM pasdefieHns Kwuya
Mexay HocuTensamm (cM. nyHKT 3.1.5.3), To npoBepky TpebyeTcs OCyLeCTBUTb A8 TaKOro KosmM4yecTBa
HocuTenel, kakoe 6bino0 ykasaHo B none KonuuecTtBo HocuTenem pAnsa 3arpysku npu cosjaHuu
KOHTelHepa. pn HaxoXAeHUU OAHOr0 U3 K4va CUCTEMA OCYLLUECTBUT CTaHAApPTHYK MPOBEPKY napons
ANS KNoya-4acTtu.

Mpn OTKPbITUM OAHOIMO W3 HOCUTENIEN, YYacTBYIOLIEro B pasfefieHnun Kida HEeKoToporo
KOHTelHepa (@ BCeE OHW B CBOI O4Yepedb TakKXkKe ABASIOTCA HOCUTENSMW), MPOBEPKA Maposis Ha AOCTYn K
3aKpbITOMY K/04Y MPOBOAMTCA B COOTBETCTBUWM CO CMOCO6OM 3alMThbl AOCTYNA K KUY, MPUMEHEHHbIM K
[aHHOMY HocuTento. B obueM cnydyae, AN pasHbiX HOCUTENEN, YYACTBYIOLWMNX B pasfeneHun 3aKpbiToro
K/l0Ya OAHOIM0 M TOr0 Xe KOHTeWHepa, MOryT 6biTb MPUMEHEHbl pasHble Crocobbl 3aluThl AOCTYyna K
KJTHouYy.
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3.3. leHepauusa kao4Yen U nonyyeHme ceptnudukata npm nomowm YL

Onsa dopMUPOBAHUSA NUUYHBIX KHOUYEN M NOoSyYeHUss cepTUdOUKATOB MOXHO BOCMOJIb30BaTbLCS
TecTtoBbIM LleHTpoM CepTudukaumm http://www.cryptopro.ru/certsrv.

ﬂ‘- Cnyuebbl cepTydrkalyq Active Directory {(Microsoft) - Windows Internet Explorer - | Ellil
@:—-\/ - I'." hitbp: f fervptopra.ruf certsey fcertrgma. asp j *3|| % If"' Live Search 2

Jgaﬁn Mpaeka Buwag MsbpaHHoe Cepedc  Crnpaeka

'i:? MzBpaHHoe Wyl cepTrdkicauin Ackive Directory (Microsoft) | |

Microsoft Cmybel ceptudmraupn Active Directory — Test Center CRYPTO-PRO

PacwupeHHbIi 3anpoc cepTuchukaTa

WpenTtnduunpyowme cEegeHUA:

Ama: ICH,D,DpDEI MeaH Meanoeuy

3NekTpOHHAA nouTa: |sidur@mai|.ru

OpraHuaauma: |ACME

MogpasgeneHue: IMEpKETHHF

lopog: II"u"IDCKEla

ObnacTe, wrar: |
CrpaHa. pernoH: IRU

Hys#Hb1i TUN cepTUdvkaTa:

|CepTH¢HKaT NPOEEpPKM NOANUHHOCT KNHEHTA j

MapameTpel KNkoYa:

% Coapate HoBLI HaBop kmiweln ¢ Mcnons3aoeaTts cyllecTByHWNA Halop kKnyei

CSF':lCryptn-F'rD GOST R 34.10-2001 Cryptographic Service Provider j

McnoneaoeaHne
KNHIYen:

I | IEECINEY, P )

PEJMEp kntoua: 512 Makcumansssin: s
« ABTOMATUYECKDE MMA KDHTEHHEDE KNH4a = 3E.AEHHDE none3oBarenem MMA
KUHTEﬁHEpS KnHda

 Exchange ¢ Mognuce & OBa -

12, ‘ en
1o |CTERASETHEE psIvEps KuEi: E12)
=

I MometnTs kNioy kak akcnopTHpYeMblil
™ BrntounTe yCUNeHHYH 3aLLNTY 38KPLITOT KK

™ Mcnonsaoears nokansHoe XpaHUNUWEe KoMNLTepa ANA cepTidikara
CoxpaHAem cepmubuKam & MOKansHOM XPaHUMULLE
EMECMO NOAL308aMensC 020 X0arunuwa cepmuchukamoe. He
yomaxaenueaem kopreeol cepmudbukam LG, Heobxodumo beims
adMuHUCMpPamopoM, Ymobsl co3dame NoKansHoe
XDEHUTULYE. x|

Puc. 69. N'eHepauua knrw4a npu nomowm YL
B ananore co3gaHusa kno4va U GopMMpoBaHMs 3anpoca Ha ceptudukaTt 3agante "Uma Bnagenbua"
cepTudumkaTa n BBegnTe CBON agpec 31eKTpoHHOW noytkl "Agpec E-Mail".

Ecnu 3anpawuvBaeMblii cepTuduMKaT npeanonaraeTcs WCMNofib30BaTb B 3/IEKTPOHHOW nouTe,
BbibepuTe 3awmuUieHHasa /1IeKTPOHHAA nNouTa B paszesie O6nacTtb NPpUMEHEeHUsa KJjua.

Ecnn 3anpawwuBaemblilii cepTudukaT npegnonaraeTcs MCnosib3oBaTtb B npoTtokone TLS, BbibepuTte
Ceptudumkar ayreHTM(PUKaLMM KJIMEHTa B pasgene O6nactb NnpuMeHEeHUA KJtoya.

MpuMeuaHune. Ecnn BBeAeHHbIN agpec No4yTbl He coBMajaeTt C
|..| 3apernctpupoBaHHbiM  agpecom B Outlook Express (Outlook),

MCNonb30BaTh Kpuntorpaduyeckme GYHKUMW B 3NEKTPOHHOM nouyTe
6yaeTr HEBO3MOXHO.
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4. OnncaHmne UCnosib30BaHusl, HAaCTPOEK M yrnpasB/ieHUs
KJSIto4aMu Moaynsa ceteBon ayteHTudukaumm Kpunrtollpo TLS

4.1. Pa3sMelueHune cepTudumkaTta ayTeHTUpUKaumm cepeepa Ha
cepsepe ISA

Ha komnbioTepe ¢ cepsepoM ISA cepTudumkaT ayTeHTMdMKaUMKN cepBepa Ao/KeH bbiTb pasmelleH
B XpaHunuuie JlokanbHbIi kOMMNbioTep\JIMUHbIE C NPUBSI3KOM K KIOUEBOMY KOHTEWHepY JIOKanbHOro
kKomnbtoTepa. Ceptudwukat LeHTpa cepTudukaummn, BblAaBLUEro 3TOT cepTuduKaT - B XpaHuuuie
JlokanbHbI KoMnbloTep\[loBepeHHble KopHeBble LleHTpbl Ceptudmkaumm (ecin >3710T UC
KopHeBoW) nnn JlokanbHbii koMnbiloTep \lMpoMerxkyTouHblie LleHTpbl CepTtudunkauum (ecnum s7ot LIC
noAYMHEHHbIN. B 3TOM cny4yae BCe BblWecTosIWME cepTUdUKaTbl NpoMexyTouHblix LIC n kopHeBol
cepTuduKaT AONXKHbI OblTb YCTAHOBMIEHbI B COOTBETCTBYHOLLME XPaHUIMLLA IOKANbLHOIO KOMMbOTEPA).

Ecnn knwo4eBOM KOHTENHep, COOTBETCTBYKOLWMI 3TOMY CepTUdUKATy, pacrosioXeH B peecTpe
KOMMNblOTEpa, TO HeobxoaMmMo Ao06aBUTb MpaBa Ha uYTeHMe-3anucb AN CNyXebHon Y4YETHOM 3anucu
Network Service Ha pasaen peecTpa HKEY_LOCAL_MACHINE\SOFTWARE\Crypto
Pro\Settings\Keys

MpoBepuTb HanM4une HeobxoaAnMbIX CEPTUPUKATOB MOXKHO C MOMOLbK ocHacTkm "CepTudwukatbl”.
[ns 3anycka KOHCONU HYXHO BbiNoAHUTL Myck = MporpamMmmbl = Kpuntollpo = Ceptudunkarbl

% ‘Windows Update

@ BelGop NporpamM No YMoN4YaHuH
\l—: “:

"

KaTtanor Windows

(T) AsTosarpyska
) Mrper
. AoKyMEHTE [T) CTaHAapTHbIE

& Internet Explorer

MporpamMMe!

HacTpoika

23 Windows Messenger
HakTh S Windows Movie Maker
® MpourpeieaTents Windows Media

CnpaBKa H noAAepxKka o YASNEHHBIF NOMOLHHMK

@ Kpunto-NMpo 8 IE Kpunronpo csp
¥~ Kpuntollpo PKI

CepTHHKaTE

BeINOAHUTE. ..

JaBepleHre CeaHca AAMHHHCTPATOP. ..

Windows XP Professional

BbIKNHYHMTE KOMNBHITED, ..

IEHV:K

Puc. 70. 3anyck koHconun Ceptudukarbl
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[Mocne 3anycka KOpeHb KOHCO/IN AOJ/IKEH BbIrNSG4eTb I'IpM61'IVI3MTEJ'IbHO!

&' CepTudmkaTbl 15 =101 x|

EP Koncons  dedicTeme Bua  OkHo  Cnpaska I =15] x|
= |m B 2

£ KopeHb KoHCoAM Ma l
@ CepTHdHKaTLl - TEKYLWHH NONb30BaTENL @Cep‘rmbmaTm - TEKYLLMH NONb30BaTENE
£ CepTrdmkaTel (nokansHeIR KomMmbrOTED) EP CeprrdmkaTe! (noKaneHLI KoMnbloTep)

Puc. 71. KopeHb koHconun CepTtudukarbl

YcTaHOBUTE Kypcop Ha cepTudukaT cepeepa ISA:
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= | BOE R XEFEB @

E@ CEPTHEHIATEL - TEKYILHA I'IDJ'Ib3DBaTE;| Haomy BEAGH S | H.em BELAEH | Cpok AEACTEHA | HazHa
= MHdHeE

EID PeecTp

-1 AoBEpeHHEIE KOPHEBEIE LLEHTPEI O
-] ADBEpHTENEHBIE OTHOWEHHA B N
F-(Z2] MpoMessy TodHbIE USHTPB CEPTHDE
-1 OfberT nonbsoEaTENA Active Dire
-1 AoeeperHbie MsaaTEnM
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<] | A | |

|><paHm1Mu.le PeecTp cofepwuT 1 cepTHdiKaT, | |

Puc. 72. KopeHb koHconn MMC

C ucnonb3oBanmeMm dyHkumn «KonnposaTb», 3aHecuTe ceptudukar B 6ydep Clipboard

Mocne 3Toro yctaHoBUTE Kypcop Ha pasgene «JInuHbie» cepTUhMKaTOB JIOKaJbHOrO KOMMboTepa U
BbINOJIHUTE DYHKLUNIO «BCTaBUTb»

Mocne ycTtaHOBKM cepTuduKaTa cepBepHon ayTeHTudumukauum ISA, Takum xe obpasoM ycTtaHoBUTE
cepTuduKaT uUeHTpa cepTuduKaumm B XpaHunuuwe <«[JoBepeHHble KOpPHEeBble LEeHTpbl cepTudukaunmm»
XpaHWNLA NOKaJIbHOrMO KOMMblOTEpPA.

4.2. PasmelleHne cepTudUMKaTa KIIMEHTCKON ayTeHTUMDUKaAUNM Ha
cepsepe ISA

Ecnn mexay cepsepoM ISA n KoHeuHbIM Beb-cepBepoM TpebyeTcsa wundposaHue Tpaduka no TLS ¢
ayTeHTUdUKaLUmen No cepTUdUKaTy KIMEHTA, TO BbiMyCKaeTCca cepTUdUKAT KIIMEHTCKON ayTeHTUdMKaALNK.
Ha koMmnbloTepe c cepBepoM ISA 3ToT cepTudumkat Ao/KEH 6biTb pasMelleH B XpaHunuuwe JIokanbHbIA
koMnbloTep \JIMUHbIE C NPMBA3KON K KIHOUYEBOMY KOHTEWHepy JsioKanbHOro kommnbtoTepa. Ceptudukat
LUeHTpa  cepTudukaumu, BblgaBwero 3TOT  ceptudumkat - B XpaHunuwe  JIoKaNbHbIA
koMmnbroTep\[loBepeHHble kKopHeBble LleHTpbl Ceptudpmkaumm (ecnn 3707 LIC KOpHeBoh) unm
JNlokanbHbii koMmnbiloTep \MpomexxyTouHble LleHTpbl CepTudunkauum (ecnm 3701 LUC NOAYMHEHHBIN.
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B 3ToM cny4dae Bce BbllwecTodAWwMme CepTMqJMKaTbI MPOMEXYTOUYHbIX LUC un KOpHEBOVI CepTVI(bMKaT AOJDKHbI
6bITb YCTaAHOBJ1IEHbI B COOTBETCTBYHOLWME XpaHUULLA JTOKA/IbHOIo KOMI'IbPOTepa).

Ecnn knwo4eBOM KOHTEMHep, COOTBETCTBYKOLMIA 3TOMY cepTuduKaTy, pacrosioXXeH B peecTpe
KOMMNblOTEpa, TO HeobxoaMmo A[o06aBUTb MpaBa Ha uYTeHMe-3anucb ANs CNyXebHon Y4YETHOM 3anucu
Network Service Ha pa3saen peecTtpa HKEY_LOCAL_MACHINE\SOFTWARE\Crypto
Pro\Settings\Keys

4.3. Hactpomnka coegmnHeHus ¢ Web-knmeHTom

Mocne ycTtaHoBKM cepTUDMKATOB OTKPbITbIX K/to4yer, HeobxoaMMO YCTaHOBUTb WM HACTPOUTb
Cnywatens ansa BHewHero IP agpeca cepsepa (IP aapec ceteBoro nHtepdenca, 4OCTYNMHOO U3 BHELUHEN
cetn).

YcTaHoBKa M HacTpoinka CnylwaTenen ocylecTsnseTcs Ha Bknaake Incoming Web Requests okHa
cBomncTB ISA cepsepa (Puc. ):

B okHe ISA Management ycTaHOBWUTb KYpCOp Ha WMMsl CepBepa W HaxaTb MpaByl KHOMKY MbILK.
B nosBmBweMcsa MeHIo BbibpaTb NYHKT Properties.

B okHe cBonCTB cepBepa BbibpaTh 3aknaaky Incoming Web Requests.

Bbibepute pexum nHagmeuayanobHoro Cnywatens ans kaxaporo IP agpeca B none Identification.

MASLOY Properties 21|

General I Outgoing ‘web Requests
[ncarming Y'eb Requests | Auta Dizcoverny I Performance | BesonacHocTe

— ldentification

" Use the zame listener configuration for all IP addreszes

* ‘Configure listeners individually per IP address

SEerver | IF Address | Drigplay N| .-‘-‘-.uthentiu:...| Server C... |

add. | Benme | Edi |

TCF port: IBEI

S50 port: [443 [~ Enable S5L listeners

— Connechionz

Connection zettings: Configure. .. |

[ Ask unauthenticated uzers for identification

(] I OTraeHa [TpHMEHHTE

Puc. 80. YcTaHOBKa M HacTpoiika Cnywareneiu

Job6aebTe HoBOro Cnywatens B CNMCOK cnywartenen ISA cepsepa.
YcTtaHoBUTE UMSA cepBepa.
YcraHoBuTe BHewHWn IP-agpec, Ha KoTopbl 6yaeT HacTpoeH CnywaTesnb.

Beegute wMs, C KkoTopbiM 6yner oTobpaxaTbCa AaHHbIM  CnywaTtenb B AafibHENLWEM
(onumoHanbHO).
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Server [MasLOy =]
IP Address: [192.168.68.5 |
Dizplay M ame:; Ipif.niku:uil.ru

[ Use a server cerificate to authenticate to web clients

I Selest,.. |

— Authentication
[ Basic with this domain:

I Select domain...

[ Digest with this domain:

I Select damairn... |

v Integrated

[ Client certificate [zecure channel anly]

(] I Cancel

Puc. 81. flo6aBneHne Cnywarena/peaakrmpoBaHme cBoicTB Cnywartensa(1)

Ons HacTpOMKKM 3alMLLEHHOr0 COeANHEHUS MO NPOTOKOoNY TLS € ABYXCTOPOHHEN ayTeHTUdUKaunm
cepBepa ISA HeobxoanMmo:

B okHe pobasneHuss CnywaTensa wam B OKHE peAaKTMpoBaHuu cBoiicte CnywaTens, ykasaTb Ha
NCMno/sib30BaHWe cepTudmMKaTa cepeepa npu ayTeHTudmkaumm ¢ Web-knmeHTom.

Server [MasLOy =]
IP Address: [192.168.68.5 |
Dizplay M ame:; Ipif.niku:uil.ru

v illze a server cerificate o authenticate to web clients

I Select... |

— Authentication
[ Basic with this domain:

I Select domain...

[ Digest with this domain:

I Select damairn... |

v Integrated

[ Client certificate [zecure channel anly]

ak I Cancel |

Puc. 82. flo6aBneHune Cnywartena/pegakrmposaHme cBOMCTB Cnywarens(2)

Bbi6paTb cepTudukaT cepBepa, KOTOpbI 6yAeT UCNOIb30BaTbCs AN ayTeHTUdUKaLmuK.
HaxaTb KHonKy Select.
B nosiBMBLUIEMCA OKHE BblI6paTh M3 CNMCKa cepTUdMKaAT OTKPLITOro Kito4ya cepeepa:
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Select Certificate el

Select a certificate from the lizt of certificates available on the specified
FEIVET

Certifizates:

lzzued Ta | lzzued By | E spiration Date | Friendly MName |

if. hikoil. 1 CATEST Ma.. 2470 2002

k. I Cancel

Puc. 733. Bbi6op cepTucdmnkaTta OTKpbITOro KJjro4a cepsepa

YKka3aTb Ha ucnonb3oBaHune cepTudukata knueHTta (onumsa Client certificate (secure channel
only)).

Server IMAS Loy j
I Address: [192.163.68.5 |
Drizplay M ame: Ipi[.niku:uil.ru

v Usze a server certificate to authenticate to web clients

Ipif.niknil.ru Select... |

— Authentication
[ Basic with this domain:

I Select damair...

[T Digest with thiz domair:

|

I Select doma...

¥ Integrated

[v ‘Client certificate [zecure channel only}

] I Cancel

Puc. 74. fo6aBneHne Cnywarena/peaakrmpoBaHme cBoMcTB Cnywarensa(3)

MNMocne ycTtaHOBKM cepTudumkaTa (CcepTUdPMKaATOB) OTKPbITbIX KO4Yer, HeobxoaMMO yCTaHOBUTb U
HacTpouTb Cnywatens (Web listener) ansa BHewHero IP agpeca cepsepa (IP agpec ceteBoro nHrepdeiica,
AOCTYMHOrO M3 BHELLHEN CeTH).

YcTaHoBKa M HacTpolika CrywaTtenei ocywecTBaseTca no AoOKyMeHTauum Ha ISA cepsep.

B okHe pobasneHusa CnywaTtens umnmM B OKHE peAakTupoBaHuu cBoMCTB Chnywatens Heobxoammo
yKasaTb Ha ucCnonb3oBaHwWe cepTudukaTa cepsepa npu ayteHTudukaumm c¢ Web-knmeHToM u BbibpaTb
HaCTpoeHHbIN B N. 4.1. cepTndurKaT cepBepa, KOTopbiin 6yaeT ncnosnb3oBaTbCs AN ayTeHTuduKauum.

Ons  HacTpOMKM  3alUMLLEHHOr0  COeAMHEeHMs No  nmnpoTokony TLS C  ABYXCTOPOHHEW
ayTeHTUdmKaumen HeobxoaAnMMO AOMOAHUTENBHO yYKa3aTb Ha TpeboBaHMe cepTudmKaTa KIMeHTa.
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4.4, TNybnukaums Web-cepsepa B ceTn NHTepHeT

B >ToM paspene paccmaTpmBaeTcs NopsAoK AenctBuin npu  onybnukosaHun Web-cepsepa,
pacrnosioXXeHHOro BO BHYTpeHHel ceTu. lpu 3ToM coeamHeHwe cepsepa ISA un Web-cepsepa 6yaer
yCTaHOBJ/IeHO Mo NpoTokony SSL.

Ans nyénukaummn Web-cepBepa Bo BHELLIHIO CeTb HEO6X0AMMO:

MonyunTb M ycTaHOBUTb Ha nybnukyembin Web-cepBep cepTudumKaT OTKPLITOrO Kato4va, KOTOPbIi
6yaeT Mcnonb30BaTbCA A9 CEPBEPHON ayTeHTUdMKaLMW.

TpeboBaHus k cepTudukary:

Nma ceptudukata (Common name) [OSKHO coBnajaTtb C AOMeHHbIM uMeHeM Web-cepsepa,
yKa3blBaeMoro Ans peauvpekTa nocTtynarowmux 3anpocos (Bknagka Action okHa csowcTB npasuna Web
nybnumkaumn).

obnacTtb Mcnonb3oBaHMs K4Ya AOSKHA coaepXaTb <<AYTeHTVICbVIKaLI,VI$| Cepsepa»

YctaHoBuTb cepTudukaTt kopHesoro LIC B uenouke ceptudukatoB Web-cepBepa Ha cepBepe ISA,
B XpaHunuuie JlIokasbHbl¥ KoMNnbloTep \[loBepeHHble KOpHeBble LleHTpbl CepTudunkaumm.

Hactpoute Web-cepsep ansa noaaepxku SSL coeanHeHus

HacTtpoiika Web-cepBepa npou3BoauTCS B COOTBETCTBUM C AOKYMEHTauuen COOTBETCTBYHOLLEro
Web-cepsepa.

Co3paTtb W HacTpouTb Npasuna nybnnkaummn Ha cepsepe ISA.

B okHe ISA Management yctaHoBuTb Kypcop Ha Web Publishing Rules, Haxopswwuiica B
rpynne Publishing

Ha>xaTb nNpaByl KHOMKY MbIWW U B NOSBUBLLEMCS MEHIO Bbl6paTb nocnegosaTtensHo New n Rule

B OTKpbIBLIEMCA OKHE, C MNoMolubio MacTepa cosgaHusa Mpasuna Web ny6naukaumu, cosaatb
npaswuso.

Beectn nMs nyb6nmnkauumn (Mpon3BosibHOE UMSA) U HaxaTb «[anee»

New Web Publishing Rule Wizard x|

Welcome to the New Web
Publishing Rule Wizard

Thiz wizard helps you create a new Web publizhing rule.
Wweb publizhing rules map incoming requests to the
appropriate Web servers,

Muote: Be sure to create new policy elements required by the
rule before you use thiz wizard,

Web publizhing rule name:

Ipif.niku:uil.ru

To continue, click Mext.

¢ Hazan I Danee » I OTreHa

Puc. 755. OkHo Macrepa co3pnaHuna lNpasuna Web

B okHe Destination Sets ocrtaBuTb 3HauveHue, npeanaraemoe no ymon4yaHuto (nobble
Ha3HadeHus) N HaxaTb «[danee».
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New Web Publishing Rule Wizard x|
Destination Sets
Select the destinationz b which thiz rule applies.
Apply this rule ta:

¢ Hazan I Danee » I OTreHa |

Puc. 76. OKHO YCTaHOBKM Ha3HauyeHUs

OTOM YyCTaHOBKOW onpegensieTcs, 4YTo AaHHOe npaBwuno nybnuvkaumm (pakTuyeckn peampekT)
6ynet npuMeHaTbCca ko BceM Web-3anpocam, npoweawmm vyepes CnywaTtenen, BHe 3aBUCMMOCTU OT TOrO,
KaKol pecypc M3 BHYTPEHHEN CeTU OHW 3anpocuan. B cnyyae nybnukaumm Heckonbkux Web-cepsepos,
HeobxoaAnMO co34aTh M NPUMEHATb B NpaBuaax nybankaumm HasHavyeHus.

B okHe Client Type ocTaBuTb 3HauyeHwe, npeanaraeMoe Mo ymonyaHuio (nbble 3anpocbl) u
HaxaTb «[Janee»

New Web Publishing Rule Wizard x|
Client Type
Y'ou can zpecify client type by uzer name, group name, or IP address.

Apply the rule to requests fran:

" Specific computers [client address setz]

" Specific users and groups

¢ Hazan I Danee » I OTreHa

Puc. 77. OKHO TMNa KJ/IMeHTa

B 3TOM OKHe Mbl yKasbiBaeM, 4YTO MpaBWIO TMpuMeHsieTcs ko BceM Web-3anpocam, BHe
3aBMCMMOCTM OT TOFO KJIMEHTa, KTo cchopMmpoBasn 3anpoc.

B okHe Rule Action Bbi6paTb peaupekT 3anpocoB Bo BHyTpeHHU Web-cepsep (Redirect the
request to this ... )

Beectn gomeHHoe nMs nybnukyemoro Web-cepeepa v HaxaTtb «[Janee»
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New Web Publishing Rule Wizard x|

Rule Action
Specify how you want thiz wile to respond to requests from clients.

Responze to client requests:

" Discard the request

{* Redirect the request bo this internal ‘Web server [name or IP address]:

Iefu.nikuil.rd Browsze... |

r Send the anginal host header ta the publishing server instead of the actual
one [zpecified above).

W

Connect ta this port when bridging request as HTTP: a0
Connect ta thiz port when bridging request az S50 443

Connect ta thiz port when bridging request az FTF: 1

T

¢ Hazan I Danee » I OTreHa |

Puc. 788. OkHO BBOAA AOMEHHOro MMeHM

YcTaHOBMB NpaBuno peauvpekTa Takmm obpa3om, Bce 3anpockl, npuweawme Kk Cnywatento Ha 80
nopt, 6yayT peanpekTupoBaTbcsa Ha 80 nopt Web-cepsepa. Toxe camoe 6yaeT npoMcxoanTb C 3anpocamu,
MnoCTynuBLWMMM Ha 443 nopt (no npotokony TLS).

3aBepwnTb paboTy MacTtepa, HaxaB «[0ToBO».

B cnucke npaBun Web-nybnukaumMm nosiBUTbCA HOBasi CTpPOKa, COOTBETCTBYHOLLAS CO3AaHHOMY
HaMu nNpasuny.

E.f ISA Management i m] 4|
| gefcrene Bua |J¢'-P|||@ |
CTpYKTYPE I Qrder | Marmne | Description | Ackion | Applies ko | Destination |
] Internet Security and Acceleration Server | B 1 pif . mikoil.ru Route,..  Any reguest Al destinations
E% Servers and Arrays BiLast  Default rule Ceny Arvy request All destinations
E-4f MasLov

[]--- Manitoring
Cormputer
[]--g Arcess Palicy
=% Publishing
i3] Web Publishing Rules

------ [C server Publishing Rules
----- ([ Bandwidth Rules

[+ Policy Elements

[+ Cache Configuration

- Manitoring Configuration :I

Puc. 799. Cnucok npasnn Web-ny6bnukaumn
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