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CnMCOK COKpaleHu i

AUC ABTOMaTU3MpPOBaHHAA MHPOPMALMOHHAA CUCTEMA
APM ABTOMaTU3MpPOBaHHOE paboyee mecTo

AC ABTOMATU3NPOBAHHAA cMCTEMA

3Mnc 3aMKHyTaa nporpammHan cpeaa

nc NHopmaumoHHas cuctema

HCA HecaHKLMOHMPOBaAHHbIN A0CTYN

ocC OnepaunoHHaa cmctema

NAK MporpammHO-annapaTHbIM KOMNAEKC

NK3U Mogcuctema Kpuntorpadmyeckon 3awmnTbl MHGOPMaLmm
no MporpammHoe obecneyeHune

nno MpuKnagHoe nporpammHoe obecneyeHune

Cc3n CpeacTBo MAM cucTeMa 3alnTbl MHGOPMaLLIUK

CK3u Cpepactso Kpuntorpadpmyeckon 3almnTbl MHGOpMaLnm
CXKU CpeacTBo XxpaHeHUs KoHbMAeHUnanbHoM nHdopmaumm
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1. HasHayeHuUe IporpaMmal

CpeactBo 3awmtbl MHOopmaumm «Secure Pack Rus» Bepcma 3.0 (coKpalleHHble Ha3BaHWUA

nsgenna — Secure Pack Rus 3.0 wam SPR 3.0) npegHasHayeHo Ana obecneyeHua 3aWmTbl

nHdopmaumoHHbix pecypcos AWNC, coctoawmx mns APM u cepsepoB, OYHKUMOHUPYOLWMX MOA4

ynpasneHnem OC komnaHun Microsoft (Tab. 1, Tab. 2 u Tab. 3), 1 COBMECTHO C APYTMMWU CPeACcTBaMMU

3aLUMUTbI YCUIMBAET LWTaTHble MexaHn3mbl OC, obecneymBatowme nHGopmaumnoHHyo 6esonacHocTb AUC.

Tab. 1. OnepauunoHHble cuctembl, nogaep>kmsaemble SPR 3.0 (UcnonHeHusa 1, 2)

OnepauyMoHHana cuctema MakeT o6HOBAEGHMA Heobxogumbie
[ONOJIHUTE NIbHblE
obHoBNEeHUA

Microsoft Windows XP Service Pack 3

Professional!

Microsoft Windows Server 2003 R2 Service Pack 2
Standard/Enterprise Edition?

Microsoft Windows Server 2003 R2 Service Pack 2
Standard/Enterprise x64 Edition?

Microsoft Windows 7 Service Pack 1

Professional/Enterprise/Ultimate!

Microsoft Windows 7 Service Pack 1

Professional/Enterprise/Ultimate x64 Edition?

Microsoft Windows Server 2008 R2 Service Pack 1
Standard/Enterprise?

Mpumeuyanua: 1 Mopagok v cpoku akcnyaTaumm OC onpegensiotca npoussogutenem OC.

Tab6. 2. OnepaymoHHble cucTemMbl, noaaepkmusaemble SPR 3.0 (UcnonHeHua 3, 4)

OnepauuoHHas cucTema Maker o6HOBNEHUA Heob6xoaumbie
[ONOJIHUTENbHbIE
obHoBNEHUA

Microsoft Windows 7 Service Pack 1

Professional/Enterprise/Ultimate!

Microsoft Windows 7 Service Pack 1

Professional/Enterprise/Ultimate x64 Edition?
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Microsoft Windows Server 2008 R2 Service Pack 1
Standard/Enterprise?

Microsoft Windows 8

Pro/Enterprise!

Microsoft Windows 8
Pro/Enterprise x64 Edition?

Microsoft Windows Server 2012
Standard?

Microsoft Windows 8.1

Pro/Enterprise!

Microsoft Windows 8.1
Pro/Enterprise x64 Edition?

Microsoft Windows Server 2012 R2
Standard?

MpumeuaHna: ' Mopagok u cpoku skcnayaTauumn OC onpegenatioTca nponssogutenem OC.

Tab6. 3. OnepaymoHHble cucTemMbl, noaaep:kmusaemble SPR 3.0 (MUcnonHeHua 5, 6)

OnepauuoHHan cucTema Maker o6HOBNEHUA Heob6xoaumbie
[OMNOJIHUTE NbHblE
obHOoBNEeHUA

Microsoft Windows 7 Service Pack 1 KB3033929

Professional/Enterprise/Ultimate!

Microsoft Windows 7 Service Pack 1 KB3033929

Professional/Enterprise/Ultimate x64 Edition?

Microsoft Windows Server 2008 R2 Service Pack 1 KB3033929
Standard/Enterprise?!

Microsoft Windows 8

Pro/Enterprise!

Microsoft Windows 8
Pro/Enterprise x64 Edition?

Microsoft Windows Server 2012
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Standard?

Microsoft Windows 8.1

Pro/Enterprise!

Microsoft Windows 8.1
Pro/Enterprise x64 Edition*

Microsoft Windows Server 2012 R2
Standard?

Microsoft Windows 10
Pro/Enterprise x64 Edition*

Microsoft Windows 10

Pro/Enterprise Edition?

MpumeuaHna: ' Mopagok u cpoku akcnayataumm OC onpegensatotca npoussoautenem OC.

Windows 10 Version 1511
(build 10.0.10586)

Windows 10 Version 1511
(build 10.0.10586)
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SPR 3.0 nocTaBnseTca B YeTbIPeEX UCMONHEHMUSAX.

OC Microsoft Windows (Tab. 1, Tab. 2) coO BCTPOEHHbIMM WU AOMNOJAHUTENbHbIMU
WHTErPUPOBAHHbIMW  MexaHM3mamn  obecneyeHna 6HesonacHocTn, peanmsyembimn  SPR - 3.0
NcnonHenune 1 n SPR 3.0 UcnonHeHune 3, obecneunBaeT ypoBeHb 3awmTbl AK3 B cooTtBeTcTBUM C (1) 1
peanusyer:

e BO3MOXHOCTb OOMEHHOM ayTeHTUPUKauMM nonb3oBaTeNeld Ha OCHOBE  MeToAa
OBYXPaKTOpHOM ayTeHTUOMKALUM C UCMOIb30BAaHMEM cepTUDMKaATOB cTaHaapTa X.509.

e BO3MOMHOCTb AMCKPELMOHHOIO pasrpaHMYeHMA A0CTYNa UMEHOBAHHbIX CyObeKTOB CUCTEMDI
(nonb3oBaTenelt) K UMeHOBaHHbIM 06BbEKTaM cucTeMbl (dainbl, NpoLLecchl U T.4,).

e BO3MOMHOCTb AMCKPELMOHHOIO pasrpaHMYeHMA AOCTYNA UMEHOBAHHbIX CyObEKTOB CUCTEMDI
(nonb3oBatenenn) K ycTpoucTtBam (OTYy)KZaemble XPaHUAULLA  OAHHbIX, MOOUAbHbIE
YCTPOICTBa, NPUHTEPbI, NOPTLI BBOAA/BbIBOAA U T.4,.).

e (Q6HyNeHne ocBODOOXKAEHHOM ONepaTUBHOM NaMATU CUCTEMBbI.

e Bo3mo)HOCTb ayauTa BX04a/Bbixofa CybbeKToB AocTyna (nosb3osaTtenei) B cuctemy/us
CUCTEMDI.

e BO3MOHOCTb ayguTa.

e BO3MOMHOCTb MEPUOAMYECKOTrO KOHTPOA LLeSIOCTHOCTU 06bEKTOB $ali/IoBOMN CUCTEMBI.

e BO3MOXHOCTb 3afaHWA AOMUHUCTPATOPOM CMUCKA Pa3pelleHHbIX Ha  BbIMNOJHEHUE
NPOrpammHbIX MOAYNEN.

e BO3MOHOCTb 334aHNA AAMUHUCTPATOPOM CMUCKA Pa3peLleHHbIX ANA YCTAHOBKU B cuctemy
WMHCTANNALMOHHbIX MaKeToB.

e BO3MOXHOCTb 33a4aHMA AAMWHUCTPATOPOM CMNUCKA pas3pelleHHbIX Ha BblMOJIHEHME
cueHapmes.

e BO3MOXHOCTb Kpuntorpadumyeckon 3awmTbl UHGOPMaLMK, NepesaBaeMon NO KaHan CBA3W, C
nocpeacTBOM CO34aHMA AYTEHTUYHOrO 3aLUMULLEHHOTO COeAMHEHUA C WMCNOJIb30BaHMEM
npotokona KpuntolMpo TLS n/unmn nocpeacrtsom 3awuTbl IP-coeguHEHUIA C UCNONb30BaHUEM
npotokonos Kpuntollpo IKE, Kpuntolpo ESP, Kpuntollpo AH. Kpuntorpaduyeckas 3awmTa
nHpopmaumm ocylLecTBaseTcsa No Knaccy KC3.

e Bo3MOXHOCTb KpunTorpadpuyeckor 3awmTbl MHGOPMALMMK, 3aNUCbIBAEMOM Ha CbEeMHble
XpaHUAULWEA AaHHbIX nocpeacTBom wudpyowen darnoson cuctembl Kpuntollpo EFS.
Kpuntorpaduyeckan 3awmrta MHbopmaLmnm ocywectsnaetca no knaccy KC3.

e B03MOXKHOCTb KpunTtorpadmyeckon 3awmnTbl WUHOOPMALMKU, 3aNUCLIBAEMOM HA KECTKUX
anckax APM un cepBepoB nocpeactsom wudpytowein gamnosont cuctembl Kpuntollpo EFS.
Kpuntorpadumueckan 3awmta nHpopmaumm ocyuectsnaetca no knaccy KC3.

e BO3MOHOCTb LEHTPaNM30BaHHOrO YAANEHHOrO ynpaBaeHUA Yepe3 MeXaHU3M rpynnoBbIX
nonntnk OC Microsoft Windows (Tab. 1, Tab. 2).

OC Microsoft Windows (Tab. 1, Tab. 2) co BCTPOEHHbIMW W AOMNOJIHUTE/IbHbIMMU
WHTErPUPOBAHHBIMM  MexaHM3mamu obecneyeHua 6esonacHocTv, peanusyembimn  SPR - 3.0

9/18
EAPM.5090005.032-03 31 01 (pepakuma 47 ot 05.12.2016)
CpeacTBo 3awmThl HGopMaumu «Secure Pack Rus» Bepcua 3.0
OnucaHue npumeHeHuA.



UcnonHeHue 2 u SPR 3.0 NcnonHeHne 4, obecneunBaeT ypoBeHb 3awmtbl AK2 B cootBetctBUM € (1) n
peanusyer:

e BO3MOXHOCTb OOMEHHOM ayTeHTUdUKauMM nosb3oBaTeNeld Ha OCHOoBe  MmeToaa
ABYXPaKTOpHOM ayTeHTMMKALUM C UCNOIb30BaHMEM cepTudMKaToB cTaHaapTa X.509.

e BO3MOMHOCTb AMCKPELMOHHOIO pasrpaHMYeHMA AOCTYNA MMEHOBAHHbIX CyObEKTOB CUCTEMDI
(nonb3oBaTtenein) K UMeHOBaHHbIM 06beKTaM cucTembl (dakinbl, Npouecchbl U T.4.).

e BO3MOMHOCTb AMCKPELMOHHOIO pasrpaHMYeHMA AOCTYNA UMEHOBAHHbIX CyObeKTOB CUCTEMDI
(nonb3oBaTeneit) K yCTPOMCTBaM (OTYYKOAeMble XpaHWUAMLWLA [AaHHbIX, MObWbHbIE
YCTPOICTBa, NPUHTEPbI, NOPTLI BBOAA/BbIBOAA U T.4,.).

e O6HyneHne ocBObOXKAEHHOM ONEPATUBHON NAMATU CUCTEMBI.

e Bo3moXHOCTb ayauTa BX04a/Bbixofa CybbeKToB AocTyna (nosb3osaTtenei) B cuctemy/us
CUCTEMBbI.

e Bo3moOXKHOCTb ayauTa.

e BO3MOMHOCTb MEPUOAMYECKOTrO KOHTPOA LLeSIOCTHOCTU 06bEKTOB $aliIoBOM CUCTEMBI.

e BO3MOMHOCTb 33JaHMA ALMWHUCTPATOPOM CMUCKA paspelleHHbIX Ha  BbINOJIHEHME
NPOrpammHbIX MOAYNEN.

e BO3MOKHOCTb 3a4aHMA agMUHUCTPATOPOM CMIUCKA Pa3peLleHHbIX ANA YCTaHOBKU B cucTemy
WHCTaNNALNOHHBIX NAaKETOB.

e BO3MOXHOCTb 33afaHMA agMMUHUCTPATOPOM CMMUCKA paspelleHHbIX Ha BbIMNOJHEeHue
cueHapues.

e BO3MOXHOCTb Kpuntorpadmyeckon 3awmTtol UHGOPMaLMK, NnepesaBaeMon No KaHan CBA3M, C
nocpeacTBoM CO34aHMA AYTEHTUYHOrO 3alMLWEHHOro CoeAMHEeHMA C WCNOJib30BaHWEM
npotokona KpuntolMpo TLS n/unmn nocpeacrtsom 3awuTbl IP-coegnHEHUIA C UCNONb30BaHUEM
npotokonos Kpuntollpo IKE, Kpuntolpo ESP, Kpuntolpo AH. Kpuntorpaduueckasa 3awmnTa
nHPopmaumm ocyLLecTBaseTCA NO Knaccy KC2.

e BoO3MOXHOCTb KpunTorpadpuyeckom 3awuTbl MHGOPMALMMK, 3aNUCbIBAEMON Ha CbEMHble
XpaHUAULWA AaHHbIX nocpeacTBom wudpytowen ¢ainoson cuctembl Kpuntollpo EFS.
Kpuntorpaduyeckan 3awmrta MHGoOpMaLMmM ocywecTsnaeTca no knaccy KC2.

e BO3MOXHOCTb KpunTtorpadmyeckor 3awmtbl MHOOPMALMK, 3aANUCbIBAEMON HA KECTKUX
auckax APM u cepBepoB nocpegctsom wuopytowein dannoson cuctembl Kpuntollpo EFS.
Kpuntorpaduyeckan 3awmrta MHbopmaLmnm ocywectsaaetca no knaccy KC2.

e BO3MOHOCTb UEHTPasN30BaHHOIO YAAJIEHHOrO YnpaB/ieHUA 4Yepes MexXaHM3M rpynnosbixX
nonntnk OC Microsoft Windows (Tab. 1, Tab. 2).
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2. Yci10BUA IpUMEHEeHUs

SPR 3.0 skcnnyatmnpyeTtca B coctaBe AUNC, coctoAawmx n3 APM n cepsepoB, GYHKLUOHUPYIOLLMX
nog ynpasneHnem OC komnaHuun Microsoft (Tab. 1, Tab. 2).

2.1. Tpe6GoBaHus K anillapaTHBIM CpeJCTBaM

TpeboBaHMA K annapaTHbIM CpeacTBam nNpuBeaeHbl B Tabamuax Tab. 4-Tab. 9.

Tab. 4. CuctemHbie TpebosaHua gna OC Microsoft Windows XP Professional

KomnoHeHT TpeboBaHue

KomnbtoTep u npoueccop  [poueccop ¢ YactoTon He meHee 233 Ml nnun 6onee 6bICTpbIi
(pekomeHayeTca He meHee 300 M)

MamAaTb He meHee 64 MB onepaTuBHOM NamaATK (pekomeHayeTcs He meHee 128 MB)

ecTkmMn anck He meHee 1,5 b cBO60OAHOrO MecTa Ha KEeCTKOM AUCKe

Tab6. 5. CucremHble TpeboBaHua gna OC Microsoft Windows Server 2003 R2

KomnoHeHT TpeboBaHue

KomnbtoTep u npoueccop  Standard Edition

KomnbloTep ¢ NpoLeccopom ¢ 4actoTon He meHee 133 MIu;
pekomeHayetcsa 550 MIMy, unum 6onblie; noaaep»KKa A0 YeTbipex
npoLeccopoB Ha OAHOM cepBepe

Enterprise Edition
Mpoueccop c yacTtoTol He meHee 133 MTL; pekomeHayeTtca 550 Mly; Ha
OOHOM cepBepe NoSAEePKUBAKOTCA 4,0 BOCbMU NPOLLECCOPOB

MamaTb Standard Edition
He meHee 128 MB; pekomeHayeTcs 256 Mb n 6onee; makcumanbHo 4 T
Enterprise Edition
He meHee 128 MB; pekomeHayeTcs 256 MB 1 6onee; makcumanbHo 64 I'b
ANA KOMNbloTepoB Ha 6ase x86; MakcMmanbHO 2 T AN KOMMNbIOTEPOB HA
6ase x64

ecTknin guck Standard Edition
1,2 b gns ceteBOM ycTaHOBKM; 2,9 I'b AnA yCTaHOBKKW C KOMNAKT-AMCKA
Enterprise Edition

1,2 I'b ans ceteBoM ycTaHOBKU; 2,9 b ANnA yCTaHOBKKM C KOMNAKT-ANCKA
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Tab. 6. CuctemHbie TpebosaHua gna OC Microsoft Windows 7

KomnoHeHT

KomnbloTep 1 npoueccop

MamaTb

ecTkmMn anck

TpeboBaHue

32-pa3paaHbint (x86) nnmn 64-paspagHbiii (x64) npoLeccop C TaKTOBOM
yactoToi 1 rurarepy, ([Ty) nnau Bbiwe

1 rurabawnt (I'6) (ana 32-paspagHoin cuctembl) uam 2 b (ana 64-paspagHon
cMcTEMBI)

16 rurabaur (I'b) (ana 32-paspagHoi cuctemnl) unm 20 6 (ans 64-
pa3pAAHOM CUCTEMbI) NPOCTPAHCTBA Ha YKECTKOM AMUCKe

Tab. 7. CucremHbie TpebosaHua gna OC Microsoft Windows Server 2008 R2

KomnoHeHT
KomnbloTep n npoueccop

Mamatb

ecTkmMn anck

TpeboBaHue
1,4 Ty, (npoueccop ¢ apxuTeKkTypomn x64).

MuHUManbHbINM 06BbEm: 512 MB.
MakcumanbHbin o6bem: Standard Edition — 32 I'b, Enterprise Edition —
2 Th.

MuHUManbHbIM 06bem: 32 Ib.

MpumeyaHune. Ha KomnbloTepax, ocHaleHHbIX 6onee yem 16 6 O3Y, noTpebyeTca 60/bLue
MecTa Ha aucke ans Gaiinos NOAKAYKM, CNALLErO pexmnma 1 Jamna namaTu.

Tab. 8. Cucremuble TpebosaHua gna OC Microsoft Windows 8/8.1/10

KomMnoHeHT

KomnbloTep v npoleccop

MamaTb

HKectkumm anck

lpaduueckan KapTta

TpeboBaHue

32-pa3paaHbin (x86) nnun 64-paspagHblii (x64) npoLeccop ¢ TaKTOBOM
yactotoi 1 rurarepy, ([Tw) nam Bbiwe ¢ noaaepkoit PAE, NX n SSE2

1 rurabaunt (I'6) (ana 32-paspagHon cuctemnbl) uam 2 b (ana 64-paspagHon
CUCTEMBI)

16 rurabaunt (I'B) (ana 32-paspagHoi cuctemnol) nnm 20 I (ans 64-
pa3pALHOM CUCTEMbI) NPOCTPAHCTBA Ha YKECTKOM AM1CKe

Microsoft DirectX 9 ¢ apaliBepom WDDM

Tab. 9. CucremHuble TpebosaHua gna OC Microsoft Windows Server 2012/2012 R2

KomnoHeHT

Tpe6oBaHue
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Komnbtotep u npoueccop 1,4 My, (npoueccop ¢ apxXUTekTypoi x64).

MamaTb

MuHUManbHbIN 06bem: 512 MB.

ecTkmn anck MuHUManbHbIN 06bem: 32 Ib.

2.2. Tpe6GoBaHHUA K YCTAHOBKE U 3KCIIyaTaLuM

Ona obecneyeHunna 3awmTtbl HGopmaumm npu akcnayaTauum SPR 3.0 Heobxoaumo cobatogeHune

cneayoLWmx obLMX YCA0BMIA NPUMEHEHUSA:

YcTaHoBKa M HacTpoika SPR 3.0 gonxKHa npousBoanTbes B cooTBeTcTBuM ¢ (2), (3), (4), (5) m
(6).

[JonkHa 6bITb obecneyeHa (OpraHM3aUMOHHO-TEXHUYECKMMM MepamMn) HEBO3MONKHOCTb
6ECKOHTPO/IbHOrO A0CTYNa K OTYYXKAAEeMbIM HOCUTENAM U KabenbHOM cucTeme CO CTOPOHbI
He3aperncTpupoBaHHbIX Nonb3osaTenen AUC.

BbicTaBnsiemble NpU MHCTANNALMU HACTPOMKM CUCTEMHDBIX NMPUBUAETUA U OUCKPELMOHHbBIX
npas A0cTyna K ob6bekTam ¢aioBOM CUCTEMBI U KKOYaM peecTpa He A0/KHbl paclumpATbCs
B Xo4e akcnayaTtaumm AUC.

B xoge 3kcnnyataumm AUC He p[oMXKHbI NoABepraTbCA MOAUMOUKALMKM KAKOUYM peecTpa,
ncnonbsyemble SPR 3.0 gna ynpasneHus.

YueTHana 3anucb «[ocTb» AOMKHA BbITb OTKAIOUYEHA.

Ona obHyneHnA danna NogKavyku CTpaHUL, A0MKHA ObiTb aKTMBMpPOBaAHA NOAUTMKA «O4YMCTKA
¢daiina NoAKa4vYkM CTpaHUL, NamaTn».

B cnyyae aBapuitHOro 3aBeplueHMA paboTbl (Hanpumep, BbIKIOYEHUA 3NEeKTPONUTaHMA)
HeobxogMMO MNPOM3BECTU 3aMyCK CUCTEMbI C MOCAeAYOWMM 3aBeplleHMem paboTbl
CTaHZ4APTHbLIMUM CPeacTBamMm.

Paszmep cMCTEMHBIX *KYPHANO0B NPOTOKO/IMPOBAHUA He A0/KEH ObITb MeHee 512 Kmunobanr.
Ha Bcex agnckax APM gonixkHa bbiTb ycTaHoBeHa dalinosas cuctema NTFS.

Ha Bcex APM f0/1Hbl 6bITb 3a6/10KMpoBaHbl NnopTol IEEE 1394 (Firewire).

CK3U, BxopgAwee B coctaB SPR 3.0, moxer wucnonb3osatbca [MMO pgna peanunsauymm
KpunTorpadpuyeckon 3awmtbl obpabaTbiBaemblx M NepesaBaemblX AaHHbIX MPWU YCNOBUMU
obecneyeHna KOppeKkTHOCTU B3ammogeincTena ¢ CK3N n peanusaumm mep no obecneyeHuto
6e30MacHOCTM KOYEBOM CUCTEMDbI.

PaspaboTtka W wucnonb3osaHune [MO poAKHA NPOM3BOAUTLCA B COOTBETCTBUM  C
pekomeHpaumMamm  paspabotumka CK3WU. B cnyvae wucnonb3osaHua [MMNO  gna
Kpuntorpadpuueckon 3awmTbl obpabaTbiBaeMbix AaHHbIX B AUC  rocyaapCTBEHHbIX
MHOOPMALMOHHBIX PecypcoB HeobxoauMmMo npoBegeHue CepTUPUKALMOHHBIX MCNbITaHWUN
yKasaHHoro MMNO ycTaHOB/IEHHbIM NOPALKOM.
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e [lporpammebl, obpasyolme AOBEPEHHYIO MPOrPaMMHYI0 cpedy, He AO/IKHbl CoAep)KaTb B
cebe cpeacts paspaboTKM WAM MHTEPNPETaTopoB, a TaKXKe CKPbITbIX W/WAM  ABHbIX
BO3MOXHOCTEN, MO3BONAIOWMX HAPYLWNTb LWTaTHOE ¢GYHKUMOHMPOBAHME MEXaHW3MOB
nporpammHbIx C3U n/munm cospasatb KaHanbl yTeYKM MHPOPMALMM, B YaCTHOCTH:

"  moauMduuMpoBaTb COOCTBEHHbLIN KOA W Kog Ob6WMUX moaynen, CnpoeunmpoBaHHbIX B
onepaTUBHYIO NamATb NpoLecca;

"  [pocMaTpuBaTb U MOANPULMPOBATbL NAMATb, BblAENEHHYIO ANA APYrMX NpoLeccos; ANA
ApanBepoB, KpOMe TOro, NPOCMATPMBaATb U MOANPULMPOBATL NAMATb, BblAENEHHYO ANA
APYrvX ApaiiBepos;

" nepenaBaTb ynpasnaeHne B 061acTb COOCTBEHHbIX AaHHbIX M AAHHbIX APYrMX NPOL,ECCOoB;

"  BbIMNO/HATL NPOCMOTP U pefakTMpoBaHue ¢aiinos B 06xo4 cTaHAapTHbIX GyHKUMI OC
ANA paboTbl ¢ palinamu, a TaKKe KECTKUX ANCKOB Ha YPOBHE CEKTOPOB;

"  OTKPbIBAaTb HEMOCPEeACTBEHHbIM AOCTYN K NopTam BBOA3/BblBOAA AN NPOrpamm
NPUKNALHOrO YPOBHA.

[donkHa 6biTb obecrnevyeHa ¢u3Myeckaa oxpaHa WMHOOPMALMOHHOM cuUCTeMbl (YCTPOMCTB M
HocuTenen nHbopmauum), NpeaycmMmaTpuBaloLLas KOHTPOIb A0CTyNa B NOMeLLEeHUA UHPOPMALMOHHOM
CUCTEMbl MOCTOPOHHUX UL, HaAMYMe HaAEeKHbIX NPenATcTBMMA ANA  HEeCaHKUMOHWMPOBAHHOIO
NPOHUKHOBEHUSA B NOMELLEHMA MHOOPMALMOHHOMN CUCTEMBI U XPAaHUAULLE HOCUTENE MHDOPMaL UK.
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3. Onucanue 3aga4Ym

NHTerpayma mexaHM3amoB obecnedyeHuns 6esonacHoct SPR 3.0 B8 OC Microsoft Windows (Tab6. 1,
Tab. 2) U KX UCMNO/Ib30BaHUE COBMECTHO C 6a30BbIMM MeXxaHM3MaMW MO3BONSAET obecneynTb 06N
ypoBeHb 3awmuTbl OC go AK3 B cootBeTcTBUM C (1).

SPR 3.0 nnTterpupyetcs B OC Microsoft Windows (Tab. 1, Tab. 2) Kak ee 4acTb 1 6asupyeTtca Ha
NOKYMEHTUPOBAHHbIX MexaHM3max 3aWwuTbl  MHPopmaumm OC, uyto obecneymMBaeT BbICOKYIO
YCTOMUYMBOCTb PaboTbl U COBMECTUMOCTb C APYTMMW MPOrPamMMHbIMU NPOAYKTAMMU.

3.1. INoacucremsl SPR 3.0

SPR 3.0 cocTouT U3 YeTbipex NoACUCTEM:

e [loacuctema ynpasneHua NOAUTUKAMM

e [loacMcTemMa 3aLnTbl KPUTUYECKUX PECYPCOB

e [loacucTema KOHTPOAA AOCTYyNa K yCTPOMCTBaM
e [loacMcTemMa MaHAATHOrO WNPPOBAHUSA

e [loacucTemMa KOHTPOASA 3aMycKa CLeHapues

3.2. (Cxema ynpasJieHHUs IOACUCTEMaMH

Ob6uian cxema ynpasneHua nogcucremamm SPR 3.0 npuseaeHa Ha Puc. 1.

YnpasneHna noamtukamm SPR 3.0 ocywecrtsasetca nocpegctsom  MMC  ocHacTok
WHTErPUPOBAHHbIX B  CUCTEMHYK  OCHacTKy «[lapameTpbl 6e3omacHocTM». 3TO  nNoO3BOAAET
agMuHucTpaTopy 6e30MacHOCTM ynpaBaATb BCEMM MNOAUTUKAMM OE30MacHOCTWU, BKAKOYAA MOAUTUKMK
SPR 3.0, 3 oaHOM KOHCONMU.

MapameTpbl, YCTAHOBAEHHble aAMWHUCTPATOPOM 6e3onacHoCTM B ocHacTkax SPR 3.0,
COXPaHAITCA B 0OBEKTaxX rpynnoBoOi NOSUTUKKM, OTKyAa NOCPeACTBOM MEXaHW3Ma PacrnpoCcTpaHeHus
rpynnosbix nonmMtnk Windows oHu nonagatot B peectp.

KoMnoHeHT noacucTembl ynpaBaeHMsa NOUTUKAMMU CYMUTLIBAET 3aNMCaHHbIe B PeecTp HACTPOMKMY,
bopmaTtupyeT Ux 1 NnepesaeT AA4POBbIM KOMNOHEHTAM COOTBETCTBYOLMX NOACUCTEM.

JaHHaA cxema ynpasaeHma nossondeTt He neperpyxatb OC npu nasmeHeHnn nonuntmk SPR 3.0
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Puc. 1 O6wan cxema ynpasneHusa nogcucremamm SPR 3.0

O6bekT M
rpynrnoBon PeecTp oZynn NOACUCTEMBI
NMOSIUTUKN KOHTPOSS BbINOSHEHMS

CLEeHapueB

KOMMOHEHT NOACUCTEMBI

PG CETEED YR EDERT S yrpasfieHns noaMTukamm

MOJIMTUKON MOACUCTEM

Mp1KNagHoON YpoBeHb

SlnpoBoit ypoBeHb

SlapoBasi KOMMOHEHTa AnpoBasi KOMMOHEHTa SlnpoBasi KOMMOHEHTa
NoACUCTEMBI 3aLLUUTbI NnoACUCTEMbl MaHAATHOrO NOACUCTEMbI KOHTPONS
KpUTHYeckux dannos LncpoBaHus J0CTyna K YCTpoNCTBaM

3.3. IoacucreMa 3alMThl KPpUTUYECKHX PECYPCOB

MoacucTema 3alMTbl KpPUTMYECKMX pecypcoB SPR 3.0 peanunsyeT KOHTPO/b LLENOCTHOCTU
06beKkToB panoBON CUCTEMDI.

KOHTPO/b LENOCTHOCTU peannsyeTca Ha OCHoBe pacyeTa GYHKLMU xelwa (KOHTPO/IbHOM CyMMbl)
¢anna no NOCT P 34.11-94 c ucnonb3oBaHnem aaposoi komnoHeHTbl CK3U Kpuntolpo CSP.

Moacucrema coctont M3 MMC OCHACTKM ynpaB/ieHUS U SAPOBON KOMMOHEHTbI.

AnpoBas KOMMOHEHTa NOACUMCTEMA 3aLMUTbl KPUTUYECKMX PecypcoB peanunsyeT TPU OCHOBHble
OYHKLUNK:

o OyHKUMIO pacyeTa KOHTPO/SbHbIX cymm ¢GainoB, B COOTBETCTBUM C YCTAaHOBJIEHHOWM
NO/INTUKOMN.

o OYHKUMIO NPOBEPKU KOHTPOJIbHbIX cymm ¢annoB, B COOTBETCTBMM C YCTAaHOBJIEHHOM
NO/INTUKOMN.

o  DyHKUMIO 3aWMTbl OT MoandUKaumMin Gannos, ANA KOTOPbIX, B COOTBETCTBMM C YCTAHOBAEHHOM
NOJINTUKOM, NPOBEPAOTCA KOHTPOJIbHbIE CYMMbI.
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3.4. IloacucremMa KOHTPOJIS AOCTYIA K YCTPOMCTBAM

Moacucrtema KOHTPONA AOCTYNa K YCTPOMCTBAM peanusyeT PpyHKUMW pasrpaHMyYeHMsa [ocTyna
nosnb3oBaTesieil K pPas/IMyHbIM ycTponcTBam (cbemHble aucku, CD-ROM u DVD A[uMCKK, [UCKETbI,
nepeHocHble (WPD) ycTpoictBa, nopTbl, NpUHTEPbI W.T.A4.). JOCTyn perynvpyercs no paspelleHnsm
YTEHWA, 3aNUCK U UCMONHEHMA.

Mogcunctema coctonT M3 MMC OCHaCTKM ynpaBaeHUs U AAPOBON KOMMNOHEHTbI.

3.5. IoacucreMa MaHAATHOrO IIKPpPOBaAHUSA

Mogcuctema MaHZATHOrO  WKWpOBaHWMA  peannsyeT BO3MOMKHOCTb  aAMWHMUCTPATUBHOIO
ynpassieHns wudpoBaHMEM AaHHbIMWU, COXPaHAEMbIMM NO/b30BATE/IEM Ha CbEMHble HOCUTENU
nHGopMaLMN NN CYUTbIBAEMbIE MO/Ib30BATENIEM CO CbeMHbIX HocuTenen nudopmaunm (7).

MNoacucrema coctont M3 MMC OCHACTKM ynpaB/ieHUs U S4P0BON KOMMOHEHTbI.

3.6. Iloacucrema KOHTPOJIA UCITIOJTHEHHUA CII€HAPpUEB

MoAacucTemMa KOHTPOA UCMONHEHWUA CLLEHAPUEB Peasin3yeT BO3MOMXKHOCTb CO34aHUA CNMUCKa
CLEHap1eB paspeLLeHHbIX K UCMONHEHMIO.

Moacucrema coctont M3 MMC OCHaCTKM ynpassieHns u moaynen GuabTpaunm BbiNoaHEHNS
CL.eHapueB pas3/INYHOro TMna.
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