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1. BBeaeHnue

[laHHOe PYKOBOACTBO NpegHasHa4YeHo ANA aAMUHUCTPATOPOB CPeAacTBa 3alMTbl MHOPMaLMK
«SecurePackRus» Bepcua 3.0 (cokpalleHHble Ha3BaHus usaenms — SecurePackRus 3.0 uam SPR 3.0). B
PYKOBOACTBE COAEPKATCA CBEAEHUS, He0bXoANUMbIE aAMUHUCTPATOPaAM A/ HAaCTPOMKKU U yrpaB/ieHun

OCHOBHbIMN MEXaHU3MaMM 3alLUTHI.
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2. OCHOBHBbIE NNOCUCTEMBI

dyHKumoHmnposaHune C3M SPR 3.0 onupaeTca Ha cnegyrowme NnoacuCcTeEMbI:

e [loacuctema ynpas/ieHMA NOIUTUKAMU;

e [loacuctema AoBepeHHoON ayTeHTMdMKaLUNK;

e [loacuctema ANCKPELIMOHHOIO pa3rpaHMyYeHmna AoCTyna;
e [loacucTema 3almTbl KPUTUYECKUX PECYPCOB;

e [loacuctema KOHTPOASA A4OCTyNa K YCTPOMUCTBaM;

e [loacuctema maHaaTHOro WUdpPoBaHUS;

e [loacmMctema 3aMKHYTOM NPOrpammHON cpeapbl;

e [loacuctema KOHTPOAA 3aMycKa CUeHapuUes;

e [loacuctema ayamTta 6esonacHoCTy.

[aHHoe PyKkoBOACTBO OMNUCbIBAaeT NOPAAOK HACTPOMKKU creaylowmx Noantuk 6esonacHocTu
OCHOBHbIX nogcuctem, peannsyembix C31 SPR 3.0:

e loacucrema ayamTa 6€30MacHOCTH.

OnucaHune nopagKa HACTPOMKM NOAUTUK Be3omacHOCTM, He BXOAALWMX B JaHHOe PyKOBOACTBO,
COLEPKMUTCA B COOTBETCTBYIOLLMX AOKYMEHTAX B cOCTaBe AoKymeHTaumu (1), (2), (3) v (4).

3. Ynpagsienue aygutom coobiTuii C3U SPR 3.0

Mpwn nepBoOHa4YasIbHOM YCTAaHOBKe cpeAacTBa 3alwnTbl MHGopmaumm «SecurePackRus» sepcua 3.0
(SPR3.0) perucTtpupyetca KypHan ¢ umeHem «Secure Pack Rus» B pasgene «ypHanbl NPUIOKEHUN U
cny»K6». ypHanbl NPUNOKEHUIN U CAYKO MCNONB3YIOTCA NPUNONKEHUAMU U CAYKOaMKU As perncTpaymm
cobbITUI, cBA3AHHbLIX C MX paboToil. [ns ynpasBneHus KypHanamm cobbiTUA MOXHO WCMNO/b30BaTb
OCHACTKY «[1poCcMOTp COBbITUIN» UAK NPOrPaMMy KOMaHAHOM CTPOKM «wevtutil».

B OC Windows 7 1 bonee ctapwunx nHPpacTpyKkTypa, obecneymBarowas pernctpaumnto cobbitumn,
ocHoBaHa Ha ¢opmaTte XML. JaHHble 0 Kaxaom cobbiTun cootsetcTBytoT XML-cxeme, 4To nossonset
nonyuntb goctyn K XML-koay ntoboro cobbitna. Kpome T0ro, MoXKHO co3gaBaTb OCHOBaHHble Ha XML
3anpocbl AN1A NONYYEHWUA AaHHbIX U3 }KypHanoB. OcHacTKa «MpocmoTp cobbITUIA» NpenocTaBAAeT NPOCTOM
rpaduyeckmMin nHTepdenc ana focTyna K STMM BO3MOKHOCTAM.

MNpu nepBoHayanbHOM ycTaHoBKe SPR 3.0 cnucok npaBuA 3aWUTbl  KaKAoW MNOAUTUKK
6e30nacHOCTU NYCT, NO3TOMY aKTUBALUMA NOJIUTUK HE MPUBOAUT K 6IOKMPOBKE MOoANDUKALMN KAaKUX-TNO0
obnacteit damnoBoi cuctembl. Bce nonntmku SPR 3.0 BKAOYEHDBI B peXKUMe «AyauT» - 4ONOAHUTENbHbIX
OencTBuin gna aktueBauum cbopa cobbiTMA noacucTem, BXOAAWMX B COCTaB CpPeacTBa 3alMThbl
nHdopmaumm SPR 3.0 He TpebyeTcs.

3.1. CoO6bITHS MOACUCTEMBI 3ALUThI KPUTUYECKUX PEeCypCOB

Mma nctouHuka: SPR-CriticalResourceProtection
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Tab. 1. CobbITMA NnoacucTeMbl 3aLWUTbl KPUTUUECKUX PEeCypPCcoB

UpeHTudukatop Tun

100

101

102

103

104

NHbopmauusa

NHdopmauma

NHbopmauusa

NHdopmauma

Nudopmauma

OnucaHue

CobbITHe: 3anyLweH LMK pacdeTa KOHTPOIbHbIX CYMM
3almLaemblix pannos.

CobbiThe: 3aBepLUEH LMK pacyeTa KOHTPOJIbHbIX CYMM
3almLaemblx pannos.

NHdopmaLma o umKkne:

Ob6paboTaHHble dpannbl:%1

OwnbKN:%2

CobbITHe: 3anyLweH UMKA NPOBEPKN KOHTPOIbHbIX CYMM
3almLaembix ¢annos.

CobbiThe: 3aBepLUEH LUK MPOBEPKU KOHTPOIbHbIX CYMM
3almLaemblx ¢pannos.

Nubopmauyma o umkne:

MpoBepeHHble palinbl: %1

HapyweHue uenoctHocTn: %2

OwnbKN:%3

CobbITve: BbinonHeHa NonbITKa NOAyYeHUs A0CTyna K
3aWwmw,aemomy oo beKTy.

CeefieHus 06 obbekTe:

Tun:%1

NmaA:%2

CseneHusA o npouecce:

NaeHTMdmKaTop:%3

NUmsa dainna:%4

CBeneHuUA 0 3anpoce Ha JOoCTyn:

Macka goctyna:%5

Jdoctyn:%6
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3.2. CoObITHA NOACUCTEMBI YIIPpaBJIEHUS A0CTyIa K YCTPOHUCTBAM

Mma nctouyHuka: SPR-DeviceAccessControl

Tab. 2. CobbiTUA NnogcucTembl yrnpasieHUA A0CTYNOM K YCTPOMCTBaAM

UpeHtudukatop Tun

200 NHdopmauma
201 NHdopmauma
202 NHdopmauma
203 Nudopmauma

OnucaHue

CobbITve: BbinonHeHa nonbiTKa dKTUBAUNUN KOHTPONINMPYyEMOTO

yCTpOWMCTBa.

CseneHus 06 ycTponcrse:
Knacc:%1

Tnn WnHbI: %2
OnucaHune:%3

Sk3emnnap:%4

CobbiTe: KoHTponmpyemoe ycTpoicTBo 6bi10 yaaneHo.
CBeaeHus 06 ycTponcree:

Knacc:%1

OnuncaHne:%2

dK3emnaap:%3

CobbiTne: CMOHTMPOBAH TOM Ha KOHTPOJIMPYEMOM CbEMHOM
HocuTene.

CBegeHua o Tome:

Nma:%1

MeTKa: %2

daiinosas cuctema: %3

Jk3emnnap:%4

CobbiTMe: BbinosiHEHA NONbITKA NOJIy4EHUS A0CTyNa K
KOHTPO/IMPYEMOMY YCTPOMCTBY.

CsepneHus 06 ycTpouncrse:

Knacc:%1

OnucaHne%?2

OK3emnaap:%3

CsepeHunsa o npoLiecce:

NaeHTudunkaTop:%4

Uma dainna: %5

CBeneHus 0 3anpoce Ha AocTyn:

Macka goctyna:%6
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204 NHbopmauusa

205

Hdoctyn:%7

CobbiTme: BbinonHeHa NonbITKa NOAyYeHUs A0CTyna K
KOHTPO/IMPYEMOMY YCTPOMCTBY.

CseaeHus 06 ycTponcrse:

Knacc:%1

OnucaHne%2

JK3emnnap:%3

CseaeHua o npouecce:

NpoeHtnoumkatop: %4

Nmsa danna:%5

CBepgeHunAa o0 3anpoce Ha A4OoCTyn:

Macka goctyna: %6

Jdocryn:%7

CobbiThe: BbiNnosIHEHA NOMNbITKA NOMYYEHUA JOCTYNA K OOBEKTY
$annoBon cMcTeMbl Ha KOHTPOIMPYEMOM CbEMHOM HOCUTENE.
CBeneHunA 06 obbekTe:

Tnn:%1

Nma:%2

CeefieHuna o npouecce:

NaeHTMdmKkaTop:%3

Nma danna:%4

CBefeHua 0 3anpoce Ha JocTyn:

Macka goctyna%5s

LHoctyn:%6

3.3. CoObITHA NOACUCTEMBI KOHTPOJIA 3allyCKa ClleHapueB

Mmsa ncroyHmka: SPR-ScriptControl

Ta6. 3. CobbiTA NoACUCTEMBI yNPaBNEeHUA AOCTYNOM K YCTPOIACTBAM

UpeHTudukatop Twun OnucaHue
1 MpeaynpexaeHne CobbiTue: BbinosHeHa NOMNbITKA aKTMBALMW KOHTPOIMPYEMOTO
yCTpOMCTBa.

CsepneHus ob ycTpouncrse:
Knacc:%1

Tun WKWHbI:%2
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OnuncaHne:%3

dk3emnnap:%4

2 MpeaynpexaeHne CobbiTne: KOHTpoMpyemoe yCcTpoicTBO 6bIa10 yaaneHo.
CeeneHunA 06 ycTpoincTse:
Knacc:%1
OnucaHune:%2
Sk3emnnap:%3
3 MpeaynpexaeHne CobbiTve: CMOHTMPOBAH TOM Ha KOHTPOIMPYEMOM CbEMHOM
HocuTene.
CBegeHua o Tome:
Mma: %1
MeTka:%2
dannosas cuctema: %3

Sk3emnnap:%4
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4. HacTpoiika aBTOMaTU3UPOBAHHOI'O COOpPA COOBITUM )KYPHAJIOB
ayauTa

Ona  ypobctBa  agMMHUCTPUPOBAHMA  MPOrpammHbIX  npoayktoB  SecurePackRUS m
CBOEBPEMEHHOrO0 OOHapy)KeHua GaKTOB HapyweHua nonutuk Wb pekomeHayeTcA HacTpouTb
aBTOMATU3NPOBAHHbLIA cOop COObLITUIA KYpHANOB ayamuTa C paboumx CTaHUMA B CETU NpeanpuaTus.
ABTOMaTU3MPOBAHHbIN COOP COOLITUIM ayauTa NO3BOAET aAMUHUCTPATOPY rPYNNMpoBaTb MHGOPMaLINIO
060 Bcex nHunaeHTtax Mb B ceTn Ha oaHoM Touke (APM agMuUHMUCTPATOpa), YTO AAET eMy BO3MOMKHOCTb
aHaNM3MpoBaTb MPOLECCbl B 3aBUCMMOCTAX, @ TaK e YnpoLlLaeT Npouecc ynpaBiaeHus cobpaHHbIM
MaTepuanom (oTyeTbl, pe3epBHOE KONMPOBaHME).

[laHHaA WMHCTPYKLMA OnMCbiBaeT Cnocobbl HACTPOMKM aBTOMATM3MPOBAHHOIO cbopa CobbITUM
)ypHanos ayamta gns OC cemeinctea WindowsXP/2003 u cemelictea Windows 7/2008 (1 6onee
NO34HMX), Y4UTbIBAA Pa3NNYUA NO JOCTYNHOMY PYHKLMOHANY.

4.1. OrpaHuYeHHUsA Ha UCMOJIb30BaHME COYKO6bI C60pa OIMGOK

Cnyxba cbopa OWMBOK MCMONb3yeT KAWEHT-CEPBEPHYIO MOAEe/Nb B3aUMOAEWCTBUA: B CETU
npeanpuATUa pacnosiaraeTca KomnbioTep - cbopluuk owmnbok (collector) n octanbHbie paboune cTaHUMM
— WCTOYHUKM (source) OTCblNalT emy CoObOLleHMss B COOTBETCTBMU C OMUCaAHHbIMKU Ha cbopulimKke
npasuMnamu. Ha KomnbtoTepe-cOOpLIMKE MOMKHO C€O034aTb HECKO/NbKO HabopoB npaBWA-NOANMUCOK
(subscriptions), onpeaenus rpynnbl CTaHUUIA-UCTOYHMKOB, KOTOPbIE NOAYMHAIOTCA 3TUM NPaBUIaM.

B Tab. 4 npuBedeHbl BO3MOXHble pPOAM AA8 pasnndHbix  Bepcuit OC  cemelictsa
Windows XP/Server2003 u cemelictea Windows 7/Server2008 R2 (1 6onee no3aHux).
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Tab. 4. Poau cnyx6bl cbopLimKa OWMOOK B pa3ninuHbix Bepcuax OC

Tun OC UcTounuK (source) C6opwyuK (collector)
Windows Server 2003SP1 |+ 4
Windows Server 2003 SP2
Windows Server 2003 R2

Windows Server 2008
Windows Server 2008 R2
Windows Server 2012
Windows Server 2012 R2
Windows Server 2016
Windows XP SP2

Windows Vista
Windows Vista SP1
Windows 8
Windows 8.1

LIRSS QK|S (RS |S|K S

LSS (S| (K K| S|K|S (K|S

4

Windows 10

4.2. Hacrtpoiika ciayx6b1 coopa omim60K (eventcollector)

Mpwn HacTpolike cnyxbbl cbopa owmnbok (eventcollector) BO3MOXKHO MCNONb30BaHME ABYX CXEM,
OT/INYaOLLMXCA NO cnocoby B3aMmoaencTeMa KoMnbloTepa-cbopliunKka (eventcollector) n komnblotepa-
MCTOYHMKa (eventsource): coeguMHEHUE WMHULUMMPOBAHO KOMMbHOTEPOM-COOPLMKOM SIMOO UCXOAHbLIM
KOMMbIOTEPOM (MCTOYHMKOM). B JaHHOM [OKYMeHTe paCcCMOTPEH MepBbli BApUAHT HAaCTPOMKK CNYKObI
cbopa ownbOoK, T.K. OH NpegnoyTUTEeNeH npm paboTe B ceTM NpeAnpuUATUA, NO3BONAET aBTOMATU3NPOBATL
NPOLLECC HACTPOMKM MCNONb3yA TPYynnoBble MOAUTUKM AOMeEHA. PaccmaTpuBaeMbli HUMKE CLEHApUi
pa3BepTbiBaHMA CNYKO cOopa OWMOOK NpeaycmMaTpmMBaeT HaZIMuMe KOHTPOIIepa AOMEHa, pa3BepHyTOM
AOMEHHOI ceTn, paboyeit ctaHumm nog ynpasneHnem OC Windows 7 (1 6onee no3aHux), BBeAeHHOM B
[LOMEH, NA UCNO/Ib30BaHMA ee B KaYecTBe KOMMboTepPa — COOPLLMKA OLIMOOK KYPHANOB ayAuTa, a TaKXKe
pPaboymx CTaHLMMA-UCTOYHUKOB OLIMOOK KYPHA/NIOB ayauTa TaK e ABAAIOWMXCA YNeHaMU [OMEHa,
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paboTatowwmx nog ynpasneHnem OC cemericte Windows XP/Server 2003 1 Windows 7/Server 2008 R2 (#

6onee nNo3gHMX).

Bo3morKeH BapuaHT HaCTPOMKKM cnyXKb cbopa owmnbok ana cpenbl paboyein rpynnbl npeanpuaTms,
a TaK»Ke Npu NCNob30BaHMM B KAYeCcTBe KoMnbloTepa-cbopumka pabouyto ctaHumio ¢ OC Windows Server
2003. 3T0oT cueHapuii TpebyeT py4HOI HACTPOMKM NapaMeTPoB ayTEHTUDMKALMM N CO34aHUS, TEKCTOBbIX
bannoB-KOHPUrypaumm p[as ONMCcaHUMA NapameTpoB KOHKPETHOW noanucKu. 3a AO0MOoSHUTENIbHOM
MHbOopMaume cneayeT obpaLaTbca Ha cakT KomnaHun Microsoft.

HacTtpoiika ci1yk6b1 cO0pa OLIMOG0K HA KOMIIBIOTEPAX, PA00TAWILHUX MOJ,
ynpasjeHueM OC Windows 7 u 60J/iee N03JHUX

Onsa HacTpolkKM cnyKbbl cbopa ownMboK He0bXo0AMMO BbINO/HUTL Caeayolme 4eACTBUA:

e Ha KomnbioTepe - cboplinke (collector)sbinoNHUTL akTUBaALMIO CAybbl WInRM, BbINOAHMB KOMaHay
winrmaqc —q. YaocToBeputbca UTo cay»kba 3anyuieHa (cm. puc. 1).
e Ha KomnbtoTepe - cbopuimke (collector)BbinoNHUTL aKTMBaUMIO CAyxbbl noanucku EventCollector,

BbINO/HUB KOMaHAay wecutilgc(cm. puc. 1).

Aamunncrpatop: C\Windows\system32\cmd.exe ‘E H_El_i@

Microsoft Windows [Uersion 6.1.76011
(c)> Kopnopauus Masikpocoor (Microsoft Corp.>. 2009. Bce npaBa 3awMuWeHH.

m| oy

C:\Users\agMuHucTparopowinrm gc —qg
iCaykea WinRM yxe HacTpoeHa Ha npueM 3anpocoB HA KOMNbOTEPE.
Caykea WinRM yxe HacTpoeHa Ha pa3peweHUe YNAAEHHOro YnNpaBAEHUS KOMNbBOTEPOM.

C:\Users\aamuHucrparopowecutil gc
PexuM 3anycka CAYKEN 6YNeT M3MEeHEeH Ha 3anyck ¢ 3anepxkow. [popoaxure <Y — na, N

HeT)?y
Cayxea ceopumka coemTui Windows ycnewHo HacTpoeHa.

C:\Users\agmMuHucTparop>_

PucyHok 1 - AKTUBaLMs CIY>KObI Y/1aJIeHHOTO yIpaBJeHUs

e HacTpouTb npasuna cbopa oWMBOK U3 KYPHANOB ayamuTa yaaNeHHbIX KOMMbioTepos: Myck->
AOMuHUcmpuposaHue -> [lpocmomp cobbimuli -> lMoonucku (cm. puc. 2-3).

Mpocmotp coBeituit 23

Ansa paBotel ¢ nognuckammn cnyxBa cbopumka cobeirnit Windows

‘
ACMKHa BbITe HACTPOEHa U 3aNyLLEHa. 3anyCTUTL CykBy n HacTpouTs
€€ Ha 3aBTOMaTWYECKWIA 33Ny CK NP NEpesarpyskKe KOMMbHOTepa?

Aa ’ | Her

PucyHok 2 - Co3iaHre HOBOU MOAIIMCKU
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A< YnpaeneHne KOMNbIOTEPOM (0OKaNbHBIM) -
4 |[} CnyxeBHble nporpamme ‘ ’
4 @ MnaHupopiLMK 3anaHWIA

I

Bubny OTKpbITe COXpaHEHHBIN Xyp
« n_P°CM°T Co3aatb HacTpaueaemoe npr
b L Hac*r;l "
! MMOPT HACTPaMBAEMOTO |
4 _m XypH
Hn Co3aate NOANMCKY...
& 5
E vq Bua

i ch; O6HoBuTb
g ne
Fa )Kypné Cnpaeka
|1 Moanwickwr
4 3 O6wwme nankn
22| OBme pecypcel
2| Ceanceol
2 Otkpobitbie daiinb
. & NokankbHbie nonb3osaTeny u rpynnei
> @ MnOWIRNANTENRHOCTH
< | 1] [ »

PucyHok 3 - Co3iaHre HOBOU MOAIMCKHU

e Bbibpatb Co30amb nodnucKy v 3agaTb Tpebyemblie napameTpbl: MmA, TUN U cobupaembie B
paMKax NoAnucKM cobbiTUA, COrNacMBLUUCH C 3aMyCKOM CNyXbbl cbopa nepecbinkm (cm. puc. 4)

Ceoiictea nognuckm - Test (23|
Wma noanucku: LTest J
Onucanne: -
KoreuHbiit xypHan: [ MepexanpaenenHblie cobbiTna n ]

Tun NOANNCKM N NCXOAHBIE KOMNBIOTEPI
) Winnummposaro cbopumkom

3ot KOMMBHOTEP CBA3BIBAETCA C MCXOAHBIMW KCMNBHOTEPAMK W NPEACCTABNAET NOANUCKY.

© VHUUMMPOBaHO MCXOAHBIM KOMMBIOTEPOM BriBpath rpynnbl KOMNBHOTEPOE... ]

WcxogHble KOMMNBHOTEPDI B BhlspaHHbIX rpynnax Ao/KHbI BbITh HACcTPOEHbl C NOMOLLBHO NOAUTUKN AN
NOK3NbHOWN Koncpurypauuu H3 YCTaHOBAEHWE CBA3N C AGHHBIM KOMMBIOTEPOM W MOMYYEHWE NOANUCKN.

Cobupaemble cobbitna: <WUNLTP HE HACTPOEH> -
Bbibpatb cobbimua.. |~

Hactpoiika AononHUTENbHBIX NapaMETPOB:

| '

PucyHok 4 - Tunbl co6MpaeMbIX COOBITUM

I JononHuTensHo...
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e [locne YKa3aHMA MNapaMeTpoB NOAMUCKa NOoABNAETCA B CNUCKeE C YKa3saHMem TeKyullero

KOIMYEeCcTBa NOAKAOUYEHHbIX CTAHUMN-UCTOYHUKOB (CM. puc. 5).

Mma CocrosHue Tun WcxopH... XKypHan Ha ko... Onuc

AxtueHbit  VicTouHuK 3anyLueH 0 T[lepenanpasne...

< | mn | »

PucyHok 5 - CMCOK TeKyIIHUX NOANUCOK

Ona KoppekTHOW pabotbl cayXbbl cbopa owWKMOOK npu co3gaHMu NoAnNUCKU Ans
KOMNbIOTEPOB-UCTOUHUKOB nop, ynpasneHnem OC WindowsXP / Server 2003

Heo6X0AUMO OTMeuaTb NYHKT U3MeHUTb 3anpoc BpyuHYlo BO BKaaaKe XML, co3pgaHHOMK
noAnucKu (cm. puc 6).
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DuneTp 3anpoca

iwmanp} XML |

Yr10661 oprannsoeate uneTp coboituii B popme XPath, ycranosute pnaxok Huxke.

|« QueryList>
<Query Id="0" Path="Application">
<Select Path="Application">*[System[(Level=1 or Level=2 or Level=3 or Level=4 or
Level=0 or Level=5)]]</Select>

<Select Path="System">*[System[(Level=1 or Level=2 or Level=3 or Level=4 or Level=0
or Level=5)]]</Select>
</Query>
</QueryList>

[¥] WsmenuTs 3anpoc epyuHyro

| 0K J [ Otmena

PucyHok 6 - ®opMupoBaHUe TEKCTa 3aMpoca MOAMNUCKH BPYIHYIO

Mpwu Bbi6ope TMNa cobbiTUi }KypHana be3onacHocmb Npu Heo6XoAMMOCTU ero nepesaun
Ha KomnbloTep-cboplmnK TpebyeTca AONONHUTENbHAA HACTPOMKAa Ha KomnbloTepe-
MCTOYHUKe. Heobxoaumble Wwaru no HacTpoiike KOMNbIOTEPA-UCTOYHMKA NPEACTAB/EHDI
B COOTBETCTBYIOWEeM pasgene nyHKra 2.3. bonee nogpobHo 06 ocobeHHOcTAX
npoueaypbl c6opa owmnboK }KypHana besonacHocTb cm. (5).
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HacTpoiika rpynnoBbIiX NOJIMTHK AJIs1 pa60THI C1Y>KObI COOpA OLUIUOO0K

MNocne cospgaHuA HOBO noAannCKM Ha KOMI'Ib}OTepe-C60p|JJ,MKe HeO6XO,EI|MMO 0603HauYMTb ero Kak

cepBep-cOopLMK COBLITUIN ayaANTA B IOKANbHOM CETU LOMEHa:

e Ha KOHTponnepe gomeHa 3anyCcTUTb PeAaKTop rPynmnoBOW MOJIMTUKKU, BbIMOJAHUB KOMaHAy

gpedit.msc. B BeTke KoHgpueypauus komnetomepa -> AOMUHUCMpPAMuUeHble wabaoHsl ->

KomnoHeHmeosr  Windows -> [lepecbinka cobeimuli (cm. puc. 7) 3apaTb

napametp

SubscriptionManagers, yka3as B Ka4ecTBe napameTpa MMsa Komnbtotepa-cbopuimka (collector)
B dopmarte “server=FQDN:5985” (cm. puc. 8)

Mpeabiaywnii napameTp

[E] Hactpouts aapec cepeepa, unTepsan 0GHOBNEHMA U LEHTP, BLIAAMOLLWIA CEPTUDMKAT A3 AUCMETHERE NOANKCKM

A HactpouTs agpec cepeepa, MHTEPBaN OBHOBNEHNA 1 LIEHTP, BBIAAOLLMIT CEPTUGNKAT AN ANCTIETHEPE NO... = -@ @

| He 3aaaHo KommerTapuii:

Q@ Brarouute

) OTkArO4UTE

Mapametpei:

MOAREPKUBIETCR: e e Windows Vista

Cnpaeka:

SubscriptionManagers | Mokasate... I

3toT N3paMeTp NONUTUKWN NO3BONAET HACTPOWUTL 3APEC CEPBEPA,
WHTEPEaN 0BHOBAEHUA U LEHTP, BbIAAFOLLWIA CEpTUMKAT Ana
AVUCMETHEPE NOANNCKH, AMCI‘IETHEP noANUCKKN - 3TO KOMNBIOTEP,
Ha KOTOpbIN NepecbinaroTca cobbitua.

Wcnonesoeanne: Option=Value[, Option=Value]*

Mapamerpen:

Cepeep (06azaTensHo) - 3apec KOMNLIOTEPS, Ha KOTOPbIN
Heobxoaumo nepeceinate cobbitna. Ecnn cepeep ucnonssyer
TpaHcnopTHelit npotokon (HTTP) u nopr (5985), npumenaemble
N0 YMON4aHWNIO, BBEANTE Server=<uMa_cepeepa>, rae
<uMa_cepeepa> - nonHoe gomeHHoe uma (FQDN). B npotuerom
cnyuae, ykaxkute nonnelit URL-agpec. Hanpumep, npu

m

[ oK ]’ Ormetia anmemb]

PucyHok 7 - OnpedesieHue 00MeHHOU NoAUMUKU

Beigog cogepxanuna o= ||=E
SubscriptionManagers
3HaveHve
7 server=FQDN:5985
E 3
[ oK H Ormera ]

PucyHok 8 - 3adaHue adpeca komnbromepa-c60pujuka
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e Ha KOHTponnepe AoOMeHa 3anyCcTUTb PEeAAKTOp rPynmnoBOW MOJIUTUKKU, BbIMOSIHUB KOMaHAy
gpedit.msc. B BeTke KoHgueypauyus kKomneromepa -> AOMUHUCMpPAMUBHbIE WAbBA0HbI ->
KomnoHeHmsr Windows -> [lepecbinka cobbimuli (cm. puc. 7) 3agaTb napameTp
SubscriptionManagers, yka3aB B Ka4yecTBe napameTpa UMs KoMnbloTepa-cboplmka (collector)
B dopmarte “server=FQDN:5985” (cm. puc. 8)

HacTpoliku cepBepa cbopluimka owmnboK 3agatoTca ANna AOMEHa, Takum obpasom, obecneymBas
agMUHUCTPaTOpa YA0HHON TOUYKOM pacnpoCTpaHEHMA HACTPOEK B C/y4ae CMeEHbl agpeca KoMnbloTepa
cbopLumKa.

Yka3aHue nopta nocne FQDN-umeHu cepsepa cbopLunKa He06Xxo4MMO ANA KOPPEKTHOIMA
pabotbl cnyK6bl c6opa cobbiTnii ayguta ¢ paboumnx craHuuii, pabortarowmx nog OC
Windows XP / Server 2003. 3To cBA3aHO C pa3nuumem B Bepcuax npotokona WinRM,
ucnonb3ayembix B 3TuX OC. 3HaueHMe nNopTa MO yMOaAYaHUIO AnAa cayxbbel WinRM 8 OC
Windows XP/Server 2003 ycraHosneHo 80, XOTA MOPT NO YMONYaHUIO ANA cepBepa
cbopwmuka nog, ynpasneHnem OC Windows 7/Server 2008 R2 u 6onee no3gHux
yctaHoBneH 5985. Takum obpasom, 6e3 yKasaHMA NopTa B HACTPOMKaX AOMEHHOMU
NONUTUKN, CNYK6bl cbopa owmnbok ¢ paboumx craHumii nog ynpasneHnem OC
Windows XP/Server 2003 pa6oTaTb He 6yayT.

B cnyyae ncnonb3oBaHUA KOHTPOJ/Iepa AomeHa nopg ynpasneHnem OC Windows Server
2003 BO3MOKHO oOTcyTcTBME pasgena MepecbinKa cobbitmii. B aaHHOW cuTyauuu
Heo6X04UMO BOCNO/Ib30BaTbCA CPEACTBOM YAANEHHOrO ynpaBieHUs cepBepom Aans
ynpaB/ieHUa AOMEHHOM NOJIMTUKOM C pabouelt cTaHUMK-COOPLMKa NoA ynpaB/ieHUEM
OC Windows 7 n 6onee nosgHux. bonee noapobHo npo Cpepgcrsa ypaneHHOro
agMmuHuctpuposaHusa (RSAT) cm. (6).
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4.3. HacTtpoiika ci1yk0b1 OTIIpaBKM OLIMOOK (eventsource)

HacTtpoiika ci1yk0b1 OTIIPaBKM OLIMOOK Ha KOMIIBIOTEPAX, pA0OTAILEUX MOJ,
ynpassieHueM OC Windows XP/Server2003
[na HacTpolikn cnyxbbl aBTOMaTM3MpoBaHHoOro cbopa ownbok B OC cemeictea Windows XP /

Server 2003 Heob6x0aMMO NpeaBapUTE/IbHO YCTaHOBUTb KOMMoHeHTbl WS-Management v1.1 (He BxoguT
B KOMMeKT noctaBku OC). AnA CKaYMBAHWUSA YKA3aHHbIX KOMMOHEHTOB CM. (7).

Mocne ycTaHOBKM KOMNOHEHT RemoteManagement HeobxoanMa Mx HACTpoOIKa:

e Ha KomnbloTepe - UCTOYHMKE (Source) BbINOJSIHUTb aKTMBaLMIO CAyXbbl WIinRM, BbiNONHMB
KoMaHAy winrm c —(. Y40CTOBEPUTLCA YTO CNy»Kba 3anyuieHa (cm. puc. 8).
e Ha KomnbloTepe - MWCTOYHMKE (source) BbINOAHUTb aKTMBALMIO CAYKObl NOAMNUCKK

EventCollector, BbinonHmMe komaHay wecutil gc (cm. puc. 9).

Aamunncrpatop: C\Windows\system32\cmd.exe ‘E H_El_i@

Microsoft Windows [Uersion 6.1.76011
(c)> Kopnopauus Masikpocoor (Microsoft Corp.>. 2009. Bce npaBa 3awMuWeHH.

m| oy

C:\Users\agMuHucTparopowinrm gc —qg
iCaykea WinRM yxe HacTpoeHa Ha npueM 3anpocoB HA KOMNbOTEPE.
Caykea WinRM yxe HacTpoeHa Ha pa3peweHUe YNAAEHHOro YnNpaBAEHUS KOMNbBOTEPOM.

C:\Users\aamuHucrparopowecutil gc
PexuM 3anycka CAYKEN 6YNeT M3MEeHEeH Ha 3anyck ¢ 3anepxkow. [popoaxure <Y — na, N

HeT)?y
Cayxea ceopumka coemTui Windows ycnewHo HacTpoeHa.

C:\Users\agmMuHucTparop>_

PucyHok 9 - AKTUBaLMs CIY>KObI Y/1aIeHHOTO yIpaBJeHUs

Mocne BbINONHEHMA OMWUCAHHbIX AENCTBUI B CMWUCKE KYPHANOB Ha KOMMbOTEPE-UCTOYHUKE
nossutbca ypHan Microsoft-Windows-Forwarding (PucyHok 10), B KoTopom 6yayT ¢duKcupoBaTbCA
cobbITMA paboTbl CAy»KObl NOAMWUCKM, a B KypHasie Ha KomnbioTepe-cbopuwuKke (collector) byayT

duKcmMpoBaTbca cobbiTMA, onpeaeneHHble B panne KoHPUrypauum.
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Pucynok 10 - XKypuasn Microsoft-Windows-Forwarding

Dna KoppekTHoi paboTtbl cnyXKbbl c6bopa owMOOK npu co3gaHuM NOANUCKU ANA
KOMMNbIOTEPOB-UCTOYHUKOB  nop, ynpasneHnem OC  Windows XP/Server 2003
Heob6Xo4UMO OTMeYaTb NYHKT U3MeHUTb 3anpoc Bpy4HYIo BO BKAagKe XML co3paHHOM
nognucku (cm. n. 2.2.1).

HacTpoiika c60opa OLIMOOK »KypHaJia 6€30NaCHOCTbh Ha KOMIIbIOTEpPaXx,
padcoTawuux noj ynpasjaeaueM OC Windows XP/Server 2003

HacTpoiKn no ymonyaHuio He No3BOJIAKT HAaCTPOUTb COOp OWMOBOK U3 KypHana be3onacHOCTb.
310 obycnoBneHo 6onee BbICOKMMM TpeboBaHMAMM HE30NACHOCTU M COOTBETCTBEHHO H0ONEe BbICOKMM
YPOBHEM A0CTyNa, Tpebyembim A1 YTEHUA COAEPKMMOTOo daina KypHana.

Y10 6bI NONYYMTb BO3MOMKHOCTb MepecbinaTb cobbITUA U3 KypHana besonacHocTb Ha paboumx
CTaHumax nog ynpasneHnem OC Windows XP cneayeT M3MeHUTb NOPALOK 3anycka CAyKobl
WindowsRemoteManagement (puc. 11) oT umeHu JIOKanbHOro aAaMMUHUCTpaTopa. [na 3Toro
Heo6Xx04MMO BbINONHUTD:

1. [yck -> AdmuHucmpuposaHue -> Cayrcbbl
2. Cnyx6a Windows Remote Services -> Cgolicmsa
3. B cBowcTBa 3anyck om umeHu yKasaTb JIOKaNbHbI agMUHUCTPATOP.
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Windows Remote Management (WS-Management) (/lok... @

D6wwe | Broa & cucTemy | BoccraHosnenue | 3aeucumocTu

‘ Bxog B cucTemy:

(%) C cucTeMHOI YyeTHOM 3anuckio

[] Paspewwre B3aumogeiicTeMe © patiounm cTonom

(O C yyeTHoi 3anuckio:; ‘ 7 ‘

‘ ‘
MO3KHO PasSpPeLMTE MKW 3aNPETUTE 3TY CAYKEY ANA NEPEYUCAEHHBIX
HUKE NpodUnelt 060pYLOBaHUA:

| Mpogune oSopynosaHua Cnyx6a
| Profile 1 BrnwoyeHa

[ 0K ] [ OTMeHa ] [ pUMEHMTE

PucyHok 11 - HacTpoiika 3anycka cayx0bl

[aHHaA HacTpoMKa ABAAeTCA NoTeHuManbHO HebesonacHoii. Cnepgyer ocobeHHO
BHMMATE/NIbHO OTHOCUTbCA K OMUCAHHOW Bbille BO3MOMHOCTW, T.K. OHa BjeveT
CyliecTBeHHble PUCKM MHPOPMALMOHHOM 6e30nacHOCTy.

Y10 6bl NONYYMTb BO3ZMOMKHOCTb MepechliaTb CobbITUA U3 KypHasia be3onacHocTb Ha cepBepax
nog ynpasneHnem OC Windows Server 2003 Heobxoaumo Ao6aBuTb Kntod peectpa CustomerSDco
3HayeHuem ”0:BAG:SYD:(A;;CC;;;NS)”"no agpecy
HKLM/SYSTEM/CurrentControlSet/Services/EventLog/Security, BbinonHns KomaHay regedit (puc. 12).

Ma ] Tvn l 3HaqeH1e ]
‘(.!10_. yMondaHua) | REG_SZ {3Ha4eHHe He NPHCBOEHD)

AutoBackuplogFiles REG_DWORD 0x00000000 (0)

L‘,’_’:]CustomSD REG_S5Z 0:BAG:SYD:(D;;0xF0007;;; ANYD; ;0xF0007; ;;BG)(A;;0... l
L‘,’.’]DisplayNameFile REG_EXPAND_SZ %eSystemRoot%\System32\els. dll

DisplayNameID REG_DWORD 0x00000101 (257)

E'_’] File REG_EXPAND_SZ %SystemRoot %\ System32configiSecEvent. Evt
MaxSize REG_DWORD 0x08000000 (134217728)

PrimaryModule REG_5Z Security

RestrictGuestacc... REG_DWORD 0x00000001 {1)

Retention REG_DWORD 0x00000000 (0)

Pucynok 12 - Co3zaHure 3anMcH peecTpa
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HacTtpoiika ci1yk0b1 OTIIPaBKM OLIMOOK Ha KOMNIBIOTEPAX, pA0OTALIUX MOJ,
ynpasjeHueM OC Windows 7 /Server 2008 R2 u 60J/1ee no3HUX

Ona HaCTPOMKKM cnyKbbl OTNPaBKM OWMOOK HEOBXOAMMO BbINONHUTL C/ieaytolmne AencTBUS:

e Ha KomnbtoTepe - UCTOYHMKE (source) BbINOAHUTbL aKTMBaLMIO Cayxb6bl WinRM, BbiNonHMB
KoMaHAy winrm qc —q. Y40CTOBeEpPUTLCA YTO Cy»Kba 3anyuieHa (cm. puc. 13).

e Ha KomnbloTepe - UCTOYHWMKE (source) BbINONHUTbL AKTMBALMIO CAYKObl NOANWUCKK
EventCollector, BbinonHns kKomaHay wecutil gqc(puc. 13).

EX Agmununctpatop: C\Windows\system32\cmd.exe (|- {

Microsoft Windows [Uersion 6.1.76011]
(c> Kopnopauus Maikpocoor (Microsoft Corp.>,. 2009. Bce npaBa 3auMueHH.

m/»

C:\Users\agmuHucTparopowinrm gc —qg
iCaykea WinRM yxe HacTpoeHa Ha nNpueM 3anpocoB HA KOMNbROTEPE.
Cayxea WinRM yxe HacTpoeHa Ha paspeweHUe YAAAEHHOr o YMNpPaBAEHUA KOMNbOTEPOM.

C:\Users\agmuHucrTparopowecutil gc

[PexumM 3anycka CAYKEH 6YNeT W3MeHeH Ha 3anyck c¢ 3anepxkow. [lpopoaxutn <Y — na. N
HeT)?y

Cayxea ceopumka coemTui Windows ycnewHo HacTpoeHa.

C:\Users\agMuHucTparop>_

PucyHok 13 - AKTHUBaLUA C1yK0bl YAaJ€HHOTO yIpaBJieHUs]

Mocne BbINONHEHWA OMUCAHHbBIX AEWCTBUMA B CMMCKE KYPHANOB Ha KOMMNbIOTEPE-UCTOYHUKE
nossuTbca *KypHan Microsoft-Windows-Forwarding B KoTopom 6yayT ¢puKkcmpoBaTbca cobbiTva paboThbl
CNy6bl NOANUCKK, A B KypPHase Ha KomnbtoTepe-cbopuumke (collector) 6yayt dukcmpoBaTbea cobbiTUA,

onpeaeneHHble B Gpaitnie KOHPUrypauuu.

HacTtpoiika c60pa omMo6O0K KypHaJia 6e30IaCHOCTh HA KOMIbIOTEPAX,
pa6oTamux noa ynpasiaeHueMm OC Windows 7 /Server 2008 R2 u 6o1ee

NO3IHUX

HacTpoMKM No yMONYaHMIO He NO3BONAIOT HAaCTPOMTb cbop oWMBOK U3 KypHana besonacHoCTb.
370 06ycnosneHo 6onee BbICOKMMKU TpeboBaHUAMM 6€30MNacHOCTU U COOTBETCTBEHHO 60/1ee BbICOKMM

YypOBHEM A0CTyna, TpebyembimM A8 YTEHUA coAepKMMOro dainna KypHana.

Y1o 6bl MONYYMTb BO3MOXKHOCTb MepecbinaTb cobbiTUA U3 KypHana besonacHocTb Ha pabounx
cTaHumax nog ynpasneHnem OC Windows 7/Server 2008 R2 n 6on1ee no3gHux Heobxoanmo:

1. OTKpbITb KOHCOMb YNpaBaeHue KOMMNbTEPOM

2. B pasgene nonb3oBaTenu v rpynnel Bblbpatb pynnbl -> YTeHue KypHanos ayauta ->
CsolicTBa

3. Jobasutb cybbeKT gocTtyna “CeteBoli cepsuc” B rpynny goctyna (puc. 14)
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Event Log Readers Properties @
General

.'k Event Log Readers

Description: Members of this group can read event logs from local
machine

| 22 NT AUTHORITYNETWORK SERVICE (5-1-5-20)

Changes to a user's group membership

Add.. Remowve are not effective until the next time the

user logs on.

A1)
]

| 0K || cancel Appy Help

PucyHok 14 - HacTpoiika rpymnmnbl 6€300acCHOCTH J0CTYIa K )XypHaJslaM ayAuTa.

4.4. [IpoBepka paboThI C/1YKObI COOPA OLIMOO0K

Ona KOHTpons 3a paboTtoi cnyxbbl cbopa cobbITMIt ayauTa Ha KOHEYHbIX pabouymx mectax
aaMUHUCTPATOpPY cneayeT ob6paTnTbea K cobbiTuAM KypHana Microsoft-Windows-Forwarding.

Mpn OTCYTCTBUM HA KomMbioTepe-chboplunKe AaHHbIX O COBbITUAX C KOMMbHOTEPA WMCTOYHMKA,
paboTatouiero nog ynpasneHmem OC Windows XP / Server 2003, cneayeT npoBepuTb HaCTPOMKY PydHoro
ynpas/sieHns 3anpocom B pasaene XML B cBolicTBe NOANUCKMU.

Mpy NosBAeHUM OWMBOK, CBA3AHHbLIX C NpPaBamu AOCTyna, NPY MOMbITKE MOAYYUTb AOCTYN K
)KypHany be3onacHocTb, HEO6XOAMMO MPOBEPUTL BbINOIHEHWE TPeboBaHMIA, ONUCAHHbIX B N.M. 2.3.2,
2.3.4.

B cnyyae owMBOK CBA3M C KOMMbIOTEPOM-COOPLUMKOM HEObX0o4MMO NPOBEPUTL HACTPOMKMK
Moanucku (cm. n. 2.2.1) n napameTpbl, onpeaensaolime cnocob B3anmoaencTama ¢ Hum (cm. n. 2.2.2).

Mocne cMeHbl HacTPOeK C/leayeT BbiNoMHATL KOMaHAy gpupdate /force ans Nony4eHUa HOBbIX
3HaYeHUI NOITUKN C KOHTPOAIEPA AOMEHa.

B cnyyae wratHoOM paboTbl cy*K6bl cbopa cobbiTHiM ayamTa BO3HMKAIOT caeaytolme 3anmcu (puc.
15-18) B kypHane Microsoft-Windows-Forwarding:
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Ceoncrea: CobbiTHe

Cofibmue ‘

Dara:  EROEEER  Mcrounuk:  EventForwarder-Operatio 1+ |
Bpema: 10:23:47 Kareropua: Ortcyrcreyer

Tun:  Yeepomne | Kog (ID):

106 x |

MNonezosarens: H/
Komnetorep:  ARM

OnucaHue:

Forwarder is adjusting its subscriptions

4aubscriotion policy has changed,
according to the subscription manager(s) in the updated policy.

HononHUTENEHEIE CBEAEHWA MOXKHO HAMTW B LEHTPE CMPaBKU W
nogaepxku, 6 "http://go. microsoft. com/fwlink /events. asp".

0K ][ Otmena ] MpureHUTS

PucyHnok 15 - [lonuTuka ycnemHo o6HoBseHa (koz 106)

Ceoncrea: CobbiTHe

Cofibmue

Nara: 18.01.2012 MWerounuk:  EventForwarder-Operatio 1+ |
Bpema: 10:23:45 Kareropua: OTtcyrcreyer

Tun:  Yeeaomne | Kog (ID):

04
|

MNonezosarens: H/L
Komnetorep:  ARM

OnucaHue:

The forwarder has successfully connected to the subscription manager at

TEOOTESS SUanZ. Spriocal 5900

HononHUTENEHEIE CBEAEHWA MOXKHO HAMTW B LEHTPE CMPaBKU W
nogaepxku, 6 "http://go. microsoft. com/fwlink /events. asp".

oK ][ Otmena ] MpureHUTS

Pucynok 16 - CoeiuHeHMe C KOMIIBIOTEPOM-COOPIIMKOM YCIELIHO YCTaHOBJIeHO (kox 104)
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Ceoncrea: CobbiTHe

Cofibmue

Bpema: 10:23:45 Kareropua: Ortcyrcreyer

MNonezosarens: H/O
Komnetorep:  ARM

OnucaHue:

Nara: 18.01.2012 MWerounuk:  EventForwarder-Operatio 1+ |

Tun:  Yeeaomne IKQQ (D 100

The subscription Test is created successfully.

JlononHUTenbHbIE CEEAEHUA MOXHO HaITU B LEeHTPE CrPaBKU W
noaaepskku, B "hitp: //qo. microsoft. com/fwlink /events. asp".

[ oK ][ Otmena ] MpureHUTS

PucyHok 17 - [lognucka ycneuHo npuMeHeHa (koz 100)

Ceoncrea: CobbiTHe

Cofibmue

DNara: 23122011 Werownuk:  EventForwarder-Operatio 1+ |
Bpema: 17:26:21 Kareropua: Ortcyrcreyer

Tun:  Yeepomne |Kog (D) 103

MNonezosarens: HA
Komnetorep:  ARM

OnucaHue:

AThe subscription A3 is unsubscribed.

JlononHUTenbHBIE CEEABHUA MOXHO HaITU B LEeHTPE CrPaBKU W
noaaepskku, B "hitp: //qo. microsoft. com/fwlink /events. asp".

[ oK ][ Otmena ] MpureHUTS

PucyHok 18 - I[lognucka ycneuiHo oTkiarveHa (kog103)
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5. [Ipuinoxenue 1

XML-dpaiin ana popmmpoBaHMA 3anpoca K KypHany ayauta M aBTomatusaumm cbopa owmbok
(cnegyeT ncnonb3oBaTh Ha 3Tane HacTOMKKU NONUTUKKU NOAMUCKN Ha KOMNbloTepe-cboplumke n.n. 4.2.1).

JaHHaA KOHd)MI'ypaLI,Mﬂ noannCKM NoO3BoNAET CO6MpaTb cobbITuA cnegyrowmnx nOUTUKI

v" Secure Pack (8 .T.u.

e SPR-CriticalResourceProtection

e SPR-DeviceAccessControl

e SPR-ScriptControl
v’ Software RestrictionPolicy

e Windows-Software-Restriction-Policy
v CryproPro( BT.4. CryptoPro EFS)

<QuerylList>
<Query Id="0" Path="Secure Pack Rus">

<Select Path="Secure Pack Rus">*[System[(Level=1 or Level=2 or Level=3 or Level=4 or
Level=0 or Level=5)]]</Select>

</Query>
<Query Id="1" Path="Application">

<Select Path="Application">*[System[Provider[@Name="Microsoft-Windows-
SoftwareRestrictionPolicies'] and (Level=1 or Level=2 or Level=3 or Level=4 or Level=0 or
Level=5)]]</Select>

</Query>
<Query Id="2" Path="Application">

<Select Path="Application">*[System[Provider[@Name="Software Restriction Policies'] and
(Level=1 or Level=2 or Level=3 or Level=4 or Level=0 or Level=5)]]</Select>

</Query>
<Query Id="3" Path="Application">

<Select Path="Application">*[System[Provider[@Name="cpcsp'] and (Level=1 or Level=2 or
Level=3 or Level=4 or Level=0 or Level=5)]]</Select>

</Query>

</QueryList>
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