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No/Ib30BaTeN0 CO CTOPOHbI KomnaHuu «KPUMTO-MPO».

000 «KPUNTO-MPO»
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Tenedon +7 (495)995-4820
e-mail info@cryptopro.ru

Web Wwww.cryptopro.ru
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1. BBeaeHnue

[laHHOe PYKOBOACTBO NpegHasHa4YeHo ANA aAMUHUCTPATOPOB CPeAacTBa 3alMTbl MHOPMaLMK
«SecurePackRus» Bepcua 3.0 (cokpalleHHble Ha3BaHus usaenms — SecurePackRus 3.0 uam SPR 3.0). B
PYKOBOACTBE COAEPKATCA CBEAEHUA, HeObXxoAuUMblE aAlMMHUCTPATOPaAM A/ HACTPOMKU M yrpaBieHUs

OCHOBHbIMN MEXaHU3MaMM 3alLUTHI.
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2. OCHOBHBbIE NNOCUCTEMBI

dyHKumoHmnposaHune C3M SPR 3.0 onupaeTca Ha cnegyrowme NnoacucTeMbI:

e [loagcucrema ynpasieHUA NONUTUKAMMU;

o [loacuctema goBepeHHOMN ayTeHTUdUKaLmu;

e [loagcucrema gUCKPEUMOHHOMO pasrpaHUYeHnsa A0CTyna;
e [loacucrema 3almTbl KPUTUHECKUX PECYPCOB;

e [logcucrema KOHTPOAA JOCTYNA K YCTPOMCTBAM;

e [logcucrema MmaHZATHOrO WKNPpPOBaHMUA;

e [loagcucrema 3aMKHYTOW NPOrpPaMMHOM cpeapl;

e [loacucrema KOHTPOAA 3anycKa CLeHapueB;

e T[loacucrema ayanta 6e3onacHocTy.

JaHHoe PyKoBOACTBO OMWUCbLIBAET MOPAZAOK HACTPOMKM CAeaylolwmnx MNOANTUK 6e30nacHoCTU
OCHOBHbIX nogcuctem, peannsyembix C31 SPR 3.0:

e [loacuctema 3almTbl KPUTUYECKUX PECYpPCOB;

e [loacucrema KOHTPOAA AOCTYNa K YCTPOMCTBaM;
e [loacucrema MaHAATHOMO WNGPOBaHMS;

e [loacuctema KOHTPOASA 3anycKa CLueHapues.

OnucaHune nopagKa HACTPOMKM NOAUTUK Be3onacHOCTM, He BXOAAWMX B AaHHOe PyKoBOACTBO,
COLEPKMUTCA B COOTBETCTBYIOLMX AOKYMEHTaX B cOcTaBe foKymeHTauuu (1), (2), (3) v (4).
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3. [lo/IMTUKM 3a1UThl KPUTUYECKUX PECypCoOB

3.1. 3amuTa 00beKTOB PailJIOBOM CUCTEMbI

MNocne nepBoHayanbHOM yctaHOBKM SPR 3.0 nonutuKa 3awutbl 06bEKTOB ¢aiiNoBoiA
CUCTeMbl BKAKOYEeHA B pexume Ayaut. KoHTponb poctyna nonb3oBaTtenem K
KpUTHUueckum obbveKktam ¢aiinosoii cucrembl He npoussoauTcal

Mpu nepsoHavanbHoW yctaHoBKe SPR3.0 cnmvcok npasBun AocTyna K CbeMHbIM HOCUMTENAM MyCT,
NO3TOMY aKTMBALMA NOJUTUKM NpuBeneT K MONHON GNOKMPOBKE BCEX KMAACCOB CbEMHbIX HOCUTENEN.
Mocne yctaHoBkM SPR3.0 mn co3gaHua 6a3oBoro Habopa npasua AOCTyna HeobxoAMMO BKIKOUUTb
KOHTPO/1b 32 NOAKNOYEHMEM CbEMHbIX HOCUTENEN.

Mpwn nepBoHa4yanbHOM ycTaHoBKe SPR3.0 cnnucok npasun 3awmTbl 06beKTOB $GanaoBOM CUCTEMDI
MyCT, NO3TOMY aKTUBaLMA NOJUTUKU He NPUBOAUT K BNOKMPOBKE MogMdUKaLMK Kakux-nmbo obnactei
$alinoBoOM CUCTEMBI.

Ana nsmeHeHuA pexnma pa6OTbI NONNTUKU HeO6XO,CI,VIMOI

® PACKpbITb B KOHCONW YMpaB/ieHMA MOAUTUKaMM cheayrowmnii nytb: KoHguzypayus
komneromepa —>lonumuku —>KoHepuzypayus Windows—>lapamempsi 6e3onacHocmu
—>Monumuku SecurePackRus—>3awjuma Kpumuveckux pecypcos—>@alinosasa cucmeman,
Bbl3BaB MeHI0, BblbpaTb pagen «CBOMCTBa» M B OTKPbIBLUEMCA OKHE OTMETUTb MYHKT
«AKTMBMpPOBATL AelcTBme npasun» (puc.1)

Obuwwe | PaclumpeHns Kputudeckux ainnos I KoHTponb LUenocTHOCTH |

= _’ OnpeaenuTe obme napameTpbl QYHKLMOHMPOBAHMA NOACMCTEMbI.

L
[ AkTuBMpoBaTh neiicTeMe Npasun

[V BrniounTe ayaut

OK “ OTMeHa I [[IPHMEHNTE

Puc.1
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[na nameHeHus Habopa pacmMpeHnin KpuTnyecknx Gannos HeobxogmMmo:

® PACKPbITb B KOHCONWM YyMNpaBieHWMA NOAUTUKAMU caeaylowmi nytb: KoHguzypayus
Komnsromepa -»oaumuku ->KoHguzypayua Windows—>Mapamempsi 6e3onacHocmu
—>Monumuku SecurePackRus—>3awjuma kKpumuyeckux pecypcos—> ®@alinosasa cucmema W,
Bbl3BaB MeHIO, BblOpaTb pagen «CBOMCTBA», B OTKPbIBWEMCA BblIbpaTb 3aKNaAKy
«Pacwmpenuns Kkputnuecknx dannos» (puc. 2)

CeoiicTBa: PainoBan cicreMa . i ﬂl‘

Obwme Pacwmperus KpuTudeckux dainos I KOHTPONb LENOCTHOCTH I

[

1L

OnpeaenuTe oblume NnapamMeTpsl QYHKLMOHMDOBAHUA NOACUCTEMDI.

Paclmperna dainos:
Pacwupexne | Tvn | - NobasuTb
mexe MpUnoXeHMe
[ com Mpunoxenune MS-DOS Yaanutb
|%|dll PacwmpeHie npunoxeHns
|%)| ocx SnemeHT ActiveX s
%) cpl SNEMEHT NaHENW ynpasneHna
% sys CucTemHbIi daiin Ll

OK || OTMeHa I [lPMMEHUTE

Puc.2
Ona nsmeHeHUA NapameTpoB KOHTPONA LLe/IOCTHOCTM KpUTUYeCcKkux ¢ainnos Heobxoammo:

® PACKpbITb B KOHCO/NWM YMpaB/ieHMA MOAUTUKaMU cheaylowmnii nytb: KoHguzypayus
Komnetomepa —>[lMonumuku -»>KoHgueypayua Windows—->lapamempsi 6e3onacHocmu
—>Monumuku SecurePackRus—>3awuma kKpumuyeckux pecypcos—>®@alinosasa cucmema W,
Bbl3BAaB MeH0, BblbpaTb pagen «CBOMCTBA», B OTKPbLIBLIEMCA BblOpaTb 3aKNagKy
«KoHTponb uenoctHoctTu» (puc. 3)
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Obuwe l Pacwmperus KpuTuieckux dainos  KOHTponb uenocTHocTy I

OnpeaenuTe obme napameTpbl QYHKLMOHMPOBAHMA NOACMCTEMBI.

L)

Meproa KOHTPONA LUeNoCcTHOCTH (MUHYTHI): | 3:

OK Il OTMeHa I [IPHMEHUTE

Puc. 3

3.2. Ynpas/jieHue NpPaBUJIAMHM 3aLIMThI 00beKTOB (palI0OBOM CHCTEMBI

MpaBuaa 3aWmTbl KPUTUYECKUX 06BEKTOB $ailnoBOM cCUCTEMbI MO3BOAAIOT aAMMHUCTPATOpPam
3a4aBaTb ANPEKTOPUM, COAEPKMMOE KOTOPbIX ByAeT 3alMLLEHO OT MOAUPUKALMM U KOHTPOIMPOBATLCA
Ha LLe/IOCTHOCTb.

Ona HaCTPOMKKM NpaBmuna 3aLLNTbl KPUTUYECKUX 06EKTOB HaliIoBON CUCTEMbI HEOBXOAMMO:

® pPACKpbITb B KOHCO/NW yNpaBAeHUA MONUTUKAaMKU caepylowmi  nytb:  KoHguzypayus
komneromepa —lloanumuku —KoHepueypayua Windows—Illapamempsr 6e3zonacHocmu
—[lonumuku SecurePackRus— 3awjuma kpumuveckux pecypcos—>®ailinosas cucmema W,
BbI3BaB MeHI0, BbIbpaTb pagen «Co3aaTb HOBOe npasuao» (Puc. 4);

e Bbibpatb TMN aenctBua npasuna  «bnokupoBaTb MOAMOMKALMIO U KOHTPOAMPOBATL
LeNoCTHOCTb painnosy;

e BgecTu HeobA3aTeNbHOE ONMUCAHWE NPaBUNa;

e [lepeliTn Ha cneaytowyto cTpaHumuy (Puc.5)

e BBecTu nyTb, KOTOPbLIN BYAET ABNATL 061aCTblO AENCTBMA AAaHHOrO NpaBuaa. MNyTb MoOXeT 6bITb
BBEJEH KaK B ABHOM BUAe, TaK U BUAE NepemeHHOM cpeapbl.

e Haatb KHONKy «[oTOBO»
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oeume X

7% BolbepeTe TN ASCTEMA AaHHOrO NPaBMAa 1 NP1 HEoBX0AUMOCTH, BESAUTE ONUCaHME

Q] npasuna.
DeiicTene:
(¢ BROKMPOBaTh MOAMDUKALIIO M KOHTPONMPOBATL LENOCTHOCTL (aiinos

" WexniounTb 06nacTs AiCTBIUA Npasuna us 0BRacTi ASMCTBUA BCEX NPasin BROKMPOBKM

OnmcaHme (He obazaTensHo):

Mpasuno 3awuThl CUCTEMHOM ﬂMDEKTOthll

= Hazazn I lanee > I OTtMeHa

Puc4

MyTsb - x|

—

s u BoifepeTe nyTh, KOTOPbLIN AENAETCA 0ONaCTLIO ASMCTEMA AaHHOM0 NPaBuna.
\

MyTb:
l %SYSTEMROOT %

Ob3op nanok ...

< Hazaa loToso OTMeHa

Puc5

Mpu Bo3BpaweHnn B MMCKOHCONb ANnAa 0OHOBAEHMA BU3yann3auMW CAMCKA NPaBUA HaxkKmuUte

KHONKY F5.

[N HacCTPOMKM WUCKAOYEHUA M3 NPaBUN 3aWMUTbl KPUTUYECKUX 0OBbEKTOB (PaiiioBON CUCTEMDI
HeobxoAMMmo:

® pPACKpPbITb B KOHCOAM YNpaBAeHUA MOAUTUKAMKM crepylowmnii nytb: KoHgueypayus
komneromepa —lloaumuku —KoHepueypayua Windows—Illapamempsl 6e3zonacHocmu
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—[lonumuku SecurePackRus— 3awjuma kpumuveckux pecypcos—>®Pailinosas cucmema W,
BbI3BaB MeHI0, BbibpaTb pagen «Co3aaTb HoOBOe nNpasuno» (Puc. 6);

e BbibpaTb TMN aencteus npasuna «Mcknwoumtb obnactb genctsma npasuna ms obnactu
OEeNcTBUA BCex NpaBua 61O0KMPOBKMY;

e BBecTu HeobA3aTenbHOE ONMCaHWE NPaBUNa;

e [lepeliTn Ha cneaytowyto cTpaHumuy (Puc.7)

e BBecTM NyTb, KOTOPbLIN ByAeT ABNATL 061aCTbO AENCTBUA AaHHOIO Npasuna. MNyTb MoxKeT HbiTb
BBEEH KaK B ABHOM BUAe, TaK U BUAE NepemeHHOM cpeabl.

e HaKaTb KHOMKY «[0TOBO»

CES— X

"% BolbepeTe TWN ASCTEMA AaHHOMO NPaBMAa 1 NPK HeoBX0AMMOCTH, BESANTE ONMCaHWE

@ npasuna.

DeiicTene:
(¢ BROKMPOBaTh MOAMDUKALIIO M KOHTPONMPOBATL LENOCTHOCTL (aiinos
" WexniounTb 06nacTs ASCTBIUA NpaBuna us 0BRacTH ASMCTBUA BCEX NPaBun BROKMPOBKM

OnucaHue (He obazaTensHo):

MpaBuno 3aUMTEI CUCTEMHOM AUPEKTOoPMM|

= Hazazn I Oanee > I OTMeHa

Puc6

x

—

. l/ J BoifepeTe nyTh, KOTOPbLIN RENAETCA 0ONaCTLIO ASMCTEMA AaHHOM0 NPaBuna.

MyTb:
| %SYSTEMROOT %

Ob30p Nanok ...

< Hazaa loToso OTMeHa
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Puc7

Mpu Bo3BpalLeHMn B MMCKOHCONb AN 0BHOBNEHMA BM3yanu3auMKn CNUCKA MPABUA HaXmUTe
KHonMKy F5 (puc. 8).

eAaKTOp yNPaBneHns rpynnosbiMi NOANTHKAMI i [=] ]

in [feiicteue Bua Cnpaska

® |2 = HE
jﬂ MONUTUKM YYETHBIX 3anmcel ;] LAeicTene I MNanka I OnucaHue
j TNoKanbHble NOAMTUKK (&Bnokuposats  %SYSTEMROOT% MMpaBuno 3aWmThl CUCTEMHOI AMPEKTOPIM
ﬁ XKypHan coberTui ijj PasBnokupo... %SYSTEMROOT%\Temp MpaBKno UCKNKOYEHUA AN BPEMEHHOM NaNKM CUCTEMHOM AMPEKTOPMK

2 pynnbl € OrpaHMyeHHbIM AC
5 CuctemHble cnyxbel
7 Peectp
5 ®ainosas aucTeMa
_-'__;f MoAUTHUKIM NPOBOAHOI CETH
| Bpanamaysp Windows B pex
_| MonuTHKM aucneTyepa cnuc
:_.gfj MonuTikyn BecnposoaHoit ce
~| MonAMTHKN OTKPLITOrO KAto-
~| MOAMTHKI OrPaHUHEHHOrO ¥
| 3aWwwTa QocTyna K ceTu
¥ MonuTikn Secure Pack Rus
= [ 3awmTa KpuTHYecKuX p
[7] waiinosas cucrema
a MoNMTUKKM KOHTPONSA A0
@ [ NonuTukm samkHyTOl Ny
{7 PacwwpenHble MoauTiks
# [ MonuTuky ynpasneHus npus
8, Nonumyn IP-BesonacHocTy
# ] KoHburypaws paciumpeHHc
[ y)J§ QoS Ha ocHose noauTHKN
# || AaMMHMCTpaThBHble WwabnoHs!: onp
| HacTpoitka
*®, KoHdurypawma nonbsosatens —

| MonuTukm =
o ol | J

Puc. 8

HEREEEHE®EE

OEEEHE

=

| B e

L

3.3. dopmupoBaHUE NOJIMTUKM 3alUTHI 00 beKTOB (PailJIOBO CUCTEMBI

MonuTtrKa 3awmnTbl 06beKTOB dalioBon cnuctembl SPR 3.0 peannsyeT KOHTPOb LLeSIOCTHOCTH
06beKkToB daiinooit cnuctembl (PC) B COOTBETCTBUM C 3aZ@aHHbIMKU CNMCKammM abcontoTHbix nyTten PC.
ObecneynBaeTca KOHTPO/b LENOCTHOCTU $aiNoB B COOTBETCTBMU C 3a4aHHbIM HAOOPOM paclUMpPeHNi
KpUTUYEeCKnxX hainos.

Ona dopmmpoBaHMA NONUTUKM 3aLWLUTbl 06 EKTOB $HaitNOBOM CUCTEMbI HEODXOAMMO ONPeAENUTb
nepeyeHb nyteit ®C, N0 KOTOPbIM PACNONONKEHDBI KPUTUYHbBIE 06BEKTLI U A,06aBUTb UX B CMUCOK
KOHTPOAA. B cnMcoK KOHTpOAA cnesyeT BKAOYATb 06beKTbI M3 cocTaBa dainos OC, obuwecncremHoro MO
(0ONO0), cneunanbHoro MO (CMO), yctaHOBNEHHOrO Ha AaHHOM APM.

B coctas C3M BkntoueH 6a308BbIi HABOP paclIMpPeHnin KpUTUYECKUX GanioB — B C/lydae, ecnum
KpUTUYHbIe 06beKTbl PC MMELIOT paclumMpeHune, oTcyTcTByoLee B 6a3zoBom Habope, ero Heobxoanmo
pacwmpntb U 4o6aBUTb Tpebyemble TUMbI $aiiioB 41 NOCTaBKM UX HA KOHTPO/Ib.
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Heob6xoanmo yuntbiBaTb, YTO B LUTAaTHOM pexume paboTbl NOACUCTEMA 3ALLUTDI
Kputuueckux pecypcos SPR 3.0 obecneunBaet 3anpeTt Ha moaudpuKauuto ob6vekros PC,
CTOALMX HA KOHTpoe. Mpu nocTaHOBKe Ha KOHTPO/Ib 06BEKTOB, KOTOpbIE TpebyioT
AOCTYNa Ha 3anucb B Nnpouecce paboTbl, BO3MOXHO HapyLweHue pabotocnocobHoCTH.

Mpu popmnpoBaHNN NONUTUKM 3aLUNTbI 06BEKTOB PanI0BOM cUCTEMbI HEOBX0AMMO A06aBUTL B

CMUCOK ANA KOHTpons cneayowme nytm ¢©C:

e C:\Windows;
e C:\Program Files;
e C:\Program Files (x86) (Mpu ncnonbzoBaHum 64-paspagHbix OC).

[aHHble npaBuna obecneyaT KOHTPO/b LLenocTHOcTM 06bekToB PC B cocTase OC 1 OMNMO npwm
ycTaHoBKe OC no ymonuyaHuio (Ha cuctemHbln auck «C»). Mpu yctaHoske OC/OMNO/CMNO no
HeCTaHAAPTHbIM NYTAM, CieAyeT BbINONHUTb COOTBETCTBYHOLLYO MOANDUKALMIO YKa3aHHbIX nyTein OC.
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4. IIOIMTUKUA KOHTPOJIA AOCTyMa K YCTPOMCTBaM

4.1. KoHTpOJIb AOCTYIIA K Cb€MHbIM XpaHW/INIIAM JaHHbIX

Mocne nepBoHavyanbHOM ycTaHOBKU SPR 3.0 noAnTMKa A0CTyNa K CbeMHbIM HOCUTENAM
BK/lOYEeHa B pexxume Ayaut. KOHTponb poctyna nonb3oBateneit K MHopmauum Ha
CbeMHbIX HOCUTENAX B JAaHHOM peXume He npoussoauTcal

Mpu nepBoHa4YanbHOM ycTaHOBKe SPR3.0 cNMCOK NpaBuA AOCTyNa K CbeMHbIM HOCUTENAM MyCT,
NO3TOMY aKTMBAUMA NONUTUKU NPUBEAET K MNONHOM BNOKMPOBKE BCEX KNACCOB CbEMHbIX HOCUTENEN.
Mocne yctaHoBkn SPR3.0 u co3gaHuAa 6a3oBoro Habopa npaBun AocTyrna HeobxoAMMO BK/IKOYUTH
KOHTPO/1b 32 NOAKNIOYEHNEM CbEMHbIX HOCUTENEN.

Ona nsmeHeHua pexknma paboTbl NOAUTUKK AOCTyNa HeobxoaMmo:

® PACKpbITb B KOHCOAW YMpaBieHMA MOAUTUKaMM cheaylowmuii nytb: KoHguzypayus
Komnetomepa —>[llonumuxku -»>KoHgueypayua Windows—>llapamempsi 6e3onacHocmu
=>llonumuku SecurePackRus—>[llonumuka KoHmpona dJocmyna K ycmpolicmeam
- CvemHsble ycmpolicmea W1, BbI3BaB MeHto, BbibpaTtb pagen «Csoncrea» (Puc. 9)

eaKTOp ynpasneHna rpynnoBbiMH NOMMTHKaMI ;_[_I;IJ}_I
in [feiicteue Bua Crpaska
s Al RERENN ? Bo:

Zaff MonuTuky Becnposoaroit ceTu (IEEE 802.11) S I |

~| MoAMTUKM OTKPLITOrO KAKoYa # CbeMHble AMCKH

~| MOAMTUKM OrPaHNUYEHHOTO MCTONb30BaHUA NPOrpar «* CD-ROM 11 DVD aucku

[ || 3awmTa nocTyna K ceTh 14 ribkite marHuTHBIE AMaHM

S ) nf'"”T”K“ Secure Pack Rus “% [leHTOYHbIE HAKONUTENM

[} 3almnTa KpUTUYECKMX PECYPCOoB

Bl MonuTuku KOHTPONA AOCTYNa K YCTPOMCTEEM
5 » EeT————
# CobemHble AUCKK
«* CD-ROM 1 DVD auckmn
Lj MbKie MarHMTHblE AMCKK
“% [leHTO4YHbIE HAKONMTENN
[ i CeTesbie XpaHUAMLE AGHHBIX
[+ @& NpuHTepsl
%] MoBunbHble yCTpoitcTEa
# @ Moaembl
&% MNopTtel (COM 1 LPT)
[F MonuTiku 3aMKHYTOM NPOrpamMMHoit cpeas!
(A PacwmpenHsie MonuTiky LLnbposaHHoi ®aiino
~| MoAMTUKKM YNPEBNEHNS NPUACKEHNUAMIA
‘g, MonuTukk IP-BesonacHocTv Ha "Cnyxba kaTanoroe
| KoHdurypaLms paciumpeHHoi NoONMTUKKM ayanTa
[+ .J] QoS Ha 0CHOBE NONUTUKK
_| AQMUHUCTPaTHBHbIE WabnoHbl: onpeaeneHna nonuTuk (AD
_| Hactpoitka
, KoHdurypauma nonbsosaTens
_| MonnTukm
_| HacTpoitka =

| 2

FEer

Pucynox 9 - UsmeHenne pe;kumMa padoThl MOJIHTHKHA

® B OTKPbIBLUEMCA OKHE OTMETUTb MYHKT «AKTUBMPOBATb NPOBEPKY paspelleHnii» (Puc. 10)
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CeoitcTBa: CheMHbIe XPaHUINLA AaHHbIX ' 21 x|

Obwwue I

a OnpeaenuTe ofiume napamMeTpsl QYHKLMOHMPOBAHMA NOACUCTEMDI,

[~ AkTHBMpOBaTL NPOBEPKY pPaspeLleHMi

[V Brniounte ayaut

| OK I OTMeHa [[IPMMEHUTE

Pucynok 10 - AkTHBanusi NOJTUTHKHA

AKTMBaALMA NPOBEPKM paspeLLeHnit Npu A40oCTyne Noab30BaTeNel K CbeMHbIM HOCUTENAM 3aNpeTuT
noboe aencteme, He paspelleHHoe agMUHUCTPATOPOM MPaBUAaMM AOCTYNa K CbEMHbIM HOCUTENAM.

4.2. anaBJleHne NnpaBUJIAMHU AO0CTYIIA K Cb€MHBIM XpaHUW/INIIAM JaHHbIX

MpaBuna foCTyNa K CbeMHbIM HOCUTENAM NO3BONAIOT aAMUHUCTPATOPaAM 3a4aBaTb Pas3/NYHble
pa3spelueHna gnsa nonb3osatenen n rpynn 6esonacHoctTy npu paboTte ¢ Pa3NNYHbIMU KNACCAaMM CbEMHbIX
HocuTenen nHpopmaumm.

[nA HacTpPOMKM NpaBuMA [OCTYNA K CbEMHbIM HOCUTENAM HeobXOAMMO PaCKpbiTb B KOHCOAM
ynpaBneHua  NOAUTUKaMW  cnegywowmii  nyte:  KoHgueypayua  Komnetomepa  —>[loaumuku
—>KoHeppueypayua Windows—>lapamempsl 6e3zonacHocmu —->[llonumuku SecurePackRus—>[lMonumuka
KoHmMposa docmyna K ycmpolicmeam—> CoemHsble ycmpolicmea (Puc. 11).
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e1aKTOp yNpasAeHna rpynnosbiMi NOMMTHKIMN 3 = |E||_5|

in [eiictee Bua Cnpaska

;_‘31' Monutukn becnposoaHoit ceT (IEEE 802.11) ;I PaspeleHns | Monb3oBaTenu U rpynnbl
| TOAMTUKM OTKPLITOMO KNKYa :.,; [locTyn Ha YTeHue
‘ MoAMTHUKI OrPaHMHEHHOT0 MCNONb30BaHUA NPorpar ’S, [flocTyn Ha 3anuce
_| 3awwTa gocTyna K ceTm ‘:-2. JOCTYN Ha UCMonHeHe
= ¥ MonuTuky Secure Pack Rus
7 3aWwmTa KPUTHUHECKUX PECYPCOB
= a MOAMTUKKM KOHTPONS AOCTYNA K YCTPOIHCTBaM

[F #” CobeMHble XPaHUNWLLE AaHHBIX
B g CoeMHbIE AUCKK
+* CD-ROM 1 DVD auncku
84 rubive marnuTHsIe ancm
“% [leHTO4YHbIE HaKONUTENM
EE CeTeBble XPaHUNULLE AaHHBIX
& MpuHTeps!
%] MobunbHele ycTpoicTea
w2 Moaembl
% Moptel (COM 1 LPT)
[ MonmTukm 3aMKHYTOI MporpaMMHoii cpeas
{7} PacwmpenHsie MomuTiku LLndposarHoi daiino
| MonUTHMKM YNpaBneHna NPUACKEHUAMA
S MonuTuky IP-6esonacHocTv Ha "Cnyxba KaTanoroe
| KoHdurypaLws pacluMpeHHoi NOAMTMKKM ayanTa
)i QoS Ha ocHose nonuTHKN
| AaMMHMCTpaTHBHbIE WabnoHs!: onpeaeneHita noanTuk (AD
| HacTpoitka
KoHdmrypaLya nonbsosaTens
_| MonuTmkm
“| HacTpoitka =

| o 4l i H

EEPE

Pucynok 11 - Tunsl pa3pemenuii poctyna

SPR3.0 pasnunyaeT cnegyrowme KNaccbl CbeMHbIX XPaHUAULL, AaHHbIX:

® CbeMHble AUCKM
e CD-ROM/DVDamcKu
e [MBKME MarHUTHble AUCKK

e JleHTOYHbIe HakonuTenn

Kpome Toro, ANnA AaHHbIX Ha KaXAOM K/aacce YCTPOWMCTB MOMKHO YKasaTb paspelleHHbId TuM

[0CTYyNa K HUM:

e YteHue
e 3anucb

e lcnonHeHune

[na Toro uto 6bl AaTb paspeLleHme N0Ib30BaTeNt0 UK rpynne 6e30MacHOCTM Ha onpeaeneHHbIN
TMN AOCTyNa K AAHHbIM Ha onpefeneHHOM K/acce CbeMHbIX YCTPOMUCTB HeobxoamMmo Ao06aBuTb 3TOro
Nnoib30BaTeNss UAW FPynny B COOTBETCTBYHOLLMI MYHKT rpynnoBoi NOAUTUKKW. [na 3Toro Heob6xoammo
BblAENNTb NMYHKT rPpynnoBOM NOAUTMUKM, BbI3BAaTb MEHIO U BbIGPaTb NYHKT «CBOMCTBAY.

B OTKpbIBLIEMCA OKHE BbINOHUTL AeincTBne «[Jo06aBuTb» M BbibpaTb NOAb30BATENN UAKN FPYMNyY

6e3sonacHocTu (Puc. 12).

16/34

KTAN.00106-01 90 01 (pepakumsa 9 ot 03.04.2019)
CpeacTBo 3awmTbl UHPopMaLmm «SecurePackRus» Bepcua 3.0
PykoBoAacTBO agMunHUCTpaTopa 6esonacHoCTH.



Monb30BaTenu U rpynnsl I

“y = Boibepete nonbsoBaTeneil U rpynnbl KOTOPbIE MMEIOT NPAB0 YNTaTb AaHHbIe U3 dainos,
‘:‘ £, PACTIONOXKEHHBIX Ha CHEMHBIX ANCKEX.

Crnmcok nonbsosaTenei u rpynn:

TEST \TestUser AobasuTs ...

Yaanutb

OK OTMeHa ] MNpuMeHUTL

Pucynok 12 - Cniucok 4/eHOB npaBujia

MNocne npumeHeHnA NoONTUKN, YKa3aHHble USMEHEHUA BCTYNAT B CUNY.

4.3. PdopmMupoBaHHUE NOJUTUKH JOCTYINA K Cb€MHBIM XPaHUJIUILAM JaHHbIX

MonuTMKa A0CTYyNa K CbeMHbIM XpaHuanwam aaHHblx SPR 3.0 peanusyeTt dyHKUNM
pasrpaHnYyeHnsa A0CTyna noJjib3oBaTtenel K pasMyHbIM ycTponcTBam (cbemHble ancku, CD-ROM n DVD
OVCKK, AUCKeTbl, nepeHocHble (WPD) ycTpoiicTBa, NopTbl, MPUHTEPDI U T.4.). JoCTyn peryampyercs no
TMNY JOCTYyMa: YTEHME, 3aMNCb U UCMOJIHEHME.

Ons bopmMpoBaHUA NOANTUKM 3aWMTbl 06EKTOB HaltNoBOMN cMCTEMbI HEOHBXOAMMO
onpesenvTb nepeveHb YCTPOMUCTB M TUN paspeLlleHHoro A4ocTyna. MoamMTnka AocTyna K CbeMHbIM
XPaHMAULLAM MO3BONAET ONPEAEINTb YCTPOMCTBA Ha YPOBHE 3K3EMNAAPA UM KNACCa LEIMKOM.
OnpeaeneHve Ha YpoBHE 3K3EMNAAPA YUNTbIBAET YHUKAIbHbIN MAEHTUDUKATOP YCTPOICTBA, B TO BPEMS
KaK onpeaeneHne Ha ypoBHe Kiacca YCTPOWCTB Y4YUTbIBAeT TUM YCTPOWCTBA.

OnpepeneHune Ha ypoOBHE 3K3eMNNAPa YYMTbIBAaeT UAEHTUPUKATOP, NONYYEHHbIA OT
YCTPOMCTBA, B CBA3U C YEM €CTb BEPOATHOCTb COBNAaAeHUA AeHTUPUKATOpoB
pa3nunUHbIX YCTPOKCTB. Mpu GopMUPOBAHUN NONIUTUKY 3aLLUTbI PEKOMEHAYETCA
MCNosb30BaTb 60/1ee LWIMPOKME NpaBuia Ha YPOBHE Kaacca YCTPOICTB.

Mpw yctaHoske C3U SPR 3.0 co3gaetca NpaBuao NO YMOAYAHMIO NOJIMTUKM JOCTYMNa K CbEMHbIM
YCTPOMCTBAM A7 3K3eMNAsApPa cucTeMHoro ancka OC n Bcex HaMAEHHbIX 9K3EeMNAAPOB CETEBbIX
YCTPOICTB Nepeaadn AaHHbIX (ceTeBble KapTbl). [laHHble NpaBuia obecneynBatoT KOPPEKTHYHO
paboTtocnocobHocTb APM 1 ob6ecneumBaroT BO3MOMKHOCTb CETEBOIO B3aMMOAENCTBUA NOC/IE YCTaHOBKMU
C3W. Npun Heo6X04MMOCTN YTOYHEHUA NAPAMETPOB UM B Cyvae GU3NYECKOM 3aMeHbl
3apPEerncTpMpPOBaHHbIX KOMMNOHEHTOB, C/leAyeT USMEHUTb COOTBETCTBYHOLLME NPaBU/IA NOAUTUKM.
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PekomeHAyemMoMn NONNTUKOM, NPU pa3pelleHHOM UCMONb30BAHMM NOb30BATENAMM CbEMHbIX
HocuTenel nHpopmaLmm, ABaseTca 3anpeT Tmna goctyna «McnonHeHme». MNpu HasHa4YeHUKU Npas
AOCTyMNa K CbeMHbIM YCTPOMCTBAM CeZyeT MUCNO/b30BaTb PO/IEBYIO MOAE/b AOCTYNA M Ha3Ha4yaTb NpaBsa
AocTyna gns rpynn 6esonacHoctu. Takol noaxon obecneymBaeT 6osee NPOCTOM KOHTPO/Ib NPaB
[L0CTYNa NyTeM KOHTPOJIA YNEHCTBA NOb30BaTeNA B COOTBETCTBYOLWEN rpynne 6€30NacHOCTU U CHUMKAET

KOZIMYECTBO B CMUCKE KOHTPONA 40CTYyNna NOJINTUKMN.

Mpw aKTMBaLMM NOAUTUKN MAHAATHOrO WKPOBaAHMA AaHHbIX, COOTBETCTBYHOLLME NpaBuaa byayT
NPUMEHATBLCA TONbKO ANA AAHHbBIX HA CbEMHbIX HOCUTENAX MHPOPMALUMKM 1 NPU AOCTYNe NONb30BaTeNEN,
YKa3aHHbIX B CMUCKE KOHTPOIA A0CTYNa NOJIMTUKM AOCTYNA K CbeMHbIM XPaHUAULLAM AaHHbIX. ChegyeT
YUYMTbIBATb B3aMMOCBA3b HACTPOEK 3TUX NAPaMETPOB NPU NAHMPOBAHUN HACTPOEK NOJUTUKM

6e3onacHocTw.
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5. HacTpoiika npaBu/l MaHAATHOTO X POBaHMS JaHHBIX Ha
CbE€MHbIX HOCHTEJIAX

5.1. YcraHoBKa peXuMa paGoThl HOJIMTUKM MAaHAATHOTO LIMPPOBAHUA

Nocne nepBOHauyanbHOM ycTtaHoBKM SPR 3.0 nonauTtuka maHaatHoro wugposaHua
BK/IlOYEHa B pexXxume Ayaut. MaHaatHoe wndppoBaHMe AaHHbIX HA CbeMHbIX HOCUTENAX
MHPOpMaLMU B JAaHHOM pexkume He npoussogurcal

Mpy nepBoHaYanbHOW ycTaHoBKe SPR3.0 cnMCOK MpaBua MOAUTUKM MaHAATHOro WudpoBaHMA
MyCT, NOSTOMY aKTMBaLMA NONUTUKN NpMBEAET K BNIOKMPOBKE A0CTYNA K He3awmndpoBaHHbIM daiiam Ha
CbeMHbIX HOCUTENIAX AN Bcex nosab3oBaTteneit. MNocne yctaHoBkM SPR3.0 n co3pgaHua 6a3oBoro Habopa
npaBuA MaHAATHOrO WWPPOBAHNA HEOOXOAMMO AaKTUBMPOBATb MOJIUTUKY Pa3peLLeHUN.

Ona UsmeHeHUsa pexknma paboTbl NOIMTUKN MaHAATHOTO WKNPPOBAHUA HEODBXOAUMO:

® PACKpbITb B KOHCO/NWM YMpaB/ieHMA MOAUTUKaMM caeayrowmnii nytb: KoHguzypayus
Komnetomepa —>[llonumuku -»>KoHgueypayua Windows—>llapamempsi 6e3onacHocmu
—>MonumuKku SecurePackRus—>PacwupeHHble nonumuku wugposaHHol ¢alinosol
cucmemeol (EFS) >MaHOamHoe wugposaHue—->CoeMHble ycmpolcmea U, Bbl3BaB MEHHO,
BblOpaTb pagen «CeolicTBa»

® B OTKPbIBLUEMCA OKHE OTMETUTb NMYHKT K AKTUBMPOBATb NPOBEPKY paspeLueHunin» (Puc. 13)

" Obwme l

_ | OnpeaenuTe obiume NnapaMeTPbl GYHKLMOHUPOBAHUA NOACUCTEMDI.
\ l 0

[~ AkTuBMpOBaTL NPOBEPKY paspelueHuii

V' BrniounTe ayaut

| OK I OTMeHa I !"irmraemrwl

PucyHok 13 - AKTHBaIMs MOJTUTHKH
AKTUBAUMA NPOBEPKU paspelleHnit npu aocTtyne no/sb3oBaTener K ¢pannam Ha CbeEMHbIX

HOCUTENAX 3anpeTuT noboe p,eﬁcname, HE pas3peweHHoe agMUHUCTPATOPOM npasuaamMmm NOAUTUKU
MaHOATHOro LUMd)pOBaHMFI.
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5.2. YnpaB/jieHHe NpaBuJj NOJMTHKUA MaHAAaTHOTO LM pPoOBaHUA

Mpasuna NOAUTUKM MaAHAATHOrO WKUGPOBAHMA NO3BONAIT AAMUHUCTPATOPaM 3a4aBaTb
pasNMyYHble paspelleHna AN Nosb3oBaTtenen 1 rpynn 6esonacHocTn Npu paboTe ¢ He3aWNPPOBaHHLIMM

AdHHbIMW Ha Cbe€MHbIX HOCUTENAX VIHd)OpMaLI,VIVI.

[nsa HacTpPOMKM npaBuA AOCTyNa K CbeMHbIM HOCUTENAM HEOOXOAMMO PaCKpPbITb B KOHCOAM
yrnpaB/ieHUs  NOAUTUKAMKW  ciegywowmii  nytb:  KoHgueypauyua  komneomepa  —>[loaumuku
> KoHeppueypayusa Windows—>IlNapamempsl 6e3onacHocmu —>lNoaumuku SecurePackRus—>PacuwupeHHsie
noaAUMUKU wWugposaHHoli ¢alinosoli cucmemol (EFS) >MaHdamHoe wugpposaHue —>CbemHblie
ycmpoticmea(Puc. 14)

E13aKTOPp yNpasneHns rpynnosbiMi NOMMTHKaMH i ;lglll

in  feiictee Bua Cnpaska
o | #=E =[5
j_—‘_i MONMTHMKM YHETHBIX 3anMcei ;] PaspelueHns I Monb3osaTeny u rpynnsl
j NokanbHble NOAMTHKK (] focTyn Ha uTeHMe ans HesawMdPOBaHHBIX Balinos
j XKypran cobbrwit ) [ocTyn Ha cosaaHue $aitnos W 3annce ANS He3aWMdPOBaHHDI. ..
4 Ipynnbl € orpaHu4eHHbIM A0CT YoM ] focTyn Ha BhINONHEHWe ANA He3aWNdPOBaHHLIX (aitnos
2 CucTemHbie cnyxbl
4 Peectp
4 Daitnosas cucTema
i;{’ MonuTikK NposoaHoi ceTu (IEEE 802.3)
_| BpaHamay3p Windows B pexuMe nosbiweHHoi beso
| MonuTuKM ANCNeTHepa CNucKa ceTelt
-ﬂd MonuTtiky GecnposoaHoit cety (IEEE 802.11)
_| MonMTHKM OTKPLITOro KNto4a
| MOAMTMKM OrPaHUYEHHON 0 MCMONL30BaHMA NPOrpar
~| 3aWwmTa A0CTYNa K CETH
¥ MonuTuky Secure Pack Rus
# [ 3awmTa KpUTUHECKMX PECYPCOB
;j MOAMTUKM KOHTPONA AOCTYNa K YCTPONCTBaM
[+ % MOAMTHMKM 38MKHYTOI NPOrpPaMMHON Cpeakb!
A PacwmpenHbie MonuTiky LLnbposaHHoi aitno
B {7 MaHaaTHoe wndposaHue
e CoeMHbIE HOOUTENM

HEREREE®EE

DEEEH

[+

m

# [ MonuTuKky ynpasneHna NPUnoKeHnamin
= ."_i;, MonuTukk IP-BesonacHocTv Ha "Cnyxba kaTanoroe
[# [ ] KoHdwrypalyia paciumpeHHoi NonMTHKKM ayanTa
&3] d] QoS Ha ocHOBE NONUTUMKK
# || AamHucTpaTueHble wabnoHs!: onpeaeneHina nonuTtik (AD_|
_| HacTpoiika
1%, KoHdurypawis nonbsosaTens =
~ | sk 1 >

Pucynok 14 - Tunsl pa3penieHuii 1ocTyna

SPR3.0 pasanyaet Tpu TMNa 40CTyNa € He3awmnPpoBaHHbIM panaiam Ha CbEMHbIX HOCUTENSAX:

® YTeHue
® YyTeHue 1 3anuncb

® UCNOJIHEHUE

Ona Toro uto 66l A4aTb paspelleHme NoAb30BaTEN0 AN rpynne 6€30NacHOCTU Ha onpeaesieHHbIN
TMN AOCTyna K He3alwndppoBaHHbIM AaHHbIM Ha CbeMHbIX YCTPOMCTBAX Heobxogmmo o6aBUTb 3TOro
nonb3oBaTeNss UAW FPynny B COOTBETCTBYHOLLMIM MYHKT rPynnoBon MOAUTUKKU. [na 3Toro Heob6xogmmo
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BbIAENTb MYHKT rPYMNnoBOI MOAUTUKM, BbI3BAaTb MEHIO U BblIOpaTb NYHKT «CBOMCTBa». B OTKpbIBLIEMCS
OKHe BbINO/IHUTb Aenctere «[1o6aBuTb» 1 BbIOpaTb NoAb30BaTENA UM rpynny 6e3onacHocTu (Puc. 15).

CeoitcTBa: [loCTyn Ha uTeHne AnA HesaumppoBanHbiX Gaiios 21 x|

Monb3oBaTenu u rpynnbl l
~{ | BolbepeTe nonb30BaTENEI M FPYNMbI KOTOPLIE MMEIOT MPABO YNTaTb AaHHLIE W3
'\L { } He3aWnbPOBaHHBLIX DEIN0E, PACNONOXEHHBIX Ha CHEMHBIX AMCKAEX.

CnMcoK Nonb30BaTeneil u rpynn:

LobasuTsb ...

YAaniTE

OK OTMeHa MpuMeHnTb

Pucynoxk 15 - /lo6aBienue moJib30BaTesisi WIH IPYNIbI

Mocne BbINOMIHEHUA OMWUCAHHbIX Bbille AENCTBMIA B CMMCKE MOJUTUKM [O/KEH MOABUTHLCA
YKa3aHHbI anemeHT (Puc. 16).

21|

CsoiicTBa: [loCTyN Ha YTeHne 1A HesawndposannbIX Gannos

Monb30BaTenu U rpynnb! I

~{ | Boibepere nonb30BaTENEI M FPYNMbI KOTOPLIE MMEIOT NPABO YMTETb AaHHbIE U3
‘\L { ] He3awndbpoBaHHbIX HAIN0B, PACIONOXEHHBIX Ha CHEMHBIX AWCKAX.,

CrucoK nonb3oBaTeneit u rpynn:

TEST\TestUser NobasuTb ...

Yaanute

I OK I OTmMeHa [IpHMEHNTE

PucyHok 16 - CniMCOK 4IeHOB NpaBuja

MNocne npumeHeHunA NoOJIMTUKNU, YKa3aHHble U3BMEHEHNA BCTYNAT B CUNY.
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5.3. dopmupoBaHHUe NOJIUTUKH MAaHAATHOrO WIUPPOBAHUS

Moacuctema MaHZaTHOrO WKWGPOBAHUA  pPeann3yeT BO3MOMKHOCTb  agMWHUCTPATMBHOIO
ynpasneHus WwndpoBaHMEM AaHHbIX, COXPaHAEMbIX N0b30BaTENEM Ha CbeMHble HOoCUTENM MHGOopPMaLUn
WA CUYMTbIBAaEMbIX MOJIb30BaTE/lEM CO CbeMHbIX HocuTene uHdpopmaumn. MogpobHoe onucaHue
BO3MOXHbIX PEXMMOB HaCTPONKM NONUTUKM MaAHAATHOrO WNdpPOBaHMUA ONucaHo B (6).

Mpu akTMBaUUM NOAUTUKU MaHAATHOro WKUPPOBAHUA [OAHHDLIX, COOTBETCTBYHOLUE
npasuna 6yayT NPUMEHATBLCA TONIbKO 418 AAaHHbIX Ha CbeMHbIX HoCUTenAax MHGopmaLum
M npu poctyne no/sb3oBaTesnel, yKa3aHHbIX B CMMUCKE KOHTPOAA [0CTyna MNOJUTUKM
AOCTYNa K CbeMHbIM XpaHUAULLAM AAHHDIX.

HacTpolika npaBun  MaHAATHOrO  WKWGPOBaHWE NpeAnonaraeT paspeweHve  A0CTyna
onpeaeneHHON NOSIMTUKOM Fpynnbl NONb30BaTENEN C CbeMHbIX HocuTenen nHbopmaumm. Tun goctyna
npu 0bpaboTke He3awWnppoBaHHON MHPOPMaLUK («4TeHMe He3alwmndpoBaHHOM MHOPMaLMK»/«3annCh
He3alwunppoBaHHOM  MHPopMmaumm»/«3anpeT  06paboTKM  HesawudppoBaHHOM  MHOPMALUMNY)
onpeaenaeTca aAMMHUCTPATOPOM Ha OCHOBE pexkMmoB 06paboTkm nHPopmaLumu.

Noacuctema MmaHAaTHOro WKUPPOBAHMA ONMpaeTca Ha MexaHuM3m LWKdpPoBaAHHOM
daiinosoit cucrembl OC Windows — EFS. [na KoppeKTHOi paboTbl mexaHusma EFS,
pasaenbl AUCKA CbeMHOro YCTPOMCTBA XpaHEHUs AO/KHbI 6biTb NpeaBapuUTENbHO
oTdopmaTUpPOBaHbI 418 UCNONb30BaHUA pannoBoii cuctembl NTFS.

Mopneprkka MCMonb3oBaHWE oOTeyecTBeHHbIX KpuntoanroputmoB [OCT peanusoBaHa ¢
ncnonbzoBaHmem CK3U Kpunto Mpo CSP un Kpunto Mpo EFS. Ana KoppekTHoM paboTbl mexaHnamos EFS
Heobxo4AMMO BbINONAHUTL PAL NpenBapUTE/IbHbIX HACTPOeK (BbIMYCKM YCTaHOBKA cepTUdMKaTOB
npasuAbHOro ¢dopmata A4 NONb30BaTeNel U3 cocTaBa rPynmn, YKa3aHHbIX B MpaBuiax MNOAUTUKMK
MaHAAaTHOro wudposaHua). UHPopmaumio TpebyeMbix HACTPOIMKax MOMKHO NOAYYNTb B AOKYMEHTaLMK
Ha OC Windows n CK3U KpunTo Mpo EFS.
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6. HacTpoiika npaBu/1 KOHTPOJIA 3anycKa ClileHapueB

6.1. YcTaHOBKa peXuMa paGoThl MOJIUTUKU KOHTPOJISA BbINIOJIHEHUS
cLeHapueB

Nocne nepBoHavyanbHOM ycTaHOBKMU SPR 3.0 NOAUTUKA KOHTPOAA BbINOJIHEHUA
CueHapueB BKAOUYEHA B pexxume AyauT. NposepKa BbINOJHAEMbIX CLLeHapueB B
OAHHOM peXXume He npoussogurcal

Mpn nepBoHavyanbHoM ycTaHoBKe SPR3.0 cNMCOK paspeLleHHbIX K BbIMOJIHEHUIO CLEHapMeEB MycCT,
NO3TOMY aKTMBaUMA NOJUTUKM NpuBedeT K O/IOKMPOBKE BbINONHEHWS BCEX CLEHapueB ANs Bcex
nonb3sosaTeneit. MNocne ycraHoBkM SPR3.0HeobxoaAnMMoO onpeaeneHHoe Bpems Ha 0by4eHne noacncremol
KOHTPO/IS BbINONHEHMA cLeHapues. [Nlocne Yyero HeO6X0AMMO MMMNOPTMPOBATL CNUCOK BbIMNOIHEHHbIX3a
BpemMA 00y4YeHMA CLUEHAPUEB N BKAKOYNTb PeXXUM BAOKMpOBKN.

Ona nsmeHeHUaA pexknma paboTbl MONUTUKU KOHTPOIS BbINOJHEHUSA CLUEHapMEB Heobxoanmo:

® pPacKpbITb B KOHCONM YNpPaBNeHUA MNONUTUKAMU chegyowmnin nyte: KoHguypayua
Komnetomepa —>[lMonumuxku -»>KoHgueypayua Windows—>Illapamempsi 6e3onacHocmu
—>Monumuku SecurePackRus—>Monumuku 3amKHymodU npoz2pammHol cpedbl-»>KoHmpose
8bIMOMHEHUA CUyeHapues W, BbI3BaB MeHI0, BbibpaTtb pagen «Csonctea» (PucyHok 17)

a B Noaurnkn Secure Pack Rus
B 33MTa KPUTHYECKUWY PECYPCOE
J MoAuTHEN KOHTPRAA 4OCTYNE K YCTRORCTEM
4 [ Nonwmakn samknyToii nporpammuoi cpeak:
o KoHTpOonk BEINOAHEHWA = r=rmean

[A Pacwmpentbie Moawtikn L Bce zagaqm r
MoauTHen ynpaeneHna npuaos
- | }r FI FI BM,\'J. *
: @ Menutuen IP-BezonacHocTy HE
| KoHdmrypauna paclumpeHHod OBHOBMTE

3KCNOPTHPOEATE CIIMCOK..,
CeoWcTea

Cnpaeka
Pucynok 17 - 3meHnenne pexnmMa padoTsl NOJUTHKH

® B OTKPbIBLUEMCS OKHE OTMETUTb MYHKT «AKTUBMPOBATb PEXUM BNOKMPOBKKU CLLEHApUeB»
N, NP1 HEOBXOAMMOCTUN, OTMETUTb NYHKT «Pexum aobasneHma noanTuk» (PucyHok 18)

23/34
KTAN.00106-01 90 01 (pepakumsa 9 ot 03.04.2019)
CpeacTBo 3awmTbl UHPopMaLmm «SecurePackRus» Bepcua 3.0
PykoBoAacTBO agMunHUCcTpaTopa 6esonacHoCTH.



- |
Ceolictea: KoHTpoAbL EBINOAHEHWA CLEHAPWES liléj

Obwme

I-""ﬁ';. OnpegendTe oblWwMe NapaMeTpel GyHKLWOHMDOBaHMA NOOCICTEMEI,
|

AKTHBMPOBETE PEXMM DNOKMPOBKK CUEHEPWES

| BRAKOYWTE ayauT

PeskiM 0obaBneHMA NonMTHE

Ok ] | OTHMEHE MPUMEHWTE

Pucynok 181 - AkTHBanus MOJUTHKH

AKTUBaUMA 6J'IOKMpOBKM CueHapueB 3anpeTnuT BbINO/IHEHUE NtobbIx CueHapumeB, KOTOPbIX HET B
CMUCKe pa3peLlleHHbIX.

AKTMBaUMA pexmma f[obaBneHua NOAUTUK NpuBedeT K TOMy, 4TO MpuM MMNopTe npasun
3anyLeHHbIX CLueHapueB OHWM ByayT f06aBNATLCA K YXKe CYLeCTBYHOLWMM NPaBuaam (€Can peXruMm He
aKTUBMPOBaAH, TO BCe Npasuia byayT 3aMeLLeHbl HOBbIMM).

6.2. HmnopT u yaasieHVe NpaBUJI NOJIMTUKN KOHTPOJISI BHINOJIHEHUS
ClleHapueB

[ns umnopTa NnpaBua ¢ KOMNbIOTEPOB AOMEHA HE06X0AUMO, YTO6bI HA ITUX
KOMMNbloTepax B NnapameTpax pabouyero noakntoueHUs 6bin YCTAaHOBNEH KOMMOHEHT
«Cnyxb6a gocryna K ¢paitnam u npuHtepam ceteit Microsoft». Kpome Toro,
KOMMNbIOTEPbl AOMEHA A0/3KHbI 6bITb AOCTYNHbI ANA NOAKNAOYEHUA aMUHUCTPaTOpa.
Moatomy, HacTpoiiknM 6e3onacHOCTU «LOCTyNn K KOMNblOTepy U3 ceTu» n «OTKas B
[0CTyNe K KOMNbIOTEPY M3 CETU» A0/IXKHbI 6bITb YCTaHOBAEHDbI TaKMM 06pa3om, uTo6bi
He OrpaHMYMBaTb AO0CTYN aAMUHUCTPATOPA K KOMMNbIOTEPY.

Mpasuna MNONUTUKU KOHTPONSA  BbINONHEHWA CLEeHapues MO3BOAAKT  aAMUHUCTPATOPAM
MMNOPTMPOBATL pPaspelleHHble ANA BbIMOAHEHMA CLLEHApMM, KaK C IOKAaIbHOTO KOMMbIOTEPA, TaK U C
KOMMNblOTEPOB AOMeHa. [paBuaa NONUTUKN NPUMEHAIOTCA 1A BCeX NOMb30BaTe1elt KoMNbloTepa.

[na vmnopTa nNpaBua NONUTUKU KOHTPOAA BbINONHEHUA CLEeHapueB HeobXoAMMO PaCKpbITb B
KOHCONM yNpaBAeHMA MOAUTUKAMM caeaylowmnin nyte: KoHgueypayua komnstomepa ->[lloaumuku
—>KoHgpueypauua Windows—>Mapamempsl 6e3onacHocmu ->[loaumuku SecurePackRus—>[Moaumuku
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3amMKHymol npozpammHol cpedbi—» KOHMpPosb 8bIMOAHEHUSA CUeHapuesun, Bbi3BaB MeHI0, BbIbpaTb pasen
«Bce 3agaun—>Mmnopmuposame npasuna ...» (PUCYHOK )

a B Moawmakn Secure Pack Rus
+ [F 3awmTa KpUTHYECKNY pECYPCOB
» -;j MoAUTHKW KOHTPONA 40CTYNA K yCTpoicTEam
4 [ Moautukn saMkHyTol NporpaMmHoil cpegpl
" KoHTpone BEINOAHEHWA CLEHAPWEE
» A Pacwupennbie Monutien Wndpor Bce zagaun k WMmnoptupoeate npaewna ..

+ ] Monutuen ynpaeneHna NpuioxeHnan Y4anuTs BCe Npasuna

Bug r

. g Monutuen IP-BezonacHocT Ha "fMoka)

|| KoHdurypauma pacluMpeHHoR nonnTe
- burypauna p P JBHOBNTE

JKCNOPTUPOEATE CINCOK..,

CBOWCTES

Cnpaeka

Pucynok 19 — Ilynkr menio « AMnoprupoBarh npaBujia»

® B OTKPbIBLUEMCA OKHE, B CMMCKE KOMMbIOTEPOB A4 MMMNOPTa NO YMOMYAHUIO HAaXo4uMTcs
NIOKanbHbIM KomnbloTep. [Ana pobaBneHMAa KOMMNbIOTEPOB M3 AOMeHa Heobxogumo
BbIMONHUTL gencTeue «JobaBuTb» U BbIOpaTb KOMMbIOTEPbLI B JOMEHE, C KOTOPbIX byaeT
npousBeeH MMNopT MHGopmMauum 0 3anyLeHHbIX cueHapuax (PUCyHOK ).

HunopT wHhOpMaLHH O 3anyIEHHbBIX CLIEHD PHAX El

CNpeasnMTE CNMCoK KOMNEKOTEROE, C KOTOPEX HEODX0AMMO MMNOPTHPOEATE
i E MHDOPMALMKD O 3EMYLLEHHEIX CLEHADMAX.

CNMCoK KoOMMBHITEpOoE:

NobaenTs ...

Yaanite

<Hazanm MoToBo OTMeHa

Pucynok 20 - /lo6aBjieHue KOMIBIOTEPOB M3 TOMEHA

® noc/ie BbIMO/NHEHWUS OMUCAHHbIX Bblle AEeNCTBUN B CMUCKE NOJIUTUKM A0KHbI NMOABUTHCSA
KOMNbIOTEPbI, C KOTOpbIX 6yaeT npousBegeH MMMOPT MHPOPMALMM O 3aNyLLEHHbIX
cueHapusx.
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e nocne pobaBneHUs KOMMbIOTEPOB, C HUX OygeT npovsBeseH WMMNOPT NpPasBun
paspeLleHHbIX CLLeHapWeB, 1 3TK NpaBuaa byayT npuMeHeHbl (PUCYHOK ).

_é Mapamerpel BesonacHoot Ne

> £g Monnmwen yuerron sanucei '@ CATDEAB2-6352-4 AF9-808B-DTEEIAADIEDT

& 3AFT060E-8FAS-44FC-BISF-396F1 FDB5985
- BOF2AFF9-31E1-4D0C-AS3E-93FC6BCEA6AR
‘% EB26C98F-A4C1-4C94-9EB1-4A0DTT76B2B51

> [ NokaneHble noaMTIKK
| Bpangmaysp Windows & pexume noskieHHoi Gesona
| MonuTukwn ancnetuepa cnncka cereil
; Monutuin OTKPBITOrO KNHYa
; Monutukn CrpaHWHYEHHOro NCNONB30BAHWA NPOrpaMm
a [ Monutukw Secure Pack Rus
> [ 33WMTa KpUTUYECKWUX peCypCoB
> & Monutukn koHTpona gocTyna K ycTpolicTean
4 [ NoanTukw 3amkHyToil NnporpammHoil cpeas
4" KoHTpone BeinoAHEHNA CLUEHApUER
> ] Pacwmpennbie Moanrukn Wndposannoii Gaiinoso
| MonuTikn yNpasneHis NpuioxKeHnamm
> g Monutukw IP-GesonacHocTh Ha "flokanbHeIR KOMMBHOTE
| KoHdurypauna paclunpeHHoii noantukm ayauTa

K3
F491147EC4355AA8D4F5SCO0CCB5BA2BCEFIGE34DER.
4C1F34DB8EF20549482DCBICARDAS0254 DFOIBBOGF...
F7ESBA9FB4FFE7DOCCBOF4A150F2075A615BBCTE2SC...
246F6B505C3ADD1961 DAEAET CDOT48EFRSD21F3FT...

Pucynok 21 - IIpaBujia pa3penieHHbIX K BBITOJHEHHIO CLIEHAPHEB

[ns ypaneHua npasua NOUTUKM KOHTPOAA BbINOJIHEHUA CLEHapueB HEOHXOAMMO PaCKpbITb B
KOHCONU ynpaBAeHUs NOAUTUKaAMKU chepyowmin nyTb: KoHguzypauyusa Komnetomepa —»[loaumuku
> KoHeppueypayus Windows—>lNapamempsl 6ezonacHocmu —>[lloaumuku SecurePackRus—>[Moaumuku
3amMKHymol npo2pammHoli cpedbi—>KoHMposb 8bINOAHEHUS CYeHapues v, Bbi3BaB MEHI0, BbIOpaTb pagen

«Bce 3agaun—>Yoanumes ece npasuna ...» (PUCYHOK ).

4 B Nonwmakn Secure Pack Rus

[ 3awwTa KpUTHYECKUY PECYPCOE

» .d MoAWTHEW KOHTPOAA A0CTYNE K YCTpoicTEamM

4 [ Monawtukn samkHyToll nporpammMHoil cpeae

o KoHTpoae BEINCAHEHWA CLEHAPWES

» '.153 PacwmperHele MNoauTukn Bce zagaun b
» [ MoAwTHEW yNpaEneHua Npum
: g MoavTukn IP-BesonacHocTy b Bug ’

MmnopTupoeate Npasmna ..

¥4anuTe BCE NPAEWAE ...

[ KondWrypauma pacluiperdHo
puryp P P JBHOBWTE
IKCNOPTHROBaTE CIINCOK. .

CrofcTrRA

PucyHox 22 - YajieHue Bcex NpaBHI
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7. BoiBoA rpadpuyeckux okoH cepsucoM Kpunrollpo CSP KC3

B npouecce pabotbl cepsuc CSP Kpuntollpo MoKeT BbiBOAUTb rpaduyeckme OKHa AnA
B3aMMOLENCTBMA C NO/Ib30BaTeIeM: MHOOPMALMIO O KAHOYEBbIX HOCUTENAX, NPUTNALLEHNE HA FreHepPaLnto
nocaefo0BaTeNbHOCTEN CyYalHbIX Yncen gna GOpMMPOBAHUA KIOYEBOrO MaTepuana u T.4.

B cBA3W C U3MEHEHUAMU B NOoACUCTEME 3aLLUTLI NONb3oBaTeNbcKux OC cemeictea Windows 7 / 8
n cepsepHbix OC cemerictea Windows Server 2008 / 2012 ans sbiBoga rpadpuyecknx okoH CSP Kpuntolpo
ncnosb3yet HoBbIM cepuc OC, B CBA3M C YeM BO3MOXKHbl OWMOOYHbIE AENCTBUA NONb30BATENA MPU
paboTe ¢ 3TUMKM OKHamK. HuUKe onumcaHa npoueaypa paboTbl nonb3oBaTensa ¢ okHamu CSP Kpuntollpo u
YyCNoBUSA, HEObXoAMMbIe ANA UX KOPPEKTHOro oTobparkeHua B cepBepHbix OC cemenctea Windows Server
2008 / 2012.

7.1. Hactpoiika cepBepHbix OC Windows Server 2008 /2012

[nsa KoppeKTHoro otobpakeHus okoH MHpopmaumm cepsncom CSP Kpuntolpo B OC gonkKHbI
6bITb aKTMBMPOBAHbI HEOHXOAMMbIE KOMMOHEHTbI, KOTOPble Peann3yloT BbiBOA MHPOPMALUM C YPOBHSA
cepBuca Ha ypoBeHb nonb3osBaTens. B nonb3osatenbckux OC cemeictea Windows 7 / 8 Bce
HeobxoAMMble KOMMOHEHTbI aKTUBUPOBAHbI MO YMO/IYaHUIO, HO Ansa cepBepHbix OC cemeincTea Windows
Server 2008 / 2012 TpebyeTca 4ONONHUTENbHAA HAaCTPOMKa.

[na KoppeKTHoro otobpaskeHma okoH CSP Kpuntolpo B OC cemelictea Windows Server 2008 /
2012 HeobxogmMmo aKTMBMpoBaTb «Cny»Kbbl pykonucHoro BeBoga»: [yck - AQMUHUCTPUpOBaHUWE —>
Ouncnetyep cepepa - KomnoHeHTbl = [J06aBUTb KOMNOHEHTBLI (pUc. 23)

1]

@aiin  Jeidcteve Bua  Cnpabka
&= E
I e |

5 Pomu

T TTOC T E‘ MPOCHOTP COCTOAHMA YCTAHOBNEHHEIX HA CEPEEPE KOMMOHEHTOE, A0GaBNEHHE U

= A3NEHWE KOMNOHEHTOE.
Gift Kordwrypawya 33” Y
=5 Xparmmae

*! (B0AKa KOMNOHEHTOB E CnpaBKa No CBOAKE KOMNOHEHTOB

*! Komnonenthi: 0 us 42 ycraHosner s [NofiaBNTE KOMNOHEHTEI

o
£l | I _I %4 Mocneanee obHoBnenme: CeroaHs B 8:17PM  HacTpowTs oBHoBREHIE

-

Puc.23 — lobaBneHne KOMMNOHEHTbI
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B cnucke AOCTYNHbIX KOMNOHEHT BbIOpPaTh «CyKObl PYKONUCHOrO BBOAA» M 3aBEPLUUTb YCTAHOBKY
(puc. 24 - 27).

I

Macrep gobasneHns KOMNOKERTOB
Iﬁ% Bwbop koMnoneHros

Biifiop 0AHOMO KM HECKONBKIMX KOMIOHEHTOB NS YCTAHOBKW Ha CEPEED.

MopTEEpHoEHME KoMnoHeHTI: Onmcatine:
a Crywil DYKONMCHOro BEOAA
Xoa BeNONHERNA [] Noacicrena ans UNIX-npuacseHmi ;I bl DYKOMMCHOT) BBO.A3
BKNIOYET CPEACTES
PesyneTatsl [ npocteie cnyse TCP/IP DOANED¥KY M DACND3HAEAHNA
[] nporokon PHRP DYKOMMCHOT 0 BEOAA.

|:| Pacwupermre WinRM IIS

|:| Cepsep SMTP

D Cepsep oyl MMeH xpaHnnaw, VHTepHeT
[[] Cnywfia axTusawm npousccos Windows

[] Cnyxfiz GecrposoaHoii nokansHoi ceTH

[] Cpencrsa yaanenHoro anMuHMCTprposaH
[] Cpencrao oTrasoycToRMBOCTH KNACTEROE
|:| CpencTso npocMoTpa XPS
[] ¥nanerroe pasHocTHoe oraTue
[] ¥aanenHbii noMowsme
[] ¥npaenerme rpyrnosoii nomuTikoit

[[] ®otosas mHTennexTyanbHas crywbia nepe,
[7] Wicposanme aucka BitLocker

4| | »

LononHuTensHele CEEAEHIN 0 KOMIOHEHTAX

< Hazan | Lanee > I YCTaHosTE OTMeHa

I

Macrep gobasnenns komnonentos

ﬁ%l NoareepmaeHne BbIBPAHHBIX 3NEMEHTOB [N YCTAHOBKK

KomnoHeHTEl

Yrobil YCTEHOEMTE CNEnYHOWME PO, Cyxbbl PONEi M KOMNOHEHTEI, HEKMATE

kHonky "YoTaHosrTs",

¥on BenonHens (i) 1udopmaLyonHoe coofluerie BHUSY

PesynsTatsl

Mocne 3aBEPLIEHNS YCTEHOBKM MOKET ﬂDTpEEDBETbC‘J MNEpesarpysKka 3Toro
cepeepa.

*! Cnywbel pykonnchoro ssona

Moaaep#Kka pYKONHCHOro BB0a
PacnosnasaHne PYKONURCHOIO BBOAA3

MeYaTh, OTNPABKE N0 INEKTPOHHON NOYTE MW COXPEHEHME STUX CEEAEHMI

< Hasan fanee = | YCTaHOBUTE I OTtmMeHa
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Macrep nobasnenns KOMNOHERTOB

t# Xopf BbINONHEHWA YCTAaHOBKM
&

KOoMAOHEHTEI

YCTEHABNMEAIDTCA CNEAYIOWME DONM, CyKGk! PONei W KOMNOHEHTI:
MoaTeEEpMAEHHE

Cyxb1 pyKonucHoro ssofa

MONHEHUA

PezynbTatel

3_

YCTaHoBKa. ...
< Hazan | Lanee > | YCTaHosTE | OMeda |

Macrep nobasnennn KOMNOHERTOB 2
% Pe3ynbTaThbl yCTAaHOBKKW

(€

KoMioHeHTb! . .

Of1Ha Wi HECKOMbKD CNEAYIOWMX ponef, cnykb ponei uni KoMNoHEHToE TpebyroT

MonTEepMaeHue MEpPEsarpysKi:

Xof BENONHERNA /1. lnpegynpexaatolles coofilleHe BHUSY

PesyneTatsl

#! Cnywebol pywonnchoro 6eoaa /1) OMMAAHWE NEPE3arpy3HN

1\, JLnA 33BEpLWEHUA NPOLIECCE YETEHOBKM HeofiXoAMMD NepesanycTUTE 3ToT
~ cepsep.

MeYaTh, OTNPSEKS N0 INEKTPOHHOR NOMTE WM COXPAHEHWE 0TYETa 0f YCTaHoBKE

< Hasan Harnee > | 3aKpeITE I OMeda

Macrep nobaBneHna KOMNOHERTOB

I@I Me g bCA ceifyac?
L1 pesarpysuT ?

[ANA 33BEPWEHNA NPOLIECCA YCTaHOBKK Heofixoaumo
NEPE3ANYCTUTL 3TOT cepeep. HenbsA AoGasuTL K
YAANUTb APYTHE PONM, CNy#Bbl PONei M KOMNOHEHTI, NOKa
He ByaeT nepesanywen cepsep.

Puc.24 — 27 — YcTaHOBKa CNy»K0Obl

Mocne nepesarpyskm OC byaeT npoaoKeHa yCTaHOBKa CyXbbl (puc. 28).
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Bosobxosut b pabory macrepa sacrpoitkn

ﬂ% Pe3ynbTaThl yCTAHOBKH

BosobHOBREHME HECTPORKK .
YONEWHD YCTEHOBNEHE! CNEAYHOWME POk, CyxDel poNei 1 KOMNOHEHTBI:

Xop BbINoAHEHIS

~) Cnyu6ei pykonnchoro ssopa () Ycranoska npowna ycnemso

PesyneTaThl

Creayioumre KoMNOHEHThI YCTEHOBNEHKI:
Mognepxka pYKONHCHOrO BEOAA
PacnosHaBaHWe PyKONWCHOTO BBOAA

[eYaTh, 0TNPSEKS N0 3NEKTPOHHOM NOYTE WM COXPEHEHME 0TYeTa 0 yeTaHoBKE

< Hazaa danee > | 3aKpbiTo I OTMens

Pnc.28 — YcTaHOBKa Cy»Kbbl

7.2. Hactpouka cepBepHbiXx OC Windows Server 2016

Ons KoppeKTHOro otobparkeHna okoH nHbopmauunm cepsucom CSP Kpuntollpo ana cepBepHbIxX
OC cemeictea Windows Server 2016 AOoNONAHUTENbHbBIX HACTPOEK He TpebyeTca.
7.3. Pa6ota c okHamu cepBuca Kpuntollpo CSP KC3

Mpn pabote nonb3osatena cepsuc CSP Kpuntollpo MoKeT BbIBOAUTbL COObLWEHMA AnA
B3aMMOAENCTBUSA C NONb30BaTE/IEM — MPUMEP TaKOro coobLeHMa npeactaBiaeH Ha puc. 29 - 30.

= test amenenua: 01.08.2013 18:29
TekcToBbIA JOKYMEHT Pazmep: 0 bait

Puc. 29 - 30 — CoobuieHune cepsuca CSP Kpunto-lpo

BO3HMKHOBEHUM TaKoro coobueHMs o03Ha4vaeT, 4To Kpuntorpaduyeckonm noacucTeme
HeobxoAMMO B3aMMOZENCTBUE C NONb30BaTeieM. [10N1b30BaTeNb AOKEH NEPENTU B OKHO NPUrIaLLEHNA
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(puc. 31 - 32) n BbIbpaTb AencTBue «MocmoTpeTb coobLLeHNEY, NOCAE Yero BbINOAHUTL HeoBXoaMMble
AencTeuA (Hanpumep, reHepaLmio NoCAeA0BaTENbHOCTU CAyYalHbIX YMcen — puc. 33).

2. OBHapYKEHNE MHTEPAKTUEHEIX CAyKE @

Mporpamma, 2anyLeHHan Ha 3TOM KOMMNbIOTEPE, NEITAETCA
oTobpasuTb cooblieHne
BosmoxHo, nporpamme TpeByroToR CBELEHNA MKW Pa3pELLEHNE HA 3aBEPLUEHNE

234aHNA.
Douemy 310 nponcioguT?

< [llpocmoTpeTs cooblueHne

2 CnpocyTh No3xe

(%) [lokazaTe CEEAEHNA C NpOrpamMMe

OBHapy#eHWE MHTEPAKTUEBHBL CAywE

BepHyTeca k paBouemy crony Windows

Ecnu nporpamma ece ele TpeByeT BHUMaHNA, Hske Byger
oToBpaxeHo OTAENEHOE OKHO,

Mo 3aeepluenn paBoTel WAKM NpK HEOBXOAMMOCTH BEPHYTLCA
Ha paBounid cTon HaMUTE KHonky "Bosepat”.

i<» BepHyTh ceiiuac

Kpuntollpo C5P ﬂ
0:09:38
BHONOrHYECKMIA ETHMK CRYYaHHBIX HrCen

HamMMaiTe KNasuwM um I'IEDEMEUJ.EI;ITE YEazaTene
MBIl Had 3THM OKHOM 40 TEX Nop, NoKa KNHDY He EYEET
CO03A&H...

|HET

OTHeHa

Puc. 31 - 32 — OKHo B3anmopaeictema c cepsucom CSP Kpunto-lpo
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Kpuntolpo CSP ﬂ
0:08:49

Buonorudeckmin AaTHUK U'I‘_,I"-ial:1HbI)( S CceEn

HEMMERTE KNSBMLLM MK I'IEFIEHELU.EII:HTE YKE3aTENE
MbILLK H3A 3TKMM OKHOM A0 TEX NOP, NOKA KNHOY HE 6YD.ET
Co34aH. ..

OTMeHa

Puc. 33 — BbiNoNHeHMe AeNCTBUIA B OKHE cepBuca

Mocne BbINONHEHWA AEUCTBMA B OKHE CepBMCa ANA BO3BPATa B peXXMm paboTbl ¢ pabounm ctonom
Windows nosnb3oBaTenb fonxeH BblbpaTh gencteme «BepHyTb ceityac» (puc 12).

OBHapy*EHNE NHTEPKTUEHBX CAyE

Mporpamma yxe He TpeByeT BHUMaHWA

BozmoxHo, coobBulenne He TpeGoeano JelicTEMA, Kak,
HaNpUMER, CNEPATMEHOE YEELOMAEHHWE O COCTORAHMH,
Windows wseecTut Bac, ecnn npobaema NoABNTCA BHOE.

Puc.34 — 3aBeplieHune B3anmogaencrtama c cepsmcom CSP Kpunto-Mpo

B3aumopgeiicreue c cepsucom CSP Kpuntollpo MOXKHO OT/IOXKUTb, HE NEPEXOAA B OKHO
npurnaweHusa. Tem He MmeHee, eCnNU NONb30OBaTeNb NepeLlen B OKHO NpuUrnalleHus, Ho
Bblbpan gencreme «CNpocuTb No3¥XKe», 3anpoc cepsuca CSP Kpunrtolpo 6yaer 3aBeplueH

c owubKoii. lna noBTOpHOro B3aumogeiicremua c cepsucom CSP Kpunrtollpo moxxer
notpeboBaTtbca nepesarpyska APM.

8. Hcnosib30BaHUE AONOJIHUTE/IbHBIX CPE/CTB 3aliUThI 3arpPy3KHU

Ncnonb3zoBaHne nporpammuoro C3M SPR 3.0 ansa 3awmuTbl APM He obecnedymBaeT 3anper AocTyna
nosb3oBaTesNen K pecypcamM KoMnbloTepa B 06X04 MeXaHU3MOB CUCTEMbI 3aLLKUTbI. A obecneveHns
KOHTpoAA 3arpyxaemoit OC Ha APM moryT ncnonb3oBaTbCA TEXHUUECKME CPeACTBA AOBEPEHHOM
3arpysku (ANMA3), "nbo BHeAPATLCA KOMMJIEKCHbIE OPraHU3aLMOHHO-TEXHUYECKUX MEPONPUATHUS,
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obecneymBalowme HEBO3MOMXKHOCTb A0CTyNa Noab3oBaTenei K uHpopmauumn Ha APM B 06xoz
MEXaHW3MOB 3aLuThbI.

Mpu ncnonbzoBaHmm pewennin AMMMA3 Heobxoammo obecneymTb KOHTPONb LLENOCTHOCTH
daiinos C3U SPR 3.0 Ha atane 3arpy3ku OC. Mo ymonyaHuio yctaHoBka C3M SPR 3.0 npoussoantbes no
ctaHgapTHomy Nyt AC «C:\Program Files». Heobxoaumo yb6eanTbca B MOCTaHOBKE MyTU yCTaHOBKKM C3U
SPR 3.0 Ha KoHTpoAb moayna ANM/A3.

9. lonoJiIHUTE/IbHbIE TPe6OOBaHUA K 3KcIiyaTanuu SPR 3.0
UcnoiHeHuda 1 u 2.

K AUC, ncnonbsyrowmm SPR 3.0 ncnonHenuma 1 n 2 npeabaABAAOTCA pAag, 4ONONHUTENbHbIX
TpeboBaHMN TEXHNYECKOrO M OPraHN3aLLMOHHOrO XapaKTepa:

e 3anpeuiaeTca co3aaBaTb (OTKPbIBATb) CUCTEMHbIE O6BEKTbI C UMEHAMM, COBMALAMOLLMMM C
npegonpeaesieHHbIMU UMeHaMK cnyxebHbix 0b6bekToB OC;

e 3anpelaeTca BbINOJAHATb CLLEeHapumM, Hanpamyto BbidbiBasa nogcuctemy Windows ScriptHost;

e [lpu akcnnyataumm AUC gonxHa 6bITb UCKIOYEHA BO3MOMKHOCTb NOAK/o4eHMs K [9BM USB
HaKkonuTeneln, peanusyoLmnx nHTepdenc cocTaBHOro CbeMHOro YCTPOMUCTRA.
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