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KomnaHua «KPUMTO-MPO», 2019. Bce npasa 3alLmnLLeHbl.

ITOT AOKYMEHT BXOAMT B KOMMNIEKT NOCTaBKM M3AeAns. Ha Hero pacnpocTpaHATCA BCe YCN0BMA
NIMLEH3MOHHOIO  cornalleHnsa. be3  cneuManbHOro  NUCbMEHHOrO  paspelleHuMs  KOMMNaHMK
«KPUNTO-MPO» 3TOT AOKYMEHT MAM €ro 4acTb B NeYaTHOM WM 3/NEKTPOHHOM BUAE HE MOryT ObiTb

NoABeprHyTbl KONMMPOBAHUIO U Nepesaye TPeTbMM INLAM C KOMMEPYECKOM Liebio.

NHpopmaums, coaeprkallasnca B 3TOM AOKYMEHTE, MOXKET bbiTb n3meHeHa pa3paboTumkom bHes
cneumManbHOro yBeAOM/EHMA, UYTO He SBAAETCA HapyweHuem 06A3aTenbCTB MO OTHOWEHMIO K

No/Ib30BaTeN0 CO CTOPOHbI KomnaHuu «KPUMTO-MPO».

000 «KPUNTO-MPO»
Appec 127018, r. Mocksa, yn. Cyuiesckunin Ban, nom 18
Tenedon +7 (495)995-4820
e-mail info@cryptopro.ru

Web Wwww.cryptopro.ru
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1. HaszHayeHHe nporpaMmsl

CpeacTBo 3awwmTbl MHPpopmaumm «Secure Pack Rus» Bepcus 3.0 (coKpalLeHHble Ha3BaHUA U3aenuns
— Secure Pack Rus 3.0 uam SPR 3.0) npegHasHayeHo Ana obecnedyeHua 3awmTbl UHGOPMALMOHHBIX
pecypcoB AUC, cocToawmx ns APM n cepepoB, dyHKLMOHMPYOWMX Nog ynpasaeHnem OC KomnaHum
Microsoft (Tab. 1, Tab. 2, Ta6. 3 1 Tab. 4), U1 COBMECTHO C APYrMMU CPEACTBaMM 3aLUUTbl YCUANBAET
WTaTHble MmexaHn3mbl OC, obecneymBatowme MHPopmMmaLMoHHYO 6esonacHocTb AUC.

Tab. 1. OnepauunoHHble cuctemol, nogaep:xmsaembie SPR 3.0 (ucnonHenusa 1, 2)

OnepayMnoHHanA cuctema Maket o6HOBNEHUA Heobxogumbie
[ONOJIHUTENbHbIe
obHoBNEeHUA

Microsoft Windows XP Service Pack 3

Professional!

Microsoft Windows Server 2003 R2 Service Pack 2
Standard/Enterprise Edition?

Microsoft Windows Server 2003 R2 Service Pack 2
Standard/Enterprise x64 Edition?

Microsoft Windows 7 Service Pack 1

Professional/Enterprise/Ultimate?!

Microsoft Windows 7 Service Pack 1

Professional/Enterprise/Ultimate x64
Edition?

Microsoft Windows Server 2008 R2 Service Pack 1
Standard/Enterprise!

Mpumeuannsa: 1 Mopsagok u cpoku akcnayataumm OC onpeaensiotca npomssoautenem OC.

Tab6. 2. OnepaymoHHble cucTeMbl, noaaep:kusaemble SPR 3.0 (ucnonHeHus 3, 4)

OnepawuuoHHaA cucTema MakeTr o6HOBNEHUA Heob6xoaumbie
DONOJIHUTENbHbIE
obHoBNEHUA

Microsoft Windows 7 Service Pack 1

Professional/Enterprise/Ultimate?!

Microsoft Windows 7 Service Pack 1
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Professional/Enterprise/Ultimate x64

Edition?

Microsoft Windows Server 2008 R2

Standard/Enterprise!

Microsoft Windows 8

Pro/Enterprise!

Microsoft Windows 8
Pro/Enterprise x64 Edition?

Microsoft Windows Server 2012
Standard?

Microsoft Windows 8.1

Pro/Enterprise!

Microsoft Windows 8.1
Pro/Enterprise x64 Edition?

Microsoft Windows Server 2012 R2

Standard?

Service Pack 1

MpumeuaHuna: 1 Mopaaok u cpoku akcnayaTauumn OC onpegensaioTca npoussogutenem OC.

Tab6. 3. OnepaymoHHble cucTeMbl, noaaep>Kmsaemble SPR 3.0 (ucnonHeHua 5, 6)

Ol'lepalJ,MOHHaﬂ cncrtema

Microsoft Windows 7
Pro/Ultimate!l
(Rus/Eng) Edition?

Microsoft Windows 7
Pro/Ultimatel
(Rus/Eng) x64 Edition?

Microsoft Windows 7 VL
Pro/Enterprise

(Rus/Eng) Edition?

Microsoft Windows 7 VL

Naket o6HoBNEHUA/

Bepcusa

Service Pack 1

Service Pack 1

Service Pack 1

Service Pack 1

Heobxoaumbie
AONONHUTENbHbIEe
obHoBNEeHUsA
KB4490628
KB3125574
KB4489878

KB4490628
KB3125574
KB4489878

KB4490628
KB3125574
KB4489878

KB4490628
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Pro/Enterprise
(Rus/Eng) x64 Edition*

Microsoft Windows 8.1
Pro

(Rus/Eng) Edition?

Microsoft Windows 8.1
Pro
(Rus/Eng) x64 Edition?

Microsoft Windows 8.1 VL
Pro/Enterprise

(Rus/Eng) Edition?

Microsoft Windows 8.1 VL
Pro/Enterprise
(Rus/Eng) x64 Edition?

Microsoft Windows Server 2012 R2
Standard/Datacenter
(Rus/Eng) x64 Edition?

Microsoft Windows Server 2012 R2 VL
Standard/Datacenter
(Rus/Eng) x64 Edition?

Microsoft Windows 10
Pro/Pro N
(Rus/Eng) Edition?

Microsoft Windows 10
Pro/Pro N
(Rus/Eng) x64 Edition?

Microsoft Windows 10 VL
Pro/Pro N/Enterprise/Enterprise N
(Rus/Eng) Edition?

Microsoft Windows 10 VL
Pro/Pro N/Enterprise/Enterprise N
(Rus/Eng) x64 Edition?

Update 3
(build 6.3.9600.17415)

Upadate 3
(build 6.3.9600.17415)

Update 3
(build 6.3.9600.17415)

Update 3
(build 6.3.9600.17415)

Update 3
(build 6.3.9600. 17415)

Update 3
(build 6.3.9600. 17415)

Version 1809
(build 10.0.17763.316)

Version 1809
(build 10.0.17763.316)

Version 1809
(build 10.0.17763.316)

Version 1809
(build 10.0.17763.316)

KB3125574
KB4489878

KB4487000

KB4487000

KB4487000

KB4487000

KB4487000

KB4487000
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Microsoft Windows 10 LTSC 2019
Enterprise/Enterprise N
(Rus/Eng) Edition?

Microsoft Windows 10 LTSC 2019

Enterprise/Enterprise N

(Rus/Eng) x64 Edition?

Microsoft Windows Server 2016
Standard/Enterprise
(Rus/Eng) x64 Edition?

Microsoft Windows Server 2016 VL
Standard/Enterprise
(Rus/Eng) x64 Edition?

Version 1809
(build 10.0.17763.107)

Version 1809
(build 10.0.17763.107)

(Build 10.0.14393.1794)

(Build 10.0.14393.1794)

KB4487044

KB4487044

KB4485447
KB4487026

KB4485447
KB4487026

MpumeuaHua: ' Mopagok n cpoku skcnayaTauumn OC onpegenaioTca npoussogutenem OC.

Tab6. 4. OnepaymoHHble cucTeMbl, noaaep>kmusaemble SPR 3.0 (ucnonHeHuna 7, 8)

OnepayMoHHaA cuctema

Microsoft Windows 7
Pro/Ultimate!?
(Rus/Eng) Edition?
Microsoft Windows 7

Pro/Ultimatel
(Rus/Eng) x64 Edition?

Microsoft Windows 7 VL
Enterprise

(Rus/Eng) Edition?
Microsoft Windows 7 VL

Enterprise

(Rus/Eng) x64 Edition?

Microsoft Windows 8.1
Pro

(Rus/Eng) Edition?

Naket o6HoBNEHUA/

Bepcusa

Service Pack 1

Service Pack 1

Service Pack 1

Service Pack 1

Update 3
(build 6.3.9600.17415)

Heob6xoaumble
DOMNONIHUTENbHbIE
obHoBNEeHUA

KB4490628
KB3125574
KB4489878

KB4490628
KB3125574
KB4489878

KB4490628
KB3125574
KB4489878

KB4490628
KB3125574
KB4489878

KB4487000
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Microsoft Windows 8.1
Pro
(Rus/Eng) x64 Edition?

Microsoft Windows 8.1 VL
Pro/Enterprise

(Rus/Eng) Edition?

Microsoft Windows 8.1 VL
Pro/Enterprise
(Rus/Eng) x64 Edition?

Microsoft Windows Server 2012 R2

Standard/Datacenter
(Rus/Eng) x64 Edition?

Microsoft Windows Server 2012 R2 VL

Standard/Datacenter
(Rus/Eng) x64 Edition?

Microsoft Windows 10
Pro/Pro N
(Rus/Eng) Edition?

Microsoft Windows 10
Pro/Pro N
(Rus/Eng) x64 Edition?

Microsoft Windows 10 VL
Pro/Pro N/Enterprise/Enterprise N
(Rus/Eng) Edition?

Microsoft Windows 10 VL
Pro/Pro N/Enterprise/Enterprise N
(Rus/Eng) x64 Edition?

Microsoft Windows 10 LTSC 2019
Enterprise/Enterprise N

(Rus/Eng) Edition?

Microsoft Windows 10 LTSC 2019

Enterprise/Enterprise N

Upadate 3
(build 6.3.9600.17415)

Update 3
(build 6.3.9600.17415)

Update 3
(build 6.3.9600.17415)

Update 3
(build 6.3.9600. 17415)

Update 3
(build 6.3.9600. 17415)

Version 1809
(build 10.0.17763.316)

Version 1809
(build 10.0.17763.316)

Version 1809
(build 10.0.17763.316)

Version 1809
(build 10.0.17763.316)

Version 1809
(build 10.0.17763.107)

Version 1809
(build 10.0.17763.107)

KB4487000

KB4487000

KB4487000

KB4487000

KB4487000

KB4487044

KB4487044
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(Rus/Eng) x64 Edition?

Microsoft Windows Server 2016 (Build 10.0.14393.1794)
Standard/Enterprise
(Rus/Eng) x64 Edition?!

Microsoft Windows Server 2016 VL (Build 10.0.14393.1794)
Standard/Enterprise
(Rus/Eng) x64 Edition?

KB4485447
KB4487026

KB4485447
KB4487026

MpumeuaHuna: ' Mopagok n cpoku skcnayatauumn OC onpegensaoTca npoussogutenem OC.
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2. Pa6oTa c okHamu cepBuca Kpunrto-Ilpo CSP KC3

Mpu paboTe nonb3oBaTtensa cepsuc CSP Kpunto-MNpo moxKeT BbIBOAUTL coobuweHua ana

B3aMMOAENCTBUA C NOMb30BaTeNIeM — MPMUMeEpP TaKoro coobueHns npeactasneH Ha puc. 1 - 2.

L test ameHenna: 01.08.2013 18:29 1
TekcToBbIA JoKyMEHT Pazmep: 0 baidt

s

Puc. 1 - 2 — CoobueHune cepsuca CSP Kpunto-Mpo

BO3HMKHOBEHUM TaKoro coobuleHMss O03HayaeT, 4To Kpuntorpaduyeckonm noacucTeme
HeobxoaMMmo B3auMoZencTBMe ¢ nosib3oBaTenem. Nonb3oBaTtenb AONKEH NepeinTn B OKHO NpurnaweHuns
(puc. 3 - 4) n BbIbpaTb gencTBue «lMocmoTpeTb coobuieHMe», nocae Yero BbIMNOJHUTL HeobxoaMmble

AencTBuA (Hanpumep, reHepauuio Nocie0BaTeNbHOCTU CAyYaHbIX Yucen — puc. 5).

2, OBHapyXEHNE NHTEPAKTUEHBIX CIYKE @

Mporpamma, 2anyLeHHan Ha 3TOM KOMMNbIOTEPE, NEITAETCA
oTobpasuTb cooblieHne

BosmoxHo, nporpamme TpeByoTcs CBEAEHNA MW PASPELIEHNE Ha 33BEPLUEHME

234aHNA.
Douemy 310 nponcioguT?

< [llpocmoTpeTs cooblueHne

2 CnpocyTh No3xe

(v [lokazate CEEAEHWA O NpOrpamMmMe
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OBHapy#EHWE MHTEPAKTHMEHB CNyxE

BephyTeca k pabodemy crony Windows

Ecnu nporpamma ece ewye TpeByeT BHMMaHWA, Hue ByaeT
oToBpakeHo OTAENBHOE OKHO.

Mo 3aeepLueHn paBoTel MAKM NPY HEOBXOAMMOCTH BEPHYTECA
Ha paBoqnid cTon HaMuTE KHonky "Bosepat”.

=% Bepuyb ceiiuac

Kpuntollpo C5P ﬂ
0:09:38
BHONOrMHEckHil ETHUK CNyHEAHBIX Yucen

&

HammMaHTe KNEBILWM 1 I'IEDEMELIJ,BI;ITE YKAZaTens
MBI Had 3TWM OKHOM A0 TEX Nop, NOKa KN4y He EWJ,ET
COZA&H...

|HET

OTmena

Puc. 3 - 4 — OkHo B3ammogeicteua c cepsmncom CSP Kpunto-MNpo

Kpuntellpo CSP ﬂ
0:08:49
BHONOrMYECKIA LETHMK CNYHEHRHBIX HMCEn

HamaliTe Knasuw3 mnm I'IEFIEMELIJ.EI;ITE YEGzaTene

MBIl HEA 3THM OKHOM A0 TEX NOP, NOKa KNKIY HE EYHET
CO308H...

OTMeHa

Puc. 5 — BbinonHeHWe AeCTBUIA B OKHE cepBuca

Mocne BbINONHEHWA AEUCTBMA B OKHE CePBMCA AN BO3BPATa B peXXMM paboTbl ¢ paboynm ctonom
Windows nosb3oBaTenb fonxeH BblbpaTh AencTeme «BepHyTb ceityac» (puc 6).

12/15
TAN.00106-01 34 01 (pegakumsa 8 ot 28.10.2019)
CpeacTBo 3awmThl HPopMaumm «Secure Pack Rus» Bepcua 3.0
PykoBopcTBO Nnonb3osartens.



OBHapy#eHWE WHTEPAKTUEHELX CiyxE

Mporpamma y#e He TPEBYET BHMMaHWA

Bosmoxno, coobBuienne He TpeGosanc AeAcTEMA, Kak,
HaNpWMER, CNEPATMEHOE YEELOMNEHNE O COCTCAHMM,
Windows n3secTuT Bac, ecnu npoeBnema NoABMTCA BHOEBE.

. <» BepHyTs ceiiuac

Puc.6 — 3aBeplueHune B3aumogaenctaums ¢ cepsmcom CSP Kpunto-lpo

B3anmogpgeicreue c cepsucom CSP Kpunto-Mpo MmoXKHO OTNA0XKUTb, HE Nepexoan B OKHO
npurnaweHua. Tem He MmeHee, eC/IM NOJIb30BaTeNIb NepeLlen B OKHO NPUrialleHus, Ho
Bblbpan pencrteme «CnpocuTb nNo3Xe», 3anpoc cepsuca CSP Kpunto-Mpo 6yger

3aBepLueH c ownbKoii. lna noBTopHOro B3aumoaencrauma c cepsucom CSP Kpunro-Mpo
MoKeT noTpeboBaTbca nepesarpyska APM.
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3. Hpnmenerme NMOJIMTUK 0€30IaCHOCTHU

Mpw paboTte nonb3oBaTena Ha APM ¢ ycTaHOBAEHHbIM CPeACTBOM 3alnUTbl MHGOPMaLmMn «Secure
Pack Rus» Bepcua 3.0 (SPR 3.0) HacTpoliku 6e30nacHOCTM onpeaensoTcs agMUHUCTPATOPOM
6e30MacHOCTU LLEHTPANIN30BAHHO C MCMNOIb30BAHMEM MEXaHM3MA PACNPOCTPAHEHNA TPYNMNOBbIX MONUTUK
B fomeHe 6esonacHoctn OC Windows.

Mpw BbINO/SIHEHUM COOTBETCTBYIOLLMX HAaCTPOEK, NOb30BaTEN0 MOXKET BbITb OrpaHUYeH AoCTyn K
pAAy BO3MOXKHOCTEN No B3aumogenctanio ¢ OC, B YaCTHOCTH:

e oOrpaHuyeHue Ha co3gaHue/mogmodukaumio ¢anios B Npegenax NoKanbHoM dpaitnosoi
cucremol (®C);

® OrpaHMYeHMeEe Ha UCMOJIb30BaHME CbEMHbIX (OTUYKAAEMbIX) HOCUTENEN U YCTPOMCTB;

® OrpaHMYeHMe Ha 3anyck NPOrpamm m UCNoNHAEMbIX Gainos;

® OrpaHuMYeHMe Ha JOCTYN K AaHHbIM, PACMNO/IOKEHHBIM Ha CbEMHbIX (OTHYKAAEMbIX)
HocuTenax nHdopmaumm (ecnm paboTa ¢ JaHHbIM TUNMOM HOCUTENEN pPa3peLLeHa
NoINTUKOM 6e30NacHOCTH).

B cnyyae BO3HMKHOBEHUs OWKBKM Tuna «OwmbKa AOCTyna: HeAoCTaTOYHO Npas» caeayet
06paTUTbCA K aaMUHUCTPaTopy H6e3onacHoCcTU. Mpn BO3HMKHOBEHUKU coobueHna OC o HeobxoaMmocCTH
B3aMMOAENCTBUA C KpunTtorpadmyeckom noAcucTemMon, nosb30BaTe/ilo HeobXoaAMMO BbINMOIHUTD
Tpebyemble npoueaypsbi.

Ecnv nonutuka 6e3onacHOCTM paspellaeT B3aMMOZLENCTBME CO CbeMHbIMU (OTYYXKAAeMbiMM)
HocuTenam MHOOPMauuK, nepes HayYalOM MCMNONb30BAHMA HOCUTENA HeobxoauMmMo 06paTUTbCa K
aAMUHUCTpaTopy 6e30MacHOCTM UM MNPOM3BECTM PerncTpaumio  AaHHOro HOCUTeNsa, nocine Yero
03HAaKOMMTbCA C ONUCAHMEM MEXaHW3Ma PaboTbl NOUTUKM MAHLATHOTO WKPOBaHMA NpU AOCTyNe K
[@HHbIM, PACMONIOXKEHHbIM HA CbeMHbIX (OTYY)KAAEMbIX) HOCUTENAX WHPOPMaLMM C  YYETOM
WHOMBUAYANIbHOW  MONMTUKM  [0CTYyMa, OMpeaeneHHoMW aaMUHWUCTpaTopom 6GesonacHocTM  AnA
nonb3osaTens/rpynnbl 6e3onacHoctu (1).
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