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cneumManbHOro yBeAOM/IEHUA, UYTO He SABAAETCA HapyweHuem 06A3aTenbCTB MO OTHOWEHMIO K

No/s1b30BaTeNt0 CO CTOPOHbI KomnaHuu «KPUMTO-MPO».

000 «KPUNTO-MPO»
Appec 127018, r. Mocksa, yn. Cyuiesckuii Ban, aom 18
Tenedon +7 (495)995-4820
e-mail info@cryptopro.ru

Web www.cryptopro.ru
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1. HaszHayeHHe nporpaMmsl

CpeacTBo 3awwmTbl MHPpopmaumm «Secure Pack Rus» Bepcus 3.0 (coKpalLeHHble Ha3BaHUA U3aenuns
— Secure Pack Rus 3.0 uam SPR 3.0) npegHasHayeHo Ana obecnedyeHua 3awmTbl UHGOPMALMOHHBIX
pecypcoB AUC, cocToawmx ns APM n cepepoB, dyHKLMOHMPYOWMX Nog ynpasaeHnem OC KomnaHum
Microsoft (Tab. 1, Tab. 2, Ta6. 3 1 Tab. 4), U COBMECTHO C APYIMMU CPeACTBAaMM 3alUUTbl yCUANBAET
WTaTHble MmexaHn3mbl OC, obecneymBatowme MHPopmMmaLMoHHYO 6esonacHocTb AUC.

Tab. 1. OnepauunoHHble cuctemol, nogaep:xmsaembie SPR 3.0 (ucnonHenusa 1, 2)

OnepayMnoHHanA cuctema Maket o6HOBNEHUA Heobxogumbie
[ONOJIHUTENbHbIe
obHoBNEeHUA

Microsoft Windows XP Service Pack 3

Professional!

Microsoft Windows Server 2003 R2 Service Pack 2
Standard/Enterprise Edition?

Microsoft Windows Server 2003 R2 Service Pack 2
Standard/Enterprise x64 Edition?

Microsoft Windows 7 Service Pack 1

Professional/Enterprise/Ultimate?!

Microsoft Windows 7 Service Pack 1

Professional/Enterprise/Ultimate x64
Edition?

Microsoft Windows Server 2008 R2 Service Pack 1
Standard/Enterprise!

Mpumeuannsa: 1 Mopagok u cpoku akcnayaTaumum OC onpeaenaioTca npomssoautenem OC.

Tab6. 2. OnepaymoHHble cucTeMbl, noaaep:kusaemble SPR 3.0 (ucnonHeHus 3, 4)

OnepawuuoHHaA cucTema MakeTr o6HOBNEHUA Heob6xoaumbie
DONOJIHUTENbHbIE
obHoBNEHUA

Microsoft Windows 7 Service Pack 1

Professional/Enterprise/Ultimate?!

Microsoft Windows 7 Service Pack 1
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Professional/Enterprise/Ultimate x64

Edition?

Microsoft Windows Server 2008 R2

Standard/Enterprise!

Microsoft Windows 8

Pro/Enterprise!

Microsoft Windows 8
Pro/Enterprise x64 Edition?

Microsoft Windows Server 2012
Standard?

Microsoft Windows 8.1

Pro/Enterprise!

Microsoft Windows 8.1
Pro/Enterprise x64 Edition?

Microsoft Windows Server 2012 R2

Standard?

Service Pack 1

MpumeuaHuna: 1 Mopaaok u cpoku skcnayatauumn OC onpeaenatoTca npoussoautenem OC.

Tab6. 3. OnepaymoHHble cucTeMbl, noaaep>Kmsaemble SPR 3.0 (ucnonHeHua 5, 6)

Ol'lepalJ,MOHHaﬂ cuctema

Microsoft Windows 7
Pro/Ultimate!l
(Rus/Eng) Edition?

Microsoft Windows 7
Pro/Ultimatel
(Rus/Eng) x64 Edition?

Microsoft Windows 7 VL
Pro/Enterprise

(Rus/Eng) Edition?

Microsoft Windows 7 VL

Naket o6HoBNEHUA/

Bepcusa

Service Pack 1

Service Pack 1

Service Pack 1

Service Pack 1

Heobxoaumbie
AONONHUTENbHbIEe
obHoBNEeHUsA
KB4490628
KB3125574
KB4489878

KB4490628
KB3125574
KB4489878

KB4490628
KB3125574
KB4489878

KB4490628
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Pro/Enterprise
(Rus/Eng) x64 Edition*

Microsoft Windows 8.1
Pro

(Rus/Eng) Edition?

Microsoft Windows 8.1
Pro
(Rus/Eng) x64 Edition?

Microsoft Windows 8.1 VL
Pro/Enterprise

(Rus/Eng) Edition?

Microsoft Windows 8.1 VL
Pro/Enterprise
(Rus/Eng) x64 Edition?

Microsoft Windows Server 2012 R2
Standard/Datacenter
(Rus/Eng) x64 Edition?

Microsoft Windows Server 2012 R2 VL
Standard/Datacenter
(Rus/Eng) x64 Edition?

Microsoft Windows 10
Pro/Pro N
(Rus/Eng) Edition?

Microsoft Windows 10
Pro/Pro N
(Rus/Eng) x64 Edition?

Microsoft Windows 10 VL
Pro/Pro N/Enterprise/Enterprise N
(Rus/Eng) Edition?

Microsoft Windows 10 VL
Pro/Pro N/Enterprise/Enterprise N
(Rus/Eng) x64 Edition?

Update 3
(build 6.3.9600.17415)

Upadate 3
(build 6.3.9600.17415)

Update 3
(build 6.3.9600.17415)

Update 3
(build 6.3.9600.17415)

Update 3
(build 6.3.9600. 17415)

Update 3
(build 6.3.9600. 17415)

Version 1809
(build 10.0.17763.316)

Version 1809
(build 10.0.17763.316)

Version 1809
(build 10.0.17763.316)

Version 1809
(build 10.0.17763.316)

KB3125574
KB4489878

KB4487000

KB4487000

KB4487000

KB4487000

KB4487000

KB4487000
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Microsoft Windows 10 LTSC 2019
Enterprise/Enterprise N
(Rus/Eng) Edition?

Microsoft Windows 10 LTSC 2019

Enterprise/Enterprise N

(Rus/Eng) x64 Edition?

Microsoft Windows Server 2016
Standard/Enterprise
(Rus/Eng) x64 Edition?

Microsoft Windows Server 2016 VL
Standard/Enterprise
(Rus/Eng) x64 Edition?

Version 1809
(build 10.0.17763.107)

Version 1809
(build 10.0.17763.107)

(Build 10.0.14393.1794)

(Build 10.0.14393.1794)

KB4487044

KB4487044

KB4485447
KB4487026

KB4485447
KB4487026

MpumeuaHua: ' Mopagok n cpoku skcnayaTauumn OC onpegenaioTca npoussogutenem OC.

Tab6. 4. OnepaymoHHble cucTeMbl, noaaep>kmusaemble SPR 3.0 (ucnonHeHuna 7, 8)

OnepayMoHHaA cuctema

Microsoft Windows 7
Pro/Ultimate!?
(Rus/Eng) Edition?
Microsoft Windows 7

Pro/Ultimatel
(Rus/Eng) x64 Edition?

Microsoft Windows 7 VL
Enterprise

(Rus/Eng) Edition?
Microsoft Windows 7 VL

Enterprise

(Rus/Eng) x64 Edition?

Microsoft Windows 8.1
Pro

(Rus/Eng) Edition?

Naket o6HoBNEHUA/

Bepcusa

Service Pack 1

Service Pack 1

Service Pack 1

Service Pack 1

Update 3
(build 6.3.9600.17415)

Heob6xoaumble
DOMNONIHUTENbHbIE
obHoBNEeHUA

KB4490628
KB3125574
KB4489878

KB4490628
KB3125574
KB4489878

KB4490628
KB3125574
KB4489878

KB4490628
KB3125574
KB4489878

KB4487000
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Microsoft Windows 8.1 Upadate 3 KB4487000
Pro (build 6.3.9600.17415)

(Rus/Eng) x64 Edition?

Microsoft Windows 8.1 VL Update 3 KB4487000
Pro/Enterprise (build 6.3.9600.17415)

(Rus/Eng) Edition?

Microsoft Windows 8.1 VL Update 3 KB4487000
Pro/Enterprise (build 6.3.9600.17415)

(Rus/Eng) x64 Edition?

Microsoft Windows Server 2012 R2 Update 3 KB4487000
Standard/Datacenter (build 6.3.9600. 17415)

(Rus/Eng) x64 Edition?

Microsoft Windows Server 2012 R2 VL Update 3 KB4487000
Standard/Datacenter (build 6.3.9600. 17415)

(Rus/Eng) x64 Edition?

Microsoft Windows 10 Version 1809

Pro/Pro N (build 10.0.17763.316)

(Rus/Eng) Edition?

Microsoft Windows 10 Version 1809

Pro/Pro N (build 10.0.17763.316)

(Rus/Eng) x64 Edition?

Microsoft Windows 10 VL Version 1809

Pro/Pro N/Enterprise/Enterprise N (build 10.0.17763.316)

(Rus/Eng) Edition?

Microsoft Windows 10 VL Version 1809

Pro/Pro N/Enterprise/Enterprise N (build 10.0.17763.316)

(Rus/Eng) x64 Edition?

Microsoft Windows 10 LTSC 2019 Version 1809 KB4487044
Enterprise/Enterprise N (build 10.0.17763.107)

(Rus/Eng) Edition?

Microsoft Windows 10 LTSC 2019 Version 1809 KB4487044

Enterprise/Enterprise N

(build 10.0.17763.107)
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(Rus/Eng) x64 Edition?

Microsoft Windows Server 2016 (Build 10.0.14393.1794)
Standard/Enterprise
(Rus/Eng) x64 Edition?

Microsoft Windows Server 2016 VL (Build 10.0.14393.1794)
Standard/Enterprise
(Rus/Eng) x64 Edition?

KB4485447
KB4487026

KB4485447
KB4487026

MpumeuaHuna: ' Mopagok n cpoku skcnayatauumn OC onpegensaoTca npoussogutenem OC.
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2. OCHOBHbIE TeXHUYECKHe XdPaAKTEPpUCTUKHA

SPR 3.0 nocTtaBnAeTcA B BOCbMW UCMOJIHEHUSAX.

OC Microsoft Windows (Ta6. 1, Ta6. 2, Tab. 3 u Tab. 4) co BCTPOEHHbIMWU U AOMNOAHUTENbHbIMMU
WMHTErPUPOBAHHBIMM  MexaHu3mamu obecneyeHma 6esonacHocTy, peanusyembimn  SPR 3.0
(ncnonHenun 1, 3, 5 1 7), obecneunBaet ypoBeHb 3awmTbl AK3 1 peanusyert:

e BO3MOXHOCTb [OMEHHOM ayTeHTUPUKAuMM nNonb3oBaTeNeld Ha OCHOBE  MeToAa
ABYX$aKTOPHOM ayTEHTUPUKALLMM C UCNOSIb30BaHUEM cepTUdPUMKATOB cTaHaapTa X.509.

e BO3MOMHOCTb AMCKPELMOHHOIO pasrpaHMYeHns fOCTyNna UMeHOBaHHbIX CyObEeKTOB CUCTEMDI
(nonb3oBaTtenein) K UMeHoOBaHHbIM 06beKTaM cucTembl (daiinbl, npouecchbl U T.4.).

o BO3MOMHOCTb AMCKPELMOHHOrO pasrpaHMYeHMa AOCTYNa MMEHOBAHHbIX CYObeKTOB CUCTEMDI
(nonb3oBatenen) K ycTpohcTBaM (OTYy)KOaemble XpPaHUAWULLA OAHHbIX, MOOUAbHbIE
YCTPOICTBa, NPUHTEPbI, NOPTLI BBOAA/BbIBOAA U T.A4.).

e (O6HyneHne ocBobOXKAEHHOM ONepaTUBHOMN NaMATU CUCTEMDI.

e BO3MOXHOCTb ayauTa Bxoaa/Bbixoda CybbeKkToB AocTyna (nosb3oBaTenei) B cuctemy/ums
CUCTEMBI.

e Bo3MOXHOCTb ayauTa cobbiTnin nogcuctem 6esonacHoctn C3U SPR 3.0.

e BO3MOHOCTb NEPUOANYECKOr0 KOHTPOA LLENOCTHOCTU 06beKTOB HainNoBOMN CUCTEMDI.

e BO3MOMHOCTb 33afaHMA ALMMHUCTPATOPOM CMMCKA PaspeLleHHbIX Ha BbINOJAHEHUE
NPOrpamMmMmHbIX MOAYNEN.

o BO3MOHOCTb 334aHMA aSMUHUCTPATOPOM CMUCKA pPaspeLleHHbIX 1A YCTaHOBKU B CUCTEMY
WMHCTaNNALNOHHbIX MAaKeTOB.

e BO3MOHOCTb 33ZaHNA aAMNHUCTPATOPOM CMMCKA Pa3peLLEHHbIX HA BbIMOJIHEHUE CLLEHAPUEB.

e BO3MOXHOCTb KpunTorpadmuyeckor 3almTbl MHPOpPMaLMKM, NepesaBaemor No KaHaa CBA3MW,
NnocpeacTBOM CO34aHMA AYTEHTUYHOrO 3aWMWEHHOIO COEAMHEHMA C WMCNOAb30BaHUEM
npotokona KpuntoMpo TLS n/unmn nocpeacrtsom 3awuTbl IP-coegnHEHUIA C UCNONb30BaHUEM
npotokonos Kpuntollpo IKE, Kpuntolpo ESP, Kpuntolpo AH. Kpuntorpaduueckasa 3awmra
nHpopmaumm ocyuLecTeaseTca no Knaccy KC3.

e B03MOXKHOCTb KpunTorpaduyeckom 3awmtbl MHGOPMALUM, 3aNUCbIBAEMONA Ha CbeEMHble
XpPaHUAULWA J[AaHHbIX nocpeactsBom wWwudpyrowen ¢anmnoson cuctemol Kpuntollpo EFS.
Kpuntorpaduueckasa 3awmTta MHGOpMaL MM ocyecTBadeTca no Knaccy KC3.

e BO03MOHOCTb KpunTOrpadpmMyeckom 3awmnTbl MHGOPMALMHN, 3aNNUCbIBAEMOM HA XKECTKUX AMCKaX
APM u cepBepoB nocpeactsom wudpyowen dannoson cuctembl Kpuntollpo EFS.
Kpuntorpaduyeckan 3awmrta MHbopmaLmnm ocywectsasaetca no knaccy KC3.

o BO3MOMHOCTb UEHTPA/SIN30BAHHOIO YAAJIEHHOIO YNpaB/JeHUA 4Yepe3 MexaHM3M TpPynnoBbIX
nonntnk OC Microsoft Windows (Tab. 1, Ta6. 2, Tab. 3 1 Tab. 4).

OC Microsoft Windows (Ta6. 1, Ta6. 2, Ta6. 3 u Tab. 4) co BCTPOEHHbIMWU U AOMNONAHUTENbHbIMMU
WHTETPUPOBAHHbIMU  MeXaHM3mamMu obecnevyeHusa 6HesonacHocTM, peanmsyembimm SPR 3.0
(ucnonHeHun 2, 4, 6 1 8) obecneunBaeT ypoBeHb 3awWwmnTbl AK2 1 peanusyer:
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e BO3MOXHOCTb OOMEHHOM ayTeHTUdPUKAuMM nonb3oBaTesNeld Ha OCHOBE  MeToaa
ABYXPaKTOpHOM ayTeHTMOMKALUM C UCNOIb30BaHMEM cepTUdMKaToB cTaHaapTa X.509.

e BO3MOMHOCTb AMCKPELMOHHOIO pasrpaHMYeHMA AOCTYNA MMEHOBAHHbIX CyObEKTOB CUCTEMDI
(nonb3oBaTtenein) K UMeHOBaHHbIM 06beKTaM cucTembl (daknbl, Npouecchbl U T.4.).

e BO3MOMHOCTb AMCKPELMOHHOIO pasrpaHMYeHMA AOCTYNA UMEHOBAHHbIX CyObeKTOB CUCTEMDI
(nonb3oBaTeneit) K yCTpPOMCTBAaM (OTYYKOAeMble XPaHWUAMLLA [AaHHbIX, MOOW/bHbIE
YCTPOICTBa, NPUHTEPbI, NOPTLI BBOAA/BbIBOAA U T.4,.).

e O6HyneHne ocBobOXKAEHHOM ONEPATUBHON NAMATU CUCTEMBI.

e Bo3moXKHOCTb ayauTa BXxoga/Bbixofa CybbeKToB pocTyna (nosnb3oBaTteneit) B cuctemy/us
CUCTEMBI.

e B03MOXKHOCTb ayguTa cobbITnit noacuctem 6esonacHoctn C3U SPR 3.0.

e BO3MOMHOCTb MEPUOAMYECKOTrO KOHTPOA LLeSIOCTHOCTU 06bEKTOB HanIOBOMN CUCTEMBI.

e BO3MOXHOCTb 33afaHMA agMMHUCTPATOPOM CMUCKA paspelleHHbIX Ha  BbIMOJHEHWe
NPOrpammHbIX MOAYNEN.

e BO3MOKHOCTb 334aHMA agMUHUCTPATOPOM CMMUCKA Pa3peLLeHHbIX AA YCTAHOBKU B CUCTEMY
WHCTaNNALNOHHBIX NAaKETOB.

e BO3MOHOCTb 33Z4aHMNA AAMNHUCTPATOPOM CMMCKA Pa3peLLEHHbIX HA BbIMOJHEHME CLLEHAPUEB.

e BO3MOXHOCTb KpunTorpadmuyeckor 3awwmTbl MHPopMaLMKM, NepesaBaemor No KaHana CBA3M,
nocpeacTBOM CO34aHMA AYTEHTUYHOro 3alMWEHHOro CoeAuMHEHUA C WMCNOAb30BaHUEM
npotokona KpuntolMpo TLS n/unmn nocpeacrtsom 3awuTbl IP-coegnHEHMIA C UCNONb30BaAHUEM
npotokonos Kpuntollpo IKE, Kpuntolpo ESP, Kpuntolpo AH. Kpuntorpaduueckasa 3awmra
MHPOPMaLMK ocyLLLecTBAAETCA No Knaccy KC2.

e BoO3MOXHOCTb KpunTorpadpuyeckor 3awmuTbl MHGOPMALMMK, 3aNUCbIBAEMOW HA CbEeMHble
XPaHUAMLWA AaHHbIX MNocpeacTBoM Wwndpytowen dannoson cuctembl Kpuntollpo EFS.
Kpuntorpaduyeckan 3awmrta MHGoOpMaLMmM ocywecTsnaeTca no knaccy KC2.

e BO3MOXHOCTb KpunTOrpadmnyeckor 3aLwmTbl MHPOPMaLLMK, 3aMUCbIBAaEMOM Ha KECTKUX AMUCKaX
APM wu cepBepoB nocpeactsom wudpyowen dannoson cuctembl Kpuntollpo EFS.
Kpuntorpaduyeckan 3awmrta MHGopmaLmnm ocywectsnaetca no knaccy KC2.

o BO3MOHOCTb UEHTPA/SIN30BAHHOIO YAAJIEHHOTO YMpaB/JeHUA Yepe3 MEXaHM3M rpynnoBbIxX
nonntnk OC Microsoft Windows (Tab. 1, Tab6. 2, Tab. 3 1 Tab. 4).
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3. Yci1oBUA npyuMeHeHus

SPR 3.0 akcnnyaTtupyetca B coctaBe AUC, cocToAawmx ns APM n cepsepoB, PyHKUMOHUPYIOLWMX NOL
ynpasneHnem OC KomnaHum Microsoft (Tab. 1, Tab. 2, Tab6. 3 u Tab. 4). Ha Bcex APM B coctaBe AUC
OONKEH ObITb YCTaHOB/IEH M HacTpoeH ak3emnaap C3M SPR 3.0.

3.1. TpeGoBaHMA K allIapaTHBIM CPEeACTBaAM
TpeboBaHuWs K annapaTHbIM cpeacTBam nNpueeaeHbl B Tabanuax Tab. 5-Tab. 10.
Tab. 5. CuctemHubie TpebosaHua gna OC Microsoft Windows XP Professional

KomnoHeHT TpeboBaHue

KomnbloTep 1 npoueccop [lpoueccop c YactoToh He meHee 233 Ml nnm 6onee GbiCTpbIl
(pekomeHayeTcs He meHee 300 MTw)

MNamaTb He meHee 64 MB onepaTUBHON NaMATU (peKomeHayeTcs He meHee 128
MB)
ecTkuin guck He meHee 1,5 b cBO60OAHOro MecTa Ha }KeCTKOM AucKe

Tab. 6. CucremHbie TpebosaHua gna OC Microsoft Windows Server 2003 R2

KomnoHeHT TpeboBaHue

KomnbtoTep n npoueccop Standard Edition

KomnbloTep ¢ Npoueccopom ¢ 4actoTon He meHee 133 MIy;
pekomeHayetcsa 550 MI'y, unum 6onblie; nogaepKKa 40 YeTbipex
npoLeccopoB Ha OAHOM cepBepe

Enterprise Edition
Mpoueccop c yactoTol He meHee 133 MTu; pekomeHayeTtca 550 MTu; Ha
OAHOM cepBepe NoAAEePKMBAKOTCA A0 BOCbMM NPOLLECCOPOB

Mamatb Standard Edition
He meHee 128 MB; pekomeHayeTcs 256 MbB n 6onee; makcumanbHo 4 b
Enterprise Edition

He meHee 128 Mb; pekomeHayeTcs 256 Mb 1 6onee; makcumanbHo 64 I'b
ONA KOMNbOTEPOB Ha 6a3e x86; MakcumanbHO 2 Th 4N KOMNbIOTEPOB Ha
6a3e x64

HecTkun guck Standard Edition
1,2 b gns ceTeBOM ycTaHOBKM; 2,9 I'b Ana yCTaHOBKKM C KOMNAKT-AMCKA
Enterprise Edition

1,2 Tb gns ceTeBOM ycTaHOBKM; 2,9 I'b Ana yCTaHOBKM C KOMNAKT-AMCKA
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Tab. 7. CuctemHbie TpebosaHua gna OC Microsoft Windows 7

KomnoHeHT

KomnbtoTep 1 npoueccop

MamaTtb

HecTknit gnuck

TpeboBaHue

32-pa3psaaHbln (x86) nnun 64-paspaaHbiii (x64) NnpoLeccop ¢ TaKTOBOM
yactoTtoi 1 rurarepy, (MTw) nam Boiwe

1 rurabanr (I'B) (ana 32-paspagHoi cuctemsl) unm 2 I (gna 64-
pa3pAaHON CUCTEMDI)

16 rurabaut (I'b) (ana 32-paspsagHoit cuctemol) unm 20 I'b (ana 64-
pa3psaaHON CUCTEMbI) MPOCTPAHCTBA HA }KECTKOM ANCKE

Tab. 8. CucremHbie TpebosaHua gna OC Microsoft Windows Server 2008 R2

KomnoHeHT
KomnbloTep 1 npoueccop

Mamatb

ecTkuin gucK

Tpe6oBaHue
1,4 Ty, (npoueccop c apxuTeKTypon x64).

MuHUManbHbIN 06bem: 512 MB.
MakcumanbHbii o6bem: Standard Edition — 32 I'b, Enterprise Edition —
2 TB.

MuHUManbHbIN 06bem: 32 Ib.

MpumeyaHue. Ha KomnbloTepax, OCHalleHHbIX 6onee yem 16 6 O3Y, noTpebyetca 6onblue
MecTa Ha gucke ana Gainnos NOAKAYKM, CNALLErO PeXMMa U famna NamaTu.

Tab. 9. CucremHuble TpebosaHua gna OC Microsoft Windows 8/8.1/10

KomnoHeHT

KomnbloTep 1 npoueccop

MamaTtb

ecTkuin guck

lpadunyeckan KapTa

Tpe6oBaHue

32-pa3pagHbiii (x86) nnu 64-paspasHbii (x64) npoLeccop ¢ TaKTOBOM
yactoTtol 1 rurarepuy, (Iu) nam Bbiwe ¢ noaaep»kkoi PAE, NX n SSE2

1 rurabant (I'B) (ana 32-paspagHon cucremol) nnm 2 e (ans 64-
pa3pAaHON CUCTEMDI)

16 rurabaut (I'b) (ana 32-paspsagHoit cuctemol) unm 20 I'b (ana 64-
pa3psaAHON CUCTEMbI) MPOCTPAHCTBA HA XECTKOM ANCKe

Microsoft DirectX 9 ¢ gpaiisepom WDDM

Tab. 10. CuctemHble Tpe6osaHua ana OC Microsoft Windows Server 2012/2012 R2/2016
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KomnoHeHT TpeboBaHue
KomnbloTep 1 npoueccop 1,4 [T (Nnpoueccop ¢ apxMTeKkTypoit x64).
MamaTtb MuHMMaNbHbLIN 06bem: 512 MB.

ecTkum gnck MwuHMManbHbIN 06bem: 32 IB.

3.2. TpeO6GoBaHMA K YCTAHOBKE U 3KCIUIyaTalMM1

[na obecneyeHma 3awmTbl MHPOopMaumMm nNpu akcnayataumm SPR 3.0 Heobxoanumo cobnogeHne
cneayowmx obLWmX YyCAoBMIA NPUMEHEHUSA:

e YcTaHOBKa M HacTpoiKa SPR 3.0 ponxkHa npousBoanTbea B cootsetcteum ¢ (1), (2), (3), (4) n
(5).

e [lo/sKHa ObITb obecneyeHa (OpPraHU3aUUOHHO-TEXHUYECKMMM Mepamn) HEBO3MOXKHOCTb
6ECKOHTPONILHOrO AO0CTYyNa K OTYYXXAAaeMbIM HOCUTENAM U KabenbHOW cucteme CO CTOPOHDI
He3aperncTpupoBaHHbIX Nonb3osaTtenen AUC.

e BbicTaBnaemble NPU UHCTANNALUM HACTPOMKU CUCTEMHBIX NPUBUAETUA U AUCKPELMNOHHbIX
npas A0CTyna K 06bekTaM $ainaoBOM CUCTEMBI U KOYAM PeecTpa He A0IKHbI PAacUMPATLCA B
xoae akcnayataumm AUC.

e B xoge akcnayatauum AUC He [OMKHbI noaBepraTbCA MOAUOUKALUMKM KAOYM peecTpa,
ncnonbsyemble SPR 3.0 ana ynpasneHuma.

e YyeTHas 3anucb «[OCTb» AOMKHA BbITb OTKAOYEHa.

o [1na obHyneHns danna noaKavyku cTpaHuL, A0NXKHA ObiTb aKTUBMPOBAHA NOANTUKA «OYUCTKA
danna noAKayKM CTPaHUL, NAMATUY.

e B cnyyae aBapuMHOro 3aBeplleHua paboTbl (Hanpumep, BbIKAKOYEHUSA 31EKTPOMNUTAHUA)
HeobXxo4MMO NpPOM3BECTM 3aMyCK CUCTEMbI C MOCAeAyloWMM 3aBeplueHnem paboTbl
CTaHAAPTHbIMMK CPeaCTBAMM.

e Pasmep CMCTEMHDbIX }KYpPHaANOB NPOTOKO/IMPOBAHUA HEe A0KEH ObiTb MeHee 512 Knnobanr.

o Ha Bcex gnuckax APM pgonkHa bbiTb ycTaHOBAeHa daiinoBan cmctema NTFS.

e Bce ucnonb3dyemble AUCKM CbEMHbIX YCTPOMUCTB XPaHEHMUA O0MKHbI ObiTb NpeaBapuUTeNnbHO
oTdopmaTUpOBaHbl C UCNO/Ib30BaHNEM ¢ainoBoi cuctembl NTFS.

e O6wwnin goctyn K obbekTam ¢annoBOA CUCTEMbI, PACMOJIOKEHHBIM Ha AUCKAX CbEMHbIX
YCTPOWCTB XpaHEHUsA, JOMKEH ObiTb 3anpeLLeH.

e Ha Bcex APM gonHbl 6biTb 3a610KMpoBaHbl nopTbl IEEE 1394 (Firewire).

e CK3W, Bxopawee B coctaB SPR 3.0, moxeT wucnonbsosatbca [MO pgna peanusaunm
Kpuntorpadpumyeckon 3awmTbl obpabaTbiBaemMbiXx M NepegaBaembiX AaHHbIX MPU YCA0BUM
obecneyeHna KoppeKTHocTn B3ammogenctena ¢ CK3U n peannsaumm mep no obecneyeHmto
6€e30MacHOCTU KOYEBOM CUCTEMDI.

e Pa3pabotka M wucnonb3osaHue (MO [oOMKHA NPOM3BOAUTBCA B COOTBETCTBUM  C
pekomeHaauuamm  paspabotunmka CK3W. B cnaydyae wumcnonb3osanua [MMNO  anA
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Kpuntorpadpuyeckon 3awmTbl obpabaTbiBaeMbix AaHHbIX B  AUC  rocyaapCTBEHHbIX
MHOOPMALMOHHBIX pPecypcoB Heobxoaumo nposeaeHue cepTUPUKALMOHHBIX MCMbITaHUM
yKasaHHoro MO ycTaHOB/IEHHbIM NOPAAKOM.

e [Iporpammel, 06pasytolime OBEPEHHYIO MPOrPaMMHYHO Cpeay, He A0/IKHbI coaepKaTb B cebe
CpeAcTB pa3paboTKM MAN MHTEPNPETATOPOB, @ TAKMKe CKPbITbIX U/UAN ABHBIX BO3SMOMXKHOCTEN,
NO3BONAIOWMX HAPYyWWUTb WTAaTHOE (YHKUMOHMPOBAHME MEXaHM3MOB NporpammHbix C3U
n/vnu co3aaBaTb KaHa/bl YTEYKM MHPOPMALMM, B YaCTHOCTH:

" moguduumpoBaTb COBCTBEHHbIA KOA WM KOA OOWMX MoAynen, CNpoeumpoBaHHbIX B
onepaTMBHYHO NaMATb NpoLecca;

"  [pocmaTpmBaTb U MOAMOUUMPOBATL NAMATb, BblAENEHHYIO AN APYrUX MPOLLECCOB; ANA
ApanBepoB, KpOMe TOro, NPOCMaTPMBaTb U MOANPULMPOBATL NAaMATb, BblAENEHHYO ANA
APYrvxX ApaiiBepos;

" nepeaaBaTb ynpas/ieHMe B 061aCTb COOCTBEHHbIX AaHHbIX U AaHHbIX APYrMX NPOLECCOoB;

" BbINOJHATb NPOCMOTP U pedaKkTMpoBaHue $ainioB B 06xoa cTaHaapTHbIX GyHKUMn OC ans
paboTbl ¢ panamm, a TakKe KEeCTKMX ANCKOB Ha YPOBHE CEKTOPOB;

" OTKpbIBaTb HEMNOCPEeACTBEHHbIA AO0CTYyn K MopTam BBOAa/BbiBOAA ANA NPOrpamm
NPWUKNAAHOro YPOBHA.

[lonxHa 6biTb obecneyeHa ¢usMyeckana oxpaHa WMHPOPMALMOHHOW CUCTEMBI (YCTPOWMCTB M
HocuTenen MHbopmaunm), NpesycMaTpuBaoWwas KOHTPOAb AOCTyNa B NomeleHns MHPOPMALMOHHOM
CUCTEMBI  MOCTOPOHHUX NNL, HA/AMYMe HALEKHbIX NPEensaTcTBMM  ANA  HECAaHKUMOHWMPOBAHHOIO
MPOHUKHOBEHMA B NOMeLLEeHNA MHOOPMALMOHHOWM CUCTEMbI U XPaHUAULLE HOCUTENEN MHDOPMALUN.

LLtaTHaa paboTta C3U SPR 3.0 moeT 6bITb HapyLleHa BCAeACTBME HENPABUAbHON MHULKAAN3ALMA
C3W npw cTapTe cucTembl, HECaHKLMOHUPOBAHHOIO M3MEHEHMA HAaCTPOEK U KOZa UCNOHAEMbIX MOAY el
C3W, a TakkKe HaMpaBNEHHOrO BO3A4ENCTBUMA CO CTOPOHblI MPUBWUIETMPOBAHHbLIX MNPOLECCOB U
HEeNpPUBMAErMPOBAHHbLIX MPOLLECCOB, OCYLWECTBUBLIMX 3CKaNauUo MNpPUBUAETUA C WUCNONb30BaHWEM
YA3BMMOCTEW B ONEPALMOHHON CUCTEME M NPOLECCAX, BbINONHAIOLLNXCA OT NPUBUNETMPOBAHHbIX YYETHbIX
3anucen.

YKasaHHble yrpo3bl MOryT ObITb peasin3oBaHbl NOCPEACTBOM 3arpy3KM CTOPOHHEN ONepauoOHHOM
cuctemMbl. [Ans obecneyeHMs HEBO3MOMHOCTM 3arpy3KU CTOPOHHEN OnepauMoOHHOM CUCTEMbI, a TaKKe
KOPPEKTHOCTM 3arpy3Ku LWTAaTHOM onepaLmoHHOM cuctembl xpaHuaumwe BCD OC Windows npu yctaHOBKe
SPR 3.0 f0M1KHO 6bITb HACTPOEHO TaKMM 06pa3om, YTo6bl CKNOUYNTL 3anyck Windows B MHOM pexume,
KpOMe perknuma no ymosdaHuto. na atoro B xpaHuauuie BCD gonrkHa 6bITb 3a4aHa e 4MHCTBEHHAsA 3aNnCb
ONA 3arpy3ynKa onepaumoHHOM CUCTEMbI, B 3aN1CK NapamMeTp «recoveryenabled» gonrkeH bbiTb yaaneH.
3anucu ana NPUIOKEHNI A0MKHbI OTCYTCTBOBATb.

K HeKoppeKTHoM 3arpy3ke SPR 3.0 TaKKe MOXeT NPUBECTU U3MeHeHMe BUHapHbIX Mmoaynen,
dopmMupyOLMX CTapTOBbIN 06pa3 onepaunoHHOM cucTeMbl ans 3anycka «Ntoskrnl», a Takke HacTpoek
3TMXx mopynei. C y4eToM OTCYTCTBMA BO3MOMKHOCTM CTapTOBOrO KOHTPO/A LENOCTHOCTU YKa3aHHbIX
Moaynem n ux Hactpoek cpeactBamm C3U, pgaHHaA yrpo3a [o/KHa 6biTb 6/10KMpPOBAHA WHbIMM
cpencTBamm.
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4. OnucaHue 3a4a4u

NHTerpayma mexaHmamoB obecneyeHunsa 6esonacHoctn SPR 3.0 B OC Microsoft Windows (Tab6. 1,
Tab. 2, Tab6. 3 u Tab. 4) U nUx UCNONb30BaHWE COBMECTHO C 6a30BbIMM MEXaHWM3MaMKu MNO3BOJAET
obecneunTb 06WMI ypoBeHb 3awwmnTbl OC go AK3.

SPR 3.0 uHTerpupyetca B8 OC Microsoft Windows (Ta6. 1, Tab. 2, Tab. 3 u Tab. 4) Kak ee 4acTb U
6asunpyeTca Ha 4OKYMEHTUPOBAHHbIX MexaHM3mMax 3almnTbl tHPopmaumm OC, yTo obecneymnBaeT BbICOKYHO
YCTOMYMBOCTb PabOTbl M COBMECTUMOCTb C APYIMMM NPOrPaMMHbIMU NPOAYKTaMMU.

4.1. Toacucrembl SPR 3.0

dyHKymoHmnposaHme SPR 3.0 onnpaeTtca Ha cheaytouimne noacUCTEMBI:

e [loacucTema ynpaBieHUs NOANTUKAMMU;

e [loacucTema LOBEPEHHOM ayTeHTUOUKALUY;

e [loacMcTeMa AUCKPEUMOHHOIO pasrpaHMyeHuns gocTyna;
e [loacMcTema 3alUTbl KPUTUYECKUX PECYPCOB;

e [loacMcTemMa KOHTPOAA AO0CTYNa K YyCTPOWCTBaM;

e [loacMcTeMa MaHAATHOTO WNGPOBAHMS;

e [loacMcTema 3aMKHYTOM NPOrpaMmHON cpeapl;

e [loacMcTemMa KOHTPOASA 3aMyCcKa CLLeHapumes;

e [logcuctema ayauta 6e3onacHocTu.

4.1.1.CxeMa ynpaBJieHUA IOACHCTEMAaMH

Ob6uwan cxema ynpasneHua nogcucremamm SPR 3.0 npuseaeHa Ha Puc. 1.

YnpasneHna nonmtnkamm SPR 3.0 ocywecTtsnAetrca nocpeactsom MMC  OCHAcCTOK,
MHTETPUPOBAHHbIX B  CUCTEMHYKD OCHacTKy «[llapameTpbl 6e3onacHocTM». ITO  NO3BOJAET
agMUHUCTpaTopy 6e3onacHOCTM ynpaBaATb BCEMM MNOAUTMKAMWM 6e30MacHOCTM, BKAOYAs MNOJIUTUKM
SPR 3.0, 3 oaHOM KOHCONMN.

MapameTpbl, YyCTaHOB/EHHble agMUHUCTPaTOpom bGesonacHocTM B ocHacTkax SPR 3.0,
COXPAHAOTCA B OOBEKTAX rpynnoBOM MOAUTUKM, OTKYAA MOCPEACTBOM MEXaHM3Ma PacnpoCTpaHEeHUs
rpynnosbix noantuk Windows oHu nonaaatoT B peecTp.

KoMnoHeHT noacuctemsbl yrnpasaeHUA NOAUTUKAMKM CYNTbIBAET 3aNnCaHHble B peecTtp HaCTpOl‘;lKVI,
d)opmaTMpyeT nx unnepegaet A4pPOBbIM KOMMNOHEHTAM COOTBETCTBYHOWUNX NOACUCTEM.

[aHHaA cxema ynpasaeHmA no3sondeT He neperpyxatb OC npu nameHeHnm noamtmk SPR 3.0.
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ObbekT
rpynnoBou Peectp
NMOJITUKM

Mopaynn noacucremsl
KOHTPOJ1A BbIMNOJIHEHUA
CLueHapues

KOMMOHEHT NOACUCTEMBI

MMC ocHacTku yrnpaBneHus yMPaBReHIs MONUTUKaMM

NMOIMTUKOMN MOACUCTEM

MpvKnagHoOM ypoBeHb

SlnpoBolt ypoBeHb

SlapoBasi KOMMOHEHTa SlapoBasi KOMMOHEHTa SlapoBasi KOMMOHEHTa
NMOACUCTEMBI 3aLLUUTDI NOACUCTEMbI MaHAATHOro NMOACUCTEMBI KOHTPOSIA
KpUTMUecKux (aiinos wndpoBaHus [0CTyna K YCTpoiicTBaMm

Puc. 1 O6wan cxema ynpaBneHua nogcuctemamm SPR 3.0

4.1.2.MMoacucreMa AOBEPEHHOM ayTeHTUPUKALUU

Moacucrema aosepeHHoM ayTeHTUOUKaumMm SPR 3.0 peannsyeT BO3MOXKHOCTb ayTeHTUUKaLMK
nonb3oBaTesiel B JOMEHE Ha OCHOBE POCCUIMCKUX KpUNTorpadryeckmx CTaHgapToB.

Moacucrema gosepeHHon ayTeHTUdMKaummn SPR 3.0 6asupyeTca Ha noacucTteme naeHTUUKaLmMm
n ayteHTudmKaummn OC Microsoft Windows 1 gononHsaetca npogyktom komnaHmm Kpuntolpo Winlogon.
Winlogon nABnAetca A0BepeHHbIM NPOLECCOM, OTBEYAOLWMM 3a YMpasB/ieHUe B3aMMOAEWUCTBUN C
nosb3oBaTenem, CBA3aHHbIX ¢ 6e30nacHOCTb0. M KOOpAUHMPYIOTCA BXOA B CUCTEMY, 3aMyCK NepBoro
npouecca Nonb30BaTeNA Npu Bxoge B cucTemy, 06paboTKa BbIXOoga U3 CUCTEMBI U yNpaBieHWe pALOM
APYrvMx onepaumin, oTHocAWwMXcA K 6esonacHoOCTK, BKAtoYaA 3anyck LogonUl gna BeBoaa naponei npwm
BXO4E B CUCTEMY, U3MEHEeHUU naposei, 61oKnpoBKe U pa3baokMpoBKe pabouyeit ctaHuuu. lMpouecc
Winlogon rapaHTMpyeT, 4yTO onepauuun, cBA3aHHble ¢ 6&30MacHOCTb, HEBUMAMMbBI AHOOLIM ApYyryum
aKTMBHbIM npoueccam. Hanpumep, Winlogon rapaHTupyeT, 4TO He NO/Ib3YHOLWUIACA 0BEPUEM NPOLECC He
MOET NONYYUTb ynpaBieHne pabouymm CTONOM B XOZE OAHOM M3 TAaKUX ONepaLvin, MONy4YnB TEM CaMblM
AocTtyn K naponto. Winlogon npv nony4yeHnn MMeHU 1 Napons y4eTHOM 3anMcu Noib30BaTeNs 3aBUCUT OT
YCTaHOBNEHHbIX B CUCTEME NOCTABLLMKOB YYETHbIX 3aMUCEN.

AYTeHTVI(I)VIKaLI,VIﬂ NOCTPOEHA HAa Cneayrwnx KAK4YeBbIX MOHATUAX!

o UNHOpPACTPYKTYpa ayTeEHTUDMKALNK;
Habop cepBepoB ayTeHTUMKALMM WU  [OBEPEHHbLIX LEHTPOB ayTeHTUdMKaumm,
peannsyLmx CEpBUCHI yNPaBAeHUA ayTEHTUDMKaLMeEN.
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e cepBepa ayTeHTUdUKauuu;
du3nyeckme malmHbl, obecneymatoLLmMe NcnoNHeHNe GyHKUMIM ayTeHTUPUKALMM.

® [10BEPEeHHbI opraH ayTeHTUbMKaLumm;
JIOrMYeckoe MNOHATUE oOpraHa, ABAAKOWEroca AOBEPEHHbIMW C TOYKU  3pPEHUsA
nonb3osBaTenen ana peanvsaumm OyHKUMIA ayTeHTUDMKAuMU. PU3MYECKM, OO0BEPEHHbIE
opraH ayTeHTUGUKauMM npeacTaBasetr cobo oOAMH WMAM  HECKONIbKO CepBepoB
ayTeHTUdUKaummn. B TepmuHax Windows, nomeH ABNAETCA [O0OBEPEHHbIM OPraHoOM
ayTeHTUdUKaumMn, a KoHTponnep pomeHa (domain controller - DC) — ¢u3mnyeckum
cepBepom ayTeHTUdUKaumu.

® ayTeHTUOMKAUMOHHbIE AaHHbIE.
naentndukatop (ID) u naposnb, NpeagocTaBiaeMble NOAb30BATE/IEM AOBEPEHHOMY OpraHy
ayTeHTUPUKaALUUK. B 3aBMCMMOCTM OT TMNA ayTEHTUDUKALMOHHbBIX AaHHbIX, NOJib30BaTe b
MOXET MPOCTO 3aNoMHUTb MX (Hanpumep, ID nonb3oBaTens M Naposib) AU COXPAHUTb
ayTeHTUPUKALMOHHbIE AaHHbIE HA KaKMX-NTMBO0 HoCcUTenax (Hanpumep, MHTeNNEKTYaNbHON
KapTe). BuomeTpuyeckme ayTeHTUDUKALMOHHbIE AaHHbIE OCHOBbLIBAOTCA Ha PUINYECKUX
WKW NOBeAEHYECKMX XapaKTEePUCTMKaxX NOb30BaTeNA.

Basa ayTeHTUPMKAUMOHHbLIX  AaHHbIX  ABASETCS  XPaHWIULWEM  [OOBEPEeHHOro opraHa
ayTeHTUdMKauum, rae B 6GesonacHom dopmaTe XpaHATCA KOMUU ayTEHTUDMUKALMOHHbIE AaHHbIX
nonb3oBaTesnem U  KOMNbOTEPOB. AyTEHTUOUKAUMOHHBLIA TOKEH ABAAETCA  [A0Ka3aTe/bCTBOM
NOANMHHOCTU ayTEHTUOMKALMKN M UCMONb3YEeTCA ANs AO0CTyNa K pecypcam B 061acT OTBETCTBEHHOCTH
AOBEPEHHOro opraHa ayTeHTMdUKaUnK. TOKEH BblAaeTCA N0J/Ib30BATEN0 UM KOMMbIOTEPY A0BEPEHHbIM
OpraHoOM ayTeHTUPMKauMM nocne ycnewHor ayTeHTMdMKaumu. B  cTaHgapTHOM  npouecce
ayTeHTUOMKauMM Nonb3oBaTeNb OTNPABASAET pe3ynbTaT Kpuntorpaduyeckolr onepauuu Hag CBOMMU
AYTEHTUPMKALUMOHHBIMM  JaHHbIMW B JIOBEPEHHbIN OpraH ayteHTMPuKaumu. [loBEpPEHHbIN oOpraH
ayTeHTUbMKaumMmn nposepaeT ayTeHTUOUKALMOHHbIE AaHHble, UCNOb3yA AaHHble, XpaHAWMECs B ero
6ase. Ecin ayTeHTUPUKALMOHHBbIE AaHHble, NPeaoCTaB/eHHble No/b30BaTeNeM, U AaHHble, XpaHAWwMecs
B 6a3e, COOTBETCTBYIOT, UM €CNKN Pe3ynbTaT Kpuntorpadmyeckon onepaunmn Hag ayTeHTUPUKALMOHHbIE
AaHHbIMM, XpaHAWwMMKUCcA B 6a3e 3KBMBANEHTEH pe3ynbTaTy, NPenoCTaB/eHHOMY MO/b30BaTENEM,
JIMYHOCTb NO/Ib30BaTeNA, CYMTAETCSA NOATBEPKAEHHOWN. B pe3ynbTaTe, Nnosb3oBaTeNto NpenocTaBaseTca
WA 3anpelaeTcs AoCTyn K 061acT OTBETCTBEHHOCTU AOBEPEHHOro opraHa ayTeHTuduKaummn. Ytobbl
[0Ka3aTb, YTO NONb30BaTE b YCNELWHO NpoLwen ayTeHTUOUKALUUNIO, AOBEPEHHbIM OpraH ayTeHTUdMKaumnm
BblAAET N0/1b30BaTENO0 KPUNTOrPpadMUYECKNIA TOKEH. ITOT TOKEH UCMO/Ib3YETCA B KAYECTBE A0Ka3aTe/IbCTBa
ycnewHon ayTeHTUGMKaLL MM Npuy NocieAyoLem A0CTyne K ApyrMm pecypcam B 061acTi OTBETCTBEHHOCTH
[ OBEPEHHOro opraHa ayTeHTUGUKaLmm, Hanpumep, Npu 4ocTyne K dann-cepsepy.

MporpammHbin npoaykt KpuntoMpo Winlogon obecneunBaeT B3auMMHYH ayTeHTUPUKALUIO
nosnb3oBaTens B AoMeHe. B KauecTBe mexaHM3Ma ayTeHTUOMKALMM MCNONb3yeTca NnpeabsB/eHue
Nno/ib30BaTeIeM KAHYEeBOro HOCUTENA Ha OCHOBaHUM cepTUPUKATA ero OTKPLITOro Katoua.
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ApXxuTeKTypa  MNoACUCTEMblI  WHTEPAKTUBHOM  ayTeHTUOMKaumnm  peanusyeTr  Haubonee
pPacnpoCTpaHeHHbI U Hanbosee 6e3onacHbIM cNocob WHTEPAKTUBHOINO BXOAA C WCMNOJIb30OBaHWEM
"6e3onacHoro Bxoda" mnu "Knaccmueckoro Bxoga" (Secure Attention Sequence - SAS). B atom cnyyae,
npouecc ayTeHTMGUKaUMM HauyMHaeTcAa BCAKUIA pas, Koraa nonb3osaTtesb MHMUMMpyeT SAS ana Bxoaa Ha
NIOKanbHbIA KomnbioTep uam B gomeH. Winlogon asnaetca KomnoHeHTom OC, KOTOpbIM ynpasnset
B3aMMOAENCTBMEM C NOb30BaTeNEM, B YACTM Kacatolenca 6€30nacHOCTH, B TOM YMUC/Ie MHTEPAKTUBHOM
ayTeHTUdMKaumeir. Credential Providers — Habop KOMMNOHEHTOB, OTBEYalOWMX 33 MHTEPAKTUBHOE
B3aMMOLENCTBME C NONb30BaTeNEM Yepe3 UHTepPEeNC BXOAa B CUCTEMY, U3BNEYEHUA YYETHbIX AAHHbIX
nonb3osaTens, u nepegayun ux Local Security Authority (LSA).

LSA sBnsetca KomnoHeHTom OC, KOTOpbIM AENCTBYET KaK JIOKajibHblA [A0BEPEeHHbI opraH
ayTeHTMOMKaumMK. s NpoBEPKM ayTEHTUPMKALMOHHbBIX AaHHbIX NOAb30BaTens, LSA B3anmoaeincrTeyeTt ¢
6ubnmotekamm Authentication Packages (AP) u Security Support Providers (SSP). Bubanotekun AP n SSP, B
cBOKO ouepeab, obpawatroTcA K 6ase ayTeHTUOUKALMOHHbLIX [aHHbIX ANA NPOBEPKM  AAHHbIX
nonb3osaTtens. bubanorekn kerberos.dll u msvl_0.dll asnawoTca peanunsaumamu 6ubnmortek SSP/AP:
6ubnmnoteka MSV1_0 peanusyet npotokon NTLM Bepcun 1 n 2, 6ubanoreka MSV1_0 Bkato4vaeT B cebs
NOTUKY CKBO3HOW ayTeHTUdUKauum NTLM (ckBo3Hasa ayteHTUdMKaumm NTLM peanusyetcs, ecnm He
AOCTYNHa fOMeHHas 6a3bl AaHHbIX ayTEHTUDUKALUM).

4.1.3.IloagcucreMa AUCKPELMOHHOI0O pa3rpaHUu4YeHus 4OCTyna

MoacucTtema AUCKPELMOHHOrO pasrpaHuMYyeHns AocTyna obecneymMBaeT KOHTPO/Ib NpaB A40CTyna
cybbeKTa K 0b6beKkTy goctyna. Pabota mexaHM3ama AMCKPEUMOHHOrO A0CTyna 3aK/i4vaeTca B 3awuTe
06bEeKTOB M B perncrpaumm goctyna. B umcno sawmuwaembix B Windows o6bekToB BX0AAT daiinibl,
YCTPOWMCTBA, NMOYTOBbIE ALLMKMK, KaHaNbl (MMeHOBaHHble U Be3biMAHHbIE), 3a4aHMA, NPOLECChI, NOTOKW,
cobbITMA, KNtoueBble cobbITUA, Napbl COObITUA, MbOTEKCLI, cemMadopbl, 06LMe pasaenbl NaMATU, NOPTbI
3aBeplueHmMAa BBoAa-BbiBoAa, LPC-nopThl, TaMMepbl OXKMAAHUI, MapKepbl A0CTYNa, TOMa, CTaHLMUN OKOH,
paboune CcTo/bl, CETEBbIE PECYPCHI, CNYKObI, pa3aenbl peectpa, NPpUHTepPbl, 06bEKTbI Active Directory u T.

A.

Cuctema 6e30nacHOCTM [0/MKHA CHavana ybeamTbca B MOAEHTUYHOCTU KaK4oro nonb3oBaTens.
Takaa HeobXOAMMOCTb FrapaHTUM NOJIb30BATE/NILCKOW MAEHTUYHOCTM ABNAAETCA NPUYMHOM Toro, yto OC
Windows TpebyeT ayTeHTUdMKaLMM BXOAa B CUCTEMY Nepes, NoJyYeHNem A0CTYNa K I06bIM CUCTEMHbIM
pecypcam. Takum o6pasom, noacucTtema AUCKPELMOHHOTO pas3rpaHuMyeHuA AOCTyna OnupaeTcAa Ha
NoACUCTEMY AOBEPEHHOM ayTEHTUDMKALUN.

Mogenb 6e3onacHoct OC Windows TpebyeT, 4Tobbl NOTOK, NpeXxae Yem OTKPbITb 06bEKT, yKasan,
KaKoro TMna AencTBMA OH XOYeT COBEPLINTb Hag 06beKkToM. [1n1a BbINOJIHEHMA NPOBEPOK MpaB AOCTyNa,
OCHOBAHHbIX Ha €/laeMOM MOTOKOM AOCTyne, Aucrnetyep ob6bekToB BbidbiBaeT SRM, u ecnn goctyn
npeAoCTaBAAETCA, NPOLLECCY NOTOKA Ha3HaAYyaeTcs AECKPUNTOP, C KOTOPbIM MOTOK (MM ApyrMe NOTOKM
npoLecca) MOXeT BbINONHATb Aa/ibHENLINE onepauumn Hag 06vekTom. CyTblo moaenu 6esonacHoctn SRM
ABNAETCA YpaBHEHWE, UMEOLLEE TPU BXOAHbIX MAapaMeTpa: naeHTMdMKaLMoHHbIe AaHHble 6e3onacHoCTH
NOTOKa, A0CTYN, KOTOPbIA NOTOK »KelaeT NoNy4nTb K 06bEeKTY, M HAaCTpOoMKM BesonacHoCcTn obbekTa. Ha
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BbIxoge nonyyaem nmbo «pa», nMbo «HeT», YTO NOKasblBaeT, JaeT Mogenb 6e30MacHOCTU MOTOKY
3anpoLIEHHbIN A0CTYN UK He AaeT.

OaHUM M3 cOobbITUIA, 3acTaBAAOLWMX AMcNeTYep O0OBEKTOB BbIMOAHATL NPOBEPKY 6e30MmacHOCTH
A0CTyMa, ABNAETCA OTKPbITUE NPOLECCOM CyLLecTBytowWwero obbekTa ¢ UCNoib3oBaHMeEM ero umeHu. Korga
OOBEKT OTKPbIBAETCA MO MMEHW, Aucnetyep OOBEKTOB BbIMOJIHAET MOMCK YKa3aHHOro obbekTa B
NPOCTPAHCTBE MMEH gucneTyepa 0ObEKTOB.

Ewe ogHMMm cobbiTeMm, 3aCTaBNAOLWMM AMUcreTyep 06BEKTOB NPOBOAUTL NPOBEPKY NpaB A0CTYNa,
ABNAETCA CCbI/IKA NpoLLecca Ha 06bEKT C UCNO/Ib30BAaHMEM CYLLECTBYHOLLErO AeCKpunTopa. Takne CCbiNKM
3a4acTylo NPOBOAATCA ONOCPEeA0BaHHO, HaNpMMmep, Koraa npouecc BbidbiBaeT API-dyHKkumnio Windows ans
paboTbl c 06bEKTOM U NepenaeT en AeckpunTop obbekTa. Hanpumep, NOTOK, OTKpbIBaoWMin haiis, MoXKeT
3anpocuTb MNpaBo Ha uyTeHue ¢aina. Ecan y noToka ecTb NpaBO Ha Takoh AOCTYNn K OObeKTy, KakK
npeanncaHo ero KOHTEKCTOM 6e30MacHOCTM U HacTpolikamu 6esonacHocTu dalina, aucnetTyep o6BHEKTOB
co3A4aeT AeCKpMNTOop, KOTOPbIM NpeactasaseT ¢paiin B Tabanue AeCKPMNTOPOB TOro NpoLecca, KOTopomy
NMPUHAANENKUT NOTOK. TWMNbl AOCTYyNa NPeAO0CTaBAAKTCA NpoLeccy Yepes AeCKPUNTop, KOTOPbIN XpaHUTCA
C AECKPUNTOPOM AuMcnetiepa 06bEKTOB.

®yHKuum 6e3onacHocTn Windows Tak:ke nossonsatoT Windows-npuaorKeHmam onpeaensitb CBOU
cobCTBEHHbIE 3aKpbITble 00bEKTbI M BbI3bIBaTb CAY»KObl SRM (4epe3 API-pyHKUMM MONb30BATENLCKOrO
pexxuma AuthZ, KoTopble ByayT pacCMOTPEHbI YyTb NO3XKe), YTOObI 334eNCTBOBATbL MOAE /b 6e30nacHoCTH
Windows B OTHOLLIEHUN TaKMX 06BbEKTOB. MHormne GyHKUUM pexmma aapa, KoTopbie AucneTyep 06beKToB
N OpYyrMe KOMNOHEHTbI MCNONHAOLWLEN CUCTEMbI MCNONb3YIOT AN5 3aWMUTbl CBOUX COBCTBEHHbIX OObEKTOB,
aKkcnopTtupytoTcs B Buae API-pyHKumMn Windows, paboTalowmx B Nonb30BaTeNIbCKOM perrume. Takmm
obpaszom, Windows npuioKeHma MoryT BOCNO/1b30BaTbCA TMOKOCTbIO Moaenn 6e30nacHOCTU M ABHbIM
obpasom uHTerpupoBatbca ¢ wumetowmmmnca B Windows uHTepdeincamm ayTeHTUOUKaumMmM u
aAMUHUCTPUPOBAHMUS.

BmecTo ncnonb3oBaHua UMeH ans naeHtneukaumm scex gencremin B8 OC Windows ncnonb3yorca
naeHTndukatopbl b6esonacHoctm — security identifiers (SID). SID uaeHTUdUKaTOpbl UMeOTCA Y
Nonb3oBaTe/iE, a TaKXKe Y NOKaJibHbIX M OOMEHHbIX TPYMN, Y NOKa/NbHbIX KOMMNbIOTEPOB, AOMEHOB,
YYACTHUKOB AOMEHHbIX rpynn u cayx6. SID npeactasnaer coboil YMCNOBOE 3HAYEHME NEPEMEHHOM
ONVHbI, cocTodllee M3 Homepa Bepcun SID-cTpyKTypbl, 48-paspagHoe 3HaveHWe wuaeHTUdUKaTopa
NONHOMOYMIN U NepeMeHHOe KONYecTBO 32-pa3pALHbIX KOA0B 3HAYEHUN MOAYMHEHHbBIX NOAHOMOYUN
WAN  OTHOCUTENbHbLIX uAaeHTUdUKatopoB — relative identifier (RID). 3HayeHMe NOAHOMOYMIN
naeHTMduuUnpyeT areHTa, Bblgaswero SID, U 3TMM areHTOM OObIYHO ABAAETCA NOKa/ibHas cUCTEMA
Windows mnan pgomeH. 3HayeHWs NOAYMHEHHbIX MOAHOMOYUN WMAEHTUPUUUPYIOT MNpeacTaBuTeNel,
UMEILWMX OTHOLIEHME K BblAaBLLUEMY NONHOMOYMSA, @ RID-naeHTUDMKATOPbI SBAAIOTCA NPOCTO cnocobom,
npumeHaembim B Windows ans cospaHuAa yHuUKanbHbIX SID Ha ocHoBe obuiero 6asosoro SID. MU3-3a
6onbwoit anuHbl SID-naeHtTudmkatopos Windows cTapaeTca creHepuMpoBaTb BHYTpPU Kaxkgoro SID
NMoHacToALWEMY Cly4aliHOE 3HaYeHMe, NPaKTUYECKM HEBO3MOXKHO, 4Tobbl Windows Bbligana oanH u ToT
e SID Ha malunHe nan gomeHe, Unu rae-nnbo elle ABaxkAabl.
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Windows BbigaeTt SID-uaeHTMdPMKaTOPbl, KOTOpble coCcToAT M3 SID KomnbloTepa MM AOMEHA C
npegonpegeneHHolMm RID-naeHTMPUKATOPOM ANA MHOMKECTBA NpeaonpeneneHHbIX YY4eTHbIX 3anucen u
rpynn. Hanpumep, RID gns y4eTHOM 3anmMcm agMUHUCTPATOpa MmeeT 3HadveHue 500, a RID ana roctesom
y4eTHOM 3anucuK nmeet 3HaveHue 501. Hanpumep, y4eTHasa 3anmncb N0KANbHOrO aAMUHUCTPATOPA UMeeT
B cBoel ocHoBe SID KomnbloTepa ¢ gobasneHHbIM K Hemy RID, KoTopbiii umeeT 3HaveHue 500: S-1-5-21-
13124455-12541255-61235125-500.

Windows Tak»ke onpegenaeTt pag BCTPOEHHbIX /I0Ka/IbHbIX U AOMeHHbIX SID ana npeactaBneHus
WKWPOKO WM3BeECTHbIX rpynn. Hanpumep, SID, unaeHTuduumpyrowmin ntobble yyeTHble 3anucu (3a
WCK/NOYEHWE AHOHMMHBIX NO/b30BaTenel), asnsetca Bceobwwmm — Everyone SID: S-1-1-0. [pyrum
NPUMepPOM Tpynnbl, KOTOpaa MOXKeT ObiTb npeactasneHa SID-naeHTUdMKATOPOM, ABAAETCA ceTeBas
rpynna, To ecTb rpynna, NpeACcTaBAAoLLaA N01b30BaTeNEN, 3aPErnCTPMPOBABLUMXCA HA MALLMHE NO CeTH.
SID ceTeBoOl rpynnbl UMeeT 3Ha4YeHne S-1-5-2. B npeactaBneHHoON HUXKe Tabn. 6.2 U3 4OKYMEHTaUuM no
Windows SDK noKa3biBatoTcA HEKOTOPble OCHOBHblE, LWIMPOKO WM3BecTHble SID-naeHTUdUKaTOpbI, MX
4yMCcNoBble 3HAYEHUA U UCNONb30BaHMe. B oTanume oT nonb3osatenbckux SID 3Tu SID-maeHTMdMKaTOpDI
ABNAIOTCA NpeaonpeneneHHbIMM KOHCTAaHTAaMW U MMEOT OAMHAKOBbIE 3HAYEHUA Ha KaXKAoM cucteme
Windows n sgomeHe Bo Bcem mupe. Taknm obpasom, ainn, 4OCTyNHbIM YneHam rpynnbl Everyone Ha Tol
cucteme, rae oH 6bin co3gaH, Takke byaet goctyneH rpynne Everyone Ha ntobon apyroi cucteme nam
AOMeHe, Ha KoTopyto byaeT nepemelyeH »KeCcTKMIM AWUCK, Ha KOTOPOM OH pa3smellaeTca. Pasymeercs,
NONb30BaTE/IM HA TAKUX CUCTEMAX 0/KHbI MPOUTU ayTEHTUDMKALMIO Y4ETHOM 3anNnUCK HA 3TUX CUCTEMAX,
nepea Tem Kak cTaTb YaeHamu rpynnbl Everyone.

N HakoHew, Winlogon co3paeT yHUKanbHbIl SID BXxoga B cucTeMy A1A KaXK