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KomnaHua «KPUMTO-MPO», 2019. Bce npasa 3alLuLLeHbl.

ITOT AOKYMEHT BXOAMT B KOMMIEKT NOCTaBKM M34enuns. Ha Hero pacnpocTpaHATCA BCe YCN0BMUA
JNIMLEH3MOHHOTO  cornawleHusa. be3  cneuManbHOro  NUCbMEHHOrO  paspelleHuA  KOMMNaHMM
«KPUNTO-MPO» 3TOT AOKYMEHT MAM €ro 4acTb B NeYaTHOM WM I/NEKTPOHHOM BUAE HE MOryT bbiTb

noABEPrHyTbl KONMMPOBAHUIO U Nepenaye TPETbUM Jinam C KOMMEp‘-IECKOVI Lesibto.

NHpopmaums, coaepkallasnca B 3TOM AOKYMEHTE, MOXKET bbiTb M3meHeHa pa3paboTumkom b6es
cneumManbHOro yBeAOM/IEHUA, UYTO He SABAAETCA HapyweHuem 06A3aTenbCTB MO OTHOWEHMIO K

No/s1b30BaTeNt0 CO CTOPOHbI KomnaHuu «KPUMTO-MPO».

000 «KPUNTO-MPO»
Appec 127018, r. Mocksa, yn. Cyuiesckuii Ban, aom 18
Tenedon +7 (495)995-4820
e-mail info@cryptopro.ru

Web www.cryptopro.ru
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1. BBeaeHnue

[laHHOe PYKOBOACTBO NpegHasHa4YeHo ANA aAMUHUCTPATOPOB CPeAacTBa 3alMTbl MHOPMaLMK
«Secure Pack Rus» Bepcua 3.0 (coKpalleHHble Ha3BaHua nsaenuns — Secure Pack Rus 3.0 uam SPR 3.0). B
PYKOBOACTBE COAEPKATCA CBEAEHUA, HeObXOANMMbIE aAMUHUCTPATOPaM A/1A YNpaB/ieHUAa MexaHM3Mamm

3aMKHYTOM NPOrpaMmMHON cpeapbl.
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2. OCHOBHBbIE NNOCUCTEMBI

dyHKumoHmnposaHune C3M SPR 3.0 onupaeTca Ha cnegyrowme NnoacucTeMbI:

e [loagcucrema ynpasieHUA NONUTUKAMMU;

o [loacuctema goBepeHHOMN ayTeHTUdUKauuu;

e [loagcucrema gUCKPEUMOHHOMO pasrpaHUYeHnsa A0CTyna;
e [loacucrema 3almTbl KPUTUHECKUX PECYPCOB;

e [logcucrema KOHTPOAA JOCTYNA K YCTPOMCTBAM;

e [logcucrema MmaHZATHOrO WKNPpPOBaHMUA;

e [loagcucrema 3aMKHYTOW NPOrpPaMMHOM cpeapl;

e [loacucrema KOHTPOAA 3anycKa CLeHapues;

e T[loacucrema ayanta 6e3onacHocTy.

JaHHoe PyKoOBOACTBO OMWUCbIBAET MOPAAOK HACTPOMKM C/eaylolWmx NoAUTUK 6e3onacHocTu
OCHOBHbIX nogcuctem, peannsyembix C31 SPR 3.0:

e [loacucrema 3aMKHYTOW NPOrPaMMHOM cpeapbl.

OnucaHWe nopagKa HacTPOMKM NOAUTUK Be3onacHOCTM, He BXo4AWwMX B AaHHOe PyKoBOACTBO,
COAEPKUTCA B COOTBETCTBYIOLLMX AOKYMEHTaX B cocTaBe AoKymeHTaumu (1), (2), (3) v (4).

3. llosinTHKA ynpaB/ieHUus: npuaokeHusasmu (AppLocker)

MoNUTUKA ynNpaB/ieHUA NPUIOXKEHUAMM MO3BOASAET aAMMHMUCTPATOPaM OrpaHW4YMBaTb 3anyckK
No/1b30BaTeNAMM HeXKenaTe/bHbIX WU HEeHaAEKHbIX NPUNOXKEHUN Ha cepBepax U pabouymx cTaHUMAX,
paboTaloLWMX KaK B CLLeHapMM AOMeHa, TaK 1 B paboueit rpynne.

DnAa npumeHeHUA NOAUTUK ynpasBneHUsa npunoxeHuamu (ApplLocker) Ha APM
Heobxoaumo Hanuuue anueHsum OC yposHa «KopnopatusHaa» uam «MakcMumanbHasa».
Ha APM c nuueHsmeit OC ypoBHA «lpodeccuoHanbHaa» cneayer MCNONb30BaTb
NOZIMTUKUN OFPaHUYEHHOI0 UCNONb30BaHUA Nporpamm (SRP).

3.1. HacTpoiika aBTOMaTH4€eCKOro 3anmycKa CJay>K0bl

[na BHeapeHUA NpaBuA NOJNTUKU Heobxoamma paboTa ciy*Kbbl yAOCTOBEPEHMA MPUNOKEHWN
(ApplicationldentityService). Mo ymonyaHuio cnyba yaoOCTOBEPEHMA NPUIOKEHUA He 3anycKaeTcs
aBTOMATUYECKM.

3.1.1. Py4HOM 3amyCK CJIY>KObI

[Ona HaCTPOMKM KOPPEKTHON paboTbl CAyKObl YAOCTOBEPEHUI NPUNOKEHMIN HA paboyelt cTaHUMK
WNKn cepBepe B pexxmme paboyein rpynnbl HEO6XOAMMO MCMONb30BaATb ANCMETYEP YNPaBAEHUA cnyKbamm
(ServiceControlManager), 4Tobbl YCTaHOBUTb TUN 3aMyCKa ANA CNYXKObl yAOCTOBEPEHUIN MPUNOXKEHUN B
aBTOMATUYECKUIM PeXKMM, A 3aTEM 3anyCTUTb 3Ty CAyXOy (PucyHok 1).
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* Cnyx6el (nokaneHble)
Ypocrosepenue npunoxenms Wma Onucanne
% CnyxBa pernctpaunn owmbok Wind... Paspewaer otnpaeky otuetos o6 ownbkax B ciy4yae npekpateHns pabotel ur
Sanycrus cyxBy % Cnyx6a pecusepa Windows Media C... Cnyx6a Windows Media Center gna npuema TB u FM-nepegau
: CnyxBa ceegeHnii 0 NOAKNIOYEHHDBIX .. COBMPAET N COXpaHAET CBEAEHNA O KOHOUIYPaLMK CETU U YBEAOMAAET Nporpa

Onucanue: S Cnyxba cnucka cereit Onpeaenser CeTH, K KOTOPbIM NOAKNHOYEH KOMNBIOTEP, COBMPAET 1 XpaHuT Aar
Onpepenset n nposepset ., CnyxBa texronornit aktueayuun Win...  Beinonnenue npoeepku Windows 7.
YAOCTOBEPEHNE NPUNOKEHNA, ¢ 5

o «: Cnyx6a yeegomnenna SPP Obecneyenmne aKkTMBaLNK N YBEAO0MAEHNI NTNLEHSNPOBAHWA NPOrpaMmHoro of
OtkntoueHue gaHHOM cnyxBbl genaer
HEBO3MOSKHBIM NPUHYAUTENBHOE «: Cnyx62 yBEAOMNEHNA O CUCTEMHBIX ... BEAET HaBNOAEHNE 33 CUCTEMHBLIMK COBBITUAMM W YBEAOMANAET NOANMCHUKOB (¢
npumeHenme noautku Applocker. " Cnyx6a yaanenHoro ynpaenenua Wi... Cnyx6a yaaneHHoro ynpasnenua Windows (WinRM) npumenser npotokon W!

% CnyxBa xpannnuwa MpUMEHAET rpyNNOBYHO NOANTUKY ANS YCTPOMCTE XPaHEHNA

" Cnyx6a wndposanna guckos BitLoc... BDESVC npegocrtasnser cnyx6y wudposanuns gucka BitLocker. Wudposanue,
i Cnyx6a wnto3a ypoeHa npunoxenna  OBecneunsaer NoaaepkKy CTOPOHHENO NPOTOKOAA 418 0BLLEro 4ocTyna K nog
5+ Cnyx6bl kpunTorpagum MpeaocTasnset YeTbipe cnyxkBbl ynpasneHua: cnykBy 6as AaHHbIX KaTanora, K
"+ Cnyx6bl yaaneHHbix pabounx ctonos  Paspeluaer nonb3oBaTENSM MHTEPAKTUBHOE NOAKAOYEHNE K YAZNEHHOMY KOM
% Cmapt-kapTa ¥npaenaer 40CTyNoM K yCTPOMCTBAM YTEHWA cMapT-KapT. Ecan 31a cayxba oc
" Conocraeutens koHeuHbix Touek RPC  OBecneunsaer paspewenune naeHtudukaropos nntepdeiicos RPC go koHeuHE
“: CpeacTBo NOCTPOEHMA KOHEYHBIX TOY... YNpasneHune ayauoyctpoicteamu gna cnyx6el Windows Audio. Ecau 3ta chy>

. Tenedonua O6ecneunsaer noagepxky Telephony API (TAPI) gns nporpamm, ynpasastoLuy
oo Tembl ¥npaenenue Temamu odopmneHus.

+: TEHEBOE KONUPOBAHKME TOMa ¥NpaBnseT cO3AaHNEM TEHEBBIX KONUI (KOHTPONBHBIX TOYEK COCTOAHUA) ANCKC
% Tononor KaHanbHOTC YPOBHA Co3aaeT KapTy CETW, COAEP3KALLYYIO CBEAEHMA O TONONOMMN KOMMNBIOTEPOB U YC1
“: Yaanennoiit eoizos npoueayp (RPC) Cnyx6a RPCSS - 310 gucnetuep cnyx6 gna cepsepos COM u DCOM. Ona ebin
% Yaanennbiit peectp Mo3B0NAET yAaNEHHBIM NONL30BATENAM W3MEHATE NAPAMETPbI PEECTPA Ha 3TOI
-'J.'s, Onpeaenser n NnpoBepseT yaocToBEpeHNE npunoxeHna, OTIO4EHNe AaHHON
" Y3en cuctembl AnarHocTukn ¥Y3€n cucTeMbI ANArHOCTUKM NCNONB3YETCA CYKB0M NOANTUKN ANArHOCTUKY 4,
" Y3en cnyxkBel gnarHocTkm ¥3en cnyxBel AMarHOCTUKKN NCNONb3YETCA Cyk60i NOANTUKN AN3rHOCTUKN A8
" ¥3en ynueepcanshbix PNP-yctpoiicte  Mossonaer pasmewate ycrpoiictea UPnP Ha 3tom komnetoTepe. Ecau 3ta cayx
i YnpasneHne npuaosKeHNaMm OBpaboTka 3anpoCoB Ha yCTaHOBKY, YAZNEHUE N NOCTPOEHME CNCKOB AN NpC
% Ynpaenenue ceptudukatamm u knrod... Mpegoctasnaer ceptudukar X.509 n cnyxBy ynpasneHna KNo4amm Ana areHT:
4 Yeranoswmk ActiveX (AxdnstSV) OBecneynsacT NPOBEPKY KOHTPONA YHETHBIX 3aMNUCENR ANA YCTAHOBKW 3NEMEHT!
% Ycranoswmk Windows Moseonser 4o6aBNATL, MSMEHATL AN YA3NATE NPUNCKEHWUSA, NPEACCTABNEHHDI

Pucynok 1 — 3anyck cyk0bl HAeHTH(PUKALMY NPHIOKEH U

Mpw pa3BepTbiBaHWUM MOAUTUKM B AOMEHE NPeAnpUATUA ANA aBTOMATM3aLMM 3anycKa CayXobl
yA06HO MCNob30BaTh CMUCOK CUCTEMHbBIX CNYXKO Ha ypOBHE rpynnoBoin NOAUTUKNU. CUCTEMHbIE CNYXKObI
pacnonoeHbl No cneayrowemy nytn: KoHourypauma komnototepa | Hactporikn Windows | Hactpoiiku
6e3sonacHoCcT | CUcTeMHble CNyKbbl B ApeBe rpynnoBon NOJUTUKMN.

3.1.2.HacTpoiika rpynmnoBou nNoJIMTUKH 3alyCKa CJIyKObI

YnpaBneHne NONUTUKOM OCYLLECTBAAETCA Yepe3 KOHCONb pefaKkTopa rpynnosoin\N1oKanbHOM
nonnTUKK 6esonacHoctu: KoHdurypaumusa komnbiotepa (ComputerConfiguration) | Hactpoiikn Windows
(WindowsSettings) | HacTtpoitkn 6e3onacHoctu (SecuritySettings) | MonuTukM  ynpasneHus
npunoxeHunamu (ApplicationControlPolicies) | AppLocker (PucyHok 2).
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I F3 Mapameipor Gesvigcnucin

.[n: PyHkuma AppLocker nozeonaeT ynpaenaTe AOCTYNOM K NPUIOXEHWAM

> 4 MoAUTUKY yYETHBIX 3aN1cei
> JlokanbHble noAnTHKK

| Bpanamay3p Windows B peskumMe NoBbILLEHHO 61 Mpuctynaa ¢ pafnte -

| MonuTuku ANCNETHEPa CIMCKA CETEN . '

. || MonnTuku oTkpuLITOro KNIo4a

C nomolubto npasun 1 ceoitcTs dainos ApplLocker nossonseT NpUNoXeHnamM
ynpaennTe accTynom. Ecnu npasuna NpUcyTCTEYIOT B KONNSKLAM, BLINONHEHUS
> || MoAnTiku OrpaHNYEHHOre MCNONB30BaHNA NPOTE GyneT paspeweHo ToNBKO ANA BKNYEHHbI B HVX daitnos. Mpasvna Applocker

b 5 | lonuTukm Secure Pack Rus NPUMEHRIOTCA HE KO BCeM Bbinyckam Windows.
4 || 1 loAWTUKY yNpaBneHna NPUACKEHNAMM
4 E AppLocker g MoapodHee o pyHKkwm AppLocker

[ Wcnonnaemele npasuna
Mpaenna ycranoswmka Windows
\=[ Mpaenna cueHapues

[&] Nparuna DI

b Q. Monutnku IP-6esonacHocTn Ha "flokanbHbIi KOMI !_\ [Lns coBnioperma “gm'”“'(" App LOCk;f H3 KOMNLIOTEPE AOMXKHE
4 &% BbINONHATLCA CNYxX6a YAOCTOBEPEHMIA NPUNOXKEHNA.

Q Kakue eeinyckun UC Windowe nopaspxueaoT Applocker?

'Hactpoute npumenermne npasun -

. || KoH®urypauma pacLuMpeHHON NOANTUKN 3yanTa

Ina kawaoit <connekwa Npasun oNpeasnTe NPUHY MTENEHOS NPUMEHEHIE NI
aymuT npasur. Ecnu napameTp He Bbin HaCTPOeH, NpaBuna no ymonyaxuio GyayT
NPUMEHATECS NPUHY AMTENBHO.

B [iincTranTe. nrimeHeHne, ARamma..

MoapotHes 0 NpUMEeHEHW Npasun

Osop. "

[@] Vcnonusemsie npasuna

Mpasuaa: 2
anH)'ﬂMTeﬂbHOe NpUMEHEeHNe HaCTPOEeHO: BbINONHAETCA ayauT Npasun

[#] Ilpasuia yeraroswmka Windows

Mpaeuaa: 3

MpuHy s TENbHOE NPUMEHEHWE HACTPOEHO: BLINONHAETCA AT Npasun
[@ Npasuia cuenapues

Mparuia® 32

MpyHY IMTENEHOE NDUMEHEHNE HACTDOEHO: BLINONHAETCA AYOMT NPaBKN
[# Mpasuia DLL

Mpasuaa: 4
| IpvHY IMTENEHOE NPUMEHEHWE HACTPOEHO: BLINONHASTCA ayAUT NPasun

PucyHok 2 - YnpasJieHue NoJIUTHKOMN

3.2. WHMIMau3anus KOJVIEKIMA NPaBUJI

[ns HaCTPOMKM MNONUTUK HeobxoAMMO BblIBpaTb MNYHKT “Hacmpoume npumeHeHue npasun”.
Kaxpoe npaBmno MoxeT OblTb OTHECEHO K O4HOW M3 cneayowmx Koanekumi (PucyHok 3):

® npaBuaa UCNONHAEMbIX Galinos;
e npasuna yctaHoswmKa Windows;
e [pasuia CueHapues;

e npasuna DLL.

I'Ipanma NPUMEHAIOTCA 06beKTam B COOTBETCTBUM C MX MACKOM:
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® ucnonHAemble palinbl;
«.exen», «.com»
e dannbl yctaHoBwMKa Windows;
«.mst», «.msi», «.msp»
® CueHapuu;
«.js», «.psly, «.vbs», «.bat»
e DLL-pannsbl.
«.dll»

Ceoiictea ApplLocker @

§ R
; MpumeHerve | DononHuTEnEHO |

YkaxuTe, npumeHsaiTCA nit npasuna Applocker
NPUHYQMTENBHO ANA KEXA0M KONNeKLwa Npasun.

Mpaswna UCronHAEMbIX PEIAN0B:
[V] HactpoeHo

f [TOJ‘IbKO ayamT V}

lNpaeuna yctaHoswmka Windows:

[¥] Hactpoeno

[Tonbxo ayaut V]

[pasuna cueHapues:
[V] Hactpoero

[ Tonbko ayamT v]

Mpasuna DLL:
[¥] Hactpoero

f TonbKo ayamT v}

MoapobHee 0 06A33TENBHOM NPUMEHEHMA NPaBKUN

[ OK ] [ OTMEHa } T—;C'HN"EH‘NT‘:,

Pucynok 3 — Kosexkuun npasua AppLocker

MpaBuno Konnekumm DLL oTKAOYEHO no-ymonyaHuio. [nsa BKAOYEHUA OTOOpPaXKeHuAa 3ToM
KON/IEKUMM B OOLLEM CMUCKE HeobXoAMMO OTKPbITb BKNagky “ZonosHumenbHo” v OTMETUTb MyHKT
“BKntoyums Konnekyuro npasusa DLL” (PucyHok 4).
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Ceovictea ApplLocker @

1 Mpumererie [ononHuTensHo

\
ViaxuTe, BKnioyeHa nu konnekwa npasun DLL.

! MNpasuna DLL moryT ctmsuts
"  NPOMSBOAMTENHHOCTL CUCTEMBI

MNepen eknioyernem npasun DLL BHumaTensHo npoutiTe
‘ AOKyMeHTaLmo no eyHkwam Applocker. B cnyyae
HenpasunsHoro npumereHna npasuna DLL moryT chHuaum
NPOM3BOAMTENBHOCTE CUCTEMBI M CAENATL e€ paboTy
HEnpeacKasyeMon.

("] Bxniounms konnexwao npasun DLL

HononHuTensHble ceeasHua o npasunax DLL

[ OK | [ Omvera ] I [Mpumernms '

Pucynok 4 — Brirouenne kosiexkuuu npasui DLL

3.3. [lepeBo A KOJIJIEKIMIA B pEXKUM ayAUTa

KoHuenuma ncnosib3oBaHWA NOJIMTUKM YNPABAEHUSA NPUIOKEHUAMM 3aKNHOYAETCA B MPUMEHEHUMN
NONIMTUKM 3aNpeLLLeHns 3anycKka Nno yMOoI4aHWUIO, YTO O3HaYaeT BEPOATHOCTb HapyLeHua paboTtbl OC u ee
NPUNOXKEHU B CAy4yae HEBEPHOM HACTPOMKU MNOAUTUKU. OCOBEHHOCTbIO MONUTUKU ABNAETCA ee
6e3ycnoBHas paboTa NpM HaAMYMK XOTA Bbl OAHOTO NPaBUNA B CMIUCKE NPABU/ KONJIEKUUU, HE3aBUCUMO
OT TOro, OTMeYeH AW NyHKT “HacmpoeHo” pns paHHOW Koanekumu. Ons MUHMMU3ALUM PUCKOB
HapyweHna paboTbl cUCTEMbl BBMAY HEBEPHOM HACTPOMKM MapameTpoB MNOAUTUKM Heobxoammo
nepBOHaYaNbHO ABHO BKAKOUYUTb BCE KONNEKLMW U 3a4aTb NpasBuia paboTbl N0 ymonyaHuto, Ao6aBUTb
npaBuNa paspeLleHna 3anycka NPUIOXKEHUA, NPOBEPUTD KYPHabl ayaMTa Ha NpeameT KOPPEKTHOCTU
paboTbl 3a4aHHbIX NPABWJ/I, NOC/E YETrO BKAKOYUTD LITATHbIN PEXMUM PaboTbl MOJUTUKMN.

[na nepeBosa NOAUTUKMN B OTNAL0UHbIV PEXMM HEODXOAMMO B OKHE CMUCKA KONNEKLMIA OTMETUTD
NYHKT “HacmpoeHo” v BbIbpaTb perxxum “TosnsKo ayoum” ana Kaxkaon KONneKkunmn U3 crnmcka.
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3.4. Co3aaHue nNpaBUJI NOJIMTUKHU B PYYHOM pexume

Mo YMOANYAHWUIO CMWUCOK MNpPaBWUA ANA KaXKOoM KOANeKuuu nyct u nepes GOpMUpPOBaHUEM
paspellalowmx Mnoib30BaTeNbCKUX MpaBun Heobxoaumo chopmupoBaTb MpaBMAa MNOAUTUKM MO
YMOJIYaHMIO: BbIMONHUTD BXOA, B Ka*KAYH KOANEKLUMIO NpaBua U B MeHto “elicmeus” BblbpaTb NMyHKT
“Co30ames npasuna rno ymoa4aHuro”.

B KakaoM KonnekumMm MOXHO CO34aTb NPaBM/Ia Ha OCHOBAHMM TPEX KPUTEPUEB:

® npaswuaa gaa nytewn;
e npasuna ans ceptndumkara;

® XoW-npaswuna.

[Onsa cosgaHma npaBuaa B KOIEKUMK Heobxoammo B meHto “Zeticmeusa” BblbpaTb NYHKT “Co3dame
Hosoe npaesusao”. 3anycTUTbCs MacTep Co3aaHusA npasuaa. B pasgene “PaspeweHus” yKkasbiBaeTcsa TUM
co3gaBaemMoro npasuna (paspewunTtb\3anpetTnutb) M obnactb ero Aaeicrtema (nosb3osaTenb\rpynna)
(PncyHoOK 5). B pasaene “Ycnosua” 3apaetca KpuTepuid paboTbl npaBuaa (NyTb\nM3gatenb\xalw-3HavyeHue)
(PucyHOK 6). B cnyyae Mcnonb3oBaHUA B KauyecTBe Kputepus nNyTn K ¢aiay MaM noanvucu msgatens
BO3MO)HO TaK K€ 33a4aTb MCKAIOYEeHMsA, nonagawolime nog obluiee onucaHMe npaBuia, HO He
noanexauwme ero obpabotke (PUcyHOK 7). MexaHu3M MCKIAKYEHUA NO3BOAAET PaCWIMPUTb CMUCOK
paspeleHnii Yepes Co3haHMe 3anpeLlLarolmnx npaBua C UCKAYeHUaAMU. Kputepuu ana onucaHus
WCKNIOYEHNI COBMAZaloT C KpUTepUaMU ANA npasun. B paspene “Ums” 3apaetca yHUKanbHoe UMSA
npaBuna u ero onncaHue (PucyHok 8).
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Cosaats Vicnonnaemele npaenna @

Paspewenna

Mepea Hauanom paGotel BoiBepUTE NCNONB3YEMOE AEICTENE, 3 TAKOKE NONL30BATENS UAN FPYNNY, K

PBBPEU.IEHM KOTOpPbIM AC/2KHC NPUMEHATLHCA 3TC NPaEnno. Paspewarou.me W 3anpewaroumne

Npasuna paspeLuaroT 1 3aNpeLLatoT 3anycK 3aTparusaemolx Gpaiinos

Ycnosua COOTBETCTEEHHO.
Wspatens
Wcknrouerna 4
Jenctene:
Wma

© Paspewwmts

() 3anpetutb

MNonbzoeatens unun rpynna:

Everyone Buibparts...

MoapobHee o paspelLeHnsax Npasuna

[ < Hasap ][ Janee > ]

PucyHnok 5 — Pazpemienusi npasujia
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Cozpate Vicnonnsemele npasuna

Ycnosua

Mepea Hayanom paboTel
Paspewserna
Wzpatene
Wcknrouerna

Wma

BbiBepuTe TN OCHOBHOIO YCNOBWUA, KOTOPOE CNEAYET CO3AaTh.

©@ Wspatens
BeiBepuTe 3TOT NapaMeTp, ECAM NPUIOXKEHNE, ANA KOTOPOro CO3A3ETCA NPaBUAo,
6110 NOANMCAHO MSATENEM.

( : ) nbe
Co3sganne npasuna Ana NyTh K onpeaeneHHomy daitny nam nanke. MNpu sniGope
nanku npasunc GyAeT NPUMEHATLCA KO BCEM Daiinam, COAEPKALLMMCA B HEM.

() Xewmpyemblit daiin

Bb|6epm'e 3TOT NapaMmeTp, ecnn NPUIOKEHWE, 4NA KOTOPOro Co3A3ETCA NPasnno,
HE NoANNCaHO.

Moapobree 06 ychosuax npaenna

[ < Haszag ][ Janee > ]

Pucynok 6 — YcjoBusi npaBuia
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. COSMTb‘ chommeuble npaswnia

Ucknouenna
\
Mepea Hauanom paboTsl e e -~
Paspewenns %PROGRAMFILES%\*
" Ycnosma
MyTe Job6aenTe uckNtoYeHNE: =
I Vo I r— 5
Wms

Wcknrouerus:
Wcrknrouerune Tun JobasuTe...

1

MoapobHee o co3aaHun NCKAFOYEHKIT NPaBuna

[ < Hasag ][ lanee > J[ Cospate ][ Otmena

Pucynok 7 — UckioueHust npaBuia
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Cosgate Vicnonnaemele npasuna

[ ]

Nma n onncanme

Mepea Hayanom paboTel
BeegnTe umsa, onpeaenaoLLEe 3TO NPaBUo,

Paspewserna
Ycnoeus
Myts Wms:
s %PROGRAMFILES%6\*

DT onucanme: (Heosasarensio)

< Hasag | Co3pate H OTtmena

Pucynok 8 — Onucanue npaBuJja

3.5. Co3pgaHue NnpaBUJI NOJIUTUKH B ABTOMATHUYE€CKOM pEeXKXKUME

[Ona ynpoweHnAa WM aBTOMATM3auMM nNpouecca Co3A4aHuMA MpPaBUA MNOAUTUKM  yNpaBaeHuA
NPUNOXKEHNAMM BO3MOXKHO MCMNO/Ib30BaHME MacTepa aBTOMATMYECKOro co3aaHuA npasua. aa 3anycka
macTtepa B KoAneKkumMm Heobxogmmo B MeHto “Lelicmeus” BblbpaTb NyHKT “Co3dame npasuna
asmomamudyecku”. MacTtep No3Bo/AET CO34aBaTb NpaBuaa ANA Bcex $alioB B yKa3aHHOM Namnke Ha
OCHOBaHMK UMbpPOBOM NOANNCHK, @ B C/Iy4ae ee OTCYTCTBMA, YKa3blBaTb B KayecTBe napameTpa ana danna
nyTb K HEMY UAKW ero xaw-cymmy. Kpome TOro, MOXXHO ABHO yKasaTb X3wW-cymmy ¢dainna B Kayectse
napameTtpa gaa cosgaHua npasuna (PucyHok 9). Mocne 3asepwerna paboTtbl mactepa byaeT BblgaHa
MHbOPMALMA O KO/IMYECTBE CO3A4aHHbIN NPaBua 1 ux tune (PucyHok 10).
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'
Cozpaeate aeTomatnyecku VicnonHaemele npasuna ==

| Napametpei npaBun

Beibepute Tun cosaasaemoro npasuna. MNpasuna x3wa $aitnos cNeayeT Co34aBaTh TONLKO NpU
HeoBxogumocTw, MNpasuna xawa daiina Tpebyerca 0BHOBNATL NOCNE KaXA0ro U3IMEHEHNA daiina,
No3ToMy BONBLUOE KONMYECTEO TAKUX NPABUA MOXKET CHU3UTL MPOM3BOANTENBHOCTD CHCTEMBL.
©@ Co=zpaTb Npaewna u3naTtens 4AnA ¢pannoe ¢ UdgppoBoi NoanuckR

Ecnu daiin He nognucan, co34aTe NPasMN0C CNEAYHOLLIErO TUNA:

© X3w ¢aiina: npaeuna co3aar0TCA C MCNONB30BAHNEM X3LUa daiina

() MyTe: Npaenna co3aaroTCa C MCMONL30BAHNEM NYTH K panny

) Co=zpaTtb NpaBvna xawa cpaiina ana Bcex ¢painos
[¥] Cpynnuposate cxoxue npasuna (4Tobbl yMEHBLUWTE KOAWYECTEO NPaBu)

MoapobHee o napamMeTpax npasun

] ) o

PucyHoK 9 — MacTtep aBTOMaTM4E€CKOro Co3aaHmA Npasun
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(
COBABBBTb asTomatnyeckn Vicnonnaemele npaswna

[ Mposepka npasun

1l

AHanus nanku EbINO/IHEH; CAEAYHOLLIME NpaBnna 6yAyT A06aBﬂ6Hbl B NOJINTUKY.

Twn npasuna MNpasuna Paiins
Wspatens 8 44

MyTe 2 2
Bcero 10 46

MpocmoTp NnpoaHanuznpoBaHHbIX Gannoe

ﬂpCCMCTpETb dETOMATU4HECKW CO3A3BaEMDbIE NPaBENAa

Haxmure kHonky "Cosaate”, 4ToBbl 3aKpbiTe MacTEp U CO34aTe NPasnna.

< Hazap ’ Cozaate J[ OTtmena

Pucynox 10 — OTuer 0 co37aHHBIX MPaBUJIAX

3.6. [lepeBoA, KO/IJIEKIIMI B LITAaTHBIN PeXUM PabdOThbI

Mocne co3gaHMA NpPaBUN MOJIUTUKM M NMPOBEPKM KOPPEKTHOCTU UX PaboTbl B pexume ayauta
Heob6X0AMMO MOMEHSTb PEXMM PaboTbl MOAUTUK Ha LITATHbLIN: B OKHE CMMUCKA ANA KaXKO40W KONNeKuuni

BblOpaTb pexum “MpuHydumensHoe npumeHeHue rpasun” (PucyHok 3).

Bonee noppobHble cBEAEHMS O HACTPOWKE M onucaHue OYHKUMI NOAUTUKM ynpaBaeHun

npuaoxKeHnamm cm. (5).

3.7. Tpe6oBaHUA K 6a30BbIM HACTPOMKAM.

basosble HaCTpOl‘/‘iKVI NONNTUKU ynpaBaeHNA NPUNOKEHUAMU OO0NXKHbI BKAKOYATb cCaegyrowme

OrpaHU4YeHnA 3anycKa:

e UcnonHsemble dpannbl
1. Path - %PROGRAMFILES%\* - everyone
2. Path - %WINDIR%\* - everyone
3. Path - * - Administrators
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e  YCTaHOBLUWKMK
1. Publisher - Signed — everyone
2. Path - %WINDIR%\Installer\* - everyone
3. Path - * - Administrators

® 3anycK cKkpuntos
1. Path - %PROGRAMFILES%\* - everyone
2. Path - %WINDIR%\* - everyone
3. Path - * - Administrators

B gononHeHue K 6a30Bbim HaCTPOKam, HE06X0AMMO 3aNpeTUTb A4NA BCeX rpynn

nosnb3oBareneii Kpome AAMUHUCTPATOPOB 3aNycK CeayIOWUX NPorpamm:
& %WINDIR%\system32\regsvr32.exe, %WINDIR%\system32\rundli32.exe,

%WINDIR%\system32\subst.exe, %WINDIR%\system32\mklink.exe.
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4. IIOJIMTUKHA OTPAHUYEHHOI'0 MCN0JIb30BaHUA nporpamMmm (SRP)

MoNnTUKa OrpaHUYEeHHOro Wucnonb3oBaHuMa nporpamm (SRP — SoftwareRestrictionPolicy)
Nno3BoONAET aAMMHUCTPATOPaM OrpaHMUYMBaTb 3aMyCK MNONb30BATENAMMU  HEXKeNaTeNbHbIX UK
HEeHaZeXHbIX MPUIOXKEHWNI Ha cepBepax U pabounx CTaHUMAX, paboTatolmxX Kak B CLEHapUK AOMEHa, TaK
n B pabouen rpynne. MoctaBnsetrca B coctaBe onepauymoHHon cuctembl (OC) HaumHaa ¢ Microsoft
Windows 2000.

4.1. HacTpoiika noJIMTUK OrpaHUYEeHHOT0 UCI0/Ib30BaHUS MPOrpaMM

YnpaBieHne NoNUTUKOM OCYLLECTBAAETCA Yepes KOHCO/b PpeAaKkTopa rpynnoBoii\/IoKanbHOM
NOAUTUKM BesonacHocTu: KoHdurypauma komnotoTepa | Hactpolikn Windows | MapameTpbl
6e3onacHocTK | MOAUTUKM OrPaHUYEHHOrO UCMOIb30BaHUA NPOrPaMM.

[NnA akTMBALMM NONUTUKMN OFPAHNUYEHHOTO MCMONb30BAHUA NPOrpaMm HeEOBX0AMMO Bbi3BaB
MeHI0 BblbpaTb NYHKT «Co34aTb HOBble NOAUTUKU» (PUCyHOK 11).

@ MapareTpel BE30nacHIcTH

-8 NonMTHEN YHETHER SanHoes

-8 NokansHss oo THEH

-7 MOAMTHEN OTEPBITOrD KAKHA

b | [10HTHIH OrpaHHYEHHOMD MCNOMES0EaHHA NPOrPaHH
lg ManMTHIK BesonacHocTH IP Ha "MokansHei Kok Dbl et e

' 'j MonKUTHKK OrpaHHYEHHOND MO
L]

Henocoe ACTEEHHD B 3TOH MRYNNOE0H Mo
MoxHO anpeaE
NpeAeneHHEE

+

Bre zaaaqum b

HEH OrpaHH-eH
CNpaeka 3Te HOEBIE MO

|

Pucynok 11 - Co3nanue HOBO#i MOJIMTHKYN OTPAHNYEHHOI0 UCTIOJIb30BAHUS MPOTPaMM

Mpw co38aHUN NOAUTUKKN OHA NEPEXOAUT B COCTOAHUE «HeorpaHUYEHHbIN», TO eCTb He
3anpewaeT H1Yero. BHyTpu KoHconm 6yaet 5 06bekToB (PucyHok 12):

e YpoBHM 6e30nacHOCTU — onpeaenseT OCHOBHOM ypoBeHb 6€30nacHOCTM NONUTUKM NO
YMOIHaHUIO.

e JlononHUTENbHbIE NPaBuaa — 34eCb 33[at0TCA UCKAKOYEHUA ANA YPOBHA MO YMONYAHUIO.

e [lpuHyAUTENbHbIN — OKHO A7 BblbOpa cTeNeHn AeUCTBUA NOJUTUKMN.

e HasHauyeHHble TUNbl GpaikNoB — OKHO YNpPaBAEHMA CMMCKOM pacwimpeHnin ¢pannos,
KOTOpble NPOBEPAOTCA MPABUAOM NO YMONYAHUIO.

e [loBepeHHble U3gatenu — NpeacTaBafaeT HACTPOMKM YNPaABAEHMA CMUCKAaMUM A0BEPEHHbIX
NOANUCYNKOB A/1A NPUNOKEHUNA U CKPUNTOB.

19/25
KTAN.00106-01 90 04 (pegakumsa 9 ot 03.04.2019)

CpencTBo 3awmuThl MHPopMaumm «Secure Pack Rus» Bepcua 3.0
PykoBoAacTBO agMuHUcTpaTopa 6e3onacHOCTU. MOAUTUKM yNpaBAEHUA NPUIOKEHUAMM.



@ MapaMeTpel AEZ0NACHOCTH TN oBLeKTa

[ MonMTHEM YJeTHELX 3anMced (CA¥posHm GezonacHocTH

#- 8 NokaneHele nomHTHcH [ AononHMTensHEIE NpasHna

(7] MOMMTHEM OTKPEITOrO KNMYa ﬂpHH':.-'.ﬂ.HTEJ‘IbeIﬁ

R |1 10 MHTHEM OrpaHMHEHHIND MEMONb30EAHMA MpOrpath
(L1 ¥poEHW BezonacHoCTH
(£ AononHMTENEHEIE NpaEHNa

,g MoAMTHEK BesonacHoc T IP Ha “NokaneHe A KoMneHOTER"

Ha3Ha'—IEHHbIE THMEI haknoe
,ﬂ,uaepEHHble H3AATENH

+

Pucynok 12 - BHemrHui BUA KOHCOJIM YIPaBJIeHUs MOJUTHKON

Crauana uzer pasznen «YpoBuu 6e3onacHocTny. [Tonmutuku SRP nmerot 2 ypoBHs 6€3011aCHOCTH:

e He paspelueHo — 3anpeLeHo BCE, KPOME UCKAOUYEHNI B JONONHUTENbHbIX NPaBUIax.
e HeorpaHWuyeHHbII — pa3peLleHo BCE, KpOME UCKNOYEHMI B [lONONHUTENbHbIX NpaBUaax.

JHanee uzner pazaen «/lonoaHurensHeie mpaBuiia». B 3ToM pasaene cocTaBIsiOTCS BCe
UCKITIOYEHUS JIJIs1 ISUCTBUS MOJMTUKY IO YMOTYaHUI0. MOXHO UCTOIb30BaTh CIEAYIOLIUE TUITBI
JOTIOTHUTEIBHBIX MPABUII C YUETOM MOpsiIKa UX npuMeHenus (Pucynok 13):

e [paBuno gna ceptuduKara — NpaBuIo ans ceptmdukatos. JaHHbI TUN NpaBuna
MCNONb3YyeTCA TONbKO ANA NOANUCAHHbBIX MPUNOXKEHWUIM U CKpUNToB. MOXKHO pa3peLlnTb
WM 3aNPEeTUTb 3aMyCK NPUIOXKEHUN, KOTOPblE NOANMUCAHbI CEPTUDUKATOM
onpeaeneHHOro nsgaTtens, BHe 3aBUCMMOCTU OT UX PACMOIOKEHUA.

e [lpaBuno gaa xawa— NpaBuo xawa. [na KaxKaoro npunoxeHua Tpebyerca cosgaHue
OTAEeNbHOro Npasuna. MoXHO paspeLwlmnTb UAK 3aNPeTUTb 3aNyCK NPUNOKEHMA NO €ro
xawy. [laHHOe NpaBmI0 NONE3HO ANA 3aWMTbl NONb30BaTENEN OT 3aMnyCcKa NOAMEHEHHbIX
AN MHOUUMPOBaAHHBIX BUPYCOM $alinoB., Tak Kak B 06omx cnyyanx xaw camoro ¢arina
NM3MEHMUTCA M He nognaaéT nog npasuao xawa nonmtuku SRP n 3anyck ero byaer
HEBO3MOXEH.

e [lpaBuno ana 30HblI MHTEpHETa — NpaBuIo 30HbI ceTn. B Windows peannsoBaHo
HECKOJIbKO 30H CeTU, KaK «MHTepHeT», «HagerHble y3abl», «OrpaHUYEHHbIE Y31bI» K
«MecTHaa uHTpaceTb». [laHHbIN TN NPaBUA PErYAINPYET, KAKME YCTaHOBOYHbIE NAKETbI
pa3peLleHbl 41 CKAYMBAHMA NCXOAA M3 YCIOBMA UX PA3MELLEHUS.

e [lpasuno ana nyty — npasuao nyTtu. NMpasuna 4aHHOroO TUMNa NO3BONAIOT YKa3blBaTb
pa3meLlLeHMe NPUNOXKEHUN U hanaoB, KOTopble ByayT paspeLleHbl UM 3anpeLLeHbl Ana
3anycKa. 10 yMon4aHUIo yKe CO34aHbl YeTblipe paspeLlatowmx npasmaa 4aa CUCTEMHbIX
nanok. bnarogapa aTomy NPUAOKEHUA N3 AaHHbIX NANOK OyAyT pa3peLleHbl AN 3anycKa,
€C/I He yAa/INTb NPaBuIa BPYUHYIO.
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.
=+ (0 Mok arpakir-erHoro Menone30saHyA nporpan CE) %HKEY_LOCAL_MACHINEYSOFTWARE Micrasoft\Windowsl Currentversion\PragramFil...  MyTe

(L3 ¥poBHK BezonacHocTH
=3 AAONonHHTENEHEE NpEBHAE
g MEAKTHIEK BE3onacHocTH IP Ha "NoKEEHEI KoMnETep”

CoZ4aTE MPEEMND ANA cepTHikKaTa. ..
Co5AaTE MPEBHAD ARA XEWA, ..
COZAaTE MPEEMND ANA S0HE MHTEpHETA. ..

C034a8Th NPAEHN0 ARA MY TH...

Ece zaaa4mn 4

OOHOEHTE
SKCNOPTHROBATE CAHCOK. .,

Bra 4

¥NOpASOYHTE SHAYKH 4
BprDBHﬂTb SHa|KH

Cnpaska

Pucynok 13 - MeHIO 7ONOTHUTeIbHBIX MPABUJI

Hanee npet o6veKT «MpUHyanTenbHbIM» (PUcyHOK 14).

CrohcTea: [IpHHYOMTE IbHBIH

O6wme

anMEHFlTb NOAWTHEK OrpaHH4eHHOr D HCNone308aHKA

(*)iko BCem palinam nporpar, kpome GutnuoTes, [Takus kaxk DLLF

() k0 BCem Palinat Nporpar

MpuraeyaHHe; Ecnl ypoBeHE MO Yr0N4aHKWID YCTAHOENEH '3anpeweHn’,
TO MPHMEHEHHE NMONMTHE OFPEHHYEHHOMD MCNOAES0ESHUA NPOrpatdt K
AUAAMOTEKAM NOTPEAUET UCTAHOEMTE MNPAEMNa 007 Boey GHEAWOTEE,
WCNONESYEBIE 3TOMA NPOrpakak0f, NPEKLE YEk B CTAHET BOSOMKHD
BOCMONESOESTBCH.

anMEHFlTb NOAMTHEK OrpaHKHHYeHHOr D MCNone30EaHKHA Nporpaeds gna
CAEAYKOW MY NONL30ESTE NN

(%) [na scex nonssosaTensi

() [nA BCEX NONE30BATENSH, KPOME NOKANEHEX SIMUMHHCTRATOPOE

] ]I OrraeHa

Pucynok 14 - OxHo o0bexTa "IlpuHyANTEILHBIH"
B 3TOM OKHE MOXHO NMPUHYONTENTbHO NPUMEHUTb NOTNTUKN HE TOJIbKO K UCMOJTHAEMbIM d)aﬁnaN\,
HO U K CBA3aHHbIM C HUMU bubanoTtekam DLL, a Takke BbIbpaTh K Kakol rpynne («Bce», «Bce, kpome
NNOKa/1bHbIX a,EI,MI/IHMCTpaTOpOB))) no/sib3oBaTenem NMPUMEHATb NO/TUTUKN.
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Mocne naet o6bekT «HasHayeHHble TUNbl pannos» (PucyHok 15).

CeolcTea: HaaHauye HHble THNbI haklaos

Dew e

MNepEYHC NEHHEIE HIHE TUMEl PAMN0E DNPELENAKIT, YTO CYMTSETCA
HCNOAHASHEIM EOLOoM. JHH AENAKTCA 40N0AHEHHEM K CTaHLAPTHEIM
MpOrpattaHelt TIHNar dainoe, Takue, kak EXE, DLL nWBS.

H ASHAYEHHEIE THMNEl PAHNOE:

PacwmpeHie Tun dalina ~
= ADE Paiin "BDE"
= aDP Paiin "BDP"
BAS Paiin "BAS"
BAT MakerHei ain M5-D0S
@ CHHi CroranumMpoBaHHEE HTML-pain cnpaeeu
ChiDr K.oraHOHEIA cUeHapui Windows MT
@ COwd Mpunoskenye M5-005 3
< >

Urotbl goBaeuTe THA $aMna, BEELHMTE Ero
PACLMPEHHE 14 WenkHUTe kHomky " odaeuTe".

PacwupeHue:

OF. H OTiieHa l

Pucynok 15 - Hacrpoiika Tunos ¢paiisioB

B AaHHOM OKHe nepeYncsieH CNUCOK paclunpeHmnin panios, KOTOPbIE KOHTPOUPYIOTCSA
NONIMTUKAMM OTPAHUYEHHOTO UCMO/Ib30BaHMA NPOrpaMmm. [laHHbI CMIMCOK MOXKHO PeaaKTUPOBaTb NOA
CBOW YC/IOBUA.

MocneaHUM NYHKTOM MAET 06bekKT «JloBepeHHble nsgatenm» (PucyHok 16).
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CeolcTea: floBe peHHbIE H3JaTeaH

Dewme

PEISI:IELIJEITI: Cnegyral Mk NoNEZ0EITENARM BblﬁHDaTb
AOEEPEHHBIR ST ENSA:

(%) i0BEMHEIM N0NBS0BATENANE

() A0MHHMCTPETOPAN NOKANEHOMD EOMAEHTERS

HnA ONPeQENeHHa, He OTOSEAH N 3TOT CepTURMEAT, Neped Beldaqvel
AOEERMA W30 ATEND NPOESPHTE:

[] camoro pzaatens

[ ] wrarn eperderm

OF. H OTiieHa l

Pucynok 16 - Hactpoiika 1oBepeHHbIX H3aTeeii cepTupukaTon
B 3TOM OKHe peryanpyroTca HaCTPOMKM A0BEPEHHbIX n3gatenen cepTMduKaTos, KOTOPbIMU
noAanncbiBaOTCA MPUIOXKEHUA. ,£I,aHHoe OKHO aKTya/ibHO, TO/Z1IbKO €C/1 UCNONIb3YOTCA NpaBuia ANnA

cepTUdUKaTOoB.

[na npumepa co3gagmm nNpasuao 408 NyTU 3anpeLatolee 3anyck NpuaoXKeHNs MrHOBEHHOTO
obmeHa coobueHnammn Microsoft Messenger. [11a 3Toro Heob6xo4MMO BbI3BaB MEHIO B paboueit
obnactu pasaena «ononHUTebHbIE NpaBuaa» BbIbpaTb NYHKT MeHto «Co3aaTb NpaBuao Ans

nyTm»(PucyHok 17).
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Ceomctea: C:\Program Files\Messengerimsmsgs.exe

2IX

MNpaeuno 4nA NyTK

Oyre:

C:%Program FileshM ezzengerimamags. exe | [ Oézop...

HpoEeHE GEE0NACHOCTH:

He pazpeweHn "

HeorpaHuyeHHEIR

OnucaHue:

JanpelweHre Wonone3soEaHKA MSMessenger

HareHeHo: B peratpa 20011 r. 12:30:54

ak. ] [ OTtieHa

Pucynoxk 17 - Ilpumep HacTpoiiku NpaBuJia nyTH

e B CTpoKe «[lyTb» yKasaTb NOMIHbIA NYTb A0 3anyckaemoro ¢aiina. BoibpaTb B cnmcke
«ypoBeHb 6H€30NacHOCTU» NYHKT «He pa3spelleHo» 1 HaxKaTb «OK».

Mocne aToro co3gaHHoe nNpaBuno byaeT co3gaHo B paboyelt obnactn (PucyHok 18).

53 NapareTpe fesonacHocTi

(28 NonkTicn yaeTHeE: sankced

{Z® NokansHele NomMTHkI

D MOAHTHKK OTKPBITOMD KAKNE

= (20 ManHTHIH OrpaHHHeHHAr D HENonk30
(£ ¥poerm BezonacHocT
{23 AONOAHHTENLHEIE NpaBHNa

3, NomuThin BesonacHocTh TP Ha "ok

THn ¥poBEHE BE30NacHOCTH
@ “LHKEY _LOCAL_MACHINE\SOFTWAREIMicrosoftywindows NTICurrentVersion) SystemRook % MyTe HeorpaHd4eHHE A
@ “ULHKEY _LOCAL_MACHINE\SOFTWAREIMicrosoftywindows NTICurrentVersion) SystemPook % * exe MyTe HeorpaHd4eHHE A
@ “UHKEY _LOCAL_MACHINEVSOFTWARE Microsaftywindows NTICurrentVersiont SystemRoot % System3zi* exe MyTe HeorpaHiyeHHER
@ “UHKEY _LOCAL_MACHINEYSOFTWARE Microsaftywindows\CurrentYersian|ProgramFilesDir v MyTe HeorpaHiueHHE R
@ Ci\Program Files\Messengerimsmsgs, exe MyTe He paspewweHo

Pucynok 18 - Co3nanHoe npaBui1o, 3anpemnianiee 3amycK NPHI0KeHHs

OnHeaHHe

3aNpEIEHHE HCNONE30BaHNA MoMessenger

Ona npumeHeHna n3meHeHnn HeobxoamMmo NGO nepesarpy3nTb KOMNbIOTEP, MO0 BbINOHUTD

KoMaHay «gpupdate».
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