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AOKYMEHT WAM ero 4acTb B 3/IeKTPOHHOM WAM nNevyaTHOM BWAE He MOoryT O6biTb
CKOMWPOBaHbl N NepefaHbl TPETbUM SiLAM C KOMMepPYeCcKon Lenbio.




KTAN.00087-01 93 01. Kpunrollpo CSP. IIpunoxenne KOMaHIHON CTPOKU

CoaepxaHue
1. CUCTEMHDBIE TPEOOBAHMS ..ottt ettt ettt se et st seebe st e ene e 3
2. NNCNONMb30BAHUE MPOTPAMMDI ....viiiiiiiiieiiesieiesie ettt sse st eseeeestesbesbesbesbeaseeseeseestessesbesbesbesseaseeseenens 4
2.1, 3AMYCK MPOTP@MMDBI...ccuiiiiiieieiieatiaieateeseesie e stestesteaseaseaseaseeseessessessestesseaseaseessessesessestestesseaseaseesenns 4
2.2. KpnTepmm NONCKA CEPTUMMKATOB ....ocveriiviiierieriiiesiesietesteae e st stesasse e aesessesaesassessessesessessesassens 4
2.3. KoMaHabl WNPPOBaAHMSA/PACLUNMPOBAHMS .....cvevceieteieieie ettt 5
2.4. PAab0Ta C NAKETAMM ANMIIOB.......ccvcveiiiieiicie ittt sttt st se st se et st sebesre s enearens 6
2.5. PA0OTA C MOAMUCHMM ..ot e et e ettt et e et e st e et e e st eete e st e e ete e s et e e saeesateesteesrneesreesans 9
2.6. PAb0Ta C CEPTUMUKATAMM ...ovcviiiiieiieeicieceee ettt st b et se st st ssebe st e ne v 11
2.7. PaboTa C 3aNpOCaMM HA CEPTUMMKAT ...oovciiriierieieiteseee ettt sttt st be st ne v 13
2.8. KomaHga ans paboTbl C cepuiHbIM HOMEpPOM nnueH3nn (Tonbko ansg Windows) 17
2.9. YcoBepLEeHCTBOBAHHAA SNTEKTPOHHASNA MOLMMCD ...cvcviiiierieiesienieresie e sseeesesnens 18
3. BO3BPALLAEMDBIE KOOI OLLUMBOK ....covviieiieiiiiesieie ettt sttt se sttt neer s 19



XKTAM.00087-01 93 01. Kpunrollpo CSP. ITpunoxenne KOMaHIHON CTPOKU

AHHOTaUMS

JaHHbIn AOOKYMEHT COAEPXUT O6LLI,YI'O VIH(bOpMaU,VII'O no MUCNoAb30BaHWUKO NpoOrpaMMHOro

npoaykTa

«XKTSAN.00087-01 93 01. Kpuntollpo CSP. TllpunoxeHne KOMaHAHOW CTPOKM>»,

npegHasHadeHHoro ansa paboTbl C cepTuduKaTamMm C MCNOSb30BaHUEM MH@PACTPYKTYPbl OTKPbITbIX
Knto4ven, wngposaHus/pacumndpoBaHms cooblieHnin, cogepxalnxcsa B darnax, co3gaHus/npoBepku
3/IEKTPOHHbIX NOAMMUCEN M X3WNpPOBaHUA coobLeHM, cogepXalumxcs B daine nnm rpynne ¢annos.

1. CuctemMHble TpeboBaHus

Windows
BkntovaeT nporpaMMHo-annapaTHble cpeabl:
Windows 7/8/8.1/10/Server 2003/2008 (x86, x64);
Windows Server 2008 R2/2012/2012 R2/2016 (x64).
LSB Linux

BkntoyaeTt anctpubyTtusbl Linux, yaosneTsopstowme ctaHaapTty Linux Standard Base ISO/IEC
23360 Bepcun LSB 4.x:

C

Cent0S 5.11/6.6/7.0 (x86, x64, ARM);
se0S (x86, x64);
TA OC AUC ©CCI Poccnm (GosLinux) (x86, x64);
Red OS 7.0 (x86, x64, ARM);
Fedora 23/24/25 (x86, x64, ARM);
Mandriva Enterprise Server 5, Business Server 1 (x86, x64, ARM);
Oracle Linux 5/6/7 (x86, x64);
OpenSUSE 12.2/12.3/13.1/13.2 (x86, x64, ARM);
SUSE Linux Enterprise 10/11/12 (x86, x64, POWER, ARM);
Red Hat Enterprise Linux 4/5/6/7 (x86, x64, POWER, ARM);
CuHTe3-0C.PC (x86, x64, POWER, ARM);
Ubuntu 10.04/12.04/12.10/13.04/14.04/14.10/15.04/15.10/16.04/16.04.1/16.10 (x86, x64,
POWER, ARM);
Linux Mint 13/14/15/16/17/18 (x86, x64);
Debian 6.0/7.0 (x86, x64, POWER, ARM, MIPS);
Astra Linux Special Edition (x86-64).
iX

Bkntouaet nporpaMMHoO-annapaTHbie Cpeabl:

ALT Linux 7 (x86, x64, ARM);

ROSA 2011, Enterprise Desktop X.1 (Marathon), Enterprise Linux Server (x86, x64);
POCA XPOM/KOBANIbT/HUKEJb (x86, x64);

FreeBSD 9/10, pfSense 2.x (x86, x64);

AIX 5/6/7 (POWER);

Mac OS X 10.7/10.8/10.9/10.10/10.11/10.12 (x64).

Solaris
BktoyaeT nporpaMMHo-annapaTHble cpeabl:

Solaris 10 (sparc, x86, x64);
Solaris 11 (sparc, x64).

BupTyanbHble cpeabl

Microsoft Hyper-V Server 2008/2008R2/2012/2012R2/2016 (x64);
VMWare WorkStation 11/12 (x86-64);

VMWare Player 7/12 (x86, x64);

VMWare Sphere ESXi 5.0/5.1/5.5/6.0 (x64);

Virtual Box 3.2/4.0/4.1/4.2/4.3/5.0/5.1 (x86, x64);

RHEV 3.4/3.5/3.6/4.0 (x64).
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2. Wcnonb3oBaHue nporpaMmsl

2.1. 3anyck nporpamMmmsl

Mporpamma peanusoBaHa B BUAE UCMONHsAEeMOro daina «cryptcp.exes».
Ans ee 3anycka HEO6XOAMMO BbIMOSIHUTL C/IEAYIOLLYI0 KOMaHAY :
[nyTb]lcryptcp [<koMmaHaa> [<onuuu mn dainbi>]]
NyTh IMyTh K MECTOPACIIOIOKEHHUIO MPOrpaMMbl (Hampumep, «C:\utils\»);

cryptcp wums ucronHseMoro (aiisia MpUI0KEHNUS;
KOMAH/Ja OJ{HA U3 JIOMYCTUMBIX KOMaH/ (CM. HUXKE);
ONMIMH TapaMeTpbl KOMaHAbI (CBOU JJIsl KaXKAOW KOMaH/Ibl), HAUMHAIOIIUECS C «-»;

(¢aiiyibl  UMEHa OJTHOTO WIIU JIBYX (ailJIoB, B 3aBUCUMOCTH OT KOMaHbL. [lopsaok daitnos B
KOMaHJHON CTPOKE OTHOCUTENBHO JIPYT JIpyra I0JIKEeH ObITh TAaKOH, KaK yKa3aHo B
OMHUCAHUU KOMaH/IbI.

MpumeuaHume: K noHATUIO dann TakxkKe OTHOCATCS Macku haiiios.

Ecnn He ykasaTb KOMaHAy, TO Ha 3KpaH BbIBOAWUTCA CMMCOK BCEX AOCTYMHbIX KOMaHA C MX
KpaTKnuM onucaHmeM. [ns nonydeHms 6onee peTtanbHOro oOnucaHuMs oOnpeaeneHHOW KOMaHAbl,
Heobxoammo ykasaTtb onuuio -help.

Mpn onuncaHun onuuii 3Be3404KOM (*) NMoMedeHa onums No yMmonvaHuio (AN HECKONbKUX
B3aMMOUCK/TOHAIOLWMX OMLUWUIA).

2.2. Kputepuin noncka ceptudmkaTos

Kputepuin nomncka ceptudukatos (aanee - KMC) mcnonb3yercs nnas 3agaHus CBeAEHWUIA O
cybbekTax, 4bnm ceptudukatel 6yayT MCNONb30BaTbCs MPM BbINOJHEHWM KOMaHAbl (Hanpumep,
LWKnppoBaHMe NN NOANUCL AaHHbIX). Ecnn koMaHaa TakoBa, uto KIMC gomkeH yaoBNeTBOPSATb TONbLKO
oauH ceptudgukaTt, To Takoh KMC 6yanetr obo3HauaTtbecs KMC1. KIMC 3apaetca B dopMe onuui
KOMaHAHOW CTPOKMK, KOTOPbIE MMEIOT CNeAYyLWNI CUHTAKCUC:

[-dn <RDN>]n pas [-issuer <RDN>]m pas[-{m]|u}[<uma>]|-f <dann>]k pas [-thumbprint
<ortneuatok>] [-all|-1]|-q[N]1] [{-nochain|-errchain [-norev]}]

-dn ykasanue ctpok mis moucka B RDN (nHave mowck He 3aBucut ot RDN). Ecnin
BBOJIUTCSI HECKOJIBKO CTPOK JJIsl IOUCKA, TO OyJIeT HaiiieHo 0oJbliiee KOJTMYECTBO
cepTu(dUKaToB;

RDN cnmcok cTpok (depes 3amsTylo), HCIOIb3YEMBbIX JUI TOUCKA CePTUPHUKATOB.
OyayT Haiinens! ceprudukatsl, B RDN cyObekTa/u3naTesns KOTOphIX
IPUCYTCTBYIOT BCE 3TU CTPOKH.

-issuer wucmons3yercs RDN u3marens s moucka
-Mm nouck ocyuecTisiercsa B xpanuwiumax kommnbeiotepa (LOCAL _MACHINE);
-U* mnowuck ocymectsisercs B XxpaHuwiumiax noaszoBarenst (CURRENT USER);
MMsl Ha3BaHUe XpaHWwIMIIa (o ymondanuto «My» ais coznanus noanucy win
pacumdposku u «My+Addressbook» aist ocTabHBIX ClTydaeB);
-f B KayecTBe XpaHWJIHIIA UCTIONB3YETCS COOOIIeHNe Win (aiin cepTrdurkara;
daiin  ums daiina;
-thumbprint orneuarok ceprudukara;

-all*  wucnonb3oBaTh Bee HaitneHnsie ceptudukarsl (* aus KI1C);

-1* Oyper HaliieH TONbKO OJIMH cepTudukar, nHaue — ommuodka (* mis KIIC1);

-q[N] ecnu naitneno menee N cepTrdHKaTOB, TO BRIBECTH 3aITPOC IS BEIOOpA



XKTAM.00087-01 93 01. Kpunrollpo CSP. ITpunoxenne KOMaHIHON CTPOKU

HY>KHOTO (110 yMosuanuto N=10);
-nochain  He MpoBepsATH HEMOYKN HAWJCHHBIX CEPTH(PHKATOB;
-NOrev He MpoBepsATh CEPTU(DUKATHI B IIETIOYKE HA MPEAMET OTO3BAHHOCTH;
-errchain 3aBepiaTh BBHITIOJHEHUE C OIIUOKOM, €CIIM XOTs ObI OIMH cepTH(dUKAT He
MIPOIIEIT TPOBEPKY .
[Tpumepst ucnosbzoBanust KITC MoxHO HAalTH B ONUCAHUAX KOMaH],
HCIIOJIL3YIOIIUX €rO.

MpumeuaHmne: Ecnm BHyTpu onumm wuma wanm RDN npucyTtctByloT npobenbl, To ee
HeobXxo4MMO 3aK/TIOUYNTb B KaBbluKKU. TO e OTHOCUTCH K uMeHaM ¢dainoB 1 nanok.

MpumMmep:

MUBaH UBaHOB,a@b.c — HEBEpHO;
“UBaH UBaHOB,a@b.c” - BepHO;
CN=WUBaHOB,E=a@b.c — BEpHO.

2.3. KomaHgb! wudpoBaHus/pacundpoBaHns

Ona Toro, 4tob6bl 3awndpoBaTb AaHHblE M co3daTb coobuieHne, HeobxoaMMO BbINOAHUTb
cneayouwyo KoMaHay:

-encr <KMNC> [-der] [- strict] [-encryptionAlg <OID>] <BxoaHo# chann> <coobuieHne>

KIIC KIIC nony4yarenei;
-der wucnone3oBate popmar DER Bmecto BASE64;
-strict HMcmonb3oBath ogHo3HauHOE KoaupoBanue DER (a e BER);
-encryptionAlg 3anate anroput mmdpoBaHUs
BXO/IHO# (paiiyt  aiin, coaepkammii BXOIHbIC TaHHBIC;
coolOmeHue (Qaiis, KOTOPBIN OyAET colepKaTh CO3TaHHOE COOOIIEHHE.

Mpumeuanue: [ng Toro 4tobbl 3awmdpoBaTh AaHHble «Ha ceba», Heobxoammo ykasaTtb KIC
CBOero ceptudukara.

MpuMepbl:

cryptcp -encr -dn "MiBaHoB lMeTp,ivanov@bank.ru" -uMy -der test.txt testl.msg

3awndposaTtb cogepxumoe darna "test.txt" B "testl.msg" (6uHapHbii dbopmaT), Mcnonb3ys
BCE ceptudukaTtbl XpaHunmwa "JlnuyHble" ("My") Tekywero nonb3oBatensd (a He 0KaJlbHOro
KoMnbloTepa), coaepxawme B none "Cybbekt" ("Subject") noactpokn "MeaHoB T[letp" w
"ivanov@bank.ru".

cryptcp -encr -f "a:\Petr’s cert.p7b" test.txt testl.msg
3awndposaTtb cogepxumoe darna «test.txt» B «testl.msg» (cdbopmat BASE64), ncnonb3sys
ceptudmkaTt mn3 danna «a:\Petr's cert.p7b».

Onsa Toro, uytob6bl pacwundpoBaTb AaHHbIe N3 coo0blweHns, He06X0ANMO BbIMOSIHUTL ClIeAYOLLYO
KoMaHay:
-decr <KMNC1> [-start] [-pin <naponb>|-askpin] <coobuweHue> <BbixoaHOU cdhamn>

KIIC1 KIIC nomyyarens;
-start OTKpBITH (3aIyCTHTh) MOyUYEHHBIN (aiii;
-askpin 3ampocuTh mapoIh KIIFOUYEBOTO KOHTEHHEpa ¢ KOHCOJIH;
-pin  3amaTh MapoJb KIOYEBOrO KOHTEHHEpa,
napojb TapoJib K KIIFOUEBOMY KOHTEIHEpY;
cooOmeHue Qaiin, coaepKammii COOOIIeHHE;
BBIXOJHOI ¢aiia  ]aiin, B KOTOpbIi OyAyT 3anIUCaHbl JAHHBIE U3 COOOLICHUSI.
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MpumMep:

cryptcp -decr -dn "MBaHoB MeTp,ivanov@bank.ru" -start test.msg test2.txt

Pacwudposatb coobuweHne ns danna «test.msg» B dann «test2.txt», ncnonb3ays 3akpbiTbiin
KMO4Y, CBSI3@aHHbIN C CEepTUPUKATOM XpaHunuwa <«JInyHble» («My») Tekywero nosb3oBaTens,
cogepxawmm B none «CybbekT» («Subject») noactpokm «MBaHoB [eTp» u «ivanov@bank.ru», a
3aTeM OTKPbITb NOJIyYEHHbIN dhans.

2.4. PaboTta c naketamun dannos

Mpounseectu X3WnpoBaHue CoAEepXXNUMOro dannos 7 3anmcaTb pe3ynbTaT B
«nUMs_uncxogHoro_danna.hsh» MoOXXHO € NOMOLLLIO KOMaHAbI

[-dir <nanka>] -hash [-provtype <N>] [-provhame <CSP>] [-hashAlg <OID>] [-hex] <macka
cdannos>

-dir yxa3zaTh manky it (aiiioB co 3HAUCHUSIMH XOUI-(DYHKITNH, HHAYE — TEKYIIIas;
-provtype yxkasate THN Kpunromnposaiaepa (N) (mo ymonuanuto 75);
-provname ykaszaTh ums kpunronposaiaepa (CSP);
-hashAlg 3anmaTe anroput™ XsmMpoBaHUs

OID OID anropurma xamupoBanust: 1.2.643.2.2.9 s TOCT P 34.11-94
1.2.643.7.1.1.2.2 nna TOCT P 34.11-2012 256 bit
1.2.643.7.1.1.2.3 ns TOCT P 34.11-2012 512 bit

-hex 3nHauenme xsm-QpyHKIMH B (aiine B BUJE NIECTHAAIATHPHYHON CTPOKH;

Macka (aiiJioB cTaHJapTHasl Macka Xd3IIUPYEMbIX (pailsioB.

Mpumeuanune: Ecnv onums -provname He ykasaHa, To 6yaeT ucnosb3oBaH nposangep no
YMOSIYaHUIO yKasaHHoro tuna (-provtype). Ecnm ykasaHHas nanka He cywecTByeT, TO oHa byaeTt
co3aaHa.

MpumMmep:

cryptcp -hash -dir hashes -provtype 75 *.exe

MocunTtaTb Ana BCex dannoB C paClUMpeHUeEM «exe» TeKyLlelh nanku 3HavyeHne xaw-OyHKLnum
M 3anucatb ux B nanky <«hashes». lpu Xx3WMpoBaHWM WUCNONbL30BaTb KpuATOonpoBamaep no
yMosnidaHuio gnsa tuna 75.

MpoBepuTb 3HaueHue x3w-pyHKUMin danna, co3gaHHOE C MOMOLbIO MpeablayLlen KoMaHabl,
MOXHO C NOMOLWbKO KOMaHAbI:

[-dir <nanka>] -vhash [-provtype <N>] [-provhame <CSP>][-hex] <macka c¢ainos>

-dir yxazaTh manky ISt haiiIoB CO 3HAUESHUSIMH XA1I-(DYHKITUH, HHAYE — TEKYIIIast;
-provtype yxka3zath Tun kpunromposaiaepa (N) (o ymonganuto 75);
-provname ykasatb uMs Kpunrtonpoaiiiepa (SCSP>);
-hex 3HadeHue XAm-QyHKIMK B (aiiie B BUJE NIECTHAANATHPHYHON CTPOKH;
Macka (ailyioB cTaHAapTHAas Macka IpoBepsieMbIX (Paitos.

MpuMmeuaHue: Ecnu onumsa -provhame He ykasaHa, To byaeT mcnonb3oBaH nposaligep no
YMOJIYaHUIO yYKasaHHoro tuna (-provtype).

MpumMmep:

cryptcp -vhash -dir c:\hashes -provtype 75 *.exe

MpoBepuTb pAs BCex @(anaoB C pacClIMPEHUMEM <«exe» TeKyLlen nanku 3HayeHue X>oL-
dYHKUMN, STaNOHHbIE 3HAYEHUSA XpaHATcsa B nanke "c:\hashes". MNpn x3awunpoBaHMM KUCMNOMb30BaTb
KpunTonpoBanaep nNo ymosn4daHuio gns tuna 75.

Co3gaTtb nognucm ¢annoB M 3anmcatb MX B alibl «MMS_MCXOAHOro_danna.sgn» MOXHO
cnenyowen KoMaHaom:
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[nyTb]cryptcp -signf [-dir <nanka>] <KMNC1> <macka c¢ainnoB> [-cert] [-crl] [-der]
[-strict] [-sd<URL>] [-ss<URL>] [-nostampcert] [-stampchaincheck] [-xlongtypel]
[-cadesTSA<URL>] [-hashAlg <OID>] [-pin <nmaponb>|-askpin] [-display]

-dir

KIIC1
-cert
-crl
-der
-strict
-sd

-SS
URL

-nostampcert

-stampchaincheck
-Xlongtypel

-cadesTSA
URL
-hashAlg
OID

-askpin
-pin
napoJjb

-display

Macka ¢aijioB

yKa3aTh Manky i (HaiioB ¢ MOJMUCIMH, HHaYe — TEKYyIIas;

KIIC aBTopa noanucu;

N00aBIATh B MOJAIUCH CEPTUPHUKAT OTIIPABUTENS;

N00aBIISATh B MOANUCH CIIUCOK OTO3BaHHBIX CEPTU(UKATOB;

ucnosb3oBath opmat DER BMecTo BASE64;

Hcnonp3oBars oqHo3HauHOE KoaupoBanue DER (a e BER)

J100aBHUTH B TIOJIKCH IITaMII BpEMEHH Ha IOIIMCHIBAEMbIC TaHHBIC
(moanucaHHbIN aTpUOyT);

700aBUTh B OJNUCH IITaMIl BpEMEHU Ha MOJNUCH (HEMOANUCAHHBIN aTpUOyT);
aapec ciy>O0bI mTammnoB B Buje "http://..." (MOXXHO 3a7aTh pa3HbIe [ OMIUH -SS
u -sd, HO, eCJIM 3a/laH AJIsl OJTHOM U3 HUX, TO UCIOJIb3YETCs U AJIs BTOPOil);

He TpeOOoBaTh BKIIOYECHHUS B IITaMII cepTU(UKaTa CIyKObI IITAMIIOB BpEMEHU
(ucnonb3yetcs BMecte ¢ -Sd u/uiu -SS);

IIPOBEPUTH LIETIOUKY cepTU(UKaTa B IITAMIIE BPEMEHU

coznasatb noanuck CAJAES-X Long Type 1 (ecnu nanHbIi napameTp 3ajaH,
napameTp -ss Oy1eT IPOUTHOPUPOBAH )

ciyx0a mramnoB Bpemenu it noanucu CAdES-X Long Type 1

azapec ciyxO0sbl mramnos B Buzae "http://..."

3aJaTh AJITOPUTM XJIIMPOBAHUS

OID anropurma xsmupoBanus: 1.2.643.2.2.9 s TOCT P 34.11-94
1.2.643.7.1.1.2.2 ansa TOCT P 34.11-2012 256 bit

1.2.643.7.1.1.2.3 qna TOCT P 34.11-2012 512 bit

3aMpOCUTh MAPOJIb KIFOYEBOTO KOHTEHHEpa ¢ KOHCOIIH;

3a7aTh MapoJib KJIFUYEBOTO KOHTEHHEpa;

1apoJib K KIOYEBOMY KOHTEHHEDY;

BBIBOAMTH MH(POPMALIMIO Ha SKPaH CPEJCTBA JOBEPEHHOTO OTOOpasKeHUs
MOJITMCHIBAEMBIX JaHHBIX;

CTaHJapTHasi MacKa MONKUCHIBAEMBIX (aiioB.

MpumMmeyvaHue: Ecnv ykasaHHas nanka He CyLlecTBYeT, TO OHa 6yaeT co3aaHa.

MpumMmep:
cryptcp

-signf -dir \signs

-uMyCerts -dn "WMBaHoB [eTp,ivanov@bank.ru" d:\*.doc -

sdhttp://cryptopro.ru/tsp/tsp.srf

MoanuncaTtb coaepxunmoe Bcex dhannos c pacwmpeHnemMm «doc» M3 KOpHEBOWN nManku Ancka «d:»,

ncnonb3y4a 3aKpHTHﬁ KJ1H04,
coaepxawmMMm B none

nonb30BaTens,

CBSA3@HHbIN C cepTudMKATOM XpaHuaMLA
«CybbekT» («Subject») noacTpoku

«MyCerts» Tekywero
«MBaHoB [leTp» U

«ivanov@bank.ru», nonyyeHHble NOAMUCK COXPaHUTb B Marnke <«Signs» B KOPHEe TeKyLlero Aucka.
Kpome 3TOro, mony4uTb WTaMMNbl BPEMEHW Ha KaXAablh nognucbiBaeMblt ana U BOXUTb MX B
COOTBETCTBYHOWME NOAMUCK.

MpoBepuTb NOAMUCU COAEPXKMMOro dalnoB, co3gaHHbie C MOMOLLbIO MpeabliayLIen KOMaHAbI,
MOXHO criegytowmnm obpasom:

[nyTb]cryptcp -vsignf [-dir <nanka>] [-sd[<Bpemsa>]] [-ss[<Bpemsa>]]

[-xlongtypel | -nocades] <KMNC> <macka c¢dainnos>

-dir yxkaszaTh mamnky ¢ ¢aiiamu, coaepKaIuMH MOAMUCH, HHaUe — TEKyIIasi;
KIIC KIIC aBTopa noanucu;
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Macka ¢aiisioB

-sd

CTaHJIapTHAsI MacKa MPOBEPSEMbIX (aiIoB.
MIPOBEPUTH LITAMI BPEMEHHU Ha MOIHCAHHbIE TaHHbIE (ITOMUCAaHHBIN

aTpulyT);

-SS
BpeMs

MIPOBEPHUTH IITAMIT BPEMEHH Ha MOIUCH (HETIOAMUCAHHBINA aTPUOYT);
YKa3bIBa€TCS B Yacax; €Clid yKa3aHo, TO POBEPSET, YTOOBI IITaMII ObUT CAETaH HEe

PpaHEC YKA3aHHOI'O KOJIMYCCTBA YaCOB Ha3aJ OT TCKYUICIr0O MOMCHTA,;

-xlongtypel

-nocades

MpumMmep:

nposeputh noanuck CAJES-X Long Type 1, KIIC 6ynet npournopupoBas

3aMPCTUTH UCIIOJIB30BAHUEC BJIOKCHHBIX B MOAIIUCH JOKA3aTCIbLCTB

cryptcp -vsignf -dir \signs -uMyCerts d:\*.doc -sd24
MpoBepuTb BCce dannbl ¢ pacwmpeHneM «doc» M3 KOPHEBOW MNankKM Aucka «d:», UCMonb3ys
CO34aHHble paHee MOANMCU U3 MNankuM «signs» B KOPHe Tekyllero Aucka. MNouck ceptudukata aAng

NpoBEpPKN noAnucer uckatb B XpaHunuwe «MyCerts» TeKyllero nosb3oBaTens.

KpoMme 3ToOro,

NPOBEPUTb LWITaMN BPEMEHN Ha Noanuchb (HeMoAnuCaHHbIA aTpubyT) U NpoBepUTb, YTOObLI 3TOT WTaMnN
6bln BbllaH HE paHee, YeM CYTKM Ha3aa.

[Job6aBuTb nognuce gaina B 'McxogHbIr_danni.sgn' MOXHO KOMaHAOM

[nyTb]cryptcp -addsignf [-dir <nanka>] <KMNC1> <macka ¢annos> [-cert] [-crl] [-der]
[-sd<URL>] [-ss<URL>] [-nostampcert] [-stampchaincheck]
[-xlongtypel] [-cadesTSA<URL>] [-pin <naponb>|-askpin]

-dir
KIIC1
-cert
-crl
-der
-sd

-SS
URL

-nostampcert

-stampchaincheck
-xlongtypel

-cadesTSA
URL

-askpin

-pin

napoJb
macka ¢aiiyio

MpumMep:

cryptcp
/testdocuments/*.doc

yKa3aTrhb Nanky ajs ¢paiioB ¢ NOJNUCIMU, HHAYE — TEKYIas;

KIIC aBTopa noamnucu;

00aBIAThH B MOJIUCH CEPTU(PUKAT OTIIPABUTEIIS;

N00aBIIATH B MOAIMCH CITIMCOK OTO3BaHHBIX CEPTU(UKATOB;

ucrnonb3oBath popmat DER BMecTto BASEG4;

N00aBUTH B IOJIKCH IITaMI BPEMEHH Ha IOANNCHIBAEMbIC TaHHBIC
(moamucaHHbBIN aTPHOYT);

N00aBUTh B OJMKCH HITAMI BpEMEHH Ha MOANUCH (HENOAMMCaHHbIN aTprOyT);
azpec ciy>xO0bI mrammoB B Buze "http://..." (MOXXHO 3a1aTh pa3HbIe TSI OTIINAN -
ss 1 -Sd, HO, ecITU 3aJaH JJIs OTHOW M3 HUX, TO UCIIOJIB3YETCS U JIJIsl BTOPOH);
He TpeOOoBaTh BKIIIOUEHUS B IITaMII cepTU(dUKaTa CIy>KObI IITAMIIOB BPEMEHU
(ucnosp3yercst BMecTe ¢ -sd u/uiu -SS)

MIPOBEPUTH LIETIOUKY cepTU(PUKaTa B IITAMIIE BpEMEHU

no6asuts noanuck CAAES-X Long Type 1 (ecam qaHHBIM napameTp 3a/aH,
napameTp -ss OyZeT MPOUrHOPUPOBAH )

ciyx0a mramnoB Bpemenu it noanucu CAdES-X Long Type 1

azpec ciy>xO0bI mramnoB B Buze "http://..."

3arpoOCUTh MApOJIb KIFOYEBOTO KOHTEHHEpa U3 KOHCOIH

3aJ1aTh MapoJib KIFOYEBOT0 KOHTEHHEpa

I1apoJIb K KIIFOYEBOMY KOHTEMHEDPY

Macka g 0TOOpa MOJAMUChIBaeMbIX (aiiioB

-addsignf -dir /signs -dn CN=Ivanov"

-uMy "E=ivanov@test.ru,

Moanucatb BCe dannbl C pacwmpeHneMm «doc» m3 ampektTopum testdocuments ¢ nomoulbto

ceptudmkaTos,
cneaywowmm

KpUTEpUAM:

Haxo4sWwmMxca B XpaHunuuwe <«My» Tekylwero nosb3oBaTens, YAOBNETBOPSIOLLMX

E=ivanov@test.ru, CN=Ivanov. T[oanucu pobaButb B Qainbl,

pacnosioXXeHHble B AMPEKTOPUM SiNgS, COOTBETCTBYHOLLME YCIIOBUIO 'MCXoaHbIM_dann.sgn'
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2.5. PaboTta c noanucamum

MoanuncaTtb AgaHHble M CO34aTb COOOLLEHME MOXHO CrieayowmnM obpa3omM:

[nyTb]cryptcp -sign <KMNC1> [-nocert] [-crl] [-der] [-strict] [-authattr <aTpu6yTr>]n pa3
[-attr <aTpubyT>]k pa3s [-sd<URL>] [-ss<URL>] [-nostampcert] [-stampchaincheck] [-xlongtypel]
[-cadesTSA<URL>] [-hashAlg <OID>] [-pin <naponb>|-askpin] [-display] <BxoaHoi cpain>

KIIC1
-nocert
-crl

-der
-strict
-authattr
-attr
aTpudyT

-sd

-SS
URL

-nostampcert

-stampchaincheck
-xlongtypel
-cadesTSA

URL

-hashAlg

OID

-askpin
-pin
1apoJjb

-display

BXOJHOM (hai

<coobweHune>

KIIC aBTopa noamnucu;

He 100aBIATh B COOOIICHNE CepTU(PUKAT OTIPABUTEIIS;

N00aBJICHUE CITUCKA OTO3BAHHBIX CEPTH(HKATOB;

ucnoinb3oBath popmat DER BmecTo BASE64;

Hcnonp3oBath oaHo3HauHoe koauposanue DER (a ne BER);

J00aBUThH MOIMMCAHHBINA aTPUOYT B MOJIITHUCH;

N00ABUTh HEMOAIMCAHHBIN aTpHOYT B TIOIHCH;

"<OID>,<¢aiin ¢ 3aKOAMPOBAHHBIM COJCPKHUMBIM aTpuOyTa>"(mpumep:
"1.2.3,attr.bin™);

N00aBUTH B MOJIKCH IITAaMI BpEMEHH Ha MOANKCHIBAEMbIE JaHHBIC (TIOANMCaHHbIHI
aTpulyT);

100aBUTH B OJNKCH ITAMI BPEMEHH Ha MOANUCH (HEMOAMUCAHHBIN aTpulyT);
aapec ciayxO0bl mramiioB B Bujae "http://..." (MOXXHO 3a1aTh pa3HbIE AJIS OIIIUHN -SS H -
sd, HO, eci 3a/1aH ISl OTHOM M3 HUX, TO MCIIONB3YETCs U IS BTOPOHA);

He TpeOOBaTh BKIIIOYCHUS B IITAMIT CEPTU(DUKATA CITYKOBI ITAMIIOB BPEMEHU
(ucnone3yercsi BMecTe ¢ -Sd u/uiu -SS);

MIPOBEPUTH IIETIOUKY cepTh(UKaTa B MITAMIIC BPEMEHU

nposeputh noanuck CAJES-X Long Type 1, KIIC 6ynet npournopupoBas
cimy»0a mrammoB Bpemernu s moamucu CAJES-X Long Type 1

ajipec cIrykObI mTamioB B Buze "http://..."

3a]1aTh AJITOPUTM XAIIUPOBAHUS

OID anropurMma xsmupoBanust: 1.2.643.2.2.9 nus TOCT P 34.11-94
1.2.643.7.1.1.2.2 ansa TOCT P 34.11-2012 256 bit

1.2.643.7.1.1.2.3 nna TOCT P 34.11-2012 512 bit

3alpOCHUTh MapOJIb KIFYEBOTO KOHTEHHEpa ¢ KOHCOJIH;

3a71aTh MapOJIb KIIFOUEBOTO KOHTEHHEPA;

napoJib K KIFOUEBOMY KOHTEHHEPY;

BBIBOJMTH HHPOPMALIMIO HAa SKPaH CPEJCTBA JJOBEPEHHOTO OTOOpaKEHUS
MIO/IITMCHIBAEMBIX JaHHBIX;

(aiin, comepkaiuii BXOJIHbBIE TaHHBIC,

coodmenne Qaiir, KOTOpBIN OYJET copepKaTh CO3JaHHOE COOOIIECHHE.
MpumMmep:
cryptcp -sign -mMy -dn CemoB -q5 -nocert -crl -der test.txt test2.msg -

sshttp://cryptopro.ru/tsp/tsp.srf

Moanucate coaepxumoe darina «test.txt» n cospatb noanucaHHoe coobuleHue «test2.msg»
(B 6uHapHoOM BuAe), He BKJto4awLlee B cebs ncnonblyemblit ceptmdumkaT, HO BKIKOYaloLwee CnmMcokK
OTO3BaHHbIX CepTUPUKATOB LeHTpa cepTudmKaumm, BblAaBLEro UCNOAb3yeMbIN cepTudukat. Kpome
3TOro, MOJIyuYUTb LWITAaMN BPEMEHW Ha CO34aHHYI MOAMNUCb W BNOXWUTL €e B coobuweHue. lMouck
ncnonb3yemoro ceptudmkarta nponcxoamTt cneagyowmm obpasom:

1. Haxopstca Bce ceptudukaTtbl XpaHuauvwa <«JIMyHble»
JIoKasibHOro KoMmrbkoTepa.

TEKYLWLEro nonb3oBaTtend w



XKTAM.00087-01 93 01. Kpunrollpo CSP. ITpunoxenne KOMaHIHON CTPOKU

2. Ecnn nx Hawnocb 6onee natm, TO - owmbka, MHauye nosib3oBaTento b6yaeT npeasoXeHo
BbI6paTb OAWH U3 HaWAeHHbIX CEPTUPUKATOB.

[06aBUTb 3N1EKTPOHHYIO NOAMNUCH B COO6LLEHNE MOXHO C MOMOLLbIO BbI30BaA:

cryptcp -addsign <KIMNC1> [-nocert] [-crl] [-sd<URL>] [-ss<URL>] [-nostampcert]
[-stampchaincheck] [-xlongtypel] [-cadesTSA<URL>] [-hashAlg <OID>] [-pin <naponb>|-askpin]
[-authattr <aTpmub6yT>]n pas [-attr <aTpunbyTr>]k pa3s <coobuweHue>>

KIIC1
-nocert
-crl
-authattr
-attr
aTpudyT

-sd

-SS
URL

-nostampcert

-stampchaincheck
-Xlongtypel

-cadesTSA
URL
-hashAlg
OID

-askpin
-pin
napoJib
coo01enue

KIIC aBTopa noanucu;

He J00aBIATh B COOOIIEHNE cepTU(UKAT OTIIPABUTEIIS;

n00aBJIEHUE CITMCKA OTO3BAHHBIX CEPTH(PHUKATOB;

J00aBUTh NOJMUCAHHBINA aTPUOYT B MOJIHUCH;

J00aBUTh HEMOAMUCAHHBIN aTpUOYT B MOMKCH;

"<OID>,<@aiin ¢ 3aK0AUPOBAHHBIM COJEPKUMBIM aTprOyTa>"(IIpumep:
"1.2.3,attr.bin™);

00aBUTH B TOJIIKCH ITaMIT BpEMEHH Ha TTOANKCHIBAEMBIC JTaHHBIC
(moanucaHHbIN aTpUbyT);

J100aBUTh B MOJIMKUCH IITaMIT BpEMEHH Ha MOJNUCH (HETIOANUCAHHBIN aTprlyT);
azapec ciy>kO0bI mTamnoB B Buae "http://..." (MOKHO 3aAaTh pa3HbIe IS OMIIHI -SS
U -sd, HO, eCJIM 3aJlaH JJIsl OJHOM U3 HUX, TO MCIIOJIb3YETCS U JAJIsl BTOPOi);

He TpeOOoBaTh BKIIIOUYEHUS B IITAMII CepTU(HUKATA CTyKObI IITAMIIOB BPEMEHU
(ucnonb3yercsi BMecTe ¢ -Sd u/uiu -SS);

IPOBEPUTH LIETIOUKY cepTU(HKaTa B IITAMIIE BPEMEHHU

no6asuth noanuck CAAES-X Long Type 1 (eciau naHHbINA napaMeTp 3a4aH,
napameTp -ss OyJ1eT IPOUrHOPUPOBAH)

ciyx0a mrammnoB Bpemenu Juist noanucu CAdES-X Long Type 1

azpec ciy>xO0bI mrammnos B Buje "http:/.."

3a]1aTh AITOPUTM XAIIUPOBAHUS

OID anropurMma xsmupoBanust: 1.2.643.2.2.9 nna TOCT P 34.11-94
1.2.643.7.1.1.2.2 nna TOCT P 34.11-2012 256 bit

1.2.643.7.1.1.2.3 ana TOCT P 34.11-2012 512 bit

3aIllpOCHUTH MApPOJIb KIFOUYEBOTO KOHTEHHEpa ¢ KOHCOIIH;

3a7]aTh MapoJib KIIOUEBOT0 KOHTEHHEPA;

MIapoJIb K KIOYEBOMY KOHTEMHEDY;

¢aiin, coneprkamuii cooOIeHuE.

MpuMeuyaHue: Vcnonb3yeTcs WUCKAYMTENbHO Ana AobaBneHuUs NoANUCU B MOAMNUCAHHbIE
coobleruns. 1na TeKCTOBbIX Mnu Apyrux dannos He paboTtaeT.

MpumMmep:

cryptcp -addsign -m -dn "MBaHoB lNeTp,ivanov@bank.ru" test.msg

JobaButb B noanucaHHoe coobuieHne «test.msg» noanMCb, WUCNONb3ys 3aKPbITbIN KUY,
CBSI3aHHbIN C cepTUDUKATOM XpaHunua «JIMdHble» («My») NokanbHOrO KOMMNbIOTEpPA, coAepXKallimm
B none «Cybbekt» («Subject») noactpoku «MBaHoB lNeTp» U «ivanov@bank.ru». B anobasneHHyO
noAnucb 6yaeT BKIOUEH cepTUdMKaT OTKPbLITOro K/4da aBTopa NoAnucu.

Yaanutb 3N1eKTPOHHYO NoANUCH U3 COObLLEHNS MOXHO KOMaHAOoM

KIIC1

-delsign <KMNC1> <coo6weHune>

KIIC aBTopa noanucu;

coodmenue (Qaiin, coaepKammii CooOIIeHE.

10
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lMpoBepKa 3/1eKTPOHHOW MoaMnucKU

-verify [<KMNC> | -verall] [-start] [-sd[<Bpemsa>]] [-ss[<Bpemsa>]]
<coobuieHune> [ <BbixogHoM dann>]

KIIC KIIC aBTopoB noanuceit;
-verall mposepsTh Bce noamnucu (MHa4e — TONBKO noanucu aBropos u3 KIIC);
-start OTKpHBITH (3aIlyCTUTD) OTYUYEHHBIN (aiin;
-sd mpoBepHTH MITaMI BPEMEHH Ha MOIHCAHHbIC JaHHbIe (TIOAMMCAHHBIN
aTpudyT);
-SS MPOBEPUTH LITAMII BpEMEHH Ha MOANUCH (HENOMHCAaHHbIN aTprOyT);
BpeMsl YKa3bIBa€TCA B Yacax; €CJIM yKa3aHo, TO MPOBEPSET, YTOObI IITaMIT ObLI
CZIeJIaH HE paHee yKa3aHHOI'O KOJIMYECTBA YAaCOB Ha3aJ] OT TEKYLIEr0 MOMEHTA;
-xlongtypel mnposeputs moamucy CAJES-X Long Type 1, KIIC 6ynet npourHopupoBan
-nocades 3ampeTHThH MCIOJIb30BAHKE BIOKEHHBIX B MOIHUCH T0OKA3aTEIbCTB
coodmenue Gaii, coaepKamui cooOIeHnE;
BBIXOHOI ¢aiin  Qaiin, B KOTOpbIH Oy1yT 3aMCaHbl JaHHbBIE U3 COOOLICHMUS.

MpunMmeuaHme: Ecnm B coobuweHun cogepxumtca ceptudumkaT KOro-To M3 aBTOpPOB Moanucen, To
NCNOMb3YETCA MMEHHO 3TOT cepTUdUKarT.

MpumMmepbi:

cryptcp -verify -dn ivanov@bank.ru test2.msg test2.txt

MpoBepuTb nognucb coobueHnsa "test2.msg", nMcnonb3ays OAVMH U3 HaWAEHHbIX cepTUdMKaTOB B
xpaHunmwax "Jinyneie" ("My") n "Opyrue nonb3osatenn" ("AddressBook") Tekyllero nonb3oBaTtens,
cogepxawmx B nosne "Cybvekt" ("Subject") noactpoky “ivanov@bank.ru” n 3anucaTbe coaepxumoe
noAanucaHHoro coobuweHns B dann "test2.txt".

cryptcp -verify -sd3 test2.msg

MpoBepuTb BCe noanucu coobueHuns "test2.msg", ncnonblysa ceptudukaTbl, coaepxalimecs B
coobweHmnn. Ecnn pgna kakon-nnbo nognucu B CoobLieHUMM cepTudukaT He yaanocb HanTu, TO
noanucb nposepeHa He 6yaeT. KpoMme 3TOro, NpoBepuTb LWITaMn BPEMEHU Ha MOAMUCAHHbIE AaHHbIE
(noanucaHHbIn aTpubyT) U NpoBepuTb, 4TObbl 3TOT WTamn 6bIN BblAaH He paHee, YeM TpWU vaca
Ha3aa.

Jo6aBuTb HeNoANMCAHHbIN anMGYT B noAnnCb MOXHO C NMOMOLbIO KOMaHAbI

-addattr <KMNC1> [-attr <aTpubyT>]n pa3s <coobweHune>

KIIC1 KIIC aBTopa noamnucu;
-attr n1o0aBUTH HEMOAMMCAHHBIN aTPUOYT B TIOIMUCH;
arpudyt "<OID><caiin c 3aK0TUpOBaHHBIM COJIEPKUMBIM aTprOyTa>"(TIprMep:
"1.2.3,attr.bin™);

—coo0menne Qaiin, cogepKammii CoooIIeHue.
MNpuMmeuaHue: VICnonb3yeTcs WUCKIOUUTENBHO ANs A06aBNEHUS HEMOAMWCAHHOro aTpubyTa B
noAnucaHHble COobLLeHNs. s TEKCTOBbIX UK ApyruX dainos He paboTaerT.
2.6. Pabota c ceptudmnkatamu
CkonupoBaTtb cepTudmKaTbl B 334aHHOE XPaHUIWLLE MOXHO C MOMOLLbI0 KOMaHAbI

-copycert <KMNC> [-{dm|du}[<uma>]]|-df <cdain> [-der]]

KIIC KIIC, koTopble HaJJ0O CKONIUPOBATh;
11
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-dm
-du*
UM

-df
daiia

-der

konuposaHue B xpanwuiie komnstotepa (LOCAL MACHINE);
kormpoBanue B xpanwmiie nosib3oatenst (CURRENT USER);
Ha3BaHME KOHEYHOI'0 XpaHWINIIA (110 yMoyaHuto “My”);

B Ka4eCTBE XPaHUJIMIIA UCTIONB3yeTCs (hails cepTudukara;

nmMms (aiina;

ucnonb3oBath popmar DER Bmecto BASE64 (Tombko ¢ kiarouom -df).

MpumMmeuaHue: Ecnm ykasaH kntod -df, 7o, B cnyyae, ecnu HalaeH TONbKO OAMH cepTuduKar,
co3paeTcsa dann Tmna «.cer», uHade — «.p7b».

MpumMep:

cryptcp -copycert -u -df a:\MyCerts.p7b
KonupyeTt Bce cepTudukaTbl XpaHunuwa <«JIMdHbie» («My») Tekywero nonb3osatens B dann
«a:\MyCerts.p7b» (B kognpoBke BASE64).

CkonupoBaTb cepTUdUKaT U3 KIKYEBOro KOHTENHEpPa B 3a4aHHOE XPaHUIULLE MOXHO C NMOMOLLbIO
cneayowen KoMmaHabl

-provtype
-provname
-cont
-ku*

-km

-ex*

_Sg

-dm

-du*
NUMA

-df

daiin
-der

-CSPcert [-provtype <N>] [-provhame <CSP>] [-cont <kOHTeliHep>]
[-ku|-km] [-ex]|-sg] [-{dm|du}[<uma>]|-df <cpann> [-der]]

ykazaTh Tun kpunronposainepa (N) (o ymomganuto 75);

yka3atb uMs Kpunronposaiaepa (CSP);

3a]aTh UMl KJIIFOUEBOTO KOHTeliHepa (110 yMOJIYaHUIO BEIOOD U3 CIIHCKA);
ucnosb3oBath Koutelnep nosb3oBatens (CURRENT USER);
ucrnosb3oBaTh koHTelHep kommnboTepa (LOCAL MACHINE);
UCTIOJIb30BaTh KIJIIOY /715l 0OMeHa 3amnpoBaHHBIMH JaHHBIMH;
MCIIONIE30BATh KJIOY JIJIsl paOOThI C TTOANUCIMU;

kornupoBanue B xpanunuile kommneiotepa (LOCAL MACHINE);
konupoBanue B xpanuiuiie nonb3osarenss (CURRENT USER);
Ha3BaHME KOHEYHOI0 XpaHWIuiia (1o ymondanuio “My”);

B KaUeCTBE XPaHUIUIIA UCIIONIb3YETCsl cooOIIeHne i Gaii cepTuduKaTa;
ums (aiina;

ucnonb3oBath popmat DER BMecTto BASE64.

MpuMmeuanme: Ecin onums -provhame He ykasaHa, To 6yaer ucnonb3oBaH nposangep no
YMOJIYaHUIO yKa3aHHoro tvna (-provtype). [ns onepaumoHHbix cuctem cemerctea UNIX B kauectse
napaMeTpa onumm -cont HeobxoaAMMO YyKasbiBaTb WMMSI KOHTEMHEpa BMeCTe CO CuuTbiBaTesleEM B
dopmaTe "\\.\numsa_cuutbiBaTensa\mmsa_koHtenHepa” (Hanpumep “\\.\HDIMAGE\cont_name”).

Mpumep:

cryptcp -CSPcert -km -cont WebServer -df a:\WebServer.cer -der

Konupyet

ceptudukaT U3 KKYEBOro KoHTeWHepa <«WebServer» kpuntonposangepa no

yMOJIYaHUIO Ans Tuna 75 nokanbHoro Kkomnbtotepa B dann "a:\WebServer.cer" (B koanposke DER).

Yoanutb CepTMCbVIKaT M3 XpaHunnumia MOXXHO KOMaHAo0M

MpumMep:

-delcert <KMNC> [-yes]

KIIC KIIC ynansembIx cepTU(QHUKATOB;
-yeS aBTOMAaTHYECKU OTBEYATh Ha BCE BOMPOCHI «[a».

cryptcp -delcert -m -dn OldServer

Ypanaer
cogepXxawme B

BCe

ceptudukaTtbl XpaHmnuwa  <«JIMYHbIE»
none «Subject» noacTpoky «OldServer».

(«My») nokanbHOro KoMMblOTEPA,

12
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2.7. PaboTta c 3anpocamMu Ha cepTudukar

KomaHaa ans cosgaHus 3anpoca ceptudurkaTta u coxpaHeHue ero B daiine PKCS #10.

-creatrqgst -dn <RDN> [-provtype <N>] [-provhame <CSP>] [-SMIME]
[-nokeygen|-exprt] [-keysize <n>] [-hashAlg <OID>] [-ex|-sg|-both] [-ku|-km]
[-cont <uma>] [-silent] [-pin <naponb>|-askpin] [-certusage <OIDs>] [-der]

RDN

-provtype
-provname
-nokeygen
-SMIME
-exprt
-keysize
-hashAlg
OID

-ex
_Sg
-both*
-ku*
-km
-cont

-silent
-askpin

-pin
napoJib
-certusage

-requestlic

-der

-ext
pacuiupeHue
umi paiiaa

[-ext <pacwupeHue>]n pas <uma cdana>

cnucok uMmeH nosieit RDN (wanpumep: CN, O, E, L) u ux 3Hauenuit
Buaa:<Uwmsillonsa 1>=<3naueunellomnsa 1 >[,<Umsllona2>=<3naueunellonsn2>...]
ykazatb Tun kpunronposaiiaepa (N) (mo ymonuanuto 75);

ykaszatb uMs Kpuntonposaiiaepa (CSP);

HCII0JIb30BaTh CYLIECTBYIOIINE KIIOYU U3 YKa3aHHOTO KOHTEHHEpa;

BKIItOUUTH Bo3MokHOCTH S/MIME (1o ymonmyanuto — HeT; Tonbko Windows);
[IOMETUTD KIIFOUU KaK SKCIIOPTUPYEMBIE;

YCTaHOBUTH JUTMHY Kitoua (n);

3a/1aTh AJITOPUTM X3IIUPOBAHUS

OID anropurma xsmupoBanus: 1.2.643.2.2.9 s TOCT P 34.11-94
1.2.643.7.1.1.2.2 ansa TOCT P 34.11-2012 256 bit

1.2.643.7.1.1.2.3 nna TOCT P 34.11-2012 512 bit

CO3/1aTh/HUCII0JIb30BAThH KIIFOUH JJIsl OOMeHa 3alu(ppoBaHHBIMU JaHHBIMU;
CO3/1aTh/UCTI0NIb30BaTh KIFOYH TOJIBKO U1 pa0OTHI C MOAMNUCAMUY;
CO31aTh/UCIOJIL30BAaTh 00a THUIIA KITFOUEH;

ucnoib3oBatk KoHTeitHep nonb3oBatenss (CURRENT USER);

ucnoiyib3oBath kKoHTeHep komnbiotepa (LOCAL MACHINE);

3aJaTh UM KJIIOUYEBOTO KOHTeliHepa (eciu 3ajaHa onuus -nokeygen 1 He 3a/1aHa
omnuus -Cont — BEIOOP U3 CIHCKA);

reHepanus Kiroda 0e3 Mojib30BaTeIbCKOro HHTepdeiica Kpunromnposaiiaepa;
3ampammBarh apojb NpU CO3/AaHUN KIFOYEBOT0 KOHTEHHEPA ¢ KOHCOJIH (TOJIBKO
UNIX);

YCTAaHOBUTH MAPOJIb TP CO3/aHUH KIHOYEBOTO KoHTelHepa (Toiapko UNIX);
napoJib K KIro4eBoMy KoHTelHepy (Tonbko UNIX);

3anath HazHaueHus ceptudukara (O1DS). Ecnu HazHaueHMIT HECKOIBKO, TO UX
HE0OX0MMO yKa3aTh yepe3 3amnaryto (Hampumep, °1.3.6.1.5.5.7.3 .4,
1.3.6.1.5.5.7.3.27);

3anpocuTh cepTuduKaT, coaepkauil pacuupenue ¢ aurensueit Ha Kpunrollpo
CSP. V11 nomkeH ObITh HACTPOEH Ha Bbl1ayy TaKUX CEPTU(UKATOB;
ucnosb3oBath popmat DER BMecTo BASE64;

00aBUTH pacIIUPEHUE K 3aIpoCy;

uMs (aitna ¢ 3akoaupoBanHbIM pacimmpenueM (BASE64 nnu DER);

ums (paiina, B KOTOPOM CJIEIyeT COXPaHHUTh 3aIpocC.

MpumeuaHme: Ecnm onuma -provhame He ykasaHa, To 6yaeT wucnonb3oBaH npoBanaep no
yMOS4aHUo ykasaHHoro tuna (-provtype). danee, ecnn He ykasaHbl onunm -nokeygen m -cont, TO
UMS KOHTelHepa creHepupyeT Kpuntonposanaep. Ona onepauuoHHbIX cuctem cemenctsa UNIX B
KayecTBe napameTpa onumu -cont Heo6xoaMMO yKasbiBaTb MMS KOHTEMHepa BMeCcTe CO CUYMTbIBaTENEM
B popmaTte “"\\.\umsa_cuntbiBaTensas\umsa_koHrternHepa” (Hanpumep, “\\.\HDIMAGE\cont_name”).

Mpumep:

cryptcp -creatrgst c:\request.der -provtype
-dn "E=ivanov@bank.ru,CN=WNBaHOB Metp"
-provname "Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider"

75 Ivanov

-ku

-cont
-both
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Co3gaTtb 3anpoc Ha cybbekT "E=ivanov@bank.ru,CN=WBaHoB MeTp", ncnonb3ys oTKpPbITbINA KJtOUY,
CreHepupoBaHHbI B KOHTelHepe "Ivanov" Tekylero nonb3oBaTtens kpuntonposangepom "Crypto-Pro

GOST R 34.10-2001 Cryptographic Service Provider"

(twn -

c:\request.der B kogmpoBke Base64. HazHaueHus Knoya - nognnucb n wndpoBaHme.

YctaHoBKa ceptudukaTa us danna PKCS #7 nnu daiina ceptudukara.

-instcert [-provtype <N>] [-provhame <CSP>] [-cont <umsa>] [-ku|-km]
[-{dm|du}[<umsa>]] [-noCSP] [-pin <naponb>|-askpin] <umsa dainna>

-provtype
-provname
-cont

-ku*

-km

-dm

-du*

M
-noCSP
-askpin
-pin
napoJib
-enable-install-root

umd ¢paiiaa

MpuMmeuvaHue: Ecnn
UrHOpUpYOTCA.

Ecnn onuusa

ykasatb Tun kpunronposaiizepa (N) (mo ymomuanuto 75);

yKa3aTh uMs Kpunromnposaiigaepa (CSP);

3a1aTh UMS KIIFOUEBOTO KOHTeiiHepa (110 YMOJIYaHHUIO BBIOOP M3 CIIHUCKA);
ucrnosb30oBath kKoHTelHep nosb3oBatens (CURRENT USER);
ucnosb3oBath Kouternep kommbeiotepa (LOCAL MACHINE);
ycranoBka B xpanunuiie kommnporepa (LOCAL_MACHINE);
yctanoBka B xpanunuine nois3zoBarens (CURRENT USER);

Ha3BaHHE KOHEYHOT'O XPaHHUJIMIIA U1l YCTAHOBKH (110 yMOTYaHHI0 «MYy»);
HE COXPaHATh CepTU(UKAT B KOHTEHHEPE KPUTITOIIPOBAMIEPa;

3aMpOCUTH TAPOJIb KIIFOUYEBOr0 KOHTEHHEpa ¢ KOHCOIH (Toabko UNIX);
3a/1aTh apoJIb KJII0UEBOro KoHTelHepa (Tosibko UNIX);

MapoJib K KIIF04YeBOMY KOoHTeHHepy (Toapko UNIX);

HE 3ampainBaTh pa3pelieHne Ha yCTaHOBKY KOPHEBOTO cepTu(uKaTa B
xpanunuiie «JloBepeHnbie KopHeBbie IeHTPHD (ROOt) (Tomsko UNIX);
ums (aina, colepkamniero cepTuguKar

ykasaHa onuma noCSP, 1o onuum provhame, provtype, cont, km,
-provhame He YykasaHa, To 6yaeT wucnonb3oBaH nposangep

75) 1 coxpaHuTb ero B dain

ku
no

YMOJIYaHUIO yKa3aHHoro tvna (-provtype). [ns onepaumoHHbiXx cuctem cemerctea UNIX B kauectse
napaMeTpa onumm -cont HeobxoAMMO YyKasbiBaTb MMSI KOHTEMHEpa BMeCTe CO CuuTbiBaTesleEM B
dopmaTe "\\.\numsa_cuutbiBaTens\mmsa_koHtenHepa" (Hanpumep, “\\.\HDIMAGE\cont_name”).

M3BneueHne MHbOpMaLMM O HACTPOMKAX NapaMeTpoB YUETHbIX 3anucei nosab3osartens Ha YL

-listDN [{-CA <appec LIC>}|{-CPCA <appec LIC>} |{-CPCA20 <apgpec LIC>}]

-CPCA
aapec YII
-CPCA20
aapec YII

folder

ykazaTh ajapec Bed narepdeiica Kpunrollpo VII;

Buzia \"http://xxx.yyy/zzz\" wmm \"https://xxx.yyy/zzz\";
ykazaTh aapec Bed nnrepgeiica Kpunrollpo VII Bepcun 2.0;
Buzia \"https://xxx.yyy/zzz/{folder}\";

o6o3navaer GUID manku Y1 unu myTs nanku B uepapxuu nanok YL, mpu sTom

pa3zenuTeneM UMEH Aok B Iy TH SBJISIETCS CUMBOI ‘|’

Perncrpauus

nonb3oBaTens Ha YU

-creatuser [-CPCA <appec YL|>] [-field <ID nona = 3HaueHne>]n pa3s

-CPCA

aapec YII
-CPCA20

aapec YII

yka3zaTh agpec BeO unrepdeiica Kpunrollpo V1I;

Buza \"http://xxx.yyy/zzz\" wnu \"https://xxx.yyy/zzz\";

yka3zaTh agpec BeO unrepdeiica Kpunrollpo V11 Bepcunu 2.0;

Buza \"https://xxx.yyy/zzz/folder\"; folder o603nauaer GUID nanku Y11 niun
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IIyTh MaNKU B Uepapxuu nanok Y1, npu 3ToM pas3nenuTesneM UMEH MarokK B
MyTH SIBJISIETCS CUMBOJT ‘|’

no6asuth noje B DN peructpupyemMoro nojab30BaTes

unentudukatop mosst DN. Criucok uaeHTH(GUKATOPOB MOKHO MTOCMOTPETh
komanpoii cryptcp —listDN

-field
ID nmoas

MpuMeyaHume: Npyn ycrnewHoOM BbINOJIHEHNM KOMaHAa BO3BpallaeT MapKep BPEMEHHOro
Aoctyna ansa ayteHtudukaumm Ha YU Kpuntollpo 1 naponb K Mapkepy BpeMEHHOro A40CTyna

[IpoBepuTh, 3aperucTpupoBaH JiM Moyib3oBareab Ha Y1

-checkreg -token <ID mapkepa> -tpassword <naponb> [-CPCA <aapec YL|>]

-token
-tpassword
-CPCA

aapec Y1
-CPCA20

aapec YII

Cospatb 3anpoc Ha cepTtudwmkar,

3a7aTh MapKep BPEMEHHOTO JIOCTYTa JJIsl IPOBEPKHU CTaTyca
3aJ1aTh MapoJib K MapKepy BPEMEHHOI0 JOCTyma

ykazartb aapec BeO uarepdeiica Kpunrollpo V11,

nHaue 370 aapec "CP CSP Test CA": https://cryptopro.ru/ui
Buza "http://xxx.yyy/zzz" wim "https://xxx.yyy/zzz"

ykazath aapec Bed nnrepdeiica Kpunrollpo Y11 Bepcuu 2.0,
unaue 31o aapec "CP CSP Test CA": https://cryptopro.ru/ui
Buna "https://xxx.yyy/zzz/

OoTNnpaBuUTb €ro B UEHTpP cepTqumauvm, noNny4ynTb BbIMNCAHHbIN

cepTuduKaT U YCTaHOBUTb €ro.

[nyTb]cryptcp -creatcert -rdn <RDN> [-provtype <N>] [-provhame <CSP>] [-SMIME]
[-nokeygen|-exprt] [-keysize <n>] [-hashAlg <OID>] [-{ex|sg|both}]

[-cont <uma>] [-ku|-km] [-certusage <OIDs>] [{-CA <appec LIC>}|{-CPCA <appec YL >}]
[-requestlic] [{-token <ID TokeHa> -tpassword <naponb>}| -clientcert KMNC1 ]
[-{dm|du}[<umMma>]] [-noCSP] [-silent] [-pin <naponb>|-askpin] [-keysize <N>]
[-FileID <UmMmsa dainna>] [-ext <pacwmpeHmue>]n pas [-enable-install-root]

RDN

-provtype
-provname
-SMIME

-nokeygen
-exprt
-keysize
-hashAlg
OID

-ex
_Sg

-both*
-ku*

-km

-cont
-certusage

criucok uMeH nosiet RDN (mampumep: CN, O, E, L) u ux 3naueHuit Buaa:
<Umsllons1>=<3nauenuellons1>[,<Umsllons2>=<3nauenuellonsn2>...]
yka3zaTh Tun kpunronposaiaepa (N) (mo ymomganuto 75);

yKa3ath uMs Kpunronposaiiaepa (CSP);

BKJIFOYUTH BO3MOXHOCTH S/MIME (110 ymom4aHuIO — HET; TOJIBKO
Windows);

MCIIOJIb30BaTh CYIIECTBYIOIINE KIIOYM U3 YKa3aHHOT'O KOHTEiHepa;
MMOMETHUTH KITFOYH KaK YKCIIOPTUPYEMEIE;

YCTaHOBUTSH JUTHHY KJIto4a (n);

3aJ1aTh AITOPUTM XAIIIUPOBAHUS

OID anropurma xammupoBanus: 1.2.643.2.2.9 s TOCT P 34.11-94
1.2.643.7.1.1.2.2 nqna TOCT P 34.11-2012 256 bit

1.2.643.7.1.1.2.3 ansa TOCT P 34.11-2012 512 bit

CO3JIaTh/MCIIONIF30BaTh KITIOUH s OOMeHa 3ali(ppoBaHHBIMU TaHHBIMU;
CO3/1aTh/HUCIIOJIb30BATh KIFOYHU TOJIBKO ISl paOOTHI C TIOITUCIMU;
CO3/1aTh/UCITOIL30BaTh 00a TUIIA KITFOYEH;

ucnonb3oBath KoHTeiHep nonb3oBaTens (CURRENT USER);
ucnoip30Bath KoHTelHep komnbiotepa (LOCAL_MACHINE);

3aJ1aTh UM KJIFOUE€BOTO KOHTeliHepa (TI0 yMOJIYaHUIO BEIOOD U3 CIIHCKA);
3anmath HazHaueHus ceprudukara (OIDS). Ecnu Ha3HAYeHHI HECKOJIBKO,
TO MX HYXKHO yKa3aTb 4epes 3arsTyio (Hampumep,
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”1.3.6.1.5.5.7.3.4,1.3.6.1.5.5.7.3.2”);

-CA ykazaThb azpec LeHTpa cepTudukanuu, naaye 31o ajapec “CP CSP Test
CA”;
aapec IIC Buma “http:/xxx.yyy/zzz” wim “\\cepBep\umsallC” (cm. ’CucteMHbIe
TpeGoBaHus”);
-CPCA yxka3ars agpec Beb unrepdeiica Kpunrollpo V1II;
aapec YII Buma \"http://xxx.yyy/zzz\" wmm \"https://xxx.yyy/zzz\";
-CPCA20 yxkazatb agpec BeO unrepdeiica Kpunrollpo V1 Bepcuu 2.0;
aapec YII Buma \"https://xxx.yyy/zzz\",
-tmpl 3amate mabnoH 3anpammBaemoro ceprudukara (tonpko Y1 Kpunrollpo
Bepcu 2.0);
umst  HazBanue uwin OID mabnona (tonsko Y1 Kpunrollpo Bepcuu 2.0)
-token wucnoabp30BaTh MapKep BPEMEHHOTO JIOCTYTIA JUIS Ay TCHTU(QHKALIUH
Ha Y11 Kpunrollpo;
-tpassword 3amarth mapoiib K MapKepy BPEMEHHOIO JIOCTYTIA;
<KIIC1> wucnons3oBaTh ceprudukar mia ayrentuduxanuu Ha Y1 Kpunrollpo
(tombko mist Unix);
-dm ycranoBka B xpanwmnie komnbiorepa (LOCAL MACHINE);
-du* ycranoBka B xpanuiwuiie nosnb3oBatenss (CURRENT USER);
UMsl Ha3BaHME KOHEYHOTO XpaHWIUIIA ISl yCTAaHOBKH (110 yMoyyaHuto “My”);
-NOCSP  He coxpaHATh cepTU(UKAT B KOHTEHHEpe KPUNITONPOBaiiiepa;
-silent renepanus KiIrOYa O6€3 MOIB30BATEIHLCKOTO HHTEPdEiica
KpUIITOIIPOBaiIepa;
-askpin 3ampammBaTh MapoJIb MPU CO3JaHUN KIFOUYEBOTO KOHTEHHEPA C KOHCOIU
(tonbpko UNIX);
-pin  yCTaHOBUTH MapOJIb PU CO3JAaHUU KIFOUEBOTO KOHTEHHEpa (TOIBKO
UNIX);
napoJib Tapojb K KIHoueBoMy KoHTelHepy (Tosbko UNIX);

-requestlic 3ampocuts cepTuukar, coepKalui paciiupeHne ¢ JUIeH3Ner Ha
KpunrolIpo CSP. VII nomkeH ObITh HACTPOCH HA BBIJAYYy TaKHX
CepTU(HUKATOB;

-FilelD wuwms daiina, ncmonp3yemMoro AJis 3aNMCH WACHTH(PHUKATOPA 3ampoca B
cilydae

-enable-install-root

-ext
pacimiipeHue

“omyokeHHOM BeiIaun’” cepTudukata (cMm. -pendcert). Ecnu daiin e
yKazaH, TO uieHTUu(uKaTop OyJIeT BHIBEICH Ha SKPaH.

HE 3alpallnuBaTh pa3pelleHre Ha YCTaHOBKY KOPHEBOTO cepTu(urKara B
xpanwnuiie “JloBepenHsie kopHeBbie IeHTph!” (Root) (Tonbko UNIX);
JI00ABUTH pacIIUPEHUE K 3aIpOCy;

ums Qaiina ¢ 3akoaupoBaHHbIM paciuupenueM (BASE64 unu DER);

MpumMmeuyaHune: Ecnm onuma -provhame He ykasaHa, To 6yaeT wucnonb3oBaH nposanaep no
yMon4aHulo ykasaHHoro tuna (-provtype). [anee, ecnn He ykasaHbl onunm -nokeygen m -cont, TO
MMS KOHTelHepa creHepupyeT KpuntonpoBangep. 08 onepauuoHHbIX cuctem cemeictsa UNIX B
KayecTee napameTpa onuumu -cont Heo6XoANMMO yKasblBaTb MMS KOHTEMHEepa BMeCcTe CO CUYMTbiBaTENEM
B dopmaTte “\\.\umMa_cuntbiBatena\uma_koHtenHepa” (HanpuMep, “\\.\HDIMAGE\cont_name").

[IpoBepuTh, HE BBINYIIEH JU cepTU(]UKAT, 3aIPOC HAa KOTOPBIA OBLI OTMpaBJIEH paHee, MOJYyYUTh
BBINUCAHHBIN cepTU(UKAT U YCTAHOBUTB €TO0.
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-pendcert [-provtype <N>] [-provhname <CSP>] [-cont <umsa>] [-ku|-km]
[{-CA <appec LIC>}|{-CPCA <appec LIC>} |{-CPCA20 <appec LIC>} ]
[{-token <ID TokeHa> -tpassword <naponb>} | -clientcert KMNC1 ]
[-{dm|du}[<umsa>]] [-noCSP] [-FileID <Uma cdainna>]

-provtype
-provname
-cont

-ku*

-km

-CA

agpec LIC

-CPCA
aapec YL
-CPCA20
aapec YL

-token

-tpassword
<KIIC1>

-dm
-du*
UMM
-noCSP
-FilelD

-askpin
-pin

napoJib

-enable-install-root

[-pin <naponb>|-askpin]

yka3atb Tun kpunronposaiiaepa (N) (mo ymomuanuto 75);

yKa3zatb UM Kpunronpoaiiaepa (CSP);

3a/1aTh UMS KJIIOYEBOr0 KOHTelHepa (110 yMOJYaHUIO BHIOOP U3 CIHCKA);
ucnonb3oBath KonTeiHep nosp3oBatens (CURRENT USER);
ucnoip3oBaTh KoHTelHep komnbioTepa (LOCAL MACHINE);

yKa3aTh aJpec LeHTpa cepTudukanuu, naaye 3to aapec “CP CSP Test CA”;
Buza “http://xxx.yyy/zzz” win “\\cepBep\umslIC” (cm. ”CuctemMHbIe
TpeboBaHus”);

ykazaTh aapec Bed unrepdeiica Kpunrollpo V1I;

Buga \"http://Xxx.yyy/zzz\" v \"https://xxx.yyylzzz\";

yKkazatb aapec Bed unrepdeiica Kpunrollpo Y11 Bepcuu 2.0;

Buga \"https://xxx.yyy/zzz/I\",

HCIIOJIb30BaTh MapKep BPEMEHHOI0 JOCTyNa JUIsl ayTeHTHU(PUKALIT

Ha Y1 Kpunrollpo;

3a/1aTh apoJib K MapKepy BPEMEHHOI0 JJOCTYTIa;

UCIOJIb30BaTh cepTudukar s ayrentudpukanuu Ha YL Kpunrollpo
(tompko mis Unix);

ycraHoBka B xpanwiuiie komnbiorepa (LOCAL MACHINE);
yctaHoBKa B xpanuiuine nonas3oBarenst (CURRENT USER);

Ha3BaHHE KOHEUHOr0 XpaHWJIHUINA JJIs1 YCTAHOBKU (110 yMoayaHuio “My”);
HE COXPaHATh cepTU(dUKaT B KOHTEHHEPE KPUIITONIpOBaiiiepa;

ums (aiina, cogepxariero uaeHTudukarop 3anpoca. Eciau ve daiin e
yKa3aH, TO UACHTHU(PUKATOP HYKHO OyJIeT BBECTH BPYUHYIO.

3alpOCUTH MApOJib KIIFOUEBOro KOHTEHHEepa ¢ koHcou (Toiabko UNIX);
3a/1aTh MapoJIb KIIF0YEBOro KOHTeiHepa (Toabko UNIX);

napoJib K KIH04eBoMy KoHTelHepy (Tonbko UNIX);

HE 3aIpalluBaTh pa3pelleHre Ha YCTaHOBKY KOPHEBOTO cepTudukara B
xpanunuine “JloBepernbpie KopHeBbie eHTphI” (Root) (Tonbko UNIX);

MpunMmeuanme: Ecnn ykaszaHa onuma noCSP, 1O onuum provhame, provtype, cont, km, ku
urHopupytotca. Ecam onums -provhname He YykasaHa, To 6yaeT ucnonb3oBaH nposanaep no
YMOJIYaHUIO yKasaHHoro tvna (-provtype). [ns onepaumoHHbix cuctem cemerictea UNIX B kauectse
napameTpa onuum -cont HeobxoAMMO yKasbiBaTb MMS KOHTEMHepa BMeCcTe CO CuyuTbiBaTeNeM B
dopmaTe "\\.\mmMa_cuntbiBaTensa\nmmsa_koHTtelrHepa” (Hanpumep “\\.\HDIMAGE\cont_name").

2.8. KomaHpa ansa paboTbl C CEpUMHBIM HOMEPOM NuueH3unn (Tonbko ana Windows)
CoxpaHuTb/noKasaTb CEPUMHBIA HOMEDP NLEH3NN.
-sh [ <cepuitHbIi HOMep>]

cepuiiHbIii HOMEpP CepuiHbII HOMep, KOTOPBIH HEOOXOIUMO COXPAHHUTh (MOXKHO YKa3bIBaTh

KaK C pa3JIeIUTENSIMHU, TaK U 0e3 HUX).
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MpuMmeuaHume: [1na TOro 4tobbl NOCMOTPETL COXPAHEHHbLIN CEPUNHBLIA HOMEP, AOCTAaTOYHO yKa3aTb
KoMaHay -sn 6e3 napameTpa. B onepauMoHHbIX cuctemax cemencrtea UNIX komaHpa He
NCNOJb3yeTcs.

MpumMep:

cryptcp -sn P020G-Q0010-A5000-01UXA-XUFFD

CoxpaHsieT yKa3aHHbIN CepUnHbIA HOMEpP NINLLEH3UN Ha KOMMblOTEpE.

2.9. YcoBeplleHCTBOBaHHAsA 3/1eKTpOHHAsA NoAnuchb

[IpunoxeHne KOMaHAHOW CTPOKH MOJAECPKABAET BO3MOKHOCTh CO3JaHUS YIIYUIIEHHON 3JIEKTPOHHOMN
noanucu, cootBeTcTBytomier cranaapry CAJES (em. RFC 5126 "CMS Advanced Electronic Signatures
(CAdES)"). MHcmons3oBanue Qopmara yCOBEPUIICHCTBOBAHHON MOIIHCH HMEET 3HAYUTEIbHBIC
NPEeUMYILECTBa, 00eCTIeYnBasi:

e JIOKA3aTCJIbCTBO MOMCHTA IMOAIKUCH JOKYMCHTA U JIEHCTBUTEIFHOCTH CepTI/I(i)I/IKaTa KJIro4a
IMOAIIMCH Ha 9TOT MOMCHT,

e OTCYTCTBHUEC HeO6XOI[I/IMOCTI/I CCTCBbIX O6paHIeHHﬁ IIpHU IIPOBEPKE IMOAIUCH;

e APXHMBHOC XpAaHCHUEC 3JICKTPOHHBIX JOKYMCHTOB;

e IPOCTOTY BCTpauBaHUs.

Jlisg nokazatenbCcTBA MOMEHTAa MOJMUCH HCIOJB3YIOTCA IITAaMIbl BPEMEHH, COOTBETCTBYIOLIHE
MexayHapoanoit pekomenpamuu RFC 3161 "Internet X.509 Public Key Infrastructure Time-Stamp
Protocol (TSP)".

JlokaszarenbcTBa JCHCTBUTENBHOCTH cepTU(UKATa B MOMEHT MOJINNCH 00ECTIEYMBAIOTCS BIOKEHUEM
B PEKBHM3UTHI JOKyMEHTa Iernouku ceptudukatoB 1m0 noBepeHHoro YII m OCSP-orBeroB. Ha st
JI0Ka3aTeNbCTBA TAKXKE IOJYYaeTCsl MITaMIT BPEMEHH, TMOATBEPXKIAIOMINN HMX I[EJIOCTHOCTh B MOMEHT
MIPOBEPKHU.

[Tpu TaKuX yCIOBUSAX TOSBISIETCS BO3MOXHOCTh TIPOBEPHUTH MOAIMKCH B PEKUME OTCYTCTBUSI CETEBBIX
coemnHEeHMH, qoctymna Kk ciyx6am OCSP u ciyx0aMm mTamMmoB BpeMeHHU. Takke BCS JOTOJHUTEIbHAS
uH(poOpMaNUsg XPAHUTCS B PEKBH3UTAX (hailma MOAMHMCH, YTO TpeOyeTcs s apXUBHOTO XPaHCHHS
ANEKTPOHHBIX IOKYMEHTOB.

Jns  ucronb3oBaHus (opMaTa yCOBEPIICHCTBOBAHHOHM IMOJAIMUCH peaTu30BaHa BO3MOXHOCTb
MPUMEHEHHS CHEIHAlbHBIX MapaMeTpoB MpH CO3JAaHMU, J00ABIEHWHM U TPOBEPKE AIIEKTPOHHBIX
MOJITHACEH.

Crnenyromue aTpuOyThl MOKHO HCIIONIB30BATh MPHU padOTe C MOJIUCIMHU:

-xlongtypel wucnons3yercst popmar noanucu CAJES-X Long Type 1
-cadesTSA ykasbiBaetcs ciryx0a mramnoB Bpemenu st moanucu CAJES-X Long Type 1
-nocades WMCKITIOYAeTCs UCTIOJIb30BAHUE BIOKEHHBIX B ITOJAIUCH JOKA3aTEIbCTB

MpumeuvaHune: [Ins paboTbl C YCOBEPLIEHCTBOBAHHOM MNOAMUCLIO HEO6X0AMMO Hanuyme Ha
koMmnbtoTepe nonb3oBaTens MO Kpuntolpo TSP Client n Kpuntollpo OCSP Client ¢ gencreyrowmmm
JIMLEH3NAMMN, KOTOpPble BBOAATCH depes yrpasneHue nmueHsnsamm Kpuntollpo PKI.

Mpumep:

cryptcp.exe -sign -dn "CN=WBaHoB lNMeTp" -cadesTSA http://tsp.test/tsp_root/tsp.srf -xlongtypel
C:\data\test.txt C:\data\test.txt.logn_sgn

Cosnare noanuck popmara CAJES-X Long Type 1 mist ¢aiina test.txt, ucrosap3ys 3aKpbITIA KITIOY,
CBsI3aHHBIN ¢ cepTudukarom Xxpanwmmia «Jluausie» («My») Tekylero moib3oBaress, COAEPKAIIUM B
moie «Cy0Owekt» («Subjecty) moactpoxky «MBanoB IleTpy», ¢ NpOBEpKOW IEMOYKH HANHIACHHBIX
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CepTU(HKATOB, HCIONB3Ys Cayx0y mmTaMmnoB Bpemenu http://tsp.test/tsp_root/tsp.srf, u coxpaHuth
pe3yabTat B daiin test.txt.logn_sgn

3. Bo3Bpallaembie Koabl owWnb6oK

Kon Kon

ownbkmn ownbkn Onucanme ownbkn

(DEC) (HEX)
536871012 20000064 | Mano namaTtm
536871013 20000065 | He yaanocb oTKpbITb (hann
536871014 20000066 | Onepaumsa OTMEHEHA NOJib30BaTeNeM
536871015 20000067 | HekoppekTHoe npeobpasoBaHne BASE6G4
536871016 20000068 | Ecnu yka3zaH napameTp '-help', To Apyrux 6biTb HE AOKHO
536871017 20000069 | ®ain canwkom 6obLuom
536871024 20000070 | Mpowusowsia BHYTPEHHASA owmnbka
536871112 200000C8 | YkaszaH nuwHuii dann
536871113 200000C9 | YkasaH Hen3BeCTHbIN KoY
536871114 200000CA | YKa3aHa N1LWHAS KoMaHaa
536871115 200000CB | Ang knw4a He yKasaH napameTp
536871116 200000CC | He ykasaHa KOMaHAa
536871117 200000CD | He ykasaH Heob6Xx0ANMbIN KNHOY:
536871118 200000CE | Yka3aH HeBEepHbIN K1Y
536871119 200000CF | NapameTpoM knto4a '-q' 40NKHO 6bITb HaTypasbHOE YMCIO
536871120 200000D0 | He ykasaH BxogHon dann
536871121 200000D1 | He ykasaH BbIxoaHOM dann
536871122 200000D2 | KoMaHAa He Mcnosib3yeT napaMeTp C UMeHeM danna
536871123 200000D3 | He ykazaH ¢ann coobuweHuns
536871212 2000012C | He yganocb OTKpbITb XpaHunnuwe ceptudunKaToB:
536871213 2000012D | CepT1durKaTbl HE HAWAEHbI
536871214 2000012E | HangeHo 6onee ogHoro ceptudukarta (kawoy '-1')
536871215 2000012F | KomaHaa noapa3yMeBaEeT MCMNoOb30BaHME TONIbKO OAHOro ceptudukara
536871216 20000130 | HeBepHO yKkasaH HOMep
536871217 20000131 | HeT ucnonb3yeMbix cepTudunKkaTos
536871218 20000132 | AaHHbIN cepTUdUKAT HE MOXET NPUMEHATBLCSA AJ1S 3TOK onepauum
536871219 20000133 | Lenoyka cepTudnKaToB He NpoBepeHa
536871220 20000134 | KpunTonpoBangep, nogaepXuBaroWwnii HeobxoaMMbIN aNrOpuUTM He HalgeH
536871221 20000135 | Owmnbka npu BBOAE NAPOaS Ha KOHTEMNHEp
536871222 20000136 | He yaanocb Nony4YmTb 3aKpbITbl KN4 cepTudmKaTta
536871312 20000190 | He ykasaHa mMacka daiinos
536871313 20000191 | Yka3aHbl HECKO/IbKO MacoK dhannos.
536871314 20000192 | ®annabl He HangeHsbl
536871315 20000193 | 3agaHa HeBepHas Macka
536871316 20000194 | HeBepHbIM x3W
536871412 200001F4 | Kntoy '-start' ykasaH, a BbIxogHoN dann HeT
536871413 200001F5 | Copgepxumoe dansa - He noanmMcaHHoe coobuieHmne
536871414 200001F6 | HensBecCTHbIN anropuTtM NoaNuUCK
536871415 200001F7 | CeptndumkaT aBTopa NOANUCU HE HAaNAEH
536871416 200001F8 | Noanuncb He HanageHa
536871417 200001F9 | Noanucb He BepHa
536871418 200001FA | WTamn BpeMeHu He BepeH
536871512 20000258 | Cogepxunmoe daiina - He 3awndpoBaHHoOe coobuleHmne
536871513 20000259 | Hen3BecCTHbIN anropntM WndpoBaHus
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536871514 2000025A | He HangeH cepTudmKaT C COOTBETCTBYIOWMM CEKPETHBLIM KJTHOYOM
536871612 200002BC | He yganocb nHmnunanmsmposate COM

536871613 200002BD | KoHTeliHepbl He HaAaeHbl

536871614 200002BE | He yaanocb nonyymTb OTBET OT cepBepa

536871615 200002BF | CepTudukart He HaaeH B OTBETE cepBepa

536871616 200002C0 | ®ann He coaepXuT naeHTMduKaTop 3anpoca:

536871617 200002C1 | HekoppekTHbIn agpec LC

536871618 200002C2 | NMony4eH HeBepHbIn Cookie

536871619 200002C3 | LIC oTknoHWn 3anpoc

536871620 200002C4 | Owwubka npu nunumnanusaumm CURL

536871712 20000320 | CepuiHbI HOMEP COAEPXNT HEAOMYCTUMMOE KONIMYECTBO CMMBOJIOB
536871713 20000321 | HeBepHbIN KOA4 NpoAYKTa

536871714 20000322 | He yganocb NpoBEPUTb CEPUMHbIA HOMEP

536871715 20000323 | He yoanocb coXpaHUTb CEPUIAHbLIA HOMEP

536871716 20000324 | He yganocb 3arpy3mutb CEpUNHbLIA HOMep

536871717 20000325 | JlnueH3na npocpoyeHa

11 PHUMedYaHHE: KpOMC KOAOB, NPHUBCACHHBIX B Ta6m/1ue, MOPUITIOKCHUE MOXKET BO3BpAIlATh KOJ 000

cucremHon ommoku Windows.
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