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AHHOTALMSA
JlaHHBIN TOKYMEHT COAEPKUT OOIIYyI0 MH(OpPMAITUIO O TPOTPaMMHOM MPOAYKTE KoManuu Kpuri-
to-ITpo “TIpunoskeHre KOMaHIHOM CTPOKK: TpeOOBaHUS K CUCTEME, PYKOBOJICTBO IO UCIOIb30BAHUIO
MIPUIIOKEHHUS.

OO01mue cBeaeHus
JIaHHBIN TPOrpaMMHBIN MPOIYKT MPEACTABISACT cOO0I MPHIIOKEHNEe KOMAaHIHOM CTPOKHU AJist pabo-
THI ¢ cepTtudukatamu, mudpoBaHus/paciupoBaHusl JAHHBIX, CO3IaHUS/TIPOBEPKH MU(PPOBHIX MOJ-
MUCeH U XEIIUPOBaHUS TAaHHBIX C CIIOJIB30BaHUEM HH(PPACTPYKTYPbI OTKPBITHIX KIIFOUEH.

CucremHble TpeOOBaHUS

[Tpunoxxenue paboTaeT B OMEPAIMOHHBIX CUCTEMAX:

— Microsoft Windows 98 (¢ ycranosnenusiM Microsoft Internet Explorer 5.0 u BblIie);
— Microsoft Windows Millennium Edition;

— Microsoft Windows 2000 SP4;

— Microsoft Windows XP SP2;

— Microsoft Windows 2003 SP1,

— Solaris 9;

— FreeBSD 5;

— Red Hat Linux 7, 9.

Jlns ucnoap30BaHus KoMaH I -Creatcert u -pendcert (cm. pasgen “Paborta ¢ 3ampocaMu Ha CEpTH-
¢uxar”) ¢ agpecom LIC Buna “\\cepBep\umsal]|C” HeoOXoauMo 3armyckarh MPHIOKEHUE B ONEPALIMOH-
Hoit cucreme Microsoft Windows 2000/2003 Server.

Omnuun it paboThI co mTamnaMu BpeMeHu (-Sd u -SS) moctymHbl Tosibko B Windows-Bepcun npu-
JOXeHHS |, B ciydae pabotel Ha Windows 98/ME, tpebyroT Hamnuus B cucteme "winhttp.dll™ u "un-
icows.dll".

Kpome storo, nst paboTsl npumoxkenust HeooxoauMm kpurnrornpoaiiaep “Kpunrollpo CSP”.

Hcnoab3oBanue NporpaMmmsbl

3anmyckK npuJIoKeHus
[TporpamMma peann3oBaHa B Buje UCHONHsIeMOTo (haiina “cryptcp.exe”. s ee 3amycka HE0OX0Iu-
MO BBITIOJIHUTH CJIETYIOIIYI0 KOMaHAY:

[myTe] cryptcp [<xoMarpma> [<onumm m darnsr>] ]

nyTh — IyTh K MECTOPACIIOJIOKEHHIO IporpamMmbl (Harpumep, “C:\utils\”);

cryptcp — UM UCTIOJIHIEMOro (haiina mpUIOKEeHHUS;

KOMaHJIa  — OJ/IHA U3 JIOIYCTHUMbIX KOMaH] (CM. HUXeE);

ONIUH — TapaMeTpbl KOMaH/IbI (CBOM VISl KaXKJI0W KOMaH/Ibl), HAUMHAIOIITHECS C ““-*;
(paitnbl — MMEHA OJHOTO WJIH JIBYX (hailyioB, B 3aBUCUMOCTH OT KoMaH ibl. [lopsiiok ¢aiinos B

KOMaHJHOW CTPOKE OTHOCUTENBHO JIPYT Apyra J0JIKEeH ObITh TaKOW, KaK YKa3aHo B
OMMHMCAaHUN KOMaH/IbI.

IHpumeuanue: Knouaruio gaiin Takke OTHOCITCS Macku (paityios.

Ecnu He ykazaTh xomardy, TO Ha 3KpaH BBIBOJIUTCS CIHCOK BCEX JOCTYMHBIX KOMaHJ C UX KparT-
KUM onucanuem. [[ist monydyenus 6osee JeTaqIbHOTO OMKUCAHUS ONpEeAeIEHHOM KOMaH b, HEOOX0IUMO
yKa3zaTh oniuio -help.

[Ipu onumcanuu ommuid 3Be3104YKOM (*) momedeHa onMuusi MO yMOTYAHHUIO (111 HECKOJIBKHUX B3au-
MOUCKJTIOYAIOIITUX OMITHHN).

Kpurepuii noncka ceprupukaron
Kpurepunii moucka cepruduxaron (nanee — KI7/C) ucnonb3yercs 1Jis 3aJaHUs CBeIEHUH 0 cyOBeK-
Tax, 4bM CepTU(UKATBI OYIYT UCIIOIB30BATHCS MPHU BHITIOJHEHUH KOMaHIbI (HarpuMep, mudpoBaHue
WIN TOANUCH AaHHBIX). Ecin B komanaa takoBa, uro KIIC nomkeH ynoBIEeTBOPATH TOIBKO OAMH Cep-
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tudukat, To tako KIIC Gyner obosnauatscst KIICI. KIIC 3amaercst B opme omiuii KOMaHIHOM
CTPOKH, KOTOPbIE UMEIOT CIECTYIOMINI CHHTAKCHUC!

[-dn <RDN>]n pas [-{m|u} [<ums>] |-f <dpamn>]k pas
[-all]-1]-9q[N]] [{-nochain]-errchain [-norev]}]

-dn — ykasanue ctpok i noucka B RDN (uHaue mouck He 3aBucut ot RDN);

RDN — CITUCOK CTPOK (4Uepe3 3amsaTyr0), UCTIOIb3YEMBIX JIJIsl TOMCKa cepTudukaToB. bymyt
Haiinens! cepTudukarsl, B RDN cy0bekTa KOTOPhIX IPUCYTCTBYIOT BCE 3TH CTPOKH.

-m — TIOMCK ocymecTBisieTcs B xpanunuiiax kommeiotepa (LOCAL MACHINE);

-u* — MOUCK OcyIiecTBseTcs B XpaHuwiuinax nois3zoBareinst (CURRENT_USER);

umst — Ha3BaHUE XpaHWIUIIA (1Mo ymoiadanuto “My” miis co3manus MOAMUCH WU paciud-
poBku 1 “My+Addressbook” mist octanpHBIX CitydaeB);

-f — B KQUeCTBE XPpaHUJIMIIA UCTIOIB3YETCsl COOOITeHNe WK ¢ain cepTudukara;

daiin — ums Qaiina;

-all* — MCITOJIb30BaTh Bee HaaeHHbIe ceprudukatsl (* mas KIIC);,

-1* — Oyzer HalifieH TOJIbKO OIuH cepTudukat, nHave — ommodka (* s KIIC1);

-q[N] — ecnu HaitieHo MeHee N cepTu(UKaATOB, TO BEIBECTH 3aMpOC I BIOOpA HY>KHOTO
(mo ymomuanuro N=10);

-nochain  — He MPOBEPATH EMOYKN HAWICHHBIX CEPTH(PHUKATOB,;

-norev — HE MPOBEPATH CePTUDPHUKATHI B IIETIOYKE HA TPEMET OTO3BAHHOCTH;

-errchain  — 3aBepiaTh BBIIIOJHEHHE C OIIHOKOM, €CIM XOTs ObI OJUH CepTH(HKAT HE MPOIIIEST
MIPOBEPKY.

[Tpumepst nucnonb3zoBanust KITC MoXHO HAlTH B ONTUCAHUAX KOMaH], UCIIOJIb3YIOIIHNX €TO.

IIpumeuanue: Ecnu Bayrpu onuuu ums wiu RDN npucyrctBytoT npobensl, To ee Heo0Xo-
JMMO 3aKJIFOUUTH B KaBbIYKHU. T0 jk€ OTHOCUTCS K UMEHaM (DaiijIoB U MamoK.

Hpumep:

HNBan UBaHoB,a@b.c — HEBEPHO;

“UBan UBaHOB,a@b.c” — BEepHO;

CN=HMsanoB,E=a@b.c - BepHO.

Komanasl mmpposanus/pacumdpoBanus

—encr <KIC> [-der] <Bxomuom Oamn> <coobumenmue>
3ammdpoBaTh TaHHBIC U CO3AaTh COOOIICHHE.

KIIC — KIIC nonyuarenei;

-der — ucronk3oBath popmat DER BMecTo BASE6G4;

BXO/IHO# paiin  — aiin, cogeprkamuii BXOIHbIE JaHHBIC;

coo0lIeHue — (haiin, KOTOphIi OYAET CoaepKaTh CO3TaHHOE COOOIIEHNE.

IIpumeuanue: Jln1 Toro uroObl 3amuQpoBaTh JaHHbIE “Ha ce0s”, HEOOXOIUMO YyKa3aThb
KTIC cBoero ceptudukara.

Hpumepuo:

cryptcp -encr -dn "Ueanos Ilerp, ivanov@bank.ru" -uMy -der test.txt

testl.msg

3ammdpoBarh comepxkumoe (Paitma "test.txt" B "testl.msg" (OunapusbIii dhopmar), ucnonn3ys BCE
ceprudukarel xpanwmiia "Jlmanaeie" ("My") Tekymiero nomas3oBarens (a HE JOKAIBHOTO KOMIThIOTE-
pa), conepskarue B mojie "Cyonext" ("Subject") moactpoku "HBanos Ilerp"” u “ivanov@bank.ru™.

cryptcp -encr -T "a:\Petr’s cert.p7b”™ test.txt testl.msg
3ammposars copepxkumoe (aiina "test.txt” B "testl.msg" (dpopmar BASE64), ucnons3ys ceprtu-
¢bukat u3 daiina "a:\Petr’s cert.p7b".
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-decr <KIC1> [-start] [-pin <mapons>|-askpin] <coobmenme> <BHXOIHOM

dbanm>
PacimdpoBats gJaHHBIE U3 COOOIIECHUS.
KIIC1 — KIIC nonyvarens;
-start — OTKPBITH (3aITyCTUTh) NOJTYUECHHBIN (ail;
-askpin — 3aMPOCUTH MMAPOJIb KIIFOYEBOI0 KOHTEHHEpPa ¢ KOHCOJIH;
-pin — 3a71aTh MMapoJIb KIIOYEBOr0 KOHTEHHEDA;
napoJib — MMapoJib K KIIIOYEBOMY KOHTEHHEPY;
coo01IeHue — (ailn, comepkamnuii cooOIIeHHE;
BBIXOHOM (paiin — aiiy, B KOTOPHINA OyIyT 3aMrcaHbl JaHHBIE U3 COOOIICHHUS.
Hpumep:
cryptcp -decr -dn "UMeanos Ilerp, ivanov@bank.ru" -start test.msg
test2.txt

PacmmgpoBats coobuienne u3 ¢aitna "test.msg B daiin "test2.txt", ucmnonb3ys 3aKpHITHIA KITIOY,
CBs3aHHBIN ¢ ceprudukarom xpanuwiuia "Jlnaasie" ("MY") Tekyiero monp30BaTess, CoAepKaluuM B
nose "Cyowekt" ("Subject") noacrpoku "HBanos Ilerp" u "ivanov@bank.ru", a 3atem OTKpBITh MOITY-
YEHHBIN (aiin.

Pabora ¢ nakeramu ¢aiijioB

[-dir <mankxa>] -hash [-provtype <N>] [-provname <CSP>]
<macka oannoes>
[TonmyunTs “xemm” (aitioB u 3anucaTh UX B Gaiibl “uMsa_ncxomHoro (daiina.hsh”.

-dir — yKazaTh Manky Juist (paisioB ¢ Xemamu, nHave — TeKyIas;
-provtype — ykasath Tan Kpunronposaiiaepa (N) (o ymorganuio 75);
-provname — ykazartb UM kpunronposaiaepa (CSP);

Macka ¢aiijioB  — cTaHIapTHas Macka XeHIupyeMbIX (aiioB.

IIpumeuanue: Ecnu onus -provname He ykazaHa, To OyJeT UCIOJIb30BaH MpoBaiiiep mo
YMOJIYaHUIO yKa3aHHOTo Turna (-provtype). Ecim ykazaHHas marnka He CyIIeCTBYET, TO OHa OyIeT co3-
JaHa.

Hpumep:

cryptcp -hash -dir hashes -provtype 75 *_.exe

Coznmarp mis Beex (paityioB ¢ pacmmpeHneM "'exXe" TeKyIIel Mmarnkyd Xeld U 3alucaTh UX B ManKy
"hashes". [Ipu xemmpoBaHUU HCIOIB30BATH KPUIITOIIPOBAKIEP 110 YMOTYAHUIO [UIs THIA 75.

[-dir <manka>] -vhash [-provtype <N>] [-provname <CSP>]
<macka oannoes>
[TpoBepuTs “xemn” (HaityioB, CO3AaHHBIE C TOMOIIBIO TTPEABIAYIESH KOMaHIbI.

-dir — yKazaTh Manky ¢ (ainamu, coaepkaliuMy Xe, HHaue — TeKyIas;
-provtype — ykasath Tun Kpunronposaiiaepa (N) (o ymorganuio 75);
-provname — yKa3zarb UM Kpunromnposaiaepa (SCSP>);

Macka ¢ailjioB  — cTaHIapTHas Macka MpoBEPseMbIX (haityioB.

IIpumeuanue: Ecnu onmus -provname He ykazaHa, TO OyJeT UCIOJIb30BaH MpoBaiiiep mo
YMOJTYAHHIO YKa3aHHOTO THIa (-provtype).

Hpumep:

cryptcp -vhash -dir c:\hashes -provtype 75 *.exe

[TpoBeputs st Bcex (ailoB ¢ pacmmpeHueM 'e€Xe" TeKylIed Mamku XelId, UCIOJIb3Yys XEIllH,
xpansumecs: B nanke "C:\hashes". Ilpu xemmpoBaHHM HMCHONB30BaTh KPUIITONPOBAMIEP MO yMOI4a-
HUIO JUIA THIIa 75.
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[-dir <nmankxa>] -signf <KIC1l> <macka bdamnos> [-cert] [-crl] [-der]
[-sd[<URL>]] [-ss[<URL>]] [-nostampcert] [-pin <maposnw>|-askpin]
Co3pnarpe noanucu ¢aityioB U 3anucath UX B Gailibl “UMs_ucxoaHoro ¢aiina.sgn”.

-dir — yKazaTh Manky uist paiiioB ¢ MOANUCIME, HHAUE — TEKYIIas;

KIIC1 — KIIC aBropa noanucu;

-cert — 100aBJISAThH B MOJAMUCH CEPTHPHUKAT OTIPABUTEIS;

-crl — N00aBIATh B MOAIUCH CIIUCOK OTO3BAaHHBIX CEPTH(PHKATOB;

-der — ucnonk3oBath popmat DER BMecTo BASE6G4;

-sd — 100aBUTH B MOJAIMUCH IITAMIT BPEMEHH Ha TOMKUChIBAEMbIC JaHHBIC (TIOATH-
CaHHBIN aTpudyT);

-SS — 100aBUTH B MOJAMUCH ITAMIT BpEMEHH Ha TIOJMKChH (HEMOAMCAHHBIN aTpu-
oyT);

URL — aapec cayxObl mTamoB B Buae "http://..." (MoxHO 3a1aTh pa3Hble sl O
-SS 1 -Sd, HO, eciIM 3a/aH [T OJTHOM U3 HUX, TO UCIIOIB3YETCS U VI BTOPOiA);

-nostampcert  — He TpeGOBATH BKIIOUEHUS B IITAMIT CEPTHU(PHUKATA CIIYKOBI IITAMIIOB BPEMEHHU
(ucmosb3yercst BMecTe ¢ -Sd u/uim -SS);

-askpin — 3aIpPOCUTH MAPOJIb KIIFOYEBOTO KOHTEIHEpa ¢ KOHCOJIH,

-pin — 3a/1aTh MMapOoJb KIIFOYEBOTO KOHTEHHEPA;

napoJib — [apoJib K KIIOYEBOMY KOHTEHHEPY;

Macka ¢aiijioB  — cTaHIapTHas Macka MOIUCHIBAEMBIX (DaityioB.

IIpumeuanue: Ecnu ykazaHHas nanka He CyIIECTBYET, TO OHa Oy/IeT cO3/1aHa.

Hpumep:

cryptcp -signf -dir \signs -uMyCerts -dn "Veauos
lleTp, Ivanov@bank.ru™ d:\*.doc -sdhttp://cryptopro.ru/tsp/tsp.srf
[Moanucare Bce daitnsl ¢ pacmmpenreM "doc” u3 KopHeBo# manku aucka "d:", HCHOIb3ys 3aKphI-
TBHIA KIIIOY, CBSI3aHHBIN ¢ cepTudukarom xpanuiuma "MyCerts" Tekymiero monb3oBatels, coaepxa-
muM B monie "Cyowekt" ("Subject") moactpoku "HMsanos Iletp" u "ivanov@bank.ru”, monydenusie
MOJIIACH COXPAHHUTh B Mamke “Signs” B KOpHE TEKyIiero aucka. Kpome 3Toro, mosy4uTh IITAMITBI
BPEMEHH Ha KaXKbI MOAMUCHIBAEMbIHN (ailsl U BIOKUTH UX B COOTBETCTBYIOIINE MOAIMHUCH.

[-dir <manka>] -vsignf [-sd[<epemss>]] [-Ss[<epewms>]]
<KIIC> <macka oamnnoes>
[TpoBeputh moanucu (aiiioB, CO3JaHHBIE C TOMOIIBIO MPEABIAYIIECH KOMaH/IbI.

-dir — yKasaTh Mnanky ¢ ¢aitnamu, coepkaiiiMu MOoANUCH, HHaUYe — TeKyIasi;

KIIC — KIIC aBropa noamnucu;

Macka ¢ailjioB  — cTaHIapTHas Macka MpoBEpseMbIX (aityios.

-sd — IPOBEPUTH LITAMIT BPEMEHHU Ha MOANUCAHHBIEC TaHHbIE (TIOMMCAHHbBIN aTpU-
oyT);

-SS — MPOBEPUTH LITAMIT BpEMEHU Ha MOAMKUCH (HEMOAMUCAaHHBIN aTpudyT);

BpeMs — YKa3bIBaeTCs B yacax; €CJIM yKa3aHo, TO MPOBEpPsIeT, YTOOBI IITaMII ObLI clie-

JlaH HE paHee YKa3aHHOTO KOJMYECTBa YacOB Ha3al OT TEKYIIEr0 MOMEHTA,

Hpumep:

cryptcp -vsignf -dir \signs -uMyCerts d:\*.doc -sd24

ITpoBeputs Bee Gaitnbl ¢ pacmupennem "doC” u3 KopHeBoii manku aucka "d:", UCIonb3ys co3maH-
HBIE paHee MOJIKCHU U3 Manku “Signs” B KopHE Tekyiero aucka. [Touck ceprudukara Ui mpoBEpKU
noanuceit uckarp B xpanuuiie 'MyCerts" tekymero moas3oBarens. Kpome 3Toro, mpoBepuTh mITamIl
BPEMEHH Ha MONHUCH (HETIOANUCAHHBIA aTPUOYT) U MPOBEPUTH, YTOOBI ITOT IITaMIT OBLT BBIIaH HE pa-
Hee, YeM CYTKU Haza/l.

Pabora ¢ moanucamu
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-sign <Kmncl> [-nocert] [-crl] [-der] [-authattr <aTpmubyr>]n pas
[-attr <arpubyr>]k pas [-sSd[<URL>]] [-ss[<URL>]]
[-pin <nmapome>|-askpin] <exogmon ¢ann> <coobmeHme>
[Moanucarh JaHHBIC U CO31aTh COOOIICHUE.

KIIC1 — KIIC aBropa noanucu;

-nocert — He 100aBIATH B COOOILICHHE CePTUPHUKAT OTIIPABUTEIS;

-crl — no0aBJieHHE CIMCKa OTO3BaHHBIX CEPTU(HUKATOB;

-der — ucrnons3oBath popmat DER BMecTo BASEG4;

-authattr — 100aBUThH MOJNMUCAHHBIN aTPUOYT B TIOJINKCH;

-attr — 100aBUTh HETIOANUCAHHBIN aTPHOYT B MOAIHKCH;

aTpudyT —"<OID>,<aiin ¢ 3aKk0AMPOBAHHBIM COACPKUMBIM aTpuOyTa>"
(mpumep: "1.2.3,attr.bin");

-sd — 100aBUTH B MOANKCH IITAMII BpEMEHH Ha MOANKChIBaEMble JaHHbIE (TTOATH-
CaHHBIN aTpuodyT);

-SS — 100aBUTH B MOJIKCH IITAMII BpEMEHH Ha MOANMUChH (HETOAMUCAHHBIN aTpu-
oyT);

URL — aapec cayx0bI mtamoB B Buae "http://..." (MoxHO 3a1aTh pa3HbIe IS OMIIHIA
-SS 1 -Sd, HO, eciM 3aaH I OJJHOM U3 HUX, TO UCIIONIB3YeTCs U Ul BTOPOIA);

-nostampcert — He TpeOoBaTh BKIIOYEHHS B IITAMII CEPTH(HUKATA CITYKOBI IITAMITOB BpEMEHHU
(ucnonb3yercst BMecTe ¢ -Sd u/uinm -SS);

-askpin — 3aMPOCUTH MMAPOJIb KIIFOYEBOI0 KOHTEHHEPa ¢ KOHCOJIH;

-pin — 3a71aTh MMapoJIb KIIOYEBOr0 KOHTEHHEDA;

napoJb — MapoJib K KJIIIOUEBOMY KOHTEHHEDY;

BXO/IHO# paiin  — aiin, cogepkamuii BXOIHbIE JaHHBIC;

cooolIeHue — (haiin, KOTOphIi OYAET CoaepKaTh CO3TaHHOE COOOIIEHNE.

Hpumep:

cryptcp -sign -mMy -dn Cemoe -Q5 -nocert -crl -der test.txt
test2.msg -sshttp://cryptopro.ru/tsp/tsp.srf

[Tognucate conmepxumoe (aitma "test.txt" u cozmare moamucanHoe coodmieHue "test2.msg" (s Ou-
HapHOM BHJIE), HE BKJIIOYAIOIEe B ceOs MCIOJIB3yEeMbIil CepTH(HKAT, HO BKJIIOYAIOLIEE CIUCOK OTO-
3BaHHBIX CEpTU(UKATOB EHTPa CepTU(PHUKAIIMY, BBIIABLIETO UCIOIb3yeMblld cepTrdukar. Kpome sto-
ro, MOJIyYUTh LITaMII BpEMEHH Ha CO3JaHHYIO MOJIMUCH U BIOXUTH €€ B coobmenue. [lonck ucmons-
3yeMoro cepTuuKaTa IpoOUCXOIUT CIACAYIONUM 00pa3oM:

1. Haxonstcst Bce ceprudukarsl xpanunuma "JIngaple" TEKyIIero mosib30BaTelis U JOKaIbHOTO
KOMIIBIOTEpA.

2. Ecnu ux Hamwiock 6osiee IsATH, TO - OIMOKa, HHAaYe MOJIb30BATEIN0 OY/EeT MPeI0KEeHO BHIOPATh
OJIMH U3 HallICHHBIX CePTU(PUKATOB.

-addsign <kncil> [-nocert] [-crl] [-sd[<URL>]] [-ss[<URL>]]
[-pin <maposme>|-askpin] [-authattr <aTpuByr>]n pas
[-attr <arpubyr>]k pas <coobmenme>

Jlo6aBuTh TUGPOBYIO MOMKUCH B COOOIIICHHE.

KIIC1 — KIIC aBropa noanucu;
-nocert — He 100aBJATh B cOOOIIEHNE CepTU(HUKAT OTIIPABUTEIIS;
-crl — o0aBJIeHUE CIIMCKA OTO3BAHHBIX CEPTU(PHUKATOB;
-authattr — 100aBUThH MOJMUCAHHBIN aTPUOYT B TIOINKCH;
-attr — 100aBUTh HETIOANUCAHHBIN aTPHOYT B MOAIHKCH;
aTpudyT —"<OID>,<@aiin ¢ 3aKk0AMPOBAHHBIM COACPKUMBIM aTpuOyTa>"
(mpumep: "1.2.3,attr.bin");
-sd — 100aBUTH B MOANKCH IITAMII BpEMEHH Ha MOANKCHIBaEMble JaHHbIE (TTOATH-

CaHHBIN aTpuodyT);
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-SS — 100aBUTH B MOAMKCH IITAMIT BpEMEHH Ha MOAMKCH (HETIOJTUCAaHHBIN aTpu-
oyT);

-askpin — 3aIPOCUTH MAPOJIb KIIFOYEBOTO KOHTEITHEpa ¢ KOHCOJIH,;

-pin — 3a/1aTh MMapOoJb KIIFOYEBOTO KOHTEHHEPA;

napoJb — MapoJib K KJIIIOYEBOMY KOHTEHHEDY;

URL — aapec cayxObI mtamoB B Buae "http://..." (MoxHO 3a1aTh pa3HbIe IS O
-SS 1 -Sd, HO, eciM 3aaH I OJJHOM U3 HUX, TO UCIIONIB3YeTCs U Ui BTOPOIA);

-nostampcert — He TpeOOBaTh BKIIOYEHHS B IITAMI CEPTH(HUKATA CIY>KOBI IITAMITOB BPEMEHHU
(ucnonb3yercst BMecTe ¢ -Sd u/uinm -SS);

coo0lIeHue — (aiin, comepkamuii cooOIeHne.

IIpumeuanue: Vcnonb3yercs UCKIIOYUTEIHHO IJIS JOOABICHHS TOJIUCH B MOAMMCAHHBIC
coobmieHus. [l TeKCTOBBIX WM IPyrux (aiaoB HE paboTaeT.

Hpumep:

cryptcp -addsign -m -dn "lMsanos IleTp, ivanov@bank.ru™ test.msg

JloGaBuTh B moanucanHoe cooOmienue "test.msg" moamnuck, UCHOIB3Ys 3aKPBITHIN KITHOY, CBSI3aH-
HBII ¢ ceprudukaroMm xpanunumia "Jlnanaee" ("My") nokanbHOTO KOMIBIOTEPA, COACPIKALUM B TIOJIE
"Cyonekt" ("Subject") moacrpoku "HWBanos Iletp" u "ivanov@bank.ru". B no0aBieHHYIO MOANUCH
OyZeT BKJIIOUEH cepTU(UKAT OTKPHITOTO KII0Ya aBTOPa MOIIMHUCH.

-delsign <KIC1l> <coobumenmue>

VY nanuth UG pOBYIO MOAMKCH U3 COOOIICHHS.
KIIC1 — KIIC aBropa noanucu;
cooolIeHue — aiin, coaepkamui cooOIeHue.

-verifty [<KOC> [-verall]] [-start] [-sd[<epems>]] [-SsS[<epems>]]
<coobumeHne> [<BrXOmHOM bdari>]
[TpoBepxka 1udpoBbIX MOATHCEH.

KIIC — KIIC aBTOpOB noamnucei;

-verall — IIPOBEPATH BCE Mo nucu (MHa4Ye — TOJIbKO nonucu aBTopoB u3 KIIC);

-start — OTKPBITH (3aITyCTUTh) NOJTYUCHHBIN (ail;

-sd — MPOBEPUTH LITAMII BpEMEHH Ha MOANKUCAaHHbIE JaHHbIE (TIOAMUCAaHHbIN aTpH-
oyT);

-SS — IIPOBEPUTH IITaMIT BPEMEHH Ha MOANUCH (HEMOAMUCAHHBINA aTprOyT);

BpeMs — YKa3bIBaeTCS B Yacax; €CJIM YKa3aHo, TO MPOBEPSIET, YTOOBI IITaMIT ObLI C/ie-
JIaH HE paHee YKa3aHHOTO KOJIMYEeCTBa YacOB Ha3a/l OT TEKYIIEr0O MOMEHTA;

coo01IeHue — (aiin, comepamuii cooOIIeHHE;

BBIXOAHOM (paiin — aityn, B KOTOPHIN OyIyT 3aMKrcaHbl JaHHBIE U3 COOOIICHHUS.

IHIpumeuanue: Ecnu B cOOOIMEHNN COACPKUTCS CEPTUPHUKAT KOTO-TO U3 aBTOPOB TOJITUCEH,
TO MCTIONB3YETCS UMEHHO 3TOT CepTU(UKAT.

Hpumepuo:

cryptcp -verify -dn ivanov@bank.ru -verall test2.msg test2.txt

[TpoBepuths moamuchk cooOmieHus "test2.msg", UCMONB3ysl OJWH W3 HAWJICHHBIX CEpTU(]PHKATOB B
xpanwnuiiax "Jlngaeie" ("My") u "JIpyrue nonszoBatenu” ("AddressBook") texyiero monp3oBarens,
cogepxkamnux B mosie "Cyonsext" ("Subject") momctpoky “ivanov@bank.ru” u 3amucarh comep:kumoe
MOJNUCAHHOTO cooOmeHus B (paiin "test2.txt".

cryptcp -verify -sd3 test2.msg

[TpoBepuTth Bce moamucu cooOmieHus "test2.msg", ucnonb3ysi cepTUdUKAThI, COAEPIKAIINECT B CO-
obmenun. Ecnu s kakoii-mubo moanucu B cOOOIIEHNN cepTU(UKAT HE yIAIOCh HAMTH, TO MOANHUCH
npoBepeHa He Oynetr. KpoMe 3Toro, mpoBepuTh IITaMIl BpEMEHU Ha MOANMCAHHbIE JAaHHbIE (TIOIIH-
CaHHBINM aTpuOyT) U MPOBEPUTH, YTOOBI ATOT IITAMIT OBbLT BBIIaH HE paHee, YeM TPH yaca Haszajl.
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-addattr <KICl> [-attr <arpmubyr>]n pas <coobmenme>
J1o0aBUTH HEMOANIUCAHHBINA aTPUOYT TOAMKUCH COOOIICHMS.

KIIC1 — KIIC aBropa noanucu;

-attr — 100aBUTh HETIOIMTMCAHHBIN aTPUOYT B TIOINKCH;

aTpulyT — "<OID>,<¢aiin ¢ 3akoAUPOBAHHBIM COACP)KUMBIM aTpuOyTa>"
(mpumep: "1.2.3,attr.bin");

coo01IeHue — (pailn1, comeprkammii CooOIIeHHE.

IIpumeuanue: Vcnons3dyercs HCKIIOUUTEIBHO U JOOABICHUS TOANUCH B TOANMCAHHBIC
cooOmieHus. [t TeKCTOBBIX WM APYTUX (aiiyioB He paboTaer.

Pa6ora c ceprudpurkaramu

-copycert <kKnc> [-{dm|du}[<ums>] |-df <pama> [-der]]
KonupoBats cepTuduKaThl B 3a1aHHOE XPaHUIIHIIE.

KIIC — KIIC, xoTopsie Ha0 CKONUPOBATH;

-dm — xonupoBanue B xpanunuiie kommnetorepa (LOCAL MACHINE);
-du* — konupoBanue B Xxpauuuine nonp3oBarenss (CURRENT_USER);

UM — Ha3BaHME KOHEYHOT0 XpaHujuiia (1o ymordanuto “My”);

-df — B KQueCTBE XPaHUIIUIIA UCTIONB3YyeTCs (aiin ceprudukara,

daiin — ums Qaiina;

-der — ucronb3oBath popmat DER BMecTo BASE64 (TosbKO0 ¢ Kitrouom -df).

IIpumeuanue: Ecnu ykazan xmod -df, To, B ciydae, eciin HailieH TOJIBKO OJIUH cepTHdU-
Kart, co3aaercs Qaiin Tuma “.cer’, maaye — “.p7b”.

Hpumep:

cryptcp -copycert -u -df a:\MyCerts.p7b

Komupyer Bce ceptudukarsl xpanmnumia "Jluaasie" ("My") Tekymiero moin3oBaTens B (aiin
"a:\MyCerts.p7b" (B komupoke BASE64).

-CSPcert [-provtype <N>] [-provname <CSP>] [-cont <kxouTemnep>]
[-ku]-km] [-ex]-sg] [-{dm]|du} [<mums>] |-dF <pain> [-der]]
CkonupoBath cepTUUKAT U3 KIIOYEBOTO KOHTEIHEpa B 3aJJaHHOE XPaHWIIUIIIE.
-provtype - ykaszath Tun kpunromnposaiaepa (N) (o ymomganuio 75);
-provname - ykasartb umMs kpunronposaiiaepa (CSP);

-cont — 3aJ1aTh UMsI KJIIOYEBOTO KOHTeliHepa (110 YMOJTYaHUIO BBIOOP M3 CITUCKA);
-ku* — HCIIOJIb30BaTh KoHTeWHep nmoib3oBareas (CURRENT_USER);

-km — ucnosb3oBaTh koHTelHep kommbioTepa (LOCAL MACHINE);

-ex* — HMCIIOJIb30BaTh KIIOY JUI OOMEHa 3alIM(POBAHHBIMU JAHHBIMU;

-Sg — UCTOJIb30BaTh KJII0Y [ pabOThI C MOJIUCIMU;

-dm — xonupoBanue B xpanunuuie kommnetorepa (LOCAL MACHINE);

-du* — konupoBanue B xpauuuine nonp3oBaresss (CURRENT_USER);

UM — Ha3BaHME KOHEYHOT'0 XpaHujuiia (1o ymordanuto “My”);

-df — B KQUeCTBE XPpaHUJIMIIA UCTIOIB3YETCsl COOOITeHNe WK ¢aiin cepTudukara;
daiin — ums Qaiina;

-der — ucronk3oBaTh popmat DER BMecTo BASEG4.

IIpumeuanue: Ecnu onus -provname He ykazaHa, To OyJeT UCIOIb30BaH MpoBaiiiep mo
YMOJTYAHHIO yKa3aHHOTo THMa (-provtype). Jlns onepannonabix cuctem cemeiictea UNIX B kauecTBe
napameTpa OMniuH -CoNt HeoOX0IMMO yKa3bIBaTh UM KOHTEIHEpa BMECTE CO CUMTHIBaTeNEeM B opma-
te “\W\ums_cumreiBarens\ums konrerinepa” (nampumep “\W\HDIMAGE\cont_name”).

Hpumep:

cryptcp -CSPcert -km -cont WebServer -df a:\WebServer.cer -der

Komupyer ceprudukar n3 kirodeBoro Konreiinepa "WebServer" kpunromnposaiinepa no ymonrda-
HUIO 151 THIa 75 joKaapHOro KoMmbioTepa B daiin "a:\WebServer.cer” (8 koquposke DER).
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-delcert <knc> [-yes]
VY nanenue cepTuuKaToB U3 XpaHUIHIIA.

KIIC — KIIC ynansemsbIx cepTu(huKaTos;
-yes — aBTOMaTUYECKH OTBEYATh Ha BCe BONpockl “‘Jla”.
Hpumep:

cryptcp -delcert -m -dn OldServer
VY nansiet Bce ceprudukarsl Xxpanwinnia "Jlngasie” ("My") okanbHOr0 KOMIBIOTEPA, CONEPIKAIINE
B mojie "Subject” moxcrpoky "OldServer".

Padora ¢ 3anpocamu Ha cepTudukart

-creatrqgst -dn <RDN> [-provtype <N>] [-provname <CSP>] [-SMIME]
[-nokeygen|]-exprt] [-ex]-sg]-both] [-ku]-km] [-cont <mms>]
[-silent] [-piIn <maposnws>|-askpin] [-certusage <OIDs>] [-der]
[-ext <pacumpenme>]n pas <umst dainna>

Cozmanme 3anpoca ceptudukaTa u coxpanerue ero B ¢aine PKCS #10.

RDN — criucok umeH nosteid RDN (manpumep: CN, O, E, L) u ux 3HaueHwuii Buza:
<Umsllonsil>=<3naveunelloasal>[,<Umslloas2>=<3naveunellonn2>...]

-provtype - ykasath Tun kpunromnposaiaepa (N) (mo ymomganuto 75);

-provname - ykasath uMs Kpunromnposaiiaepa (CSP);

-nokeygen — ucmosb30BaTh CYIICCTBYIOIINE KITFOUM M3 YKa3aHHOTO KOHTCHHEPA;

-SMIME - Bximtounth Bo3mokHocTH SMIME (110 ymoaganuio — Het; Toasko Windows);

-exprt — IIOMETUTH KITFOYH KaK IKCIIOPTUPYEMBIE;

-ex — CO3/1aTh/HUCIIOIB30BATh KIIFOYH JIJ1s1 0OMeHa 3arudpoBaHHBIMH JTaHHBIMU,

-Sg — CO3/1aTh/HUCIIOJIb30BATh KIFOYU TOJBKO JIJISl pA0OTHI C TIOIMTUCAMHU;

-both* — CO3/1aTh/HUCIIOIBL30BATh 00a TUIIA KIIIOUEH;

-ku* — HCIOJIb30BaTh KoHTeWHep nmoib3oBareas (CURRENT_USER);

-km — ucnosb3oBaTh koHTelHep kommbioTepa (LOCAL MACHINE);

-cont — 33/1aTh UM KIIIOYEBOT'O KOHTeliHepa (110 yMOJIYaHUIO BEIOOP U3 CIIHCKA);

-silent — reHepanus Kiroda 6e3 Mojab30BaTeNIbcKoro nuTepdeiica KpunTonpoBaiiiepa;

-askpin — 3alpanrMBaTh NapoJib MPU CO3IaHUU KIFOUYEBOr0 KOHTEHHEpa C KOHCOIH (TOJIBKO
UNIX);

-pin — YCTQaHOBUTb MapOJIb MIPU CO3aHUH KITFOUeBOro KoHTelHepa (Toiapko UNIX);

napoJib — MMapoJib K KioueBoMy KoHTelHepy (Toapko UNIX);

-certusage - 3anare HazHaueHwus ceptudukarta (OIDs). Eciau Ha3HaueHUH HECKOIBKO, TO UX HE-
00X0MMO yKa3aTh uepes 3amnaryto (Hampumep, °1.3.6.1.5.5.7.3.4,
1.3.6.1.5.5.7.3.2"”);

-der — ucronk3oBaTh popmat DER Bmecto BASE6G4;

-ext — nobaButh pacumpenue k 3ampocy (Windows XP u Berme, UNIX);

pacmmmpernue — umMs (aiina ¢ 3akoaupoBaHHbIM paciupenneM (BASE64 niu DER);

ums paiisia — ums daiina, B KOTOPOM CIIeIyeT COXPaHUTh 3arpoc.

IHpumeuanue: Ecnu onmus -provname He ykazaHa, To OyJIeT UCIIOJIB30BaH MpoBaiiaep 1Mo
YMOJTYaHUIO yKazaHHOro THma (-provtype). [lanee, ecnu He yka3aHbel oniuu -NOkKeygen u -cont, to
MMs KOHTEHHepa creHepupyeT kpunromnpoaiiaep. Jns onepamuonasix cucteM cemeirictBa UNIX B
KauecTBE MapaMeTpa OMiuu -CONt HeoOX0IMMO YKa3bIBaTh UMsI KOHTEHHEPA BMECTE CO CUMTHIBATEIIEM
B ¢opmare “\\ums_cuuteiBaTens\ums_kouteinepa” (mampumep “\\.\HDIMAGE\cont_name”).

Hpumep:

cryptcp -creatrqgst c:\request.der -provtype 75 -cont lvanov

-dn "E=i1vanov@bank.ru,CN=leauor Ierp'" -both -ku
-provname ""Crypto-Pro GOST R 34.10-2001 Cryptographic Service
Provider™
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Co3nmatp 3ampoc Ha cyOobekt "E=ivanov@bank.ru,CN=HBanoB Ilerp", ncHonb3yst OTKPBITHII
KJIIOY, CTC€HEpPHPOBAaHHBIH B KOHTEWHepe ''lvanov" Tekyiero Ioab30BaTelsi KPUIITOMPOBANACpPOM
"Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider" (tum - 75) u cOXpaHUTb €ro B ¢aiia
c:\request.der B koguposke Base64. Haznauenus kiroua - IOAMKCH U MIH(GPOBAHHE.

-instcert [-provtype <N>] [-provname <CSP>] [-cont <mms>] [-ku]-km]
[-{dm]du}[<mmsz>]] [-noCSP] [-pin <napons>|-askpin] <ums daina>
YcranoBka ceprudukara u3 daitna PKCS #7 nnu ¢aiina cepruduxara.
-provtype - ykasath Tun kpunromnposaiaepa (N) (o ymomganuio 75);
-provname - ykasartb umMs Kpunronposaiiaepa (CSP);

-cont — 3aJ1aTh UMsI KJIIOYEBOTO KOHTelHepa (110 YMOJTYaHUIO BBIOODP M3 CITUCKA);
-ku* — MCIOJIb30BaTh KoHTeWHep noib3oBareas (CURRENT_USER);

-km — ucnosb3oBaTh kKoHTelHep koMmibioTepa (LOCAL MACHINE);

-dm — ycraHoBka B xpanwiuiie komnbstotepa (LOCAL MACHINE);

-du* — ycranoBka B xpanuiuie moias3oBarens (CURRENT _USER);

ums — Ha3BaHME KOHEYHOTO XPaHMJIMIIA [T YCTAHOBKH (110 yMordanuto “My”);
-noCSP — HE COXpaHATh cepTU(UKAT B KOHTEHHEPE KPUNITOIIPOBANIEpa;

-askpin — 3aMPOCHTH MAPOJIb KIIIOYEBOTo KOHTeitHepa ¢ koHcouu (Toiapko UNIX);
-pin — 3a/1aTh MapoJIb KIIF0YeBOro KoHteiHepa (toasko UNIX);

napoJib — MapoJib K KII04eBoMy KoHTelHepy (Toiabko UNIX);

-enable-install-root — He 3alpalirBaTh pa3pelIcHre Ha YCTAHOBKY KOPHEBOTO cepTu(drkara B

xpanmuuie “JloBepenHbie kopHeBbie HeHTpb (ROOt) (Tombko UNIX);

ums aiiga — ums daiina, comepkaiiero ceprudukar.

IIpumeuanue: Ecnu ykazana onuus NOCSP, To onuu provname, provtype, cont, km, ku
urHopupytotcs. Ecnu onius -provname He ykaszaHa, To OyJIeT MCIONIb30BaH MPOoBaiiiep Mo ymonya-
HUIO yKazaHHoro tuma (-provtype). s onepainuonnsix cuctem cemeiictBa UNIX B kadecTBe mapa-
MeTpa OMUHUU -CONt HeOOXOAMMO yKa3biBaTh MMs KOHTEHHEpa BMECTE CO CUMTHIBaTeleM B (opmare
“WA\umst_cuureiBarens\ums_konreitnepa” (manpumep “\\.\HDIMAGE\cont_name”).

-creatcert -dn <RDN> [-provtype <N>] [-provname <CSP>] [-SMIME]
[-nokeygen|]-exprt] [-{ex]|sg]|both}] [-cont <umms>] [-ku]-km]
[-certusage <0IDs>] [-CA <ampec UC>] [-{dm]du} [<mmss>]] [-nOCSP]
[-silent] [-pin <mapone>|-askpin] [-FilelD <Umst damnna>]

[-ext <pacumpenme>]n pas
CosznaTh 3ampoc Ha cepTUUKAT, OTIPABUTH €ro B IIEHTP CePTH(UKAIIUH, TOTYIUTh BBIMUCAHHBINA
cepTu(dUKaT U yCTaHOBUTH €TO0.
RDN — criucok umeH noseid RDN (manpumep: CN, O, E, L) u ux 3HaueHwuii Buza:
<Umsllonsil>=<3naveunelloasal>[,<Umslloas2>=<3naveunellonn2>...]
-provtype - ykasath Tun kpunromnposaiaepa (N) (mo ymomyanuto 75);
-provname - ykasath uMs Kpunromnposaiiaepa (CSP);

-SMIME - BkimtounTh Bo3moxkaoctd SMIME (o ymonganuto — Het; Tossko Windows);
-nokeygen — KMCmoJp30BaTh CYIIECTBYIOIINE KITFOUH M3 YKa3aHHOTO KOHTEHHEPA;

-exprt — IIOMETUTH KITFOYH KaK IKCIIOPTUPYEMBIE;

-ex — CO31aTh/HUCIIOIB30BATh KIIFOYH JIJIs 0OOMeHa 3aruGpoBaHHBIMH JTaHHBIMU,
-Sg — CO3/1aTh/HUCII0JIb30BATh KIFOYU TOJBKO JJISl pA0OTHI C TIOTUCIMU;

-both* — CO3/1aTh/HUCIIOJIB30BATh 00a TUIIA KIIIOUYEH;

-ku* — HCIOJIb30BaTh KoHTelHep noib3oBareas (CURRENT_USER);

-km — ucnosb3oBaTh kKoHTelHep koMmmbioTepa (LOCAL MACHINE);

-cont — 3a/1aTh UM KIJIIOYEBOT'O KOHTeliHepa (110 yMOJIYaHUIO BEIOOP U3 CIIHCKA);

-certusage - 3amath Ha3HaueHwus ceprudukara (OIDs). Ecnu HaznaueHU HECKOIBKO, TO UX
HY>KHO yKa3aTh uepe3 3amnaryto (Hanpumep, °1.3.6.1.5.5.7.3.4,1.3.6.1.5.5.7.3.2”);
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-CA — yKazath azipec IieHTpa ceprudukanuu, naaue 3to aapec “CP CSP Test CA”;

aapec LHC - Buga “http://xxx.yyy/zzz” vnn “\\cepBep\umsalIC” (cMm. ’Cucremubie TpeboBaHus);

-dm — ycraHoBka B xpanwiuiie komnbstotepa (LOCAL MACHINE);

-du* — ycranoBka B xpanuiuiie moias3oBarens (CURRENT _USER);

ums — Ha3BaHME KOHEYHOTO XPaHWJIMIIA [T YCTAHOBKH (110 yMordanuto “My”);

-noCSP — HE COXpaHATh cepTU(UKAT B KOHTEHHEPE KPUNITOIIPOBANIEpa;

-silent — TeHepanus Kiroda 6e3 moIb30BaTeNIbecKoro nHTepdeiica KpunTorpoBaiiiepa;

-askpin — 3alpalinuBaTh NapoJb MPU CO3IaHUU KIIOUYEBOr0 KOHTEIIHEpa ¢ KOHCOIH (TOJIBKO
UNIX);

-pin — YCTaHOBHTH MApOJIb IIPU CO3JIaHUH KITFOYeBOro KouTeitHepa (toiapko UNIX);

napoJib — MapoJib K KJI04eBoMy KoHTelHepy (Toabko UNIX);

-FilelD — uMs (aitsia, UCIoIB3yeMOro IS 3alUCH UACHTH(UKATOpa 3alpoca B cliydae “oT-

JoXeHHO# Bbtaun” ceprudukata (cm. -pendcert). Ecinu daiin He ykaszaH, TO HIeH-
tudukarop OyaeT BHIBEICH Ha dKPaH.

-enable-install-root — HE 3aIpallnBaTh pa3pelieHne Ha YCTaHOBKY KOPHEBOTO cepTu(dukara B
xpanuuiie “J{oBepernsie kopHeBbie 1eHTpsl” (ROOL) (Tompko UNIX);
-ext — nobaButh pacummpenue k 3ampocy (Windows XP u Beime, UNIX);

pacmmmpenue — ums (aiina ¢ 3akoaupoBaHHbIM paciupenrneM (BASE64 niu DER);

IIpumeuanue: Ecnu onus -provname He ykazaHa, To OyJeT UCIOIb30BaH MpoBaiiiep mo
YMOJIYaHUIO yKa3zaHHOTO THmna (-provtype). Jlanee, ecnu He ykasansl omuu -nNokeygen u -cont, to
UMsl KOHTEIHepa creHepupyer Kpumnronposaiiaep. Jns onepaunonHsix cucreM cemeiictea UNIX B
KayecTBe IapaMeTpa onuuy -CONt HeoOXOANMO YKa3bIBaTh MMs KOHTEHHEPAa BMECTE CO CUUTHIBATEIIEM
B ¢popmare “\.\ums_cuuthiBaTens\ums_kouteitnepa” (mampumep “\\.\HDIMAGE\cont_name”).

-pendcert [-provtype <N>] [-provname <CSP>] [-cont <mms>] [-ku]-km]
[-CA <ampec uc>] [-{dm]du} [<mumss>]] [-nOCSP] [-FilelD <umst dpaina>]
[-pIn <mapoms>|-askpin]

[TpoBepuTh, HE BBINYILEH JIM CEPTH(HKAT, 3alIPOC Ha KOTOPbIH OBLI OTHpABIECH paHee, MOTYyYUTh

BBIMMCAHHBIN CEepTU(UKAT U YCTAHOBUTH €TO.

-provtype — ykasath Tun kpunromnposaiaepa (N) (mo ymomganuto 75);
-provname - ykasath uMs Kpunromnposaiiaepa (CSP);

-cont — 3a/1aTh UM KIIIOYEBOT'O KOHTeliHepa (110 yMOJIYaHUIO BEIOOP U3 CIIHCKA);

-ku* — HCIoJIb30BaTh KoHTelHep moabs3oBareas (CURRENT _USER);

-km — ucnoab30BaTh KoHTelHep koMnbroTepa (LOCAL MACHINE);

-CA — yKasarthb azpec neHTpa ceprudukanuu, naage 3t1o aapec “CP CSP Test CA”;

aapec LIC - Buza “http://xxx.yyy/zzz” wmm “\cepBep\umsaL[C” (cm. "Cucremubie TpeboBanus");

-dm — ycranoBka B xpanwmiie kommbiorepa (LOCAL MACHINE);

-du* — ycraHoBKa B xpanuiuiie noss3oBarens (CURRENT_USER);

umst — Ha3BaHHME KOHEYHOTO XPaHUJIMIIA TSI YCTAHOBKH (110 yMoI4aHuio “My”);

-noCSP — HE COXpaHATh cepTU(UKAT B KOHTEIIHEpEe KpUNITONpOBaiiiepa;

-FilelD — umMms (aitna, conepxarniero uaeHTUGUKaTOp 3anpoca. Eciau He daiin He yka3aH, To
UACHTU(DUKATOP HY>KHO OyZeT BBECTH BPYUYHYIO.

-askpin — 3aMPOCUTH MMAPOJIh KIIFOYEBOr0 KOHTeHepa ¢ KoHcon (Tobko UNIX);

-pin — 3a/1aTh MapOoJIb KIIt0YeBOro KoHTtekHepa (Toabko UNIX);

napoJib — MMapoJib K KioueBoMy KoHTelHepy (Toapko UNIX);

-enable-install-root — HE 3alpallnBaTh pa3pelieHre Ha YCTAaHOBKY KOPHEBOTO cepTu(dukara B

xpanuuiie “J{oBepernsie kopHeBbie 1eHTpsl” (R0OOL) (Tompko UNIX);
IIpumeuanue: Ecnu ykazana onuus NOCSP, To onuu provname, provtype, cont, km, ku
urHopupytotcs. Ecinu onius -provname He ykaszaHa, To OyJIeT MCIONb30BaH MPoBaiiiep Mo ymonya-
HUIO yKazaHHoro tuma (-provtype). s onepainuonnsix cuctem cemeiictBa UNIX B kadecTBe mapa-
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MeTpa OMuuu -CONt HeoOXOAMMO YKa3bIBaTh MMs KOHTEfHEpa BMECTE CO CUMTHIBaTeleM B (opmare
“W\uMms cuuteiBaTens\ums kouteitnepa” (mampumep “\\.\HDIMAGE\cont_name”).

Komanna 1715 pa6oTsl ¢ cepuiiHbIM HOMepoM JinieH3uH (Toabko s Windows)

-Sn [<cepwuitust HOMep> |
CoxpaHHUTh/TIOKa3aTh CEPUHBIA HOMED JIUIICH3UH.

CepHifHbII HOMEP — CEpUITHBII HOMEP, KOTOPbI HEOOXOAMMO COXPaHUTh (MOXKHO YKa3bIBaTh

KaK C pa3Ie/IUTesIMU, TaK ¥ 03 HUX).

IIpumeuanue: ]Jnsg Toro 94ro0bl MOCMOTPETh COXPAHEHHBIN CEPUIHBIN HOMEp, JOCTATOYHO
yKazaThb KOMaHIy -SN 0e3 mapamerpa. B omepamumonnbix cuctemax cemeiictea UNIX mcmonbssyercs
CEpUIHBIM HOMEp JIMLICH3UN KPUIITUIIPOBANAEpa.

Hpumep:

cryptcp -sn P020G-Q0010-A5000-01UXA-XUFFD

CoxpaHsieT yKa3aHHbIN CEpUUHBIA HOMED JIMIICH3UHN Ha KOMITBIOTEPE.

Kpunronpogaiinepnl «Kpunrollpo»

CryptoPro CSP 1.1

Hmsa | Crypto-Pro Cryptographic Service Provider
Tun |2
CryptoPro CSP 2.0
Hmsa | Crypto-Pro GOST R 34.10-94 Crypto-Pro GOST R 34.10-2001
Cryptographic Service Provider Cryptographic Service Provider

Tun |71 75

CryptoPro CSP 3.0 (kcl)
HNmsa | Crypto-Pro GOST R 34.10-94 KC1 CSP Crypto-Pro GOST R 34.10-2001 KC1 CSP
Tun |71 75

CryptoPro CSP 3.0 (kc2)
HNmsa | Crypto-Pro GOST R 34.10-94 KC2 CSP Crypto-Pro GOST R 34.10-2001 KC2 CSP
Tun | 71 75

Bo3BpamaemMbie KOJbI OIIMOOK

Kon ownbkn | Kop owmnbku
(DEC) (HEX)

OnuncaHune ownbkm

536871012 20000064 | Mano namsitu

536871013 20000065 | He yganocb oTKpbITb dhann

536871014 20000066 | Onepaumsi OTMEHEHA NOMb30BATENEM

536871015 20000067 | HekoppekTHoe npeobpasoBaHne BASE6G4

536871016 20000068 | Ecnu ykasaH napametp '-help', To Apyrnx 6biTb HEe JOMMKHO

536871112 200000C8 | YkasaH nuwHui dain

536871113 200000C9 | YkasaH HEU3BECTHbIN KIoY

536871114 200000CA | YkasaHa nuLHAsA KomaHaa
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536871115 200000CB | Ons kntoya He ykasaH napameTp

536871116 200000CC | He ykasaHa kKomaHga

536871117 200000CD | He ykasaH He0obX0OUMbIN KITtoM:

536871118 200000CE | YkazaH HEBEPHbIV KIOuY:

536871119 200000CF | MapameTpom krto4a '-g' AOMKHO ObiTb HATYpanbHOE Y1Cno

536871120 200000D0 | He ykasaH BxogHou daiin

536871121 200000D1 | He ykasaH BbIxogHOW chann

536871122 200000D2 | KomaHAga He ucnonb3yeT napameTp ¢ MMeHeM danna

536871123 200000D3 | He ykasaH chain coobLieHust

536871212 2000012C | He yganoch OTKpbITb XpaHUnuLe cepTUUKaTOB:

536871213 2000012D | Ceptudomkatbl HE HaWAEHbI

536871214 2000012E | HaingeHo 6onee ogHoro ceptudmkata (kmtod '-1")

536871215 2000012F | KomaHga nogpasymeBaeT UCMoNb30BaHWE TONbKO OAHOro cepTudukaTa

536871216 20000130 | HeBepHo ykasaH HoMep

536871217 20000131 | HeT ncnonbsyembix cepTURUKATOB

536871218 20000132 | OaHHbIN cepTUdUKAT HE MOXET NPUMEHATLCS AN 3TON onepauum
536871219 20000133 | Llenoyka cepTudunkaToB He NPOBEPEHA
536871220 20000134 | KpuntonpoBarnaep, noaaepXxveatoLLini HeOOXOAUMbI anropuTM He HanaeH

536871221 20000135 | HeygayHbli BBOA Naporis KMYeBOro KOHTeHepa

536871312 20000190 | He ykasaHa Macka painnos

536871313 20000191 | YkasaHbl HECKONbKO MAcOK (haliiioB

536871314 20000192 | daiinbl He HangeHsbl

536871315 20000193 | 3apaHa HeBepHas Macka

536871316 20000194 | HeBepHbIi xeLu

536871412 200001F4 | Kniov '-start' ykasaH, a BbIXOOHOW doaiin HeT

536871413 200001F5 | Copepxumoe darna - He nognmMcaHHoe coobLyeHve

536871414 200001F6 | HensBecTHbIN anroputM nognucu

536871415 200001F7 | CepTudmkaT aBTOpa NOAMNUCK HE HAWAEH

536871416 200001F8 | Mognucb He HanaeHa

536871417 200001F9 | Nognuck He BepHa

536871418 20000200 | Lltamn BpemeHn He BEPeEH

536871512 20000258 | Copepxumoe haina - He 3alumgpoBaHHoe coobLieHne

536871513 20000259 | HensBecTHbIN anropuTm WNdpoBaHus

536871514 2000025A | He HanpgeH cepTudmKaT C COOTBETCTBYIOLMM CEKPETHbLIM KIHOYOM

536871612 200002BC | He yganocbk uHnumanuanpoeats COM

536871613 200002BD | KoHTeliHepbl He HalnaeHbI

536871614 200002BE | He yganocb nony4utb OTBET OT cepBepa

536871615 200002BF | CepTndomkat He HanaeH B OTBETE cepBepa

536871616 200002C0 | dann He COAEPXUT MAEHTUUKATOP 3anpoca:

536871617 200002C1 | HekoppekTHblvi agpec LIC

536871618 200002C2 | Nony4eH HeBepHbI Cookie

536871712 20000320 | CepwiiHbI HOMEP COAEPKMUT HEAONYCTUMOE KONMYECTBO CUMBOJSIOB

536871713 20000321 | HeBepHbIn kO4 NpoaykTa

536871714 20000322 | He yganocb NPOBEPUTH CEPUNHbBI HOMEP

536871715 20000323 | He yganocb coxpaHuTb CEPUIHbBIA HOMEP

536871716 20000324 | He yganocb 3arpy3uTb CEpUAHbIN HOMEP

536871717 20000325 | JlnueHsus npocpoyeHa

HHpumeuanue: Kpome KOIOB, MPUBEACHHBIX B TaOJHIlE, IPUIOKEHUE MOXKET BO3BpAIIATh
KOI JIF00o cuctemuon omubku Windows.
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