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© 000 «KPUMNTO-MNMPO», 2000-2016. Bce npaBa 3awMLieHbl.

ABTOpCKME npaBa Ha cpeacTBa Kpuntorpapuyeckon 3awuTbl MHGOpMauLUM Tuna
«KpuntolNpo CSP» ©n 3KcnnyaTauMOHHYIO AOKYMEHTauul 3apernctpupoBaHbl B
PoccuiickoM areHTCTBE MO nNaTeHTaM M ToBapHbIM 3HakaM (PocnaTeHT).

HacToawmn AoKyMeHT BXOAUT B KOMMJIEKT NOCTaBKM nNporpaMmHoro obecneuerHuns CK3U
«KpuntolNpo CSP» Bepcumn 4.0; Ha HEro pacrnpoOCTPaHaTCA BCE Y CNOBUS JIMLEH3UOHHOTO
cornaweHunsa. be3 cneuywnanbHOro nucbMeHHoro paspeweHus 000 «KPUMTO-MPO»
AOKYMEHT WAM ero 4acTb B 3/IEKTPOHHOM WM MNeyaTHOM Buae He MoryT 6biTb
CKOMWPOBaHbI N NepefaHbl TPeTbUM IMLaM C KOMMEPYECKON Lenblo.
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AHHOTAUMSA

JaHHbIM  OOKYMEeHT coaepXuT obwy wuHdpopMauumio no WUCMOSIb30BaHUIO MNPOrpPpaMMHOro
npogykta <«XT4M.00087-01 93 01. Kpuntollpo CSP. [TlpunoxeHune KOMaHOHOMW  CTPOKU»,
npefHasHayeHHoro Ans paboTbl C cepTudukaTamm C MCNOb30BaHMEM WHMPACTPYKTYpPbl OTKPbITbIX
Kao4en, wudposaHus/pacwmndpoBaHus coobleHnn, cogepxawmxcsa B dannax, co3gaHus/npoBepku
3NIEKTPOHHbIX NoAnucen u xawnpoBaHmsa coobuleHmin, cogepxawmxcsa B danne wam rpynne ¢dannos.

1. CucteMHble TpeboBaHus

Windows
BkntoyaeT nporpaMMHoO-annapaTHble cpeabl:
Windows 7/8/8.1/10/Server 2003/2008 (x86, x64);
Windows Server 2008 R2/2012/2012 R2/2016 (x64).
LSB Linux

Bkntouaet guctpmbyTtmebl Linux, yaosnetsopswwme ctaHgapty Linux Standard Base ISO/IEC
23360 Bepcuu LSB 4.x:
CentOS 4/5/6/7 (x86, x64, POWER, ARM);
T4 OC AUC ®CCIN Poccum (GosLinux) (x86, x64);
Red OS (x86, x64);
Fedora 23/24/25 (x86, x64, ARM);
Mandriva Enterprise Server 5, Business Server 1 (x86, x64, ARM);
Oracle Linux 4/5/6/7 (x86, x64);
OpenSUSE 13.2, Leap 42 (x86, x64, ARM);
SUSE Linux Enterprise Server 11SP4/12, Desktop 12 (x86, x64, POWER, ARM);
Red Hat Enterprise Linux 4/5/6/7 (x86, x64, POWER, ARM);
CuHTe3-0C.PC (x86, x64, POWER, ARM);
Ubuntu 10.04/12.04/12.10/13.04/14.04/14.10/15.04/15.10/16.04/16.04.1/16.10 (x86,
x64, POWER, ARM);
Linux Mint 13/14/15/16/17/18 (x86, x64);
Debian 7/8 (x86, x64, POWER, ARM, MIPS);
Astra Linux Special Edition (x86-64).
Unix
BkitoyaeT nporpaMMHO-annapaTHbie cpeabl:
ALT Linux 7 (x86, x64, ARM);

ROSA 2011, Enterprise Desktop X.1 (Marathon), Enterprise Linux Server (x86, x64);
POCA XPOM/KOBANIBT/HUKEJTb (x86, x64);

FreeBSD 9/10, pfSense 2.x (x86, x64);

AIX 5/6/7 (POWER);

Mac OS X 10.7/10.8/10.9/10.10/10.11/10.12 (x64).

Solaris
BknouyaeT nporpaMmMHO-annapaTHble cpeabl:
Solaris 10 (sparc, x86, x64);
Solaris 11 (sparc, x64).
BupTyasibHble cpefbl

Microsoft Hyper-V Server 2008/2008R2/2012/2012R2/2016 (x64);
VMWare WorkStation 11/12 (x86-64);

VMWare Player7/12 (x86, x64);

VMWare Sphere ESXi 5.0/5.1/5.5/6.0 (x64);

Virtual Box 3.2/4.0/4.1/4.2/4.3/5.0/5.1 (x86, x64);

RHEV 3.4/3.5/3.6/4.0 (x64).
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2. ilcnonb3oBaHMe NporpaMmsl
certmgr - yruiamTa KOMaHJHOM CTPOKHU JUIS YIIPABJICHUS
cepTrduKaTaMu, cuckaMu or3biBa cepTrdukaroB (CRL) u xpaHHIUIIAMA. YTHINTA MOXKET
YCTaHABIIMBATh, YAAIATh, PACKOJUPOBATH, SKCIOPTHPOBATH U OTOOPaXKaTh CEPTH(UKATHI

i CRL 13 ¢aifIoBOro XpaHmIMIa WK KII0YEBOTo KOHTEHEpa.

Bo Bcex BbI30Bax yTHJIMTA certmgr JOJKHA ObITh €IMHCTBEHHON KOMaHI0M.
[To3unus KOMaH/IbI ¥ MOPSAAOK OINIUK HE ONPECIICHBI.

<certmgr> <-komanua> [<-options> ]

<certmgr> <-inst> [<-store>] | [<-file>] | [<-cont>] |
[<-pin>] | [<-crP>] | [<-at_signature>] | [<-provname>] | [<-proviype>]

<certmgr> <-list> [<-store>] | [<-file>] | [<-cont>] | [<-dn>] | [<-crl>]
| [<-thumbprint>] | [<-verbose>]

<certmgr> <-decode> [<-src>] | [<-dest>] | [<-der>] | [<-base64>]

<certmgr> <-export> [<-cont>] | [<-store>] | [<-dest>] | [<-dn>] | [<-base64>] | [<-cri>]
| [<-provname>] | [<-provtype>] | [<-thumbprint>] | [<-at_signature>] | [<-silent>]

<certmgr> <-delete> [<-store>] | [<-dn>] | [<-crb>] | [<-cont>] | [<-thumbprint>]
| [<-provname>] | [<-provtype>] | [<-al>] | [<-silent>]

-inst

Ycranouth ceprudurat unn CRL B xpanunmuie. MoxxeT co3naTh CChUIKY U3 CepTH(UKATA
Ha 3aKPBITBIA KII0Y, €CIIM HEOOX0IMMO.

-list

Beisectu B stdout ceprudukatel vwm CRL u3 xpanwnuina, ¢aiiina wim KoHTelHepa.
-decode

IlepexomupoBats ceptudukat nam CRL n3 DER B base64 wnu oGpaTHO.

-export

OxcnoptupoBaTh ceptudukaT nian CRL u3 xpaHuauina nin KoHTeHepa B ¢aii.
-delete

Ynamute ceprudukar uau CRL u3 xpanuimima.

-help

BeiBectu cripaBky.
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JUisl yTUIMTBI HET Pa3HUIIbl MEX/Y JUIMHHBIMU (--) U KOPOTKUMU (-) OMLIUSIMHU.
[Topsimok onmuii He ONpEnEIEH.

-at_signature

Ucnons3oBate 3akpeiThiii k1tou AT_SIGNATURE Bmecto AT_KEYEXCHANGE.
-ask-cont

Ilompocuts 1OIB30BATENS YKa3aTh KOHTEWHEP U3 CIIUCKA JOCTYIIHBIX KOHTEHHEPOB.
-base64

3akoaupoBath ceprudukar win CRL B base64 koaupoBKy.

-cont <container>

VYkazaTh UMsI KOHTEIiHepa ¢ cepTU(HUKATOM MM 3aKPBITHIM KIIIOUOM.

Nms umeer gopmar, nanpumep, \\.\reader\name. Ecnu onuus B<file> He Oblia ykazana,
3aKpBITHIN KII0Y U cepTU(UKAT OyayT B3AThl U3 YKa3aHHOTO KOHTEHHepa.
KonTeitHep MoxeT ObITh yKa3aH B BUJIE CTPOKH 'skip', B TakoM ciydae

B cepTu(uKaTe He OyIeT Co3JaHa CChUIKA Ha 3aKPBITHIA KITIOY.

-cert

PaboTath ¢ ceptudurarom (3HaUCHHE MO YMOJTIAHHIO).

-crl

PaboTath co ciucKOM OT3bIBA CEPTU(PHKATOB BMECTO CEPTU(UKATA.

-silent

HewunrtepakrtupHublii pesxkuM. Bo3Bparaer onmoOKy B cirydae,

€CIIM 10/ 3aJaHHbIE TapaMeTpbl NOIX0AUT Oosee ogHoro ceprudukara(CRL),

B TAaKOM citydae TpeOyeTcsi yka3aTh OoJiee CTpOTHe KpUTEPHH IOUCKa.

-all

Hcnonp3oBathk Bce moaxosmme ceptrudurarsl(CRL).

-der

3akonupoBars ceptudurar uian CRL B DER-koaupoBKy (3HaueHUE MO yMOTYAHUIO).

-dest <path>

®aiin qus packoaupoBaHHoro ceptudukara uan CRL.
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-dn <field=value,...>

Kputepun noucka ans cepruduxata. Eciu 6osee onHoro ceptudukara
YIOBJIETBOPSIOT 3aJaHHBIM KPUTEPU M, TTOJIH30BATENIO OYIET MPEII0KEHO
BBIOpaTh OJIMH U3 HalICHHBIX.

-file <path>

ITyte x (aitny ¢ ceprudukarom mim CRL (moxer 661 DER nnn base64-3akonupoBanHbIM
WJIM CePUATM30BAaHHBIM XPAHUJIHILEM ).

-provname <name>

Nmsa nposaiiaepa.

-provtype <type>

Tun nposaiizepa (3Ha4eHUE 1O yMOTYaHUIO 75).

-help

BriBecTu cipaBKy 0 3aJaHHON KOMaH/JIE.

-pin <pincode>

[InH-KOX KOHTEWHEpA.

-src_file <path>

@aiin ¢ cepruurarom nmu CRL st packogupoBaHus.

-thumbprint <hash>

[udpoBoii oTneyaTok cepTudukarta A QUIbTpaLUY.

-verbose

BriBoauTh 0o1p0oOHYI0 HHPOPMAIUIO O cepTUdUKaTE.

-store <name>

Wms xpanununia. [lepas OykBa yka3blBaeT THI XpaHUIIUIIA -

"u' 17151 OJIB30BATENBCKOTO XPAHUIIUIIA, 'M' I XpaHHUIJIMIIA MAalMHBbI,
OCTaJIbHAsI YaCTh CTPOKU 0€3 IMepBOi OYKBBI 0003HAYACT UMS XPAaHUITUITA.
Hcnonp3oBanue 6e3 'u' uam 'm' susercst ycrapeBmmM. CymecTByeT HECKOIBKO
MPEAONPECICHHbBIX XPaHUITHILL

<My> - XpaHWJIHIIE IS TOJTB30BATEILCKUX CEPTU(HUKATOB,

<Root> - ms kopHeBbIX CA cepTudukaTos,

<CA> - s npomexxyrounbix CA ceptudukaroB uiu CRL,
<AddressBook> - st Ipyrux moJb30BaTEIbCKUX CEPTHPUKATOB,
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<Cache> - xpanwmmmie xoma ceprudukaToB/CRL (IOCTYITHO TONBKO YTEHHUE U ylaJICHUE).
<uMy> sBJIETCS 3HAYEHUEM 10 YMOJIYAHHUIO.

certmgr BO3BpALIAET HOJIb IPH yCIeXe M HEHYJIEBOW KOJI OIMOKU MpH OLIMOKe.

certmgr -inst -store uMy -file /media/floppy/testuser.cer -cont "W\FAT12_ 0\31lcc730c-e57e-4b56-
8014-9b8f2ab79d6d'

YcranoButh ceprudukar u3 ¢aiina testuser.cer B MOJIb30BATEIBCKOE XpaHWIHINE My C CCBUIKON Ha
3aKpBITBIA KIIIOY.

certmgr -decode -src /media/floppy/testuser.cer -dest /media/floppy/testuser_base64.cer -base64

PackogupoBate ceptudurar u3 (aitna testuser.cer B base64 KOAUPOBKY U TOJOXHTH €0 B
testuser_base64.cer.

certmgr -export -crl -store mCA -dest /media/floppy/root.cri

SkcnoprupoBarb CRL n3 manmunoro xpanmimmmnga CA B ¢aiin root.crl
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