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AHHOTAUMA

HacTtosiuwee PyKkOBOACTBO AoNonHSAET AOKyMeHT <«XTAM.00087-01 91 01. Kpunrtollpo CSP.
PykoBoacTBo aaMuHucTpaTopa 6e3onacHocTn. O6uwas 4acTtb» npu  ucnosnb3oBaHmnm CK3U nop
ynpasneHneM onepaumnoHHbiXx cuctem Windows Vista/2003/2008/7/2008R2/8/2012/8.1/2012R2/10.

NHCTpyKL MK aAMUHMUCTpaTopam 6e3onacHoOCTH n nosib3oBaTensamMm pa3NnyHbIX

aBTOMaTU3UPOBaAHHbIX cuUCTeM, ucnonb3sywmx CK3W  «Kpuntollpo CSP» v 4.0, [OMKHbI
pa3pabaTbiBaTbCs C y4eToM TpeboBaHWA HAaCTOALWEro AOKYMEHTa.
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Cnuncok cokpalleHui

APM ABTOMaTU3MpoOBaHHOe paboyee MecTo
r™Ma MBKMIN MarHUTHbIN O UCK
Acu JaTunk cnydarHbix Yncen
HDD XecTknii MarHUTHbIN AUCK
HCA HecaHKUMOHUPOBaHHbIN 4,0CTyn
ocC OnepaunoHHas cncrtema
no MporpamMMHoe obecnevyeHne
PernamenT COBOKYMNHOCTb MHCTPYKLUWI W 4 pYyron pernvaMeHTmpyrou.leﬁ A0KyMeHTaunu, obecneumnsaroLLein
PYHKLMOHMPOBaHNE aBTOMaTU3MPOBAHHOM CUCTEMBI BO BCEX PEXMMAX.
CepTudukar D NEeKTPOHHbIV AOKYMEHT, MOATBEPXKAAIOLWMA MPUHAANTEXHOCTb OTKPBITOrO KJ1K04a 1 onpeaeneHHbIX
aTpubyTOB KOHKpEeTHOMY aboHeHTy
Cepmudumkayus Mpouecc M3rotoBneHns cepTudnKaTa OTKPLITOro Katova aboHeHTa B LieHTpe cepTudmkaumm
CoK Cpena @yHKLMOHMPOBaHNSA KPUNTOCPEACTBA
CK3U CpeacTtBo kpunTorpaduryeckon 3awmTbl HGOpMaLmm
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1. OCHOBHble TeXHUYEeCKMe aaHHble N xapaktepuctmkm CK3U

1.1. MNporpaMMHo-annapaTHble cpeabl OYHKLNOHNPOBAHNS

CK3M XT5N.00087-01 dyHKUMOHMPYeT noA ynpasneHmem OC Windows B nporpaMMHo-
annapaTHbIX cpejax:

Windows 7/8/8.1/10/Server 2003/2008 (x86, x64);
Windows Server 2008 R2/2012/2012 R2/2016 (x64).

MpumeyaHue: Mpu akcnayaTaumnm CK3M HEO6X0AMMO Y4YMUTbIBaTb, YTO MOPSAAOK M CPOKW 3KCMyaTauum
OMNepauMoHHbIX CUCTEM, B cpeae KoTopbix dyHKUMOHMpyeT CK3W, onpeaensoTcss npov3BoAUTENSIMU
onepaumnoHHbIX cucteM. Mcnonb3oBaHme CK3W noa ynpasneHnem OC, AN KOTOPbIX HE BbiNyCKAKOTCS
06HOBMIEHMS HE AOMyCKaeTcs.

1.2. CocTtaB CK3U1

UcnonHeHne 1-Base knacca 3awmntbl KC1 BbINOMHEHO B CrefyloweM cocTaBe:
— KpunTonpoBanaep;

— KpunTogpavisep;

— MoAay/ib ceTeBon ayTeHTuUdukaumm (Kpuntollpo TLS);

— Moayfb obpaboTkn ceptudmnkatos n CMS npoTtokona;

— yTunuTa BblpaboTKM BHELUHEN ramMbl;

— YTUAUTA KOMaHAHOM CTPOKU ansa wudposaHmsa dhannos;

— YyTWAIUTa KOMaHAHOW CTPOKWU Ans paboTel ¢ cepTudukatamu;

— MoAyNb ayTeHTuduKkaumn nosblosaTtensa B goMeHe Windows;

— nakeTt pa3spaboTumka Ansa mcnonb3oBaHusa npoTtokonos IPsec (IPsec SDK);
— MOAYNb NoanepXKun nHtepdenca Mozilla NSS;

— cepBucHble Mmoaynu (cpverify, wipefile, stunnel);

—6M6ﬂMOTeKa, OGECHGHMBaIOLLLaFI noaknw4yeHmne m dDYHKLI,MOHI/IpOBaHVIe KJ1Io4eBbIX HOCUTENen
(RDK)

N HYHKLUMOHMPYET B rpynnax nporpaMMHo-annapaTHbix cpeg n.1.1.

1.3. KntoueBble HoOCUTENN
B KauecTBe KJ/HOUYEBbIX HOCUTENEN UCMNONb3YOTCS:

-™MA 3,5”, USB aucku;

— CmapTtkapTtbl GEMALTO (GemSiml, GemSim2, Optelio, OptelioCL, OptelioCL2, Native);
- eToken, Jacarta;

— USB-TokeHbl PyTokeH 3L (Flash, Bluetooth), PyTokeH Lite Novacard;

— CMmapTkapTbl PyTokeH Lite SC, PytokeH 2UIM SC;

- Rutoken S;

- Novacard;

— CmapTtkapTtbl PUK (OCKAP 1, OCKAP 2, Maructpa, TRUST, TRUSTS, TRUSTD);
— CmapTkapTa Y3K;

— CMmaptkapta MS_KEY K;

— ESMART Token;
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— Cmaptkaptbl Athena IDProtect, MorphoKST, Cha cardOS, Cha JCOP;

— Cmaptkaptbl AnuoTt INPASPOT Series, SCOne Series;
— Paspen HDD M2BM (B Windows - peecTp);
- WpeHtudmkatopel Touch-Memory DS1995, DS1996.

Ncnonb3oBaHMe  KHOYEBbIX HOCUTENe’ B  3aBUCMMOCTM  OT  MPOrpaMMHO-annapaTHOM
nnaTtdopMbl oTpaxeHo B XTSAN.00087-01 30 01. CK3U «Kpuntollpo CSP 4.0». ®opmynsap, n. 3.8.

1. B cocras auctpubytmsa CK3U BxoaaT 6mMbamMoTekm noaaepxKm BCeX Nepeyncrie HHbIX HOCUTenen, Ho
He BxoAaT Apansepbl ana OC. Mo BonpocaM nonyvyeHus gpanBepoB Heob6xoanmmo obpalwatbes K
NpoOn3BOANTENSAM COOTBETCTBYHOLWNX YCTPOMUCTB.

1. XpaHeHue 3akpbiTbix kno4vern Ha HDD M3BM n USB auckax (B peectpe OC Windows, B pasagene
HDD npwu pab6oTte nog ynpasneHunem gpyrnx OC) aonyckaeTcs TO/IbKO NPpW YCNOBUM pacnpocTpaHeHus
L._!| Ha HDD, USB auck nan Ha MNM3BM c HDD TpeboBaHuii no obpaleHnto ¢ KNoYeBbIMA HOCUTEAMM
(n.6.7 XXTAN.00087-01 91 01. PykoBoAcTBO agMUHUCTpaTopa 6e3onacHocTmn obuwas 4acrb).

2. Bce BbllenepeyuncrieHHble HOCUTENIM UCMOJb3YOTCS TONIbKO B KAYeCTBE NacCMBHOMO XpaHwuamLLa
KNto4YeBOW NHpopMaunm 6e3 NCnoNb30BaHMA KpUNTorpauruuyecknx MEXaHM3MOB, peann3oBaHHbIX Ha
cMapT-KapTe/TOKeHe.

3. Ncnonb3oBaHmne HOCUTENEN APYIMX TUMNOB - TONbKO NO cornacoBaHuto ¢ ®Ch Poccuu.
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2. YcTaHoBKa u yganeHue gmuctpnbytmsos MO CK3U

YcTaHoBka auctpmbyTtmea «Kpuntollpo CSP» v 4.0 gosmkHa NpomM3BOAUTBLCS MOJSib30BaTesieM,
MMeLWmnM nNpaBa agMMHUCTpaToOpa.

Ons yctaHoBkn CK3U «Kpuntollpo CSP» v 4.0 cHayana HeobxoAMMO yCTaHOBUTb MpoBanaep,
a 3aTeM yCTaHaB/AMBaTb OCTalibHble MOAY/IN, BXOoAslLiMEe B COCTaB KoOMMJeKTauuu.

Ons ycTaHOBKM nporpamMHoro obecnedyeHust BCTaBbTe€ KOMMNAKT-AUCK B MPUMBOA CUMTbIBATESNS.
N3 npepnaraemMbix auctpmbyTmBoB BbibepuTe gMCcTpmbyTmB, noaxoaswmin gns Bawen onepauuoOHHOM
CUCTEMbI, UMEKLWMA HYXHbIM BaM knacc 3awuTtbl U yaobHbil Ans Bac A3bK yCTaHOBKW. 3anycTuTe
BbIMNOJIHEHNE YCTAHOBKMU.

{5 Ycranoska "Kpunrollpo CSP" ' x|

Bac npyBeTCTBYET NPorpaMma yCeTaHoOBKU
"Kpuntolpo CSP (KC1)"

MNporpania BLINOAMKT yeTamoexy "Kpnntollpo CSP" Ha
KOMNLIOTEP. ANA NPOAOMMEHHA MMTE KMonKy " Alanee”,

MPEAYNPEX AEHME: [anHan Nporpamds 3aUHILEHS 3aK0HAM1
“ " UnTo n o c s P of aBTOPCKHX NPABAX H MEMAYHAPOAHBIMH COM NALUEHHAMA,

OTMeHA

PucyHok 2.1 - Macrep ycraHoBkn «Kpuntollpo CSP» v 4.0.

Ona panbHenwen yctaHoBku Kpuntollpo CSP HaxxmuTe [danee.

Mocnepytowas ycTaHOBKa MpPOU3BOAUTCS B COOTBETCTBMM C COOOLLEHMSIMKW, BbijaBaeMbIMU
nporpamMMoin ycTaHoBkM. B npouecce ycTaHOBKM OyaeT MpensioxXeHo 3aperucTupmpoBaThb
OOMOJIHUTESNIbHbIE  CUYUTbLIBATENN  KJKOYEBOW WMHGOPMaLUWK, A[OMNOMHUTENbHbIE AaTUMKU  CJIYYaMHbIX
yncen WINM HACTPOUTb KPUMTOMpOBakAep Ha WCMOJIb30BaHWEe CAyXbbl XpaHeHust kiouen. Bce 3Tu
HaCTPOMKM MOXHO MPOM3BECTU KaK B MOMEHT YCTaHOBKW KpunTonpoBaraepa, Tak U B 1060 MOMeHT
nocrie 3aBeplleHns yCTaHOBKM Yyepes naHeslb CBONCTB.

Mocne 3aBeplweHnss YCTaHOBKM AucTpmbyTmBa HeobxoAMMO NpOM3BECTM Mnepesarpysky
KOMNbIOTEpPA.

2.1. MapameTpbl ycTaHoBku «Kpuntollpo CSP» v 4.0.

Mpn yctaHoBke <«Kpuntollpo CSP» v 4.0 MOXHO MCNOAb30BaTb pasfindHble napaMeTpbl
KOMaHAHOM CTPOKW, BAUSIOWME HA yCTaHaBNMBaeMble KOMMOHEHTbI, HA4YabHYl0 HACTpONKY MpoAyKTa
M T.A.

Ons nx ncnonb3oBaHMs Heob6xoAMMO 3anyckKaTb YCTAHOBKY creaylowmnm obpasom:
msiexec /i <NOJIHbIA WAM OTHOCUTENBbHBIA MyTb K .Msi-danny> <napamMeTpbl>

Cnenytowme onuuu no3BOJISOT HE YCTaHaB/AMBaTb COOTBETCTBYHOLWME BMBANOTEKM MOAAEPXKKM
(3HauyeHne «1» O3Ha4yaeT He yCTaHaBAMBaTb):
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NOBIO =1
NODALLAS =1
NODS=1
NODSRF =1
NOEMV=1
NOFLOPPY =1
NOJCARD=1
NOPCSC=1
NOREGISTRY =1
NORIC=1
NORUTOKEN=1
NOSABLE=1

Buonormnueckunin ACH
Hocutenwn Dallas
CuutbiBaTenu Dallas
OCY «lNocnepoBaTenbHOCTb NOCTaBLWMKa»
Kapta EMV
CuutbBaTENb ANCKET
KapTtbl JCard

PC/SC

CuntbBatens «Peectp»
KapTbl RIC/OSCAR
Hocutenb Rutoken

Cob6onb

Cnepgylowme onuum MO3BOASKOT YNpaBfsaTb perncrpauven nogaepxusaemoro obopyaosaHus
BO BpeMs ycTaHoBku «Kpuntollpo CSP» v 4.0 (3HauyeHue «0» oO3HayaeT <«OTKIYUTb OMNLUI0»;
3B€3404YKOM OTMeYeHbl ONuUWK, BKJIIOYEHHbIE MO YMOJIYAHUIO):

REGBIO=1

REGETOKEN=1

REGFLOPPY =6ykBbl
REGPNPFLOPPY =1

REGDSRF =nyTb

REGDS14 10E=nopThbl

REGDS9097E=nopThbl

REGDS9097U=nopThl

REGDS199X=1
REGOSCAR=1
REGOSCAR2=1
REGTRUST =1
REGTRUSTS =1
REGTRUSTD=1
REGPNPPCSC=1
REGALLPCSC=1
REGREGISTRY =1
REGRIC=1

3apernctpupoBaTb 6uonormyeckun ACH *(tonbko ans KC1)

3apernctpupoBaTb BCe HOCUTeNn «Alladin eToken» *
(oTaoenbHble TUNbI: REGETOKENJAVA10, REGETOKENJAVA10B,
REGETOKENM420, REGETOKENM420B, REGETOKEN16,
REGETOKEN32, REGETOKENR?2)

3aperucTpupoBaTh CUMUTbIBATENb <«AUCKeTa» Ana 6yKB, yKa3aHHbIX
yepes 3anaTyto

3aperncTpmpoBaTb CUuTbIBaTeNb «Bce CbeMHble HoCcUTenu» *

3apernctpupoBatb [OCY «[ocnenoBaTenbHOCTb MOCTaBLIMKa» W
3ag4aTb NyTb (6e3 «\» Ha KoHue) K nanke c dsrf

3apernctpupoBaTb cuuTbiBaTtenbs «DS1410E» (cnuCoOK nopToB 4epe3
3andatyto: LPT1,LPT2,...)

3apernctpupoBaTb cuuTbiBaTtenbs «DS9097E» (cnuCOK NopToB 4yepe3
3andaTtyt: COM1,COM2,...)

3apernctpmpoBaTb cuuTbiBaTenb «DS9097U» (CcnMUCOK MOpTOB 4yepe3
3anartyt: COM1,COM2,...)

3apernctpmpoBaTb HocuTenb «DS199x»

3apernctpumpoBaTb Hocutens «Ockap»

3apeructpupoBaTb Hocutenb «Ockap2» *

3apeructpupoBaTb HocuTenb «Maructpa» *

3apernctpupoBaTb Hocutenb «Marmctpa CbepbaHk/BGS» *
3apernctpupoBaTb Hocutenb «MarmcTtpa Debug» *
3aperucTtpupoBaTb cuuTbiBaTenb «Bce cuuTbiBaTenn cmaptkapT» *
3aperncTpmpoBaTb NMOAK/OYEHHbIE CUYUTbIBATENN CMapTKapT
3aperncTtpmpoBaTb CUuUTbIBaTenb «PeecTp»

3apernctpuposaTtb HocuTenb «PUK»
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REGRUTOKEN=1
REGSABLERDR=1
REGSABLERND=1
NOETOKENWL=1
NOOSCAR2WL=1
NOTRUSTWL=1

NOTRUSTSWL=1

NOTRUSTDWL=1
NORUTOKENWL=1

3apeructpmpoBaTtb HocuTenb «Rutoken» *
3aperucTtpmpoBaTb cuuTbiBaTenb «Cobosnb»
3apeructpuposaTb ACH «Cobonb»

He peructpuposaTtb Hocutenun «Alladin eToken» ans Winlogon
He pernctpuposaTtb Hocutenb «Ockap2» ana Winlogon

He pernctpupoBaTb HocuTenb «Marmctpa» ans Winlogon

He peructpupoBaTb HocuTenb <«Maructpa C6epbaHk/BGS» ans
Winlogon

He pernctpupoBaTb Hocutenb «Marmctpa Debug» ansa Winlogon

He pernctpupoBaTtb Hocutenb «Rutoken» gna Winlogon *

YnpaBrieHne pexumamn paboTbl:

CPCSPR=1

MEDIACSPS=1

CACHED=N

CSPDELETEKEYS=1

Ona Bepcum KC1 nossonsiet BbibpaTb pexuMm
CNy»x6bl XpaHeHnsa Ktouen (ToNbKO Npu yCTaHOBKE)

PernctpupoBaTb B CUCTEMe OTAeNbHbIA MpoBanaep
AN KaXaoro Tuna Kiw4eBblX Hocutenen (TONbKO
npu ycTaHoBKe)

HacTpolika kawwupoBaHus knwoden. Ecnm N=0, TO
Bbik/to4eHo, ecnnm N>0, To 3ajaeT pa3Mep Kawa
(ToNbKO Npu yCTaHOBKE M TONbKO AJsS peXxuma
CNyX6bl XpaHeHns Kito4en)

Mpu yapaneHun npoayKTa yAanuT TakK Xe Bce
HacTpPOMKM U BCE KJ/IIOYEBbIE KOHTEMHEpPbl U3
peecTpa

BknounTb peEXunmM YCUNEHHOIO KOHTPOA

STRENGTHENEDKEYUSAGECONTROL=1 wncnonb3oBaHus KAw4Yen (TONbKO MNpU YCTAHOBKE;

pexunm obsazaTeneH K MCNosib30BaHUIO)

YKaszaHue CepuHbIX HOMEPOB JIMLLEH3UN:

PIDKEY = Mcnonb3oBaTb yKasaHHbIN CepuitHbin HoMep CSP

WLPIDKEY = Ncnonb3oBaTb yKasaHHbIn cepuiiHbii HoMep Winlogon

RPPIDKEY = Ncnonb3oBaTb yKasaHHbIM CepuiHbii HOMep Revocation Provider
OCSPAPIPIDKEY = Ncnonb3oBaTb yKasaHHbiM cepuiiHbin Homep OCSP Client
TSPAPIPIDKEY = Ncnonb3oBaTb yKasaHHbIM cepuiiHbii HoMep TSP Client
CraHgapTHble napameTtpbl Windows Installer (nogpobHee - CM. OOKyMeHTauWio:

http://msdn.microsoft.com/en-us/library/aa367988.aspx):

INSTALLDIR=
INSTALLDIR64 =
REBOOT=R

ADDLOCAL=Moaynu

MNMyTb yCTaHOBKM
MyTb ycTaHOBKM ANa 64-pa3psaHbiX KOMMOHEHT
He nepesarpy»kaTb KOMMNbOTEP MOCNe YCTAaHOBKU

3ajaeT CNUCOK AOMOJIHUTESNIbHBIX  MOAYyNel, KoTopble cnepyer
YCTaHOBUTb (cnmncok yepes 3andaTyto). CyuwecTBytowmne
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AONOJSIHUTENbHbIE MOoAyNnu: reprov, driver, compat.

REMOVE=Moaynu Ana y)xe yCTaHOBNEHHOro NpoAyKTa yAansieT yKa3saHHble MoAy/n

JononHuTtensbHble napaMeTpbl.

/qb ycTaHoBKa 6e3 MacTtepa
/qn ycTaHoBKka 6e3 OKOH
/L*v cdann CO3ZlaHUE XYpHasa YCTaHOBKM

Ona ypaneHua Kpuntollpo CSP:
msiexec /x {54A08450-B343-40B0-924E-68F031450996}

Mpumepesbl:
msiexec /i "d:\KpunTollpo CSP  4.0\csp-win32-kcl-rus.msi" INSTALLDIR="d:\csp" /L*v
"c:\temp\csp.log" /qgb

B ykasaHHOM npuMepe 3anyckaeTrcs .msi-dain, pacnonoxeHHbim no aapecy d:\Kpunrtollpo
CSP 4.0\csp-win32-kc1l-rus.msi, ycTaHOBKa nporpamMMHoro obecrnedyeHus 6yaeT Npou3BOANTBLCHA B
avpekToputo d:\csp, XypHan ycTaHOBKM byaeT HaxoamTbCcs No agpecy c:\temp\csp.log, ycTtaHoBka
6yaeT BbiNosHATLCA 6€3 mMacTepa.

2.2. YpanexHue MO CK3U

PekomMeHayeTCs CHadana yAanuTb YCTaHOBJIEHHbIE MPOAYKTbl Yepe3 «YCTaAHOBKY W yAasieHue
nporpamMm», nepesarpy3nTb KOMMbOTEP, WU 3aTeM 3anyCTuTb cspclean.exe. YTunauta npepHasHadeHa
AN OUYUCTKM KOMMblOTepa OT He yaanéHHbiXx 35emeHToB npoayktoB KPUMTO-MPO. Tlocne
3aBeplweHus paboTbl yTunutbl 0683aTenbHO nepesarpy3nte KOMMbioTep.

12
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3. O6HoBneHue «Kpuntollpo CSP v 4.0»

Onsa obHoBneHua «Kpuntollpo CSP» v 4.0 Ha OC Windows Heob6xoamMmo:

— 3aMNOMHUTb TEeKYLLY KoHpurypauuo CSP (ycTaHoBneHHble ACY, cuuTbiBaTENW, HOCUTENN,
napameTpbl aJirfOPUTMOB MO YMOJYAHUIO U T.M.);

—yAanuTtb wratHeiMu cpeactesamm OC anctpubyTtms Kpuntollpo CSP;
— YCTAQHOBUTb @HaNOMM4uHbin HOBbIN ANCTpunbyTMB Kpuntollpo CSP;
— MpY HeobX0AMMOCTN BHECTU U3MEHEHUS B HAaCTPOMKMU.

Kntoun n CepTVICbVIKaTbI COXPaHAKTCA aBTOMATUYECKMN.
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4. BapwuaHTtbl BcTpamBaHua «Kpuntollpo CSP» v 4.0 n «Kpuntollpo TLS» B
npuknagHoe MO

4.1. BcTpamBaHue Ha ypoBHe CryptoAPI 2.0.

«Kpuntollpo CSP» v 4.0 wMoxeT ObmTb WCMOAb30BAHO B MPUKIAAHOM MPOrpamMMHOM
obecneyeHun (kak wn nwboi apyroi KpunTonpoBanaep, nocTaenseMbii ¢ OC Windows) uepes
nHTepdelic CryptoAPI 2.0, onucaHve KOTOpPOro npuBeAeHO B MNpPOrpaMMHOM AOKyMeHTauum MSDN
(Microsoft Developer Network):

http://msdn.microsoft.com/en-us/library/windows/desktop/aa380239.aspx.

B aToM cnydae cnocob Bbibopa KpunTorpaduyeckoro anroputMa B npuknagHom MO moxeT
onpeaenaTeCs  MAeHTMMUKATOPOM  anroputMa  OTKpbITOro  KAK4va  oTnpasuTens/nonydyarens,
copepxauwerocs B ceptudmkarte X.509.

BcTtpamBaHme Ha ypoBHe CryptoAPI 2.0 no3sonsetr BOCMNOAb30BaTbCs HAboOpoM yHKLMA,
pewatowmx 60nbWMHCTBO Npobnem, CBA3aHHbIX C npeacTaBseHneM (dopMatamMu)  pasanUHbIX
KpunTtorpadumyeckmx coobuweHnit (noanucaHHbX, 3awwundpoBaHHbIX), cnocobamMu npeacTaB/eHUs
OTKPbITbIX KAO4Yen B Buae UMDPOBbLIX cepTUdukaTtoB, cnocobamMm xpaHeHUs U nouvcka ceptudukaToB
B pas3/IMYHbIX crnpaBoYHWKax, Bkito4vasa LDAP.

®yHkuum CryptoAPI 2.0 no3BOMAKT MOSHOCTLIO peanu3oBaTb npeacTasfeHMe u obmeH
OAHHbIMW B COOTBETCTBUM C MeXAYHApOAHbIMW pekoMeHaauunsasMnm mn KHbpacTpykTypoh OTKpbITbIX
Kntouelr (Public Key Infrastructure).

4.2. BcTpanBaHue Ha ypoBHe CSP

«Kpuntolpo CSP» v 4.0 MoxeT ObMb HenoCcpeaACTBEHHO WCMOJIb30BAHO B MNPUKIALHOM
nporpaMMHOM obecrneveHun nNyTeM 3arpy3kum Moayns € ucnosb3oBaHumem dyHkuumm LoadLibrary(). Ons
3TUX UeNel B KOMIJIeKT nocTaBku BkAw4aeTcs XTHAW.00087-01 96 01 «Kpuntollpo CSP. v 4.0
PykoBoaCcTBO nporpaMmucTa», oOnNuUcCbiBalowee cocTaB GyHKUMin un TecTtoBoe [10. [pu Takomn
peanusauumM  npuknagHomy O JOCTyneH JiMWb  OrpPaHUYEHHbIt  Habop  HU3KOYPOBHEBLIX
Kpuntorpadunyeckmx @yHKLWN, COOTBETCTBYOWMI nHTepdelicy Microsoft CSP.

4.3. Ncnonb3oBaHne COM wuHTepdelicoB

«Kpuntolpo CSP» v 4.0 mMoxeT B3aMMOAENCTBOBaTb CO ciaeaytowunmm COM wmHTepdencamm
pa3paboTku Microsoft:

— CAPICOM;

— Certificate Enrollment Control;
— Certificate Enrollment API;

— Certificate Services.

4.3.1. CAPICOM

CAPICOM  (peanusoBaH B (¢anne capicom.dll) npegoctasnser COM wuHTepdelic,
NCMONb3YKOLWNIA OCHOBHble (yHKUMM CryptoAPI 2.0. DTOT KOMMOHEHT siBAseTCs fob6aBNeHUeM K yxe
cywecTtsytoweMmy COM uHTepdeincy Certificate Enrollment Control (xenroll.dll), koTopblt peanusytoT
K/IMEHTCKME (QYHKUMM reHepauum KJK4Yen, 3anpocoB Ha ceptudukaTbel U obMeHa ¢ LleHTpoM
Ceptudukaunu.

CAPICOM no3BonseT ucnonb3oBaTb QYHKUMM HOPMUPOBAHMUSA U TMPOBEPKU 3DNEKTPOHHOM

noanucKM, MNOCTPOEHUS W TMpPOBEPKM LenoyYek cepTudukaTtoB, B3aMMOAENCTBUS C pPasMyHbIMU
cnpaBo4YHMKaMn cepTtudukaTtos (Bkawdas Active Directory) ¢ wmcnonb3osaHuem Visual Basic, C++,

14


http://msdn.microsoft.com/en-us/library/windows/desktop/aa380239.aspx

XTAN.00087-01 91 02. Kpuntollpo CSP. PykoBoACTBO agMUMHUCTpaTopa 6e30nacHOCT U.
Mcnonb3oBaHue CK3W noa ynpasneHnem OC Windows

JavaScript, VBScript n cpeabl paszpabotkun Delphi. Ucnonb3zosaHne CAPICOM no3BonsieT peannsoBaTb
dYHKLMOHANbHOCTb «TOHKOrO» KJIMEeHTa B UHTepdelice bpay3epa Internet Explorer/Microsoft Edge.

CAPICOM gBnsetcs cBob0oAHO pacnpocTpaHsieMbiM, U MocTaBasieTcs B cocTaBe Redistributable
MHCTpyMeHTapus paspabotumka Microsoft Platform SDK.

4.3.2. Certificate Enrollment Control (Windows Server 2003)

COM wuHTepoeiic Certificate Enrollment Control (peanusosaH B ¢aine xenroll.dll)
npeAHasHayeH AN MCMNONb30BaHMA OrpaHuYeHHOro konudectsa @yHkuunin CryptoAPI 2.0, cBSi3aHHbIX
C reHepauuen Kiw4ein, 3anpocoB Ha cepTudukaTbl U1 06paboTkon cepTUDUKATOB, MOJYYEHHbIX OT
UeHTpa CepTudukaumm C WUCNONb30BaHMEM A3bIKOB MporpamMmMmmpoBaHus Visual Basic, C++,
JavaScript, VBScript n cpeabl paspabotku Delphi.

OTOT WMHTepdenc mncnonb3yrT pasnndHbie LleHTpbl Ceptudmkauum (VeriSign, Thawte n 1. 4.)
npy hopMMpoBaHUM 3anpocoB Ha cepTudukaTt noab3osaTenen Ha naatdopme Windows Server 2003.

4.3.3. Certificate Enrollment API (Windows 2008/7/2008R2/8/2012/8.1/2012R2/10)

NHTepdenchl  Certificate  Enrollment API (peanusoBaHHble B ¢danne certenroll.dll)
npefHasHayeHbl AN reHepauuu K4YeRn, 3anpocoB Ha cepTudukartbl, o06paboTkn ceptudurkaTtos,
nony4eHHolx oT LleHTpa CepTudunkaumm ¢ MCNONb30BAHMEM Pa3/INYHbIX S3bIKOB MPOrpaMMMpPOBaHUS.

OTOT MHTepdenc mcnonab3yrT pasnmdHbie LleHTpbl Ceptudmkaumm (VeriSign, Thawte n 1. 4.)
npu @GOpMMPOBAHMM  3aMpocoB Ha cepTudwukaT nonb3oBatenern Ha nmnatdopme Windows
2008/7/2008R2/8/2012/8.1/2012R2/10.

4.3.4. Certificate Services

Certificate Services BkntouyaeT B cebss Heckonbko COM mHTepdENCOB, NO3BOJSOWMX NU3MEHUTD
dyHKUMOHanbHOCTb LleHTpa Ceptudwukaumm, sxogsauero B coctas OC Windows Server. NMpu nomowm
AAHHbIX MHTepdENCOB BO3MOXHO U3MEHEHME:

— 06paboTky nocTynarLwmx OT NMosb30BaTeNIEN 3aNpoCcoB Ha cepTudurKaThl;

— coCTaBa AaHHbX (B TOM 4yucne gononaHeHmin X.509), 3anucbiBaeMbiX B M3[aBaeMble LEHTPOM
cepTudmkaThbl;

— cnocoba ny6nvkauun (XpaHeHus1) U3AaHHbIX LEeHTPOM CepTUDUKATOB.

4.4, cnonb3oBaHne CK3WM Ha nnatdopme Microsoft .NET Framework

KomMnaHnen OO0 <«KPUMTO-MPO» 6bin pa3paboTaH nporpaMMHbin npoaykT <«Kpuntollpo
.NET», no3sBonsdwwWwMin UCMNoAb30BaTb CpPeacTBO KpunTorpaduyeckorm 3awutbl  uHOOpMayum
«Kpuntolpo CSP» v 4.0 Ha nnatdopme Microsoft .NET Framework. «Kpuntolpo .NET» peanusyet
Habop uHTepdelicoB a5 AocTyna K kKpuntorpadpuyeckum onepaumsam .NET Cryptographic Provider:

— X3LWMPOBaHUE;
— MoAMnuCh;

— WwndpoBaHue;

- MAC;

— reHepauus KJjJyen un T.4.

Kpome Toro, Kpuntollpo .NET no3BonsieT MCnonb3oBaTb CTaHAapTHble Kjnaccbl Microsoft ans
BbICOKOYPOBHEBbIX Onepauni:

- pa3bop ceptudukaTa;
— NMOCTPOEHNE U NMpoBepKa L,EeNoYKM CcepTUdMKaToB;
— 0obpaboTtka CMS coobuieHnis;
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— YCTaHOB/IeHMe 3auunueHHoro obmMeHa depes SSL/TLS, HTTPS mn FTPS;
— XML noanucb u wudposaHme.

MoapobHyto MHpOpMaLMo, ANCTPUOYTUBbLI, AOKYMEHTALUMIO U CLEeHapuM UCMNONb30BaHMUS MOXHO
HaWTK Ha canTe npoaykTa www.cryptopro.ru

4.5. UIcnonb3oBaHue CK3W B Beb6-6paysepax

«Kpuntollpo CSP» v 4.0 MoxeT Obb WCMoAb30BaHO B Beb-6pay3epax Ha pas/inyHbIX
nporpamMMHo-annapaTtHblx nnatdopMmax nyTéM BbiBoBa dyHKUMi «Kpuntollpo 3L Browser plug-in»,
xoasiwero B coctas [AK «Kpuntolpo PKI SDK» (MAK «Cny»x6bl YL»).

«Kpuntolpo 3UM Browser plug-in» coaepXxut kKoMnoHeHTy ActiveX pna pabotbl B Microsoft
Internet Explorer/Microsoft Edge v nnarmn NPAPI ans gpyrux Beb-6pay3epoB, NoaAepXMBaOLMX
JaHHbIA  MHTepdenc BCTpamBaHua nnarnHoB. O®OyHkuum CK3M MOXHO BbBbiBaTb W3 CLEHapues
JavaScript, cogepxawumxcsa B otobpaxkaemoi Beb-6pay3sepomM cTpaHuLe.

MoapobHas nHdopmaums [OCTynHa CcTpaHuue nnarvHa rno agpecy
http://www.cryptopro.ru/products/cades/plugin.

4.6. MHMumanusaumna 6mbnmotekmn SSPI

MpounssoanTcsa 3arpyska 6mbnmnotekn Secur32.dll.

C MOMOLL b0 dyHKLMN GetProcAddress nonydaercs yKasaTenb Ha dyHKUMIO
InitSecurityInterfaceA (InitSecuritylnterfaceW B cnyuae komnunsaumm ¢ Unicode).

BbBoBoM dyHKkumn InitSecuritylnterfaceA (InitSecuritylnterfaceW B cnydae koMnunasuuum c
Unicode) nony4aetcsa Tabnuua dyHkunim SSPI.

BmMecTto umcnonb3oBaHua  GetProcAddress, MOXHO NOAKMOUYUTL 6MOAIMOTEKY  MMMOpTa
secur32.lib (Bxogut B MS Platform SDK)

3anonHsetca cTpyktypa SCHANNEL_CRED. Mona 3To CTpyKTypbl AOMKHbI 6bMb HyleBbIMY,
Kpome:

SchannelCred.dwVersion = SCHANNEL_CRED_VERSION;

SchannelCred.dwFlags = SCH_CRED_NO_DEFAULT_CREDS | SCH_CRED_MANUAL_CRED_VALIDATION;

Ona cepeepa M He aHOHUMHOIO KJ/IMEHTA 3amMoOJIHAKTCS TakXe nons:

SchannelCred.cCreds = 1;
SchannelCred.paCred = &pCertContext.

L!!' KoHTekcT cepTudukaTta pCertContext 4o/mkeH coaep)aTb CCbIIKY Ha 3aKpbITbIi KoY.

MpounssoanTcs BbIBOB (yHKUMM co3paHms Credentials: AcquireCredentialsHandle ¢ nepegauei
e cTtpyktypbl SCHANNEL_CRED u wumeHn naketa - UNISP_NAME («Microsoft Unified Security
Protocol Provider»).

WMHuMumanusauuna coeamHeHust KAWEHTOM npou3BoamTCcs Bbi3oBOM InitializeSecurityContext 6e3
BXOAHOro 6ydepa u cepBepoM — BbiBoBOM AcceptSecurityContext, nocne yero maer 06bMHbIA LMK
Handshake.

Mocne ycTaHOBNEHMS COEAMHEHMS, HO A0 Hayajna nepefayvn AaHHbIX, MPWIOXKEHME LOHKHO
BbINOSIHUTL MPOBEPKY MapaMeTpoB COeAVMHEHUS U cepTudukaTa yaasneHHOW CTOPOHbI.

Ons nony4yeHuns cepTtudmkaTta yAaneHHomn CTOpPOHBI BbIBbIBAETCH pyHKUMSA
QueryContextAttributes ¢ aprymeHtoM SECPKG_ATTR_REMOTE_CERT_CONTEXT.

ONns  nocTpoeHuss Ueno4vYku CepTUPMKATOB pPEKOMEHAYEeTCS  MCNosb30BaHve  (yHKUMK
CertGetCertificateChain, onucanHyto B MSDN/Platform SDK/Security, (¢ dnaramm npoBepku,
COOTBETCTBYOLWMMN BbIOpaHHOMY YPOBHIO 6e3omacHOCTU. PekoMeHayeTca Mcnosb3oBaTb dnar
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CERT_CHAIN_CACHE_END_CERT | CERT_CHAIN_REVOCATION_CHECK_CHAIN.

Llenouka cepTtudmkaTtoB nposepsietca ¢yHkumen CertVerifyCertificateChainPolicy, onucaHHom
TaM Xe, C apryMeHToMm pszPolicy, paBHbiM OIDCERT_CHAIN_POLICY_SSL, u aprymeHToMm pPolicyPara,
3anosIHEHHbIM crlieayowmnm obpas3om:

ZeroMemory (&polHttps, sizeof(HTTPSPolicyCallbackData));
polHttps.cbStruct = sizeof(HTTPSPolicyCallbackData);
polHttps.dwAuthType = AUTHTYPE_SERVER;
polHttps.fdwChecks = 0;

polHttps.pwszServerName = pwszServerName;
memset(&PolicyPara, 0, sizeof(PolicyPara));
PolicyPara.cbSize = sizeof(PolicyPara);
PolicyPara.pvExtraPolicyPara = &polHttps;

Heob6xoammo, 4TobblI Ans Kaxaoro ceptudumkaTa B Lenoyke
pCertContext->pCertinfo- >SubjectPublickeyInfo->Algoritm- >pszObjld
pszObjld 3akaHumBanacb Ha szOID_GR3410.

BoebiBaeTtcs  dyHkuma  QueryContextAttributes ¢ aprymenTom  ulAttribute, paBHbM
SECPKG_ATTR_CONNECTION_INFO, pans nosyyeHus napaMeTpoB COeAMHEHMS W KX MNPOBEPKM Ha
BbINOSIHEHWE YCIOBUN:

ConnectionInfo.dwProtocol == SP_PROT_TLS1_CLIENT;
ConnectionInfo.aiCipher == CALG_G28147, Connectionlnfo.aiHash == CALG_GR3411;
aiExch=CALG_DH_EX_EPHEM wnun CALG_DH_EX_SF;

WndposaHune/pacwmdposaHmne peanusyeTcs C MOMOLL bIO dyHKLMA
EncryptMessage()/DecryptMessage().

JomkHa 6bITb 06ecneyeHa KoppekTHas 06paboTka KoA0B Bo3BpaTa G yHkuui SSPI. Mpun aToM cneayeT
y4YunTbIBaTbh, YTO TpebyeTcs pa3Has o6paboTka B 3aBUCMMOCTM OT TOro, SIBNISIETCA KO BO3BpaTa KOAOM
ll._!_!_“ yCNewHoro BbINONHEeHNs dYyHKUMKM, KOAOM He daTanbHOn ownbku, He Tpebywwen paspbiBa
coeAuMHeHUs, WM KoAoM daTanbHOW ownbkn, Tpebyowen paspbiBa coeauHeHus. Bce
HeobpabaTbiBaeMble KOAbl BO3BpaTa OWMOBOK AOMKHbI NPUBOAUTL K pa3pbiBy COEANHEHMUS.

4.7. 3aBeplueHne ceccuu

KoppekTHOe 3aBeplueHue ceccnm ocylecTBnseTcs Bbi3oBoM dyHKUnm ApplyControlToken.

4.8. TpeboBaHus 6e30MacHOCTU

1. MNpyMeHeHWe MoAyNns NOAAEPXKM CeTeBOM ayTeHTUdumKauum p[onyckaeTcss TOMbKO npu
MCMOSIb30BaHNN OTKPbITbIX KJlOUelr cepBepa M KAWEHTa, CepTUdPUUUPOBAHHBLIX AOBEPEHHbIM LLEeHTPOM
cepTudmkKaumn.

2. MpunoxeHneM A0/MKHbI o6ecneymBaTbCs :

— npoBepka ceptudumkaTtoB B coobuieHusax Certificate n CertVerify;

—npoeBepka 12 6ant B coobuweHusax Finished knveHTa un cepBepa, SABAAKOLWUXCS
UMUTOBCTaBKaMN K MHPOpPMaLIUW BCEro Auanora KAMeHT-cepBep B NpoLecce YCTaHOBNEHUS Ceccum;

— KOHTPO/SIb COOTBETCTBUSA MMeHU KnueHTa (cepsepa) IP-agpecy, No KOTOPOMY yCTaHOB/EHA
ceccus.
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5. CocTaB ® Ha3Ha4yeHMe KOMMOHEHT nporpaMMHoro obecneuveHmns CK3U

MporpammHoe obecneuyeHne CK3UN <«Kpuntolpo CSP» v 4.0 npu GYHKUMOHMPOBaHUM MoOA
ynpasneHnem OC Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10 cocTouUT Wu3 ChAeayroLmx
KOMMOHEHT:

1. CepBUWCHble Moaynu;

2. Mogynn HaCTpOWKM BCTPOEHHOM MOACUCTEMblI MpPOrpaMMHOM cpeabl (OYHKLWOHMPOBAHUSA
komnnekca (CPK) OC Windows;

3. Mogynun conpsixenus «Kpuntollpo CSP» v 4.0 co BCTpOEHHOM NOACUCTEMOWM MpPOrpaMMHOWN
COK OC Windows u nHtepdeic kpmntorpadumyeckoro cepeuca;

4. CK3W «Kpuntolpo CSP» v 4.0, peanusytowee uenesble dYHKLMW KpunTonpoBanaepa B
dopme:

— 6ubnunoTek, 3arpyxaembix B agpecHoe NPOCTPAHCTBO MPUSIOXKEHUS;

— KpunTorpauyeckoro cepsuca XpaHeHus KI4en;

— KpunTorpadunyeckoro gparieepa;

- 6ubnunotek npotokona «Kpuntolpo TLS».

5.1. CepBUCHble MOoAayU

CepBUCHble MOAynM obecneymBatoT KOHTPOJIb LESIOCTHOCTU aucTpmbyTtmBa «Kpuntollpo CSP»
v 4.0, ero yCTaHOBKY W yAaneHwe u3 ornepaLlmoHHOM CUCTEMbl, @ TaKXe KOHMUrypauuio napameTpos
CK3U ansa kaxaoro nosb3oBaTens.

5.1.1. Moaynb KOHTPOAS LEenoCTHOCTU AUCTpubyTMBa

Moaynb cpverify.exe, cM. [lpunoxeHuve A, npeAHasHayeH AfNs KOHTPOAS LEeNoCTHOCTU
avcTpubyTmBa npu yctaHoBke M ucnonb3oBaHum MO CK3U «Kpuntolpo CSP» v 4.0 Ha KoMmnbioTepe
nonb3oBaTtens (NOCTaBAsSeTCS COBMECTHO C AUCTPUOYTUBOM).

5.1.2. AuctpmnbyTme

Onctpubytue CK3U «Kpuntollpo CSP» v 4.0 nocTtaBnsetcs B Buae naketa <«Windows
Installer» (dann csp-win32-kcl-rus.msi unm nonobHoe HasBaHue. B Ha3BaHuM danna yCTaHOBLIMKA
npucyTcTByeT o603HayeHwe nnatdopMbl, A9 KOTOPOW OH MpeAHasHaydyeH, Kaacc 3awutbl U 43blK
ycTaHoBku). Tpun 3anycke dann csp-win32-kcl-rus.msi pa3BopauymBaeT CTPYKTYpbl AOaHHbIX
ANCTpubyTmBa BO BPEMEHHDbIM KaTanor u nposoant ycTaHoBky MO CK3U «Kpuntolpo CSP» v 4.0.

5.1.3. Moaynb KOHbUrypaumm

Moaynb cpconfig.cpl obecneuunsaer BO3MOXHOCTb ynpasneHus nosib3oBaTenem
KoHpurypaumen MO CK3U «Kpuntollpo CSP» v 4.0, a TakXe COAepXWUT BO3MOXHOCTU perucrpauunu
ycTaHoBsieHHoro MO n nony4deHus nonb3oBaTeneM AOMNOJHUTENbHOMW MHMOpMaLUK.

5.1.4. Moaynb Wipefile

Moaynb wipefile ncnonbsyetca ansa yaaneHumsa dannos BMeCTe C COAEPXUMbIM NMPU LWITATHbIX U
HewTaTHbX (CBONMPOBaHME) CUTyauUsaX.

5.1.5. Moaynb KOHTPOAS LEeNoCTHOCTK B ApalBepe
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Ona paboTbl ¢ N06bIM O0TAAAYMKOM MOAY/b KOHTPOAS LESIOCTHOCTU B ApariBepe Ao/MKeEH bbb
OoTK/toUeH. [lopaAoK OTK/KUYEHUA AaHHOro Moayna onuvcaH B AokyMeHTe «XKT4AW.00087-01 96 01.
Kpuntolpo CSP v 4.0. PykoBoACTBO NporpaMMmucTa».

5.2. Moaynn HacTpolikm nogcuctembl nporpammHoni COK OC Windows

Moaynv npegHasHayeHbl ana obecneyeHns ncnonb3oBaHua MO CK3UN «Kpuntollpo CSP» v 4.0
B noacucteme nporpammHonr COK OC Windows. Moagynm Takxe peanumsyoT dopMaTsbl
KpunTorpaduMyeckmx COOBLEHNI, WCMONb3yeMbIX B 3alULWEHHONW 3/1eKTpoHHOM nouTte (S/MIME),
Office 2007/2010, Authenticode un dyHkumsax CryptoAPI 2.0, d¢opmaTtbl cepTudumkaTtoB M KX
o6paboTky.

|..| MonHbIM NepeyveHb NoAAEPXKMBAEMbIX NMPUNOXeEHU Microsoft npueeaeH B fokymeHTe XTHAN.00087-01
—=~ 190 01. KpunTtolpo CSP v 4.0. OnucaHue peannsayuu.

Moaynu HacTpomku KnaccudpuumpyrTcs Kak nogcmucteMa nporpaMmMmHoir COK m OTBETCTBEHHbI
3a wucnonb3oBaHue kpuntonpoBangepa «Kpuntollpo CSP» v 4.0 co CTOpPOHbI NpUIOXEHUN. OHM
obecneumBaloT BbI3OB CepBMCa KpunTorpaduyeckux @yHKUMn, HO He obpabaTbiBalOT KAOUEBYIO WU
Kpuntorpaduyeckn onacHy uHdbdopmauunio (He MMeT AOCTyna K Ka4vam U T. n.).

5.2.1. Mogynb pacwmpeHns mn HacTpolku CryptoAPI 2.0

Mogynb cpext.dll aBnsetrca 3aperMcTpMpoBaHHOM B CuUCTeMHOM peecTtpe Windows
AnHamuyeckon 6ubnmnotekon (DLL) pacwwmpenus CryptoAPI 2.0 n obecneumBaet:

— YCTAHOBKY COOTBETCTBUS Mexay maeHTudunkatopamm obbektoB (OID) B kKpuntorpadpuyeckmx
coobweHnax n ceptudmnkaTax OTKpbIrbiX Katoden n dyHkumamm CK3UN «Kpuntollpo CSP» v 4.0;

— ¢hopMupoBaHme wn pasbop Kpuntorpaduyeckmx coobuieHnn u cepTUPUKaTOB OTKPbITbIX
Kto4en.

5.2.2. Moaynun vHMumnanmsaumm HaACTPOMKW BCTPOEHHOM noacucTembl nporpammHon COK OC
Windows

Moaynb wuHuumnanmsaumm gna  OC  Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10
peanusoBaH B Buae pJpariBepa CProCtrl.sys. [paiiBep obecneuvmBaeT 3arpy3ky onpeaeneHHbIX
OnHamuyeckmx 6ubnmotek (DLL) B aapecHoe npOCTPAHCTBO MNpoLEeccoB, wucnonb3ywwmx CK3U
«Kpuntollpo CSP» v 4.0.

JOonosHUTEeNbHO 3TOT MOAY/b OCYLECTBASET KOHTPOJib LeSIOCTHOCTM YycTaHoBaeHHoro MO
«Kpuntolpo CSP» v 4.0 n nogcuctembl nporpammHort COK (nepuoagnyeckuii n npu 3arpyske OC).

5.2.3. Moaynb HacTponkun ana cuctemHoro DLL crypt32.dll

Moaynb cpcrypt.dll 3arpy>xaetcs B BUpTyanbHOE agpecHOoe NpPOCTPaHCTBO KaXAoro npouecca,
K KoTopoMy noarpyxaetca crypt32.dll, ana ycTaHoBneHus nepexBaTtoB (YHKUWIA, MCNOMb3YOLWNX
nposangep «Kpuntolpo CSP» v 4.0.

HacTporika 3akntouyaetca B pgobasBneHun nporpammHori COK BO3MOXHOCTM 06paboTku
naeHTUOMKATOPOB anropmTMoB, peanmsyembix Kpuntonposangepom «Kpuntollpo CSP» v 4.0.

5.2.4. Mogynb HacTpoiku ans cuctemHoro DLL inetcomm.dll

Moaynb cpintco.dll 3arpy>caeTca B BUpTyasbHOEe ajgpecHoe MpOCTPAaHCTBO KaXAoro npouecca,
ncnonb3ytouwero inetcomm.dll, ansa yctaHoBAeHUs nepexsaToB (yHKLUNNA.
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HacTpoiika 3aksiodaeTcs B noadepXKe AOMOSHUTENbHbIX WMAEHTUMUKATOPOB asropuTMoOB U
BO3MOXHocTen S/MIME, peanusyeMbix Kpuntonposangepom <«Kpuntollpo CSP» v 4.0, npwm
ncnonb3oBaHun B MO Microsoft Outlook n Microsoft Outlook Express.

5.2.5. Moaynb HacTponku ana cuctemHoro DLL certocm.dll

Moaynb cpcertocm.dll 3arpyxaetca B BuWpTyasibHOE afpecHoe MNpPOCTPaHCTBO npoLlecca
yCTaHOBKMU LUeHTpa cepTudmkaumm (CA) OC Windows.

Moaynb No3BOSISIET HACTPOUTb LEHTp cepTuduMKaumMm nNpuv ero ycTaHOBKe Tak, 4Tobbl
nogaepxumeanmcb anroputmbl «Kpuntollpo CSP» v 4.0.

5.2.6. Moaynb HacTpoiku ansa cuctemHoro DLL wininet.dll

Moaynb cpwinet.dll 3arpyxaeTcsa B BupTyajibHOEe agpecHoe MpOoCTpaHCTBO mpouecca Internet
Explorer/Microsoft Edge, ecnu B Hero oto6paxaeTtcs wininet.dll.

Moaynb no3BonseT npaBwibHO oTobpaxaTtb anroputmbl Kpuntollpo TLS B Internet
Explorer/Microsoft Edge.

5.2.7. Mogynb HacTponku ans cuctemHoro DLL advapi32.dll

Mogaynb cpadvai.dll 3arpy>aeTcs B BUpTyasibHOE aApeCcHoe MpPOCTPaHCTBO Ka)XAoro npouecca,
ncnonb3ytowero advapi32.dll, ana yctaHoBneHUa nepexsaToB QyHKLUMA.

HacTporika 3aknwyaetrca B A06aBNeHMM BO3MOXHOCTM 06paboTkuM  mnaeHTuUdUKaTopoB
anropuTMoB, peanmsyemblx Kpuntonposangepom «Kpuntolpo CSP» v 4.0.

5.2.8. Moaynb HacTponku ana cuctemHoro DLL kerberos.dll

Moaynb cpkrb.dll 3arpyxaeTca B BupTyalbHOe ajpecHoe mMpoCTPaHCTBO MpoLEeccos,
ncnonb3ywmnx moayno kerberos.dll, n obecneumBaeT sMynsaUMIO NOAAEPXKWM KPUATONpPOBanaepom
cTaHpapta Triple DES.

5.2.9. Moaynb HacTponkn TLS

Moaynb cpschan.dll 3arpyxaeTcs B BUpTyanbHOE agpecHOe MpocTpaHCTBO npouecca Internet
Explorer/Microsoft Edge, ecnn oH ucnonb3yet TLS.

Moaynb Mo3BONSAT MUCMOAb30BaTb anroputmbl «Kpuntollpo TLS» B Internet Explorer/Microsoft
Edge.

5.2.10. Moaynun HacTpoinku MS Office

Moaynb cpMSO.dll 3arpy>kaeTcs B BUpPTyasibHOE agpecHoe NpoCcTpaHCTBO npoueccos MS Word
n MS Excell n no3sonseT noanucbiBaTb AOKYMEHTbI C NOMOLWbO anroputmoB «Kpuntollpo CSP» v 4.0.

Moaynb cpExSec.dll 3arpyxaetca B BUpTyasibHOE aApecHoe MNpoCTpPaHCTBO npouecca MS
Outlook, n HacTpamBaeT ero ans npasunbHoO paboTbl ¢ «Kpuntolpo CSP» v 4.0.

5.2.11. Mogynb HacTpoikn XML

Moaynb cpXML.dIl 3arpyxaetca B BupTyajlbHOe ajpecHOe MpOoCTPaHCTBO MNpOLECcCOB,
ucnonesywuwmnx XML, u nossonsetr npuMeHaTb anroputmbl «Kpuntollpo CSP» v 4.0 ana noanuvcwu
XML.
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5.2.12. Moaynb HaCTPOMKM KOHTpoOSINepa AOMeHa

Moaynb cpkdc.dll 3arpyxaeTtcs B BUpTyasibHOe aApeCcHOe NPOCTPaAHCTBO MNPOLECCOB AOMEHHOWM
ayTeHTudUKaumMnm Ha KOHTpossiepe AoMeHa M obecneymBaeT BO3MOXHOCTb WCMONb30BaHUA AN
MpoOBEPKN NOAMUCU anroputMoB, peanmsyembix «Kpuntollpo CSP» v 4.0.

5.3. Kpuntonposaiigep «Kpuntollpo CSP» v 4.0

5.3.1. UHTepdeiicHas 6ubnmoTeka KpunTonposanaepa

NHTepdelrcHas 6ubnuoTteka cpcsp.dll peanusyeTt CTaHOapPTHbLIN nHTepdeiic
KpuaTonpoBanaepa, COOTBETCTBYOWMNA cneyndukaumm Microsoft Cryptographic Service Provider, u
obecneuvBaeT AaHHbIM MHTepdenc Ansa 06bMHbIX MPUIOXKEHMA Yepe3 Kpuntorpaduyeckuin cepsumc Mo
RPC, win pgna npuBuAermpoBaHHbIX MpPUIOXKeHMA (MMerLWwKnx MnpaBo AOCTyna K YCTPOWCTBaM
HOCUTENEN KJIIOYUEBOIrO0 KOHTENHEPA) - HEMOCPEeACTBEHHO.

5.3.2. UHTepdelicHasa 6ubnmnoteka kKpuntorpadumyeckoro cepsuca

NHTepdeicHas 6ubnuoteka cpcspr.dll obecneuymBaeT BO3MOXHOCTb oObpaweHnss 06blHHbIX
NMPpUNOXeEHUN K cepBuUCy Kpuntorpadumyeckmx gyHKUMA no npotokony RPC.

5.4. CK3UN «Kpuntollpo CSP» v 4.0

CobcTBeHHO, CK3UM  «Kpuntollpo CSP» v 4.0 peanusyeT uenesble  QyHKUUN
KpuaTorpaduyeckon 3sawuTbl MHPoOpMauun, paboTy C Ka4YaMK, AOCTYM K K/KOYEBbIM HOCUTENAM,
aoctyn K dumsmdeckomy ACH, a Tak xe peanusyet bnoCH.

5.4.1. Peanusauuna CK3U B dhopmMe cepBucCa XpaHeHUs Kalo4en

Moaynb cpcspi.dll peanusyetr uenesble dyHKUMM KpunTorpaduyeckon 3awmTbl MHPOPMaL UK
npu obpaweHmn no RPC ¢ foKanbHOro KOMMbKOTEPA AN UHTEpdEencHonm  6mbnmnortekmu
Kpuntorpadunyeckoro cepsuca.

Moaynb obecneumBaert:
— XpaHeHne n paboTy C KOHTEKCTOM YpPOBHS 6bubnmoteku;
— XpaHeHne Kpuntorpadunyecknx obbeKTOB:
= KntoueBbiX nap (MOCTOSAHHbIX W BPEMEHHbIX);
» OTKpbITbIX Kfto4Yelh (BpeMeHHbIX);
= Kntouen ceccuii (BpeMeHHbIX CUMMETPUUHbBIX);
» O6beKkTOB DYHKLUM X3LWMPOBAHUS.
— BbINOJIHEHME KpunTorpaduyecknx npeobpasoBaHuUn.

5.4.2. Peanusauusa KpuntonpoBaiaepa B ¢opMe NOArpyXaembix 6ubnmotek

UHTepdenc cpcspi.dll  peanusyer ueneBble GYHKUMM  KpunTorpaduyeckonm  3aluuThbl
mHdopmauum ana WHTepdencHon 6ubnmuotekn Kkpuntonposangepa (cMm. 5.3.1) B BapuaHTe
dYHKLMOHMPOBAHUS NnO  <«Kpuntollpo CSP» v 4.0 6e3 wucnonb3oBaHusa  WHTepdeiica
Kpuntorpadguyeckoro cepsuca (cm. 5.3.2).
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5.4.3. Peanusauus kpuntonpoBaingepa B dopMe gpaieepa sapa OC

NHTepdenc cpdrvlib.sys peanusayeT NOAMHOXECTBO LeNneBbiX (QYHKUWA KpunTorpaduueckom
3aWunTbl  uHbopMauum  ana  WHTepdencHonm  6mubnmnoTtekm  KpuntonpoBangepa B BapuaHTte
dyHkumoHmpoBaHua MO «Kpuntollpo CSP» v 4.0 B sape OC Windows. [painBep nogaepxuvsaet
BbIMOSIHEHNE DYHKUUI WNDPOBaHNS, MMUTO3ALWNUTbI, X3LWNPOBAHUSA, NMPOBEPKWU MOAMUCU U BbipaboTKy
K/o4Yer cornacoBaHuss Ha 3deMepHbXx Kaw4dax. [pariBep He nogaepxueBaer paboty C
Mob30BaTENIbCKMMU KJTHOHaMMU.

5.4.4. NHTepdeiic poctyna K pusmnyeckomy m brnoCH

Bubnuoteka cprndm.dll obecneumBaeT  YHUDULUPOBAHHLIN  MHTepdenc  pocTyna K
¢dpunsnyeckomy ACH mnun brnoCH.

5.4.5. UHTepdelicHbie moaynm ACH

ObecneumBatoT peanmsauuo AoCcTyna K cneaywowmm tunam ACY:

- bio.dll BrnoCH

— sable.dll OCH snekTpoHHOro 3amka «Cobonb»

5.4.6. MNMaHenb ynpasneHua pecypcamu CK3N «Kpuntollpo CSP» v 4.0

YnpasneHune pecypcamn CK3UN «Kpuntolpo CSP» v 4.0 ocywecTBnsaercs KOMaHAHbIM dannom
cpconfig.cpl 4yepe3 naHenb ynpasneHuss <«CeoicTtBa: Kpuntollpo CSP». K OCHOBHbIM cpeacTBam
ynpasneHuns pecypcamm CK3UM oTHOCATCA cpeacTBa yrnpaBieHUs:

— NINLEH3NAMU;

- ACY;

— 6ubnnoTekaMm CUYMUTbIBAHUSA KKOYEBON MHPOPMaLUK;

— 3aKpbITbIMX KJIlOYaMWN N cepTudUKaTaMm OTKPbITbIX KITIOYEN;

— napametpamun CK3W.

5.5. Moaynb ayteHTudukaumm B gomeHe Windows

Moaynb winlogonmgmt.dll obecneunBaeT ayteHTuduMKauumo Ha 6aze 3/1€KTPOHHOW MOAMUCKU C
ncnonososaHneM anroputmMos NOCT 34.10-2001, NOCT 34.11-94.

Moaynb ayTeHTudumKaumm obecneuymBaeT pasrpaHMyeHuMe AocTyrna K ceTu goMeHa Windows
nmbo Kk nokanbHoi MawuHe Windows Ha ocHoBe npoBepku DI, BbipaboTaHHOM C WCMNONIb30BaHUEM
KJlto4a AOCTyna, pacrofioXKeHHOro Ha KJ/IlYEeBOM HOCUTEsle MOJib30BaTess B KJKOYEBOM KOHTelHepe
CK3M XTAN.00087-01. CepTudmkaT OTKPLITOro KJjk4va NpoBEepKM NOAMUCK 3aHOCUTCSA B CUCTEME Mpw
perucTtpauumn nosnbloBaTtensa gomeHa Windows.

5.6. Moaynb nogaepxku ceteBon ayTeHTudukaumm Kpmuntollpo TLS

Moaynb noaaepXKu CceTeBOW ayTeHTudukaumm peanmsyetcsa B GoOpMe NoArpy>Xaemon
6nbnnotekn n  peanusyetr  MNOAMHOXECTBO  WHTepdenca Microsoft ~ SSPI(SSP/AP) (cM.
cooTBeTCcTBYOWMA pa3gen MSDN). Moaynb obecneumBaeT ayTEHTUYHOE 3alUMUIEHHOE COeAUHEHMe
Mexay nonb3oBaTtenem u cepsepoM. cpssl.dll, cpsspap.dll - npu ycTtaHoBke Moayns ayTeHTudumkaumm,
noaaepXxuveatowero ayteHTudbdukaumio B gomMeHe, cpsspcore.dll, ssp.dll — 6e3 BO3MOXHOCTU AOMEHHOM
ayTeHTudukaymu.
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5.7. Noacuctema nporpammHoit COK «Kpuntollpo CSP» v 4.0

5.7.1. UHTepdelic gocTyna K KJ4YEBbIM HOCUTENSAM

Bubnunoteka cprdr.dll obecneumBaetr yHUDUUMPOBAHHBIN MHTEPdENC [OCTyMa K KJKYEBbIM
HOCUTENSIM BHE 3aBUCMMOCTM OT MX Tuna.

5.7.2. HTepdenCHble MOAYN YCTPOMCTB XpPaHEHUST KIOYEBOM MHGOPMaLMK

Moaynu obecneuymBatoT peanmsaumio A0CTyMna K KOHKPETHbIM TUMaM K/UYEBbLIX HOCUTENEN U
CUYUTbIBATENEN:

fat12.dll K Anckosoay un guckete 3.5"

reg.dll K CUCTEMHOMY peecTpy M K/to4aM B HUX

sable.dll K 3N1eKTPOHHOMY 3aMKy "Cobonb"

dallas.dll K cumtbiBaTento Touch-memory Dallas

ric.dll K cmapTkapTte PUK n Ockap

emv.dll K cmapTkapTe MPCOS EMV/3DES

hs.dll K 3/1eEKTpOHHOMY KJitouy eToken

pcsc.dll K cumMTbiBaTensM cMapTkapTt 1 eToken, nogaepxuBatowmMm nHtepderic PC/SC
ds199x.dll K Tabnetkam DS1996, DS1995.

5.7.3. bubnuoTteka noaaepXxKu AOCTYyNa K K/OYEBbIM HOCUTENAM

Bubnuoteka cpsuprt.dll obecneumBaeTr peanmsauunio o6wWKMX GYHKUMIA AOCTyNa K pasinYHbIM
YCTPOMCTBaM XpPaHEHUsI KJOUYEBbLIX HOCUTENEN.

5.7.4. Moaynb ASN1

MopnepxuBaeT QyHKUMM npeobpa3oBaHMs CTPYKTYP JAaHHbIX B  MalWMHHO-He3aBUCUMOEe
npeacTaBneHme.

5.7.5. Ucnonb3oBaHue ktouen peectpa Windows

YcTaHoBKa nporpamMMHoro obecrnevyeHust Oo/hKHA MNPOU3BOAMTbLCS MOJSb30BaTeneM C npaBaMu
aAMUHUCTpaTopa. lNpy 3TOM NporpaMMa YCTaHOBKM TpebyeT AOCTYN K C/IeAyolWnM KJlovaM peecTpa:

— HKEY_LOCAL_MACHINE - nonHbi gocTtyn;
— HKEY_CLASSES_ROOT - monHbin gocTtynm.

Mpu mncnone3oBaHnn CK3U «Kpuntolpo CSP» v 4.0 n co3gaHuM Ka4Yen nonb3osaTtenen 6es
ncnonb3oBaHus dnara CRYPT_LOCALMACHINE TpebyeTcs AOCTYN K C/leAyloWwmM Kto4yaMm peecTpa:

— HKEY_LOCAL_MACHINE - uTeHue, nepeyduncneHue;

— HKEY_LOCAL_MACHINE\SOFTWARE\CryptoPro\Settings\USERS - co3gaHMe noakKs4ven,
YTeHue, NepeyYncneHune;
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— HKEY_LOCAL_MACHINE\SOFTWARE\CryptoPro\Settings\USERS\SID - nonHbii poctyn; SID
- SID nonb3oBaTtens.

Mpwn MCMONb30BaHUU CK31 7 co3gaHumn KJouen C MUCMOJIb30BaHNEM dnara
CRYPT_LOCALMACHINE pononHuTenbHO TpebyeTcs AOCTYyN K CAeaylouwmM Kaovam peecTpa:

— HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Settings - nonHbit goctyn.

Ons un3MeHeHnss koHburypauum CK3UN «Kpuntollpo CSP» v 4.0 ¢ wmcnonb3oBaHMeEM MaHenu

ynpasneHms (Control Panel), kpome ToOro, TpebyeTcsa nOMHbIM A[OCTYN K KAKOYYy peecTpa
HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro.

1.Mo ymonuaHuto <«Kpuntollpo CSP» v 4.0 moxeT wucrnonb3oBaTb A0 65536 onucatenei
KpunTorpadunyecknx 06beKkToB. AN yBenM4YeHUsa 3TOro 3Ha4yeHnsa Heob6xoanmo fob6aBuTb B peecTp
(HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\Parameters)

"—.—.—“ napameTp DWORD, paBHbIli TpebyeMoMy umcny onucatenei, Ho He 6onee 1048576.

— | 2. JonyckaeTcs XxpaHeHue 3aKpbIThiX kKtoyen B peectpe OC npwu ycnosun pacnpocrpaHeHusa Ha HDD
unm N3BM c HDD TpeboBaHuil No obpalleHnto C KIYEBbIMU HOCUTENSAMU, B TOM YUCIE U NOCNe
yAaneHns knwoden m3 peecrpa (n.6.7 XTAMW.00087-01 91 01. PykoBoACTBO aAMMHUCTpaTopa
6e3onacHocTM obuwas 4acrb).
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6. Kpuntorpadunuecknim nHreppenc CryptoAPI 2.0

CK3MN moxeT 6bMb MCMOAB30BAHO MpUKNAAHBIM MpOrpaMMHbIM obecneveHnem (kKak u nwbon
apyron kpuntonposangep, nocTtasnsemMbm ¢ OC Windows) u4epe3 wuHTepdenc CryptoAPI 2.0
(onncanue - B gokyMmeHTaumm MSDN - Microsoft Developer Network). B aTtom cnyyae cnocob Bbibopa
KpunTorpadmMyeckoro aaropuytMa B MpUKIAAHOM MpPOrpaMMHOM obecneyeHun MOXeT onpenensaTbcs
vHdopMaumnen, cogepxawenca B ceptudmkaTax oTKpbrbiX Katoden X.509.

Kpuntorpadumueckmn nHtepdenc CryptoAPI 2.0 nossonserT:

1. ObecneunTb nNpuUKAAAHOMY YPOBHIO A[OCTyn K KpuntorpadumyeckmMm QyHKUMAM  ans
reHepauum Kno4en, dhopMupoBaHMsa/NpoBEpPKHU 3NEKTPOHHOM undposomn noanucu,
wnbpoBaHus/pacwn@poBaHma AaHHbIX B YCNOBMSIX M30JMPOBAHUSA MNPUKIAAHONO YPOBHA OT YPOBHS
peanusauunn kpuntorpaduyeckmx GyHKUWK. MpunoxXeHMsM n NpuKnagHbIM MpOrpaMMUCTaM He HYXHO
JeTasnbHO BHMKaTb B 0OCOOEHHOCTWM peanus3auum TOro WAM MHOro anroputMa WIn U3MEHSTb B
3aBMCMMOCTU OT anropuTMa npuknagHbie MporpaMmmbl.

2. Obecneuntb OAHOBPEMEHHOE WCMOJIb30BAHNE pPa3HbIX aJrOpuTMOB W PasfINYHbIX KX
peanmsauni Kak NporpaMMHblX, TakK W anmnapaTHbIX.

Ob6uwas apxutekTypa Kpuntorpaduyeckmnx GyHKLUIM NokasaHa Ha PucyHke 6.1.

CAPICOM CoM MpHnoxeHua
Certificate Services HTR G epTHdMEaLMH Outiook Oullook Express | Authenticode | Internet Explorer

1 Authority

Cerfificate Enrolment Contraol |

Brnart Card Enrollrment Contr ol |

Wutepdreic CryptoAP1 2.0
QYHEL M CNPEE OUHKIKE CEpTHOWMKATOR
Cerfficate Store Functions

(Y HELAM K0, IMD OB SH MALLEKO QP OBAHKMA
CEPTMMKATOR
CryptEncode/CryptDecade (ASN.1)

Wurepdhesic mopyneid BezonacHOCTH

BrICoKDypOBHEREIE CHYHKLW FMNTOMa WU Bcia Security Support Provider Interface

cooBueHwd Simplified Message Functions

CryproPro SChannel

HuztoypoBHEER 2 diyHELIMM KPMITTOr pa SHUSCHME
coobueHmd Low Lewel Wessage Functions

Microsoft Unified Security
SSP| Protocal Prowider

.

Bazoeeie ipunTorpadiueckle dvHLK
Base Cryptography Functions

Wutepchesic mpunmorpadmyecrix chy urumi Cryptographic Service Providers

Microsoft Base Cryplographic Provider 1.0
Gernplus GernSAFE Card CSP w10

Microsoft Base DEE Cryptographic Prowider
Microsoft Base DSE and Diffie-Hellman Cryptographic Provider

Grypto-Pro Cryptographic Service Provider

Microsoft Strong Cryptographic Provider

Mlicrosoft Enhanced 0SS and Diffie- Hellman Cryptographic Provider
MWicrosoft Enhanced Cryptographic Provider 1.0

PucyHok 6.1 - ApxutekTypa kpuntorpadudeckmnx dyHkumm B OC Windows

Obwas apxutektypa CryptoAPI 2.0 npeacTtaBneHa MATbIO OCHOBHbIMU  (YHKLMWOHaNbHBIMK
rpynnamm:

1. BbasoBble kpuntorpadunyeckme QyHKUUN:

— dyHKUMN  mHMUManm3aumm  (paboTbl C  KOHTEKCTOM). 3OTU  (QYHKUMM NpeaocTaBnstoT
NPUWIOXKEHUIO BO3MOXHOCTb BbIbpaTb oOnpeAefneHHbIi KpunTonpoBanaep Mo TUMY WMEHUM wuan no
TpebyeMon pyHKLMOHANBHOCTH;
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— GYHKUMN TreHepauuun kao4vein. DT  DYHKUMM MpedHasHayeHbl ans  (hopMUpoBaHuUS W
XpaHeHUss KpuUNTorpaduYeckmx KUen pasfndyHbX TUMOB;

— dyHKUMM obMeHa kn4vamMu. DT DYHKUMM NpedHa3HayveHbl Ans TOoro, 4Ytobbl NPUNOXeHUs
MoOrnMm  OBbMeHMBaTbCA  Pas3/IMYHLIMM  TUMaMM  KA4YeBOW  umHdbopmauum  ans  obecnedyeHwus
B3aMMOAENCTBUS Mexay cobon;

2. ®YHKUMM KOAMPOBAHWA/AEKOAMPOBAHNS .

[JaHHble dyHKUMM npegHasHadeHbl Ana npeobpasoBaHua (KOAMPOBAHWSA) U3 BHYTPEHHEro
npeacTasneHna obvekTtoB, ucnonbsdyembix B CryptoAPI, Bo BHelwHee npeacTtasneHne n obpaTHo. B
KayecTBe BHelHero npeacTaBneHnss o06bekToB wucnonblyetca ¢dopmat ASN.1 (Abstract Syntax
Notation One), onpeaeneHHbit cepuent pekomeHgauuii X.680. K aTol xe rpynne @yHKLUA OTHOCUTCS
Habop @YHKUMIA, MO3BOASAKOWMX pacwmputb @GyHKLMOHaNbHOCTL CryptoAPI nyTtem peanusauum u
perncTpaynm CobCTBEHHbIX TUMNOB 0OBHLEKTOB;

3. ®yHKUMM paboTbl CO CNpaBOYHMKAMU CepTUDUKATOB.

OTa rpynna &YHKUWIM nNpeaHa3sHayeHa AN9 XpaHeHnsa u  o0bpaboTkm cepTudumkaToB B
pPas3fIMYHbIX TUMaxX CNpaBOYHMKOB. [lpnyeM B KayecTBe CMNpaBOYHMKA MOMYT MCMNOSIb30BaTbCA CaMble
pasfiMyHble TUMbl XpaHWIULW: OT npocToro danna go LDAP;

4. BbicokoypoBHeBble dyHKUUN 06paboTkm KpunTorpapuyeckmx coobLieHni.

OT1a rpynna ¢yHkumn (Simplified Message Functions) B nepByto o4dyepeab npefHa3HayeHa Ans
ncnonb3oBaHusa B npuknagHom 0. C noMowbio 3TUX MYHKLUA MOXHO

- 3awundpoBaTb/paclumdpoBaTb COOOLLIEHNE OT OAHOIO MONb30OBATENS K APYrOMY;

- MoanuncaTtb AaHHbIE;

— MpoBepuTb NOANUCH AAHHbIX.

OTn dyHKUMM (TakxXe, KakKk M GYHKUMM HU3KOrO YPOBHA) OMNEPUPYIOT cepTudukaTamm
OTKpbITbIX Kodern X.509 gna agpecaunw oTnpasuTens/nonydvatens AaHHbiX. B kadecTBe dopmaTa
OAHHbIX, dopMupyeMbix GYyHKUMAMK, ucnonbsyetcsa dopmat PKCS#7 (RFC 2315) wam CMS (RFC
2630).

5. HuskoypoBHeBble GYHKLUN 06paboTkn KpunTorpaduyeckmnx coobuieHumi.

[OanHas rpynna ¢yHkumn (Low Level Message Functions) npeaHasHauyeHa AN aHaNOMMYHbIX
uenen, 4to W rpynna BbICOKOYPOBHEBbIX (PYyHKUMA, HO obnagaeTr 6osnbwein GYHKUNOHANBHOCTBIO U
TpebyeT OT npukIagHoro nporpaMmmcTa 6onee pgeTasibHbIX 3HaHWKM B 06nacTM  MmMpukAaaHoOM
kpunTorpadun.
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7. BcTtpaunBaHune CK3U B npuknagHoe MO

Mpu BcTpauBaHum CK3U «Kpuntolpo CSP» v 4.0 B npuknagHoe nporpamMmHoe obecnevyeHue
OOJDKHbI BbINONHATBCSA TpeboBaHusa pasgena 17 pokymeHTa <«XTSM.00087-01 91 01. Kpuntollpo
CSP. PykoBoacTBO agMuMHucTpaTopa 6e3onacHocTu. Obwas vyacte» n gokyMmeHTa «XKTAN.00087-01 96
01. Kpuntollpo CSP. PykoBOoACTBO NporpaMMucTa».
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8. OcobeHHOCTH pa6OTbI peXnMa yCUJI1EHHOIo KOHTPOJIA NCMNOJIb30BaHUA KJ1to4uen

PeXxum yCWIeHHOro KOHTPOJsS WUCMOofb30BaHUA Kawyen obecnedymBaeT oOcCyuwecTBAeHue
KOHTPONS CpoOKa AENCTBUS AOJrOBPEMEHHbIX KAKYer 37eKTPOHHOM MNoAnMcu U Ka4YeBOoro obmeHa,
KOHTPO/IS [AOBEPEHHOCTU KJIIOYEN MNPOBEPKM 3DJIEKTPOHHOM MOAMUCU U  KOHTPOSIS KOPPEKTHOrO
MCMO/Ib30BaHMS MNPOrpaMMHOro gaTuyukKa CJly4varHbiX 4ucen. [aHHbid peXxuMm [O/MKeH 6biTb BK/IOYEH
npy  wuHcTannauum CK3UW, nmbo uyepe3 KOHTposibHyl naHenb Kpuntolpo CSP  (Bknapka
«be3onacHocTb»). Pabota CK3M npu OTKAKOYEHHOM pexume [AOMyCKaeTCs WCK/UYUTENbHO B

TEeCTOBbIX UendxXx.
& Kpunrollpo CSF vy

Obwme l_ Obopyaosatue ] CepBic I [LlononHUTEeNsHO
Anroputmer | Besonaciocts | Winlogon |  Hactpoiku TLS

HasHa4yeHHbie no ymonyaHuio CSP ans yKasaHHbIX TUNoB
GOST R 34.10-2001 Signature with Diffie-Hellman Key Exchange:

[Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider v ]
GOST R 34.10-2012 (256) Signature with Diffie-Hellman Key Exchange:
| Crypto-Pro GOST R 34, 10-2012 Cryptographic Service Provider v |
GOST R 34.10-2012 (512) Signature with Diffie-Hellman Key Exchanage:
| Crypto-Pro GOST R 34, 10-2012 Strong Cryptographic Service Pro v |

Pexxim paboTel CSP

["] CoxpanaTe nHbopMaLKO 06 MCNONL30BEHHBIX CHEMHBIX HOCUTENAX
[V] YounerHbil KoHTPonb MCNonb30BaHUA KAKo|e
Boibepute CSP ans HaCTPOMKM:

[Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider

@ XpaHWTb K04 B NaMATH NPUNOXKEHMIA
Ncnonb308aTh cnyxOy XpaHeHNs KnoYell  YcTaHoBUTL

[ BkntoumTe K3wmposakme Pazmep Kkawa: | 8

OK ] [ OTMeHa ] [ MpuMeHUTL

PucyHok 8.1. - Bk/loueHMe pexuMma YCUNEHHOr0 KOHTPOAS WUCMOJSIb30BaHUS Kitodel B KOHTPOJIbHOM
naHenn Kpuntollpo CSP.

MpoBepUTb, BKJ/IIOYEH JIM PEXMM YCWUNEHHOIO0 KOHTPONS WCMOJIb30BAHUA KJIHOYEN, MOXHO B
KOHTposnbHOM naHenn Kpuntollpo CSP (Bknagka <«be3onacHocTb»), NM60 MpPOCMOTpPEB 3HAYeHMEe
kntoda StrengthenedKeyUsageControl B BeTke peecTpa:

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Crypto Pro\Cryptography\CurrentVersion
\Parameters\StrengthenedkeyUsageControl (gns 64-pa3psgHol onepauuoHHOK CUCTEMbI),

HKEY _LOCAL_MACHINE\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\Parameters\Str
engthenedKeyUsageControl (ana 32-pa3psgHoii onepauMoHHON CUCTEMbI).

B cnyuyae, ecnn BK/OYEHWE peXuMa YCWUIEHHOTO KOHTPOJSIS WCMOAb30BaHUS  KJTHOUYEN
npou3BOAMIOCL He Ha 3Tane wuHcTannsumm CK3W (4epe3 KOHTPO/SIbHYK MNaHenb WK peaakTop
peectpa OC Windows) mnm B xoae mHcTannauum CK3UM He ypanocCb nMoAy4YuTb CrydaiHble AaHHble C
AaTyuKa ciay4damnHbIX ymcen (B 3TOM Clydae MHCTannatop otobpaxaeT OKHO 06 owunbke, CM. pUCYHOK
8.2), Heo6x0ANMMO BbLINOSIHUTL KOMaHAY':

csptest.exe —-keyset -verifycontext —-hard rng
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B cny4yae, ecnm pexumMm yCUIEHHONO KOHTPOJS MCMNOJSIb30BaHWUS K/to4Yel BKA4Yancs He npu
mHcTannsumn CK3U, nocne BKAKYEHUA pexunMa HeobxoaMMO MNpPoOM3BECTU Nepe3arpysKy KoMnbkoTepa.

_L%J Ycranoska "Kpuntollpo CSP 4.0.8702" ‘E = | 23 :\
Ycranoska "Kpuntollpo CSP 4.0.9702"
YCTaHaBNMBaIOTCA BbIBPaHHbLIE KOMMNOHEHTEI MPOrpaMMbl,
2 3 [oXanTEeCh OKOHYaHMA ycTaHoBKKM KpunTolpo CSP”, 3To MOXET 3aHATL
B HECKONbKO MUHYT.
>
Mpwn MHCTaNNAUWMK HE YAAN0CE NONYYNUTE AZHHbBIE C A3TYWNKA CNYy4YalHbIX
! % uucen. MNMepea ncnonssosannem Kpuntollpo CSP Heobxogumo
ycranoenTe ACH 1 nony4nTe MHULUWANWINPYIOLLME AaHHBIE C
nomMoLLbo Bbiz0Ba "csptest.exe -keyset -verifycontext -hard_rng"
Lok |
Hasan Hanee | OTMeHa |

PucyHok 8.2. — Owmnbka nosydeHus AaHHbIX C AaTyuKa CAyYamHbIX YUCEN NpU UHCTaNAAauum
CK3M

B kpuntonpoBangepe <«Kpuntolpo CSP» v 4.0 pgna kmwoden OCT P 34.10-2001/2012
peann3oBaH AOMOJIHUTESbHbIA KOHTPOJb AOBEPEHHOCTU cepTudmKaTa K/to4ya MPOBEPKU 3IEKTPOHHOM
noanucuK, ANs 4Yero coBepllaeTcs MOCTpPOeHMe uenoyvyek cepTudurkaToB A0 AOBEPEHHbIX KJIHOYEBbIX
cepTUdUKATOB, HaxXoAAWMXCA B XpaHunuuie nokanbHoro komnbtoTepa CryptoProTrustedStore
(«doBepeHHble KOpHeBble cepTudukaTbl Kpuntollpo CSP», «CryptoPro CSP Trusted Roots»). [laHHoe
XpaHunuwe ceptuduKaToB aBTOMaTUYECKM co3paétcs npu uHcTannauum «Kpuntollpo CSP» v 4.0.
Mocne ycnewHoro 3aBeplleHUs MHCTanAsuMmM HeobxoamMmo B 06si3aTesibHOM NopsAAKe MNpPoM3BECTU
YCTAHOBKY [OBEPEHHbIX KOpPHEBbIX cepTudukatoB B xpaHunuwe CryptoProTrustedStore ¢ nomMoubio
ocHacTku CepTudukaTtbl NM6O Xe C NOMOLWbIO YTUAUTLI certmgr:

certmgr.exe -inst -cert -silent -store mCryptoProTrustedStore -file ca.cer

BHuMaHue! Pab6otra CK3U 6e3 yCTaHOBKM AOBEPEHHbIX KOPHEBbIX CepTudhuKaTtoB B
xpaHwimwe CryptoProTrustedStore aonyckaercs UCKAHOUYUTENIbHO B TECTOBbIX Lensax!

Mocne npoBeAeHUs YCTaHOBKM [AOBEpPEHHbIX KOPHEBbIX CepTUPUKATOB B  XpaHuauuie
CryptoProTrustedStore cnegyet nepesarpy3uTb KOMMbOTEp.

CepTtudukatbl oTKpbbiX katodent TOCT P 34.10-2001/2012, ons KOTOPbIX HEMb3s MNOCTPOUTb
Lernoyky K KOpHeBbM cepTudumkatam B  XpaHunuwe  CryptoProTrustedStore, aBnsaTcs
HeAOBEpeHHbIMU. N8 UX yAaneHus MOXHO BOCMOAb30BaTbCH yTuauTtamu certmgr nmbo cryptcp:

certmgr.exe —-delete -cert -store uMy -dn CN=test-user

cryptcp.exe —-delcert -dn CN=test-user -uMy

29



XTAN.00087-01 91 02. Kpuntollpo CSP. PykoBoACTBO agMUMHUCTpaTopa 6e30nacHOCT U.
Mcnonb3oBaHue CK3W noa ynpasneHnem OC Windows

9. TpeboBaHMSA NO OpraHM3aLNMOHHO-TEXHUYECKUM U aAMUHUCTPATUBHBIM Mepam
obecneyeHuns akcnnyataumm CK3U

[ OMKHbI BbINOMHATECS TpeboBaHMSA MO OpPraHM3aLMOHHO-TEXHUYECKMM U agMUHUCTPATUBHLIM
MepaM obecneyeHus 6eszonacHocTm akcnnyaTauum CK3UM B obbeme paspenoB 15 m 16 pokyMmeHTa
«XTSAMN.00087-01 91 01. Kpuntollpo CSP v 4.0. PykoBoaCTBO agMuHucTpaTtopa 6e3onacHocTwu.
Ob6wasn yacTb».

Mpu nogkntodeHnn CK3WM k o6bwenocTynHbiIM KaHajlaMm nepejadu JAaHHbIX AOJHKHA 6bmb
obecneyeHa 6e30nNacHOCTb 3alUMLLEHHON CBA3U. Py 3TOM AO/KHbI 6bITb OnpeAesieHbl:

— Nopsagok noagknyveHnsa CK3U Kk KaHana.
— BbizeneHo nvuo, oTBeTCTBEHHOe 3a 6e30nacHOCTb paboTbl Mo 06WeA0CTYNHbIM KaHanaM.
— Pa3paboTaH TMMNOBOW periaMeHT 3alUMLEHHON CBSA3M, BK/IOYAIOLWLNIA:

" NoONnTMKY 6e30MacHOCTM 3alULLEHHON CBS3U;

* JONYCTUMbIA COCTaB MpUKAAAHbIX MNPOrpaMMHbIX CpPeacTB, AN KOTOpPOro AOJHKHO
6bmb MccnenoBaHo M 060CHOBAHO OTCYTCTBME HeraTMBHOrO BAusiHMA Ha CK3UW no
KaHany nepeaayun AaHHbIX;

" NepeyeHb A0MNYCTUMbIX CeTEBbIX MPOTOKOJIOB;

" 3aLUTY CeTeBbIX COeANHEHNN (nepedyeHb AONYCTUMbIX CeTEBbIX 3KPaHOB);

" CUCTEMA N CpeacTBa aHTUBMPYCHOW 3alLUThbl.

Mopsagok noakntoueHns CK3U k kKaHanam CBs3W Ao/mkeH OblTb onpeaesieH aKCnayaTupylowen
opraHusaumemn.

JIMLuoM, OTBETCTBEHHbIM 3a 6e3omnacHocTb paboTbl CK3M no o6uenocTynHbIM KaHanaMm, Kak
npaBwuno, Ao/mkeH 6biTb aAMUHUCTpATop 6e30MacHOCTM.

MepeyveHb WTaTHbIX cpeacTB OC, MOXeT BKIKOYATbCA aAMUHUCTPaTOPOM B TUMOBOW periaMeHT
6e3 npoBeneHMs AOOMOSIHUTENbHLIX MUCCMefoBaHUIA MO oueHke WX BAUsSHMA Ha CK3W. Tpun aToMm
OOJXHbI BbINOSTHATBLCSA !

1. cBoeBpeMeHHoe 06HOBNEHWE MPOrpaMMHbLIX CpeaCcTB, BKIOYEHHbIX B COCTaB perfiaMeHTa;
2. KOHTpoOsib cpeabl hyHKUMOHMpoBaHua CK3U;

3. onpeaeneHne M KOHTPOJib 3a UCMOJSIb30BAHNEM CeTeBbIX MPOTOKO/OB;

4. cobnogeHne npasun nonb3osaHus CK3U mn cpepoin dyHKUMOHMpoBaHus CK3N.

Mpu wucnonb3oBaHum CK3WM ¢ agpyrMMm  CTaHZApTHbIMKM  MPOrpaMMHbIMKM  CPeACTBaMu
BO3MOXHOCTb noaktodyeHms CK3M k o06wWenoCTynHbIM KaHanaMm nepefayv AaHHbIX AOSHKHa 6bImb
onpejeneHa TOJSIbKO MOCAe NPoBeAeHUs AOMOSHUTESbHbIX UCCNeA0BaHUN C OL,EeHKON HEeBO3MOXHOCTH
HeraTMBHOIO BWSIHUA Hapywutens Ha @yHkuuoHmpoBaHve CK3M, ucnonb3ylowero BO3MOXHOCTHU
06l efoCTYNHbIX KaHanos.

Ona oTknodeHnss dyHkunim Tenemetpum Ha OC Windows 10/Server 2016 Heob6xogmmo
BbINOSIHUTbL Crieaylolne AencTBus:

1. MpoBepuTb Hanuume un ctatyc cepBuca DiagTrack (MaHenb ynpasneHua -> Cuctema u
6e3onacHOCTb -> AAMUHUCTpPUpOBaHue -> Cnyxo6sbl).

2. Ecnu cepBu1C 3anyLieH, ToO 0OCTaHOBUTb ero.

3. YpanuTb 3anucb peructpauum cepsuca DiagTrack u3 peectpa ([lyck -> BbINOJAHUTL ->
regedit, pasgen HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services. 3aecb HeobxoamMmo
HanTn n yganutb nanky DiagTrack).

4. Ypanutb NOArOTOBNIEHHbIE K OTMNPaBKe AaHHble, KOTOpPble COXPAaHATCSA B 4veTbipex dainnax ¢
pacwupeHneMm *.rbs, XxpaHsawmxcs B aumpektopum %ProgramData%\Microsoft\Diagnosis. WmeHa
dannos agnsa production c6opok OC - event00.rbs, eventOl.rbs, eventl0.rbs n eventll.rbs. Ons
insider c6opok OC wuMeHa MOryT OT/IM4yaTbCs, MO3TOMY HeobxoaAMMO yaanuTb Bce dainbl C
pacwupeHneMm *.rbs. lpuM BO3HMKHOBEHMM npobsemM C ypasneHuMeM JaHHbiX dainnos Heobxoammo B
CBOWCTBax Ha Bkagke «be3onacHOCTb» pas3pelunTb MOMHbIM AOCTyn K danny, a 3aTeM yaanuThb.

5. OcTaHoBuTb aBTOMaTmudeckyto (AutoLogger) ETW ceccuto AutolLogger-DiagTrack-Listener,
koTopyto DiagTrack akTuBmMpyeT B npouecce CBOEN OCTaHOBKMW.

6. Yoganutb alin, B KOTOpbiM aBToMaTuyeckas (AutoLogger) ETW ceccua Autologger-
DiagTrack-Listener coxpaHsina cobpaHHble AaHHble.
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MyTb K danny XpaHUTCS B peecTpoBoi 3anucu AutolLogger-DiagTrack-Listener B 3HaueHun
FileName. KoHdurypauum asTtomaTmyeckmx (AutoLogger) ETW ceccuin HaxoasaTcs B K/lo4ye peecTpa
HKLM\SY STEM\CurrentControlSet\Contro\WMI\AutoLogger. KoHdpurypaums LLeneBown ceccumn
XpaHUTCS B AaHHOM KJtode nog 3anmcbio AutolLogger-DiagTrack-Listener.

B HacToslwee BpeMs AaHHble COXpaHsaTCSA B dann
%ProgrambData%\Microsoft\Diagnosis\ETLLogs\AutoLogger\AutoLogger-DiagTrack-Listener.etl.

7.Ypanutbe 3anucb pernctpaumm koHdurypauum astomaTmdeckon (AutoLogger) ETW ceccum
AutolLogger-DiagTrack-Listener u3 peecTtpa.

[JaHHble pencTemsa HeobxoAMMO BbINOAHATH MNOC/SE KaXAoro KyMyJSTUMBHOMO O6HOBMEHMS,
MOCKOJIbKY JAaHHble OOHOBNEHUS HABASAIOTCA MO CYTU NOMHOM nepeycTaHoBkor OC w yAaneHHble
CepBM1Cbl BOCCTaHaBAMBAKTCA.
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10. TpeboBaHua no 3awute ot HC/

CK3MN «Kpuntolpo CSP» v 4.0 KC1 (knacc 3awutbl KC1l) npu ycnoBuu BbINOSTHEHUS
TpeboBaHuii HacTosawero PykoBoACTBa, a TakXe BbinosiHeHMs TpebosaHui n.15 «XXTHAN.00087-01 91
01. Kpuntolpo CSP. PykoBoaCTBO aaMMHUCTpaTtopa 6e3onacHocTu. Ob6uwas 4acTb» obecrneumBaeT
3aWnUTy  KOHPUAEHUMANBHOM  MHGOPpMaLMM  OT  BHELWHEro  HapywuTens, CaMOCTOSTEeNbHO
OCYLECTBASAKLWEro co3gaHve MeTOAOB W CpeacCTB peanusauum artak, a TakXe CaMOCTOSATENbHO
peanusyrLero ataku.

3anpewaeTtca ncnonblosaHme CK3UN «Kpuntollpo CSP» v 4.0 B cny4yae obHapyXeHus oTKasa
obopyaoBaHusa nmbo nporpammHoro obecnedeHus MNAK 3awuntel oT HCA.

10.1. OpraHm3auMOHHO-TEXHNUYEeCKNne Mepbl 3awuTtbl oT HC/

[JonxeH 6bmMb peanMsoBaH cneayloWwnii KOMMIEKC OpPraHM3auMOHHO-TEXHUYECKUX Mep 3alUThbl
ot HCA:

1. B cucteme permctpumpyeTtcs oguMH Mosb3oBaTenb, obnagatowmi npaBamum agMMHUCTpATOpa,
Ha KOTOpOro BO3NaraeTtcs 0653aHHOCTb KOH(pUrypmpoBaTb ocC Windows
2003/2008/7/2008R2/8/2012/8.1/2012R2/10, HacTpauBaTb 6e30macHoOCTb 0oC, a Takxe
KOHpurypuposaTb 2BM, Ha koTopyto ycTaHosseHa OC Windows.

2. Ana agMuMHUCTpaTopa BblbMpaeTcs HaAeXHbld naponb BXxoda B CUCTEMY, yAOBAETBOPSAIOLW NI
cnepgywuwmMm TpeboBaHMAM: AnMHA Naposas He MeHee 8 CMMBOJIOB, Cpean CUMBOJIOB Maposs
BCTPEYalTCa 3arjlaBHble CUMBOJIbl, MPOMUCHbIE CUMBOJbI, LUUPPbl U crneunasbHbie CUMBOMbI, CPOK
CMEHbl Maposii He pexe OAHOro pasa B Mecsu, AOCTYyNn K Maposito gomkeH 6bmb obecneyeH TONbKO
nonb3oBaTesnto, obnagawowemy npasamm agMMHUCTpaTopa.

3. Bcem rnosb3oBaTensamM, 3aperncTpupoBaHHbIM B 0oC Windows
2003/2008/7/2008R2/8/2012/8.1/2012R2/10, aAMUHUCTpPATOp B COOTBETCTBUM C  MOJIUTUKOM
6e3o0MacHOCTM, MNPUHATOM B OpraHmM3aumn, AaeT MUHUMANbHO BO3MOXHble AN8 HOpMasbHON paboTbl
npaesa. Kaxabwm nonb3oBatens OC Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10, He
ABNSOWMNACSA aAMUHUCTPATOPOM, MOXET MpoCMaTpuMBaTb U pefaKTMpoBaTb TOSIbKO CBOM YCTaHOBKU B
paMKax npasB AOCTyMna, Ha3HA4YeHHbIX €MY aAMUHUCTPaTOpPOM.

4. Ha KoMnMbloTEpE yCTaHaB/nBaeTcs TOJIbKO oAHa ocC Windows
2003/2008/7/2008R2/8/2012/8.1/2012R2/10. He w1CNonb3ylTCs HeCTaHOAAPTHbIE, WM3MEHEHHble Wn
oTnapgoyvHble Bepcum OC Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10 Takue, Hanpumep,
kak Debug/Checked Build. Ha Bcex HDD ponxHa 6bmb ycTaHoB/ieHa dannoBas cuctema NTFS.

5. MNpaBa AocTyna K KaTanoram %Systemroot%\System32\ Config,
%Systemroot%\System32\SPOOL, %Systemroot%/\Repair, %Systemroot%\COOKIES,
%Systemroot%\FORMS, %Systemroot%\HISTORY, %Systemroot%\SENDTO,

%Systemroot%\PROFILES, %Systemroot%\OCCASHE, \TEMP, a Takxe d¢annam boot.ini,
autoexec.bat, config.sys, ntdetect.com u ntldr gomxHbl 6bTb yCTaHOBMEHbl B COOTBETCTBUM C
NnOANTUKOM 6e30MacHOCTU, NPUHATON B OpraHusauum.

6. JO/MKHbl 6bITb  YCT@HOBMIEHbl OrpaHMYEHUsS Ha A[OCTyn Mnofb3oBaTesnen K CUCTEMHOMY
peecTpy B COOTBETCTBMM C MPUHATOM B OpraHM3auunm noamtmkon 6e3onacHoOCTM, YTO peanmsyeTcs npwu
nomown ACL mnam ycTaHOBKOM NpaB AOoCTyna npu Hanuduum NTFS.

7. DomkHa 6bTb UCKJIIOYEHA BO3MOXHOCTb Y/laJ/IEHHOIO peAakTUpOBaHUA CUCTEMHOMO peecTpa.

8. JomkHa 6bmb npoBegeHa ycTaHoBka SECURITY_ATTRIBUTES npoueccoB M MNOTOKOB B
COOTBETCTBUU C TpeboBaHUAMN 6&€30NaCcCHOCTN BCEN CUCTEMbI B LLESIOM.

9. Echm HeT HeobxogMMoCTW, He cJlegyeT ucMnonb3oBaTb MpoTtokon SMB. B cnyuae
Heob6xoanMMoCTH NCNOoNb30BaHUSA npoTokona SMB napaMeTpsbl EnableSecuritySignature
(REG_DWORD) " RequareSecuritySignature(REG_DWORD) B Koye
HKLM\System\CurrentControlSet \Services\LanManServer\Parametrs [ofXHbl 6bTb yCTaHOB/IEHbl CO
3HAUEHUSIMN «1>»,

10. Y rpynnbl Everyone gosixHbl 6bMb yaaneHbl BCE NPUBUIETUN.
11. JonxeH 6bmb nepevMeHoBaH nonb3oBaTenbs Administrator.
12. JlonmkHa 6bTb OTKJIlOYEHA y4YeTHas 3anuchb 415 roctesoro Bxoga (Guest).
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13. Jo/KHO 6bITb UCK/IKOYEHO UCMOMb30BAHME pexXuMMa aBTOMAaTMYECKOro BXoJa Mofib30BaTens
B OMEpPALMOHHY0 CUCTEMY MpU ee 3arpyskKe.

14. JonkHo 6bITb OrpaHNYEHO C YYETOM BbIOpPaHHOM B OpraHmM3auum MNONUTUKM H6Ee30MacHOCTU
MCnonb3oBaHWe nosb3oBaTensamm cepsuca Scheduler.

15. JomkeH 6bmb oTKO4eEH cepmuc DCOM.

16. Jo/MKHbI 6bTb OTK/IIOYEHDbI CETEBbIE MPOTOKOJIbl, HE UCMOMIb3yeMble Ha gaHHoli [M3BM.

17. B cnyyae noakntodeHus [MBOBM ¢ ycTaHoBneHHbiIM CK3WM k 06WenocTynHbiIM CeTSaM
nepefayvn AaHHbIX AO/MHKHO ObTb MCKAOYEHO ucnofb3oBaHue JavaScript, VBScript, ActiveX n gpyrux
NpPOrpaMMHbIX OH6BEKTOB, 3arpyxaembiX U3 CeTW.

18. JonmkHa 6bTb UCKAOYEHA BO3MOXHOCTb CETEBOr0 agMMHUCTPUPOBAHUA A/ BCEX, BKAOYas
rpynny Administrators.

19. JonxeH 6bMb 3aKpbIT AOCTYMN KO BCEM HE MUCMNOSIb3YyEMbIM MOpTaM.

20. JomxkHbl BKAOYaTbCS GUABTPbI MNaponel, yCTaHaBAMBaeMble BMecCcTe C MNakeTamwu
obHoBnenunii OC Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10.

21. JomkHbl  6bITb  UCK/OYEHbI WCMOSIHEHWE UK OTKPbITMe  alioB, MNOJIyYeHHbIX U3
06Len0CTYNMHbIX CETEN nepeaaymn AaHHbX, 6€3 NpoBeAeHNss COOTBETCTBYIOLWMNX NPOBEPOK Ha MNpeaMeT
coaepXXaHus B HUX NPOrpaMMHbIX 3aKiadoK U BUPYCOB.

22. JlomxHbl 6bITb  yaaneHbl Bce ob6wune pecypcbl Ha [9BM ¢ ycTaHoBneHHbM CK3U
«Kpuntollpo CSP» v 4.0 (B TOM uncie M co3gaBaeMble No yMosvaHuio npu yctaHoske OC Windows
2003/2008/7/2008R2/8/2012/8.1/2012R2/10), KoTOopble He wucnonb3ywTCcsa. [llpaBa p[gocTtyna K
MCNO/b3yeMbIM 06LWMM pecypcaM AO/MKHbl 6bTb 3a4aHbl B COOTBETCTBUMM C NOUTUKON H6e30nacHOCTH
NMPUHATON B OpraHmMsauum.

23. MNocne ycTaHOBKW OMNepauMoHHOW CUCTeMbl M3 KaTanora %Systemroot%\System32\Config
AomkeH bbb yganeH dann sam.sav.

24. lomkHbl  MUCMNONb30BaTbCs  Haubonee  3alUWEHHbIE  MPOTOKOAbI  ayTeHTudukauuu,
peanusoBaHHble B Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10, ecnn dyHKLWOHMPOBaHME
CK31 He npepycMmaTpuBaeT NpUMeHeHue ApYyrux rnpoTOKOO0B.

25. Mo BO3MOXHOCTM crieayeT TMpPUMEHATb CaMble CunbHble WAabnoHbl 6e3o0nacHoCTHU
(Templates).

26. omkHa 6bmb pa3paboTaHa cMCTEMa Ha3HAUYEHUS U CMEHbI Naposien.

27. JomkHO 6bITb 3anpeLleHo ncnonb3oBaHne GOyHKLWUM pe3epBHOro KOMMpOoBaHUsS naponen.

28. JomkHbl 6bTb OTKOYEHbI peXUMbl O0TO6pa)keHWss OKHa BCeX 3aperucTpuMpoBaHHbIX Ha
M3BM nonb3oBaTenier n 6bICTPOro NepekatYvYeHns nosib3oBaTenemn.

29. [lomkHa ObITb OTKJ/IIOYEHA BO3MOXHOCTb YAANEHHOrO0 aAMUMHUCTpUpoBaHua [19BM ¢
ycTaHossieHHbIM CK3U «KpunTtollpo CSP» v 4.0.

30. JomkHO 6bMb OrpaHMYeHO KOSIMYECTBO HeydauyHbIX MOMNbMOK BXxoda B CUCTEMY, B
cooTBeTCcTBME C nonutukonm 6esonacHoctm (HO He 6onee 10), NPUHATOM B OpraHmMsauuu.
PekomeHayeTcs 610KMpoBaTh CUCTEMY MOCSE Tpex HeyAauHbIX MOMbITOK.

31. Jo/mKkHbl UCMOb30BaTbCA CUCTEMa ayaAuTa B COOTBETCTBME C MNOAUTUMKON 6e3onacHoCTw,
MPUHATON B OpraHmMsauun, N OpraHuU3oBaH perynspHbii aHanui3 pe3ynbTaToB ayauTa.

32. lomkeH npoBOANTBLCSA peryasipHbii NpocMOTp coobueHnii B XypHane cobbmui Event
viewer.

33. OC Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10 pommkHa 6bmMb HacTpoeHa Ha
3aBepleHne paboTbl Mpy NepenosiHEHUM XypHana ayauta.

34. JonkHa 6bImb obecneyeHa HEBO3MOXHOCTb MoanduKaumm OoC Windows
2003/2008/7/2008R2/8/2012/8.1/2012R2/10 uepe3 obwenoCTynNHble KaHasnbl nepegadn AaHHbIX.

35. Nocne wHcTtannsumm OC Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10 ponxeH
6bTb ycTaHoBneH nocnegHuii oduumanbHbin Service Pack oT dupmbl Microsoft, cywecTByowmnn Ha
MOMeHT ycTaHoBku OC Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10.

36. Jo/mKHbI UCMONb30BaTbCA NOAMMCAaHHbIE ApaniBepbl.

37. Ha BCce paupekTOopuu, coaepxaline cucteMHole ddannbl Windows w nporpamMmmbl u3
komnnekta CK3W, pomkHbl 6bMb YyCTaHOBMEHbI MpaBa [AOCTyna, 3anpewatuime 3anucb BCeM
nonb3oBaTtensaM, kpome AamuHuctpaTtopa (Administrator), Cospatens/Bnagenbua (Creator/Owner) wu
CucteMbl (System).
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38. o/mkHa 6bITb WMCK/KOYEHA BO3MOXHOCTb CO34aHMS aBapuHOro Aamna onepaTUBHOMN
namMsTh, Tak Kak OH MOXEeT colep)KaTb KpunTorpaduyeckn onacHyo MHbopMaLmio.

10.2. HacTpoiika cuctemHoro peectpa OC Windows npu yctaHoske CK3U

Ha M2BM ¢ OC Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10 npu ycTaHoBke CK3U
HeobxoaAMMO MpPOBECTU HACTPONKY CUCTEMHOro peecTpa:

-B Kn4ye HKLM\System\CurrentControlSet\Control\LSA, YCTaHOBUTb napameTp
RestrictAnonymous (REG_DWORD) co 3HauyeHuveM <«1» Ans8 WCKAKYeHUs A[OoCTyna aHOHMMHOMO
nonb3oaTtens (null-session) K CNUCKY pa3gensieMblX PECYpPCOB, @ TakKXe A/ UCK/OYEHNsT AoCTyna K
CoAep>XMMOMY CUCTEMHOIO peecTpa;

— ON1I9 UCKJTIOYEHUS YTeuykKn WHGopMaumm npu nepegade AaHHbIX MO MMEHOBaHHOMY KaHany
\\server\PIPE\SPOOLSS yaanuTb nms SPOOLSS u3 Ko4ya
HKLM\System\CurrentControlSet\Services\LanManServer\Parameters\NullSessionPipes;

- B kntove HKLM\System\CurrentControlSet\Services\LanManServer\Parameters ycTaHOBUTb
napameTpbl AutoShareWks mn AutoShareServer, umetowme tun REG_DWORD, co 3HauyeHuneMm «0» ans
3anpeTta aBTOMaTMYEeCKOro CO34aHNs CKPbITbIX COBMECTHbIX PECYpPCOB;

-B KJto4e HKLM\Software\Microsoft\WindowsNT\CurrentVersion\Winlogon YCTaHOBUTb
napameTp CashedLogonCount (REG_DWORD) co 3HauyeHMeM 0 Ans OTK/OUYEHMS K3LWUPOBaHMUS
naposien nocregHUx AeCATU Nonb3oBaTeNel, BowealnX B CUCTEMY;

- B kaoye HKLM\System\CurrentControlSet\Services\Eventlog\<LogName> (LogName - wums
XXYpHana Ans KOTOporo cieayeT OrpaHuuyuTb AOCTYN nosib3oBaTensm rpynnbl Everyone) ycTaHOBUTL
napameTp RestrictGuestAccess (REG_DWORD) co 3HauyeHMeEM <«1» pfsi UCKKYEHUS AOCTyna rpynnbl
Everyone K CUCTEMHOMY >XYpHany W XXypHasny NpUIoXeHWN;

-B Kno4ye HKLM\System\CurrentControlSet\Control\SessionManager\MemoryManagment
ycTaHoBuTb napameTtp ClearPageFileAtShutDown (REG_DWORD) co 3HauyeHueM <«1» ans BKJ/IOYEHUS
MexaHu3Ma 3aTupaHus dakna noakadkum npu nepesarpyske;

-B kntoye  HKLM\System\CurrentControlSet\Control\SecurePipeServers\ ycTaHOBUTb B

COOTBETCTBUM C MOMUTMKOM 6e30MacHOCTU MNPUHSATON B OpraHM3auMuM paspelleHuMss Ha AoCTyn K
napamMeTpy winreg ans orpaHuMuyeHust yaaneHHOro AocTyna K peecTpy;

-B kaoye HKLM\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Winlogon\ ycTaHOBUTb
napamMeTp AllocateFloppies (REG_SZ) coO0 3HauyeHuMeM <«1» aAna MWCKAKYEHUA napannenbHoro
MCMOsb30BaHNSA AMCKOBOAA ANA TMOKMX AMCKOB;

-B Koue HKLM\System\CurrentControlSet\Control\Lsa YCTaHOBUTb napameTp
AuditBaseObjects (REG_DWORD) co 3HauyeHneM <«1» ans BKJ/OYEHUS ayguTa Ha 6a3oBble 06bEKTHI
CUCTEMBI;

-B K4ye HKLM\System\CurrentControlSet\Control\Lsa YyCTaHOBUTb napameTp
FullPrivilegeAuditing (REG_BINARY) cO 3HauyeHueM «1» Ans BK/AOYEHUS ayauTa NpuBUNErumn;

— ANa UCKJ/loYeHUs nepegaydn napons nosb3oBaTenen nNo cetu B oTkpbmoM Buae (OC Windows
XP) B kntodve HKLM\SYSTEM\CurrentControlSet\Services\MRxSmb\Parameters ycTaHOBUTb napamMmeTp
EnablePlainTextPassword (REG_DWORD) co 3HauyeHneM «0».

10.3. UcnonbzoBaHue CK3WM co cTaHAapTHbIMW NpOrpaMMHbiMKn cpeactesamm COK

MporpamMHoe ob6ecneyeHne CK3U XKXTAN.00087-01 no3BOMSIET MWCMONb30BAaTb POCCUIACKME
Kpuntorpadunyeckme anroputMmbl U cepTuduKaTbl OTKPLITbIX KAO4YeN cTaHgaapTa X.509 ¢ pa3nmyHbiM
nporpaMmHbiM obecnedyeHnem Microsoft:

— UeHTp Ceptudukaumm - Microsoft Certification Authority, Bxoaswwuii B coctas Windows 2000
Server, Advanced Server, Windows 2003 Server, Windows 2008 Server, Windows 2008R2 Server,
Windows 2012 Server, Windows 2012R2 Server.

— DnekTpoHHas noyta - MS Outlook (Office 2013, Office 2010, Office 2007, Office 2003, Office
XP, Office 2000).

— DnekTpoHHas nouyta - Microsoft Outlook Express B cocTaBe Internet Explorer/Microsoft Edge.
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— Microsoft Word, Excel, Info Path u3 coctaBa Microsoft Office 2003, 2007.
- Microsoft Exchange Server 2010, 2013.
— CpeacTBa KOHTpons uenoctHocTm M0, pacnpocTpaHseMoro no cetun - Microsoft Authenticode.

— Cnyx6bl TepMnHanoB ana Windows 2003 Server, Windows 2008 Server, Windows 2008R2
Server, Windows 2012 Server, Windows 2012R2 Server (BkJto4as W03 CAyX6 TEpPMUHAOB).

- 3awwuTta TCP/IP coepguHeHun B ceTn UHTepHeT - npoTokon TLS/SSL npu B3aumomgemncTeum
Internet Explorer/Microsoft Edge - web-cepsep IIS, TLS-cepBep, TLS-knueHnT (IE).

— SQL-cepsep.
- ISA/TMG cepsep.
— CepBep TepMuHanoB u kaneHTt (RDP).

— Cpeacrtea @yHKUMOHMpOBaHMA KoMmniekca paspabotkm OO0 «KPUMTO-TPO» Kpunto-Tipo
YU, Kpuntollpo OCSP, Kpuntollpo TSP, KpuntoAPM, CryptCP, KnueHT Kpuntollpo HSM.

10.4. TpeboBaHusa no opraHmsaumm CK3U ceTeBOro moaktoueHMs K KOpnopaTUBHbLIM CETSAM 1
cetam obuiero gocrtyna.

Mpu nogkntoyeHnn CK3WM Kk o06WenoCTynHbIM KaHanaM nepefayn JaHHbIX JOsKHa 6bimb
obecneyeHa 6e30MacHOCTb 3allMLULEHHOW CBS3W. NPy 3TOM AOSXKHbI 6bITb ONpeAesieHbl:

— Nopsagok nogknodveHns CK3UW k kaHanam.
- BblzeneHo nuuo, oTBEeTCTBEHHOE 3a 6e30onacHoOCTb paboThl N0 06WEeN0CTYNHBIM  KaHasaM.
— Pa3paboTaH TMNOBOW persaMeHT 3aliULEHHON CBS3M, BK/IOYAIOLWLNIA:

= MONUTUKY 6e30NaCHOCTM 3alUMULLLEHHON CBA3N;
= JONYCTUMbIA COCTaB MNpUKAagHbIX MPOrpamMMHbIX CpPeacTB, AN KOTOpPOro AOJIKHO
6bMb MccnegoBaHo M 060CHOBAHO OTCYTCTBME HeraTuBHOro BAMsSHMA Ha CK3U no

KaHany nepegavun AaHHbIX;
" NepeyeHb AOMYCTUMbIX CeTeBbIX MPOTOKOMOB;
" 3aLUTY CeTeBbIX CoeanHeHnn (nepedyeHb AOMYyCTUMbIX CeTeBbIX KPaHOB);
" CUCTEMA M CpeacTBa aHTUBUPYCHOM 3aluThbl;
Mopsgok noakntoveHns CK3UM k kaHanam cCBS3M Ao/xeH 6bMb onpeneneH 3KCryaTupyloLwen
opraHmusaumen.
Jlnuom, OTBETCTBEHHbIM 3a 6e3onmacHOCTb paboTbl CK3M no obwenocTynHbIM KaHaniaMm, Kak
npaBwio, AOJKEH 6bITb agMUHUCTPaTOp 6€30MacHOCTMU.
MepeyveHb wWTaTHbIX cpeacTB OC, MOXeT BKAKOYATbCA aAMWHUCTPATOPOM B TUMOBOW pernaMmeHT
6e3 nposeaeHWs [OMNOJSIHUTENbHbIX WCCAefOBaHMA MO oueHke ux BAuAaHMS Ha CK3W. Tpu aToMm
OOJDKHbI BbIMOHATHCS

— CBOEBpeMeHHoe 06HOBJIEHNE NPOrpaMMHbIX CPeAcTB, BK/KOYEHHbIX B COCTaB persaMeHTa;
— KOHTpPOJIb cpeabl PyHKUMOHMpoBaHma CK3WU;

— onpejesieHne M KOHTPOJib 3a UCMOSIb30BaHNEM CETEBbIX MPOTOKOJSIOB;

— cobnogeHne npasun nonb3osaHna CK3U u cpepon dyHkumoHnposaHus CK3U.

Mpn wucnonb3zosBaHum CK3U ¢ agpyrumm  cTaHAapTHbIMM  MNPOrpaMMHbIMKU  CpeacTBamMu
BO3MOXHOCTb noakatodeHns CK3M k obwenocTynHbiM KaHanaMm nepegayvn AaHHblX Ao/DkHa 6bmb
onpegesieHa TOJIbKO MOC/Ae MpOBeAEeHUs AOMOJIHUTESIbHbIX UCCNeA0BaHUM C OLLEHKOW HEBO3MOXHOCTU
HEraTUBHOIO B/USHUS HapywuTens Ha dyHKumnoHmpoBaHue CK3W, ucnonb3yowero BO3MOXHOCTMU
06w enoCTYMHbIX KaHasoB.
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11. TpeboBaHua No KpunTorpaduyeckom s3awmTe

[JOMKHbI BbINOAHATECSA TpeboBaHus no KpunTorpaduyeckon 3awute pasgenos 15 m 16 wu
AOoKyMeHTa «XTAM.00087-01 91 01. PykoBoacTBO aaMuHUCTpaTopa 6e3onacHocTn. Obwas 4acTb» B
yacTun, kacawuwencsa OC Windows.

MNepen HadanoM paboTbl AoMKEH BbTb NPOBEAEH KOHTPO/b LLESIOCTHOCTM!.
KoHTponeM LenoCTHOCTU AOJIXKHbI 6bITb OXBaydeHbl crepytouwme dannbi:

\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program

Files\Common
Files\Common
Files\Crypto
Files\Crypto
Files\Crypto
Files\Common
Files\Common
Files\Common
Files\Common

Windows 32-bit

Files\Crypto Pro\AppCompat\detoured.dll
Files\Crypto Pro\AppCompat\CProCtrl.sys
Pro\CSP\accord.dll

Pro\CSP\apmdz.dll

Pro\CSP\bio.dll

Files\Crypto Pro\AppCompat\cpExSec.dll
Files\Crypto Pro\AppCompat\cpMSO.dl1l
Files\Crypto Pro\AppCompat\cpadvai.dll
Files\Crypto Pro\AppCompat\cpcertocm.dll

\Windows\system32\cpcng.dll

\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program

Files\Crypto
Files\Common
Files\Crypto
Files\Crypto
Files\Crypto
Files\Common
Files\Common
Files\Common
Files\Common
Files\Crypto
Files\Common
Files\Common
Files\Common
Files\Crypto
Files\Crypto
Files\Common
Files\Common

Pro\CSP\cpconfig.cpl

Files\Crypto Pro\AppCompat\cpcrypt.dll
Pro\CSP\cpcsp.dll

Pro\CSP\cpcspi.dll

Pro\CSP\cpdrvlib.sys

Files\Crypto Pro\AppCompat\cpenroll.dll
Files\Crypto Pro\Shared\cpext.dll
Files\Crypto Pro\AppCompat\cpintco.dll
Files\Crypto Pro\AppCompat\cpkrb.dll
Pro\CSP\cpksp.sys

Files\Crypto Pro\AppCompat\cpmail.dll
Files\Crypto Pro\AppCompat\cpoutlm.dll
Files\Crypto Pro\AppCompat\cprastls.dll
Pro\CSP\cprdr.dll

Pro\CSP\cprndm.dll

Files\Crypto Pro\AppCompat\cpschan.dll
Files\Crypto Pro\AppCompat\cpsecur.dll

\Windows\system32\cpssl.dll
\Program Files\Common Files\Crypto Pro\AppCompat\cpsslsdk.dll
\Windows\system32\cpsspap.dll

\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program

Files\Crypto
Files\Crypto
Files\Crypto
Files\Common
Files\Common
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto

Pro\CSP\cpsuprt.dll
Pro\CSP\cpui.dll
Pro\CSP\cpverify.exe
Files\Crypto Pro\AppCompat\cpwinet.dll
Files\Crypto Pro\AppCompat\cpxml5.dll
Pro\CSP\csptest.exe
Pro\CSP\dallas.dll
Pro\CSP\ds199x.d1l1
Pro\CSP\dsrf.dll
Pro\CSP\emv.dll
Pro\CSP\esmarttoken.dll
Pro\CSP\etok.dll
Pro\CSP\fatl2.dll
Pro\CSP\genkpim.exe
Pro\CSP\inpaspot.dll
Pro\CSP\isbc.dll
Pro\CSP\jcard.dll
Pro\CSP\kst.dll
Pro\CSP\novacard.dll
Pro\CSP\pcsc.dll
Pro\CSP\reg.dll
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\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program

Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Common

Pro\CSP\ric.dll

Pro\CSP\rtSupCP.dl1l

Pro\CSP\sable.dll

Pro\CSP\snet.dll

Pro\CSP\wipefile.exe
Pro\CSP\esmarttokengost.dll
Pro\CSP\certmgr.exe

Files\Crypto Pro\AppCompat\detoured.dll

\Windows\system32\inetcomm.dl1l
\Windows\system32\rastls.dll
\Windows\system32\wininet.dll
\Windows\system32\msi.dll
\Windows\system32\crypt32.dl1l
\Windows\system32\schannel.dll
\Windows\system32\kerberos.dll
\Windows\system32\certenroll.dll
\Windows\system32\cryptsp.dll*
\Windows\system32\sspicli.dll*

*
Iaga OC Windows Server 2008 rmoxn

cryptsp.dll wm sspicli.dll HaxonmsaTca OubIMOTEKU
\Windows\system32\secur32.dll

KOHTPOJIEM LIeJIOCTHOCTHU BMeCTO

Windows 64-bit

OubimoTek
\Windows\system32\advapi32.d1ll

n

\Program Files (x86)\Common Files\Crypto Pro\AppCompat\detoured.dll
\Program Files (x86)\Crypto Pro\CSP\accord.dll

\Program Files (x86)\Crypto Pro\CSP\apmdz.dll

\Program Files (x86)\Crypto Pro\CSP\bio.dll

\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpExSec.dll
\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpMSO.dll
\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpadvai.dll
\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpcertocm.dll
\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpcrypt.dll
\Program Files (x86)\Crypto Pro\CSP\cpcsp.dll

\Program Files (x86)\Crypto Pro\CSP\cpcspi.dll

\Program Files (x86)\Common Files\Crypto Pro\Shared\cpext.dll
\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpintco.dll
\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpkrb.dll
\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpmail.dll
\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpoutlm.dll
\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cprastls.dll
\Program Files (x86)\Crypto Pro\CSP\cprdr.dll

\Program Files (x86)\Crypto Pro\CSP\cprndm.dll

\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpschan.dll
\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpsecur.dll

\WINDOWS\SysWOW64\cpssl.dll

\Program

Files

(x86) \Common

Files\Crypto Pro\AppCompat\cpsslsdk.dll

\WINDOWS\SysWOW64\cpsspap.dll

\Program Files (x86)\Crypto Pro\CSP\cpsuprt.dll

\Program Files (x86)\Crypto Pro\CSP\cpui.dll

\Program Files (x86)\Crypto Pro\CSP\cpverify.exe

\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpwinet.dll
\Program Files (x86)\Common Files\Crypto Pro\AppCompat\cpxml5.dll
\Program Files (x86)\Crypto Pro\CSP\csptest.exe

\Program Files (x86)\Crypto Pro\CSP\dallas.dll

\Program Files (x86)\Crypto Pro\CSP\dsl199x.dl1l

\Program Files (x86)\Crypto Pro\CSP\dsrf.dll
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\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program

Pro\CSP\emv.dll
Pro\CSP\esmarttoken.dll
Pro\CSP\etok.dll
Pro\CSP\fatl2.dll
Pro\CSP\genkpim.exe
Pro\CSP\inpaspot.dll
Pro\CSP\isbc.dll
Pro\CSP\jcard.dll
Pro\CSP\kst.dll
Pro\CSP\novacard.dll
Pro\CSP\pcsc.dll
Pro\CSP\reg.dll

Files (x86)\Crypto
Files (x86)\Crypto
Files (x86)\Crypto
Files (x86)\Crypto
Files (x86)\Crypto
Files (x86)\Crypto
Files (x86)\Crypto
Files (x86)\Crypto
Files (x86)\Crypto
Files (x86)\Crypto
Files (x86)\Crypto
Files (x86)\Crypto
Files (x806)
Files (x806)
Files (x806)
Files (x806)
Files ( )
Files ( )

\Crypto Pro\CSP\ric.dll

\Crypto Pro\CSP\rtSupCP.dll

\Crypto Pro\CSP\sable.dll

\Crypto Pro\CSP\snet.dll

x86) \Crypto Pro\CSP\wipefile.exe

x86) \Crypto Pro\CSP\esmarttokengost.dll

Files (x86)\Crypto Pro\CSP\certmgr.exe

Files\Common
Files\Common
Files\Crypto
Files\Crypto
Files\Crypto

Files\Crypto Pro\AppCompat\detoured.dll
Files\Crypto Pro\AppCompat\CProCtrl.sys
Pro\CSP\accord.dll

Pro\CSP\apmdz.dll

Pro\CSP\bio.dll

\WINDOWS\system32\cpsspap.dll

\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program

Files\Common
Files\Common
Files\Crypto
Files\Common
Files\Crypto
Files\Crypto
Files\Crypto
Files\Common
Files\Common
Files\Common
Files\Common
Files\Common
Files\Common
Files\Crypto
Files\Crypto
Files\Common
Files\Common

Files\Crypto Pro\AppCompat\cpadvai.dll
Files\Crypto Pro\AppCompat\cpcertocm.dll
Pro\CSP\cpconfig.cpl

Files\Crypto Pro\AppCompat\cpcrypt.dll
Pro\CSP\cpcsp.dll

Pro\CSP\cpcspi.dll

Pro\CSP\cpdrvlib.sys

Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto

Pro\Shared\cpext.dll
Pro\AppCompat\cpintco.dll
Pro\AppCompat\cpkrb.dll
Pro\AppCompat\cpmail.dll
Pro\AppCompat\cpoutlm.dll
Pro\AppCompat\cprastls.dll

Pro\CSP\cprdr.dll
Pro\CSP\cprndm.dll
Files\Crypto Pro\AppCompat\cpschan.dll
Files\Crypto Pro\AppCompat\cpsecur.dll

\WINDOWS\system32\cpssl.dll

\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program

Files\Crypto
Files\Crypto
Files\Common
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto

Pro\CSP\cpsuprt.dll
Pro\CSP\cpui.dll
Files\Crypto Pro\AppCompat\cpwinet.dll
Pro\CSP\csptest.exe
Pro\CSP\dallas.dll
Pro\CSP\ds199x.d1l1l
Pro\CSP\dsrf.dll
Pro\CSP\emv.dll
Pro\CSP\esmarttoken.dll
Pro\CSP\etok.dll
Pro\CSP\fatl2.dl1l
Pro\CSP\inpaspot.dll
Pro\CSP\isbc.dll
Pro\CSP\jcard.dll
Pro\CSP\kst.dll
Pro\CSP\novacard.dll
Pro\CSP\pcsc.dll
Pro\CSP\reg.dll
Pro\CSP\ric.dll
Pro\CSP\rtSupCP.dll
Pro\CSP\sable.dll
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\Program Files\Crypto Pro\CSP\snet.dll
\Program Files\Crypto Pro\CSP\certmgr.exe

\Program Files\Crypto Pro\CSP\esmarttokengost.dll

\Program Files (x86)\Common Files\Crypto Pro\AppCompat\detoured.dll

\Program Files\Common Files\Crypto Pro\AppCompat\detoured.dll

\Windows\system32\inetcomm.dl1l
\Windows\SysWOW64\inetcomm.d1ll
\Windows\system32\rastls.dll
\Windows\SysWOW64\rastls.dll
\Windows\system32\wininet.dll
\Windows\SysWOW64\wininet.dll
\Windows\system32\msi.dll
\Windows\SysWOW64\msi.dl1l
\Windows\system32\crypt32.dll
\Windows\SysWOW64\crypt32.dll
\Windows\system32\schannel.dll
\Windows\SysWOW64\schannel.dll
\Windows\system32\kerberos.dll
\Windows\SysWOW64\kerberos.dll
\Windows\system32\certenroll.dll
\Windows\SysWOW64\certenroll.dll
\Windows\system32\cryptsp.dll*
\Windows\SysWOW64\cryptsp.dll*
\Windows\system32\sspicli.dll*
\Windows\SysWOW64\sspicli.dll*

*

IOns OC Windows Server 2008 mnom KOHTpPOJIEM

cryptsp.dll u sspicli.dll HaxomsaTcsa OUOIMOTEKU
\Windows\system32\advapi32.dll
\Windows\SysWOW64\advapi32.dll
\Windows\system32\secur32.d1l1l
\Windows\SysWOW64\secur32.d1ll

LIEeJIOCTHOCTHU

BMECTO

OubnmoTexr

B cnyyae ecnu UENnoCTHOCTb JAaHHbIX 6ubnnoTek HapyweHa B pesynbrate O06HOBAEHMS
onepauuoHHOM CcucTeMbl, HeobxoamMo obpaTuTbCcs K paspabotumky CK3M 3a pasbaAcCHeHUsIMKU O
BO3MOXHOCTW NMPOAO/IHKEHNA ncnonb3oBaHusa CK3M Ha gaHHOM cucTeme.
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MpunoxeHne A. KOHTPONb LIEIOCTHOCTU NPOrpaMMHOro obecrnedyeHus

A.1 KOHTpOAb LEeNOoCTHOCTM NporpaMMHOro obecrneyeHmns C NOMOLLbIO alropnuTMOB
X3LWMPOBAHMUS.

Moaynb cpverify.exe n03BONMS€T OCYLWECTBMAATb KOHTPO/b LENOCTHOCTM YCTaHOBJIEHHOMO
nporpamMMHoro o6ecneyeHus. KOHTPO/b LLEIOCTHOCTM (hainoB OCYLLECTBASETCA Mpu 3arpyske daiina
Ha wucnosiHeHne (M MNepuoaMyYEecKM BO BPEMS BbINOSIHEHMSA) WM MPU PYYHOM 3anycKe MNporpamMmbl
KOHTPO/A LENOCTHOCTM (CM. OMUMUIO —IV HUXKE).

|_|pI/1 noMown nepeyvyncineHHbIX HUXE onuun Mo4yJlb cpverify.exe MOXET 6bITb MCMONb30BaH A/1S
cneayrumnx KOHTPOJIbHbIX uenen:

cpverify -mk filename [-alg algid] [-inverted_halfbytes <inv>]- BbMUCNEeHMe 3HaueHwus
xaw-dyHkumn ana damna ¢ umeHem filename ¢ nomowbio anroputma algid. Mone algid moxert
npuHuMaTb  3HadeHus GR3411, GR3411_2012 256 wu GR3411_2012 512 (no yMoOA4YaHuUio
ncnonbdyetca GR3411). [-inverted_halfbytes <inv>] ykasbiBaetcsa, ecnm nonybantbl B hashvalue
nepesepHyTbl (No yMmonyaHuio pnas GR3411 inv npuvHUMaeTca paBHbIM  «1», ans aaroputMoB
GR3411_2012_256 w1 GR3411_2012_512 «0»).

cpverify filename [-alg algid] [hashvalue] [-inverted_halfbytes <inv>] - npoBepka
uenocTtHoctn ¢anmna c¢ umeHem filename, wmcnonb3ysa anroputm algid v xsw-3HadvyeHme hashvalue.
Mone algid ™MoxeT npuHUMMaTb 3HaveHums GR3411, GR3411_2012_256 wn GR3411_2012_512 (no
yMonyaHuto ucnonbdyerca GR3411). Ecnm hashvalue He ykasaH, TO Xx3w-3HadeHune 6Gepetcs wu3
danna filename.hsh. [-inverted_halfbytes <inv>] yka3sbBaeTtcs, ecnm nonybanmtbl B hashvalue
nepeBepHyTbl (Mo ymonuyaHmwo ana GR3411 inv npuHMMaeTcsa paBHbIM «1», AONsS aaropuTMoB
GR3411_2012_256 un GR3411_2012_512 «0»).

cpverify -rm [-alg algid] [catname] - BbMUCAEHME 3HAYEHUA X3LW-PYHKLUN 418 KaX[oro m3
dannos, coaepxawmxca B kKatasnore catname B pasgene peectpa (ecnu catname He ykasaH, TO
6yayT nepecumTaHbl BCe X3LW-3HadyeHWs B pasgene peecTtpa). Tekylee 3HadeHne X3Ww-QyHKUMA npu
3TOM 3aMeHsleTCsa Ha BHOBb MocuymTaHHoe. [lone algid MoxeT npuHMMaTb 3HadveHus GR3411,
GR3411_2012_256 un GR3411_2012_512 (no ymon4yaHuo ucnonbsyercs GR3411).

cpverify -rv [cathame] - npoBepka UeNOCTHOCTM (pannoB M3 KaTanora cathame B pasgene
peecTpa (ecnm catname He ykasaH, TO 6yayT npoBepeHbl BCe dansbl B pasgesne peectpa).

cpverify -xm in_file out_file [-alg algid] [xmlcatname]- BblMMCNEHWE 3HAYEHMUS X3LW-DYHKLUN
ansa  dannos, nepeuyncneHHbix B Xxml-danne ¢ umeHem in_file B kaTtanore xmlcatname (ecnum
xmicatname He ykasaH, TO X3wW-3HayeHus 6yayT nocumMTaHbl Ans BceX danoB, NepeuyYucsieHHbIX B
xml-cparine ¢ umeHeMm in_file), n 3anuCb NONy4YeHHbIX 3Ha4veHuMin B xml-dann ¢ wmmeHeMm out_file.
Tekylee 3HadeHne x3W-AdYHKUWIA NpyY 3TOM 3aMeHdeTCs Ha BHOBb nocuyuTaHHoe. [lone algid moxeT
MPUHMMATb  3Ha4YeHus GR3411, GR3411_2012_256 w»n GR3411_2012_512 (no yMON4aHuo
ncnonb3lyetcs GR3411).

cpverify -xv in_file [xmlcatname] - npoBepka UENOCTHOCTM alNoB, MEPEUYUCNEHHbIX B
xml-daiine c mMmeHeMm in_file B kaTanore xmlcatname (ecnn xmlcatname He yka3aH, TO MpoBepka
6yaeT BbiNosIHEHa ANa Bcex dasioB, nepedncneHHblx B xmi-dgaine c umeHem in_file).

cpverify -r2x out_file - dopmmpoBaHmne xml-daina ¢ nmeHem out_file, coaepxaliero cnmcok
¢dalinoB, HaxogAWMXCS B pasjesie peecTpa MNo4 KOHTPOJEM LEIOCTHOCTU, M X3LW-3HAa4YeHUs 3TuX
darinos.

cpverify —-x2r in_file - ycTaHOBka no4 KOHTPOAb LENOCTHOCTWM (annoB, nepedncrieHHbIX B
xml-cdarine ¢ umeHem in_file.

CnMcoK KOHTPONMPYEMbIX MOAYJSEA 3aBUCUT OT WMCMOSIHEHUA WM MOXeT OblMb MOsy4vYeH npwu
noMoLmM KoMaHabl cpverify —r2x in_file.

Ona Toro, 4Ttob6bl MOCTaBUTb MOA4 KOHTPOJb LESIOCTHOCTU YCTAHOBJ/IEHHOE MPOrpamMMHoe
obecrneyeHne, HY>XXHO BbIMNOJHUTL CNEAYOLW Y NOCNeA0BaTEIbHOCTb AENCTBUN:

1. CozpaTtb xml-cdain, coaepXkawuin CMUCOK YCTaHaBIMBAEMbIX MO KOHTPOJIb LENOCTHOCTMU
dannoB. AaHHbii xml-dainn A0MKEeH MMeTb CAeayoLwyo CTPYKTYpY:

<?xml version="1.0" encoding="UTF-8" standalone="no"?>
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<CProlntegrity >

<catalog>

<entry name="calc.exe">
<Path>C:\WINDOWS\system32\calc.exe </Path>
<Algid>00008021 </Algid >

</entry>

<entry name="verifier.exe">
<Path>C:\WINDOWS\system32\verifier.exe </Path>
<Algid>00008021 </Algid >

</entry>

</catalog>

</CProlntegrity >

3HauveHune nonsa Algid gomxkHo paBHaTbcs 00008021.

2. 3anyctutb Moaynb cpverify —xm in_file out_file TestControl, ykasas B kauecTsBe napameTpa
in_file wmmMs cosgaHHoro xmil-cparina. Pe3ynbTratoM paboTbl Moayna 6yaer saBnatbcs xml-dann ¢
mmeHeM out_file, copepxalinii BbMUCIEHHbIE 3HAYEHUS X3W-QPYHKUUN AN NepedyncneHHbix B in_file

dhannoBs N UMeKLWMn cneayLwyo CTPYKTYpY:

<?xml version="1.0" encoding="UTF-8" standalone="no"?>
<CProlntegrity >

<catalog>

<entry name="calc.exe">
<Path>C:\WINDOWS\system32\calc.exe </Path>
<Algid>00008021 </Algid>

<Tag>679837307CDC7AA1E4BDBB75194A24D42C782079AF08E2D362D7624A90D

604C7</Tag>

</entry>

<entry name="verifier.exe">
<Path>C:\WINDOWS\system32\verifier.exe </Path>
<Algid>00008021 </Algid >

<Tag>9DF987B89A323BEBC3C29BACOAED42A4F5BD651892AAE79F1EC1D05288D

06B9C</Tag>
</entry>
</catalog>
</CProlntegrity >

3HaueHune nonsa Algid pomkHo paBHAaTbca 00008021.

3. YCTaHOBUTb MNOA KOHTPOJb LLENIOCTHOCTU ansbl, AN KOTOPbIX 6bU10 BbMUCEHO 3HadeHue
xaw-dyHKUMK, ncnonbsys moaynb cpverify —x2r in_file TestControl, rae napametpom in_file asnaetcs

xml-dalin, nosydeHHbl B pe3ysbTaTe BbMUCIEHUS 3HauYeHus X3Ww-dyHKUMM B NyHKTE 2.
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A.2 KOHTpPO/b LEeN0CTHOCTU NpOrpaMMHOro obecneyeHnss C NOMOLLbIO aJiroputMoB
noanmcu

- cpverify -file_verify nma_danna [3HadyeHune_noanucu] -timestamp aata

MpoBepka noanucm ¢anna ¢ UMeHeM <«uMsa_danna». [lapaMeTp <«3HadeHue_noanmcu»
HeobxoauMo nepenasaTb B BUAe 6anTOBON CTPOKU. ECnM napamMeTp «3HadeHue_noanmcu» He yKasaH,
TO 3HauyeHuwe noanucum bepetcsa wm3 danna wvma_danna.sgn. MapameTp <«pata» yKasblBaeT, Koraa
noanucb 6ba cdopMmpoBaHa, HeobxoAuMMO yKasbiBaTb B dopmate AA4.MM.Irrr. [laHHas KoMaHAaa
npoBepsieT NOANUCL C MPSMOM NMoCAef0oBaTeNIbHOCTbIO MoaybanT, Ass NpoBepKM mMoanucu ¢ obpaTHomn
nocnegoBaTeNbHOCTbIO 6alT HeobxoAMMO MCMOSb30BaTb KOMaHAY versign C¢ aHanormyHbiM Habopom
napameTpoB. [lognncb npoBepsieTCss Ha OTKPbITOM Kl4ye M3 creuwnanbHOro ceptudukata ans
noannucu koaza komnaHmm «KPUMTO-TTPO»,

— cpverify —pe_sign FileName [kpuTepuun nomcka ceptudukartal [Aon. napameTpsbl]

[JobasneHne B dann ¢ wumeHem FileName uudposon noanucm B dopmaTe authenticode
MOSIHOCTbID Ha POCCUMCKMX anroputmax C nomouwbto Microsoft CryptoAPI. C noMowbi AaHHOWM
KOMaHAbl MOXHO nognucaTb Tonbko dannel dopmatos .exe u .dll.

Ons Toro 4tobbl noanucatb dann, HeobxoauMO B XpaHunuuwe <«JIMyHoe» TeKkyliero

rnosib30BaTeNs MMETb YCTAHOBJMIEHHbLIN CepTUMUKAT CO CCbUIKOM Ha 3aKpbTbil K04, B Ha3Ha4YeHMsaX
KOTOpOro npucyTcTeyeT «llognucebiBaHne Koaa».

MonCK HY>XHOro cepTudumKkaTa OCYyLLEeCTBASETCS C NOMOLWbIO CreayloLlWmnX KpUTepmues:

Nms cybbekTa cepTudmkaTa NOANNCU. DTO 3HAUEHME

-ham jectNam .
ame SubjectName MOXeT 6bITb NOACTPOKOM MOJIHOMO UMEHM CybbekTa.

ANropuTM X3 lWWMpPOBaHNSA 4K MOANMUCU B CepTMd)VIKaTe.

-alg Algld JonycTtumble 3HaueHuss GR3411, GR3411_2012 256,
GR3411_2012 512.
-fp FingerPrint 3HauveHune shal oTneuvartka cepTudukara.

Moanwnce 6yaeT nobaeBneHa kak BTopocteneHHas. Eciv B
-append danne HeT OCHOBHOW NoANNCK UK NapameTp —append
He nepefaH, To noanuce 6yaet fobaBneHa Kak OCHOBHas.

EcnvM HecKofbKO cepTUdMKATOB YAOBNETBOPAOT 33AaHHbIM KpPUTEPUSAM, TO MOJIb30BaTENO
6yZeT npeaocTaBfieHa BO3MOXHOCTb BPYUHY0 Bbi6paTh HYXHbI cepTudukar.

- cpverify —pe_verify FileName [pon. napameTpbi]

MpoBepka authenticode noanucun daina c¢ uMmeHeMm FileName 6e3 ucnonb3oBaHus Microsoft
CryptoAPI.

MpoBepka Bcex authenticode nognucen, HalaeHHbIX B
-multiple danne. Ecnn napameTp He nepeaaH, To byaet npoBepeHa
TOJZIbKO OCHOBHad noAanumchb.
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MpunoxeHne b. Cnyx6bl cepTdmKaumm onepaumoHHom cucteMol Windows.

Beaywune MupoBble NpouM3BOAUTENMN CUCTEMHOrO M MPUKAAAHOrO MporpaMMHOro obecnevyeHus
aKTUBHO WHTErpuvpyloT pelleHus, OCHOBaHHble Ha WHMpacTpyKType OTKpPbITbIX KAYen B
onepaumnoHHble CUCTEMbl W MPUNOXKEHUSA. SPKMM NpUMEpPOM SBASETCHA OnepaunmoHHass cuctema
Windows, nonHocTbio nogaepxumBatowas MOK.

B onepauuoHHOM cucteme Microsoft Windows B nonHom o6beMe peanm3oBaHa
NHdpacTpyKTypa OTKPbITbIX KAKOYEN. DTa WMHIPaAcTpyKTypa npeactaBnsieT cobon MHTerpumpoBaHHbIN
Habop cnyx6 u cpeacTB aAMMHUCTPUPOBAHMA ANS CO34aHUS WM pa3BepTbiBaHMA MPUIOXEHWUN,
NPUMEHSIIOWMX KpUnTorpaduio C OTKPbITbIMM KJIlO4aMK, a TakxXe ANsa yrpaB/ieHUs UMM,

MHbpacTpyKTypa OTKpbITbIX K/OYel npeanonaraeT WepapxXuyeckytd MoAesb MNOCTPOeHUs
LEHTPOB  cepTudukauun. Takas  Momenb obecneyvMBaeT  MacwrtabupyemocTb,  yao6CTBO
aAMVHUCTPUPOBaHMSA M COMMacoBaHHOCTb C PacTyLWMM YMC/IOM MPOAYKTOB M LLEHTPOB cepTudukauum.
MpocTeiwas dhopMa Mepapxum COCTOUT M3 OAHOrO LEeHTpa cepTudwmkauum, a B obwem ciyyae - u3
MHOXECTBa C ABHO OMNpeAesIEHHbIMA OTHOLIEHUSIMU POAUTENbCKUI - 4OYEPHUIA.

NHdpacTpyKkTypa OTKPbITbIX K/KOYeW, peanumsoBaHHas B oOnepaunoHHOW cucteme Microsoft
Windows nonHOCTbO noaaepXuBaeT M MO3BONASET COo34aTb MEepapXWYecKyk Moaeslb L EeHTPOoB
cepTudukaumm.

Intermediate CA Issuing CA

Issuing CA

R

Issuing CA

1
[
I

PucyHok B1- Moaenb nocTpoeHus LeHTpoB cepTudurkaumnm

B coctaB cnyx6 ceptudukaumm onepaumoHHom cuctembl Windows BxoaaT criegytouwme
CNyX6bl U KOMMOHEHTBbI.

CepBuc ceptudpumkaumm

CepBuc ceptudukauum npegoctasnaser Habop cnyx6 pans Bbinycka, ynpaB/eHUs W
MCMNONIb30BaHUS CcepTUMUMKATOB OTKPbITbIX K/OYEN B 3aWMLEHHbIX TEXHONOTUSAX U MNPUIOXEHUNX,
ucnonbsywwmx MWOK. CepBuc ceptudumkaumm BbINOJHAET OCHOBHYIO poOfib B ynpaBJfieHun
6e30nacHOCTbD  TexHOMorMiM U NpunoXxeHnn wn obecneymBaeT npouecc AOCTOBEPHOro M
KoHduaeHUManbHoro obmeHa nHdpopMaumen.

KoHconb uyeHTpa cepTucdmukaumm

KoHconb ueHTpa ceptudumkauum sasnsetca paboumm MecToM agMUMHUCTpaTopa 6e3onacHoOCTH,
MO3BOJISIIOLWMM YNPaBAsATb CepTUPUKaTaMM OTKPbITbIX KIIHOYEMN.
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{23 Certification Authority [_ O
J&ction Yiew |J¢'-P| |.||§
Tree I Request ID | Requester Mame | Binary Certificate | Serial Mumber | Certificate EFFE:I
[ Certification Authority (Local) Elzz04 WWWAILSR_FW - BEGIN CERTL.. 3sfaZeld00.. 17.04.2002 18
= P CoP Test CA Elzsos WAWWATUSR_FY -l BEGIN CERTL... <4lsfca4alln... 18042002 7:
" (12 Revoked Certificates Elz=06 WWWATUSR_FW - BEGIM CERTL... 429c6fd3000,..  18.04.2002 11
a Issued Certificates 2507 WWWATUSR_FW -] BEGIM CERTIL... 429dS4f2000... 18.04.2002 11
(10 Pending Requests Elz=0s WWWATUSR_FW - BEGIM CERTL... 42dcdd4S000.,.  18.04.2002 12
D Failed Reguests 2509 WWWATUSR_FW -] BEGIM CERTIL... 42e327d4000... 18.04.2002 12
2510 WWWAILSE_PW - BEGIM CERTI... <2e37cchO00...  13.04.2002 12
2511 WWWATUSR_FW -] BEGIM CERTIL... 42eeflccod... 15,04, 2002 12
2512 WWWAILSE_PW - BEGIM CERTI... <2fredofooo... 15.04.2002 12
2513 WWWATUSR_FW -] BEGIM CERTIL... 437FF3cfO000... 18.04.2002 15
2514 WWWITLSR_Fw - BEGIM CERTIL... 438h5S429000... 18.04.2002 15
2515 WWWAILSE_PW - BEGIM CERTI... 033d9c9S000,,, 19.04,2002 14
2516 WWWATUSR_FW -] BEGIM CERTIL... 0360c51a000.., 19.04,.2002 15
251? WWWAILSE_PW - BEGIM CERTI... 039cb962000,,, 19.04,2002 16
2518 WWWATUSR_FW -] BEGIM CERTIL... 03bfbedadno... 19.04.2002 16
2519 WWWAILSE_PW - BEGIM CERTL... 03e9c496000,,, 19.04.2002 17
F& - BEGIM CERTI... 0447baled0d... 19.04 219
1] |

PucyHok B2 - KoHconb ueHTpa cepTudukaumnm

CpeactBa pacwumpeHms (pyHKLMOHaJIbHOCTU cepBuca cepTtudmukaumm

CpeactBa pacwupenns @GYHKLWOHaNbLHOCTU CepBuCa cepTudukaumm npeaocTasnstoT Habop
MEeTOA0B, MO3BOMASAKOWMNX U3MEHATb W pasBuBaTb (PYHKUMOHANBHOCTb CTAaHAAPTHOIO CepBuUca
ceptudumkauum ana  yaoBAeTBOpPeHUss MNOTPEbHOCTM KOHKPETHOW MpuKAagHOM CUCTEMbI WK
TEXHOMOMMN. DTU CpeacTBa MNO3BOMSAT MHTErpMpoBaTb CepBuca cepTudukaumm ¢ pasimMyHbIMU
CeTeBbMW CMpaBOYHMKAMKU W NPUIOXKEHUAMM, dopMmnpoBaTb CocTaB CcepTUdMKATOB OTKPbITbIX
KJtouen, mognduumpoBaTh Npouecc ynpasBieHus cepTudukaTamu.

KnueHTCKMe cpeacTBa B3aMMOAEUCTBUS CO Cy>k60i cepTtudmkaumm

KnueHTckue  cpeAcTBa  MpeAoCTaBAfAOT  MOMb30BaTeNsAM  pas/iMuHble  MeToabl  Ans
(bopMUpPOBaHMA 3aKpbITbIX K/lOYeW, 3anpocoB Ha cepTudukatbl M 06paboTkM cepTuduMKaTos,
BbINyLWEHHbIX Cy>X 601 cepTudmkaumu.

ApxuTekTypa cepsuca ceptudmkaumm npeactasneHa Ha PucyHke B3.

3aKpbliThle
KN4

T

RPUNTONPOEANAED. -
RV PEBaaeED
PRI PYEANAER

OTKpbITEIE
KNKOYM

Ceprrdhnrarel
3anpocel |
PKCS10 ! /
|| Mogyne | Cnyxb6a Moayne
'~ | mpuena cepTuchrKaumn HYTILEILL) R
: ’ CRL
Y
WabnoHbl Monyne
CepTHdUKATOBR NOJUTHEN

PucyHok B3 - ApxuTtekTypa cepBuca ceptudumnkaymu.

44



XTAN.00087-01 91 02. Kpuntollpo CSP. PykoBoACTBO agMUMHUCTpaTopa 6e30nacHOCT U.
Mcnonb3oBaHue CK3W noa ynpasneHnem OC Windows

lMpunoxeHwne B. YnpaBneHne NpoToOKOIMPOBAHUEM

Ona BKAOUYEHUs/OoTKNOUEeHMS npoTokonupoBaHus ana Windows 32[Windows 64] pobasnsetcs
B peecTp:

HKEY_LOCAL_MACHINE\SOFTWARE\[Wow6432Node]Crypto
Pro\Cryptography\CurrentVersion\debug\
DWORD napamMeTp cpcsp Ansa onpeneneHuss ypoBHS NpoToKona
DWORD napameTp cpcsp_fmt ana onpeaenennsa dopmata NpoTokona

3HayeHWeM napameTpa ypOBeHb NPOTOKONA sBNSEeTCSA butoBas Macka:

N_DB _ERROR =1 # coobuieHunsa o6 owmnbkax
N_DB LOG = 8 # coobu,eHus o Bbil3oBax

3HadeHneM napameTpa dhopMmaT nNpoTokona saengercs 6utoBas Macka:
DBFMT_MODULE = 1 # BbBOAUTb UMS MOAYyNSA
DBFMT_THREAD = 2 # BblBOAWTb HOMEP HUTKMWU
DBFMT_FUNC = 8 # BbIBOAUTb UMSA (DYHKL UK
DBFMT_TEXT = 0x10 # BbiBOAUTb CaMoO coobuieHune
DBFMT_HEX = 0x20 # BbBOoAMTb HEX pamn
DBFMT_ERR = 0x40 # BbiBOoaunTb GetlLastError

[Ons BKAOYEHUS ayAuTa MCMOJIb30BaHUSA cepBepHbiXx cepTudmkaToB Ha Windows B peecTp
System\CurrentControlSet\Control\SecurityProviders\SCHANNEL\
pobasnserca napameTp:
3HauveHne nMeHu: Eventlogging
Twun panHbix: REG_DWORD

MapameTpy npucBauBatoTCsa cleaylolime 3HadeHus:
0x0000 He 3anucbiBaTb B XYpHasn
0x0001 xypHan coobuweHnn 06 owmnbkax
0x0002 xypHan npeaynpexaeHnin
0x0004 >xypHan nHPOPMaLMOHHBIX W yCMELWHbIX COobbrui
AyauT BbINONMHEHWUS npouecca cpsspap byaeT BbIBOAUTLCS B XypHan npunoxeHnin Windows.
BeneHve xypHana BCTymnaeT B CWy TOJIbKO MOcCJse nepe3arpy3kn KoMmnbloTepa.

45



XTAN.00087-01 91 02. Kpuntollpo CSP. PykoBoACTBO agMUMHUCTpaTopa 6e30nacHOCT U.
Mcnonb3oBaHue CK3W noa ynpasneHnem OC Windows

JINCT permctpaunm naMeHeHu

Jlncr perncrpaumnm naMeHeHumn

Homepa nuctos (cTpaHuy) Bxoaswumn
Bcer
Ne cero Ne N¢ conposoau-
i aHHYMpo- fmeros ’ TeNIbHOrO MoanwvcslaTta
/N |u3MeHeHHbIX|3aMeHeHHbIX HOBbIX (cTtpaHuy) B | AOKYyMEHTa
BaHHbIX 0Ky MEHTE AOKYyMeHTa,
paTa
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