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AHHOTaUuA

Hacroswee PykoBoacTBo gonosHaeT AoKyMeHT «XKTAM.00088-01 91 01. Kpuntolpo CSP. PykoBoAacCTBO
aaMuHuUcTpaTopa 6e3onacHocTu. Obwas Yyacrb.» npu ncnonb3dosaHnm CK3U nog ynpasneHunem OC Linux.

NHCTpyKUuMM aaMuHUCTpaTopaM 6e30MacHOCTM M NOMb30BaTesNAM pa3IMYyHbIX aBTOMaTU3UPOBAHHbIX
cucrteMm, mucnonbsyowmx CK3U «Kpuntollpo CSP» v 4.0, nomkHbl pa3pabaTbiBaTbCcs € yueToM TpeboBaHui
HacToswWwero AOKyMeHTa.

Cnuncok cokpalleHunm

CRL Cnuncok oTo3BaHHbIX cepTudukartos (Certificate Revocation List)
ITU-T Mex ayHapoaHbIi KOMUTET No TenekoMMyHukauuam (International Telecommunication
Union)
IETF Internet Engineering Task Force
AC ABTOMaTU3MpPOBaHHasa cucrtema
APM ABTOMaTMU3NpOBaHHoe paboyee MecTo
rMa TMMOKUIM MAarHUTHbBIN ANCK
AcY JaTuuk cnyyanHbIx Yncen
HDD XX eCcTKnin MarHUTHbINM ANUCK
K1 KoHeuHbIli nonb3oBaTeNb
HCAO HecaHKLMOHNpPOBaHHbLIN AOCTYN
oC OnepaunoHHas cucrtema
MAK MporpaMMHO-annapaTHbIA KOMMNIEKC
no MporpamMmMHoe o6ecneyeHune
Perncrpauns MNpuceoeHue onpeaeneHHbIx aTpubyToB (agpeca, HOMepa Ki4Ya, NpaB UCMob30BaHUSA
1 T.n.) aboHeHTy
COBOKYMHOCTb MHCTPYKLUMN U APYrOi pernaMeHTMpytowen oOKyMeHTaunm,
PernamenT obecneumBaowern @yHKLMOHNPOBAHME aBTOMATU3NPOBAHHOW CUCTE Mbl BO BCEX
pexmnmax.
CBT CpeAacrBa BblYNC/IUTENIbBHON TEXHUKMN
DNEeKTPOHHbIA AOKYMEHT, MOATBEPXAA IOLWMN MPUHAAIEXHOCT b OTKPbLITOr0 K/4a 1am
Ceptudukart KNto4Ya NpoBepPKN 31€KTPOHHON NOANMUCK U ONpedeneHHbIX aTpnbyToB KOHKPETHOMY
aboHeHTy
CepTudukaumus Mpouecc N3roToBieHMs cepTudmKaTa OTKPbITOro K/o4a UM Ko Ya npoBepKu
3/1IeKTPOHHOM noanucn aboHeHTa B LLeHTpe cepTudurkaumm
CK3M CpeacTBo KpunTorpadrMyeckon 3aLwnTbl MHDOpMaLnm
CcocC Cnuncok oTo3BaHHbIX cepTudukarton (Certificate Revocation List)
cc CnpaBoOYHUK CepTUDMKATOB OTKPbITbIX K/OUYEN N K0YEN NPOBEPKM 3/1€ KTPOHHOM
noanuncn. CeTeBoM CNpaBOYHUK.
uc UeHTp Ceptudunkaumn (Yaocrosepsowmi LieHTp)
LP LleHTp Perucrpauunn
24 DNeKTPOHHbIV AOKYMEHT
oM DNeKTpoHHasa NoANuch
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1. OCHOBHble TexHM4YecKme AaHHble U Xapakrepuctmkm CK3U

1.1. MNporpamMMHO-annapaTHble cpeasbl

CK31 «Kpuntollpo CSP» v 4.0 noa ynpasneHneMm OC Tuna Linux MCnonb3yeTcs B Cneayowmx
rnporpamMMHoO-annapaTHbIX cpejax:

Linux Standard Base ISO/IEC 23360 (ia32, x64), nporpaMMHO-anmnapaTHble cpeabl,
yaoBneTBopsitowme ctaHaapty LSB 4.x (https://www.linuxbase.org/Isb-cert/productdir.php?by Isb):

CentQOS 4/5/6/7 (x86, x64, POWER, ARM);

T OC AUC ®©CCIl Poccum (GosLinux) (x86, x64);

Red OS (x86, x64);

Fedora 23/24/25 (x86, x64, ARM);

Mandriva Enterprise Server 5, Business Server 1 (x86, x64, ARM);

Oracle Linux 4/5/6/7 (x86, x64);

OpenSUSE 13.2, Leap 42 (x86, x64, ARM);

SUSE Linux Enterprise Server 11SP4/12, Desktop 12 (x86, x64, POWER, ARM);

Red Hat Enterprise Linux 4/5/6/7 (x86, x64, POWER, ARM);

CuHte3-0C.PC (x86, x64, POWER, ARM);

Ubuntu  10.04/12.04/12.10/13.04/14.04/14.10/15.04/15.10/16.04/16.04.1/16.10  (x86,
x64, POWER, ARM);

Linux Mint 13/14/15/16/17/18 (x86, x64);

Debian 7/8 (x86, x64, POWER, ARM);

Astra Linux Special Edition (x86-64);

ALT Linux 7 (x86, x64, ARM);

ROSA 2011, Enterprise Desktop X.1 (Marathon), Enterprise Linux Server (x86, x64);
POCA XPOM/KOBANBT/HUKEJTb (x86, x64);

Co cpokaMu akcnnyaTauuMm onepaumoHHbIX CUCTEM, B cpede KOTopbiX pyHKuMoHMpyeT CK3W,
MO>XHO O3HAaKOMWUTbCS MO cneayrlemMy agpecam:

http://wiki.centos.org/About/Product

https://fedoraproject.org/wiki/Releases/

http://support.novell.com/lifecycle/
http://support.novell.com/lifecycle/IcSearchResults.jsp?st =-1&s|=-1&sg=1&pid=1000
http://mandriva.ru/resheniya/uslugi/cikl jizni produktov/
http://www.mvista.com/support lifecycle.php

1.2. KntoueBble HOCUTENNU

B kauecTBe K/OUEBbLIX HOCUTESIEN 3aKPbITbIX KAlOUYelr K kaouyen 3 MOryT UCNOJSIb30BaTbCS:
- M4 3,5"”, USB agucku;

— CmapTtkaptbl GEMALTO (GemSiml, GemSim2, Optelio, OptelioCL, OptelioCL2, Native);
- eToken, Jacarta;

— USB-TokeHbl PyTokeH 3UIM (Flash, Bluetooth), PyTokeH Lite Novacard;

— CmapTtkapTtbl PyTokeH Lite SC, PyTtokeH 2L SC;

- Rutoken S;

- Novacard;

— CMmapTkapTtbl PUK (OCKAP 1, OCKAP 2, Maructpa, TRUST, TRUSTS, TRUSTD);

— CMmapTkapTa Y3K;

— ESMART Token;

— CMmaptkapTbl AnnoT INPASPOT Series, SCOne Series;



https://www.linuxbase.org/lsb-cert/productdir.php?by_lsb
http://wiki.centos.org/About/Product
https://fedoraproject.org/wiki/Releases/
http://support.novell.com/lifecycle/
http://support.novell.com/lifecycle/lcSearchResults.jsp?st=-1&sl=-1&sg=1&pid=1000
http://mandriva.ru/resheniya/uslugi/cikl_jizni_produktov/
http://www.mvista.com/support_lifecycle.php
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— Pasgen HDD TM2BM (B Windows - peecTp).

1. B cocras aucrtpubytmea CK3U Bxoaat 6mMbamoTekm NnoaaepxKm BCeEX NepeyncieHHbIX HOCUTenen, Ho
He BxoaaT agpansepbl ang OC. [lo Bonpocam noslyyeHus gpanBepoB Heobxoanmo obpawaTbcsa K
NpoOn3BOANTENSAM COOTBETCTBYHO LW NX YCTPOMUCTB.

2. XpaHeHuMe 3aKkpbiTbiX ktoyen Ha HDD M2BM n USB anckax (B peectpe OC Windows, B pa3aene
HDD npwu paboTe nog ynpasneHuem gpyrux OC) gonyckaeTcs TO/bKO MPU yCI0BUWM pacnpoCTpaHeHns
L!!| Ha HDD, USB agunck nnam Ha M2BM ¢ HDD Tpe6oBaHun no obpalwieHunto ¢ KNKYEBbIMM HOCUTENSAMU
(n.6.7 XXTAM.00088-01 91 01. PykoBoACTBO agMMHUCTpaTopa 6e3onacHocTn obuwas 4acrb).

3. Bce BbilwenepeymncrieHHble HOCUTENIM UCNOJb3YOTCS TONIbKO B KAYeCTBe NMacCMBHOMO XpaHuamuia
KNto4YeBOn NHpopMaunm 6e3 NcnoNb3oBaHMA KpUNnTorpaduruyecknx MEXaHM3MOB, peann3oBaHHbIX Ha
CMapT-KapTe/TOKeHe.

4. Ucnonb3oBaHMe HOCUTENEN APYrnUX TUMOB - TONbKO Mo cornacosaHuio ¢ ®Ch Poccnu.
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2. YcraHoBka guctpubymea M0 CK3U

YcTaHoBKa, yaaneHne n ob6HoBneHne MO ocyLecTBAAETCSA OT UMEHM MOoJIb30BaTeNs, UMEKLLEro
npaBa aIMUHUCTpaTopa: Noa Y4YETHOM 3anncbio root mamn ¢ ncnonb3oBaHMEM KOoMaHAbl sudo.

CK3M «Kpuntollpo CSP» TpebyeT cneaytower nocnenoBaTeslbHOCTM YCTAHOBKM: CHa4dana
yCTaHaB/MBaeTCs MpoBangep, 3aTeM YCTaHaB/MBalOTCs OCTaljibHble MOAY/M, BXOASLME B COCTaB
KoMnaeKkTaumu.

B OC Linux anss yctaHoBKW, yganeHus u obHoBneHus MO npuMeHatoTcsa nakeTbl (packages).
MakeT - apxvB AnCTpubyTuMBa, cogepxawuir dannbl ycTaHaBAMBAEMOro MNpUIOXeHUs u dalinsbl,
WCMOb3YOLWKMECS MHCTA/IATOPOM AN KOH(UrypupoBaHus cpefpbl. B onepaumnoHHbXx cucTtemax Linux
ncnonb3lyetcsa MeHeaxep naketoB RPM (Red Hat Package Manager), koTopbih sBNsieTcs rMbkmum
WHCTPYMEHTOM A1 YCTAHOBKW, yaasieHus, obHOBNeHus u cOOpKM MporpamMMHbIX NakeToB. [lakeTbl,
npeacTaBneHHble B Buae darna C paclMpeHueM .rpm, cogepxaTt B cebe HenocpeACTBEHHO dansbl
MO n nHpopMauuo AN KOHUrypmpoBaHua cpegbl.

[Ons ycTaHOBKM NakeTa MCMNONb3yeTcs KoMaHaa:
rpm -i <dawi_nakera>
Hanpumep: rpm -i./Ilsb-cprocsp-base-3.6.1-4.noarch.rpm

Ons yganeHns nakeTa MCNoOSb3yeTCcs KoMaHaa:
rpm -e <uMsA_naketa>

Hanpumep: rpm -e Isb-cprocsp-base-3.6.1-4
NMsi nakeTa MOXET He BKJIlOYaTb BEPCUIO.
HanpuMep: rpm -e Isb-cprocsp-base

Ha OC, ocHoBaHHbix Ha Debian (Debian/Ubuntu), ans ycTaHOBKM MNakeTOB MCMNOJSb3yeTCs
KOMaHAaa:

alien -kci <dain_naketra>
Hanpumep: alien -kci ./Isb-cprocsp-base-3.6.1-4.noarch.rpm

Ha OC, ocHoBaHHbiX Ha Debian (Debian/Ubuntu), ana yctaHoBku 32-6UTHbIX NakeToB Ha 64-
6utHyto OC nucnonb3yeTcsa KoMaHAaa:

dpkg-architecture -ai386 -c alien -kci <caw_nakera>
Bo3MOXxHO, noTpebyeTcsa ycTaHOBUTb nNporpaMMy alien n3 ctangaptHoro penosutopus OC.

Ha OC, ocHoBaHHbix Ha Debian (Debian/Ubuntu), ans yaaneHnss nakeToB WCMOMb3yeTCH
KOMaHaa:

dpkg -P <vwmsa_nakeTta_6e3_Bepcun>
Hanpumep: dpkg -P Isb-cprocsp-base
dalinbl M3 NAaKeTOB yCTaHaBAMBaloTCsa B /opt/cprocsp.

MakeTbl 3aBUCAT ApPYr OT Apyra, MNO3TOMY [AOJ/DKHblI YCTaHaBMMBaTbCA MO MOPAAKY C YUETOM
3TUX 3aBUCUMOCTEN, a YAanaTbCsa B 06paTHOM nopsake. YCNOBHO MOXHO CYMTATb NpaBUbHbIM
nopaZIkoOM TOT, KOTOPLIA onMcaH B Tabnuue 3aBUCUMOCTEN N HAa3HAUYEHUS MaKeToB.

MakeTbl MOryT 6bMb HE3AaBUCUMMBbIMU OT apxuTekTypbl (noarch B umeHn ¢aina nakera), Toraa
OHW yCTaHaBauMBalTCa Ha by apxutekTypy. [lakeTbl MoryT ObmMb npegHasHaveHbl Ans
apxutekTypbl IA32 (i486 B wumeHn danna nakerta), a Takxe ana apxutektypbl AMD64 (x86_64 B
MMeHn arina nakerta), Torada OHM ycTaHaBnmBawTCca Ha OC, cobpaHHYy noa COOTBETCTBYHOLYHO
apxutekTypy. Yacto 64-6uTHble OC O4HOBpPEMEHHO MOAAEPXMBAOT U 32-6UTHbIe NPUIOXKEHUSA, N 64-
6uTHble, TOrada Npu HeobXxoAMMOCTM MOXHO yCTaHaB/MBaTb 0b6a koMmmnnekTa. VCKnoueHneM ABASIOTCS
ApanBepbl — OHW yCTaHaB/MBAOTCH B TOYHOM COOTBETCTBMU C apxuTekTypoi aapa OC.
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B OC Linux moaynu spapa He obnapatoT 6MHApHOM COBMECTMMOCTbIO, OHM TMpUBSA3aHbl K
KOHKpeTHOM Bepcum aapa OC. lMoaToMy MoAy/b sapa NOCTaBAsSeTCs B BuAe nakeTa .src.rpm. Takon
TN nakeTa no3sosseT cobpaTb MOAYNb AN HYXXHOW Bepcum sapa. ONns ero ycTaHOBKW cneayeT npwu
nomowmn rpmbuild cobpaTb M3 NakeTa .Src.rpm OObMHLIA MAKET .rpm, a 3aTeM YCTAaHOBUTb MaKeT .rpm
TakK Xe KakK OCTajlbHble NakeTbl.

Ha 6onbwMHCTBE AUCTPUBYTUBOB CHOPKY MaKeTa .rpm MOXHO OCYLLECTBUTb KOMaHAOM:
rpmbuild --rebuild --define "kernel_release “uname -r'" <nyTtb K paiy nakera>

Ona  cbopkn Tpebyetcsa, 4uTo6bl Ha MawwumHe OGbUIM  yCTaHOB/IEHbl cpeacTBa c6opku
(koMnMnATop), a TakXke 3arosoBoYHble dannbl Agpa. 3aronoBoudHble  dalknbl g4pa AOJIKHbI
HaxoauTbcs B /lib/modules/ n 06bIMHO MX MOXHO YCTaHOBUTb B COCTaBe COOTBETCTBYHLWEro nakerta
13 penosutopus auctpubyTtusa.

Tak Kak Hanuuue cpeacTB OTNaaKuM M pa3paboTKmM Ha cuCTeMaxX, B KOTOPbIX 3KCMIyaTupyeTcs

CK31, HeponycTuMo, agMuHuUcTpaTop (paspaboTtumk MK3U) gomxeH cobpaTb NakeT Ha cneuuanbHOM
BblieneHHoM pabouyem MecTe n obecneymBaTb €ro 4OBEPEHHY YCTAaHOBKY B LENEBYHO CUCTEMY.

Tabnuuya 2.1 - 3aBUCUMOCTU U Ha3HAYeHUS NakeToB (415 NPOCTOTbl ONMCaHbl 32-6UTHble NakeThbl).

NMa nakeTa 3aBNCUMOCT U Ha3HauyeHne nakeTa

MakeTbl 4NA NpeABapUTEsIbHON YCTaHOBKHM

cprocsp-compat-altlinux Maket coBMectumoctu ¢ OC AltLinux,
yTCHaBanBaeTcs nepBbiM — o0 Isb-cprocsp-
base.

cprocsp-compat-splat Maket coBmectumoctm ¢ OC  SPLAT,
yCTaHaBnMBaeTCcsa nepBbiM — A0 Isb-cprocsp-
base.

sobol Opavisep pana Cobona. Tpebyetca npwu

HaIMUYMK YCTPOICTBa.

Ob6sa3aTesibHble NakeThl

Isb-cprocsp-base Isb Ba3oBbIli NakeT, ycTaHaBAMBaeTCA NepPBbIM,
€C/IM TOIbKO He HY>XHbl compat-nakeThbl.

Isb-cprocsp-rdr Isb-cprocsp-base OCHOBHbIE TMPWUIOXKEHUSA, CYUTbIBATEIN W
AOCH.

Isb-cprocsp-capilite Isb-cprocsp-rdr CAPILite, nporpamMMmbl n 6ubnmoTekn Aans

BbICOKOYPOBHEBOM paboTbl ¢ KpunTorpapuen
(ceptudmkatamm, CMS...).

Isb-cprocsp-kc2 Isb-cprocsp-rdr Mpoeangep KC2, ycraHaBnMBaeTcs TOJbKO
TaM, rae B 3TOM eCTb He06X0AMMOCTL. BaTOM
cny4vae Isb-cprocsp-kcl He cTraBuTcs.

JononHuTenbHblE NaKkeTbl

cprocsp-rdr-gui I):Z,ficprocsp-rdr, Motif, | 3anpoc naponsa n gpyrue GUI-ananoru.
cprocsp-rdr-pcsc Isb-cprocsp-rdr, pcsclite Moaynu noapepxkm PCSC-cuuTbiBaTENEN,
cmapT-kapTt (PUK, Ockap, Marucrpa...).
Isb-cprocsp-rdr-sobol Isb-cprocsp-rdr, sobol Moaynb nopgaepxkn Cobons.
Isb-cprocsp-devel Isb-cprocsp-base MakeT ana pa3paboTymka.
cprocsp-drv Isb-cprocsp-base [OpaliBepHasa 6ubnmorteka.
cprocsp-drv-devel Isb-cprocsp-devel MakeT ana paspaboTymka ApanBepoOB.
cprocsp-stunnel Isb-cprocsp-base YHunBepcanbHbii SSL/TLS TyHHEND.
cprocsp-rdr-emv Isb-cprocsp-rdr Moaynb nogaepxkm EMV
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3. O6HoBneHue MO CK3U

Ona obHoBneHns MO CK3W Ha OC Linux Heobxoaumo:

—  3anoMHUTb TeKyLyt KoHburypauyuto CSP;

* Habop yCTaHOBJIEHHbIX MAKETOB;

= HACTPOMKM NpoBangepa (415 NPOCTOTbl MOXHO CoxXpaHuTb /etc/opt/cprocsp/config[64].ini);
— yaanuTb wWTaTHbiMN cpeacteamu OC Bce nakeTbl CK3U;
— YCTaHOBWUTb aHanornyHole HoBble nakeTbl CK3U;

—  NpuM HeobxoAUMOCTW BHECTU WU3MEHEHWs B HacTpolhkum (MOXHO nocmoTpeTb diff cTaporo wu
HoBoro config[64].ini);

-  KJIW4Yn " CepTVICbVIKaTbI COXPaHAKTCA aBTOMAaTUYECKMN.
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4. Hactponka CK3U

4.1. JocTyn K yTuauTe ans Hactpoinkn CK3U

HacTtporika CK3W ocywecTBnsercs ¢ noMowblo yTunutbl cpconfig, KoTopas BXOAUT B COCTaB
avctpubyTmBa wn pacnosiokeHa B aupekTtopuun /opt/cprocsp/sbin/<Ha3BaHuwe_apxuTekTypbl>. Ecnu
ycTaHoBsieHbl nakeTbl CK3W pnsa AByX apxvutekTyp, Hanpumep, ia32 u x64, TO AencTtBua no
HaCTPOMKE HY>XHO MPOBOANTb ABaXKAbl — A5 KaXKAOW apxuTeKTypbl cpconfig-oM M3 COOTBETCTBYHOLLEN
nanku.

4.2. BBOA CEpUIMHOro HoMepa JIMLEH3MN

Mpn ycTaHoBKe mMporpamMMHoro obecnederus «Kpuntollpo CSP» 6e3 BBoAa JIMLEH3UK
nosb30BaTesNt0 NPeaoCTaBASETCA NINUEH3UA C OrpaHWYEHHbIM CPOKOM AeUCTBUA. [N UCMONb30BaHUS
Kpuntolpo CSP nocfie OKOHYaHWS 3TOr0 CpoKa MoJib30BaTeslb AOJIKEH BBECTWU CEPUIHbIA HOMEp C
6naHKka IMLEH3UU, MOSIyYEHHOM Yy OpraHusauumn-paspaboTumka WAM OpraHusauum, uMerolleln npasa
pacnpocTpaHeHuss npoaykTa (aunepa). Ons npocMoTpa MHGOPMaLMM O JIMLEH3UN BbINOSHUTE:

# cpconfig -license -view

[Ons BBOAA NULLEH3UN BbINOJTHUTE:

# cpconfig -license -set <cepuiHbIi_HOMEp>

CepuitHbIn HOMep cnenyeT BBOAUTb € cobntogeHnem pernctpa CMMBOJIOB.

4.3. HacTpotika obopyaosaHus CK3U

Ytunuta cpconfig Takxe npegHa3HadeHa ANnS U3MeHeHuss Habopa YCTpPOWCTB XpaHeHus
(HocuTenen) n cumuTbiBaHMs (CUnMTbiBaTENEN) KAOYEBOM MHMDOPMALMM U AaTUMKOB CllyYalHbIX YMncen.
MpeaycTaHOBNEHHBIMU ABASAOTCS cuuTbiBaTenn flash-Hocutenen n obpas AMCKETbI Ha XXECTKOM AUCKE.

Onsa npocMoTpa cnmcka HacTPOEHHbIX CYMUTbIBATENEN:
# ./cpconfig -hardware reader -view

CuuntbiBaTeNb AUCKET He YCTaHaB/IMBaeTC4d No yMoOA4aHUNKO, TaK KaK NMpn OoTCYTCTBUN ANCKETDbI B
AncKoBoae nepedyncneHune KOHTEVIHepOB CunbHO 3amepgnsgetca. [On4 nobaBneHuUss cuuTbiBaTENS
ANCKET:

# ./cpconfig -hardware reader -add FAT12_0 -name "Floppy Drive"

Ona npocMoTpa cnucka HacTpoeHHbIx ACYH:

# ./cpconfig -hardware rndm -view

Ona pobaBneHns MCNosb30BaHUSA BHELUHEN rammbl:

# ./cpconfig -hardware rndm -add cpsd -name 'cpsd rng' -level 3

# ./cpconfig -hardware rmdm -configure cpsd -add string /db1l/kis_1
/var/opt/cprocsp/dsrf/db1/kis_1

# ./cpconfig -hardware rndm -configure cpsd -add string /db2/kis_1
/var/opt/cprocsp/dsrf/db2/kis_1

Takxe Hafo cKonuMpoBaTb alibl C AAHHBbIMKW, MOJIyYeHHbIMM Ha "APM BbIpaboTKM BHeLUHENR
rammbl', MOAOXWUM, 4TO OHM nexat B /tmp/db[1,2]:

# cp /tmp/dbl/kis_1 /var/opt/cprocsp/dsrf/dbl/kis_1
# cp /tmp/db2/kis_1 /var/opt/cprocsp/dsrf/db2/kis_1

Ona paboTbl co cunthiBaTenem PC/SC TpebyeTtcsa nakeT cprocsp-rdr-pcsc. [ocne nogkno4eHus
cunTbiBaTENS y3HalTEe UMS YCTPOMUCTBA:

# /opt/cprocsp/bin/ia32/csptest -card -enum
Gemplus GemPC Twin 00 00
Total:
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[ErrorCode: 0x00000000]

Ons pobaBneHus cuuTbiBaTeNs MUCMNOML3YUTE 3TO UMS:

# ./cpconfig -hardware reader -add "Gemplus GemPC Twin 00 00"
Ons nonydeHus noapobHoi cnpaBku no cpconfig:

# ./cpconfig -help

# ./cpconfig -hardware —help

4.4. YcTaHOoBKa NapaMeTpoB XYpHaiMpoBaHUA

CK3M nossonsier cobupaTb  OTAAfOYHYKD  MHPOPMAUMIO UM UMEET  BO3MOXHOCTb
MpOTOKONMpPOBaHUS cobbmuii. WHbOpMaumnsa 3anucbiBaeTcss B CUCTEMHbIM XypHan (06bdHO B
/var/log/messages). CyuwlecTByeT BO3MOXHOCTb W3MEHEHWUSI HAaCTpOeK >XXYPHaJMpOBaHMUSA Ppas3MYHbIX
mMogynen npoaykrta. CywecTByeT BO3MOXHOCTb WM3MEHEHMSI YPOBHSI XXYpHanMpoBaHus u ¢dopmaTa
BbIBOAVMbIX OT/1IaA04YHbIX CO06LWeHMn. g nonydyeHns CnpaBKKW MO HaCTpPOMKaM XYpPHanpoBaHUs :

# cpconfig -loglevel -help

Moaynu, Ans KOTopbiX NOAAEPXKMBAETCSH XYpHaIMpPOBaHUE:
CpCsp - A4po0 KpunTonpoBangepa

capilO - CryptoAPI 1.0

cpext

capi20 - CryptoAPI 2.0

capilite - CAPILite

libcspr
cryptsrv - cnyxb6a xpaHeHus knwoden (KC2)
libssp - TLS

cppkcsll - PKCS11
cpdrv - gpaviBep
dmntcs

4.5. HacTpoika kpuntonpoBaraepa Mo yMOSYaHuo

[ns npocMoTpa TMNOB AOCTYMHbIX KPUNTOMNPOBAWAEPOB:

$ ./cpconfig -defprov -view_type

[ns npocMoTpa CBOWCTB KpUNTOMNpPOBalAepa HYXHOro Tuna:

# ./cpconfig -defprov -view -provtype <provtype>

[Ons ycTaHOBKM npoBaigepa Mo yMOMYaHUIO AN HYXXHOro Tuna:

# ./cpconfig -defprov -setdef -provtype <provtype> -provhname <provname >
Ons nonydeHus uMeHn npoBangepa Mo yMOSYaHUIO A4S HYXXHOrMo Tuna:

# ./cpconfig -defprov -getdef -provtype <provtype>

4.6. BkNOUYEHNE peXuMa YCUIEHHOTO KOHTPOJIS MCMOMb30BAHUS KJITOUElN

PeXnM yCUNEHHOro KOHTPOSSA UCMNOMb30BaHUSA KIlOUENR obecneuuBaeTt ocyuwiecTtBneHue
KOHTPO/IS CpoKa AENCTBMUSA AONTOBPEMEHHbIX KJlOYer 31eKTPOHHOM NoAnucu mn Knw4vesoro obmeHa,
KOHTPO/IS AOBEPEHHOCTU KJIOYEN NMPOBEPKM INEKTPOHHOM MOAMNUCU U KOHTPONS KOPPEKTHOro
MCNOAb30BaHUSA MPOrpaMMHOr0 gaTymKa CrydanHbiX yucen. MNocne ycnewHon MHCTanNsaunum
HeobXx0AMMO BKOUUTb AAHHbLIA PEXWUM, BbINOJHMB KOMaHAY:

#./cpconfig -ini "\config\parameters' -add long StrengthenedKeyUsageControl 1

Onsa obecneyeHns KoppekTHOro yHKLWOHUPOBaHUA nNpoBaraepa B YacTu BbipaboTku
3/IEKTPOHHOM MOANUCK, a TakxKe paboTbl C BpeMeHHbIMU KAK4YaMKn (B 4acTHOCTU, ans paboThl B
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pamMkax TLS-coeanHeHusa 6e3 ayTeHTUDUKALMMN KIMEHTA) U FreHEpPaL MM C/TyYalHbIX AaHHbIX
Heo6X04MMO MpPOM3BECTU BbIPaboTKY AOJIFOBPEMEHHBIX KJIOUYEN UK 3anyCcTUTb YTUNUTY csptest:

# ./csptest -keyset -verifycontext -hard_rng

Ncnonb3oBaHne CK3U 6e3 BKAKOUYEHMS pexumMa YCUIEHHOTO KOHTPOAS MCMNOSIb30BaHMS KIYeln
pas3peLlaeTcsa UCKYUTENIbHO B TECTOBbIX LiensX.

-12 -



XTAN.00088-01 91 03. CK3WN KpunTtollpo CSP. PykoBoACTBO aAMMHUCT paTopa 6€30nacHoCTH.
Mcnonb3oBaHne CK3M noa ynpasneHmeMm OC Linux

5. YcTmaHoBKa CONyTCTBYIOLWMX MAKETOB

Ona nepepaunm no ceTm 3anpocoB Ha ceptudumkaTtbl, CRL u T.n., a Takxke ANA NOAAEPXKKWU
OOMOJSIHUTENbHbLIX  KJIIOYEBbIX CYMTbIBAaTENEN UM HOCuUTenen MoxeT noTpeboBaTbCs YCTaHOBKA
AONOJTHUTESIbHbIX MAKETOB.

Ecnu conyTcTBylOWME NakKeTbl CKauMBaloTCca M3 WHTepHeTa, HeobxoAUMO MNOATBEPAUTL UX
LLeNOCTHOCTb, MPOBEPUB MNOAMUCbL WK X3W. ECnM MCTOUYHMK He obecneuyMBaeT TakuMe MexXaHU3Mbl,
OOMYyCKaeTCsa UCMNONb30BaHME MAKETOB TOJIbKO C AMCKa C AUCTpubyTuBoM CK3W, roe 3T MexaHM3Mbl
ncnonb3yoTca. Ha ancke nakeTobl fexaT B nanke \extra.

Ha ceptuduumpoBaHHbie OCTIK gnctpmbyTtmebl ALTLinux 3anpewaeTcs CTaBUTb MNakeTbl U3
ceTun (Hanpumep, € ncnonb3oBaHueM apt-get).

5.1. BubnuoTteka libcurl

Ucnonb3yeTcs ons nepepaym 3anpocosB Ha ceptudukatel, CRL u T.n. no ceTwn.

C canrta paspabotumka npoekta http://curl.haxx.se/ MOXHO cKadaTb NAKeT C WUCXOAHbIMMU
TeKCTaMun Ana camocTtositenbHoM cbopku. Kak npasBuno, TaM Xe ecTb 32-6uTHble Bepcun BGUHaApPHbIX
nakeToB U uHoraa 64-6uTHble.

Mpowe BCcero noctaBuTb 6MBANOTEKY BCTPOEHHLIM MEHeaXXepOoM MaKeToB.

Ha ALTLinux, Debian, Ubuntu:

# apt-get install curl

Ha CentOS, Fedora, LinuxXP, RedHat:

# yum install curl

Ha SuSE:

# yast -i curl

Mocne ycTtaHoBKK 6MBAMOTEK HaAo 3aperncTpupoBaTb NyTW K HUM. Hanpumep:

# J/opt/cprocsp/sbin/ia32/cpconfig -ini "\config\apppath' -add string libcurl.so
Jusr/local/lib/libcurl.so

#  /opt/cprocsp/sbin/amd64/cpconfig -ini  "\config\apppath' -add string libcurl.so
Jusr/local/lib/64/libcurl.so
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6. CoctaB v Ha3HayeHue komnoHeHT M0 CK3U

6.1. basosble Moaynn CK3U
MO CK3WN copepxut cneaywouime 6a3oBble MOAYN:

libcsp — anHamMmnyeckn 3arpyxxaemas 6mbnmoteka «Kpuntollpo CSP».

libcspr - 6ubnunoteka pabotbl ¢ yaanéHHeiMm «Kpuntollpo CSP».

drvcsp — AMHaMUUeCKU 3arpyXxaembii Moay/b s4apa.

libssp — 6ubnuoTeka noaaepXXKu mMoayns ceteBon ayteHTudmnkauunm «Kpmntollpo TLS».
cpverify — MOAyNb KOHTPONS LEeNOCTHOCTM.

wipefile — Mmoaynb yaaneHusa ¢ainnos BMecTe C COAEPXUMbIM.

cryptcp - npunoxeHuwe Ansg NnoAnuUcK n wudpoBaHusa Qanios.

certmgr - yTunuMta KOMaHAHOW CTPOKM ANS yrnpaBJieHus.

ceptudmkaTamm, cnuckamm otsbiBa ceptudumnkatos (CRL) n xpaHunuuamu.

stunnel - npunoxeHue ana cosgaHus TLS-TyHHens.

B Ha3sBaHuax anmctpmbytmeos CK3WM mncnonb3yloTcs cnepytowme ob6o3HavyeHus:
CPRO - npedukc;

CSp — KpuntonpoBanaep;

drv - 3arpyxaembin Mmoaynb sapa OC;

[d] - onuMOHaNbHO — yKa3bliBaeT Ha AOKYMeHTauuo (TecToBble NMpUMeEpLI);
i386 - nnatdopma Intel.

6.1.1. bubnunorteka libcsp

Bnbnunoteka libcsp peanusyet uenesble MyHKUUM KpunTorpaduyeckom 3awmntbl MHDO pMaLum,
paboTy C KYaMu, 4OCTYN K KJOYEBbIM HOCUTENSM.

6.1.2. bubnunoteka libcspr
BnbnmnoTteka libcspr obecneuymBaetr yAaNEHHbIN AocTyn K KpuntonpoBanaepy,
(YHKLUMNOHMPYIOLWEMY KaK OTAeNbHbIN CepBuC.

6.1.3. ApanBepHasn 6ubnmuoteka drvcsp

Bubnunoteka drvcsp, ucnonblyemas B KadeCTBE AMHAMMYECKM 3arpy>Xaemoro moaynsa sgpa
OC, ©peanusyer wueneBble @GYyHKUMM KpunTorpadmyeckon 3awmtbl  uMHPOpMaummnm  (Kpome
¢dopmmpoBaHua M) u paboTy C KaOYaMM.

6.1.4. Mogynu ceteBon ayTeHTudumnkaumm Kpuntollpo TLS

Moaynb libssp obecneuvBaeT peanusauuto NpoTokosa ceteson ayTeHTudumkauumm Kpuntollpo
TLS. O6uwee onucaHuMe npoToKosa npuBeneHo B AOKyMeHTe <«XKTSAW.00088-01 91 01. Kpwuntollpo
CSP. PykoBoACTBO aaAMUHUCTpaTopa 6e3onacHocTM. Obwas yacTb».

Mpotokon TLS (RFC 2246) ucnonb3yeTcs ANsS 3aWuUTbl COEAMHEHUA B KJIMEHT -CepBepHbIX
TEXHOOrnAX.

MporpamMmMHoe ob6ecneyeHne «Kpuntollpo TLS» saBndercs peanusauymeir npotokona TLS wu
ucnonb3lyet kpuntorpadumdeckme  @yHkumm  Kpuntollpo CSP ans obecneyeHus npouecca
ayTeHTudukaumm n wndpoBaHns Tpaduka Mexay KJIMEHTOM U CepBEpOM.

6.1.5. Moaynb cpverify
Mogynbe cpverify npegHasHadeH ANs KOHTPONS LESIOCTHOCTM npu ycTaHoBke CK3U wu
dyHkumoHmposaHun MO CK3U Kpuntolpo CSP Ha M3BM nonb3oBaTtens.

6.1.6. Mogynb wipefile

Moaynbe wipefile ncnonbsyetrcs ana ypanenus dainoB BMeCcTe C COAEPXMMbIM MPU LUTATHbIX
M HewTaTHbIX (CBONMPOBAHME) CUTYyaLUaX.
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6.1.7. Moaynb cryptcp

Moaynb npegHasHayeH gns paboTbl C cepTuduKaTamm C MCMNOSb30BaHMEM WMHMPACTPYKTYpbl
OTKpPbITbIX  KAo4yen, wudpoBaHus/pacundpoBaHns coobleHuin, cogepxawmxca B dannax,
CO34aHUA/NpoBEPKN 3NEKTPOHHbLIX NOoAMMCEN M X3LWMpPOBaHMUS cooblleHnn, copepXawuxcs B danne
unun rpynne ¢annos.

6.1.8. Moaynb certmgr

Moaynb MOXeT yCTaHaBnMBaTb, YyAanaTb, pacKoAMpOBaTb, 3KCMOPTUPOBAaTb M OTo6paxaTb
ceptudmkaTbl uanm CRL n3 ¢$ainoBoro XxpaHuauwa Wam Ka4YeBOro KOHTEMHepa.

6.1.9. Moaynb stunnel

Moaynb anga cosgaHusa TLS-TyHHend, rnpeAHa3sHauyeHHoro An4 co3jaHusa TLS 3awuuieHHoro
CoeaMHeHUs MexAay KNMEHTOM u siokanbHbiM (linetd-3anyckaemMbiM) mnan yganeHHbIM cepBepoM.

6.2. Moaynu noacuctemMsl nporpamMmmHon COK

6.2.1. Moaynsb libcapi20
Mogaynb libcapi20 ncnonbsyercs ans ynpaBneHus cepTudumkaTamMm OTKPbITbIX K/KOYEN, a Takxke
ana obecneyeHus BbINOJIHEHUS KpunTorpaduyeckmx 3anpocoB Ha ypoBHe uHTepderica CryptoAPI v.
2.0. NHTepdeinc moayns capilite asenseTcs noamMHoxecTBoM nHTepderica CryptoAPI v. 2.0.
6.2.2. bubnmnoteka librdrrdr
Bubnunoteka librdrrdr obecneumBaeT yHU@UUUMPOBAHHBIN WMHTepdenc A[0CTyna K K4YeBbIM
HOCUTENSAM BHE 3aBMCUMOCTM OT UX TuNa.
6.2.3. Mogynu pocTyna K KOHKPETHbLIM TUMNaM KJIIOYEBLIX HOCUTENEN U CUYUTbIBATENEN:
o librdrfat12 K AMCKoBOAY W auckeTe 3.5" n pa3sgeny X ecTkoro amcka;
e librdrpcsc K cunTbiBaTENsaM cMapTkapT n eToken, nogaepxueatowmnm nuteppeinc PC/SC;
e librdremv K Knto4yeBbiM HocuTenam EMV n Gemalto.
6.2.4. bubnunoteka librdrsup
Bubnunoteka librdrsup obecneumBaeT peanmsaumio 06wWKx YHKUMIA AOCTyna K pasM4YHbIM
YCTPOMCTBAM XpaHEHUS KJIKOYEBbLIX HOCUTENEN.
6.2.5. Mogynu paTyMKOB CJly4alHbIX YUCes
Bubnunoteka librdrrndm obecneumBatoT nogaepxky pabotbl ¢ dpusmveckmm OCH nporpaMMHoO-
annapaTHoOro Komniekca 3awutbl ot HCA.
6.2.6. bubnunorteka libasnldata noagaep>xkmn npotokona ASN1

Bubnunoteka libasnldata coaepxut yHKUMM Npeobpa3oBaHUs CTPYKTYpP AaHHbIX B MALUMHHO -
He3aBUCUMOe npeacTaBfieHune.
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7. BcmpaumeaHvne CK3W B npuknagHoe 10O

Mpu BcTpauBaHum CK3U «Kpuntolpo CSP» v 4.0 B npuknagHoe nporpaMMHoe obecneyeHue
OO/DKHbI BbINONHATBCSA TpeboBaHusa pasgena 17 pokymeHTa <«XTSM.00088-01 91 01. Kpuntollpo
CSP. PykoBoacTBO agMuMHucTpaTopa 6e3onacHocTu. Obwas vyactb» n gokyMmeHTa «XTAN.00088-01 96
01 PykoBoACTBO nMporpaMMucTa».

-16 -



XTAN.00088-01 91 03. CK3WN KpunTtollpo CSP. PykoBoACTBO aAMMHUCT paTopa 6€30nacHoCTH.
Mcnonb3oBaHne CK3M noa ynpasneHmeMm OC Linux

8. TpeboBaHus MO OpraHU3aUMOHHO-TEXHUYECKMM W aAMUHUCTPATMBHbLIM MepaM
obecneyenns akcryataumm CK3U

JOMmKHbI BbIMONHATECS TpeboBaHUS MO OpPraHM3aLMOHHO-TEXHUYECKUM U a4MWHUCTPATUBHbLIM
MepaMm obecneveHus 6esonacHocTm akcnayatauunm CK3UW B obbeme paspgenos 15 u 16 pgokymeHTa
«XTSAMN.00088-01 91 01. Kpuntollpo CSP. PykoBoacTBo agMuHucTpaTopa 6e3omacHocTu. Ob6was
4acTb».

8.1. O6wume Mepbl 3awuTbl oT HCA MO c yctaHoBneHHbIMM CK3U ana OC Linux

Moa ynpasneHneM UNIX-nonobHbix onepaumoHHbiX cuctem CK3U «Kpuntollpo CSP» moxeTt
MCNONb30BaTbCHA C NMpOrpamMMHbIM obecneveHnem:

- Trusted TLS (Digt).

Mpn wucnonbsoBavun CK3W nop ynpasneHnem OC Linux HeobxoauMMo npeanpuHATb
OOMNOSHUTENbHbIE ~ Mepbl  OPraHM3auMOHHONO0 M TEXHWYECKOro  XapakTepa W BbINOJIHUTb
OOMOSHUTENbHbIE HACTPOMKM OnepauMoHHOM cucTembl. [py 3TOM [o/mKHA pelwaTbCcs 3adadva Kak
obecnevyeHns [ONOAHMUTENBHON 3awuTbl cepBepa n OC ot HC, Tak n obecnedeHus 6ecnepeboiHoro
pexxuma paboTbl U UCKIOYEHUS <«OTKasa B O6CAYXMBaHMM», BbI3BAHHOIO BHYTPEHHWUMW MPUYMHAMU
(HanpuMmep - nepenonHeHneM annoBbIX CUCTEM).

K opraHm3auMoHHO-TEXHUYECKUM MepaM OTHOCATCS:

— obecnevyeHne dusmnyeckon 6esonacHocTu MNIBM (cepsepa);

— YCTaHOBKa NpOrpaMMHbIX 06HOBNEHUN;

— opraHmsaumst nNpoueaypbl pe3epBHOro KOMMPOBAHUS N XpaHEHUS pe3epBHbIX KOMUA.
— [JononHutenbHble HacTporkmn OC Linux KacakwTcs cneaytowero:

— OrpaHuyeHne AoCTyrna nosb3oBaTenel M HaCTPOMKKU MOJSIb30BaTENbCKOr0 OKPYXEHUS;
— OrpaHu4yeHne ceTeBbIX COeaMHEHUN;

— OrpaHUYyeHns Npu MOHTUPOBaHUKN HANIOBLIX CUCTEM;

— OrpaHMYyeHnst Ha 3anycK NpoLeccos;

— KOHTpOSb 3arpy3km OC M KOHTPONb LENOCTHOCTU CUCTEMHOMO M MPUKNAAHOIO NMPOrpaMMHOI0
obecneyeHns pomxkeH obecneymBaTbCs MNPM MOMOLWLKM MPOrpaMMHO-annapaTHOrO KOMMAeKca 3aliuThbl
otr HCO (cM. cooTBeTCTBYWOWMA pasgen B pokymeHte "KTHAW.00088-01 91 01. Kpuntollpo CSP.
PykoBoacTBO aaMUHUCTpaTopa 6e3onacHocTu. Obwas yacTb."), YTO O3Ha4vaeT:

1. obecneueHune KOHTpONSA A[O0CTyna npu MNoMOWM uaeHTUdukauum nonb3oBatena cC
ncnonb3oBaHMeM cucTtembl Touch Memory;

2. BbINOJIHEHME 3arpy3ku ¢ MGUKCUPOBAHHOIMO HOCUTENS MOCJIE €ro KOHTPOJIS;

3. obecneyeHne KoHTpons uenoctHoctm OC UM MpUKAAAHOrO  NPOrpaMMHOro
obecnedeHnsa A0 3arpy3Kum Ha 3arpy304yHOM AUCKE U APYTMX NOAKKYEHHbIX AUCKaX.

— B CJly4ae OTCYTCTBMS MNOMOWMWM NpOrpaMMHo-annapaTtHoOro Komniekca 3awutel oT HCA
KOHTPOJ/1Ib LENTOCTHOCTU NpoBOANTCA C NMOMOLLBIO YTUJTUTDI cpverify.

— JOMONIHUTENbHbIE HAacTpohku aapa OC;

— HacTpoWiKa CeTeBbIX CEPBUCOB;

— OrpaHuyeHne Konu4yecTea "BMAMMOM M3BHE" MHpOpMauunm o cucTeme;
— HacTpoiKka NoACUCTEMbl MPOTOKO/IMPOBAHUA M ayauTa.

8.1.1. OpraHu3auMoHHO-TEXHUYECKNE MepbI

1. C uenbld MUCKAYEHUS BO3MOXHOCTK 3arpy3kum OC, OT/IMYHOM OT yCTaHoBNeHHoW Ha HDD
M>BM, TM2BM un ycTpoWcTBa 3arpy3kuM [O/KHbI 6bmb onedaTaHbl. JomkeH 6bmb obecneveH
HEO6XOAUMbBI KOHTPOJIb LLeSIOCTHOCTU nevaTe.

2. ObecneveHne dusnyeckor 6esonacHOCTU cepBepa

CnegoyeT WCKIOUYMTb BO3MOXHOCTb [JOCTyMna HeaBTOPM30BAHHOIO MepcoHana K KOHCOo/W,
CUCTEME MUTAHWUS U JOMNOJIHUTESbHBLIM YCTPOMUCTBAM, MOAK/IIOUEHHbIM K 3alLULLAEMOMY CEPBEPY MYTEM
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yCTaHOBKM 0b6opyaoBaHUS B cheuunanbHO BbiaeneHHoe W 3anvpaeMoe nomeuleHuve (annapaTHyr wuau
CepBEpPHY0 KOMHATY).

Ans  wcknoveHnss c6oeB  KOMMbIOTEPA, BbBBAHHbLIX  OTK/IIOYEHMEM  3IEKTPOMUTAHMUS,
HeobxoAMMO obecrneynTb 3/EeKTpoNUTaHWe cepBepa OT WCToYHMKA 6ecnepeboHOro nuTaHus
[OCTAaTOYHOW MOLHOCTU. Kak MWHMMYM, MOLLHOCTM 6aTapeit MCTouHuKa 6ecnepeborHOro nUTaHuA
[IO/DKHO XBaTaTb Ha BpeMs [AOCTATOYHOE AN KOPPEKTHOro aBTOMAaTMYECKOro 3aBeplueHus paboThbl
cepsepa.

3. OpraHusauusa npoueaypbl PE3EPBHOM0 KOMMPOBAHUS U XpaHEHWUSI PE3EpPBHbLIX KOMUIA.

Mpu onpegeneHnnM pernameHTa pes3epBHOro KOMUMPOBAHWUSA W XPaHEHUS pe3epBHbIX KOMuin
cnepyet obecneunTb OTBETCTBEHHOE XpaHeHue pe3epBHbIX KOMUWA B 3anupaeMbix cendax (wkadax) wm
onpeaenuTb npoueaypy Bbidadu pe3epBHbIX KOMW OTBETCTBEHHOMY MNEpPCOHany W YHUYTOXEHUS
Bblleawmnx mn3 ynotpebneHnsa Hocutenen (NeHT, O4HOKPATHO 3anucbiBaeMbiX AWUCKOB M Mp.).

CraHaapTHbIMM MepaMu Mo opraHM3auunm OTBETCTBEHHOIMO XpaHeHWs HOCUTEsNEN SIBNSAIOTCS:
— MapKMpOBKa HoCuTenem;

— COCTaBJ/IeHME OMUCU XPaHUMbIX HOCUTENEeN C YyKasaHueM cepuiHbiX (MHBEHTapHbIX)
HOMepoB, JAaT 3anucu HocuTenen, damMunanen CoTpyaHMKA, CO34aBLUEr0 KOMUKO Ans
Kaxnaoro wkada(cenda);

— nepuoauyeckas cBepka onmcu n cogepxmmoro cendos (wkados);
— OpraHusauus OTBETCTBEHHOIO XpaHeHWs M Bbigadun Kiwden oT cendos (wkados);
— BO3MOXHoOe one4aTbiBaHMe (onnombupoBaHue) cendos(wkados).

— YHWUYTOXEeHue Bblleglwmnx us yr|0Tpe6neHV|;| HOCUTENen JAO0SHKHO npon3BoAnNTbCA
KOMUCCUHEN C COCTaB/ieHMeM akTa ob YHUYTOXEHUNN.

4. B cucteMe perncTpupyeTcs oAvH Monb3oBaTesnb, obnagawolwmini npaBaMm agMMUHUCTpaToOpa,
HOCSALWWMA nMa root, Ha KOTOPOro Bo3naraercs 06s83aHHOCTb KOHpuUrypmuposaTb OC Linux, HacTpamBaTb
6e3onacHocTb OC Linux, a Takxe kKoHdurypmposaTb [M9BM, Ha koTopyto yctaHoBneHa OC Linux.

5.0na nonb3oBaTens root BblbupaeTcss  HaAeXHbI MNaponb Bxoda B CUCTeMY,
yOOBNETBOPSAWMA cneaylowmMm TpeboBaHMsAM: AfIMHA Naposis He MeHee 8 CMMBOJIOB, Cpeau
CUMBOJIOB Naposis AOJ/KHbl BCTpeYaTbCs 3arfiaBHble CUMBOJIbl, MPOMUCHbLIE CUMBOJbI, UUDPbLI ©
cneunanbHble CUMBOJIbl, CPOK CMEHbI Maposis He pexe 0AHOro pasa B Mecsau, AOCTyn K Maposto
nomkeH 6bmb obecneyeH TONMbKO aAMUHUCTPATOPY.

6. MNonb3oBaTtento root AOCTYMHblI HACTpPOMKKM BCex nonb3oBatenenm OC Linux, KOTopble OH
MoXeT npocMaTpuBaTh, pefakTupoBaThb, yAansaTh, co3aaBaTb. Bcem nosb3oBaTensam,
3apermctpmposaHHbiM B OC Linux, nonb3oBaTenb root B COOTBETCTBUM C NOMAUTUKOM 6e3onacHoCTH,
MPUHATON B OpraHmMsauuM, gaeT MMHMManbHO BO3MOXHbIE AN HOpMasbHOM paboTbl npasa. Kaxabin
nonb3oBatenb OC Linux, He gBndloWwKMiCca nonb3oBateneMm root, MoXeT npocMaTpuBaTb MU
pefakTUpoBaTb TONIbKO CBOM YCTAHOBKM B paMKax npasB AOCTyMa, Ha3HaA4YeHHbIX eMy Mnosib30BaTenem
root.

7. Bcex nonb3oBaTtenenn [1DBM, KoOTOpble He MNOMb3YKOTCS AaHHOW CUCTEMOW, WU BCexX
CTaHAapTHbIX MNofnb3oBaTtesien, KoTopble co3patTca B OC Linux BO BpeMs YCTaHOBKM (Takux, Kak

" "

sys", "uucp”, "nuucp", u "listen"), KpoMe nonb3oBaTens root, cneayeT yaanuTtb.

8. B OC Linux cywecTBYT MuWCnosHseMble ddanabl, KOTOpble 3anyckalTcs C npaBamu
none3oBatens root. 3Tm dannbl uMeroT ycTaHoBneHHbi dnar SUID. [Monb3oBaTenb root AosmkeH
onpegenutb, KakuMM M3 3Tux ¢(annoB B paMKax ONpeaeneHHoM B OpraHusauun MoJAUTUKMU
6e3onacHoCTM He TpebyeTcs 3amyck C agMUMHUCTPATMBHBLIMKM MOJIHOMOYMSAMUM, M C MNomoublo cbpoca
¢dnara SUID gomkeH CBeCTUM KOMMYECTBO Takmx anfoB K MUHUMYMY. 3anyCK ocTaBlmxcs ¢dhannos C
yCTaHoBJIeHHbIM dnaroMm SUID AO/MKEH KOHTPOMPOBAaTbLCA Mosb3oBaTeneM root.

9. Mpun wncnonbzoBaHmn CK3WN «Kpuntollpo CSP» Ha M2BM, nogkntoyeHHbIX K 06WenoCTynHbIM
CeTaAM CBSI3M, [O/MKHbl ObITb MNPeAnpuHSATbI AOMNOSHUTENbHbIE MEpbl, MCKJYalowme BO3MOXHOCTb
HECAaHKLMOHNUPOBAHHOIO A0CTYyMa K CUCTEMHbIM pecypcaM MCMoSib3yeMbIX ONepaLMoOHHbIX CUCTEM, K
nporpaMMHOMy obecneyeHunto, B OKPYXeHUM KOTOporo GyHKUMOHMpYOT CK3UM, Mm K KOMMOHEHTaM
CK3W co cTOpOHbI yKa3aHHbIX CEeTeMn.

10. Mpaso poctyna Kk pabouymMm mMecTtaMm C ycTaHoBneHHbM [0 CK3U «Kpuntollpo CSP»
npefocTaBNsaeTCa TONbKO NuMuaM, O3HAKOMJIEHHbIM C NpaBulaMuW MOJIb30BAHUA WU U3YUYUBLLUM
3KCNAyaTauMoOHHYO AOKYMEHTALWIO Ha nporpaMMmHoe obecneyeHune, nmerulee B cBoeM cocTtase CK3U
«Kpuntollpo CSP».

-18 -



XTAN.00088-01 91 03. CK3WN KpunTtollpo CSP. PykoBoACTBO aAMMHUCT paTopa 6€30nacHoCTH.
Mcnonb3oBaHne CK3M noa ynpasneHmeMm OC Linux

11. Ha TexHuyeckux cpeacTBax, ocHaweHHblXx CK3W, [O0/MKHO MCNoAb30BaTbCA TOJIbKO
NIMLUEH3MOHHOE MnporpaMMHoe obecnevyeHne GUpM-nNponsBoaNTENEN.

12. B BIOS onpepensiTcs yCTaHOBKU, UCKJOYAKOWME BO3MOXHOCTbL 3arpy3ku onepaunoHHOM
CUCTEeMbl, OT/IMYHOM OT YyCTaHOBieHHOMW Ha HDD: oTka4aeTcss BO3MOXHOCTb 3arpysku C rmbkoro
avcka, npusoga CD-ROM u npouyne HecTaHAapTHble BMAbI 3arpy3ku OC, BKOYas CETEBYH 3arpysKy.
He npumeHsatoTcsa MN2BM ¢ BIOS, uckao4alowmMM BO3MOXHOCTb OTK/IlOUEHUs ceTeBom 3arpy3ku OC.

13. CpeacTtBamm BIOS ponkHa 6bTb MCKJIIOYEHA BO3MOXHOCTb OTKJIIOUEHUS MOJSIb30BATENSAMMU
ISA-ycTponictB n PCI-ycTpoihcTB. ONn8 WCKAOYEeHUS 3TOW BO3MOXHOCTM Bxog B BIOS 2BM posmkeH
6bTb 3awuwieH naponeMm, K KOTOPOMY nMpeabsBAATCA Te Xe TpeboBaHMs, 4TO M K Naposio
nonb3oBaTens root. Maponb ans Bxoaa B BIOS pomkeH 6bmb M3BECTEH TOJIbKO MOJSib30BaTeNto root u
6bMb OTANMYHBIM OT Napons nosnb3oBatens root ans exoga B OC Linux.

14. [Oo 3arpy3km OC pgomxeH 6bTb peanM3oBaH KOHTPOJIb LENOCTHOCTM (paifioB, KPUTUYHbIX
ang 3arpyskm OC n nporpamMmmbl CPVERIFY.

15. Mpun 3arpyske OC pomkeH 6bMb peannsoBaH KOHTPOSb LENOCTHOCTM MpOrpamMmMHOro
obecneveHuns, Bxoaswero B coctaB CK3UN «Kpuntolpo CSP», camoin OC mn BCexX WUCMNOJNHAEMbIX
dannos, dyHKUMOHMPYOWMX coBMecTHO ¢ CK3WN ¢ ncnonb3osaHmem nporpamMmmol CPVERIFY.

16. CpeactBamm BIOS ponkHa 6bTb MCKAOYEHA BO3MOXHOCTb paboTbl Ha 3BM, ecnm BO
BpeMsi ero HayaslbHOM 3arpy3Kum He NpoXoAaT BCTpOeHHble TecTbl DBM (POST).

17. Ha TM2BM ycTaHaBnueaeTtcsa Tonbko oaHa OC. Ha lM2BM He ycTaHaBnmMBarwTCs CpeacTs
pa3paboTkn u otnagku [O. Ecnm cpenctBa OTNaAKM MNPUNOXEHUA HYXHbl AN TEXHOI0rMYeCKnx
rnoTpebHoCcTEN  opraHm3auum, TO MX  WUCMONb30BaHME  AO/MKHO  O6bMb  CaHKLMWOHMPOBAHO
aAMUHUCTpaAToOpoM 6e3onacHocTu. B nwbom cnydyae 3anpellaeTrcs MCMoAb30BaTb 3TW CpeacTBa Ans
MpoCMOTPa W pefakTUpoBaHWS Koda M MaMAaATU MpunoXeHun, ucnonbdykowmnx CK3WN «Kpuntollpo
CSP». CnepyeT u3beraTb nonagaHus B CUCTEMY MporpamMmm, No3BOsOWMX, Nonb3ysicb owmbkamm OC,
nony4yaTtb npusunernn root.

18. JomkHO 6bmb  orpaHmyeHo (C  y4eToM BbOpaHHOM B  OpraHuMsauuMm  NOJIUTUKMU
6e3o0nacHOCTU) UCNOMb30BaHWe Mosb30BaTeNsAMM KOMaHA4 cron u at — 3anycka KOMaHA B yKasaHHoe
Bpems.

19. JomkHO 6bTb peann3oBaHo dM3MYEeCKOe 3aTupaHuMe COoAepXMMOro ypansemblx (annos C
ncnonb3osaHmem nporpammbl Wipefile ns cocrtasa CK3U.

20. JonmxHbl ObITb OTKJ/IHOUYEHbI BCE HENCNOJ/Ib3YyEMbIE CeTEBbIE NMPOTOKOJIbI.

21. B cnyuyae noakntdeHms [OBM ¢ ycTaHoBrieHHbiM CK3M k o06WwenoCcTynHbIM CeTSAM
nepegaym AaHHbIX OO/MKHO 6bIMb OTKJ/OYEHO Mcnosib3oBaHue JavaScript, VBScript, ActiveX n apyrux
MpOrpaMMHbIX OO6BEKTOB, 3arpyXxaemblX W3 CeTW, B MNpuKAagHbIX MporpamMMmax 6e3 npoBeneHus
OOMOJIHUTENbHbLIX TeMAaTUYECKUX UCCeA0BaHUMN.

22. JomkHbl  6bTb  MPUHATBI  MEpbl MO  UCKKYEHUIO HEeCaHKUMOHMPOBAHHOIMO AoCTyna
MOCTOPOHHUX UL, B MOMELLEHUS, B KOTOPbIX YCTaHOBeHbl TexHndeckmne cpeactesa CK3U «Kpuntollpo
CSP», no poay CBOeN [eATeNIbHOCTW He SBASAWMXCS MepcoHanoM, AonyuweHHbiM K paboTe B
YKa3aHHbIX MOMELLEeHUSsIX.

23. JomkHO 6bMb 3anpeweHo ocTaBnATb 6e3 KOHTPOnsS BbMUCIUTENbHbIE CpeacTBa, Ha
KoTopbix 3akcnnyaTtupyetcs CK3U «Kpuntollpo CSP» nocne BBoAa KAw4deBon wHbopmauuun. [pu
yxoAe nonb3oBaTtens ¢ pabodero MecTa AO/MKHO MCNOMb30BATbCS aBTOMaTUYeckoe BKJYEeHue
MaposibHOM 3acTaBKMU.

24. 13 cocTaBa CUCTEMbl AO/KHO 6bTb UCKAOYEHO 060pyAoBaHMe, KOTOPOE MOXET CO3A4aBaThb
yrposy 6esonacHoctu OC Linux. Takxe HeobxoaumMo wu3beraTb WCMOMb30BAHUA HECTaHAAPTHbIX
annapaTHbIX CPeACTB, MMEILWMNX BO3SMOXHOCTb B/IMATbL Ha dyHKUMOHWpoBaHMe M3BM unm OC Linux.

25. Mocne wvHcTannauumm OC Linux cneayeTt yCTaHOBUTb BCE pPeKOMeHAOBAaHHblE MporpaMMHble
06HOBNEHMS M NpOrpaMMHble O6HOBIEHMS, CBSI3aHHble C 6€30MacHOCTbIO, CYLWEeCTBYOLWME HA MOMEHT
VMHCTanAsumm.

26. Ha BCce aupekTopuu, cogepxawume cuctemHole darnbl OC Linux n katanorm CK3WY,
HeobxoAMMO YyCTaHOBMTbL MpaBa AoCTyna, 3anpewarwlme BCEM MNosb3oBaTensMm, kKpome Bnagenbua
(Owner), 3anuce.

27.B cBSi3u C TeM, UTO aBapwiiHbii AaMn OMNepaTUBHOM MaMsATU MOXET coAepXaTb
KpunTtorpadmMyeckn oOnacHyt WHboOpMauuilo, B MpUKIAAHLIX MporpamMMmax, wucnonb3yowmnx CK3U,
cneayeT OTK/OYWUTb BO3MOXHOCTb €ro Co3faHus C nomoubio (yHKuun setrlimit ¢ napameTpom
RLIMIT_CORE=0.
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28. B OC Linux ucnonb3yetcsa BupTyanbHas namaTb. O6nacTb BUPTyasbHOW MNaMATUM AOSIXKHA
6bTb OpraHmsoBaHa Ha otaenbHoM HDD. Mo okoH4YaHuu paboTbl CK3M coamep)xmMoe BUPTYasibHOM
naMsaTuM AO/HKHO 3aTtumpaTbCsa C ucnonb3oBaHueM cpeacts OC. B cnyyae aBapunHoro octaHosa M2BM,
npu cneaywulen 3arpyske HeobxoauMo B pexume “single user” ouynmctutb 06/51aCTb BUPTYasibHOM
namatu nporpammoit wipefile, Bxoaswen B coctas CK3M Kpuntolpo CSP. B cnyyae Bbixoga U3 CTpos
HDD, Ha KOTOpOM HaxoauTcs 06nacTb BUPTyasbHOW MaMsiTW, KpunTorpaduueckue KauUu nognexart
BbiBOAY M3 AeihcTtBusa, a HDD cuuTaeTcsa He noasexawmum peMoHTy. IToT HDD yHuuTOXaeTcsa no
npaBuiaM YHUYTOXEHUS KJTHOUYEBbIX HOCUTENEN.

8.1.2. lononHuTenbHble HacTponku OC Linux

HacTtporikm OC Linux BbINOAHATCSA NyTeM peaakTupoBaHusa (yaanenus, pobasneHus)
pPa3fIMYHbIX KOHMPUIypaLMOHHbIX W KOMaHAHbIX alinos.

Ons  coxpaHeHWss BO3MOXHOCTU <«OTKaTUTb» BHECEHHble W3MEHEeHWUS CcJleayeT COXpaHsATb
Mmoauduumnpyemble dannbl B «6eszonacHoM» MecTte (Ha BHELWHEM HOCUTeNe WUAWM Ha He MOHTUPYEMOW
aBToOMaTU4yeckun hannoBon cucteme).

OrpaHuyeHve AocTyna NoAb30BaTesen U HACTPOMKM MNOAb30BaTENbCKOr0 OKPYXEHUA
HacTpoiika nonb30BaTe/IbCKOro OKPYXEHUS 3aKi4yaeTcsa B CAeAyolmnx AeNCTBUSX:

1. B dpanne /etc/login.defs cnegyeTt ycTaHOBUTb cneaylouime ANPEKTUBDI:
PASS_MAX_DAYS=30 (napameTp 3a4aéT MakKCuMMasibHOE BpEeMs MUCMOJSIb30BaHUsS Mnapons)

PASS_MIN_DAYS=30 (napameTp 3a4aéT MUWHUMAJIbHOE KOJIMYECTBO AHEN MexXAay CMeHamu
napons)

PASS_MIN_LEN=6 (ycTaHaBnuBaeT MUHUMASIbHYIO ANMHY Maposs)

2. B danne /etc/profile yctaHoBUTb 3HaueHus umask=022 (napamMeTp 3agaeT MackKy co3aaHus
darina no-ymonyaHuio)

3. Ansa nonb3oBaTtens root yCTaHOBUTb MacKy pexuma cosganus darvnos 077 nnm 027:
umask 077 (umask 027);

4. OtpepaktupoBatb dann /etc/shells n nomecTtTb B HeEro uWMeHa TOJIBKO Ans Tex
ncnonHsemblx darinos obonoyvek, KOTOpble yCTaHOBJIEHbl B cucTeMe. Mo yMOn4aHWIO, coaepXxumoe
danna /etc/shells moxeT 6bITb TaKUM:

/bin/csh

/bin/tcsh

/bin/sh

/bin/bash

5. Ypanutb dann (ecnm oH cyuwiectByeT) /.rhosts.
6. Yoanutb cogepxumoe damnna /etc/host.equiv.

7. OTpepaktupoBaTb dann /etc/pam.conf ¢ uenbto 3anpeta rhosts-ayTeHTudukaumnm.
BbInonHAEeTCA KOMMEHTMPOBAHMEM BCEX CTPOK, CoAepXKalluMx NoAcTpoky "pam rhosts_auth.so".

8. MpoBepuTb MAeHTUdMKATOPbI MOSb30OBaTeNss W TPynnbl A7 BCeX Mosib3oBaTenen,
nepeuncneHHolx B dainne /etc/passwd. Cnegyer ybeamtbCs, 4YTO He cylwecTByeT NoJsb30OBaTenen,
uMerwmnx wunaeHtTudukatop nonb3osatenss 0 wn  wunaeHTudukatop rpynnbl 0 KpoMe, BO3MOXHO,
nonb3oBaTensa root.

9. Co3patb nepeyeHb MporpamM, KOTOpble 3anyckKawTCcs C MpaBaMn aaMUMHUCTpaTopa, M
KOHTPOJIMPOBAaTb €ro HEM3MEHHOCTb;

10. 3anpeTnTb perucTpaumio B CUCTEME MOSb30BaTeNEN, MMEKLWUX cneayrume «cnyxebHbie
nMeHa»:

daemon uucp

bin nuucp
sys listen
adm listen

Ip nobody
smtp noaccess
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[encTBue BbINOMHSAETCHA MyTeM YyKasaHusa B darine /etc/passwd cTpoku '/bin/false' B none
shell-nporpamMmbl 1 ykazaHusa cuMmBona 'x' B nosie napons.

OrpaHuvyeHns Npv MOHTMPOBaHuu annoBbiX CUCTEM

OrpaHundeHns npu MOHTUpPOBaHMM (anaoBbiX CUCTEM peanusylTcs peaakTupoBaHuem daiina
/etc/fstab:

YCTaHOBUTb onuuo nosuid npy MOHTUPOBaHUM (aiinoBoM CcUCTeMbI /var.

Mpn MHCTanNNAUUUM CUCTEMbI CrieayeT Bbidenutb ans dannosbix cuctem /, /usr, /usr/local, /var
pa3Hble pasjesibl gucka Ans npeaoTBpalleHuss MeperosiHeHUS KPUTUUHBbIX dannoBbix cuctem (/, /var)
3a CYyeT, Hanpumep, MOJb30BaTENIbCKMX JAaHHbIX W obecrnevyeHMss BO3MOXHOCTWU MOHTMPOBAHMS
halinioBoO CUCTEMBI /USF B PEXUME «TOJIbKO ASIS UTEHUS».

OrpaHu4yeHmns Ha 3anyckK npoLLeccoB

CnegyeT oOrpaHuMynMTb WUCMNONb30BaHME B CUCTEME MaHMPOBLUMKA 3ajay cron U CpeacTs
nakeTHol o06paboTkn 3adaHuin. [Ons HopManbHOro GYHKLWOHMPOBAHUS CUCTEMbI MWUHUMabHO
HEOBbX0AUMbIM SIBISETCS pas3pelleHne WCMNoNb30BaHMS MNNaHUpoBLIMKA 3adady cron U cpeacTs
nakeTHor o06paboTKK 3adaHWii TOJIbKO Mosib30BaTento root. [Ana 3Toro cneayet BbIMOMHUTL
cnepyoume KoMaHabl (OT UMEHU Cynepnonb3oBaTens):

echo root > /etc/cron.allow

echo root > /etc/at.allow

HacTpoika ceTeBbIX CEPBUCOB

HacTpoiika ceTeBbiX CEpPBUCOB 3aK/I0UAETCA B C/EAYIOLLIEM:

Cnepyet orpaHuuntb GYHKUMOHANBHOCTL AEMOHa YyMpaBieHUsS CeTeBbIMU COEANHEHUAMU
xinetd. [encteBue 3aknouvaeTcs B peaakTupoBaHum daiina /etc/xinetd.conf u dainos B KaTtanore
/etc/xinetd.d. Kak MMHMMYM, cnegyeT 3anpeTuTb crefyllime CepBuCHI:

echo systat
discard netstat
daytime tftp
chargen telnet

finger nfsd

1. Echm He nnaHuMpyeTcs  MCNoOMb30BaTb  HacTpavMBaeMbli  KOMMbOTEP B KayecTBe
MapupyTusaTopa, HeobxoaMmo B CTapToBble dannbl MOMeCTUTTb KoMmaHay /sbin/sysctl -w
net.ipv4.ip_forward = 0;

2. CnepyeTt 3anpeTtuTb NPUEM U3 BHELUHEN CeTU «lWunpokoBelaTenbHbix» (broadcast) nakeTos,
a TakXe nepegayvy OTBETOB Ha MPUHATbIE «LWMPOKOBELlATESbHbIE» MNaKeTbl;

3. 3anpeTuTb Ccynepnofab3oBaTento aoctyn no ftp, aona atoro pgobaButb «root» B dann
/etc/ftpusers;

4. 3anycTuTb npoueaypy perucTtpauum 3anycka npoueccoB (accounting) BbINOJHEHMEM
KOMaHAabl /sbin/accton;

5. Ecnn nnaHmpyeTca wucnosnb3oBaTb Ha HacTpamBaeMoM cepsepe cepBuc FTP, To cneayert
co3naTb (oTpeaakTmpoBaTb) dain /etc/ftpusers co cnMckoM nosnb3oBaTesnien, A KOTOPbIX 3anpeLleH
AOCTyn K cepBepy no npotokony FTP. ®aiin umeeT TeKCTOBLIM dopMaT M AO/HKEH coAepXaTb Mo
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OOHOMY WMeHM nosb3oBaTesid B CcTpoke. B cnmcke <<3anpe|.|.|,eHHb|x" nosib3oBaTenie, Kak MUHUMYM,
OOJIKHbI 6bITb nepe4ymncneHol cneagyrouwmne MmMeHa nosib3oBaTenein:

daemon uucp

bin nuucp
sys listen
adm listen

Ip nobody
smtp noaccess

6. Ans orpaHun4yeHunsa AOoCTyna K CUCTEMHbIM dannam ans HEMNPUBUINETNPOBAHHbIX
rnosib3oBaTesnie, U3 KOMaHAHOM CTPOKW cneayeT BbINONHUTb crefylolwme KoOMaHAabl:

chown root /etc/mail/aliases
chmod 644 /etc/mail/aliases
chmod 444 /etc/default/login
chmod 750 /etc/security
chmod 000 /usr/bin/at

chmod 500 /usr/bin/rdist
chmod 400 /usr/sbin/snoop
chmod 400 /usr/sbin/sync
chmod 400 /usr/bin/uudecode

7. Takxe cneayet o6HynuTb cnar SGID ansi HEKOTOPbLIX MUCMOJSIHSEMbIX (alinoB:

chmod g-s /bin/mail

chmod g-s /usr/bin/write
chmod g-s /bin/netstat
chmod g-s /usr/sbin/nfsstat
chmod g-s /usr/bin/ipcs
chmod g-s /sbin/arp

chmod g-s /bin/dmesg
chmod g-s /sbin/swapon
chmod g-s /usr/bin/wall

OrpaHunyeHvne KoAu4yecTBa «BMAMMOW M3BHE» MHPOPMaUWMK O CUCTEME

O6bMHO, HauyanbHyl MHOPMALUMIO O CUCTEME MOTEHUMaNbHbIA HapylwuTenb nofyyaet u3
CUCTEMHbIX MpUrnalieHnn, BbidaBaeMblx ceTeBbiMU Cryxbamum cepsepa (telnet-cepsep, ftp-cepsep u

np.).
MoaToMy, K MepaM MO OrpaHM4YeHuI0 Koau4yecTBa «BUAMMOW M3BHE» MHOpMauun 0 cucTeme
OTHOCSATCSH:

— OTKa3 OT CTaHAapTHOro «3arosioBKa», BbIBOAMMOro cepBepoMm ftp npu oTBeTe Nosib3oBaTeNto.
JocTuraetcs ykasaHuem B danne /etc/default/ftpd cnegyrowmnx aupektms: BANNER="";

- PepakTnpoBaHue darinos /etc/issue, /etc/ftp-banner n /etc/motd c uenbio pasbscHeHUs
nosib3oBaTesnsaM NpaBuia M NONUTUKKM JOCTyna K cepsepy ftp.

HacTpoiika noAcuUCTeMbl NPOTOKOAMPOBAHNA U ayauTa
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CnepyeT ynoCTOBEPUTBLCS, 4YTO TOJIbKO MOJsib30BaTeNb root MMeeT AOCTyn Ha 3anucb Ans
cneaywowmx dannos:

/var/log/authlog

/var/log/syslog

/var/log/messages

/var/log/sulog

/var/log/utmp

/var/log/utmpx

Ecnm Ha HacTpauMBaeMOM cepBepe ucnonblyetcsa web-cepsep, To cneayer ybeautbcs, 4TO
ToNbko "Bnageneu" npouecca httpd umeeT gocTyn Ha 3anucb K npoTokonam httpd

OrpaHmuuntb (C y4eToM BbIOpaHHOM B OpraHu3auuMm NOANTUKKM 6e30MacHOCTU) MCMOSIb30BaHME
nonb3oBaTenssMM KOMaHA Su M sudo - npepocTaB/eHMs MNosb30BaTeNl0  aAMUHUCTPATUBHBIX
MOSTHOMOUYMUIA.

CnenyeT NpoOTOKONMPOBaTb MOMbITKM MCMOMb30BaHMS nporpamMm su u sudo. [ns aToro, B dann
/etc/syslog.conf cneagyet ob6aBuTb 3anUCh:

auth.notice /var/log/authlog
unu
auth.notice /var/log/authlog, @loghost.

Bropass cTpoka aHanormyHa MepBOW, HO YKa3blBae€T, 4YTO TMPOTOKO/S AOMNOJIHUTESIbHO
nepegaeTcs Ha cepBep cbopa NPOTOKOJIOB.

Cnepyet obecneuuntb NMPOTOKOMNPOBAHNE HEYCNELHbIX MOMnbITOK pernctpaunn B CUCTEME B
NloKanbHOM npoTokone. N4 3Toro, cfiefyeT BbINOJIHUTE clefyolwme KoMaHabl:

touch /var/admy/loginlog

chown root /var/adm/loginlog
chgrp root /var/adm/loginlog
chmod 644 /var/admy/loginlog

Ons npoTOKONMPOBAHUA CETEBbIX COEAMHEHWIA, KOHTPONMpyeMbIXx AeMOHOM Xinetd (Bkntouas
paTty/spema coeauHeHus, IP-agpec knuveHTa, YCTaHOBMBLUErO COEAMHEHME W UMMS CepBuUCa,
obcnyxuBatowero coeanHeHune), B dann /etc/syslog.conf cneagyet nobaBuTb 3anuce:

daemon.notice /var/log/syslog

8.2. TpeboBaHMs N0 pa3MeLleHUD TEXHUYECKUX CPeAcCTB C yCTaHoBAeHHbiM CK3U
Mpn pasMelleHNn TEXHUYECKUX CPeacTB C yCTaHOBMeHHbIM CK3U:

JOMmKHbl 6bMb NPUHATHI Mepbl MO 3aliMTe HeCaHKUMOHMPOBAHHOIO AOCTyna B MOMELLeHusl, B
KOTOPbIX pa3MelleHbl TeXHMYeCcKMe cpeacTBa C ycTaHoBaeHHbiM CK3M, MOCTOPOHHUX Nuul, MO poay
CBOEl OeATEeNIbHOCTU He ABASKLWMXCS NepCOoHasioM, AONyLWeEeHHbIM K paboTe B 3TMX nomelweHusx. B
c/yyae HeobxogMMOCTWU MNPUCYTCTBUS MOCTOPOHHUX JINL, B YKasaHHbIX MOMELEHUSIX J0o/KeH 6bImb
obecrneyeH KOHTPO/Sib 3@ MX AENCTBUAMU M obecneyeHa HEBO3MOXXHOCTb HEraTUBHbLIX AEWCTBUA C UX
CTOpoHbl Ha CK3W, TexHuueckume cpeacTBa, Ha KOTOpPbIX 3kcnnyaTupyetcs CK3U u 3awuwaemyto
MHpopMaLuio.

BHYTpeHHSS  nnaHMpoBKa, PpacnojioXXeHWe U YKOMMJIEKTOBAHHOCTb paboumx MecT B

noMeLleHnsIX OO/KHbl obecneuymBaTb uMcnosHUTENsIM  paboT, COXpaHHOCTb [OOBEPEHHbIX WM
KOHMUAEHUMANbHBIX AOKYMEHTOB W CBEAEHWUN, BKJIOYAs KJKO4YeBY MHMOpMaLuio.

B cnyyae nnaHupoBaHus pa3smeweHna CK3UW B nomeweHuax, rae NpUCYTCTBYET pedeBad,
aKycTuyeckas n BM3yasibHas nHdopmaums, cogepxauwas cBeneHus, cocTasnsowme
rocyaapCTBEHHYHO TaWHy, u (MAKW) YyCTaHOB/EHbl TEeXHMYecKuMe cpeacTtBa M CUCTeMbl MNpueMma,
nepegayn, o06paboTkM, XpaHeHMss n OTobpaxeHus MHPOpMauuKM, CcoaepXaleNn CBeAeHus,
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COCTaB/iAOWME FOCYAAPCTBEHHY TalHy, TEXHMUYECKWe cpeAcTBa MHOCTPAHHONO MPOM3BOACTBA, Ha
KOTOPbIX (PYHKUMOHUPYIOT nporpaMMHble Moaynn CK3W, pomkHbl 6bTb MOABEPrHYThbl ChelnasnbHoOM
NpoBepKe MO BbIAB/IEHNIO YCTPONCTB, NpeAHasHaUYeHHbIX A/ HEMTACHOro MoslyyYeHus MHdopMaumum».
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9. TpeboBaHusa Mo KpunTorpaduyeckon 3salumre

JOoKHbI BbINOAHATLCS Tpe6OBaHVIF|:
1. icnonb3oBaHue TOJIbKO JIMLLEH3MOHHOIO0 CUCTEMHOIO nporpaMMHoro obecneyeHus.

2. Pazgen 16 pgokyMmeHTa XTSHAM.00088-01 91 O01. <«PykoBoACTBO aAMMHUCTpaToOpa
6e3onacHocTn. Obwas 4YacTb».

3. Mepen Havanom paboTbl pommkeH 6bMb NpoBeAeH KOHTPOSb LEeNoCTHOCTU. KoHTponem
LENOCTHOCTU A0/MKHbI 6bTb OXBadeHbl dannbl, yKasaHHble B M. 15.

4. HacTpolika onepaunoHHon cuctembl ana pabotel ¢ CK3M no n. 8.1.2.

5. Npn umHcTannauum CK3U pomxHbl 6bmb obecrnedyeHbl opraHM3aunMOHHO-TEXHUYECKME Mepbl
Mo UCKJ/IIOYEHUIO noagMeHbl ANCTpubyTuea n BHeceHus nameHeHmn B CK3W nocne yctaHoBKMW.

6. icknioueHme u3 nporpaMMHoro obecnedyenus [MOBM ¢ ycTaHoBneHHbM CK3W cpeacTs
OoTNaaKu.

7. Maponb, wucCnonb3yeMbin Ans ayTeHTudukKauum nosib3oBaTenein, AO/MKEH coaepXaTb He
MeHee 6 cumBONOB andaBuTa MOWHOCTU He MeHee 10. lNepnoaMYHOCTb CMEHbl MAposiss — He pexe
o4HOro pasa B 3 Mecsua.

8. NepnoaAnNYHOCTb TECTOBOMO KOHTPONSA Kpuntorpaduiyeckmnx GyHKuui - 10 MUHYT.
9. BExxecyTouHas nepesarpyska M2BM.

10. NepmogmyHoCTb ocCTaHoBa [19BM ¢ oba3aTenbHONW MNPOBEPKOM CUCTEMbI OX/1aX AeHUs
rnpoueccopHoro 6noka MN3BM - 1 mecsauy.

11. 3anpewaetcs wucnonb3oBaTb pexum npocton 3ameHbl (ECB) TOCT 28147-89 pns
wndpoBaHua MHMOpMaLUM, KpoMe KIHOYEBOMN.

12. Npn dyHKUMOHUpoBaHMn CK3W  gonkHbl BbINOMHATLCS TpeboBaHMA 3KcnayaTauWOHHOM
AoKyMeHTaumn Ha MAK 3awmtel ot HCA.

13. JomkHo 6bMb 3anpeweHo ucnosnb3oBaHne CK3W ana 3awmtbl TenedOHHbIX NeperosopoB
6e3 npuHATUA B CMCTEME Mep Mo 3awmute oT MHDOPMATUBHOCTM NOOOYUYHBIX KaHanoB, crneundnyeckux
rnpu nepegaye peymu.

14. JomkHa 6bmb 3anpeweHa pabota CK3UM npu BkAKYeHHbIX B [29BM wTaTHbIX CpeacTBax
BbiXx04a B paauvoKaHan.

15. KoHTponeM uenocTHOCTU AOMKHbI 6bTb OXBayeHbl dalinbl:
Linux (x86)

/opt/cprocsp/bin/ia32/curl
/opt/cprocsp/lib/1ia32/libcpcurl.so.4.2.0
/opt/cprocsp/lib/ia32/libcpcurl.a
/opt/cprocsp/lib/ia32/libcpedrv_emul.a
/opt/cprocsp/bin/ia32/cp-genpsk.sh
/opt/cprocsp/bin/ia32/genpsk
/opt/cprocsp/lib/ia32/1libike gost.so.4.
/opt/cprocsp/lib/ia32/libesp gost.so.4.
/opt/cprocsp/lib/ia32/librdremv.so.4.0.
/opt/cprocsp/lib/ia32/librdrrndmbio gui.so.4.0.4
/opt/cprocsp/lib/ia32/1libxcpui.so.4.0.4
/opt/cprocsp/lib/ia32/librdrrndmbio gui fgtk.so.4.0.4
/opt/cprocsp/lib/ia32/1libfgcpui.so.4.0.4
/opt/cprocsp/sbin/ia32/xcpui_app
/opt/cprocsp/sbin/ia32/fgtk rndm app
/opt/cprocsp/bin/ia32/1list pcsc
/opt/cprocsp/lib/i1ia32/librdrpcsc.so0.4.0.4
/opt/cprocsp/lib/i1ia32/1librdrric.so0.4.0.4
/opt/cprocsp/sbin/ia32/ccid reg.sh
/opt/cprocsp/lib/ia32/librdrrtsupcp.so.4.0.4
/opt/cprocsp/lib/ia32/librdrrtsupcpfkc.so
/opt/cprocsp/lib/ia32/1librdruec.so0.4.0.4
/opt/cprocsp/lib/ia32/libcpcvcert.so.4.0.4

.4
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/opt/cprocsp/lib/ia32/1librsaenh.so0.4.0.4
/opt/cprocsp/sbin/ia32/stunnel thread
/opt/cprocsp/sbin/ia32/stunnel fork
/opt/cprocsp/sbin/ia32/stunnel hsm
/opt/cprocsp/sbin/ia32/channel k2.sh
/opt/cprocsp/bin/ia32/cryptcp
/opt/cprocsp/bin/ia32/certmgr
/opt/cprocsp/bin/ia32/inittst
/opt/cprocsp/bin/ia32/csptestf
/opt/cprocsp/bin/ia32/der2xer
/opt/cprocsp/lib/ia32/1libcapi20.s0.4.0.4
/opt/cprocsp/lib/ia32/libcpext.so0.4.0.4
/opt/cprocsp/lib/ia32/1libpkixcmp.so.4.0.4
/opt/cprocsp/lib/ia32/libasnldata.so0.4.0.4
/opt/cprocsp/lib/ia32/1libsspdrv.a
/opt/cprocsp/lib/i1a32/1ibssp.so0.4.0.4
/opt/cprocsp/lib/ia32/libpkivalidator.so.4.0.4
/opt/cprocsp/lib/ia32/1ibcplib.so0.4.0.4

/opt/cprocsp/lib/ia32/1libcpasnl.so.4.0.4
/opt/cprocsp/lib/ia32/1libocsp.s0.4.0.4
/opt/cprocsp/lib/ia32/1libenroll.so.4.0.4

/opt/cprocsp/lib/ia32/1libtsp.so0.4.0.4
/opt/cprocsp/lib/ia32/1libtspcli.so.4.0.4
/opt/cprocsp/lib/ia32/liburlretrieve.so.4.0.4
/opt/cprocsp/lib/ia32/1libcspr.so.4.0.4
/opt/cprocsp/lib/ia32/1libcsp kc2.s0.4.0.4
/opt/cprocsp/sbin/ia32/cryptsrv
/opt/cprocsp/lib/1ia32/1libcppkecsll.so.4.0.4
/opt/cprocsp/bin/ia32/cpverify
/opt/cprocsp/bin/ia32/wipefile
/opt/cprocsp/bin/ia32/csptest
/opt/cprocsp/lib/ia32/1librdrrdr.so.4.0.4
/opt/cprocsp/lib/ia32/librdrrndm.so.4.0.4
/opt/cprocsp/lib/ia32/librdrsup.so.4.0.4
/opt/cprocsp/lib/ia32/librdrdsrf.so.4.0.4
/opt/cprocsp/lib/ia32/librdrfatl2.s0.4.0.4
/opt/cprocsp/lib/ia32/1libcapil0.s0.4.0.4
/opt/cprocsp/lib/ia32/1libcpui.so.4.0.4
/opt/cprocsp/lib/ia32/1libecpalloc.s0.0.0.0
/opt/cprocsp/lib/ia32/1libjemalloc.s0.0.0.0
/opt/cprocsp/sbin/ia32/unreg prov_type name.sh
/opt/cprocsp/sbin/ia32/cpconfig
/opt/cprocsp/sbin/ia32/mount flash.sh
/opt/cprocsp/lib/ia32/1librdrsbl.so.4.0.4

Linux (x64)

/opt/cprocsp/bin/amdé64/curl
/opt/cprocsp/lib/amd64/libcpcurl.a
/opt/cprocsp/lib/amd64/libcpcurl.so.4.
/opt/cprocsp/lib/amd64/libcpcdrv_emul.a
/opt/cprocsp/bin/amd64/cp-genpsk.sh
/opt/cprocsp/bin/amd64/genpsk
/opt/cprocsp/lib/amd64/libike gost.so.4.
/opt/cprocsp/lib/amd64/libesp gost.so.4.
/opt/cprocsp/lib/amd64/librdremv.so.4.0.
/opt/cprocsp/lib/amdé64/librdrrndmbio gui.so.4.0.4
/opt/cprocsp/lib/amd64/libxcpui.so.4.0.4
/opt/cprocsp/lib/amd64/librdrrndmbio gui fgtk.so.4.0.4
/opt/cprocsp/lib/amdé64/libfgcpui.so.4.0.4
/opt/cprocsp/sbin/amd64/xcpui_app
/opt/cprocsp/sbin/amd64/fgtk rndm app
/opt/cprocsp/bin/amd64/1list pcsc
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/opt/cprocsp/lib/amd64/librdrpcsc.so.4.0.4
/opt/cprocsp/lib/amd64/librdrric.so.4.0.4
/opt/cprocsp/sbin/amd64/ccid reg.sh
/opt/cprocsp/lib/amd64/librdruec.so.4.0.4
/opt/cprocsp/lib/amd64/libcpcvecert.so.4.0.4
/opt/cprocsp/lib/amdé64/librsaenh.so0.4.0.4
/opt/cprocsp/sbin/amd64/stunnel fork
/opt/cprocsp/sbin/amd64/stunnel hsm
/opt/cprocsp/sbin/amd64/stunnel thread
/opt/cprocsp/sbin/amd64/channel k2.sh
/opt/cprocsp/bin/amd64/cryptcp
/opt/cprocsp/bin/amd64/certmgr
/opt/cprocsp/bin/amd64/inittst
/opt/cprocsp/bin/amd64/csptestf
/opt/cprocsp/bin/amd64/der2xer
/opt/cprocsp/lib/amd64/1ibcapi20.s0.4.0.4
/opt/cprocsp/lib/amd64/1libcpext.so.4.0.4
/opt/cprocsp/lib/amd64/1libpkixcmp.so.4.0.4
/opt/cprocsp/lib/amd64/1libasnldata.so.4.0.4
/opt/cprocsp/lib/amd64/libsspdrv.a
/opt/cprocsp/lib/amdé64/1ibssp.so0.4.0.4
/opt/cprocsp/lib/amd64/libpkivalidator.so.4.0.4
/opt/cprocsp/lib/amd64/1libcplib.so0.4.0.4

/opt/cprocsp/lib/amd64/libcpasnl.so.4.0.4
/opt/cprocsp/lib/amdé64/libocsp.so0.4.0.4
/opt/cprocsp/lib/amd64/libenroll.so.4.0.4

/opt/cprocsp/lib/amd64/1libtsp.s0.4.0.4
/opt/cprocsp/lib/amd64/1libtspcli.so.4.0.4
/opt/cprocsp/lib/amd64/liburlretrieve.so0.4.0.4
/opt/cprocsp/lib/amd64/1libcspr.so.4.0.4
/opt/cprocsp/lib/amd64/libcsp kc2.s0.4.0.4
/opt/cprocsp/sbin/amd64/cryptsrv
/opt/cprocsp/lib/amd64/1libcppkcsll.so.4.0.4
/opt/cprocsp/bin/amdé64/cpverify
/opt/cprocsp/bin/amdé64/wipefile
/opt/cprocsp/bin/amdé64/csptest
/opt/cprocsp/lib/amd64/librdrrdr.so.4.0.4
/opt/cprocsp/lib/amdé64/librdrrndm.so.4.0.4
/opt/cprocsp/lib/amd64/librdrsup.so.4.0.4
/opt/cprocsp/lib/amd64/librdrdsrf.so.4.0.4
/opt/cprocsp/lib/amd64/librdrfatl2.s0.4.0.4
/opt/cprocsp/lib/amd64/1libcapil0.so0.4.0.4
/opt/cprocsp/lib/amd64/1libcpui.so.4.0.4
/opt/cprocsp/lib/amd64/libcpalloc.s0.0.0.0
/opt/cprocsp/lib/amd64/libjemalloc.s0.0.0.0
/opt/cprocsp/sbin/amd64/unreg prov_ type name.sh
/opt/cprocsp/sbin/amd64/cpconfig
/opt/cprocsp/sbin/amd64/mount flash.sh
/opt/cprocsp/lib/amd64/librdrsbl.so.4.0.4

Linux (POWER)

/opt/cprocsp/bin/ppc64/curl
/opt/cprocsp/lib/1ib64/libcpcurl.so.4.2.0
/opt/cprocsp/lib/1ib64/1libcpcurl.a
/opt/cprocsp/lib/lib64/libcpcdrv_emul.a
/opt/cprocsp/bin/ppc64/cp-genpsk.sh
/opt/cprocsp/bin/ppc64/genpsk
/opt/cprocsp/lib/1lib64/1libike gost.so.4
/opt/cprocsp/lib/1ib64/libesp gost.so.4
/opt/cprocsp/lib/1ib64/librdremv.so0.4.0.4
/opt/cprocsp/lib/1ib64/librdrrndmbio gui.so.4.0.4
/opt/cprocsp/lib/1ib64/libxcpui.so.4.0.4
/opt/cprocsp/lib/1ib64/librdrrndmbio gui fgtk.so.4.0.4
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/opt/cprocsp/lib/1ib64/1libfgcpui.so.4.0.4
/opt/cprocsp/sbin/ppc64/xcpui_app
/opt/cprocsp/sbin/ppc64/fgtk rndm app
/opt/cprocsp/bin/ppc64/list pcsc
/opt/cprocsp/lib/1ib64/1librdrpcsc.so0.4.0.4
/opt/cprocsp/lib/1ib64/librdrric.so0.4.0.4
/opt/cprocsp/sbin/ppc64/ccid reg.sh
/opt/cprocsp/lib/1ib64/librdruec.s0.4.0.
/opt/cprocsp/lib/1ib64/libcpcvcert.so.4.
/opt/cprocsp/lib/1ib64/librsaenh.so0.4.0.
/opt/cprocsp/sbin/ppc64/stunnel thread
/opt/cprocsp/sbin/ppc64/stunnel fork
/opt/cprocsp/sbin/ppc64/stunnel hsm
/opt/cprocsp/bin/ppc64/cryptcp
/opt/cprocsp/bin/ppc64/certmgr
/opt/cprocsp/bin/ppc64/inittst
/opt/cprocsp/bin/ppc64/csptestf
/opt/cprocsp/bin/ppc64d/der2xer
/opt/cprocsp/lib/1ib64/1ibcapi?20.s0.4.0.4
/opt/cprocsp/lib/1ib64/libcpext.so.4.0.4
/opt/cprocsp/lib/1ib64/libpkixcmp.so0.4.0.4
/opt/cprocsp/lib/1ib64/libasnldata.so0.4.0.4
/opt/cprocsp/lib/1ib64/1libsspdrv.a
/opt/cprocsp/lib/1ib64/1ibssp.so0.4.0.4
/opt/cprocsp/lib/1ib64/libpkivalidator.so0.4.0.4
/opt/cprocsp/lib/1ib64/1libcplib.so0.4.0.4
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/opt/cprocsp/lib/1ib64/libcpasnl.so.4.0.4
/opt/cprocsp/lib/1ib64/1libocsp.so.4.0.4
/opt/cprocsp/lib/1ib64/1libenroll.so.4.0.4

/opt/cprocsp/lib/1ib64/1libtsp.so.4.0.4
/opt/cprocsp/lib/1ib64/1libtspcli.so.4.0.4
/opt/cprocsp/lib/1ib64/liburlretrieve.so.4.0.4
/opt/cprocsp/lib/1ib64/1libcspr.so.4.0.4
/opt/cprocsp/lib/1ib64/libcsp kc2.s0.4.0.4
/opt/cprocsp/sbin/ppc64/cryptsrv
/opt/cprocsp/lib/1ib64/libcppkcsll.so.4.0.4
/opt/cprocsp/bin/ppc64/cpverify
/opt/cprocsp/bin/ppc6d/wipefile
/opt/cprocsp/bin/ppc64d/csptest
/opt/cprocsp/lib/1ib64/librdrrdr.so.4.0.4
/opt/cprocsp/lib/1ib64/librdrrndm.so.4.0.4
/opt/cprocsp/lib/1ib64/librdrsup.so.4.0.4
/opt/cprocsp/lib/1ib64/librdrdsrf.so0.4.0.4
/opt/cprocsp/lib/1ib64/librdrfatl2.s0.4.0.4
/opt/cprocsp/lib/1ib64/1ibcapill.so0.4.0.4
/opt/cprocsp/lib/1ib64/1libcpui.so.4.0.4
/opt/cprocsp/lib/1ib64/1libcpalloc.s0.0.0.0
/opt/cprocsp/lib/1ib64/libjemalloc.s0.0.0.0
/opt/cprocsp/sbin/ppc64/unreg prov_type name.sh
/opt/cprocsp/sbin/ppc64/cpconfig
/opt/cprocsp/sbin/ppc64/mount flash.sh
/opt/cprocsp/lib/1ib64/1librdrsbl.so.4.0.4
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MpunoxeHne 1. KOHTpOosb LENOCTHOCTM MNPOrpaMMHOro obecnevenus

B pononHeHWe K AMCTpUGYTMBY NOCTaBASIOTCS CKPUNTOBblE dalnbl integrity.sh, 3anyckom
KOTOPbIX MOXHO y6eAnTbCSs B LLENIOCTHOCTU ANCTPUEYTMBA A0 €ro YCTaHOBKM.

MporpammHoe obecneveHne CK3WN umeeT cpeactBa obecneyeHuss KOHTpPONs LenocTtHocTu MO
CK3W, koTopble BbINOSHATCA Nepnoamyecku.

Ecnu B pe3ynbTaTe nNepuoaMYecKOro KOHTPOAS LEJIOCTHOCTU nosiBasieTcs coobuweHus o
HapyLlWeHUN LeNoCTHOCTU KOHTponupyemoro danna, nonb3oBaTesnb 06s3aH npekpaTtutb paboTy u
0bpaTuTbCa K aAMMHUCTpaTopy 6e30nacHoOCTM.

AgMUHUCTpaTop 6€e30MacHOCT, MpoaHa/M3MPOBaB MPUUUHY, TMpPUBEAWYD K HapyLeHWto
LLeSIOCTHOCTU, AO/KEH nepeycTaHoBuTb MO CK3U «Kpuntollpo CSP» ¢ ancTtpubyTuBa, WM CUCTEMHOE
no.

Moaynb cpverify No3BONAET OCYWECTBAATb KOHTPOJb  LESOCTHOCTU  YCTAHOBJIEHHOIO
nporpamMMHoro obecneyeHusi. KOHTpOAb LENOCTHOCTM (aiioB oCyLecTBASETCA NMpu 3arpyske dainna
Ha ucnosiHeHMe (M MepuoaAMYEeCcKM BO BpPEMS BbINMOJIHEHMS) WM MPU PYYHOM 3arnycke nporpamMmel
KOHTPOJ/IS L,eNoCTHOCTMH.

cpverify filename [-alg algid] [hashvalue] [-inverted_halfbytes <inv>] - npoBepka
LesIoCTHOCTU daiina ¢ nMeHeM filename no anroputmy algid. Ecnm He ykasaH napameTp hashvalue, To
3Ha4veHMe X3W-PyHKUMN Ans cpaBHeHus b6epetcs u3 danna <filename.hsh>. MapameTtp algid mMoxeT
npuHUMaTb 3HayeHusa GR3411, GR3411_2012_256 n GR3411_2012_512. Ecau algid He ykasaH, TO
mncnonbsyetca GR3411. [-inverted_halfbytes <inv>] ykasbBaeTcs, ecnu nony6anTtbl B hashvalue
nepesepyThbl. [Mo-yMonyaHuio inv ycTaHaBnmeaeTcsa B 1 ang GR3411 n B 0 gna GR3411_2012 256 un
GR3411_2012_512.

cpverify -mk filename [-alg algid] [-inverted_halfbytes <inv>] - BbMUCAEHME 3HAYEHMA X3LW
dyHkUuMn ana danina ¢ umeHem filename. MMapameTp algid MoxeT npuHMMaTb 3HadeHms GR3411,
GR3411_2012_256 wn GR3411_2012_512. Ecnm algid He vykasaH, TOo wucnonbdyetrcsa GR3411. [-
inverted_halfbytes <inv>] yka3biBaeTcs, ecnnm Heobxoaumo nepeBepHyTb nosybaiTel B hashvalue.
Mo-yMmonyaHuto inv ycTaHaBnmBaetcd B 1 ana GR3411 u B 0 ana GR3411_2012 256 wu
GR3411_2012_512.

cpverify -file_sign filename -cont cont_name [-pin password][-provhame Provname] [-
provtype Provtype] - noanuceiBaet ¢daiin ¢ uMmeHeM filename ¢ noMoOWbO K/OYa, B3SATOrO M3
KOoHTelHepa ¢ mMeHeM cont_name. lMone password - naposb 3aluTbl KOHTelHepa. Monsa Provname w
Provtype yka3biBaloT, Kakolh npoBanaep HeobxoaAMMO wucnosb3oBatb. [lone Provtype MoxeT
npuHuMmaTb 3HadveHusa 75,80 n 81. Ecnu Provtype He ykasaH, TO ucnonesyercsa 75.

cpverify -file_verify filename [signval] -timestamp date - T[lpoBepseT noanucb danna c
mmeHem filename. Ecnm signval He ykasaH, TO 3HauyeHue pAns cpaBHeHus b6epetcsa w3 danna
<filename>.sgn. B none date HeobxoauMMo ykasaTb AgaTy, Koraa noanucb 6buia cospaHa, B opmaTte
dd.mm.yyyy.
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MpunoxeHue 2. YnpasieHne npoTOKOSIMPOBAHNEM

Ona BKAOYEHUS/OTKAIOYEHNS 3Ha4YeHne log ucnonb3ymnre:

a) RHEL
[Ons 3agaHna ypoBHS NpOTOKOa
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -mask 0x9
Onsa 3agaHunsa popmaTa npoTokona
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -format 0x19
[nsa npocMoTpa MaCcKu TeKyLlero ypoBHsa u popmaTa npoTokoa
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -view

b) ana RHEL ypoBHSA saapa
insmod drvcsp.o log_level=0x9

3HauyeHMEM MapaMeTpa YpOBHb MPOTOKOJa sABAsSeTCcs 6GuToBas Macka:
N_DB_ERROR = 1 # coobuweHna o6 owwmnbkax
N_DB LOG = 8 # cooblieHns o BbI3OBax

3HauyeHVeM napameTpa gopmaT NpoTokosa sBnsetcs 6utosast Macka:
DBFMT_MODULE = 1 # BbiBOAUTb UMS MOAYNS

DBFMT_THREAD = 2 # BblBOAWTb HOMEpP HUTKW
DBFMT_FUNC = 8 # BbIBOAUTE UMS DYHKLMN
DBFMT_TEXT = 0x10 # BbiBOAMTb CaMo coobuieHune
DBFMT_HEX
DBFMT_ERR

0x20 # BbBOAUTL HEX pgamn
0x40 # BbBOAUTb GetlLastError
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JIUCT pernctpaumm M3MeHeHWi

JlucT pervctpaumm nsmMeHeHui

Homepa nucrtos (cTpaHuy) Bxoaswwun
Bcero o
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nmcros N® TeNbHOro Moan. |daTa
N3MEHEH- - .
3@aMeHEHHbIX HOBBbIX aHHYNNPO™ | (rpapuy) B | AOKYyMeHTa
HbIX BaHHbIX NOKYM AOKYM. U

AaTa

-31 -



	Аннотация
	Список сокращений
	1. Основные технические данные и характеристики СКЗИ
	1.1. Программно-аппаратные среды
	1.2. Ключевые носители

	2. Установка дистрибутива ПО СКЗИ
	3. Обновление ПО СКЗИ
	4. Настройка СКЗИ
	4.1. Доступ к утилите для настройки СКЗИ
	4.2. Ввод серийного номера лицензии
	4.3. Настройка оборудования СКЗИ
	4.4. Установка параметров журналирования
	4.5. Настройка криптопровайдера по умолчанию
	4.6. Включение режима усиленного контроля использования ключей

	5. Установка сопутствующих пакетов
	5.1. Библиотека libcurl

	6. Состав и назначение компонент ПО СКЗИ
	6.1. Базовые модули СКЗИ
	6.1.1. Библиотека libcsp
	6.1.2. Библиотека libcspr
	6.1.3. Драйверная библиотека drvcsp
	6.1.4. Модули сетевой аутентификации КриптоПро TLS
	6.1.5. Модуль cpverify
	6.1.6. Модуль wipefile

	6.2.  Модули подсистемы программной СФК
	6.2.1. Модуль libcapi20
	6.2.2. Библиотека librdrrdr
	6.2.3. Модули доступа к конкретным типам ключевых носителей и считывателей:
	6.2.4. Библиотека librdrsup
	6.2.5. Модули датчиков случайных чисел
	6.2.6. Библиотека libasn1data поддержки протокола ASN1


	7. Встраивание СКЗИ в прикладное ПО
	8. Требования по организационно-техническим и административным мерам обеспечения эксплуатации СКЗИ
	8.1. Общие меры защиты от НСД ПО с установленными СКЗИ для ОС Linux
	8.1.1. Организационно-технические меры
	8.1.2. Дополнительные настройки ОС Linux
	Ограничение доступа пользователей и настройки пользовательского окружения


	8.2. Требования по размещению технических средств с установленным СКЗИ

	9. Требования по криптографической защите
	Приложение 1. Контроль целостности программного обеспечения
	Приложение 2. Управление протоколированием
	Лист регистрации изменений

		+7(495) 780-48-20
	2016-11-23T16:15:07+0300
	Sushchevskij val 18, Moscow, 127018
	Нормоконтроль КРИПТО-ПРО
	Signature of the document




