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1. OCHOBHble TexHn4yeckme AaHHble 1 xapakrepuctnkn CK3U

1.1. MporpaMMHoO-annapaTHasa cpeaa

CK3M «Kpuntolpo CSP» ncnonb3yeTtcs B nporpaMMHo-annapaTtHon cpeae OC AIX 5/6/7 (POWER).

Co cpokaMu 3KcnjlyaTauun onepaLuoHHbIX CUCTEM, B cpefe KOTOopbIX MyHKUMOHMPYeT CK3U, MOXHO
03HAaKOMWUTbCS MO CleayloWweMy agpecy:

<http://www.ibm.com/software/support/systemsp/lifecycle/>.

1.2. KntoueBble HOCUTENN

B kauecTBe KIHUYEBOr0 HOCUTENS 3aKpbITbIX KAOUYen n knoder DI ncnonb3yeTtcs pasgen ¢daiinosomn
cucrembl Ha HDD M3BM.

1. B cocras auctpubytmsa CK3U BxoaaT 6MbamMoTekn noagaepX KU BCEX NepeYvYUCNeHHbIX HOCUTENEN,
HO He BXOoAST apawnBepbl ans OC. No Bonpocam NoflydyeHns apaneBepoB Heob6xoamMmMo obpalwaTbes K
NpoOn3BOANTENSM COOTBETCTBYHOLWNX YCTPONCTB.

2. XpaHeHune 3akpbiTbix kAo4en Ha HDD M3BM mn USB auckax (B peectpe OC Windows, B pa3gene
HDD npwu paboTe nog ynpasneHuem gpyrux OC) AonyckaeTcs TO/IbKO MPW yCI0BUWN pacnpoCTpaHeHns

Ha HDD, USB auck wnu Ha M3BM c HDD TpeboBaHuii Nno obpalleHnto C KIYeBbIMU HOCUTENSAMU
(n.6.7 XXTAN.00088-01 91 01. PykoBoacTBO agMMHUCTpaTopa 6e3onacHocTm obuwasa 4acrb).

3. Bce BbllenepeyncneHHble HOCUTENN UCMOJb3YOTCSA TONIbKO B KAYeCTBE NMaCCMBHOMO XpaHUAuLLa
KNtoYeBOW MHdOpMau M 6e3 NCnosb3oBaHUS KpUnTorpadyeckux MEXaHM3MOB, peasiM30BaHHbIX Ha
CMapT-KapTe/ToKeHe.

4. Ncnonb3oBaHue HoCUTENEeN APYrnX TUMOB - TONbKO No cornacosaHuio ¢ ®CB Poccnu.
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2. YctaHoBka guctpubymea 0O CK3U

YcTaHoBKa, yaaneHne wu ob6HoBneHne [0 ocyllecTBNsAeTCs MoJjb30BaTesleM C MnpaBaMu
aAMUHUCTpaTopa: Mo YUYETHOM 3anuchklo root Mnm ¢ Ucnonb3oBaHWeM KoMaHabl sudo.

CK3MN Kpuntolpo CSP TpebyeT cneaywwer nocnefoBaTesibHOCTM YCTaHOBKKW: CcHavana
yCTaHaB/IMBAETCA MpoBangep, 3aTeM YyCTaHaB/MBAOTCH OCTaljibHble MOAYAW, BXoAslme B COCTaB
KOMMNeKTaumu.

B OC AIX ansa ycTaHoBKW, yaaneHuss u obHoBnenuss MO npumeHsitoTcs naketol (packages).
MakeT - apxuB AUCTpubyTMBaA, coaepxawui dannbl yCTaHaBAMBAEMOro npwuaoxeHnss un dannbi,
NCMOMb3YOLWMECS MHCTANNATOPOM ANs KOHMUrypupoBaHus cpedbl. B onepauunoHHbiXx cucteMax AIX
ncnonb3lyetcsa MeHeaxep naketoB RPM (Red Hat Package Manager), koTopbih siBnsetcs rmbkumm
WHCTPYMEHTOM A/1 YCTAHOBKW, yAasieHusi, 06HOBNeHUS W COOpPKM MpOrpaMMHbIX NakeToB. [lakeTbl,
npeAcTaBfieHHble B Buae daina C pacwmpeHueM .rpm, cogepxaTt B cebe HenocpeaCTBEHHO dannbl
MO n nHdopMaumno ANa KOHUIypupoBaHus cpeapl.

[ns ycTaHOBKW NakeTa MCMNOMb3yeTCs KOMaHaa:
rpm -i <damn_nakera>
Hanpumep: rpm -i./Isb-cprocsp-base-3.6.1-4.noarch.rpm
Onsa ypaneHus nakeTa MUCMNonb3yeTcs KoMaHaa:
rpm -e <uMs_nakera>
Hanpumep: rpm -e Isb-cprocsp-base-3.6.1-4
MM nakeTa MOXET He BKAK4YaTb BEPCUIO.
Hanpumep: rpm -e Isb-cprocsp-base
Takxe yrnpaB/ieHMe NakeTaMu MOXXHO BbINOSHATL 4Yepe3 rpaduyeckyto o6onouky smitty.
dannbl M3 NakeToB yCTaHaBMMBatoTCs B /opt/cprocsp.

MakeTbl 3aBUCAT ApYr OT Apyra, NO3TOMY AO/DKHbI YCTaHaB/IMBATLCA MO NOPAAKY C YYETOM 3TUX
3aBMCMMOCTeﬁ, a yaanAaTtbCAa B 06paTHOM nopsiake. YC/IOBHO MOXHO CUMTaTb MPaBW/IbHbLIM NOPAAKOM
TOT, KOTOprVl onucaH B Tabnuue 3aBUCUMOCTEN M Ha3HAUEHUS MAKETOB.

MakeTbl MOryT 6bITb He3aBUCMMbIMW OT apxuTekTypbl (noarch B umeHn danna nakerta), Toraa
OHW CTaBATCSA Ha N6yl apxutekTypy. MakeTbl MOryT 6bmb Ans apxutekTypbl ppc32 (ppC B MMEHMU
danina nakerta), a TaKXe A9 apxXuTekTypbl ppc64 (ppc64 B MMeHM alna nakeTa), TOr4a OHMU
cTtaBatcsa Ha OC, cobpaHHylo o4 COOTBETCTBYHOLLYK apxuTekTypy. Yacto 64-6utHble OC
OAHOBPEMEHHO MOAAEPXMBAKT M 32-6UTHbIE MPUIOXKEHUS, U 64-OUTHbIE, TOr4a Npu HeobxoaMMOCTH
MOXXHO CTaBuUTb 06a KOMMNNEKTa.

Tabnuuya 1 - 3aBMCUMOCTb M Ha3HaYeHMs NakeToB (415 NPOCTOTbl ONMCaHbl 32-6UTHble NakeThbl).

Nma nakeTa 3aBUCUMOCTMU Ha3HauyeHune nakeTa

Ob6sa3aTeNbHble MAaKeThl

cprocsp-base ba3oBbii nakeT, ycCTaHaBAMBaeTCH
nepBbIM.

cprocsp-rdr cprocsp-base OCHOBHble NMPUIOXKEHUS, CYHUTbIBATEM
n ACH.

cprocsp-capilite cprocsp-rdr CAPILite, nporpamMmbl U 6nbnMoTeKN

AN BbICOKOYpOBHEBOW paboThbl C
Kpuntorpaduen (ceptudukatamu,

CMS..).
cprocsp-kcl cprocsp-rdr Mpoeangep KC1.
,U,OI'IOJ'IHVITeJ'IbeIe naKeThbl
cprocsp-devel cprocsp-base MakeT ans paspaboTuumka.
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cprocsp-stunnel

cprocsp-base

YHuBepcanbHbI SSL/TLS TyHHENb.
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3. O6HoBneHne CK3U

Ona obHoBneHna CK3UM Ha OC AIX HeobxoauMmo:
— 3aMOMHUTb TeKyLyt KoHburypauyuwo CSP:
*Habop YCTaHOBNEHHbLIX NAKETOB;

" HACTPOMKMU nposangepa (ans NpPOCTOThI MOXHO COXPaHUTb
/etc/opt/cprocsp/config[64].ini);

— yaanuTb wWTaTHbiMK cpeacteamu OC Bce nakeTbl CK3U;
— YCTaHOBWTb aHanorn4yHole HoBble nakeTbl CK3U;

—  Npu HeobXxoAMMOCTU BHECTU M3MEHEHMs1 B HacTponku (MOXHO nocMoTpeTb diff ctaporo
n HoBoro config[64].ini);

—  KJIO4YM M cepTuUdUKaTbl COXPaHAOTCS aBTOMAaTUYECKM.
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4. Hactponka CK3U

4.1. fJocTyn K ytunute gnsa Hactponkmn CK3WN Kpuntollpo CSP

HacTpoiika CK3W ocyuwecTBnseTcsa ¢ noMowblo yTunutbl cpconfig, KoTopas BXoAMT B COCTaB
avcTtpubyTmBa w pacrofiokeHa B Aupektopun /opt/cprocsp/sbin/<HaszBaHwe_apxuTekTypbl>. Ecau
ycTaHoBneHbl nakeTbl CK3W ana pByx apxutekTyp, Hanpumep, ia32 mn x64, TO A[ENCTBUSA NO
HaCTPOMKE HY>XHO MPOBOANTb ABaXAbl — AN KaXAOW apXuTeKkTypbl cpconfig-oM M3 COOTBETCTBYHOLLEN
nanku.

4.2. BBOA CEpUMHOro HoMepa ULLEH3UU

Mpn ycTaHoBKe nporpamMMHoro obecnedeHns CK3M 6e3 BBOAA /IMLEH3UM MOJSIb30BATENHO
NpefoCTaBAAETCS NIMUEH3NS C OrpaHWYeHHbIM CpPOKOM aencTteusa. Ons wncnonb3oBaHms CK3W nocne
OKOHYaHMA 3TOro CpoKa nMosb3oBaTeNlb AO/HKEH BBECTUM CEepUiHbIA HOMep C 6naHka nuvueH3uu,
MOSIYy4YEHHOM Yy oOpraHmsauum-paspabotumka wnNM opraHusaumm, MMelower npaBa pacnpocTpaHeHus
npoaykTta (awnepa). Ans npocMoTpa uMHGopMaumn O TULEH3UM BbINOHUTE!

# cpconfig -license -view

Onsa BBOAA NMLEH3UN BbINOJSIHUTE:

# cpconfig -license -set <cepuitHbli HOMEP>

CepuiiHbin HOMep cnegyeT BBOAUTbL C CO6M0OAEHNEM perncTpa CUMBOJIOB.

4.3. HacTpolika obopynoBaHmsa CK3U

YTunuta cpconfig TakXe npeAHa3sHayeHa AN W3MeHeHuss Habopa YCTpPOWCTB XpaHeHUs
(HocuTenen) n cumTbiBaHUA (CuuTbIBaTENEN) KKOYEBON MHMOPMALUUM U AATUMKOB CHy4YalHbIX YMcCen.
MNpeanycTaHOBNEHHbIMU SABASOTCSA cumuTbiBaTenu flash-Hocutene n o6pas AMCKeThbl Ha XXECTKOM AUCKeE.

MpoOCMOTp CAMCKa HAaCTPOEHHbIX CYUTbIBaTeNen Npon3BoAUTCS KOMaHAOM:

# ./cpconfig -hardware reader -view

Onsa pobaBneHusa cumTbiBaTeNsS ANCKET MCMONb3yeTCs KoMaHaa:

# ./cpconfig -hardware reader -add FAT12 0 -name "Floppy Drive"

MpoCMOTp CNUCKa HacTpoeHHbIX [CH npon3BoaANTCS KOMaHAOM:

# ./cpconfig -hardware rndm -view

Ona pobasneHns OCH KMNAM:

# ./cpconfig -hardware rndm -add cpsd -name 'cpsd rng' -level 3

# ./cpconfig -hardware rndm -configure cpsd -add string /dbl/kis 1
/var/opt/cprocsp/dsrf/dbl/kis 1

# ./cpconfig -hardware rndm -configure cpsd -add string /db2/kis 1
/var/opt/cprocsp/dsrf/db2/kis 1

Takxe Haao ckonuposaTb paknbl ¢ BHewHen rammon (o0b6biMHO B /tmp/db[1,2]):
# cp /tmp/dbl/kis 1 /var/opt/cprocsp/dsrf/dbl/kis 1

# cp /tmp/db2/kis 1 /var/opt/cprocsp/dsrf/db2/kis 1

MonydeHne noapobHown cnpaBku no cpconfig:

# ./cpconfig -help

# ./cpconfig -hardware -help

4.4. YcTaHOBKa NapaMeTpoB XYpHanpoBaHUA

CK31 Kpuntolpo CSP nossonsieTr cobupaTb OT/NaA04YHYIO MHDOPMALUD M MMEET BO3MOXHOCTb
NpoTOKONMpOBaHus cobbmuii. WHdboOpMauuna 3anucbiBaeTcs B CUCTEMHbIM XypHan (06bMHO B
/var/log/messages). CylwecTByeT BO3MOXHOCTb WM3MEHEHWUS HaCTPOEK >YPHAa/IMPOBAHUS pPasnNYHbIX

9
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mMoaynei npoaykTta. CyllecTBYeT BO3MOXHOCTb M3MEHEHWUS YPOBHSA XypHanupoBaHusa u dopmaTa
BbIBOAMMbIX OT/NAJ0YHbIX COOBLLEHWNA.

MNMony4yeHne cnpaBKWM MO HAaCTPOMKAM XXYpPHaIMpoBaHuS:
# cpconfig -loglevel -help
Moaynu, Ofs KOTOpPbIX MOAAEPXKMBAETCSH XYpPHaIMpoBaHue:
Cpcsp - A4po KpunTonposanaepa
capilO - CryptoAPI 1.0
cpext
capi20 - CryptoAPI 2.0
capilite - CAPILite
libcspr
cryptsrv - cnyx6a xpaHeHus Kaw4en
libssp - TLS
cppkcsll - PKCS11
cpdrv - apanBsep
dmntcs

4.5. HacTpolika KpunTonpoBanaepa Mo yMOSYaHUIO

MpocMOTp TMMNOB AOCTYMHbIX KPUATONPOBanaepos:

$ ./cpconfig -defprov -view type

|_|p0CMOTp CBOWCTB KpMﬂTOﬂpOBaVI,ﬂ,epa HY>XHOIo Tuna:

# ./cpconfig —-defprov -view -provtype <provtype>

YcTaHoBKa npoBaiaepa Mo yMOAYAHUIO AN HYXXHOro Tmna:

# ./cpconfig -defprov -setdef -provtype <provtype> -provname <provname>
MonyyeHne MMeHW npoBanaepa MO YMOMYAHUIO AN HYXXHOro Tuna:

# ./cpconfig -defprov -getdef -provtype <provtype>

4.6. BKloYeHMe peXxmMa YCWUIEHHOro KOHTPOJIS UCMNOb30BaHUS Kito4eln

PeXuM yCUIEHHOro KOHTPOMS UCMOJSIb30BaHWUS Katoueln obecnednmBaeT OCyLWEeCTBIeHMe KOHTPOS
CpoKa AelCTBUA OONrOBPEMEHHbIX KAKYEN 31eKTPOHHOM MoAMMCU U KNtoyeBoro obmeHa, KOHTpoONs
AOBEPEHHOCTU KJIOYEN NPOBEPKM 3NEKTPOHHOM MNOAMUCU M KOHTPOSIS KOPPEKTHOrO WMCMOJSb30BaHUs
MPOrpaMMHOro gatymka CriydarHblX ymcesn. locne ycnewHoM WHCTannauumM HeobxoAMMO BKIIOYUTb
AAHHbBIA pEeXWM, BbINOSIHUB KOMaHAy:

#./cpconfig -ini "\config\parameters' -add long StrengthenedKeyUsageControl 1

Ona obecneyeHnss KOppeKTHOro @YHKLWOHMPOBaHUA rMpoBakgepa B 4acTu BbipaboTku
3JIEKTPOHHOIM MOAMUCKU, @ Takxe paboTbl C BpeMeHHbIMM KA4YamMu (B 4YacTHOCTM, ana paboTbl B
pamMkax TLS-coeanHeHus 6e3 ayTeHTUdMKAUUM KAMEHTA) W reHepauum CnydyalHbiX AaHHbIX
Heob6xoAMMO NPOM3BECTM BbIpabOoTKY AOJITOBPEMEHHLIX KJIOYEN MW 3anyCTUTb yTUANTY csptest:

# ./csptest -keyset -verifycontext -hard_rng

JVicnonb3o0BaHue CK3J 6e3 BKIIOUYEHMS pexMMa yYCUIJIEHHOT'O KOHTPOJIS MCIOJIb30BaHMA KJOUeN
pa3pelaeTca UCKNIYNUTESIbHO B TECTOBbLIX Lenax
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5. YctaHoBKa COMyTCTBYIOWMX MaKeToB

[na nepejaun no ceTu 3anpocoB Ha ceptudukaTtbl, CRL M T.M., a TakxXe ANA MNOAAEPXKKM
[OMOJIHUTENBHbLIX  K/IIOYEBbIX CUYMUTbIBATENEA W HOCUTENEel MOXET noTpeboBaTbCA YCTaHOBKA
[OMOJIHUTESIbHbIX MaKEeTOB.

Ecnn conyTtcTBylowmMe nakeTbl CKayuMBakwTCA U3 WHTepHeTa, Heobxoanmo noaoTBepanTb UX
LLeNIOCTHOCTb, MNpoBepuB NoAnMUCb WM xaw. Ecnm UCTOYHMK He obecneunBaeTr Takue MEeXaHW3Mbl,
AONYyCKaeTCAaA MCNOoJIb30BaHMUE MaKeTOoB TOJIbKO C ANCKa C ,U,MCTDMGYTMBOM CK3W, roe 3T MexaHu3Mbl
MUCMob3yTCA. Ha AnCKe nakeTbl nexaT B nanke extra.

5.1. BubnuoTteka libcurl

Mcnonb3syeTcs ans nepegaydm 3anpocosB Ha ceptudukatel, CRL 1 T.n. no cetwu.

C canta http://curl.haxx.se/ MOXHO cKayaTb MakeT C WCXOAHbIMW TeKkcTamMu Ans
camocTosiTenbHon cbHbopku (obs3aTtenbHO Ana 64-6uTHOM Bepcun). Kak npaBumno, TaMm Xe ecTb
32-6uTHbIe BEPCUM BMHApPHbBIX MakeToB.

32-6UTHbIN BUHaApHbLIN NakeT AOCTYMNeH Ha canTe npousBoantTens OC:
http://www-03.ibm.com/systems/power/software/aix/linux/toolbox/rpmgroups.htmi

Mocne ycTaHOBKM BUBAMOTEK HaA0 3aperMcTpuMpoBaTb NMyTW K HUM. Hanpumep:

# /opt/cprocsp/sbin/ppc/cpconfig -ini '\config\apppath' -add string libcurl.so
/usr/local/lib/libcurl.so

# /opt/cprocsp/sbin/ppc64/cpconfig -ini '\config\apppath' -add string libcurl.so
/usr/local/lib/64/1libcurl.so
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6. CoctaB 1 Ha3HadeHne koMmrnoHeHT MO CK3U

6.1. Bazosble moagynmn CK3U

MO CK3U copnepxunt 6a3oBble MOAYIN:
e libcsp - aMHaMnuecku 3arpyxaemasa 6ubnmorteka Kpuntollpo CSP.
e libssp - 6ubnuoTteka nogaepx kK Moaynsa ceteBon ayreHTudumkaumm Kpuntollpo TLS
e cpverify — MOAY/Ib KOHTPONSA LLENOCTHOCTMW.
e wipefile - Mmoaynb yaaneHmsa dannos BMECTE C COAEPXKUMbIM.

B Ha3BaHuAX anctpmnbytnuBos CK3U ncnonb3yeTcs HOTaums:
e Cpro - npedukc;
e CSp - KpunTonposanaep;
e [d] - onuuMOHaNbHO - yKasblBaeT Ha AOKYMeHTauuwo (TecTtoBble NpUMepbI);
e ppc/ppc64 - nnatdpopma PowerPC 32/64 6uTta.

6.1.1. bubnuoteka libcsp
BubnnoTeka libcsp peanusyet yenesble GyHKUMM KpUNTOrpadueckon 3awnTol MHGOpMaunm, paboTy ¢
KtoYaMu, AOCTYN K K/IIOYEBbIM HOCUTEISAM.
6.1.2. Moaynu cetesol ayTeHTudukaumm Kpuntollpo TLS

Moaynb libssp o6ecneunBaeT peanv3aumio NpoToKoa ceTeBor ayTeHTUd nkaumm Kpuntollpo TLS. O6uwee
onucaHne nNpoTokosa npuBeaeHo B AoKyMeHTe “XXTAM.00088-01 91 01. Kpuntollpo CSP. PykoBoAacTBO
agMuMHucTtpaTtopa 6e3onacHocTn. O6was yacrb.”

MpoTtokon KpunTtollpo TLS ncnonb3yeTt kpuntorpadpudeckmne dyHkumnm CK3MN ans obecneuyeHunsa npouecca
ayTeHTudumkaummn n wndposaHUsa Tpadurka MEXAY KIIMEHTOM U CEPBEPOM.
6.1.3. Moaynb cpverify
Moaynb cpverify npegHasHauyeH AN KOHTPOAS LesloCTHOCTM nNpu yctaHoBke CK3U 1 @ YHKLMOHUPOBaHUM
MO CK3U Ha MNM3BM nonb3oBaTens.
6.1.4. Moaynb wipefile
Moaynb wipefile ncnonb3lyeTcs ansa yananeHus gannos BMeCTe C COAEPXMMbIM MPU WUTATHBLIX M HELLTATHbIX
(cBONMpoOBaHWe) cMTyau nsax.
6.2. Moaynu noacuctembl nporpammHon COK

6.2.1. Moaynb libcapi20
Moaynb libcapi20 uvcnonb3yetcs ana ynpasrieHus cepTudukaTaMm OTKPbITbIX KIKOYEN, a Takxe ans
obecneyeHns BbINOHEHUA KpunTorpadunyecknx 3anpocos Ha ypoBHe nHTepderica CryptoAPIv. 2.0. UHTepdeinc
Moayns capilite sBnseTca noagMHoXxecTtBoM MHTepdenca CryptoAPI v. 2.0.
6.2.2. bubnunoteka librdrrdr
bubnnoTteka librdrrdr o6ecneunBaeT yHUDMUNPOBaAHHLIA MHTEPdENC AOCTYNa K KIIHOYEBBLIM HOCUTESIAM
BHE 3aBMCMMOCTM OT MX TuNa.
6.2.3. Moaynun yCTpoWncCTB

Moaynu obecneumsatoT peanmnsauunto A0CTyna K KOHKPETHbIM TuUNaM KJHOYeEBbIX HoCUTenem w
cyunThbiBaTENEN:

. librdrfatl2 « guckosoay u auckeTe 3.5" n pasgeny XecTkoro aucka

6.2.4. bubnunoteka librdrsup
Bbubnmnoteka librdrsup o6ecneunBaeT peannsauunio obwmnx GyHKL UK A4OCTYyMNa K pa3/IMyHbIM K/IOYEBbIM
HOCUTENSM,
6.2.5. Moaynu paTtymkoB CrydamHbIX yucen
BubnmoTeka librdrrndm ob6ecneuunBatoT nogaepxky pabotbl ¢ pusnyeckum ACYH MAK 3awntel oT HCA.
Bubnnoteka libasnldata nogaep>xxkm npotokosna ASN1

bubnnoteka libasnldata coaepxut @yHKUuMM npeobpa3oBaHUA CTPYKTYP AaHHbIX B MaWMWHHO-
He3aBMCMMOE npeacTaBleHune.
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7. BctipameaHme CK3U B npukniagHoe MO

MNpn BcTpamBaHmm CK3W B npuknagHoe nporpaMMHoe obecnedeHue A[O0MXKHbI BbINOSHATHCS
TpeboBaHus pasgena 17 pokymeHTa <«XTHAM.00088-01 91 01. Kpunrtollpo CSP. PykoBOACTBO

aaMuHucTpatopa 6esonacHocTn. Obwasa vacte» u gokyMmeHTa «XKTHAW.00088-01 96 01. PykoBoACTBO
nporpaMmmMucTa».
Ons wucnonb3oBaHus 6ubnuotek Kpuntollpo CSP B OC AIX Bepcuit 5 M 6 B npukiagHbIx

NMPUNOXeHUSIX MpU JINHKOBKE 6MBIMOTEK M UCMONHSEeMbIX ¢ainoB ¢ 6ubnunotekamm Kpuntollpo CSP
HeobxoauMo ucnosb3oBaTb C++ KOMMOHOBLMK (XIC_r).

MNpn pabote c CSP B Ao4YepHUMX MOTOKAX peKOMeHAYeTCs yCTaHaBAMBaTb pa3Mep CTeka Ans
notoka He MeHee 700 KB:

e c nomowbto pthread_attr_init() n pthread_attr_setstacksize() 3agaTtb pasmep,
e nepepaTb aTpubyT B pthread_create(),
e N YHUYTOXMUTb ero BbiBoBOM pthread_attr_destroy().
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CK3U noa ynpasneHmnem OC AIX.

8. TpeboBaHMsA NO OpraHM3aUMOHHO-TEXHUYECKUM W aAMUHUCTPATMBHBLIM MepaMm
obecrnevenns akcrnyataumm CK3U

[OMKHbI BbINONHATbLCS TpeboBaHMS MO OpPraHM3aUMOHHO-TEXHUYECKMM W aAMUHUCTPATUBHbLIM
MepaM obecnedeHus 6ezonacHocTm akcnnyaTauum CK3UM B obbeme paspgenoB 15 M 16 pokyMmeHTa
«XTAM.00088-01 91 01. Kpuntollpo CSP. PykoBoACTBO aaAMMHUCTpaTopa 6e3onacHocTu. O6uias
yacTb».

8.1. O6bwime mepbl 3awmnTtbl oT HCA MO c yctaHoBneHHbM CK3W ana OC AIX

Moa ynpasneHneMm UNIX-nogobHbix onepauuoHHbIX cucteM CK3M Ao/mKHO MCNOb30BaTbCA C
nporpaMMHbIM obecneyeHnem:

e Certmgr (Kpuntollpo Certmgr)
e CryptCP

e Apache Trusted TLS (Digt)

e Trusted TLS (Digt)

Mpu mncnone3oBavun CK3W noa ynpasneHuem OC AIX gomkHbl 6bTb NPUHATHI 4ONOSHUTEbHbIE
Mepbl OPraHM3aLMOHHOIO M TEXHMYECKOro XapakTepa W LONOSIHUTENbHas HacTpolKka onepauuoHHOM
CUCTEMBI.

Mpn ncnonb3oBaHMM KOMMNbIOTEPOB NoA ynpasneHneM OC AIX ans peweHus 3asay, CBSA3aHHbIX
C 3awuton wuHdopMaumm, HeobxoaMMO NpPeAnpUHSATb AOMOJIHUTENbHbIE Mepbl OpraHM3auLMWOHHOIO W
TEXHMYECKOr0 XapakKTepa W BbINOJHUTb AOMOJHUTENIbHbIE HAacTpPONKKM OnepaunoHHOM cucTembl. [Mpwu
3TOM HeobxoamMMmo obecneumTb AOMOAHUTENBbHYH 3awuTty cepBepa n OC ot HCA, 6ecnepeboiiHbin
pexxuMm paboTbl U UCKIOYUTb BO3MOXHOCTWM "OTKasza B 06CAyXuBaHUKU", BbIBBAHHOMO BHYTPEHHUMU
npuyvHamMmn (Hanpumep - nepenosiHeHMeM (anIoBbIX CUCTEM).

8.1.1. OpraHu3auMOHHO-TEXHUYECKMNE MEpbI

1. K opraHM3aunoHHO-TEXHNYECKUM MepaM OTHOCATCSA:

obecneveHne pusnyeckoin 6e3onacHOCTU cepBepa;
yCTaHOBKa NMpOrpaMMHbIX 06HOBNEHWN;
opraHusauusi npoueaypbl pe3epBHOro KONUPOBAHUS U XpaHEHUS pe3epBHbIX KOMUINA.

JononHuntenbHble HacTponkm OC AIX kacatTcsa cnegyrowero:

e OrpaHuM4yeHMe [OCTyna MnoJib3oBaTesien N HACTPOMKKN MOJSIb30BATENbCKOI0 OKPYXEHUS;

e OrpaHuyeHue ceTeBbIX COeANHEHUM;

e OrpaHUYeHus Mpu MOHTUPOBaHUU (HanNoBbIX CUCTEM;

e OrpaHuM4yeHus Ha 3anyck npoueccos;

e KOHTposib 3arpy3km OC WM KOHTPO/b LENOCTHOCTU CUCTEMHOrO UM MNPUKAAAHOrO
nporpaMMHoro obecnevyeHus AoKeH obecneymBaTbCs NpU MOMOLLM S/IEKTPOHHOIO 3aMKa

e [ONONHUTENbHbIE HAcTpokkn aapa OC;

e HACTpOliKa CeTeBbIX CEPBUCOB;

e OrpaHuM4yeHue KoauyecTBa "BuUAMMON u3BHe" MHdOpMaUMM O CUCTEME;

e HACTpoOliKa NOACUCTEMbl MPOTOKOJNPOBAHMS M ayauTa.

2. B cucTteme perncTpupyeTtcsa oAvH MNosib3oBaTesb, o6/adatlowmii npaBaMum aAMUHUCTPATOPa,

HOCAWMA MMA root, Ha KOToporo Bosnaraetcsa obsasaHHOCTb KoHbUrypmposatb OC AIX, HacTpauBaTb
6e3onacHocTb OC AIX, a Takxe KoHdurypmuposaTb N9BM, Ha koTopyto ycTaHoBneHa OC.

3. Onsa noJsib3oBaTeENA root Bblﬁl/lpaeTCFl HaZ4EeXHbIN napojis BXo0da B CUCTEMY,
y,CI,OB}'IeTBOpFlIOLLLMﬁ cneayrumnm TpeGOBaHMﬂM! AnnHa naposda He MeEHee 6 CVMBONOB, cpean
CMMBOJIOB MNaposida AO0JDKHbl BCTpeYaTbCA 3arjlaBHble CWUMBOJIbl, MNPOMUCHbIE CWMBOJIbI, Ll,VICbpr 7
crneuynanbHble CUMBOJIbl, CPOK CME€HbI MNMaposid HE peXxe OoAHOrNo pa3a B Mecdu, AOCTyn K naposiko
AomkeH bbb obecneyeH ToNbKO aAMUHUCTPATopYy.
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4. MNonb3oBaTtento root AOCTYMNHbI HACTPOMKM BCeX nosb3oBaTtenern OC AIX, KOTOpble OH MOXET
rnpocMaTpuBaTb, pefakTupoBaTb, yAansTb, co3haBaTb. BceMm nonb3oBaTensaM, 3aperncTpupoBaHHbIM B
OC AIX , nonb3oBaTesib root B COOTBETCTBMU C MOJSIMTUKOMN 6€30MacHOCTU, NPUHATOMN B OpraHmMsauunm,
AaeT MUHUMaNIbHO BO3MOXHble A7 HOpManbHOW paboTbl nmpaBa. Kaxabw nonb3oBaTtenb OC AIX, He
ABASOWMNACSA Nonb3oBaTesnemM root, MOXeT nMpocMaTpuBaTb M peAaKTUPOBATb TOSIbKO CBOW YCTAHOBKM
B paMKax npaB AOCTyrna, Ha3Ha4eHHbIX eMy nosib3oBaTtenemMm root.

5. Bcex nonb3oaTtenenn [1DBM, KoTopble He nMONb3YKTCH [aHHOW CUCTEMON, U BCeX
CTaHAapTHbIX Nonb3oBaTenen, Kotopble co3aatoTcsa B OC AIX Bo BpeMs yCTaHOBKM (Takux, Kak "sys",
"uucp", "nuucp"”, n "listen"), KpoMe nonb3oBaTens root, cneayeTt yaanuTb.

6. B OC AIX cywecTBylT wucnosHAeMble dannbl, KOTOpble 3anyckKaklTcs C npaBamu
nonb3oBaTtens root. 3Tu dannbl MMeT ycTaHoBNeHHbM dnar SUID. Monb3oBaTesnb root AOSKeH
onpeaennTb, KakuMM w3 3TUX (ansioB B paMKax onpeaeneHHOW B OpraHusauum MoJsITUKK
6e3onacHoCTK He TpebyeTcs 3anyck C aAMMHUCTPATUBHbLIMM MOJIHOMOYMSMM, U C MOMOLWbID cbpoca
¢dnara SUID ponkeH CBECTU KOMMYECTBO Takmx annoB K MUHUMYMY. 3anyckK ocTaBluxcs dhannos c
yCTaHoBNeHHbM dnarom SUID pgosmkeH KOHTPOAMPOBATbCSA Mosib3oBaTenem root.

7. Mpu wncnonb3oBaHun CK3U Ha [M2BM, noakatoyeHHbIX K 06WwenoCcTyrnHbiIM CeTsSM CBS3N,
OOJIKHBbI bbb npeanpuHATLI AONOJTHUTENbHbIE Mepbl, NcKYvamLime BO3MOXHOCTb
HECAHKLMOHNUPOBAHHOIO A0CTYyMa K CUCTEMHbIM pecypcaM WCNOoJib3yeMbIX OnepauUoHHbIX CUCTEM, K
nporpaMMHOMy o6ecneyeHunto, B OKPYXEeHMM KOTOporo yHKUMOHMpYOT CK3WM, M K KOMMOHEHTaM
CK3M cO CTOpPOHbI YKa3aHHbIX CeTeM.

8. lMpaBo gocTyna K paboumMm MecTaM C ycTaHoBneHHbiM O CK3W npepocTaBnsieTcs TOJbKO
nvuaM,  O3HAKOMJIEHHbBIM C  NpaBuWlaMM  MNOJSIb30BaHMA U U3YUYMBLUMM  3KCMUJTyaTalUMOHHYHO
OOKYMEHTaLUMo Ha nporpaMMHoe obecrnedyeHue, umeroulee B cBoeM coctaBe CK3U.

9. Ha TexHuyeckmx cpeacTtBax, ocHaweHHblXx CK3WM Ao/mkHO MCNonb3oBaTbCA TOSbKO
NMUEH3MOHHOE nporpammHoe obecneveHne dMpM-nponssoanTesnen.

10. B BIOS onpeaenstoTcs yCTaHOBKWU, UCKOYalOWMe BO3MOXHOCTb 3arpy3ku onepaumnoHHOM
CUCTEMbIl, OT/IMYHOW OT YCTAHOBJIEHHOW Ha >XECTKOM AUCKE: OTK/IYaeTCd BO3MOXHOCTb 3arpy3ku C
rmbkoro gucka, npusoga CD-ROM u npoume HecTaHAapTHble BuAbl 3arpy3ku OC, BKOHas CeTeBYIO
3arpy3ky. He npumMmeHsatTca T29BM ¢ BIOS, wuCkAlO4YawWMM BO3MOXHOCTb OTKJIHOUEHUS CeTeBOW
3arpy3ku OC.

11. CpeactBamu BIOS posmkHa 6bTb MCK/IHOYEHA BO3MOXHOCTb OTKJ/IHOUYEHUS MOJSIb30OBaTeNs MU
ISA-ycTponictB n PCI-ycTpoicTB. [N UCKAOYEHUS 3TOM BO3MOXHOCTM BXxo4 B BIOS 3BM posmkeH
ObMb 3allMWEH NaposieM, K KOTOPOMY TMpeabsaBAsSlOTCS Te Xe TpeboBaHMsA, 4YTO M K Maposo
nono3oaTtens root. Maponb ana Bxoga B BIOS ponxeH 6bTb U3BECTEH TOJIbKO MONb30BaTENO root u
6bITb OT/IMYHBLIM OT Napossa nosb3oBaTens root agng exoga B OC AIX.

12. [o 3arpy3ku OC posmkeH 6bTb peann3oBaH KOHTPOJb LEeSIOCTHOCTM (alsioB, KPUTUYHbIX
ang 3arpyskm OC n nporpammbl CPVERIFY.

13. Mpn 3arpyske OC pomkeH 6bTb peann3oBaH KOHTPONAb LENOCTHOCTU MPOrpamMmMHOro
obecnevyeHunsi, Bxoasauwero B coctaB CK3MW, camom OC u BCex wuCnonHsaembix ¢dannos,
dyHKUMOHMPYOLWKMX coBMecTHO ¢ CK3W ¢ ncnonesosaHnem nporpamMmbl CPVERIFY.

14. CpeacTtBamm BIOS posmkHa 6bTb UCKAKOYEHA BO3MOXHOCTb paboTbl Ha 3BM, ecnu BO
BpeMsi ero HayaslbHOM 3arpy3ku He NpoXoAaT BCTpOeHHble TecTbl 3BM (POST).

15. Ha M2BM ponxHa ycCTaHaBnuBaTbCcsa ToAbko oaHa OC. Ha M2BM He ycTaHaBnAMBalTCA
cpenctB paspabotkm u  oTtnagkm [O. Ecnm cpeactBa  OT/aAKuM  MPUIOXKEHUA  HYXHbl  Ans
TEXHONIOMTMYEeCKnx  notpebHocTeln opraHmMsauum,  TO MX  WCNOSb30BaHME  JO/MKHO bbb
CaHKLUMOHUPOBaAHO aAMWHUCTpaTopoM 6e3onacHocTu. B nobom cnyyae 3anpelwiaeTcss MCNOMb30BaTb
3TU CpeacTBa Ans NpOCMOTpa U peAakTUPOBAHUS KOAA W NaMATU NMpUNoXeHun, ncrnonbsyowmnx CK3U.
Cnepyet wusberaTb nonagaHuvs B CUCTEMY MporpaMM, MO3BOMSAKOWMX, MNOMAb3ysAcb owmbkamu OC,
nony4yaTb npuBunernn root.

16. [JosmkHO 6bb orpaHmMyeHo (C y4yeTOM BblibpaHHOW B oOpraHmMsauuMm MOJINTUKMU
6e3o0nacHOCTU) UCMOsIb30BaHWe MOsb30BaTeNsaMM KOMaHA4 cron u at — 3anycka KOMaHA B yKasaHHoe
BpemMs.

17. JomkHO 6bMb peanu3oBaHO (GuU3nYecKoe 3aTuUpaHMe COAEPXWUMOro yaansieMblx ¢ainnos ¢
ncnonb3osaHmeM nporpammbl Wipefile ns coctasa CK3W.
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18. [onkHbl 6bTb OTK/OUEHbI CEeTEBblE MNPOTOKO/bl, KOTOPble HE MCMONb3YITCS Ha AaHHOM
3BM.

19. B cny4ae noakntoveHus 2BM c ycTtaHoBneHHbiM CK3UM k obwenocTynHbIM ceTaM nepegayu
AaHHbIX OTK/OUUTbL MUcnonb3oBaHue JavaScript, VBScript, ActiveX n apyrux nporpaMmmHbiX 06beKTOB,
3arpy>aembix U3 CeTn, B NMpUKIagHbIX NporpaMMax.

20. [osmkHbl O6bITb MNPUHATBI MEpbl MO UCKJ/IIOYEHMIO HECaHKLMWOHMPOBAHHOINO A0CTyna
MOCTOPOHHMX NL, B MOMELEHNS, B KOTOPbIX YCTaHOBMNEHbI TexHnyeckue cpeactea CK3U «Kpuntollpo
CSP», nmo poay CBOeN [eATeNIbHOCTU He SBASIWMXCS NepcoHasnoM, AonyweHHbM K paboTe B
yKa3aHHbIX MOMELLEHUSX.

21. [Jo/mKHO O6bITb 3anpeleHo oCTaBnaATb 6e3 KOHTpPons BbMUCAUTENbHblE CpeacTBa, Ha
KoTopbiXx 3akcnnyaTtupyetcsa CK3U «Kpuntollpo CSP» nocne BBoAa kw4deBon uHdopmauuu. [pu
yxoae nonb3oBaTtens ¢ pabodero MecTa [AO/MKHO MCMONb30BaTbCs aBTOMATUYECKOE BKJ/IOYEHUE
rMaposibHOM 3acTaBKMU.

22. N3 cocTaBa cucTeMbl 4O/MKHO 6bITb MCKIOUEHO 060pyAOBaHMe, KOTOpOe MOXET C034aBaTb
yrposy 6e3onacHoctn OC AIX 5/6. Takxe HeobxoauMo wusberatb MUCMNOAb30BaHWUS HeCTaHAAPTHbIX
annapaTHbIX CPeACTB, MMEKLWUX BO3MOXHOCTb BAUATb Ha YHKUMOHMpOBaHWe KomnbioTepa uam OC
AIX 5/6.

23. MNocne wHcTannauum OC cnegyeTr ycTaHoBuTb C cauta http://www.ibm.com/ Bce
pPEKOMEHAOBAHHbIE  MpPOrpaMMHbie  O6HOBNEHMA U MNporpaMMHble  OBHOBMIEHUS, CBSAI3@HHble C
6e30nacHOCTbIO.

24. Ha Bce paupekTopun, cogaepxawme cuctemHole dannbl OC AIX m kartanoru CK3H1,
HeobxoAMMO yCTaHOBMTb MpaBa AOCTyna, 3anpeuwjatolwme BCeM MNosb3oBaTensaM, Kpome Bnagenbua
(Owner), 3anuce.

25. B cBS3M C TeM, 4YTO aBapwiMHbLIA p[aMn OMepaTUBHOM NaMATM MOXET CoAepXaTb
KpunTtorpadumyeckm onacHyw uHdbDOpMauuio, B MpuKIadHbX nporpaMMax, wucnonbsyrowmx CK3N,
cnepyeT OTK/IOYUTb BO3MOXHOCTb €ro co3gaHua ¢ noMowbio dyHkuum ulimit (yctaHoBuTb pasmep
Aamna namatu B 0).

26. B OC AIX wucnonb3yetcs BupTyanbHas namMatb. O6bnacTb BUPTyasbHOM NaMATM AOJKHA
6bITb OpraHMsaoBaHa Ha OTAENbHOM XeCTKOM aucke. [lo okoHuyaHum pabotbl CK3U coaepxumoe
BMPTYyanbHOM MNaMsATM AO/HKHO 3aTMpaTbCs C Ucnosib3oBaHWeM cpeacTts OC. B cnyyae aBapuMHOIo
ocTaHoBa 2BM, npu cnepytowen 3arpyske Heobxoammo B pexume “single user” ounctutb obnacTb
BMpTyasbHON namsaTtu nporpammoinn wipefile, Bxogswein B coctaB CK3W Kpuntollpo CSP. B cnyuae
BbIX04A M3 CTPOA KECTKOro AucKa, Ha KOTOpOM Haxoautca ob6nacTb BUPTYalbHON MaMaTw,
KpunTorpadumyeckme KAKYM MNoanexart BbiBOAY M3 [AENCTBUSA, @ XECTKUMA AUCK He noAsexallium
PEMOHTY. DTOT XECTKUN AUCK YHUUYTOXAETCS MO NpaBuiiaM YHUUTOXEHUSA KKOYEBbIX HOCUTENEN.

8.1.2. [JononHutenbHble HacTpoihku OC AIX

Hactpoiiku OC AIX BbINONHANTCA NYTEM pepakTupoBaHus (ypaneHus, nob6aBneHus) pasnnUyHbIX
KOH@UrypaunoHHbIX 1 KOMaHAHbIX G alioB Kak Bpy4YHY, TaK U C UCMOJIb30BAaHMEM CUCTEMHOMN YTUANTbI smitty.

[Ons coXxpaHeHMs BO3MOX HOCTM "OTKaTUTL" BHECEHHbIE U3MEHEHUS CNeAYeT COXPaHSaTb Moagnduumnpyemblie
dannbl B "6e3onacHoM" MecTe (Ha BHELWHEM HOCUTENIE UM HA HE MOHTMPYEMOM aBTOMaTU4Yecku ¢ ainoBomn
cucreme).

OrpaHuyeHre A0CTyna Nojb30BaTeNen M HAaCTPOMKWM NOIb30BATEIbCKOrO OKPYXEHUS
HacTpoiika nonb30BaTENbCKOr0 OKPYXEHUS 3aKII0UaeTcsa B CNeAyolULMX 1eNCTBUSX:

1. Wcnonb3ya yTunuty smitty, cneayeT yCTaHOBUTb Cliedylolne AMPEKTMBbI ANA  BCEX
nonb3oBaTenen CUCTEMbI:

Expiration date - He 6onbwe 30 gHel C MOMeHTa CO3aAaHus.

Number of failed logins before locked =3 konuMyecTBO HEBepHbIX MOMbLITOK perncTpaumm
nonb3oBaTens.

Soft core file size=0K ansa 3anpeta co3gaHus core-dainos
UMASK=022 (napameTp 3ajaeT MacKy co3aaHus dalina no-yMosvaHuio).

Another user can su = False napaMeTp orpaHMuYMBaeT BO3MOXHOCTb perncTpauumn
Cynepnosnb30BaTens Yepes yTUIuTy su).
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Ona nonb3oBaTtens root yCTaHOBUTb MAacKy pexuma cospaHus dannos 077 vnum 027:

umask 077 (umask 027);

2. OrtpepakTtunpoBaTb ¢ann /etc/shells n nomecTutb B HEro MMeHa TONMbKO ANns Tex
ncnonHsemblx darinos o6on04eKk, KOTOpble YCTaHOBMEHbl B cucTteMme. o yMon4yaHuio, CoAepXxumoe
danna /etc/shells moxeT 6bITb TaknM:

/bin/csh, /bin/tcsh, /bin/sh, /usr/local/bin/bash

3. Ypanutb dann (ecnm oH cyuiecTtByeT) /.rhosts.

4. Ypanutb cogepxumoe danna /etc/host.equiv.

5. OtpepaktupoBaTtb dann /etc/pam.conf ¢ uenbto 3anpeta rhosts-ayTeHTUdMKaLUK.
BbiInonHAETCA KOMMEHTMPOBAHMEM BCEX CTPOK, CoAepXKalluMx noAcTpoky "pam rhosts_auth.so".

6. [MpoBepuTb wnaeHTUdUKaTOpbl MOAb30OBATENSs M [rpynnbl A4S BCexX Monb3oBaTtenewn,
nepeyncneHHolx B danne /etc/passwd. Cneayer ybeamtcs, 4TO He CyLeCTBYET MOsb30OBaTenen,
uMerwmx uaeHtTudukatop nonbsosatens 0 wu  waeHTudwmkatop rpynnbl 0 Kpome, BO3MOXHO,
rnosib3oBaTtensa root.

7. Co3gaTb MepeyeHb MNpoOrpamMM, KOTOpble 3amycKalTCcAa C MpaBaMM agMUHUCTpaTopa, MU
KOHTPOJIMPOBaTb €ro HEM3MEHHOCTb;

8. 3anpeTuTb permcTpauuio B CUCTEME MNOJIb30BATEsNIEN, MMelWwnx cnegywwme "cnyxebHble
umeHa":

daemon uucp

bin nuucp
sys listen
adm nobody
Ip noaccess
smtp

[JencTBue BbINONHAETCS NyTeM ykasaHus B danne /etc/passwd cTtpokm " B mnone shell-
nporpamMmbl U yKasaHus cuMBona 'X' B nosie napons.

OrpaHuyeHvs Npu _MOHTUMPOBaHWW (PanaoBbIX CUCTEM
OrpaHunyeHnss nMpy MOHTMPOBaHMM (annoBbIX CUCTEM peanu3yrTcs peakTvpoBaHuem danna
/etc/filesystems:
YCTaHOBUTb onuuto nosuid Npyu MOHTUPOBaHUM GalaoBoO CUCTEMBbI /var.
Mpy MHCTanNNAUUM CUCTEMbI CrieayeT BbiaenuTb Ans dannosbix cuctem /, /usr, /usr/local, /var
pa3sHble pa3aenbl AMCKa A0S NpefoTBpalleHUs NMepenosiHeHUs KPUTWUYHbLIX dalkinosbix cuctem (/, /var)

3a CcYyeT, HanpuMep, nMONAb30BaTeNbCKUX AaHHbX W obecrnevyeHUss BO3MOXHOCTWM MOHTMPOBAHUSA
dhannoBon CUCTEMbI /USr B peXxunMe "ToSIbKO ANnsa vyteHus".

OrpaHunyeHnsa Ha 3anycK Npoueccos

CnegyetT OrpaHuW4MTb WCMOSb30BaHWe B CUCTeMe [J1IaHMpOBLUMKA 3ajad cron W CpeacTs
nakeTtHon o6paboTkn 3agaHuii. [Ons HOpManbHOro (@QYHKLWOHMPOBAHUS CUCTEMbI MWHUMAbHO
HeobxoauMbIM  SIBNSETCS pas3pelleHne WCNOoMb30BaHMS MAaHUpoBLUMKA 3a4ady  Cron W CpeacTs
nakeTtHonm o6paboTkn 3adaHuii TONbKO nMosb3oBaTento root. [na 3Toro cneayet BbINOJHUTb
cneaylowme KoMaHapl (OT MMEHW Cynepnosib3oBaTens):

echo root > /var/adm/cron/allow
echo root > /var/adm/cron/at.allow

HacTpoika ceTeBbIX CEPBUCOB
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1. CnegyeT orpaHmunTtb pYHKLMOHANBHOCTb CEPBUCOB HE WCMONb3YEMbIX B AAHHOW CUCTEME.
[encTBue 3aknw4aeTcsa B peaakTupoBaHun arina /etc/inittab. B danne /etc/inittab cneapyet
3aKOMMeHTpoBaTb (yAannTb) CTPOKKU, COAEpXalUMe ONMMCaHUS TEX CEPBUCOB, UCMOJSIb30BaHME KOTOPbIX
Ha KOHUrypMpyeMoM KOMMbIOTEPE He SABMSIETCH HEOOXOAUMbBIM.

2. Ucnonb3ya yTuamty smitty, OTKAOUYMTb HEWCNO/Ib3yeMble CeTeBble CEPBUCHI, U CyXbbl,
3anyckaeMmblx nNpu cTapte cuctembl. CneayeT 3anpetutb NpUeEM U3 BHEWHeEA  ceTu
"wunpokoBewaTtenbHblX" (broadcast) nakeTtoB, a Takxe nepefadvyy OTBETOB Ha MpUHATbIE
"WwnpokoBewaTenbHble" nNakeTbl.

3. 3anpeTuTb Cynepnonb3oBaTento AocTyn no ftp.

4. ECnv nnaHupyeTCcs UCMosb30BaTb Ha HacTpamBaeMoM cepsepe cepsuc FTP, To cnepyet
3anpeTuTb AOCTYN no npoTtokony FTP nonb3oBaTtensaMm, Ans KOTOPbIX 3anpelieH A0CTYyn K cepBepy no
npotokony FTP. B cnucke "sanpeweHHblX" Monb3oBaTenen, KakKk MUHUMYM, AO/KHblI bbb

nepeyunceHsl cnepytouwme nmeHa nosb3oBaTenen:
adm nobody4
bin nuucp
daemon root
listen smtp
Ip sys
nobody uucp
noaccese

5. Ana orpaHuMyeHuMss [OCTyna K CUCTEMHbIM dannaMm Ans HenpuBUIErmpoBaHHbIX
nosib30BaTesIeN, U3 KOMAHAHOW CTPOKW C/ieAyeT BbIMNOSIHUTb CleayloWme KOMaHabl:

Chown root /etc/mail/aliases chmod 500 /usr/bin/rdist
chmod 644 /etc/mail/aliases chmod 400 /usr/sbin/sync
chmod 750 /etc/security chmod 400 /usr/bin/uudecode
chmod 000 /usr/bin/at chmod 400 /usr/bin/uuencode
Takxe cnegyeT o6HynnTb pnar SGID aAns HEKOTOPbLIX UCMONHAEMbIX (DaNoB:
chmod g-s /usr/bin/mail chmod g-s /usr/bin/ipcs
chmod g-s /usr/bin/mailx chmod g-s /usr/sbin/arp
chmod g-s /usr/bin/write chmod g-s /usr/sbin/prtconf
chmod g-s /usr/bin/netstat chmod g-s /usr/sbin/swap

chmod g-s /usr/bin/nfsstat

OrpaHunyeHve KOAWYeCcTBa «BUAWMMOW M3BHE» MHPOPMaAUWMK O CUCTEME

O6blMHO, HayanbHyt MHMOPMAUMIO O CUCTEME MNOTEHUMasbHbIM HapywuTenb noaydyaet u3
CUCTEMHbIX MpUrialeHnii, BbijaBaeMbix ceTeBbiMn cnyxbamm cepsepa (telnet-cepsep, ftp-cepsep wu

np.).

Mo3TOMYy, K MepaM NOo OrpaHuM4YeHuUo KonumdecTBa "BuMAMMOW M3BHe" unHbOpMauuM O cuUcTeme
OTHOCATCSH:

e OTKas oOT cTaHgapTHoro '"3arosioBka", BbiBOAMMOro cepBepoM ftp npu oTBeTe
nosb30BaTesto.

e PepakTupoBaHue arinos /etc/issue, /etc/ftpbanner mn /etc/motd c uenblo pasbsCHEHUSN
nonb3oBaTensM npaBua M NONUTUKM AOCTyna K cepBepy ftp.

HacTpoika noacuUCTeMbl NPOTOKOAMPOBAHMA W ayauTa
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1. CnenyeT yOOCTOBEPUTCS, 4UTO TONBKO MMOJSb30BaTeNlb root MMeeT AOCTyNM Ha 3ammcb Ans dawios
cofepXalmx MHMOpMaUU0 O NPOTOKOIMPY EMbIX COBbITUSIX.

2. Ecnv Ha HacTpavBaeMOM cepBepe ucnonb3lyeTcss web-cepeep, To crneayet ybeamtbcs, 4To
ToNbKo "Bnageneu" npouecca httpd umeeT gocTyn Ha 3anmcb K npoTtokonam httpd

3. C yyeToM BblbpaHHOW B OpraHusauum MNoJMTUKKM 6e30MacHOCTM AO0/HKHO 6bMb OrpaHUyeHo
MCMONIb30BaHMe MoAb30BaTensaMM KOMaHg Su M sudo - npepocTaBfieHMs  MNOJSIb30BaTeso
aAMWUHUCTPATMBHbBIX MOSIHOMOYMI

4, CnegyeT NpoTOKOMMPOBATb MOMbITKM UCMOJSIb30BaHMA MporpamMM su u sudo.

5. CneayeT NpOTOKO/MPOBATb CeTeBble COeAMHeHMs (BKo4vas AaTy/Bpemsa coeauvHeHus, IP-
aApec KAMeHTa, YCTaHOBUBLUEro COeANHEHNE U UMSA CepBuca, 06CNy>KMBAKOLWEro CoeanHeHue).

8.2. TpeboBaHMs NO pa3MeLleHN0 TEXHUYECKMX CPeacTB C ycTaHoBAeHHbM CK3U

MNpn pasMelleHnn TEXHUYECKNX CPeacCTB C yCTaHoBNeHHbIM CK3U:

e [10/1KHbI 6bITb MPUHATBLI MepPbIl NO 3aliUTEe OT HECAHKLMOHMPOBAHHOIO AOCTYMa B MOMELLEHUS,
B KOTOPbIX pa3sMeLleHbl TEXHUYECKME CpeAcTBa C ycTaHoBsieHHbIM CK3W, MOCTOPOHHUX nny, MO poay
CBOEN AeATEeNbHOCTU He SABJSOLWMXCS NepCOoHasioM, AONYLWEHHbIM K paboTe B 3TUX NoMeweHusX. B
cnydyae Heob6xoaMMOCTM NPUCYTCTBMSA MOCTOPOHHMX /UL B YKa3aHHbIX MOMELLEHUSIX AO0/HKEH ObITb
obecneyeH KOHTPO/b 3a MX AEUCTBUSMU U obecrneyeHa HEBO3MOXHOCTb HeraTUBHbIX AEWCTBUIA C UX
cTtopoHbl Ha CK3W, TexHuyeckme cpeacTtBa, Ha KOTopbiX akcnnyatupyetrca CK3U v 3awuvuwaemyto
mHdopmMauuio.

e BHYTpEeHHAST MJI@aHMpPOBKA, pacnoflioXeHMe U YKOMMIIEKTOBAHHOCTb paboumx ™MecT B

noMelleHnssX AO/MKHbI obecneymBaTb MCMOMHMTENSAM  paboT, COXPAaHHOCTb AOBEPEHHbIX WM
KOHdUAEHUMANbHBIX AOKYMEHTOB W CBEAEHWI, BKJtOYas KAoYeBYO MHDOpMaLmio.

e B cnyyae nnaHupoBaHus pasMewleHns CK3UW B noMelweHusix, rae npucyTCTBYyeT peuyeBas,
aKycTuyeckas n BU3yasibHas nHdopmMaums, cogepxatwas cBegeHus, cocTasnsoume
rocyaapCTBEHHYHO TaWHy, W (MAK) YCTaHOBJIEHbl TEXHMYECKMe cpeacTBa M CUCTEMbl MNpUEMa,
nepegayn, o6paboTkn, XpaHeHus U oTobpaxeHus wuHdbOpMauuM, coaepxawen cseneHus,
COCTaBNAKLWMNE TOCYAAPCTBEHHYK TalHy, TexXHW4yeckue cpeacTBa WMHOCTPAHHOro MpoM3BOACTBA, Ha
KOTOPbIX (YHKUMOHMPYIOT nporpamMmHble moaynn CK3W, posmkHbl 6bMb NOABEPrHyTbl CheuuanbHOM
NpoBepKe MO BbISIBJIEHUIO YCTPOWUCTB, NpeAHa3Ha4YeHHbIX AN HernacHoro noaydeHus wHdopmaunmn»,
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9. TpeboBaHusa Mo KpunTorpaguyeckon 3saluute

JOoKHbI BbINOAHATBLCS TpE6OBaHVIF|Z
1. icnonb3oBaHMe TONIbKO JIMLEH3UOHHOIO CUCTEMHOIO nporpaMMHoOro obecnevyeHus.

2. Pazpen 16 pokymeHTa XTHAM.00088-01 91 01.
3. Mepep Hayanom paboTbl AoMKeH 6bTb NpOBeAeH KOHTPOJIb LLefIOCTHOCTU. KOHTposieM
LLeJIOCTHOCTM AOJIKHbI 6bTb OXBauyeHbl (ainbl, ykasaHHble B n. 16.

4. HacTpoika onepaumoHHON cucTteMmbl ana pabotbl ¢ CK3UM no n. 10.1.2.

5.Mpn  wunHcTannaumm CK3UM  pomkHbl 6bTb  obecrieyeHbl OpraHM3aLMOHHO-TEXHUYECKME Mepbl MO
WUCKJIIOYEHMIO MOAMEHbI AMCTPUOYTMBA U BHECeHMs uaMeHeHnin B CK3M nocne yCTaHOBKM.

6. UckniovyeHne un3 nporpammHoro obecnedveHumss M3OBM ¢ ycTaHoBneHHbiM CK3W cpeacTts
oTNagKu.

7. Maponb, wucCnonb3yeMbin AN ayTeHTudukKauum nosib3oBaTenein, AO/MKEH coAaepXaTb He
MeHee 6 CMMBOOB andaBuTa MOLHOCTM He MeHee 10. MepuoAMYHOCTb CMEHbI Mapons - He pexe
ogHoro pasa B 3 Mecsua.

8. MeprMoaANYHOCTb TEeCTOBOMO KOHTPOAS Kpuntorpapuueckmx @yHkumn - 10 MUHYT.

9. BExxecyTouHasa nepe3sarpyska [M2BM.

10. NepmogmyHocTb ocCTaHoBa [1O9BM ¢ ob6a3aTenbHOM MNPOBEPKOA CUCTEMbI OXJIaXAEHUS
npoueccopHoro 6noka MN3BM - 1 mecsu.

11. 3anpewaercsa M1CMNoab30BaTb pexuM npocTton 3ameHbl (ECB) TOCT 28147-89 pn4
wndpoBaHua MHMOpMaLUM, KpoMe Ko4YeBOMN.

12. JomkHO gaBaTbCs NpeaynpexiaeHue 0 TOM, UYTO MpU MUCNOJSIb30BaHUN pexunMma WngpoBaHus
CRYPT_SIMPLEMIX_MODE wMaTtepuan, ob6pabaTbiBaeMbin Ha OOAHOM  KJlO4Ye, aBTOMaTUYECKM
orpaHuymBaeTcsa BenuymHom 4 MB.

13. NMpn  dyHKUMOHUpOBaHMM CK3W  [onXKHblI BbINOMHATbLCS TpeboBaHMA 3KcnayaTauWoOHHOM
AokyMeHTauun Ha MNAK sawutel ot HCA.

14. Jo/mkHO 6bITb 3anpeleHo mcnonb3oBaHue CK3UM ansa 3awutbl TenedOoHHbIX MEPEroBopoB
6e3 NpuHATMS B CUCTEME Mep MO 3awmte OT MHPOPMATUBHOCTM NOBOYHBIX KaHanoBs, cneundunyeckux
rnpu nepejaye peyu.

15. lomkHa 6bMb 3anpelieHa pabota CK3UM npu BkAOYEHHbIX B [19BM wrtaTHbIX cpeacTBax
BbIX04a B pajuoKaHan.

16. KOHTponeM LesioCTHOCTU A0/IKHbI 6bTb OXBayeHbl dannbl:

AIX (Power PC 32 bits)

/opt/cprocsp/bin/ppc/cryptcp
/opt/cprocsp/bin/ppc/certmgr
/opt/cprocsp/bin/ppc/inittst
/opt/cprocsp/bin/ppc/csptestf
/opt/cprocsp/bin/ppc/der2xer
/opt/cprocsp/lib/ppc/libcapi?20.s0.4.0.4
/opt/cprocsp/lib/ppc/libcpext.so.4.0.4
/opt/cprocsp/lib/ppc/libpkixcmp.so.4.0.4
/opt/cprocsp/lib/ppc/libasnldata.so.4.0.4
/opt/cprocsp/lib/ppc/libssp.so0.4.0.4
/opt/cprocsp/lib/ppc/libpkivalidator.so.4.0.4
/opt/cprocsp/lib/ppc/libeplib.so.4.0.4

/opt/cprocsp/lib/ppc/libcpasnl.so.4.0.4
/opt/cprocsp/lib/ppc/libocsp.so0.4.0.4
/opt/cprocsp/lib/ppc/libenroll.so.4.0.4

/opt/cprocsp/lib/ppc/libtsp.so.4.0.4
/opt/cprocsp/lib/ppc/libtspcli.so.4.0.4
/opt/cprocsp/lib/ppc/liburlretrieve.so0.4.0.4
/opt/cprocsp/bin/ppc64/cryptcp
/opt/cprocsp/bin/ppc64/certmgr
/opt/cprocsp/bin/ppc64/inittst
/opt/cprocsp/bin/ppc64/csptestf
/opt/cprocsp/bin/ppc64/der2xer
/opt/cprocsp/lib/ppc64/libcapi20.s0.4.0.4
/opt/cprocsp/lib/ppc6d/libcpext.so.4.0.4
/opt/cprocsp/lib/ppc64/libpkixcmp.so.4.0.4
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/opt/cprocsp/lib/ppc64/libasnldata.so.4.0.4
/opt/cprocsp/lib/ppc64/libssp.so.4.0.4
/opt/cprocsp/lib/ppc6d/libpkivalidator.so.4.0.4
/opt/cprocsp/lib/ppc64/libecplib.so.4.0.4

/opt/cprocsp/lib/ppc64d/libcpasnl.so.4.0.4
/opt/cprocsp/lib/ppc6d/libocsp.so0.4.0.4
/opt/cprocsp/lib/ppc64/libenroll.so.4.0.4

/opt/cprocsp/lib/ppc64d/libtsp.so0.4.0.4
/opt/cprocsp/lib/ppc64/libtspcli.so.4.0.4
/opt/cprocsp/lib/ppc64/liburlretrieve.so.4.0.4
/opt/cprocsp/bin/ppc/curl
/opt/cprocsp/lib/ppc/libecpcurl.so.4.2.0
/opt/cprocsp/lib/ppc/libecpcurl.a
/opt/cprocsp/bin/ppc64/curl
/opt/cprocsp/lib/ppc64/libcpcurl.so.4.2.0
/opt/cprocsp/lib/ppc64/libcpcurl.a
/opt/cprocsp/lib/ppc/libcspr.so.4.0.4
/opt/cprocsp/lib/ppc/libesp kc2.s0.4.0.4
/opt/cprocsp/sbin/ppc/cryptsrv
/opt/cprocsp/lib/ppc6d/libecspr.so.4.0.4
/opt/cprocsp/lib/ppc64/libesp kc2.s0.4.0.4
/opt/cprocsp/sbin/ppc64d/cryptsrv
/opt/cprocsp/lib/ppc/libecppkesll.so.4.0.4
/opt/cprocsp/lib/ppc64/libcppkcsll.so.4.0.4
/opt/cprocsp/bin/ppc/cpverify
/opt/cprocsp/bin/ppc/wipefile
/opt/cprocsp/bin/ppc/csptest
/opt/cprocsp/lib/ppc/librdrrdr.so.4.0.4
/opt/cprocsp/lib/ppc/librdrrndm.so.4.0.4
/opt/cprocsp/lib/ppc/librdrsup.so.4.0.4
/opt/cprocsp/lib/ppc/librdrdsrf.so.4.0.4
/opt/cprocsp/lib/ppc/librdrfatl2.so0.4.0.4
/opt/cprocsp/lib/ppc/libcapil0.so0.4.0.4
/opt/cprocsp/lib/ppc/libcpui.so.4.0.4
/opt/cprocsp/sbin/ppc/unreg prov_type name.sh
/opt/cprocsp/sbin/ppc/cpconfig
/opt/cprocsp/sbin/ppc/mount flash.sh
/opt/cprocsp/bin/ppc64/cpverify
/opt/cprocsp/bin/ppc6d/wipefile
/opt/cprocsp/bin/ppc64d/csptest
/opt/cprocsp/lib/ppc64/librdrrdr.so.4.0.4
/opt/cprocsp/lib/ppc64/librdrrndm.so.4.0.4
/opt/cprocsp/lib/ppc64/librdrsup.so.4.0.4
/opt/cprocsp/lib/ppc64/librdrdsrf.so.4.0.4
/opt/cprocsp/lib/ppc64/librdrfatl2.so0.4.0.4
/opt/cprocsp/lib/ppc64d/libcapill.so.4.0.4
/opt/cprocsp/lib/ppc64/libcpui.so.4.0.4
/opt/cprocsp/sbin/ppc64/unreg prov_type name.sh
/opt/cprocsp/sbin/ppc64/cpconfig
/opt/cprocsp/sbin/ppc64/mount flash.sh
/opt/cprocsp/lib/ppc/librsaenh.so.4.0.4
/opt/cprocsp/lib/ppc64/librsaenh.so0.4.0.4
/opt/cprocsp/sbin/ppc/stunnel thread
/opt/cprocsp/sbin/ppc/stunnel fork
/opt/cprocsp/sbin/ppc/stunnel hsm
/opt/cprocsp/sbin/ppc64/stunnel thread
/opt/cprocsp/sbin/ppc64/stunnel fork
/opt/cprocsp/sbin/ppc64/stunnel hsm
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MpunoxeHne 1. KOHTpO/b LENOCTHOCTM MNPOrpaMMHOro obecnedenus

B nononHeHWe K AUCTpUBYTUBY MOCTABASIOTCSA CKpPUNTOBblE dalnbl integrity.sh, 3anyckom
KOTOPbIX MOXHO y6eAnTbCSs B LLENIOCTHOCTU ANCTPUEYTMBA A0 €ro YCTaHOBKM.

MNporpammHoe ob6ecnedeHne CK3U Kpuntollpo CSP wumeeT cpeactBa obecrnedyeHuss KOHTpons
uenoctHocTun MO CK3U, kKoTOpble AOMKHbI BbINOJHAKTCSA Nepunognyecku.

Ecnu B pesynbrtate nepumoaMYeCcKOro KOHTPOS LEeSIOCTHOCTU nosiBnasieTcs coobweHus o
HapyLlWeHUN LeNoCTHOCTU KOHTponupyemoro danna, nonb3oBaTesnb 06s3aH npekpaTtutb paboTy u
0bpaTuTbCa K aAMMHUCTpaTopy 6e30nacHoOCTM.

AaMuHucTpaTop 6e3omacHoOCTWM, MpoaHaaAu3MpoBaB MPUYMHY, TMNPUMBEAWYH K HapyLIEeHUIo
LesIoOCTHOCTH, pomkeH nepeyctaHoBuTb MO CK3W Kpuntollpo CSP ¢ amcTpubyTuBa, WM CUCTEMHOE
no.

cpverify filename [-alg algid] [hashvalue] [-inverted_halfbytes <inv>] - npoBepka
uesnocTHocTm danna ¢ uMmeHem filename no naroputmy algid. Ecnm He ykasaH napameTp hashvalue, 10
3HayvyeHMe xaWw-dyHKUMN Ans cpaBHeHus b6epetcs u3 danna <filename.hsh>. MapameTtp algid mMoxeT
npuHUMaTb 3HayeHus GR3411, GR3411_2012_256 n GR3411_2012_512. Ecau algid He ykasaH, TO
ncnonbsyetcsa GR3411. [-inverted_halfbytes <inv>] ykasbiBaeTcsi, ecnu nonybaltel B hashvalue
nepeBepyTbl. [Mo-yMon4yaHuto inv yctaHaenmeaeTcsa B 1 ang GR3411 n B 0 gna GR3411_2012_256 wu
GR3411_2012_512.

cpverify -mk filename [-alg algid] [-inverted_halfbytes <inv>] - BbmMMCNEHME 3HAYEHMS X3LU
dyHkumn pgna danna ¢ umeHem filename. MapameTp algid moxeT npuHMMaTb 3HayveHus GR3411,
GR3411_2012_256 u GR3411_2012_512. Ecnu algid He ykasaH, TO wucnosnblyetcsa GR3411. [-
inverted_halfbytes <inv>] yka3sbiBaeTcs, ecnnm HeobxoauMmo nepeBepHyTb nonybaiTel B hashvalue.
Mo-yMonuyanuto inv ycTaHaenmeBaetTca B 1 anga GR3411 wu B 0 pana GR3411_2012 256 wu
GR3411_2012_512.

cpverify -file_sign filename -cont cont_name [-pin password][-provhame Provname] [-
provtype Provtype] - noanucbiBaeT daiin ¢ umeHeM filename ¢ nNoOMOLWbIO K/OYa, B3SATOrO M3
KOHTelHepa C MMeHeM cont_name. lNone password - nNaposib 3aluTbl KOHTENHEpaA. Mons Provname u
Provtype yka3biBaloT, Kakoli npoBanaep HeobxoaAMMO wucnosb3oBatb. [lone Provtype MoxeT
npuHuMaTb 3HadveHusa 75,80 u 81. Ecnu Provtype He ykasaH, TO ucnonbsyercs 75.

cpverify -file_verify filename [signval] -timestamp date - T[poBepser noanucb danna c
mmeHeMm filename. Ecnm signval He ykasaH, TO 3HayeHue ANns cpaBHeHus 6epetcsa u3 danna
<filename>.sgn. B none date Heobxogumo ykasaTb AaTty, korga 6buia noagnuch 6bula co3paHa, B
dopmaTe dd.mm.yyyy.
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MpunoxeHve 2. YnpasseHne npoTOKOSIMPOBAHMEM

Ona BKAOYEHUS/OTKAOUEHNS 3HaYeHMe log ncnonbaymre:

a) RH7.3, RH9.0
[Onsa 3apgaHns ypoBHS MpoOTOKoOAa
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -mask 0x9
Onsa 3apgaHmsa popmaTa npoTokona
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -format 0x19
[ns npocMoTpa MaCKu TeKyLllero ypoBHs u popmaTa npoTokoa
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -view

b) ana RH 7.3, RH 9.0 ypoBHSA aapa
insmod drvcsp.o log_level=0x9

3HauyeHMEM MapaMeTpa YpOBHb NMPOTOKOJa sABAsSeTCS 6BuToBas Macka:
N_DB ERROR = 1 # coobuweHunsa ob6 owmbkax
N_DB_LOG = 8 # coobuieHns o BbBOBax

3HauyeHneM napameTpa gopMmaT NpoTokona siBnseTcs 6utoBass Macka:
DBFMT_MODULE = 1 # BbiBOAUTb UMS MOAYNS

DBFMT_THREAD = 2 # BblBOAWTb HOMEpP HUTKW
DBFMT_FUNC = 8 # BbIBOAUTb UMSI DYHKLMN
DBFMT_TEXT = 0x10 # BbBOAWTb CaMo coobuieHune
DBFMT_HEX = 0x20 # BbBOAMTb HEX mamn
DBFMT_ERR = 0x40 # BbiBoanTb GetlLastError
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