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AHHOTAUMSA

JaHHbIM  OOKYMEeHT coaepXuT obwy wuHdpopMauumio no WUCMOSIb30BaHUIO MNPOrpPpaMMHOro
npogykta <«XT4M.00087-01 93 01. Kpuntollpo CSP. [TlpunoxeHune KOMaHOHOMW  CTPOKU»,
npefHasHayeHHoro ans paboTbl C cepTudukaTtaMm C MCNONb30BaAHMEM MHMPACTPYKTYPbl OTKPbITbIX
Kao4en, wudposaHus/pacwmndpoBaHus coobleHnn, cogepxawmxcsa B dannax, co3gaHus/npoBepku
3NIEKTPOHHbIX NoAnucen u xawnpoBaHmsa coobuleHmin, cogepxawmxcsa B danne wam rpynne ¢dannos.

1. CucteMHble TpeboBaHus

Windows
BkntoyaeT nporpaMMHO-annapaTHble cpeabl:
Windows 7/8/8.1/10/Server 2003/2008 (x86, x64);
Windows Server 2008 R2/2012/2012 R2/2016 (x64).
LSB Linux

Bkntouaet guctpmbyTtmebl Linux, yaosnetsopswwme ctaHgapty Linux Standard Base ISO/IEC
23360 Bepcuu LSB 4.x:

Cent0S 5.11/6.6/7.0 (x86, x64, ARM);

T4 OC AUC ®CCIN Poccum (GosLinux) (x86, x64);

Red OS 7.0 (x86, x64, ARM);

Fedora 23/24/25 (x86, x64, ARM);

Mandriva Enterprise Server 5, Business Server 1 (x86, x64, ARM);

Oracle Linux 5/6/7 (x86, x64);

OpenSUSE 12.2/12.3/13.1/13.2 (x86, x64, ARM);

SUSE Linux Enterprise 10/11/12 (x86, x64, POWER, ARM);

Red Hat Enterprise Linux 4/5/6/7 (x86, x64, POWER, ARM);

CuHTe3-0C.PC (x86, x64, POWER, ARM);

Ubuntu 10.04/12.04/12.10/13.04/14.04/14.10/15.04/15.10/16.04/16.04.1/16.10 (x86, x64,

POWER, ARM);

Linux Mint 13/14/15/16/17/18 (x86, x64);

Debian 6.0/7.0 (x86, x64, POWER, ARM, MIPS);

Astra Linux Special Edition (x86-64).

c
=
X

BkntouaeT nporpaMMHo-annapaTHble cpeabl:
ALT Linux 7 (x86, x64, ARM);
ROSA 2011, Enterprise Desktop X.1 (Marathon), Enterprise Linux Server (x86, x64);
POCA XPOM/KOBANBT/HUKEJb (x86, x64);
FreeBSD 9/10, pfSense 2.x (x86, x64);
AIX 5/6/7 (POWER);
Mac OS X 10.7/10.8/10.9/10.10/10.11/10.12 (x64).
Solaris

BxknoyaeT nporpaMMHoO-annapaTHble cpegbl:

Solaris 10 (sparc, x86, x64);
Solaris 11 (sparc, x64).

BupTyanbHble cpenbl
Microsoft Hyper-V Server2008/2008R2/2012/2012R2/2016 (x64);
VMWare WorkStation 11/12 (x86-64);
VMWare Player7/12 (x86, x64);
VMWare Sphere ESXi 5.0/5.1/5.5/6.0 (x64);
Virtual Box 3.2/4.0/4.1/4.2/4.3/5.0/5.1 (x86, x64);
RHEV 3.4/3.5/3.6/4.0 (x64).
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2. ilcnonb3oBaHMe NporpaMmsl

2.1.3anyck nporpamMmel

MporpamMma peanusoBaHa B BUAE UCMOAHAeMOro darna «cryptcp.exe».
Onsa ee 3anycka Heo6XoAMMO BbINOSHUTL CNEeAYHLYH KOMaHAy:
[nyTb]lcryptcp [<koMaHaa> [<onuuu u dainbi>]]
NyTh IIyTh K MECTOPACIOI0KEHUIO TporpaMMBbI (Haripumep, «C:\utils\»);

cryptcp wums ucnonHseMoro ¢aiaa NPUIOKEHUS;
KOMAaH/Ia OJHA U3 JOIYCTUMBIX KOMaH/[ (CM. HUXKE);
ONMUIMH TIapaMeTPbl KOMaH bl (CBOU IS K&XKJOM KOMAH/Ibl), HAUYMHAOIIMECS C <«-»;

(¢ aiisibl  ©MeHa OJTHOTO HWUTH JABYX (pailioB, B 3aBUCHUMOCTH OT KOMaH Ibl. [lopsaok ¢aitioB B
KOMaHJIHOM CTPOKE OTHOCHUTEIBHO JIPYT ApYyra JO0JKEH ObITh TaKOH, KaK YKa3aHO B
OTIMCAaHW U KOMaH/IbI.

MpumeuaHme: K noHaTuo dann TakxkKe OTHOCATCS Macku dhannos.

Ecnn He ykasaTb KOMaHAy, TO Ha 3KpaH BbIBOAUTCSH CMMCOK BCEX AOCTYMHbIX KOMaHZ C MX
KpaTKMM onucaHueM. [nsa nony4vyenus 6onee p[AeTanbHOro oOMNucaHusl onpefeneHHorW KoMaHAabl,
Heobxoaumo ykasaTb onuuio -help.

Mpn onucaHum onuuii 3Be3godkor (*) nomeyeHa onuuss NO yMon4YaHuio (A9 HECKONbKMX
B3aMMOMUCKITIOYAOLWMX ONLUN).

2.2. Kputepuin noucka ceptudmkaTos

Kputepmnin noucka ceptudukatoB (panee - KIMC) ucnonb3yercs Ans 3agaHUs CBEAEHUMA O
cybbekTax, u4bm cepTuduKaTbl O6yAyT WCMONAb30BaTbCS MpU  BbINOJHEHMM KOMaHAabl (Hanpumep,
wnbpoBaHMe WA NOAMUCH AaHHbIX). Ecnm komaHaa TakoBa, 4to KIC gosmkeH yAoBNETBOPSTb TOJIbKO
oavH ceptudumkat, To Takom KIIC 6yaet o6o3HauvaTbcsa KIMCl. KIC 3apaetca B dopMme onuui
KOMaHAHOM CTPOKW, KOTOPblE UMEIOT CNeAYHLWNA CUHTAKCUC:

[-dn <RDN>]n pas [-issuer <RDN>]m pa3[-{m|u}[<uma>]|-f <dain>]k pa3 [-thumbprint
<orneuarok>] [-all|-1]|-q[N]] [{-nochain|-errchain [-norev]}]

-dn  ykazanue ctpok as noucka B RDN (uHaue nmouck He 3aBucut o RDN). Ecnu
BBOJIUTCS HECKOJIBKO CTPOK JIJIS IOMCKA, TO OyJeT HaileHOo 0oJbllee KOJINYECTBO
CepTU(UKATOB;

RDN cnucok cTpok (depes 3amsTyr0), UCIOIb3YeMbIX JUIS TTOUCKA CEPTH(PHKATOB.
Oynyt HaiigeHsl ceptudukarsl, B RDN cyObekra/usaarens KOTOPbIX
IIPUCYTCTBYIOT BCE 3TU CTPOKH.

-issuer wucnonn3yercs RDN u3natenst s moucka
-M mowuck ocymecTBisieTcs B xpanmiuiax kommeiorepa (LOCAL MACHINE);
-U* mowmck ocymecTBiseTcss B xpanuium@ax mnous3osarens (CURRENT USER);
HMsl Ha3zBaHMeE XpaHWIKIR (110 yMoyaHuio «My» 175 co3aHus MOINKCH HIIH
pacumbpoBku u «My+Addressbook» s ocTambHBIX CIydaeB);
-f B xayecTBe XpaHWIHIIA HCIIOJB3YETCS COOOICHNE UK Gaida cepTudHUKaTa;
daiin  umsa gaiina;
-thumbprint ormewarok ceprudrkara;
-all* wucnonws3oBath Bee HaiineHHbIe cepTudukatel (* s KIIC),

-1* Oynet HaiifeH TOJBKO OauH cepTuduKat, nHade — onmoOka (* ms KIIC1);

-g[N] ecnu HaitneHo meree N cepTH(UKATOB, TO BBIBECTH 3aMpocC JJIsl BBIOOpa
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HYXHOro (1o ymomyanuto N=10);
-nochain He mpoBepsATH IEMOYKN HAalACHHBIX CEPTU(DUKATOB;
-NOreV  He MPOBEPSATh CEPTHQHUKATHI B IIETTOYKE Ha IIPEIMET OTO3BAHHOCTH;
-errchain 3aBepiaTh BBIMOJHEHHE C OIMOKOM, €CITM XOTs ObI OJIMH CePTH(HUKAT HE
MPOIIET TPOBEPKY.
[Tpumeps! ncnonbzoBanus KIIC MokHO HAalTH B OMUCAHUSIX KOMaH/I,
MCIOJIB3YIOIMX €TO.

MpwumeuaHme: Ecnm BHyTpn onuum wma win RDN npucyTtcTBytoT npobenbl, TO ee
HeobXx0AMMO 3aK/HUYUTb B KaBbMKKU. TO X€ OTHOCUTCS K MMeHaM annoB M Narok.

MpumMmep:

UBaH UBaHOB,a@b.c — HEBEPHO;
“UBaH UBaHOB,a@b.c” - BepHO;
CN=WUBaHoB,E=a@b.c - BEPHO.

2.3. KomaHab! wndposaHus/pacwimdpoBaHns

Ans Toro, u4To6bl 3aWwMdpoBaTh AaHHble W CO34aTb COO6GLIEHME, HEO6XOAMMO BbINOHUTH
cneayoLyo KoMaHay:

-encr <KMNC> [-der] [- strict] [-encryptionAlg <OID>] <BxoaHoi dain> <coobuieHue>

KIIC KIIC nonyuareneii;
-der wucnonn3oBath popmar DER BMecTo BASE64;
-strict Hcmonb3oBaTh oqHo3HauHOE KogupoBanue DER (a ne BER);
-encryptionAlg 3azmate anroput™ nmdQpoBaHus
BXoHOM ¢ aiin  aiin, comepkanmii BXOAHBIC TaHHBIC,
coobmeHne (haiia, KOTOPBIH OyAeT CoaepKaTh CO3MaHHOE COOOIICHHE.

Mpumeuanume: [na Toro 4tobbl 3awmndpoBaTh AaHHble «Ha cebsa», Heobxoammo ykasaTb KIIC
cBOero ceptudukara.

Mpwumepbi:

cryptcp -encr -dn "MBaHoB lMeTp,ivanov@bank.ru" -uMy -der test.txt testl.msg

3awundpoBatb cogepxumoe danna "test.txt" B "testl.msg" (6buHapHbin dopmaT), MCNONb3YS
BCE cepTtudukatbl xpaHunuwa "Jindubie" ("My") Tekywero nonb3oBaTens (a He NOKanabHOro
KoMnbloTepa), cogepxawume B none "Cybvekt" ("Subject") noactpokm "MBaHoB TleTp" u
"ivanov@bank.ru".

cryptcp -encr -f "a:\Petr's cert.p7b" test.txt testl.msg
3awmndposaTb coaepxumoe darna «test.txt» B <«testl.msg» (dopmat BASE64), ucnonbsys
ceptudukaT 13 darina «a:\Petr's cert.p7b».

Ons Toro, 4Tobbl pacwundpoBaTb AaHHbIE U3 COOOLLEHNS, HEOOXOAMMO BbINMOJIHUTL CAEAYHOLLYHO
KoMaHay:
-decr <KMNC1> [-start] [-pin <maponb>|-askpin] <coo6buieHne> <BbixogHou camn>

KIIC1 KIIC nonyyarens;
-start OTKpBITH (3aITyCTHTBH) MOIYIEHHBIH (aii;
-askpin 3ampocuTh mapoIIb KIOYEBOr0 KOHTEHHEPA ¢ KOHCOJIH;
-pin  3a7aTh Mapoib KIYEBOr0 KOHTEHHEPA;
NMapojb IapoJib K KII0YEBOMY KOHTEHHEPY;
coodmieHne Qaiin, cogepxaimii COOOICHNUE;
BBIXO/IHOM (paiin  (aiin, B KOTOPHIM OyIyT 3amucaHbl JaHHbBIE U3 COOOIIEHUS.
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Mpwumep:

cryptcp -decr -dn "MBaHoB leTp,ivanov@bank.ru" -start test.msg test2.txt

Pacwundposatb coobuwieHne m3 darnna «test.msg» B dann «test2.txt», ncnonb3ys 3akpbrbii
K04, CBsA3aHHbIM C cepTudumkaTtoM XxpaHunuwa <«JlndyHble» («My») Tekywero nosib3oBaTens,
cogepxawmMm B none «CybbekT» («Subject») noactpokm «WMeBaHoB leTp» u <«ivanov@bank.ru», a
3aTeM OTKPbITb NONy4YeHHbIn dann.

2.4.PaboTa c naketamm pannos

MpounseecTn X3 WnpoBaHue cogep>XXmnMmoro dannos n 3anncaTb B

«UMSI_MCXoaHOro_danna.hsh» MOXHO C MOMOLLBLIO KOMaHAbI

pe3synbTar

[-dir <nanka>] -hash [-provtype <N>] [-provhame <CSP>] [-hashAlg <OID>] [-hex] <macka
cdannos>
-dir

yKa3aTh MamnkKy AJs GailioB co 3HaUEHUSMU XOUT-PYHKIIUN, WHAUE — TEKYIAs;
-provtype ykaszatb Tumn kpunromnposaiaepa (N) (o ymonyanuio 75);

yKazaTb UMsl KpunrtonpoBaiinepa (CSP);

3a7aTh AITOPUTM XDIIMPOBAHUS

OID anroputma xsumpoBanwus: 1.2.643.2.2.9 nus TOCT P 34.11-94
1.2.643.7.1.1.2.2 nist TOCT P 34.11-2012 256 bit

1.2.643.7.1.1.2.3 nnss TOCT P 34.11-2012 512 bit

3Ha4YeHHE XA PYHKIUH B (aiiie B BU/E MIECTHAIATUPUIHON CTPOKH;
CTaHJapTHAas Macka X3IIMPYeMbIX (HailjIoB.

-provname
-hashAlg
OID

-hex
macka ¢aiision

MpumeuaHmne: Ecnu onuumsa -provhame He ykKasaHa, TO 6yaeT MCnoJsib30BaH MnpoBanaep no
Tuna (-provtype). Ecnu ykasaHHass nanka He cywecTBYyeT, TO OoHa byaeTt

YMO/I4YaHUIO YKa3aHHOro
co3jaHa.
NMpumep:

cryptcp -hash -dir hashes -provtype 75 *.exe

MocumTaTb ANs Bcex (ainoB C paclUMPEHMEM «exe» TeKyL el nanku 3HauyeHue X3LW-PyHKLnm
Mpu X3WMPOBAHMM WCMONb30BaTb KpuNTOMNpoBanaep Mo

M 3anucatb WUX B
yMon4aHuto ans tuna 75

MpoBepuTb 3HaueHue x3auw-dyHKunin darnna, cos3gaHHOe C MOMOLWbIO MNpeabiaywen KOMaHAabl,

nanky

«hashes»,

MOXHO C NOMOLbK KOMaHAbI:

[-dir <nanka>] -vhash [-provtype <N>] [-provhame <CSP>][-hex] <macka c¢ainoB>

-dir

-provtype
-provname
-hex

Macka ¢ aiiiioB

MpuMeuaHue: Ecnu onuusa -provhame He ykasaHa, To 6yAeT MCMonb30oBaH mpoBanaep mno

YMOYaHUIO YKa3aHHOro
Mpumep:

yKa3aTh Manky i GaiiaoB co 3HAUCHHUSMH X3II-(yHKIMH, WHAYE — TEKYILas;
ykazaTh Tul kpunrtomnposaiigepa (N) (mo ymonuanuto 75);

yKa3aTh UMl Kpuntorposaiinepa (SCSP>);

3HAYCeHHE XAII-QYHKIUH B (ailyie B BUJE MECTHAIATUPUIHON CTPOKH;
CTaHJIapTHas Macka MpoBepseMBbIX (aiisioB.

Tvna (-provtype).

cryptcp -vhash -dir c:\hashes -provtype 75 *.exe

MpoBeputb Ans

KpuATonpoBangep no ym

Co3paTtb noanucu ainoB M 3anmcatb UX B (aknbl «MMSA_MCXOAHOro_dalina.sgn» MOXHO

cnepyloulen KoMaHaom:

Bcex annoB C paclwmpeHnem «exe»

onydaHuto ans tuna 75.

TeKyWweNn narnkyu 3Ha4vYeHue Xou-
HKLUMK, 3TaNoOHHble 3HauveHuss xpaHATcsa B nanke "c:\hashes". lNpun X3WMpoBaHWUM UCMONb30BaTb
y '
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[nyTb]cryptcp -signf [-dir <manka>] <KMNC1> <macka d¢dannoB> [-cert] [-crl] [-der]
[-strict] [-sd<URL>] [-ss<URL>] [-nostampcert] [-stampchaincheck] [-xlongtypel]
[-cadesTSA<URL>] [-hashAlg <OID>] [-pin <naponb>|-askpin] [-display]

-dir

KIIC1
-cert
-crl
-der
-strict
-sd

-SS
URL

-nostampcert

-stampchaincheck
-xlongtypel

-cadesTSA
URL
-hashAlg
OID

-askpin

-pin
apoJib
-display

Macka (aiiios

yKa3aTh Manky AJs GailioB ¢ NOAMUCSIMU, UHAYE — TEKYyIAs;

KIIC aBTopa nonmnucu;

N00aBIISATH B IMOANKUCH CEPTUDHUKAT OTIIPABUTEIIS;

N00aBJIATh B MOJMUCH CIIMCOK OTO3BAHHBIX CEPTU(PHKATOB;

ucnoins3oBath opmat DER BMecTto BASE64;

Hcronp3oBaTth ogHo3HauHOE KoaupoBanue DER (a ue BER)

100aBUTH B MOAIMKCH IITaMI BPEMEHH Ha IIOITUChIBACMbIE TAHHBIC
(moamucaHHbIN aTpuOyT);

N00aBUTH B MOIMKCH IITAMII BPEMEHH Ha TTOITUCH (HETO MM CaHHbBIN aTpuOyT);
azpec cayxObl mramnoB B Buje "hitpy//..." (MOXHO 3a7aTh pa3HbIe I OMIIHH -SS
u -sd, HO, eciM 3a7]aH Ui OJTHOM M3 HUX, TO UCIIOJB3YETCS U JUIsl BTOPOK );

He TpeOOoBaTh BKIIFOUEHUS B IITaMI cepTU(UKATa CITY>KOBbI IITaMIIOB BPEMEHHU
(ucrmonib3yercst BMecTe ¢ -Sd u/umm -SS);

MIPOBEPHTH IIETIOUKY cepTH(HUKATa B IITaMIIe BPEMEHHU

coznaBath nmoanuck CAAdES-X Long Type 1 (ecnu naHHBIN apaMeTp 3a/1aH,
napameTp -ss OyZeT MPOUTHOPHPOBAH )

cimyx6a mrammoB Bpemenu i noanucu CAJES-X Long Type 1

anpec cnyx0bl mramnoB B Buze "http7//..."

3a1aTh AITOPUTM X3 POBAHUS

OID anroput™ma xaumpoBanus: 1.2.643.2.2.9 nna 'OCT P 34.11-94
1.2.643.7.1.1.2.2 nna TOCT P 34.11-2012 256 bit

1.2.643.7.1.1.2.3 ansa TOCT P 34.11-2012 512 bit

3aIIPOCHUTh MapOJIb KIFOYEBOTO KOHTEHHEPa ¢ KOHCOJIH;

3a/1aTh MapoJIb KII0YEBOr0 KOHTEHHEPa;

I1apoJIb K KIIFOYEBOMY KOHTEHHEDY;

BBIBOJUTH MH(POPMAIHIO Ha DKpaH CPEICTBA JJOBEPECHHOTO OTOOPaKCHHS
MO CHIBACMBIX JJAHHBIX;

CTaHJapTHas MacKa MO CHIBAEMBIX (aiiIOB.

NMpuMmeuyaHume: Eciuv yKasaHHasd nanka He CyLlwecTBYeT, TO OHa 6y,u.eT co34aHa.

Mpwumep:

cryptcp -signf -dir \signs -uMyCerts -dn "MBaHoB [leTp,ivanov@bank.ru" d:\*.doc
sdhttp://cryptopro.ru/tsp/tsp.srf

MoanucaTb copaepxumoe Bcex hannoB C paclumpeHmeM «doc» M3 KOPHEBOM Nanku Ancka «d:»,
MCMONb3ys 3aKpbTbll  KJOY, CBS3aHHbIA C cepTudukaToM XpaHunmwa <«MyCerts» TekyLero
nonb3oBaTtens, cogepxawmm B none «CybbekT» («Subject») noacTtpokm «MBaHoB [leTp»
noslydeHHble MNOAMUCKM COXpPaHUTb B Manke <«signs» B KOpHe TeKylwero Aucka.
KpomMe 3TOro, MosyuymMTb LUTaMMbl BPEMEHW HA KaXAbi MNOAMNUCbIBAeMbiM dain M BIOXUTb MX B
COOTBETCTBYIOLWME NOANUCH.

«ivanov@bank.ru»,

n

MpoBepuUTb MOAMUCU CcoAepXUMOro (ainoB, CO3ZaHHble C MOMOLLLIO Mpeablaylieid KOMaHabl,
MO>XHO C/ieayoumnM o6pa3om:

[nyTb]cryptcp -vsignf [-dir <nanka>] [-sd[<Bpema>]] [-ss[<Bpemsa>]]

[-xlongtypel | -nocades] <KMNC> <macka cdainnoB>

-dir ykasaTh manky ¢ ¢aiiiaMu, CoaepKAIMMK MMOANKUCH, HHAYE — TEKYIIA;
KIIC KIIC aBTOopa noamnucu;
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Macka (paiiioB  cTaHgapTHas Macka MpoBepseMbIX (hailioB.

-sd mpoBepUTH IITAMIT BPEMEHH Ha MO CAHHbIC JaHHBIC (IO CAHHBIH
arpuoyT);

-SS IPOBEPHTH LITaMIT BPEMEHHU Ha MOANHUCH (HETOANMCaHHbII aTpuoyT);

BpeMsl YKa3bIBaeTCs B Yacax; €CJIM YKa3aHO, TO MPOBEPSET, YTOOBI ITaMn OB CIeNIaH He
paHee yKa3aHHOTO KOJIMYECTBA 4aCOB Ha3a] OT TEKYLEr0O MOMEHTA;
-xlongtypel mpoBeputs moanuck CAJES-X Long Type 1, KIIC Oyner npournopupoBan
-nocades 3ampeTuTh UCIIOIB30BAHKE BIOYKEHHBIX B IO JITHCh JOKAa3aTEIbCTB
Mpwumep:

cryptcp -vsignf -dir \signs -uMyCerts d:\*.doc -sd24

MNpoeBepuTb BCe dannbl C pacwmpeHmeM «doC» M3 KOPHEBOW Manku Aucka <«d:», MCnonb3ys
CO3[aHHble paHee MOAMMCWM W3 MNanKW <«signs» B KOPHe Tekywero agucka. MNouck ceptudukata Ans
NpoOBEpPKN noanucen uckaTb B XpaHunuwe <«MyCerts» Tekywero nosb3osatens. Kpome 3Toro,
NpOBEPUTbL LUTaMMN BPEMEHUM Ha MNoANUCH (HernoAnuUCaHHbIM aTpubyT) M NpoBepuTb, YTOObI 3TOT WTamn
6bU1 BblAaH He paHee, 4YeM CyTKM Ha3aj.

[Job6asutb nognucb ganna B 'MCcxogHbIM_dann.sgn' MOXHO KOMaHAOoM

[nyTb]cryptcp -addsignf [-dir <nmanka>] <KMNC1> <macka daimnos> [-cert] [-crl] [-der]

[-sd<URL>] [-ss<URL>] [-nostampcert] [-stampchaincheck]
[-xlongtypel] [-cadesTSA<URL>] [-pin <naponb>|-askpin]

-dir
KIIC1
-cert
-crl
-der
-sd

-SS
URL

-nostampcert

-stampchaincheck
-xlongtypel

-cadesTSA
URL

-askpin

-pin

napoJib

Macka ¢ aiiios

yKa3aTh Manky A GaiaoB ¢ MOAMMUCIMU, MHAYE — TEKYILAs;

KIIC aBTOpa noamnucu;

N00aBJIATh B OJAMUCU CEPTUPUKAT OTIIPABUTEIIS;

100aBJIATH B MOANMCH CIIUCOK OTO3BAHHBIX CEPTU(PHUKATOB;

ucnons3oBarh popmar DER BmecTo BASE64;

N00aBUTH B MOMKCH IITAMII BPEMEHH Ha IIOJIIUChIBAEMbIE JAHHBIE
(moanucaHHbIN aTpUOYT);

N00aBUTH B MOAIMKCH IITaMII BPEMEHH Ha TOJINUCH (HEOIMMCAaHHBIN aTpulyT);
aapec cyk0bl mrammnoB B Buje "httpy//..." (MOXHO 3a/1aTh pa3HbIC AJIs OMIIUHN -
ss ¥ -sd, HO, ecliu 3a/1aH JJIs1 OTHOM M3 HUX, TO UCIOJIB3YETCS U JAJIST BTOPOH);
He TpeOOBaTh BKIIOUYECHHUS B IITaMNl cepTU(HKaTa Ciry)KObI IITaMIIOB BPEMEHH
(ucronb3yercss BMecTe ¢ -sd u/unm -SS)

IIPOBEPHUTH LIETIOUKY cepTU(HKaTa B IITaMIIe BPEMEHU

no6asuth noanuch CAJdES-X Long Type 1 (ecnu naHHbIHM TapameTp 3ajaH,
napamerp -ss OyAeT NPOUTHOPUPOBAH)

ciyx6a mrammnoB Bpemenw s noxnucu CAdES-X Long Type 1

aapec ciykObl mramnoB B Buae "http//..."

3aIIPOCUTH MapOJIb KIIFOYEBOTO KOHTEHHEpa U3 KOH COJIH

3a7aTh NapoJib KIIOUYEBOrO KOHTEIHEpa

1apoJib K KII0OYEBOMY KOHTEHHEpY

Macka Juis 0T0opa MOANUCHIBaEMbIX (haiiIoB

n

Mpumep: cryptcp -addsignf -dir /signs -dn "E=ivanov@test.ru, CN=Ivanov

/testdocuments/*.doc

MognucaTtb BCe amnbl ¢ pacwupeHmeM «doc» u3 gupektopum testdocuments ¢ nomowibio
cepTuduMKaTOB, HaXOASAWMXCA B XxXpaHunuwe «My» TeKylwero nMnojib30BaTeNs, YAOBMETBOPSOLWMX
cnepgywuwmMm  kputepusim:  E=ivanov@test.ru, CN=Ivanov. Tllognucu pobaButb B  dannbl,
pacnosioXXeHHble B AMPEKTOPUM SingS, COOTBETCTBYHOWME YCNOBUIO 'MCXOAHbIM_dann.sgn'

-uMy
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2.5.PaboTa c nognucamm

MoanucaTb AaHHble M CO34aTb cooblieHMe MOXHO cneayowmnm obpas3om:

[nyTb]cryptcp -sign <KMC1> [-nocert] [-crl] [-der] [-strict] [-authattr <aTpmbyT>]n pa3
[-attr <aTpubyTr>]k pas [-sd<URL>] [-ss<URL>] [-nostampcert] [-stampchaincheck] [-xlongtypel]
[-cadesTSA<URL>] [-hashAlg <OID>] [-pin <naponb>|-askpin] [-display] <BxoaHoi1 dain>

KIIC1
-nocert
-crl

-der
-strict
-authattr
-attr
aTpulyT

-sd

-SS
URL

-nostampcert

-stampchaincheck

-xlongtypel
-cadesTSA

URL
-hashAlg
OID

-askpin
-pin
napoJib

-display
BXOHOM ¢ ail

coooIeHue

NMpumep:
cryptcp

-sign

<coobweHne>

KTIC aBTOpa noamucwy;

He 100aBJISITh B COOOIEHHE CepTU(HUKAT OTIIPABUTEIIS;

no0aBJieHUE CITUCKa OTO3BAHHBIX CEPTU(PUKATOB;

ucnons3oBath Gopmatr DER BMecTo BASE64;

Hcmonb3oBaTh oqH03HaYHOE KoaupoBanue DER (a ne BER);

JO00aBUTH MOANUCAHHBIN aTPUOYT B MOIICE;

n00aBUThH HETIOAUCAHHBIN aTpUOYT B TOAMUCH;

"<OID>,<¢haitn1 ¢ 3aK0UPOBAHHBIM COJIEPKHUMBIM aTpulOyTa>"(mpumep:
"1.2.3,attr.bin™);

J00aBUTH B MOJMUCH IITAMIT BPEMEHU Ha IMONMChIBaeMble TaHHbIE (IO CaHHbIN
aTpuoyT);

100aBUTH B MOAIMMCH IITAMII BPEMEHHU Ha TOAMUCH (HEMOAMUCAaHHBIN aTpuOyT);
azpec cykObl mrammnoB B Buje "http//..." (MOXXHO 3a7aTh pa3HbIE I OMIAM -SS U -
sd, HO, eciu 3a/1aH I OJTHOM M3 HUX, TO UCIIONB3YeTCS U [Tt BTOPOH );

He TpeOOoBaTh BKIIOUEHHS B IITaMII CEPTU(HUKATA CIYKObI IITaAMIIOB BPEMEHU
(ucrmonb3yercst BMecTe ¢ -Sd u/uim -SS);

MPOBEPUTH LIETIOYKY CepTU(HKATA B IITAMIIE BPEMEHH

nposeputs noganuck CAdES-X Long Type 1, KIIC Oyaer npournopupoBan
cmyx06a mramrioB Bpemenu mis moanucu CAJES-X Long Type 1

aapec cayxObl mramnoB B Buje "httpy//..."

3aJaTh AJITOPUTM X3 POBAHUS

OID anroputma xaumpoBanust: 1.2.643.2.2.9 nna TOCT P 34.11-94
1.2.643.7.1.1.2.2 nnst TOCT P 34.11-2012 256 bit

1.2.643.7.1.1.2.3 nnst TOCT P 34.11-2012 512 bit

3alPOCUTH MAPOITH KIFOYEBOTO KOHTEHHEpPA C KOHCOJIH;

3aJaTh 1apoJjb KIYEBOIO0 KOHTEHHEpPa;

1apoJjb K KII0YEBOMY KOHTEHHEDY;

BBIBOJUTH MH(POPMAIINIO HA SKPaH CPEJCTBA JOBEPEHHOTO OTOOPaKEHUS

MO/ CHIBACMBIX TAHHBIX;

Gaiin, comaepKanyii BXOIHbIE JaHHBIE;

(aiin, KOTOpbIi OyIeT coaepk aTh CO3aHHOE COOOIIEHHE.

-mMy -dn CegoB -q5 -nocert -crl -der test.txt test2.msg -

sshttp://cryptopro.ru/tsp/tsp.srf

MoanucaTtb cogepxumoe darna «test.txt» M co3pgaTb noanucaHHoe coobueHue «test2.msg»
(B 6MHapHOM BMAE), He BKJYawLlee B cebsa ncnonblyeMmbin ceptudumkaT, HO BKJKOUaloLwee CNUCoK
OTO3BaHHbIX CepTUDMKATOB LeHTpa cepTudukauuu, BbldaBLIEro MUCNOMb3yeMbil cepTudukaTt. Kpome

3T0ro,

nonyyvymtb WTaMn BpPEMEHM Ha CO34aHHYO noAnnCb U BJIOXUTb €€ B coobuieHue.

Mounck

NCMNOSIb3YEMOro cepTudurKaTa NpoMCXoanT cnenyrowmm obpasom:

1. HaxoagsTcs

BCe cepTudMKaTbl XpaHunuwa <«JIMYHble» TEKYLWEero nosib30BaTens wu

NoKanbHOro KoMnbkoTEPA.
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2. Ecnm ux Hawnoceb 6onee natu, To - owmbKa, WMHade nofb3oBaTento GyaeT npeanoXxXeHo
BblbpaTb OAMH U3 HAWAEHHbIX CepTUdPUKaATOB.

[J06aBUTb 3/1EKTPOHHYO MOAMUCH B COOBLLEHNE MOXHO C MOMOLLbIO BbI30BA:

cryptcp -addsign <KMNC1> [-nocert] [-crl] [-sd<URL>] [-ss<URL>] [-nostampcert]
[-stampchaincheck] [-xlongtypel] [-cadesTSA<URL>] [-hashAlg <OID>] [-pin <nmaponb>|-askpin]
[-authattr <aTpmbyT>]n pas [-attr <aTpubyT>]k pa3 <coobweHune>>

KIIC1
-nocert
-crl
-authattr
-attr
arpudyT

-sd

-SS
URL

-nostampcert

-stampchaincheck
-xlongtypel

-cadesTSA
URL
-hashAlg
OID

-askpin
-pin
mapoJib
coo0IIe HIE

MpuMmeuyaHue:

KIIC aBTOpa noamnucwy;

He 100aBJIATh B COOOIIEHUE CePTU(HUKAT OTIPABUTEII,;

n00aBIIeHUE CITUCKAa OTO3BAaHHBIX CEPTU(MKATOB;

N006aBUTh NOANMCAHHBIN aTpHOYT B MOAIUCE;

N00aBUTH HENOAMCAHHBIN aTprOYT B MOAIKC;

"<OID>,<¢aiin ¢ 3aK0AMPOBAHHBIM COJCPKUMBIM aTpulyTa>"(mpumep:
"1.2.3,attr.bin™);

N00aBUTH B MOIKCH IITaMII BPEMEHH Ha IIOITUChIBaEMbIe TAHHBIE
(moamucaHHbIN aTpuOyT);

N1006aBUTH B MOMKCH IITaMII BPEMEHH Ha NOJINUCH (HEMOMUCaHHBIN aTpuOyT);
azapec caykObl mrammoB B Buje "httpy//..." (MOXHO 3a7aTh pa3HbIe IS OMIIHH -SS
u -sd, HO, eciy 3aJ1aH Ui OJHOM U3 HUX, TO UCIIOJIB3YeTCs U Ul BTOPOM);

He TpeOOBaTh BKIOYEHHUS B IITaMIl cepTU(UKaTa Ci1yXObl IITaMIIOB BPEMEHH
(ucrosib3yetcst BMecTe ¢ -Sd u/umm -SS);

IIPOBEPUTH LIETIOUKY cepTU(HKaTa B IITaMII€ BPEMEHHU

no6asuth noanuck CAdES-X Long Type 1 (ecinu naHHbIN mapameTp 3a/aH,
napameTp -ss OyIeT MPOUTHOPHPOBAH )

cimyx6a mrrammioB Bpemenu s noanucu CAJES-X Long Type 1

azpec ciyx0sbl mrammnos B Buje "httpy//..."

3a1aTh AITOPUTM X3 POBAHUS

OID anroputMma xaumpoBanus: 1.2.643.2.2.9 nna TOCT P 34.11-94
1.2.643.7.1.1.2.2 ngna TOCT P 34.11-2012 256 bit

1.2.643.7.1.1.2.3 ansa TOCT P 34.11-2012 512 bit

3aIPOCUTh MApOJIb KIIOUEBOIO KOHTEHHEpa ¢ KOHCOJIH;

3a7aTh MapoJib KII0YEBOTO KOHTEHHEPa;

I1apoJIb K KIFOYEBOMY KOHTEHHEDY;

(haiis1, coaepkanmii CooOIIEeHUE.

V|CI'IOJ'Ib3y€TCF| UckaunTensHo ans pobasneHns noanucmM B NOAMUCAHHbIE

coobuweHuns. na TeKCTOBbIX Uan Apyrux gainos He paboTaerT.

Mpumep:

cryptcp -addsign -m -dn "MiBaHoB lMeTp,ivanov@bank.ru" test.msg

Jo6aBuTb B noaAnMcaHHoe coobuieHune

«test.msg» noanMCb, WCNOMb3ys 3aKpbITbiA KO,

CBSI3aHHbIN C CepTUPUKATOM XpaHunuwa <«JIndHbie» («My») NIOKaNbHOrO KOMMbHOTEpPA, COAEpXXalluM
B none «CybbekT» («Subject») noactpokm «WMBaHoB MeTp» M <«ivanov@bank.ru». B gob6aBneHHyto
noanuckb 6yneTt BKOYEH cepTuUdmMKaT OTKPLITOro KJK4a aBTopa noanucu.

Yaanute 3/1eKTPOHHYO NOAMUCH U3 Co06LEeHNS MOXHO KOMaHAOM

-delsign <KMNC1> <coobuweHne>

KIIC1 KIIC aBTopa noanucu;
cooOmenne (aiin, comepkanmii cooOIeHuE.

10
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MpoBepKa 3/IeKTPOHHOW MOAMUCH

-verify [<KMC> | -verall] [-start] [-sd[<Bpemsa>]] [-ss[<Bpema>]]
<coobweHune> [<BbixogHOU dann>]

KIIC KIIC aBTOpOB nmoamucei;
-verall mpoBepsTh Bce moamnucu (MHaYe — TONBKO moanucu aBTopoB u3 KIIC);
-start oTKpbITH (3aIyCTUTh) MOJYYEHHBIN (Paili;
-sd TpOBEPHTH IITaMII BPEMEHU Ha MOITHCAHHbIE JAHHBIE (IIOITH CAaHHBIH
aTpuoyr);
-SS IPOBEPUTH LITaMIl BPEMEHU Ha MOJANUCH (HEMOANMCaHHbIN aTpuOyT);
BpeMsl YKa3bIBA€TCs B Yacax; €CIIM yKa3aHO, TO MPOBEPSIET, YTOOBI IITaMIl ObLI
CZI€NIaH HE paHee YKa3aHHOIO KOJMYECTBA YaCOB HAa3aJ OT TEKYIIETO MOMEHTA;
-xlongtypel mnposeputs noanuce CAJES-X Long Type 1, KIIC Oyner npourHopupoBan
-nocades 3ampeTHTh HCHOJIB30BAHUE BIIOKECHHBIX B ITOIUCH JOKA3aTEIBCTB
coodmenune (haiin, comepkanmii cooOIeHuE;
BBIXO/HOI ¢ailn  ¢aiin, B KOTOPBIKA OyAyT 3alicaHbl JaHHBIE U3 COOOIIEHNUS.

MpumeuaHme: Ecnm B coobleHUn comoepxutcs cepTudukat KOoro-To M3 aBTOPOB MNoanucen, To
MUCMNONb3YEeTCH UMEHHO 3TOT cepTudukar.

MpuMmepbi:

cryptcp -verify -dn ivanov@bank.ru test2.msg test2.txt

MpoBepuTb Noanucb coobuweHnsa "test2.msg", mMcnonb3yss oAWMH W3 HaAWAEHHbIX CEPTUPUKATOB B
xpaHnmnuwax "Jinduoie" ("My") un "Opyrne nonb3osaTtenu" ("AddressBook") Tekywiero nosb3oBaTtens,
cogepxawmx B none "CybbekT" ("Subject") noactpoky “ivanov@bank.ru” v 3anucaTtb cogepxxumoe
noanucaHHoro coobuweHuns B dann "test2.txt".

cryptcp -verify -sd3 test2.msg

MpoBepuTb BCe noanucm coobuweHnsa "test2.msg", ncnonblys cepTudukaTbl, coaepxalimecs B
coobweHun. Ecam ana kakoin-nubo noanmcu B coobuweHun cepTudukaT He yaasnoCb HanTm, TO
noanuChb npoeepeHa He byaeTr. Kpome 3TOoro, mpoBepwuTb LWITaAMN BPEMEHW Ha MNOAMUCaHHble AaHHble
(nognncaHHbi aTpubyT) M NpoBepuTb, 4TOO6bLI 3TOT wWTaMn 6bUT BblgaH He paHee, 4YyeM TpM Yaca
Ha3ag.

,ﬂOGaBMTb HEMNOAMMUCaHHbIN anM6YT B noaAnmMCb MO>XXHO C NMOMOLLbKO KOMaHAbI

-addattr <KNC1> [-attr <aTtpnbyT>]n pa3 <coobuweHune>

KIIC1 KIIC aBTOpa noanucu;
-attr 106aBUTH HEMOAMMCAHHBINA aTPUOYT B MOAMKCH;
arpudyt "<OID><¢aiin ¢ 3aKoANPOBAHHBIM COACPKUMBIM aTpuOyTa™>"(Ipumep:
"1.2.3,attr.bin™);
—coo0uenue (aiinn, cogepkanmii cooOIIeHNE.

MpumeuaHume: Mcnonb3yeTcs UCKAYUTENbHO Ans fobaBneHuMs HenoanucaHHoro aTtpubyTa B
noAnucaHHble coobuweHuns. na TeKCTOBbIX Uan Apyrmx dannos He paboTaer.
2.6. PaboTa c ceptudmnkatamm
CkonupoBaTb cepTuduKaTbl B 3a4aHHOE XPaHW/IMLLE MOXHO C MOMOLLbIO KOMaHAbl
-copycert <KMNC> [-{dm|du}[<uma>]|-df <dawnn> [-der]]

KIIC KIIC, xoTopble HaJ0 CKOIUPOBATb;
11
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-dm
-du*
nMs

-df
daiin

-der

konuposanue B xpanunuiie komnbiorepa (LOCAL MACHINE);
konupoBanue B xpanunuie noas3zonatensd (CURRENT USER);
Ha3BaHME KOHEYHOTO XpaHUJHUIIA (110 yMordanuto “My”);

B KaueCTBE XpaHUJIUIIA HCTIONb3yeTcs (aiin ceprtudukara;

nuMms Qaiina;

ucnoins3oBarh popmar DER Bmecto BASE64 (Tombko ¢ karouom -df).

MpumeuaHme: Ecnm ykasaH kntou -df, To, B cny4yae, ecnu HavdeH TONbKO OAWMH cepTudukar,
co3fgaeTcsa dann Tmna «.cer», nHave — «.p7b».

Mpwumep:

cryptcp -copycert -u -df a:\MyCerts.p7b

KonupyeT Bce cepTuduKaTbl XpaHunulia

«JlnyHble» («My») Tekywero nonb3oBatens B dann

«a:\MyCerts.p7b» (B koamposke BASE64).

CkonunpoBaTb cepTUdMKaT U3 KJIIOYEBOr0 KOHTEMHEPA B 3aZlaHHOE XPaHW/IULLE MOXHO C MOMOLLbLO
crnepylouwen KoMmaHabl

-CSPcert [-provtype <N>] [-provhame <CSP>] [-cont <kOHTeWHep>]
[-ku|-km] [-ex|-sg] [-{dm|du}[<uma>]|-df <dann> [-der]]

-provtype ykazate T KpunTompoBaiiaepa (N) (mo ymomganuto 75);
-provname ykaszate ums kpunronposaiiaepa (CSP);
-cont  3amaTh UM KIIIOUYEBOTO KOHTelHepa (110 YMOJIYaHHUIO BBIOOP U3 CIIHCKA);
-ku* mcmone3oBaTh koHTeHEP monb3oBatenss (CURRENT USER);
-km ucnons3oBath KoHTEWHEp KoMmbOTepa (LOCAL MACHINE);
-eX* HCIOJB30BaTh KIKOY i1 OOMEHa 3al (PpOBaHHBIMU JAHHBIMU;
-SJ MCMOJb30BATh KIHOY A7 pabOTHI € OIIHUCIMY;
-dm xommposanwue B xpanunuine kommbtotepa (LOCAL MACHINE);
-du* komupoBanue B xpanuiuiie nons3osarens (CURRENT USER);
HMsl Ha3BaHHE KOHEYHOTO XpaHWIUIIA (10 ymMom4aHuo “My”);
-df B KayecTBe XpaHWIIMIIA UCIIOJIB3YETCs COOOIICHHE MK (aiin cepTudukarta,
daiin  ums gaitna;
-der wucnone3zoBath popmar DER BMecTto BASE64.
MpumeuyaHue: Ecav onuus -provhame He ykasaHa, To 6yAeT ucnosb3oBaH nposaiaep Mo

yMON4YaHuo ykasaHHoro tuna (-provtype). [na onepauunoHHbIX cucteMm cemenctea UNIX B kadecTBe

napameTpa onuuu

-cont Heobxoammo YKa3biBaTb WUMA KOHTeVIHepa BMECTE CO CYMUTbIBAaTeENEM B

dopmate "\\.\numa_cuutbBaTensa\mmMs_koHtenHepa” (Hanpumep “\\.\HDIMAGE\cont_name”).

Mpumep:

cryptcp -CSPcert -km -cont WebServer -df a:\WebServer.cer -der

KonupyeTt

ceptudukart

M3 K/IIOYEBOro KOHTelHepa <«WebServer» KpuntonpoBaigepa Mo

yMoOn4aHuio ansa tvna 75 nokanbHoro komnetoTepa B dann "a:\WebServer.cer" (B koauposke DER).

Ypanutob CepTI/Iq)MKaT M3 XpaHunumuia MOXHO KOMaHaom

Mpwumep:

-delcert <KIMNC> [-yes]

KIIC KIIC ynanseMbIx cepTu(UKaTOB;
-y€S aBTOMAaTHMYECKU OTBEYATh HA BCE BOMPOCHI «Jlay.

cryptcp -delcert -m -dn OldServer

Ypansaet

BCe

ceptudukatel xpaHunuwa  «JIMuHbie» («My»)  JIOKanbHOrO  KOMMbKOTEpPa,

cogepxawme B nose «Subject» nogctpoky «OldServer».

12
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2.7.PaboTa c 3anpocamMun Ha cepTudukar

KoMmaHaa ans co3gaHuns 3anpoca cepTudukaTa n coxpaHeHue ero B parine PKCS #10.

-creatrqgst -dn <RDN> [-provtype <N>] [-provhame <CSP>] [-SMIME]
[-nokeygen|-exprt] [-keysize <n>] [-hashAlg <OID>] [-ex]|-sg|-both] [-ku|-km]
[-cont <uma>] [-silent] [-pin <naponb>|-askpin] [-certusage <OIDs>] [-der]

RDN

-provtype
-provname
-nokeygen

-SMIME

-exprt
-keysize
-hashAlg
OID

-ex
_Sg
-both*
-ku*
-km
-cont

-silent
-askpin

-pin
mapoJib
-certusage

-requestlic

-der

-ext
pacumpeHue
ums paina

NMpumeuyaHue:

Ecnn onuwusa

[-ext <pacwupeHune>]n pas <uma danna>

cnucok uMmeH nosieidr RDN (nanpumep: CN, O, E, L) u ux 3nauenui
Buna:<Uwmsllomsi1>=<3naucunellons 1 >[,<Umsllons2>=<3naueuncllons2>... |
ykazatb Tun kpunronposaraepa (N) (mo ymomuanuto 75);

yKazaTb MMsi Kpuntonpoaiinepa (CSP);

MCIIOJIB30BATh CYIIECTBYIONME KIIOYM U3 YKa3aHHOTO KOHTEHHEpa;

BKIIOUYHTH BO3MOkHOCTH S/MIME (110 ymonmyanuto — HeT; Toibko Windows);
MOMETUTH KII0YH KaK SKCIIOPTHPYEMBIE;

YCTaHOBUTH JJIMHY KiIto4da (n);

3a/1aTh AITOPUTM XM POBAHUS

OID anroputma xsumpoBanus: 1.2.643.2.2.9 s TOCT P 34.11-94
1.2.643.7.1.1.2.2 anss TOCT P 34.11-2012 256 bit

1.2.643.7.1.1.2.3 anss TOCT P 34.11-2012 512 bit

CO3/IaTH/MCIIOIB30BATh KIIOYH I OOMEHa 3a1i (ppoBaHHBIMU TaHHBIMU;
CO3/1aTh/UCTIOIB30BATh KIIOUM TOJBKO /sl pabOThI C OAMUCIMU;
CO31aTh/HCIOIL30BATh 00a THUIIA KIIOUEH;

ucnonb3oBarh koHTelHep nosb3oBarens (CURRENT USER);

HCIoJb30BaTh KoHTeHEp kommbroTepa (LOCAL MACHINE);

3a/1aTh UMs KJIIOYEBOI0 KOHTeliHepa (eciu 3aJaHa onius -nokeygen u He 3a/1aHa
omnius -Cont — BeIOOp U3 CIIHCKA);

reHeparus Kioya 0e3 MoJib30BaTeNIbcKOro nHTepdeiica KpUITONpoBaiiiepa;
3alpanMBaTh NapoJIb MPU CO3AaHNUHU KIIOYEBOI0 KOHTEHHEpa C KOHCOMHU (TOJIBKO
UNIX);

YCTaHOBUTH MapoJIb MPU CO3AaHUH KIt0oUeBOro koHTeiHepa (tTonpko UNIX);
I1apoJib K KII0UeBOMy KoHTelHepy (Tonbko UNIX);

3anath HazHadeHus ceprudukara (OIDS). Ecnu Ha3HaYeHH HECKOIBKO, TO HX
HEe0oOX0IMMO yKazaTh 4epes 3arsryro (Hampumep, °1.3.6.1.5.5.7.3.4,
1.3.6.1.5.5.7.3.27);

3allpOCUTD CepTUPUKAT, coaepKalmMii pacumpenue ¢ tunen3ueit Ha Kpunrollpo
CSP. V11 nomxeH ObITh HACTPOCH Ha BbIJAYY TAKMX CEPTU(PHUKATOB;
ucnonb3oBark popmat DER Bmecto BASE64;

N00aBUTh PACHIMPEHHE K 3aIPOCY;

uMs (aiina ¢ 3akoaupoBaHHbIM pacumpenreMm (BASE64 wiu DER);

uMs (aiisia, B KOTOPOM CIIEIyeT COXPaHUTh 3aIpoc.

-provhame He yka3aHa, To 6yaeT ucnoab3oBaH npoBanaep Mo

YMOMIYaHUIO yKasaHHoro Tuna (-provtype). [danee, ecnm He ykasaHbl onuuu -nokeygen m -cont, To
MMS KOHTEeWHepa CreHepupyeT KpuntonpoBangep. [Ans onepauunoHHbIX cuctem cemenctBa UNIX B
KayecTBe napameTpa onuuu -cont Heob6xoAMMO yKasbiBaTb UMS KOHTEMHepa BMecTe CO CUYuUTbiIBaTENEM
B dopmaTe “\\.\umsa_cuutbBatensa\mmsa_xkoHTenHepa” (Hanpumep, “\\.\HDIMAGE\cont_name”).

Mpwumep:

cryptcp -creatrgst c:\request.der -provtype
-dn "E=ivanov@bank.ru,CN=VBaHoB Metp"
-provhame "Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider"

75 Ivanov

-ku

-cont
-both
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Co3gaTtb 3anpoc Ha cybbekT "E=ivanov@bank.ru,CN=VBaHoB [leTp", MCNOAb3YyS OTKPbITbIA KJOY,
CreHepupoBaHHbIN B KOHTeMHepe "Ivanov" Tekylwero nonb3oBaTens kpunrtonposangepom "Crypto-Pro

GOST R 34.10-2001 Cryptographic Service Provider"

(twn - 75) n coxpaHuTb ero B dann

c:\request.der B kogmpoBke Base64. HazHaueHusa knto4da - noanucb u wudpoBaHme.

YcraHoBKka cepTudmkata m3 danna PKCS #7 nnu dpaina ceptudmkara.

-instcert [-provtype <N>] [-provhame <CSP>] [-cont <umsa>] [-ku|-km]
[-{dm|du}[<uma>]] [-noCSP] [-pin <naponb>|-askpin] <uma danna>

-provtype
-provname
-cont

-ku*

-km

-dm

-du*

HUMS
-noCSP
-askpin
-pin
napoJib
-enable-install-root

ums paiia

MpuMmeyaHue: Ecnn

WUrHOpUpYIOTCH.

Ecnn onuunsa

ykazaTh Tun kpunromnposaiigepa (N) (mo ymonuanuto 75);

yKa3ath MM Kpurromnposaiiaepa (CSP);

3a/1aTh UM KJIIOYEBOT0 KOHTeliHepa (110 yMOTYaHUIO BEIOOP U3 CIIHCKA);
ucnonb3oBath koHTelHep nosb3oBarens (CURRENT USER);
ucmob30Bath kKoHTeHHEp kommnbloTepa (LOCAL MACHINE);
ycraHoBKa B xpaHwinige kommbiorepa (LOCAL_MACHINE);

ycraHoBKa B xpaHuiuie nosb3oBarens (CURRENT USER);

Ha3BaHUE KOHEYHOTO XPaHUJIMIIA JUIsl YCTAHOBKH (110 ymMomdaHuo «My»);
HE COXpaHATh CEPTU(PHKAT B KOHTEHHEpE KPUIITOIIPOBaiepa;

3alpOCUTh MApOJIb KIOYEBOro KOHTeHHepa ¢ KoHCoH (Toibko UNIX);
3a71aTh MapoJib KII0UEBOro KoHTeiHepa (Tonbko UNIX);

1apoJb K KIoueBoMy KoHTeHepy (Tosbko UNIX);

HE 3aIpallliBaTh pa3pelieHNe Ha YCTAHOBKY KOPHEBOIO cepTHU(uKaTa B
xpanumniie «/loBepeHHbie KopHeBbie IeHTpb» (ROOL) (Tonpko UNIX);
uMs (paiina, comepikaiero ceprudukar

ykasaHa onuma noCSP, TO onuumum provhname, provtype,
-provname He Yyka3saHa,

cont, km, ku
To 6yaeT ucnonb3oBaH MpoBavgep nNo

YMOYaHUIO yKasaHHoro tuna (-provtype). [ns onepaumoHHbiXx cucteMm cemenctea UNIX B kauvecTse

napaMeTpa onuum

-cont Heobxoammo YKa3biBaTb WMMA KOHTEVIHepa BMECTE CO CUYMUTbIBATENEM B

dopmate “\\.\numa_cuntbiBaTtensa\mmMsa_koHtenHepa" (Hanpumep, “\\.\HDIMAGE\cont_name”).

M3BneyeHne MHGOpPMaLUM O HAaCTPOKax NapaMeTpPoB YYEeTHbIX 3anNuceit nonb3oBaTens Ha YL

-listDN [{-CA <appec LIC>}|{-CPCA <apgpec LIC>} |{-CPCA20 <appec LIC>}]

-CPCA
aapec YII
-CPCA20
aapec YL
folder

ykaszatb aapec Bed uatepdeiica Kpunrollpo VII;

Buga \"Nttp //Xxx.yyy/zzz\" wmm \"https://Xxx.yyy/zzz\",
ykazath anpec Bed nunrepderica Kpunrollpo Y11 Bepcuu 2.0;
sua \"nttps//xxx.yyy/zzz/{folder}\";

o6o3nayaetr GUID nanku Y1 wnu nyTs nanku B uepapxuu namnok YL, mpu satom

pas3zenuTeneM MMEH IMaroK B IMyTH SBJISIETCS] CUMBOI |’

Perucrpauua nonb3osaTens Ha YL

-creatuser [-CPCA <appec YL >] [-field <ID nona = 3HayeHue>]n pas

-CPCA
aapec Y1
-CPCA20

aapec YL

yka3ath ajpec Bed unrepgeiica Kpunrollpo VII;

Buga \"http //xxx.yyy/zzz\" wm \"https://xxx.yyy/zzz\",

ykazatb anpec Bed natepdeiica Kpunrollpo VII Bepcuu 2.0;

Buaa \"https//xxx.yyy/zzz/folder\"; folder o6o3nauyaer GUID nmanku Y1 nau
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IyTh HANKJ B Hepapxuu nanok Y1, mpu 3ToM pasenureneM HMEH MarokK B
IyTH SIBJIIETCS CUMBOII ‘|’
-field mo6aBuTh mose B DN perucTpupyeMoro mojn30BaTels

ID noasn

unentudukarop mossg DN. Ciucok HaeHTH(UKATOPOB MOKHO ITOCMOTPETh

KoMaH10# cryptcp —listDN

MpuMmeuaHue: [py yCnewHOM BbINOJSIHEHUN KOMaHAa BO3BpallaeT MapKep BPEMEHHOro
JocTyna ans ayteHtudukaunm Ha YU Kpuntollpo M naposib K Mapkepy BPEMEHHOro AocTyna

IIpoBepuTs, 3apErUCTPUPOBAH JIM IIOJIB30BATENb HA Y]

-checkreg -token <ID mapkepa> -tpassword <naponb> [-CPCA <apgpec YL >]

-token
-tpassword
-CPCA

3a/1aTh MapKep BPEMEHHOTO JIOCTyMa ISl IIPOBEPKU CTaTyca
3a/1aTh MapoJIb K MapKepy BPEMEHHOTO JIOCTYTa
ykazatb aapec Bed unrtepdeiica Kpunrollpo VI,

nnHade 310 aapec "CP CSP Test CA" https://cryptopro.ru/ui

aapec YII
-CPCA20

Bua "http://xxx.yyy/zzz" wim "https//xxx.yyy/zzz"
ykazaTh anpec BeO mHTepdeiica Kpunrollpo Y11 Bepcuu 2.0,

nnaue 370 aapec "CP CSP Test CA": https://cryptopro.ru/ui

agpec YII

Buaa "https:/xXxx.yyy/zzz/

Co3gaTb 3anpoc Ha cepTudukaT, OTNPaBUTb €ro B LEHTP cepTudukauum, nonydynTb BbIMUCAHHbIN
cepTuduKaT U YyCTAaHOBUTb €r0.

[nyTb]cryptcp -creatcert -rdn <RDN> [-provtype <N>] [-provhame <CSP>] [-SMIME]
[-nokeygen|-exprt] [-keysize <n>] [-hashAlg <OID>] [-{ex|sg|both}]

[-cont <uma>] [-ku|-km] [-certusage <OIDs>] [{-CA <appec LIC>}|{-CPCA <appec YL >}]
[-requestlic] [{-token <ID TokeHa> -tpassword <maponb>}| -clientcert KMNcC1 ]
[-{dm|du}[<uma>]] [-noCSP] [-silent] [-pin <maponb>|-askpin] [-keysize <N>]
[-FileID <Uma danna>] [-ext <pacwupeHue>]n pa3s [-enable-install-root]

RDN

-provtype
-provname
-SMIME

-nokeygen
-exprt
-keysize
-hashAlg
OID

-eX

_Sg

-both*
-ku*

-km

-cont
-certusage

cnucok umeH noneit RDN (manpumep: CN, O, E, L) u ux 3Hauenuii Buja:

<Uwmstllonst 1>=<3nauenuellomns1>[,<Umsllona2>=<3nauenuellona2>...]
ykazatb Tun kpunromnposaiaepa (N) (mo ymomuanwuio 75);

yKaszaTb UMsi kpunrtonpoaiinepa (CSP);

BKITIOYHUTH BO3MOKHOCTH S/MIME (110 yMOTYaHUIO — HET; TOJIBKO
Windows);

MCIIOJIB30BATh CYLICCTBYIONME KIIOUM U3 YKa3aHHOTO KOHTEWHEpa,
MTOMETHTH KITIOYH KaK dKCIIOPTUPYEMBIC;

YCTAaHOBUTH JJIMHY KITtoua (h);

3a7aTh AITOPUTM XDIIMPOBAHUS

OID anroputma xsmmpoBanus: 1.2.643.2.2.9 s TOCT P 34.11-94
1.2.643.7.1.1.2.2 nst TOCT P 34.11-2012 256 bit

1.2.643.7.1.1.2.3 ana TOCT P 34.11-2012 512 bit

CO3/1aTh/HMCIIOJIb30BaTh KIIOYHU JJI1 0OMeHa 3amm(pOoBaHHBIMHU TaHHBIMHU;
CO3/IaTh/UCIIOIB30BATh KIIOUU TOJIBKO 7Sl paObOThI C TOAMUCSIMU;
CO31aTh/HCIOIB30BATh 00a THUIIA KIIIOUEH;

ucnoisib3oBarh kKoHTelHep mojb3oBareliss (CURRENT USER);
ucrosb30BaTh KoHTelHep Kommbiotepa (LOCAL_MACHINE);

3a/1aTh UM KIIIOYEBOTO KOHTelHepa (110 yMOJIYaHUIO BHIOOP M3 CITUCKA);
3anath HasHadeHus ceprudukara (OIDS). Eciu Ha3HaueHUH HECKOJIBKO,
TO UX HYKHO yKa3aTh uepe3 3alaryro (Harpumep,
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-CA
agpec LIC

-CPCA
aapec YL
-CPCA20
aapec YII
-tmpl

HMs
-token

-tpassword
<KIIC1>

-dm
-du*
HMA

-noCSP
-silent
-askpin

-pin

napoJjb

-requestlic

-FileID

-enable-install-root

-ext
pacumpeHue

?1.3.6.1.5.5.7.3.4,1.3.6.1.5.5.7.3.2”);

yKa3aTh aJpec leHTpa ceprudukanuu, nHaue 31o aapec “CP CSP Test
CA”;

Buga “http//xxx.yyy/zzz” wmu “\cepBep\umsalIC” (cMm. "CuctemHbie
TpeboBaHUs");

ykazatb aapec Bed uatepdeiica Kpunrollpo VII;

Buaa \"http //xxx.yyy/zzz\" wmu \"https://xxx.yyy/zzz\",

ykazatb anpec Bed nnrepderica Kpunrollpo Y11 Bepcuu 2.0;

Buaa \"https //xxx.yyylzzz\";

3a7aTh MA0JIOH 3anpanmBaeMoro ceptudukara (toiasko YL Kpunrollpo
Bepcuu 2.0);

HazBanue uiau OID mab6nona (toneko Y1 Kpunrollpo Bepcuun 2.0)
MCIOJIb30BaTh MapKep BPEMEHHOIO JIOCTYIMa [l ayTeHTU(PUKALIUH

Ha YII Kpunrollpo;

3a71aTh MapoJib K MapKkepy BPEMEHHOIO JIOCTYIIa,

MCIOJIB30BaTh cepTHdUKaT 11t ayreHTHGukanuu Ha Y1 Kpuntollpo
(tonbko g Unix);

ycTaHoBKa B xpaHuiniie koMmneiotepa (LOCAL MACHINE);
ycraHoBKa B xpanunuine nois3zoBareis (CURRENT USER);

Ha3BaHNE KOHEYHOTO XpaHUJIUIIA /I YCTAaHOBKU (TI0 yMOT4aHuto “My”);
HE COXpaHATbh CEpTHU(UKAT B KOHTEHHEpe KpUIITONIpOBaiiiepa;
reHepanus Kioda 6e3 moib30BaTeIbckoro nurepderica
KpUNTONpOBaiiepa;

3aIpalMBaTh 11apoJib IIPU CO3JaHUHU KIIOUEBOTO KOHTEHHEPA C KOHCOJIN
(Tosbko UNIX);

YCTaHOBUTH IApOJIb IIPU CO3IaHUU KIIFOYEBOTO KOHTEHHEpa (TOJIBKO
UNIX);

napoiib K KIMo4YeBoMy KoHTelHepy (Tosbko UNIX);

3aMpOCUTh CEPTH(UKAT, COACPKANMN pacCIIMPEHHE C JIUIIEH3UEN Ha
Kpunrollpo CSP. V11 nomxkeH ObITh HACTPOEH HA BBIAAYY TaKUX
cepTu(UKaToB;

uMs (aiisia, UCIOIB3YeMOro ISl 3alMCH UICHTU(HKATOpa 3a1poca B
cirydae

“oTyIOKeHHOM BhImaun” ceprudukara (cMm. -pendcert). Ecnu daiin He
yKa3aH, TO UACHTU(HUKATOp Oy/leT BHIBEJCH Ha SKPaH.

HE 3alpalmBaTh pa3pelieHre Ha YCTAHOBKY KOPHEBOTO cepTU(UKATa B
xpanunuine “JloBepeHHble KopHeBble HeHTpbI” (Root) (Tosnbko UNIX);
N00aBUTH PacIIMPEHUE K 3aIPOCYy;

uMs Qaiina ¢ 3akoaupoBanHbIM pacimpennem (BASE64 wnu DER);

MpumeuaHmne: Ecnm onuus -provhame He yKasaHa, To 6yaeT wucnosb3oBaH MpoBanaep ro
YMOJI4aHUIO yKasaHHoro tuna (-provtype). [danee, ecsim He ykasaHbl onuuu -nokeygen m -cont, To
MMS KOHTEWHepa CreHepupyeT KpuntonpoBangep. [ns onepauuoHHbiXx cuctem cemenctBa UNIX B
KayecTBe NapaMeTpa onuuu -cont Heob6xoaMMO yKasbiBaTb MMsSi KOHTEeMHEepa BMECTE CO CUMUTbIBATENEM
B dopmaTe “\\.\umsa_cuutbBatena\mmsa_xkoHtenHepa” (Hanpumep, “\\.\HDIMAGE\cont_name”).

[IpoBepuTh, HE BBINYIIEH JU CepTH(UKAT, 3alPOC HAa KOTOPBIA OBLI OTHpaBIEH paHee, MOIY4YUTh
BBIITMCAHHBIN cepTU(UKAT U YCTAaHOBUTD €T0.
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-pendcert [-provtype <N>] [-provhame <CSP>] [-cont <uma>] [-ku|-km]
[{-CA <appec LIC>}|{-CPCA <appec LIC>} |{-CPCA20 <apgpec LIC>} ]
[{-token <ID TokeHa> -tpassword <naponb>} | -clientcert KIMNC1 ]
[-{dm|du}[<uma>]] [-noCSP] [-FileID <Umsa ¢aiina>]

-provtype
provname
-cont

-ku*

-km

-CA
aapec LC

-CPCA
anpec YL
-CPCA20
anpec YL
-token

-tpassword
<KIIC1>

-dm
-du*
nUMs

-noCSP
-FileID

-askpin

-pin

napoJib
-enable-install-root

MpumeuvaHue: Ecnu

[-pin <maponb>|-askpin]

ykazaTh Tul kpunrtomnposaiigepa (N) (mo ymonuanuto 75);

ykazaTh UM KpunronpoBaiinepa (CSP);

3a7aTh UMs KITIOYEBOTO KOHTelHepa (110 yMOTYaHUIO BEIOOP U3 CITHCKA);
ucnoip30Bath koHTelHEp nmoas3oBarenss (CURRENT USER);
ucnoib3oBarh KoHTeiHep komnbrotepa (LOCAL MACHINE);

yKa3aTh aapec IeHTpa cepTudukanun, naade 3to aapec “CP CSP Test CA”;
Buja “http//xxx.yyy/zzz” wnu ‘“\\ceppep\umsallC” (cm. “CucreMHbBIE
TpeboBaHUs");

ykazaTh aapec BeO untepdeiica Kpunrollpo VII;

Buja \"Nttp //xxx.yyy/zzz\" wmm \"https://XxX.yyylzzz\",

ykazath anpec Bed unrepgeiica Kpunrollpo VII Bepcun 2.0;

Buja \"nttps//xxx.yyylzzz/\",

MCIIOJIb30BaTh MapKep BPEMEHHOTO JOCTYMa AJsl ayTeHTHU(UKAIUH

Ha Y1 Kpunrollpo;

3a7laTh MapoJib K Mapkepy BPEMEHHOTO JI0CTYIIa;

HCIIOJIb30BaTh cepTudukar it ayreHTHgukanuu Ha Y1 Kpunrollpo
(Tonbko msa Unix);

ycraHoBKa B xpanuiuiie komnbiotrepa (LOCAL MACHINE);

yctaHoBKka B xpanunuuie nois3oBarens (CURRENT USER);

Ha3BaHUE KOHEUHOI'0 XpAaHWINIL@ JUIs YCTAaHOBKH (110 yMomyaHuio “My”);
HE COXpaHsATh cepTU(UKAT B KOHTEHHEpE KPUIITOIIPOBaiiiepa;

ums (aiina, cogeprkaiero uaeHTHuKarop 3amnpoca. Eciu He daiin He
yKa3aH, TO UICHTH(PUKATOP HYKHO OyJeT BBECTH BPYUHYIO.

3alpOCUTH MAPOJIb KITFOYEBOTO KOHTEHHepa ¢ koHcouH (Tosibko UNIX);
3a/1aTh MapoJib KI04YeBoro koHtelHepa (tosbko UNIX);

[apoJjb K KIoueBoMy KoHTeHepy (Tosbko UNIX);

HE 3alpalMBaTh pa3pelieHe Ha YCTAHOBKY KOPHEBOTO cepThduKaTa B
xpanmuie “JloBepeHHbIe KopHEeBBIe IEHTPHI (Root) (Tompko UNIX);

ykasaHa onuua noCSP, To onuum provname, provtype, cont, km, ku

urHopupytoTcsa. Ecnm onums -provhame He ykasaHa, To 6yaeT wucnonb3oBaH nposangep Mo
YMOJI4aHUIO yKasaHHoro tuna (-provtype). [na onepauunoHHbIX cucTteMm cemenctea UNIX B kadecTBe

napameTpa onuum -cont Heob6xoAMMO YyKasbiBaTb WMS KOHTEMHepa BMecTe CO CUUTbIBATENEM B

dopmaTte "\\.\mmMsa_cuutbiBaTensa\ums_koHterHepa” (Hanpumep “\\.\HDIMAGE\cont_name").

2.8. KomaHaa ons paboTbl C cepuiiHblM HOMEPOM NnueH3um (Tonbko ana Windows)

CoxpaHuTb/nokasaTb CEPUNHbBIA HOMEP JIMLLEH3UNN.

-sn [<cepuiiHblii HOMep>]

cepuiiHbIii HOMEP CEepUITHBIN HOMED, KOTOPBI HEOOXOIMMO COXPAaHUTh (MOKHO yKa3bIBaTh

KaK C pa3fAeNuTeNsIMU, TaK U 03 HUX).
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MpuMmeuyaHue: 15 TOro 4YTo6bl MOCMOTPETb COXPAHEHHbIM CEPUNHBIN HOMEP, AOCTATOYHO yKasaTb
KoMaHay -sn 6e3 napameTtpa. B onepaunoHHbiX cuctemax cemenctea UNIX KkoMmaHaa He
MCNoNb3yeTcs.

Mpumep:

cryptcp -sn P020G-Q0010-A5000-01UXA-XUFFD

CoxpaHsieT yKa3aHHbIi CEPUNHbIA HOMEP JINLEH3UM Ha KOMMbIOTEpE.

2.9. YcoBepLIeHCTBOBaHHAsA 3/IEKTPOHHAsA NOANUCh

[TpunoxeHne KOMaHIHOM CTPOKU MOJIEPKUBAET BO3MOXKHOCTb CO3JaHUS YIyUYIIEHHOM 3JeKTPOHHOM
nojmucu, coorBercTByromed cranaapry CAJES (cm. RFC 5126 "CMS Advanced Electronic Signatures
(CAdES)"). MHcnoas3oBanue ¢opmara YCOBEPIICHCTBOBAHHON IMOJIMUCH HMEET 3HAYMUTENIBHBIC
IpEeUMYyIecTBa, o0ecreuynBas:

e  JI0KAa3aTCJIbCTBO MOMCHTA IMOANMCHU TOKYMCHTA U JIEM CTBUTEIILHOCTH CepTI/I(bI/IKaTa KIIro4a
oA CH HAa OTOT MOMCHT,

e OTCYTCTBHC HCO6XOI[I/IMOCTI/I CCTCBBIX 06pameHH171 IIpH ITPOBCPKE IMMOATINCH;

e APXMBHOC XPAHCHHC BJICKTPOHHBIX JOKYMCHTOB;

e IIPOCTOTY BCTPauBaHUSL.

Jis  moka3zaTenbcTBAa MOMEHTAa MOJIUCH MCIOJNB3YIOTCS IITaMIbl BPEMEHH, COOTBETCTBYIOIIME
mexxayHapoaaoit pexkomenmanuu RFC 3161 'Internet X.509 Public Key Infrastructure Time-Stamp
Protocol (TSP)".

JlokazatenbcTBa JICHCTBUTENBHOCTH cepTU(HUKAaTa B MOMEHT MOANUCH 00ECIEeUNBAIOTCS BIOXKEHHEM
B PEKBU3UTHl JIOKyMEHTa Ienouku cepTtudukaroB 1o aoepeHHoro YI[ u OCSP-orBeroB. Ha 3TH
JIOKa3aTeIbCTBA TAKKE MOJIYdaeTCs IITaMIl BPEMEHH, MOJITBEP)KIAIOUMI HMX IEOCTHOCTH B MOMEHT
TIPOBEPKH.

[pu TakuX yCIOBUSX MOSBIISIETCSI BO3MOXKHOCTD TIPOBEPUTH TOIIHCH B PEKUME OTCYTCTBUS CETEBBIX
coenuHeHui, nocryna k ciayk6am OCSP u cnyxbaM mrammnoB BpeMeHU. Taioke BCsS JAOMOJHHUTENbHAS
uH(opMaruss XpaHUTCS B pEKBU3UTaX (ailiaa MOANMKCH, YTO TpedyeTcs it apXUBHOTO XpaHEHUs
AIIEKTPOHHBIX JOKYMEHTOB.

Jis  ucronb3oBaHus (opMara yCOBEPIIEHCTBOBAHHOM IMMOANKCH pealu30BaHAa BO3MOXKHOCTD
NPUMEHEHHUS CIEMUAIbHBIX MapaMeTpoOB MpPH CO3MAaHUHM, M00AaBICHUUM W TPOBEPKE AIIEKTPOHHBIX
HOOITNCEN.

Crnenyronme aTpuOyThl MOKHO MCIIOJIB30BATh IPH pabOTe C MOIIUCIMU:

-xlongtypel wucnoms3yercs gopmar moamucu CAJES-X Long Type 1
-cadesTSA ykasbiBaercs ciyx0Oa mrramnos Bpemenu st noanucu CAJES-X Long Type 1
-nocades HMCKIIOYAETCS UCIOIb30BAHUE BIIOKEHHBIX B TOIMUCH JOKA3aTEIILCTB

MpuMmeuvaHnune: [na paboTbl C YCOBEPLIEHCTBOBAHHOM MOAMUCBLID HeobXx0AMMO Hanuume Ha
koMmnbtoTepe nonb3oBatens MO Kpuntolpo TSP Client n Kpuntolpo OCSP Client ¢ gencTeyrowmnmMm
NMUEeH3UsaAMU, KOTOpble BBOAATCSA vepe3 yrnpasneHue nuueHsnamm Kpuntollpo PKI.

Mpwumep:
cryptcp.exe -sign -dn "CN=WBaHoB MNeTp" -cadesTSA http://tsp.test/tsp_root/tsp.srf -xlongtypel
C:\data\test.txt C:\data\test.txt.logn_sgn

Cosmats moamuchk (opmata CAJES-X Long Type 1 mns daitna test.txt, ncmonb3ys 3aKkpeITBIH KITIOY,
CBSI3aHHBIA ¢ cepTU(UKaToM XpaHmiuia «JInuabie» («My») TEKylero moab3oBaTens, CoAepKalmM B
nose «Cyobekt» («Subjecty) mozactpoky «BanoB Ilerp», ¢ TpOBEpPKOM MEMOYKHA HaM IEHHBIX
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CepTU(UKATOB,

pesyabtatr B (aiin test.txt.logn _sgn

3. Bo3Bpallaemble Koabl owmMbokK

Kon Kopn

oLmn6KNn owmnbkmn OnucaHue ownbkun

(DEC) (HEX)
536871012 20000064 | Mano namMaTtun
536871013 20000065 | He ynanocb OTKpbITb hamn
536871014 20000066 | Onepauns OTMEHEHA N0JiIb30BaTENEM
536871015 20000067 | HekoppekTHOoe npeobpa3oBaHne BASE64
536871016 20000068 | Ecnm ykasaH napameTp '-help', To Apyrux 6biTb He AOJHKHO
536871017 20000069 | ®dann cimMwkom 6onbLwon
536871024 20000070 | MpowusoLwna BHYTPEHHSS owmnbKa
536871112 200000C8 | Yka3aH nuwHun dann
536871113 200000C9 | YKazaH HeuM3BeCTHbI KoY
536871114 200000CA | Yka3aHa nMwHAaa koMmaHaa
536871115 200000CB | Ansa kno4Ya He yKa3aH napaMeTp
536871116 200000CC | He yka3aHa KoMaHAa
536871117 200000CD | He yka3aH He06XOANMbIV KO :
536871118 200000CE | YKa3aH HeBepHbIA K/OY:
536871119 200000CF | NapamMeTpoM Kn4a '-q' 4O/HKHO 6bITb HaTypaslbHOE YNCI0
536871120 200000D0 | He yka3aH BxogHoOWN hann
536871121 200000D1 | He yka3aH BbixogHOW hann
536871122 200000D2 | KoMmaHAa He MCNOJIb3YET NapaMeTp C UMeHeM danna
536871123 200000D3 | He ykazaH awnn coobu,eHuns
536871212 2000012C | He yaanocb OTKpPbITb XpaHuamuie cepTuurKaToB:
536871213 2000012D | CepTudunkaTtbl HE HaMAEHDI
536871214 2000012E | HaraeHo 6onee ogHoro ceptudunkara (kawoy '-1")
536871215 2000012F | KomaHAa noapa3syMeBaeT MCN0JIb30BaHME TOIbKO O4HOro cepTudurkara
536871216 20000130 | HeBepHO yKasaH HoMep
536871217 20000131 | HeT ncnonbayembix cepTUdKaToB
536871218 20000132 | JaHHbIN cepTUdUKAT HE MOXKET NPUMEHATbLCA A1 3TOW onepaumu
536871219 20000133 | Lleno4yka cepTMdmKaToB HE MpOBEpEeHa
536871220 20000134 | KpuntonpoBalaep, NOAAE PXMBa WM HEOHXOANMbIN aNrOPUTM HE HaAEeH
536871221 20000135 | Owmnbka npu BBOAE NAPOJIA HA KOHTENHEpP
536871222 20000136 | He yaanocb NoayYunThb 3aKpbIThIV KNHOY cepTuduKaTa
536871312 20000190 | He yka3saHa Macka panioB
536871313 20000191 | Yka3aHbl HECKOJIbKO MacoK ¢anios.
536871314 20000192 | ®awnbl HE HaWAEHbI
536871315 20000193 | 3apaHa HeBepHas Macka
536871316 20000194 | HeBepHbIZ X3 W
536871412 200001F4 [ Knwoy '-start' ykasaH, a BbIxogHOW han HeT
536871413 200001F5 | Copepxumoe panna - He noanmMcaHHoe coobuieHue
536871414 200001F6 | HensBecTHbI anropmMTM NOAMNMUCK
536871415 200001F7 | CepTtundukaTt aBToOpa NOANNUCU HE HANAEH
536871416 200001F8 | MNognuce He HalizeHa
536871417 200001F9 | Noanucb He BepHa
536871418 200001FA | LiTtamn BpeMeHW He BEPEH
536871512 20000258 | Copgepxumoe panna - He 3alnd poBaHHOe coobLieHne
536871513 20000259 | Hen3BECTHbIV @aAropmUTM Wnd poBaHUS

UCIIONB3Yys CHyKOy mrammnoB BpemeHu http//tsp.test/tsp_root/tsp.srf, u coxpanuTh
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536871514 2000025A | He HanaeH cepTUdUKaT C COOTBETCTBYHOLWMM CEKPETHbLIM K/TIOYOM
536871612 200002BC | He yaganocb numumnanmsmposats COM

536871613 200002BD | KoHTeWnHepbl HE HaliaEeHbl

536871614 200002BE | He yaanocb nosly4nTh OTBET OT CEpBEpa

536871615 200002BF | CepTndukaT HE HaaeH B OTBETE cepBeEpa

536871616 200002C0 | ®ann He copaepXuT naeHTndunKaTop 3anpoca:

536871617 200002C1 | HekoppekTHbii agpec LIC

536871618 200002C2 [ MonyyeH HeBepHbI Cookie

536871619 200002C3 | LC oTkNnoHMA 3anpoc

536871620 200002C4 | Owwunbka npun nunymanmsaumm CURL

536871712 20000320 | CeEpUNHbI HOMEP COAEPXMUT HEAOMYCTMMOE KOJIMYECTBO CUMBOJIOB
536871713 20000321 | HeBepHbI KOA NPpOAYKTa

536871714 20000322 | He yaanocb NpoBEPUTL CEPUNHDIN HOMEP

536871715 20000323 | He ynanocb COXpaHUTb CEPUNHBIA HOMED

536871716 20000324 | He yaanocb 3arpysmtb CEpUNHbI HOMED

536871717 20000325 | JlnueH3nsa npocpoYyeHa

IIpumevanue : Kpome Kom0B, NPUBEIEHHBIX B TaOJMIE, MPWIOKEHNE MOXKET BO3BpALIATh KO JH000M

cuctemMHoM ook Windows.
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