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H3meHeH cnuvcok MoaJepKMBaeMbIX —IMPOrpaMMHO-anmnapaTHbiX  cpea. CooTBEeTCTBYOLIME
M3MEHEHHS BHECEHbI B ClI/IyIOLIHE TOKYMEHTBI:

KTAN.00088-01 30 01. Dopmynsip;

KTAN.00088-01 90 01. Onucanue peanuzauuu;

KTAM.00088-01 91 01. PykoBoacTBo agmunucTparopa Ge3onacHoctd. O0Las 4acThb;
KTAAM.00088-01 91 04. PykoBoacTBo agmunucTparopa 6e3onacHocTH. FreeBSD;
KTAM.00088-01 93 01. [punoskeHre KOMaHAHOW CTPOKHM AJsl MOANKMCH U lKdpoBaHus dainos;
KTAM.00088-01 93 02. [IpunoskeHre KOMaHAHOM CTPOKU AJisi pabOThI ¢ cepTUdUKATAMHU;
KTAN.00088-01 93 03. INpunoxxenue ans coznanus TLS-TyHHens;

KTAN.00088-01 95 01. IlpaBuna nosb30BaHUS.

Crapas peaakuus: «Windows 7/8/8.1/Server 2003/2008 (x86, x64);

Windows Server 2008 R2/2012/2012 R2 (x64).

CentOS 4/5/6/7 (x86, x64, POWER, ARM); TJ] OC AMC ®CCIT Poccun (GosLinux) (x86, x64);
Red OS (x86, x64); Fedora 19/20 (x86, x64, ARM); Mandriva Enterprise Server 5, Business
Server 1 (x86, x64, ARM); Oracle Linux 4/5/6/7 (x86, x64); OpenSUSE 13.2, Leap 42 (x86, x64,
ARM); SUSE Linux Enterprise Server 11SP4/12, Desktop 12 (x86, x64, POWER, ARM); Red
Hat Enterprise Linux 4/5/6/7 (x86, x64, POWER, ARM); Cunre3-OC.PC (x86, x64, POWER,
ARM); Ubuntu 10.04/12.04/12.10/13.04/14.04/14.10 (x86, x64, POWER, ARM); Linux Mint
13/14/15/16/17 (x86, x64); Debian 7/8 (x86, x64, POWER, ARM); Astra Linux Special Edition
(x86-64).

ALT Linux 7 (x86, x64, ARM); ROSA 2011, Enterprise Desktop X.1 (Marathon), Enterprise
Linux Server (x86, x64); POCA XPOM/KOBAJIbT/HUKEJIb (x86, x64); FreeBSD 9, pfSense
2.x (x86, x64); AIX 5/6/7 (POWER);. Solaris 10 (sparc, x86, x64); Solaris 11 (sparc, x64).»

COCTABHUIJI
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Horas penakuus: «Windows 7/8/8.1/10/Server 2003/2008 (x86, x64); Windows Server 2008
R2/2012/2012 R2/2016 (x64).

CentOS 4/5/6/7 (x86, x64, POWER, ARM); T/ OC AUC OCCII Poccun (GosLinux) (x86, x64);
Red OS (x86, x64); Fedora 23/24/25 (x86, x64, ARM); Mandriva Enterprise Server 5, Business
Server 1 (x86, x64, ARM); Oracle Linux 4/5/6/7 (x86, x64); OpenSUSE 13.2, Leap 42 (x86, x64,
ARM); SUSE Linux Enterprise Server 11SP4/12, Desktop 12 (x86, x64, POWER, ARM); Red
Hat Enterprise Linux 4/5/6/7 (x86, x64, POWER, ARM); Cunte3-OC.PC (x86, x64, POWER,
ARM); Ubuntu 10.04/12.04/12.10/13.04/14.04/14.10/15.04/ 15.10/16.04/16.04.1/16.10 (x86, x64,
POWER, ARM); Linux Mint 13/14/15/16/17/18 (x86, x64); Debian 7/8 (x86, x64, POWER,
ARM); Astra Linux Special Edition (x86-64).

ALT Linux 7 (x86, x64, ARM); ROSA 2011, Enterprise Desktop X.1 (Marathon), Enterprise
Linux Server (x86, x64); POCA XPOM/KOBAJIbT/HUKEJIb (x86, x64); FreeBSD 9/10, pfSense
2.x (x86, x64); AIX 5/6/7 (POWER);

Solaris 10 (sparc, x86, x64); Solaris 11 (sparc, x64)».

Cnenytoume u3meHeHuss BHeceHbl B JokymeHT: JKTAM.00088-01 91 04. PykoBoactso
aaAMUHHUCTpaTopa O6e3onacHocTH. FreeBSD

Crapas penakuus: «FreeBSD 9, pfSense 2.x (x86, x64)...pkg_add <daiin_naxera>...pkg delete
<UMs_TNaKeTa>»

Hogas penakuus: «FreeBSD 9/10, pfSense 2.x (x86, x64)...pkg_add <daiin_nakera> (pkg add
<¢paiin_nakera> ans FreeBSD 10)...pkg delete <ums_nakera> (pkg delete <daiin_naxkera> s
FreeBSD 10)».

Cnenyrouime u3MeHeHus BHeceHbl B jaokyMmeHTol: JKTAW.00088-01 91 02. PykoBoacTtso
1 anmuHucTparopa 6ezonacHoctd. Windows u XKTAN.00088-01 94 01. APM BbipaboTku BHELLHEH
raMMBbl.

Crapas pepakuusi: «Windows 7/8/8.1/Server 2003/2008 (x86, x64); Windows Server 2008
R2/2012/2012 R2 (x64).»

Hosas penakuus: «Windows 7/8/8.1/10/Server 2003/2008 (x86, x64); Windows Server 2008
R2/2012/2012 R2/2016 (x64)».

Cnenytoume wusmeHenuss BHecenbl B JgokymeHT: JKTAAM.00088-01 91 03. PykooacTtso
ajiIMUHUCcTpaTopa Oe3onacHocTH. Linux.

Crapas penakuus: «CentOS 4/5/6/7 (x86, x64, POWER, ARM); T/ OC AUC ®CCII Poccun
(GosLinux) (x86, x64); Red OS (x86, x64); Fedora 19/20 (x86, x64, ARM); Mandriva Enterprise
Server 5, Business Server 1 (x86, x64, ARM); Oracle Linux 4/5/6/7 (x86, x64); OpenSUSE.13.2,
Leap 42 (x86, x64, ARM); SUSE Linux Enterprise Server 11SP4/12, Desktop 12 (x86, x64,
POWER, ARM); Red Hat Enterprise Linux 4/5/6/7 (x86, x64, POWER, ARM); Cunte3-OC.PC
(x86, x64, POWER, ARM); Ubuntu 10.04/12.04/12.10/13.04/14.04/14.10 (x86, x64, POWER,
ARM); Linux Mint 13/14/15/16/17 (x86, x64); Debian 7/8 (x86, x64, POWER, ARM); Astra
Linux Special Edition (x86-64).»

Hogas pepakuus: «CentOS 4/5/6/7 (x86, x64, POWER, ARM); T/ OC AUC ®CCII Poccuun
(GosLinux) (x86, x64); Red OS (x86, x64); Fedora 23/24/25 (x86, x64, ARM); Mandriva
Enterprise Server 5, Business Server 1 (x86, x64, ARM); Oracle Linux 4/5/6/7 (x86, x64);
OpenSUSE 13.2, Leap 42 (x86, x64, ARM); SUSE Linux Enterprise Server 11SP4/12, Desktop
12 (x86, x64, POWER, ARM); Red Hat Enterprise Linux 4/5/6/7 (x86, x64, POWER, ARM);
Cunte3-OC.PC (x86, x64, POWER, ARM); Ubuntu 10.04/12.04/12.10/13.04/14.04/14.10/15.04/
15.10/16.04/16.04.1/16.10 (x86, x64, POWER, ARM); Linux Mint 13/14/15/16/17/18 (x86, x64);
Debian 7/8 (x86, x64, POWER, ARM); Astra Linux Special Edition (x86-64).»

B noxyment «KTAN.00088-01 91 01. Kpunrtollpo CSP. PykoBoacTBo aaMuHUCTpaTOpa
6e3zonacHocTu. O61as yacTb» 100aBIEHO:

7.3 TlpoBepka KCMoOIb30BaHUSI POCCUMCKUX alrOpUTMOB B Opay3epe Internet Explorer/Edge.

1. Otkpoiite 6pay3ep Internet Explorer/Edge.
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[Tpu mocereHu# BeO-CTPaHUIIBI 00paTUTE BHUMAHUE, UCTIONB3YETCS! I IPOTOKOI
coeauHeHus «httpsy.

Pucynoxk 7.3 — AnpecHas ctpoka Internet Explorer.

1. HaxxMuTe Ha 3HAUOK «3aMKay.

Pucynok 7.4 — Anpecnast ctpoka Internet Explorer.

HOJ’[)KHO IMOSIBUTCSA OKHO CJICAYIOUICTIO BU/IA:
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3T0 NOAKNIOYEHNE K CEPBEPY UCMONBLIYET
windposaHue.

MoxHo nn 40BEPATL 3TOMY BeG-caiTy?

MpocmoTtp ceptudnkatos

Pucynok 7.5 — Oxno uaentuduxanmu Beb-caiita.

2. Haxxmute Ha [IpocMoTp cepTudukaToB.

Otkpoercs SSL ceprucduxar web-ceprepa. Ha Bkinaake «CoctaB» MOXKHO IOCMOTPETh
HH(pOpMaIKIO 00 UCIIOJIb3YEMBIX KPUITOrpadhUuyecKuX aJropuTMax. '
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Pucynox 7.6 — Ceprudukar.
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JloGanena mnoanepxka Microsoft Edge. B cienyrommyio J0KyMEHTAIlMIO BHECEHBI
COOTBETCTBYIOIINE H3MCHEHHUSI:

KTAN.00088-01 90 01. Onrcanue peaau3anuu

KTAN.00088-01 91 01. PykoBoacTBo anMuHHCTpaTopa Oe3omacHocTu. O011ast 4acThb
KTAM.00088-01 91 02. PykoBoicTBO anMuHUCTparopa 6e3omacHoct. Windows

Crapas penaknusi: «...Internet Explorer...».

3 .
Hosas penakmus: «...Internet Explorer/ Microsoft Edge ...».
B . 2 noxymenta JXKTAM.00088-01 95 01. [IpaBuia nmonb3oBanus J00aBICHO: «...
HeO6XO,Z[I/IMOCTI> MMPOBEACHUSA OLICHKH BIIMAHUA IJIA IIPOYUX IPOTPAMMHBIX IIPOAYKTOB (B
TOM YHCJIC€ YCTAHOBJICHHBIX aIIMI/IHI/ICTpaTOpOM/l'IOJ'II>3OBaTCHeM IIOHOJ'IHCHI/Iﬁ u
pacuIMpeHrii MpOrpaMMHOTO OOeCTeYeHHs, MEPEUNCICHHOTO BBIIIE) OIpPEIeseTCs ¢
yuetoMm 11.1.5 @opmynspa XKTAM.00088-01 30 01...»
PacmnpeH [EPEUYCHb BbBI3ZOBOB, HCIIOJIB30BAHUE KOTOPBLIX MPH pa3pa60TKe CHUCTEM Ha
ocHoBe CK3U «Kpunrtollpo CSP» Bepcun 4.0 B0O3MOXHO O€3 JOMOJHUTEIBHBIX
temarnueckux uccinenoBanuii. B «KTAAM.00088-01 95 01. [IpaBuna nosiab30BaHMS»
JI00aBIICHO:
AononHutenbHble PYyHKLUN
CryptBinaryToString OYHKUMSA NepeBoaUT ABOMYHbIE AaHHbIE W
Base64 n HEX.
CryptStringToBinary DyHKUMSA nepeBoanT cTpoky HEX\Base64 B
6UHapHYO CTPOKY.
CertFindAttribute QyHKUMSA NPOM3BOAUT NOUCK aTpubyTa
cepTudunkaTa no naeHTudbuKaTopy.
CertGetNameString DYHKUMSA nonyvaeT uMs Bnagenbla mnm !
nsgatens ceptudukaTta.
4
CertNameToStr QYHKUNSA NPOU3BOAUT packoanpoBaHue
nMmenu n3 ASN cTpykTypsl B DN
(RFC1779).
CertSaveStore DYHKLNA NPOM3BOANUT 3anNnUCb XpaHUIuLLa

cepTudUKaToB (BKIKOYaAs CrUCKK
OTO3BaHHbIX WU LOBEPEHHbIX
cepTuduUKaToB) B BUAE CTPYKTYpbl PKCS#7
nnu 6MHapHOro Aamna B NamaTb UIu
dann.

CryptFindCertificateKeyProvl | ®yHKUMSA OCYLECTBASIET NOUCK CEKPETHOIO
nfo K/1H04a, COOTBETCTBYIOLLErO OTKPbITOMY
KN4y ceptudukara.

CryptHashPublicKeyInfo OyHKUMS ocyuwecTenseT ASN1
KOAMPOBaHWE U X3WNPOBaHWE CTPYKTYpPbl
CERT_PUBLIC_KEY_INFO

CryptMsgCountersign DyHKUMS BblpabaTbiBaeT 406aBOYHYO
noAnuchb.
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CryptMsgCountersignEnco | ®yHkuuna BbipabaTbiBaeT 406aBOYHYIO
ded noanuck. (KoampyeT CTPYKTYpy
Signerinfo, kak onpeaeneHo B PKCS
#7).
CryptMsgVerifyCountersig | ®yHkuus nposepsieT 406aBOYHYO
natureEncoded noAnucek. (aekoampyeTt CTPYKTypy
Signerinfo, kak onpeaeneHo B PKCS
#7).
CryptMsgVerifyCountersig | ®yHkuna nposepsieT 406aBOUYHYO
natureEncodedEx noAnuck. (AeKoaupyeT CTPYKTYpy
4 Signerinfo, kak onpegeneHo B PKCS
#7).
Hosas penakuus:
Pa3pelueHo ncnonb3oBaHne TosIbKO
QyHKUMSA CO CneayrowmMMn CUMBOJIbHbIMU
CryptCreateHash aprymeHTamu: CALG_GR3411,
WHUUManusnpyert CALG_GR3411_2012_256,
CryptCreateHash [EeCKPUNTOp HOBOIO CALG_GR3411 _2012_512,
obbekTa dyHKUMM CALG_GR3411_HMAC,
X3LWKMPOBaHUSA MoToKa CALG_GR3411_2012_256_HMAC,
OaHHbIX. CALG_GR3411_2012_512 HMAC,
CALG_SHAREDKEY_HASH.

N3menenus noxymenTa XXTAM.00088-01 95 01. I1paBuia noas30BaHus.

Crapas pegakuus:

«...Pa3pabotka nporpammuoro obecriederuss Ha ocHoBe CK3U «Kpuntollpo CSP»
MOJKEeT MPOU3BOIUTHCS Oe3 coznanusi HoBbIX CK3U B ciyuae ucnosnb30BaHUs BHI30BOB U3
nepeyns [Ipunoxenus 2.

I[Ipunosxenue 2. IlepeyeHb BBI30BOB, HCIOJB30BaHNE KOTOPHIX IIPH Pa3pabOTKe CHCTEM
6 Ha ocHoBe CK3U «Kpunrtollpo CSP» Bo3M0OxHO 0€3 JOMOJHUTEIBHBIX TEMATHUYECKUX
UCCIICIOBAHUM: ... »

HoBas penakums: «...Paspaborka mporpammuoro oOecreueHuss Ha ocHoBe CK3U
«Kpunrtollpo CSP» ¢ ywerom mn.1.5 ®opmymnspa XKXTAM.00088-01 30 01 moxer
npou3BouThCsl 0e3 coznanuss HOBbIX CK3U B ciyuyae MCMosb30BaHMS BBI30BOB M3

nepeuns [ Ipunoxenus 2.
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[Ipunosxxenue 2. [lepedeHb BBI30BOB, HCHOJIb30BaHUE KOTOPBIX IPU pa3pabOTKe CHCTEM
Ha ocHoBe CK3U «Kpuntollpo CSP» ¢ yuetom m.1.5 @opmymspa XKTAN.00088-01 30 01

BO3MOXHO 0€3 JIOMOTHUTEIbHBIX TEMAaTHUYECKUX HUCCIICAOBAaHUM:. .. »

B noxymente XTAM.00087-01 91 02. PykoBoacTBO aAMHHHUCTpaTOpa O€30MacHOCTH.
Windows CKOpPpEeKTHpPOBaH CIHMCOK CHCTEMHBIX OUOIMOTEK, HaxOISIIMXCS IO
KOHTPOJIEM HCJIOCTHOCTH. ﬂOﬁaBHCHBI 6I/I6J'II/IOTCKI/I, MEPCUUCIICHHBIC HUKE.
HoBas penakuusi:«...Windows 32-bit

\Windows\system32\inetcomm.dl1l

\Windows\system32\rastls.dll

\Windows\system32\wininet.dll

\Windows\system32\msi.dll

\Windows\system32\crypt32.dll

\Windows\system32\schannel.dll

\Windows\system32\kerberos.dll

\Windows\system32\certenroll.dll

\Windows\system32\cryptsp.dll*

\Windows\system32\sspicli.dll*

*IOna OC Windows Server 2008 nonm KOHTpPOJIEM LEJIOCTHOCTM BMECTO
bubnmorexk cryptsp.dll m sspicli.dll HaxomaTrcsa OuOIMOTEKU
\Windows\system32\advapi32.dll u \Windows\system32\secur32.dll

Windows 64-bit
\Windows\system32\inetcomm.dll

\Windows\SysWOW64\inetcomm.dll
\Windows\system32\rastls.dll
\Windows\SysWOW64\rastls.dll
\Windows\system32\wininet.dll
\Windows\SysWOW64\wininet.dll
\Windows\system32\msi.dll
\Windows\SysWOW64\msi.dll
\Windows\system32\crypt32.dll
\Windows\SysWOW64\crypt32.dll
\Windows\system32\schannel.dll
\Windows\SysWOW64\schannel.dll
\Windows\system32\kerberos.dll )
\Windows\SysWOW64\kerberos.dll
\Windows\system32\certenroll.dll
\Windows\SysWOW64\certenroll.dll
\Windows\system32\cryptsp.dll
\Windows\SysWOW64\cryptsp.dll*
\Windows\system32\sspicli.dll*
\Windows\SysWOW64\sspicli.dll*
\Windows\SysWOW64\schannel.dll
\Windows\system32\kerberos.dll
\Windows\SysWOW64\kerberos.dll
\Windows\system32\certenroll.dll
\Windows\SysWOW64\certenroll.dll
\Windows\system32\cryptsp.dll*
\Windows\SysWOW64\cryptsp.dll*
\Windows\system32\sspicli.dll*
\Windows\SysWOW64\sspicli.dll*
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IOna OC Windows Server 2008 nmon KOHTPOJIEM LEJIOCTHOCTM BMECTO
oubimmorek cryptsp.dll m sspicli.dll HaxomaTcsa OMOIMOTEKM

\Windows\system32\advapi32.dll

\Windows\SysWOW64\advapi32.dll

\Windows\system32\secur32.dl1l

\Windows\SysWOW64\secur32.d1l1

B ciiyuae ecsiM LEJIOCTHOCTBb IHAaHHBIX OMOJIMOTEK HapylleHa B pe3yJbTaTe
OOHOBJIEHMSA OIEPaLVOHHOM CUCTEMbl, HeoOXOoOMMO OOpaTUTbCA K pas3padoTumMKy
CK3l 3a pa3bACHEHMAMM O BO3MOXHOCTM MNPOOOJIKeHMSA McHosib30BaHMA CK3U Ha
OaHHOM CUCTEME.»

B noxymentax XXTAAM.00088-01 91 01. PykoBoacTBO aaMuHUCTparopa 0€30MacHOCTH.
Obmass yacte u  JKTAM.00088-01 95 01. TIlpaBwia  mOJIB30BAHUS
yaaneHo:«. .. uckimoueHue: nuctpuldytussl Ha OC Windows T0MOTHUTENBHO COiepXKar B

cebe 3HaueHue noanuck B popmare Microsoft Authenticode...»

B crenyronire 10KyMeHTbl BHECEHBI H3MEHEHUS MOPSIKA KOHTPOJISL AEUCTBUS KITIOUEH:
KTAM.00088-01 91 01. PykoBocTBO amMuHUCTpaTopa O6e3omacHocT. O01mas 4acthb
KTAM.00088-01 91 02. PykoBoicTBO amMUHHCTpaTopa 6e3omacHocTr. Windows
KTAM.00088-01 91 03. PykoBocTBO aqMUHHUCTpaTopa Oe3omacHocTh. Linux
XKTAM.00088-01 91 04. PyxoBoactBo aqmuHucTpaTopa 6e3onacHocTH. FreeBSD
KTAM.00088-01 91 05. PykoBoicTBO amMUHHCTpaTopa Oe30macHocTh. Solaris
KTAN.00088-01 91 06. PykoBocTBO anMuHUCTpaTopa 6e3omacHocTH. AIX
XKTAM.00088-01 91 07. PykoBoacTBo ammMuHuCTpaTopa 6e3omnacHoctu. Mac OS
Crapas penakuusi: «IIpu GpopMUpOBaHHHU 3aKPBITOTO KJIFOUa B KOHTEHHEP 3alUChIBACTCS
JaTa UCTEYEHHUs! CpOKa JIEHCTBUS 3TOrO KIIIOYa, 10 UCTEUSHHH KOTOPOTO B 3aBHCHMOCTH
OT HAcCTPOEK TPYNIIOBOM MOJUTHKHA BO3MOXHBI pa3jMyHbIe BapUAHTHl MCIIOJIb30BAHUS
3TOro Kiroda. 3HadeHue «0» TpynmoBOH TOJUTHKH HE HAK/IAIbIBACT HHKAKUX
OTpaHUYCHUH Ha UCTIOJIB30BaHUE KiTtouUa; 3HaYeHUE « | » TPYIIIOBO# MOJUTHKH 3alpeniaeTt
dbopmupoBanre DIl u wmmdpoBaHHEe B KOHTEKCTE JTOro KiIouda (BO3MOXKHO
paciupoBaHHbIE paHee 3aPOBAHHBIX COOOIICHHIA);

3HavyeHue «2» rpyMNIoBOM MOJUTHKHU 3amperiaeT Jo0ble NeHCTBUS ¢ 3aKPBITHIM

KJIFOYOM.
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Cpok nefictBus Kiroya Oepetcst u3 (B MOPsAKE YMEHBIICHUSI TPUOPUTETA):

— Pacmmpenust konTeitHepa KiIro4a;

— Pacumpenus ceprudukara kioua;

— JlaTel co3ganus kiroua + 1 rox 3 mecsa.

Jlis  omepamMOHHBIX CHCTeM Trpynnbl Windows BBICTaBUTH HEOOXOIUMOE
3Ha4YeHHe IPYIIOBON MOJUTUKU MOKHO B Peakrope J10KanbHOM rpynoBod NOJUTHKU

(Bemonnute -> gpedit.msc), B pasnene «Kmaccuueckue agaMUHUCTPATUBHBIE
mabs1oubl (ADM)». Jlns kmroueit anroputma 'OCT P 34.10-2001 He00X01MMO U3MEHUTH
3HauYeHHE KJII04a peectpa

HKEY LOCAL_ MACHINE\SOFTWARE\Policies\Crypto-
Pro\CSP\ControlKeyTimeValidity2001.

BrictaBinenue 3Hauenus «0» mist kmoueit anroputma ['OCT P 34.10-2001 nHe

JIOTTyCKaeTCsl.

st xmoueit anmroputma 'OCT P 34.10-2012 kak ans KopoTkux (256 6uT), Tak u
JUIst IVTAHHEBIX (512 6UT) HEOOX0IMMO U3MEHUTH 3HAYeHHE KJTI04a peectpa
HKEY LOCAL_ MACHINE\SOFTWARE\Policies\Crypto-Pro\CSP\
ControlKeyTimeValidity2012.

Hactpoitka CK3U mns ocrampHbix OC OCYIIECTBISETCS ¢ MOMOIIBIO YTHUIUTHI
cpeconfig ¢ MOMOIIIBIO KOMaH/IbI

cpeonfig -policy -set ControlKeyTimeValidity2001(2012) -value <anauenue>.

]

[Ipn paGoTe B pexume YCHIEHHOTIO KOHTPOJIS MCIIOJIB30BAHMS KIIIOUEH
(pexum  oOsi3aTeleH K HUCMHOJb30BAHUIO,  OTKJIIOYEHHUE  MOXKET
(B8] MPOU3BOIUTECS TOJIBKO B LEJISX TECTHUPOBAHHUS) 3HAYEHHE TPYIIIOBOU
MOJIMTUKK  KOHTPOJSL CpOKa JIEUCTBUS MOJIb30BATEIBLCKUX  KIFOUEH
IPUHUMAETCS. PABHBIM «2».

.»
Hogas penakius: «...

IIpu ¢dopMupoBaHMM 3aKpbITOro KJIHO4a B KOHTEHHEp 3amuchiBaeTcs jara
MCTEYEHHs CpOKa JEHCTBHS 3TOr0O KIIOYa, 10 UCTEUEHHHM KOTOPOro B 3aBHCUMOCTH OT
3Hayenuss mnapamerpa ControlKeyTimeValidity BO3MOXHBI pa3iUyHblE BapHAHTHI
HCIIOJIB30BAHUS 3TOTO KIIKOYA.

3nayenue «0» mapamerpa He HAaKJIQ/JblBaeT HHMKAKMX OTPaHUYEHHH Ha

HCITIOJIB30BAHHUEC KJIFOYaA.
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NU3M: COHAEPXAHUE U3MEHEHM A

3naueHue «1» mapamerpa 3ampemaer ¢opmupoanue DIl u mmdpoBaHue B
KOHTEKCTE€ 9HTOTO KIo4a (BO3MOXKHO pacmupoBaHHblE paHee 3aIu(pOBaHHBIX
cooO1IeHui) (3HaYeHUE IO YMOJTYAHHUIO);

3HaueHue «2» mapaMerpa 3ampeniaet Jro0ble T1eHCTBUS C 3aKPBITHIM KII0YOM.

Cpox naeiicTBus Kitoua Oepetcs u3 (B MOPSIKE YMEHbIIEHUS IPUOPUTETA):
— Pacmupenust koHTeiHepa Kioua;

— Pacmupenus ceprudukara Kioua;

— JlaTel co3manus kiaroua + 1 rox 3 mecsia.

Wsmenenne napamerpa ControlKeyTimeValidity

Jlns omepaliMOHHBIX cUcTeM rpynnbl Windows HE0OX0IUMO H3MEHHUTh 3HAYCHUE
KJTIOYa peecTpa

HKEY LOCAL_ MACHINE\SOFTWARE\Wow6432Node\Crypto Pro\Cryptogr
aphy\CurrentVersion\Parameters\ControlKeyTimeValidity (ns 64-OUTHBIX
OTIEPAIlMOHHBIX CUCTEM),
HKEY LOCAL_MACHINE\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\P
arameters\ControlKeyTimeValidity (1 32-OMTHBIX OTIEPAITHOHHBIX CHCTEM).

Hactpoitka CK3U ans ocrampHbix OC OCYIIECTBISIETCS ¢ MOMOIIBIO YTHUIUTHI
cpeonfig ¢ MOMOIIBEO KOMaH Ibl
9 Jepeonfig -ini \config\parameters -add long ControlKeyTimeValidity <snauenue>

[Ipu paboTe B pexuMe YCHJIEHHOTO KOHTPOJIS MCIOJIBb30BAHUS KIIHOYEi
) (pexxuM  oOsi3aTesieH K MCHOJB30BAHMIO,  OTKIFOYEHHE  MOXKET
IPOM3BOAUTBECS TOJBKO B LEJSX TECTUPOBAHUS) 3HAUYEHHE IapaMmerpa
ControlKeyTimeValidity npuHruMaeTcsi paBHbIM «2).

ce»
KTM.00088-01 91 08. PykoBoicTBO amMUHUCTpaTopa Oe3omacHocTh. i0S

Jlo6aBneHo: «...

[Ipu BcrpamBanuu CK3U Kpuntollpo CSP B mpuioxenus i0S momkeH OBITH
BKJTIOYEH PEXKHMM YCHJIEHHOTO KOHTPOJISI MUCIIOJIb30BaHUS KIFOYel. PexuM yCHIIEHHOTO
KOHTPOJIS HMCIIOJIb30BaHUS KIIOUeH oOecrednBaeT OCYIIECTBICHHE KOHTPOJS CpoKa
NEHCTBUSL JTOJITOBPEMEHHBIX KITFOYEH 3JCKTPOHHOMW TOINMKMCH W KIIFOYEBOIO OOMEHa,
KOHTPOJISL JTOBEPEHHOCTH KIIFOYEH IPOBEPKH JJIEKTPOHHOW MMOMMUCH M KOHTPOJIS
KOPPEKTHOTO HCIOJB30BaHUS IMPOIPAMMHOIO JaTydKa ClIy4alHbIXx yucen. Jlis
BKJIFOUEHHSI 9TOTO PekUMa B KOH(GUTYpallHOHHBIH (aiiia config.ini B pa3aen [Parameters|
HEO0OX0IUMO J100aBUTh CTPOKY:

StrengthenedKeyUsageControl = 1
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N3M: COHAEPXAHUME UBMEHEHMA

Jlns obecnieueHHsi KOPPEKTHOTO (YHKIMOHHPOBAHHMS IpoBaiijiepa B 4acTu
BBIPAOOTKH 3JIEKTPOHHOW TOIIMHMCH, a Takke padOThl C BPEMEHHBIMHM KJIHOYaMH (B
YaCTHOCTH, JJisi paboThl B paMkax TLS-coemaunenus 6e3 ayTeHTH()UKALUU KIMEHTA) U
reHepaluy CIy4alHbIX JaHHBIX HEOOXOIMMO IPOM3BECTH BBIPAOOTKY J0JTOBPEMEHHBIX
9 KJTFOYeH, IMpeBapUTEIbHO IPOBEPUB, YTO 3apErHCTPUPOBAH XOTA Obl OJHMH JaT4HK
CIIy4alHBIX YUCEIL.

Ucnons3oBanue CK3U 06e3 BKIIOYEHHS] peXUMa YCHIEHHOTO KOHTPOJIS
HCIIOJIb30BaHUs KIIIOUeH pa3zpenaeTcss UCKJIIOYMTEIbHO B TECTOBBIX LIEJISX.

o

Onucan MeXxaHW3M padOThl YTUIHMTHI cpverify ¢ 93JeKTpPOHHBIMH MNOJNMCSIMH B
nokymentax JKTAM.00088-01 91 02. PykoBoacTBO aaMuHHCTpaTropa O€30MacHOCTH.

Windows u XTAN.00088-01 95 01. IIpaBuia noap30BaHusI.

«...- cpverify -file_verify ums_¢aiina [3Hauenne mnoamucu] -timestamp nara

[IpoBepka moamumcu  Qaitia ¢ umeHeM  «ums_Qaitnay.  Ilapamerp
«3Ha4YCeHUE TOJNMUCH» HEOOXOAMMO TMepedaBaTb B BHAe OalToBOM CTpoku. Ecam
napameTp «3HaueHHe IMOJIMMCH» HE yKa3aH, TO 3HauyeHHe MoAnucH OepeTcs w3 Qaiina
umst_daiina.sgn. [lapamerp «mara» ykaspiBaeT, Korja Mmojanmuch Obuia chopmupoBaHa,
HeoOX0IUMO yKa3biBaTh B (hopmare JI.MM.ITIT. JlaHHAas KoMaHAa MpoBEPSET MOAMUCH C
NpsSIMOiM  TTOCJIEIOBATENIFHOCTRIO TONYOalT, Ui TPOBEPKH MOANHCH C OOpaTHOM
MIOCJIEIOBATEIbHOCTRIO ~ 0aiT HEOOXOAMMO HCIOJB30BaTh KOMAHIy Versign ¢
AaHAJIOTUYHBIM HabopoMm mapameTpoB. [loamuck mpoBepsieTcsi Ha OTKPHITOM KIIIOYE U3

10 crienuaibHoOro ceprudukara ais noanucu koaa komnanuu « KPUIITO-TITPO»y.
- cpverify —pe_sign FileName [kputepuu noucka ceprudukaral [1011. mapameTpsi|

JloGaenenne B ¢aiin ¢ wmenem FileName nudposoit moamucu B ¢dopmare
authenticode MOJHOCTHIO HA POCCHICKHUX alropuTMax ¢ nmomoinbio Microsoft CryptoAPI.

C moMOIIBIO JaHHOW KOMaHIbI MOXKHO TOJITHCATh TOJIbKO daiinsl popmaros .exe u .dll.

Jlis toro uroObl moamucarh Qaiin, HeoOxoaumo B XpaHuiuie «JIndHoe»
TEKYIIEro MOJb30BaTe sl UMETh YCTAHOBJIEHHBIH CepTU(HUKAT CO CCHUIKON Ha 3aKPBITHIH

KJIFOY, B HA3HAYCHHUAX KOTOPOTO IMPUCYTCTBYET «lTonnmuceIBaHHE KOOA.

[Tonick HyX)HOro cepTuduKaTa OCYUIECTBISIETCS € IOMOLIBIO CIIEAYIOLIUX

KPHTEPUEB:

-name SubjectName Wms cyObekra ceprudukara MOANUCUH. OTO 3HAYECHHE

MOJKET OBITH HO}ICTpOKOﬁ IMIOJIHOTO UMCHH CYGLeKT'd.




MN3BELIEHUE

JIMCT 11
KTAN.00088-01.1-2016 .

H3M: COAEPXAHHWE UBMEHEHHW A

-alg Algld ANrOpUTM  XSUIMPOBaHUSI Ui TOINMCH B cepTruduUKare.

Honyctumsle 3Hauenus GR3411, GR3411 2012 256, GR3411 2012 512.
-fp FingerPrint 3nauenue shal ornevarka ceprudukara.

-append [Moanuce Oyner noGaBneHa kak BropocteneHHas. Eciau B daiine Her
OCHOBHOM MOJANMCH WK napameTp —append He mepeaaH, TO NOANKMCh OyaeT A00aBieHa Kak

OCHOBHas.

10 Ecan  Heckonbko cepTU(UKATOB  yJOBJETBOPSIOT 3aJaHHBIM KPUTEPHSM, TO

MOJb30BaTENO  OydeT MpPeJOCTaBlIe€Ha BO3MOXKHOCTh BPYYHYHO BBIOpAaTh  HYXKHbIH

ceprudukar.

- cpverify —pe_verify FileName [non. napamerpsi]

[IpoBepka authenticode moanucu ¢aiina ¢ umenem FileName 6e3 ucnonb3oBaHus
Microsoft CryptoAPI.

-multiple [Tposepka Bcex authenticode noanuceii, HaiineHHbix B Qaiine. Ecin

rnapameTp HE nepeaaH, To 6y}1€T [pOBEPEHA TOJIbBKO OCHOBHAA MOAIMKCE....»

Jns 6noxkuposanus cOopa Tenemerpur Ha OC Windows 10/Server 2016 nipu 3arpyske
ONEPAallMOHHON CHCTEMBI [0 CTapTa CUCTEMHBIX CIYXKO YAISIOTCS KOHQHUTYpaIHH
cnyx06b1 nuarHoctuku (DiagTrack) m 3ammcu coOwitwii TpaccupoBku (AutoLogger-
DiagTrack-Listener) npu BrItOYeHHOM yCHIEHHOM KoHTposie. Ciyx0a IHArHOCTUKH U
COOPINMKY JIaHHBIX YAAISIOTCS U3 CHCTEMBI U 00Jiee He MOT'YT OBITh 3aIlyIIEHBL.

B nmoxyment JKTSM.00088-01 91 02. PykoBonacTBO aaMuHHCTpaTtopa 0€30MaCHOCTH.
Windows noGapieHo: «Jlns orkmodeHust ¢yukuumit Tenemerpun Ha OC Windows
10/Server 2016 HE0OXOIUMO BBIITOJHUTH CIIEAYIOLINE NEHCTBUS: '

1. TlpoBeputh Hanuuue u ctaryc cepsuca DiagTrack (ITaHens ynpasnenus -> Cucrema u

i 0e30nacHOCTb -> AIMUHUCTpUpOBaHuUE -> CiyxObi).

2. Ecau cepBHcC 3amylleH, TO OCTAHOBHUTD €ro.

3. Vaanute 3anuck peructpauuu cepsuca DiagTrack us peectpa (ITyck -> BBITOIHUTE ->
regedit, paznen HKEY LOCAL_MACHINE\System\CurrentControlSet\Services. 3nech
Heo0X0AMMO HalTH 1 yaanuth nanky DiagTrack).

4. Y 1anuTh NoAroToBJEHHbIE K OTHPAaBKE JaHHbIE, KOTOPbIE COXPAHSIIOTCS B YETHIPEX
daiinax ¢ paciurpenreM *.rbs, XpaHsIMXCS B AUPEKTOPUH
%ProgramData%\Microsoft\Diagnosis. Imena daitnos ais production c6opok OC —
event00.rbs, event01.rbs, event10.rbs u eventl 1.rbs. Jlns insider c6opok OC umena MoryT

OTJIMYATBCS, IO3TOMY HEOOXOAMMO yAaIUTb Bee (aiinibl ¢ paciumperuem *.rbs. [Tpu
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11

BO3HUKHOBEHHHM MPOOJieM C yajleHHeM JaHHbIX (aiiioB HeoOX0AMMO B CBOMCTBAX Ha
BKJIaJIKe «Be30nacHOCTh) pa3pelinTh MOJHbINA J0CTY K ¢aiily, a 3aTeM y1aluThb.

5. OctanoBuTh aBTOMaTHueckyto (AutoLogger) ETW ceccuto AutoLogger-DiagTrack-
Listener, kotopyto DiagTrack akTuBupyeT B polecce cBO€il OCTaHOBKH.

6. Y nanuth daiia, B koTopslii aBTomMatudeckas (AutoLogger) ETW ceccus AutoLogger-
DiagTrack-Listener coxpansia coOpaHHbI€ JaHHbIE.

[1yTb K daiiny xpaHuTtcsi B peecTpoBoi 3anucu AutoLogger-DiagTrack-Listener B 3HaueHUM
FileName. Kondurypauuu aBromatuueckux (AutoLogger) ETW ceccuii HaxoasTes B
kmoue peectpa HKLM\SYSTEM\CurrentControlSet\Control\WMI\AutoLogger. Kondurypauus
11eJIeBOM CeCCUM XPaHUTCS B JAHHOM KJTKOue MoJ1 3anuchto AutoLogger-DiagTrack-Listener.
B HacTosiee BpeMs JaHHbIE COXpaHsIOTCS B (aiin
%ProgramData%\Microsoft\Diagnosis\ETLLogs\Auto Logger\AutoLogger-DiagTrack-
Listener.etl.

7. YnanuTh 3anuch perucTpauuu KoHdurypauuu aBTomaruueckoi (AutoLogger) ETW
ceccun AutoLogger-DiagTrack-Listener u3 peectpa

JlanHble JEMCTBUS HEOOXOJMMO BBINOJHATH MOCIHE KAXKIOTO KyMYJSTUBHOI'O
OOHOBJICHHSI, TIOCKOJIbKY JaHHbIE OOHOBIEHHUS SIBJISIIOTCS IO CYTH IOJHOH

HepeyCTaHOBKOﬁ OCu YAAJICHHBIC CEPBUCHI BOCCTAHABIMBAKOTCA.

12

B noxyment XTAN.00088-01 96 01. Kpuntollpo CSP. PykoBoncTBo mporpammucTa
n00aBJIeHO:

«COBMECTHO C JTUCTPHOYTHBOM IOCTABISIIOTCS CIIEAYIOIIME MaKeThl, MO3BOJISAIOLINE
unterpuposars «Kpuntollpo CSP» Bepcuun 4.0 B mNpuIOKEHHs, HCHOJIb3YIOLIHE
OpenSSL API (takue xax Web-cepBep ngnix): cprocsp-cpopenssl, cprocsp-cpopenssl-
base, cprocsp-cpopenssl-devel, cprocsp-cpopenssl-gost.

[TonpoGHee 00 MX ycTaHOBKE U HACTPOMKE MOMKHO y3HATh HA MOPTaJe TEXIMOIIAECPKKH U

¢dopyme Kpunrollpo.»

13

N3menenus noxymenta JKTSN.00088-01 30 01. ®opmyisip.

CTapa;I pPEaaKIusA: ((HJ'ISI 3alIATBI  OT HECAHKIMHOHUPOBAHHOI'O0 JOCTyIIa MOIYT

HCIIOJIB30BAThCs CIICAYIOIIXUE CPEACTBAL. .. »

Hogas peaaknus: «B xauecTBe Cp€ACTBa 3alIUThI OT HCCAHKIIMOHWPOBAHHOI'O AOCTYIIa
H606XOI[I/IMO HCIIOJIB30BaTh OAHO H3 CICAYIOMHUX CPEACTB 3alllUMThbl, IIpU YCIOBHUH

HaJTM4us AeicTByromero ceprupukara coorsercteus @Ch Poccun:...»




