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AHHOTauUmnA

HacTosilee PyKOBOACTBO A0MNOMHSAET AO0KyMeHT "XXTAW.00050-03 90 02. Kpuntollpo CSP.
PykoBoactBo apgMumHuctpatopa 6e3onacHoctn. O6waa 4yactb" npu  wucnonb3oBaHum CK3WN nopg
ynpasnexHunem OC Mac OS X.

MHCTpyKUNM aAMUHUCTpaTopaMm 6e3onacHocTn " nosb3oBaTensm pasfnYHbIX
aBTOMATM3MPOBaHHbIX cuctem, mcnonb3ytowmx CK3U Kpuntollpo CSP, pgomxHbl pa3pabaTbiBaTbCs C
yyeToM TpeboBaHMI HACTOSLWEro AOKYMEHTA.

Cnmncok cokpalleHunm

CRL Cnucok oTto3BaHHbIX cepTudukaTtos (Certificate Revocation List)

ITU-T MexayHapoaHbIn KOMUTET Mo TenekoMMyHunkaumam (International
Telecommunication Union)

IETF Internet Engineering Task Force

AC ABTOMaTM3MpOBaHHasa cMcTeEMa

APM ABTOMaTM3MpOBaHHOe paboyee MecTo

rMa TMBKUN MarHUTHLIN AUCK

Acu JaTtunk cny4darHbix ymucen

HDD XXeCTKMn MarHUTHbIN AUCK

KTl KoHeuHbIn nonb3oBaTesb

HCA HecaHKUMOHNUPOBAHHbLIA AOCTYN

ocC OnepauunoHHas cuctema

MAK lMporpaMMHO-annapaTHbI KOMNNEKC

Mno MporpamMMHoe obecneyeHue

Perncrpaums lMpuceoeHne onpeaeneHHbIx aTpmbyToB (agpeca, HOMepa Ki4a,
npaB MCMNOJSIb30BaHUSA U T.M.) abOHeHTy

PernameHT COBOKYMHOCTb MHCTPYKLWUI U APYrOM pernameHTupyroLwen
AOKyMeHTauum, obecneumBaroLien @GyHKUNOHUPOBaAHWE
aBTOMATM3MPOBAHHOM CUCTEMbI BO BCEX pEXMMaX.

CBT CpeactBa BbIYMCINTENBHOM TEXHUKMU

CepTtudukar DNeKTPOHHbIN AOKYMEHT, NOATBEPXAAIOLWMA NPUHAANEXHOCTb
KJ1l04a NPOBEPKWN INTEKTPOHHOM MOAMNMUCU UM OTKPbLITOrO K/K4a U
onpeaeneHHbIX aTpnbyToB KOHKpPEeTHOMY aboHeHTy

Ceptudukaums Mpouecc narotoBneHus ceptudmrkaTa Karo4a NpoBeEPKMU
3/IEKTPOHHOM MOAMUCK UM OTKPLITOrO K/tova aboHEHTa B LieHTpe
cepTudukaumnm

CK3u CpeactBo kpunTorpadunyeckon 3awmTbl MHpopMauumn

cocC Cnucok oTo3BaHHbIX ceptudukaTtoB (Certificate Revocation List)

CcC CnpaBOYHMK CEPTUPMKATOB OTKPbITbIX KOUeln 1 KtYen
NpoOBepKN INEKTPOHHOM noanucu. CeTeBon CnpaBOYHMUK.

uc LeHTp Ceptudukaumn (Yaoctosepstowmn LeHTp)

upP LleHTp Perncrpaunmu

)il DNEeKTPOHHbIN AOKYMEHT

3N DNeKTpOoHHasa NoAnuchb
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1. OCHOBHble TeXHNU4YecKmne aaHHble N Xapaktepuctmkm CK3U

CK3M XXTAWM.00050-03 pa3paboTaHO B COOTBETCTBUM C KpUMTOrpaduyeckmm MUHTepdencom
¢upmbl Microsoft - Cryptographic Service Provider (CSP).

1.1. lporpaMMHO-annapaTHasa cpeja
CK31 XTAM.00050-03 nop ynpasneHnem OC Mac OS X wucnonb3yeTcs B MPOrpaMMHO-
annapaTHbix cpegax OC Mac OS X (x64).

Co cpokaMu 3KChyaTaluu ornepaumoHHbIX CUCTEM, B Cpede KOTopbiX (yHKUMOHMpYyeT CK3W,
MOXXHO 03HAKOMWTbLCS MO CleAyloLWEMY aapecy:

<http://www.apple.com/support/>.

1.2. BapwuaHTbl ncnonHenna CK3U1

CK3M XTHAN.00050-03 ansa paboTtbl ¢ OC Mac OS X M3roToBnAsieTCsa M pacrnpocTpaHsaeTcs B
OAHOM BapuaHTe UCMNOJIHEHUS:

McnonHeHune 1 - CK3WM knacca 3awmnTtbl KC1.

1.3. Knwo4yeBble HocUTENU

B kauecTBe K/HOYEBbIX HOCUTENEN 3aKPbITbIX KAoYen 1 kntoven 3 MoryT ncrnonb3oBaTbCs:
rMa 3,57

USB ancku

Paspgen HDD M3BM

MpumevaHunna. 1. [lonyckaeTcs XpaHeHue 3aKpbITbiX Kwoden u kaoder Il B
pa3gene HDD npwu ycnosuu pacnpoctpaHeHns Ha HDD wnu M2BM c¢ HDD
TpeboBaHMi No O6palleHUIo C K/OYEBbIMU HOCUTENAMW, B TOM 4ucre U nocne

|!_._| yAaneHus Kio4den.
2. [MepeyeHb K/O4YEBbIX HOcuTeneh Mo ucnonHeHunsm CK3U wm
nporpamMMHo-anmnapaTHbiM nnatdopmam cMm. dopmynsap XTHAKM.00050-03 30 01,
n.n. 3.8, 3.9.

2. YcraHoBka auctpmnbytuea NO Kpuntollpo CSP

YcTaHoBKa, yaaneHue n obHosneHue MO ocywecTBaseTcs OT MMeHW Nofb30BaTeNs, UMetoLero
npasa agMMHUCTpaTopa, Nog y4ETHON 3anucbio root nnm ¢ NCNonb3oBaHMEM KOMaHAbl sudo.

CK3M Kpuntollpo CSP Tpebyer cneaywouwen nocnenoBaTesibHOCTU YCTaHOBKW: CHavana
yCTaHaBnMBaeTCs npoBanaep, 3aTeM YCTaHaB/MBAlOTCS OCTajibHble MOAYNW, BXOoAslMe B COCTaB
KOMMJieKTaLmm.

B OC Mac OS X ana ycTaHOBKW, ypdaneHuss n obHoBreHus MO npuMeHSTCS NaKeTbl
(packages). Maket - apxuB aucTpumbyTtmBa, coaepxawmii dannbl yCcTaHaBIMBaeMOro MpUIOXKEHUS U
dannbl, ncnonb3yrLwmecss NHCTaNNATOPOM A1 KOHDUrypupoBaHusa cpeabl. AncTpmbyTns nocraBnseTcs
B yNakOBaHHOM Buae, uMeeT dhopmaT .dmg u npeacrasnset cobon obpas aucka, coaepxalmii naker.

[Ons ynpaBneHMs nakeTaMum MCMONAb3YlTCA CTaHAApPTHblE CpeAacTBa ANS yrnpaBieHus nakeTamu
Mac OS.

Onsa ycTaHOBKM NakeTa yepe3 rpaduyeckmin MHTepdenc OTKpohTe ABOMHLIM LWe4YkoM obpas
ancka c amctpubytnsom (dmg), a 3aTeM ABOWMHbLIM wWenykoMm no danny naketra (mpkg) 3anycrute
yCTaHoBKy. [na yCTaHOBKW crnefynTe ykasaHuaM MacTtepa. [locne 3aBeplueHus YCTaHOBKM MOXHO
OTMOHTMPOBATb ANCK CTaHAapTHbIMK cpeacTtBammu OC.

[nsa yCTaHOBKW M3 KOMaHAHOW CTPOKU MPUMOHTUPYUTE AUCK:
hdiutil attach ru.cryptopro.csp-3.6.1.dmg
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YcTaHOBUTE MakeT Npu NOMOLLM CUCTEMHOM YyTUNUTLI installer:
cd /Volumes/ru.cryptopro.csp-3.6.1
installer -pkg ru.cryptopro.csp-3.6.1.mpkg -target "/"
OTMOHTUPYNTE ANCK:
hdiutil detach /Volumes/ru.cryptopro.csp-3.6.1

Ons ypaneHnsa naketa ucnonb3yeTcs ckpunT uninstall_csp, KoTopbl nocTtaBnseTrca BMecTe C
anctpmbyTtmeoM. Heob6xoAnMMO 3anyCTUTb AaHHbIN CKPUNT C NpaBaMun Cynepnosib3oBaTens.

®daiinbl M3 NaKeToB yCTaHaBIMBaOTCA B /opt/cprocsp.

Maker pguctpubytnea Kpuntollpo CSP copepxut B cebe 6onee Menkue nakeThl,
obecneumBatowmne paboTy pasHbiXx MoAcUCTEM kpunTonposangepa. lMpu yctaHoBke Kpuntollpo CSP
MOXHO Bbl6OpPOYHO YyCTaHaBAMBaTb 3TWM MNakeTbl. [lpn 3TOM HeEKOTOpble MaKeTbl SBASAOTCA
obs3atenbHbIMK M 6yayT ycTaHOBNEHbl B 1I060M cnydae, HeKoTopble — AOMOJHUTENbHLIMU U UX MOXHO
yCTaHaBnMBaTb WAM He YyCTaHaBAMBaTb B 3aBUCMMOCTM OT npeanonaraeMoro  WCNoJSb30BaHUS
KpunTtollpo CSP. KpaTtkoe onucaHMe NakeToB AaHO B Tabnnue Ha3HaAYeHUS MaKeToB.

Tabnuua Ha3Ha4YeHUs NakeToB.

Msa nakeTa Ha3HauyeHune nakerta

Ob6s3aTenbHble NakeTbl

CPRObase Ba3oBbIli nakerT.

CPROrdr OCHOBHblE NpUOXeHUs, cunTbiBaTenn n ACH.

CPROcpl CAPILite, nporpammbl n 6ubnunoTekn ANs BbICOKOYPOBHEBOW
paboTbl c kpunTorpaduen (ceptudpukaramm, CMS...).

CPROkc1 Mpoeangep KC1.

JononHutenbHble NakeTbl

CPROcspd Maker pans pa3pabotumka. [laker 6yaeTr yCTaHOB/IEH 1O
YMOI4YaHUIO.

CPROcurl Ytunuta curl n 6ubnuoteka libcurl ana paboTbl Cc ceTbio C

noaaepxkom SSL/TLS uyepe3z Kpuntollpo CSP. lMaket 6yaet
YCTAHOBJIEH MO YMOSIYAHUIO.

CPROp11 NHTepdeiic PKCS11 ans aoctyna K dYyKHUMAM
KpuntonpoBangepa. [laker He 6yaer ycTaHOBAeH 1O
YMOJTYa@HMUIO.

CPROrdp Moaynn nopaepxkm PCSC-cuuTbiBaTenen, cmapt-kapt (PUK,
Ockap, Marucrpa...). [aker He 6yaer ycCTaHOBAEH nNO
YMOJTYa@HMUIO.

CPROdrvd Maker pans paspabotumka pgpanBepoB. [lakeTr He 6yaet
YCT@HOBJ/IEH MO YMOMYAHMUIO.

CPROstnl YHuBepcanbHbih  SSL/TLS  TyHHenb. [lakeT He 6yaeTt
YCTaHOBJ/IEH MO YMOMYAHUIO.

CPROrdfk CuntbiBaTens OKH
(ANns NepcnekTUBHOIO MCMNOJIb30BaHMUSA)

CPROCcpfk Kpuntonposangep ®KH.
(ANns NepcnekTUBHOIO MCMNOJIb30BaHMUSA)

CPROCAdES KpunTolpo 3UIM SDK (CAdES).

CPROOCSPut Bubnnoteka n knmeHT OCSP.

CPROTSPutl Bubnnoteka n knmneHT TSP.

CPROnNpcades MnarvH npcades ansa pa6otobl ¢ 2l yepes 6paysep.
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MakeTbl MMEKWT apxuTeKkTypy universal binary v copepxat B cebe 32-pa3psaHyto
(i386) n 64-paspsaaHyto (x86_64) noacucremsl.

3. O6HoBneHnne CK3N Kpuntollpo CSP

Onsa o6HoBneHuns Kpuntollpo CSP Heobxoammo:
e  3aNOMHUTb TEKYLW Y KOHPUrypaumto CSP:
o Habop yCcTaHOBNEHHbIX NaKeToB

o  HACTpOMKM nposanaepa (ansa MpPOCTOThI MO>HO COXpaHUTb
/etc/opt/cprocsp/config[64].ini)

e yAanuTb NMpu NoMowm ckpunTa uninstall_csp, KOTOpbIN nMocTaBasieTcs BMecTe C
Kpuntolpo CSP, Bce nakeTbl Kpuntolpo CSP

e  YCTaHOBMTb aHasiorM4yHble HoBble nakeTbl Kpuntollpo CSP

e Mpu HeobxoAMMOCTM BHECTU M3MEHEHUS B HACTPOMKM (MOXHO nocmoTpeTb diff
cTtaporo un HoBoro config[64].ini)

e K/HOUM U cepTUdUKaTbl COXPAHSOTCS aBTOMATUYECKHN

4, Hactponka CK3U Kpuntollpo CSP

4.1. Joctyn K ytunute ans Hactpomkn CK3UN KpunTtollpo
CSP

HacTtporika CK3WM Kpuntollpo CSP ocywecTBnsieTcs € NoMolbio yTunnuTbl cpconfig, koTopas
BXOAWNT B COCTaB AUCTpMbBYTMBa M pacnosioXxeHa B Anpektopun /opt/cprocsp/sbin/ .

4.2. BBog cepnmmnHOro HoMepa nmueH3nmn

Mpu ycTaHoBke nporpaMMHoro obecneyenmss Kpuntollpo CSP 6e3 BBOAa NMUEH3UK
Nnosb30BaTento NpefocTaBAseTcs JNUEH3MS C OrPaHMYEHHbIM CPOKOM AeWCTBUA. On9 MCNosb30BaHUA
Kpuntolpo CSP nocne okoH4YaHMsi 3TOro cpoka MoJsib3oBaTeflb AOJSIKEH BBECTM CEPUMHBIA HOMep C
6naHka nMueH3uu, NOSYYEHHOW Yy OpraHusauyum-paspaboTuvka wam opraHusauum, UMerowwen npasa
pacnpocTpaHeHus npoaykTa (aunepa). ns npocMoTpa MHGOPMaLMnN O JINLEH3UM BbIMONTHUTE:

# cpconfig -license -view

Onsa BBOAA NULEH3UKU BbINONHUTE:

# cpconfig -license -set <cepuyHb HOMeEpP>

CepuiiHbIn HOMep crieayeT BBOAUTbL C CO6noAeHneM perncrpa CMMBOJIOB.

4.3. Hactpomnka obopyaosaHma CK3MN Kpuntollpo CSP

Ytunuta cpconfig Takxe npeagHasHadyeHa AnsS U3MeHeHuMs Habopa YCTpPOWCTB XpaHeHus
(HocuTenen) n cumTbiBaHUA (CUYUTbIBaATENEN) KIOYEBON MHMOPMaUMM M AATUYMKOB C/YYaAMHbIX YMCEN.
MpenycTtaHoOBNEHHbIMKU ABNAOTCSA cunTbiBaTenu flash-Hocutenen n obpas ANCKETbl HA XXECTKOM AUCKE.

[Ons npocMoTpa CNMcKa HAaCTPOEHHbIX CUUTbIBATENEN:

# ./cpconfig -hardware reader -view

CuunTbiBaTENb AUCKET HE YCTAaHAB/IMBAETCA MO YMOSIYAHUIO, TaK KaK Npu OTCYTCTBUU OUCKETHI B
ANCKOBOAE MepeyncieHne KOHTEMHEPOB CUMbHO 3aMeanseTcs. [na nobaBneHns cunTbiBaTeNS AUCKET:
# ./cpconfig -hardware reader -add FAT12 0 -name "Floppy Drive"
[Ons npocMoTpa cnmcka HacTpoeHHbIxX ACY:
# ./cpconfig -hardware rndm -view
Onsa koHconbHoro bnolCH Tpebyetca naket naket CPROkcl, kpoMe Toro oH paboTaeT TObKO C
KC1 nposangepoM. [Ana nobasneHmnst KoHconbHoro bnoCH:

# ./cpconfig -hardware rndm -add bio_tui -level 5 -name "Console
BioRNG"

Ons nob6aBneHns BHELWHEN raMMbl:
# ./cpconfig -hardware rndm -add cpsd -name 'cpsd rng' -level 3
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# ./cpconfig -hardware rndm -configure cpsd -add string /dbl/kis 1
/var/opt/cprocsp/dsrf/dbl/kis 1

# ./cpconfig -hardware rndm -configure cpsd -add string /db2/kis 1
/var/opt/cprocsp/dsrf/db2/kis 1

Takxe Hapgo ckonupoBaTb dannbl C AAHHLIMKU, MNOJyYeHHbIMU Ha "APM BbipaboTku BHeWHeWN
rammbl", NONOXKUM, YTO OHM nexaT B /tmp/db[1,2]:
# cp /tmp/dbl/kis 1 /var/opt/cprocsp/dsrf/dbl/kis 1
# cp /tmp/db2/kis 1 /var/opt/cprocsp/dsrf/db2/kis 1
Ons paboTtbl co cuutbiBaTeneM PC/SC Tpebyetcs naketr CPROrdp. [lNocne noaknto4yeHus
CUnTbIBaTENS y3HAWTE UMSA YCTpPOMCTBA:
# /opt/cprocsp/bin/list pcsc
available reader: Gemplus GemPC Twin 00 00
Ons pobasneHns cunTbiBaTENSA UCMOb3YNTE 3TO UMS:
# ./cpconfig -hardware reader -add "Gemplus GemPC Twin 00 00"
Onsa nonydeHnsa noapo6bHon cnpaBku no cpconfig:
# ./cpconfig -help
# ./cpconfig -hardware -help

4.4, YcTaHOBKa napaMeTpoB XypHanampoBaHua

CK3W Kpuntollpo CSP no3sonser cobupaTb O0TNaA0UYHYO MHMDOpMaLNUO N MMeeT
BO3MOXHOCTb MPOTOKOANPOBaHUA cobbiTuin. UHdDOopMauna 3anmcbiBaeTcsl B CUCTEMHbIN XXypHar
(06bbiyHO B /var/log/messages). CyuwiecTByeT BO3MOXHOCTb WM3MEHEHMWSI HACTPOEK >XYypHasMpoBaHWS
pa3fInyHbIX Moaysnen npoaykTa. CylecTByeT BO3MOXHOCTb WM3MEHEHUSI YPOBHS >XYPHanMpPOBaHUS U
dopmaTa BbIBOAUMbIX OTNAA4OYHbIX CcoobuweHun. [na noaydeHMs CnNpaBkM MO HACTpoWkam
XKYPHaNMpoBaHUS:
# cpconfig -loglevel -help
Moaynu, ANnsi KOTOPbIX NOAAEPXUBAETCS XYpPHannpoBaHue:
CpCsp - 4p0 KpunTonpoBanaepa
capilO - CryptoAPI 1.0
cpext
capi20 - CryptoAPI 2.0
capilite - CAPILite

libcspr
cryptsrv - cnyx6a xpaHeHus kntoden (KC2)
libssp - TLS

cppkcsll - PKCS11
cpdrv - gparviBep
dmntcs

4.5. Hactpoinka kpuntonpoBanaepa no yMos4aHUIo

[Ons npocMoTpa TUMOB AOCTYMHbLIX KPUNTONPOBaniAepos:

$ ./cpconfig -defprov -view type
[Ons npocMoTpa CBOWCTB KPpMNTONpOBanAaepa HY>XHOro Tuna:

# ./cpconfig -defprov -view -provtype <provtype>
Ons ycTaHoBKM npoBangepa MO yMOAYAHMIO AN HYXHOro Tuna:

# ./cpconfig -defprov -setdef -provtype <provtype> -provname
<provname>

ans nonyyeHma MMeHu ﬂpOBaVIﬂepa Mo YMOJTYaHUIKO OANA HYXHOro Tuna:
# ./cpconfig -defprov -getdef -provtype <provtype>
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5. YcTaHoBKa CONYTCTBYIOLLUMX MAKEeTOB

[na nepepgauyn no cetu 3anpocoB Ha ceptudwukaTbl, CRL 1 T.n., a Takxe AN MOAAEPXKKM
OOMOJSTHUTENbHBLIX  K/OUYEBbIX CUUTbIBATENEN W HOCUTENeid MOXET noTpe6oBaTbCsA YCTAHOBKA
[OMNOSIHUTENbHBIX MaKEeTOoB.

Ecnu conyTcTBylolwMe nakeTbl cKayMBalTcs M3 MHTepHeTa, HeobxoAMMO MOATBEPAUTb UX
LeNIoCTHOCTb, MPOBEPMB MOAMUCL WM xew. Ecnm MCTOYHMK He obecneuMBaeT TakMe MexaHW3Mbl,
[OMNYCKaeTCs MCMNONb30BaHME MaKeToB TONbKO C Aucka ¢ AucTpubytuBom CK3WU, rae 3TM MexaHW3Mbl
ncnonb3yloTca. Ha ancke nakeTobl nexart B nanke \extra.

5.1. bubnuoteka libcurl

Mcnonb3yeTtca Ans nepenayn 3anpocos Ha ceptudumkatbl, CRL 1 T.M. No ceTu.

B coctaB auctpmbytmea Kpuntollpo CSP BxoamT naket CPROcurl(CPROcurlx), Bkatoyatowmm B
cebsa libcurl. Libcurl u3 coctraBa CSP nepepabotaHa wn noanepxusBaeT TLS no pocCCUiCKUM
KpunTtorpaguyeckum anropmtmam ¢ Kpuntollpo CSP B kayecTBe KpunTonpoBanaepa.

JonyckaeTcs wucnonb3oBaHue opurnHanbHom libcurl, KkKoTOpytd MOXHO cKayaTb C canTa
pa3paboTtumka npoekTta http://curl.haxx.se/ . Ha cante foCTyneH NakeT C MCXOAHbIMM TeKCTamMu Ans
camocTosTenbHol cbopkn. Kak npaeBmno, Tam xe ectb buHapHble nakeTbl. OpurnHanbHas 6ubnuoteka
He noaaepxmnBaeTt TLS no poccuinckmm kpuntorpaduueckum anropmtmam ¢ Kpuntollpo CSP B kauecTtBe
KpunTonpoBangepa.

Mocne yctaHoBkn 6M6ANMOTEK HAAO0 3aperncTpupoBaTb NyTU K HUM. Hanpumep:

# /opt/cprocsp/sbin/cpconfig -ini \config\apppath -add string
libcurl.so /usr/local/lib/libcurl.so

6. CocTtaB U Ha3Ha4vyeHne KOMMNOHEHT NPOrpaMMHOro
obecneyeHnsa CK3U

6.1. bazosble Mmoaynun CK3U

MO CK3W copepxunt 6a3oBble MOAYNN:

libcsp — AMHaMmnueckn 3arpyxaemasn 6mbnmoteka Kpuntollpo CSP.
libcspr - 6ubnunoteka pabotbl ¢ yaanéHHbiM Kpuntollpo CSP.
drvcsp — AMHaMMUecku 3arpyXaemblii Moayb sapa.

libssp — 6ubnuoteka NopAepXKW MoOAyns ceTeBor ayTeHTudukauum Kpuntollpo
TLS

cpverify — Moay/lb KOHTPOS LLENOCTHOCTY.
wipefile - mogynb yaaneHus gannos BMecCTe C COAEPXKUMbIM.

B Ha3BaHuax guctpmnbytmneos CK3W ncnonb3yerca HoTaums:
CPRO - npedwukc;
CSp — KpunTonpoBanaep;
drv - 3arpyxaemblin Mmogynb aapa OC;
[d] - onuwnoHanbHO — yKa3blBaeT HA AOKYMEHTaLUMI0 (TeCTOBble MpuMepsbl);
i386 - nnatdopma Intel.

6.1.1. bubnunoTteka libcsp
bubnuoteka libcsp peanusyert uenesbie GyHKUUM KpunTorpadmyeckon 3awmTbl nHdopmMauum,
paboTy C KAo4YaMu, AOCTYN K KHOUYEBbIM HOCUTENAM, KNaBuaTypHbii 4CY.
6.1.2. bubnuoTteka libcspr

Bubnuoteka libcspr  obecneumBaeT  ypaneHHbli  AOCTyn K  KpunTonpoBanaepy,
(PYHKUMOHUPYIOLWEMY KaK OTAENbHbI CEpBUC.
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6.1.3. [OpanBepHas 6ubnunoteka drvcsp

Bnbnunoteka drvcsp, ucrnonblyemas B KayecTse AMHAMUYECKN 3arpyxaemoro moaynsa sapa OC,
peanusyeT ueneBble GYHKUMU KpUNTOorpaduyeckon sawmutbl MHGopMaunm (kpoMe dopMmupoBaHmsa II)
n paboTy C KnUYaMu.

6.1.4. Moaynu ceteBomn ayteHTudumnkaumm Kpuntollpo TLS

Moaynb libssp obecneunBaeT peanmsaumio NpoTokona ceTeBon ayTeHTUdMkauum Kpuntollpo
TLS. O6wee onucaHmne NpoToKoia NpMBEAEHO B COOTBETCTBYHOLWEM pa3saesne gokymeHTa "XTAN.00050-
03 90 02. KpunTollpo CSP. PykoBoactBo agMuHUcTpaTtopa 6e3sonacHoctn. Obwas yactb."

Mpotokon TLS (RFC 2246) wucnonb3yetcsa ANa 3aWnTbl COEAUHEHUN B KJ/IMEHT-CEPBEPHbIX
TexXHOMornax.

MporpamMMHoe obecneveHne Kpuntollpo TLS saBnsercs peanusaumein npotokona TLS wu
ncrnonb3lyet Kpuntorpaduuyeckme dyHkumm  Kpuntollpo CSP ana obecneuyeHus npouecca
ayTeHTudukaumm n wndposaHnsa Tpadurka Mexay KIMEHTOM U CEPBEPOM.

6.1.5. Moaynb cpverify

Moaynb cpverify npeaHa3HayeH ANs KOHTPONS UENOCTHOCTM npu  ycTaHoBke CK3U wu

dyHKkunoHmpoBaHumn MO CK3U Kpuntollpo CSP Ha M2BM nonb3oBaTtens.
6.1.6. Moaynb wipefile

Moaynb wipefile ncnonesyetca ana yananeHus dannos BMeCTe C COAEPXUMbIM MPU LITATHBLIX U
HewTaTHbIX (CBONMPOBaHWE) CUTyaumsx.

6.2. Moaynu NK3U
6.2.1. Moaynb libcapi20

Moaynb libcapi20 wucnonb3yeTcs Ans ynpaBfaeHUs cepTuduKaTaMm OTKPbITbIX KIOYEN, a
Takxke ans obecrneyeHuss BbIMOMHEHMS KpunTorpaduyYecKkMx 3anpocoB Ha YpoBHe WHTepdeiica
CryptoAPI v. 2.0. UHTepdelic moayns capilite sBnsieTcs noaMHoOXecTBoOM MHTepdenca CryptoAPI v. 2.0.
6.2.2. bwubnunoteka librdrrdr
bubnuoteka librdrrdr ob6ecneunBaeT yHUPUUMPOBAHHbLIN MHTEpPdENC AOCTYNa K KOYEBbLIM
HOCUTENSIM BHE 3aBUCMMOCTM OT UX TUNaA.
6.2.3. Moaynun goctyna K KOHKpPeTHbIM TUMaM KJIlo4YeBbIX
HOCUTENEN U CUUTbLIBATENEN:
. librdrfatl2 « guckoBoay u amckete 3.5" n pasgeny XecTkoro aucka
. librdrpcsc kK cuuTbiBaTENsIM cCMapT-kapT W eToken, noaaepXxueakowmM
nHTepdeiic PC/SC
6.2.4. bubnunoteka librdrsup
Bubnunoteka librdrsup obecneumBaeT peanusauynio obwWMX YHKUMIA AOCTYyNa K pasfnyHbIM
YCTPOMCTBaM XpaHEHUS1 KJOYEBbIX HOCUTENEN.
6.2.5. Moaynun patymkoB CiydamHbIX yncen
Bubnuotekn librdrrndm un librdrrndmbio o6ecneunsatoT nogaepxky paboTbl ¢ puUanyecknMu
OaTYMKaMU ClydamHbIX Yumcen.
6.2.6. bBbubnuoteka libasnldata nogaep>xkn npotokona ASN1

Bubnnoteka libasnldata cogepxut dyHKkumMn npeobpazoBaHna CTPYKTYp A@HHbIX B MAWWHHO-
He3aBUCMMOE NpeacTaB/eHne.
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7. BctpanBaHune CK3U Kpuntollpo CSP B npuknagHoe MO

Mpu BcTpamBanmn CK3U Kpuntollpo CSP B npuknagHoe nporpaMMHoe obecneyeHne AOSIKHbI
BbINONHATbCA TpeboBaHMa pasgena 8 pgokymeHTa "XTAW.00050-03 90 02. Kpuntollpo CSP.
PykoBoacTtBo agMmHucTpaTopa 6esonacHoctn. O6was yacTtb."

Mpu yctaHoBKke nakeTa ans paspabotumka ( CPROcspd ) B ampekToputo /Library/Frameworks
6yner nomewéH CPROCSP.framework, cogepxawumi B cebe 6ubnmnotekm CSP. [pu NMHKOBKE C
¢dpenMBOpKkOM HeobXoAMMO yKasaTb B MapameTpax NuHkoBwmka -flat_namespace. MNpun cbopke u3
KOMaHAHOM CTPOKK dar ykasblBaeTCs B KOMaHAHOW cTpoke; npu cbopke B XCode dnar ykasbiBaeTcs B
“Project - Edit Project Settings - Build - Linking — Other Linker Flags”.

Mpn cbopke MHOroMOTOYHbLIX MPUIOXKEHUIN HACTOSAATENIbHO pPEKOMEHAYeTCs JIMHKOBaTb
ncnonHsaembin dann ¢ CoreFoundation (mo6asutb B onumu nuHkepa «-framework CoreFoundation»
nnmbo HacTpouTb JNIMHKOBKY 4epe3 cBokcTBa npoekta B XCode). 3TO BaXHO ANS MHOMOMOTOYHbIX
NpUNOXEHWN, MNOCKONbKY BBMAY ocobeHHocTerr MacOS Henb3s Npou3BOAWTL MEpBOE OTKpbITME
dpenmBopkoB, 3aBucawmnx ot CoreFoundation (Takux kak PCSC), He n3 rnaBHoro nortoka. lostomy, B
cny4yae ecnm Ha KomnbloTepe knneHta CSP HacTpoeH Ha paboTy CO cMapT-KapTaMu, MHOMoOMoOTO4YHOEe
npunoxexHune, ncnonb3ytuee CSP n He cnuHkoBaHHoe ¢ CoreFoundation, moxeT He paboTaTb U NaaaTb
B CMCTEMHbIX PyHKUMAX nHnumanmsaumm CoreFoundation ( CFlnitialize() ).

8. TpeboBaHMA NO OpraHN3aLMOHHO-TEXHUYECKUM U
aAMUHUCTPaTMBHbIM MepaM obecredeHuns
aKkcnnyaTtaunn CK3U

[JOMmKHbI BbINONHATLCS TpeboBaHMA MO OpraHM3auUMOHHO-TEXHUYECKMM WU aAMUHUCTPATUBHbLIM
MepaM obecneyeHnsa 6e3onacHocTn akcrnnyataumm CK3UM B obbeMe pasgenoB 12 m 13 AOKyMeHTa
"XTAN.00050-03 90 02. Kpuntollpo CSP. PykoBoacTtBOo aamuHucTpatopa 6e3onacHoctu. Ob6uwas
yacTb."

8.1. O6bwwme mepbl 3awmTtbl oT HC MO ¢ ycTaHOBIEHHbIMU
CK3WM Ha OC Mac OS X

Moa ynpaBneHnem UNIX-nogo6Hbix onepaumnoHHbix cucteM CK3U Kpuntollpo CSP aosmmxHO
MCMo1b30BaTbCsA C MPOrpaMMHbIM obecnevyeHmem:

e Certmgr (Kpuntollpo Certmgr).

e CryptCP.
e Apache Trusted TLS (Digt).
[ ]

Trusted TLS (Digt).

Mpu uncnonb3oBaHmm CK3UN XTAN.00050-03 noa ynpasneHmem OC Mac OS X Heobxoammo
NpeanpuHATbL AOMNOSHUTENbHbIE Mepbl OPraHM3auUMOHHOINO M TEXHMYECKOro XapakTepa W BbINOJIHUTb
[OMNOSIHUTENbHbIE HACTPOMKM ONepauuMoHHON cucTeMbl. [py 3TOM CTaBUTCS 3ajada He TOsIbKO
obecneunTb AONOAHUTENBHYIO 3awnTy cepsepa n OC ot HC, Ho 1 obecneunTtb 6ecnepebonHbIin pexnm
paboTbl U UCKNOUYNTL BO3MOXHOCTM "OTKasza B 06cnyxunsaHuun", BbI3BAHHOIO BHYTPEHHUMU MPUYMHAMMU
(HanpuMep - nepenosiHeHneM GannoBbIX CUCTEM).

K opraHu3auMOHHO-TEXHUYECKMM MepaM OTHOCHATCS:
e obecneuyeHune dusnyeckoln 6esonacHOCTM cepBepa;
e yCTaHOBKa NpoOrpaMMHbiX 06HOBAEHUN;

e OpraHusauus npoueaypbl pe3epBHOr0 KOMUWPOBAHUS U XPaHEHUS pe3epBHbIX
KOMWMA.

JononHutenbHble HacTpolrikn OC Mac OS X kacalTcs cneayoLwero:

e OrpaHWyeHWe JAocCcTyna Mofb3oBaTenei W HACTPOMKM  MOJIb30BaTENIbCKOro
OKpPYXeHUs;

. orpaHn4yeHumne CceTeBbIX Coeﬂ,MHEHMVI;
. orpaHM4eHuna nNnpm MOHTUpPOBaHUU d)aVIﬂOBbIX CUCTEM;
. OorpaHM4yeHna Ha 3anyckK npoueccos,
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e  KOHTpONb 3arpyskm OC WM KOHTPOJSIb LENIOCTHOCTM CUCTEMHOrO M MPUKIaAHOro
nporpamMMHoro obecrneyeHns aosmkeH obecrneymBaTbCs NPM MOMOLUM 3/1EKTPOHHOMO
3aMka (CM. COOTBETCTBYKOWMI pa3gen B AokyMeHTe "XXTAWM.00050-03 90 02.
Kpuntollpo CSP. PykoBoacTBOo aaMuHMcTpaTopa 6e3onacHoctn. O6was 4yactb."),
YTO O3HaYaeT:

e  BbinonHeHue 3arpysku ¢ PUKCUPOBAHHOIO HOCUTENS;

e ObecneuyeHne KOHTpons uenoctHocTM OC M  NpUKIagHOro MNpOrpaMMHOM0
obecneuyeHns A0 3arpys3kum Ha 3arpy3oyHOM AWCKE M APYrMX MOAKIHOYEHHbIX
hucKax.

e [0ONOJSIHUTENbHbIE HAcTpolikn aapa OC;

e HACTpOWKa CeTeBbIX CEPBUCOB;

e OrpaHuyeHue Koanyectsa "BMAUMOM U3BHE" MHPOpPMaLUun 0 cucTeMe;
e HacTpolika NoACUCTEMbI MPOTOKOMPOBAaHUS U ayauTa.

8.1.1. OpraHum3aumoHHO-TEXHNYECKMNE MEpbI

1. C uenblo MCKIOYEHUS BO3MOXHOCTWM 3arpy3km OC, OT/IMYHOW OT YCTAHOBJIEHHOW Ha
KecTkoM aucke [9BM, M3BM u ycTpolcTBa 3arpy3ku AO/KHbI ObiTb OnevyaTaHbl.
JosmxkeH 6bITb 06ecrneveH He06X0AMMbIN KOHTPO/b LLeNIOCTHOCTM nevaTten.

2. O6ecneueHue pusnyeckor 6esonacHoCcTn cepeepa

CnepyeT WCKAOYMTbL BO3MOXHOCTb JOCTyNna HeaBTOPM30BAHHOIO MepcoHana K KOHCOW,
CUCTEME MUTAHUSI U AOMONHUTENbHbIM YCTPOMCTBAM, MOAK/OUYEHHbIM K 3alUMLLAEMOMY CepBeEpY MyTeM
yCTaHOBKW 060pyAoOBaHUs B CreuuanbHO BblAeNIeHHOE M 3anMpaeMoe noMelleHve (annapaTHyl Wam
CepBEpPHYIO KOMHaTY).

[ocTyn nepcoHana B CEpBEPHYI KOMHATy AO/KEH O6biTb pernamMeHTUpoBaH BHYTPEHHUM
pacrnopsaKoM 3KCMIyaTUPYIOLLEA OpraHn3aumnm U A0HKHOCTHLIMU MHCTPYKLMAMM.

Ons vcknoyeHnsa c6oes KOMMNbOTEPA, BbI3BAHHbLIX OTK/IKOYEHWEM 3NEKTPONUTaHnsa, Heobxoanmo
obecneunTb 3neKTponuTaHWe cepBepa OT WCTOYHMKA 6GecnepeboliHOroO nUTaHUS AOCTAaTOYHOWN
MowHocTn. Kak MMHMMYM, MowHOCTM 6aTtapein mctouyHuka 6ecnepebonHOro NUTaHWSA OO/MKHO XBaTaTb
Ha BpeMs A0CTaTO4YHOE AN KOPPEKTHOro aBToOMaTU4eCcKoro 3aseplleHns paboTbl cepsepa.

3. OpraHusauus npoueaypbl pe3epBHOr0 KOMMPOBAHUSA U XpaHEHUS pe3epPBHbIX KOMUIA

Mpn onpeneneHun perfamMeHTa pe3epBHOr0 KOMWMPOBAHUS M XpPaHEHUS pe3epBHbIX KOMUM
cnenyet obecneunTb OTBETCTBEHHOE XpaHEHME pe3epBHbIX KOMNUW B 3anmpaembix cerdax (wkadax) u
onpeaenuTb nNpoueaypy Bbl4ayM pe3epBHbIX KOMWIA OTBETCTBEHHOMY MepCcoHany U YHUUYTOXEHUS
BblWeAWNX U3 ynoTpebneHns Hocutenen (1eHT, OAHOKPATHO 3anuMCcbiBaEMbIX AUCKOB M Np.).

CTtaHgapTHbIMM MepaMu MO OpraHuM3aumm OTBETCTBEHHOINO0 XpaHeHus HocuTenemn
ABNAKOTCA:

eMapKMpoBKa HocuTenein;

eCOCTaB/IeHME OMUCUM  XPaHUMbIX HOCUTENEerW C YyKasaHWeM CepUnHbIX
(nHBEHTapHbLIX) HOMepoB, AaT 3anucu HocuTenen, damununen CoTpyaHMKa,
co3aaBlIero Konui ans kaxaoro wkada(cenda);

erieproamyeckasl CBepka onucu u cogepxumoro cerndon (wkados);

eOpraHMsaumsa OTBETCTBEHHOrO XpaHEHWsI W BblAaun Ka4Yen OoT  ceidos
(wkados);

¢BO3MOXHOE oneyaTtbiBaHne (onsioMbmpoBaHue) cendoB(wkadoB).

YHUUTOXEHME BblWeAWNX U3 YNOoTpebneHnss HocuTenen [OMXKHO MNpoU3BOAUTCS
KOMMCCMKEN C COCTaB/IEHMEM aKTa 06 YHUUTOXEHUM.

4. B cucteme  peructpupyetrca  OAMH  nofb3oBaTenb, obnagawowmin  npasamu
aAMUHUCTpaTopa, HocAWMA wuMsA  root, Ha KOToporo Bo3naraetcsd 06583aHHOCTb
KoHdurypuposatb OC Mac OS X, HactpaumBatb 6e3o0macHOCTb, a Takxe
KOHdurypuposatb MN3BM, Ha koTopyto yctaHosneHa OC Mac OS X.

5. Ansa nonb3oBatens root BbIbMpaeTcsa HaAeXHbIW Naposib BxOAa B CUCTEMY,
YAOBNETBOPSAOWMIA cnegylowmMm TpeboBaHMAM: AIMHA NMapons He MeHee 6 CMMBOOB,
cpeauM CUMBOIOB Mapons AO/KHbl BCTpevyaTbCs 3arsiaBHble CMMBOJIbI, MPOMUCHbIE
CUMBObI, UM@PbI U CneunanbHble CMMBOJIbI, CPOK CMEHbl Maposis HE pexe O4HOro pasa
B Mecsu, AOCTYyN K Naposto AosKeH 6biTb o6ecneyeH ToNbKO agMUHUCTPaTopy.

-12 -



XTAN.00050-03 90 02-06. Kpuntolpo CSP. PykoBoACTBO agMMHUCTpaTopa 6e30nacHoOCTy.

Mcnonb3oBaHue CK3WM noa ynpasneHnem OC Mac OS X.

10.

11.

12.

13.

14.

15.

16.

17.

Monb3oBaTento root 4OCTYMHbLI HACTpoOKKK BCcex nonb3osatenen OC Mac OS X, koTopbie
OH MOXET npocMaTpmBaTh, peAaKTUpoBaTb, yAansaTb, co3aaBaTb. Bcem nonb3oBaTtensam,
3aperncTpmpoBaHHbiM B Mac OS, nonb3oBaTeflb root B COOTBETCTBUM C MOSUTUKOM
6e30MacHOCTM, MNpPUHATOM B OpraHusauuu, JaeT MUHUMANbHO BO3MOXHble Ans
HopManbHoOM paboTbl npaBa. Kaxablh nonb3oBatens Mac 0OS, He gBnaOWMNACS
nonb3oBaTesieM root, MOXeT NpocMaTpmMBaTb U PeaaKkTUpoOBaTh TOSIbLKO CBOW YCTAHOBKM
B paMKax npaB AOCTyNa, Ha3HAUYeHHbIX eMY MOJib30BaTeNEM root.

Bcex nonb3osaTtenen [M2BM, koTopble He MOMb3YHTCA AAaHHOW CUCTEMON, U BCeX
CTaHAapTHbIX MNonb3oBaTenein, KoTopble co3galTcs B Mac OS BO BpeMsi yCTaHOBKM

(Takmux, kak "sys", "uucp", "nuucp", n "listen"), kpome nonb3oBaTensa root, cneapyet
yAanuThb.

B OC Mac OS X cywecTBYHKT MUCMONHSAEMbIE (aisbl, KOTOPbIE 3aMyCcKalTCca C NnpaBamMu
nonb3oBartens root. 3Tn gannbl NMET ycTaHoBeHHbIN gnar SUID. Monb3oBaTenb root
OOKEH onpeaenuTb, KakuM M3 3TUX (ansioB B paMKax onpeneseHHon B opraHusaunu
nonntukn 6esonacHocTn He TpebyeTcs 3anyck C aAMUHUCTPATMBHbLIMU MOTHOMOYMSMU,
M Cc nomowbto cbpoca dnara SUID fonxeH CBECTM KOMMYECTBO Takmx (annoB K
MUHMMYMY. 3anycK ocTaBlWuxca dannoB C ycrtaHoBneHHbIM dnarom SUID pgonxxeH
KOHTpPOAMpPOBaTbCs nosib3oBaTtenem root.

Mpn wncnonb3osaHmn CK3N XKTHAN.00050-03 Ha T[19BM, noaka4YeHHbIX K
o6WenoCTyNHbIM CeTAM CBSA3M, AOMXKHbI 6biTb NpeanpuHATbI AOMNONHUTENbHbIE MEpbl,
WCKAoYatoWwme BO3MOXHOCTb HECaHKLMOHMPOBAHHOMO AOCTYyNa K CUCTEMHbIM pecypcam
MCMONb3yeMbIX OMepaunOHHbIX CUCTEM, K MPOrpaMMHOMY obecrnedyeHuto, B OKpPY>XeHUu
KoToporo @yHKunoHmpytoT CK3U, n k komMnoHeHTaM CK3W co cTOpoHbl yKa3aHHbIX
ceTen.

MpaBo poctyna k paboumMm Mectam C yctaHoBfeHHbIM MO CK3WN «Kpuntollpo CSP»
NnpeaoCcTaBNdeTCss TOMIbKO NMuaM, O3HakOMJIEHHbIM C MpaBu/iaMn MONb30BaHUA U
M3YUMBLUMM 3SKCMAyaTaLUMOHHYIO [AOKYMEHTauulo Ha nporpamMMmHoe obecneyeHue,
nmeroulee B ceoeM coctase CK3M XKTSHAN.00050-03

Ha TexHuyeckmx cpeacTBax, ocHaweHHbix CK3UW «Kpuntollpo CSP»  AosXHO
MCNOAb30BaTbCA  TOMbKO  JIMLUEH3MOHHOEe  nporpaMMHoe  obecneyeHue  dupm-
npou3BoAnTENEN.

B BIOS onpegensawTca  yCTAaHOBKM, UCKAKOYalOWMe  BO3MOXHOCTb  3arpysku
ONEpPaLMOHHON CUCTEMbI, OTJIMYHOM OT YCTAHOBJIEHHOM Ha >KECTKOM JAUCKE:
OTKJIIOYAETCA BO3MOXHOCTb 3arpy3km c rmbkoro gmcka, npmsoga CD-ROM u npouue
HecTaHAapTHble Buabl 3arpy3kn OC, BKIKYas CeTEBYK 3arpy3ky. He npumeHstoTcs
M3BM c BIOS, nckao4varLmMM BO3MOXHOCTb OTK/IHOUEHUST ceTeBol 3arpy3sku OC.

Cpeacteamu BIOS OOJKHA 6bITb MNCKJ/1t0OYEHA BO3MOXHOCTb OTKJ/ItOUEHUSA
nonb3oBatensamm ISA-yctpoiicte n PCI-ycTpoicTB. N8 UCKIIOYEHUS 3TON BO3MOXHOCTHU
Bxo4 B BIOS 3BM ponxeH 6biTb 3aliMeH NaposieM, K KOTOPOMY MpeabsBAslOTCa Te
e TpeboBaHWs, 4YTO M K naposito nonb3oBatens root. lMaponb ana Bxoga B BIOS
AOoMmKeH 6blITb M3BeCcTeH TOJIbKO Mosib30BaTesnnto root M 6biTb OTAMYHBIM OT MNapons
nonb3oBatensa root ansa exoaa B OC Mac OS X.

[o 3arpy3kn OC gosmkeH 6bITb peann3oBaH KOHTPO/b LLEeOCTHOCTU hannos, KPUTUYHbBIX
ana 3arpyskn OC v nporpammbl CPVERIFY.

Mpn 3arpyske OC ponxeH 6biTb peann3oBaH KOHTPOb LENOCTHOCTUM MPOrpaMMHOro
obecneueHunsn, Bxoasuwero B coctaB CK3WN XTAN.00050-03, camoni OC u Bcex
NCnonHsemblx Gannos, GyHKUMOHMpPYOWMX coBMecTHO ¢ CK3M ¢ mncnonb3oBaHUEM
nporpammbl CPVERIFY.

CpeactBamum BIOS pgonkHa 6biTb MCKOYEHA BO3MOXHOCTb paboTel Ha DBM, ecnm BO
BPEMS ero Ha4yasibHOW 3arpy3Ku He NMpoxXoasaT BCTPOEHHble TecTol 9BM (POST).

Ha koMmnbloTepe ycTaHaBnuBaeTcs Tonbko oaHa OC. Ha koMnbloTepe He
yCTaHaBIMBAlOTCA CpeactB paspabotkm wm otnagkm [MO. Ecnm cpeacrBa oTnaaku
MPUNOXEHUA HYXHbl AN TEXHOJIOrMYEeCKnx noTpebHocTen opraHmsaumm, TO UX
MCNosib30BaHne AO0/MKHO 6biTb CaHKLUMOHMPOBAHO aAMUHUCTPATOpPOM 6e3onacHoctu. B
noboMm cnyyae 3anpewlaeTtcs  MCNoNb3oBaTb 3TWM  CpeacTBa ANls  MpocMoTpa U
pefakTMpoBaHUs Koaa 7 namsaTu NPpUNOXEHNN, MCMONb3YHOLWKNX CK3un
XKXTAN.00050-03. Cnepyet mn3beratb nonagaHus B CUCTEMY MPOrpaMM, MO3BOJSO-LIMX
npu owmnbkax OC nonyyaTb NpuBMaernmn root.
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18.

19.
20.

21.

22.

23.

24.

25.

26.

27.

28.

8.

JomkHO 6biTb  orpaHuyeHo (C  y4dyeToM BbI6paHHOM B OpraHmMsauum MNOAUTUKU
6e30MacHOCTM) UCNoNb30BaHME NOMb30BaTENSIMU KOMaHA cron 1 at — 3anycka KoMaHza B
yKa3saHHoe BpeMms.

[o/mKHO 6bITb peann3oBaHO PU3nMYEeCcKoe 3aTMpaHMe COAEPXKMMOro yaansembix danios
C ucnonb3oBaHueM nporpammbl Wipefile s coctaBa CK3U.

JonKHbI 6bITb OTK/IKOYEHbI CETEBbLIE MPOTOKOJIbI, KOTOPbIE HE UCMOJIb3YHOTCS
Ha AaHHon JBM.

B cnyuyae noakntoyeHns OBM c yctaHoBAeHHbIM CK3U Kk 06wenocTynHbIiM
ceTaM nepefayvm [aHHbIX AO/DKHO ObiTb  OTKAKOYMEHO Wucnonb3oBaHue JavaScript,
VBScript, ActiveX n papyrux nporpaMMHbiX OOGBEKTOB, 3arpyXaemblX M3 CeTU, B
npuKnagHblX NporpaMMax.

JOonXHbl 6bITb MPUHATEI MEpbl MO WUCK/IIOYEHUID HeCaHKLWMOHMPOBAHHOMO
[OCTyna MOCTOPOHHMX ML, B MOMELLEHMS, B KOTOPbIX YCTAHOBJIEHbl TeXHUYecKkue
cpeactea CK3W XKTAW.00050-03, no poay CBOen [AeATENbHOCTU He SBASOLWMXCS
nepcoHasioM, AOMYLLEHHbIM K paboTe B yKa3aHHbIX MOMELLEeHUAX.

JonkHo 6biTb 3anpeleHo OocCTaBAsATb 6€3 KOHTPONS BblYMCAUTENbHbIE
cpeactea, Ha KoTopbix 3kcnnyatmpyetca CK3UWM  XTSM.00050-03 nocne BBoaa
KAtoyeBoM WHdopMauumn. [Mpu yxoae nonb3oBaTens € paboyero MecTta [OMXKHO
MCNo/b30BaTbCsl aBTOMaTMUYECKOe BK/IFOYEHME NapoSIbHOW 3aCTaBKM.

N3 coctaBa cuUCTeMbl [AOMKHO ObITb MWCKAOYEeHO o060pyaoBaHWE, KOTOPOE MOXET
co3gaBaTtb Yyrpo3y 6e3onacHocth OC Mac OS X. Takxe Heobxoammo wu3sberatb
MCNOJ/Ib30BaHMUS HECTaAHAAPTHbIX annapaTHbIX CPeACTB, UMELWNX BO3MOXHOCTb BIUSATb
Ha PYHKUMOHMPOBaHMe koMnbioTepa uan OC Mac OS X.

Mocne uHctannauum OC Mac OS X cnepyeT yCTaHOBWUTb CpeAcTBaMW OMepauuMoOHHOM
CUCTEeMbl BCE PpeKOMeHAOBaHHble nporpaMMHble O6HOBNEHMS U MNpPOrpaMMHble
0bHOBNEHNS, CBA3aHHble C 6@30MacHOCTbLIO, CYLLECTBYIOLWME Ha MOMEHT MHCTaNAAaUNN.

Ha Bce ampekTopumn, cogepxauime cucteMHbole dannbl OC Mac OS X u katanoru CK3WU,
Heo6xoaAMMO yCTaHOBMUTb MpaBa AOCTyna, 3anpelarolime BCEM MNOsb30BaTeNsM, KpoMe
Bnagensua (Owner), 3anucsb.

B cBA3M C TeM, 4yTO aBapuiHbIA AamMn onepaTMBHOW MNaMSTM MOXET coAepXaTb
KpunTorpadmMyeckn  onacHyro nHdopmMaumtio, B MNPMKNaAHbIX  nporpammax,
ncnonbsytowmx CK3U, cnenyeT OTKAOYMTb BO3MOXHOCTb €ro Co3gaHusi C MOMOLLbIO
dyHKuumM setrlimit ¢ napametpom RLIMIT_CORE=0.

B OC Mac OS X wucnonb3yetcss BUpTyanbHas namsatb. O6nactb BUpTyasibHON Mamsitv
[OJKHA 6bITb OpraHn3oBaHa Ha OTAENIbHOM >XECTKOM Aucke. o OKOH4YaHuu paboTbl
CK3U copepxuMoe BMpTyasbHOMW MaMsaATM AOMKHO 3aTMpaTbCs C WMCMNOAb30BaHUEM
cpeactB OC. B cnyyae aBapuihHOro ocrtaHosa 3BM, npu cnepyrlowen 3arpyske
Heobxoaumo B pexuMe “single user” ouucTUTb 06nacTb BUPTyanbHOMW MNaMATH
nporpammoit wipefile, Bxoasiweinn B coctaB CK3U XXTAN.00050-03. B cnyyae Bbixoaa u3
CTPOSi XeCTKOro JAucka, Ha KOTOpOM Haxoautcs obnactb BUPTyalbHOW naMmsTu,
KpunTorpadumyeckne K/uuM nogsexar BbiBOAY W3 AENCTBUSA, a >XeCTKUA AUCK
CUYMTAETCS HE MoAJiexalMM PEMOHTY. DTOT XECTKMA ANCK YHUUYTOXaeTCs Mo npaBuiam
YHUUYTOXEHUS KITIOUEBbIX HOCUTENEN.

1.2. [JononHutenbHble HacTporkm OC Mac OS X

Hactporikn OC Mac OS X BbINOMHAKTCA NyTEM peAakTMpoBaHus (yaaneHus, gobaBneHus)
Pa3/IMYHbIX KOHPUIypauMOHHbIX N KOMaHAHbIX annos.

Ons  coxpaHeHMsi BO3MOXHOCTM "OTKaTUTb" BHECEHHble W3MEHEHUs CfefyeT COXpaHsaTb
mMoanduunpyemble dannbl B "6e3onacHoM" MecTe (Ha BHEWHEM HOCUTENe WM Ha HE MOHTUPYeMOoW
aBToOMaTuM4yecku (arnoBol CUCTEME).

8.1.2.1 OrpaHunyeHne p[oCTyna nofnb3oBaTeNel W HaCTPOMKU MNOMb30BATENbCKOro
OKpY>XeHUs

HacTpoiika nonb30BaTeNbCKOro OKPYXXeHWUs 3aK0UaeTca B Cieayowmx 4eNCTBUSAX:

1. HacTpoiTe oOnepauMoOHHYD CUCTEMY B COOTBETCBMM C PYKOBOACTBOM:
http://images.apple.com/support/security/guides/docs/SnowlLeopard Secur
ity Config v10.6.pdf (ana Snow Leopard; ecnu Bbl ucnonb3dyete 6onee
HoByto Bepcuto OC wmucnosnb3ynTe aHanorMyHoe pyKOBOACTBO Ans Bawen
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Bepcun OC). [nsa orpaHUyeHuss AOCTyrna B CUCTEMY BbIMOJHUTE Cleaylowne
NMYHKTbl PYKOBOACTBA:

a. Chapter 2 «Installing Mac OS X» - «Initial System Setup» -
«Turning Off Auto-login»

b. Chapter 4 «Securing Global System Settings» - «Configuring Access
Warnings» - «Enabling Access Warnings for the Login Window»

c. Chapter 6 «Securing Accounts» - «Setting Global Password Policies»

d. 3apaiTe Macky no ymMon4yaHuio ansa cosganums dannos 022 Tak, Kak
370 onucaHo B Chapter 7 «Securing Data and Using Encryption» - «
Changing Global Umask for Stricter Default Permissions»

2. [ns nonb3oBaTtens root yCTaHOBUTb MacKy pexuMa co3gaHus darnnos 077 wnm
027:

umask 077 (umask 027);

3. OtpepaktnpoBaTb ¢ann /etc/shells 1 nomMmecTnTb B HErO MMEHa TOJIbLKO ANS TexX
ncnosnHsemblx dannos ob6osiouek, KOTOpble YCTaHOBMEHblI B cucTteme. [lo
yMon4yaHuto, cogepxumoe danna /etc/shells MmoxeT 6bITb TakKuM:

/bim/bash

/bin/csh

/bin/ksh

/bin/tcsh

/bin/sh

/bin/zsh
4. YpanuTtb pann (ecnun oH cywectByeT) /.rhosts.
YpanuTtb cogepxumoe darina /etc/host.equiv.

6. OtpepaktnpoBaTtb dannbl un3 /Jetc/pam.d ¢ uenbto 3anpeta rhosts-
ayTeHTMdMKaunmM. BbiNnosHAETCS KOMMEHTUPOBAHUEM BCEX CTPOK, CoAepiKalimx
noactpoky "pam_rhosts_auth.so".

7. TMpoBepuTb  wunaeHTudukKaTopbl  nosb3oBaTtens W rpynnbl  Ans  Bcex
rnosb3oBaTtenemn, nepevncineHHolx B danne /etc/passwd. Cnegyet ybeoutcs, uto
He cyllecTByeT Mosb30OBaTenen, UMerWwmnx naeHTudunkaTop nonblosatens 0 u
naeHTuoumnkaTop rpynnesl 0 Kpome, BO3MOXHO, NOSb30BaTens root.

8. Co3pmatb nepeyeHb NporpamMm, KOTOpble  3amnyckakwTca C  rnpaBaMu
aAMUHUCTpaTOpa, N KOHTPONMPOBaTb €ro HEM3MEHHOCTb;

Ul

9. 3anpetuTb perucTpaumio B CUCTEMe MoJfib30BaTenen, mMMmewwmux crieayolme
"cnyxebHble nMeHa":

daemon uucp

bin nuucp
sys listen
adm nobody
Ip noaccess
smtp

[JerictBue BbINOMHSAETCA nNyTeM ykasaHua B danne /etc/passwd cCTpoku
'/sbin/nologin’ B none shell-nporpamMmmel 1 ykasaHmsa cumsona 'Xx' B nosie napons.

8.1.2.2 OrpaHnyeHns NpM MOHTUPOBAHUM (PalOBbIX CUCTEM

OrpaHun4eHns NMpu MOHTUMPOBaHMWU (alIOBbIX CUCTEM peanun3ytoTcsl peaakTUpOoBaHUEM
danna /etc/fstab:

1. YcTaHoBUTbL onumio nosuid Npy MOHTUPOBaHUUK aloBO CUCTEMBI /var.

Mpun nHCTannsUMM cuUcTeMbl cnepyeT BblaenuTb Ansa dannosbix cuctem /, /usr, /usr/local, /var
pa3Hble pasjenbl AucKa Af5 npefoTBpalleHns nepenosiHeEHUS KPUTUYHBbIX darnosbix cuctem (/, /var) 3a
CUYeT, HanpuMmep, NoAb30BaTeNIbCKMX AaHHbIX M obecrnevyeHuss BO3MOXHOCTU MOHTMPOBaHMS alinoBomn
CUCTEMBI /USr B pexuMe "ToNbKOo Ans yTteHus".

8.1.2.3 OrpaHnyeHuns Ha 3anycK NpoLeccoB

-15 -



XTAN.00050-03 90 02-06. KpunTtolpo CSP. PykoBoACTBO agMMHUCTPaTopa 6e30nacHoCTy.

Mcnonb3osaHue CK3W noa ynpasneHnem OC Mac OS X.

1.

CnepyeT orpaHMynTb UCNOSIb30BaHNE B CUCTEME MIaHMPOBLUMKA 3a4a4y Cron u cpeacTs
nakeTHon o6paboTknM 3agaHuin. [Ana HopManbHOro MYHKLUWMOHMPOBAHWUSA CUCTEMBI
MWHUManbHO Heo6XOAMMBbIM SIBNSETCS pas3pelleHMe WCMOoSb30BaHWUS MIaHUPOBLUUKA

3ajay cron M cpeacTB nNnakeTHoM o6paboTkM 3afaHMin TONbLKO Nosib3oBaTento root. Ans
3TOro cnieflyeT BbIMOSHUTL Cleayowme KoMaHabl (0T MMEHW Cynepnosib30BaTesns):

echo root > /var/cron/allow
echo root > /var/at/at.allow

8.1.2.4 HactpoWka ceTeBbIX CEPBMNCOB

HacTpolika ceTeBbIX CEPBMCOB 3aK/IIOYAETCSA B CleAYOLWEeM:

1.

Cnepyet orpaHununMtb QYHKUMOHANBbHOCTbL CeTeBblX CoeAuMHeHun. [Ona  3Toro
oTpefakTUpyihTe ONMCaHUS BCEX HENCMNOb3yEMbIX CETEBbIX CEPBMCOB (MO KpalHeWn
mepe telnet.plist, tftp.plist, finger.plist un agpyrne, ecnn wumetoTCa) U3
/System/Library/LaunchDaemons/, pno6aBmB CTPOKM W3MEHMB 3HAYEHWE KJIO4a
Disabled Ha true

<key>Disabled</key>
<true/>

OTKNIOUYNTL HEeUCrnosb3yeMble CeTeBble CEPBUCHI, WU CJ'Iy>K6bI, 3anyCKaeMblX npu
CTapTe CUCTEMbI, 3anyCTuTb pa60Ty noacuncTembl accounting Ana KOHTPOAA
3anyCKaeMbIX npoueccos.

Ecnn He naaHNpPpyeTca WUCnoJZib30BaTb HaCTpaI/IBaeMbII‘/JI KOMMNbKOTEP B Ka4yecTtBe
MaplpyTu3aTopa, HeobXoAMMO 3anpeTuTb MapLlupyTM3auuio, BbINMOJHUB KOMaHAy
sysctl -w net.inet.ip.forwarding=0.

. Cnepyet 3anpetuTb NpuvemM M3 BHewHen ceTu "wmpokoBewaTenbHbix" (broadcast)

rnakeToB, a TaKXXe nepeady OTBETOB Ha MNpuHATbIE "WKWpoKoBeLwlaTenbHble" nakeTol.

. 3anpeTuTb cynepnosib3oBaTento foctyn no ftp, ana atoro gobasutb "root" B daiin

/etc/ftpusers

Ecnn nnaHupyeTcsa wucnonb3oBaTb Ha HacTpaMBaeMoM cepsepe cepBuc FTP, ToO
cneayeTr co3gaTtb  (oTpedaktupoBaTtb)  dainn  /etc/ftpusers co  cAMCKOM
nonb3oBaTtenien, ANs KOTOPbIX 3anpelweH AOCTyn K cepBepy no npotokony FTP.
dann wnMeeT TEKCTOBbIM QopMaT M [O/MKEH cogepXaTb MO0 OAHOMY MMEHMU
nonb3oBaTens B CTpoke. B cnucke "3anpelweHHbIX" nonb3oBatenen, Kak MUHUMYM,
AO/KHbI 6bITb MepeynciieHbl cneayowmne nMeHa nosib3oBaTesien:

adm nobody4
bin nuucp
daemon root
listen smtp

Ip sys
nobody uucp
noaccess

7. [Ons orpaHuyeHus AOCTyna K CUCTEMHbIM dainam ans HenpuBUIErMpoBaHHbIX
nonb3oBaTtenen, M3 KOMaHAHOW CTPOKW CneayeT BbIMNOMHWUTL Cleaylolne

KOMaHAbl:
chown root /etc/mail/aliases
chmod 644 /etc/mail/aliases
chmod 444 /etc/default/login
chmod 750 /etc/security
chmod 000 /usr/bin/at
chmod 500 /usr/bin/rdist
chmod 400 /usr/sbin/snoop
chmod 400 /usr/sbin/sync
chmod 400 /usr/bin/uudecode
chmod 400 /usr/bin/uuencode
8. Takxe cneayet 06HynnTb pnar SGID Ana HEKOTOPbIX MCNONHSAEMbIX (alifioB:
chmod g-s /usr/bin/mail
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chmod g-s /usr/bin/mailx
chmod g-s /usr/bin/write
chmod g-s /usr/bin/netstat
chmod g-s /usr/bin/nfsstat
chmod g-s /usr/bin/ipcs
chmod g-s /usr/sbin/arp
chmod g-s /usr/sbin/dmesg
chmod g-s /usr/sbin/prtconf
chmod g-s /usr/sbin/swap
chmod g-s /usr/sbin/sysdef
chmod g-s /usr/sbin/wall

8.1.2.5 OrpaHunyeHune KonnyecTtea "BnMAMMON n3BHe" MHMOPMaUMn 0 cucTeme
O6bI4YHO, HauvanbHyl WHMOPMALMIO O CUCTEME MOTEHUMasbHbIM HapywuTesnb
rnony4yaeT U3 CUCTEMHbIX MPUralleHNi, BblAaBaeMbIX CETEBbIMU CNyxb6amMn cepsBepa
(telnet-cepsep, ftp-cepsep u np.).
MoaToMy, K MepaM Mo OrpaHWYEHUD KoNnyecTsa "BUMAMMONM M3BHEe" MHGoOpMauun o
CUCTEME OTHOCSHTCS:

OTka3 oT craHaapTHoro "saronoBka", BblBOAMMOro cepsepoM ftp npu oTBeTe
nonb3oBartento. [locturaetcs ykasaHueM B danne /etc/ftpwelcome cneayrowmx
OVPEKTUB:

BANNER=""

PepaktnpoBaHune ddannoB /etc/issue, /etc/ftpbanner mn /etc/motd c uenbio
pa3bsCHEHUA NOMb30BaTENAM NpaBMa U NONUTUKK AOCTyMNa K cepsepy ftp.

8.1.2.6 HacTtpoika noacmcrteMbl NPOTOKO/IMPOBAHMSA N ayauTa

1.

CnepyeT yAOCTOBEPUTCS, UTO TOJSIbKO MOMb30BaTeNb root MMeeT AOCTyN Ha 3anuch
onsa cnegyowmx dhannos:

/var/log/authlog
/var/log/syslog
/var/log/messages
/var/log/sulog
/var/log/utmp
/var/log/utmpx

. Ecnm Ha HacTpavMBaeMoM cepBepe WCMonb3yeTcsa web-cepsep, To cneayet

ybeanTbcsa, uto Tonbko "Bnageney" npouecca httpd mmeer goctyn Ha 3anuck K
npoTokonam httpd

. OrpaHuuntb (C y4yeToM BblOpaHHOM B OpraHmM3aunm MonMTUKM 6e30nacHocTn)

MCnonb3oBaHWe MoAb30BaTenssMm KoMaHa su M sudo - npeaocrtaBieHUA
nonb3oBaTesIlo aAMUNHUCTPATUBHbIX MOSTHOMOYMNIA

. CneagyeT nMpoTOKO/IMPOBaTh MOMbITKWU MCMOMb30BaHUSA nporpaMm su u sudo. Ans

aToro, B ann /etc/syslog.conf cnegyet no6aBuTb 3anunch:
auth.notice /var/log/authlog

nnu
auth.notice /var/log/authlog, @loghost

BTopas cTpoka aHanorMyHa nepBoOi, HO YKa3blBaeT, YTO TMpPOTOKON
OOMNONHUTENBbHO NepefaeTcs Ha cepeep cbopa NpOTOKOSIOB.

Cﬂe,CI,YET obecneunTb MPOTOKO/IMPOBAHNE HEYCMNELWHbIX MONbITOK perncrpaunn B
CUCTeMe B JIOKasIbHOM MNpoToKosie. [nga 3TOoro, cnepyeTt BbIMOJHUTL cregyowine
KOMaHAbl:

touch /var/adm/loginlog
chown root /var/adm/loginlog ; chgrp wheel /var/adm/loginlog
chmod 644 /var/adm/loginlog
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5.

Ona NpoTOKONMPOBaHWSA CeTeBbIX COEAWHEHUW, KOHTPOJUPYEMbIX [EMOHOM
launchd (Bkntouas gaty/Bpems coeamHeHus, IP-agpec knveHTa, YCTaHOBMBLLENO
COeflHEHNE U MMA cepBuca, 06CNYXMBAaIOWEro COeANHEHUE), oTpeaaKTupynTe
onncaHusa ceteBbix cepBucoB (telnet.plist, ftp.plist u apyrue, ecnn mnmetorcs) ums
/System/Library/LaunchDaemons/, no6aBuB CTpoKu

<key>Debug</key>
<true/>

8.2. TpeboBaHMA MO pa3MeLEeHNI0 TEXHNYECKNX CPeacTB C
ycTaHoBneHHbIM CK3U

Mpn pasMeLlleHnn TeEXHNYECKUX CPEACTB C YCTaHOBNEHHbIM CK3U:

JOMmKHbI 6bITb MPUHATLI MEPbI MO 3alnTe OT HECAHKUMOHMPOBAHHOIO AOCTyNa B
noMeLleHnsl, B KOTOPbIX pa3MelleHbl TeXHUYeckne cpeactBa C yCTaHOBIEHHbIM
CK3W, nOCTOpPOHHMX nuu, NO poAy CBOEN AeATEeNIbHOCTUM He ABSILWNXCS
nepcoHasnoM, JonyuweHHbiM K paboTe B 3TMX noMeweHuax. B cnydae
HeobxoANMMOCTM MPUCYTCTBUS MOCTOPOHHMX NML, B YKa3aHHbIX MOMeLleHnAX
pomkeH 6biTb obecneyeH KOHTPOAb 3a uMX AencteBusmMm m obecnedeHa
HEBO3MOXHOCTb HeraTuBHbIX AENCTBUI C UX CTOpPOHbl Ha CK3W, TexHuyeckue
CpeAcTBa, Ha KoTopbix akcnayatupyetcs CK3M n 3awmwaemyo nHpopmauuto.

BHYTpeHHSS nnaHWpoBKa, pacrnosioXXeHne U yKOMMIEeKTOBAaHHOCTbL pabounx mMect
B MOMELeHnsAX A[O0MXKHbI obecrneumBaTb MWCMNOAHUTENAM paboT, COXPaHHOCTb
OOBEPEHHbIX WM KOHMWAEHUMANbHbIX [AOKYMEHTOB W CBEAEHWUN, BK/4Yas
K/I0YEBYO MHMOPMaLUUIo.

B cnyyae nnaHupoBaHua pa3smeweHms CK3UM B nomeweHusax, raoe npucyTcTeyeT
peyeBasl, aKycTuyeckass WU Bu3yanbHas uHdbOpMauus, colepxkallas CBeAeHUs,
COCTaBNsALWMNE FOCYAAPCTBEHHYIO TalHy, u (MNK) YCTaHOBNEHbI TeXHW4Yeckue
cpeactBa M CUCTeMbl NpueMma, nepegauyun, 06paboTkun, xpaHeHus n oTobpa)keHus
nHdopmMaunmn, cogepxallen cBefeHuns, CoCTaBnsaoWwme rocyaapCcTBEHHYIO TalHy,
TeXHUYecKkune cpeacTtea WHOCTPaHHOIro npou3BOACTBA, Ha KOTOpPbIX
(YHKUMOHMPYIOT nporpammHbie moaynu CK3W, ponxHbl 6bITb NOABEPrHyTbI
cneumanbHOM MpoOBEpPKe MO BbIABNEHWUIO YCTPOWCTB, MpeAHa3HadeHHbIX AN
HernacHoro noay4veHus nHdbopmaunm».

9. TpeboBaHusa NoO KpunTorpapuyeckomn sawmTe

[omKHbl BbINOMHATECA TpeboBaHMa NO KpunTorpaduyeckon 3awuTte pasgena 16 AOoKyMeHTa
XTAN.00050-03 90 02.

KOHKPETHO A0/MKHbI BbIMOMHATLCA Tp660BaHVIF|!

1.

2.
3.

Ucnonb3oBaHue TONbKO JINLEH3MOHHOIO CUCTEMHOIO NpOrpamMMHOro
obecneveHwusl.

HacTpoiika onepaumoHHon cuctembl ansa pabotel ¢ CK3M no n. 5

Mpu mHctannaumu CK3WN pgomkHbl 6biTb 06ecneyeHbl OpraHn3aUMOHHO-TEXHNYECKME
Mepbl MO UCKITHOYEHWIO NMOAMEHbI ANCTpUBYTMBa W BHeceHus1 n3MeHeHnn B CK3W nocne
YCTaHOBKMW.

UcknoueHne u3 nporpamMmmHoro obecnedeHms M3BM c yctaHoBneHHbiM CK3U
CpeAcTB OTNagKu.

Maponb, wcnonb3lyembld ANS ayTeHTMdMKaUMWM nonb3oBaTenen, AOSKEH
cogepxaTb He MeHee 6 cuMBOAOB andasuTa MOWHOCTM He MeHee 10.
MepnoanYHOCTb CMEHbI Naposs — He pexe 04HOro pasa B 3 Mecsaua.
MepnoanyHOCTb TECTOBOrO KOHTPOAsS Kpuntorpadpuyeckmx dyHkumin - 10
MUHYT.

ExxecyTouHasa nepesarpyska [N2BM.

MepunoanyHocte octaHoea [19BM ¢ o6s3aTtenbHONM MNPOBEPKOM  CUCTEMbI
oxnaxpaeHusa npoueccopHoro 6noka N3BM - 1 mecsu.

3anpewaeTca MCNoab3oBaTb pPeXuMm NpocTtoi 3aMeHbl (ECB) TOCT 28147-89
ANns wndposaHMsa MHGoOpMaLmmn, KpoMe Kto4eBOon.
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10. JdonxHo gaBaTtbCsl npeaynpexaeHne o TOM, YTO MpU WUCMOJIb30BaHUKN pexuma
WndposBaHus CRYPT_SIMPLEMIX_MODE wmaTepunan, obpabaTbiBaeMblii Ha
OZHOM KJlto4e, aBTOMaTUUYEeCKN OrpaHnymMBaeTcs BennymHon 4 MB.

11. Mpu  dyHkumoHmpoBaHum CK3WM  AO/XKHbI  BbIMNOAHATECA  TpeboBaHus
3KCMyaTauMoHHOM AOKYMeHTauun Ha MAK 3awmtbl oT HC/.

12. JomkHo 6bITb 3anpelweHo ucnonb3oBaHme CK3U ans 3awmtbl TenedOHHbIX
neperoBopoB 6e3 MpuHATMS B CMCTEME Mep MO 3awute OoT MHMOPMATMBHOCTMU
Nob6oYHbIX KaHanos, cneumdunyecknx Npu nepegade peyu.

13. JomxHa 6bITb 3anpeweHa pabota CK3U npu BkAKOYEHHbIX B [3BM wWTaTHbIX
CpeAcTBax BbIXoha B paAnoKaHars.

14. MNepea HayanoM pabotbl CK3UM Heob6x0AMMO NPOBECTM KOHTPOJIb LESIOCTHOCTH.

15. KOHTpONEeM LeNnoCTHOCTM AO0MXKHbI 6bITb OXBayeHbl alinbi:

Mac OS (universal binary i386, x6_64)

libcspfke.3.dylib cryptcp certmgr inittst csptestf der2xer libcapi20.3.dylib libcpext.3.dylib
libpkixcmp.3.dylib libasnldata.3.dylib libssp.3.dylib libpkivalidator.3.dylib libcplib.3.dylib
libcpasnl.3.dylib libocsp.3.dylib libenroll.3.dylib curl libcpcurl.4.dylib libcpcurl.a libcsp.3.dylib
librdrrndmbio_tui.3.dylib librsaenh.3.dylib libcppkcs11.3.dylib fkchdimgtest librdrrdrfkc.3.dylib
librdrfkchdimg.3.dylib list_pcsc librdrpcsc.3.dylib librdrric.3.dylib cpverify wipefile csptest
librdrrdr.3.dylib  librdrrndm.3.dylib  librdrsup.3.dylib  librdrdsrf.3.dylib librdrfat12.3.dylib
libcapil0.3.dylib libcpui.3.dylib cpconfig mount_flash.sh libstunnel.dylib

MpunoxeHne 1. KOHTpO/b LENOCTHOCTU NPOrpaMMHOro
obecrneyeHuns

B OononHeHve K AUCTpUBYTMBY MOCTABASAIOTCS CKPUMTOBblE (hainbl integrity.sh, 3anyckom
KOTOPbIX MOXHO Y6eAMTbCS B Lie/IOCTHOCTU AUCTPUBYTUBA [0 ero YCTaHOBKM.

MporpamMmMmHoe obecrneyeHne CK3W Kpuntollpo CSP mmeeT cpeactBa obecneuyeHuss KOHTPOs
uenoctHocTu MO CK3W, KoTopble AO/MKHbI BbIMOAHAOTCSA NEPUOANYECKU.

Ecnn B pe3ynbTaTe MNepuvoAMYECKOro KOHTPOJIS LENOCTHOCTU MOSIBASIETCS COO6LLEHMS O
HapyLWeHUN LEeNOCTHOCTU KOHTPO/AMpyeMoro dalisia, nonb3oBaTesb 0653aH MNpekpatuTb paboTy u
06paTUTbCS K aaMUHUCTpaTopy 6e30MacHoOCTy.

AaoMuHucTpaTtop 6e30macHOCTM, MpoaHanM3MpoBaB MPUYUHY, TMPUBEAWYH K HapyLEeHUH
LLeSIOCTHOCTU, AomxeH nepeyctaHoButb MO CK3W Kpuntollpo CSP ¢ anctpmubytmea, nnmu cuctemHoe MO.

MpunoxeHne 2. YnpaBsieHne npoToOKO/IMpOBaHUEM

Onsa BKIOYEHUS/OTKIIOYEHNS 3HAYEHNE |10g UCMONb3yNTE:

a) Mac OS
[na 3apaHunst ypoBHSA NpoTOKoONa
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -mask 0x9
Ona 3apaHuns popmaTa NpoTokona
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp - format 0x19
[na npocMoTpa Mackm TeKyLero ypoBHs 1 popmata npoTokona
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -view

b) ans Mac OS ypoBHa sapa
He nogaepxuBaeTcs.

3HauyeHneM napameTpa YpOoBHb NPOTOKOa ABNSIETCS 6BUTOBAast Macka:
N_DB_ERROR = 1 # coobuweHns 06 owmnbkax
N_DB_LOG = 8 # coobuweHuns o Bbi3oBax

3HayeHMeM NapameTpa popMaT NpoToKona ABnseTcs buToBas Macka:
DBFMT_MODULE = 1 # BbIBOAUTb UMA MOAYyNS

DBFMT_THREAD = 2 # BbIBOAUTb HOMEP HUTKU
DBFMT_FUNC = 8 # BbIBOAUTb MMSA (PYHKLMM
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DBFMT_TEXT = 0x10 # BbIBOAMUTb CaMO cooblieHune
DBFMT_HEX = 0x20 # BbiBOoAUTb HEX pamn
DBFMT_ERR = 0x40 # BbiBoaouTb GetLastError
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JIncT perncrtpaumm MaMeHeHun

JncT peructpaummn naMeHeHuin

Homepa nucrtoB (cTpaHuy) Bcero Ne Bxoaawum Moan. |AdaTa
NNCToB LOKYMeHTa N° conpoBoam-
MN3M | W3MeHeH- |3aMeHEeHHbIX HOBbIX aHHynupo- | (cTpaHuu) B TeNbHOro
HbIX BaHHbIX LOKYM. [OKYM. U
narta
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