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yyeToM TpeboBaHMI HACTOSLWEro AOKYMEHTA.

Cnmncok cokpalleHunm
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ITU-T MexayHapoaHbIn KOMUTET Mo TenekoMMyHunkaumam (International
Telecommunication Union)

IETF Internet Engineering Task Force

AC ABTOMaTM3MpOBaHHasa cMcTeEMa

APM ABTOMaTM3MpOBaHHOe paboyee MecTo

rMa TMBKUN MarHUTHLIN AUCK

Acu JaTtunk cny4darHbix ymucen

HDD XXeCTKMn MarHUTHbIN AUCK

KTl KoHeuHbIn nonb3oBaTesb

HCA HecaHKUMOHNUPOBAHHbLIA AOCTYN

ocC OnepauunoHHas cuctema

MAK lMporpaMMHO-annapaTHbI KOMNNEKC

Mno MporpamMMHoe obecneyeHue

Perncrpaums lMpuceoeHne onpeaeneHHbIx aTpmbyToB (agpeca, HOMepa Ki4a,
npaB MCMNOJSIb30BaHUSA U T.M.) abOHeHTy

PernameHT COBOKYMHOCTb MHCTPYKLWUI U APYrOM pernameHTupyroLwen
AOKyMeHTauum, obecneumBaroLien @GyHKUNOHUPOBaAHWE
aBTOMATM3MPOBAHHOM CUCTEMbI BO BCEX pEXMMaX.

CBT CpeactBa BbIYMCINTENBHOM TEXHUKMU

CepTtudukar DNeKTPOHHbIN AOKYMEHT, NOATBEPXAAIOLWMA NPUHAANEXHOCTb
KJ1l04a NPOBEPKWN INTEKTPOHHOM MOAMNMUCU UM OTKPbLITOrO K/K4a U
onpeaeneHHbIX aTpnbyToB KOHKpPEeTHOMY aboHeHTy

Ceptudukaums Mpouecc narotoBneHus ceptudmrkaTa Karo4a NpoBeEPKMU
3/IEKTPOHHOM MOAMUCK UM OTKPLITOrO K/tova aboHEHTa B LieHTpe
cepTudukaumnm

CK3u CpeactBo kpunTorpadunyeckon 3awmTbl MHpopMauumn

cocC Cnucok oTo3BaHHbIX ceptudukaTtoB (Certificate Revocation List)

CcC CnpaBOYHMK CEPTUPMKATOB OTKPbITbIX KOUeln 1 KtYen
NpoOBepKN INEKTPOHHOM noanucu. CeTeBon CnpaBOYHMUK.

uc LeHTp Ceptudukaumn (Yaoctosepstowmn LeHTp)

upP LleHTp Perncrpaunmu

)il DNEeKTPOHHbIN AOKYMEHT

3N DNeKTpOoHHasa NoAnuchb
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1. OCHOBHble TeXHNU4YecKmne aaHHble N Xapaktepuctmkm CK3U

CK3M XXTAWM.00050-03 pa3paboTaHO B COOTBETCTBUM C KpUMTOrpaduyeckmm MUHTepdencom
¢upmbl Microsoft - Cryptographic Service Provider (CSP).

1.1. lporpaMMHO-annapaTHasa cpeja
CK31 XTAM.00050-03 nop ynpasneHnem OC Mac OS X wucnonb3yeTcs B MPOrpaMMHO-
annapaTHbix cpegax OC Mac OS X (x64).

Co cpokaMu 3KChyaTaluu ornepaumoHHbIX CUCTEM, B Cpede KOTopbiX (yHKUMOHMpYyeT CK3W,
MOXXHO 03HAKOMWTbLCS MO CleAyloLWEMY aapecy:

<http://www.apple.com/support/>.

1.2. BapwuaHTbl ncnonHenna CK3U1

CK3M XTHAN.00050-03 ansa paboTtbl ¢ OC Mac OS X M3roToBnAsieTCsa M pacrnpocTpaHsaeTcs B
OAHOM BapuaHTe UCMNOJIHEHUS:

McnonHeHune 1 - CK3WM knacca 3awmnTtbl KC1.

1.3. Knwo4yeBble HocUTENU

B kauecTBe K/HOYEBbIX HOCUTENEN 3aKPbITbIX KAoYen 1 kntoven 3 MoryT ncrnonb3oBaTbCs:
rMa 3,57

USB ancku

Paspgen HDD M3BM

MpumevaHunna. 1. [lonyckaeTcs XpaHeHue 3aKpbITbiX Kwoden u kaoder Il B
pa3gene HDD npwu ycnosuu pacnpoctpaHeHns Ha HDD wnu M2BM c¢ HDD
TpeboBaHMi No O6palleHUIo C K/OYEBbIMU HOCUTENAMW, B TOM 4ucre U nocne
|!_._| yAaneHus Kio4den.
2. [MepeyeHb K/O4YEBbIX HOcuTeneh Mo ucnonHeHunsm CK3U wm
nporpamMMHo-anmnapaTHbiM nnatdopmam cMm. dopmynsap XTHAKM.00050-03 30 01,
n.n. 3.8, 3.9.

2. YcraHoBka auctpmnbytuea NO Kpuntollpo CSP

YcTtaHoBka, yaaneHue n obHoeneHue MO ocyLwecTBnNseTcs OT MMEHW NONb30BaTENS, UMEIOLLEero
npaBa agMUMHUCTPaTOpa, NoA YYETHON 3anncCbio root nam C NCNoMb30BaHUEM KOMaHAbl sudo.

B OC Mac OS X pns ycTaHoOBKM, yaaneHus wn ob6HosneHus MO NpUMEHSITCA NakeTbl
(packages). Maket - apxuB gucTpubyTmBa, cogepxawun dainbl yCTaHAaBAMBAEMOro MPUIOXKEHUS U
dannbl, nCnonb3yrLWwmMecs NHCTaNNATOPOM A5 KOHMDUrypupoBaHus cpeabl. AucTtpubyTne nocrtaBnseTcs
B yNakoBaHHOM Buae, nmeet opmaTt .dmg n npeacrasnset cobor obpas aAncka, cogepxalmi naker.

[Onsa ynpaBneHns nakeTamuM MUCMNOJSb3YIOTCS CTaHAApPTHblE CPeACTBa AN yrpaBieHUs naketamu
Mac OS.

[na ycTaHOBKM nNakeTa 4yepes rpaduyeckmin nHTepdenc oTKponTe ABOMHbIM LWenykoM obpas
ancka ¢ auctpmbytmeom (dmg), a 3aTeM ABOWHBIM Wen4ykoM no danny naketa (mpkg) 3anyctute
yCTaHOBKY. [ns yCTaHOBKW cneaynTe ykasaHusaM MacTtepa. [locne 3aBeplueHus YCTaHOBKM MOXHO
OTMOHTMPOBATb ANCK CTaHAapTHbIMK cpeacTtBamu OC.

[nsa yCTaHOBKW M3 KOMaHAHOW CTPOKU NMPUMOHTUPYUTE AUCK:

hdiutil attach ru.cryptopro.csp-3.6.1.dmg

YcTaHoBWUTE NakeT Npy NOMOLUN CUCTEMHON yTUAUTLI installer:
cd /Volumes/ru.cryptopro.csp-3.6.1
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installer -pkg ru.cryptopro.csp-3.6.1.mpkg -target "/"
OTMOHTUPYNTE ANCK:
hdiutil detach /Volumes/ru.cryptopro.csp-3.6.1

Ana yaaneHus nakeTa MCMofb3yeTcss CKpUNT uninstall_csp, KoTopblii NOCTaBnsieTcs BMecTe C
AUCTPUBYTUBOM. Heo6xoaAMMO 3anyCTUTb AaHHbIA CKPUMT C NpaBaMu cynepnosib3oBaTens.

®daiinbl M3 NaKeToB yCTaHaBIMBaOTCA B /opt/cprocsp.

Maker pauctpubytnea Kpuntollpo CSP copepxut B cebe 6onee Menkue nakeThl,
obecneumBatowme paboTy pasHbiX MOACUCTEM KpunTonpoBangepa. MNpu ycrtaHoBke Kpuntollpo CSP
MOXHO Bbl6OpPOYHO YyCTaHaBAMBaTb 3TM MNakeTbl. [lpu 3TOM HeEKOTOpble MaKeTbl SBASAOTCA
obsizaTtenbHbIMK M 6yayT yCTaHOBNEHbI B IIO60OM Cnydae, HEKOTOPbIE — AOMOSHUTENbHLIMU N UX MOXHO
yCTaHaBnMBaTb WAW He YyCTaHaBAuBaTb B 3aBUCMMOCTM OT MpeanosiaraeMoro  WUCnosb30BaHus
KpunTtollpo CSP. KpaTtkoe onucaHMe NakeToB AaHO B Tabnnue Ha3HaAYeHUS MaKeToB.

Tabnuua Ha3Ha4YeHUs NakeToB.

MMsa nakeTa Ha3HauyeHune nakerta

O6sa3aTenbHble NakeTbl

CPRObase Ba3oBbIli nakerT.

CPROrdr OCHOBHble NpUAOXeHUs, cunTbiBaTenn n JCH.

CPROCcpl CAPILite, nporpamMMmbl n 6ubNMOTEKM ANS BbICOKOYPOBHEBOW
paboTbl c kpunTorpaduen (ceptudpukaramm, CMS...).

CPROkc1 Mpoeangep KC1.

JononHutenbHble NakeTbl

CPROcspd Maker pansa paspabotumka. [laker O6yaer ycTaHOBAEH Mo
YMOIYaHUIO.

CPROcurl Ytunuta curl n 6ubnuoteka libcurl ana paboTbl Cc ceTblo C

noaaepxkom SSL/TLS uyepe3z Kpuntollpo CSP. lMaket 6yaet
YCT@HOBJ/IEH MO YMOMYAHMUIO.

CPROp11 NHTepdeiic PKCS11 ans aoctyna K dYyKHUMAM
KpuntonpoBangepa. [laker He 6yager ycTaHOBAEeH 1O
YMOJTYa@HMUIO.

CPROrdp Moaynn nopaepxkm PCSC-cuuTbiBaTenen, cmapt-kapt (PUK,
Ockap, Maructpa...). [aker He 6yaeT YycTaHOBAEH NO
YMOJT4@HMUIO.

CPROdrvd Maker pans paspaboTtumka pgpanBepoB. [lakeT He 6yaert
YCT@HOBJ/IEH MO YMOMYAHMUIO.

CPROstnl YHuBepcanbHbii  SSL/TLS  TyHHenb. [aketr He 6ygert
YCT@HOBJ/IEH MO YMOYAHMUIO.

CPROrdfk CuutbiBaTens ®KH
(ANns NepcneKTUBHOIoO MCMNOJIb30BaHMWS)

CPROcpfk Kpuntonposangep ®KH.
(ANs NepcnekTMBHOIO MCMNOJIb30BaAHUSA)

CPROCAdES Kpuntollpo 3UIM SDK (CAdES).

CPROOCSPut Bubnnoteka n knmeHT OCSP.

CPROTSPutl bubnuoTteka n knmneHT TSP.

CPROnNpcades MnarvH npcades ansa pa6otel ¢ 2l yepes 6paysep.

MakeTbl MMeKT apxuTekTypy universal binary n copepxat B cebe 32-pa3psaHyto
(i386) n 64-paspsaHyto (x86_64) noacucremsl.
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3. O6HoBneHne CK3UN Kpuntollpo CSP

Onsa o6HoBneHus Kpuntollpo CSP Heobxoammo:
e  3aNOMHUTb TEKYLW Y KOHPUrypaumto CSP:

o Ha6op YCTAHOBJIEHHbIX NMAKeTOB

o HaCcTpoMKM nposaigepa  (ans NpOCTOTbI MOXHO  COXpaHWTb
/etc/opt/cprocsp/config[64].ini)

e yAanuTb MpuW NoMowmM ckpunTa uninstall_csp, KOTOpbIN nocTaBnsieTcs BMecTe C
Kpuntolpo CSP, Bce nakeTbl Kpuntolpo CSP

e  YCTaHOBMUTb aHasorM4yHble HoBble nakeTbl Kpuntollpo CSP

e Mpu Heob6XOoAMMOCTM BHECTU M3MEHEHUS B HacTponkum (MOXHO nocmoTpeTb diff
cTaporo u HoBoro config[64].ini)

. KN4y n CepTVICbVIKaTbI COXPaHAKTCA aBTOMAaTU4YECKU

4, Hactponka CK3U KpunTtollpo CSP

4.1. Joctyn K ytunute ana Hactpomkmn CK3U Kpuntollpo
CSP

Hactporika CK3W Kpuntollpo CSP ocywecTBnserca € noMmoupbto yTuamTbl cpconfig, KoTopas
BXOAMT B COCTaB ANCTpubyTMBa 1 pacnonoxeHa B Aupektopumn /opt/cprocsp/sbin/ .

4.2. BBoa cepunHOro HoMepa nLEeH3nNU

Mpu yctaHoBke nporpamMMHoro obecnevyenmna Kpuntollpo CSP 6e3 BBoAa NMUEH3MM
nonb3oBaTento NpefocTaBnseTcs NUUEH3MS C OrpaHMYeHHbIM CPOKOM AelcTBus. OnsS MCnonib30BaHus
Kpuntolpo CSP nocne OKOH4YaHMs 3TOro Cpoka MoJjib3oBaTe/lb AO/KEH BBECTU CEPUMHbBIN HOMep C
6naHka nMueH3uu, NOSyYEeHHOW Yy opraHusauuu-paspaboTuvka WM opraHusauum, UMeroWwen npasa
pacnpocTpaHeHus npoaykTa (aunepa). Ans npocMoTpa MHGOPMaLMn O JIMLEH3UM BbIMOSHUTE:

# cpconfig -license -view

Onsa BBOAA NULEH3UWM BbINONHUTE:

# cpconfig -license -set <cepuMHENI HOMEpP>

CepuitHbIi HOMep crieqyeT BBOAWUTL C COB/0AEHNEM perncTpa CUMBOSIOB.

4.3. Hactpomnka obopyaosaHunsa CK3MN Kpuntollpo CSP

Ytunuta cpconfig Takxke npeAHasHayeHa ANa M3MeHeHWs Habopa YCTpPOMCTB XpaHeHWs
(HocuTenen) u cunTbiBaHUA (CcuMTbiBaTenen) KAKYEBOW MHMOPMaUUM U AATUYMKOB CIyYalHbIX vucen.
MpepycTaHOBNEHHBIMU SBNAOTCA cunTbiBaTenu flash-Hocutenelt n obpas AMCKETbI Ha KECTKOM AUCKe.

[ns npocMoTpa CrnmMcka HaAaCTPOEHHbIX CUMTbIBATENEN:
# ./cpconfig -hardware reader -view
CuunTbiBaTENb ANCKET HE YCTaHaB/IMBAETCS MO YMOAYAHMUIO, TaK Kak Npu OTCYTCTBMU AUCKETbI B
OVCKOBOAE nepeudncrieHne KOHTEMHEPOB CMIbHO 3aMeansieTcsa. Ana nobaBneHns cunTbiBaTeNst AUCKET:
# ./cpconfig -hardware reader -add FAT12 0 -name "Floppy Drive"
[na npocMoTpa cnucka HacTpoeHHbix ACH:
# ./cpconfig -hardware rndm -view
Onsa koHconbHoro bnolCH Tpebyetca nakeT naket CPROkcl, kpome Toro oH paboTaeT TObKO C
KC1 npoBangepomM. [nsa nobasneHmnsa KoHcosbHoro bno4CH:

# ./cpconfig -hardware rndm -add bio tui -level 5 -name "Console
BioRNG"

Ona nobaBneHmnsa BHELWHEN raMMbil:
# ./cpconfig -hardware rndm -add cpsd -name 'cpsd rng' -level 3

# ./cpconfig -hardware rndm -configure cpsd -add string /dbl/kis 1
/var/opt/cprocsp/dsrf/dbl/kis 1

# ./cpconfig -hardware rndm -configure cpsd -add string /db2/kis 1
/var/opt/cprocsp/dsrf/db2/kis 1
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Takxe Hapgo ckonupoBaTb dannbl C AAHHbIMKU, MNOJlyYeHHbIMM Ha "APM BbipaboTku BHeWHeWn
rammbl", NONOXKUM, YTO OHM nexaT B /tmp/db[1,2]:
# cp /tmp/dbl/kis 1 /var/opt/cprocsp/dsrf/dbl/kis 1
# cp /tmp/db2/kis 1 /var/opt/cprocsp/dsrf/db2/kis 1
Ons paboTbl co cuuTbiBaTeneM PC/SC Tpebyetcs naketr CPROrdp. [Mocne noaknt4eHus
cunTbIBaTENS y3HaNTE UMS yCTPOMCTBA:
# /opt/cprocsp/bin/list pcsc
available reader: Gemplus GemPC Twin 00 00
Ons pobasneHns cunTbiBaTENS UCMOb3YNTE 3TO UMS:
# ./cpconfig -hardware reader -add "Gemplus GemPC Twin 00 00"
Onsa nonyyeHns noapobHol cnpaBku no cpconfig:
# ./cpconfig -help
# ./cpconfig -hardware -help

4.4, YcTaHOBKa napaMeTpoB XYypHannpoBaHug

CK3W Kpuntollpo CSP no3sonser cobupaTb O0TNaA0UYHYO MHMDOpMaLUUO N nMeeT
BO3MOXHOCTb MPOTOKOANPOBaHUA co6bITU. UHDOPMaLUnsa 3anmcbiBaeTcs B CUCTEMHbIN XypHar
(06bbiyHO B /var/log/messages). CyuwiecTByeT BO3MOXHOCTb WM3MEHEHMWSI HACTPOEK >XYypHasMpoBaHWS
pasnuyHbiX Moaynen npoaykrta. CywecTByeT BO3MOXHOCTb W3MEHEHUS YPOBHS XYpPHanMpOBaHUA W
dopMaTa BbIBOAUMbLIX OTNAA4O4YHbIX coobuleHnin. [na nofaydeHMs CnNpaBkM MO HACTponkam
XKYPHaNMpoBaHUS:
# cpconfig -loglevel -help
Moaynu, ANnsi KOTOpbIX NOAAEPXUBAETCS XYpHannpoBaHue:
CpCsp - A4p0 KpunTonpoBanaepa
capilO - CryptoAPI 1.0
cpext
capi20 - CryptoAPI 2.0
capilite - CAPILite

libcspr
cryptsrv - cnyx6a xpaHeHus kntoden (KC2)
libssp - TLS

cppkesll - PKCS11
cpdrv - gparviBep
dmntcs

4.5. Hactpomnka kpuntonpoBangepa no yMos4aHUIo

[Ons npocMoTpa TUMOB AOCTYMHbLIX KPUNTONPOBaniAepos:

$ ./cpconfig -defprov -view type
[ns npocMoTpa CBOWCTB KpMNTOMNpOBanAepa HYy>XHOro Tmna:

# ./cpconfig —-defprov -view -provtype <provtype>
Ons ycTtaHoBKM npoBangepa Mo yMOAYAHMIO ANS HYXHOro Tuna:

# ./cpconfig -defprov -setdef -provtype <provtype> -provname
<provname>

ans nonyyeHma MMeHu ﬂpOBaVIﬂepa Mo YMOJTYaHUIKO ANA HYXHOIMro Tuna:
# ./cpconfig -defprov -getdef -provtype <provtype>

5. YcTaHoBKa CONyTCTBYIOLLUUX MaKeToB

Onsa nepepaum no cetu 3anpocoB Ha ceptudukaTtbl, CRL 1 T.m., a Takxke ANS NOAAEPXKM
OOMONHUTENbHbBIX  K/IIOYEBbLIX CuYMTbIBaTenem W HocuTenel MoxeT noTtpeboBaTbCs yCTaHOBKa
OONOSTHUTENbHbIX MAaKeToB.

Ecnn conyTcTBylowMe nakeTbl CKaduBaloTca U3 WHTepHeTa, Heobxoanmo noaoTeBepAnNTb UX
LeNOCTHOCTb, MpOBepuB NOAMUCL WM Xew. Ecnm UCTOYHMK He obecneumBaeT Takme MeXaHW3Mbl,
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[OMNyCKaeTCsl UCMOsb30BaHWE MaKeToOB TOJIbKO C AucKa C aucTpubytmeoMm CK3WU, roe 3TM MexaHU3Mbl
ncnosb3yloTcs. Ha Aucke nakeTbl fiexaT B nanke \extra.

5.1. bubnuoteka libcurl

Wcnonb3yeTca Ang nepegaydm 3anpocos Ha ceptudukatel, CRL u T.n. no ceTu.

B coctaB anctpmbyTtmea Kpuntollpo CSP BxoauT nakeT CPROcurl(CPROcurlx), Bkaoyarowmn B
cebsa libcurl. Libcurl mn3 coctaBa CSP nepepabotaHa w nopaepxuBaeT TLS no poCCUCKUM
Kpuntorpaduyeckum anroputmam ¢ Kpuntollpo CSP B kavecTee Kpuntonposanaepa.

JonyckaeTcs wucnonb3oBaHue opurnHanbHom libcurl, kKoTOpyld MOXHO cCKayaTb C canTa
pa3paboTumnka npoekta http://curl.haxx.se/ . Ha calTe AOCTyneH nakeT C UCXOAHbIMK TeKCTaMu AN
camocTosiTenbHon cbopku. Kak npasuao, Tam xe ecTb buHapHble nakeTbl. OpurnHanbHasa éubnuoteka
He noagepxusaeTt TLS no poccuinckmm kpuntorpadunyeckmm anroputmam ¢ Kpuntollpo CSP B kavecTse
KpunTonposangepa.

Mocne ycTaHOBKKM 6UBAMOTEK HAAO 3aperncTpMpoBaTh NyTU K HUM. HanpuMmep:

# /opt/cprocsp/sbin/cpconfig -ini \config\apppath -add string
libcurl.so /usr/local/lib/libcurl.so

6. CoctaB U Ha3Ha4YeHne KOMMOHEHT NPOrpaMMHOro
obecneveHna CK3U

6.1. basosble moaynu CK3U

MO CK3W copepxut 6a3oBble MOAynn:

libcsp — AMHaMmmnueckn 3arpyxaemasn 6mubnmorteka Kpuntollpo CSP.
libcspr - 6ubnunoteka pabotbl ¢ yaanéHHbiMm Kpuntollpo CSP.
drvcsp — AMHaMUYeCKn 3arpyaemMblii MOAYb sapa.

libssp - 6ubnunoteka noaAepXKM MoAynsi ceTeBok ayTeHTudwukauum Kpuntollpo
TLS

cpverify — MOAYy/1b KOHTPOAS LENOCTHOCTH.
wipefile - Mmoaynb yananenus gannos BMecTe C COAEPXKUMbIM.

B Ha3BaHusAX anctpmbytmeos CK3W ncnonb3yercs HoTauus:
CPRO - npedwukc;
CSp - KpunTonpoBanaep;
drv - 3arpyxaembiii Moaynb sapa OC;
[d] - onuuoHanbHO - yKa3biBaeT Ha AOKYMeHTauUuMto (TeCTOBbIE NPUMEDPLI);
i386 - nnatdopma Intel.

6.1.1. bwubnunoteka libcsp
Bbubnuoteka libcsp peanunsyet uenesble pyHKUUN KpunTorpadmyeckon 3awmTbl nHOOpMaUnum,
paboTy C KAoYaMu, AOCTYN K KIHOYEBbLIM HOCUTENAM, KnaBuaTypHbii JCYH.
6.1.2. bubnuoTteka libcspr
bubnuoTteka libcspr obecneumBaeT  ypaneHHbIN [0CTyn K KpunTonposanaepy,
(PYHKUMOHMPYIOLWEMY KaK OTAENbHbIA CEPBUC.
6.1.3. [OpanBepHas 6ubnnoteka drvcsp

Bubnuoteka drvcsp, ncnonblyeMas B KayecTse AMHAMUYECKM 3arpyxxaemoro moayns aapa OC,
peanusyeT uenesble QyHKUMN KpunTorpadunyeckon sawmtel MHGopmaummn (kpome dopmmpoBanms )
n paboTy C knHaMu.
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6.1.4. Moaynu ceteson aytTeHTUdMKaumm Kpuntollpo TLS

Moaynb libssp ob6ecneunBaeT peanmsauuio NpPoOTOKONA CETeBOM ayTeHTudwukauum Kpuntollpo
TLS. O6wee onucaHmne NpoToKoia NpMBEAEHO B COOTBETCTBYHOLWEM pasaesne gokymeHTa "XTAN.00050-
03 90 02. Kpuntolpo CSP. PykoBoactBo agMuHUcTpaTtopa 6esonacHoctn. Obwas yactb."

Mpotokon TLS (RFC 2246) wucnonb3yetcsa ANa 3aWnTbl COEAUHEHUN B KJ/IMEHT-CEPBEPHbIX
TexXHOoNornax.

MporpamMmHoe ob6ecneueHne Kpuntollpo TLS saBnsetrca peanusaumern npotokona TLS wu
ucnonb3yeTr kpuntorpaduyeckune dyHkumm  Kpuntollpo CSP  ans obecneyeHus npouecca
ayTeHTudumkaumm n wndposaHunsa Tpadurka Mexay KIMEHTOM U CEPBEPOM.

6.1.5. Moaynb cpverify
Moaynb cpverify npeaHasHayeH AN KOHTPOSS LENOCTHOCTM npu  yctaHoBke CK3U wu
dyHKumMoHuposaHum MO CK3WN Kpuntollpo CSP Ha MNM2BM nonb3osaTens.
6.1.6. Moaynb wipefile

Moaynb wipefile ncnonbsyetca ana yaaneHus dannos BMeCTe C COAEPXUMbIM MPU LWITATHbIX U
HewTaTHbIX (CBONMPOBAHME) CUTYyaLMUSX.

6.2. Moaynu MNK3U
6.2.1. Moaynb libcapi20

Moaynb libcapi20 wucnonb3yeTcs Ans ynpaBaeHus cepTudumkaTtaMum OTKPbITbIX KJO4Yelr, a
Takxke ans obecrneyeHuss BbIMOMHEHMS KpunTorpaduyYecKkMx 3anpocoB Ha YpoBHe WHTepdeiica
CryptoAPI v. 2.0. UHTepdelic moayns capilite sBnsieTcs noaAMHOXecTBOM MHTepdenca CryptoAPI v. 2.0.

6.2.2. bubnuoteka librdrrdr

bubnuoteka librdrrdr ob6ecneumBaeTr yHUPUUMPOBAHHLIN MHTEPdENC AOCTyNa K K/OYEBbLIM
HOCUTENSIM BHE 3aBUCMMOCTM OT UX TUNA.

6.2.3. Moaynu goctyna K KOHKpPETHbIM TUMNaM K/IHYEBbIX
HOCUTENEN U CYUTbIBATENEN:
D librdrfatl2 «k gmnckoBoay u amckete 3.5" n pasgeny XecTkoro gucka

. librdrpcsc kK cuuTbiBaTENsIM CMapT-kapT W eToken, noaaep>XXuBakoLWwmM
nHTepdeic PC/SC

6.2.4. bwubnunoteka librdrsup

Bubnunoteka librdrsup obecneumBaeT peanusauynio ob6wWMX YHKUMIA AOCTYyNa K pasfnyHbIM
YCTPOMCTBaM XpaHeEHUS KJIOUEBbIX HOCUTENEN.

6.2.5. Moaynun patymkoB CyyYamHbIX vyncen

Bbubnuoteku librdrrndm un librdrrndmbio o6ecneunBatoT nogaepxky paboTbl ¢ HGU3MYECKMMU
AAaTUYMKAMM ClyYanHbIX Ymncern.

6.2.6. bBbubnuoteka libasnldata nogaep>xku npotokona ASN1

Bbubnuoteka libasnildata cogepxut dyHkumMn npeobpasoBaHns CTPYKTYP AaHHbIX B MALIMHHO-
He3aBUCMMOE MNpeacTaB/ieHne.

7. BctpanBaHune CK3U Kpuntollpo CSP B npuknagHoe MO

Mpn BcTpansaHmn CK3UM Kpuntollpo CSP B npuknagHoe nporpamMMHoe obecrnedeHue AO0NXKHbI
BbINONHATbCA TpeboBaHua pasgena 8 pgokymeHTa "XTAW.00050-03 90 02. Kpuntollpo CSP.
PykoBoacTteso agMmHucTpaTopa 6esonacHoctn. O6was vyactb."

Mpu yctaHoBKke makeTa ansa paspabotumka ( CPROcspd ) B aupektoputo /Library/Frameworks
6yaetr nomewéH CPROCSP.framework, cogepxawui B cebe 6ubnmnotekm CSP. [pu NMHKOBKE C
¢perimBopkoM HeobxoaMMO yKasaTb B MNapameTpax NuHkosBwwuka -flat_namespace. lMpun cbopke u3
KOMaHAHOM CTPOKM dar ykasblBaeTCs B KOMaHAHOW cTpoke; npu cbopke B XCode nar ykasbiBaeTcs B
“Project - Edit Project Settings - Build - Linking — Other Linker Flags”.

Mpn cbopke MHOromoOTOYHbIX MPUNIOXKEHUIN HACTOSATENIbHO pEeKOMeHAyeTCs JIMHKOBaTb
ncrnonHsaembin dann ¢ CoreFoundation (mnobasmtb B onumu nuHkepa «-framework CoreFoundation»
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nmbo HacTpouTb JIMHKOBKY 4yepe3 cBoncTBa npoekta B XCode). 3To BaxHO AN MHOMOMOTOYHbIX
NPUNOXEHWN, MNOCKONbKY BBMAY ocobeHHocTerr MacOS Henb3s Npou3BOAWTbL MepBOE OTKpbITME
dpenmBopkoB, 3aBucawmnx ot CoreFoundation (Takux kak PCSC), He n3 rnaBHoro nortoka. lostomy, B
cny4yae ecnm Ha KomnbioTepe knueHta CSP HacTpoeH Ha paboTy CO cMapT-KapTaMu, MHOMoOnMoTO4YHOe
npunoxexHune, ncnonb3ytuee CSP n He cnmHkoBaHHoe ¢ CoreFoundation, moxeT He paboTaTb U NagaTb
B CUCTEMHBbIX DYHKUMAX nHuumanmsaumm CoreFoundation ( CFInitialize() ).

8. TpeboBaHMA NO OpraHN3aLMOHHO-TEXHUYECKUM U
aAMUHUCTPaTMBHbIM MepaM obecredeHuns
aKkcnnyaTtaunn CK3U

JO/MKHbI BbINOMHATLCA TpeboBaHMSA MO OpraHM3auMOHHO-TEXHUYECKUM UM aAMUHUCTPATUBHbIM
MepaM obecneyeHnsa 6e3onacHocTn akcnnyataumm CK3UW B obbeme pasgenos 12 m 13 AOKyMeHTa
"XXTAN.00050-03 90 02. Kpuntollpo CSP. PykoBOACTBO agMMHUCTpaTopa 6e3onacHocty. O6uias
yacTb."

8.1. O6wwme mepbl 3awnTbl oT HCA MO ¢ ycTaHOBAEHHbLIMU
CK3M Ha OC Mac OS X

Moa ynpasneHmem UNIX-nogo6Hbix onepaunoHHbiXx cucteM CK3U Kpuntollpo CSP AosmkHO
MCNOoMb30BaTbCs C NpOrpaMMHbIM obecneyeHnem:
e Certmgr (Kpuntollpo Certmgr).
CryptCP.
Apache Trusted TLS (Digt).
Trusted TLS (Digt).

Mpu uncnonbzoBaHnm CK3UN XTAN.00050-03 noa ynpasneHmem OC Mac OS X Heobxoammo
NpeanpuHATbL AOMOSHUTENIbHbIE Mepbl OPraHM3auMOHHOINO M TEXHMYECKOro XapakTepa W BbINOJHUTb
OOMOJSIHUTENbHbIE HaCTPOMKM OMNepauMoHHON cucTteMbl. [lpu 3TOM CTaBUTCA 3agayvya He TOJbKO
obecneunTb AONOAHUTENBHYIO 3awnTy cepeepa n OC ot HCA, Ho u obecneunTb 6ecrnepebonHbIf pexnm
paboTbl N UCKNOYNTL BO3MOXHOCTM "OTKasa B 06cnyxunBaHmun", BbI3BAHHONO BHYTPEHHUMU MPUYMHAMMU
(HanpumMep - nepenosiHeHneM GannoBbIX CUCTEM).

K opraHu3auMOHHO-TEXHUYECKMM MepaM OTHOCHATCS:
e obecneyeHune dusnyeckon 6esonacHOCTM cepBepa;
e yCTaHOBKa NpoOrpaMMHbiX 06HOBAEHUN;

e OpraHusaumsa npoueaypbl pe3epBHOro KOMUPOBAHMS U XPaHEHUS pe3epBHbIX
KOMWun.

JononHutenbHble HacTpolikn OC Mac OS X kacatoTcs cnegyowero:

e OrpaHuyeHMe AOCTyna MoOJb30BaTeNeldi UM HacTPOMKW  MOJIb30BATE/IbCKOro
OKPY>XEHUS;

e  OrpaHWYeHue CETEBbIX COEANHEHWIA;
e  OrpaHWYeHust Npy MOHTUPOBAHUU HANNOBbIX CUCTEM;
e  OrpaHWYeHUst Ha 3anycK NpoLeccos;

e KOHTpONb 3arpy3skm OC M KOHTPO/SIb LENOCTHOCTM CUCTEMHOrO M MPUKIAAHOro
nporpamMMHoro obecnedeHns aosmxkeH obecneumBaTbCA MPU NMOMOLLWN 3NEKTPOHHOrO
3aMka (CM. COOTBETCTBYKOWMI pasgen B AokyMmeHTe "XXTAW.00050-03 90 02.
Kpuntolpo CSP. PykoBoacTBO agMuHucTpatopa 6ezonacHoctn. Obuwas 4yacte."),
YTO O3HaYaeT:

e  BbInosnHeHue 3arpysku ¢ PUKCMPOBAHHOIO HOCUTENS;

e (ObecneyeHne KoOHTposns uenoctHoctt OC WM NpuKNagHOro MNporpamMMHOro
obecrneyeHnss A0 3arpy3ku Ha 3arpy3ouyHOM AUCKE M APYrUX MOAK/IHOYEHHbIX
ANCKax.

e [0MOSHUTENbHbIE HAacTponkn aapa OC;

e HACTpoliKa CeTeBbIX CEPBUCOB;

e OrpaHuyeHue Konm4yectsa "BMAMMON U3BHE" MHMOPMaLMN O CUCTEME;
e HacTpolika NoACUCTEMbI MPOTOKONMPOBAHUS U ayauTa.
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8.1.1. OpraHum3aunoHHO-TEXHNYECKMNE Mepbl

1. C uenbio WUCKIOYEHUS BO3MOXHOCTM 3arpy3km OC, OT/IMYHOWM OT YCTaHOBJ/IEHHOM Ha
XecTkoM aucke [M29BM, M3BM u ycTpoMcTBa 3arpy3ku AO/DKHbI ObiTb OnevyaTaHbl.
JonxeH 6bITb 0becneyeH HeO6X0ANMbI KOHTPOJb LLEeNOCTHOCTU NnedaTen.

2. ObecneyeHune pusmyeckon 6e3onacHOCTN cepBepa

CnepyeT WCKAKOYUTD BO3MOXHOCTb AOCTyNa HeaBTOPM30BAHHOIO MepcoHana K KOHCOoMWn,
CUCTEME MUTaHUSA U AOMOSIHUTENbHBIM YCTPONCTBaM, MOAK/IOYEHHbBIM K 3allMLIaEeMOMy CEpPBEPY MyTeEM
YCTaAaHOBKWU 060pyLI,OBaHVIFI B CneuunanbHO BblAENEHHOE W 3anMpaeMoe NnoMelleHne (annapaTHyro nnn
CEpPBEPHYIO0 KOMHATY).

JocTyn nepcoHana B CEpBEPHYID KOMHATy JAO/KEH ObITb pernamMeHTUpoBaH BHYTPEHHUM
pacrnopsiAKoOM 3KCMyaTUPYIOLLEn opraHn3aunmn U AOMHKHOCTHbIMU UHCTPYKLMUSMU.

[na ucknoyeHns c6oeB KOMMbIOTEPA, BbI3BAaHHbLIX OTK/IOUEHWEM 3N1EKTPONUTaHNA, HEO6X0AUMO
obecneunTb 3MEKTPONUTaHME CcepBepa OT WCTOYHMKA 6ecnepebonMHOro MnuTaHusA AO0CTaTO4YHOM
MOLHOCTN. KaK MUHUMYM, MOLLHOCTM 6aTapei UCTOUYHMKa 6ecnepeboMHOro NUTaHMsa LO/KHO XBaTaTb
Ha BpeMsa A0CTaTOYHOE A/ KOPPEKTHOrO aBTOMaTMUYECKOro 3aBeplieHns paboThl cepBepa.

3. OpraHusaumsa npoueaypbl pe3epBHOr0 KOMMPOBAHUSA N XpaHEHUS pe3epBHbIX KoM

Mpu onpeseneHWn pernaMmeHTa pe3epBHOrO0 KOMUPOBaHWSA W XPAHEHUS pPE3EpPBHbIX KOMUWA
cnepyet obecneynTb OTBETCTBEHHOE XpaHEHME pe3epBHbIX KOMWUIM B 3anupaemblX cendax (wkadax) u
onpeaenvTb Mpoueaypy BblAayu pe3epBHbIX KOMUIA OTBETCTBEHHOMY MEPCOHany W YHUUYTOXEHUS
BblWeAWwnX 13 ynotpebneHna Hocutenen (IeHT, O4HOKPATHO 3anucbiBaeMbIX AUCKOB U Mp.).

CTaH,CI,apTHbIMVI MepaMun no opraHMsaumm OTBETCTBEHHOIo XpaHeHUd HocuTenen
ABNAKOTCA:

*MapKNUpOBKa HOCUTENEN;

eCOCTaBJIEHME OMUCUM  XPaHUMbIX HOCUTENENH C YyKasaHWeM CepUNHbIX
(VMHBEHTapHbIX) HOMEpPOB, AaT 3anUcu HocuTenen, ammnmen CoTpyaHuKa,
co3aasLlero Konuw ans Kkaxaoro wkada(cernda);

enepmogmyeckas CBepka onucu n cogepxummoro cerdos (wkados);

eOpraHusauMs OTBETCTBEHHOIO XpaHeHuUs W BblAaun Ka4vYen oT  cendos
(wkados);

*BO3MOXHOe oneyaTbiBaHne (onnombupoBaHue) cendos(wkados).

YHUUTOXEHUE BblWeaWwnx u3 yr|0Tpe6neva HOCcUTenen [AOJSHKHO npon3BoanTca
KOMWCCHEN C coCTaBneHneM akta 06 YHUYTOXEHUMN.

4. B cucteme  peructpupyetca  OAMH  Nofb3oBaTenb, obnagatowmin npasBamu
aAMUHMUCTpaTopa, HOCAWMA uMsa root, Ha KoOToporo Bo3naraetcsd 06a3aHHOCTb
KoHdurypuposatb OC Mac OS X, HacTpaumBaTb 6e30MacHOCTb, a TaKxe
KoHduUrypuposaTtb [M2BM, Ha koTopyto yctaHoBneHa OC Mac OS X.

5. Onsa nonb3oBatens root BblbMpaeTcs HaAeXHbI Mapofb BXoAa B CUCTEMY,
YAOBIETBOPSAOWMIA crieayrowmnm TpeboBaHnaM: AnvHa naposis He mMeHee 6 CMMBOJIOB,
cpeov CUMBOMOB Mapofs AOJ/KHbl BCTpedaTbCs 3arsaBHble CMMBOJIbI, MPOMUCHbIE
CUMMBOJbI, UNdPbI 1 cneunasnbHble CUMBOJIbl, CPOK CMEHbI Maposis He pexe O4HOro pasa
B Mecsu, AOCTYyN K napoJsito AoskeH 6biTb obecneyeH ToNbKO agAMUHUCTPaTOpY.

6. MMonb3oBaTtento root AOCTyNHbI HACTpoMKM Bcex nonb3oBatenen OC Mac OS X, koTopblie
OH MOXET npocMaTpmBaTtb, peAaKTUpoBaTb, yAansTb, co3aaBaTb. Bcem nonb3oBaTtensam,
3apermcTpupoBaHHbiM B Mac OS, nosnb3oBaTenb root B COOTBETCTBUM C MOSIUTUKOWN
6e30MacHOCTM, MNPUHATON B OpraHusauuu, JaeT MUHUMANbHO BO3MOXHble Ans
HopManbHoM paboTbl npaBa. Kaxabli nonb3oBatens Mac OS, He gBnaOWMNACA
nonb3oBarteneM root, MOXeT NMpocMaTpmBaTb U peaakTUpPOBaTb TOSIbKO CBOW YCTaHOBKMU
B paMKax rnpas A0CTyna, Ha3Ha4YeHHbIX eMy NoJsib30BaTesieM root.

7. Bcex nonb3osatener [3BM, KOTOpble HE MNONb3YKTCA AAHHOM CUCTEMOM, U BCeEX
CTaHAapTHbIX MNonb30BaTenein, KoTopble co3gatTcs B Mac OS BO BpeMsi yCTaHOBKM
(Taknx, kak "sys", "uucp", "nuucp", n "listen"), kpome nonb3oBaTens root, cneayer

yAanuThb.

8. B OC Mac OS X cyLwecTBYylOT UcnosHseMble dannbl, KOTOpblE 3aMyCKalTCs C NpaBaMu
nonb3oBartens root. 3Tn darnnbl MMeLOT ycTaHoBneHHbln dnar SUID. MNonb3osBaTtens root
OO/KEH OonpeaennTb, KakuM M3 3TuX (ansioB B paMKax onpeneseHHON B OpraHu3aunmn
NONUTMKM 6€30MacHOCTN He TpebyeTcs 3anyck C aAMUHUCTPATUBHbBIMU MOJTHOMOYMAMYU,
n c nomowsbto cbpoca cdnara SUID ponxeH CBECTM KOAMYECTBO Takux dannos K
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

MUHMMYMY. 3anycK ocTaBwuxca dannoB C ycTaHoBneHHbIM dnarom SUID pgonxeH
KOHTPONMPOBATbCS Nofnb3oBatenem root.

Mpu wncnonb3oBaHum CK3U  XKTAW.00050-03 Ha T[19BM, nOAKAKOYEHHbIX K
06LLenoCTYNMHbIM CETAM CBS3W, AO/MKHbI O6biTb MpeanpuHATbl AONOSIHUTENbHbIE Mepbl,
WCKOYaoLWmne BO3MOXHOCTb HECaHKLIMOHUPOBAHHOIO AOCTYyNa K CUCTEMHbIM pecypcaM
MCMNOJIb3YyEMbIX OMEPaLMOHHbLIX CUCTEM, K MPOrpaMMHOMY obecrneyeHuto, B OKpPYXEHWUU
KoToporo @yHKunoHmpytoT CK3U, n k komnoHeHTaM CK3W co CTOpOHbl yKa3aHHbIX
ceTen.

MpaBo goctyna kK pabouMm mectaM C ycTaHoBneHHbiM O CK3U «Kpuntollpo CSP»
NpeaocTaBnseTcs TONAbKO fMUaM, O3HAKOMJIEHHbIM C MpaBuiaMuM MOSIb30BaHUSA W
M3YUMBLUMM 3SKCMAyaTaUMOHHYIO [AOKYMEHTauul Ha nporpamMmHoe obecrnedeHue,
nMmetwlulee B ceoeM coctaBe CK3U XTHAM.00050-03

Ha TexHuyeckmx cpeacTBax, ocHaweHHbix CK3UM «Kpuntollpo CSP»  Ao0/XHO
MCNoNAb30BaTbCs  TOMbBKO  JIMUEH3UMOHHOE  nporpaMMmHoe  obecneyeHue  dupm-
npou3BoOAUTENEN.

B BIOS onpegensalTcd  YCTAaHOBKM, UCKAKYAKOWME  BO3MOXHOCTb  3arpysku
OMnepaumoHHON CUCTEMbl, OT/IMYHOM OT YCTAHOBJIEHHOM Ha >KeCTKOM JAucke:
OTKJIIOYAETCA BO3MOXHOCTb 3arpy3km C rmbkoro gucka, npumsoga CD-ROM u npouue
HecTaHAapTHble BuAbl 3arpy3kn OC, BKIKYas CeTeBYH 3arpy3ky. He npumeHstoTcs
M3BM c BIOS, nckao4varLlwmM Bo3MOXHOCTb OTK/TIIOUEHUST ceTeBol 3arpy3sku OC.

Cpeacteamm BIOS AOJKHA 6bITb NCKJ/t0OYEHA BO3MOXHOCTb OTKJ/ItOUEeHMUSA
nonb3osatensamun ISA-yctponcts n PCI-ycTpoicTB. N8 UCKIIOYEHNS 3TOM BO3MOXHOCTH
Bxoa B BIOS 3BM ponxeH 6biTb 3alUMLEH MApoOJsIEM, K KOTOPOMY MpPeabsBAslOTCS Te
xe TpeboBaHusA, 4TO M K naposito nonb3osatens root. lMaponb ana Bxoga B BIOS
AO/MKeH OblTb M3BECTEH TOJIbKO MNOJsib30BaTeNto root M 6biTb OTAMYHLIM OT MNapons
nonb3oBaTtensa root ansa exoaa B OC Mac OS X.

[o 3arpy3kun OC gosmkeH 6biTb peann3oBaH KOHTPO/b LLEeOCTHOCTU hannos, KPUTUYHbBIX
ana 3arpyskn OC v nporpamMmbl CPVERIFY.

Mpun 3arpyske OC ponxeH 6bITb peann3oBaH KOHTPOJb LENOCTHOCTUM MPOrpaMMHOro
obecneueHuns, Bxoasiwero B coctaB CK3UM XTAW.00050-03, camon OC un Bcex
ncnonHsaeMblx dannos, QyHKUMOHMPYHOLWMX coBMecTHOo ¢ CK3W ¢ mncnonb3oBaHMeM
nporpamMmmbl CPVERIFY.

Cpeactsamum BIOS pgonkHa 6biTb MCKOYEHA BO3MOXHOCTb paboTel Ha DBM, ecnm BO
BpPEMS ero HadasibHOW 3arpy3Kku He NpoxXoAsT BCTPOEHHbIe TecTbl DBM (POST).

Ha «KoMmnbloTepe ycTaHaBnmBaeTcsas Tonbko opaHa OC. Ha komnbloTepe He
yCTaHaBMBAlOTCA CpeactB paspabotkm wm otnagkm [MO. Ecnm cpeactBa oTnaaku
MPUNOXEHUA HYXHbl AN TEXHONOMMYECKUX nOoTpebHOoCTeNn opraHmM3aumMm, TO UX
MCMoSIb30BaHMe AO/MKHO OblTb CaHKUMOHMPOBAHO aAMUHUCTPATOpoM 6e3onacHocTtu. B
noboMm cnyyae 3anpewaeTcs  WMCNoNb3oBaTb 3TW  CpeacTBa ANs  MpocMoTpa U
peaakTupoBaHus Koaa 7] namsaTn NPUOXEHUN, MCMoMb3YHOLWNX CK31
XTAN.00050-03. Cneayet mnsberatb nonagaHns B CUCTEMY NpPOrpaMM, NMO3BONSIO-LLMUX
npu owmnbkax OC nony4daTb Nnpusunerun root.

[onxHo ObiTb oOrpaHuyeHo (C y4yeToM BbIGpaHHOW B OpraHWsauuMM MNOAUTUKK
6€30MacHOCTM) MCMO/Ib30BaHME MOJSIb30BATENSAMM KOMaHA cron 1 at — 3anycka KoMaHa B
yKasaHHoe BpeMms.

[onkHO 6bITb peann3oBaHo duU3nyeckoe 3aTMpaHue COAEPXKUMOro yaansembix dannos
c ncnonb3oBaHneM nporpammbl Wipefile na cocrasa CK3U.

JomkHbl 6bITb OTKIOYEHBI CETEBbLIE MPOTOKOJIbI, KOTOPblE HE UCMOb3YHTCH
Ha gaHHon JBM.

B cnyyae nopknto4veHns DBM c yctaHoBsieHHbIM CK3U Kk 06wwenocTynHbIM
ceTaAM nepefadn AaHHbIX AO/MKHO ObiTb OTK/IOMEHO uMcCNofnb3oBaHue JavaScript,
VBScript, ActiveX wn apyrux nporpamMmHbiXx O6bEKTOB, 3arpy)xaembiX W3 CeTU, B
npuKNagHblX NporpaMMax.

,U,O)'I)KHI:I 6bITb NMPpUHATBI Mepbl MO WUCKIK4YEHWUIO HECAaHKUMOHMPOBAHHOIO
[OCTyna MnOCTOPOHHUX NuL, B MOMELWEHUs, B KOTOPbIX YCTaHOBMEHbl TexXHW4eckue
cpeactea CK3W XXTAW.00050-03, nmo poay CBOen [AeATENbHOCTU He SBSIOWMXCS
nepcoHasioM, AONyLeHHbIM K paboTe B yKasaHHbIX NOMELLEHUSNAX.

JonxHo 6bITb 3anpeweHo ocTaBnATb 6e3 KOHTPONSA BblYUCAUTENbHbIE
cpeactBa, Ha KoTopbix 3kcnnyatupyetrca CK3UM  XKTAW.00050-03 nocne BBoaa
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24,

25.

26.

27.

28.

Knwoyeson uHpopMmaumn. [lpu yxoae nonb3oBatens C pabodero Mecrta A[OJIKHO
MCNOJiIb30BaTbCd aBTOMAaTMU4eCKOe BKJTlOUEHUE napoanoﬁ 3aCTaBKW.

N3 coctaBa cucTeMbl AOMKHO ObITb uUCKAo4YeHO ob6opyaoBaHWe, KOTOpPOE MOXET
co3gaBaTb Yyrpo3y 6e3onacHoct OC Mac OS X. Takxe Heobxoammo wusberaTtb
MCMONb30BaHMSA HECTaHAAPTHbIX annapaTHbIX CPeACTB, MMEKLLNX BO3MOXHOCTb BAMATb
Ha PYHKUMOHMpPOBaHMe kKoMnbioTepa uan OC Mac OS X.

Mocne uHctannauum OC Mac OS X cnepyeT yCTaHOBWUTb CpeAcTBaMW OrMepauyMoOHHOM
CUCTEeMbl BCE PpeKOMeHAOBaHHble nporpaMMHble O6HOBMAEHUS U MpPOrpaMMHble
06HOBNEHMS, CBA3aHHble C 6@30MacHOCTbIO, CYLLECTBYHOLME Ha MOMEHT MHCTaNALUNN.

Ha Bce ampekTopumn, coaepxaume cuctemHole dannbl OC Mac OS X u katanorn CK3WU,
HeobxoaAnMMO yCTaHOBWUTbL MpaBa AOCTyna, 3anpelarolmne BCeM Mosib3oBaTensiM, Kpome
Bnagenbua (Owner), 3anuchb.

B cBA3M C TeM, 4UTO aBapuitHbIA AaMn oOMNepaTMBHON MNaMATU MOXET coAepXaTb
KpunTorpauyeckn  onacHyo nHdopmMaumio, B MNPUKIaAHbLIX  nporpammax,
ncnonb3sytowmx CK3U, cneayeT OTKAOYUTb BO3MOXHOCTb €ro Co3AaHus C MOMOLLbIO
dyHKummn setrlimit ¢ napametpom RLIMIT_CORE=0.

B OC Mac OS X wucnonb3yeTcsa BupTyasbHas namatb. O6nactb BUpTyasibHON naMaTu
AO/MKHa 6bITb OpraHM3oBaHa Ha OTAESIbHOM XEeCTKOM Aucke. o OKOH4YaHuu paboTbl
CK3W copepxunmoe BUPTyanbHOW MaMATU AO/HKHO 3aTUpaTbCad C WUCMOAb30BaHMEM
cpeactB OC. B cnyyae aBapuihHOro ocrtaHosa 3BM, npu cnepyrowen 3arpyske
Heobxoammo B pexume “single user” ounmctutb o0651acTb BUpPTYanbHOW MNaMsATU
nporpammon wipefile, Bxoaswen B coctaB CK3M XTAM.00050-03. B cnyyae Bbixoga m3
CTPOSi >KeCTKOro Aucka, Ha KOTOPOM Haxoautcs obnactb BUPTyaslbHOW namsaTwH,
KpunTorpauyeckne K/w4dn noanexart BbiBOAY W3 AENCTBUA, a >XEeCTKUA AUCK
CUMUTAETCA He NOoASEeXalMM PEeMOHTY. ITOT XeCTKMN ANCK YHMUYTOXAaeTcs no npasuiam
YHUUTOXEHUS KTOYEBbIX HOCUTENEN.

8.1.2. [dononHutenbHble HacTponkn OC Mac OS X
Hactporikn OC Mac OS X BbINOMHANTCA MNyTEM pefakTupoBaHusa (yaaneHus, pobasneHus)
Pa3/INYHbIX KOHPUIypaLMOHHbIX N KOMaHAHbIX Gannos.

Ons  coxpaHeHUss BO3MOXHOCTWM "OTKaTUTb" BHECEHHble W3MEHEHUs ClefyeT COXpaHAaTb
Moanduumpyemble dainbl B "6e3zonacHoM" Mecte (Ha BHELIHEM HOCUTESIE WM Ha HE MOHTUPYEMOW
aBTOMaTun4yecku alnioBor cucTeme).

8.1.2.1 OrpaHunyeHne pgocTtyna nonb3oBaTeniel W HaCTPOMKM MONb30BATENbCKOIO
OKpYXeHus

HacTpolika Nosib30BaTE/IbCKOr0 OKPYXEHUS 3aK/HOUYAETCS B CIeAYOWNX AeNCTBUAX:

1. HacTpolite onepauuoHHYH0 CUCTEMY B COOTBETCBMM C PYKOBOACTBOM:
http://images.apple.com/support/security/guides/docs/SnowlLeopard Secur
ity Config v10.6.pdf (ana Snow Leopard; ecnn Bbl mcnonb3yete 6onee
HoBylo Bepcuto OC umcnonb3yihTe aHanormyHoe PpyKOBOACTBO Ans Bawen
Bepcun OC). [Ana orpaHMyeHus AOCTyna B CUCTEMY BbIMOJHUTE craeayolwme
NMYHKTbl PYKOBOACTBA:

a. Chapter 2 «Installing Mac OS X» - «Initial System Setup» -
«Turning Off Auto-login»

b. Chapter 4 «Securing Global System Settings» - «Configuring Access
Warnings» - «Enabling Access Warnings for the Login Window>»

c. Chapter 6 «Securing Accounts» - «Setting Global Password Policies»

d. 3apgainTe Macky No ymon4yaHuio ansa cosganusa dannos 022 Tak, Kak
370 onucaHo B Chapter 7 «Securing Data and Using Encryption» - «
Changing Global Umask for Stricter Default Permissions»

2. [Ons nonb3oBaTens root ycTaHOBUTb MacKy pexuma co3gaHus daiinos 077 nnm
027:

umask 077 (umask 027);

3. OtpepaktnpoBaTb ¢ann /etc/shells 1 nomMecTnTb B HErO MMEHA TOJILKO AN TeX
ncnosnHsemblx dannos obonoyek, KOTOpble YCTaHOBAEHbl B cucteme. [lo
yMon4yaHuio, cogepxumoe darina /etc/shells moxeT 6bITb TakuM:
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/bim/bash

/bin/csh

/bin/ksh

/bin/tcsh

/bin/sh

/bin/zsh
4. YpanuTtb pann (ecnun oH cywectByeT) /.rhosts.
YpanuTtb coaepxumoe darina /etc/host.equiv.

6. OrtpepaktnpoBaTtb dannbl u3 /Jetc/pam.d ¢ uenbto 3anpeta rhosts-
ayTeHTUdUKaumm. BbiNOAHSAETCS KOMMEHTUPOBAHWEM BCEX CTPOK, COAepIKalunx
noactpoky "pam_rhosts_auth.so".

7. [TpoBepuTb  nAeHTUPUKATOPbLI  NOMb3OBaTensd W rpynnbl  Ana  BCeX
nonb3oBaTenen, nepedncineHHbix B anne /etc/passwd. Cnegyet ybeamrtcs, uto
He cyllecTByeT Mosb30OBaTenen, UMerWwmnx naeHtTudbunkaTop nonbsosatens 0 u
naeHTudumnkaTop rpynnsl 0 KpoMe, BO3MOXHO, Nosib30oBaTens root.

8. CospgaTb nepeyeHb nMporpaMM, KOTOpble  3anyckawTcs C  MpaBamu
aAMWHUCTPATOpa, U KOHTPONIMPOBaTb €ro HEM3MEHHOCTb;

9. 3anpetuTb perucTtpaumio B CUCTEME NOJIb30BaTeNen, UMEeLKnX cneaylwme
"cnyxebHble nMmeHa":

U1

daemon uucp

bin nuucp
sys listen
adm nobody
Ip noaccess
smtp

JerictBue BbINOMHSAETCA nNyTeM ykasaHua B danne /etc/passwd CcTpoku
'/sbin/nologin’ B none shell-nporpamMmmel 1 ykasaHusa cumBona 'Xx' B nosie napons.

8.1.2.2 OrpaHunyeHns rnpu MOHTUpPOBaHUN HaNNOBbIX CUCTEM

OrpaHn4eHns NMpu MOHTUPOBAHMWU (alIOBbIX CUCTEM peann3yloTCs peaakTUpPOBaHUEM
darina /etc/fstab:

1. YcTtaHoBUTb onuumio nosuid npu MOHTMpPoOBaHUK danoBon cucTembl /var.
Mpy MHCTanNNAUMM CUCTEMbI CrieayeT BblAenuTb Ansa dannosbix cuctem /, /usr, /usr/local, /var
pa3Hble pasfjenbl AucKa AN5 npefoTBpalleHns nepenosiHeEHUs KPUTUYHBLIX dainosbix cuctem (/, /var) 3a

CYeT, HanpuMmep, NOSb30BaTENbCKMX AaHHbIX U obecneyeHMss BO3MOXHOCTU MOHTMPOBaHUS dannoBon
CUCTEMBI /USr B pexuMe "ToNbKO Ans yTteHusa".

8.1.2.3 OrpaHnyeHuns Ha 3anycK NpoLeccoB

1. Cneayet orpaHM4nTb UCMOMb30BAHME B CUCTEME MAHUPOBLUMKA 3a4a4 Cron U CPeacTB
naketHon o6paboTkm 3apgaHuii. [Ona HOpManbHOro @GYHKUMOHWPOBAHWUSA CUCTEMbI
MWUHMMaNbHO HeobXO0AWMMbIM SBASETCA pa3pelleHne MCMOoNb30BaHWSA MAaHUPOBLUMKA
3a4a4 cron u CpeacTB nakeTHor o6paboTku 3agaHu TONBKO Nonb3oBaTento root. Ans
3TOro cneayeT BbIMNOMHUTL cneayowmne koMmaHabl (0T MMEHU Cyneprnofib3oBaTens):

echo root > /var/cron/allow
echo root > /var/at/at.allow

8.1.2.4 Hacrpowka ceTeBbiX CEPBMNCOB
HacTpolika ceTeBbIX CEPBUCOB 3aK/IIO4AETCA B CNeAYOLEeM:

1. Cnegyet orpaHnuntb @QYHKUMOHANbLHOCTb CeTeBbIX COeAWHEeHuW. [na 3Toro
oTpefaKTUpyHTe ONMUCaHUS BCEX HEUCMNONb3yEMbIX CETEBbIX CepBMCOB (MO KpahHewn
mepe telnet.plist, tftp.plist, finger.plist un agpyrne, ecnn wumetloTCa) U3
/System/Library/LaunchDaemons/, pno6aBmB CTPOKM W3MEHMB 3HA4YeHWE KJo4a
Disabled Ha true

<key>Disabled</key>
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<true/>

2. OTKNIOUNTb HEWUCMNOJIb3yeMble CETEBble CEPBMUCHbI, W CNYXDbl, 3amnyCcKaemblX Mpu
CTapTe cUCTeMbl, 3anycTuTb paboTy MnoACMCTEMbI accounting Ans KOHTPOSS
3anyCcKaeMblixX NpPoLIECCOoB.

3. Ecnn He nnaHupyeTcs MCMNoAb30BaTb HacTpavBaeMbli KOMMbIOTEP B KayecTBe
MapuwpyTu3aTopa, HeobXxoAMMO 3anpeTuTb MapLlIpyTU3auuio, BbIMOJHUB KOMaHAy
sysctl -w net.inet.ip.forwarding=0.

4. CnepgyeTt 3anpeTuTb MNPUEM U3 BHELWHeW ceTu "wupokosewaTesnbHblX" (broadcast)
NakeToB, a TakXe nepegavy OTBETOB Ha NMpUHATbIE "WMPOKOBeLlaTeNbHble" nakeThbl.

5. 3anpetuTtb cynepnonb3oBaTento goctyn no ftp, ansa atoro nobasutb "root" B dann
/etc/ftpusers

6. Ecnn nnaHupyetcs wmcnonb3oBaTb Ha HacTpaMBaeMoM cepBepe cepsuc FTP, To
cnepgyetr co3paTtb  (oTpemaktmpoBaTtb)  dann  /etc/ftpusers co  CcnMCKOM
rnonb3oBaTenen, ANst KOTOPbIX 3anpeleH AoCTyn K cepBepy no npotokony FTP.
®ann wnMeeT TeKCTOBbIM QopMaT UM [O/DKEH cogepxaTb MO0 OAHOMY MMEHMU
rnonb3oBaTens B CTpoke. B cnucke "3anpeleHHbIX" nonb3oBatenen, Kak MUHUMYM,
AOSKHbI 6bITb MepeyncnieHbl cnegyowme MMeHa nosib3oBaTesen:

adm nobody4
bin nuucp
daemon root
listen smtp

Ip sys
nobody uucp
noaccess

7. [Ons orpaHuyeHust AOCTyna K CUCTEMHbIM dainam ans HenpuBuIermnpoBaHHbIX
nonb3oBaTtenieil, M3 KOMaHAHOW CTPOKW CneayeT BbIMOMHUTL Cleaylolne
KOMaHzbl:

chown root /etc/mail/aliases
chmod 644 /etc/mail/aliases
chmod 444 /etc/default/login
chmod 750 /etc/security
chmod 000 /usr/bin/at
chmod 500 /usr/bin/rdist
chmod 400 /usr/sbin/snoop
chmod 400 /usr/sbin/sync
chmod 400 /usr/bin/uudecode
chmod 400 /usr/bin/uuencode
8. Takxe cneayet 06HynuTb pnar SGID Ana HEKOTOPbLIX UCMONHAEMbIX (PalioB:
chmod g-s /usr/bin/mail
chmod g-s /usr/bin/mailx
chmod g-s /usr/bin/write
chmod g-s /usr/bin/netstat
chmod g-s /usr/bin/nfsstat
chmod g-s /usr/bin/ipcs
chmod g-s /usr/sbin/arp
chmod g-s /usr/sbin/dmesg
chmod g-s /usr/sbin/prtconf
chmod g-s /usr/sbin/swap
chmod g-s /usr/sbin/sysdef
chmod g-s /usr/sbin/wall

8.1.2.5 OrpaHunyeHune KonnyecTtea "BnammMon nasHe" nHopMaumm o cucteme
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O6bI4YHO, HauvanbHYyl WHMOPMALMIO O cCUCTeMe MOTEHUMasnbHbI HapywuTesnb
rnony4vyaeT M3 CUCTEMHbIX MPUralleHN, BblAaBaeMbIX CeTEBbIMU CNyxb6amMn cepsBepa
(telnet-cepsep, ftp-cepsep u np.).

MoaToMy, K MepaM MO OrpaHWYEHUD KoNnyecTsa "BUAMMONM M3BHE" MHGoOpMauum o
CUCTEME OTHOCSHTCS:

OTka3 oT craHpapTHoro "saronoBka", BbIBOAMMOro cepsBepoM ftp npu oTBeTe
nonb3oBaTtento. [locturaetcs ykasaHueMm B danne /etc/ftpwelcome cneayrowwmx
OVPEKTUB:

BANNER=""

PepaktnpoBaHmne ddannoB /etc/issue, /etc/ftpbanner mn /etc/motd c uenbio
pa3bsCHEHUSA NOMb30BaTENAM NpaBMa U NONUTUKK AOCTyMNa K cepsepy ftp.

8.1.2.6 HacTpoika noacmcTteMbl NPOTOKO/IMPOBAHMSA 1 ayauTa

1.

CnepyeT yAOCTOBEPUTCS, YTO TOJSIbKO MOMb30BaTENb root MMEEeT AOCTYN Ha 3anuch
onga cnegyowmx dannos:

/var/log/authlog
/var/log/syslog
/var/log/messages
/var/log/sulog
/var/log/utmp
/var/log/utmpx

. Ecnm Ha HacTpanMBaeMoM cepBepe WCMonb3yeTca web-cepsep, To cneayet

ybeantbcsa, 4to Tonbko "Bnageney" npouecca httpd mmeer goctyn Ha 3anuck K
npoTtokonam httpd

. OrpaHuuntb (C y4yeToM BblOpaHHOM B OpraHmMsaunm MonMTUKM 6e3onacHocTn)

MCnonb3oBaHWe MonAb30BaTens MM KoMaHad Ssu M sudo - npeaocrtaBnieHns
nonb3oBaTesIto aAMNHUCTPATUBHbIX MOSTHOMOYMNIA

. CneagyeT nMpoTOKO/IMPOBaTh MOMbITKWU MCMOMb30BaHUSA nporpaMMm su u sudo. Ans

aToro, B ann /etc/syslog.conf cnegyet no6aBuTb 3anunch:
auth.notice /var/log/authlog

nnu
auth.notice /var/log/authlog, @loghost

BTopas cTpoka aHanorMyHa nepBoOi, HO YyKa3blBaeT, YTO TMpPOTOKON
OOMNONHUTENBbHO NepefaeTcs Ha cepeep cbopa NPOTOKOSIOB.

Cnepyet obecneunTb NMPOTOKO/IMPpOBaAHNE HEYCMNELWHbIX NONbITOK perncrpaunn B
CUCTeMe B JIOKAJIbHOM MNpoToKosie. [nga 3TOoro, cnepyeTt BbIMOJHUTL criegyoline
KOMaHAbl:

touch /var/adm/loginlog
chown root /var/adm/loginlog ; chgrp wheel /var/adm/loginlog
chmod 644 /var/adm/loginlog

. Ona npoTOKOMMPOBaAHUS CETEBbIX COEANHEHUN, KOHTPOJIMPYEMbIX [EMOHOM

launchd (Bkntouas aaTty/Bpemsi coeanHenus, IP-agpec KiMeHTa, yCTaHOBUBLLENO
COefIMHEHNEe U UMA cepBuca, 0BCNYXMBAIOLWEro CoeAnHEeHue), OTpeaaKTUpymnTe
onucaHusa ceteBbix cepBucoB (telnet.plist, ftp.plist n apyrmne, ecnn nmetotcs) us
/System/Library/LaunchDaemons/, no6aBuB CTpoku

<key>Debug</key>
<true/>

8.2. TpeboBaHus NO pa3MeLlleHN0 TEXHUYECKNX CPeacTB C
yCTaHoBNneHHbIM CK3U

MpY pasMeLLEHNN TEXHUYECKMX CPEACTB C YCTaHOBNeHHbIM CK3U:

JomkHbl 6bITb NMPpUHATBLI Mepbl MO 3aWnTe OT HECAHKUMOHMPOBAHHOIO AOCTyna B
noMeLweHnda, B KOTOPbIX pa3MelleHbl TeEXHUYeCKMne cpeactBa C yCTaHOBJ/IEHHbIM
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CK3W, nocTopoHHMX nnu, MO poay CBOEW AeATENIbHOCTU He SBSOWMXCS
nepcoHasnoM, JonyuweHHbIM K paboTe B 3TUMX nMNoOMeweHuax. B cnydae
HeobxoANMMOCTM MPUCYTCTBUS MOCTOPOHHMX NML, B YKas3aHHbIX MOMeLeHMNAX
aomkeH 6biTb obecrneyeH KOHTPO/Ab 3a WX AencteusMm KU obecnedeHa
HEBO3MOXHOCTb HeraTuUBHbIX AENCTBUIN C UX CTOpPOHbl Ha CK3W, TexHuyeckue
cpeacTBa, Ha KOTOpbIX akcnayaTupyetcs CK3U m 3awmwaemyo nHbopmaumio.

BHYTpeHHSS nnaHupoBKa, pacrosioXeHWe U YKOMMNEeKTOBaHHOCTb pabounx mect
B MOMELleHNsAX [O0MXKHbl obecrneumBaTb MWCMNOMHUTENAM paboT, COXPaHHOCTb
AOBEPEHHbIX WM KOHMUAEHUMANbHbIX [AOKYMEHTOB W CBEAEHUW, BKIOYas
K/II0YEBYIO MH(MOPMaLUUIO.

B cnyyae nnaHupoBaHua pasmelwieHmnsa CK3UM B nomeweHusax, roe npucyTcTeyeT
peyeBasl, aKycTuyeckass W Bu3yanbHas nHbOpMauus, coaepkallas CBeAeHUs,
COCTaBAsAOLWMNE FOCYAAPCTBEHHYIO TalHy, n (MNK) yCTaHOBAEHbl TeXHU4Yeckue
cpencTtBa M CUCTEMbI NpueMa, nepegayun, 06paboTkun, xpaHeHUs 1 oTobpa)keHus
nHdopmMaunm, cogepxallen cBeeHnsi, COCTaBasoWwmMe rocyAapCTBEHHYIO TalHy,
TexXHuyeckune cpeacrea WHOCTpPaHHOro npoun3BOACTBa, Ha KOTOPbIX
GdYHKUMOHMPYIOT nporpammHbie moaynum CK3W, ponxHbl 6bITb NOABEPrHYTbI
cneunanbHOM MNpoBEpPKE MO BbISABAEHUIO YCTPOWCTB, MNpeAHa3Ha4YeHHbIX Ans
HersacHoOro nonyvyeHns nHopmMaunum».

9. TpeboBaHMsa NO KpunTorpadmMyeckon 3almTe

[onXHbl BbINOMHATLCA TpeboBaHUs Mo Kpuntorpaduyeckoli sawute pasgena 16 AoKyMeHTa
XKXTAN.00050-03 90 02.

KOHerTHO AOJIKHbI BbIMO/THATbLCA Tpe6OBaHVI9I:

1.

2.
3.

10.

11.

12.

13.

14

15,

Ucnonb3oBaHue TONbKO JINLEH3MOHHOIO CUCTEMHOIO NMpOrpamMMHoOro
obecneveHws.

HacTpoiika onepaumoHHoM cuctembl ansa pabotel ¢ CK3M no n. 5

Mpu nHctannaumn CK3W pomkHbl 6biTb 0becrneyeHbl opraHn3aumMOHHO-TEXHUYECKME
Mepbl MO WUCKITHOYEHWNIO NMOAMEHbI ANCTpUbYTMBa U BHeceHusl n3MeHeHnn B CK3W nocne
YCTaHOBKMW.

McknoueHne u3 nporpamMMmHoro obecneuveHms M3BM c yctaHoBneHHbiM CK3U
CpeacTB OTNagKu.

Maponb, wucnonb3lyembll ANs ayTeHTUdMKauum nosb3oBaTenen, [OSKeH
cogepxaTb He MeHee 6 cuMBONOB andaBuTa MOWHOCTM He MeHee 10.
MepnoAnYHOCTb CMEHbl NAaposs — He pexe 04HOro pasa B 3 Mecsaua.
MepnoanyHOCTE TECTOBOro KOHTpOAs Kpuntorpaduyeckmx dyHkumin - 10
MUHYT.

ExxecyTo4yHas nepesarpyska MN3BM.

MepunoanyHocTb octaHoea [19BM ¢ o6s3aTenbsHOM MNPOBEPKOM CUCTEMbI
oxnaxaeHus npoueccopHoro 6noka N3BM - 1 mecsu.

3anpewaerca 1CNoab30BaTb peXxuMm npocTtoi 3ameHbl (ECB) NOCT 28147-89
Ansa wndpoBaHus nHbopMaunm, KpoMe KIo4eBONn.

[Jo/mkHO faBaTbCs npeaynpexaeHve O TOM, YTO MpU MCNOSb30BaHUM pexnma
WndpoBaHus CRYPT_SIMPLEMIX_MODE wm™aTepuan, obpabaTtbiBaembli Ha
OZHOM KJitoue, aBTOMaTUYEeCKN OrpaHnymMBaeTcs BenndmHon 4 MB.

Mpn  dyHKunoHuposaHum  CK3W  gosmkHbl  BbINONHATBCA  TpeboBaHus
3KCNMyaTauMoHHOM AOoKyMeHTauum Ha MAK 3awmtbl oT HC/.

JomkHo 6biTb 3anpeweHo ucnonb3oBaHne CK3W ana 3awmtbl TenedOoHHbIX
neperosopoB 6e3 nNpuHATMS B cucTeMe Mep Mo 3awute OoT MHMOPMaATUBHOCTU
nob6o4YHbIX KaHanos, cneumduyecknx nNpu nepegade peuw.

JomxkHa 6biTb 3anpeweHa pabota CK3W npu BkAtYeHHbIX B M3BM wTaTHBIX
cpeacTBax BbiXo4a B paAnoOKaHas.

MNepean Havanom paboTbl CK3M Heob6xoanMMO NPOBECTU KOHTPOJb LENOCTHOCTY.
KoHTponeM LenoCTHOCTU AO0/IXKHbI 6bITh OXBayveHbl ansbi:

Mac OS (universal binary i386, x6_64)

libcspfke.3.dylib cryptcp certmgr inittst csptestf der2xer libcapi20.3.dylib libcpext.3.dylib
libpkixcmp.3.dylib libasnldata.3.dylib libssp.3.dylib libpkivalidator.3.dylib libcplib.3.dylib
libcpasn1.3.dylib libocsp.3.dylib libenroll.3.dylib curl libcpcurl.4.dylib libcpcurl.a libcsp.3.dylib
librdrrndmbio_tui.3.dylib librsaenh.3.dylib libcppkcs11.3.dylib fkchdimgtest librdrrdrfkc.3.dylib
librdrfkchdimg.3.dylib list_pcsc librdrpcsc.3.dylib librdrric.3.dylib cpverify wipefile csptest
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librdrrdr.3.dylib  librdrrndm.3.dylib librdrsup.3.dylib librdrdsrf.3.dylib librdrfat12.3.dylib
libcapi10.3.dylib libcpui.3.dylib cpconfig mount_flash.sh libstunnel.dylib

MpunnoxeHne 1. KOHTPO/b LEeNOoCTHOCTU NPOrpaMMHOro
obecneveHuns

B pononHeHwe K AMCTpUBYTMBY MNOCTaBNAOTCS ckpunToBble dainnbl integrity.sh, 3anyckom
KOTOPbIX MOXHO yY6eauTbCst B LLe/IOCTHOCTU AUCTpMBYTUBa A0 ero yCTaHOBKM.

MporpamMmMHoe obecneyeHne CK3UM Kpuntollpo CSP mMeeT cpeacTBa obecneyeHuss KOHTPOnS
uenoctHocTtn MO CK3W, koTopble AO0MKHbI BbIMOSHATCA Nepuoanyecku.

Ecnn B pe3ynbTaTe NepuoAMYECcKOro KOHTPOJS LIENOCTHOCTU MOsIBASIETCS COOo6LleHus o
HapyLleHUN LenoCTHOCTU KOHTponupyemoro dalina, nonb3oBaTenb 06si3aH npekpatuTb paboTy u
06paTUTbCs K aAMUHUCTPaToOpy 6e30MnacHoCTy.

AaMuHucTpatop 6e30macHOCTU, MpoaHanM3uMpoBaB MNpPUUUHY, MPUBEALWYK K HapyLleHUro
LLe/IOCTHOCTU, AomxkeH nepeyctaHoButb MO CK3W Kpuntollpo CSP ¢ anctpmubytumea, nnm cuctemHoe MO.

[MpnnoxeHune 2. YnpaBsieHne nNpoTOKOJIMPOBaHUEM

[Ons BKNOYEHNA/OTKIOUYEHNS 3HAUYEHMe Iog VICI'IOJ'Ib3y17ITe:

a) Mac OS
[Ons 3agaHus ypoBHS NpoToKosa
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -mask 0x9
[Onsa 3apaHnsa dopmaTa npoTtokona
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp - format 0x19
[na npocMoTpa Macku TEKYLLEro ypoBHs 1 (popmaTa npoTokona
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -view

b) ana Mac OS ypoBHs agpa
He nopaaepxuBaetcs.

3HayeHMeM NapaMeTpa YPOBHb NPOTOKO/a ABNSAETCS 6UTOBas Macka:
N_DB_ERROR = 1 # coobuweHuns 06 owmnbkax
N_DB_LOG = 8 # coobLeHnsa o Bbi3oBax

3HauyeHMeM NapameTpa popMaT NpoToKoNa SABMAsSeTcs bUTOBast Macka:
DBFMT_MODULE = 1 # BbIBOAUTb UMSA MOAYyNS

DBFMT_THREAD = 2 # BbIBOAUTb HOMEP HUTKMU
DBFMT_FUNC = 8 # BbIBOAUTb UMSA (PYHKLMMN
DBFMT_TEXT = 0x10 # BbIBOAUTbL CaMO cooblieHune
DBFMT_HEX = 0x20 # BbiBOoAUTb HEX pamn
DBFMT_ERR = 0x40 # BbiBoaouTb GetLastError
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JIncT perncrtpaumm MaMeHeHun

JncT peructpaummn naMeHeHuin

Homepa nucrtoB (cTpaHuy) Bcero Ne Bxoaawum Moan. |AdaTa
NNCToB LOKYMeHTa N° conpoBoam-
MN3M | W3MeHeH- |3aMeHEeHHbIX HOBbIX aHHynupo- | (cTpaHuu) B TeNbHOro
HbIX BaHHbIX LOKYM. [OKYM. U
narta
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